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          Shopping and Donating


Make smart shopping decisions, know your rights, and solve problems when you shop or donate to charity.
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            When trying to get a product fixed, you might find yourself in a fix. That’s why the FTC wants to hear what happened if you recently tried to get a product repaired.
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          Credit, Loans, and Debt


Learn about getting and using credit, borrowing money, and managing debt.


View Credit, Loans, and Debt
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            Delays in processing loans needed by small businesses in an emergency — like the pandemic — can leave them struggling to stay open. And deceiving consumers about these delays violates the law. The FTC says that's what happened when small businesses applied for emergency Paycheck Protection Program loans from Biz2Credit Inc.
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          Jobs and Making Money


What to know when you're looking for a job or more education, or considering a money-making opportunity or investment.


View Jobs and Making Money
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College students are targeted with jobs scams, too
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            Getting hired might feel like the ultimate high. But finding out it was just a scammer trying to steal your money will bring you — and your bank balance — right back down. Many college students look for virtual jobs they can do while going to school, but if a new employer mails your first paycheck before you even start working, that’s your cue to stop — it’s a scam.
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          Unwanted Calls, Emails, and Texts


What to do about unwanted calls, emails, and text messages that can be annoying, might be illegal, and are probably scams.


View Unwanted Calls, Emails, and Texts



      




  




  


  
    
          Video

        
    

  
  
  
    
  




  


      

    
          
        
  
    
        
    

  
  
  
    


    
          Topics



      




  




  


            
  Topics

  

        
        	
        Unwanted Calls
              
	
        Unwanted Emails, Texts, and Mail
              


    


  

      

    
          
        

  
    
      
            
              

  
    
        
          
        Consumer Alerts
      


            
          
            

  
   
Fake shipping notification emails and text messages: What you need to know this holiday season
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            When you order something online, you might get several emails or text messages about your order: Confirming your order. Telling you it shipped. Saying it's out for delivery. Notifying you about delivery. Did you know that scammers send fake package shipment and delivery notifications to try to steal people's personal information — not just at the holidays, but all year long? Here's what you need to know to protect yourself from these scams.
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          Identity Theft and Online Security


How to protect your personal information and privacy, stay safe online, and help your kids do the same.


View Identity Theft and Online Security
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            When you order something online, you might get several emails or text messages about your order: Confirming your order. Telling you it shipped. Saying it's out for delivery. Notifying you about delivery. Did you know that scammers send fake package shipment and delivery notifications to try to steal people's personal information — not just at the holidays, but all year long? Here's what you need to know to protect yourself from these scams.
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          Some companies promise you a loan or credit card regardless of your credit history. But they want you to pay a “processing” or other fee first. Those are scams. Learn the telltale signs.



	What Is an Advance-Fee Loan Scam?
	Warning Signs of an Advance-Fee Loan Scam
	Protect Yourself
	What To Do if You Paid a Scammer
	Report Advance-Fee Loan Scams





[bookmark: what_is]What Is an Advance-Fee Loan Scam?


Do you need to borrow money to make auto repairs, consolidate credit card debt, or pay your mortgage? In an advance-fee loan scam, scammers promise they’ll get you a loan, credit card, or access to credit. Or they say they’ll put you in touch with a lender who can almost certainly get you those things. No matter your credit history. But first, they say, you must pay up front. The scammer might say the money is a fee for “processing,” “insurance,” an “application,” or something else. But it’s a lie. There is no loan and there is no lender. And if you pay, the scammer and your money will disappear.


Advance-fee loan scams target people who have bad credit or trouble getting a loan for other reasons. The scammers post ads, often online, or call with these so-called deals. Many buy lists of the names of people who have searched or applied online for payday or other loans.


If you're considering a possible lender, know that


	Legitimate lenders will not promise you a loan or other credit without knowing your credit history, but demand you pay them first.
	Real lenders can require an application or appraisal fee before they consider your loan application.
	But nobody legit will tell you that paying a fee guarantees that you’ll get a loan.



[bookmark: warning]Warning Signs of an Advance-Fee Loan Scam


Here are some signs of a possible advance-fee loan scam:


Scammers place ads that say you can get credit regardless of your credit history. They may say things like, “Bad credit? No problem,” “No hassle — guaranteed,” or, “We don’t care about your past. You deserve a loan!”


Banks and other legitimate lenders won’t promise or guarantee you a loan or credit before you apply. They’ll check your credit report, confirm the information in your application, and decide if they think you’ll repay the loan before giving you a firm offer of credit.


Scammers don’t disclose fees before you apply for a loan. Scam lenders might say you’ve been approved for a loan. But then they say you have to pay them before you can get the money. That’s a scam. Any up-front fee that the lender wants to collect before granting the loan is a cue to walk away, especially if you’re told it’s for “insurance,” “processing,” or just “paperwork.”


Scammers call, offering loans or other credit. But it’s illegal for telemarketers to promise you a loan or other credit and ask you to pay for it up front and before they deliver. (The Telemarketing Sales Rule says so.)


[bookmark: protect]Protect Yourself


Not sure if the lender you’re talking with is legitimate? Use these steps to help protect yourself against scammers.


	Check to see if the lender is registered in your state. Lenders must register where they do business. Contact your state attorney general or banking or financial services regulator to find out if a lender is registered.



	Search online. Type the company’s name into a search engine with words like “review,” “complaint,” or “scam.” Also, try searching for the company's phone number to see if other people have reported scam calls from that number.



	Hang up on robocalls. If you pick up the phone and hear a recorded sales pitch, hang up and report it to the FTC. These calls are illegal.



	Don’t pay for a promise. Whether someone asks you to pay in advance for a credit card, loan offer, debt relief, mortgage assistance, or a job, walk away. No one legitimate will ever ask you to pay for a promise. If they do, it’s a good bet it’s a scam.



	Get help dealing with debt. You might have more options than you think. Nonprofit organizations in every state offer credit counseling services that often are free or low cost. Learn more about possible options for coping with debt.



[bookmark: do]What To Do if You Paid a Scammer


Scammers often ask you to pay in ways that make it tough to get your money back. For example, they might ask you to pay by using cryptocurrency, by wiring money through a company like MoneyGram or Western Union, or by putting money on a gift card and then giving them the numbers on the back. No matter how you paid a scammer, the sooner you act, the better. Learn what to do if you paid a scammer.


[bookmark: report]Report Advance-Fee Loan Scams


If you’ve lost money to an advance-fee loan scam, or have information about the company or scammer who called you, report it at ReportFraud.ftc.gov. When you report these wrongdoers, you help law enforcement stop them and alert others in your community to the scam.
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