






























































O 0 9 Y W ke W N

NN[\)NNN[\)[\)[\JHD—‘H»—*HH;—A;—A.—A.—A
0 NI A kA WD =, O 0 Y N R WY = o

At the FTC’s request, DiMino searched the Shadowserver database for evidence of
botnet command and control servers at a series of IP addresses provided by the FTC. DiMino
Decl., Ex. 5, 4 24-25. The FTC obtained these IP addresses from Spamhaus, which connected
them to botnet command and control activity, and reported them to 3FN in late 2008 and, in one
case, early 2009. As detailed in Steve Linford’s declaration, 3FN responded to Spamhaus’s
complaint and reported that these command and control servers were taken offline. DiMino’s
data confirms that 3FN’s representations to Spamhaus were false. In fact, the botnet command
and control servers purportedly taken down by 3FN continued to operate after the date 3FN told
Spamhaus they had been taken offline. DiMino Decl., Ex. 5, 99 26-30; Linford Decl., Ex. 4, §
19.

F. Dean Turner, Director of the Global Intelligence Network, Symantec
Corporation

Dean Turner is the Director of the Symantec Corporation’s Global Intelligence Network.
Turner Decl., Ex. 6, 2. Among other responsibilities, Turner manages and co-authors
Symantec’s annual Internet Threat Report, coordinates the research and analysis conducted on
attack data gathered from Symantec’s network of Internet sensors, and manages Symantec’s
Deepsight Analyst teams, which study cyber attacks and the vulnerability of systems to cyber
attacks. Turner Decl., Ex. 6, 9 2, 4.

Symantec’s Global Intelligence Network database consists of information gathered by
Symantec’s network of “infield sensors” — software and hardware managed by Symantec that
report Internet threat data back to Symantec as well as sensors in the control of third parties (for
example, users of Symantec’s anti-virus software who have agreed to share data with Symantec.)
Turner Decl., Ex. 6, 9 2. At the FTC’s request, Turner queried the Global Intelligence Network
databases by searching for cyber intrusions or attacks originating from IP addresses belonging to

3FN’ in the past six months. Turner Decl., Ex. 6, 9.

> A comparison of the IP ranges analyzed by Mr. Turner (See Turner Decl., Ex. 6, 9§ 9
(listing IP ranges)) with the IP ranges linked by FTC Investigator Drexler (See Drexler Decl., Ex.
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Turner’s query found more than 600 IP addresses controlled by 3FN launching a variety
of attacks, including a number of attacks capable of taking control of a user’s computer. Turner
Decl., Ex. 6,9 11 and Ex A to Turner Decl. Turner’s query also revealed phishing® and spam
activity originating from 3FN IP addresses (Turner Decl., Ex. 6, 9 29-32 and Exs. D and E. to
Turner Decl.), and 17 different 3FN IP addresses that housed botnet command and control
servers. Turner Decl., Ex. 6, 27 and Ex. C to Turner Decl.

G. Sheryl Drexler, Investigator, Federal Trade Commission

Sheryl Drexler is an investigator for the Federal Trade Commission. Drexler has more
than six years of experience investigating unfair and deceptive practices involving the Internet.
Drexler q 1.

1. Aliases Used by Pricewert

By reviewing the defendant’s domain and IP registration information, visting the
defendant’s websites, and reviewing the defendant’s corporate filings with the state of Oregon,
Drexler was able to link defendant’s various aliases, including Triple Fiber Network, 3FN, APS
Telecom, APS Communication(s), and APX Telecom. Drexler Decl., Ex. 7, 9 3-20, 23-25.

2. Pricewert’s Extensive Overseas Ties

Drexler was also able to confirm that although the defendant claims to be based in the
United States, it has extensive ties to eastern Europe, principally the Ukraine. The text on 3FN’s
website contains awkward phrasing and frequent grammatical errors, which strongly suggests
that it was drafted by a non-native English speaker. Drexler Decl., Ex. 7, 8. Of the employees
the FTC has been able to track to a location, all are located in the Ukraine or Estonia. Drexler

Decl., Ex. 7,9 22 and 26. Moreover, two telephone phone numbers listed on 3FN’s website are

7,9 15 and Attachment A to Drexler Dec. (listing IP ranges)) shows that Mr. Turner’s analysis
was performed on IP ranges controlled by the Defendant.

SPhishing is the use of email, Internet web sites, or other means, to mimic or copy the
appearance of a trustworthy entity for the purpose of duping consumers into disclosing personal
information, such as account numbers and passwords.
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answered by individuals with Russian accents, and 3FN advertises in Russian-language forums
with ads in Russian. Drexler Decl., Ex. 7, 9 21-22, 30.

3. Pricewert’s Marketing Efforts

Drexler located a number of 3FN banner advertisements on the website crutop.nu, a
Russian language site that includes forums for webmasters, including forums devoted to “Casino
Money,” “Spam” and “Pharmacy.” Drexler Decl., Ex. 7, §30. 3FN’s ads appeared along side
those of other advertisers of dubious legality, including “IncestMoney.com.” Drexler Decl., Ex.
7,9 30.

4. Consumer Complaints Regarding 3FN

Drexler found a number of consumer complaints about 3FN posted in various online
forums and websites. Drexler Decl., Ex. 7,9 31. Among other complaints, consumers accused
3FN of hosting spam, bots, child pornography, and rogue anti-virus products. /d. Moreover,
Drexler located a number of complaints about users being redirected to sites on 3FN’s servers
without their consent, including a report that Oxford University’s Department of Education
website was hacked to redirect users to graphic images of child pornography hosted by 3FN.
Drexler Decl., Ex. 7, § 32.

5. Malicious Activity Originating from 3FN’s Servers

In order to experience first hand the type of malicious activity hosted at 3FN, Drexler
visited a series of 3FN-hosted websites that purportedly contained malicious code according to
published reports. Drexler Decl., Ex. 7, 9 33. In eight different cases, Drexler’s computer was
attacked by malicious code hosted by 3FN. Id. These attacks ranged from programs designed to
hijack users to malicious web sites, to a trojan designated as “InfoStealer.Banker.C” — a program
created to steal usernames and passwords for online bank accounts and other websites. Drexler

Decl., Ex. 7, 9 33-34.
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IV.  ARGUMENT

A. The FTC Act Authorizes the Requested Relief

“Section 13(b) [of the FTC Act] gives the Commission the authority to seek, and gives
the district court the authority to grant, permanent injunctions,” and “[i]t is clear that, because
the district court has the power to issue a permanent injunction to enjoin acts of practices that
violate the law enforced by the Commission, it also has authority to grant whatever preliminary
injunctions are justified by the usual equitable standards.” FTCv. H.N. Singer, Inc., 668 F.2d
1107, 1111-13 (9th Cir. 1982). This “unqualified grant of statutory authority . . . carries with it
the full range of equitable remedies . . . .” Id. Accord FTC v. U.S. Oil & Gas Corp., 748 F.2d
1431 (11th Cir. 1984) (per curiam); FTC v. Amy Travel Serv., Inc., 875 F.2d 654, 571-72 (7th
Cir. 1989). The power of the Court pursuant to Section 13(b) is not limited to injunctive relief;
rather, it includes the authority to grant any ancillary relief necessary to accomplish complete
justice and preserve assets for rescission and restitution. Singer, 668 F.2d at 1112-14. This
ancillary relief can include appointment of a receiver, asset freezes, and expedited discovery. 7d.
Accord FTC v. American National Cellular, Inc., 810 F.2d 1511, 1514 (9th Cir. 1987).

In determining whether to grant a preliminary injunction under Section 13(b), a court “is
required to (i) weigh the equities; and (ii) to consider the FTC’s likelihood of ultimate success
before entering a permanent injunction.” FTC v. World Wide Factors, Ltd., 882 F.2d 344, 346
(9th Cir. 1989). Unlike private litigants, the Commission need not prove irreparable injury in
order to obtain injunctive relief, because “harm to the public interest is presumed.” Id.” Other
courts in this district and in other districts within the Ninth Circuit have granted similar

preliminary relief to the FTC.®

"No security is required for issuance of a temporary restraining order or preliminary
injunction in this case because the FTC is an agency of the United States. See Fed. R. Civ. P.
65(c).

8See, e.g., FTC v. Dugger, Civ. No. CV-06-0078-PHX-ROS (D. Ariz., Jan. 10, 2006)
(granting ex parte TRO requiring hosts to disconnect defendants’ computer equipment from
Internet, imposing an asset freeze, requiring records preservation, granting immediate access to
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In its two-count complaint, the FTC has alleged that Pricewert has engaged and continues
to engage in unfair acts or practices that violate Section 5 of the FTC Act. See “Complaint for
Permanent Injunction, and Other Equitable Relief,” filed concurrently. As set forth below, in
this memorandum and its two attached volume of exhibits, the Commission presents ample
evidence that it will ultimately succeed on the merits of its Section 5 claims and that the balance
of equities favors the requested injunctive relief.

B. The Commission Has Established a Likelihood of Succeeding on the Merits

of its Section 5 Claims that Pricewert Has Engaged in Unfair Acts or
Practices

Counts One and Two of the FTC’s complaint allege that Pricewert has engaged in unfair
acts or practices in violation of Section 5 of the FTC Act, 15 U.S.C. § 45(a). An act or practice
is unfair under Section 5 if: (1) it causes or is likely to cause substantial injury to consumers;

(2) the harm to consumers is not outweighed by any countervailing benefits; and (3) the harm is
not reasonably avoidable by consumers. 15 U.S.C. § 45(n).” See, e.g., FTC v. Neovi, Inc., 598 F.
Supp. 2d 1104 (S.D. Cal. 2008) (defendant’s creation and delivery of checks without a

reasonable level of verification that the customers had authority to draw checks on the specified

business premises, and requiring foreign asset repatriation) (copies of the complaint, TRO
memo, and TRO are included as Exhibits 8,9, and 10, respectively, in the Commission’s
accompanying two volumes of exhibits in support of the instant TRO motion); See also FTC v.
ERG Ventures, LLC, CV-06-00578 LRH-VCP (D. Nev. 20006) (granting ex parte TRO, asset
freeze, financial accounting, preservation of and expedited access to business records); F7C v.
National Vending Consultants, Inc., CV-S-05-0160-RCJ-PAL (D. Nev. 2005) (granting ex parte
TRO, immediate access, asset freeze, and receiver); FTC v. Enternet Media, CV-05-7777 CAS-
AJWx (C.D. Cal. 2005)(granting ex parte TRO, immediate access, asset freeze, and financial
accounting); see also FTC v. Sage Seminars, Inc., 1995 U.S. Dist. LEXIS 21043 (N.D. Cal.
1995) (granting preliminary injunction and asset freeze); FTC v. Silueta Distributors, Inc., 1994
U.S. Dist. LEXIS 10095, *1 (N.D. Cal. 1994) (granting preliminary injunction).

°See also Letter from the FTC to Hon. Wendell Ford and Hon. John Danforth, Committee
on Commerce, Science, and Transportation, United States Senate, Commission Statement of
Policy on the Scope of Consumer Unfairness Jurisdiction, appended to International Harvester
Co., 104 F.T.C. 949, 1064 (1984) (“Unfairness Statement”).
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bank accounts held unfair), reh’g denied, 2009 U.S. Dist. LEXIS 649 (2009), appeal docketed,
No. 09-55093 (9th Cir. Jan. 16, 2009).'°

In satisfying the “substantial injury” prong of the unfairness test, it is well-settled in the
Ninth Circuit that “consumer injury is substantial when it is the aggregate of many small
individual injuries.” FTC v. Pantron I Corp., 33 F.3d 1088, 1102 (9th Cir. 1994). Accord FTC
v. JJK. Pubs. Inc., 99 F. Supp. 2d 1176, 1201 (C.D. Cal. 2000) (holding that “[i]njury may be
sufficiently substantial if it causes a small harm to a large class of people. See also FTC v.
Crescent Publ’g Group, Inc., 129 F. Supp. 2d 311, 322 (S.D.N.Y. 1991) (finding that “injury to
consumers was substantial in the aggregate”). In addition, the “substantial injury prong can be
satisfied if the FTC establishes that consumers were injured by a practice for which they did not
bargain.” J.K. Pubs., 99 F. Supp. 2d at 1201. The injury suffered by consumers need not be
monetary in nature. See, e.g., Accusearch, 2007 U.S. Dist. LEXIS 74905 at *22-23 (resources
expended changing phone carriers and upgrading account security held cognizable injury.)

Here, the FTC’s Complaint alleges that Pricewert has violated Section 5 of the FTC Act
by: (1) unfairly recruiting and willingly hosting electronic code or content that inflicts harm
upon consumers, including but not limited to, child pornography, botnet command and control
servers, spyware, viruses, trojans, and phishing-related sites; and (2) colluding with bot herders

to configure, deploy, or operate botnets comprised of thousands of compromised computers. As

YSee also FTC v. Accusearch, Inc., 2007 U.S. Dist. LEXIS 74905 (D. Wyo. 2007)
(obtaining and selling of confidential customer phone records without the affected customers’
authorization held unfair), appeal docketed, No. 08-8003 (10th Cir. Jan. 9, 2008); FTC v.
Seismic Entm’t Prods., 2004 U.S. Dist. LEXIS 22788 (D. N.H. 2004) (installation of software on
computers through web browser exploits without consumers’ knowledge held unfair); F7C v.
Windward Marketing Ltd., 1997 U.S. Dist. LEXIS 17114 (N.D. Ga. 1997) (unauthorized bank
drafts on consumers’ accounts held unfair; company facilitated and provided substantial
assistance to co-defendants’ deceptive scheme by depositing unauthorized bank drafts on
consumers’ accounts into bank accounts opened in the names of fictitious magazines; company
knew drafts were not authorized or was on notice of high probability of fraud and consciously
avoided learning the truth).
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established below, this conduct satisfies all of the elements required in order to establish
unfairness under Section 5 of the FTC Act.

1. Defendant’s Conduct Causes or is Likely to Cause Substantial Injury to
Consumers

As detailed in the factual recitation above, Pricewert causes massive harm to consumers
through the content it recruits and distributes. These harms run the gamut from direct consumer
injury — including Pricewert’s active participation in botnets that enslave consumers’ computers
and put them to work for criminal ends, and its distribution of malicious software — to those
injuries less easy to quantify, but undoubtedly significant, such as Pricewert’s hosting of child
pornography, pirated software and music, and participation in click fraud.

While the injury suffered by a given consumer as a result of Pricewert’s conduct may
vary, the aggregate injury resulting from Pricewert’s conduct is undoubtedly large. For example,
in the two ICQ chats discussed above, Pricewert agrees to manage and configure massive bot
networks of hundreds of thousands of enslaved computers. The aggregate injury to the hundreds
of thousands of consumers whose computers have been illegally conscripted into these botnets —
not to mention the public at large which will be targeted by these botnets — is immense.!! Cf.
FTCv. Dugger, Civ. No. CV-06-0078-PHX-ROS (D. Ariz., Jan. 10, 2006) (granting FTC ex
parte TRO against individual charged with, inter alia, using networks of compromised

computers to distribute spam). See also Unfairness Statement, appended to International

"It is important to note that the Commission seeks to hold Pricewert liable for its own
unfair acts and practices, not those of third parties who use its services. Many Internet service
providers may, unknowingly, host unlawful content or provide services to third-parties who
cause consumers harm. Those ISPs do not significantly facilitate, provide substantial assistance
to, or materially contribute to the harmful activity. Pricewert, by contrast, does. Courts have
held other types of businesses liable under Section 5 when those businesses’ own conduct, that
significantly facilitated, assisted, or contributed to third party fraudulent activity, met the
standard for unfairness under 15 U.S.C. § 45(n). See, e.g., Neovi, 598 F. Supp. 2d at *18-24
(rejecting defendants’ claim that they “merely offered a ‘morally neutral’ software program” and
that third-party fraudsters manipulated their services to cause consumer harm; discussing similar
holdings in Accusearch and Windward Marketing cases), reh’g denied, 2009 U.S. Dist. LEXIS
649, *10-12 (same).
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Harvester Co., 104 F.T.C. 949, 1064 at 4-5 (recognizing that conduct that violates the law is
often harmful to consumers and therefore also unfair under the FTC Act.)

2. The Harm Pricewert Inflicts Upon Consumers Is Not Outweighed by any
Countervailing Benefits

The second prong of the unfairness test need not detain the Court long. There is simply
no countervailing benefit to either consumers or competition that results from Pricewert’s
actions. Indeed, the only ones to benefit from Pricewert’s activities are the Defendant itself —
who is paid by the criminals it caters to and collaborates with — and its criminal clientele, who
profit by harming consumers through stealing their account credentials, compromising their
computers, and blasting them with huge volumes of spam. See J K. Pubs, 99 F. Supp. 2d at
1201; FTC v. Windward Marketing, Ltd., 1997 U.S. Dist. LEXIS 17114, at *32 (N.D. Ga., Sept.
30 1997)(countervailing benefits prong of the unfairness test is easily satisfied when a practice
disadvantages consumers without an offsetting benefit to consumers or competition.).

3. The Harm Inflicted Upon Consumers Is Not Reasonably Avoidable

The third prong of the unfairness test requires the Court to consider if the harm caused by
the Defendant is reasonably avoidable by consumers. If consumers do not have a “free and
informed choice that would have enabled them to avoid the unfair practice, the injury was not
reasonably avoidable.” J.K. Pubs, 99 F. Supp. 2d at 1201 (quoting FTC v. Windward Mktg.,
Ltd., 1997 U.S. Dist. LEXIS 17114, at *32 (N.D. Ga. Sept. 30, 1997) and citing Orkin
Exterminating Co., Inc. v. FTC, 849 F.2d 1354, 1365 (11th Cir. 1988)).

In this case, consumers not only lack a “free and informed choice” to avoid Pricewert’s
unfair practices, they have no choice at all. In some cases, consumers are tricked into visiting
websites that distribute malicious code hosted by 3FN. Warner Decl., Ex. 2, § 3 . In other cases,
consumers are redirected without their consent from legitimate websites to the harmful content
hosted by 3FN. Drexler Decl., Ex. 7, 32 . In still other cases, consumers’ computers are
conscripted into a 3FN-controlled botnet, which occurs without their knowledge or consent.

Zadig Decl., Ex. 1,99 7, 21; Drexler Decl., Ex. 7, Att. F at 361. And, consumers that are duped
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into providing their account information to phishing websites that masquerade as the website of
their financial institution do not make a free and informed choice when divulging their personal
information. Turner Decl., Ex. 6, ] 31-32. Moreover, the harm that Pricewert inflicts upon
society generally — by, for example, hosting child pornography — cannot be reasonably avoided.
No consumer, if given a free choice, would willingly submit to any of these harms.
Accordingly, the wide swath of injury caused by Pricewert’s unfair conduct is not reasonably
avoidable.

4. Pricewert’s Unfair Conduct Is Not Protected By Section 230 of the
Communications Decency Act

Section 230 of the Communications Decency Act provides, in relevant part, that “no
provider or user of an interactive computer service shall be treated as the publisher or speaker of
any information provided by another information content provider.” 47 U.S.C. § 230 (2006).
This language has been interpreted by courts to protect a number of legitimate ISPs from a range
of lawsuits seeking to impose liability for the actions of their customers.

However, the protections provided by Section 230 are not limitless, as the Ninth Circuit
has made clear. In Fair Housing Council of San Fernando Valley v. Roomates.com LLC, 521
F.3d 1157 (9th Cir. 2008) (en banc), the Ninth Circuit held that participation by a defendant in
the harmful conduct alleged in the complaint vitiates any immunity that Section 230 may
otherwise provide. See Roomates.com, 521 F.3d at 1167-68. This ruling puts to rest any Section
230 defense that Pricewert could otherwise assert. The evidence clearly demonstrates that
Pricewert has recruited and actively participated in the harmful code and content it hosts,
including its direct role in the operation illegal botnets. As a result, Pricewert cannot hide
behind the shield of Section 230.

C. The Balance of Equities Tips Decidedly In the Commission’s Favor and
Supports Awarding the Requested Injunctive Relief

The balance of the equities tips decidedly in the Commission’s favor. Where, as here,
public and private equities are at issue, public equities far outweigh private equities. F7C v.

World Wide Factors, Ltd., 882 F.2d 344, 347 (9th Cir. 1989). Pricewert’s past misconduct
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“gives rise to the inference that there is a reasonable likelihood of future violations.” SEC v. R.J.
Allen & Assoc., Inc., 386 F. Supp. 866, 877 (S.D. Fla. 1974) (citations omitted). Moreover,
Pricewert “‘can have no vested interest in a business activity found to be illegal.” United States
v. Diapulse Corp. of Am., 457 F.2d 25, 29 (2d Cir. 1972) (internal quotations and citations
omitted). This is especially true when a defendant’s alleged unlawful activities are not “isolated
or sporadic,” but constitute a “clear pattern of practices which [are] central to [its] business.”
FTCv. Silueta Distributors, Inc., 1994 U.S. Dist. LEXIS 10095, *1 (N.D. Cal. 1994)."

Here, without the entry of the requested preliminary injunctive relief set forth in the
FTC’s proposed TRO filed concurrently, Pricewert will continue to engage in its unfair practices
and injure the public during the pendency of the litigation. Pricewert has been in business for
several years, and has ignored calls from the Internet security community and affected
consumers to halt its harmful practices. Linford Decl., Ex. 4, 97 13-20. In addition, as
described above, in Sections II.B and III.G, Pricewert has engaged in substantial efforts to hide
from law enforcement.

In summary, Pricewert’s rampant use of unfair practices, particularly in the face of
complaints, as well as its efforts to mask its identity, create the inference that Pricewert will
continue to engage in its wrongful activities unless a temporary restraining order is issued
against it. Pricewert’s unfair practices should be halted immediately to prevent substantial

further injury to the public.

2See also id. at *2 (“Although a preliminary injunction may disrupt defendants’ business
activities, this court is under no obligation to recognize this equity in the continued operation of
the business because the business is permeated with deception designed to harm the public.”);
FTCv. Sage Seminars, Inc., 1995 U.S. Dist. LEXIS 21043, *22-23 (N.D. Cal. 1995) (potential
hardship to defendants’ business “insignificant” in light of evidence that business was “rooted in
violations of the law”’; court of equity under no duty to protect illegitimate profits or advance
business which is conducted illegally) (internal quotations and citations omitted).
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V. AN EX PARTE TEMPORARY RESTRAINING ORDER DISCONNECTING
DEFENDANT’S SERVERS FROM THE INTERNET, FREEZING ASSETS AND
ORDERING THE TURNOVER OF DOCUMENTS, AN ACCOUNTING, AND
THE PRESERVATION OF RECORDS SHOULD BE GRANTED
In light of the scope of its criminal activity, its efforts to hide from law enforcement, and

its extensive connections to individuals overseas, Defendant is likely to dissipate assets and

destroy records if given notice of the relief sought in this suit. The FTC Act authorizes a district
court to use its inherent equitable authority to “grant any ancillary relief necessary to accomplish
complete justice.” U.S. Oil & Gas, 748 F.2d 1431, 1434 (11th Cir. 1984). The Commission
asks that the Court employ that authority here to issue an ex parte TRO that requires Defendant’s
third party data centers and upstream Internet providers to disconnect Defendant’s servers from
the Internet, freezes the Defendant’s assets, requires Defendant to turn over business records to
the FTC, orders the Defendant to provide the Commission with a financial accounting, and
orders Defendant’s assets repatriated to the United States. Courts in this district and throughout
the Ninth Circuit have repeatedly issued TROs ex parte that contain similar relief. See cases
cited in footnote 8, supra.

An ex parte TRO is warranted when the facts show that irreparable injury, loss, or
damage will result before the defendants can be heard in opposition. See In re Vuitton et Fils,
606 F.2d 1, 4-5 (2d Cir. 1979); Fed. R. Civ. P. 65(b). Here, the Commission seeks to halt
outright criminal activity by the Defendant that is causing massive consumer harm, and to
disgorge Defendant’s ill-gotten gains for possible consumer redress. The TRO requested by the
Commission would immediately put a stop to Defendant’s unlawful conduct by ordering its
third-party data centers and upstream Internet providers to disconnect its servers from the

Internet."”” The TRO would also impose an asset freeze and require asset repatriation in order to

prevent the Defendant from dissipating the proceeds of its unlawful activities before this Court

5 The U.S. District Court for the District of Arizona granted similar relief in FTC v.
Dugger. See Ex. 10, at 10-11 (granting ex parte TRO that, inter alia, required hosts of
defendants’ computer equipment to disconnect it from the Internet, deny defendants and others
access to the equipment, and prevent removal of the equipment).

Memorandum in Support of FTC’s
TRO/Show Cause Motion Page 26 of 29




O o0 9 O L b W N e

N N NN N NN NN e e e e e e e e e e
[ R e Y e A e RN o R e R N = ) L ¥ L e Ut S =)

has the opportunity to rule on the merits of this case. Given the scope of the Defendant’s illegal
and harmful conduct, its efforts to hide for law enforcement, and its extensive ties to individuals
in eastern Europe, it is likely that advance notice of this suit would cause the Defendant to
secrete assets and destroy evidence of their unlawful acts.

The FTC’s concerns about the destruction of evidence and dissipation of assets absent ex
parte relief are informed by the Agency’s experience with others engaged in similar unlawful
schemes. As described in depth in the attached Fed. R. Civ. P. 65(b) declaration, ex parte relief
has proven essential in preserving assets and preventing the destruction of evidence in similar
cases. See Certification and Declaration Plaintiff's Counsel of Ethan Arenson in Support of
Plaintiff's ex Parte Motions For: (1) Temporary Restraining Order and Order to Show Cause; (2)
Order Temporarily Sealing Entire File; and (3) Leave to Exceed Page Limit, filed herewith.

The asset freeze and asset repatriation requested by the FTC are well within this Court’s
authority. These provisions are necessary here to preserve the status quo and to preserve the
possibility of effective final relief in the form of disgorgement of profits and other consumer
redress. A district court's authority to enter orders preserving defendants' assets is ancillary to its
equitable authority to order consumer redress. World Wide Factors, 882 F.2d at 347; H.N.
Singer, 668 F.2d at 1113; FTC v. Gem Merchandising Corp., 87 F.3d 466, 469 (11th Cir. 1996).
Moreover, a court may impose an asset freeze based on the mere possibility of dissipation of
assets. See FSLIC v. Sahni, 868 F.2d 1096, 1097 (9th Cir. 1989). That possibility certainly
is present where, as here, the defendant is engaged in pervasive criminal activity. See, e.g., J.K.
Pubs, 99 F. Supp. 2d at 1176; H.N. Singer, 668 F.2d at 1113; U.S. Oil & Gas, 748 F.2d 1431.
The fact that Defendant’s assets may be located overseas is not a bar to the relief sought by the
FTC. See U.S. v. First Nat’l City Bank, 379 U.S. 378, 384 (1965) (“Once personal jurisdiction
of a party is obtained, the District Court has authority to order it to ‘freeze’ property under its
control, whether the property be within or without the United States.”); SEC v. International
Swiss Inv. Corp., 895 F.2d 1272, 1276 (9th Cir. 1990) (upholding district court’s injunction
freezing and ordering an accounting of foreign assets); FTC v. Affordable Media, LLC, 179 F.3d
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1228, 1232, 1238-44 (9th Cir. 1999) (affirming finding of civil contempt for defendants’ failure
to repatriate assets held for their benefit outside the United States in accordance with TRO and
preliminary injunction).

Additionally, in order to assist the Commission in locating and securing assets, and to
preserve the possibility of consumer redress for victimized consumers and/or the possibility of
disgorgement, the FTC requests that the Court order the Defendant to make a full financial
accounting." Attached to the proposed Order are copies of proposed financial statements to be
completed by the Defendant.” Courts have upheld the use of these devices, recognizing that
they assist the district court’s purpose of monitoring compliance with an asset freeze order and in
turn ensure effective final relief. See Kemp v. Peterson, 940 F.2d 110, 113 (4th Cir. 1991)
(affirming district court’s order requiring monthly accounting and financial disclosure
statements); HUD v. Cost Control Mktg. & Sales Mgmt. of Va., 64 F.3d 920, 927 (4th Cir. 1995);
Nat’l Org. for Reform of Marijuana Laws v. Mullen, 828 F.2d 536, 544 (9th Cir. 1987)
(approving the appointment of a Special Master to monitor compliance with a preliminary
injunction).'

VI. CONCLUSION
Defendant recruits, knowingly hosts, and actively participates in the distribution of;,

illegal, malicious, and harmful electronic content, including child pornography, malicious

“The TRO also includes a provision that restrains Defendant from taking any action that
may result in the encumbrance or dissipation of foreign assets, including taking any action that
would invoke a duress clause. This provision is important since Defendant may have created
asset protection trusts that could frustrate the Court’s ability to provide consumer redress. See
FTCv. Affordable Media, 179 F.3d 1228, 1239-44 (9th Cir. 1999).

BThe TRO also includes a Consent to Release Financial Records form, which allows the
FTC to access records of accounts or assets held by foreign financial institutions. See Doe v.
United States, 487 U.S. 201, 215 (1988).

*The provision in the proposed TRO requiring Defendant’s third-party data centers and
upstream providers to disconnect its servers from the Internet is also well within this Court’s
authority pursuant to Fed. R. Civ. Pro. 65(d)(2).
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software, and the servers used to control botnets. These practices are unfair and cause
substantial, unavoidable injuries to massive numbers of consumers throughout the United States
who use their computers to access the Internet. In order to put an end to these unlawful
practices, the Commission respectfully requests that this Court grant the Commission’s motion

for an ex parte TRO and ancillary equitable relief.

Dated: June 1, 2009
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