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February 24, 2012

Mr. Alexander Macgillivray

General Counsel & Secretary, Twitter
795 Folsom Street, Suite 600

San Francisco, CA 94103

Dear Mr. Macgillivray:

* PricewaterhouseCoopers (“PwC” or “we” or “our” or “Assessor”) is writing this letter in response
to the Federal Trade Commission’s (“FTC”) letter to Twitter, Inc. (“Twitter” or “the Company”)
from Mr. Waller dated February 9, 2012 titled “re: In the Matter of Twitter, Inc., FTC Docket No.
C-4316." The FTC has commented that the Assessment does not address Parts A, B, and C of
Paragraph ITI of the Commission’s Decision and Order served on March 16, 2011 Assessment
(“Assessment”). In response, in the following pages, we more thoroughly address Parts A, B, and
C of Paragraph II1.

Should you have any questions or comments related to the procedures performed by PwC as part
of our Assessment of Twitter’s Information Security Program, please contact Carolyn Holcomb at
(678) 419-1696, via e-mail at carolyn.c.holcomb@us.pwe.com, or physical mail at 10 10t St. NW,
Suite 1400, Atlanta, GA 303009.

Sincerely,

&44?4/ C. Holemit-

E PricewaterhouseCoopers LLP, 488 Almaden Boulevard, Suite 1800, San Jose, CA 95110
T: (408) 817-3700, F: (408) 817-5050, waww .pwe.com/us
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Executive Summary

Executive Summary

Twitter is a real-time information network that connects users to the latest information about
what they find interesting. Twitter users find the public streams they find most compelling and
“follow” the conversations. At the heart of Twitter are small bursts of information called
“Tweets,” each Tweet being 140 characters in length or less. Twitter users follow the Tweets of
other users. Twitter maintains a very high-velocity Internet service, facilitating the transmission
currently of over a billion Tweets per week. Currently, there are over 200 million user accounts
on Twitter. Twitter uses an internally-built software infrastructure hosted on multiple machines
at several US data centers. Twitter’s primary data center is in Sacramento, California.

Twitter and the Federal Trade Commission entered into Agre'ement Containing Consent Order
File No: 0923093 (“the Order”), which was served on March 16, 2011,

Paragraph II of the Order requires Twitter to establish and implement, and thereafter maintain,
a comprehensive information security program that is reasonably designed to protect the
security, privacy, confidentiality, and integrity of nonpublic consumer information.

Paragraph III of the Order requires Twitter to obtain initial and biennial assessments and
reports (“Assessments”) from a qualified, ob_]ective mdependent thlrd party profeemonal, who
ures amd =i B

uses proced: “standards generally g Profes i
PricewaterhouseCoopers LLP (“PwC”) to perform the mltia] assessment i

As described on pages 3-4, Twitter established its information security program by
implementing administrative, technical, and physical safegnards to meet or exceed the
protections required by Paragraph II of the Order. As described on pages 6-9, PwC performed
inquiry, observation, and inspection/examination procedures to assess the effectiveness of the
Twitter administrative, technical, and physical control activities implemented to meet or exceed
the protections required by Pamgraph 11 of the Order, and our conclusions are on pages 20-21.
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Twitter Information Security
Program & Assessment Overview

Company Overview 1

Twitter is a real-time information network that connects users to the latest information about i
what they find interesting. Twitter users find the public streams they find most compelling and i
“follow” the conversations. At the heart of Twitter are small bursts of information called :
“Tweets,” each Tweet being 140 characters in length or less. Twitter users follow the Tweets of }
other users. Twitter maintains a very high-velocity Internet service, facilitating the transmission i
currently of over a billion Tweets per week. Currently, there are over 200 million user accounts
on Twitter. Twitter uses an internally-built software infrastructure hosted on multiple machines
at several US data centers. Twitter’s primary data center is in Sacramento, California,

Twitter, as a company, had only 29 employees in January 2009. At the beginning of 2011, it had
approximately 350 employees.

Twitter users provide limited profile information, most of which is displayed publicly to all users.
When & user creates a Twitter account, the user provides a name, a username, a password, and
an email address. The user may optmna]ly provide a short biogmphy, a lomﬂon, ora picture.
The user may also include his or her cell y Ss

of the above information is listed publicly on the 'I’w1tter service, including the name, username,
biography, location, and picture.

With regard to the messages sent and received by a user, the majority of these, again, are public. '|
When a user sends a Tweet, it is shared with followers and the rest of the world instantly. ;
Although the default is to make the information public, Twitter does provide settings that allow {
the Tweets to be “protected”, meaning that the Tweets are shared only with the user’s approved ;‘
followers. Also, Twitter provides the capability to send a “Direct Message” or “DM” which is a
personal message sent via Twitter to one of the user’s followers. The Direct Message is not r
viewable by other users, _ |

Twitter Information Security Program Scope

Twitter has only one product/service offering, namely the Twitter service. ‘Accordingly, the

relevant business/product scoping is the Twitter service for purposes of the Order. To further
define the scope of Twitter’s Information Security Program for purposes of the Order, Twitter
performed a risk assessment, as described below, using the ISO/TEC 27002:2005 framework.

kbt b e h e b
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The Security Team, in consultaﬁon with the Legal Team, met with Engineering, Trust & Safety,
HR, Finance, Facilities, and IT team leads at Twitter to conduct a risk assessment of information
security practices at Twitter. The objective of the risk assessment was to identify material risks,
both internal and external, that could result in the compromise of nonpublic consumer
information. After identifying all data types that might constitute nonpublic consumer
information, the teams conducted an inventory of the information systems and physical
locations at Twitter where the identified data types may reside. The teams made a determination
of the material risks, taking into account the natare and scope of Twitter’s activities, the
sensitivities of the nonpublic information collected, the size of the service, the number of

~ registered users, and the size and complexity of the company.

The business objective was to design and implement an Information Security Program to
reasonably protect the security, privacy, confidentiality, and integrity of nonpublic consumer
information, as contemplated by the Order. The Security Team selected the ISO/TEC
27002:2005 framework for the comprehensive information security program, as described
below. Considering each risk identified in the framework standard, a determination was made
as to which controls in the framework would apply to the Twitter environment, in the context of
protection of nonpublic consumer information. An implementation of controls was selected,
where appropriate, for managing the identified material risks.

(b)(4)

Sectmn III of the (}rder reqmres that the Assessments be performed by a qualified, objective,
independent third-party professional, who uses procedures and standards generally accepted in
the profession. The Report was issued under professional standards which meet these same
requirements. i

As one of the “Big 4” public accounting firms, PwC must comply with the public accounting
profession’s technical and ethical standar& which are enforced through various mechanisms
created by the American Institute of Certlﬁed Public Accountants (“AICPA”) and by state
societies of CPAs, state boards of accountancy, the Securities and Exchange Commission
(“SEC”), and the Public Company Accounting Oversight Board {“PC.AOB”% Membership in the
AICPA requires adherence to the Institate’s Code of Professional Conduct. The AICPA’s Code of
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Professional Conduct and its enforcement are designed to ensure that CPAs who are members of
the AICPA and achieve a high leve] of ility to the public, clients, and colleagues.
The AICPA Professional Standards provide the discipline and rigor required to ensure
engagements performed by CPAs consistently follow specific General Standards, Standards of
Fieldwork, and Reporting Standards.

The following individuals from PwC led the Assessment:

« Carolyn Holcomb - Engagement Partner - Carolyn served as the lead engagement pariner
for the project. Carolyn is a Certified Public Accountant (CPA), Certified Information
Systems Auditor (CISA), and Certified Information Privacy Professional (CIPP).

» Toby Spry - Director - Toby served as the co-lead engagement director and subject matter
specialist for the project. Toby is a Certified Information Systems Auditor (CISA),
Certified Information Privacy Professional (CIPP), and is certified in Risk and
Information Systems Controls (CRISC).

» Lorraine Wilson - Director - Lorraine served as the co-lead engagement director for the
project. Lorraine is a Chartered Accountant (CA) and Certified Information Systems
Auditor (CISA).

® Chandagwinyira Mafuka - Manager - Chanda served as the lead engagement manager
and led the fieldwork for the engagement. Chanda is a Certified Information Systems
Auditor (CISA).

Reporting Standard

[ P T ——

“Assurance” is a term defined hy the International Framework for Assurance Engagements

issued by the International Auditing and Assurance Standards Board (“IAASB”) to mean “an
engagement in which a practitioner expresses a conclusion designed to enhance the degree of
confidence of the intended users other than the responsible party about the outcome of the
evaluation or measurement of a subject matter against criteria.” In other words, assurance that
A (the subject matter) is presented in accordance with B (the criteria) (for example, A = the
Twitter Information Security Program is presented in accordance with B = ISO/IEC
27002:2005). The abiligr to perform an assurance engagement dt:semds significantly on the
appropriateness of A and the suitability of B as a measurement tool.

Assurance involves the testing of processes, systems, and data, as appropriate, and then
assessing the findings in order to support an assurance conclusion, whether reasonable (“in our
opinion, A is presented fairly, in all material respects, with B”) or limited (“nothing came to our
attention to indicate that A is not presented in accordance with B”).

An attestation “examination” is similar to an audit, as it results in positive assurance (i.e., a
“presents fairly, in all material respects” opinion) over the subject matter. The engagement is
performed in accordance with Attestation Standards (“ATs”) established by the AICPA or the
PCAOB,

In order to accept an assurance engagement, AT 101 states that a practitioner must do the
following, which PwC did in this engagement:
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» Have adequate technical training and proficiency to perform the attestation engagement;

¢ Have adequate knowledge of the subject matter;

» Have reason to believe that the subject matter is capable of evaluation against criteria
that are suitable and available to users;
Maintain independence in mental attitude in all matters relatmg to the engagement; and
Exercise due professional care in planning and performance of the engagement and the

preparation of the report.

As described in AT 101.24, criteria are the standards or benchmarks used to measure and present
the subject matter and against which the practitioner evaluates the subject matter.

Suitable criteria must be objective, measurable, complete, and relevant. This means they should
be free from bias and sufficiently complete so that any relevant factors omitted would not alter a
conclusion about the subject matter. They also should permit reasonably consistent estimation
or measurement of the subject matter from one company to another. This generally means that
the criteria cannot be so subjective or vague that they are not capable of providing a reaaonahle
basis for a meaningful conclusion.

Criteria may be external to the organization or developed internally, but must be readily
available to the intended users of the assurance report. In most cases, there is no single
authoritative “GAAP” as in financial staterent assurance; therefore, the client needs to look to
relevant regulations or frameworks, accepted industry standards, or its own internal policies and

procedures when developing the criteria. These sources generally must be supplemented by
company specific criteria, such as management definitions, policies, and methodologies. It is
critical to have clearly articulated and understood definitions.

Independence '
PwC is independent with respect to the professional standards required for this engagement.

As you are aware, PwC provides various other services to the Company, including financial audit.
As indicated, none of these services impair our independence for purposes of this AT101

engagement.

Pprerformed the assessment in accordance with ATCPA Attestation Standards Section 101,
AT101 Engagements. The procedures performed by PwC were designed to;

» Assess the applicability of the framework selected by the Company to address the
Company’s obligations within the Consent Decree;

» Assess whether the Company addressed the relevant sections of the framework selected;

» Assess the design effectiveness of the control activities implemented by the Company to
address the relevant sections of the framework; and

» Assess the operating effectiveness of the implemented control activities for the 180 days
ended September 12, 2011.

60of73 HIGHLY CONFIDENTIAL
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PwC designed and performed procedures to evaluate the design and operating effectiveness of
the control activities implemented by Twitter for the 180 day period ended September 12, 2011.
Our test procedures included, where appropriate, selecting samples from throughout the period
and performing a combination of inquiry, &ervntion, and/or inspection/examination
procedures to evaluate the effectiveness of the Twitter control activities documented on pages
25-73 of this document. Over the course of the 180 day assessment period, PwC performed three
rounds of on-site testing procedures that included interviewing individuals from Security, Legal,
IT, Operations, HR, Engineering, Networking, Trust & Safety, and Facilities. Additionally, PwC
reviewed over 1,000 individual artifacts that were collected from over 100 Twitter employees
across the company. Refer below for a description of the test procedures utilized by PwC to
assess the design and effectiveness of Twitter’s information security controls.

Inquiry: To understand the design of the safeguards implemented and how they operate to
meet or exceed the protections required by Paragraph I1 of the order, PwC had discussions with
Twitter personnel from the Security, Legal, IT, Operations, HR, Engineering, Networking, Trust
& Safety, and Facilities departments. The inquiry procedures included asking the Twitter
personnel about the controls, policies and procedures, systems and applications, roles and
responsibilities, and the process of selecting and retaining service providers. To validate the
information obtained in the discussions, PwC performed corroborative inquiry procedures with
multiple individuals and, using the testing techniques below, obtained additional evidence to
validate the responses.

(b)(4)

DO
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Observation: PwC utilized the observation testing method to validate the design and operating
effectiveness of system based controls (e.g., password settings, VPN settings, encryption settings,
etc.) and physical controls (e.g., badge access card readers, locked cabinets, security cameras,
etc.). In areas where Twitter has implemented system based controls or safeguards that meet or
exceed the protections required by Paragraph II of the order, the PwC team met with relevant
Twitter personnel and observed how the system based control is designed and how it functions.

For physical controls, the PwC team visited in-scope office and data center locations to observe
the physical security controls.

b)(4)

syl e

e s, b i s b 8 e s

Examination or inspection of evidence: PwC used the examination or inspection test
approach to validate the operating effectiveness of manual controls and to evaluate the -
sufficiency of policies and procedures implemented to address Paragraph 11 of the Order. PwC
inspected over one thousand artifacts and documents. These included documentetion of the
company’s policies and procedures, risk assessment, security training and awareness programs,
and evidence of the design and operation effectiveness of the controls or safeguards
implemented (e.g., system/product development and maintenance documentation, training
evidence, system audit logs, asset management tracking logs, system administrator access lists,
user authorization access forms, security legal contracts, third-party vendor audits, etc.). The
nature of the evidence examined varied from control to control and, where needed, other
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procedures like observation and inquiry were utilized to confirm the results of the examination
procedures.

(b)(4)

Paragraph III Parts A, B, C and D of the Order

A. Set, the administrative, technical, and sical «ds that
respondentm has implemented :"ud mainwz’mhed g&rhghy thewmrepoﬂing period.

Twitter selected the ISO/IEC 27002:2005 standard, which is a widely adopted information
security standard published by the International Organization for Standardization (“ISO”) and
the Intem.ational Eleclmtechmcal Cgmmission (“IEC") used by companies of all sizes and

complexities to guid nance, and improvement of

information security programs, a5 the framework on which it based its Information Security
Program.

Following are descriptions of the Administrative, Technical, and Physical safeguards that Twitter
‘has in place. These safeguards are described in further detail on pages 25-73.

9 of 73 HIGHLY CONFIDENTIAL
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B. Explain how such sqfeguards are appropriate to respondent’s size and
complexity, the nature and scope of respondent’s activities, and the sensitivity of
the nonpublic personal information collected from or about consumers.

Twitter selected the ISO/IEC 27002:2005 standard, which is an information security standard

published by the International Organization for Standardization ("ISO”) and the International

Electrotechnical Commission (“IEC”) as the framework on which they based their Information

Security Program. We consider this to be an applicable framework to address the Company’s

obligations within the Order. The control clauses and control objectives from ISO/IEC

27002:2005 and the specific safeguards Twitter has implemented to address each applicable
jective and clause are included on pages 25-73 of this document.

ISO/IEC 27002:2005 is a widely adopted industry standard that establishes guidelines and
general principles for initiating, img}gmenﬂng, main , and im information security
manageement in an organization of different sizes and complexity. objectives outlined

provide general guidance on the commonly accepted goals of information security management.
ISO/IEC 27002:2005 contains leading practices of control objectives and controls in the
following areas of information security management:

Security policy;
Organization of information security;
Asset management;

Human resources security;

Physical and environmental security;

Communications and operations managerment;
Access control; ;

Information systems acquisition, development and maintenance;
Information security incident management; :
Business continuity management; and

Compliance.

The control objectives and controls in ISO/IEC 27002:2005 are intended to be implemented to
meet the requirements identified by a risk assessment, which Twitter performed to identify the
applicable security risks and safeguards that needed to be implemented as part of its
Information Security Program. ISO/IEC 27002:2005 is intended as a common basis and
practical guideline for developing organizational security standards and effective security
management practices, and to help build confidence in inter-organizational activities.

* & & & ¥ & F 2 0 80

As ISO/IEC 27002:2005 is a widely adopted industry standard used by companies of all sizes
and complexities to guide the initiation, implementation, maintenance, and improvement of
information security programs, the information security safeguards implemented by Twitter to
address the applicable ISO/IEC 27002:2005 control objectives and clauses are appropriate to
Twitter’s size and complexity, the nature and scope of Twitter’s activities, and the sensitivity of
the nonpublic personal information collected from or about consumers as described above.
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As described on pages 9-12, Twitter established its information security program by
implementing administrative, technical, and physical safeguards to meet or exceed the
protections required by Paragraph IT of the Order. As deseribed on pages 6-9, PwC performed
inquiry, observation, and inspection/examination procedures to assess the effectiveness of the
Twitter administrative, technical, and physical control activities implemented to meet or exceed
the protections required by Paragraph II of the Order, and our conclusions are on pages 20-21

C. Explain how the sqfeguards that have been implemented meet or exceed the
protections required by Paragraph II of the order.

(0)(4)
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D. Certify that respondent’s security program is oparaﬁr:ﬂ with ent
@‘wtivmm to prouide ru:#ombhmmmee to protect the secﬁ'ﬁ“gzﬁmcge

nonpublic consumer

program hasso hroughout the reporting period.

As described in the PwC Assessment Overview section above, PwC performed its assessment of
Twitter’s information security program in accordance with AICPA Attestation Standards Section
101, AT101 Engagements. Refer to pages 2021 below for PwC's conclusions.

bl e

il e e e
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Report of Independent Accountants
To the Management of Twitter, Inc.:

‘We have examined Management’s Assertion, included in the accompanying Exhibit I, that as
of and for the 180 days ended September 12, 2011 (the “Reporting Period”), in accordance
“with Parts II and III of the Agreement Containing Consent Order (“the Order”), with an
effective date of March 16, 2011 between Twitter, Inc. (“the Company”) and the United States
of America, acting upon notification and authorization by the Federal Trade Commission
(“FTC") the Company had established and implemented a comprehensive Information
Security Program; as described in Attachment A of Management's Assertion (“the Twitter
Information Security Program”), based on the International Organization for
Standardization (“ISO”) / International Electrotechnical Commission (“IEC”) Standard
27002:2005 (“ISO/IEC 27002:2005™); and the Twitter Information Security Program was
operating with sufficient effectiveness to provide reasonable assurance that the security,
privacy, conﬁdennalu;y, and integrity of nonpublic consumer information collected from or
about consumers is protected.

The Company’s management is responsible for the assertion. Our responsibility is to
express an opinion based on our examination.

Our examination was conducted in accordance with attestation standards established by the
American Institute of Certified Public Accountants and, accordingly, included examining, on

a—test—basis;—evidence—supporting theeffectivenessof the-Twitter InformationSecurity
Program as desctibed above and performing such other procedures as we considered
necessary in the circumstances. We believe that our examination provides a reasonable
basis for our opinion.

In our opinion, the Twitter Information Security Program was operating with sufficient
effectiveness to provide reasonable assurance that the security, privacy, confidentiality, and
integrity of nonpublic consumer information collected from or about consumers is
protected, in all material respects, as of and for the 180 days ended September 12, 2011,
based upon the Twitter Information Security Program set forth in Attachment A of
Management’s Assertion in Exhibit I.

The opinion we expressed in the preceding paragraph (i) certifies that we have gathered
sufficient evidence supporting the effectiveness of the Twitter Information Security Program
to provide the basis for our opinion as discussed above and accordingly, (ii) certifies that the
Company’s security program is operating with sufficient effectiveness as of and for the 180
days ended September 12, 2011 to provide reasonable assurance that the security, privacy,
confidentiality, and integrity of nonpublic consumer information is protected and has so

operated throughout the Reporting Period.
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This report is intended solely for the information and use of the management of Twitter and
the United States Federal Trade Commission and is not intended to be and should not be

used by anyone other than these specified parties.

%WM Cotpecanr il
San Jose, CA
February 24, 2012
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Exhibit I
's Assertion

The management of Twitter represents that as of and for the 180 days ended September 12, 2011 ("the Reporting
Period™), in accordance with Parts II and III of the ent Containing Consent Order ("The Order”), with an
effective date of March 16, 2011 between Twitter, Inc. ("the Company”) and the United States of America, acting upon
notification and authorization by the Federal Trade Commission ("FTC"), the Company had established and
implemented a comprehensive Information Security , as described in Attachment A (“the Twitter
Information Security Program™), based on the Internati Organization for Standardization (1S0) / International
Electrotechnical Commission (IEC) Standard 27002:20p5 ("ISO/IEC 27002:2005"); and the Information Security
Program was operating with sufficient effectiveness to ide reasonable assurance that the security, privacy,
confidentiality, and integrity of nonpublic consumer i ion collected from or about consumers is protected.

Furthermore, the Company represents that for the Reparting Period, the administrative, technical, and physical
safeguards within the Twitter Information Security m as outlined in Attachment A are appropriate to its size
and complexity, the nature and scope of its activities, and the nature and sensitivity of personal information collected
from or about consumers and meet or exceed the protections required by Paragraph II of The Order.

Twitter, Inc.
iy

= Q/____,/’—-

Bv: N ~ o
Alexander Macgillivray
General Counsel & Secretary
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Attachment A to Management’s Assertion: Twitter Information Security Program

This atlachmént dmibesthesmpeufthe‘rwitter[ufujmaﬁm Security Program referenced in the Management
Assertion on the previous page.

Twitter is a real-time information network that users to the latest information about what they find
interesting. Twitter users find the public streams they find most compelling and “follow” the conversations. At the
heart of Twitter are small bursts of information called “Tweets,” each Tweet being 140 characters in length or less.
Twitter users follow the Tweets of other users. Twitter rnaintains a very high-velocity Internet service, facilitating
the transmission currently of over a billion Tweets per week. Currently, there are over 200 million user accounts on
Twitter. Twitter uses an internally-built software infrasfructure hosted on multiple machines at several US data
centers. Twitter’s primary data center is in Sacramento, California.

2009. At the beginning of 2011, it had approximately 350

Twitter, as a company, had only 29. employees in Januazy
employees.

Twitter users provide limited profile information, most of which is displayed publicly to all users. When a user
creates a Twitter account, the user provides a name, a username, a password, and an email address. The user may
optionally provide a short biography, a location, or a picture. The user may also include his or her cell phone
number for the delivery of SMS messages. Most of the above information is listed publicly on the Twitter service,
including the name, username, biography, location, and|picture.

With regard to the messages sent and received by a user| the majority of these, again, are public. When a user sends
a Tweet, it is shared with followers and the rest of the world instantly. Although the default is to make the
information public, Twitter does provide settings that allow the Tweets to be “protected”, meaning that the Tweets
are shared only with the user’s approved followers. Alsq, Twitter provides the capability to send a “Direct Message”
" or “DM” which is a personal message sent via Twitter fo|one of the user’s followers. The Direct Message is not
viewable by other users.

Twitter has only one product/service offering, namely the Twitter service. Accordingly, the relevant
business/product scoping is the Twitter service for purppses of the Order. To further define the scope of Twitter’s
Information Seeurity Program for purposes of the Ordes, Twitter performed a risk assessment, as described below,
using the ISO/IEC 27002:2005 framework,
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met with Engineering, Trust & Safety, HR, Finance,
Facilities, and IT team leads at Twitter to conduct a risk assessment of information security practices at Twitier.
The objective of the risk assessment was to identify material risks, both internal and external, that could result in
the compromise of nonpublic consumer information. Afte: uhnt:f}ungalldatatypesthatmlghteonshmte
nonpublic consumer information, the teams conducted an inventory of the information systems and physical
locations at Twitter where the identified data types may reside. The teams made a determination of the material
risks, taking into account the nature and scope of Twittey’s activities, the sensitivities of the nenpublic information

collected, the size of the service, the number of registered users, andthesizeandcomplentyofthccompnny

The business objective was to design and implement an ation Security Program to reasonably protect the
security, privacy, confidentiality, and integrity of nonpublic consumer information, as contemplated by the Order.
The Security Team selected the ISO/IEC 27002:2005 ewcrkﬁ)rthempmhenmmjormanonsecmty
program, as described below. Considering each risk identified in the framework standard, a determination was
made as to which controls in the framework would apply to the Twitter environment, in the context of protection of
nonpublic consumer information. An implementation of controls was selected, where appropriate, for managing
the identified material risks.

'Data Classification

B)@) =

Eramework

Twitter selected the ISO/IEC 27002:2005 standard, which is an information seeurity standard published by the
International Organization for Standardization (“ISO”) and the International Electrotechnical Commission (“EEC”)
as the framework on which they based their Information Security Program. We consider this to be an apphcable
framework to address the Company’s obligations within the Order. The control clauses and control objectives fro

ISO/IEC 27002:2005 and the specific Twitter has implemented to address each applicable objective and
clause are included on pages 26-73 of this t.

ISO/IEC 27002:2005 is a widely adopted industry d that establishes guidelines and general pnnmplee for
initiating, implementing, mamtami:n% and improving ation security management in an organization of
different sizes and complexity. 'Iheo;ectivesonthned de general guidance on the commonly accepted goals of
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information security management. ISO/IEC 27002:2005 contains leading practices of control objectives and
controls in the following areas of information security management:

Security policy;

Organization of information security;

Asset management;

Human resources security;

Physical and environmental security;
Communications and operations management;
Access control;

Information systems acquisition, development and maintenance;
Information security incident management;
Business continuity management; and
Compliance.

The control objectives and eontrols in ISO/IEC 27002:
requirements identified by a risk assessment, which
safeguards that needed to be implemented as part of its Information Security Program. ISO/IEC 27002:2005is .
mandedasacommonbas;sandpmcbcalgmdelmefm oping organizational security standards and effective
security management practices, and to help build confidence in inter-organizational activities.

As ISO/TEC 27002:2005 is a widely adopted industry dard used by company’s of all sizes and complexities to
guide the initiation, implementation, maintenance, and mprovement of information security programs, the
information security safeguards implemented by to address the applicable ISO/IEC 27002:2005 control
objectives and clauses are appropriate to Twitter’s size and complexity, the nature and scope of Twitter's activities,
and the sensitivity of the nonpublic personal mformzrthf collected from or about consumers as described above.
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APIT) is a defined way for a program to accomplish a task, usually by
retrieving or modifying data. Twitter provides an API method for just about every feature visible on the
Twitter website, including the DM feature. Third-party programmers can use the Twitter AP] to make
applications and websites that interact with Titter. Their programs talk to the Twitter APE over HTTP, the
same protocol used by browsers to visit and interact with web pages. The Twitter API includes a REST AP, a
StreamingAPI,andaSeerchAPl.FortbeSﬁmh. API, no authentication is required since the information
provided by the Search API is publicly available. For the REST API and the Streaming API, an Application
Permission Model is used to control access to [DMs.

In order for a developer to create an application that can access information such as a user’s DMs, the developer
must: .

e agree to the Twitter Terms of Service (https://twitter.com/tos); .

e agree to the Developer Rules of the Road (bttps://dev.twitter.com/terms/api-terms);

e obtain a consumer key; and

e obtain a consumer secret.
Thedevelogea’mmtspedﬁca!lya@’eetotheTwitberTermsofSarvk:einordertoobtainanaewunr. Once logged
into their account, the developer must specifically to the Developer Rules of the Road in order to obtain a
. consumer key and a consumer secret generated by [Twitter. Natably, it is a principle in the Developer Rules of the
Road to “[r]espect user privacy” and that Twitter nlay immediately suspend a developer’s eredentials including their
mnsumerheyandconsnmersecretforanyviolaﬁcrofthekules.

API developer users accept the Twitter API Terms
developer API. (Twitter Control 11.2.1.2)

{(b)(4)

Service prior to accessing the Twitter systems through the

]

]
IIT. The Company did notincludemeebdeck,Achfok, Back Type, or BagCheck in the scope of the assertion.

73 of 73 HIGHLY CONFIDENTIAL

[ —



N

pwe

February 24, 2012

Mr. Alexander Macgillivray

General Counsel & Secretary, Twitter
795 Folsom Street, Suite 600

San Francisco, CA 94103

Dear Mr. Macgillivray:

PricewaterhouseCoopers (“PwC” or “we” or “our” or “Assessor”) is writing this letter in response
to the Federal Trade Commission’s (“FTC”) letter to Twitter, Inc. (“Twitter” or “the Company”)
from Mr. Waller dated February 9, 2012 titled “re: In the Matter of Twitter, Inc., FTC Docket No.
C-4316." The FTC has commented that the Assessment does not address Parts A, B, and C of
Paragraph III of the Commission’s Decision and Order served on March 16, 2011 Assessment
(“Assessment™). In response, in the following pages, we more thoroughly address Parts A, B, and
C of Paragraph II1.

Should you have any questions or comments related to the procedures performed by PwC as part
of our Assessment of Twitter’s Information Security Program, please contact Carolyn Holcomb at
(678) 419-1696, via e-mail at carol holcomb@us , or physical mail at 10 10t St. NW,
Suite 1400, Atlanta, GA 30309.

Sincerely,

@Q?U C. Abolomt-

i PricewaterhouseCoopers LLP, 488 Almaden Boulevard, Suite 1800, San Jose, CA 95110
T: (408) 817-3700, F: (408) 817-5050, Uruw). puwe.com/us
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Executive Summary

Executive Summary

Twitter is a real-time information network that connects users to the latest information about
what they find interesting. Twitter users find the public streams they find most compelling and
“follow” the conversations. At the heart of Twitter are small bursts of information called
“T'weets,” each Tweet being 140 characters in length or less. Twitter users follow the Tweets of
other users, Twitter maintains a very high-velocity Internet service, facilitating the transmission
currently of over a billion Tweets per week. Currently, there are over 200 million user accounts
on Twitter. Twitter uses an internally-built software infrastructure hosted on multiple machines
at several US data centers. Twitter’s primary data center is in Sacramento, California,

Twitter and the Federal Trade Commission entered into Agreement Containing Consent Order
File No: 0923093 (“the Order”), which was served on March 16, 2011.

Paragraph II of the Order requires Twitter to establish and implement, and thereafter maintain,
a comprehensive information security program that is reasonably designed to protect the
security, privacy, confidentiality, and integrity of nonpublic consumer information.

Paragraph III of the Order requires Twitter to obtain initial and biennial assessments and
reports (“Assessments”) from a qualified, objective, independent third-party professional, who

uses procedures and standards generally accepted in the profession. Twitter enigaged
PricewaterhouseCoopers LLP (“PwC”) to perform the initial assessment.

As described on pages 3-4, Twitter established its information security program by
implementing administrative, technical, and physical safeguards to meet or exceed the
protections required by Paragraph II of the Order. As described on pages 6-9, PwC performed
inquiry, observation, and inspection/examination procedures to assess the effectiveness of the
Twitter administrative, technical, and physical control activities implemented to meet or exceed
the protections required by Paragraph II of the Order, and our conclusions are on pages 20-21.
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Twitter Information Security
Program & Assessment Overview

Company Overview

Twitter is a real-time information network that connects users to the latest information about
what they find interesting. Twitter users find the public streams they find most compelling and
“follow” the conversations. At the heart of Twitter are small bursts of information called
“Tweets,” each Tweet being 140 characters in length or less. Twitter users follow the Tweets of
other users. Twitter maintains a very high-velocity Internet service, facilitating the transmission
currently of over a billion Tweets per week. Currently, there are over 200 million user accounts
on Twitter. Twitter uses an internally-built software infrastructure hosted on multiple machines
at several US data centers. Twitter’s primary data center is in Sacramento, California.

Twitter, as a company, had only 29 employees in January 2009. At the beginning of 2011, it had
approximately 350 employees.

Twitter users provide limited profile information, most of which is displayed publicly to all users.
When a user creates a Twitter account, the user provides a name, a username, a password, and
an email address. The user may optionally provide a short biography, a location, or a picture.

The user may also include his or her cell phone number for the delivery of SMS messages. Most

of the above information is listed publicly on the Twitter service, including the name, username,
biography, location, and picture.

With regard to the messages sent and received by a user, the majority of these, again, are public.
When a user sends a Tweet, it is shared with followers and the rest of the world instantly,
Although the default is to make the information public, Twitter does provide settings that allow
the Tweets to be “protected”, meaning that the Tweets are shared only with the user’s approved
followers. Also, Twitter provides the capability to send a “Direct Message” or “DM” which is a
personal message sent via Twitter to one of the user’s followers. The Direct Message is not
viewable by other users.

Twitter Information Security Program Scope
Twitter has only one pmduct/service offering, namely the Twitter service. Accordingly, the
relevant business/product scoping is the Twitter service for purposes of the Order. To further

define the scope of Twitter’s Information Security Program for purposes of the Order, Twitter
performed a risk assessment, as described below, using the ISO/IEC 27002:2005 framework.
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|
Risk Assessment Process : !
The Security Team, in consultation with the Legal Team, met with Engineering, Trust & Safety, 5
HR, Finance, Facilities, and IT team leads at Twitter to conduct a risk assessment of information f
security practices at Twitter. The objective of the risk assessment was to identify material risks, !
both internal and external, that could result in the compromise of nonpublic consumer g
information. After identifying all data types that might constitute nonpublic consumer - :
information, the teams conducted an inventory of the information systems and physical
locations at Twitter where the identified data types may reside. The teams made a determination
of the material risks, taking into account the nature and scope of Twitter’s activities, the
sensitivities of the nonpublic information collected, the size of the service, the number of

- registered users, and the size and complexity of the company.

The business objective was to design and implement an Information Security Program to
reasonably protect the security, privacy, confidentiality, and integrity of nonpublic consumer
information, as contemplated by the Order. The Security Team selected the ISO/IEC
27002:2005 framework for the comprehensive information security program, as described
below. Considering each risk identified in the framework standard, a determination was made
as to which controls in the framework would apply to the Twitter environment, in the context of
protection of nonpublic consumer information. An implementation of controls was selected,
where appropriate, for managing the identified material risks, :

As part of the Twitter risk assessment, the following data types on Twitter information systems :
wer'e_determined.as.being_withinthe-scope-oflthe-orden'ra-user_’s-email-add-lfess,—mobi]ertelephone——j

number (if provided), a user’s Direct Messages (DMs), a user’s Protected Tweets, and other
identifiers (such as IP address) where the information is nonpublic and individually-identifiable
and associated with a user. Also included within the scope of the order was nonpublic,
individually-identifiable information of employees, including their home address, social security
number, birthdate, and other nonpublic individually~identifiable information, which may be
found in the employee’s personnel records.

Pw( Assessment Overview |

Pw( Assessor Qualification: 1
Section III of the Order requires that the Assessments be performed by a qualified, objective,
independent third-party professional, who uses procedures and standards generally accepted in
the profession. The Report was issued under professional standards which meet these same
requirements.

As one of the “Big 4” public accounting firms, PwC must comply with the public accounting
profession’s technical and ethical standards, which are enforced through various mechanisms
created by the American Institute of Certified Public Accountants (“AICPA”) and by state
societies of CPAs, state hoards of accountancy, the Securities and Exchange Commission
(“SEC”), and the Public Company Accounting Oversight Board (“PCAOB”). Membership in the
AICPA requires adherence to the Institute’s Code of Professional Conduct. The AICPA’s Code of
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Professional Conduct and its enforcement are designed to ensure that CPAs who are members of
the AICPA accept and achieve a high level of responsibility to the public, clients, and colleagues.
The AICPA Professional Standards provide the discipline and rigor required to ensure
engagements performed by CPAs consistently follow specific General Standards, Standards of
Fieldwork, and Reporting Standards,

The following individuals from PwC led the Assessment:

¢ Carolyn Holcomb - Engagement Partner - Carolyn served as the lead engagement partner
for the project. Carolyn is a Certified Public Accountant (CPA), Certified Information
Systems Auditor (CISA), and Certified Information Privacy Professional (CIPP),

» Toby Spry - Director - Toby served as the co-lead engagement director and subject matter
specialist for the project. Toby is a Certified Information Systems Auditor (CISA),
Certified Information Privacy Professional (CIPP), and is certified in Risk and
Information Systems Controls (CRISC).

* Lorraine Wilson - Director - Lorraine served as the co-lead engagement director for the
project. Lorraine is a Chartered Accountant (CA) and Certified Information Systems
Auditor (CISA).

¢ Chandagwinyira Mafuka - Manager - Chanda served as the lead engagement manager
and led the fieldwork for the engagement. Chanda is a Certified Information Systems
Auditor (CISA).

o in

“Assurance” is a term defined by the International Framework for Assurance Engagements

issued by the International Auditing and Assurance Standards Board (“TAASB”) to mean “an
engagement in which a practitioner expresses a conclusion designed to enhance the degree of
confidence of the intended users other than the responsible party about the outcome of the
evaluation or measurement of a subject matter against criteria.” In other words, assurance that
A (the subject matter) is presented in accordance with B (the criteria) (for example, A = the
Twitter Information Security Program is presented in accordance with B = ISO/IEC
27002:2005). The ability to perform an assurance engagement depends significantly on the
appropriateness of A and the suitability of B as a measurement tool.

Assurance involves the testing of processes, systems, and data, as appropriate, and then
assessing the findings in order to support an assurance conclusion, whether reasonable (“in our
opinion, A is presented fairly, in all material respects, with B”) or limited (“nothing came to our
attention to indicate that A is not presented in accordance with B”).

An attestation “examination” is similar to an audit, as it results in positive assurance (i.e., a
“presents fairly, in all material respects” opinion) over the subject matter. The engagement is
performed in accordance with Attestation Standards (“ATs”) established by the AICPA or the
PCAOB,

In order to accept an assurance engagement, AT 101 states that a practitioner must do the
following, which PwC did in this engagement:
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Have adequate technical training and proficiency to perform the attestation engagement;
Have adequate knowledge of the subject matter;
» Have reason to believe that the subject matter is capable of evaluation against criteria
that are suitable and available to users; _
Maintain independence in mental attitude in all matters relating to the engagement; and
¢ Exercise due professional care in planning and performance of the engagement and the
preparation of the report.

As described in AT 101.24, criteria are the standards or benchmarks used to measure and present
the subject matter and against which the practitioner evaluates the subject matter.

Suitable criteria must be objective, measurable, complete, and relevant, This means they should
be free from bias and sufficiently complete so that any relevant factors omitted would not alter a
conclusion about the subject matter. They also should permit reasonably consistent estimation
or measurement of the subject matter from one company to another. This generally means that
the criteria cannot be so subjective or vague that they are not capable of providing a reasonable
basis for a meaningful conclusion.

Criteria may be external to the organization or developed internally, but must be readily
available to the intended users of the assurance report. In most cases, there is no single
authoritative “GAAP” as in financial statement assurance; therefore, the client needs to look to
relevant regulations or frameworks, accepted industry standards, or its own internal policies and

procedures when developing the criteria. These sources generally must be supplemented by
company specific criteria, such as management definitions, policies, and methodologies. It is
critical to have clearly articulated and understood definitions.

Independence
PwC is independent with respect to the professional standards required for this engagement.

As you are aware, PwC provides various other services to the Company, including financial audit.
As indicated, none of these services impair our independence for purposes of this AT101
engagement,

s I
PwC performed the assessment in accordance with AICPA Attestation Standards Section 101,
ATio1 Engagements. The procedures performed by PwC were designed to;

» Assess the applicability of the framework selected by the Company to address the
Company’s obligations within the Consent Decree;
Assess whether the Company addressed the relevant sections of the framework selected;
Assess the design effectiveness of the control activities implemented by the Company to
address the relevant sections of the framework; and

s  Assess the operating effectiveness of the implemented control activities for the 180 days
ended September 12, 2011.
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PwC designed and performed procedures to evaluate the design and operating effectiveness of
the control activities implemented by Twitter for the 180 day period ended September 12, 2011.
Our test procedures included, where appropriate, selecting samples from throughout the period
and performing a combination of inquiry, observation, and/or inspection/examination
procedures to evaluate the effectiveness of the Twitter control activities documented on pages
25-73 of this document. Over the course of the 180 day assessment period, PwC performed three
rounds of on-site testing procedures that included interviewing individuals from Security, Legal,
IT, Operations, HR, Engineering, Networking, Trust & Safety, and Facilities. Additionally, PwC
reviewed over 1,000 individual artifacts that were collected from over 100 Twitter employees
across the company. Refer below for a description of the test procedures utilized by PwC to
assess the design and effectiveness of Twitter’s information security controls,

Inquiry: To understand the design of the safeguards implemented and how they operate to
meet or exceed the protections required by Paragraph II of the order, PwC had discussions with
Twitter personnel from the Security, Legal, IT, Operations, HR, Engineering, Networking, Trust
& Safety, and Facilities departments. The inquiry procedures included asking the Twitter
personnel about the controls, palicies and procedures, systems and applications, roles and
responsibilities, and the process of selecting and retaining service providers. To validate the
information obtained in the discussions, PwC performed corroborative inquiry procedures with
multiple individuals and, using the testing techniques below, obtained additional evidence to
validate the responses.

For example, Twitter’s information security program contains control 6.1.1, which states:

“Twitter has appointed a Security Manager to lead the security team and to oversee Twitter’s
Information Security Program. This individual is responsible for leading the Security
Committee, on-boarding security training, updating and communicating policy changes, and
enforcing the company’s security policy. The Security Manager reports to the VP of
Engineering.”

In order to test this control, PwC inquired of Twitter’s Legal Counsel, Compliance Project
Manager, and Security Manager to determine that Twitter has appointed the Security Manager
to lead the security team and oversee Twitter’s Information Security Program, including
responsibilities for leading the Security Committee, on-boarding security training, updating and
communicating policy changes, and enforcing the company’s security policy. Additionally, PwC
inspected copies of the Security Committee meetings minutes confirming attendees and that the
Security Manager leads the meetings and is respousible for on-boarding security training,
updating and communicating policy changes, and enforcing security policy. PwC inspected an
organizational chart showing that the Security Manager is responsible for the Twitter Security
Team and reports directly to the VP of Engineering. PwC inspected the Employee Security
Handbook (“ESH”) to determine that the Security Manager represents the Security Team at all
Security Committee Meetings and that the ESH included language indicating that the Security
Manager and Security Team are responsible for managing overall information security as well as
conducting security reviews of different systems within Twitter.
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Observation: PwC utilized the observation testing method to validate the design and operating
effectiveness of system based controls (e.g., password settings, VPN settings, encryption settings,
etc.) and physical controls (e.g., badge access card readers, locked cabinets, security cameras,
etc.). In areas where Twitter has implemented system based controls or safeguards that meet or
exceed the protections required by Paragraph 11 of the order, the PwC team met with relevant
Twitter personnel and observed how the system based control is designed and how it functions.

For phys'ical controls, the PwC team visited in-scope office and data center locations to observe
the physical security controls.

For example, Twitter’s information security program contains Twitter Control 11.5.2, which
states: “Each user is assigned a unique ID when accessing and performing administration
activities on information systems.”

In order to test this control, PwC inquired of the Twitter Compliance Project Manager to
determine that admin activities are performed via SSH access, and that for a user to have an SSH
key, they must have a respective LDAP account. PwC also observed as the Compliance Project
Manager performed an export of all LDAP accounts from Apache Directory Studio. In order to
determine that a unique user ID will be used for each LDAP account, attempted to filter the list
for duplicate records and determined that no duplicates exist in the list of LDAP accounts and
verified that no generic shared accounts exist.

Additionally, PwC observed as an authorized Twitter admin demonstrated the use of SSH access

to production systems: Per inquiry with the Twitter admin, the use of SSH in this tiser's role
would allow view or update access to log files (e.g., to tailor a log file for an error). PwC observed
as the Twitter admin executed the appropriate command to successfully access the log file with
SSH access to production. PwC then observed the Compliance Project Manager attempt to
access the same log file as the Twitter admin by executing the same command without SSH
access to production and determined that the Compliance Project Manager was unable to access
the log file as they did not have SSH access to production.

Finally, PwC observed as the Compliance Project Manager attempted to login using LDAP
authentication without a username and determined that an error was generated.

Examination or inspection of evidence: PwC used the examination or inspection test
approach to validate the operating effectiveness of manual controls and to evaluate the
sufficiency of policies and procedures implemented to address Paragraph 11 of the Order. PwC
inspected over one thousand artifacts and documents. These included documentation of the
company’s policies and procedures, risk assessment, security training and awareness programs,
and evidence of the design and operation effectiveness of the controls or safeguards
implemented (e.g., system/product development and maintenance documentation, training
evidence, system audit logs, asset management tracking logs, system administrator access lists,
user authorization access forms, security legal contracts, third-party vendor audits, etc.). The
nature of the evidence examined varied from control to control and, where needed, other
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procedures like observation and inquiry were utilized to confirm the results of the examination
procedures.

For example, Twitter’s information security program contains control 12.1.1, which states:
“Project design documentation (e.g., the Technical Design Review) for SDLC projects includes,
as appropriate, security requirements and input from the Security Team.”

In order to test this control, PwC inspected a copy of the Software Development Lifecycle
(“SDLC”) policy to determine that Twitter has a formal SDLC process and policy in place that
adheres to the description of the Twitter Control Activity. PwC then obtained a listing of SDLC
projects that were implemented during the assessment period to determine that there was a
population of twenty~eight projects. For all twenty-eight projects, PwC obtained and inspected
the Technical Design Review document to determine that consideration of security requirements
and input from the Security Team was appropriately considered and documented.

Paragraph III Parts A, B, C and D of the Order

A. Set forth the administrative, technical, and physical safeguards that
respondent has implemented and maintained during the reporting period.

Twitter selected the ISO/IEC 27002:2005 standard, which is a widely adopted information
security standard published by the International Organization for Standardization (“ISO”) and
the International Electrotechnical Commission (“IEC”) used by companies of all sizes and
complexities to guide the initiation, implementation, maintenance, and improvement of

information security programs, as the framework on which it based its Information Security
Program.

Following are descriptions of the Administrative, Technical, and Physical safeguards that Twitter:

has in place, These safeguards are described in further detail on pages 25-73.
1. _Administrative Safeguards

There is a Security Committee at Twitter that comprises representatives from the Security,
Engineering, HR, and Legal teams. The Security Committee is tasked with management and
review of the Information Security Program. The Security Committee meets quarterly. (Twitter
Control 6.1.2) The Security Committee reviews the Information Security Program policies on an
annual basis. A risk assessment is conducted by the Security Committee, and the annual review
is documented. (Twitter Control 5.1.2) Twitter’s Information Security Program policies are
centralized in the Employee Security Handbook. The Security Manager and the Security
Committee approves the contents of the Handbook. Policies are communicated via the Wiki site
and new hire training. (Twitter Control 5.1.1)

Twitter has appointed a Security Manager to lead the security team and to oversee Twitter’s

Information Security Program. This individual is responsible for leading the Security
Committee, on-boarding security training, updating and communicating policy changes, and
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enforcing the company’s security policy. The Security Manager reports to the VP of Engineering.
(Twitter Control 6.1.1)

Twitter has a documented policy related to the classification and handling of nonpublic

consumer information. That policy is reviewed and updated during the annual review by the
Security Committee. (Twitter Controls 7.2.1 and 7.2.2) User access, termination, and :
modification is granted based on job responsibility as is documented in a ticket. (Twitter Control
11.6.1.2)

HR performs a background check on all new employees, verifying education and prior
employment, as well as checking criminal records. (Twitter Control 8.1.2) Employees must
adhere to the policies outlined in the Employee Security Handbook and are otherwise subject to
disciplinary action. (Twitter Control 8.2.3)

Upon on-boarding, employees are assigned a laptop, pre-configured with monitoring software
that reports on and enforces key security settings. (Twitter Control 7.1.1.1) IT maintains an
inventory of all laptops, assigned and unassigned, ensuring that all assigned laptops are
accounted for at least every 14 days and unassigned laptops are accounted for quarterly, (Twitter
Control 7.1.1.2) Upon off-boarding, HR initiates a process to collect assets and revoke access,
which is recorded in each employee’s off-boarding checklist. (Twitter Controls 7.1.1.3 and 8.3.2)

The Security Team performs comprehensive security reviews of third parties that enter a
relationship with Twitter that may grant them access to sensitive data. (Twitter Controls 6.2.1)

of the third-party continues to meet requirements. The Security Committee considers the status
of these reviews and relationships as part of its annual risk assessment. (Twitter Control
10.2.1.1) .

System owners review logical access control lists quarterly to ensure only authorized personnel
are granted access to production systems. (Twitter Control 11.2.4) Twitter applies a
combination of policy, configuration and training to ensure that employee passwords are
sufficiently complex, changed with an appropriate frequency, and securely distributed. (Twitter
Controls 11.2.3, 11.8.1)

Twitter has a formal incident management process in place, detailing personnel responsibilities
and incident follow-up. (Twitter Controls 13.2.1, 13.2.2)

The Security Team participates in design and readiness review for all security-sensitive software
development projects to ensure security requirements are included for all Twitter systems.
(Twitter Control 12.1.1) Similarly, the Legal team participates in all new product releases to
review compliance with statutory, regulatory and contractual requirements. (Twitter Control
15.1.1)
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II. Technical Safeguards

Twitter uses an internally-built software infrastructure hosted on multiple machines at several
US data centers. Twitter’s primary data center is in Sacramento, California,

The Operations Team uses a server management platform to monitor and update operating
systems on servers and ensure that they are a secure version. (Twitter Control 12.6.1.2) All
production systems, including the change management system and server management
platform, are access controlled. (Twitter Control 10.1.3.2) Production system logs are
processed automatically and the information presented to operations personnel through event-
monitoring dashboards. (Twitter Control 10.10.2) There is ongoing monitoring of server
activity to detect malicious software. (Twitter Control 10.4.1.2) Twitter utilizes staging servers
to separate development and staging environments from the production environment. (Twitter
Control 11.4.5.2)

Twitter has implemented network security encryption, firewalls, and VPN protocols to protect
the network from threats and inappropriate access. (Twitter Control 10.6.1.1) The Network
Operations Team configures and monitors the network security in the data centers. The team
reviews the security configurations on at least a quarterly basis. (Twitter Control 10.6.1.2) The
corporate network is separated from the data center networks to secure critical production
information. (Twitter Control 11.4.5.3) Twitter uses a virtual private network (“VPN") to
authenticate remote users. Users have to be part of the VPN group to gain access through the
VPN. (Twitter Control 11.4.2.1) VPN sessions are configured to timeout after a period of
inactivity, and VPN sessions have a maximum session length. (Twitter Controls 11.5.5, 11.5.6)

All production code is checked-in to a source code repository system which maintains version
history and change logs for all code files. Check-in privileges are restricted to authorized users
(Twitter Control 12.4.3) Production system changes are documented in the Review Board
system, capturing evidence of change approval. (Twitter Control 12.4.1) Software source code
changes are documented in a Review Board ticket, capturing evidence of testing and approval.
(Twitter Control 12.5.1)

The Trust & Safety group monitors and responds to abuse issues using an admin system.
Modifications to user data performed using the admin system are logged. Admin logs specify
operator and timestamp activities. (Twitter Control 10.10.4)

An Application Programming Interface (“API”) is a defined way for a program to accomplish a
task, usually by retrieving or modifying data. Twitter provides an API method for most features
visible on the Twitter website, including the DM feature. Third-party programmers can use the
Twitter API to make applications and websites that interact with Twitter. Their programs talk to
the Twitter API over HTTP, the same protocol used by browsers to visit and interact with web
pages. The Twitter API includes a REST API, a Streaming AP, and a Search API. For the Search
API, no authentication is required since the information provided by the Search API is publicly
available. For the REST API and the Streaming API, an Application Permission Model is used to
control access to DMs.
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In order for a developer to create an application that can access information such as a user’s
DMs, the developer must:

agree to the Twitter Terms of Service (https://twitter.com/tos)

agree to the Developer Rules of the Road (https://dev.twitter.com/terms/api-terms)
obtain a consumer key

obtain a consumer secret

T o 9

The developer must specifically agree to the Twitter Terms of Service in order to obtain an
account, Once logged into their account, the developer must specifically agree to the Developer
Rules of the Road in order to obtain a consumer key and a consumer secret generated by Twitter.
Notably, it is a principle in the Developer Rules of the Road to “[r]espect user privacy” and that
Twitter may immediately suspend a developer’s credentials including their consumer key and
consumer secret for any violations of the Rules.

Twitter utilizes the OAuth protocol to control access to user data by third-party developers. The
API documentation details Twitter’s security implementation requirements. Any API changes
that could affect security of information protected by the API are reviewed for approval by the
Security Team, and by the Legal Team if they also impact existing policies, agreements, or terms.
(Twitter Control 10.2.1.2) Twitter monitors operational activities to identify large scale API
inappropriate activity. Inappropriate activity will result in API shutdown. (Twitter Control
10.2.2.1)

1I1. Physical Safeguards

Twitter’s corporate headquarters has the proper physical and environmental protections in place
to protect against damage from natural or man-made disasters, including, but not limited to:
access badge readers throughout the building and in elevators, 24-hour on-site security, video
surveillance systems, alarm systems, sprinkler systems, etc. (Twitter Control 9.1.4.1)

Physical security controls have been designed and applied at data centers such as the
Sacramento facility by the third-party data center provider. Twitter obtains and reviews the
vendor’s SAS70 or an equivalent report (from an external auditor or the Twitter Security Team)
on an annual basis to monitor third-party compliance with security requirements, Site
operations personnel are responsible for maintaining the equipment in the data centers, as
documented by Site Operations procedures. (Twitter Controls 9.1.4.2-4)

An electronic access badge is required to enter corporate offices and data centers. (Twitter
Controls 9.1.1-2)

For a full list of Twitter’s administrative, technical, and physical controls implemented,

maintained and evaluated by PwC as part of the Security Assessment, refer to the table on pages
25-73 of this document.
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B. Explain how such safeguards are appropriate to respondent’s size and |
complexity, the nature and scope of respondent’s activities, and the sensitivity of i
the nonpublic personal information eollected from or about consumers.

Twitter selected the ISO/IEC 27002:2005 standard, which is an information security standard
published by the International Organization for Standardization (“ISO”) and the International '
Electrotechnical Commission (“IEC”) as the framework on which they based their Information
Security Program. We consider this to be an applicable framework to address the Company’s
obligations within the Order. The control clauses and control objectives from ISO/IEC
27002:2005 and the specific safeguards Twitter has irnplemented to address each applicable
objective and clause are included on pages 25-73 of this document.

ISO/IEC 27002:2005 is a widely adopted industry standard that establishes guidelines and
general principles for initiating, implementing, maintaining, and improving information security
management in an organization of different sizes and complexity. The objectives outlined
provide general guidance on the commonly aceepted goals of information security management.
ISO/IEC 27002:2005 contains leading practices of control objectives and controls in the
following areas of information security management:

Security policy;

Organization of information security;
Asset management; _ |
Human resources security; !

Physical and environmental security; =
Communications and operations management; |
Access control;

Information systems acquisition, development and maintenance;
Information security incident management;

Business continuity management; and

Cornpliance. -

* & 8 & & & F¥ & ° & »

The control objectives and controls in ISO/IEC 27002:2005 are intended to be implemented to
meet the requirements identified by a risk assessment, which Twitter performed to identify the
applicable security risks and safeguards that needed to be implemented as part of its
Information Security Program. ISO/IEC 27002:2005 is intended as a common basis and
practical guideline for developing organizational security standards and effective security
management practices, and to help build confidence in inter-organizational activities.

As ISO/IEC 27002:2005 is a widely adopted industry standard used by companies of all sizes
and complexities to guide the initiation, implementation, maintenance, and improvement of
information security programs, the information security safeguards implemented by Twitter to
address the applicable ISO/IEC 27002:2005 control objectives and clauses are appropriate to
Twitter’s size and complexity, the nature and scope of Twitter’s activities, and the sensitivity of
the nonpublic personal information collected from or about consumers as described above.
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As described on pages 9-12, Twitter established its information security program by
implementing administrative, technical, and physical safeguards to meet or exceed the
protections required by Paragraph II of the Order. As deseribed on pages 6-9, PwC performed
inquiry, observation, and inspection/examination procedures to assess the effectiveness of the
Twitter admmlstratlve, technical, and physical control activities implemented to meet or exceed
the protections required by Paragraph I of the Order, and our conclusions are on pages 20-21

C. Explain how the safeguards that have been implemented meet or exceed the
protections required by Paragraph II of the order.

As summarized in the Twitter Control Activities on pages 26-73 Twitter has implemented the
following protections:

A. Designation of an employee or employees to coordinate and be accountable for the program

Twitter has appointed a Security Manager to lead the security team and to oversee Twitter's
Information Security Program. This individual is responsible for leading the Security
Committee, on-boarding security training, updating and communicating policy changes, and
enforcing the company’s security policy, The Security Manager reports to the VP of Englneenng
{Twitter Control 6.1.1)

Additionally, there is a Security Committee that eomprlses representatives from Security,
Engineering, HR, and Legal. The Security Committee is tasked with management and review of

the Information Security Program, The Secur JU_QQmmMg&meﬂ&quaﬂe:bL(Miter_antml_ M

6.1.2)

As described on pages 9-12, Twitter established its information security program by -
implementing administrative, technical, and physical safeguards to meet or exceed the
protections required by Paragraph 11 of the Order. As described on pages 6-9, PwC performed
inquiry, observation, and inspection/examination procedures to assess the effectiveness of the
Twitter administrative, technical, and physical control activities implemented to meet or exceed
the protections required by Paragraph II of the Order, and our conclusions are on pages 20-21.

B. The idenhjﬁcation of reasonably- foreseeable material risks, both internal and external, that
could result in the unauthorized disclosure, misuse, loss, alteration, destruction, or other
campromzse of nonpublic consumer mformanon and assessment of the sufficiency of any
safeguards in place to control these risks. At a minimum, this risk assessment should inchude
constderation of risks in each area of relevant operation, including, but not limited to: (a)
employee training and rmanagement; (b) information systems, including network and software
design, information processing, storage, transmission, and disposal; and (c) prevention,
detection, and response to attacks, intrusions, or other systems failures.

Risk Assessment Process E
The Security Team, in consultation with the Legal Team, met with Engineering, Trust & Safety,
HR, Finance, Facnlmes and IT team leads at Twitter to conduct a risk assessment of information
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security practices at Twitter. The objective of the risk assessment was to identify material risks,
both internal and external, that could result in the compromise of nonpublic consumer
information. After determining which products/services were within the scope of the order, the
teams identified all data types that might constitute nonpublic consumer information and would
need to be protected. The teams conducted an inventory of the information systems at Twitter
where the identified data types may be stored or processed, and they identified the physical
locations where the identified data types, in electronic or paper form, may reside. The teams
determined which groups of employees had authorized access to the information systems and
locations as well as which non-Twitter service providers may have been provided with access to
the nonpublic consumer information. Then, a determination was made of the material risks,
taking into account the nature and scope of Twitter’s activities, the sensitivities of the nonpublic
information collected, the size of the service, the number of registered users, and the size and
complexity of the company. Examples of risks included unauthorized access to Twitter systems,
including Twitter admin systems, unauthorized access to Twitter locations, and misuse of
authorized access to Twitter systems.

The business objective was to design and implement an Information Security Program to
reasonably protect the security, privacy, confidentiality, and integrity of nonpublic consumer
information, as contemplated by the Order. After identification of materials risks, an initial
determination was conducted of the sufficiency of existing safeguards in place to control these
risks. The Security Team then selected a framework for the comprehensive information security
program. Considering each risk identified in the framework standard, a determination was
made as to which controls in the framework would apply to the Twitter environment, in the

context of protectionof nonpublic consumer information. Arn implementation of controls was

selected, where appropriate for managing the identified material risks. Then, a determination
was made as to whether there were any additional risks in the Twitter environment that would
not be controlled by the relevant controls or existing safeguards.

Additionally, the Security Committee reviews the Information Security Program policies on an
annual basis. A risk assessment is conducted by the Security Committee, and the annual review
is documented, as specified in the Employee Security Handbook. Significant changes are
communicated via email and the wiki, (Twitter Control 5.1.2)

Refer to pages 3-4 of this document for a description of Twitter’s Information Security Program
s&feguargz1 implemented and maintained during the period related to identification of
reasonably-foreseeable material risks, both internal and external, that could result in the
unauthorized disclosure, misuse, loss, alteration, destruction, or other compromise of nonpublic
consumer information, and the assessment of the sufficiency of safeguards in place to control
these risks.

As described on pages 3-4, Twitter established its information security program by
implementing administrative, technical, and physical safeguards to meet or exceed the
protections required by Paragraph II of the Order. As described on pages 6-9, PwC performed
inquiry, observation, and inspection/examination procedures to assess the effectiveness of the

15073 - HIGHLY CONFIDENTIAL

R ~5= A TS




i

pwc

Twitter administrative, technical, and physical control activities implemented to meet or exceed
the protections required by Paragraph II of the Order, and our conclusions are on pages 20-21

C. Design and implementation of reasonable safeguards to control risks identified through risk
assessment, and regular testing or monitoring of the effectiveness of the safeguards’ key
controls, systems and procedures.

Design & Implementation of Safeguards

Based on the risks identified through the risk assessment described in B. above, Twitter designed
and implemented the administrative, technical, and physical safeguards documented on pages
26-73

feg

e Te g & Monitoring of Safeguards _
The Security Committee performs an annual review of the overall Information Security Program.
As an input to that review, the security team will select controls for testing based on a plan and

will validate that the remaining untested controls are in place. (Twitter Control 15.2.2.1)

Additionally, Twitter has the following monitoriﬁg controls that align to the Monitoring
Objective of the ISO/IEC 27002:2005 framework:

» User activities, exceptions, and information security events are produced and retained
according to an internal data retention policy. (Twitter Control 10.10.1)

* Production system logs are processed automatically and the information

operations personnel through event-monitoring dashboards. (Twitter Control 10.10.2)

» Only authorized users have access to log systems. Modify access to the log systems is
further restricted to a smaller set of authorized users, A quarterly review is conducted of
authorized users. (Twitter Control 10.10.3)

» Modifications to user data performed using the admin system are logged. Admin logs
specify operator and timestamp of activities. The Trust & Safety group monitors and
responds to abuse issues, (Twitter Control 10.10.4)

As described on pages 9-12-, Twitter established its information security program by
implementing administrative, technical, and physical safeguards to meet or exceed the
protections required by Paragraph II of the Order. As described on pages 6-9, PwC performed
inquiry, observation, and inspection/examination procedures to assess the effectiveness of the
Twitter administrative, technical, and physical control activities implemented to meet or exceed
the protections required by Paragraph II of the Order, and our conclusions are on pages 20-21.

D. The development and use of reasonable steps to select and retain service providers capable
of appropriately safeguarding nonpublic consumer information such service providers receive
Jrom respondent or obtain on respondent’s behalf, and the requirement, by contract, that such
service providers implement and maintain appropriate safeguards, provided, however that

16 of 73 HIGHLY CONFIDENTIAL




K

pwe

this subparagraph shall not apply to personal information about a consumer that respondent
provides to a government agency or lawful information supplier when the agency or supplier
already possesses the information and uses it only to retrieve and supply to respondent,
additional personal information about the consumer.

Selection of Service Providers

Legal reviews all agreements and informs Security of any that require review, including those
that may access nonpublic consumer information, If the access provided to the third-party is by
other than a standardized API, the Security Team performs a security review of interfaces with
the third-party and the procedures used by the third-party to protect the information. (Twitter
Control 10.2.1.1)

Retention of Service Providers

Physical security controls have been designed and applied at the third-party facility by the third-
party data center provider. Twitter obtains and reviews the vendor’'s SAS70 or an equivalent
report (from an external auditor or the Twitter Security Team) on an annual basis to monitor
third-party compliance with security requirements. (Twitter Controls 9.1.3.2-4) Twitter obtains
and reviews the data center providers’ SAS70 or an equivalent report (from an external auditor
or the Twitter Security Team) on an annual basis to monitor third-party compliance with
security requirements. (Twitter Control 10.2.1.3) Twitter obtains and reviews the ADP SAS70
on an annual basis to monitor third-party compliance with security requirements surroundlng
sensitive employee and payroll information. (Twitter Control 10.2.1.4)

The Security Committee performs a review of third parties as part of its annual review. (Twitter

Control 10.2.2.2) The security review includes obtaining and reviewing the vendor’s SAS70 or
an equivalent report (from an external auditor or the Twitter Security Team) on an annual
basis. (Twitter Control 6.2.3.2)

ird-Party Developer Access to the Twitter API
An Application Programming Interface (“API”) is a defined way for a program to accomplish a
task, usually by retrieving or modifying data. Twitter provides an API method for just about
every feature visible on the Twitter website, including the DM feature. Third-party
programmers can use the Twitter API to make applications and websites that interact with
Twitter., Their programs talk to the Twitter API over HTTP, the same protocol used by browsers
to visit and interact with web pages. The Twitter API includes a REST API, a Streaming API,
and a Search API, For the Search API, no authentication is required since the information
provided by the Search API is publicly available. For the REST API and the Streaming API, an
Application Permission Model is used to control access to DMs.

In order for a developer to create an application that can access information such as a user’s
DMs, the developer must:

e agree to the Twitter Terms of Service (https://twitter.com/tos);
o agree to the Developer Rules of the Road (https:/dev .twitter.com/terms/api-terms);
» obtain a consumer key; and
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s obtain a consumer secret.

The developer must specifically agree to the Twitter Terms of Service in order to obtain an
account. Once logged into their account, the developer must specifically agree to the Developer
Rules of the Road in order to obtain a consumer key and a consumer secret generated by Twitter.
Notably, it is a principle in the Developer Rules of the Road to “[r]espect user privacy” and that
Twitter may immediately suspend a developer’s credentials including their consumer key and
consumer secret for any violations of the Rules.

API developer users accept the Twitter API Terms of Service prior to accessing the Twitter
systems through the developer API. (Twitter Control 11.2.1.2)

Twitter utilizes the OAuth protocol to control access to user data by third-party developers. The
API documentation details Twitter’s security implementation requirements, Any API changes
that could affect security of information protected by the API are reviewed for approval by the
Security Team, and by the Legal Team if they also impact existing policies, agreements, or terms,
(Twitter Control 10.2.1.2) Twitter monitors operational activities to identify large scale API
inappropriate activity. Inappropriate activity will result in API shutdown. (Twitter Control
10.2.2.1)

As described on (Enges 9-12, Twitter established its information security program by
implementing administrative, technical, and physical safegnards to meet or exceed the
protections required by Paragraph II of the Order. As described on pages 6-9, PwC performed

inquiry, observation; and inspection/examination procedures to assess the effectiveness of the
Twitter administrative, technical, and physical control activities implemented to meet or exceed
the protections required by Paragraph II of the Order, and our conclusions are on pages 20-21.

E. The evaluation and adjustment of Defendant’s information security program in light of the
results of the testing and monitoring required by subparagraph C, any material changes to
Defendant’s operations or business arrangements, or any other circumstances that Defendant
knows or has reason to know may have a material impact on the effectiveness of its
information security program.

Twitter’s Security Committee performs an annual review of the overall Information Security
Program. As an input to that review, the security team will select controls for testing based on a
plan and will validate that the remaining untested controls are in place. (Twitter Control 6.1.8)

As described on pages 3-4, Twitter established its information security program by
implementing administrative, technical, and physical safegnards to meet or exceed the
protections required by Paragraph II of the Order. As described on pages 6-g, PwC performed
inquiry, observation, and inspection/examination procedures to assess the effectiveness of the
Twitter administrative, technical, and physical control activities implemented to meet or exceed
the protections required by Paragraph II of the Order, and our conclusions are on pages 20-21.
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D. Certify that respondent’s security program is operating with sufficient
effectiveness to provide reasonable assurance to protect the security, privacy,
confidentialily, and integr‘_ity of nonpublic consumer information and that the
program has so operated throughout the reporting period.

As described in the PwC Assessment Overview section above, PwC performed its assessment of
Twitter’s information security program in accordance with AICPA Attestation Standards Section
101, AT101 Engagements. Refer to pages 20«21 below for PwC’s conclusions.

e e R
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Report of Independent Accountants
To the Management of Twitter, Inc.:

We have examined Management’s Assertion, included in the accompanying Exhibit I, that as
of and for the 180 days ended September 12, 2011 (the “Reporting Period”), in accordance

“with Parts II and III of the Agreement Containing Consent Order (“the Order”), with an
effective date of March 16, 2011 between Twitter, Inc. (“the Company™) and the United States
of America, acting upon notification and authorization by the Federal Trade Commission
(“FTC”) the Company had established and implemented a comprehensive Information
Security Program; as described in Attachment A of Management’s Assertion (“the Twitter
Information Security Program”), based on the International Organization for
Standardization (“ISO”) / International Electrotechnical Commission (“IEC”) Standard
27002:2005 (“ISO/IEC 27002:2005"); and the Twitter Information Security Program was
operating with sufficient effectiveness to provide reasonable assurance that the security,
privacy, confidentiality, and integrity of nonpublic consumer information collected from or
about consumers is protected.

The Company’s management is responsible for the assertion. Our responsibility is to
express an opinion based on our examination.

Our examination was conducted in accordance with attestation standards established by the
American Institute of Certified Public Accountants and, accordingly, included examining, on

& testbasis, evidence supporting the effectiveness of the Twitter Information Security
Program as described above and performing such other procedures as we considered
necessary in the circumstances. We believe that our examination provides a reasonable
basis for our opinion.

In our opinion, the Twitter Information Security Program was operating with sufficient
effectiveness to provide reasonable assurance that the security, privacy, confidentiality, and
- integrity of nonpublic consumer information collected from or about consumers is
protected, in all material respects, as of and for the 180 days ended September 12, 2011,
based upon the Twitter Information Security Program set forth in Attachment A of
Management’s Assertion in Exhibit I.

The opinion we expressed in the preceding paragraph (i) certifies that we have gathered
sufficient evidence supporting the effectiveness of the Twitter Information Security Program
to provide the basis for our opinion as discussed above and accordingly, (ii) certifies that the
Company’s security program is operating with sufficient effectiveness as of and for the 180
days ended September 12, 2011 to provide reasonable assurance that the security, privacy,
confidentiality, and integrity of nonpublic consumer information is protected and has so
operated throughout the Reporting Period.
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This report is intended solely for the information and use of the management of Twitter and
the United States Federal Trade Commission and is not intended to be and should not be
used by anyone other than these specified parties.

"ﬁfﬁ.! IR el !5. &W LL P
San Jose, CA
February 24, 2012

21 0f 73 . HIGHLY CONFIDENTIAL




Exhibit I
Management's Asserlicn

The management of Twitter represents that as of and for the 180 days ended September 12, 2011 ("the Reporting
Period™), in accordance with Parts II and 1] of the Agreement Containing Consent Order ("The Order™), with an
effective date of March 16, 2011 between Twitter, Inc. ("the Company™) and the United States of America, acting upen
notification and authorization by the Federal Trade Con'ﬁmi'ssion ("FTC"), the Company had established and
implemented a comprehensive Information Security Program, as described in Attachment A (“the Twitter
Information Security Program?), based on the International Organization for Standardization (ISQ) / International
Electrotechnical Commission (IEC) Standard 27002:2005 ("ISO/IEC 27002:2005"); and the Information Security
Program was operating with sufficient effectiveness to provide reasonable assurance that the security, privacy,
confidentiality, and integrity of nonpublic consumer information collected from or about consumers is protected.

Furthermore, the Company represents that for the Reporting Period, the administrative, technieal, and physical
safeguards within the Twitter Information Security Program as outlined in Attachment A are appropriate to its size
and complexity, the nature and scope of its activities, and the nature and sensitivity of personal information collected
from or about consumers and meet or exceed the protections required by Paragraph II of The Order.

Twitter, Inc.

By: it .
Alexander Macgillivray
General Counsel & Secretary




Attachment A to Management’s Assertion: Twitter Information Security Program

This attachment describes the scope of the Twitter Information Security Program referenced in the Management

Assertion on the previous page.

Twitter is a real-time information network that connects users to the latest information about what they find

interesting. Twitter users find the public streams they fi

d most compelling and “follow” the conversations. At the

heart of Twitter are small bursts of information called “'IWeetzs each Tweet being 140 characters in length or less.

Twitter users follow the Tweets of other users. Twitter
the transmission currently of over a billion Tweets per

tains a very high-velocity Internet service, facilitating
Currently, there are over 200 million user accounts on

Twitter, Twitter uses an internally-built software infrastructure hosted on multiple machines at several US data

centers. Twitter’s primary data center is in Sacramento,

California.

Tmtter, as a company, had only 29 employees in January 2009. At the beginning of 2011, it had approximately 350

employees.

Twitter users provide limited profile information, most of which is displayed publicly to all users. When a user
creates a Twitter account, the user provides a name, a uiirrname, a password, and an email address. The user may

optionally provide a short biography, a loeation, or a pi
number for the delivery of SMS messages. Most of the
including the name, username, biography, location, and

With regard to the messages sent and received by a user,

re. The user may also include his or her cell phone
ove information is listed publicly on the Twitter service,
picture.

the majority of these, again, are public. When a user sends

a Tweet, it is shared with followers and the rest of the world instantly. Although the default is to make the

information public, Twitter does provide settings that al

are shared only with the user’s approved followers. Also,
" or “DM” which is a personal message sent via Twitter to

viewable by other users.

Twitter has only one product/service offering, namely th
business/produect seoping is the Twitter service for purp

Information Security Program for purposes of the Order,

using the ISO/IEC 27002:2005 framework.
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e Twitter service. Accordingly, the relevant
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Twitter performed a risk assessment, as described below,
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As part of the Twitter risk assessment, the following da

Risk Assessment Process
The Security Team, in consultation with the Legal Team

met with Engineering, Trust & Safety, HR, Finance,

Facilities, and I'T team leads at Twitter to conduet a risk assessment of information security practices at Twitter.
The objective of the risk assessment was to identify material risks, both internal and external, that could result in
the compromise of nonpublic consumer information. Aﬂer identifying all data types that might constitute
nonpublic consumer information, the teams conducted an inventory of the information systems and physical
locations at Twitter where the identified data types may reside. The teams made a determination of the material
risks, taking into aceount the nature and scope of Twitter’s activities, the sensitivities of the nonpublic information
collected, the size of the service, the number of registered users, and the size and complexity of the company.

The business objective was to design and implement an Information Security Program to reasonably protect the

security, privacy, confidentiality, and integrity of nonpuﬂlJ

lic consumer information, as contemplated by the Order.

The Security Team selected the ISO/TEC 27002:2005 framework for the comprehenswe information security
program, as described below. Considering each risk identified in the framework standard, a determination was

made as to which controls in the framework would app

to the Twitter environment, in the context of protection of

nonpublic consumer information. An implementation of controls was selected, where appropriate, for managing

the identified material risks.

Data Classification

types on Twitter information systems were determined as

being within the scope of the order: a user’s email address, mobile telephone number (if provided), a user’s Direct

Messages (DMs), a user’s Protected Tweets, and other i
nonpublic and individually-identifiable and associated w

identifiers (such as IP address) where the information is

ith a user. Also included within the scope of the order was

nonpublic, individually-identifiable information of employees, including their home address, social secarity

number, birthdate, and other nonpublic individually-ide
employee’s personnel records.

k

ntifiable information, which may be found in the

Framework
Twitter selected the ISO/IEC 27002:2005 standard, which is an information security standard published by the

International Organization for Standardization (“ISO”) a
as the framework on which they based their Information
framework to address the Company’s obligations within
ISO/IEC 27002:2005 and the specific safeguards Twitte:
clause are included on pages 26-73 of this document.

ISO/IEC 27002:2005is a wndely adopted mdustry stan:

ind the International Electrotechnical Commission (“IEC”)
Security Program. We consider this to be an applicable
the Order. The contrel clauses and control objectives from
r has implemented to address each appiicable objective and

d that establishes guidelines and general principles for

initiating, implementing, maintaining, and improving information security management in an organization of
different sizes and complexity. The objectives outlined provide general guidance on the commonly accepted goals of
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information security management. ISO/IEC 27002:2005 contains leading practices of control objectives and
controls in the following areas of information security management:

Security policy;

Organization of information security;

Asset management;

Human resources security;

Physical and environmental security;
Communications and operations management;
Access control;

Information systems acquisition, development and maintenance;
Information security incident management;
Business continuity management; and
Compliance.

The control objectives and controls in ISO/IEC 27002:2005 are intended to be implemented to meet the
requirements identified by a risk assessment, which Twitter performed to identify the applicable security risks and
safeguards that needed to be implemented as part of its [nformation Security Program. ISO/IEC 27002:2005is .
intended as a common basis and practical guideline for evelopmg organizational security standards and effective
security management practices, aud to help build confidence in inter-organizational activities.

As ISO/IEC 27002:2005 is a widely adopted industry dard used by company’s of all sizes and complexities to
guide the initiation, implementation, maintenance, and i improvement of information security programs, the
information security safeguards implemented by Twitter to address the applicable ISO/TEC 27002:2005 control
objectives and clauses are appropriate to Twitter’s size ahd complexity, the nature and scope of Twitter’s activities,
and the sensitivity of the nonpublic personal information collected from or about consumers as described above.
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I.  The Twitter Information Security Program is based

on the following control activities of ISO/IEC 27002:2005:

ISO Control Activity Description

Twitter Conirel Activities

Type of
Safeguard

should be reviewed at planned
fintervals or if significant changes
occur to ensure its continuing
uitability, adequacy, and
effectiveness.

Information Security Program policies on an
an-.nbal basis. A risk assessment is conducted
by the Security Committee, and the annual
 review is documented, as specified in the

; Employee Security Handbook. Significant

' changes are communicated via email and the
wiki.

An mformatlon secunty pol:cy Twitter’s Information Security Program Administrative
document should be approved by policies are centralized in the Employee
management, and published and Security Handbook. The Security Manager
communicated to all employees and | and the Security Committee approves the
relevant external parties. contents of the Handbook. Policies are

communicated via the Wiki site and new hire

training. New hires initial sign-in log to

confirm attendance of training and review of

the Employee Security Handbook.
5.1.2 The information security policy The Security Committee reviews the Administrative




ESO 1SO Control Activity Deseription | Twitter Control Activities | Type of
Reference; | Safeguard
6.1.1 anagement should actively support | Twitter has appointed a Security Manager to | Administrative
security within the organization leaqi the security team and to oversee
through clear direction, Twitter’s Information Security Program.
demonstrated commitment, explicit | This individual is responsible for leading the
lassignment, and acknowledgmment of | Security Committee, on-boarding security
information security responsibilities. ining, updating and communicating policy
(Internal) clmgxges, and enforcing the company’s
security policy. The Security Manager
reports to the VP of Engineering.

6.1.2 Information security activities should | There is a Security Committee comprised of | Administrative
be co-ordinated by representatives rep'resentatives from Security, Engineering,
from different parts of the - HR| and Legal. The Security Committee is
organization with relevant roles and | tasked with management and review of the
job functions. (External) - Information Security Program. The Security

Committee meets quarterly.

6.1.3 All information security Twitter has job descriptions and maintains Administrative
responsibilities should be clearly . therln on jobvite.com. Information security
defined. res&n;ibﬂities are clearly defined in the

relevant job descriptions. Updates are sent
o P‘IR which npdates the descriptions.

6.1.4 A management authorization process | 6.1.4.1 Administrative
for new information processing ] The Security Manager is involved in the 3
facilities should be defined and  authorization of new information processing
implemented. facilities that involve new physical locations

prior to moving in.
6.1.4.2 ;
Twitter has a policy that governs the use of
' personal or privately owned devices, systems
and applications.
270f 73 HIGHLY CONFIDENTIAL




ESO OEFSO Control Activity Description | Twitter Control Activities Type of
eren Safeguard
6.1.5 [Requirements for confidentiality or Tmtter has a confidentiality and non- Admiuisirative
mon-disclosure agreements reflecting chsclosure policy that is required to be read
the organization’s needs for the and signed by new hires during their
protection of information should be onEanrdmg process. The policy is/are
identified and regularly reviewed. reviewed by HR and Legal on an annual
basr.s
6.1.8 The organization’s approach to The Security Committee performs an annual | Administrative

managing information security and
its implementation (i.e. control
objectives, eontrols, policies,
processes, and procedures for

{information security) should be

reviewed independently at planned
intervals, or when significant changes

review of the overall Information Security
Program.

As an input to that review, the security team

select controls for testing based on a
plan and will validate that the remaining
untested controls are in place.

to the security implementation oceur.
y _ e e T e p——— - T erp— Ex— T R R e

The rzsks to the orgamzatton 5
information and information
processing facilities from business
processes involving external parties
should be identified and appropriate
controls implemented before granting
aceess.

62'3.1

Twitter performs a security review of all third
party agreements that includes review and
approval by legal and the security team.

6.2.3.2

Additionally, Twitter obtains and reviews the
vendor’s SAS70 or an equivalent report

(from an external auditor or the Twitter
Security Team) on an annual basis to

Administrative
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O [ISO Control Activity Descripiion | Twitter Control Activities Type of
eference] Safeguard
monitor third party compliance with security
requirements.

6.2.2 All identified security requirements 6.2/3.1 Administrative
should be addressed before giving Twitter performs a security review of all third
customers access to the party agreements that includes review and
organization’s information or assets. | approval by legal and the security team.

6.2.3.2

Additionally, Twitter obtains and reviews the
v;zigr’s SAS70 or an equivalent report

( an external auditor or the Twitter
Security Team) on an annual basis to
monitor third party compliance with security
requirements.

6.2.3 Agreements with third parties 6.2.3.1 Administrative
involving accessing, processing, Twitter performs a security review of all third
communicating or managing the 'y agreements that includes review and
organization’s information or aj by legal and the security team.
finformation processing facilities, or
adding products or serviees to 6.2/3.2
information processing facilities Additionally, Twitter obtains and reviews the
should cover all relevant security vengdor’s SAS70 or an equivalent report
requirements. ( an external auditor or the Twitter

Security Team) on an annual basis to
monitor third party compliance with security
requirements.




ﬂlso ISO Control Aetivity Description | Twitter Contrel Activities Type of
eference; Safeguard
7.1.1 Aﬂ assets should be clearly identified | 7.1.1.1 Administrative

d an inventory of all important
ets drawn up and maintained.

| clear
| standard image installed which ineludes

| 7.11.3

During on-boarding, each employee is
Lgned a laptop. Each laptop is tagged and
ly identified and is issued with a

Casper, a laptop monitoring tool. When the

 laptop is first imaged, a Casper record is

created.

7.1.1.2
Casper supports automated periodic
mv&lmtory by checking in with a central
server multiple times a day, when the laptop
is on the corporate network. Weekly, IT

the last log on date and follows up on
any laptop that has not checked in for more
than 10 days to ensure all laptops are

accounted for.

Twitter has an off-boarding checklist which
ensures that employees and contractors

n the company’s asseis in their
possessmn The checKlist is completed by
HR, IT and other departments, as
appropriate as part of the termination
process.

7.1.1.4

: Data center hardware (i.e., servers) are

tagged to ensure they are clearly identified
and|inventoried. Management performs
quarterly eycle counts to ensure physical
assets are still properly accounted for.
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1ISO
[Reference

ISO Contrel Activity Deseription

Twitter Control Activities

. Type of

7.1.2

All information and assets associated

with information processing facilities
should be owned by a designated part
of the organization.

Duwing on-boarding, each employee is
ass;gned a laptop. Each laptop is tagged and
clearly identified and is issued with a
standard i image installed which inclades
Casper, a laptop monitoring tool. When the
laptop is first imaged, a Casper record is
created.

7.1l2.2
Casper supports automated periodic
inventory by checking in with a central
server multiple times a day, when the laptop
is on the corporate network. Weekly, IT
reviews the last log on date and follows up on
any laptop that has not checked in for more
than 10 days to ensure all laptops are

ounted for.

7.1:2.3
Data center hardware (i.e., servers) are

ed to ensure they are clearly identified
and inventoried. Management performs
quérterly cycle counts to ensure physical
assets are still properly accounted for.

Administrative

7.1.3

Rules for the acceptable use of
information and assets associated
with information processing facilities
should be identified, documented,
land implemented.

Twitter has an acceptable use policy and
agreement that is signed upon employment
and/or issuance of new laptop.

Administrative
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Reference;

Twitter Control Activities

| Safeguard

Type of

7.2.1 Informatlon should be classlﬁed in 7 2. 1 1 Administrative
ftermas of its value, legal requirements, Twitter has a documented policy related to
lsensitivity, and criticality to the the classification of sensitive information.
lorganization.
i i 7 2
1ltctI r’s Information Security Program
pol es are centralized in the Employee
ecurity Handbook. The Security Manager
and the Security Committee approves the
contents of the Handbook. Policies are
communicated via the Wiki site and new hire
training. New hires initial sign-in log to
confirm attendance of training and review of
the Employee Security Handbook.
7.2.2 An appropriate set of procedures for Twi'tten' has a documented policy regarding Administrative
information labeling and handling andling of nonpublic consumer
should be developed and mfolrmatlon. That policy is reviewed and
implemented in accordance with the | updated during the annual review by the
classification scheme adopted by the | Sectirity Committee.

employees, coniractors and third

'Secunty rol&s and responmbi]ities of |

desmpnons are mamtamed by HR in
vite.com. Updates are sent to HR which

HIGHLY CONFIDENTIAL




SO [ISO Control Activity Description | Twitter Control Aetivities Type of
eference Safeguard
party users should be defined and updates the descriptions. For contractors
documented in accordance with the | and consultants, job descriptions are
organization’s information security | specified in their contract containing a
policy. - statement of work.
8.1.2 [Background verification checks on all | Background checks are performed by HR Administrative |
candidates for employment, and stored on Hire-Right. The background
contractors, and third party users check for full-time employees includes the
ishould be carried out in accordance } foll : social security nurober, criminal
with relevant laws, regulationsand | reoord past three employers, educational
ethics, and proportional to the - record Where security assurances are not
business requirements, the promded by contracung agency, a
classification of the information to be | background check is performed for
accessed, and the perceived risks. actors.
8.1.3 As part of their contractual Twitter requires a signed Employee Administrative |
obligation, employees, contractors Inw'rantion assignment and confidentiality
nd third party users should agree agreement from employees and contractors
d sign the terms and conditions of | at the time of hiring, which include Twitter’s
their employment contract, which ' and the employee’s responsibilities for
should state their and the information security.
organization’s responsibilities for
information security.

. Management shmﬂd reqmre

employees, contractors and third

. therrequlres employees to sign an
ployee Invention Assignment and

Administrative

party users to apply security in Conﬁdennahty Agreement Form.
jaccordance with established policies Consultants are required to sign an
330f73 | HIGHLY CONFIDENTIAL




SO ISO Control Activity Description | Twitter Control Activities Type of
erence Safeguard
fand procedures of the organization. agreement with a privacy statement. Third
party contractors are required to sign a NDA
| which addresses privacy.
- 18.2.2 All employees of the organization : Twy‘tter’s Information Security Program Administrative
and, where relevant, contractors and | policies are centralized in the Employee '
third party users should receive | Security Handbook. The Security Manager
appropriate awareness training and | and the Security Committee approves the
regular updates in organizational ' contents of the Handbook. Policies are
policies and procedures, as relevant | communicated via the Wiki site and new hire
ifor their job funetion. training. New hires initial sign-in log to
:- confirm attendance of training and review of
the Employee Security Handbook. -
Relevant security-related updates are
istributed via e-mail and/or updates to the
policies.
18.2.3 There should be a formal disciplinary | Twitter has implemented a disciplinary Administrative
iprocess for employees who have proeess for security violations in the
committed a security breach. Employee Security Handbook. In accordance
: with that process, any violation of the
security principles or guidelines should be
reported to Manager and Security Team. If
discipline is warranted, refer to Operating
Committee.

: T4 & : SCI'S : OrEanizat b OvVITe
| tﬂﬁmaéﬁwmlymanﬂef e e e e e e e e 3
8.9.1 [Responsibilities for performing | The VP of HR and HR Business Partner are | Administrative
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SO ISO Control Activity Description | Twitter Control Activities Type of
eference] Safeguard
employment termination or change of | responsible for employment termination and
employment should be clearly chamge of employment in the company. The
defined and assigned. responsibilities are defined in the off-
- boarding checklist.

8.3.2 All employees, contractors and third Tmtte.r has an off-boarding checklist which Administrative |
party users should return all of the ehﬁf:s that employees and contractors
organization’s assets in their the company’s assets in their
[possession upon termination of their session, This checklist is completed by
employment, contract or agreement. H as part of the termination process.

8.3.3 The access rights of all employees, Upbn termination, HR facilitates an email to | Administrative
contractors and third party usersto | relevant functional owners requiring them to
finformation and information remove access. The functional owner is
processing facilities should be required to initial the off-boarding checklist
removed upon termination of their when action has been taken.
employment, contract or agreement, TB
lor adjusted upon change

0.

Securlty pefiﬁieters (barriers such as

Is, card controlled eniry gates or
ed reception desks) should be
used to protect areas that contain
information and information
rocessing facilities.

enter corporate offices and data centers.
Existing controls regarding on-boarding and
| off-boarding also include procedures for

| granting and terminating badge access.

An testronic accessbadge i required o

0.1.2

"An Electronic access badge is required to
enter corporate offices and data centers.
' Existing controls regarding on-boarding and

' off-boarding also include procedures for

Physical
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ISO
eferencel

[ESO Control Activity Deseription

Twitter Control Activities

;Typeof

 Safeguard

| granting and terminating badge access.

0.1.3

[Physical security for offices, rooms,
and facilities should be designed and
fapplied.

9.1.3.1 - Corporate

Confidential information is stored and
maintained in a locked filing room. Physical
access is restricted through a key lock which
is olhly made available to appropriate
employees.

9.1.3.2 - Sacramento

Ph}isi-ca] security controls have been
designed and applied at the Sacramento
facility by the third party data center

pr{::I ider. Twitter obtains and reviews the
vendor’s SAS70 or an equivalent report
(from an external auditor or the Twitter
Security Team) on an annual basis to
momnitor third party compliance with security
requirements.

9.1.3.3 - San Jose

Physical security controls bave been

desi and applied at the San Jose facility
by the third party data center provider.
Twitter obtains and reviews the vendor’s
SAS7o0 or an equivalent report (from an
external auditor or the Twitter Security
"Team) on an annual basis to monitor third
party compliance with security
reguirements.

9.1.3.4 - Bluffdale
Physical security controls have been

Physical
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_ E‘[‘SO [ISO Control Activity Description
eference

Twitter Control Activities

Type of
Safeguard

: eil]fned and app}ied at the Bluffdale faci]ity

Epoe:
by the third party data center provider.
Twitter obtains and reviews the vendor’s

SAS70 or an equivalent report (from an

| external auditor or the Twitter Security

| Team) on an annual basis to monitor third
| party compliance with security

| requirements.

9

1.4 Physical protection against damage

from fire, flocd, earthquake,
lexplosion, civil unrest, and other
forms of natural or man-made
disaster should be designed and

Fipplied.

9.1.4.1 - Corporate
Twitter’s corporate headquarters has the

 proper physical and environmental

' protections in place to protect against

- damage from natural or man-made disasters,
including, but not limited to: access badge

' readers throughout the building and in

elevators, 24-hour on-site security, video
sﬁeﬂlance systems, alarm systems,
sprinkler systems, efc.

9.1.4.2 - Sacramento
Physical security and environmental controls

: havF: been designed and applied at the

Sacramento facility by the third party data
center provider. Twitter obtains and reviews
the vendor’s SAS70 or an equivalent report

( an external auditor or the Twitter
: Seclurity Team) on an annual basis to
' monitor third party compliance with security

and environmental requirements.

0.1.3.3 - San Jose _
Physical security and environmental conirols

Physical
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g‘SO ISO Control Activity Description | Twitter Control Activities  Type of
eference Safeguard

have been designed and applied at the San
JOSF facility by the third party data center
ider. Twitter obtains and reviews the
vendor’s SAS7o or an equivalent report
(from an external auditor or the Twitter
rity Team) on an annual basis to
monitor third party compliance with security
and environmental requirements.

9.1.8.4 - Bluffdale

Physieal security and environmental controls
have been designed and applied at the
Bluffdale facility by the third party data
center provider. Twitter obtains and reviews
the vendor’s SAS70 or an equivalent report
(from an external auditor or the Twitter
Security Team) on an annual basis te
monitor third party compliance with security
and environmental requirements.

9.1.5 Physical protection and guidelines for itter has documented physical data center | Physical
working in secure areas should be | security procedures which are distributed to
designed and applied. | employees who work in data centers.
Employees acknowledge receipt and review
theﬁrrowdures. The procedures are
revwewed for updates on an annual basis.

P

§.2..1 — Equ:pméﬁt shouId be protected to | 211 —Carporate . . = Physmal
; reduce the risks from environmental | Twitter’s corporate headquarters has the
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SO

cePSO Control Activity Description
Fen

Twitter Conirol Activities

Type of
Safeguard

threats and hazards, and
opportunities for unauthorized
ACCEsS.

pro pér pshj'sical and environmental

protections in place to protect against
damage from natural or man-made disasters,

' including, but not limited to: access badge

readers throughout the building and in
elevators, 24-hour on-site security, video
surveillance systems, alarm systems,
sprinkler systems, eic.

9.2.1.2 - Sacramento

Physieal security and environmental controls
have been designed and applied at the
Sacramento facility by the third party data
center provider. Twitter obtains and reviews
the vendor’s SAS70 or an equivalent report
(from an external auditor or the Twitter
Security Team) on an annual basis to
monitor third party ecompliance with security
and environmental requirements.

| 9.2.1.3 - San Jose

Physical security and environmental controls
have been designed and applied at the San

Ji 03: facility by the third party data center
provider. Twitter obtains and reviews the
vendor’s SAS70 or an equivalent report
(from an external auditor or the Twitter
Security Team) on an annual basis to
monitor third party compliance with security

' and environmental requirements.

9.2.1.4 - Bluffdale
Physical security and environmental controls
have been designed and applied at the
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SO [ISO Control Activity Deseription

Reference

Twitter Control Activities

Type of

Safeguard

Bl

dale facility by the third party data

center provider, Twitter obtains and reviews

the

vendor’s SAS70 or an equivalent report

(from an external auditor or the Twitter

_ Seelunty Team) on an annual basis to

monitor third party compliance with security

and

| environmental requirements.

9.2.2

Equipment should be protected from
[power failures and other disruptions
caused by failures in supporting
utilities.

9.2

Twi

9.2!
Ph}

2.1 - Corporate -
itter’s corporate headquarters has the

protlt:;er physical and environmental

ections in place to protect against

nage from natural or man-made disasters,
uding, but not limited to: access badge
ders throughout the building and in
rators, 24-hour on-site security, video
veillance systems, alarm systems,

inkler systems, ete.

2.2 - Sacramento
sical security and environmental controls

e been designed and applied at the
Sal*am

ento facility by the third party data

center provider. Twitter obtains and reviews

the

(fro

Sec

vendor’s SAS70 or an equivalent report
m an external auditor or the Twitter
urity Team) on an annual basis to

monitor third party compliance with security

and

9.2
Phy

environmental requirements.

2.3 - San Jose
'sical security and environmental controls

have been designed and applied at the San

: Physical
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Ei(: [ISO Control Activity Deseription
e

TERCES

Twitter Control Activities

Type of
Safeguard

Jose facility by the third party data center
provider. Twitter obtains and reviews the
vendor’s SAS70 or an equivalent report
(from an external auditor or the Twitter
Security Team) on an annual basis to
monitor third party compliance with security
and environmental requirements.

9.2.2.4 - Bluffdale

hysical security and environmental controls

ve been designed and applied at the
Bluffdale facility by the third party data
center provider. Twitter obtains and reviews
the vendor’s SAS70 or an equivalent report
(from an external auditor or the Twitier
$ecunty Team) on an annual basis to
monitor third party compliance with security
zTnd environmental requirements.

9.2.3 ower and telecommunications
cabling carrying data or supporting
information services should be
protecied from interception or
idamage.

.2.3.1 - Corporate
‘witter’s corporate headquarters has the
phymca] and environmental
p ions in place to protect against

age from natural or man-made disasters,
mdudmg but not limited to: access badge
readers throughout the building and in
elbvators, 24-hour on-site security, video
surveﬂlance systems, alarm systems,
sp|rmkler systems, etc,
9.2.3.2 - Sacramento
Physical security and environmental controls
have been designed and applied at the

Physical
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@ [ISO Control Activity Description
crencey

]Twitter Control Activities

Type of
Safeguard

'\Sae:ramento facility by the third party data
]center provider. Twitter cbtains and reviews
the vendor’s SAS70 or an equivalent report

| (from an external auditor or the Twitter

ity Team) on an annual basis to
nitor third party compliance with security
'de environmental requirements.

{ra.2.3.3 - San Jose
hysical security and environmental controls
have been designed and applied at the San
ose facility by the third party data center
rovider. Twitter obtains and reviews the
v‘[endor’s SAS70 or an equivalent report
(from an external auditor or the Twitter
urity Team) on an annual basis to
monitor third party compliance with security
Td environmental requirements.

9:2.3.4 - Bluffdale
Phymcal security and environmental controis
have been designed and applied at the
Bluffdale facility by the third party data
center provider. Twitter obtains and reviews
vendor’s SAS70 or an equivalent report
(from an external auditor or the Twitter
curity Team) on an annual basis to
momtor third party compliance with security
and environmental requirements.

9.2.4

uipment should be correctly
imaintained to ensure its continued
lavailability and integrity.

Slte Operations personnel are responsible for

: mamtmmng the equipment in the data

centers, as documented by Site Operations

Physical
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) lISO Conirol Activity Deseription | Twitter Control Activities Type of
eferenee Safeguard
procedures.
0.2.5 Security should be applied to off-site ||9.2.5.1 - Sacramento Physical

lequipment taking into account the
different risks of working outside the
organization’s premises.

Physical security and environmental controls
have been designed and applied at the
Sacramento facility by the third party data
center provider. Twitter obtains and reviews
the vendor’s SAS70 or an equivalent report
(from an external anditor or the Twitter
Security Team) on an annual basis to
monitor third party compliance with security

and environmental requirements.

L.2.5.2 - San Jose

Physical security and environmental controls

have been designed and applied at the San

Jose facility by the third party data center

provider. Twitter obtains and reviews the

vendor’s SAS70 or an equivalent report

from an external auditor or the Twitter

Security Team) on an annual basis to

monitor third party compliance with security
d environmental requirements.

9.2.5.3 - Bluffdale

Physmal security and envirenmental controls
have been designed and applied at the
Bluffdale facility bythe third party data
center provider. Twitter obtains and reviews
the vendor’s SAS70 or an equivalent report
(1from an external auditor or the Twitter
Secunty Team) on an annual basis to
monitor third party compliance with security
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[ISO [ISO Control Activity Deseription | Twitter Control Activities Type of
ce ' Safegunard
 land environmental requirements.
0.2.6 All items of equipuient containing Twitter secures or destroys all private data Physical
storage media should be checked to on laptop hardware before disposing of
ensure that any sensitive data and laptops
icensed software has been removed
r securely overwritten prior to The Site Operations Team has a process for
isposal. rhe secure destruction of hard drives.
2.7 uipment, information or software Twi policy as defined in the Employee Physical
hould not be taken off-site without | | ecurity handbook requires employees to
rior authorization. engage the security team before moving
sensitive data to a non-Twitter machine or
_ removable media.
10.1 25T B R T T
bicetin 'I‘o - st ‘-.'”. ctand s '. TiTe Op *-I ; : of ﬁ ' 1 1 -
10.1.1 perating procedures should be itter maintains operating procedures on Technical
ocumented, maintained, and made | the Wiki for the Operations, Site Operations,
vailable tc all users who need them. ﬂ}letwork Engineering, Release, and
I‘nformation Technology teams.
10.1.2 (Changes to information processing 10.1.2.1 Technical
facilities and systems should be 4[1 operations changes are managed
controlled. aocording to operating procedures defined
d maintained by Twitter on the Wiki.
1.9
software source code changes are
locumented in a Review Board ticket,
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SO

eference

FISO Control Activity Deseription

Twitter Control Activities

Type of

capturing evidence of testing and approval.
For all projects, the project team either
documents that security has been considered
or engages the Security Team, as
documented in the Technical Design Review.
Conformance to the design review is
reviewed and checked in the production
Readiness Review.

10.1.2.3

Changes to operating systems are tested to
validate that there is no adverse impact to
the in-scope applications and documented in
a Jira ticket.

10.1.3

Duties and areas of responsibility

ﬁhould be segregated to reduce
lopportunities for unauthorized or

unintentional medification or misuse
of the organization’s assets.

10.1.3.1

Duties are segregated between the Network,
Operatious Engineering and Release teams.
Aceess to production systems is restricted to
engineers or employees whose functional
duties require physical or SSH access.

10.1.3.2
All production systems, including change
management system and server management
platform, are access-controlled. Server
management platform enforces distribution
of approved changes.

Technical

10.1.4

evelopment, test, and operational
acilities should be separated to
educe the risks of unauthorized
ceess or changes to the operational

itter utilizes staging servers to separate
evelopment and staging environments from
e

Technical
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Twitter Control Activities

e e e

10.2.1 It should be ensuredthat tha semmty
controls, service definitions and
delivery leveis included in the third
service delivery agreement are
Eﬁ‘;l’;mented, operated, and
maintained by the third party.

0.2.1.1
g;egal reviews all agreements and informs
Securirty of any that require review, including
those with may access nonpublic consumer
mformatzon If the access provided to the
tl:urd party is by other than a standardized
API, the Security Team shall do a security

eview of interfaces with the third party and

e procedures used by the third party to
srotect the information.

.2.1.2
'witter utilizes the OAuth protocol to control
to user data by third party developers.
API doeumentation details Twitter’s
urity implementation requirements. Any
API changes that could affect security of
mformatlon protected by the API are
reﬂewed for approval by the Security Team,
and by the Legal Team, if they also impact
emstmg policies, agreements or terms.

16.2.1.3

'I‘mtter obtains and reviews the data center
1]-uv1ders' SAS70 or an equivalent report

(from an external auditor or the Twitter

Security Team) on an annual basis to

HIGHLY CONFIDENTIAL
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Twitter Conirol Activities

Type of

}

monitor third party compliance with security
requirements.

10.2.1.4 . .

Twitter obtains and reviews the ADP SAS70
n an annual basis to monitor third party

comphance with security requirements

stm'oundmg sensitive employee and payroll

information.

10.2.2 The services, reports and records
provided by the third party should be
Eegularly monitored and reviewed,
nd audits should be carried out

regularly.

10.2.2.1
"Twitter monitors operational activities to
entify large scale API inappropriate
ictivity. Inappropriate activity will result in
API shutdown.

0.2.2.2
The Security Committee performs a review of
ird parties as part of its annual review.

10.2.2.3
itter obtains and reviews the data center
providers’ SAS70 or an equivalent report
(from an external auditor or the Twitter
ity Team) on an annual basis to
nFonitor third party compliance with security
requirements.

10.2.2.4

itter obtains and reviews the ADP SASyo
onan annual basis to monitor third party
ommphance with security requirements

sﬁrroundmg_sensmve emplovee and payroll

Technical

470f73
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1SO [ISO Conirol Activity Description | Twitter Conirol Activities Type of

Reference] Safeguard
information,

10.2.3 Changes to the provision of services, | The Security Committee examines relevant Technical

(Obiective: o proteet the int

including maintaining and improving
existing information security policies,
procedures and controls, should be
managed, taking account of the
criticality of business systems and
tprocesses involved and re-assessment
of risks.

-

e :(iﬁﬁ

2. L4

I OT

changes to third party relationships in its
annual review.

TR

etection, preven"cidﬁ,' and I‘ECOVEI'Y

10.4.1;1 . Corporate

10.4.1
controls to protect against malicious | Twitter has a corporate policy that governs
code and appropriate user awareness | usage of IT facilities. Introducing malicious
procedures should be implemented. | code is not permitted. Casper is used to
monitor the usage of laptops.
10.4.1.2 - Data centers
Servers are managed by a change
management system and a server
management platform (Puppet) which
enforces distribution of approved changes.
There is ongoing monitoring of server
activity to detect malicious software.
10.4.2 Where the use of mobile code is 12.6.1.1 Technical
uthorized, the configuration should | The IT Group uses Casper to monitor and
%suxe that the authorized mobile apdate individual operating systems on
de operates according to a clearly | laptops and ensure that they are a recent
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T.vpeof

defined security policy, and
unauthorized mobile code should be
prevented from executing.

version, limiting code vulnerabilities.

12.6.1.2

The Ops Team uses a server management
platform (Puppet) to monitor and update
operating systems on servers and ensure that
they are a secure version. There is a

- procedure in a testing environment to test
| patches before deployment.

Networks should be adequately
managed and controiled, in order to
he protected from threats, and to
maintain security for the systems and
applications using the network,
including information in transit.

10.6.1.1

' Twitter has implemented network security

encryption, firewalls and VPN protocols to
protect the network from threats and
inappropriate access.

10.6.1.2

The Network Operations Team configures
and monitors the network seeurity in the
data centers. The IT Team configures and
meonitors the network security in the
corporate office network. The teams review
the security configurations on at least a
quarterly basis.

- 10.6.1.3

The corporate network is separated from the
data center networks to secure critical

- production information.
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erence; eguard
10.6.2 Security features, service levels, and | 10.6.2.1 Technical
management requirements of all  All network services agreemenis are
network services should be identified | reviewed by the Legal Team with the
land included in any network services | business team. Standard SMS agreements
agreement, whether these services are | may be executed by responsible delegates
iprovided in-house or outsourced. without Legal Team review.
12.6.2.2
The Security Manager is involved in the
authorization of new information processing
facilities that involve new physical locations
prior to moving in.
o T E— T

Sirilction of assets, and interruption to.

for the management of removable
media.

Removable mecha sh@ﬂd not be used to

| store nonpublic consumer information,

- unless approved by the Security Team in a

 ticket. Twitter policy is documented in the
Employee Security Handbook, which is

communicated, reviewed and confirmed by
employees during on-boarding

- Technical .

0.7.2

hoald be disposed of securely and
ely when no longer required, using
formai procedures.

E%dia and Physical Documentation

When no longer needed, sensitive decuments
are disposed of in official sheed bins Joeated
throughout the office. Twitter's DocCage
policy requires that all retained documents
should be filed and stored in secured file
cabinets, and, after an appropriate amount of

Technical
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EO SO Control Activity Description | Twitter Conirol Activities Type of
eference) ; Safegunard
' time, all documents should be disposed in
official shred bins located throughout the
’ Twitter facilities.
10.7.3 ocedures for the physical handling | All retained documents should be filed and Technical
land storage of information should be | stored in secured file cabinets. Twitter’s
established to protect this | DocCage policy requires that all retained
linformation from unauihorized documents should be filed and stored in
! disclosure or misuse. secured file cabinets, and, after an
appropriate amount of time, all documents
should be disposed in official shred bins
' located throughout the Twitter facilities.
10.7.4 System documentation should be | All system documentation is stored on the Technical

protected against unauthorized

aACCESS.

 Twitter wiki. Wiki aceess requires LDAP
' authentication, which is only granted to
authorized employees and contractors.

the exchange of information and
software between the organization

Twitter performs a security review of all third

party agreements that includes review and

10.8.1 Formal exchange policies, | Exchange policies in the Employee Security Technical
procedures, and controls should be in | Handbook strongly recommend securing
place to protect the exchange of communication channel with SSL when
information through the use of all exchanging password and sensitive
types of communication facilities. information.
10.8.2 Agreements should be established for | 10.8.2.1 Technical

510f73
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eren: Safeguard
land external parties. approval by legal and the security team.
10.8.2.2 -
Additionally, Twitter obtains and reviews the
vendor’s SAS70 or an equivalent report
(from an external auditor or the Twitter
Security Team) on an annual basis to
monitor third party compliance with security
requirements.
10.8.3 Media containing information should | 10.8.3.1 Technical
be protected against unauthorized = | Removable media should not be used to
faccess, misuse or corruption during | store nonpublic consumer information,
transportation beyond an  unless approved by the Security Team in a
organization’s physical boundaries. | ticket. Twitter policy is documented in the
Employee Security Handbook, which is
| communicated, reviewed and confirmed by
 employees during on-boarding
10.8.3.2
Portable laptops are encrypted with FileVault
so as to protect any information if lost.
10.8.4 lInformation involved in electronic ' Company policy requires users to retain their | Technical
messaging should be appropriately messages within Google Apps, the electronic
protected. messaging for Twitter. Google Apps requires
_ the use of SSL.
16.8.5 olicies and proceduresshonidbe | 6.2.31 Technical

veloped and implemented to
protect information associated with
the interconnection of business
information systems.

 Twitter performs a security review of all third

party agreements that includes review and

approval by legal and the security team.
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efer Safeguard
6.2.3.2

Additionally, Twitter obtains and reviews the
vendor’s SAS70 or an equivalent report
(from an external auditor or the Twitter
Security Team) on an annual basis to
monitor third party complianee with security
requirements.

Bie

el

a e iR

activities,

User rmation

udit logs re g user activities, exceptions, and info: Technical
ceptions, and information security | seeurity events are produced and retained
vents should be produced and kept | according to an internal data retention
for an agreed period to assist in | policy.
future investigations and access
control monitoring. -
10.10.2 Procedures for monitoring use of Production system logs are processed Technical
information processing facilities automatically and the information presented
hould be established and the results | to operations personnel through event-
of the monitoring activities reviewed | monitoring dashboards.
10.10.3 ogging facilities and log information | Only authorized users have access to log Technical
should be protected against systems. Modify access to the log systems is
tampering and unauthorized access. | further restricted to a smaller set of
' authorized users. A quarterly review is
conducted of authorized users.
10.10.4 System administrator and sysiem Modifications to user data performed using Technical
operator activities should be logged. | the admin system are logged. Admin logs
specify operator and timestamp of activities.
The Trust & Safety group monitors and
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erence]  Safeguard
responds to abuse issues.
The clocks of all relevant information | Twitter runs NTP on all machines, which Technical

10.10.6

processing systems within an

organization or security domain
hould be synchronized with an
eed accurate time source.

keeps clocks synchronized.

iewed based on business and
ecurity requirements for access.

Twitter has implemented policies which
govern access provisioning, termination and
changes to user access.

- access and-to

here should bea formal aser

istration and de-registration
rocedure in place for granting and
oking access to all information
tems and services.

11.2.1.1

User access, termination, and modification
are granted based on job responsibility as are
documented in a ticket.

11.2,1.2

API developer users accept the Twitter APT
Terms of Service prior to accessing the
Twitter systems through the developer AP

- pi1.2.2

The allocation and use of privileges
lshould be restricted and eontrolled.

Privileged access to any information system
is authorized by the appropriate system
manager.

Technical
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11.2.3 The allocation of passwords should be | Password policy is enforced through Technical
controlied through a formal training, a formal password policy and
management proeess. system configurations. New passwords are
unguessable and allocated to usersin a
secure fashion. Users must change password
on initiat login.
Management should review users’ LDAP group owners conduct guarterly Technical

11.2.4

ccess rights at regular intervals .
1sing a formal process.

reviews of user membership to ensure user
access is limited.

A review of any non-LDAP-based system
access controls is conducted on a quarterly
basis.

Jsers should be requiré&- to follow

lsood security praciices in the

_selection and use of passwords.

all relevant systems. For LDAP sysiems,
password complexity is enforeed. By policy,
employees use 1Password or equivalent

| technology to generate and protect
| passwords for web serviees.

Additionally, admin passwords are required
to be changed semi-annually

High 'col pbrds are req for |

11.3.2

Users should ensure that unattended

| Twitter automatically configures a

Technical
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equipment has appropriate screensaver policy of 10 minutes or less and

[protection. additionally there is ad hoc monitoring

through Casper of configuration settings.
11.3.3 A clear desk policy for papers and Twitter has a clear desk policy that is Technical
movable storage media and a clear ||documented in the Employee Security '
creen policy for information Handbook.

,_isc should anlvbe prowded
ess to the services that they have
been specifically authorized to use.

11.4.1.1
User access, termination, and modification
are granted based on job responsibility and
lare documented in a ticket,

11.4.1.2

APT developer users accept the Twitter API
Terms of Service prior to accessing the
Twitter systems through the developer APL

11.4.1.3
Privileged access to any information system
is authorized by the appropriate system

manager.

11.4.2

Appropﬂé%é authenticaiion methods
hould be used to control access by
emote users.

11.4.2.1

' Twitter uses VPN to authenticate remote

users. Users have to be part of the VPN
group to gain access through VPN.

Technical

56 0f 73

HIGHLY CONFIDENTIAL




IS0
Referencel

TSO Control Activity Description

Twitter Control Activities

 Fype of

| 11.4.2.2
User access, termination, and modifieation

are granted based on job responsibility and
are documented in a ticket.

11.4.2.3
API developer users accept the Twitter API

Terms of Service prior to accessing the
Twitter systems through the developer API.

11.4.3

Automatic equipment identification
hould be considered as a means to
uthenticate connections from
pecific locations and equipment.

Users must authenticate to the corporate
network on the local office wifi / LAN or use
VPN to access Twitter administrator
systems. '

Technical

11.4.4

iagnostic and configuration ports
hould be controlled.

E‘hysical and logical access to

11.4.4.1
An electronic access badge is required to
enter corporate offices and data centers.

|Existing controls regarding on-boarding and

off-boarding also include procedures for

|granting and terminating badge access.

11.4.4.2
A quarterly review is conducted of which
personnel have access to the data center.

Physical &
Technical

11.4.5

Groups of information services, users,
land information systems should be
segregated on networks.

11.4.5.1

Twitter has implemented policies which
govern access provisioning, terminaticn and
changes to user access.

11.4.5.2
Twitter utilizes staging servers to separate

Technical
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development and staging environments from
the production environment.
11.4.5.3
The corporate network is separated from the
data center networks to secure critical
| production information.
11.4.6 [For shared networks, especially those {11.4.6.1 Technical
extending across the organization’s | Twitter has implemented policies which
boundaries, the capability of usersto || govern access provisioning, termination, and
connect to the network should be changes to user access.
restricted, in line with the access :
control policy and requirements of  {|11.4.6.2 -
the business applications (see 11.1). - || Twitter utilizes staging servers to separate
' |development and staging environments from
the production environment.
11.4.6.3
The corporate network is separated from the
data center networks to secure critical
production information.
11.4.7 outing controls should be | 11.4.7.1 Technical

kmplemented for networks to ensure
that computer connections and
information flows do not breach the
ccess control policy of the business
applications.

| Twitter has implemented network security
encryption, firewalls, and VPN protocols to
protect the network from threats and

inappropriate access.

11.4.7.2
The Network Operations Team configures
and monitors the network security in the

' data centers. The IT Team configures and
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Safeguard

monitors the network security in the
corporate office network. The teams review
the security configurations on at least a
quarterly basis.

11.4.7.3
The corporate network is separated from the
data center networks to secure critical
production information.

y &ccess to operatmg systems should

|| Twitter has implemented poicies which

employees use 1Password or equivalent
technology to generate and protect
passwords for web services.

Additionally, admin passwords are required
to be changed semi-annually

be controlled by a secure 10g-on govern access provisioning, termination, and
procedure. changes to user access.
11.5.2 All users should have a unique Each user is assigned a unique ID when Technical
identifier (user ID) for their personal {|accessing and performing administration '
e only, and a suitable activities on information systems.
uthentication technique should be
ichosen to substantiate the claimed
fidentity of a user.
11.5.3 Systems for managing passwords High complexity passwords are required for | Technical
should be interactive and should all relevant systems. For LDAP systems,
ensure quality passwords. password complexity is enforced. By policy,
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11.5.4 The use of utility programs that might | AD utilities that can override system and Technical
be capable of overriding system and | application security controls are reviewed
lapplication controls should be before initial deployment to ensure that they
frestricted and tightly conirolled. conform to security standards. The Ops
Manager is responsible to engage the
Security Manager to conduct such reviews by
submitting a ticket to request a security
review. :
11.5.5 Inactive sessions should shut down VPN sessions are configured to timeout after | Technical
lafter a defined period of inactivity. 20 minutes of inactivity.
11.5.6 Restrictions on connection times VPN sessions have a maximum session Technical

hould be used to provide additional

curity for high-risk applications.

length.

ccess to mforma“non and apphcatlon
ystem functions by users and
support personnel should be
restricted in accordance with the
defined access control poliey.

11.6.1.1

Twitter has implemented policies that govern
access provisioning, termination, and
changes to user access.

11.6.1.2
User access, termination, and modification
are granted based on job responsibility and

' lare documented in a ticket.

11.6.1.3

API developer users accept the Twitter APT
Terms of Service prior to accessing the
Twitter systems through the developer API.

Technical o
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1.6.2 Sensitive systems should have a The eorporate network is separated from the | Technical
r dedicated (isolated) computing data center networks to secure critical
- environment. production information.

formal pohcy should be in place

Twitter has a policy to govern mobile

nd appropriate security measures computing and teleworking.
hould be adopted to proteet against
the risks of using mobile computing
nd communication facilities.
11.7.2 policy, operational plans, and Twitter has a policy to govern mob:l]e Technical
procedures should be developed and  ||computing and teleworking.
implemented for teleworking
activities. |
12.1.1 tatements of business requirements Pm_;ect desgn dommentahon (e.g., the Technical

for new information systems, or
enhancements to existing
information systems should specify
the requirements for security
eontrols.

Technical Design Review) for SDLC projects
includes, as appropriate, security
requirements and input from the Security
Team.

Finance oonducts a va]]dauon of the accuracy | Technical
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validated to ensure that this data is of employee data as a part of payroll
correct and appropriate. procedures during on-boarding. HR sends an
annual reminder to all employees that they
should verify the accuracy of their personal
information in the payroll system. When
logging in to ADP for the first time,
employees must verify their Social Security
Number,
12.2.2 Validation checks should be Twitter obtains and reviews the ADP SAS70 Technical
incorporated into applications to on an annual basis to monitor third pariy
detect any corruption of information ||compliance with information processing
fthrough processing errors or conirols,
deliberate acts.
12.2.3 Eequirements for ensuring 12.2.3.1  Technical
uthenticity and protecting message | [Exchange policies in the Employee Security
integrity in applications should be Handbook strongly recommend securing
lidentified, and appropriate controls | communication channel with SSL when
identified and implemented. exchanging password and sensitive
information.
12.2.3.2
Where message integrity and authenticity is
selected for communications between a user
%md Twitter, SSL is used. When a password
ig;ssedbetweenauserand'lﬁtter, SSLis
|
12.2.4 ata output from an application 'lﬂ‘witte: obtains and reviews the ADP SAS70 | Technical
houid be validated to ensure that the | on an annual basis to menitor third party

rocessing of stored information is
correct and appropriate to the
circumstances.

eompliance with information processing
controls,
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to support the organization’s use of
cryptographic techniques.

products and are issued by a third party. SSL
keys for server use are generated using a
private key that is stored in an encrypted
database restricted to Ops personnel.

12.5.1 pahcy on the use of cryptographlc Twitter has 2 documented pohcy related to Technical
ntrols for protection of information | use of cryptographic conirols. These include:
hould be developed and internal services need to run on SSL (e.g.,
mplemented. change management system), SSH protocol
used for connections, and AP use of
cryptography over SSL.
12.3.2 {Key management should be in place || SSL certificates are used on applicable Technical

the same controls as the production
environment,

efer to section 11 controls regarding access
related to systems and data, which
includes test data.

m  system T T s e i
12.4.1 There should be procedures in place All producnon sysiem changes are Technical
to control the installation of software | |documented in the ReviewBoard system,
on operational systems. capturing evidence of change approval.
12.4.2 Test data should be selected carefully, | The staging environment utilizes real time - Technieal
land protected and conirolled. production data and is controlled through
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h2.4.3 Access to program source code All production code is checked into a source | Technical

hould be restricted. code repository system which maintains
version history and change logs for all code
files. Check in privileges are restricted to
authorized users.
jective: To maintain the security of application system software and informafion. =3 ;
12.5.1 Ee implementation of changes All software source code changes are Technical
ould be controlled by the use of documented in a Review Board ticket,
formal change control procedures. capturing evidence of testing and approval.
For all projeets, the project team either
documents that security has been considered
or engages the Security Team, as
documented in the Technical Design Review.
Conformance to the design review is
reviewed and checked in the Production
Readiness Review,
12.5.2 When operating systems are changed, ||Changes to operating systems are tested to Technieal
business critical applications should | validate that there is no adverse impact to
be reviewed and tested to ensure the in-scope applications and documented in
is no adverse impact on a Jira ticket.
ﬁrganizaﬁonal operations or security. )
12.5.3 odifications to software packages Changes to third-party software packages are | Technical
ould be discouraged, limited to applied only when necessary. Any such code
changes, and all changes changes go through the SDLC process.
hould be strictly controlled
12.5.4 ortunities for information 12.5.4.1 Technical
eakage should be prevented. Twitter has a confidentiality and non-
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disclosure policy that is required to be read
and signed by new hires during their on
boarding process. The policy is/are reviewed
by HR and Legal on an annual basis.

12.5.4.2

Twitter has implemented policies which
govern access provisioning, termination and
changes to user access.

12.5.4.2

Twitter has an acceptable use policy and
agreement that is signed upon employment
and/or issuance of new laptop.

12.5.5

Outsoureed software development
hould be supervised and monitored
Ey the organization.

If third party software developers are
utilized, Twitter monitors and supervise the
development work so that it adheres to the
security standards of Twitter software.

Technical

s resulting
ly mformatlon about techmical
erabilities of information systems
ing used should be obtained, the
rganization’s exposure to such
erabilities evaluated, and
ppropriate measures taken to
ddress the associated risk. '

elTGroupusestoCaspertomanitorand
update individual operating systems on
]aptops and ensure that they are a recent
version, imiting code vulnerabilities.

12.6.1.2
'!I‘he Ops Team uses a server management
platform (Puppet) to monitor and update
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operating systems on servers and ensure that
they are a secure version. There is a
procedure in a testing environment to test
patches before deployment.

53.1.1

ormahon secunty events should be
eported through appropriate
management channels as quickly as
possible.

13.1.1.1

Twitter’s Information Sectmty Program
policies are centralized in the Employee
Security Handbook (including the process
for reporting security events). The Security
Manager and the Security Committee
approves the contents of the Handbook.
Policies are communicated via the Wiki site
and new hire training. New hires initial sign-
in Jog to confirm attendance of training and
review of the Employee Security Handbook.

13.1.1.2
Twitter has a security incident reporting
process for external users and employees.

| External and internal users report issues via
security@twitter.com. Directions on how to
report are in the employee handbook and on
the Twitter website. Incidents are monitored
and managed by the Twitter Security and
Trust & Safety teams.

13.1.2

All employees, contractors and third

13.1.2.1
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users of information systems
nd services should be required to
e and report any observed or
uspected security weaknesses in

temns or services.

Twitter’s Information Security

policies are centralized in the Employee
Security Handbook (including the process
for reporting security events). The Security
Manager and the Security Committee
approves the contents of the Handbook.
Policies are communicated via the Wiki site
and new hire training, New hires initial sign-
in log to confirm attendance of training and
review of the Employee Security Handbook.

13.1.2.2 .

Twitter has a security incident reporting
process for external users and employees.
External and internal users report issues via
security@twitter.com. Directions on how to
report are in the employee handbook and on
the Twitter website. Incidents are monitored
and managed by the Twitter Security and
Trust & Safety teams.

has a formal incident management

procedures should be established to
enisure a quick, effective, and orderly
response to information security
incidents.

process and policy which is posted on the
Wiki. Responsibilities and actions to be
taken are detailed in the policy.

13.2.2

There should be mechanisms in place

A weekly meeting is held to discuss and
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14.1.3 Plans sh-ould be developed and
plemented to maintain or restore

tions and ensure availability of

Fontinuity procedures as part of its risk
assessment considering all possible security

SO SO Control Activity Description || Twitter Control Activities  Type of
feren | Safegnard
o enable the types, volumes, and monitor incidents.
of information security
incidents to be quantified and
onitored.
13.2.3 Documented evidence is retained by Legal - Technical
for any incidents involving legal action.
i o Do 3
_ _ s fron
14.1.1 A ma.uaged process sholﬂd be The Security Commitiee considers business | Technical
developed and maintained for continuity procedures as part of its risk
business continuity throughout the assessment considering all possible security
organization that addresses the events.
linformation security requirements
needed for the organization’s
business continuity.
14.1.2 vents that can cause interruptions to | The Security Committee considers business | Technical
usiness processes should be continuity procedures as part of its risk
dentified, along with the probability | lassessment considering all possible security
d impact of such interruptions and events.
eir consequences for information
The Security Committee considers business Technieal
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E’o ISO Control Activity Description || Twitter Control Activities Type of
efereneel Safeguard
information at the required level and || events.
in the required time seales following
interruption to, or failure of, critical
business processes.
14.1.4 A single framework of business The Security Committee considers business Technical
continuity plans should be continuity procedures as part of its risk
maintained to ensure all plans are assessment considering all possible security
consistent, to consistently address | events.
information security requirements,
and to identify priorities for testing
land maintenance.
14.1.5 Business continuity plans should be || The Security Committee considers business Technical

ested and updated regularly to
ensure that they are up to date and

effective.

iF

All relevant statutory,

i RS
regulatory, and
contractual requirements and the
organization’s approach to meet these
requirements should be explicitly
defined, documented, and kept up to
date for each information system and
the organization.

continuity procedures as part of its risk
assessment considering all possible security
events.

15.1.1.1
A Legal Team member is assigned to each
new product/project.

15.1.1.2

The legal team member performs a legal
review of the statutory, regulatory, and
contractual requirements for the
product/project. Data protection and privacy
considerations are part of the legal review.
Compliance with relevant cryptographic laws
and regulations and agreements is part of the
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Ei(t)' uJISO Control Activity Description | Twitter Control Activities Type of
eren Safeguard
legal review conducted by the Legal Team
member of the relevant product/project.
Performance of legal review is captured in
team meeting notes or in JIRA ticket.
15.1.1.3
An overall legal review, including data
protection and privacy considerations, is
conducted as part of the annual review by the
Security Committee’s Legal representative.
15.1.3 portant records should be Important physical records are stored in Technieal
rotected from loss, destruction, and | locked file cabinets, restricted to appropriate
sification, in accordance with personnel on the Legal Team. Important
atutory, regulatory, contractual, and | electronic records are stored in a shared
business requirements. directory which is access controlled to Legal
Team members.
15.1.4 Data protection and privacy should 15.1.4.1 Technical
be ensured as required in relevant A Legal Team member is assigned to each
fegislation, regulations, and, if new product/project.
Fpplicable, contractual clauses.
' 15.1.4.2

The legal team member performs a legal
review of the statutory, regulatory, and
contractual requirements for the
product/project. Data protection and privacy
considerations are part of the legal review.

Compliance with relevant cryptographic laws
and regulations and agreements is part of the
legal review condueted by the Legal Team
member of the relevant product/project.
Performance of legal review is captured in
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ISO Control Activity Description

Twitter Control Activities

Type of
Safeguard

team meeting notes or in JIRA ticket.

15.1.4.3

An overall legal review, including data
protection and privacy considerations, is
conducted as part of the annual review by the
Security Committee’s Legal representative.

15.1.5

sers should be deterred from using
information processing facilities for
unauthorized purposes.

15.1.5.1

Users use of Twitter is governed by Terms of
Service which are reviewed annually by Legal
Team.

15.1.5.2

Users’ use of Twitter is monitored by Trust &
Safety Team for violations of policy using
automated abuse detection tools and in
response to external complaint process.

Technical

15.1.6

tographic controls should be
used in compliance with all relevant
jagreements, laws, and regulations.

15.1.6.1
A Legal Team member is assigned to each
new product/project.

15.1.6.2

The legal team member performs a legal
review of the statutory, regulatory, and
contractual requirements for the
product/project. Data protection and privacy
considerations are part of the legal review.
Compliance with relevant cryptographic laws
and regulations and agreements is part of the
legal review conducted by the Legal Team
member of the relevant product/project.

Technieal
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SO  [ISO Control Activity Description | Twitter Control Activities Type of
eference Safeguard
Performance of legal review is captured in
team meeting notes or in JIRA ticket.
15.1.6.3
An overall legal review, including data
protection and privacy considerations, is
conducted as part of the annual review by the
Security Committee’s Legal representative.
ai : . ; e _-;p“ﬂ:‘;-! 5 'm" _-_- e Trigoten : »El '.I al e :
anagers should ensure that all Managers are responsible for authorizing Technieal
ecurity procedures within their area || and maintaining the LDAP groups within
f responsibility are carried out their area of responsibility. Any security
rrectly to achieve compliance with || issues involving an employee are reported to
urity policies and standards. their Manager.
15.2.2 [Information systems should be 15223 Technical
: regularly checked for compliance The Security Committee performs an annual
with security implementation review of the overall Information Security
rtandards. Program.

As an input to that review, the security team
will select controls for testing based on a
plan and will validate that the remaining
untested controls are in place.
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II. Third-Party Developer Access to the Twitter A
An Application Programming Interface (“APT]
retrieving or modifying data. Twitter provide:
Twitter website, including the DM feature. Tk
applications and websites that interact with

\PT
) is a defined way for a program to accomplish a task, usually by
s an API method for just about every feature visible on the

ird-party programmers can use the Twitter API to make
itter. Their programs talk to the Twitter AP over HTTP, the

same protocol used by browsers to visit and interact with web pages. The Twitter API includes a REST AP a
Streaming API, and a Search API. For the Sedrch APT, no authentication is required since the information
provided by the Search API is publicly available. For the REST API and the Streaming API, an Application

Permission Model is used to control access to

DMs.

In order for a developer to create an application that can access information such as a user’s DMs, the developer

must:

¢ agree to the Twitter Terms of Service (https://twitter.com/tos);
* agree to the Developer Rules of the Road (bttps://dev.twitter.com/terms/api-terms);

¢ obtain a consumer key; and
» obtain a consumer secret.

The developer must specifically agree to the Twitter Terms of Service in order to obtain an account. Once logged

into their account, the developer must specifically

agree to the Developer Rules of the Road in order to obtain a

. consumer key and a consumer secret generated by [Twitter. Notably, it is a principle in the Developer Rules of the
Road to “[r]espect user privacy” and that Twitter may immediately suspend a developer’s eredentials including their
consumer key and eonsumer secret for any violations of the Rules.

API developer users accept the Twitter API Terms of Service prior to accessing the Twitter systems through the

developer APIL. (Twitter Control 11.2.1.2)

Twitter utilizes the OAuth protocol to control access to user data by third-party developers. The API documentation
details Twitter’s security implementation requirements. Any API changes that could affect security of information
protected by the API are reviewed for approval by the Security Team, and by the Legal Team if they also impact
existing policies, agreements, or terms. (Twitter Control 10.2.1.2) Twitter monitors operational activities to identify
large scale API inappropriate activity. Inappropriate activity will result in API shutdown. (Twitter Conirol 10. 2.2.1)

1. The Company did not include Tweetdeck, AdGrok, Back Type, or BagCheck in the scope of the assertion.
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