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February 24, 2012 

Mr; .Alexander Macgillivray 
General Counsel & Secretary, Twitter 
795 Fo1s~m Street, Suite 600 
San Francisco, CA 94103 

Dear Mr. Macgillivray: 

· PrlcewaterhouseCoopers ("PwC" or "'We" or "our" or" Assessor") is writing this letter In r~onse 
to the Federal Trade Commission's ("Fl'Cj letter to Twitter, Inc. ("Twitter" or "the Companyj 
from Mr. Waller dated February 9, 2012 titled "re: In the Matter of Twitter, Inc., FrC Docket No. 
C-4316." The FI'C has commented that the Assessment does not address Parts A, B, and C of 
Paragraph ID of the Comxn:ission's Decision and Order sezyed on March 16, 2011 Assessment 
(".Assessmentj. In response, in the following pages, we more thoroughly address Parts A, B, and 
C of Paragraph ID. 

Should you have any questions or comments related to the procedures performed by PwC as part 
of our Assessment of Twitter's Information Security Program, please contact Carolyn Holoomb at 
(678) 419-1696, via e-mail at caro)yn.c.holoomb@us.pwc.co;m, or physical mail at 10 10th St. NW; 
Suite 1400, Atlanta, GA 30309. . 

Sincerely, 

, ................. _ ..................................................................... " ........................................... _ ........................ , ............... -... ".-· ............................. -........................ ~ ....... . i . 
Pricewaterhou.seCoopers LLP, 488Almadsn Boulevard, Suite 1800, San Jose, CA 95110 
T: (408) 817-3700, F: (408) 817-5050. www.pwc.corntus 
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Executive Summary 
Executive Summary 

Twitter is a real-tune information network that connects users to the latest information about 
what they find interesting. Twittet users find the public streallls they find most compelling and 
"follow' the conversations. At the heart of Twitter are small bursts of information called 
"Tweets,• each Tweet being 140 characters in length or less. Twitter users follow the Tweets of 
other users. Twitter maintains a very high-velocity Internet service, facilitating the transmission 
currently of over a billion Tweets per week. Currently, there are aver 200 million user accounts 
on Twitter. Twitter uses an internally-built software infrastructure hosted on multiple machines 
at several US data centers. Twitter's primary data center is in Sacramento, California. 

Twitter and the Federal Trade Commission entered into .Agreement Containing Consent Order 
File No: 0923093 ("the Order"), which was served on March 16, 2011. · 

Paragraph n of the Order requires Twitter to establish and implement, and thereafter maintain, 
a comprehensive information security program that is reasonably designed to protect the 
aecurity, privacy, confidentiality, and integrity of nonpublic consumer information. 

Paragraph m of the Order requires Twitter to obtain initial and biennial assessments and 
reports c•~ments") from a qualified, objective, independent third-party professional, who 

--- - - - - --,uses-procedures ami-stumlards generally acrepted In the profession. rwttter engaged 
PrioewaterhouseCoopers LLP ("PwC") to perform the initial assessment. 

.As descn'bed on pages 3-4, Twitter established its information security program by 
implementing administrative, technical, and physical safeguards to meet or exceed the 
protections required by Paragraph II of the Order . .As described on pages 6-g, PwC performed 
inquiry, observation, and inspection/examination procedures to a~ess the effectiveness of the 
Twitter administrative, technicalJ and physi"31 control activities impletnented to meet or exceed 
the protections required by Paragraph II of the Order, and-our conclusions are on pages 20-21. 
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Twitter Information Security 
Program & Assessment Overview 
Company Overview 

Twitter is a real-time information network that connects users to the latem infonna.tion about 
what they find interesting. Twitter users find the public streams they find most compelling and 
<Cfoilow" the conversations. At the heart of Twitter are small bursts of information called 
"Tweets,,. each 'l'weet being 140 characters in length or less. Twitter users follow the Tweets of 
other users. Twitter maintains a very high-velocity Internet service, facilitating the transmission 
currently of over a billion Tweets per week. Currently, thete are over 200 million user accounts 
on Twitter. Twitter uses an internally-built software infrastructure hosted on multiple :machines 
at several US data <;enters. Twitter's primary data center is in Sacramento, California. 

Twitter, as a company, had only 29 employees in January 2009. At the beginning of 2011, it had 
approximately 350 employees. 

i 
I 
; 

. ~ 

Twitter users provide limited profile information, most of which is displayed publicly to all users. 
When e user creates a Twitter account, the user provides a name, a username, a password, and j. 
an email address. The user may optionally provide a short biography, a location} or a picture. 

________ Th= e;..::us=.::;;er=-=ma=\Y._,;also:::;=::...,in=cl=ude~ hiB=·= or::..,;h=e=r="'cell:===:-.Pi:e:ho=n'c'-e=n=wn=""'be...,r_.,~-or:..cth ........ e...,d=el....,iv:~ery"-':-"o ... f ..... S .... M_S..,.m_ess=-,a004g,es..__,M.....,os ... t ___ , 
of the above information is listed publicly on the Twitter service, including the name, username, 
biography, location, and picture. 

With regard to the messages sent and received by a user, the majority of these, again, are public. 
When a user sends a Tweet, it is shared with followers and the rest of the world instantly. 
Although the defauh is to make the information public, Twitter does proviµe settings that allow 
the Tweets to be "protected•, meaning that the Tweets are shared only with the user's approved 
followers. Also, Twitter provides the capability to send a "Direct Message" or "DM" which is a 
personal message sent via Twitter to one of the user's followers. The Direct Message is not 
viewable by other users. 

Twitter Information Security Program Scope 

Twitter has only one product/service offering, namely the Twitter service. Accordingly, the 
relevant business/product scoping is the Twl'tter service for purposes of the Order. To further 
define the scope ofTwitter's Information Security Program for purposes of the Order, Twitter 
performed a risk assessment, as described below, using the ISO/IEC 27002:2005 framework. 
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RiskAssessment Process 
The Security Team, in consultation with the Legal Team, met with Engineering, Trust & Safety, 
HR, Finance, Facilities, and IT tea."1 leads at Twitter to conduct a risk assessment of information 
security practices at Twitter. The objective of the risk assessment was to ideJ;ltify material risks, 
both internal and external, that could result in the compromise of nonpublic consumer 
information. After identifying all data types that might constitute nonpublic consumer 
information, the teams conducted an inventory of the information systems an.d physical 
locations at Twitter where the identified data·types may reside. The teams made a determination 
of the material risks, taldng into account the nature and scope ofTwitter's activities, the 
sensitivities of the nonpublic information collected, the size of the service, the number of . 
registered users, and the siMi and oomplexity of the company. 

The business objective was to design and implement an Information Security Program to 
reuonably protect the security, privacy, confidentiality, and integrity of nonpublic consumer 
information, as contemplated by the Order. The Security Team selected. the ISO/IEC 
27002~2005 framework for the comprehensive information security ptt>gram, as described 
below. Considering each risk identified in the framework standard, a determination was made 
as to which controls in the framework would apply to the Twitter environment, in the context of 
protection of nonpublic oonsumer information. An implementation of controls was selected, 
where appropriate, for managing the identified material risks. 

Data CJmwflration 
(b)(4) 

i 
PwCAssessment Overview i 

'
I!, PwC Assessor Qualifications 

Section ill of the Order requires that the .Assessments be performed by a qualified, objective, 
independent third-party professional, who uses procedures and standards generally accepted in ~ 
the profession. The Report was issued under professional standards which meet these same j 
requirements. 1 

~ 
As one of the "Big 4• public accollllting firms, PwC must comply with the public accounting i 
profession's technical and ethical standards, which are enforced through various mechanisms . 
created by the American Institute of Certified Public Accountants ("AICPA") and by state 
societies of CP.As, state boards of accountancy, the Securities and Exchange Commission 
("SEC"), and the Public Company Accounting Oversight Board ("PCAOB"); Membership in the 
AJCPA requires adherence to the Institute's Code of Professional Conduct The AICP A's Code of 
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Professional Conduct and its enforcement are designed to ensure that CPAs who are members of 
the AICP A accept and achieve a high level of responsibility to the public, clients, and colleagues. 
The AICP A Professional Standards provide the discipline and rigor required to ensure 
e~gements :performed by CP As consistently follow specific General Standards, Standards of 
Fieldwork, and Reporting Standards. 

The following indMduals from PwC led the .Assessment: 

• Carolyn HolOQmb - Engagement Partner - Carolyn served as the lead engagement partner 
for the project. Carolyn i!1 a Certified Public Accountant (CPA), Certified Information 
Systems Auditor (CISA), and Certified lnfonnation Privacy Professional (CIPP). 

• Toby Spry- Director -Toby served as the co-lead engagement director and subject matter 
·specialist for the project. Toby is a Certified Information Systems Auditor ( CISA.), 
Certified Information Privacy Professional (CIPP), and is certified in Risk and 
Information Systems Controls (CRISC). 

• Lorraine Wilson - Director - Lorraine served as the co-lead engagement director for the 
project wrraine is a Chartered Accountant (CA) and Certified Information Systems 
Auditor (CISA). 

• Chandagwinyira Mafuka - Manager - Chanda served as the lead engagement manager 
and led the fieldwork for the engagement Chanda is a Certified Information Systems 
Auditor (CISA.). i 

. . j 
Reportin& Standard j 
•Assuranoo" is a term defined by the InternatinoaJ FraroP-WOJ'kior-Assurmce.Engagem""en~ts-- --- 4 
issued by the Intemational Auditing and Assurance Standards Board ("IAASB") to mean "an 
engagement in which a practitionei- expresses a eonclusion designed to enhance the degree of 
confi<ienoe of the intended users other than the responsible party about the outcome of the . 
evaluation or measurement of a subject matter against criteria." In other words, assurance that 
A (the subject matter) is presented in accordance with B (the criteria) (for example, A = the 
Twitter Information Security Program is presented in accordance with B :a:: ISO/IEC 
27002:2005). The ability to perform an assw;ance engagement depends significantly on. the 
appropriateness of A and the suitability of B as a measurement tool. 

Assurance involves the testing of proces8e8, systems, and data, as appropriate, and then 
assessing the findings in order to support an assurance conclusion, whether reasonable ("in our 
opinion, A is presented fairly, in all material ~ects, with B") or limited ("nothing came to our 
attention to indicate that A is not presented in accordance with B"). 

An attestation "exaroiositlon" is similar to an audit, as it results in positive assurance (ie., a 
"presents fairly, in all material respects" opinion) over the subject matter. The engagement is 
performed in accordance with Attestation Standards (• ATs") established by the AICPA or the 
PCAOB. 

In order to accept an assur.ance engagement, AT 101 states that a practitioner must do the 
following, which PwC did in this engagement: 
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• Have adequate technical training and proficiency to perform the attestation engagement; 
• Have adequate knowledge of the subject matter; 
• Have reason to believe that the subjtJCt matter is capable of ·evaluation against criteria 

that are suitable and available to usel:8; . 
• Maintain independence in mental attitude in all matters relating to the engagement; and 
• Exercise due professional care in planning and performance of the engagement and the 

pr.eparation of the report. · 

As descn"bed in AT 101.24, criteria are the standards or benchmarks used to measure and present 
the subject matter and against which the practitioner evaluates the subject matter. 

Suitable •criteria must be objective, measurable, complete, and relevant. This means they should 
be free from bias and sufficiently oomplete so that any relevant factors omitted would not alter a 
conclusion about the subject matter. They also should permit reasonably oonsistent estimation 
ot measurement of the subject matter from one company to another. This generally means that 
the criteria cannot be so subjective or vague that they are not capable of providing a reasonabJe 
basis for a meaningful concl.usion. 

Criteria may be ~ernal to the organi7.ation or developed internally, but must be readily 
available to the intended users of the assurance report. In most ca.se.s, there is no single 
authoritative ""GAAP" as in financial statement assurance; therefore, the client needs to look to 
relevant rega]atlons or frameworks, accepted industry standards, or its own internal policies and 
procedures wnen deve1oping fhe crffena. These sources generally must be supplemented by 
com~y_specifip criteria, such as management definitions, policies, and methodologies. It is 
critical to have clearly .artlculated and understood definitions. 

Iruw,endence 
PwC is illdependent with ~ to the professional standards required for this engagement. 

As you are aware, PwC provides various other services to the Company, including financial audit. 
As illdicated, none of these services impair our independence for p~es ·of this A1'101 
engagement 

Assessment Approach 
PwC performed the assessment in accordancewithAICPAAttestation Standards Section 101, 
AT101 Engagements. The procedures perlorrned by PwC were designed to: 

• Assess the applicability of the framework selected by the Company to address the 
Company's obligations within the Consent Decree; 

• Assess whether the Company addressed the relevant section.5 of the framework selected; 
• Assess the design effectiveness of the control activities implemented by the Company to 

address the relevant sections of the framework; and 
• Assess the operating effectiveness of the implemented control activities for the 180 days 

ended September 12 , 2011. 
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PwC designed and performed procedures to evaluate the design and operating effectiveness of 
the control activities implemented by Twitter for the 180 day period ended September 12, 2011. 
Our test procedures included, where appropriate, selecting samples from throughout the period 
and performing a combination of inquiry, observation, and/or inspection/examination 
procedures to evaluate the effectiveness of the Twitter control activities documented on pages 
25-73 of this document Over the course of the 180 day assessment period,~ performed three 
rounds of on-site testing procedUl'eS that included interviewing individuals from Security, Legal, 
IT, Operations, HRt Engineering. Networking. Trust & Safety, and Facilities. Additionally, PwC 
reviewed over 1,000 individual artifacts that were collected from over 100 Twitter employees 
across the company. Refer below for a description of the test procedures utilu.ed by PwC to 
assess the design and effectiveness of Twitter's information security controls. 

Inquiry: To understand the design of the safeguards implemented and how they operate to 
meet or exceed the protections required by Paragraph n of the order, PwC had ~ons with 
Twitter personnel from the Security, Legal, IT, Operations, HR, Engineering, Networking, Trust 
& Safety, and Facilities departments. The inquiry procedures included asking the Twitter · 
personnel about the controls, policies and procedures, systems and applications, roles and 
responsibilities, and the process of selecting and retaining service providers. To validate the 
information obtained. in the discussions, PwC per!o:tmed corroborative inquiry procedures with 
multiple individuals and, using the testing techniques below, obtained additional evidence to 
validate the responses. 

(b)(4) 

(b)(4) 
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Observation: PwC utilized tb.e observation testing method to validate the design and operating 
effectiveness of system based controls ( e.g., pa&<JWord settings, VPN settings, encryption settings, 
etc.) and physical controls (e.g., badge access card readers, locked cabinets, security cameras, 
etc.). In areas where Twitter has implemented system based controls or safeguards that meet or 
exceed the protectioll!I required by Paragraph II of the order, the PwC team met with relevant 
Twitter personnel and observed how the system based control is de.signed and how it functions. 

For physical controls, the PwC team \tisited in-scope office and data center locations to observe 
the physical security controls. 

(b)(4) 

lL------------------:---------
Examinatlon or lnspectlon of evidence: PwC used the examination or inspection test 
approach to validate the operating effectiveness of manual controls and to evaluate the · 
sufficiency of policies and pro~res implemented to address Paragraph 11 of the Order. I>wC 
inspected over one thousand artifacts and documents. These included documentation of the 
company's policies and procedures, risk assessment, security training and awareness programs, 
and evidence of the design and operation effectiveness of the controls or safeguards 
implemented ( e.g., system/product development and maintenance documentation, training 
evidence, system. audit logs, asset management tracking logs, system administrator access lists, 
user authorization access forms, security legal contracts, third-party vendor audits, etc.). The 
nature of the evidence examined varied from control to control and, where needed, other 
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procedures like observation and inquiry were utili1.ed to confirm the results of the examination 
procedures. 
(b)(4) 

Paragraph Ill Parts A, B , C and D of the Order 

A. Set.forth the administrative, teehitleal, and a.'tl sqfegumdt that ! 
rupondeltt haa impfemented and maintained . the reporting period. I 
Twitter selected the 180/IEC 27002:2005 standard, which ls a widely adopted information I 
security standard published by the International Organi7.ation for Standardization ("ISO") and :1

1 the International Electrotechnical Commission ("IEC") U8ed by cotnpanies of all sizes and 
complexities to guide the initiation,, implementation, maintenanre, and imprru,ement.of ___ _ ___ _ ~ 
information security progra.tnS, as the framework on which it based its Information Secupty ·1 

Program. 

Following are descriptions of the Administrative, Technical, and Physical safeguards that Twitter· 
· has in place. These safeguards are described in further detail on pages 25-73 • 

. 
(b)(4) 
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JI. Technical Safeguards 
(b)(4) 
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B . .£%plain how auch •f(feguarda m-e appropriate to respondent'• size and 
oomplmty, the nature and scope qfreapondent's actl.vitfea, and the sensitlui.ty of 
the ttOl'lpubli.e pm-sonal uifonnation eoll.ectedfrom or about~••· 

Twitter selected the 1S0/IEC 27002:2005 standard, which is an information security standard 
published by the International Organization for Standardization ("ISO") and tht! International 
Blectrotechnlcal Commission ("!Ee-) as the framework on which they based their Information 
Security Program. We consider this to be an applicable framework to address the Company's 
obligations witlrln the Order. 'Ibe control clauses and control objectives from ISO/IEC 
27?02.:2005 and the~ safeguards Twitter bas ~plemented t.o address each applicable 
objective and clause are included on pages 25-7S of th1S document. . 

ISO/IEC 27002:2005 is a widely adopted industry standard that establishes guidelines and 
general principles for initiating, implementing, maintaining, and improving information security 
management in an organization of different sizes and complexity. The objectives outlined 
provide general guidance on the oommonly accepted goals of information security management. 
lSO/IEC 27002:2005 contains leading practi-ces of control objectives and controls in the 
following areas of information security management: 

• Security policy; 
• Organization of information security; 
• Asset management; 
• Human resources security; 

·1 
I 

I 
l 
I ., 
I 
i 
·i 

--------•-P ... hysi~enw-omneutal.securi!.-----------------------
• Communications and Qperations management; 
• Access control; 
• Information systems acquisition, development and maintet:lailce; 
• Information security incident management; 
• Business continuity management; and 
• Compliance. 

The control objectives and controls in ISO/JEC 27002:2005 are intended to be implemented to 
meet the requirements identified by a risk a.s.sessment, which Twitter performed to identify the 
applicable security risks and safeguards that needed to be implemented as part of its 
Information Security Program. ISO/IEC 27002:20051s intended as a common basis and 
practical guideline for developing organizational security standards and effective security 
management practices, and to help build confidence in inter-organizational activities. 

As 1S0/IEC 27002:2005 is a widely adopted industry standard used by companies of all sizes 
and complexities to guide the initiation, implementation, maintenance, and improvement of 
information security programs, the information security safeguards implemented by Twitter to 
address the applicable IS0/IEC 27002:2005 control objectives and clauses are appropriate to 
Twitter's size and complexity, the nature and scope of Twitter's activities, and the sensitivity of 
the nonpublic personal information collected from or about consumers as desCl'l'bed above. 
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As described on.pages 9 ~12, Twitter established its infonnation security program by 
implementing administrative, technical, and physical safeguards to meet or exceed the 
protections required by Paragraph II of the Order. AB described on pages 6-9, PwC performed 
inquiry, observation, and inspection/examination procedures to assess the effectiveness of the 
Twitter administrative, technical, and physical control activities implemented to meet or exceed 
the protections required by Paragraph II of the Order, and our conclusions are on pages 20-21~ 

C. Explain haw the sqfegua,e<h, that have been implemented meet or~ the 
protections required by Paragraph Hof the order. 

(b)(4) 
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D. CC!J"tily tluttrespondent's seeuritv ~ is operating with sufficient 
flltTect(veruuu, to prot,ide reasonable auurance to pYOt~t the sema-ity,prl.vcu.,,, 
~, andinteg,-ity ofnanpublicconsumerbifonnatum and that the 
l'•'O!l•-mn has so opermed throughout the reporting period. 

As descn'bed in the PwCAssessment Overview section above, PwC performed its ~essinent of 
Twitter's Information security program in accordance with AICP A Attestation Standards Section 
101, AT101 Engagements. Refer to pages 20-21 below for PwC's conclusions. 

1 
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Report of Independent Accountants 

To the Management of Twitter, Inc.: 

We have examined Management's .Assertion, included in the accompanying Exhibit I, that as 
of and for the 180 days ended Septernbet 12, 2011 (the "Reporting Period"), in accordance 

· with Parts ll and Ill of the .Agreement Containing CollBent Order ("the Ordet'), with an 
effective date of Matth 16, -2011 between Twitter, Inc. c•the Company") and the United States 
of America, acting upon notification and authorization by ~e Federal Trade Commission 
("Fl'C") the Company had established and implemented a comprehensive Information 
Security Program; as descn'bed in Attachment A of Management's Assertion ("the Twitter 
Information Security Program"), based · on the International Organization. for 
Standardization. ("IS01; / International Electrotechnical Commission ("IEC') Standard 
27002:2005 ("ISO/IBC 27002:2005"); and the Twitter In.formation Security Program was 
operating with sufficient effectiveness to provide reasonable assurance that the security, 
privacy, confidentiality, and integrity of nonpublic consumer information collected from or 
about c.onsumers is protected. · 

The Company's management is responsil>le for the assertion. Our responsibility is to j 
~ress an opinion based on our examination. j' 
Our examination was conducted in accordance with attestation standards established by the 
American Institute of Certified Publie? Accountants and, accordingly, included eXBllJining, on 

---------+est-basis,eviden-ce-supporting-t:he-effectivenesirof-,Jre--'fwitterlnfonmrtiun-·Sa!url~m-rr...thlty,-----
Progra.m as described above and perfonning such other procedures as we considered J 
necessary in the circumstances. We believe. that our examination provides a reasonable · 
basis for our opinion. . j 

' ! 
In our opinion, the Twitter Information Security Program. was operating with sufficient j 
effectiveness to provide reasonable assurance that the security, privacy, confidentiality, and 
integrity of nonpublic conswtter information collected from or about consumers is / 
protected, in all material respectB, as of and for the. 180 days ended September 12, 2011, . 
based upon the Twitter Information Security Program set forth in Attachment A of Ii 
Management's Assertion in Exhibit I. 

The opinion we expressed in the.preceding paragraph (i) certifies that we have gathered 
sufficient evidence supporting the effectiveness of the Twitter Jnformation Security Program 
to proYide the basis for our opinion as discussed above and acoordingly, (ii) certifies that the 
Company's security program is operating with sufficient effectiveness as of and for the 180 
days ended September 12, 2011 to provide reasonable 8:S8Ul"8Ilce that the security, privacy, 
confidentiality, and integrity of nonpublic consumer infom,.ation is protected and has so 
operated throughout the Reporting Period. 
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This report is intended solely for the information and use of the management of Twitter and 
the United States Federal Trade Commission and is not intended to be and should not be 
used by anyone other than these specified parties. 

'JL~~~d»~ u.i' 
SanJose,CA 
February 24, 2012 

. : 
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The management of Twitter represents that as of an~fo the 180 days ended September 12, 2011 ("the Reportmg 
Period"), in accordance with Parts II and UI of the ent Corrtaming Consent Order ("The Order"), with an 
effective date of March 16, 2011 between Twitter, Inc. C' he Company") and the United States of .America, acting upon 
notification and authorization by the Federal Trade Co~sion (''FTC"), the Company bad established and 
implemented a comprehensive Information Security ~• as described in Attachment A ("the Twitter 
Information Security Program"), based on the Internati nal Organization for Standardization (ISO)/ International 
Electrotechnical Commission (IEC) Standard 27002:2 5 ("ISO/IEC 27002:2005"); and the Information Security 
Program was operating with sufficient effectiveness to <Wide reasonable assurance that the security, privacy, 
confidentiality, and integrity of nonpublic conswner inf\ rmation collected from or about consumers is protected. 

Furthermore, the Company represents that for the Re rting Period, the administrative, technical, and physical 
safeguards with.in the Twitter Information Security Pr<>!f.Sm as outlined in Attachment A are appropriate to its size 
and complexity, the nature and scope of its activities, a:np the nature and sensitivity of p~rsonal information collected 
from or about consumers a,od .meet or exceed the prot1· ons required by Para~ph II of The Order, 

Twitter, Ioc. · 
- ------:? 
' ··, < -

Bv. ""\. ---- -
· Alexander Macgillivray 

General Counsel & Secretary 

----------···---~------···--· ·-·······-··--· .... L ...... -. ·-·. ----·· -··-. ---····-----------· ··• 
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Attachment A to Management's Assertien: Twit~ Information Security Program 

This attachment describes the scope of tire Twitter Iufoipnation Security Program referenced in the Management 
Assertion on the previous page. 

Twitter is a real-time information network that coJlllect$ users to the latest information about what they find 
interesting. Twitter users find the public streams they ~d most compelling and "lf'ollow' the conversations. At the 
heart of Twttter are small bursts of information called "Tweets," each Tweet b.eing 140 characters in length or less. 
Twitter osezsfullowthe Tweets of other use,s. ~~-a ve,y bjgh-velocify Internet.-.., fiu:ilitating 
the transmission CUl'l'elltly of over a billion Tweets per Currently, there are over 200 million user acoonnts on 
Twitter. Twitter uses an internaUy-built software · cture hosted on multiple machines. at several US data 
centers. Twittet's primary dat.a center is in SacraJ11ento California. 

Twitter, as a company, had only 29 employees in Jani 
employees. 

Twitter users provide limited profile information, most 
creates a Twittei- account, the user provides a name, a u; 
optionally provide a short biography, a location, or a pi1 
number for the delivery of SMS messages. Most of the 
including the name, usemame, biography, location, an◄ 

2009. At the beginning of 2011, it had approximately 350 

which is displayed publicly to all users. When a user 
1ame, a password, and an email address. The \lSe1' may 

·e. The user may also include his or her cell phone 
information is 1ist.ed publicly on the Twitter service, 

picture. 

With regard to the messages sent and received by a ;the majority of these, again, ue public. When a user seuds 
a Tweet, it is shared with followers and the rest of the . 1d instantlf . .Although the default is to make the 
information public, Twitter does provide settings that ow the Tweets to be "'protected•, meaning that the Tweets 
are shared only with the user's approved followers. , Twitter provides the capability to send a "Direct Message• 

· or "DM• which is a personal message sent via Twitter to one of the user's followers. The Direct Message is not 
viewable by other users. 

Twitter has only one prodact/serv.ice offering, namely~ Twitter service. Accordingly, tlie relevant 
business/ product scopmg is the Twitter service for~ of the Order. To further define the scope of Twitter's 
Information Semuity Program {Qr purposes of the Ordeii, Twitter performed a risk assessment, as described below, 
using the ISO/IEC 27002:2005 framework. 
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Risk Assessment Process 
The Security Team, in consultation with the Legal Team met with Engineering, Trust&: Safety, HR, Finance, 
Facilities, and IT team leads at Twitter to oonduct a riskiassessirn,ent of information security practices at Twitter. 
The objective of the risk assessment was to identify mat rial risks, both interna1 and external, that could result in 
tlie compromise of nonpublic consumer information. After identifying all data types that might constitute 
nonpublic commner information, 1he teams oonduEied, · inventory of the information systems and physical 
locatiollS at Twitter where the identified data types may ide. The teams made a determination of the material 
risks, taking into account the nature and scope of · · s activities, the sensitivities of the nonpublic information 
collected, the size of the service, 'the nmnber of register users, and the si7.e and complexity of the company. 

I . 
security, privacy, confidentill4ty, and integrity of non ~c consumer information, as contemplated by the Order. 
The bumness objective was to design and implement ~rmation Security Program t-0 reasonably protect the 

The Security Team selected the ISO/IEC 27002:2005 ework for the comprehensive information security 
program, as described below. Considering each risk i tified in the framework standard, a determiB.ation was 
made as to which controls in the framework would app to the Twitter environment, in the context of protection of 
nonpublic consumer information. An implementation oon1l'Ols was selected, where appropriate, fur managipg 
the identified material risb. 

Data Classification 
b)(4) 

Framework 
Twitter selected the ISO /IBC 27002:2005 standard, w · is an information security standard published by the 
International Organization for Standardization ('1.SOjid the International Electrotechnical Cnroroismon ("IEC") 
as the framework on which they based their Infonnatio Security Program. We consider this to be an applicable 
framework to address the Company's obligations within e Order. The control clauses and control objectives from 
ISO/IBC 27002:2005 and the_specific safeguardsTwitte has implemented to address each applicable objective and 
clause are included on pages 26-73 of this aocument. 

ISO /IEC 27002:2005 is a widely adopted industry standjlu,d that establishes guidelines and general principles fur 
initiating, implementing, maintaining, and improving · ormation security management in an otgallization of 
diffa~t sizes and complemy. 'Ibe objectives outlined rovide general guidance on the commonly accepted goals of 
24 of 73 HIGHLY CONFIDENTIAL 



» 
information security management. ISO/IEC 27002:20J~nrontains leading practices of oontrol objectiv'es and 
controls in the following areas of information security agem.em: 

• Security policy; 
• Organization of information security; 
• Asset management; 
• Homan resources security; 
• Physical and environmental security; 
• Communications and opei:ations manag-ement; 
• Access control; 
• Information systems acquisition, development a~d maintenance; 
• Information security_incident management; 
• Business continuity management; and 
• Compliance. 

The control objectives and controls in ISO/IBC 27002: 05 are intended to be implemented to meet the 
requirements identified by a risk assessment, which er performed to identify the applicable security risks and 
safeguards that needed to be imp~ented as part of its ormation Security Program. ISO/me 27002:2005 is . 
intended as a common basis and practical gnideline for . loping oFganizational secmity standard& and effective 
security management practices, and to help build co · ence in inter-organizational activities. 

As ISO /IEC 27002:2005 is a widely adopted industry $dard used by company's of all sizes and complexities to 
guide the initiation, implementation, maintenance, and mprovement of information security programs, the 
infotmation security safeguards implemented by Twitt to address the applicable ISO/IEC 27002:2005 control 
objectives and clauses are appropriate to Twitter's size d complexity, the nature and scope of Twitter's activities, 
and the sensitivity of the nonpublic personal informatiol! oollected from or about consnmers as· described above. 
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I. The Twitter Information Security Program is based the following control activities of 150 
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ISO ISO Control Aetivity Des~on n ltter Control Activities Typeof IR.eferencc: 

Safeguard 

b)(4) 
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11S0 llSO Control .Activity Des~on n pitter Control Activities 'Iypeof Dleference Safeguard 
b)(4) 

31 of73 . I IDGHLY CONFIDENnAL 



» 
ISO 
Reference 

ISO Control Activity Im,criptiun Tw !lter Contml Ad:ivities Typeef 
Safeguard 

.... ~ 

~ 

- - . ,. __ 
I I 

32 of 73 IDGHLY CONFIDENJilAL 

--·· ·~ . . .. . . . . .. 



• 
. ' tlso ISO Control Activity Description ~tter Control Aeti.vities I Type of !Reference Safeguard 

(b)(4) 

~ 

3:,-- "'' I HIGHLY CONFIDBNTIAL 

· • .. . ...... • .. • ••.,•• •• •. • • • • •• •" • ~ • M· • •• i. • • 
. . . ~ ... ,. -- -· - -·-·· &.- --~--"'··-··•,--------~ ............ - -------•· ... ... 



pso Control Activity Description I Tw ltter Contrel.Ad:ivities 
b)(4) 

340173 IDGfil.YCONFIDENTIAL 

......... - . . .. a. .. _____ ,,, _ __ .......... -.... .... ~ ........ . .,..... • . . ... ' ' • • •• - •·· 

I 

I 
I • . 



0 Control Activity Description ,. er Centrol Activities 

WGHLY CONFIDENTIAI. 

Typeof 
Sd 



0 ControlA~ Description 

(b)(4) 

36of73 

tter Control Aetivities 

HIGHLY CONFIDENTIAL 

Typeof 
Safeguard 



» 
IISO ISO Control Activity Description Tu ltter Control Acthities I Typeof R.eferenee 

Safeguard 
b)(4) -

-

37of73 IDGHLY CONFIDENTIAL 

_1.,,._ ______ - •.... ·---. ·-·-· ··-·· ·--··----····------~ - ·'-........... .,__.__.__._.,.1. • .i..-~_ .......... _____ • 



Control Aetivity Description tter Control Activities 

· 380£73 HIGHLY CONflDENTIAL 

-·-··· --------···· ·-·------- ---___________ l ______ __ ----------------------- . ------~ 
---------- - · ·-



» 
ISO ISO Control .Activity.Description ( Tu ritter Control Ad:ivities ,~of Reference .. 

(b)(4) -

', 

. 
390£73 IDGHl.Y CONFIDENTIAL 

.. , .... , .. --~- . .... .. '·••- -,-,. - ·-- - . .. ·-



» 
trso ISO Control Adivity Deseription Tu litter Control .Adivities Type of 
IReferenCE Safeguard 
b)(4) ...__ 

--

4oof73 lfiGHLY CONFIDENTIAL 

'·- · .. ~ .... - .. - .. . .. .. .. .. - .. .. - ... , 
·" •· •.. • •• • _,. •·"--· '--11 -- - ··-- . . ... ,\ - -- ~. - - ..... 



-

..... 

410{73_ 

IDGHLY CONFIDENTIAL 



ISO lSO Control Aetivity Description · Twitter Control Activities RefereneE 

(b)(4) 

b)(4) 

-
42 ot 73 I 

HIGBLYCONPIDENTIAL 



ISO [SO Control .Activity Description Twitter Control Aetmties 
Referenet 

b)(4) 

(b)(4) 

HIGHLY CONFIDENTIAL 

--~------··-••·•·- ---·"-------~----~~. --.. ---~•·--.. - .. 

f 
Typeof 
Safeguard 



(b)(4) 

44 of73 

SO Control .Activity Deseriptlon Twitter Centrol Actlviti~ 

HIGHLY CONFID:ENTIAL 

1ypeof 
Safeguard 



» 
ISO ISO Control Activity i>escriptien Twitter Control Actmdes Typeof . IR.eference 

Safeguard 

(b)(4) 

-

-
45of73 

HIGHLY £0NFIDENTIAL 



» 
IISO 

ISO Control Activity Description 
Twitter Control Activities 

Typeof 
Reference 

Safeguard 
. syst-em, 

(b)(4) 

I ~ 

I HIGHLY CONFIDENTIAL 



. ...... ... ---

» 
lSO 1180 Control Ac1ivity Deseription Twitter Control Adivities Typeof 
keference .Safeguard 

b)(4) 

-

--
47 of73 IDGHLY CONFIDENTIAL 



b)(4) 

. 480£73 

0 C&ntrol Acthity Description Twitter Control Aetlvit:fes 

HIGHLY CONFIDENTIAL 

'lypeof 
' Safeguard 



SO Control Activity Description Twitter Contrel Activities 

b)(4) 

fflGHLY CONFIDENTIAL 

Typeof 
Safeguard 



b)(4) 

500 , 73 

SO Control Aet:ivny Deseripdon Twitter ContN>I Ad:iv.ities 

JU(;HLY CONFIDENTIAL 

Typeof 
Safeguard 



b)(4) 

51of73 

O Control Adivify Description Twitter Control Activities 

fflGHLY CONFIDENTIAL 

Typeof 
Safeguard 



» 
, . 

~ llSO <A,ntrol Activity l)escription Twitter Control A.divities Typeof 
- Safeguard 

b)(4) -

-

-
r--

52of73 I HIGHLY CONFIDENTIAL 



0 Control.Aetivity Desaiption Twitter Con:trol.Adivities 

b)(4) 

53of73 m om..YOONFIDEN11Al. 

T)lpeof 
Safeguard 

l 



(b)(4) 

540£73 

0 Control Aetivity Description Twitter Control Aettrit:ies 

IDGIU.Y CONFIDENTIAL 

Typeof 
Safeguard 



(b)(4) 

55of 73 

O Control Activity Description Twitter Control Activities 

IDGHLY CONFIDBNTIAL 

Typeof 
Safeguard 



Control Activity Deseription Twitter Control Aetivities 

b)(4) 

· HIGHLY CONFIDENnAL 



' ' 
.. 

» 
rso 180 Control Activity Description 
IReferena Twitter Control.Adivities 'lypeof 

Safeguard 

b)(4) 

11 

&: 
l 

57of73 I IDGHI.Y CONFID'ENTIAL · 

•0 0 ... • 0 •• < • 0 •• 0 ~ " N 



» 
ISO lSO Control Activity Descrlptlon Twitter Control Adiritim Typeof keference 

Safeguard 

(b)(4) 

~ 

580!73 HIGHLY CONFIDENTIAL 

·- ·---·- ·- _____ .._ __ ··--- ....... -.-... _...___-__ '-~---·· .. - -



b)(4) 

59of73 

. . Control~ Description Twitter Control Actlvit:i.es 

HIGHLY CO.NFlDENTIAL 

'lypeof 
Safeguard. 



b)(4) 

6oof73 

SO Control Aetivtty Description Twitter Control Aetivities 

HIGHLY CONFIDENTIAL 

'lypeof 
.Safeguard 



b)(4) 

61of73 

Co1,1.trol Adivity Descrlption Twitter Control Activities 

IUGHLY CONFIDENTIAL 

Typeof 
Safeguard 



-» 
ISO ~ Control Actirity Dese:ription Twitter Control Adf.vities i~ Reference 

b}(4} -

-
-

-
I 

62 of 73 IDGHI.Y CONFIDENTIAL 

..__ , --



Control Activity l>eseription Twitter Control Activities 

(b)(4) 

of73 
IDGHLY CONFIDENTIAL 

••~- -......,-io,.._-~--.. •- •-•••-- - - •-~ .......... -..&U_....,. _ _ ---- • ...I.L-- .J . --•-••-•• .,, _ , "-• ,-.!...~•.;,.•l_,. ' • • • 

'Iypeef 
Safeguard 



0 Conb'ol Activity Description 'l;'witter Control.Aetiv.ities 

(b)(4) 

HIGllLY CONFIDENTIAL 

. ·· ·- •· _ .. ,_,_~-

Typeof 
Saf~ 



SO Control Activity Deseription Twitter Control Activities 

(b)(4) 

5 73 
IDGHLY OONFIDBNTIAL 



(b)(4) 

66of73 

SO Control Activity Description Twitter Control Aetivities 

IDGHLY CONFIDENTIAL 

'l'ypeof 
Safeguard 



(b)(4) 

70 73 

Control Activity Description Twitter Coutre] Activities 

IDGHLY CONFIDENTIAL 

Typeof 
Safeguard 



SO Control Activity Description Twitter Control Activities 

(b)(4) 

68of73 
mGHI.Y CONFIDENTIAL 

-· ..... - ·-----·-·-· ---·~-'--.&-•-..1..-..... . ......a,-----·-·~· 

'Fypeof 
Safeguard 



(b)(4) 

69 of73 

0 CAmtro Acdv1ty Description ~ Conti-ol Adivities 

l:DGHLY CONFIDENTIAL 

Typeof 
Safeguard 



» 
IISO ISO Control Actlvity Description Twitter Control Aetivlties Typeof Refe:rentt 

Safeguard 

b)(4) -

-

-

.. 
700£73 

HIGIIl.Y CONFIDENTIAL 



» 
ISO flSO Control Acti'rity Deseription Twitter Control .A£ti:vities Typeof 
- A 

Safeguard ·-------

b)(4) t--

-

-

71of73 mGHLYCONFJDENTIAL 



SO Centrol Activity Deseriptio:n Twitter Control Adivit:fes 

(b)(4) 

HIGHLY CONFIDENTIAL 



n. eVi e .,,._ .. __ 

An Application Programming Interface (aAPI is a defined way for a~ to accomplish a task, usually by 
retrieving or modifying data. Twitter provides an API methoo for just about every feature vist'ble on the 
Twitter website, including the DM feature. Tlilrd-party programmers can use the Twitter API to make 
applications and websites that interact with ~- Their p?Ograms tBlk to the Twitter API over H'ITP, the 
same protocol used by browsets to visit and interact with web pages. The Twitter API includes a REST APJ, a 
Streami.ngAPI, ai;id a Search API. For the~ API, no authentication is required since the information 
provided by the Search APJ is publicly available. For the REST AP'l and the Streaming API, an .Application . 
P-ermission M'Odel is used to control accessjo Ms. 

In order for a developer to create an application . t can access infonnation su~ as a user's DMs, the developer 
must . 

• agree to the Twitter Te:mis of Servic.e (h :/ /twitter.eom/tos); . · 
• agree to the Developer Rttl~ of the Road (littps://dev.twitter.com/terms/api-terms); 
• obtain a oonsnmer key; and I 
• obtain a consumer secret. · 

The developer must speci:£ica]ly agree to the ~ Terms of Service in order to obtain an aooount. Once logged 
into their aax>unt, the developer must specifically~ to the Developer Rnles of the :Road in order to obtain a 

. consumer key and a consumer secret generated by "tter. Notably, it is a principle in the Developer Rules of the 
Road to u[r]espect user privacy' and that Twitter y immediately suspend a developer's credentials including their 
consumer key and consumer secret for any vlolati°F of the Rules. 

API developer users accept the Twitter API Terms bf Service prior to accessing the Twitter systems through the 
developer AP!. (Twitter Control 11.2.1.2) I 
(b)(4) 

m. The Company did not include Tweetdeck, Ad.G rok, Back Type, or BagCheclc in the scope of the assertion. 
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February 24, 2012 

Mr. Alexander Macgillivray 
General Counsel & Secretary, Twitter 
795 Folsom Street, Suite 600 
San Francisco, CA 94103 

Dear Mr. Macgillivray: 

PricewaterhouseCoopers ("PwC" or ''we" or "our" or "Assessor") is Writing this letter in response 
to the Federal Trade Commission's ("FtC") letter to Twitter, Inc. ("Twitter" or "the Company'1 
from Mr. Waller dated February 9, 2012 titled "re: In the Matter of Twitter, Inc., FTC Docket No. 
C-4316." The FTC has commented that the Assessment does not address Parts A, B, and C of 
Paragraph III of the Commission's Decision and Order served on March 16, 2011 Assessment 
("Assessment"). In response, in the following pages, we more thoroughly address Parts A, B, and 
C of Paragraph III. 

Should. you have any questions or comments related to the procedures performed by PwC as part 
of our Assessment of Twitter's Information Security Program, please contact Carolyn Holcomb at 
(678) 419-1696, via e-mail at carolyn,c,holcomb@us,pwc,com, or physical mail at 10 10th St. NW; 
Suite 1400, Atlanta, GA 30309. 

Sincerely, 

!' •~U• ••I••', ,,, .. ••••••••••••••••• o' ••••♦ho••••••••• o • •• • ••••••••••I••••._,•••,.••• ',._••••••••••,,,..,,,,'"',..,••••••••••••••••••••••••,,•••• u •••I••••••••• .. •••••u ••• u,, oo ••• •• • ••• ••• • • •• ~•u ••• • •• •• ••• • • • • •• •• • • ,, .. •• • • ••• •• " • •• • ••• • 

; 
PricewaterhouseCoopers LLP, 488Almaden Boulevard, Suite 1800, San Jose, CA 95110 
T: (408) 817-3700, F: (408) 817-5050, www.pwc.comlus 
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.Executive Summary 
Executive Summary 

Twitter is a real-time information network that connects users to the latest information about 
what they find interesting. Twitter users find the public streams they find most compelling and 
"follow" the conversations. At the heart of Twitter are small bursts of information called 
"Tweets," each Tweet being 140 characters in length or less. Twitter users follow the Tweets of 
other users. Twitter maintains a very high-velocity Internet service, facilitating the transmission 
currently of over a billion Tweets per week. Currently, there are over 200 million user accounts 
on Twitter. Twitter uses an internally-built software infrastructure hosted on multiple machines 
at several US data centers. Twi.tter's primary data center is in Sacramento, California. 

Twitter and the Federal Trade Commission entered into Agreement Containing Consent Order 
File No: 0923093 (°the Order"), which was served on Match 16, 2011. 

Paragraph II of the Order requires Twitter to establish and implement, and thereafter maintain, 
a comprehensive information security program that is reasonably designed to protect the 
security, privacy, confidentiality, and integrity of nonpublic consumer information. 

Paragraph III of the Order requites Twitter to obtain initial and biennial assessments and 
reports ("Assessments") from a qualified, objective, independent third-party professional, who 

-------~ ,ses-prooedures-arrd-standards-gen-erall~llil'.ne profession. Twitter engagea-----------l 
PricewaterhouseCoopers LLP ("PwC") to perform the initial assessment. 

As described on pages 3-4, twitter established its information security program by 
implementing adn:tinistrative, technical, and physical safeguards to meet or exceed the 
protections required by Paragraph II of the Order. As described on pages 6-9, PwC performed 
inquiry, observation, and inspection/ examination procedures to assess the effectiveness of the 
Twitter administrative, technical, and physical control activities implemented to meet or exceed 
the protections required by Paragraph II of the Order, and our conclusions are on pages 20-21. 

HIGHLY CONFIDENTIAL 
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Twitter Int·ormation Security 
Program & Assessment Overview 
Company Overview 

Twitter is a real-time information network that connects users to the latest information about 
what they find interesting. Twitter users find the public streams they find most corupelling and 
"follow" the conversations. At the heart of Twitter are small bursts of information called 
"Tweets," each Tweet being 140 characters in length or less. Twitter users follow the Tweets of 
other users. Twitter maintains a very high-velocity Internet service, facilitating the transmission 
currently of over a billion Tweets per week. Currently, there are over 200 million user accounts 
on Twitter. Twitter uses an internally-built software infrastructure hosted on multiple machines 
at several US data ~enters. Twitter's primary data center is in Sacramento, California. 

Twitter, as a company, had only 29 employees in January 2009. At the beginning of 2011, it had 
approximately 350 employees. 

Twitter users provide limited profile information, most of which is displayed publicly to all users. 
When a user creates a Twitter account, the user provides a name, a username, a password, and 
an email address. The user may optionally provide a short biography, a location, or a picture. 
The user may also include his or her cell phone number for the delive[Y-of SMS messag,.,,es.,_,_,_,M.....,,,rn....,st._ __ _ 
of the above information is listed publicly on the Twitter service, including the name, username, 
biography, location, and picture. 

With regard to the messages sent and received by a user, the majority of these, again, are public. 
When a user sends a Tweet, it is shared with followers and the rest of the world instantly. 
Although the default is to make the information public, Twitter does provide settings that allow 
the Tweets to be "protected", meaning that the Tweets are shared only with the user's approved 
followers. Also, Twitter provides the capability to send a "Direct Message" or "DM" which is a 
personal message sent via Twitter to one of tlie user's followers. The Direct Message is not 
viewable by other users. 

Twitter Information Security Progrc1m Scope 

Twitter has only one product/service offering, namely the Twitter service. Accordingly, the 
relevant business/product scoping is the Twitter service for purposes of the Order. To further 
define the scope of Twitter's Information Security Program for purposes of the Order, Twitter 
performed a risk assessment, as described below, using the 180/IEC 27002:2005 framework. 
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RiskAssessment Process 
The Security Team, in consultation with the Legal Team, met with Engineering, Trust & Safety, 
HR, Finance, Facilities, and IT team leads at Twitter to conduct a risk assessment of information 
security practices at Twitter. The objective of the risk assessment was to identify material risks, 
both internal and external, that could result in the compromise of nonpublic consumer 
information. After identifying all data types that might constitute nonpublic consumer 
information, the teams conducted an inventory of the information systems and physical 
locations at Twitter where the identified data zypes may reside. The teams made a determination 
of the material risks, taking into account the nature and scope of Twitter's activities, the 
sensitivities of the nonpublic information collected, the size of the service, the number of 
registered users, and the size and complexity of the company. 

The business objective was to design and implement an Information Security Program to 
reasonably protect the security, privacy, confidentiality, and integrity of nonpublic consumer 
information, as contemplated by the Order. The Security Team selected the ISO/IEC 
27002:2005 framework for the comprehensive information security program) as described 
below. Considering each risk identified in the framework standard, · a determination was made 
as to which controls in the fratnework would apply to the Twitter environment, in the context of 
protection of nonpublic consumer information. An implementation of controls was selected, 
where appropriate, for managing the identified material risks. 

Data Classification 
As part of the Twitter risk assessment, the following dat.a types on Twitter information systems 

----------"'•-er.adetermined_as_being_within..the-scope--of-the-or-der-:-a-user~s-email-add~ess, mobile-telephon,~e-----< 
number (if provided), a user's Direct Messages (DMs), a user's Protected Tweets, and other 
identifiers (such as IP address) where the information is rtonpublic and individually-identifiable 
and associated with a user. Also included within the scope of the order was nonpublic, 
individually-identifiable information of employees, including their home address, social security 
number, birthdate, and other nonpublic individually-identifiable information, which may be 
found in the employee's personnel records. 

PwC Assessment Overview 

PwC Assessor Qualifications 
Section III of the Order requires that the Assessments be performed by a qualified, objective, 
independent third-'party professional, who uses procedures and standards generally accepted in 
the profession. The Report was issued under professional standards which meet these same 
requirements. 

As one of the "Big 4" public accounting firms, PwC must comply with the public accounting 
profession's technical and ethical standards, which are enforced through various mechanisms . 
created by the American Institute of Certified Public Accountants ("AI CPA") and hy state 
societies of CP As, state boards of accountancy, the Securities and Exchange Commission 
("SEC''), and the Public Company Accounting Oversight Board ("PCAOB"). Membership in the 
AICPA requires adherence to the lnstitute's Code of Professional Conduct The AICPA's Code of 
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Professional Conduct and its enforcement are designed to ensure that CP As who are members of 
the AI CPA accept and achieve a high level of responsibility to the public, clients, and colleagues. 
The AICPA Professional Standards provide the discipline and rigor required to ensure 
engagements performed by CP As consistently follow specific General Standards, Standards of 
Fieldwork, and Reporting Standards. 

The following individuals from PwC led the Assessment: 

• Carolyn Holcomb - Engagement Partner - Carolyn served as the lead engagement partner 
for the project. Carolyn is a Certified Public Accountant (CPA), Certified Information 
Systems Auditor (CISA), and Certified Information Privacy Professional (ClPP). 

• Toby Spcy - Director ~ Toby served as the co-lead engagement director and subject matter 
specialist for the project. Toby is a Certified Information Systems Auditor ( CISA), 
Certified Information Privacy Professional (CIPP), and is certified in Risk and 
Information Systems Controls (CRISC). 

• Lorraine Wilson - Director - Lorraine served as the co-lead engagement director for the 
project. Lorraine is a Chartered Accountant ( CA) and Certified Information Systems 
Auditor (CISA). 

• Chandagwinyira Mafuka - Manager - Chanda served as the lead engagement manager 
and led the fieldwork for the engagement Chanda is a Certified Information Systems 
Auditor (CISA). 

Reporting Standard 
________ __.":AJ. .... ~ ..... s~n~ra-n~cLew_" -is~a ...... t~erm..define.d_b_y...:the.lnternationalEramew.orkJor-Assurance.Engagements,----­

issued by the International Auditing and Assurance Standards Board ("IMSB") to mean "an 
engagement in which a practitioner expresses a conclusion designed to enhance the degree of 
confidence of the intended users other than the responsible party about the outcome of the . 
evaluation or measurement of a subject matter against criteria." In other words, assurance that 
A (the subject matter) is prese'.h.ted in accordance with B (the criteria) (for example, A= the 
Twitter Information Security Program is presented in accordance with B = ISO/IEC 
27002:2,005), The ability to perform an assurance engagement depends significantly on. the 
appropriateness of A and the suitability of B as a measurement tool. 

Assurance involves the testing of processes, systems, and data, as appropriate, and then 
assessing the findings in order to support an assurance conclusion, whether reasonable ("in our 
opinion, A is presented fairly, in all material respects, with B") or limited ("nothing came to our 
attention to indicate that A is not presented in accordance with B"). 

An attestation "examination" is similar to an audit, as it results in positive assurance (i.e., a 
"presents fairly, in all material respects" opinion) over the subject matter. The engagement is 
performed in accordance with Attestation Standards (" ATs") established by the AI CPA or the 
PCAOB. 

In order to accept an assurance engagement, AT 101 states that a practitioner must do the 
following, which PwC did in this engagement: 
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• Have adequate technical training and proficiency to perform the attestation engagement; 
• Have adequate knowledge of the subject matter; 
• Have reason to believe that the subject matter is capable of evaluation against criteria 

that are suitable and available to users; 
• Maintain independence in mental attitude in all matters relating to the engagement; and 
• Exercise due professional care in planning and performance of the engagement and the 

preparation of the report. 

· As described in AT 101.24, criteria are the standards or benchmarks used to measure and present 
the subject matter and against which the practitioner evaluates the subject matter. 

Suitable criteria must be objective, measurable, complete, and relevant. This means they should 
be free from bias and sufficiently complete so that any relevant factors omitted would not alter a 
conclusion about the subject matter. They also should permit reasonably consistent estimation 
or measurement of the subject matter from one company to another. This generally means that 
the criteria cannot be so subjective or vague that they are not capable of providing a reasonable 
basis for a meaningful conclusion. 

Criteria may be erternal to tlre organi7.ation or developed internally, but must be readily 
available to the intended users of the assurance report. In most cases, there is no single 
authoritative "GAAP" as in financial statement assurance; therefore, the client needs to look to 
relevant regulations or frameworks, accepted industry standards, or its own internal policies and 
proceaures when developing the criteria. These sources generally must be supplemented by 
comp~ny_specific criteria, such as management definitions, policies, and methodologies. It is 
critical to have clearly articulated and understood definitions. 

Independence 
PwC is independent with respect to the professional standards required for this engagement. 

As you are aware, PwC provides various other services to the Company, including financial audit. 
As indicated, none of these services impair our independence for purposes ·of this AT101 
engagement. 

Assessment Approach 
PwC performed the assessment in accordance with AI CPA Attestation Standards Section 101, 
AT101 Engagements. The procedures performed by PwC were designed to: 

• Assess the applicability of the framework selectoo by the Company to address the 
Company's obligations within the Consent Decree; 

• Assess whether the Company addressed the relevant sections of the framework seleded; 
• Assess the design effectiveness of the control activities implemented by the Company to 

address the relevant sections of the framework; and 
• Assess the operating effectiveness of the implemented control activities for the 180 days 

ended September 12, 2011. 
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PwC designed and performed procedures to evaluate the design and operating effectiveness of 
the control activities implemented by Twitter for the 180 day period ended September 12, 2011. 
Our test procedures included, where appropriate, selecting samples from throughout the period 
and performing a combination of inquiry, observation, and/or inspection/examination 
procedures to evaluate the effectiveness of the Twitter control activities documented on pages 
25-73 of this document. Over the course of the 180 day assessment period, PwC performed three 
rounds of on~site testing procedures that included interviewing individuals from Security, Legal, 
IT, Operations, HR, Engineering, Networking, Trost & Safety, and Facilities. Additionally, PwC 
reviewed over 1,000 individual artifacts that were collected from over 100 Twitter employees 
across the company. Refer below for a description of the test procedures utilized by PwC to 
assess the design and effectiveness ofTwitter's information security controls. 

Inquiry: To understand the design of the safeguards implemented and how they operate to 
meet or exceed the protections required by Paragraph II of the order, PwC had discussions with 
Twitter personnel from the Security, Legal, IT, Operations, HR, Engineering, Networking, Trust 
& Safety, and Facilities depaitments. The inquiry procedures included asking the Twitter 
personnel about the controls, policies and procedures, systems and applications, roles and 
responsibilities, and the process of selecting and retaining service providers. To validate the 
information obtained in the discussions, PwC performed corroborative inquiry procedures with 
multiple individuals and, using the testing techniques below, obtained additional evidence to 
validate the responses. 

For example, Twitter's information security program contains conttol 6.1.1, which states: 
________ _,.Twitter has appomtea a Security Manager to lead the security team and to oversee Twitter's 

Information Security Pl'ogram. This indiYidual is r~ponsible for leading the Security 
Committee, on-boarding security training, updating and cotnmunicating policy changes, and 
enforcing the company's security policy. The Security Manager reports to the VP of 
Engineering." 

In order to test this control, PwC inquired of Twitter's Legal Counsel, Compliance Project 
Manager, and Security Manager to determine that Twitter has appointed the Security Manager 
to lead the security team and oversee Twittef.s Information Security Program, including 
responsibilities for leading the Security Committee, on-boarding security training, updating and 
communicating policy changes, and enforcing the company's security polfoy. Additionally, PwC 
inspected copies of the Security Committee meetings minutes confirming attendees and that the 
Security Manager leads the meetings and is responsible for on~boarding security training, 
updating and communicating policy changes, and enforcing security policy. PwC inspected an 
organizational chart showing that the Security Manager is responsible for the Twitter Security 
Team and reports directly to the VP of Engineering. PwC inspected the Employee Seeurity 
Handbook C'FBH") to determine that the Security Manager represents the Security Team at all 
Security Committee Meetings and that the ESH included language indicating that the Security . 
Manager and Security Team are responsible for managing overall information security as well as 
conducting security reviews of different systems within Twitter. 
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Observation: PwC utilized the observation testing method to validate the design and operating 
effectiveness of system based controls ( e.g., password settings, VPN settings, encryption settings, 
etc.) and physical controls (e.g., badge access card readers, locked cabinets, security cameras, 
etc.). In areas where Twitter has implemented system based controls or safeguards that meet or 
exceed the protection~ required by Paragraph II of the order, the PwC team met with relevant 
Twitter personnel and observed how the system based control is designed and how it functions. 

For physical controls, the PwC team visited in-scope office and data center locations to observe 
the physical security controls. 

For example, Twitter's information security program contains Twitter Control 11.5.2, which 
states: "Each user is assigned a unique ID when accessing and performing administration 
activities on information systems." 

In order to test this control, PwC inquired of the Twitter Compliance Project Manager to 
determine that admin activities are performed via SSH access, and that for a user to have an SSH 
key, they must have a respective LDAP account. PWC also observed as the Compliance Project 
Manager performed an export of all LDAP accounts from Apache Directory Studio. In order to 
determine that a unique user ID will be used for each LDAP account, attempted to filter the list 
for duplicate records and determined that no duplicates exist in the list of LDAP accounts and 
verified that no generic shared accounts exist. 

Additionally, PwC observed as an authorized 1\vitter admin demonstrated the use of SSH access 
--------tu-production---systems:-PerinquirywitlrtMTwttter aomtn,the use otSSlttntms user's role 

would allow view or update access to log files (e.g., to tailor a log file for an error). PwC observed 
as the Twitter admin executed the appropriate command to successfully access the log file with 
SSH access to production. PwC then observed the Compliance Project Manager attempt to 
access the same log file as the Twitter adtnin by executing the same command without SSH 
access to production and determined that the Compliance Project Manager was unable to access 
the log file as they did not have SSH access to production. 

Finally, PwC observed as the Compliance Project Manager attempted to login using LDAP 
authentication without a username and determined that an error was generated. 

Examination or inspection of evidence: PwC used the examination or inspection test 
approach to validate the operating effectiveness of manual controls and to evaluate the · 
sufficiency of policies and procedures implemented to address Paragraph II of the Order. l'wC 
inspected over one thousand artifacts and documents. These included documentation of the 
company's policies and procedures, risk assessment, security training and awareness programs, 
and evidence of the design and operntion effectiveness of the cohtrols or safeguards 
implemented ( e.g., system/product development and maintenance documentation, training 
evidence, system audit logs, asset management tracking logs, system administrator access lists, 
user authorization access forms, security legal contracts, third-party vendor audits, etc.). The 
nature of the evidence examined varied from control to control and, where needed, other 
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procedures like observation and inquiry were utilized to confirm the results of the examination 
procedures. 

For e:xample, Twitter's information security program contains control 12.1.1, which states: 
"Project design documentation (e.g., the Technical Design Review) for SDLC projects includes, 
as appropriate, security requirements and input from the Security Team." 

In order to test this control, PwC inspected a copy of the Software Development Lifecycle 
("SDLC") policy to determine that Twitter has a formal SDLC process and policy in place that 
adheres to the description of the TwittP..r Control Activity. PwC then obtained a listing of SDLC 
projects that were implemented during the assessment period to determine that there was a 
population of twenty~eight projects. For all twenty-eight projects, PwC obtained and inspected 
the Technical Design Review document to determine that consideration of security requirements 
and input from the Security Team was appropriately considered and documented. 

Paragraph III Parts A, B , C and D of the Order 

A. Setforth the administrative, techniool, and plrysical sajegua't"ds that 
respondent has implemented and maintained during the reporting period. 

Twitter selected the ISO/IEC 27002:2005 standard, which is a widely adopted information 
security standard published by the International Organization for Standardization ("ISO") and 
the International Electrotechnical Commission ("IEC") used by companies of all sizes and 

----------=c=o=m"". ""'l=e.x=i=ti=es=-=to~gyjde the initiation,_implementation,...maintenance,...and._impru"llement-o,..._ ____ --- , 
information. security programs, as the framework on which it based its Information Security 1 

Program. 

Following are descriptions of the Administrative, Technical, and Physical safeguards that Twitter· 
· has in place. These safeb'l.lards are described in further detail on pages 25-73. 

I. Administrative Safeguards 
There is a Security Committee at Twitter that comprises representatives from the Security, 
Engineering, HR, and Legal teams. The Security Committee is tasked with management and 
review of the Information Security Program. The Security Committee meets quarterly. (Twitter 
Control 6.1.2) The Security Committee reviews the Information Security Program policies on an 
annual basis. A risk assessment is conducted by the Security Committee, and the annual review 
is documented. (Twitter Control 5.1.2) Twitter's Information Security Program policies are 
centralized in the Employee Security Handbook. The Security Manager and the Security 
Committee approves the contents of the Handbook. Policies are communicated via the Wiki site 
and new hire training. (Twitter Control 5.1.1) 

Twitter has appointed a Security Manager to lead the security team and to oversee Twitter's 
Information Security Program. This individual is responsible for leading the Security 
Committee, on-boarding security training, updating and communicating policy changes, and 
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enforcing the company's security policy. The Security Manager reports to the VP of Engineering. 
(Twitter Control 6.1.1) 

Twitter has a documented policy related to the classification and handling of nonpublic 
consumer information. That policy is reviewed and updated during the annual review by the 
Security Committee. (Twitter Controls 7.2.1 and 7.2.2) User access, termination, and 
modification is granted based on job responsibility as is documented in a ticket. (Twitter Control 
11.6.1.2) 

HR perfortns a background check on all new employees, verifying education and prior 
employment, as well as checking criminal records. {Twitter Control 8.1.2) Employees must 
adhere to the policies outlined in the Employee Security Handbook and are otherwise subject to 
disciplinary action. (Twitter Control 8 . .2.3) 

Upon on-boarding, employees are assigned a laptop, pre-configured with monitoring software 
that reports on and enforces key security settings. (Twitter Control 7.1.1.1) IT maintains an 
inventory of all laptops; assigned and unas.signed, ensuring that all assigned laptops.are 
accounted for at least every 14 days and unassigned laptops are accounted for quarterly. (Twitter 
Control 7.1.1.2) Upon off-boarding, HR initiates a process to collect assets and revoke access, 
which is recorded in each employee's off-boarding checklist. (Twitter Controls 7.1.1.3 and 8.3.2) 

The Security Team performs comprehensive security reviews of third parties that enter a 
relationship with Twitter that may grant them access to sensitive data. (Twitter Controls 6.2.1) 

--------~'-he-Security-'Feam-reviews-appropriate-reports-on-an-annual-basisto-ensure-the-sEreurityprofile---- ~ 
of the third-party continues to meet requirements. The Security Committee considers the status · 
of these reviews and relationships as part of its annual risk assessment. (Twitter Control 
10.2.1.1) 

System owners review logical access control lists quarterly to ensure only authorized personnel 
are granted access to production systems. (Twitter Control 11.2,4) Twitter applies a 
combination of policy, configuration and training to ensure that employee pash-words are 
sufficiently complex, changed with an appropriate frequency, and securely distributed. (Twitter 
Controls 11.2.3, 11.3. 1) 

Twitter has a formal incident management process in place, detailing personnel responsibilities 
and incident follow-up. (Twitter Controls 13.2.1, 13.2.2) 

The Security Team participates in design and readiness review for all security-sensitive software 
development projects to ensure security requirements are included for all Twitter systems. 
(Twitter Control 12.1.1) Similarly, the Legal team participates in all new product releases to 
review compliance with statutory, regulatory and contractual requirements. (Twitter Control 
15.1.1) 
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II. Technical Safeguards 
Twitter uses an intetnally-:built software infrastructure hosted on multiple machines at several 
US data centers. Twitter's primary data center is in Sacramento, California, 

The Operations Team uses a server management platform to monitor and update operating 
systems on servers and ensure that they are a secure version. (Twitter Control 12.6.1.2) All 
production systems, including the change management system and server management 
platform, are access controlled. (Twitter Control 10.1.3.2) Production system logs are 
processed automatically and the information presented to operations personnel through event­
monitoring dashboards. (Twitter Control 10.'to.2) There js ongoing monitoring of server 
activity to detect malicious software. (Twitter Control 10.4.1.2) Twitter utilizes staging servers 
to separate development and staging environments from the production environment (Twitter 
Control 11-4,5.2) 

Twitter has implemented network security encryption, firewalls, and VPN protocols to protect 
the network from threats and inappropriate access. (Twitter Control 10.6.1.1) The Network 
Operations Team configures and monitors the network security in the data centers. The teatn 
reviews the security configurations on at least a quarterly basis. (Twitter Control 10.6.1.2) The 
corporate network is separated from the data center networks to secure critical production 
information. (Twitter Control 11-4-5.3) Twitter uses a virtual private network ("VPN'') to 
authenticate remote users. Users have to be part of the VPN group to gain access through the 
VPN. (Twitter Control 11-4-2.1) VPN sessions are configured to timeout after a period of 
inactivity, and VPN sessions have a maximum sesmon length. (Twitter Controls 11.5.5, 11.5.6) 

All production code is checked-in to a source code repository system which maintains version 
histo:cy and change logs for all code files. Check-in privileges are restricted to authorized users 
(Twitter Control 12.4.3) Production system changes are documented in the Review Board 
system, capturing evidence of change approval. (Twitter Control 12-4,1) Software source code 
changes are documented in a Review Board ticket, capturing evidence of testing and approval. 
(Twitter Control 12.5.1) · · 

The Trust & Safety group monitors and responds to abuse issues using an admin system. 
Modifications to user data performed using the adinin system are Jogged. Admin logs specify 
operator and timestamp activities. (Twitter Control 10.10.4) 

An Application Programming Interface ("API") is a defined way for a program to accomplish a 
task, usually by retrieving or modifying data. Twitter provides an API method for most features 
visible on the Twitter website, including the DM feature. Third-party programmers can use the 
Twitter API to make applications and websites that interact with Twitter. Their programs talk to 
the Twitter API over HTTP, the same protocol used by browsers to visit and interact with web 
pages. The Twitter API includes a REST API, a Streaming API, and a Search APL For the Search 
API, no authentication is required since the information provided by the Search API is publicly 
available. For the REST API and the Streaming AP!, an Application Permission Model is used to 
control access to DMs. 
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In order for a developer to create an application that can access inforthation such as a user's 
DMs, the developer must: 

• agree to the Twitter Terms of Service (https://twitter.com/tos) 
• agree to the Developer Rules of the Road (https://dev.twitter.com/terms/api-terms) 
• obtain a consumer key 
• obtain a consumer secret 

The developer must specifically agree to the Twitter Terms of Service in order to obtain an 
account. Once logged into their ·account, the developer must specifically agree to the Developer 
Rules of the Road in order to obtain a consumer key and a consumer secret generated by Twitter. 
Notably, it is a principle in the Developer Rules of the Road to "tr]espect user privacy" and that 
Twitter may immediately suspend a developer's credentials including their consumer key and 
consumer secret for any violations of the Rules. 

Twitter utilizes the OAuth protocol to control access to user data by third-party developers. The 
API documentation details Twitter's security implementation requirements . Any API changes 
that could affect security of information protected by the API are reviewed for approval by the 
Security Team, and by the Legal Team if they also impact existing policies, agreements, or terms. 
(Twitter Control 10.2.1..2) Twitter monitors operational activities to identify large scale API 

1 inappropriate activity. Inappropriate activity will result in AP! shutdown. (Twitter Control : 
10.2.2.1) l 

~-------::11;:=I:;;. :;:P=h:,;:y_s=ic=a=l=Sa=:fi=~~u;>=ar=d=:!s;--c-- ,----...r-----.- .-.-----.---- .-----:--,----:-----:.---.---.------j 
Twitter's corporate headquarters has the proper physical and environmental protections in place J 

to protect against damage from natural or man-made disasters, including, but not limited to: , 
access badge readers throughout the building and in elevators, 24-hour on-site security, video 
surveillance systems, alarm systems, sprinkler systems, etc. (Twitter Control 9 .1.4.1) 

Physical security controls have been designed and applied at data centers such as the 
Sacramento facility by the third-party data center provider. Twitter obtains and reviews the 
vendor's SAS70 or an equivalent report (from an external auditor or the Twitter Security Team) 
on an annual basis to monitor third-party compliance with security requirements .. Site 
operations personnel are responsible for maintaining the equipment in the data centers, as 
documented by Site Operations procedures. (Twitter Controls 9.1.4.2-4) 

An electronic access badge is required to enter corporate offices and data centers. (Twitter 
Controls 9.1.1-2) 

For a full list ofTwitter's administrative, technical, and physical controls implemented, 
maintained and evaluated by PwC as part of the Security Assessment, refer to the table on pages 
25M73 of this document. 
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B. Explain how such so.feguards are appropriate to respondent's size and 
complerlty, the nature and scope of respondent's activitieg, and the sensitivity of 
the nonpublic pe>-sonal information collectedfrom or about consumers. 

Twitter selected the ISO/IEC 27002:2005 standard, which is an information security standard 
published by the International Organization for Standardization ("ISO") and the International 
Electrotechnical Commission ("!EC") as the framework on which they based their Information 
Security Program. We consider this to be an applicable framework to address the Company's 
obligations within the Order. The control clauses and control objectives from ISO/IEC 
27002:2005 and the specific safeguards Twitter has implemented to address each applicable 
objective and clause are included on pages 25-73 of this document. 

ISO/IEC 27002:2005 is a widely adopted industry standard that establishes guidelines and 
general principles for ini~ati~g, impiementin~, maintaining, a~d ifllprovi1;1g i!'lformati.on security 
management m an orgamzat1on of different sizes and complex.1ty. The obJect1ves outlmed 
provide general guidance on the commonly accepted goals of information security management. 
1S0/IEC 27002:2005 contains leading practices of control objectives and controls in the 
following areas of information security management: 

• Security policy; 
• · Organization of information security; 
• Asset management; 
• Human resources security; ! 

I 

P--hysical--a-nd-envil'Gnmental-SecRrity'i-· -----------------------·-i 
• Communications and qperations management; 
• Access control; 
• Information systems acquisition, development and maintenance; 
• Information security incident management; 
• Bu&iness continuity management; and 
• Compliance. 

The control objectives and controls in ISO/IEC 27002:2005 are intended to be implemented to 
meet the requirements identified by a riskassessment, which Twitter performed to identify the 
applicable security risks and safeguards that needed to be implemented as part of its 
Information Security Program. ISO/IEC 27002:2005 is intended as a common basis and 
practical guideline for developing organizational security standards and effective security 
management practices, and to help build confidence in inter-organizational activities. 

As ISO /IEC 27002 ;2005 is a widely adopted industry standard used by companies of all sizes 
and complexities to guide the initiation, implementation, maintenance, and improvement of 
information security programs, the information security safeguards implemented by Twitter to 
address the applicable ISO/IEC 27002:2005 control objectives and clauses are appropriate to 
Twitter's size and complexity, the nature and scope of Twitter's activities, and the sensitivity of 
the nonpublic personal information collected from or about consumers as descrjbed above. 
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As described on.pages 9-121 Twitter established its information security program by 
implementing administrative, technical, and physical safeguards to meet or exceed the 
protections required by Paragraph II of the Order. AR described on pages 6-9j PwC performed 
inquiry, observation, and inspection/examination procedures to assess the effectiveness of the 
Twitter administrative, technfoal, and physical control activities implemented to meet or exceed 
the protections required by Paragraph II of the Order, and our conclusions are on pages 20-21f 

C. Explain how the safeguards that have been implemented meet 01• exceed the 
protections required by Paragraph II of the 01·der. 

As sUlnmarized in the Twitter Control Activities on pages 26-73 Twitter has implemented the 
following protections: 

A. Designation ofan employee or employees to coordinate and be accountable/or the program 

Twitter has -appointed a Security Manager to lead the security team and to oversee Twitter's 
Information Security Program. This individual is responsible for leading the Security 
Connnittee, on-boarding security training, updating and communicating policy changes, and 
enforcing the company's security policy. The Security Manager reports to the VP of Engineering. 
(Twitter Control 6.1.1) 

Additionally, there is a Security Committee that comprises representatives from Security, 
Engineering, HR, and Legal. The Security Committee is tasked with management and review of 

________ _,t=h=e'-"I=n=fo=r=m=a=t=io=n~S=e=c=u=ritY- Program. The Security Committee roeet.s quarterly~ (T:witte.r..C.ont . .uro ..... 1 _____ _, 
6.1.2) 

As described on pages 9 ~12, Twitter established its information security program by · 
implementing administrative, technical, and physical safeguards to meel or exceed the 
protections required by Paragraph II of the Order. AR d~cribed on pages 6~9, PwC performed 
inquiry, observation, and inspection/examination procedures to assess the effectiveness of the 
Twitter administrative, technical, and physical control activities implemented to meet or exceed 
the protections required by Paragraph II of the Order, and our conclusions are on pages 20- 21. 

B. The identification of reasonably-foreseeable material risks, both internal and external, that 
could result in the unauthorized disclosure, misuse, loss, alteration, destruction, or other 
compromise of nonpublic consumer information, and assessment of the !fuffi.ci.ency of any 
safeguards in place to control these risks. At a minimum, this risk assessment should include 
consideration of risks in each area of relevant operation, including, but not limited to: (a) 
employee training and management; (b) information systems, including network an.d software 
design, information processing, storage, transmission, and disposal; and (c) prevention, 
detection, and response to attacks, intrusions, or other systems failures. 

Risk Assessment Process 
The Security Team, in consultation with the Legal Team,- met with Engineering, Trust & Safety, 
HR, Finance, Facilities, and IT team leads at Twitter to conduct a risk assessment ofinforroation 
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security practices at Twitter. The objective of the risk assessment was to identify material risks, 
both internal and external, that could result in the compromise of nonpublic consumer 
information. After determining which products/services were within the st-ope of the order, the 
teams identified all data types that might constitute nonpublic consumer information and would 
need to be protected. The teams conducted an inventory of the information systems at Twitter 
where the identified data types may be stored or processed, and they identified the physical 
locations where the identified data types, in electronic or paper form, may reside. The teams 
determined which groups of employees had auth,orized access to the information systems and 
locations as well as which non-Twitter service providers may have been provided with access to 
the nonpublic consumer information. Then, a determination was made of the material risks, 
taking into account the nature and scope of Twitter's activities, the sensitivities of the nonpublic 
information collected, the size of the service, the number of registered users, and the size and 
complexity of the company. Examples of risks included unauthorized access to Twitter systems, 
including Twitter admin systemsi unall.tho:ri.zed at-cess to twitter locations, and misuse of 
authorized access to Twitter systems. 

The business objective was to design and implement an Information Security Program to 
teasonably protect the security, privacy, confidentiality, and integrity of nonpublic consumer 
information, as contemplated by the Order. After identification of materials risks, an initial 
determination was conducted of the sufficiency of existing safeguards in place to control these 
risks. The Security Team then selected a framework for the comprehensive information security 
program. Considering each risk identified in the framework standard, a determination was 
made as to which controls in the framework would apply to the Twitter environment, in the 

--------contextuf-protectiou-ofnonpublic-currsum-erinform11tion:-Animp-Je1mmtatim1 of controls was 
selected, where appropriate for managing the identified material risks. Then, a deterrrunation 
was made as to whether there were any additional risks in the Twitter environment that would 
not be controlled by the relevant controls or existing safeguards. 

Additionally, the Security Committee reviews the Information Security Program policies on an 
annual basis. A risk assessment is conducted by the Security Committee, and the annual review 
is documented, as specified in the Employee Security Handbook Significant changes are 
communicated via email and the wiki. (Twitter Control 5.1.2) 

Refer to pages 3-4 ofthis document for a description of Twitter' s Information Security Program 
safeguards implemented and maintained during the period related to identification of 
teasonably-foreseeable material risks, both internal and external, that could result in the 
unauthorized disclosure, misuse, loss, alteration, destruction, or other compromise of nonpublic 
consumer information, and the assessment of the sufficiency of safeguards in place to control 
these risks. 

As described on pages 3-4, Twitter established its information seclll'ity program by 
implementing administrative, technical, and physical safeguards to meet or exceed the 
protections required by Paragraph 1I of the Order. As described on pages 6-9, PwC performed 
inquiry, observation, and inspection/ex-amination procedures to assess the effectiveness of the 
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Twitter administrative, technical, and physical control activities implemented to meet or exceed 
the protections required by Paragraph II of the Order, and our conclusions are on pages 20-21 

C. Design and implementation of reasonable safeguards to control risks identified through risk 
assessment, and regular testing or monitoring of the effectiveness of the sqfegua:rds' key 
controls, systems and procedures. 

Design & Implementation of Safeguards 
Based on the risks identified through the risk assessment described in B. above, Twitter designed 
and implemented the administrative, technical, and physical safeguards documented on pages 
26~73 . 

Regular Testing & Monitoring of Safeguards 
The Security Committee performs an annual review of the overall lnformation Security Program. 
As an input to that review, the security team will select controls for testing based on a plan and 
will validate that the remaining untested controls are in place. (Twitter Control 15.2.2.1) 

Additionally, Twitter has the following monitoring controls that align to the Monitoring 
Objective of the ISO/IEC 27002:2005 framework: 

• User activities, exceptions, and information security events are produced and retained 
according to an internal data retention policy. (Twitter Control 10.10.1) ' 

:I 
__________ • __,P,...,r~o=d=u=ct1=·· ·=o=n~s.;-,yst=ern=· ~logs ate processed automatically and the information p..,,,,r .... ~ .... s""en .... t""e""d_t_....._. ----,---- ..,JI 

operations personnel through event-monitoring dashboards. (Twitter Control 10.10.2) 

·• Only authorized users have access to log systems. Modify access to the log systems is 
further restricted to a smaller set of authorized users. A quarterly review is conducted of 
authorized users. (Twitter Control 10.10.3) 

• Modifications to user data performed using the adrnin system are logged. Admin logs 
specify operator and timestamp of activities. The Trust & Safety group monitors and 
responds to abuse issues. (Twitter Control 10.10,4) 

As described on pages 9-12-, Twitter established its information security program by 
implementing administrative, technical, and physical safeguards to meet or exceed the 
protections required by Paragraph II of the Order . AB described on pages 6-9, PwC performed 
inquiry, observation, and inspection/examination procedures to assess the effectiveness of the 
Twitter admini!)trative, technical, and physical control activities implemented to meet or exceed 
the protections required by Paragraph II of the Order, and our conclusions are on pages 20-21. 

D. The development and use of reasonable steps to select and retain service providers capable 
of appropri.ately safeguarding nonpublic consumer information such service providers receive 
from respondent or obtain on respondent's behalf, and the requirement, by contract, that such 
service providers implement and maintain appropriate safeguards, provided, however that 
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this subparagraph shall not apply to personal information about a consumer that respondent 
provides to a government agency or lawful information supplier when the agency or supplier 
already possesses the information and uses it only to retrieve and supply to respondent, 
additional personal information about the consumer. 

Selection of Service Providers 
Legal reviews all agreements and informs Security of any that requite review, including those 
that may access nonpublic consumer information. If the access provided to the third-party is by 
other than a standardized API, the Security Team performs a security review of interfaces with 
the third-party and the procedures used by the third-party to protect the information. (Twitter 
Control 10.2.1.1) 

Retention of Service Providers 
Physical security controls have been designed and applied at the third-party facility by the third­
party data center provider. Twitter obtains and reviews the vendor's SAS70 or an equivalent 
report (from an external auditor or the Twitter Security Team) on an annual basis to.monitor 
third-party compliance with security requirements. (Twitter Controls 9.i.3.2~4) 'fy,ritter obtains 
and reviews the data center providers' SAS70 or an equivalent report (from an external auditor 
or the Twitter Security Team) on an annual basis to monitor third-party compliance with 
security requirements. (Twitter Control 10.2.1.3) Twitter obtains and reviews the ADP SAS70 
on an annual basis to monitor third-party compliance with security requirements surrounding 
sensitive employee and payroll information. (Twitter Control 10.2.1.4) 

--------'.rhe-Secutlty-Committee-Petfotms-a-r-ev:iew.-of-th:ird-pat-ties-as-patt-of-its--annual-r-e-view,--(-T-witt,MerF----·--i 
Control 10.2.2.2) The security review includes obtaining and reviewing the vendor's SAS70 or 
an equivalent report (from an external auditor or the Twitter Security Team) on an annual 
basis. (Twitter Control 6.2.3.2) 

Third-Party Developer Access to the Twitter API 
An Application Programming Interface ("AP!") is a defined way for a program to accomplish a 
task, usually by retrieving or modifying data. Twitter provides an API method for just about 
every feature visible on the Twitter website, including the OM feature. Third-party 
programmers can use the Twitter API to make applications and websites that interact with 
Twitter. Their programs talk to the Twitter API over HITP, the same protocol used by browsers 
to visit and interact with web pages. The TwitterAPI includes a REST API, a Streaming API, 
and a Search APL For the Search API, no authentication is required since the information 
provided by the Search API is publicly available. For the REST API and the Streaming API, an 
Application Permission Model is used to control access to DMs. 

In order for a developer to create an application that can access information such as a user's 
DMs, the developer must: 

• agree to the Twitter Terms of Service (https://twitter.com/tos); 
• agree to the Developer Rules of the Road (https://dev .twittet.com/terms/api-terms); 
• obtain a consumer key; and 
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• obtain a consumer secret. 

The developer must specifically agree to the Twitter Terms of Service in order to obtain an 
account. Once logged into their account, the developer must specificalJy agree to the Developer 
Rules of the Road in order to obtain a consumer key and a consumer secret generated. by Twitter. 
Notably, it is a principle in the Developer Rules of the Road to "[r]espect user privacy" and that 
Twitter may immediately suspend a developer's credentials in.eluding their consumer key and 
consumer secret for any violations of the Rules. 

API developer users accept the Twitter APJ Terms of Service prior to accessing the Twitter 
systems through the developer AP!. (Twitter Control 11.2.1.2) 

Twitter utilizes the OAuth protocol to control access to user data by third-party developers. The 
APl documentation details Twitter's security implementation requirements. Any API changes 
that could affect security of information protected by the API a.re reviewed for approval by the 
Security Team, and by the Legal Team if they also impact existing policies, agreements, or terms. 
(Twitter Control 10.2.1.2) Twitter monitors operational activities to identify large scale API 
inappropriate activity. Inappropriate activity will result in APJ shutdown. (Twitter Control 
10.2.2.1) 

As described on pages 9 -12, Twitter established its information security program by 
implementing administrative, technical, and physical safeguards to meet or exceed the 
protections required by Paragraph lI of the Order. As described on pages 6-9, PwC performed 

---------;•n-quiry;-observation-;-arrd-inspection-/exa:mimrtimrpmood~tiveness of-tb:~e------. 
Twitter administrative, technical, and physical control activities implemented to meet or exceed 
the protections required by Paragraph II of the Order, and our conclusions are on pages 20-21. 

E. The evaluation and aqjustment of Defendant's i.tiformation security program in light of the 
tesults of the testing and monitoring required by subparagraph C, any matetial changes to 
Defendant's operations or business arrangements, or any other circumstances that Defendant 
knows or has reason. to know may have a material impact on the effectiveness of its 
information security program. 

Twitter's Security Committee performs an annual review of the overall Information Security 
Program. As an. input to that review, the security team will select controls for testing based on a 
plan and will validate that the remaining untested controls are in place. (Twitter Control 6.1.8) 

As described on pages 3-4, Twitter established its information security program by 
implementing administrative, technical, and physical safeguards to meet or exceed the 
protections required by Paragraph II of the Order. As described on pages 6-9, PwC performed 
inquiry, observation, and inspection/ examination procedures to assess the effectiveness of the 
Twitter administrative, technical, and physical control activities implemented to meet or exceed 
the protections required by Paragraph II of the Order, and our conclusions are on pages 20~21. 
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D. Certify that i-espondent's secu'l"ity program is opet-ating with sqfficient 
~ectiven~~ to prov~de re<!sonable assw:ance to prot!~t the se'!llrity, privacy, 
confl.dentiality, and mtegrtty of nonpublic consumer uiformatirm and that the 
program has so operated throughout the reporting pe1-iod. 

AB described in the PwC Assessment Overview section above, PwC performed its assessment of 
Twitter's information security program in accordance with AICPAAttestation Standards Section 
101, ATlot Engagements. Refer to pages ao .. 21 below for PwC's conclusions. 

1 
; 

I 

! 

_______________________________ . __ J 
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Report of Independent Accountants 

To the Management of Twitter, Inc.: 

We have examined Management's Assertion, included in the accompanying Exhibit I, that as 
of and for the 180 days ended September 12, 2011 (the "Reporting Period"), in accordance 

· with Parts II and III of the Agreement Containing Consent Order (''the Order"), with an 
effective date of March 16, 2011 between Twitter, Inc. ("the Company") and the United States 
of America, acting upon notification and authorization by the Federal Trade Commission 
("FI'C") the Company had established and implemented· a comprehensive Information 
Security Program; as described in Attachment A of Management's Assertion ("the Twitter 
Information Security Program"), based · on the International Organization for 
Standardizat ion_ ("ISO") / International Electrotechnical Commission ("IEC") Standard 
27002:2005 ("1S0/IEC 27002:2005"); and the Twitter Information Security Program was 
operating with sufficient effectiveness to provide reasonable assurance that the security, 
privacy, confidentiality, and integrity of nonpublic consumer information collected from or 
about consUJJ1ers is protected. · 

The Company's management is responsible for the assertion.. Our responsibility is to 
e:i<:press an opinion based on our examination. 

Our examination was conducted in accordance with attestation standards established by the 
American Institute of Certified Public Accountants and, accordingly, included examining, on 

---------:-test-basis, evidence- supporting- th:e- effectiveness- of--the-Twitter- Informatton-Secmif .. ty~ ---- ~ 

Program as described above and performing such other procedures as we considered i 
necessary in the circumstances. We believe that our examination provides a reasonable 
basis for our opinion. · 

In our opinion, the Twitter Information Security Program was operating with sufficient 
effectiveness to provide reasonable assurance that the security, privacy, confidentiality, and 
integrity of nonpublic consumer information collected from or about consumers · is 
protected, in all material respects, as of and for the 180 days ended September 12, 2011, 

based upon the Twitter lnfonnation Security Program set forth in Attachment A of 
Management's Assertion in Exhibit I. 

The opinion we expressed in the.preceding paragraph (i) certifies that we have gathered 
sufficient evidence supporting the effectiveness of the Twitter Info:tmation Security Program 
to provide the basis for our opinion as discussed above and accordingly, (ii) certifies that the 
Company's s~utity program is operating with sufficient effectiveness as of and for the 180 
days ended September 12, 2011 to provide reasonable assurance that the security, privacy, 
confidentiality, and integrity of nonpublic consumer information is protected and has so 
operated throughout the Reporting Period. 
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This report is intended solely for the information and use of the management of Twitter and 
the United States Federal Trade Commission and is not intended to be and should not be 
used by anyone other than these specified parties. 

1L~~~a~ /.Li> 

San Jose, CA 
February 24, 2012 

i 
i 

________ ____:_ ___________________________________ _j 
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Managem!ent's Assertion 

The management of Twitter represents that as of and for the 180 days ended September 12, 2011 ("the Reporting 
Period"), in accordance v..-ith Parts II and III of the Agrt:kment Containing Consent Order ("The Order"), with an 
effective date of March 16, 2011 between Tv.itter, Inc. ("the Company") and the United States of.America, acting upon 
notification and authorization by the Federal Trade co,mission ("TIC"), the Company had established and 
implemented a comprehensive Information Security Pro-gram, as described in Attachment A ("the Twitter 
Information Security Program"), based on the Internati6nal Organization for Standardization (ISO)/ Interuational 
Electrotechnical Commission (IEC) Standard 27002:2j5 ("ISO/IEC 27002:2005"); and the Information Security 
Progtam was operating ~ith sufficient effectiveness to ovide reasonable assurance t hat the security, privacy, 
confidentiality, and integrity of nonpublic consumer in£ rmation collected from o, about consumers is pwtecterl. 

Furthermore! t~e Compa~-iy represents ~at for t~e Re {ting Perio~, the_ad.mini~trative, technical, an? ?~Ys!cal. 
safeguards withm the Twitter Information Secu:nty Program as out1med m Attac.oment A are appropnare w 1ts size 
and complexity, the nature and scope of its activities, an~ the nature and sensitivity of personal information collected 
fro~1 or about consumers and meet or exceed the protelions required by Paragraph II of The Order. 

Twitter, Inc. ----~ --'· -, </ -·--
By: r, 

Alexander Macgillivray 
General Counsel & Secretary 

_J_ -



» 
Attachment A to Management's Assertion: Twittfer Information Security Program 

This attaehm~nt describes the scope of th:e Twitter fuforl ation Security Program referenced in the Management 
Assertion on the previous page. . · 

. . 

Twitter is a real-time information network that connects users to the latest information about what they find 
interesting. Twitter users find the public streams they-fpid most compelling and "follow" the conversations. At the 
heart of Twitter are small bursts of information called "Tweets," each Tweet being, 140 characters in length or less. 
Twitter users follow the Tweets of other users. Twitter xpaintains a very high-velocity Internet service, facilitating 
the transmission cmrently of over a billion Tweets per week. Currently, there are over 200 million user accounts on 
Twitter. Tw~tter, us~ an internalfy-b~t ~ftware infrashuc~e ~osted on multiple machines at several US data 
centers. Twitter s pnmary data center IS m Sacrru.nentoJ Cali:forma. 

1.witter, as a company, had only 29 employees in Jan1 J 2009. At the beginning of 2011, it had approximately 350 
employees. -

Twitter user~ provide limited profile in~ormation, most ?f which is displayed publicly to ~ users. When a user 
creates a Twitter account, the user provides a name, a uEmame, a password, and an email address. The user may 
optionally provide :1 short biography, a location, or a pi ; e. !he user. ma;y a~o includ~ his or her ce~ phone . 
number for the delivery of SMS messages. Most of the · . ove information 1s listed publicly on the Twitter service, 
including the name, username, biography, location, andlpicture. 

With regard to the messages sent and received by a user~ the majority of these, again, are public. When a user sends 
a Tweet, it is shared with followers and the rest of the wtirld instantly. Although the default is to make the 
information public, Twitter does provide settings that allow the Tweets to be "protected", meaning that the Tweets 
ar~.shared o_nly_with the user's approved fol!ower~. Alj1, Twitter provides the capahilityt~ send a "Direc_t Message" 

· or DM" which is a personal message sent via Twitter to one of the user's followers. The Direct Message is not 
viewable by other users. · 

Twitter has only one product/service offering, namely e TwitteF service. Accordingly, the relevant 
businesszproduct ~coping is the Twitter service for p~es _of the Order. To ~rther define the scope of Twitter's 
Information Secunty Program for purposes of the Orderi, Twitter performed a nsk assessment, as descn'bed below, 
using the ISO/IEC 27002:2005 framework. 

230£73 HIGHLY CONFIDENTIAL 

- • ••""•• Mr"•• •-""-'--" Z.C " "_ ...,__,_ . ~..._••~~ • - ... -•- •• •-- -•••• ••--•-• . • - • •• •~• · • " " -JL•-•.,,1,1. ' ~ • • - --•• • • • ' ' • ••-• •-- • ! • ,_ • •--- • 



» 
Risk Assessment Process 
The Security Team, in consultation with the Legal Team~ met with Engineering, Trust & Safety, HR, Finance, 
Faciliti~s, ~d IT te~ leads at Twitter to ~ndu<:f a risk ~es~ent of ~ormation security practice, at Twitter: 
The obJective of the nsk assessment was to identify niat<rrial nsks, both internal and external, that could result m 
the compromise of nonpublic consumer information. After identifying all data types that might constitute 
nonpublic consumer information, the teams conducted r1 inventory of the information systems. and physical 
locations at Twitter where the identified dat.a types may ~side. The teams made a determination of the material 
mks, taking in~o account th~ nature and scope of ~ttfs activities, the ~ensitivities of~e nonpublic information 
collected, the SIZe of the sel'Vlce, the number of registerj users, and the size and comple~ of the company. 

_ The business objective "WaS to design and implement an Jnformation Security Program t-0 reasonably protect the 
security, privacy, confidentiality, and integrity of nonpublic consumer information, as contemplated by the Order. 
The Security Tea:n:1 selected the ISO/IE~ 27002:2.00~ fr~ewo!k for the comprehensive .informatiol'!- s~ty 
program, as descnbed below. Cons1:denng each risk 1d~ftified m the framework standard, a determmation was 
made as ~o which con_trols in t~e fram~ork would ~pp~ to the Twitter environment, in the co1?-text of prot~on of 
nonpub-hc- consumer mformation. An rmplementationl. controls w.as selected, where appropnate, for managing 
the identified material risks. 

Data Classification · · 
· As part of the Twitter risk assessment, the following da types on Twitter information systems were determined as 
being within the scope of the order: a user's email address, mobile telephone.number (if provided), a user's Direct 
Messages (DMs), a user's Protected Tweets, and other identifiers (such as IP address) where the information is 
nonpubl!c ~nd .i~vidu~lly-i~entifia~le and 3:5sociated !1 

'th a ~r. ~so incl?-ded within the sco~ of the ?rder was 
nonpubhc, mdividually-1dentifiable information of empl yees, mcludin.g their home address, SOCial secnnty 
number, birthdate, and other nonpublic individually-id :tifiable information, which may be found in the 
employee's personnel records. 

Framework 
Twitter ~lected the !SO_IIEC 27002:20~5 s~dard, whifh is an inform~tion security stan~rd pub~8? by the 
International Orgaruzation for Standardization ("ISO") and the International Electrotechnieal ConumSSion ("IEC"} 
as the framework on which they based their Informatioq Security Program. We consider this to be an applicable 
framework to address the Company's obligations within ~e Order. The control clam,es-and control objectives from 
ISO/IEC 27002:2005 and the specific safeguards Twitter has implemented to address each applicable objective and 
clause are included on pages 26-73 of this document. 1 
ISO /IEC 27002:2005 is a widely adopted industry stan d that establishes guidelines and general principles for 
initiating, implementing, maintaining, and improving inlormation security management in an organization of 
diffe:i;e:nt sizes 8.Jild. complexity. The objectives outlined ~rovide general guidance on the commonly accepted goals of 
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information security management. ISO/IEC 27002:20~5 contains leading practices of control objectives and 
controls in the following areas of information security n\tanagement: · 

• Security policy; 
• Organization of information security; 
• Asset management; 
• Human resources security; 
• Physical and environmental security; 
• Communications and operations management; 
• Access control; 
• Information systems acquisition, development ap.d maintenance; 
• Information security .incident management; 
• Business continuity management; and 
• Compliance. 

The control objectives and eontrols in ISO/IEC 27002:2po5 are intended to be implemented to meet the 
requirements identified by a risk assessment, which T~er performed to identify the applicable security risks and 
~afeguards that needed to~ impleme1;1ted a~. Pru:t of itsf orm~tion Se~~ Program. _ISO /IEC 27002:2005 ~ . 
intended as a common baslS and practical gwdehne for · evelopmg orgamzationa] secunty standards and effective 
security management practices, and to help bm1d confi · ence in inter-organizational activities. 

As ISO/IEC 27002:2005 is a widely adopted industry st dard used by oompany's of all sizes and complexities to 
~de th~ initiatio~, implementa?on, maintenance, ~d ~mprovement of inf~ation security programs, the 
information security safegu. ards implemented by Twittey to address the applicable ISO/IEC 27002:2005 control 
objectives and clauses are appropriate to Twitter's size apd complexity, the nature and scope of Twitter's activities, 
and the sensitivity of the nonpublic personal i:nformatioµ collected from or about consumers as described above. 
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I. The Twitter Information Security Program is based ~n the following control activities of ISO/IEC 27002: 2005: 

260£73 

:SO Control Activity Description 

information security policy 
~ocument shon.ld be approved by 

anagement, and published and 
immunicated to all employees and 

·elevant external parties. 

.e information security policy 
:hould be reviewed at planned 

rmtervals or if significant changes 
,ccur to ensure its continuing 
uitability, adequacy, and 

1effectiveness. 

~-·:er Control Activities 

T~P:er's Information Security Program 
poUpes are centralized in the Employee · 
Secnrity Handbook. The Security Manager 
andl the Security Committee approves the 
contents of the Handbook Policies are 
con:imunicated via the Wild site and new hire 
trai:hlng. New hires initial sign-in log to 

1 

co~ attendance of training and review of 
t the Employee Security Handbook. 

I 
· Thel Security Committee reviews the 
Infonnation Security Program policies on an 
annpal basis. A risk assessment is conducted 

• by the Security Committee, and the annual 
r revipw is documented, as specified in the 
• Employee Security Handbook. Significant 
: chltjiges are communicated via email and the 
·wild. 

I 
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ISO ISO Control Actirity Description Tw itter Control Activities • Type of 
Reference • Safeguard 

6.1.1 Management should adively support Twitter has appointed a Security Manager to Administrative 
security within the organization lead the security team and to oversee 
through clear direction, 

' I 

~tter's Info:nnation Security Program. . 
klemonstrated commitment, explicit • Tin individual is responsible for leading the 
'1ssignment, and acknowledgment of • !±!.ty Committee, on-boardi:ngsecurity 
i:nformation security responst'bilities. ·, g, updating and communicating policy 

' (Internal) ies, and enfurcing the oompany's 
sec rity policy. The Security Manager I 

. re J rts to the VP of Engineering. 

6.1.2 Information security activities should : Th-ere is a Security Committee comprised of Administrative 
be co-ordinated by representatives repl'esentatives from Security, Engineering, 
from different parts of the ; H~ and Legal. The Security Committee is 
organization with relevant roles and · tas ed with management and review of the 
job functions. (External) I~rmation Security Program. The Security 

Corttee meets quarterly. 

6.1.3 All information security · T~er has job descriptions and maintains Administrative · 
responsibilities should be clearly • th . on jobvite.com. Information security · 
defined. · res~ibilities are clearly defined in the 

rel t job descriptions. Updates are sent 
to HR which updates the descriptions. 

. I 
6.1.4 A management authorization process. 6.1.~.1 Administrative 

or new information processing ' ~ Security Manager is involved in the 
'acilities should be defined and [ a ··, orization of new information processing 
!implemented. · facilitie, that involve new physical loo.ations prro moving ia 

6.1 .. 2 ' 

, Jwiitter has a policy that governs the use of 
. personal or privately owned devices, systems 
andl aonlieations. 
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SO Control Activity Description I 'fi\titter Control Activities 

.equirements for confidentiality or 
101}-disclosure agreements reflecting 
,e organization's needs for the 

protection of information should be 
identified and regularly reviewed. 

e organization's approach to 
.anaging information security and 

lts implementation (i.e. control 
nbjectives, controls, policies, 

Twitter has a confidentiality and non­
~losure policy that is required to be read 
and signed by new hires during their 

, oniroarding proc~. The policy is/ are 
reviewed by HR and Legal on an annual bt. 
Th~ Security Committee performs an annual 
revf ew of the overall Information Security 
Pr,gram. . 

mcesses, and procedures for 
" formation security) should be 
·eviewed independently at planned 

(intervals, or when significant changes 
~o the security implementation occur . . . 

As an input to that review, the security team 
iU select controls for testing based on a 

plaµ and will validate that the remaining 
~ed controls are in place. 

,e risks to the organization's 
~nformation and information 
processing facilities from bm,iness 
' irocesses· involving external parties 
:hould be identified and appropriate 
mntrols implemented before granting 

6.2h.1 
[ Twitter performs a security review of aU third · 
· parfy agreementsthat includes review and 
approval by legal and the security team. 

6.2h,2 
Additionally, Twitter obtains and reviews the 
ven~or's SAS70 or an ~uivalent re~rt 
(fr(fll an external auditor or the Twitter 

1 
Securitv Team) on an annual basis tq, 
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SO Control Activity Description 

identified security requirements 
1bould be addressed before giving 
~ustomers access to the 
,rganization's info:t.mati-on or assets. 

·eements with third parties 
1·nvolving accessing, processing, 

,mmunicating or managing the 
,rganizati-On's information o:r 

1lnformation processing facilities, or 
.dding products or services to 
nformation processjng facilities 
:hould cover all relevant security 

lrequirements. 

r 1tterControl Arlivities 

mo~or third party compliance with security 
reqrements. 

6.2j3.1 
Twitter performs a security review of an third 
Prup' agreements that includes review and 
ap,r:oval by legal and the security team. 

6.2,3.2 
A~'tionally, Twitter obtains and reviews the 
v m;'s SAS70 or an equivalent :report 
( . · an external auditor or the Twitter 
Secprity Team) on an annual basis to · 

· monitor thlrd party compliance with security 
I . 

requrrements. 

6.2h.1 
~ltter performs a security review of al'1 third 
p1·. agreements that includes review and 
ap . oval by legal and the security team. 

I 6.2 . . 2· 
Additionally, Twitter obtains and reviews the 

· ven~or's SAS70 or an equivalent report 
(~ an external auditor or the Twitter 
Security Tea)Il) on an annmrl basis to 
mo:hltor third party compliance with security 
reqf irements. 
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ISO ISO Control Aetivity Description · Twitter Control Activities ·Type of 
Reference 

I 

Safeguard 

rJ'.1.1 AD assets should be clearly identified 7,1.t1 . . · Administrative 
a.nd an inventory of all important Dur on-boarding, each employee l'S 
assets drawn up and maintained. assi ne~ a laptop. Ea':11 !aptop is_ tagged and 

: cie,-Iy identified and 1s IS.SUed with a 
. standard image installed which includes 
, Casper, a laptop monitoring tool. When the 
laptop is first imaged, a Casper record is 

I d . create . 

. 7.1.l.2 
Casper supports automated periodic 
inventory by checking in with a central 
~eler multiple times a day, when the laptop 
is o the corporate network. Weekly, IT 
r~ws the last log on date and follows up on 
any laptop that has not checked in for more 
tha1j110 days to ensure all laptops are 

: ac,unted for . 

7.1.1.3 · 
T;;;f er has an off-boarding checklist which 
e ifes that employees and contractors 
retiyn ~e company's ~e!5 in their 
p~esSion. The checklist is completed by 
H IT and other departments, as 
appropriate as part of the termination 

I 
. proeess. 

7.1J4 . . 
, Datil center hardware (i.e., servers) are 
tagged to ensure they are clearly identified 
andJinventoried Management perfo~ms 

• quap:erly cy~e counts to ensure physical 
• assets are still pronerlv accounted for. 
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ISO 11S0 Control Activity D'eseription fi litter Control Activitres Type of 
Reference . Safeguard 

rJ.1.2 An information and assets associated 7.1 2.1 Administrative 
!with information processing facilities During on-boarding, each employee is 
should be owned by a designated: part aJigned a laptop. Each laptop is tagged and 
of the organization. clekrly identified and is issued with a 

; 
stapdard image installed whleh includes 
Casper, a laptop monitoring tool. When the lat op is fust imaged, a Casper record is . 2.:~ 

. per supports automated periodic 
m+ntory by checking in with a central 
serrer multiple times a day, when the laptop 
is on the corporate network. Weekly, IT 
rJe\'75 the last log on date and follows np on 
an laptop that has not checked in for more : thik. 10 days to ensure all laptops are 

•1tedfor. ' 

7.1.2.3 
Daia center hardware (i.e., servers) are 
~ed. to ensure they are clearly identified 
an; ip.ventoried. Management performs qtrterly cycle comrts io ensure physka} 
as · are still properly accounted for. 

' ' 

7.1.3 Rules for the acceptable use of Twitter has an ~eptable use policy and Administrative 
· nformation and assets associated a~ement that IS signed upon employment 
with information processing facilities and/ or issuance of new laptop. . 
should be identified, documented, 

I and implemented. 
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~SO Control Activity Description I ]er Comrul A£tirities 

1nformation should be classified in 
:erms of its value, legal requirements, 
:ensitivity, and criticality to the 

!organization. 

appropriate set of procedures for 
1information labeling and handling 
;hould be developed and 

1
~ mplemented in /:lCCOrdance with the 
:lassification scheme adopted by the 
,:rganization. 

--, 
7.2.t1..1 

~er ~as a ~ocument~~ po~cy relat.!d to : _-r assification of sensitive mformation. 

t 7.2.!L.2 
• Twiltter's Information SeCUFity Program 
policies are centralized in the Employee 
S~ Handbook. The Security Manager 
andj the Security Committee approves the 
contents of the Handbook. Policies are 

1 
• a· hwiki· · d hir commumcate VJa t e . stte an new e 

trafuing. New hires initial sign-in log to 
c~ attendance of training and review of 

I the rmployee Security Handbook. 
L________l_ _ _ .a., 

Twif!; er has a documented policy regarding 
hanf11ing of nonpublic consumer 
inf~~tion .. That policy is re~ewed and 
u~ed dunng the annual review by the 
Secr-ty Committee. 

,., ., .• _,-•••-·' • ' L•-• l - ••L ••••• ••-•• • •- - • ~u,-•• • • - - 1....••-• - -••-• • • • • • - • •••-·•- ' - • •-•- --•~ - -- • • ~ • • ·•• - '•••• • •• 

"',ecurity roles and responsibilities of , Job descriptions are maintained by HR in 
!employees, contractors and third · J obyite.com. Updates are sent to HR which 
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8.1.2 

8.1.3 

0 Control .Activity Description 

,arty users should be defined and 
.ocumented in accordance with the 
,rganization's information security 

1licy. 

:aekground verification checks on all 
did.ates for employment, 

:ontractors, and third party users 
;hould be carried out in accordance 
vith relevant laws, regulations and 
rthics, and proportional to the 
1usiness requirements, the 
:lassification of the information to be 

laceessed, and the perceived risks. 

: part of their contractual 
,bligation, employees,. contractors 
,nd third party users should agree 

.d sign the terms and conditions of 
their employment contract, which 
:hould state their and the 

prganization's responsibilities for 
':-formation security. 

8.2.1 !Management should require 

33of73 

.ployees, contractors and third 
1arty users to apply security in 
,ccordance with established policies 

1tter C.Ontrol Aetiviut'S 

upqates the descriptions. For contractors 

I 
and ~ons~tan~, job descriptio~ ~ 
sp¥ed m therr contract contammg a 
statlement of work. 

I 
Bao~ound checks are performed by HR 
and stored on Hire-Right. The background 

, chebk for full-time employees includes the 
t follbwing: social security number, criminal 
t recbrd, past three employers, educational 

red>rd. Where security ~urances are not 
lnAedby ·-pro1. ·~ contrncting agency, a 

baclcground check is performed for 
·actors. 

Twhter requires a signed Employee 
Invjmtion assignmentand confidentiality 

I agr~ment from employees and contractors 
at the time of hiring, which include Twitter's 

ran~ the employee's responsibilities for 
I information security. 

Twhter requires employees to sign an 
EmRloyee _In:vention Assignment and 
Co:rlfidentiality Agreement Form. 
Co{sulta.nts are required to si~n an 

I HIGHLY CONFIDENTIAL 
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. so Control Activity Description I Twitter Contro1Aetmties 

I 
.d procedures of the organization. 

employees of the organization 
td, where relevant, contractors and 

aird party users should receive 
tppropriate awareness training and 

• _gu]ar updates in organizational 
1olicies and procedures, as relevant 
:or their job function. 

rrhere should bea formal disciplinary 
tprocess for employees who have 
:ommitted a security breach. 

agr~ement with a privacy statement. Third 
p~ contractors~ required to sign a NDA whTh addresses pnvacy. 

TwiJtter's Information Security Program 
policies are centralized in the Employee . 

. Sechrity Handbook. The Security Ma:nager 
: an~ the Security Committee a~p~oves the 
· contents of the Handbook. Policies are 

' 

communicated via the Wild site and new hire 
traiiling. New hires initial sign-in log to 
confirm attendance of training and review of 
the rmployee ~ecurity Handbook. · 

Relevant secunty-related updates are 
dist; ~buted via e-mail and/or updates to the 
po es. 

- ~ -- ·---

Twi~er has implemented a disciplinary 
process for security violations in the 
Employee Security Handbook. In accordance 

i witli that process, any violation of the 
sec~rity principles or guidelines should be 
r~p!rt:d t? Manager and Security T~. If 
disc1plme 1s warranted, refer to Operating 
Conhinittee. 

ThelVP of HR and HR Business Partner are 
I IBGHLY CONFIDENTIAL 

I 
I . 

------

Typeof 
Safeguard 

Administrative 

Administrative 



» 
11s0 

1s.3.3 

35 of73 

:o Control Activity Description ,. , . '"tt . c,_ --11 Ac· ~ er '-'DfiU"U:l · ,UV.aueS 

!employment termination or change of respons1ble for emplo~nt termination and 
!employment should be clearly chalnge of employment m the company. The 

1Jefined and assigned. responsibilities are defined in the off­
boarding checklist. 

[ 111 employees, contractors and third 
oarty users should return aU of the 
rganization's assets in their 
,ossesmon upon termination of their 

!employment, contract or agreement. 

'he access rights of all employees, 
J~ontract~rs and ~rd Party users to 

Lfonnatlon and information 
1rocessing facilities should be 
·emoved upon te:rtni::natio:n of their 
:mployment, contract or agreement, 

[or adiusted upon change. 

!Security perimetexs (barriers such as 
,aJJs, card controlled entry gates or 

.ed reception desks) should be 

~

sed to protect areas that contain 
nformation and information 
rocessing fac:ilities. 

!
Secure areas should be protected by 
appropriate entry controls to ensure 

~.at only authorized personnel are 
.owed access. 

I 
i Twitter has an off-boarding checklist which 
. ensµres that employees and ~ntr~ctors 
l rettli.rn the company's assets m then-
p~ession. This checklist is completed by 
HRI as part of the termination :process. 

l 
Upon termination, HR facilitates an emai:l to 
relEivant fUDctional owners requiring them to 
rerdove access. The functional owner is 
reqpired to initial the off-boarding checklist 
when action has been taken. 

LJ 

An flectronic access badge is required to 
enter corporate offices and data centel!s. 

! 
Exiking controls regarding on-boarding and 

.

ofl .. ~g also i?cl~de procedures for 
graf tmg and termmating badge access. 

An flectronic access badge is required to 
enter corporate offices and data centers. 
E.xiking controls regarding on-boarding and 

t off 7boarding also include procedures for 
HIGHLY CONFIDENTIAL 
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~o fSO Control Activity Description . 7tter Control Aetivlties 

Type of 
Reference Safeguard 

grtting aJl.d terminating badge access. 

~P-3 Physical security for offices, rooms, 9.1.~.1 - Corporate Physical 
and facilities should be designed and Cotjfidential information is stored and 
applied. maintain€d in a locked filing room. Physical 

accks is restricted through a key loclc which 
is ohly made available to appropriate 
employees. 

I . 
9.1.~.2- Sacramento 
PhJ[sical security controls have been 
des~gned and applied at the Sacramento 
faciJ~ity by thethird party data center 
proE,ider. Twitter obtains and reviews the 
veneor's SAS70 or an equivalent report 
(from an external auditor or the Twitter 
Sechrity Team) on an annual basis to 
moilitor third party compliance with security 

I • 
reqrements. 

9.1.3.3 - San Jose 
Ph~sical security controls have been 
des~ed and applied at the San Jose facility 
by I e third party data center provider. 
Tu11ter obtains and reviews the vendor's ; 

SAS70 or an equivalent report (from an 
extJrnaI auditor or the Twitte:r Security 
Teab) on an annual basis to monitor th.ird pa+. compliance with seeurity 
requrrementR 

9.1.~.4- Bluffdale 
Phw,ical security cont::Fols have been 
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Physical protection against damage 
om fue, flood, earthquake, 

xplosion, civil unrest, and other 
forms of natural or man-made 

!disaster should be designed and 
japplied. 

r Contro!Adffitles 

I, des~gned. and applied at the Bluffd~le facility 
by the third party data center provider. 
~tter obtains and reviews the vendor's · 

. SA.$70 or an equivalent report (from an 
: extbrnal auditor or the Twitter Security 
, ~.: ea,\m.) on an annual basis to monitor third 
• pa* compliance with security 
• r~rrements. . 

9.1.!4.1 - Corporate 
Twitte:r's corporate headquarters has the 
proper physical and environmental 

I prOfections fu place to protect against 
· damage from natural or :r:nan-made disasters, 
r including, but not limited to: access badge 
rea?·ers throughout the _building_and !n 
ele'fa~ors, 24-hour on-site security, video 
suryeillance systems, alarm systems7 

sp4nkler systems, etc. . 

9.1.~:2 - Sacra~ento . . 
' Ph)j51:cal secunty and environmental controls 
, havr been designed and applied at the 
Sacrainento facility by the third party data . 
center provider. Twitter obtains and reviews 
the \vendor's SAS70 or an equivalent report 

, (:fr-<~~.ap. external auditor or the ~witter 
: Secp:!,lty Team) on an annual bams to 
• monitor third party compliance with security 
and environmental requirements. 

! 9.1.b.3 -San Jose . 
t Ph}ISical security and environmental conf!o_ls 
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Ii.so Control Activity Descriptloii Twitter Control Activities 

I 
havr b~1: d~igned ~d applied at the San 
JoSf fae1lity by the third party data center 
p;·der. Twitter obtains and reviews the 
ven or's SAS70 or an equivalent report 
(fro an external auditor or the Twitter 
Secprity Team) on an annual basis to 
moµitor third party compliance with security 
andl environmental requirements. 

9.1.b.4- Bluffdale 
Ph~sical security and environmental controls 
have been designed and applied at the 
Blufrdale facility by the third party data 

1;
; er provider. Twitter obtains and reviews 

the endor's SAS70 or an equivalent report 
( an external auditor or the Twitter 
SecF.ty Team) on an annual basis to 
monitor third party compliance with security 

t an1 environmental requirements. 

'hysical protection and guidelines for ~tter has doeumented physical data center 
-or king in secure areas should be ·. security procedures which are distributed to 

!designed and applied. ·. em*loyees who work in data ~enters. . 

the rocedures. The procedures are 

t Typeof 
Safeguard 

Physical 

Em~· loyees acknowledge receipt and review 

r1ewedfor updates~: an annual basis. 
1 =__,..,..._~--"""~-,,..., -... -____ ,..._ --"' ------~-.,.., -------ti 

'.UCe the risks from environmental 
9.2.~.1 - Corporate · -
'fwi!!er's coroornte headquarters has the 
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Referene<! Safeguard 

threats and hazards, and ' prdper physical and environmental 
bpportunities for unauthorized I • • l . protections m p ace to protect agmnst 
access. dmpage from natural or man-made disasters, 

including, but not limited to: access badge 
r~ers throughout the building and in 
el ators, 24-hom on-site security, video 

i SUJ.feillance systems, alarm systems, 

rer~ctc 
· 9.2 1.2 - Sacramento 
Ph ical s~ity and environmental controls 
ha1e been designed and applied at the . 
saz:mento facility by the third party data 
ce ter provider. Twitter obtains and reviews 
th~vendor's SAS700~ an equivalen~ report 
(from an external auditor or the Twitter 
Seriurity Team) on an annual basis to 
mopitor third party compliance with security 
and environmentalrequirements. 

9.2l1.3 - San Jose . ' 
· : Physical security and environmental controls 

· ~e b~~ designed ~d applied at the San 
J e facility by the third party data center ' 
p~\rider. Twitter obtains and reviews the 

: 

vendor's SAS70 or an equivalent report 
(fr6m an external auditor or the Twitter 
Secturity Team) on an annual basis to 

1 
• third li "th . moritor · , party comp a.nee wt · secunty 

· and environmental requirements. 

9-+-4-Bluffdale 
Ph sical secur~ty and enviro~mental controls ,, 
ha, e been desiP-ned and aonlied at the 
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quipment should be protected from 
. ower failures and othet disruptions 
caused by failures in supporting 
tilities. 

Blu)ffdale facility by the third party data 
cen~er provider. Twitter obtains and reviews 

. theJvendor's SAS70 or an equivalent report 
· (from an external auditor or the Twitter 
sedurity Team) on an annual basis t-0 

· mopitor third party complian-ce with security 
and environmental requirements. 

I . 
9.2! 2.1 - Corporate · f, Physical 
Twitter' s corporate headquarters has the 
prdner physical and environmental 1• 

PI"9tections in place to protect against . 
da.tjiage from natural or man-made disasters, 

1 inc\uding, but not limited to: aceess badge 
reaflers throughout the building and in 

t eletators, 24-hour on-site security, video 
sm-yeillance systems, alarm systems, 
spriDkler systems, etc. 

9.2l2.2 - Sacramento 
Physical security and environmental controls 
ha~e been designed and applied at the 
Sadramento facility by the third party data 
ceniter provider. Twitter obtains and reviews Ii 
thelvendor's SAS70 or an equivalent report 
(frqm_ an external auditor or the ~tter 

, Se9ur1ty Team) on an annual basIS to 
mopi:tor third party compliance with security 
and environmental requirements. 

9.2!2.3 -San Jose 
Ph15ical security and environmental controls . 
ha~e been desig:ned and aoolied at the San 

ffiGHLY CONFIDENTIAL 
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ISO W;SO Control Activity Deseription Twitter Control Activiti·es Type of 
Refe~--- · Safeguard 

i J ose facility by the third party data center 
provider. Twitter obtains and reviews the 
vendor's SAS70 or an equivalent report 
(from an external auditor oli the Twitter 
Security Team) on an annual basis to 
monitor third party compliance with security 
and environmental requirements. 

9.2.2.4 - Bluffdale 
· Physical security and environmental controls 
have been designed and applied at the 
Bluffdale facility by the third party data 

I 

tenter provider. Twitter obtains and reviews 
tJie vendor's SAS70 or an equivalent report 
{from an external auditor or the Twitter 
'ecurity Team) on an annual basis to 
:ironitor third party compliance with security ' 

! id environmental requirements. 

9.2.3 Power and telecommunications Q,2.3.1 - Corporate Physical 
cabling carrying data or supporting Etter's corporate headquarters has the 
information services should be per physical and environmental 
~ed from interception or p tections in place to protect against 

'. 

age. ?-fm.lage from natural or man-made disasters, 
including, but not limited to: access badge 
rJaders throughout the building and in 
e~bators, 24-hour on-site security, video 
surveillance systems, alarm systems, 
,rinkler systems, etc. 

9'-f-3-2 - Sacramento 
Pliysical security and environmental controls 
.b~\le been desiimed and anmlied at the 
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quipment should be correctly 
aintained to ensure its continued 

~vajlEbi!ity and integrity, 

!Sacramento facility by the third party data 
\center provider. Twitter obtains and reviews 

!e vendor's SAS70 or an equivalent report 
, from an external auditor or the Twitter 

curity Team) on an annual basis to 
' pionitor third party compliance with security 

and environmental requirements. 

I 
~.2.3.3 - San Jose 
f hysical security and environmental controls 
]\iave been designed and applied at the San I ,fose _facility by the thi~ party da~ center 

· P,rov1der. Twitter obtains and reviews the I . 

vi-endor's SAS70 or an equivalent report. 
(from an external auditor or the Twitter 

I ~ecurity Team) on an annual basis to 
monitor third party compliance with security ' td environmental requirements. 

912.3-4 - Bluffdale 
Physical security and environmental controls 
h~ve been designed and applied at the 
Bluffdale facility by the third party data 
c:Jnter provider. Twitter obtains and reviews 
~ vendor's SAS70 or. an equivalen! report 
(from an external auditor or the Twitter 
S~cority Team) on an annual basis to 

, mpnitor third party compliance with security 
arld environmental requirements. 

l 
I Site Operations personnel are responsible for I Physical 
' milintaining the equipment in the data 
ce!ters, as documented by Site Operations 

HIGIIl,Y CONFil>ENTIAL 
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procedures. 

9.2.5 Security should be applied to off-site 9.2.5.1 - Sacramento Physical 
Mnipment taking into account the Physical security and environmental: controls 
different risks of working outside the have been designed and applied at the 
organization's premises. Sacramento facility by the third party data 

center provider. Twitter obtains and reviews 
lthe vendor's SAS70 or an equivalent report 
(from an external anditor or the Twitter 
Security Team) on an annual basis to 
monitor third party oompliance with secmity 
~d environmental requirements. 

I p.2.5.2 - San Jose 
Physical security and enviFonmenta1 controls 
have been designed and ap.plied at the San f ose facility by the thiTd party data center 
provider. Twitter obtains and reviews the 
yendor's SAS70 or an equivalent :report 
(from an external auditor or the Twitter 
Security Team) on an annual basis to ronitor tlrird party oomplianoe with security 

d environmental requirements. 

().2.5.3 - Bluffdale 
Physical security and environmental controls 
~ave been designed and applied at the 
Bluffdale facility by the third party data 

. 
qenter provider. Twitter obtains and reviews t vendor's SAS70 or an equivalent report 
!from an external auditor or the Twitter 

Security Team) on an annual basis to 
Itionitor third party compliance with securitv 
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':SO Control Activity Description I !Twitter Control Activities 

items of equipment containing 
:orage media should be checked to 

:nsure that any sensitive data and 
'~.censed software has been removed 
1r securely overwritten prior to 

!disposal. 

_ uipment, information or software 
:hould not be taken off-site without 
,rior authorization. 

f' [and environmental requirements. 

itte:r secures or desttoys all private data 
1n laptop hardware before disposing of 
.ptops 

re Site Operations Team has a process for 
.e secure destruction of hard drives. 

ll'witt:er policy as defined in the Employee 
j Security handbook requires employees to 
~gage the security team before moving 
sensitive data to a non-Twitter machine or 

, temovable media . 

.,--~~~ tatifl - - - . ~ .-. .. " - .. ~ 
iperating procedures should be !witter maintains operating procedures on 

'documented, maintained, and made 1lbe WJ.tki for the Operations) Site Operations1 

1vailable to all users who need them. Network Engineering, Release, and 
Information Technology teams. 

'.hanges to information processim.g 
cilities and systems should be 

,:on trolled. 

& 1 
R, · 40.1.2.1 
4D operations changes are managed 
~ccording to operating procedures defined 

i
d maintained by Twitter on the Wild . 

. 1.2.2 
software source code chang,es are 

cumented in a Review Board tick1 
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capturing evidence of testing and approval. 
For all projects, the project team either 
documents that security has been considered 
or engages the Security Team, as 
documented in the Technical Design Review. 
Conformance to the design review is 
reviewed and checked in the production 
Read.mess Review. 

10.1.2.3 
Changes to operating systems are tested to 
validate .that there is no adverse impact to 
the in-scope applications and documented in 
a Jira ticket. 

ti.0.1.3· Duties and areas of responsibility 10.1.3.1 Technical 
should be segregated to reduce Duties are segregated between the Network, 
opportunities for unauthorized or Operations Engineering and Release teams. 
unintentional modification or misuse Access to production systems is restricted to . 
of the organizatiun's assets. engineers or employees whose rnnctional 

duties require physical or SSH access. 

10.1.3.2 
!All production- systems, incJuding change 
~a:a.agement system and server management 

atform, are access-controlled Server 
management platform enforces distribution rf approved changes. . 

10.1-4 !Development, test, and operational [::tter utilizes staging servers to separate Technical 
'acilities should be separated to elopment and staging environments from 
ll'educe the risks ofunauthorized 

1
th, 00 • • · e pr· uclion e~VJronment. 

access or changes to the operational 
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:t should be ensured that the security 
introls, service definitions and 

lelivery levels included in the third 
1arty service delivery agreement are 

1plemented, operated, and 
.aintained by the third party. 

--- -------~-----~---~-

~ 
Twitter C-antrol Activities 

~0.2.1.1. 
~gal reviews all agreements and informs 

, Security of any that require review, including 
I, f:bose with may access nonpablic consumer 
t, information. If the access provided to the 
third party is by other than a standardized 
tpI, the Security Team shall do a secarity 
~eview of interfaces with the third party and 
the procedures used by the third party to 

1 
~rotect the information. 

~0.2.1.2 
'Fwitter utilizes the OAuth protocol to control 
~ to user data by third party developers. 

1• 'I(he API documentation details Twitters 
Sf!CUrity implementation requirements. Any 

1 @>I changes that could aff.ect security of 
i.Iiformation protected by the API are 
r~viewed for approval by the Security Tea~ 
.did by the Legal Team, if they also impact tsting policies, agreements or terms. 

I 10.2,1,3 
Tivitter obtains and reviews the data cent~r 

· pFders' SAS70 or an equivalent report 
(from an external auditor or the Twitter 
sdcurity Team) on an annual basis to 
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monitor third party compliance with security 
• requirements. 

10.2.1.4 . 

rvitter obtains and reviews the ADP SAS70 
pn an annual basis to monitor third party 

· compliance with security requirements 
lrun-ounding sensitive employee and payroll 
r onnation. 

10.2.2 The services, reports and :records 10.2.2.1 Technical 
provided by the third party should be Twitter monitors operational activities to 
regularly monitored and reviewed, ten:tify large scale· API inappropriate 
iand audits should be ca1Tied out ctivity. Inappropriate activity will result in 
iregularly. cshntdown. . 

2.2 .2 
';'he Security Committee performs a review of 
t ilid parties as part of its annual review . 

. 

lP.2.2.3 
., 'witter obtaim.s and reviews the data center 
fll'Oviders' SAS70 or an equivalent report 

I 

(from an external auditor or the Twitter ' 
9F~ty T~) on an ann17al bas~ to , 
nr-on~tor third party compliance with secunty 
r~mremen~. 

l 
w•-4 :tter obtains a:1d revie"':8 the ~p SAS70 

an annual basfa to monitor third party 
oompliance with security requirements 
sJrrounding sensitive employee and oavroll 
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~O C0ntrol .Aetivity Description J Twitter Control Activities 

';hanges to the provision of services, 
•· .eluding maintaining and improving 

xisting information security policies, 
,rocedures and controls, should be 
nanaged, taking account of the 
·ticality of business systems and 

1rocesses involved and re-assessment 
,frisks. 

1etection, prevention, and recovery 
!ntrols to protect against malicious 

ode and appropriate user awareness 
1Drocedures should be impleme:rtted. 

:re the use of mobile code is 
.uthorized, the configuration should 

·e that the authorized mobile 
rde operates according to a clearl, 

information. 

The Security Committee examines relevant 
' changes to third party relationships in its 

annual review. 

10-4.1.1 - Corporate 
Twi.J:ter has a corporate policy that governs 
usage of IT facilities. Introducing malicious 
code is not permitted. Casper is used to 
monitor the usage oflaptops. 

10.4.1.2 - Data centers 
Servers are managed by a change 
management system and a server 
management platform (Puppet) which 
enforces distribution of approved changes. 
There is ongoing monitoring. of server 
activity to detect malicious software. 

12.6.1.1 
The IT Group uses Casper to monitor and 
update individual operating systems on 

' lapto125 and ensure that thev are a recent 

HIGHLY CONFIDENTIAL 
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. Control Activity Description I Twitter ControlActivil:les 

I 

refined security policy, and 
Euthorized mobile code should be 

1revented from executing. 

"-etworks should beadequat;e1'y 
:naged and controlled, in order to 

,e protected from threats, and to 
aaintain security for the systems and 
,pplications using the network, 
[ncluding information in transit. 

version, limiting code vulnerabilities. 

1
12.6.1.2 
The Ops Team uses a server management 

I platform (Puppet) to monitor and update 
operating systems on servers and ensure that 

l they are a secure version. ~re is a 
procedure in a temng environment to test 

I. pat ches before deployment. 

I 10.6.1.1 
t Twitter has implemented network security 
t encryption, firewa11s and VPN protocols to 
I protect the network from threats and 

I, 

inappropriate access. 

10.6.1.2 
The Network Operations Team configures 
and monitors the n-etwork security in the 
data centers. Toe IT Team. configures and · 
monitors the network security in the 
corporate office network. The teams review 
the secmity configurations on at least a . 

. quarterly basis. 
! -

110.6.1.3 
· The corporate network is separated from the 
data center networks to secure critical 
,roduction information. 
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,ecurity features, service levels, and · 10.6.2.1 

lmanagement requirements of all . All network services agreements are 
,etwork services should be identified . rev:ie'"''ed by the Legal Team with the 

"'nd included in any network services • bufillless team. Standard SMS agreements 
greement, whether these services are may be executed by responsible delegates 

lorovided in-house or outsourced. without Legal Team review. 

r 

'here should be procedures in plac.e 
or the management of removable 
· 1edia. 

10.6.2.2 
The Security Manager is involved in the 
authorization of new information procesffillg 
facilities that involve new physical locations 
prior to moving in. 

Removable media should not be used to 
store nonpublic consumer information, 
wtless approved by the Security Team in a 
ticket. Twitter policy is documented in the · 
Employee Security Handbook, which is 
communicated·, reviewed and confirmed by 
employees during on-boarding 

_:ed~-~d ~~hysi~ ~uroe~ta~n f Whe~ no longei: needed, sensitiv: documents 

~

-'"-w.d be m.sposea otsecurely and. l aredisposed.of mofficlal ~bms ~ 
ely when no ionger required, using throughout the office. Twitteis Doceage 

i:rmaI procedures. policy requires that all retained docum-ents 
should be filed and stored in secured file 
cabinets, and.!_ after an appropriate amount of 

ID(;lll,Y CONFIDENTIAL 
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.~O Control Aetivity Description I Twitter Cnntrol Activities 

·ocedures for the Fhysical handling 
d storage of information should be 

istablished to protect this 
1i-mation from unauthorized 

· :losure or misuse. 

:System documentation should be 
1rotected against unauthorized 

- - ; 
,ures, and controls should be in 

protect the exchange of 
ation through the use of all 
tf communication facilities. 

[ time, all documents should be disposed in 
· official shred bins located throughout the 
Twitter facilities. 

All retained documents should be filed and 
stored in secured file cabinets. Twitter's 
DocCage policy requires that all retained 
documents should be filed and stored in 
secured file cabinets, and, after an 
appropriate amount of time, all documents 

.. showd be disposed m official shred bins 
: located throughout the Twitter facilities . 
. \ 

All system documentation is stored on the 
Twitter wiki. Wili ace~ requires LDAP 
authentication, which is only granted to 
authorized employees and contractors. 

, Exchange policies in the Employee Security 
·. Handbook strongly recommend securing 
communication channel with SSL when 
exchanging password and sensitive 
information. 

Type of 
Safqoard 

Teclmi~ 

Technical 

_;reements should be established for 10.8.2.1 -- - J Technical 
:he exchange of information and Twitter performs a security review of all third 
1oftware between the org.?Dization oartv agreements that includes review aii_d 
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and external parties. approval by legal and the security team. 

10.8.2.2 
Additionally, Twitter obtains and reviews the 
vendor's SAS70 or an equivalent report 
(from an external auditor or the Twitter 
Security 'Team) on an annual basis to 
monitor third party compliance with security 

; requirements. 

10.8.3 !Media containing information should , 10.8.3-1 . 'fechni'Cal 
be protected ag~nst unauthorized · ; Removable media should not be used to 
access, misuse or corruption during : store nonpublic consumer information, 
~ransportation beyond an · UDless approved by the Security Team in a 
organization's physical boundaries. : ticket. Twittell." policy is documented in the 

· Employee Security Handbook, which is 
: communicated,, reviewed and confirmed by 
• employees during on-boarding 

10.8'.3.2 
Portable laptops are encrypted with File Vault 
so as to protect any information iflost 

10.8-4 Information involved in electronic • Company policy requires users to retain their . Technical 
messaging should be appropriately messages within Google Apps, the electronic 
orotected_ messaging for Twitter. Google Apps requires 

th.e use of SSL 

:10.8-5 rPvlides and procedures should be 6.2.3-1 Teclmiral 
developed and implemented to . Twitter performs a security review of all third 
protect infonnation associated with party agreements that includes review and 
the interconnection of business . approval by 1egaJ! and the security team. 
linformatio:n systems. 
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:0 Control.Activity Description I Twitter Control Activities 

mdit logs recording user activities, 
:ceptions, and information security 

. ..:vents should be produced an:d kept 
i::: d . dt . . :or an agree · peno o assist m 

'.e investigations and access 
ontrol momtori.ng.: 
·ocedmes for monitoring use of 

1~nformation processing facilities 
:hould be established and the results 
if the monitoring activities :reviewed 
:gularly. 

!Logging facilities and log information 
;hould be protected against 

1
tampering and unauthorized access. 

:em administrator and system 
1nperator activities should be logged 

6.2.3.2 
Additionally, Twitter obtains and reviews the 
vendor's SAS70 or an equivalent report 
(from an external auditor or the Twitter 

' Security Team) on an annual basis to 
monitor third party compliance with security 
requirements. 

User activities, exceptions, and information 
security events are produced.and retained · 
according to an internal data retention 

I policy. 

Production system logs are processed 
automatically and the information presented 
to operations personnel through event-

I monitoring dashboards. 

Only authorized users have access to log 

I 
systems. Modify access to the log systems is 
further restricted to a smaller set of 
auth-orized users. A quarterly review is 

· conducted of authorized users. 

Modifications to user data performed using 
the admin system are logged. Admin logs 

' specify operator and timestamp of activities. 
The Trust & Safety .l!J'OUt> monitors and 

HIGHLY OONFIDENTIAI.. 
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!ISO Control Aetivity Description ll Twitter Control Activities Type of 
I: Safeguard 

.e clocks of all relevant information 
processing systems. within an 
mganization or security domain 
rhould be synchronized with an 

:eed accurate time source. 

here should be a formal user 
·egistration and de-registration 
1rocedure in place for granting and 

voking access to all information 
,'stems and services. 

, he allocation and use of privileges 
,ou.ld be restricted and controlled. 

responds to abuse issues. 

Twitter rUD.$ NTP on all machin.es, which 
keeps clocks synchronized. 

1i.2.l.1 

User access, termination, and modification 
are granted based on job responsibilliy as are 
documented in a ticket. 

1L2.1.2 

API developer users accept the Twitter API 
Terms of Service prior to accessing the 

.
1 
T-mtter systems through the developer API. ' . 

I: Technical 

Privileged access to any information system [Technical 
is authorized by the appropriate sys.tern · 

;er. 
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:0 Control Activity Description I Twitter Control Activities 

.e allocation of passwords should be 
1ntrolled through a formal 

management process. 

~anagement should review users' 
:ccess rights at regular intervals . 

u.sing a formal process. 

·sers should be required to follow 
;ood security practices in the 
;election and use of passwords. 

Password policy is enforced through 
training, a formal pa&5Word policy and 
system configurations. New passwords are 
unguessable and allocated to users in a 
secnre fashion. Users must change password 
on initiali login. 

LDAP group owners conduct quarterly 
reviews of user membership to ensure user 
access is limited. 

A review of any non-LDAP-based system 
a-ccess controls is conducted on a quarterly 
basis. 

High complexity passwords are required for 
all relevant systems. For LO.AP systems, 
password complexity is enforced. By policy, 

f I 

employees use 1Password or equivalent 
technology to generate and protect 
passwords for web services. 

f IAdditi-0naily, admin passwords are required 
· to be changed semi-annually 

·sers should ensure that unattended IJTwitter automatically coEfigures a 
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LiSO Control Activity Deseription II Twitter Control Activities 

iuipment has appropriate 
,rotection. 

clear desk policy for papers and 
:movable storage media and a clear 

:creen policy for information 
:oce.ssing facilities should be 

Ldopted. 

!Users should only be provided with 
access to the services that they have 
1een specifically authorized to use. 

w ropriate am:.i.½.entication metliods 
!should be used to control access by 
·emote users. 

screensaver policy of 10 minutes or less and 
additionally there is ad hoc monitoring 
through Cas_per of configuration setting.5. 

Twitter has a clear desk policy that is 
documented in the Employee Security 
Handbook 

11,4.1.li 

User access, termination, and modification 
are granted based on job respo:nSJbility and 

' 'are documented in a ticket 

11-4-1.2 
API developer users accept the Twitter API · 
Ter~ of Service prior to accessing the 
Twitter systems through the developer APT. 

114.1.3 
Privileged access to any information system 
is amhorized by the appropriate system 
manager. _ 

~ I; uses VPN to authenti.cate remote 
• Users have to be part of the VPN 
group to gain access through VPN. 
I 
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! 
11-4-2.2 
User access, termination, and modification 
are granted based on job responsibility and 
are documented in a ticket 

i1.4.2.3 
API developer users accept the Twitter API 
Terms of Service prior to accessing the 
Twitter systems through the developer API. 

11.4.3 Automatic equipment identification Users must authenticate to:the corporate Technical 
should be considered as a means to network on the focal office wifi / LAN or use 
iauthenticate connections from VPN to access Twitter administrator 
~pecific locations and equipment. systems. 

;11.4-4 Physical and logical access to 11.4.4-1 Physical& 
~agnostic and configuration ports An electronic access badge is required to Technical 
$hould be controlled. enter corporate offices and data centers, 

' , Existing controls regarding on-boarding and 
off-boarding also include procedures for 
granting and terminating badge access. 

11.4-4.2 
A quarterly review is conducted of which 
personnel have access to the data center. 

1145 Groupsofinformationservices,users, 11-4-5.1 Technical 
and information systems should be Twitter has implemented policies which 
segregated on networks. govern access provisioning, tel'mination and 

changes to u.ser access. 

11-4-5.2 
Twitter utilizes st.acing seivers to separate 

57of73 HIGHLY CONFIDENTIAL 



• 
i:o J1s0 Control Activity Description ~ Twitter Control Activities, 
, eferenet: 

J1.1.4.6 

1t1-4.7 

58of73 

)?or shared networks, especially those 
'. xtending across the organization's 
' oundaries, the capability of users to 
. onnect to the network should be 

stricted, in line with the access 
ntrol policy and requirements of 
e business applications (see 11.1). 

1outing contrqls should be 
.· · plemented for networks to ensure 
' at computer connections and 
· formation flows do not breach the 
· ccess control policy of the business 

pplications. 

· -~ - ...... ~· _____ ...... -:ic....:.....,.__ ___ - · --- - ----- - ~..;,;· ---- -=·--.-- - --~~--~-- ·· .... ·. , ... 

development and staging enviro:nments from 
the production environment. 

11.4.5.3 
The corporate network is separated from the 
data center networks to secure critical 
production information. 

il114,6.1 
Twitter has implemented policies which 

!:J govern access provisioning, termination, and 
[ changes to user access. 

: 11-4.6.2 
· Twitter utilizes staging servers to separate 
. development and staging environments from 
· the production environment. 

11.4,6.3 
The corporate network is separated from the 
data center networks to secure critical 
production information. 

Jn--4.7.1 
: ~er _has implemented network security 
• Fcrypti~ firewalls, and VPN protocols to 
. rrotect the network from threats and 
rnappropriate access. 

~1.4.7.2 
jfhe N~ork OperatioI;tS Team ~~gures 
and moiillors the network secunty m the 

l &a.ta centers. The IT Team configuTes and 
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.eferen~ 

111.5.2 

1.5.3 

:cess to operating systems should 
,e controlled by a secill'e log-on 
,rocedure. 

[I users should have a unique 
1·.dentifier ( user ID) for their personal 

:e only, and a suitable 
authentication technique should be 
:hosen to substantiate the claimed 

1'd . f t_:__enti!,y o a user. 
_rstems for managing passwords 

:hould be interactive and should 
tsW'e quality passwords. 

monitors the network security in the 
corporate office network. The teams review 
the security configurations on at least a 
quarterly basis. 

11-4-7.3 
The co.rporate network is separated from the 
data center networks to secure critical 
production information. 

Twitter has implemented policies which 
govern access provisioning, termination, and 
changes to user·access. 

'·=-E ch . . ed- . ID h a •user15~ . ·aumqne · · wen 
accessing and performing·aclministration 
activities on information systems. 

High complexity pa~ords are required fo:r 
all relevant systems. For LDAP systems, 
password complexity is enforced By policy, 
employees llSe !Password or equivalent 
i nology to generate and protect 
passwords for web services. 

!Additionally, admin passwords are required 
Ito be changed semi-annuall, 

59 of73 HIGHLY CONF1DENTIAL 

.-.-.. · :..,,·:;;:;-·--- - ·- '-•'-'....,_ •- ~ ----.... •· .-..-.:."-'"•· .. • _,. .- ·· . .. ..,_. ~ - .. ----- -·•-·• • •. .· •• 

·---~~---- ---

rTypeof 
I Safeguard 

Technical 

Technical 



» 

.eferenc1 

600£73 

~so control Activity Description I Twitter Control Activities 

'te use of utility programs that might 
e capable of overriding system and 
.pplication controls should be 

l'estricted and tightly controlled. 

[nactive sessions should shut down 
er a defined period of inactivity. 

c'ictions on connection times 
l be used to nrovide additional 

. ccess to information and application 
:ystem functions by users and 
~upport personnel should be 

' ·estricted m accordance with the 
le:fined access control policy. 

All utilities that can override system and 
application sec,'llrity controls are reviewed 
before initial deployment to ensure that they 
conform to secmity standards. The Ops 
Manager is respoDS1ble to engage the 
Security Manager to conduct such reviews by 
submitting a ticket to request a security 
review. 
VPN sessions are configured to timeout after 
20 minutes of inactivity. 

VPN sessions have a maximum session 
length . 

11.6.1.1 

Twitter has implemented policies that govern 
access provisioning, termination, and 
changes to user access. 

11.6.1.2 

User access, termination, and modification 
are granted based on job responsibility and 

, are documented in a ticket. 

111.6.1.3 
'T developer users accept the Twitter APJ 

'erms of Service prior to accessing the 
r.itter svstems through the developer AP!. 
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!SO Control Acti~ty Description J Twitter Control Activities Typeof 
Safeguard 

msitive systems should have a 
dedicated (isolated) computing 
P.nvironment. 

The corporate network is separated from the f Technical 
data center networks to secure critical 

formal policy should be iD place, 
.nd appropriate security measures 
:hould be adopted to protect against 
the risks of using mobile computing 

.d communication facilities1 

policy, opera:f;ional plans, and 
,rocedmes should be developed and 

r. 1plemented for teleworking 
tctiviti~ . 

production information. 

~tter has a policy to govern, mobile 
computing and teleworking. 

I

Tuitter has a policy to govern mobile 
computing and teleworking. 

• :tateme~ts of bu~iness requirements ~roj~ design_ docum~ntation (e.g., the. 
:or new information systems, or . • echmcal Design Review) for SD LC proJects 
:nhancements to existing ·, eludes, as appropriate, security 

1
• nformation systems should specify equirements and input from the Security 

e requirements for seeurity. tfl earn. . 
!controls. 

= •. ::-.~--~--~-·-·""·•·~--~--~~ -':'.':1 -~- ~- !'::- ~- ~- ~ ,~-.,,-. -,-_ .. ~- ~- ,-. --~,--±,. _,... _____ - __ "".'"."".'" ...... :_..,.. __ ,,,._.,.-%~-· 

; finance conducts a validatiq_n of the accura1 
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validated to ensure that this data is of employee data as a part of payroU 
correct and appropriate. procedures during on._ooarding. HR sends an 

annual reminder to all employees that they 
should verify the accuracy of their personal 
information in the payroll system. When. 
logging in to ADP for the first time, 
employees must verify their Social Security 
Number. 

12.2.2 Validation checks should l,e Twitter obtains and reviews the ADP SAS70 .Technical 
.!incorporated into applications to on an annual basis to monitor third party 
~ ect any corruption of information compliance with mformation processmg 
!through processing errors or controls. 
Qeliberate acts. 

12:.2.3 Requirements for ensuring 12.2 .3 .1 Technical 
authenticity and protecting message Exchange policies in the Employee Secllrity · 
integrity in applications should be Handbook strongly recommend securing 
denti:fied, and appropriate controls · ~ommunication channel with SSL when 
dentified and implemented. exebanging password and sensitive 

rmmtioa 
, 2.2.3.2 
~ere message integrity and authentjcity is 

ected for communications between a user 
lmd Twitter, SSL is used. When a password 
}S passed between a user and Twitter, SSL is 

' 
red. 

12.2-4 Data output from an application fwitta- obtains and reviews the ADP SAS70 Technical 
should be validated to ensure that the on an annual basis to monitor third party 
processing of stored information is . tompliance with information pr~sing 
correct and appropriate to the 1, ntrols. 
~umstances. 
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'Ols for protection of information 
.d be developed and 

lemented. 

:ey management should be in place 
:o support the organization's use of 

1tographi-c techniques. 

,ntrol the installation of software 
operatio~ systems. 

,.._'est data should be selected ra.refully, 
d protected and controlled. 

. · -- ---~ ---~- -

Twitter Control Activities 

Twitter has a documented policy related to 
use of cryptographic controls. These include: 
internal services need to run on SSL (e.g., 
change management system), SSH protocol 
used to'£ connections, and APl use of 
cryptography over SSL 

Typeof 
Safeguard 

SSL certificates are used on applicable I Technical 
products and are issued by a third party. SSL 
keys for server use are generated using a 
private key that is stored in an encrypted 

, ,database restricted to Ops personnel. 

r production system changes are 
k>cumented in the ReviewBoard system, 

pturing evidence of change approval. 

rhe staging environment utilizes real time · 
Rroduction data and is controlled through 
pie same controls as the production . 
j vironment. 

· f_lefer to section 11 controls regarding access 
fODtl'Ols related to systems and data. which 
\Ilcludes test data. 
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0 Control Activity Description ! Twitter Control Activities 

lccess to program sourc.e code 
1hould be restricted. 

tld be CODtrolled by the use of 
1rmal change control procedures_ 

/hen operating systems are changed, 
rusiness critical applications should 

be reviewed and tested to ensure 
!there is no adverse impact on 
[,)rganizational operations or security. 
,i'odifications to software packages 
ould be discour~ed, limited to 

fneeessaey changes, and an ehanges 
:hould be strictly con1rolled. 

!Opportanities for information 
leakage should be prevented. 

All production code is checked into a source 
code repository system which maintains 
version history and change logs for all code 
files. Check in privileges are restricted to 
authorized users. 

All software source code changes are 
documented in a Review Board ticke½ 
capturing evidence of testing and approval. 
For all project:s1 the project team either 
documents that security has been considered 
or engages the Security Team, as 
documented in the Teclmiqtl Design Review. 
Confonn.ance to the design review is 
reviewed and checked in the Production 
Readiness Review. 

Changes to operating systems are tested to 
validate that there is no adverse impact to 
the in-scope applications and d-0cumented in 
,a Jira ticket. 

F to third-party software packages are 
only when necessary. Any such code 
go through the SDLC process. 

~2.5.4.1 
p:witter has a confidentiality and non-
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iutsourced software development 
ihould be supervised and monitored 
1y the organization. 

tbilities of information systems 
ed should be obtained, the 
1tion's exposure to such 

tbilities evaluated, and 
__ rpriate measures taken to 
[dress the associated risk. 

disclosure policy that is required to be read 
and signed by new hires during their on 
boarding process. The policy is/are reviewed 
by HR and Legal on an annual basis. 

12.5.4.2 
Twitter has implemented policies which 
govern access provisioning, termirurtion and 
changes to user access. 

' 
12.5,4.2 
Twitter has an acceptable use policy and 
agreement that is signed upon employment 
and/or issuance of new laptop. 

If third party software developers are 
utilized, Twitter monitors and supervise the 
development work so that it adheres to the 
security standards of Twitter software. 

~~.6.1£ - - - - .. - -

[I'he IT 9ro~:p uses to C~r ro monitor and 
µpdate mdividual operating systems on 
~aptops and ensure that they are a recent r· limiting code vnlnerabilities. 

, 2.6.1.2 
"!The Ops Team uses a ~.rver management 
1 
ilatform (Puppet) to monitor and npdate 
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:ed through appropriate 
;ement channels as quickly as 
le. 

operating systems on servers and ensure that 
they are a secure version. There is a 
procedure in a testing environment to test 
patches before deployment. 

13.1.1.1 
Twitter's Information Security Program 
policies are centralized in the Employee 
Security Handbook (including the process 
for reporting security events). The Security 
Manager and the Security Committee 
approves the contents of the Handbook. 
Policies are communicated via the Wiki site 
and new hire training. New hires initial sign­
in log to confirm attendance of training and 
review of the Employee Security Handbook. 

13.1.1.2 
Twitter has a security incident reporting 
process for external users and employees. 
External and internal users report issues via 
security@twitter.com. Directions on how to 
report are in the employee handbook and on 
tire Twitter website. Incidents are monitored 
and managed by the Twitter Security and 
Trust & Safety tea.ins. 

13.1.2.1 
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:o Control Activity Descriptioiilf Twitter Control Activities 

_ users of information systems 
:nd services should be required to 
iote and report any observed or 

knspected security weaknesses in 
:tems or services. 

anagement responsibilities and 
,rocedures should be established to 
insure a quick, effective, and orderly 

Iresponse to information security 
cidents. 

r.~nere should be mechanisms in place 

Twitter's Information Security Program 
policies are centralized in the Employee 
Secudty Handbook (including the process 
for reportingsecurny events). The Security 

1 Manager and the Security Committee 
approves the contents, of the Handbook. 
Policies are communicated via the Wtlci site 
and new hire traimng. New hlres initial s-ign­
in log to confirm attendance of training and 
review of the Employee Security Handbook. 

13.1..2.2 
Twitter has a secnrity incident reporting 
process for external users and employees. 
External .and internal users report issues via 
security@twitter . .com. Directions on how to 
report are in the employee handbook and on 
the Twitter website. Incidents. are monitored 
and managed by-the Twitter Security and 
Trust & Safety teams. 

1, 1witter has a formal incident management 
process and policy which is posted on the 

· Responsibilities and actions to be 
.s:en are detailed in the policy. 
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:so Control Activity Description 11 Twitter Control Activities 

:o enable the types, volumes, and 
ofinform~tionsecurity 

incidents to be quantified and 
,onitored. 

a follow-up action against a 
,n or organization after an 

rtion security incident involves 
ction ( either civil o.r criminal}, 
ice should be collected, 
ed, and presented to conform to ._., _ ___ ,_._.,, 1wnin 

l. managed process should be 
.eveloped and maintained for 
,usiness continuity throughout the 
,rganization that addresses the 

1

• :ormation security requirements 
!needed for the organization's 

,usinEl$ continuity. 
:vents that can caus.e interruptions to 
usiness processes should be 

1'.denti:fied, along with the probability 
md impact of such interruptions and 
1..,eir consequences for information 

!Plans should be developed and 
· .plemented to maintain or restore 

rerations and ensure avaiilabilitv of 

monitor incidents. 

Documented evidence is retained by Legal 
for any incidents mvolving legal action. 

continuity p:rocedures as part of its risk 
assessment considering all possible security 
events. 

The Security Committee considers business 
continuity p:rocedures as part of its risk 
assessment considering all possible security 
:vents. 

be Security Committee considers business 
Fntinuity procedures as part of its risk 
assessment conside~ all possible securi1 
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IISO Control Activity Description IJ Twitter Control AL--tivities 

1

• fo.rmation at the required level and 11 even-ts. 
1n the required time scales following 
iterruption to, or failure of, critical 
1usiness pro~sses, 
single framework of business 
,ntinuity plans should be 

, ,intained to ensure all plans are 
·consistent, t-0 consistently address 
r, ~ormati9n security requirements, 

.d to identify priorities for testing 

.d maintenance. 
!Business continuity plans should be 
:ested and updated regularly to 
:nsure that they are up to date and 
ffective. 

relevant statutocy, regulatory, and 
:ontractual requirements and the 
1rganization's approach to meet these 

~uirements should be explicitly 
.efined, documented, and kept up to 

,.,ate for each information system and 
.e organization. 

The Security Committee co:nsiders business 
continuity procedures as part of its risk 
assessment considering all possible security 
events. 

The Security Committee considers business 
continuity procedures as part of its risk 
assessment considering all possible security 
events. 

. 15.1.1.1 

A Legal Team member is assigned to each 
new product/project 

15.i.1.2 
The legal team member performs a legal 
review of the statutory, regulatory, and 
contractttal requirements for the 

1 
product/project. Data protection and privacy 
considerations are part of the legal review, 
Compliance with relevant cryptographic laws 
and regulati2ns and agreements is part of the 
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ISO ISO Control Activity Description Twitter Control Activities Type of 
Reference Safeguard 

legal review conducted by the Legal Team 
; 

member of the relewtnt product/project. 
I Performance of legal review is captured in 

team meeting notes or in JIRA ticket. 

15.1.1.3 
An overall legal :review, including data 
protection and privacy considerations, is. 
conducted as part of the annual review by the 
Security Committee's Legal representative. 

15.1.3 Cmportant records should be Important physical records are stored in Technical 
protected from loss, destruction, and locked file cabinets, restricted to appropriate 

' 
falsification, in accordance with personnel on the Legal Team. Important I 

~totory, regulatory, contractual, and electronic records are stored in a shared 
business requirements. directory which is access controlled to Legal 

Team mem"bers. 

15.1-4 Data protection and privacy should 15.1-4-1 Technical 
be ensured as required.in relevant A Legal Team member is assigned to each 
egislation, regulations, and, if 

iapplicable, contractual clauses. 
new product/project 

15.1.4.2 
The legal team member performs a: kgal ... 
review of the statutory, regulatory, .md 

. contractual requirements for the 
product/project Data protection and privacy 
conside;rations are part of the legal review. 
Compliance with relevant cryptographic laws 
and regulations and agreements is part of the 
legal review conducted b¥ the Legal Team 
member of the relevant product/project. 
Perfol'Illariee of legal review is captured in 
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[SO ISO CoDtrol Activity Description · Twitter Control Activities Type of 
Reference Safeguard ' 

team meeting notes or in JIRA ticket. 

-
15.1,4.3 
An overall legal review, including data 

: protection and privacy considerations, is 
conducted as part of the annual review by the 
Security Committee's Legal representative. 

~5.1.5 Users should be deterred from using 15.1.5-1 Technical 
information processing facilities for Users use ofTwnter is governed by Terms of 
~authorized purposes. Service which are reviewed annually by Legal 

· Team. ' 

15.1.5.2 
Users' use of Twitter is monitored by Trust & 
Safety Team for violations of policy using 
automated abuse detection tools and in 

, response to external complaint process. 

15.1.6 Cryptographic controls should be 15.1.6.1 Technical 
IUSed in compliance with all relevant A Legal Team member is assigned to each 
agreements, laws, and re~ations. new product/project. 

15.1.6.2 
The legal team member performs a legal 
review of the statutory, regulatory, and 
contractual requirements for the 
product/ project. Data protection and privacy 
considerations are part of the legal review. ' 
Compliance with relevant cryptographic laws 

I and regWations and agreements is part of the 
legal review conducted by the Legal Team 
member of the relevant product/ project_ 
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0 Control Activity Description I Twitter Control Activities 

~anagers should ensure· that all 
ecurity procedures within their area 
,f responsibility are carried out 
orrectly to achieve compliance with 
:ecurity policies and standards. 

I• 

Performance oflegal review is captured in 
team meeting notes or in .nRA ticket. 

15.1.6.3-
An overall legal revi,ew, including data 
protection and privacy consideJ1ations, is 
conducted as part of the annual review by the 
Security Committee's Legal representative. 

Managers are responsible for authorizing 
and maintaining the LDAP groups within 
then- area of responsloility. .Any security 
issues involving an employee are reported to 
their Manager. 

. ··-· -~ ·--------

Typeof 
,. Safeguard 

:ormation systems should be 
·egularly checked for compliance 
i'Vith security implementation 
,tandards. 

15.2.2.1 I Technical 
The Security Committee performs an annual 
review of the overall Information Security 
Program. 

As an input to t:laat review, the security team 
will select controls for testing based on a 
plan and will validate that the l'P.roaining 
untested controls are in place. 
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II. Third-Party Developer Access to the Twitte1 4PI · 

An ~p~lication Pr_o~amming Int~ace (" .i~PifJ is a defined way fo~ a program to· aceomplis~ ~ task, usually by 
retrtevmg or modifying data. Twitter proVIdes an API method for jUSt about every feature VIS1ble on the 
Twitter website,. including the DM feature. Tfilrd-party programmers can use the Twitter API to make 
applications and websites that interact with ~er. Their programs talk to the Twitter API over HTTP, the 
same protocol used by browseirs to visit and interact with web pages. The Twitter API includes a REST API, a 
Streaming API, and a Search API. For the Se~ch API, no authentication is required since the information 
provided by the Search API is publicly available. For the REST API amd the Streaming API, an Application 
Permission Model is used to control access to r.Ms. . 

In order for a developer to create an application that can access information such as a user's DMs, the developer 
must: I · . 

• agree to theTwitterTenns of Service (h~:/ /twitter.eom/tos); . 
• agree to the Developer Rul~ of the Road ,ttps:/ /dev.twitter.comjterms/api-terms); 
• obtain a consumer key; and 
• obtain a consumer secret 

The developer must specifically agree to the Twittef Terms of Service in order to obtain an account Once logged 
into their a-ccount, tbe deveioper must specifically ,gree to the Developer Rnles of the Road in order to obtain a 
consum.t;,r key and a con~er secret genera~ed by l~tter. ~otably, it is a principle. in 1?-e Devel~per _Rules ~f the . 
Road to [r ]espect user pnvacy'' and that Twitter may mnnediately suspend a developers eredentials mcluding their 
conswner key and consumer secret for any violiatiobs-of the Rules. 

API developer users accept the Twitter API Terms]
1 f Service prior to accessing the Twitter systems through the 

developer AP!. (Twitter Control 11.2.1.2) 

Twitter utilizes the OAuth protocol to control ace to user data by third-party developers. The API documentation 
details Twitter's security implementation requir~nts. Any API changes that could affect security of information 
protected by the API are reviewed for approval by the Security Team, and by the Legal Team if they also impact 
existing policies, agreements, or terms. (Twitter Ctintrol 10.2.1.2) Twitter monitors operational activities to identify 
large scale API inappropriate activity. Inappropriate activity will result in API shutdown.. (Twitter Control 10.2.2.1) 

III. The Company did not include Tweetdeck, AdG:~ok, Back Type, or BagCheck in the scope of the assertion. 
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