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Key finding #1: incentive works but the market fails!
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Can the Market Correct Itself?

How fast can consumers learn and avoid dark patterns?
* Consumers remain in the dark about exact data practice after consent choice
* Not sure whether consumers learn the effect of consent choice on website functionality

e Consumers may not know they are victims of dark patterns, and won’t look out for them

Can firms’ reputation concerns limit dark patterns?

* Are more popular or more reputable websites less likely to use dark patterns?

Does site-by-site competition help?

* Potentially exacerbate it because data can be more “valuable” to websites facing more
competition?

Can browsers offer browser-level protection and choice?

* Footnote 8 implies that Mozilla started browser-level choice as early as 2021/10 but other
browsers do not offer similar choices.
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Browser-level cookie settings
(ChatGPT’s summary as of 2026/2/17)

A VN

Third-party cookies default

Tracking protection system
Granularity of user control

Approach to advertising ecosystem

Cookie lifespan restrictions
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Browser-level cookie settings
(ChatGPT’s summary as of 2026/2/17)

A VN N

Third-party cookies default Blocked
Tracking protection system ITP (ML-based)
Granularity of user control Moderate

Approach to advertising ecosystem Restrictive

Cookie lifespan restrictions Yes
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Browser-level cookie settings
(ChatGPT’s summary as of 2026/2/17)

S VN T

Third-party cookies default Blocked Isolated/blocked

Tracking protection system ITP (ML-based) ETP + Total .COOkIe
Protection

Granularity of user control Moderate High

Restrictive but
flexible
Limited

(focus on isolation)

Approach to advertising ecosystem Restrictive

Cookie lifespan restrictions Yes
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Browser-level cookie settings
(ChatGPT’s summary as of 2026/2/17)

S VN N

Historically allowed

Third-party cookies default Blocked Isolated/blocked )
(phasing out)

: : ETP + Total Cookie Privacy Sandbox
Tracking protection system ITP (ML-based) Protection T T
Granularity of user control Moderate High High
Approach to advertising ecosystem Restrictive Res’:clrle(;;cilk\)/leebut Transition-oriented
Cookie lifespan restrictions Yes ALl Limited

(focus on isolation)
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Browser-level competition in cookie setting?

Apple’s Mozilla’s Google’s

Safari Firefox Chrome

Privacy by default, Balances privacy and Historically permissive for
paternalistic flexibility advertising functionality;

gradually moving toward
privacy protection
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Browser-level competition in cookie setting?

Apple’s Mozilla’s Google’s

Safari Firefox Chrome

Privacy by default, Balances privacy and Historically permissive for
paternalistic flexibility advertising functionality;

gradually moving toward
privacy protection

Began restricting third-party Rolled out enhanced tracking Began privacy sandbox
cookies in 2013; protection (ETP) in 2018 rollout for consumers in 2024
Began Intelligent Tracking

Prevention (ITP) in 2017
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Key finding #2: How should policy makers intervene?

e Optimal consent choice design (no manipulation + default of “accept all”)
e M CS 23.5% because 60+% U.S. consumers prefer “accept all”

* Even better: browser level choice * CS 150%
* because of time costs (S4/week)
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Key finding #2: How should policy makers intervene?

e Optimal consent choice design (no manipulation + default of “accept all”)
e M CS 23.5% because 60+% U.S. consumers prefer “accept all”

* Even better: browser level choice * CS 150%
* because of time costs (S4/week)

Two questions:
1. Can consumer preference change if we ban consent choice manipulation?
* Could go both ways
e Data: granular choice I when it hides “accept al

2. Can websites circumvent browser-level choice by finger printing, new pop-ups, etc.?
* We have seen these changes after Apple introduced App Tracking Transparency (ATT)
* |f so, they can affect the gains from browser-level choice

IH IH

or “reject al
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What surprised me

III

* 61-65% of subjects are willing to “accept all” if not frustrated
* |sit too high relative to general survey results on consumer privacy concerns?

* |sit driven by fear (loss of convenience if reject) rather than benefits of “accept all”?
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What surprised me

61-65% of subjects are willing to “accept all” if not frustrated
 Isit too high relative to general survey results on consumer privacy concerns?
* Isit driven by fear (loss of convenience if reject) rather than benefits of “accept all”?

68.9% change cookie setting at least once, but very few make granular choice

* Does preference vary by time or by site? Too much of a hassle to customize? May matter for the overall
welfare gain from browser-level cookie setting

Users are substantially more likely to close the window in organic phase

* Would consumers appreciate consent choice more if they know the default is “accept all”? Maybe a
supplemental experiment to find out?

User choice varies by website content and familiarity, but user reaction to choice design does
not depend on website popularity

* Driven by cognitive load? Maybe browser-level choice can allow more customization?

What subjects say and their demographics do not correlate strongly with what they do
* My guess: both attention and context matter

29



Other policies to consider

e Consumer education
* \What is the default if one “closes the window”? =» could estimate its effect
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Other policies to consider

e Consumer education
* \What is the default if one “closes the window”? =» could estimate its effect
 How does website functionality depend on consent choice?

* More (standardized) options in site-specific consent choice design?
e Essential cookies only
* Only reject ad/targeting cookies

* Any guidance/limit on browser-level choice design?
* Minimum quality standard?
* Or find ways to promote browser competition for differentiated offering?
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Great paper,

cannot wait to see real policy changes!
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