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2123091 
UNITED STATES OF AMERICA  

BEFORE THE FEDERAL TRADE COMMISSION 

In the Matter of 

FACEBOOK, Inc., 
a corporation. 

Respondent. 

Docket No. C-4365 

PRELIMINARY FINDING OF 
FACTS IN SUPPORT OF THE 
ORDER TO SHOW CAUSE 

RESPONDENT 

1. On October 29, 2021, Respondent notified the Commission that Facebook, Inc. 
(“Facebook” or the “Company”) had changed its name to Meta Platforms, Inc., and reported that 
Meta Platforms, Inc. would replace Facebook, Inc. as Respondent in the Commission’s orders.1 

RESPONDENT’S PRIVACY PROGRAM 

2. The 2020 Order requires Facebook to establish, implement, and maintain a 
comprehensive privacy program that “protects the privacy, confidentiality, and integrity2 of the 
Covered Information3 collected, used, or shared” by Facebook. 

3. The Order specifies minimum requirements for the program and requires Facebook to 
obtain initial and biennial assessments of its privacy program from an independent third-party 
professional.4 

1 Ex. 48 (Oct. 29, 2021, notice). 
2 The Order defines “Integrity” to mean “the protection of information from unauthorized destruction, corruption, or 
falsification.” Ex. 3 (2020 Order), Definition J. 
3 The Order defines “Covered Information” to mean “information from or about an individual consumer including, 
but not limited to: (a) a first or last name; (b) geolocation information sufficient to identify a street name and name 
of city or town; (c) an email address or other online contact information, such as an instant messaging User identifier 
or a screen name; (d) a mobile or other telephone number; (e) photos and videos; (f) Internet Protocol (‘IP’) address, 
User ID, or other persistent identifier that can be used to recognize a User over time and across different devices, 
websites or online services; (g) a Social Security number; (h) a driver’s license or other government issued 
identification number; (i) financial account number; (j) credit or debit information; (k) date of birth; (l) biometric 
information; (m) any information combined with any of (a) through (l) above; or (n) Nonpublic User Information.” 
Ex. 3, Definition D. 
4 Ex. 3, Parts VII & VIII.  
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like, do you know for sure that this data was never used in this feature, you kind of need to make 
your way down the long tail of things, which aren’t necessarily the most used systems.”373 

C. Third-Party Risk Management 

371. The 2020 Order directs Facebook to consider the risks posed by its data-sharing 
arrangements with Covered Third Parties, and to develop appropriate safeguards to control for 
such risks.374 

372. Specifically, the Order requires Facebook to assess and document internal and external 
risks to the privacy, confidentiality, or integrity of Covered Information that could result in the 
unauthorized access, collection, use, destruction, or disclosure of such information in each area 
of its operation, including developer operations, partnerships with Covered Third Parties, and 
sharing of Covered Information with Covered Third Parties. 375 

373. The Order further requires Facebook to design, implement, maintain, and document 
safeguards that control for the material internal and external risks it identifies.  Each safeguard 
must be based on the volume and sensitivity of the Covered Information that is at risk, and the 
likelihood the risk could be realized and result in the unauthorized access, collection, use, 
destruction, or disclosure of the Covered Information.376 

374. Specifically with respect to any Covered Third Party that obtains or otherwise has access 
to Covered Information from Facebook for use in an independent third-party consumer 
application or website, Part VII.E.1. of the Order requires Facebook’s safeguards to include: 

(a) requiring an annual self-certification by each Covered Third Party that certifies (i) its 
compliance with each of Facebook’s Platform Terms and (ii) the purposes or uses for 
each type of Covered Information to which it requests or continued to have access, and 
that each specified purpose or use complies with Facebook’s Platform Terms; 

(b) denying or terminating access to any type of Covered Information that the Covered 
Third Party fails to certify pursuant to Part VII.E.1.a.(ii) or, if the Covered Third Party 
fails to complete the annual self-certification, denying or terminating access to all 
Covered Information unless the Covered Third Party cures such failure within a 
reasonable time not to exceed 30 days; 

(c) monitoring Covered Third Party compliance with Facebook’s Platform Terms through 
measures including, but not limited to, ongoing manual reviews and automated scans, and 
regular assessments, audits, or other technical and operational testing at least once every 
12 months; and 

373 Ex. 43 at 228:23-229:2. 
374 Ex. 3, Parts VII.D. & E. 
375 Ex. 3, Part VII.D. 
376 Ex. 3, Part VII.E. 
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(d) enforcing against any Covered Third Party violations of Facebook’s Platform Terms 
based solely on the severity, nature, and impact of the violation; the Covered Third 
Party’s malicious conduct or history of violations; and applicable law.377 

1. Facebook’s Third-Party Risk Management Controls 

375. To address the Order requirements, Facebook developed its Third Party Risk 
Management control domain, which includes safeguards governing third-party developer access 
to Covered Information through Public APIs for users in a consumer-facing website or 
application.378 

376. Most third-party developers utilize Public APIs, which are available to all developers on 
the Company’s developer platforms for Facebook and Oculus.379 

377. Facebook also grants third-party access to Covered Information through Partner APIs, 
which it makes available on an individual partner basis through a separate approval process.380 

378. Use of the Public APIs is governed by Facebook’s mandatory Platform Product Terms.381 

379. Developers on the Oculus developer platform must agree to the Oculus Developer Data 
Use policy.382 

380. In addition, depending on the API to which they seek access, third-party developers may 
be required to agree to Developer Policies, Facebook Terms of Service, Instagram Terms of Use, 
the Facebook Commercial Terms, the Business Tools Terms, and other applicable Facebook 
Product terms.383 

381. Facebook’s Platform Product Terms describe third-party developers’ obligations, and 
include privacy and security provisions, which govern use of Covered Information accessed or 
received through a Public API.384 

382. Facebook’s Platform Terms generally prohibit developers from sharing Facebook user 
data with other parties (so-called “fourth parties”), and obligate developers to delete user data 
upon the user’s request.385 

383. Facebook uses the term “advanced permissions” or “advanced privileges” to refer to 
circumstances when a third-party developer has access through Facebook’s APIs to Covered 

377 Ex. 3, Part VII. E.1. 
378 Ex. 5 at 26, 30-31 (Oct. 29, 2021 resp. to Sept. 1, 2021 requests 1, 9). Facebook’s Third-Party Oversight and 
Management (TPOM) program also addresses Facebook’s contract-based engagements with service providers and 
other products-based engagements such as business and ads-related APIs. Ex. 79 at 109:1-110:11. 
379 Ex. 5 at 26, 30-31 (Oct. 29, 2021 resp. to Sept. 1, 2021 requests 1, 9); Ex. 79 at 110:5-21. 
380 Ex. 5 at 26, 30-31 (Oct. 29, 2021 resp. to Sept. 1, 2021 requests 1, 9); Ex. 79 at 110:5-21. 
381 Ex. 5 at 26, 30-31 (Oct. 29, 2021 resp. to Sept. 1, 2021 requests 1, 9). 
382 Ex. 5 at 26, 30-31 (Oct. 29, 2021 resp. to Sept. 1, 2021 requests 1, 9). 
383 Ex. 5 at 26, 30-31 (Oct. 29, 2021 resp. to Sept. 1, 2021 requests 1, 9); Ex. 79 at 131:19-132:3. 
384 Ex. 5 at 26, 30-31 (Oct. 29, 2021 resp. to Sept. 1, 2021 requests 1, 9). 
385 Ex. 5 at 26, 30-31 (Oct. 29, 2021 resp. to Sept. 1, 2021 requests 1, 9). 
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1068. Part I of the 2020 Order states, in relevant part, that Facebook, “in connection with any 
product or service, shall not misrepresent in any manner, expressly or by implication, the extent 
to which [Facebook] maintains the privacy or security of Covered Information, including, but not 
limited to . . . C. The extent to which [Facebook] makes or has made Covered Information 
accessible to third parties.”1165 

A. Facebook’s Representations That It Would Not Continue to Share 
Users’ Non-Public Information with Expired Apps 

1069. In a March 21, 2018, Newsroom post, Mark Zuckerberg stated: “We have a responsibility 
to everyone who uses Facebook to make sure their privacy is protected. That’s why we’re 
making changes to prevent abuse. We’re going to set a higher standard for how developers build 
on Facebook, what people should expect from them, and, most importantly, from us.”1166 

1070. In a March 21, 2018, post, Zuckerberg also announced, “We will: . . . Turn off access for 
unused apps. If someone hasn’t used an app within the last three months, we will turn off the 
app’s access to their information.”1167 

1071. Two weeks later, on April 4, 2018, Facebook’s then-Chief Technology Officer, Mike 
Schroepfer, provided “An Update on Our Plans to Restrict Data Access on Facebook” on 
Facebook’s Newsroom blog, in which he highlighted the “nine most important changes” the 
Company was making “to better protect your Facebook information.”1168 

1072. As part of the April 4, 2018, announcement on Facebook Newsroom, Schroepfer stated, 
“In the next week, we will remove a developer’s ability to request data people shared with them 
if it appears they have not used the app in the last 3 months.”1169 

1073. In a public Facebook Newsroom post dated April 4, 2018, Schroepfer stated that “starting 
on Monday, April 9, we’ll show people a link at the top of their News Feed so they can see what 
apps they use—and the information they have shared with those apps.”1170 

1074. On April 18, 2018, Facebook launched a feature (the “90-Day Limitation”) designed to 
prevent a third-party consumer application (“app”) that a user had logged into using Facebook 

1165 Ex. 3, Part I. 
1166 Ex. 66 (Mar. 21, 2018 Newsroom Post). 
1167 Ex. 66. 
1168 Ex. 65 (Facebook Newsroom Posts, Ex. 4 of Respondent’s July 14, 2020 response to FTC demand) at FB-FTC-
EXPAPPS-000000017 (“Two weeks ago we promised to take a hard look at the information apps can use when you 
connect them to Facebook as well as other data practices. Today, we want to update you on the changes we’re 
making to better protect your Facebook information. . . .”). 
1169 Ex. 65 at FB-FTC-EXPAPPS-000000018. 
1170 Ex. 65 at FB-FTC-EXPAPPS-000000018. 
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Login from continuing to access a user’s Facebook data if the user had not used the app in the 
past 90 days.1171 

1075. Facebook Login allows Facebook users to create accounts on third-party apps by 
authenticating with their Facebook account credentials.1172 

1076. Specifically, Facebook represented these “Expired Apps” would be permitted to retain 
data they had obtained while the user was still active, but they would be unable to continue 
obtaining the user’s nonpublic information.1173 

1077. Apps can use Facebook Login to access Facebook users’ data.1174 

1. Apps and Websites Settings 

1078. According to Facebook, as of July 7, 2020, when a user went to the Apps and Websites 
settings for their account after November 2019, Facebook represented on its desktop version: 
“These are apps and websites you’ve used Facebook to log into. They can receive information 
you chose to share with them. Expired and removed apps may still have access to information 
that was previously shared with them, but can’t receive additional non-public information.”1175 

1079. In the corresponding mobile version of the Apps and Websites settings (in effect 
December 2019 through present as of July 14, 2020), when the user clicked on the Expired tab, it 
stated: “Expired and removed apps may still have access to information that was previously 
shared with them, but can’t receive additional non-public information.”1176 

1080. Furthermore, at the Rule 30(b)(6) deposition, Facebook’s corporate designee, Eric 
Totherow, stated that “[t]he expectation set out in the text of the expired apps tab [of the Apps 
and Website modules] makes it very clear that the app ought not to have access to that user’s 
data any longer, except for the data the app has already collected prior to the expiration.”1177 

2. Help Center 

1081. In both the desktop and mobile versions of the Apps and Websites settings, when users 
clicked on the “Learn more” hyperlink, they were directed to a Help Center article that stated, in 

1171 Ex. 61 (July 14, 2020 resp. to FTC demand) at 3; Ex. 34 (Sept. 30, 2021 R. 30(b)(6) Eric Totherow Dep. Tr.) at 
36:17-20 (“if there was no indication of usage of [a third-party] app [by a user] within a 90-day window, [Facebook] 
would automatically expire that app’s ability to access [that user’s] data”), 41:5-21 (stating that the 90-day 
expiration feature began on April 11, 2018 and deployed through May 24, 2018 in a gradual fashion reaching “100 
percent of overall users on May 24th.”); Ex. 35 (July 28, 2021 White Paper Submitted by Facebook) at 2, 5. 
1172 Ex. 34 at 18:9-18 (Facebook Login is “the front door to the platform” and “it is the primary means of 
communicating from those third-party apps and websites into Facebook and into the Graph API underneath.”); Ex. 
62, Meta for Developers, Facebook Login Overview, at 1, https://developers facebook.com/docs/facebook-
login/overview/ (last accessed Apr. 29, 2022). 
1173 Ex. 35 at 5. 
1174 Ex. 62 (Facebook Login Overview, https://developers facebook.com/docs/facebook-login/overview/) at 1. 
1175 Ex. 54 at FB-FTC-EXPAPPS-000000004. 
1176 Ex. 54 at FB-FTC-EXPAPPS-000000008. 
1177 Ex. 34 at 195:4-195:8. 
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relevant part: “If an app or website is: . . . Expired: You’ve logged into these apps and websites 
with Facebook, but it appears you haven’t been active for more than 90 days. They may still 
have access to info you previously shared, but their ability to make additional requests for private 
info has expired.”1178 

1082. The language in the Help Center article took effect in April 2018 and remains in effect 
through today, as of July 14, 2020.1179 

1083. In March 2020, Facebook added a sentence, so that the Help Center was revised to state, 
in relevant part, that “If an app or website is: . . . Expired: You’ve logged into these apps and 
websites with Facebook, but it appears you haven’t been active for more than 90 days. In some 
cases, an app or website may be marked as expired by Facebook. They may still have access to 
info you previously shared, but their ability to make additional requests for private info has 
expired.”1180 

3. Data Policy 

1084. In its Data Policy, Facebook told users, “We are in the process of restricting developers’ 
data access even further to help prevent abuse. For example, we will remove developers’ access 
to your Facebook and Instagram data if you haven’t used their app in 3 months . . . .”1181 

1085. During the period from April 19, 2018 to present as of July 14, 2020, Facebook’s Data 
Policy stated: “Apps and websites you use may receive your list of Facebook friends if you 
choose to share it with them. But apps and websites you use will not be able to receive any other 
information about your Facebook Friends from you, or information about any of your Instagram 
followers (although your friends and followers may, of course, choose to share this information 
themselves).”1182 

4. Privacy Checkup Tool 

1086. Facebook offered the “Privacy Checkup” tool to its users as a way to “guide you through 
some settings so you can make the right choices for your account.”1183 

1178 Ex. 55 (Help Center Screenshot, in Facebook, 2020-07-14 Response to Demand re Expired Apps) at FB-FTC-
EXPAPPS-000000009. (emphasis added). 
1179 Ex. 55 at FB-FTC-EXPAPPS-000000009 (emphasis added). 
1180 Ex. 55 at FB-FTC-EXPAPPS-000000009 (emphasis added). 
1181 Ex. 56 (Facebook Data Policy, in Facebook 2020-07-14 Response to Demand re Expired Apps) at FB-FTC-
EXPAPPS-000000014. 
1182 Ex. 56 at FB-FTC-EXPAPPS-000000013 (Data Policy revised as of April 19, 2018) (emphasis added). 
1183 Ex. 64 at FB-FTC-EXPAPPS-000000047 (Privacy Checkup landing screen on desktop version from January 
2020 to June 2020), FB-FTC-EXPAPPS-000000048 (Privacy Checkup landing screen on desktop version from June 
2020 to present). 
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1087. If users availed themselves of Facebook’s “Privacy Checkup” tool, apps in the users’ 
“Expired Apps” category were not shown for the user to consider as part of their Privacy 
Checkup.1184 

1088. When the user checked their data settings through Privacy Checkup, Facebook purported 
to “walk through the options to make sure your settings are right for you.”1185 

1089. The “Apps and Websites” module in Privacy Checkup showed the user “the apps and 
websites from other companies you’ve used Facebook to log into and have recently used.” 1186 

1090. The “Apps and Websites” module in Privacy Checkup did not show the user’s Expired 
Apps.1187 

1091. Privacy Checkup on the mobile version of Facebook during the first half of 2020 likewise 
directed the user to check their data settings for apps and websites and showed “the apps and 
websites from other companies you’ve used Facebook to log into and have recently used.”1188 

1092. Privacy Checkup on the mobile version of Facebook during the first half of 2020 did not 
show the user’s Expired Apps.1189 

B. Facebook Continued to Share Users’ Nonpublic Information with 
Expired Apps. 

1093. A Facebook engineer discovered the coding oversight in the Expiration Check that 
allowed third-party apps to access inactive users’ non-public information on June 16, 2020.1190 

1094. At the Rule 30(b)(6) deposition, Facebook’s corporate designee confirmed that “as a 
result of the coding oversight, Facebook for some period of time was sending users’ nonpublic 

1184 Ex. 64 at FB-FTC-EXPAPPS-000000047 (Privacy Checkup landing screen on desktop version from January 
2020 to June 2020). 
1185 Ex. 64 at FB-FTC-EXPAPPS-000000049 (Data Settings module in Privacy Checkup, desktop version from 
January-June 2020), FB-FTC-EXPAPPS-000000050 (Data Settings module in Privacy Checkup, desktop version 
from June 2020 to present as of July 14, 2020).  
1186 Ex. 64 at FB-FTC-EXPAPPS-000000051 (Data Settings module for Apps and Websites for desktop version 
from January 2020 to present as of July 14, 2020) (emphasis added). 
1187 Ex. 64 at FB-FTC-EXPAPPS-000000051 (Data Settings module for Apps and Websites for desktop version 
from January 2020 to present as of July 14, 2020). 
1188 Ex. 64 at FB-FTC-EXPAPPS-000000060 (Data Settings Flow on mobile version, from January 2020 to Present 
as of July 14, 2020) (emphasis added). 
1189 Ex. 64 at FB-FTC-EXPAPPS-000000057-FB-FTC-EXPAPPS-000000058 (Privacy Checkup landing screen on 
mobile version from January 2020 to June 2020) (emphasis added), FB-FTC-EXPAPPS-000000060 (Data Settings 
Flow on mobile version, from January 2020 to Present as of July 14, 2020).  
1190 Ex. 61 at 4; see also Ex. 34 at 153:3-154:2 (the corporate designee for the Rule 30(b)(6) deposition stated that 
“one of the engineers who works on the Facebook Login team noticed that there was a potential issue with a 
particular piece of code that in his mind didn’t appear to conform with the 90-day expiration commitment” and “he 
observed . . . that it appeared to be possible for user data for an app friend, in other words, we’re going to go to our 
software friends on Facebook again, it would be able to use my authentication token for my app to get data about 
you using a similar app, and that particular data request path was not subject to the 90-day expiration.”), 154:15-17 
(“Coding oversight . . . was internally discovered on June 16, 2020.”). 
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information to third-party developers of apps that Facebook had categorized as being 
expired.”1191 

1095. On June 29, 2020, Facebook notified Commission staff that, due to a coding oversight, 
Facebook had in fact, in some instances, continued to share users’ nonpublic information with 
Expired Apps.1192 

1096. Facebook had been continuing to share certain users’ non-public information with 
Expired Apps since it launched the feature in April 2018.1193 

1097. In a Facebook Newsroom post dated July 1, 2020, Konstantinos Papamiltiadis (a 
Facebook Vice-President of Platform Partnerships) stated that “in 2018, we announced that we 
would automatically expire an app’s ability to receive any updates to [nonpublic user] 
information if our systems didn’t recognize a person as having used the app within the last 90 
days. But recently, we discovered that in some instances apps continued to receive the data that 
people had previously authorized, even if it appeared they hadn’t used the app in the last 90 
days.”1194 

1098. Facebook had implemented the 90-Day Limitation by creating a check in the software 
code (the “Expiration Check”) that ran when an app used a user’s access token to request data 
through the Graph API.1195 

1099. The Graph API is “the interface through which third-party apps request data from 
Facebook’s social graph.”1196 

1100. In most cases, an app relies on a user’s own access token to access data shared with the 
app by that user.1197 

1101. A user’s access token is the mechanisms that an app uses to make a request on a user’s 
behalf to look up data on another user.1198 

1102. Expiration Check was programmed to evaluate whether the user associated with that 
token had used the app within the previous 90 days based on certain activity signals.1199 

1191 Ex. 34 at 155:14-20. 
1192 Ex. 35 at 9; Ex. 34 at 79:7-16, 153:3-155:20 (stating that, in June 2020, Facebook accidentally uncovered the 
coding oversight that allowed third-party developers to receive nonpublic data that Facebook had categorized as 
expired).  
1193 Ex. 35 at 7-8; see also Ex. 34 at 79:7-16, 153:3-155:20 (stating that, in June 2020, Facebook accidentally 
uncovered the coding oversight that allowed third-party developers to receive nonpublic data that Facebook had 
categorized as expired).  
1194 Ex. 65 at FB-FTC-EXPAPPS-000000040. 
1195 Ex. 61 at 3; see also Ex. 35 at 6; Ex. 34 at 202:6-203:15 (describing the Expiration Check). 
1196 Ex. 35 at 6. 
1197 Ex. 61 at 3. 
1198 Ex. 35 at 7; see also Ex. 34 at 42:8-10 (“A user authentication token is a thing that happens after a user allows an 
app to have access to its Facebook data.”).  
1199 Ex. 61 at 3; see also Ex. 34 at 212:10-212:25 (explaining the role of a token using the example of 
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1103. If the user was deemed to have been inactive over this 90-day period, the Expiration 
Check was programmed to return an expired status for the token, preventing an app from using 
the token to access user data.1200 

1104. For example, if one Facebook user (“User B”) did not use an app for 90 days, that app 
correctly would be blocked from using User B’s token to request information regarding User 
B.1201 

1105. In some instances, an app may use one user’s access token to access the data of another 
user.1202 

1106. If User B’s friend (“User A”) still actively used the app, then the app developer would be 
able to use User A’s token to request, and obtain, data for User B that User B had previously 
authorized the app to access, and that User B had granted permission for User A to view.1203 

1107. For example, an app may have a feature that allows User A to invite a Facebook friend 
who is the same age and who also uses the app (“User C”) to join a game or other joint activity 
in the app. To determine if User C is the same age as User A, the app would use User A’s token 
to request User C’s birthday, and the code would return data about User C’s birthday (provided 
that User C had granted User A permission to view the information).1204 

1108. Facebook engineers wrote Expiration Check into the software, but failed to execute 
similar code in all areas where it would be necessary to prevent expired apps from receiving 
nonpublic user information.1205 

1109. The Facebook engineers did not test to ensure that the Expiration Check applied to the 
user’s friends and failed to uncover this coding oversight because “the [coding] oversight . . . 
was not something that the engineers would have known to test for.”1206 

1110. Where an app requested User B’s data through User A’s token, the Expiration Check did 
not additionally check the expiration status of User B because the Expiration Check was 
designed to check the expiration status of the user whose token was used in the app’s request for 
data (i.e., the token for User A)—and not User B’s expiration status. As a result, User B’s data 
was returned to the app, even if User B was classified as an inactive user in Facebook’s 
systems.1207 

1200 Ex. 61 at 3; see also Ex. 35 at 6. 
1201 Ex, 61 at 3; see also Ex. 35 at 7-8. 
1202 Ex. 61 at 3. 
1203 Ex. 35 at 7; see also Ex. 61 at 3; Ex. 34 at 158:8-160:3 (detailing the circumstances in which a third-party 
developer could obtain User B’s nonpublic information through User A without the Expiration Check protecting 
User B’s information).
1204 Ex. 35 at 7-8. 
1205 Ex. 35 at 7-8; see also Ex. 61 at 4-5. 
1206 Ex. 34 at 79:17-80:10; see also Ex. 61 at 4-5. 
1207 Ex. 35 at 7-8; Ex. 34 at 156:8-157:10. 
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1111. The coding oversight resulted in third-party apps accessing the nonpublic information of 
17.4 million affected users (“Affected Users”).1208 

1112. 1.6 million Affected Users out of approximately 17.4 million had non-static data fields 
queried.1209 

1113. Static data fields are fields of data that a user is unlikely to change over time (such as 
their birthday or hometown).1210 

1114. Non-static data fields are fields of data that are likely to change over time (such as 
quotes, likes, photos, feed, friends, photo albums, and videos.)1211 

1115. Facebook allowed apps to access nonpublic photos from 95,587 Affected Users.1212 

1116. Facebook allowed apps to access nonpublic feeds from 81,865 Affected Users.1213 

1117. Facebook allowed apps to access nonpublic friends lists from 49,106 Affected Users.1214 

1118. Facebook allowed apps to access nonpublic photo albums from 39,520 Affected Users.1215 

1119. Facebook allowed apps to access nonpublic videos from 7,574 Affected Users.1216 

1120. Approximately 1,300 apps received nonpublic information from Affected Users from 
June 12, 2019 through July 14, 2020.1217 

C. Facebook Developed and Implemented the 90-Day Limitation and the 
Expiration Check between March 30, 2018 and May 28, 2018. 

1121. Facebook acknowledged that its “worked around the clock” to implement the 90-Day 
Limitation and the Expiration Check.1218 

1122. In an April 12, 2018, post to WorkPlace, (a Facebook software engineer on the 
Facebook Login product) stated that Facebook had “made an ambitious 2 years worth of changes 
to this [90-day expiration check] product in about 3 weeks.”1219 

1208 Ex. 35 at 11. 
1209 Ex. 35 at 11. 
1210 Ex. 35 at 11. 
1211 Ex. 35 at 11, 13. 
1212 Ex. 35 at 13. 
1213 Ex. 35 at 13. 
1214 Ex. 35 at 13. 
1215 Ex. 35 at 13. 
1216 Ex. 35 at 13. 
1217 Ex. 61 at 9-10; Ex. 63 (list of apps that received nonpublic information from Affected Users). 
1218 Ex. 35 at 5. 
1219 Ex. 57 (Consumer Identity Platform + Experiences (Expired Apps 30b6 Dep. Ex. 6)); see also Ex. 34 at 63:22-

is a software engineer on the Facebook Login product”) 23 (“ 
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users of apps.”1240 He further stated that “[a] change of this magnitude . . . is the single most 
impactful thing that has been done on the [Facebook] platform since its creation.”1241 

MESSENGER KIDS  

I. Messenger Kids Is Directed to Children and Collects Personal Information from 
Users Under the Age of 13 

1137. In December 2017, Facebook began offering Messenger Kids (MK), a free messaging 
and video calling application “specifically intended for users under the age of 13.”1242 

1138. The MK app allows children to communicate via text or video with parent-approved 
contacts.1243 

1139. Facebook reported that most MK users as of October 2019 were under the age of 13. 
Specifically, Facebook reported that, of the more than 1.7 million MK users in October 2019, 
over 1.1 million of them had provided Facebook with a birth date, and over 1 million of those 
users (approximately 95%) had reported birth dates identifying the users as under the age of 
13.1244 

1140. During the account registration process, Facebook collects certain information about the 
child from the parent, such as the child’s name and, if the parent chooses to provide it, the child’s 
date of birth.1245 

1141. Facebook also collects information from parents as part of the account sign-up process, 
including location information, device identifiers, and other information about the devices on 
which the app is downloaded.1246 

1142. As the child uses MK, Facebook combines certain of the information it collects from 
parents as part of the account sign-up process with additional information it collects from the 
child, including the child’s profile picture, name or username, messages the child sent and 
received as well as photos, videos, and audio files sent and received by the child.1247 

1143. Facebook discloses certain of this information from the child on various occasions, 
including by: (1) sharing the child’s name and profile picture with contacts the parent invites and 
approves; (2) making the child’s name and profile picture visible to others who have created 
Messenger Kids accounts for their children; (3) sharing the child’s name and profile picture in 

1240 Ex. 34 at 71:12-15. 
1241 Ex. 34 at 71:21-24. 
1242 Ex. 38 at 2, 19 (Nov. 15, 2019 resp. to CID interrogatory 2(a) and 5(a)). 
1243 Ex. 38 at 2. 
1244 Ex. 38 at 9. 
1245 Ex. 38 at 8. 
1246 Ex. 38 at 8. 
1247 Ex. 38 at 9; www messengerkids.com. 
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messages sent by the child; and (4) facilitating the disclosure of information the child includes in 
messages, including photos, videos, and audio files sent in the messages.1248 

A. Facebook Tells Parents that Their Children Will Only Communicate with Parent-
Approved Contacts on MK 

1144. Facebook has represented, and continues to represent, that MK users can communicate in 
MK with only parent-approved contacts.1249 

1145. For example, Facebook’s websites have stated that, when using MK, “[k]ids can only 
connect with parent-approved contacts, which creates a more controlled environment”1250 and 
that “[p]arents fully control the contact list and kids can’t connect with contacts that their parent 
does not approve.”1251 

1146. Facebook has also made similar representations during the sign-up process for MK, 
specifically on a page in which Facebook requests parents’ consent to collect, use, and disclose 
their children’s information. This page informs parents “[y]ou can approve who your child can 
communicate with,” and links to the MK terms of service and privacy policy.1252 

1147. Additionally, from December 2017 to February 2020, MK’s terms of service represented 
that “[k]ids can creatively express themselves as they communicate with parent-approved family 
and friends…in a secure environment” and that “[y]our child owns all of the content and 
information they post on Messenger Kids, and you can control who they may share it with 
through the Messenger Kids parental controls.”1253 

1148. From December 2017 to early February 2020, the linked privacy policy stated MK was 
“designed to allow parents and guardians to decide who may and may not interact with their 
child on Messenger Kids.”1254 

1149. Facebook requires parents to consent to MK’s term of service and privacy policy, and it 
informs parents that it “won’t collect, use or disclose any info from your child without this 
consent.”1255 

1248 Ex. 38 at 4, 7-8; www.messengerkids.com. 
1249 Ex. 38 at 12; https://www facebook.com/legal/messengerkids/terms; 
https://www.facebook.com/legal/messengerkids/privacypolicy2019; Ex. 38 at 12; Ex. 38 at 18-20; Ex. 40 at 5-6, 
10-11 (Jan. 31, 2020 White Paper). 
1250 Ex. 104 (FB-MK-FTC-00000062).
1251 Ex. 39 (FB-MK-FTC-00000014) at FB-MK-FTC-00000019. 
1252 Ex. 38 at 12. 
1253 https://www.facebook.com/legal/messengerkids/terms. 
1254 https://www.facebook.com/legal/messengerkids/privacypolicy2019. 
1255 Ex. 38 at 12. 
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B. Group Text Chat Vulnerability Exposed Some MK Users to Communications with 
Unapproved Contacts 

1150. When MK users initiated a group text chat on Android devices by simultaneously 
selecting multiple contacts to participate in the chat, coding errors caused the application to fail 
to check whether the secondary contacts were approved to chat with each other.1256 

1151. For example, if MK user A initiated a group text chat with B and C simultaneously, the 
application would check that B and C were approved contacts with A, but not whether B and C 
were approved contacts with each other.1257 

1152. Facebook discovered the group text chat vulnerability when one of MK’s employees 
noticed his child was communicating with an unapproved contact.1258 

1153. Facebook remediated the vulnerability within twenty-four hours of discovery, and it 
notified the FTC of this vulnerability on July 15, 2019.1259 

1154. This vulnerability allowed 5,658 MK users to communicate with unapproved contacts 
through text chat from June 2018 to July 2, 2019.1260 

C. Group Video Call Vulnerability Exposed Some MK Users to Video Calls with 
Unapproved Contacts 

1155. Additionally, 3,625 MK users participated in group video calls with an unapproved 
contact.1261 

1156. The 3,625 users affected by the group video call vulnerability include users who were 
also affected by the group text vulnerability.1262 

1157. These unauthorized contacts resulted from a different coding error related to the 
Messenger application’s “escalation” feature.1263 

1158. In November 2018, Facebook updated its Messenger app to allow Messenger users to 
“escalate” a video call, i.e., add participants to an ongoing video call.1264 

1256 Ex. 38 at 18-20; Ex. 40 (Jan. 31, 2020 White Paper) at 5-6, 10-11. 
1257 Ex. 38 at 18-20; Ex. 40 at 5-6, 10-11. 
1258 Ex. 38 at 20-21. 
1259 Ex. 38 at 21; Ex. 40 at 1. 
1260 Ex. 38 at 21-22. 
1261 Ex. 38 at 26; Ex. 40 at 6-8, 11-12. 
1262 Ex. 38 at 26; Ex. 40 at 6-8, 11-12. 
1263 Ex. 38 at 26; Ex. 40 at 6-8, 11-12. 
1264 Ex. 38 at 23-24. 
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1159. To block kids from using this escalation feature, Facebook implemented coding to block 
the escalation of video calls that included MK users.1265 

1160. On November 12, 2018, however, a Messenger engineer inadvertently deleted part of the 
blocking code in iOS.1266 

1161. This coding error allowed Messenger users to escalate video calls with MK users.  
Because the technical safeguards implemented to prevent MK users from communicating with 
unapproved contacts failed to work with the escalation feature, MK users could communicate in 
group video calls with unapproved contacts.1267 

1162. An MK engineer discovered the error in January 2019, fixed the code without realizing 
the error impacted the effectiveness of the MK technical safeguards, and confirmed the error did 
not impact Android devices.1268 

1163. In May 2019, a Messenger engineer made a second coding error affecting the code used 
to block escalation of video calls that included MK users.  This error again allowed certain 
Messenger users to escalate video calls to include MK users, but this time on Android devices.1269 

1164. Facebook discovered the error while investigating the group text chat vulnerability, and 
fixed it shortly after discovery, on or about July 2, 2019.1270  Facebook notified the FTC of this 
vulnerability on July 15, 2019.1271 

1265 Ex. 40 at 6. 
1266 Ex. 40 at 6. 
1267 Ex. 38 at 23-25; Ex. 40 at 6-8, 11-12. 
1268 Ex. 40 at 6-7. 
1269 Ex. 38 at 23-25; Ex. 40 at 6-8, 11-12. 
1270 Ex. 38 at 25. 
1271 Ex. 40 at 1. 
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	1069. In a March 21, 2018, Newsroom post, Mark Zuckerberg stated: “We have a responsibility to everyone who uses Facebook to make sure their privacy is protected. That’s why we’re making changes to prevent abuse. We’re going to set a higher standard for how developers build on Facebook, what people should expect from them, and, most importantly, from us.”
	1166 

	1070. In a March 21, 2018, post, Zuckerberg also announced, “We will: . . . Turn off access for unused apps. If someone hasn’t used an app within the last three months, we will turn off the app’s access to their information.”
	1167 
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	1168 

	1072. As part of the April 4, 2018, announcement on Facebook Newsroom, Schroepfer stated, “In the next week, we will remove a developer’s ability to request data people shared with them if it appears they have not used the app in the last 3 months.”
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	1074. On April 18, 2018, Facebook launched a feature (the “90-Day Limitation”) designed to prevent a third-party consumer application (“app”) that a user had logged into using Facebook 
	 Ex. 3, Part I. Ex. 66 (Mar. 21, 2018 Newsroom Post). Ex. 66. Ex. 65 (Facebook Newsroom Posts, Ex. 4 of Respondent’s July 14, 2020 response to FTC demand) at FB-FTCEXPAPPS-000000017 (“Two weeks ago we promised to take a hard look at the information apps can use when you connect them to Facebook as well as other data practices. Today, we want to update you on the changes we’re making to better protect your Facebook information. . . .”). Ex. 65 at FB-FTC-EXPAPPS-000000018. Ex. 65 at FB-FTC-EXPAPPS-000000018. 
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	Login from continuing to access a user’s Facebook data if the user had not used the app in the past 90 days.
	1171 

	1075. Facebook Login allows Facebook users to create accounts on third-party apps by authenticating with their Facebook account credentials.
	1172 

	1076. Specifically, Facebook represented these “Expired Apps” would be permitted to retain data they had obtained while the user was still active, but they would be unable to continue obtaining the user’s nonpublic information.
	1173 

	1077. Apps can use Facebook Login to access Facebook users’ data.
	1174 

	1. Apps and Websites Settings 
	1078. According to Facebook, as of July 7, 2020, when a user went to the Apps and Websites settings for their account after November 2019, Facebook represented on its desktop version: “These are apps and websites you’ve used Facebook to log into. They can receive information you chose to share with them. Expired and removed apps may still have access to information that was previously shared with them, but can’t receive additional non-public information.”
	1175 

	1079. In the corresponding mobile version of the Apps and Websites settings (in effect December 2019 through present as of July 14, 2020), when the user clicked on the Expired tab, it stated: “Expired and removed apps may still have access to information that was previously shared with them, but can’t receive additional non-public information.”
	1176 

	1080. Furthermore, at the Rule 30(b)(6) deposition, Facebook’s corporate designee, Eric Totherow, stated that “[t]he expectation set out in the text of the expired apps tab [of the Apps and Website modules] makes it very clear that the app ought not to have access to that user’s data any longer, except for the data the app has already collected prior to the expiration.”
	1177 

	2. Help Center 
	1081. In both the desktop and mobile versions of the Apps and Websites settings, when users clicked on the “Learn more” hyperlink, they were directed to a Help Center article that stated, in 
	Ex. 61 (July 14, 2020 resp. to FTC demand) at 3; Ex. 34 (Sept. 30, 2021 R. 30(b)(6) Eric Totherow Dep. Tr.) at 36:17-20 (“if there was no indication of usage of [a third-party] app [by a user] within a 90-day window, [Facebook] would automatically expire that app’s ability to access [that user’s] data”), 41:5-21 (stating that the 90-day expiration feature began on April 11, 2018 and deployed through May 24, 2018 in a gradual fashion reaching “100 percent of overall users on May 24.”); Ex. 35 (July 28, 2021 
	1171 
	th
	1172
	, at 1, https://developers facebook.com/docs/facebook
	-

	1173 
	1174 
	Ex. 62 (Facebook Login Overview, https://developers facebook.com/docs/facebook-login/overview/) at 1. 
	1175 
	1176 
	1177
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	relevant part: “If an app or website is: . . . Expired: You’ve logged into these apps and websites with Facebook, but it appears you haven’t been active for more than 90 days. They may still have access to info you previously shared, but their ability to make additional requests for private info has expired.”
	1178 

	1082. The language in the Help Center article took effect in April 2018 and remains in effect through today, as of July 14, 2020.
	1179 

	1083. In March 2020, Facebook added a sentence, so that the Help Center was revised to state, in relevant part, that “If an app or website is: . . . Expired: You’ve logged into these apps and websites with Facebook, but it appears you haven’t been active for more than 90 days. In some cases, an app or website may be marked as expired by Facebook. They may still have access to info you previously shared, but their ability to make additional requests for private info has expired.”
	1180 

	3. Data Policy 
	1084. In its Data Policy, Facebook told users, “We are in the process of restricting developers’ data access even further to help prevent abuse. For example, we will remove developers’ access to your Facebook and Instagram data if you haven’t used their app in 3 months . . . .”
	1181 

	1085. During the period from April 19, 2018 to present as of July 14, 2020, Facebook’s Data Policy stated: “Apps and websites you use may receive your list of Facebook friends if you choose to share it with them. , or information about any of your Instagram followers (although your friends and followers may, of course, choose to share this information themselves).”
	But apps and websites you use will not be able to receive any other information about your Facebook Friends from you
	1182 

	4. Privacy Checkup Tool 
	1086. Facebook offered the “Privacy Checkup” tool to its users as a way to “guide you through some settings so you can make the right choices for your account.”
	1183 

	 Ex. 55 (Help Center Screenshot, in Facebook, 2020-07-14 Response to Demand re Expired Apps) at FB-FTCEXPAPPS-000000009. (emphasis added). Ex. 55 at FB-FTC-EXPAPPS-000000009 (emphasis added). Ex. 55 at FB-FTC-EXPAPPS-000000009 (emphasis added). Ex. 56 (Facebook Data Policy, in Facebook 2020-07-14 Response to Demand re Expired Apps) at FB-FTCEXPAPPS-000000014. Ex. 56 at FB-FTC-EXPAPPS-000000013 (Data Policy revised as of April 19, 2018) (emphasis added). Ex. 64 at FB-FTC-EXPAPPS-000000047 (Privacy Checkup la
	1178
	-
	1179 
	1180 
	1181 
	-
	1182 
	1183 

	153 
	1087. If users availed themselves of Facebook’s “Privacy Checkup” tool, apps in the users’ “Expired Apps” category were not shown for the user to consider as part of their Privacy Checkup.
	1184 

	1088. When the user checked their data settings through Privacy Checkup, Facebook purported to “walk through the options to make sure your settings are right for you.”
	1185 

	1089. The “Apps and Websites” module in Privacy Checkup showed the user “the apps and websites from other companies you’ve used Facebook to log into .” 
	and have recently used
	1186 

	1090. The “Apps and Websites” module in Privacy Checkup did not show the user’s Expired Apps.
	1187 

	1091. Privacy Checkup on the mobile version of Facebook during the first half of 2020 likewise directed the user to check their data settings for apps and websites and showed “the apps and websites from other companies you’ve used Facebook to log into ”
	and have recently used.
	1188 

	1092. Privacy Checkup on the mobile version of Facebook during the first half of 2020 did not show the user’s Expired Apps.
	1189 


	B. Facebook Continued to Share Users’ Nonpublic Information with Expired Apps. 
	B. Facebook Continued to Share Users’ Nonpublic Information with Expired Apps. 
	1093. A Facebook engineer discovered the coding oversight in the Expiration Check that allowed third-party apps to access inactive users’ non-public information on June 16, 2020.
	1190 

	1094. At the Rule 30(b)(6) deposition, Facebook’s corporate designee confirmed that “as a result of the coding oversight, Facebook for some period of time was sending users’ nonpublic 
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	information to third-party developers of apps that Facebook had categorized as being expired.”
	1191 

	1095. On June 29, 2020, Facebook notified Commission staff that, due to a coding oversight, Facebook had in fact, in some instances, continued to share users’ nonpublic information with Expired Apps.
	1192 

	1096. Facebook had been continuing to share certain users’ non-public information with Expired Apps since it launched the feature in April 2018.
	1193 

	1097. In a Facebook Newsroom post dated July 1, 2020, Konstantinos Papamiltiadis (a Facebook Vice-President of Platform Partnerships) stated that “in 2018, we announced that we would automatically expire an app’s ability to receive any updates to [nonpublic user] information if our systems didn’t recognize a person as having used the app within the last 90 days. But recently, we discovered that in some instances apps continued to receive the data that people had previously authorized, even if it appeared th
	1194 

	1098. Facebook had implemented the 90-Day Limitation by creating a check in the software code (the “Expiration Check”) that ran when an app used a user’s access token to request data through the Graph API.
	1195 

	1099. The Graph API is “the interface through which third-party apps request data from Facebook’s social graph.”
	1196 

	1100. In most cases, an app relies on a user’s own access token to access data shared with the app by that user.
	1197 

	1101. A user’s access token is the mechanisms that an app uses to make a request on a user’s behalf to look up data on another user.
	1198 

	1102. Expiration Check was programmed to evaluate whether the user associated with that token had used the app within the previous 90 days based on certain activity signals.
	1199 

	 Ex. 34 at 155:14-20. Ex. 35 at 9; Ex. 34 at 79:7-16, 153:3-155:20 (stating that, in June 2020, Facebook accidentally uncovered the coding oversight that allowed third-party developers to receive nonpublic data that Facebook had categorized as expired).   Ex. 35 at 7-8; see also Ex. 34 at 79:7-16, 153:3-155:20 (stating that, in June 2020, Facebook accidentally uncovered the coding oversight that allowed third-party developers to receive nonpublic data that Facebook had categorized as expired).   Ex. 65 at F
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	). 
	1103. If the user was deemed to have been inactive over this 90-day period, the Expiration Check was programmed to return an expired status for the token, preventing an app from using the token to access user data.
	1200 

	1104. For example, if one Facebook user (“User B”) did not use an app for 90 days, that app correctly would be blocked from using User B’s token to request information regarding User 
	B.
	B.
	B.
	1201 

	1105. In some instances, an app may use one user’s access token to access the data of another user.
	1202 

	1106. If User B’s friend (“User A”) still actively used the app, then the app developer would be able to use User A’s token to request, and obtain, data for User B that User B had previously authorized the app to access, and that User B had granted permission for User A to view.
	1203 

	1107. For example, an app may have a feature that allows User A to invite a Facebook friend who is the same age and who also uses the app (“User C”) to join a game or other joint activity in the app. To determine if User C is the same age as User A, the app would use User A’s token to request User C’s birthday, and the code would return data about User C’s birthday (provided that User C had granted User A permission to view the information).
	1204 

	1108. Facebook engineers wrote Expiration Check into the software, but failed to execute similar code in all areas where it would be necessary to prevent expired apps from receiving nonpublic user information.
	1205 

	1109. The Facebook engineers did not test to ensure that the Expiration Check applied to the user’s friends and failed to uncover this coding oversight because “the [coding] oversight . . . was not something that the engineers would have known to test for.”
	1206 

	1110. Where an app requested User B’s data through User A’s token, the Expiration Check did not additionally check the expiration status of User B because the Expiration Check was designed to check the expiration status of the user whose token was used in the app’s request for data (i.e., the token for User A)—and not User B’s expiration status. As a result, User B’s data was returned to the app, even if User B was classified as an inactive user in Facebook’s systems.
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	1111. The coding oversight resulted in third-party apps accessing the nonpublic information of 

	17.4 million affected users (“Affected Users”).
	17.4 million affected users (“Affected Users”).
	1208 

	1112. 1.6 million Affected Users out of approximately 17.4 million had non-static data fields queried.
	1209 

	1113. Static data fields are fields of data that a user is unlikely to change over time (such as their birthday or hometown).
	1210 

	1114. Non-static data fields are fields of data that are likely to change over time (such as quotes, likes, photos, feed, friends, photo albums, and videos.)
	1211 

	1115. Facebook allowed apps to access nonpublic photos from 95,587 Affected Users.
	1212 

	1116. Facebook allowed apps to access nonpublic feeds from 81,865 Affected Users.
	1213 

	1117. Facebook allowed apps to access nonpublic friends lists from 49,106 Affected Users.
	1214 

	1118. Facebook allowed apps to access nonpublic photo albums from 39,520 Affected Users.
	1215 

	1119. Facebook allowed apps to access nonpublic videos from 7,574 Affected Users.
	1216 

	1120. Approximately 1,300 apps received nonpublic information from Affected Users from June 12, 2019 through July 14, 2020.
	1217 



	C. Facebook Developed and Implemented the 90-Day Limitation and the Expiration Check between March 30, 2018 and May 28, 2018. 
	C. Facebook Developed and Implemented the 90-Day Limitation and the Expiration Check between March 30, 2018 and May 28, 2018. 
	1121. Facebook acknowledged that its “worked around the clock” to implement the 90-Day Limitation and the Expiration Check.
	1218 

	1122. In an April 12, 2018, post to WorkPlace, (a Facebook software engineer on the Facebook Login product) stated that Facebook had “made an ambitious 2 years worth of changes to this [90-day expiration check] product in about 3 weeks.”
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	users of apps.”He further stated that “[a] change of this magnitude . . . is the single most impactful thing that has been done on the [Facebook] platform since its creation.”
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	MESSENGER KIDS  
	I. Messenger Kids Is Directed to Children and Collects Personal Information from Users Under the Age of 13 
	1137. In December 2017, Facebook began offering Messenger Kids (MK), a free messaging and video calling application “specifically intended for users under the age of 13.”
	1242 

	1138. The MK app allows children to communicate via text or video with parent-approved contacts.
	1243 

	1139. Facebook reported that most MK users as of October 2019 were under the age of 13. Specifically, Facebook reported that, of the more than 1.7 million MK users in October 2019, over 1.1 million of them had provided Facebook with a birth date, and over 1 million of those users (approximately 95%) had reported birth dates identifying the users as under the age of 
	13.
	13.
	1244 

	1140. During the account registration process, Facebook collects certain information about the child from the parent, such as the child’s name and, if the parent chooses to provide it, the child’s date of birth.
	1245 

	1141. Facebook also collects information from parents as part of the account sign-up process, including location information, device identifiers, and other information about the devices on which the app is downloaded.
	1246 

	1142. As the child uses MK, Facebook combines certain of the information it collects from parents as part of the account sign-up process with additional information it collects from the child, including the child’s profile picture, name or username, messages the child sent and received as well as photos, videos, and audio files sent and received by the child.
	1247 

	1143. Facebook discloses certain of this information from the child on various occasions, including by: (1) sharing the child’s name and profile picture with contacts the parent invites and approves; (2) making the child’s name and profile picture visible to others who have created Messenger Kids accounts for their children; (3) sharing the child’s name and profile picture in 
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	messages sent by the child; and (4) facilitating the disclosure of information the child includes in messages, including photos, videos, and audio files sent in the messages.
	1248 

	A. Facebook Tells Parents that Their Children Will Only Communicate with Parent-Approved Contacts on MK 
	1144. Facebook has represented, and continues to represent, that MK users can communicate in MK with only parent-approved contacts.
	1249 

	1145. For example, Facebook’s websites have stated that, when using MK, “[k]ids can only connect with parent-approved contacts, which creates a more controlled environment” and that “[p]arents fully control the contact list and kids can’t connect with contacts that their parent does not approve.”
	1250
	1251 

	1146. Facebook has also made similar representations during the sign-up process for MK, specifically on a page in which Facebook requests parents’ consent to collect, use, and disclose their children’s information. This page informs parents “[y]ou can approve who your child can communicate with,” and links to the MK terms of service and privacy policy.
	1252 

	1147. Additionally, from December 2017 to February 2020, MK’s terms of service represented that “[k]ids can creatively express themselves as they communicate with parent-approved family and friends…in a secure environment” and that “[y]our child owns all of the content and information they post on Messenger Kids, and you can control who they may share it with through the Messenger Kids parental controls.”
	1253 

	1148. From December 2017 to early February 2020, the linked privacy policy stated MK was “designed to allow parents and guardians to decide who may and may not interact with their child on Messenger Kids.”
	1254 

	1149. Facebook requires parents to consent to MK’s term of service and privacy policy, and it informs parents that it “won’t collect, use or disclose any info from your child without this consent.”
	1255 
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	B. Group Text Chat Vulnerability Exposed Some MK Users to Communications with Unapproved Contacts 
	1150. When MK users initiated a group text chat on Android devices by simultaneously selecting multiple contacts to participate in the chat, coding errors caused the application to fail to check whether the secondary contacts were approved to chat with each other.
	1256 

	1151. For example, if MK user A initiated a group text chat with B and C simultaneously, the application would check that B and C were approved contacts with A, but not whether B and C were approved contacts with each other.
	1257 

	1152. Facebook discovered the group text chat vulnerability when one of MK’s employees noticed his child was communicating with an unapproved contact.
	1258 

	1153. Facebook remediated the vulnerability within twenty-four hours of discovery, and it notified the FTC of this vulnerability on July 15, 2019.
	1259 

	1154. This vulnerability allowed 5,658 MK users to communicate with unapproved contacts through text chat from June 2018 to July 2, 2019.
	1260 


	C. Group Video Call Vulnerability Exposed Some MK Users to Video Calls with Unapproved Contacts 
	C. Group Video Call Vulnerability Exposed Some MK Users to Video Calls with Unapproved Contacts 
	1155. Additionally, 3,625 MK users participated in group video calls with an unapproved contact.
	1261 

	1156. The 3,625 users affected by the group video call vulnerability include users who were also affected by the group text vulnerability.
	1262 

	1157. These unauthorized contacts resulted from a different coding error related to the Messenger application’s “escalation” feature.
	1263 

	1158. In November 2018, Facebook updated its Messenger app to allow Messenger users to “escalate” a video call, i.e., add participants to an ongoing video call.
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	1159. To block kids from using this escalation feature, Facebook implemented coding to block the escalation of video calls that included MK users.
	1265 

	1160. On November 12, 2018, however, a Messenger engineer inadvertently deleted part of the blocking code in iOS.
	1266 

	1161. This coding error allowed Messenger users to escalate video calls with MK users.  Because the technical safeguards implemented to prevent MK users from communicating with unapproved contacts failed to work with the escalation feature, MK users could communicate in group video calls with unapproved contacts.
	1267 

	1162. An MK engineer discovered the error in January 2019, fixed the code without realizing the error impacted the effectiveness of the MK technical safeguards, and confirmed the error did not impact Android devices.
	1268 

	1163. In May 2019, a Messenger engineer made a second coding error affecting the code used to block escalation of video calls that included MK users.  This error again allowed certain Messenger users to escalate video calls to include MK users, but this time on Android devices.
	1269 

	1164. Facebook discovered the error while investigating the group text chat vulnerability, and fixed it shortly after discovery, on or about July 2, 2019. Facebook notified the FTC of this vulnerability on July 15, 2019.
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