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Protecting children online — why it matters

ICO and Ofcom research shows that the design of online services can increase the potential for harm, exposing
children to a wide range of risks online.

Children benefit from being
online

* 81% of children and adults
benefit from learning online

* 68% of children report going
online to stay connected to
friends

* Overseveninten (73% of 8-

17s) play games online

Many do not have an age-
appropriate experience...

53% of children (8-12) have a social
media profile...

...and a fifth (20%) of these children have
a profile that makes them aged 18+
Children view their data as a commodity
to trade for access to services

Age appropriate design undermined by

self-declaration

...with harmful experience
unavoidable

62% of children (13-17) had
encountered a potential harm
online

Children more likely to have seen
suicide, self-harm, and eating
disorder content than most
adults

Loss of control of data, physical

or psychological harms



Data Protection

Responsible for the UK GDPR and DPA 2018, the
Children's code (or the Age appropriate design
code)

Online Safety

Responsible for making online services safer for
the people who use them, especially children,
under the UK
Online Safety Act 2023




Are children accessing your service?

* Review likely to be accessed guidance
* Review your terms of service

* |dentify if under 13s / under 18s are accessing — self-dec not considered an
effective means of accurately establishing user age.



ICO age assurance priorities

You need to know if children are using your

service to effectively protect their data. processing
Processing children’s data must be done of u13 T;f:ig';g
lawfully. data e

lawfully

Take a risk-based approach to recognising
the age of individual users and ensure you ——
effectively apply the standards in the only

Children’s code to child users.




Implementing age assurance
Ofcom - Highly effective age assurance ICO - Waterfall approach (13 age gate)

Capable of being highly effective: .
B shighty Self-declaration

= Credit card checks = Digital identity services

= Open banking = Email-based age Age

= Photo-ID matching estimation inference Age estimation
= Facial age estimation profiling

=  MNO age checks
Age verification

Not capable of being highly effective:

Vouching

Y/N; data deleted




How do | meet data protection

requirements?

DP principles

Lawfulness, fairness, transparency
Purpose limitation

Data minimisation

Accuracy

Storage limitation

Integrity and confidentiality
Accountability

Art 6 - lawful
basis

Art 8 -
compliance with
consent
requirements




European age assurance

GDPR
Digital Services Act

Audiovisual Media
Services Directive

EDPB principles to design GDPR-compliant age
assurance

Risk-based assessment of the proportionality of age assurance
Prevent data protection risks of age assurance measures
Purpose limitation and data minimisation

Effectiveness of age assurance (accessible, reliable and robust)
Lawful, fair and transparent

Use of automated decision making

Automated decision making ‘should not concern a child’

Art 25 State of the art

Security

Accountability




International

DPC Australia Children’s Online Privacy Code
Fundamentals ISO Standards
EU D-1D

UK AADC
Audio Visual Media
Services Directive

Before 2020 2021 2022 2023 2024 2025 2026 . Next

UK OSA UK/ EU social media ban
Australian AA Trial & social media ban App store / device

California AADC Brazil Digital Statute of the Child and legislation
Adolescent COPPA 2.0
Indonesia Child Protection Regulation Canadian Children’s
Singapore Code of Practice for Online Privacy Code
Safety for App Distribution Services




