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UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

UNITED STATES OF AMERICA,
Plaintiff,
v.

CELSIUS NETWORK INC., a corporation,
CELSIUS NETWORK LLC, a limited liability
company, CELSIUS NETWORKS LENDING LLC,
a limited liability company, CELSIUS LENDING
LLC, a limited liability company, CELSIUS KEYFI
LLC, a limited liability company, CELSIUS
MINING LLC, a limited liability company,
CELSIUS US HOLDING LLC, a limited liability
company; CELSIUS US LLC, a limited liability
company; CELSIUS MANAGEMENT CORP., a
corporation;

ALEXANDER MASHINSKY, individually and as
an officer of Celsius Network Inc., Celsius Network
LLC, Celsius Networks Lending LLC, Celsius
Lending LLC, Celsius KeyFi LLC, Celsius Mining
LLC, and Celsius US Holding LLC;

SHLOMI DANIEL LEON, individually and as an
officer of Celsius Network Inc., Celsius Network
LLC, Celsius Networks Lending LLC, Celsius
Lending LLC, Celsius KeyFi LLC, Celsius Mining
LLC, Celsius US Holding LLC; and

HANOCH “NUKE” GOLDSTEIN, individually and
as an officer of Celsius Network LLC and Celsius

Lending LLC,

Defendants.

Case No. 1:23-cv-6009

STIPULATED ORDER FOR
PERMANENT INJUNCTION,
MONETARY JUDGMENT, AND
OTHER RELIEF AGAINST
ALEXANDER MASHINSKY

Plaintiff, the Federal Trade Commission (“Commission” or “FTC”) filed its Complaint

for Permanent Injunction, Monetary Relief, and Other Relief (“Complaint”), for a permanent

injunction, monetary relief, and other relief in this matter, pursuant to Sections 13(b), 19, and
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16(a)(1) of the Federal Trade Commission Act (“FTC Act”), 15 U.S.C. §§ 53(b), and 57b, and
the Gramm-Leach-Bliley Act (“GLB Act”), 15 U.S.C. §§ 6821 et seq. Defendants have waived
service of the summons and the Complaint.

Defendants Celsius Network Inc., Celsius Network LLC, Celsius Networks Lending
LLC, Celsius Lending LLC, Celsius KeyFi LLC, Celsius Mining LLC, and Celsius US LLC
have filed petitions for relief under Chapter 11 of the Bankruptcy Code. See In re Celsius
Network LLC et al., No. 22-10964(MG) (Bankr. S.D.N.Y.) (“Bankruptcy Case”). The
Commission and the Corporate Defendants entered into a Stipulated Order for Permanent
Injunction, Monetary Judgment, and Other Relief, which the court entered on August 16, 2023.!
This settlement included a suspended monetary judgment of $4,720,000,000, with the suspension
premised upon the truthfulness of the Corporate Defendants’ financial statements and with the
suspension to be lifted if the Bankruptcy Case is closed without the estate being fully
administered. Celsius Network, Inc. has emerged from its bankruptcy case and has begun making
payments to its creditors, including consumer accountholders.

The Commission and Defendant Alexander Mashinsky now stipulate to the entry of this
Stipulated Order for Permanent Injunction, Monetary Judgment, and Other Relief (“Order”) to
resolve all matters in dispute in this action between them.

THEREFORE, IT IS ORDERED as follows:

FINDINGS
1. This Court has jurisdiction over this matter.
2. The Complaint charges that Defendants participated in deceptive and unfair acts

or practices in violation of Section 5 of the FTC Act, 15 U.S.C. § 45, in the marketing and sale of

! See FTC v. Celsius Network Inc., et al., Case No. 1:23-cv-06009, Docket No. 27.
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cryptocurrency lending and custody services. The Complaint further charges that Defendants
obtained customer information of a financial institution relating to another person by making
false, fictitious, or fraudulent statements, in violation of Section 521 of the GLB Act, 15 U.S.C. §
6821.

3. Defendant Mashinsky neither admits nor denies any of the allegations in the
Complaint, except as specifically stated in this Order. Only for purposes of this action,
Defendant Mashinsky admits the facts necessary to establish jurisdiction.

4. Defendant Mashinsky waives any claim that he may have under the Equal Access
to Justice Act, 28 U.S.C. § 2412, concerning the prosecution of this action through the date of
this Order, and agree to bear their own costs and attorney fees.

5. Defendant Mashinsky and the Commission waive all rights to appeal or otherwise
challenge or contest the validity of this Order.

6. Entry of this Order is in the public interest.

DEFINITIONS
For the purpose of this Order, the following definitions apply:
A. “Clear(ly) and conspicuous(ly)” means that a required disclosure is difficult to miss
(i.e., easily noticeable) and easily understandable by ordinary consumers, including in all of the
following ways:
1 In any communication that is solely visual or solely audible, the disclosure
must be made through the same means through which the communication is presented.

In any communication made through both visual and audible means, such as a television

advertisement, the disclosure must be presented simultaneously in both the visual and

audible portions of the communication even if the representation requiring the disclosure
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is made in only one means.

2 A visual disclosure, by its size, contrast, location, the length of time it
appears, and other characteristics, must stand out from any accompanying text or other
visual elements so that it is easily noticed, read, and understood.

3. An audible disclosure, including by telephone or streaming video, must be
delivered in a volume, speed, and cadence sufficient for ordinary consumers to easily
hear and understand it.

4. In any communication using an interactive electronic medium, such as the
Internet or software, the disclosure must be unavoidable.

5. The disclosure must use diction and syntax understandable to ordinary
consumers and must appear in each language in which the representation that requires the
disclosure appears.

6. The disclosure must comply with these requirements in each medium
through which it is received, including all electronic devices and face-to-face
communications.

T The disclosure must not be contradicted or mitigated by, or inconsistent
with, anything else in the communication.

8. When the representation or sales practice targets a specific audience, such
as children, the elderly, or the terminally ill, “ordinary consumers” includes reasonable
members of that group.

“Defendants” means all of the Individual Defendants and the Corporate Defendants,

individually, collectively, or in any combination.
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1. “Corporate Defendants” means Celsius Network Inc., Celsius Network
LLC, Celsius Networks Lending LLC, Celsius Lending LLC, Celsius Keyfi LLC, and
Celsius Mining LLC, Celsius US Holding LLC, Celsius US LLC, Celsius Management
Corp., and their successors and assigns.
2, “Individual Defendants” means Alexander Mashinsky, Shlomi Daniel
Leon, and Hanoch “Nuke” Goldstein.
i “Defendant Mashinsky” means Alexander Mashinsky.
C. “Express Informed Consent” means an affirmative act communicating unambiguous
assent made after receiving and in close proximity to a Clear and Conspicuous disclosure of all
information material to the provision of consent. Assent obtained through any practice or user
interface that has the effect of subverting or impairing consumer autonomy, decision-making, or
choice, including using text that is not easily legible or disclosing material terms behind a
hyperlink, dropdown icon, tooltip, or other similar interface, does not constitute Express
Informed Consent. Acceptance of a general or broad terms of use or similar document that
contains descriptions of agreement by the individual along with other, unrelated information,
does not constitute Express Informed Consent.
D. “Nonpublic Personal Information” means:
1. Any information that Defendants obtain about a consumer in connection
with providing a product or service to that consumer; or
2. Any list, description, or other grouping of consumers (and publicly
available information pertaining to them) that is derived using any Nonpublic Personal

Information that is not publicly available.
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ORDER
L BAN

IT IS ORDERED that Defendant Mashinsky is permanently restrained and enjoined from
advertising, marketing, promoting, offering, or distributing, or assisting in the advertising,
marketing, promoting, offering, or distributing of any product or service that can be used to
deposit, exchange, invest, or withdraw assets, whether directly or through an intermediary.

IL PROHIBITION AGAINST MISREPRESENTATIONS

IT IS FURTHER ORDERED that Defendant Mashinsky, Defendant Mashinsky’s
officers, agents, employees, and attorneys, and all other persons in active concert or participation
with any of them, who receive actual notice of this Order, whether acting directly or indirectly,
in connection with promoting or offering for sale any product or service are permanently
restrained and enjoined from misrepresenting or assisting others in misrepresenting, expressly or
by implication:

A. the benefits of products or services, including the existence or amount of any
rewards that consumers can expect to earn; or

B. any other material fact about products or services, such as the total costs; any
material restrictions, limitations, or conditions; or any material aspect of its performance,
efficacy, nature, or central characteristics.

III. INJUNCTION RELATING TO OBTAINING
CUSTOMER FINANCIAL INFORMATION

IT IS FURTHER ORDERED that Defendant Mashinsky and Defendant Mashinsky’s
officers, agents, employees, and attorneys, and all other persons in active concert or participation
with any of them, who receive actual notice of this Order, whether acting directly or indirectly

are hereby permanently restrained and enjoined from:
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A. Obtaining or attempting to obtain customer information of a financial institution
(including bank account routing number, account number, log-in credentials, private keys, or
other cryptocurrency wallet information) from a consumer by making false, fictitious, or
fraudulent representations to any consumer or financial institution; or

B. Violating the Gramm-Leach-Bliley Act, 15 U.S.C. §§ 6801-6809, §§ 6821-6827,
a copy of which is attached as ATTACHMENT A.

IV.  PROHIBITION AGAINST IMPROPER DISCLOSURE OF NONPUBLIC
PERSONAL INFORMATION

IT IS FURTHER ORDERED that Defendant Mashinsky, Defendant Mashinsky’s
officers, agents, employees, and attorneys, and all other persons in active concert or participation
with any of them, who receive actual notice of this Order, whether acting directly or indirectly,
are permanently restrained and enjoined from disclosing to any other person any Nonpublic
Personal Information about a consumer unless Defendant Mashinsky has obtained the

consumer’s Express Informed Consent to disclose that Nonpublic Personal Information to that

person.
V. JUDGMENT FOR MONETARY RELIEF AND
PARTIAL SUSPENSION
IT IS FURTHER ORDERED that:

A. Judgment in the amount of FOUR BILLION, SEVEN HUNDRED AND
TWENTY MILLION Dollars ($4,720,000,000) is entered in favor of the FTC against Defendant
Mashinsky, as monetary relief. The liability of Defendant Mashinsky shall be joint and several
with any other Defendants to the extent subsequently ordered.

B. Defendant Mashinsky is ordered to pay to the Commission TEN MILLION

($10,000,000) as follows:
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1. Defendant Mashinsky shall pay to the FTC TEN MILLION Dollars
($10,000,000); provided that if Defendant Mashinsky pays an amount equal to or greater
than the amount set forth in this Section V.B.1 to the U.S. Department of Justice pursuant
to the forfeiture order entered in U.S. v Mashinsky, Case No. 1:23-cr-00347 (S.D.N.Y.),
Defendant Mashinsky shall be deemed to have satisfied the payment obligation set forth
in this Section V.B.1.

2. The remainder of the judgment under Subsection A is suspended as to

Defendant Mashinsky subject to the subsections below.

C. The Commission’s agreement to the suspension of part of the judgment as to
Defendant Mashinsky is expressly premised upon the truthfulness, accuracy, and completeness
of The Financial Disclosures of Alexander Mashinsky dated January 13, 2025 and July 6, 2025,
and financial information contained in the email from Defendant Mashinsky’s counsel, Fria R.
Kermani, to Commission counsel Stephanie Liebner on September 17, 2025.

D. The suspension of the judgment will be lifted as to Defendant Mashinsky if, upon
motion by the Commission, the Court finds that Defendant Mashinsky failed to disclose any
material asset, materially misstated the value of any asset, or made any other material
misstatement or omission in the financial representations identified above.

E. If the suspension of the judgment is lifted, the judgment becomes immediately
due as to Defendant Mashinsky in the amount specified in Subsection A above (which the parties
stipulate only for purposes of this Section represents the consumer injury alleged in the
Complaint), less any payment previously made pursuant to this Section, any amount previously
paid to consumers pursuant to the forfeiture order in U.S. v Mashinsky, Case No. 1:23-cr-00347

(S.D.N.Y.), and any amount Defendant Mashinsky demonstrates was previously paid to
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consumers by any other Defendant, including through the Bankruptcy Case In re Celsius
Network LLC et al., No. 22-10964(MG) (Bankr. S.D.N.Y.), plus interest computed from the date
of entry of this Order.

VL. ADDITIONAL MONETARY PROVISIONS
IT IS FURTHER ORDERED that:

A. Defendant Mashinsky relinquishes dominion and all legal and equitable right,
title, and interest in all assets transferred pursuant to this Order and may not seek the return of
any assets.

B. The facts alleged in the Complaint will be taken as true, without further proof, in
any subsequent civil litigation by or on behalf of the Commission, including in a proceeding to
enforce its rights to any payment or monetary judgment pursuant to this Order, such as a
nondischargeability complaint in any bankruptcy case.

C. The facts alleged in the Complaint establish all elements necessary to sustain an
action by the Commission pursuant to Section 523(a)(2)(A) of the Bankruptcy Code, 11 U.S.C.
§ 523(a)(2)(A), and this Order will have collateral estoppel effect for such purposes.

D. Defendant Mashinsky acknowledges that his Taxpayer Identification Numbers
(Social Security Numbers or Employer Identification Numbers), which Defendant Mashinsky
must submit to the Commission, may be used for collecting and reporting on any delinquent
amount arising out of this Order, in accordance with 31 U.S.C. §7701.

E. All money received by the Commission pursuant to this Order may be deposited
into a fund administered by the Commission or its designee to be used for consumer relief, such
as redress and any attendant expenses for the administration of any redress fund. Ifa

representative of the Commission decides that direct redress to consumers is wholly or partially
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impracticable or money remains after such redress is completed, the Commission may apply any
remaining money for such related relief (including consumer information remedies) as it
determines to be reasonably related to Defendants’ practices alleged in the Complaint. Any
money not used for relief is to be deposited to the U.S. Treasury. Defendants have no right to
challenge any actions the Commission or its representatives may take pursuant to this
Subsection.

VII. CUSTOMER INFORMATION

IT IS FURTHER ORDERED that Defendant Mashinsky, Defendant Mashinsky’s
officers, agents, employees, and attorneys, and all other persons in active concert or participation
with any of them, who receive actual notice of this Order are permanently restrained and
enjoined from directly or indirectly:

A. failing to provide sufficient customer information to enable the Commission to
efficiently administer consumer redress. If a representative of the Commission requests in
writing any information related to redress, Defendant Mashinksy must provide it, in the form
prescribed by the Commission, within 14 days;

B. disclosing, using, or benefitting from customer information, including the name,
address, telephone number, email address, social security number, other identifying information,
or any data that enables access to a customer’s account (including a credit card, bank account, or
other financial account), that any Defendant obtained prior to entry of this Order in connection
with the marketing and sale of cryptocurrency services; and

158 failing to destroy such customer information in all forms in their possession,
custody, or control within 30 days after receipt of written direction to do so from a representative

of the Commission.

10
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Provided, however, that customer information need not be disposed of, and may be disclosed, to
the extent requested by a government agency or required by law, regulation, or court order.
IX. COOPERATION

IT IS FURTHER ORDERED that Defendant Mashinsky must fully cooperate with
representatives of the Commission in this case and in any investigation related to or associated
with the transactions or occurrences that are the subject of the Complaint. Defendant Mashinsky
must provide truthful and complete information, evidence, and testimony. Defendant Mashinsky
must appear for interviews, discovery, hearings, trials, and any other proceedings that a
Commission representative may reasonably request upon 5 days written notice, or other
reasonable notice, at such places and times as a Commission representative may designate,
without the service of a subpoena. Defendant Mashinsky will not be in contempt for failure to
cooperate under this provision if he is unable to comply due to his current incarceration.

X. ORDER ACKNOWLEDGMENTS

IT IS FURTHER ORDERED that Defendants obtain acknowledgments of receipt of this
Order:

A. Defendant Mashinsky, within 7 days of entry of this Order, must submit to the
Commission an acknowledgment of receipt of this Order sworn under penalty of perjury.

B. For 18 years after entry of this Order, Defendant Mashinsky for any business that
such Defendant, individually or collectively with any other Defendants, is the majority owner or
controls directly or indirectly, must deliver a copy of this Order to: (1) all principals, officers,
directors, and LLC managers and members; (2) all employees having managerial responsibilities
for conduct related to the subject matter of the Order and all agents and representatives who
participate in conduct related to the subject matter of the Order; and (3) any business entity

resulting from any change in structure as set forth in the Section titled Compliance Reporting.

11
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Delivery must occur within 7 days of entry of this Order for current personnel. For all others,
delivery must occur before they assume their responsibilities.

C. From each individual or entity to which a Defendant Mashinsky delivered a copy
of this Order, Defendant Mashinsky must obtain, within 30 days, a signed and dated
acknowledgment of receipt of this Order.

XI. COMPLIANCE REPORTING

IT IS FURTHER ORDERED that Defendant Mashinsky make timely submissions to the
Commission:

A. One year after entry of this Order, Defendant Mashinsky must submit a
compliance report, sworn under penalty of perjury:

1. Defendant Mashinsky must: (a) identify the primary physical, postal, and
email address and telephone number, as designated points of contact, which
representatives of the Commission may use to communicate with Defendant Mashinsky;
(b) identify all of that Defendant’s businesses by all of their names, telephone numbers,
and physical, postal, email, and Internet addresses; (c) describe the activities of each
business, including the goods and services offered, the means of advertising, marketing,
and sales, and the involvement of any other Defendant (which Individual Defendants
must describe if they know or should know due to their own involvement); (d) describe in
detail whether and how that Defendant is in compliance with each Section of this Order;
and (e) provide a copy of each Order Acknowledgment obtained pursuant to this Order,
unless previously submitted to the Commission.

2. Additionally, Defendant Mashinsky must: (a) identify all telephone

numbers and all physical, postal, email and Internet addresses, including all residences;

12



C2asel1233cov0B6099EDICC [dconmeantli23] HHdeld0d4287286 HaagelB306f331

(b) identify all business activities, including any business for which such Defendant
performs services whether as an employee or otherwise and any entity in which such
Defendant has any ownership interest; and (c) describe in detail such Defendant’s
involvement in each such business, including title, role, responsibilities, participation,
authority, control, and any ownership.

B. For 18 years after entry of this Order, Defendant Mashinsky must submit a
compliance notice, sworn under penalty of perjury, within 14 days of any change in the
following:

1. Defendant Mashinsky must report any change in: (a) any designated point
of contact; or (b) the structure of any Corporate Defendant or any entity that Defendant
has any ownership interest in or controls directly or indirectly that may affect compliance
obligations arising under this Order, including: creation, merger, sale, or dissolution of
the entity or any subsidiary, parent, or affiliate that engages in any acts or practices
subject to this Order.

2. Additionally, Defendant Mashinsky must report any change in: (a) name,
including aliases or fictitious name, or residence address; or (b) title or role in any
business activity, including any business for which such Defendant performs services
whether as an employee or otherwise and any entity in which such Defendant has any
ownership interest, and identify the name, physical address, and any Internet address of
the business or entity.

C. Defendant Mashinsky must submit to the Commission notice of the filing of any
bankruptcy petition, insolvency proceeding, or similar proceeding by or against such Defendant

within 14 days of its filing.

13
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D. Any submission to the Commission required by this Order to be sworn under
penalty of perjury must be true and accurate and comply with 28 U.S.C. § 1746, such as by
concluding: “I declare under penalty of perjury under the laws of the United States of America
that the foregoing is true and correct. Executed on: _ ” and supplying the date, signatory’s
full name, title (if applicable), and signature.

E. Unless otherwise directed by a Commission representative in writing, all
submissions to the Commission pursuant to this Order must be emailed to DEbrief@ftc.gov or
sent by overnight courier (not the U.S. Postal Service) to: Associate Director for Enforcement,
Bureau of Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW,
Washington, DC 20580. The subject line must begin: FTC v. Celsius Network Inc., et al., No.
2223137.

XII. RECORDKEEPING

IT IS FURTHER ORDERED that Defendant Mashinsky must create certain records for
18 years after entry of the Order, and retain each such record for 5 years. Specifically,
Defendant Mashinsky for any business that such Defendant, individually or collectively with any
other Defendants, is a majority owner or controls directly or indirectly, must create and retain the
following records:

A. accounting records showing the revenues from all goods or services sold;

B. personnel records showing, for each person providing services, whether as an
employee or otherwise, that person’s: name; addresses; telephone numbers; job title or position;
dates of service; and (if applicable) the reason for termination;

Ce records of all consumer complaints and refund requests, whether received directly

or indirectly, such as through a third party, and any response;

14
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D. all records necessary to demonstrate full compliance with each provision of this
Order, including all submissions to the Commission; and

E. a copy of each unique advertisement or other marketing material.

XII. COMPLIANCE MONITORING

IT IS FURTHER ORDERED that, for the purpose of monitoring Defendant Mashinsky’s
compliance with this Order:

A. Within 14 days of receipt of a written request from a representative of the
Commission or Plaintiff, Defendant Mashinsky must: submit additional compliance reports or
other requested information, which must be sworn under penalty of perjury; appear for
depositions; and produce documents for inspection and copying. The Commission is also
authorized to obtain discovery, without further leave of court, using any of the procedures
prescribed by Federal Rules of Civil Procedure 29, 30 (including telephonic depositions), 31, 33,
34, 36, 45, and 69.

B. For matters concerning this Order, the Commission is authorized to communicate
directly with Defendant Mashinsky. Defendant Mashinksy must permit representatives of the
Commission to interview any employee or other person affiliated with Defendant Mashinsky
who has agreed to such an interview. The person interviewed may have counsel present.

C. The Commission may use all other lawful means, including posing, through its
representatives as consumers, suppliers, or other individuals or entities, to Defendant Mashinsky
or any individual or entity affiliated with Defendant Mashinsky, without the necessity of
identification or prior notice. Nothing in this Order limits the Commission’s lawful use of

compulsory process, pursuant to Sections 9 and 20 of the FTC Act, 15 U.S.C. §§ 49, 57b-1.

15
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D. Upon written request from a representative of the Commission, any consumer
reporting agency must furnish consumer reports concerning Defendant Mashinsky, pursuant to
Section 604(1) of the Fair Credit Reporting Act, 15 U.S.C. §1681b(a)(1).

XIIl. RETENTION OF JURISDICTION
IT IS FURTHER ORDERED that this Court retains jurisdiction of this matter for

purposes of construction, modification, and enforcement of this Order.

SO ORDERED this za_yfi“ay of A ;.m./ L2026 .

Ooc do

THE HON I.E DENISE L. COTE
UNITED STATES DISTRICT JUDGE

16
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FOR PLAINTIFF: FEDERAL TRADE COMMISSION

Staptance Lrbrer Date: _04/23/2026

Stephgmie E. Liebner

Carlton Mosley

Attorneys

Federal Trade Commission
600 Pennsylvania Avenue NW
Mail Stop: CC 6316
Washington, D.C. 20580
202-640-0963
sliebner@ftc.gov
cmosley@ftc.gov
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FOR INDIVIDUAL DEFENDANT: ALEXANDER MASHINSKY

Dorast ¥ Pt Date:  3/4/2026

Daniel J. Fetterman

Ronald R. Rossi

Fria R. Kermani

Kasowitz LLP

1633 Broadway

New York, New York 10019
212.506.1934
DFetterman@kasowitz.com
RRossi@kasowitz.com
FKermani@kasowitz.com
COUNSEL

M/\ Date: _2.23 2026

Alexande Mashlnsky, Individually

\
\
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Attachment A



AUTHENTICATED
US. GOVERNMEN!
INFORMATION

§6781 TITLE
lines b oke o agent, insu ance consultant,
limited insu ance ep esentative, and any
othe individual o entity that sells, solicits,
0 negotiates policies of insu ance o offe s ad-
vice, counsel, opinions o se vices elated to
insu ance. r

(6) Insurer

The te m ‘“‘insu e ” has the meaning as in
section 3 3(e)(2)(B) of title3 . r

(7) Principal place of business r

The te m ‘‘p incipal place of business”
means the State in which an insu ance p o-
duce maintains the headqua te s of the insu -
ance p oduce and, in the case of a business
entity, whe e high-level office s of the entity
di ect, cont ol, and coo dinate the business
activities of the business entity.

(8) Principal place of residence

The te m ‘‘p incipal place of esidence”
means the State in which an insu ance p o-
duce esides fo the g eatest numbe of days
du ing a calenda yea . r

(9) State r

The te m ‘“‘State’ includes any State, the
Dist ict of Columbia, any te ito y of the
United States, and Pue to Rico, Guam, Ame -
ican Samoa, the T ust Te ito y of the Pacific

slands, the Vi gin slands, and the No the n
Ma iana slands. r

(10) State law

(A) In general

The te m ‘“‘State law” includes all laws,
decisions, ules, egulations, o othe State
action having the effect of law, of any State.

(B) Laws applicable in the District of Colum-
bia

A law of the United States applicable only

to o within the Dist ict of Columbia shall

be t eated as a State law athe than a law
of the United States.

(Pub. .06- 02, title , §334, as added Pub.
4- , title , §202(a), Jan. 2, 20 , 29 Stat. 27.)

Editorial Notes r

PRIOR PROVIS ONS

—COMMERC AND TRADE

“‘5 C2asel1233cpv0B6099EDICC [dconmeentl 23] HFHideld0d4287286 Haage2P00bi331

Page 2228

SUBCHAPTER V—RENTAL CAR AGENCY
NSURANC ACTINITI S

§6781. Standard of regulation for motor vehicle
rentals

(a) Protection against retroactive application of
regulatory and legal action

cept as p ovided in subsection (b), du ing
the 3-yea pe iod beginning on Novembe 2,
999, it shall be a p esumption that no State law
imposes any licensing, appointment, o edu-
cation equi ements on any pe son who solicits
the pu chase of o sells insu ance connected
with, and incidental to, the lease o ental of a
moto vehicle.

(b) Preeminence of State insurance law

No p ovision of this section shall be const ued
as alte ing the validity, inte p etation, con-
st uction, o effect of—

( ) any State statute;

(2) the p ospective application of any cou t
judgment inte p eting o applying any State
statute; o

(3) the p ospective application of any final
State egulation, o de , bulletin, o othe
statuto ily autho ized inte p etation o ac-
tion,

which, by its specific te ms, exp essly egulates
o exempts f om egulation any pe son who so-
licits the pu chase of o sells insu ance con-
nected with, and incidental to, the sho t-te m
lease 0 ental of a moto vehicle.

(c) Scope of application

This section shall apply with espect to—

() the lease o ental of a moto vehicle fo
a total pe iod of 90 consecutive days o less;
and

(2) insu ance which is p ovided in connection
with, and incidentally to, such lease o ental
fo a pe iod of consecutive days not exceeding
the lease o ental pe iod.

(d) Motor vehicle defined

Fo pu poses of this section, the te m ‘“‘moto
vehicle” has the same meaning as in section
3 02 of title 49.

(Pub. .06- 02, title

133

, §34 , Nov. 2, 999, 3

" Stat. 434.)

CHAPTER 94—PRIVACY r

SUBCHAPTER —D SC OBRE OF NONPUB C
PERSONAL NFORMATION

Sec.

P ovisions simila to this section we e contained in 680 . P otection of nonpublic pe sonal info mation.
section 6766 of this title, p io to the gene al amend-  6802. Obligations with espect to disclosu es of pe -
ment of this subchapte hy Pub. 4 . r sonal info mation.

A p io section 6764, .Pub. 06- 02, title , §334,  6803. Disclosu e of institution p ivacy policy.

Nov. 2, 999, 3 Stat. 433, elated to coo dination with  6804. Rulemaking.

othe egulato s, p io to the gene al amendment of 680 . E nfo cement.

this subchapte by Pub. . 4- . See section 676 of this 6806. r Relation to othe p ovisions.
title. 6807. Relation to State laws.

A pio section 676L .Pub. 06- 02, title , §33,  6808. Study of info mation sha ing among financial
Nov. 2, 999, 3 Stat. 433, which elated to judicial e- affiliates.
view, was omitted in the gene al amendment of this 6809. Definitions.
zltt;g%la?te by Pub. . 4- . See section 6762 of this r SUBCHAPTER _FRAUDUL KB ACC S TO

A p io section 6766, Pub. .06- 02, title , §336, FINANC AL NFORMATION
Nov. 2, 999, 3 Stat. 433, which elated to definitions, r682 . P ivacy p otection fo custome info mation
was omitted in the gene al amendment of this sub- r of financial institutions.
chapte hy Pub. 4 . r 6822. Administ ative enfo cement. r
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Sec.
682 . Criminal penalty.
6824. Relation to State laws. 3
682 . Agency guidance. 3
6826. Reports.
6827. Definitions.
SUBCHAPTER —D SCLOSURE OF

NONPUB C PERSONAL NFORMATION

§6801. Protection of nonpublic personal informa-
tion

(a) Privacy obligation policy 3

t is the policy of the Congress 8hat each fi-
nancial inst8tution has an affirmative and con-
tinuing obligation to respect the privacy of its
customers and to protect the security and con-
fidentiality of those customers’ nonpublic per-
sonal information.

(b) Financial institutions safeguards

n furtherance of the policy in subsection (a),
each agency or authority described in section
680 (a) of this title, other than the Bureau of
Consumer Financial Protection, shall establish
appropriate standards for the financial institu-
tions subject to their jurisdiction relating to ad-
ministrative, technical, and physical safe-
guards—3

() to insure the security and confidentiality
of customer records and information;

(2) to protect against any anticipated
threats or hazards to the security or integrity
of such records; and

() to protect against unauthorized access to
or use of such records or information which
could result in substantial harm or inconven-
ience to any customer.

(Pub. .06- 02, title V, § 0, Nov. 2, 999,
Stat. 4 6; Pub. . =20 , title X, § 09 (), July
2,20 0, 24 Stat. 209 .) 3

Editorial Notes

AM NDM WS

20 0—Subsec. (b). Pub. —-20 inserted ‘‘, other
than the Bureau of Consumer Financial Protection,”’
after ‘‘section 680 (a) of this title” in introductory pro-
visions. 3

Statutory Notes and Related Subsidiaries

FFECTIVE DAT OF 20 0 AM NDM NT

-20 effective on the des-
00H of Pub.

Amendment by Pub.
ignated transfer date, see section
-20 , set out as a note under section
Government Organization and mloyees.

FFECTIVE DAT

.06- 082, title V, § 0, Nov. 2, 999, Stat.
44 , provided that: ‘““This subtitle [subtitle A
(8§ 0 — 0) of title V of Pub. .06- 02, enacting this
subchapter and amending section 68 s of this title]
shall take effect 6 months after the date on which rules
are required to be prescribed under section 04(a)( ) [
U.S.C. 6804(a)( )], except—
‘() to the extent that a later date is specified in
the rules prescribed under section 04; and
‘(2) that sections 04 [ TU.S.C. 6804] and 06 [enact-
ing section 6806 of this title and amending section
68 s of this title] shall be effective upon enactment
[Nov. 2, 999].”

Pub.

—CONMIMERC AND TRADES

2a of Title ,

§6802

§ 6802. Obligations with respect to disclosures of
personal information

(a) Notice requirements

cept as otherwise provided in this sub-
chapter, a financial institution may not, di-
rectly or through any affiliate, disclose to a
nonaffiliated third party any nonpublic personal
information, unless such financial institution
provides or has provided to the consumer a no-
tice that complies with section 680 of this title.

(b) Opt out
(1) In general

A financial institution may not disclose
nonpublic personal information to a non-
affiliated third party unless-3

(A) such financial institution clearly and
conspicuously discloses to the consumer, in
writing or in electronic form or other form
permitted by the regulations prescribed
under section 6804 of this title, that such in-
formation may be disclosed to such third
party;

(B) the consumer is given the opportunity,
before the time that such information is ini-
tially disclosed, to direct that such informa-
tion not be disclosed to such third party; and

(C) the consumer is given an explanation
of how the consumer can exercise that non-
disclosure option.

(2) Exception

This subsection shall not prevent a financial
institution from providing nonpublic personal
information to a nonaffiliated third party to
perform services for or functions on behalf of
the financial institution, including marketing
of the financial institution’s own products or
services, or financial products or services of-
fered pursuant to joint agreements between
two or more financial institutions that com-
ply with the requirements imposed by the reg-
ulations prescribed under section 6804 of this
title, if the financial institution fully discloses
the providing of such information and enter8
into a contractual agreement with the third
party that requires the third party to main-
tain the confidentiality of such information.

(c¢) Limits on reuse of information

cept as otherwise provided in this sub-
chapter, a nonaffiliated third party that re-
ceives from a financial institution nonpublic
personal information under this section shall
not, directly or through an affiliate of such re-
ceiving third party, disclose such information to
any other person that is a nonaffiliated third
party of both the financial institution and such
receiving third party, unless such disclosure
would be lawful if made directly to such other
person by 8he financial institution.

(d) Limitations on the sharing of account num-
ber information for marketing purposes

A financial institution shall not disclose,
other than to a consumer reporting agency, an
account number or similar form of access num-
ber or access code for a credit card account, de-
posit account, or transactiod account of a con-

gsumer to any nonaffiliated third party for use in
telemarketing, direct mail marketing, or other
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ma Kketing th ough elect onic mail to the con-
sume . r

(e) General exceptions

Subsections (a) and (b) shall not p ohibit the
disclosu e of nonpublic pe sonal info mation—

( ) as necessa y to effect, administe , o en-
fo ce a t ansaction equested o autho ized by
the consume , o in connection with—

(A) servicing o ©p ocessing a financial
p oduct o se vice equested o autho ized
by the consume ;

(B) maintaining o servicing the con-
sume ’s account with the financial institu-r
tion, o with anothe entity aspa tofap i-r
vate label ¢ edit ca d p og am o othe ex-
tension of ¢ edit on behalf of such entity;Th

(C) a p oposed o actual secu itization,
seconda y ma ket sale (including sales of
se vicing ights), o simila t ansaction e-
lated to a t ansaction of the consume ;

(2) withr the consent o at the di ection of
the consume ;

(3)(A) to p otect the confidentiality o secu-

ity of the financial institution’s eco ds pe -
taining to the consume , the se vice o p od-
uct, o the t ansaction the ein; (B) to p otect
against o p event actual o potential f aud,
unautho ized t ansactions, claims, o othe li-
ability; (C) fo equi ed institutional isk con=
t ol, o fo esolving custome disputes o in-
qui ies; (D) to pe sons holding a legal o bene-
ficial inte est elating to the consurfe ; o (
to pe sons acting in a fiducia y o ep esenta-
tive capacity on behalf of the consume ;

(4) to p ovide info mation to insu ance ate
adviso y o ganizations, gua anty funds o
agencies, applicable ating agencies of the fi-
nancial institution, pe sons assessing the in-
stitution’s compliance with indust y stand-r
a ds, and the institution’s atto neys, account-
ants, and audito s;

(5) to the extent specifically pe mitted o e-
qui ed unde othe p ovisions of law and in ac-
co dance with the Right to Financial P ivacy
Act of 978 [ 2 U.S.C. 340 et seq.], to law en-

fo cement agencies (including the Bu eau of r

Consume Financial P otection a Fede al
functional egulato , the Sec eta y of the

easu y with espect to subchapte I of
chapte 53 of title 3 , and chapte 2 of title
of IPablic w 9 -508 (2 U.S.C. 95 - 959), a
State insu ance autho ity, o the Fede al

ade Commission), self- egulato y o ganiza-
tions, o fo an investigation on a matte e-
lated to public safety; r

(6)(A) to a consume epo ting agency in ac-
co dance with the Fai C edit Repo ting Act
[ 5U.S.C. 68 etseq.], o (B)f om a consume
epo t epo ted by a consume epo ting agen-
Ccy;

(7) in connection with a p oposed o actual
sale, me ge , t ansfe , o exchange of all o a

po tion of a business o ope ating unit if the r

disclosu e of nonpublic pe sonal info mation
conce ns solely consume s of such business o
unit; o

(8) to comply with Fede al, State, o local
laws, ules, and othe applicable legal equi e-

-

So in o iginal. P obably should be followed by a comma.
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ments; to comply with a p ope ly autho ized
civil, ¢ iminal, o egulato y investigation o
subpoena o summons by Fede al, State, o
local autho ities; o to espond to judicial
p ocess o gove nment egulato y autho ities
having ju isdiction ove the financial institu-

tion fo examination, compliance, o othe
pu poses as autho ized by law.
(Pub. .06- 02, title V, §502, Nov. 2, 999, 3

Stat. 437; Pub. . =203, title X, § 093(2), July
2,20 0, 24 Stat. 2095.)

Editorial Notes
REFER ©® EXN

is subchapte , efe ed to in subsecs. (a) and (c),
was in the o iginal ‘‘this subtitle’’, meaning subtitle A r
(8§50 -5 0) of title V of Pub. .06- 02, Nov. 2, 999, 3
Stat. 436, which is classified p incipally to this sub-
chapte . Fo complete classification of subtitle A to
the Code, see Tales.

d& Right to Financial P ivacy Act of 978, efe ed
to in subsec. (e)(5), is title XTI of Pub. 95-630, Nov. 0, r

978, 92 Stat. 3697, which is classified gene ally to chap-
te 35(8§340 et seq.) of tie 2, Banks and Banking. Fo
complete classification of this Act to the Code, see
Sho t tie note set out unde sectionB40 of tle 2
and Tlales.

Chapte 2 of title of Public w 9 -508, efe ed to
in subsec. (e)(b), is chapte 2 (§§ 2 — 29) of title of Pub.

9 -508, Oct. 26, 970, 84 Stat. 6, which is classified
gene ally to chapte 2 (§ 95 et'Bdq.) of tle 2, Banks
and Banking. Fo complete classification of chapte 2
to the Cate, see bles.

& Fai C edit Repo ting Act, efe ed to in subsec.
(e)(6)(A), is title VI of Pub. 90-32 , as added by Pub. r
9 -508, title VI §60 , Oct. 26, 970, 84 Stat. 27, which
is classified gene ally to subchapte (§ 68 etseq.) of
chapte 4 of this title. Fo complete classification of
this Act to the Code, see Sho t tie note set out unde

section 60 of this title and Tales.

AM NDM N 8

20 0—Subsec. (e)(3).. Pub. —203 inse ted ‘‘the Bu-
eau of Consume Financial P otection” afte ‘‘(includ-

5y

ing”’.
Statutory Notes and Related Subsidiaries

FFEC VE DAT OF 20 0 AM NDM N

Amendment by Pub. —203 effective on the des-
ignated t ansfe date, see section 00H of Pub. .
—203, set out as a note unde sectionBi2a of tle 5,

Gove nment O ganizatiom and ployees.

§ 6803. Disclosure of institution privacy policy
(a) Disclosure required

At the time of establishing a custome ela-
tionship with a consume and not less than an-
nually du ing the continuation of such elation-
ship, a financial institution shall p ovide a clea
and conspicuous disclosu e to such consume , in
w iting o in elect onic fo m o othe fo m pe -
mitted by the egulations p esc ibed unde sec-
tion 6804 of this title, of such financial institu-
tion’s policies and p actices with espect to—

() disclosing nonpublic pe sonal info ma-
tion to affiliates and nonaffiliated thi d pa -
ties, consistent with section 6802 of this title,
including the catego ies of info mation that
may be disclosed;

(2) disclosing nonpublic pe sonal info ma-
tion of pe sons who have ceased to be cus- r
tome s of the financial institution; and
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(3) pro ec ing he nonpublic personal infor-
ma ion of consumers.

(b) Regulations

Disclosures required by subsec ion (a) shall be
made in accordance wi h he regula ions pre-
scribed under sec ion 6804 of his ile. t
(c) Information to be included

d disclosure required by subsec ion (a) shall

include—

(1) he policies and prac ices of he ins i u-

ion wi h respec o disclosing nonpublic per-

sonal informa ion o nonaffilia ed hird par-
ies, o her han agen s of he ins i u ion, con-
sis en wi h sec ion 6802 of his i le, and in-
cluding—

(A) he ca egories of persons o whom he
informa ion is or may be disclosed, o her
han he persons o whom he informa ion
may be provided pursuan o sec ion 6802(e)
of his i le; and

(B) he policies and prac ices of he ins i-
u ion wi h respec o disclosing of non-
public personal informa ion of persons who
have ceased o be cus omers of he financial
ins i u ion;

(2) he ca egories of nonpublic personal in-
forma ion ha are collec ed by he financial
ins i u ion;

(83) he policies ha he ins i u ion main-

ains o pro ec he confiden iali y and secu-
ri y of nonpublic personal informa ion in ac-
cordance wi h sec ion 6801 of his i le; and

(4) he disclosures required, if any, under
sec ion 168la(d)(2)(A)(iii) of his i le.

(d) Exemption for certified public accountants
(1) In general

éd disclosure requiremen s of subsec ion
(a) do no apply o any person, o0 he ex en
ha he person is—
(A) a cer ified public accoun an ;
(B) cer ified or licensed for such purpose
by a S a e; and
(C) subjec o0 any provision of law, rule, or
regula ion issued by a legisla ive or regu-
la ory body of he S a e, including rules of
professional conduc or e hics, ha pro-
hibi s disclosure of nonpublic personal infor-
ma ion wi hou he knowing and expressed
consen of he consumer.
(2) Limitation L.

No hing in his subsec ion shall be con-
s rued o exemp or o herwise exclude any fi-
nancial ins i u ion ha
comes affilia ed wi h a cer ified public ac-
coun an described in paragraph (1) from any
provision of his sec ion. t

(3) Definitions t

For purposes of his subsec ion, he erm
“S a e” means any S a e or erri ory of he
Uni ed S a es, he Dis ric of Columbia, Puer-

o Rico, Guam, American Samoa, he us

mi ory of he Pacific slands, he Virgin s-
lands, or he Nor hern Mariana slands. t

(e) Model forms

(1) In general

e agencies referred o in sec ion 6804(a)(1)
of his i le shall join ly develop a model form

1 —COMIMERC AND RADEt

is affilia ed or be-t

§6803

which may be used, a he op ion of he finan-
cial ins i u ion, for he provision of disclo-
sures under his sec ion.

(2) Format

A model form developed under paragraph (1)
shall—

(A) be comprehensible o consumers, wi h
a clear forma and design;

(B) provide for clear and conspicuous dis-
closures;

(C) enable consumers easily o iden ify he
sharing prac ices of a financial ins i u ion
and o compare privacy prac ices among fi-
nancial ins i u ions; and

(D) be succinc , and use an easily readable

ype fon .

(3) Timing

A model form required o be developed by
his subsec ion shall be issued in proposed
form for public commen no la er han 180
days af er Oc ober 13, 2006.

(4) Safe harbor

Any financial ins i u ion ha elec s 0 pro-
vide he model form developed by he agencies
under his subsec ion shall be deemed o be in
compliance wi h the disclosures required
under his sec ion.

(f) Exception to annual notice requirement t

A financial ins i u ion ha —

(1) provides nonpublic personal informa ion
only in accordance wi h he provisions of sub-
sec ion (b)(2) or (e) of sec ion 6802 of his i le
or regula ions prescribed under sec ion 6804(b)
of his i le, and

(2) has no changed i s policies and prac ices
wi h regard o disclosing nonpublic personal
informa ion from he policies and prac ices

ha were disclosed in he mos recen disclo-
sure sen 0 consumers in accordance wi h his
sec ion,

shall no be required o provide an annual dis-
closure under his sec ion un il such ime as he
financial ins i u ion fails o comply wi h any
cri eria described in paragraph (1) or (2).

(Pub. 106-102, i le V, § 03, Nov. 12, 1999, 113
S a . 1439; Pub. 109-3 1, ile VI §609, i le
VI, §728, Oc . 13, 2006, 120 S a . 1983, 2003; Pub.

114-94, div. G, i le XXV, §7 001, Dec. 4, 201 ,

129 S a . 1787.)

Editorial Notes

AM NDM N 8

201 —Subsec. ). Pub. 114-94 added subsec. (f).

2006—Pub. 109-3 1 designa ed concluding provisions
of subsec. (a) as (b), inser ed heading, subs i u ed ‘“‘Dis-
closures required by subsec ion (a)’”’ for ‘“Such disclo-
sures’’, redesigna ed former subsec. (b) as (¢), and added
subsecs. (d) and (e).

Executive Documents

R NAT ON OF RUS RRI OROF H PACFIL

S ANDS t

For ermina ion of us mi ory of he Pacific s-
lands, see no e se ou preceding sec ion 1681 of ie
48, mwri ories and nsular Possessions.

t
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§ 6804 TITLE

§6804. Rulemaking 1

(a) Regulatory authority
(1) Rulemaking
(A) In general

cept as provided in subparagraph (C),
the Bureau of Consumer Financia Protec-
tion and the Securities and change Com-
mission sha have authority to prescribe
such regu ations as may be necessary to
carry out the purposes of this subchapter 1
with respect to financia institutions and
other persons subject to their respective ju-1
risdiction under section 680 of this tit e
(and notwithstanding subtit e B of the Con-
sumer Financia Protection Act of 200 [ 2
U.s.C. et seq.]), except that the Bureau
of Consumer Financia Protection sha not
have authority to prescribe regu ations with
respect to the standards under section 680
of this tit e. 1

(B) CFTC

The Commodity Futures Trading Commis-
sion sha have authority to prescribe such
regu ations as may be necessary to carry out
the purposes of this subchapter with respect 1
to financia institutions and other persons
subject to the jurisdiction of the Commodity
Futures Trading Commission under section
Th2of tite 7. 1

(C) Federal Trade Commission authority

Notwithstanding the authority of the Bu-
reau of Consumer Financia Protection
under subparagraph (A), the Federa Trade
Commission sha have authority to pre-
scribe such regu ations as may be necessary
to carry out the purposes of this subchapter
with respect to any financia institution1
that is a person described in section 029(a) 1
of the Consumer Financia Protection Act of
20 0[ 2 U.S.C. 9(a)]. 1

(D) Rule of construction 1

Nothing in this paragraph sha be con-
strued to a ter, affect, or otherwise imit the
authority of a State insurance authority to
adopt regu ations to carry out this sub-
chapter.

(2) Coordination, and

parability

@h of the agencies authorized under para-
graph ( ) to prescribe regu ations sha consu t
and coordinate with the other such agencies
and, as appropriate, and with representatives
of State insurance authorities designated by
the Nationa Association of nsurance Com-
missioners, for the purpose of assuring, to the
extent possib e, that the regu ations pre-
scribed by each such agency are consistent and
comparab e with the regu ations prescribed by
the other such agencies. 1

(3) Procedures and deadline

Such regu ations sha be prescribed in ac-
cordance with app icab e requirements of tit e

consistency, com-

So in origina .
with”.

Prdbab y shou d be ‘“‘and, as appropriate,

—COMMERC AND TRADE
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(b) Authority to grant exceptions

The regu ations prescribed under subsection
(a) may inc ude such additiona exceptions to
subsections (a) through (d) of section 6802 of this
tit e as are deemed consistent with the purposes
of this subchapter.

(Pub. .06- 02, tite V, § 04, Nov. 2, 999, 3
Stat. 439; Pub. . =203, tit e X, § 093(3), Ju y
2,20 0, 24 Stat. 209 .)

Editorial Notes
REFER N EXNT T

This subchapter, referred to in subsecs. (a)( ) and (b),
was in the origina ‘‘this subtit e’, meaning subtit e A
(8§ 0 — 0) of tit e VIof Pub. 06— 02, Nov. 2, 999, 3
Stat. 436, which is c assified principa y to this sub-
chapter. For comp ete c assification of subtit e A to
the Code, see Tab es.

The Consumer Financia Protection Act of 20 0, re-
ferred to in subsec. (a)( )(A), is tit e X of Pub.

—203, Juy 2, 200, 124 Stat. 19 Subtite B
(§§ 02 — 029A) of the Act is c assified genera y to part
B 8§ et seq.) of subchapter V of chapter 3 of Tit e

2, Banks and Banking. For comp ete c assification of
subtit e B to the Code, see Tab es.

AM NDM NS

20 0—Subsec. (a)( ), (2L .Pub. —203, § 093(3)(A),
added pars. ( ) and (2) and struck out former pars. ()
and (2) which re ated, respective y, to ru emaking by
the Federa banking agencies, the Nationa Credit
Union Administration, the Secretary of the Treasury,
the Securities and change Commission, and the Fed-
era Trade Commission, and consu tation and coordina-
tion among these agencies and authorities to assure
consistency and comparabi ity of regu ations.

Subsec. (a)(3).. Pub. -203, § 093(3)(B), struck out
““and sha be issued in fina form not ater than 6
months after November 2, 999 after ‘“‘tit e .

Statutory Notes and Related Subsidiaries
FFECTIVE DAT OF 20 0 AM NDM NT

Amendment Hy.Pub. -203 effective on the des-
ignated transfer date, see section 00H of Pub.

—203, set out as a note under section 2a of Tite ,
Government Organizatiom and D oyees.

§ 6805. Enforcement
(a) In general

Subject to subtit e B of the Consumer Finan-
cia Protection Act of 200 [ 2 U.S.C. et
seq.], this subchapter and the regu ations pre-
scribed thereunder sha be enforced by the Bu-
reau of Consumer Financia Protection, the Fed-
era functiona regu ators, the State insurance
authorities, and the Federa Trade Commission
with respect to financia institutions and other
persons subject to their jurisdiction under app i-
cab e aw, as fo ows:

() Under section 8 8 of tit e 2, by the ap-
propriate Federa banking agency, as defined
in section 8 3(q) of tit e 2, in the case of—

(A) nationa banks, Federa branches and 1

Federa agencies of foreign banks, and any

subsidiaries of such entities (except brokers,

dea ers, persons providing insurance, invest-
ment companies, and investment advisers);
(B) member banks of the Federa Reserve

System (other than nationa banks),

branches and agencies of foreign banks

(other than Federa branches, Federa agen-

1
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cies, an insure State branches of foreign
banks), commercial len ing companies

owne or controlle by foreign banks, orgad
nizations operating un er section 2 or 2 A
of the Fe eral Reserve Act [ 2 U.S.C. 60 et
seq., 6 et seq.], an bank hol ing compa-
nies an their nonbank subsi iaries or affili-
ates (except brokers, ealers, persons pro-
vi ing insurance, investment companies, an
investment a visers);

(C) banks insure by the Fe eral Deposit
nsurance Corporation (other than members
of the Fe eral Reserve System), insure
State branches of foreign banks, an any
subsi iaries of such entities (except brokers,
ealers, persons provi ing insurance, invest-
ment companies, an investment a visers);
an

(D) savings associations the eposits of
which are insure by the Fe eral Deposit n-
surance Corporation, an any subsi iaries of
such savings associations (except brokers,
ealers, persons provi ing insurance, invest-
ment companies, an investment a visers).

(2) Un er the Fe eral Cre it Union Act [ 2
U.S.C. 7T et seq.], by the Boar of the Na-
tional Cre it Union A ministration with re-
spect to any fe erally insure cre it union,
an any subsi iaries of such an entity.

(3) Un er the Securities change Act of 934
[ U.S.C. 78a et seq.], by the Securities an

change Commission with respect to any
broker or ealer. d

(4) Un er the nvestment Company Act of
940 [ TU.S.C. 80a— et seq.], by the Securities
an change Commission with respect to in-
vestment companies.

() Un er the nvestment A visers Act of
940 [ U.S.C. 80b- et seq.], by the Securities

Ex an change Commission with respect to in-
vestment a visers registere with the Com-
mission un er such Act.

(6) Un er State insurance law, in the case of
any person engage in provi ing insurance, by
the applicable State insurance authority of
the State in which the person is omicile ,
subject to section 670 of this title. d

(7) Un er the Fe eral Tra e Commission Act
[ TU.S.C. 4 et seq.], by the Fe eral Tra e
Commission for any other financial institu-
tion or other person that is not subject to the
juris iction of any agency or authority un er
paragraphs ( ) through (6) of this subsection.

(8) Un er subtitle of the Consumer Finan-
cial Protection Act of 200 [ 2 U.S.C. 6 et
seq.], by the Bureau of Consumer Financial
Protection, in the case of any financial insti-
tution an other covere person or service pro-
vi er that is subject to the juris iction of the
Bureau an any person subject to this sub-
chapter, but not with respect to the stan ar s
un er section 680 of this title.

(b) Enforcement of section 6801
(1) In general

cept as provi e in paragraph (2), the
agencies an authorities escribe in sub-
section (a), other than the Bureau of Con-
sumer Financial Protection, shall implethent
the stan ar s prescribe un er section 680 (b)
of this title in the same manner, to the extent

—COMMERC AND TRADE

§6805

practicable, as stan ar s prescribe pursuant
to section 13 p- (a) of title 2 are imple-
mente pursuant to such section.

(2) Exception

The agencies an authorities escribe in
paragraphs (3), (4), ( ), (6), an (7) of subsection
(a) shall implement the stan ar s prescribe
un er section 680 (b) of this title by rule with
respect to the financial institutions an other
persons subject to their respective juris ic-
tions un er subsection (a).

(c) Absence of State action

f a State insurance authority fails to a opt
regulations to carry out this subchapter, such
State shall not be eligible to overri e, pursuant
to section 83 x(g)(2)(B)(iii) of title 2, the insur-
ance customer protection regulations prescribe
by a Fe eral banking agency un er section
83 x(a) of title 2.

(d) Definitions

The terms use in subsection (a)( ) that are
not efine in this subchapter or otherwise e-
fine in section 8 3(s) of title 2 shall have the
same meaning as given in section 3 0 of title 2.

(Pub. .06- 02, title V, § 0, Nov. 2, 999, 3
Stat. 440;.Pub. -203, title X, § 093(4), (),
July 2 , 20 0, 24 Stat. 2096, 2097.)

Editorial Notes

REFER N EXNT T

The Consumer Financial Protection Act of 20 0, re-
ferre to in subsec. (a), is title X of Pub. -203, July
2,200, 24 Stat. 9 . Subtitles B (§§ 02 — 029A) an
(8§ 0 - 0 8) of the Act are classifie generally to parts
B (§ et seq.) an (§ 6 et seq.), respectively, of
subchapter V of chapter 3 of Title 2, Banks an Bank-
ing. For complete classification of subtitleE B an to
the Co e, see Tables.

This subchapter, referre to in subsecs. (a), (¢c), an
( ), was in the original ‘‘this subtitle’’, meaning sub-
title A (§§ 0 — 0) of title V of Pub. .06- 02, Nov. 2,

999, 3 Stat. 436, which is @lassifie principally to
this subchapter. For complete classification of subtitle
A to the Co e, see Tables.

Section 2 of the Fe eral Reserve Act, referre to in
subsec. (a)( )(B), is classifie to subchapter (§60 et
seq.) of chapter 6 of Title 2, Banks an Banking. Sec-
tion 2 A of the Fe eral Reserve Act is classifie to sub-
chapter (§6 et seq.) of chapter 6 of Title 2.

The Fe eral Cre it Union Act, referre to in subsec.
(a)(2), is act June 26, 934, ch. 7 0, 48 Stat. 2 6, which
is classifie generally to chapter 4 (§ 7 et seq.) of
Title 2, Banks an Banking. For complete classifica-
tion of this Act to the Co e, see section 7 of Title 2
an Tables.

The Sedixities change Act of 934, referre to in
subsec. (a)(3), is act June 6, 934, ch. 404, 48 Stat. 88 ,
which is classifie principally to chapter 2B (§78a et
seq.) of this title. For complete classification of this
Act to the Co e, see section 78a of this title an Tables.

The nvestment Company Act of 940, referre to in
subsec. (a)(4), is title of act Aug. 22, 940, ch. 686, 4
Stat. 789, which is classifie generally to subchapter
(§80a— et seq.) of chapter 2D of this title. For complete
classification of this Act to the Co e, see section 80a—
of this title an Tables.

The nvestment A visers Act of 940, referre to in
subsec. (a)( ), is title of act Aug. 22, 940, ch. 686, 4
Stat. 847, which is classifie generally to subchapter
(§80b— et seq.) of chapter 2D of this title. For completle
classification of this Act to the Co e, see section 80b-20
of this title an Tables. d
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& Federal ade C mmissi n Act, referred t in ¢ mplete classificati n f title V t the C de, see a

subsec. (a)(7), is act Sept. 26, 9 4, ch. 3 , 38 Stat. 7 7, bles.

which is classified generally t subchapter §4 et d Fair Credit Rep rting Act, referred t in text, is

seq.) f chapter 2 f this title. F r ¢ mplete classifica- o title VI If.Pub. 90-32 , as added Hy.Pub. 9 -508,

ti n f this Act t the C de, see secti n 58 f this title title VI §60 , Oct. 26, 970, 84 Stat. 27, as amended,

and bles. o

AM NDM N SoO

Pub. —203, § 093(4)(A), sub-
stituted ‘“‘Subject t subtitle B f the C nsumer Finan-
cial Pr tecti n Act f20 0, this subchapter and the reg-
ulati ns prescribed thereunder shall be enf rced by the
Bureau f C nsumer Financial Pr tecti n, the Federal
functi nal regulat rs, the State insurance auth riflel,
and the Hederal ade C mmissi n with respect t fi-
nancial instituti ns and ther pers ns subject t their
jurisdicti n under applicable law, as f 11 ws:” f r* i
subchapter and the regulati ns prescribed thereunder
shall be enf rced by the Federal functi nal regulat rs,
the State insurance auth rities, and the Federal ade
C mmissi n with respect t financial instituti ns and

ther pers ns subject t their jurisdicti n under appli-
cable law, as £ 11 ws:”.

Subsec. (a)( ). Pub. —203, § 093(4)(B)(i), inserted
“by the appr priate Federal banking agency, as defined
in secti n 8 3(q) f title 2, bef re ‘‘in the case f—.

Subsec. (a)( )(A). Pub. L. 1 -203, § 093(4)(B)(ii),
struck ut ‘, by the Office f the C mptr ller f the
Currency’ bef re semic 1 n at end.

Subsec. (a)( )(B). Pub. L. 1 -203, § 093(4)(B)(iii),
struck ut ‘‘, by the B ard f G vern rs f the Federal
Reserve System’ bef re semic 1 n at end.

Subsec. (a)( )(C). Pub. L. 1 -203, § 093(4)(B)(iv),
struck ut ‘‘, by the B ard f Direct rs f the Federal
Dep sit nsurance C rp rati n” bef re ‘‘; and”.

Subsec. (a)( }D). Pub. L. 1 -203, § 093(4H)(B)(V),
struck ut *‘, by the Direct r f the OFflice f rift Su-
pervisi n’’ bef re peri d at end.

Subsec. (a)(8). Pub. —203, § 093(4)(C), added par.
8). o

Subsec. (b)( ). Pub. L. 1 -203, § 093(5), inserted
*,  ther than the Bureau f C nsumer Financial Pr -
tecti n,” bef re ‘‘shall implement the standards’’.

20 0—Subsec. (a).

Statutory Notes and Related Subsidiaries
FFEC VE DAT OF 20 0 AM NDM N

-203 effective
00H

n the des-
f Pub.

Amendment by Pub.
ignated transfer date, see secti n

-203, set ut as a n te under secti nB42a f
G vernment Organizati n and ml yees.
§6806. Relation to other provisions Ta

cept f r the amendments made by sub-
secti ns (a) and (b), n thing in this chapter shall
be ¢ nstrued t modify, limit, r supersede the
perati n f the Fair Credit Rep rting Act [ 5
U.S.C. 68 et seq.], and n inference shall be
drawn n the basis f the pr visi ns
chapter regarding whether inf rmati n is trans-

acti n r experience inf rmati n under secti n o

603 fsuch Act[ 5U.S.C. 68 a]. o

06- 02, title V, §506(c), N v. 2, 999, 3
Stat. 442.)

Editorial Notes
REFER ©§ EXN

Amendments made by subsecti ns (a) and (b), re-
ferred t in text, means amendments made by secti n
506(a) and (b) f Pub. .06- 02, which amended secti n

68 s f this title.

is chapter, referred t in text, was in the riginal
“‘this title”’, meaning title V. f Pub. .06- 02, N v. 2,
999, 3 Stat. 436, as amended, which enacted this
chapter and amended secti n 68 s f this title. F r

tle 5,

f thiso

which is classified generally t subchapter (§ 68 et

seq.) fchapter 4 f this title. F r ¢ mplete classifica-

ti n f this Act t the C de, see Sh rt tie n te set
ut under secti n 60 f this tiltke and  bles.

§6807. Relation to State laws
(a) In general

is subchapter and the amendments made by
this subchapter shall n t be ¢ nstrued as super-
seding, altering, r affecting any statute, regu-
lati n, rder, r interpretati n in effect in any
State, except t the extent that such statute,
regulati n, rder, r interpretati n is inc n-
sistent with the pr visi ns f this subchapter,
and then nly t the extent f the inc nsistency.

(b) Greater protection under State law

F r purp ses f this secti n, a State statute,
regulati n, rder, r interpretati nisn tinc n-
sistent with the pr visi ns f this subchapter if
the pr tecti n such statute, regulati n, rder,

r interpretati n aff rds any pers n is greater
than the pr tecti n pr vided under this sub-
chapter and the amendments made by this sub-
chapter, as determined by the Bureau f C n-
sumer Financial Pr tecti n, after ¢ nsultati n
with the agency r auth rity with jurisdicti n
under secti n 6805(a) f this title f either the
pers n that initiated the ¢ mplaint r that is
the subject f the ¢ mplaint, n its wn moti n

r up n the petiti n f any interested party.

(Pub. .06—- 02, title V, §507, N v. 2, 999, 3
Stat. 442; Pub. . =203, title X, § 093(6), July
2,20 0, 24 Stat. 2097.)

Editorial Notes

R FER N SN X

is subchapter, referred t in text, was in the rigi-

nal ‘“‘this subtitle’’, meaning subtitle A (§§50 -5 0) f

title V. f Pub. .06- 02, N v. 2, 999, 3 Stat. 436,

which is classified principally t this subchapter. F r

¢ mplete classificati n f subtitle A t the C de, see
bles. o

AM NDM N 8

20 0—Subsec. (b). Pub. —203 substituted ‘‘Bureau
f C nsumer Financial Pr tecti n” f r ‘“‘Faderal ade
C mmissi n”’.

Statutory Notes and Related Subsidiaries

FFEC VE DAT OF 20 0 AM NDM N

Amendment Hy.Pub. -203 effective n the des-
ignated transfer date, see secti n 00H f Pub.

-203, set ut as a n te under secti nB42a f tle 5,
G vernment Organizati n and ml yees.

§6808. Study of information sharing among fi-
nancial affiliates

(a) In general

& Secretaryl' rf the easury, in ¢ njuncti n
with the Federal functi nal regulat rs and the
Federal Trade C mmissi n, shall ¢ nduct a
study finf rmati n sharing practices am ng fi-
nancial instituti ns and their affiliates. Such
study shall include—
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() the p rposes for the sharing of confiden-
tial ¢ stomer information with affiliates or
with nonaffiliated third parties;

(2) the extent and adeq acy of sec rity pro-
tections for s ch information;

(3) the potential risks for ¢ stomer privacy
of s ch sharing of information;

(4) the potential benefits for financial insti-
t tions and affiliates of s ch sharing of infor-
mation;

(6) the potential benefits for ¢ stomers of
s ch sharing of information;

(6) the adeq acy of existing laws to protect
¢ stomer privacy;

(7) the adeq acy of financial instit tion pri-
vacy policy and privacy rights disclos re

nder existing law;

(8) the feasibility of different approaches, in-
cl ding opt-o t and opt-in, to permit c s-
tomers to direct that confidential information
not be shared with affiliates and nonaffiliated
third parties; and

(9) the feasibility of restricting sharing of
information for specific ses or of permitting
¢ stomers to direct the ses for which infor-
mation may be shared.u

(b) Consultation

& Secretary shall cons 1t with representa-

tives of State ins rance a thorities designated
by the National Association of ns rance Com-
missioners, and also with financial services in-

d stry,

cons mer organizations and privacy

gro ps, and other representatives of the general
p blic, in formulating and cond cting the st dy
req ired by s bsection (a).

(c) Report

On or before Jan ary , 2002, the Secretary

shall s bmit a report to the Congress containing
the findings and concl sions of the st dy re-
q ired nder s bsection (a), together with s ch
recommendations for legislative or administra-
tive action as may be appropriate.

L(P b.

06- 02, title V, §508, Nov. 2, 999, 3

Stat. 442.)
§ 6809. Definitions

Th

As sed in this s bchapter:
(1) Federal banking agency
dterm ‘‘Federal banking agency’ has the
same meaning as given in section 8 3 of title
2.
(2) Federal functional regulator
& term ‘‘Federal f nctional reg lator”
means—
(A) the Board of Governors of the Federal
Reserve System;
(B) the Office of the Comptroller of the
C rrency;

(C) the Board of Directors of the Federal u

Deposit ns rance Corporation;
(D) the Director of the Office of
pervision;
( Phe National Credit Union Administra-
tion Board; and
(F) the Sec rities and
sion.
(3) Financial institution
(A) In general
e term ‘‘financial instit tion’’ means
any instit tion the b siness of which is en-

Hft S -

change Commis-u
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gaging in financial activities as described in

section 843(k) of title 2.

(B) Persons subject to CFTC regulation
Notwithstanding s bparagraph (A), the

term ‘‘financial instit tion” does not in-

cl de any person or entity with respect to

any financial activity that is s bject to the

j risdiction of the Commodity H'1t res ad-
ing Commission nder the Commzdity -
change Act [7T U.S.C. et seq.].
(C) Farm credit institutions

Notwithstanding s bparagraph (A), the

term ‘‘financial instit tion” does not in-
cl de the Federal Agric 1t ral Mortgage
Corporation or any entity chartered and op-
erating nder the Farm Credit Act of 97 [ 2
U.S.C. 200 et seq.].

(D) Other secondary market institutions

Notwithstanding s bparagraph (A), the
term ‘‘financial instit tion’” does not in-
cl de instit tions chartered by Congress
specifically to engage in transactions de-
scribed in section 6802(e)( )(C) of this title,
as long as s ch instit tions do not sell or
transfer nonp blic personal information to a
nonaffiliated third party.

(4) Nonpublic personal information

(A) & term ‘‘nonp blic personal informa-
tion” means personally identifiable financial
information—

(i) provided by a cons mer to a financial
instit tion;

(ii) res 1lting from any transaction with
the cons mer or any service performed for
the cons mer; or

(iii) otherwise obtained by the financial in-
stit tion.

(B) S ch term does not incl de p blicly
available information, as s ch term is defined
by the reg lations prescribed nder section
6804 of this title.

(C) Notwithstanding s bparagraph (B), s ch
term—

(i) shall incl de any list, description, or
other gro ping of cons mers (and p blicly
available information pertaining to them)
that is derived sing any nonp blic personal
information other than p blicly available
information; b t u

(ii) shall not incl de any list, description,
or other gro ping of cons mers (and p blicly
available information pertaining to them)
that is derived witho t sing any nonp blic
personal information.

(5) Nonaffiliated third party

d term ‘‘nonaffiliated third party’ means
any entity that is not an affiliate of, or re-
lated by common ownership or affiliated by
corporate control with, the financial instit -
tion, b t does not incl de a joint employee of
s ch instit tion. u
(6) Affiliate

d term ‘‘affiliate’” means any company
that controls, is controlled by, or is nder
common control with another company.

(7) Necessary to effect, administer, or enforce

d term ‘‘as necessary to effect, admin-
ister, or enforce the transaction’ means—

u
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(A) the isclosure is require , or is a usual,
appropriate, or acceptable metho , to carry
out the transaction or the pro uct or service
business of which the transaction is a part,
an recor or service or maintain the con-
sumer’s account in the or inary course of
provi ing the financial service or financial
pro uct, or to a minister or service benefits
or claims relating to the transaction or the
pro uct or service business of which it is a
part, an inclu es—

(i) provi ing the consumer or the con-
sumer’s agent or broker with a confirma-
tion, statement, or other recor of the
transaction, or information on the status
or value of the financial service or finan-
cial pro uct; an

(ii) the accrual or recognition of incen-
tives or bonuses associate with the trans-
action that are provi e by the financial
institution or any other party; d

(B) the isclosure is require , or is one of
the lawful or appropriate metho s, to en-
force the rights of the financial institutidn
or of other persons dngage in carrydng out
the financial transaction, or provi ing the
pro uct or service;

(C) the isclosure is require , or is a usual,
appropriate, or acceptable metho , for insur-
ance un erwriting at the consumer’s request
or for reinsurance purposes, or for any of the
following purposes as they relate to a con-
sumer’s insurance: Account a ministration,
reporting, investigating, or preventing frau
or material misrepresentation, processing
premium payments, processing insurance
claims, a ministering insurance benefits (in-
clu ing utilization review activities), par-
ticipating in research projects, or as other-
wise require or specifically permitte by
Fe eral or State law; or

(D) the isclosure is require , or is a usual,
appropriate or acceptable metho , in con-
nection with—

(i) the authorization, settlement, billing,
processing, clearing, transferring, recon-
ciling, or collection of amounts charge ,

ebite , or otherwise pai using a ebit,
cre it or other payment car , check, or ac-
count number, dor by other payment
meads;

(ii) the transfelr of receivables, accountsd
or interests therein; or

(iii) the au it of ebit, cre it or other d
payment information.

d

(8) State insurance authority

d term ‘‘State insurance authority”
means, in the case of any person engage in
provi ing insurance, the State insurance au-
thority of the State in which the person is

omicile .

(9) Consumer

& term ‘‘consumer” means an in ivi ual
who obtains, from a financial institution, fi-
nancial pro ucts or services which are to be
use primarily for personal, family, or house-
hol purposes, an also means the legal rep-
resentative of such an in ivi ual. d
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(10) Joint agreement

dterm ‘‘joint agreement’ means a formal
written contract pursuant to which two or
more financial institutions jointly offer, en-
orse, or sponsor a financial pro uct or serv-
ice, an as may be further efine in the regu-
lations prescribe un er section 6804 of this
title.
(11) Customer relationship

& term ‘‘time of establishing a customer
relationship’ shall be efine by the regula-
tions prescribe un er section 6804 of this
title, an shall, in the case of a financial insti-
tution engage in exten ing cre it irectly to
consumers to finance purchases of goo s or
services, mean the time of establishing the
cre it relationship with the consumer.

06- 02, title V, §509, Nov. 2,
Stht. 443.)

999, 3

Editorial Notes
REFER ©§ EXN

is subchapter, referre to in text, was in the origi-
nal ‘“‘this subtitle’, meaning subtitle A (§§50 -5 0) of
title V &f. Pub. 06— 02, Nov. 2, 999, 3 Stat. 436,
which is classifie principally to this subchapter. For
complete classification of subtitle A to the Co e, see

Tales.

& Commo ity
(3)(B), is act Sept. 2,
amen e , which is classifie generally to chapter
et seq.) of
tion of this Act to the Co e, see section

Tales.

dFarm Cre it Act of 97 , referre to in par. (3)(C),
Lis Pub. 92- 8 , Dec. 0, 97 , 85 Stat. 583, as amen e ,
which is classifie generally to chapter 23 (§200 et seq.)
of tile 2, Banks an Banking. For complete classi-
fication of this Act to the Co e, sedl'Short tle note
set out un er sectio@0 of tlLand Dbles.

SUBCHAPTER —FRAUDUL ES ACC
FINANC AL NFORMA ON

change Act, referre to in par.
922, ch. 369, 42 Stat. 998, as
§

tie 7, Agriculture. For complete classifica-
of tie7an

S TO

§6821. Privacy protection for customer informa-
tion of financial institutions

(a) Prohibition on obtaining customer informa-
tion by false pretenses

t shall be a violation of this subchapter for
any person to obtain or attempt to obtain, or
cause to be isclose or attempt to cause to be

isclose to any person, customer information
of a financial institution relating to another
person—

() by making a false, fictitious, or frau u-
lent statement or representation to an officer,
employee, or agent of a financial institution;

(2) by making a false, fictitious, or frau u-
lent statement or representation to a cus-
tomer of a financial institution; or

(3) by provi ing any ocument to an officer,
employee, or agent of a financial institution,
knowing that the ocument is forge , counter-
feit, lost, or stolen, was frau ulently obtaine ,
or contains a false, fictitious, or frau ulent
statement or representation.

(b) Prohibition on solicitation of a person to ob-
tain customer information from financial in-
stitution under false pretenses

t shall be a violation of this subchapter to re-
quest a person to obtain customer information


mailto:i">���eG��@E"A@��C�J@D,�FI�@C$HiC�FJ.+CE@D��C@�J%�FDOB'�D/�'^J!�GBD*�$G�C'�EDg��JAg!"JV%�CEGH..BOAC��@%W�A0G�@�B!�C%J@�B
mailto:�>�?	�@��A���@B,�!���C�D'.,�E�F��G!�.A�L0DL%&HB�,�!��A��F�%@�!!0I%�J.G<��C"+@&K!'�)�/.##����!)&�%���%%'!��-�3�
mailto:�!�%)�%���.)�#�,%,�),��#�.�#)4�')���#2)�=�A.�>�-�����eG@�C"*Jd��J�D�'eGI�"iJC$%iCg�K.f�C+�g@Ag�CAD�HJ�V%KAD�E�DB�W%�/HJW+GC!DJAG�%��B@V$�JB�@C.BHiD�D!@EC%AE@J.CB'@DE�F�C�%�gD@0JCR�J�G��D�HEF!�"E��@"J�&�OB+%#�G���+C*�D��g�!J.'G�)OA0%''h�
mailto:�&#�$,�!��!�,"'*3'"%�'/�!���!.���.�%��'����+%�'�%�#�%4.��"'�&�'1!,��.�"'���#%��'��#%%�.�.�0%!�''#,��%�.��=�!�%�$.>��"NF<�*�E'@�J"OB#'!G+G�BV�&.A@CJD�E'I�"CW�#�!%.��STU�%0���
mailto:����%+�*�*�"��!'�.%���*�"�'�"!�����'%��0�!.")1��"#%�$%'#!�"�#�&!�%#'�.#�����!%*"'�'���+�'($��&.�*!",�''��%#��)&!��%#'.�	����!)%!"��"'������%"�&#'�*"�/&����'!�''#�$-�)��=1',%�����������P!>'	���Q��J�.0�C!D��.'@#,��%A..R#�G!L9�'B%�$B!#OB.!�.�"D*��@�!��'&�"&��!,��%..�."���93%�!,�.1��$�-!.�"���%�0���01%%'�)'��,���

L (Pub.

C2asel1233cpv0B6099EDICC [dconmeantli23] HFHdeld0d4287286 Haage22061331

Page 2237 T1

of a financia institution, knowing that the per-
son wi obtain, or attempt to obtain, the infor-
mation from the institution in any manner de-
scribed in subsection (a). 1

(c) Nonapplicability to law enforcement agencies

No provision of this section sha be construed
so as to prevent any action by a aw enforce-
ment agency, or any officer, emp oyee, or agent
of such agency, to obtain customer information
of a financia institution in connection with the
performance of the officia duties of the agency.

(d) Nonapplicability to financial institutions in 1
certain cases

No provision of this section sha be construed
so as to prevent any financia institution, or any
officer, emp oyee, or agent of a financia institu-
tion, from obtaining customer information of 1
such financia institution in the course of—

() testing the security procedures or sys-
tems of such institution for maintaining the
confidentia ity of customer information;

(2) investigating a egations of misconduct
or neg igence on the part of any officer, em-
p oyee, or agent of the financia institution; or

(3) recoverihg customer information of the
financia institution which was obtained or re-
ceived by another person in any manner de-
scribed in subsection (a) or (b).

(e) Nonapplicability to insurance institutions for
investigation of insurance fraud

No provision of this section sha be construed
so as to prevent any insurance institution, or
any officer, emp oyee, or agency of an insurance
institution, from obtaining information as part
of an insurance investigation into crimina ac-
tivity, fraud, materia misrepresentation, or
materia nondisc osure that is authorized for
such institution under State aw, regu ation, in-
terpretation, or order.

(f) Nonapplicability to certain typeslof customer
information of financial institutions

No provision of this section sha be construed
s0 as to prevent any person from obtaining cus-
tomer information of a financia institutionl
that otherwise is avai ab e as a pub ic record
fi ed pursuant to the securities aws (as defined
in section 78c(a)(47) of this tit e).

(g) Nonapplicability to collection of child sup-
port judgments

No provision of this section sha be construed
to prevent any State- icensed private investi-
gator, or any officer, emp oyee, or agent of such
private investigator, from obtaining customer
information of a financia institution, to the ex-
tent reasonab y necessary to co ect chi d sup-
port from a person adjudged to have been de in-
quent in his or her ob igations by a Federa or
State court, and to the extent that such action
by a State- icensed private investigator is not
un awfu under any other Federa or State aw
or regu ation, and has been authorized by an
order or judgiment of a court of competent juris-
diction.

06- 02, tit e V, §562 , Nov.
Stat. 446.) 1

2, 999, T8
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§ 6822. Administrative enforcement
(a) Enforcement by Federal Trade Commission

cept as provided in subsection (b), comp i-
ance with this subchapter sha be enforced by
the Federa ade Commission in the same man-
ner and with the same power and authority as
the Commission has under the Fair Debt Co ec-
tion Practices Act [ 5 U.S.C. 692 et seq.] to en-
force comp iance with such Act.

(b) Enforcement by other agencies in certain
cases

(1) In general

Comp iance with this subchapter sha be en-
forced under—
(A) section 8 of the Federa Deposit nsur-
ance Act [ 2 U.S.C. 8 8], in the case of—

(i) nationa banks, and Federa branches
and Federa agencies of foreign banks, by
the Office of the Comptro er of the Cur-
rency.

(ii) member banks of the Federal Reserve
System (other 1than nationa  banks),
branches and agencies of foreign banks
(other 1than Federa branches, Federa
agencies, and insured State branches of
foreign banks), commercia ending com-
panies owned or contro ed by foreign
banks, and organizations operating under
section 25 or 25A of the Federa Reserve
Act I 2 U.S.C. 60 et seq., 6 et seq.], by
the Board;

(iii) banks insured by the Federa De-
posit hhsurance Corporation (other than
members of the Federa Reserve System
and nationa nonmember banks) and in-
sured State branches of foreign banks, by
the Board of Directors of the Federa De-
posit nsurance Corporation; and

(iv) savings associations the deposits of
which are insured by the Federa Deposit
nsurance Corporation, by the Director of
the Offiice of rift Supervision; and

(B) the Federa Credit Union Act [ 2 U.S.C.

75 et seq.], by the Administrator of the Na-

tiona Credit Union Administration with re-
spect to any Federa credit union.

(2) Violations of this subchapter treated as vio-
lations of other laws

For the purpose of the exercise by any agen-
cy referred to in paragraph ( ) of its powers
under any Act referred to in that paragraph, a
vio ation of this subchapter sha be deemed to
be a vio ation of a requirement imposed under
that Act. n addition to its powers under any
provision of aw specifica y referred to in
paragraph ( ), each of the agencies referred to
in that paragraph may exercise, for the pur-
pose of enforcing comp iance with this sub-

chapter, any other authority conferred on
such agency by aw.
(Pub. .06- 02, tit e V, §522, Nov. 2, 999, 3
Stat. 447.)

Editorial Notes
REFER §® SN X

e Fair Debt Co ection Practices Act, referred to in
subsec. (a), is tit e VI of Pub. 90-32 , as added by

—
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. Pub. 95 09, Sept. 20, 977, 9 Stat. 874, as amended,
which is classified generally to subchapter V (§ 692 et
seq.) of chapter 4 of this title. For complete classifica-
tion of this Act to the Code, see Short tie note set
out under section 60 of this tlBke and bles. —

Section 25 of the Federal Reserve Act, referred to in
subsec. (b)( )(A)(ii), is classified to subchapter (§60 et
seq.) of chapter 6 of tie 2, Banks and Banking. Sec-
tion 25A of the Federal Reserve Act is classified to sub-
chapter (§6 et seq.) of chapter 6 of tie 2.

é Federal Credit Union Act, referred to in subsec.
(b)( )(B), is act June 26, 934, ch. 750, 48 Stat. 2 6, as
amended, which is classified generally to chapter 4
(§ 75 et'Bdq.) of tle 2, Banks and Banking. For com-
plete classification of this Act to the Code, see section
75 of tle 2and Tales.

Statutory Notes and Related Subsidiaries
RANSFER OF FUNC ONS

Functions vested in Administrator of National Credit
Union Administration transferred and vested in Na-
tional Credit Union Administration Board pursuant to
section T7b2a of tle 2, Banks and Banking.

§ 6823. Criminal penalty

(a) In general

Whoever knowingly and intentionally vio-
lates, or knowingly and intentionally attempts
to violate, section 682 of this title shall be fined
in accordance with title 8 or imprisoned for not
more than 5 years, or both.

(b) Enhanced penalty for aggravated cases

Whoever violates, or attempts to violate, sec-
tion 682 of this title while violating another
law of the United States or as part of a pattern
of any illegal activity involving more than
$ 00,000 in a 2-month period shall be fined twice
the amount provided in subsection (b)(3) or (¢)(3)
(as the case may be) of section 357 of title 8,
imprisoned for not more than 0 years, or both.

L (Pub. 06 02, title V, §523, Nov. 2, 999, 3
Stat. 448.)

§6824. Relation to State laws
(a) In general

i3 subchapter shall not be construed as su-
perseding, altering, or affecting the statutes,
regulations, orders, or interpretations in effect
in any State, except to the extent that such
statutes, regulations, orders, or interpretations
are inconsistent with the provisions of this sub-
chapter, and then only to the extent of the in-
consistency.

(b) Greater protection under State law -

For purposes of this section, a State statute,
regulation, order, or interpretation is not incon-
sistent with the provisions of this subchapter if
the protection such statute, regulation, order,
or interpretation affords any person is greater
than the protection provided under this sub-
chapter as determined by the Federal Trade
Commission, after consultation with the agency
or authority with jurisdiction under section 6822
of this title of either the person that initiated
the complaint or that is the subject of the com-
plaint, on its own motion or upon the petition of
any interested party.

L (Pub. 06 02, title V, §524, Nov.
Stat. 448.)

2, 999, 3

5—CONMMERC AND RADE-

Page 2238

§ 6825. Agency guidance

n furtherance of the objectives of this sub-
chapter, each Federal banking agency (as de-
fined in section 8 3(z) of title 2), the National
Credit Union Administration, and the Securities
and change Commission or self-regulatory or-
ganizations, as appropriate, shall review regula-
tions and guidelines applicable to financial in-
stitutions under their respective jurisdictions
and shall prescribe such revisions to such regu-
lations and guidelines as may be necessary to
ensure that such financial institutions have
policies, procedures, and controls in place to
prevent the unauthorized disclosure of customer
financial information and to deter and detect
activities proscribed under section 682 of this
title.

(Pub. .06 02, title V, §525, Nov.
Stat. 448.)

2, 999, 3

§ 6826. Reports

(a) Report to the Congress

Before the end of the 8-month period begin-
ning on November 2, 999, the Comptroller Gen-
eral, in consultation with the FBderal ade
Commission, Federal banking agencies, the Na-
tional Credit Union Administration, the Securi-
fHes and change Commission, appropriate Fed-
eral law enforcement agencies, and appropriate
State insurance regulators, shall submit to the
Congress a report on the following:

() & efficacy and adequacy of the rem-
edies provided in this subchapter in addressing
attempts to obtain financial information by
fraudulent means or by false pretenses.

(2) Any recommendations for additional leg-
islative or regulatory action to address
threats to the privacy of financial information
created by attempts to obtain information by
fraudulent means or false pretenses.

(b) Annual report by administering agencies

& Taderal ade Commission and the Attor-
ney General shall submit to Congress an annual
report on number and disposition of all enforce-
ment actions taken pursuant to this subchapter.

L (Pub. 06 02, title V, §526, Nov. 2, 999, 3
Stat. 448.)

§ 6827. Definitions

For purposes of this subchapter, the following
definitions shall apply:

(1) Customer

dterm ‘‘customer’ means, with respect to
a financial institution, any person (or author-
ized representative of a person) to whom the
financial institution provides a product or
service, including that of acting as a fiduciary.

(2) Customer information of a financial institu-
tion
dterm ‘‘customer information of a finan-
cial institution” means any information main-
tained by or for a financial institution which
is derived from the relationship between the
financial institution and a customer of the fi-
nancial institution and is identified with the
customer.
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(3) D cument & Farm Credit Act of 97 , referred to in par. (4)(D),
is Pub. 92- 8 , Dec. 0, 97 , 85 Stat. 583, as amended,o

3 9 i
Th . (,3 term “‘document” means any informa- which is classified generally to chapter 23 (§200 et seq.)
tion in any form. of tie 2, Banks and Banking. For complete classi-
(4) Financial instituti n fication of this Act to the Code, see Short tie note o

(A) In general set out under section 200 of tie 2and Tales.

& term “financial institution’” means CHAPTER 99—MICROENTERPRISE TECH-
any institution engaged in the business of NICAL ASSISTANCE AND CAPACITY BUILD-

providing financial services to customers ING PROGRAM o
who maintain a credit, deposit, trust, or o
other financial account or relationship with ggg . Definitions.
the institution. 6902. E  stablishment of program.
(B) Certain financial instituti ns specifically 6903 Uses of assistance.
included 6904. Quahflqd orgamzvatlons.
6905. Allocation of assistance; subgrants.
d term ‘‘financial institution’ includes 6906. Matching requirements.
any depository institution (as defined in sec-  6907. Applications for assistance.
tion 46 (b)( )(A) of title 2), any broker or 6908. Recordkeeping.
6909. Authorization.

dealer, any investment adviser or invest-
ment company, any insurance company, any
loan or finance company, any credit card §6901. Definiti ns
issuer or operator of a credit card system,

69 0. I o mplementation.

and any consumer reporting agency that For purposes of this chapter, the following
compiles and maintains files on consumers definitions shall apply:
on a nationwide basis (as defined in section (1) Administrati n o

68 a(p) O_f Fhls. tlt.le)'_ & term ‘‘Administration” means the
(C) Securities instituti ns Small Business Administration.

For purposes of subparagraph (B)— (2) Administrat r

(i) the terms ‘“‘broker” and ‘‘dealer’ have
the same meanings as given in section 78c
of this title;

& term ‘‘Administrator’” means the Ad-
ministrator of the Small Business Administra-

(ii) the term ‘‘investment adviser’’ has tion. . e .
the same meaning as given in section (3) Capacity building services
80b—2(a)( ) of this title; and & term ‘‘capacity building services”
(iii) the term ‘‘investment company’’ has means services provided to an organization
the same meaning as given in section 80a-3 that is, or that is in the process of becoming,
of this title. a microenterprise development organization
(D) Certain pers ns and entities specifically or program, fo.r the pburpose of enhanolng its
excluded ability to provide training and services to dis-

. . . . . advantaged entrepreneurs.

& term ‘‘financial institution’ does not .
include any person or entity with respect to (4) C llab rative
any financial activity that is subject to the & term ‘‘collaborative” means 2 or more
jurisdiction of the Commodity Hutures ad- nonprofit entities that agree to act jointly as
ing Commission under the Commodity X a qualified organization under this chapter.
change Act [7 U.S.C. et seq.] and does not (5) Disadvantaged entrepreneur
include the Federal Agricultural Mortgage o

Corporation or any entity chartered and op- @ term “‘disadvantaged entrepreneur

erating under the Farm Credit Act of 97 [ 2 means a mlcrpentrepreneur that is—
U.S.C. 200 etseq.]. o (4) a low-income person;
L . (B) a very low-income person; or

(E) Further definiti n by regulati n (C) an entrepreneur that lacks adequate

@ Federal ade Commission, after con- access to capital or other resources essential
sultation with Federal banking agencies and o for business success, or is economically dis-
the Securities and Exchange Commission, advantaged, as determined by the Adminis-
may prescribe regulations clarifying or de- trator.

scribing the types of institutions which shall (6) Indian tribe
be treated as financial institutions for puxf

poses of this subchapter h e term ‘‘ ndian tribe” has the meaning

given the term in section 4702 of title 2.

(Pub. . 06— 02, title V, §527, Nov. 2, 999, 3 (7) Intermediar
Stat. 449.) 0 ry , ,
d term ‘‘intermediary’” means a private,
Edit rial Notes o nonprofit entity that seeks to serve micro-
enterprise development organizations and pro-
R FER ¥ SN X grams as authorized under seosion 6904 of this
& Commodity change Act, referred to in par. title.
4)(D), is act Sept. 2, 922, ch. 369, 42 Stat. 998, as (8) L w-inc me pers n
amended, which is classified generally to chapter (§ . . '
et seq.) of tile 7, Agriculture. For complete classifica- & term ‘‘low-income person” has the

tion of this Act to the Code, see sectibn of tle7and o meaning given the term in section 4702 of title o
Tales. 2.
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