




















CONSUMER SENTINEL NETWORK

DATA BOOK 2022

Report Categories

Rank Category
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Percentages are based on the total number of 2022 Sentinel reports (5,150,368). 8% of the total were coded “Other Misc.” See Appendix B3.

Identity Theft

Imposter Scams

Credit Bureaus, Information Furnishers and Report Users

Online Shopping and Negative Reviews
Banks and Lenders

Auto Related

Prizes, Sweepstakes and Lotteries

Debt Collection

Internet Services

Investment Related

Health Care

Business and Job Opportunities
Telephone and Mobile Services

Credit Cards

Home Repair, Improvement and Products
Privacy, Data Security, and Cyber Threats

Travel, Vacations and Timeshare Plans

Foreign Money Offers and Fake Check Scams

Television and Electronic Media

Advance Payments for Credit Services

Mortgage Foreclosure Relief and Debt Management

Education

Computer Equipment and Software
Charitable Solicitations

Tax Preparers

Magazines and Books

Office Supplies and Services
Grants

Funeral Services

# of Reports %
1,108,609 21.52%
725,989 14.10%
691,142 13.42%
327,609 6.36%
249,126 4.84%
162,040 3.15%
143,132 2.78%
112,827 2.19%
110,189 2.14%
104,703 2.03%
99,370 1.93%
95,399 1.85%
89,376 1.74%
87,451 1.70%
82,482 1.60%
66,383 1.29%
62,445 1.21%
40,903 0.79%
35,515 0.69%
34,558 0.67%
24,037 0.47%
19,690 0.38%
16,912 0.33%
9,958 0.19%
7,116 0.14%
6,073 0.12%
4,040 0.08%
2,419 0.05%
1,470 0.03%
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CONSUMER SENTINEL NETWORK

DATA BOOK 2022

Report Type

Other

Top 10 Fraud Categories

Rank Category

1 Imposter Scams

2 Online Shopping and Negative Reviews

3 Prizes, Sweepstakes and Lotteries

4 Investment Related

5 Business and Job Opportunities

6 Internet Services

7 Telephone and Mobile Services

8 Health Care

9 Travel, Vacations and Timeshare Plans

10  Foreign Money Offers and Fake Check Scams
Identity Theft Types

1 Credit Card Fraud

2 Other Identity Theft

3 Bank Fraud

4 Loan or Lease Fraud

5 Employment or Tax-Related Fraud

6 Phone or Utilities Fraud

7 Government Documents or Benefits Fraud

Top 10 Other Categories
Rank Category

1
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Certain categories are comprised of subcategories that fall in both Fraud and Other report types. See Appendix B3. The Fraud rankings exclude subcategories that are not fraud,

Credit Bureaus, Information Furnishers and Report Users
Banks and Lenders

Auto Related

Debt Collection

Credit Cards

Home Repair, Improvement and Products

Television and Electronic Media

Education

Privacy, Data Security, and Cyber Threats

Computer Equipment and Software

and the Other rankings exclude subcategories that are classified as fraud.

1,694,993 (32.9%)

# of Reports

725,989
327,000
143,132
104,703
92,723
90,748
89,288
68,496
62,445
40,903

441,822
326,590
156,099
153,547
103,402

77,284

57,877

# of Reports
691,142
249,126
162,040
112,827

87,451
82,482
35,515
19,690
19,256
16,912

% Reporting $

Loss
22%
47%
13%
74%
32%

5%

9%

7%
17%
32%

Total $ Loss

$2,667M
$358M
$302M
$3,820M
$367M
$29M
$21M
$17M
$104M
$124M

Median $
Loss

$1,000
$180
$907
$5,000
$2,000
$300
$200
$258
$1,259
$2,000
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CONSUMER SENTINEL NETWORK DATA BOOK 2022

Number of Reports by Type

3,000K

Report Type
2,500K . Fraud
I (dentity Theft

Other

2,000K

1,500K

# of Reports

1,000K

500K

/

2002 2004 2006 2008 2010 2012 2014 2016 2018 2020 2022

OK

Number of Reports by Type

Year Fraud Identity Theft Other
2001 137,306 86,250 101,963
2002 242,783 161,977 146,862
2003 331,366 215,240 167,051
2004 410,298 246,909 203,176
2005 437,585 255,687 216,042
2006 423,672 246,214 236,243
2007 505,563 259,314 305,570
2008 620,832 314,587 325,705
2009 708,781 278,360 441,836
2010 820,072 251,074 399,160
2011 1,041,517 279,191 577,835
2012 1,112,693 369,958 632,428
2013 1,159,115 290,098 685,352
2014 1,526,365 332,545 762,021
2015 1,165,393 490,085 1,429,676
2016 1,228,865 398,356 1,435,874
2017 1,310,003 370,915 1,247,309
2018 1,523,295 444,338 1,203,425
2019 1,893,941 650,523 982,142
2020 2,365,362 1,388,539 1,318,247
2021 2,923,241 1,434,693 1,633,677
2022 2,369,527 1,108,609 1,694,993

The reported figures exclude National Do Not Call Registry complaints.
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CONSUMER SENTINEL NETWORK

DATA BOOK 2022

Fraud Reports by Amount Lost

2,369,527 609,481 (26%)

Number of Fraud Reports # of Reports with $ Loss

$8,767,366,822 $650

Total $ Loss Median $ Loss

Reported Fraud Losses in $1 - $10,000+ Range

Amount Lost # of Reports

$1-$1,000 359,787
$1,001 - $2,000 62,588
$2,001 - $3,000 31,231
$3,001 - $4,000 19,088
$4,001 - $5,000 16,205
$5,001 - $6,000 8,870
$6,001 - $7,000 6,631
$7,001 - $8,000 6,220
$8,001 - $9,000 4,304
$9,001 - $10,000 8,338
More than $10,000 86,219

Reported Fraud Losses in $1 - $1,000 Range

Amount Lost
$1-$100

122,384
$101 - $200
$201 - $300
$301 - $400
$401 -
$501 -
$601 -
$701-
$801 -

$901 - $1,000 22,459

i

The amount lost is based on reports in which consumers indicated they lost between $1 and $999,999.

FEDERAL TRADE COMMISSION e ftc.gov/data
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CONSUMER SENTINEL NETWORK DATA BOOK 2022

Reported Frauds and Losses by Age

19 and Under

30,306 (3%) l $60M

20-29 166,270 (15%) $462M

30-39 205,154 (18%) $831M

40 - 49 174,256 (16%) $840M

50-59 $781M

171,851 (15%)

80 and Over - 42,061 (4%) - $206M
# of Reports Total $ Lost
Percentages are based on the total number of 2022 fraud reports in which consumers provided their age: 1,123,951.
Percentage Reporting a Fraud Loss and Median Loss by Age
48% Percentage Reporting a Fraud $ Loss $1.674
B Median $ Lost ’
43%
38%
36%
31%
$1,000

25%

$666
$590 $600
$548 $552
- I I I
19 and Under 20-29 30-39 40-49 50- 59 60 - 69 70-79 80 and Over

Of the 2,369,527 total fraud reports in 2022, 47% included useable consumer age information.
FEDERAL TRADE COMMISSION e ftc.gov/data 13




CONSUMER SENTINEL NETWORK DATA BOOK 2022

Identity Theft Reports by Type

% Difference from

Theft Type Theft Subtype # of Reports Previous Year
Credit Card Fraud New Accounts 409,981 +13%
Existing Accounts 39,593 +23%
Bank Fraud Debit Cards, Electronic Funds Transfer, or ACH 37,153 +12%
Existing Accounts 17,471 +22%
New Accounts 110,513 +32%
Loan or Lease Fraud Apartment or House Rented 11,259 -15%
Auto Loan\Lease 60,348 -15%
Business\Personal Loan 76,020 -28%
Federal Student Loan 11,904 -35%
Non-Federal Student Loan 12,087 -13%
Real Estate Loan 8,004 -12%
Employment or Tax-Related Employment or Wage-Related Fraud 26,390 +10%
Fraud Tax Fraud 78,588 -12%
Phone or Utilities Fraud Landline Telephone - Existing Accounts 1,872 -13%
Landline Telephone - New Accounts 9,102 -21%
Mobile Telephone - Existing Accounts 6,595 +21%
Mobile Telephone - New Accounts 36,129 -4%
Utilities - Existing Accounts 1,671 +2%
Utilities - New Accounts 30,684 -25%
Government Documents or Driver's License Issued\Forged 7,841 +42%
Benefits Fraud
Government Benefits Applied For\Received 45,300 -88%
Other Government Documents Issued\Forged 6,840 -18%
Passport Issued\Forged 959 -14%
Other Identity Theft Email or Social Media 15,619 +1%
Evading the Law 4,946 +4%
Insurance 9,027 -13%
Medical Services 27,820 -35%
Online Shopping or Payment Account 17,750 +16%
Other 263,419 -12%
Securities Accounts 6,395 -25%

Consumers can report multiple types of identity theft. In 2022, 15% of identity theft reports included more than one type of identity theft.
FEDERAL TRADE COMMISSION e ftc.gov/data 14




CONSUMER SENTINEL NETWORK DATA BOOK 2022

Top Three Identity Theft Report Types by Year

Theft Type
Bank Fraud

I credit Card Fraud
B Loan or Lease Fraud

156,099
89,681 124,523
58,857
52,619
2018 2019 2020 2021 2022

The top identity theft types can vary by year. This graph depicts the top three types of identity theft reported in 2022 and how those types changed over five years.
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CONSUMER SENTINEL NETWORK DATA BOOK 2022

Identity Theft Reports by Age

19 and Under

23,953

20-29 180,146

30-39 286,890

40 - 49 212,729

50-59

139,835

60-69 77,784

70-79 31,378

80 and Over I 8,199

Identity Theft Types by Age

Theft Type

Bank Fraud 1,779 20,194 38,144 34,097 26,575 19,090 8,462 2,232
Credit Card Fraud 2,090 71,773 121,654 90,815 58,099 29,193 10,812 2,566
Employment or Tax-Related Fraud 16,900 19,203 19,425 14,676 11,536 9,409 5,400 1,646

SovennensbosumentsienBeneiits 1,192 5,045 8940 7,757 6,871 4,630 1,859 640

Fraud

Loan or Lease Fraud 744 31,800 49,243 31,964 17,562 7,569 2,282 451
Other Identity Theft 2,153 57,315 91,033 61,334 34,414 15,046 5,127 1,357
Phone or Utilities Fraud 615 15,095 23,001 15,890 10,107 5496 2,051 540

Of the 1,108,609 total identity theft reports in 2022, 87% included consumer age information.
FEDERAL TRADE COMMISSION e ftc.gov/data 16




CONSUMER SENTINEL NETWORK DATA BOOK 2022

Fraud, Identity Theft, and Other Reports by Military Consumers

Reports by Status

# of Fraud % Reporting Total Fraud Median Fraud

HETS o ERCETTE Reports Fraud Loss Loss Loss
Active Duty Service Member 17,177 7,731 38% $46M $950
Military Retiree/Veteran 152,859 73,355 29% $292M $750
Reserve/National Guard 10,542 5,174 40% $40M $1,000
Spouse/Dependent of Active Duty Service Member 12,515 6,864 39% $36M $585
Reports by Branch
Branch # of Reports # of Fraud % Reporting Total Fraud Median Fraud
Reports Fraud Loss Loss Loss
U.S. Air Force 35,404 18,473 26% $67M $672
U.S. Army 84,549 36,144 30% $140M $700
U.S. Coast Guard 2,978 1,521 34% $11M $650
U.S. Marines 17,686 7,980 33% $34M $712
U.S. Navy 38,307 18,588 28% $68M $700

Of the 195,028 total reports from military consumers in 2022, 92% provided military branch information.

Reports by Rank

# of Fraud % Reporting Total Fraud Median

ORI Reports Fraud Loss Loss Fraud Loss

Enlisted 125,230 64,686 29% $242M $689
Officer 26,952 16,066 30% $93M $808

Of the 195,028 total reports from military consumers in 2022, 78% provided information about rank.

FEDERAL TRADE COMMISSION e ftc.gov/data



CONSUMER SENTINEL NETWORK

DATA BOOK 2022

Reports by Military Consumers

Other

Top 10 Fraud Categories

Rank Category

1 Imposter Scams

2 Online Shopping and Negative Reviews

3 Investment Related

4 Prizes, Sweepstakes and Lotteries

5 Business and Job Opportunities

6 Foreign Money Offers and Fake Check Scams

7 Internet Services

8 Telephone and Mobile Services

9 Advance Payments for Credit Services

10  Mortgage Foreclosure Relief and Debt Management
Identity Theft Types

1 Credit Card Fraud

2 Bank Fraud

3 Other Identity Theft

4 Loan or Lease Fraud

5 Phone or Utilities Fraud

6 Employment or Tax-Related Fraud

7 Government Documents or Benefits Fraud

Top 10 Other Categories
Rank Category

1
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Credit Bureaus, Information Furnishers and Report Users
Banks and Lenders

Debt Collection

Credit Cards

Auto Related

Education

Home Repair, Improvement and Products

Privacy, Data Security, and Cyber Threats

Television and Electronic Media

Computer Equipment and Software

65,548

# of
Reports

39,909
12,611
4,209
4,087
3,628
2,530
2,084
1,971
1,515
1,331

14,501
10,190
6,404
4,683
3,724
3,699
2,681

# of Reports
25,803
11,838

5,305
3,871
3,706
1,348
1,203
1,059
778
93

%
Reporting
$ Loss
23% $164.5M
73% $25.2M
77% $117.0M
28% $33.8M
33% $19.2M
36% $11.5M
14% $2.1M
36% $1.9M
29% $8.1M
32% $4.9M

Total$ ™
Loss

93,124

# of Fraud Reports

edian $
Loss

$1,200

$189
$5,000
$1,500
$2,456
$2,600

$475

$200
$1,000
$1,403

28,872 (31%)

# of Reports with $ Loss

$414M

Total $ Loss

$765

Median $ Loss

Certain categories are comprised of subcategories that fall in both Fraud and Other report types. See Appendix B3. The Fraud rankings exclude subcategories that are
not fraud, and the Other rankings exclude subcategories that are classified as fraud.

FEDERAL TRADE COMMISSION e ftc.gov/data
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CONSUMER SENTINEL NETWORK DATA BOOK 2022

Military Consumer Identity Theft Reports by Type

% Difference from

Theft Type Theft Subtype # of Reports Previous Year
Credit Card Fraud New Accounts 12,389 +65%
Existing Accounts 2,647 +18%
Bank Fraud New Accounts 6,948 +35%
Debit Cards, Electronic Funds Transfer, or ACH 2,993 +25%
Existing Accounts 865 +14%
Loan or Lease Fraud Business\Personal Loan 2,801 -50%
Auto Loan\Lease 1,153 -3%
Apartment or House Rented 378 +13%
Non-Federal Student Loan 371 +0%
Real Estate Loan 308 -1%
Federal Student Loan 179 -20%
Phone or Utilities Fraud Mobile Telephone - New Accounts 1,771 +11%
Utilities - New Accounts 1,268 -3%
Landline Telephone - New Accounts 472 -17%
Mobile Telephone - Existing Accounts 470 +19%
Landline Telephone - Existing Accounts 206 +22%
Utilities - Existing Accounts 117 +34%
Employment or Tax-Related Tax Fraud 3,063 -17%
Fraud Employment or Wage-Related Fraud 684 +3%
Government Documents or Government Benefits Applied For\Received 1,975 -88%
Benefits Fraud
Driver's License Issued\Forged 506 +58%
Other Government Documents Issued\Forged 402 -16%
Passport Issued\Forged 76 -1%
Other Identity Theft Other 3,602 -25%
Online Shopping or Payment Account 1,247 +17%
Email or Social Media 1,036 +1%
Medical Services 549 -16%
Securities Accounts 470 -30%
Evading the Law 345 +17%
Insurance 302 +8%

Consumers can report multiple types of identity theft. In 2022, 17% of Military identity theft reports included more than one type of identity theft.

FEDERAL TRADE COMMISSION e ftc.gov/data
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CONSUMER SENTINEL NETWORK
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State Rankings: Identity Theft Reports

Rank State

1 Georgia

2 Louisiana

3 Florida

4 Delaware

5 Nevada

6 Texas

7 Pennsylvania
8 Alabama

9 South Carolina
10  Mississippi

11 Maryland

12 lllinois

13  New Jersey
14  California

15  New York

16  North Carolina
17  Arizona

18 Ohio

19  Virginia

20 Tennessee
21 Rhode Island
22  Connecticut
23 Massachusetts
24 Michigan

25  Missouri

26 Kansas

e Q
Q%

>

Reports per
100K Population

# of Reports
574 60,348
534 24,898
524 111,221
484 4,682
418 12,672
397 113,808
368 47,143
363 17,763
352 17,908
344 10,260
343 20,736
335 42,558
323 28,712
319 125,597
312 60,835
304 31,609
265 19,018
265 30,950
261 22,177
238 16,124
229 2,420
228 8,129
226 15,518
218 21,768
197 12,089
194 5,651

Rank State

27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

Colorado
Indiana

Utah
Arkansas
Washington
Oklahoma
New Mexico
Oregon

West Virginia
Wisconsin
New Hampshire
Minnesota
Hawaii

Idaho
Kentucky
North Dakota
Montana
Nebraska
Alaska

Maine

lowa
Wyoming
Vermont
South Dakota
District of Columbia
Puerto Rico

Reports per
100K Population

Reports per 100K Population

B Hieh

# of Reports

188 10,671
185 12,422
175 5,522
172 5,186
158 11,877
154 6,068
152 3,188
151 6,293
147 2,657
143 8,319
140 1,892
130 7,262
130 1,841
127 2,225
120 5,334
112 848
106 1,123
105 2,019
104 767
103 1,377
98 3,097
95 552
90 564
76 670
418 2,932
47 1,537

The District of Columbia and Puerto Rico are included in the table but are not ranked. States are ranked based on the number of reports per 100,000 population. Population
estimates are based on 2020 U.S. Census population estimates.

FEDERAL TRADE COMMISSION e ftc.gov/data
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CONSUMER SENTINEL NETWORK

DATA BOOK 2022

Alabama
Top Ten Report Categories

Fraud & Other Reports

9th

26%

Credit Bureaus, Information
Furnishers and Report Users
State Rank

(Reports per 100K Population)

Identity Theft 25%

53,153

9%
Total Fraud & Other Reports

Imposter Scams

Fraud Losses
$53.9M

Total Fraud Losses

$500

Median Fraud Losses

Online Shopping and I 4%
Negative Reviews .
& Fraud & Other Reports by Metropolitan Area
Banks and Lenders 4% ‘ H:é, S S S N | :
] I
.li_ - \ r e
Prizes, Sweepstakes and o f - | ' \ "'{.' o
. 4% 3 '\ | 3
Lotteries fl .
Auto Related I 3% 'f"]":”"f’“ st |
if ; |
[ | o \ .
| Alabarmia y
Debt Collection I 2% . J — \
i 1Y Py 4
I @ r . P
{ J . L r Georgia
Internet Services I 2% ‘ 7 Y
Health Care I 2% - ’ ,_Sl -
| ok | 2
- | -". l 3 J"=?,'-- P
- '.Q::,\-J‘:.-:** J'_::ifw_;jﬁgb-—“—d— -'.'_'\l!.- l.:%’.—
¥ R
Reports per 100K Population
687 o @ 2264

Identity Theft Reports

Top Identity Theft Types
48%

Credit Card Fraud

State Rank
(Reports per 100K Population)

Other Identity Theft 33%

Loan or Lease Fraud

17,763

7%
Identity Theft Reports

Bank Fraud

5%

Phone or Utilities Fraud

Percentages are based on the total number of relevant 2022 reports from Alabama consumers, as indicated in the chart title. Consumers can report multiple types of identity theft.
22
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Alaska

Top Ten Report Categories

Imposter Scams 22%

Identity Theft 11%

Online Shopping and

8%
Negative Reviews 0

Prizes, Sweepstakes and
Lotteries

(@]
xX

Credit Bureaus, Information
Furnishers and Report Users

]
x

Banks and Lenders

2
X

3

X

Internet Services

3

X

Auto Related

Privacy, Data Security, and

3%
Cyber Threats ?

N
X

Investment Related

Top Identity Theft Types

Credit Card Fraud 32%

Other Identity Theft 30%

Bank Fraud 20%

Employment or Tax-Related Fraud

Loan or Lease Fraud 10%

Fraud & Other Reports Fraud Losses

30th $16.7M

State Rank
(Reports per 100K Population)

Total Fraud Losses

6,219 $950

Total Fraud & Other Reports Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

PR R
—y '-' s i
# h 'ﬂ“‘\.\ P
e T, (A
f R =) ¥y
LY I
"
B
" _i/ ! -
- ’J\
1 Alaska
\' -'{{}. Yulkon
]
X o
a5 r"_ % e
Reports per 100K Population
Identity Theft Reports ® 954

45th

State Rank
(Reports per 100K Population)

767

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from Alaska consumers, as indicated in the chart title. This page excludes reports provided by the Alaska

Attorney General. Consumers can report multiple types of identity theft.
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Arizona
Top Ten Report Categories

Identity Theft 20%

Imposter Scams 13%

Credit Bureaus, Information

) 11%
Furnishers and Report Users

Online Shopping and

0,
Negative Reviews 6%

(&)
X

Banks and Lenders

Prizes, Sweepstakes and
Lotteries

IS
X

Auto Related

IN
xX

Health Care 3%

Home Repair, Improvement

2%
and Products ’

Debt Collection 2%

Top Identity Theft Types

Credit Card Fraud 40%

Other Identity Theft 32%

Loan or Lease Fraud 14%

Employment or Tax-Related Fraud 11%

Bank Fraud 11%

Fraud & Other Reports

13th

State Rank
(Reports per 100K Population)

75,407

Total Fraud & Other Reports

Fraud Losses

$173.9M

Total Fraud Losses

$804

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

Identity Theft Reports

17th

State Rank
(Reports per 100K Population)

19,018

Identity Theft Reports

-

Reports per 100K Population
482 o @ 1,129

Percentages are based on the total number of relevant 2022 reports from Arizona consumers, as indicated in the chart title. Consumers can report multiple types of identity theft.
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Arkansas
Top Ten Report Categories Fraud & Other Reports Fraud Losses
Identity Theft _ 18% 35th $34.6M

State Rank
(Reports per 100K Population)

Total Fraud Losses

Credit Bureaus, Information

0
Furnishers and Report Users 15%

14% 23,789 $500

Total Fraud & Other Reports Median Fraud Losses

Imposter Scams

Online Shopping and

0,
Negative Reviews 6%

Fraud & Other Reports by Metropolitan Area
I

6% \

Banks and Lenders

Prizes, Sweepstakes and
Lotteries

g
N

Auto Related

B
S

. Arkangas
Debt Collection I 3% L i
L |
Telephone and Mobile 2% -
Services
Internet Services I 2% . Mississip|
Reports per 100K Population
Top Identity Theft Types Identity Theft Reports 558 «+ ® @ 1521

Credit Card Fraud

0% 30th

31% State Rank
(Reports per 100K Population)

Other Identity Theft

Loan or Lease Fraud

5,186

Identity Theft Reports

Bank Fraud 12%

Employment or Tax-Related Fraud 10%

Percentages are based on the total number of relevant 2022 reports from Arkansas consumers, as indicated in the chart title. Consumers can report multiple types of identity
theft.
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California

Top Ten Report Categories
25%

Identity Theft

Imposter Scams 13%

Credit Bureaus, Information 13%
Furnishers and Report Users

Online Shopping and
Negative Reviews

Banks and Lenders 5%

()
X

Auto Related 3%

w
X

Prizes, Sweepstakes and
Lotteries

Internet Services 2%

Investment Related 2%

Credit Cards 2%

Top Identity Theft Types

Credit Card Fraud

Other Identity Theft

12%

Loan or Lease Fraud

Bank Fraud 9%

8%

Employment or Tax-Related Fraud

26%

Fraud & Other Reports

18th

State Rank
(Reports per 100K Population)

372,800
Total Fraud & Other Reports

Fraud & Other Reports by Metropolitan Area

Fraud Losses

$1,348.8M

Total Fraud Losses

$900

Median Fraud Losses

Identity Theft Reports

52% 14th

State Rank
(Reports per 100K Population)

125,597

Identity Theft Reports

Nevada

)
_—‘;-"

i

Reports per 100K Population
399 ® @ 1061

Percentages are based on the total number of relevant 2022 reports from California consumers, as indicated in the chart title. Consumers can report multiple types of identity

theft.
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Colorado
Top Ten Report Categories

Imposter Scams 18%

Identity Theft 15%

Online Shopping and

8%
Negative Reviews 0

Credit Bureaus, Information

0y
Furnishers and Report Users 6%

6%

Banks and Lenders

Auto Related

5
X

Privacy, Data Security, and
Cyber Threats

I
X

Prizes, Sweepstakes and
Lotteries

Health Care 3%

w
X

Internet Services

]
X

Top Identity Theft Types

Credit Card Fraud 40%

Other Identity Theft 22%

Bank Fraud 20%
Employment or Tax-Related Fraud 13%

Loan or Lease Fraud

Fraud & Other Reports

14th

State Rank
(Reports per 100K Population)

59,746

Total Fraud & Other Reports

Fraud Losses

$138.2M

Total Fraud Losses

$600

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

Colorado

Identity Theft Reports

27th

State Rank
(Reports per 100K Population)

10,671

Identity Theft Reports

——

Reports per 100K Population
743 ® @& 1,153

Percentages are based on the total number of relevant 2022 reports from Colorado consumers, as indicated in the chart title. Consumers can report multiple types of identity

theft.
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Connecticut
Top Ten Report Categories

20%

Identity Theft

Imposter Scams 14%

Credit Bureaus, Information 10%

Furnishers and Report Users

Online Shopping and o
. g %
Negative Reviews
Banks and Lenders - 7%
Auto Related . 4%
Prizes, Sweepstakes and 3%
Lotteries
Internet Services I 3%
Health Care I 3%
Credit Cards I 2%

Top Identity Theft Types
Credit Card Fraud

Other Identity Theft 24%

Government Documents or Benefits 17%

Fraud

Bank Fraud 16%

Loan or Lease Fraud

Percentages are based on the total number of relevant 2022 reports from Connecticut consumers, as indicated in the chart title. This page excludes reports provided by the

Fraud & Other Reports

23rd

State Rank
(Reports per 100K Population)

32,140

Total Fraud & Other Reports

Fraud Losses
$57.5M

Total Fraud Losses

$670

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

Identity Theft Reports

22nd

State Rank
(Reports per 100K Population)

8,129

Identity Theft Reports

Connecticut Department of Consumer Protection. Consumers can report multiple types of identity theft.

Reports per 100K Population
812 o @ 982

28
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Delaware

Top Ten Report Categories Fraud & Other Reports Fraud Losses

200 (IR $19.0M

State Rank
(Reports per 100K Population) el AL (5Es

Identity Theft

Credit Bureaus, Information
Furnishers and Report Users

21%

14,570 $700

Total Fraud & Other Reports Median Fraud Losses

Imposter Scams 10%

Online Shopping and
Negative Reviews

2 .
X

Fraud & Other Reports by Metropolitan Area

Banks and Lenders New Jersey

o1
X
*

Auto Related I 3%
Prizes, Sweepstakes and 3%
Lotteries I ? yland
Debt Collection I 3% -
skrict of
lumibia
Credit Cards 3%
Internet Servicesl 2% A {

. Reports per 100K Population
Top Identity Theft Types Identity Theft Reports 1001 -~ ® @ 1619

Credit Card Fraud 40%

State Rank
(Reports per 100K Population)

Other Identity Theft

Bank Fraud 19%

4,682

Identity Theft Reports

Loan or Lease Fraud 14%

Phone or Utilities Fraud 8%

Percentages are based on the total number of relevant 2022 reports from Delaware consumers, as indicated in the chart title. Consumers can report multiple types of identity
theft.
FEDERAL TRADE COMMISSION e ftc.gov/data
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District of Columbia

Top Ten Report Categories

Identity Theft 19%

Credit Bureaus, Information
Furnishers and Report Users

17%

Imposter Scams 14%

8%

Banks and Lenders

Online Shopping and
Negative Reviews

[©} .

3

x

Auto Related

Internet Services I 3%
Debt Collection I 2%
Credit Cards I 2%
Health Care I 2%

Top Identity Theft Types

Credit Card Fraud 35%

Other Identity Theft 26%

Bank Fraud 15%

Government Documents or Benefits

0y
Fraud 14%

Loan or Lease Fraud 13%

Fraud & Other Reports

12,261

Total Fraud & Other Reports

Fraud Losses

$19.0M

Total Fraud Losses

$623

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

Identity Theft Reports

2,932

Identity Theft Reports

m 2

Maryland

stmct of
‘<
olumbia

;

A1,

3 1
nak,
Eilk

Reports per 100K Population
® 1,350

Percentages are based on the total number of relevant 2022 reports from District of Columbia consumers, as indicated in the chart title. Consumers can report multiple types of

identity theft.
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Florida
Top Ten Report Categories

Identity Theft 27%

21%

Credit Bureaus, Information
Furnishers and Report Users

Imposter Scams 9%

[&)]
X

Banks and Lenders

Online Shopping and
Negative Reviews

Auto Related 4%

IN
X

Debt Collection 3%

Prizes, Sweepstakes and

Lotteries
Health Care 2%
Credit Cards | 2%

— . S
N
x

Top Identity Theft Types

Credit Card Fraud

32%

Other Identity Theft

Loan or Lease Fraud 14%

Bank Fraud 8%

Phone or Utilities Fraud I 6%

53%

Fraud & Other Reports

4th

State Rank
(Reports per 100K Population)

306,735

Total Fraud & Other Reports

Fraud Losses

$556.8M

Total Fraud Losses

$800

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

|

z\ e Yas

Identity Theft Reports

3rd

State Rank
(Reports per 100K Population)

111,221
Identity Theft Reports

- o
o
=l
|

— T {‘;3
. o \
—F |

Ry b

. ﬁfﬁr-’;
Reports per 100K Population
1,002 @ @& 1,703

Percentages are based on the total number of relevant 2022 reports from Florida consumers, as indicated in the chart title. This page excludes reports provided by the Florida

Department of Agriculture and Consumer Services. Consumers can report multiple types of identity theft.
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Georgia
Top Ten Report Categories

Credit Bureaus, Information 27%
Furnishers and Report Users °

Imposter Scams %

Banks and Lenders l 5%
Online Shopping and 4%
Negative Reviews
Debt Collection I 3%
Auto Related I 3%
Credit Cards I 2%
Prizes, Sweepstakes and 2%
Lotteries
Home Repair, Improvement 2%
and Products

Top Identity Theft Types

Other Identity Theft 43%

Credit Card Fraud 42%

Loan or Lease Fraud 20%

Phone or Utilities Fraud 7%

Bank Fraud 5%

Fraud & Other Reports

1st

State Rank
(Reports per 100K Population)

162,957

Total Fraud & Other Reports

Fraud Losses

$158.4M

Total Fraud Losses

$600

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

e

<
I i

3
(vi]

Identity Theft Reports

State Rank
(Reports per 100K Population)

60,348

Identity Theft Reports

VTl

. South ,
Carolina

_ &
NSl
o e

Reports per 100K Population
524 @ @ 1,980

Percentages are based on the total number of relevant 2022 reports from Georgia consumers, as indicated in the chart title. Consumers can report multiple types of identity theft.
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Hawaii

Top Ten Report Categories Fraud & Other Reports Fraud Losses

ImpOSter seams _ o 34th $37.9M
State Rank
(Reports per 100K Population) el AL (5Es
Identity Theft 14%
Online Shopping and 8% 11,223 $845
Negative Reviews
Total Fraud & Other Reports Median Fraud Losses
Credit Bureaus, Information 79
Furnishers and Report Users ? .
Fraud & Other Reports by Metropolitan Area
Banks and Lenders . 5%
Prizes, Sweepstakes a.nd . 5%
Lotteries
Internet Services I 3% e
Ty o awail.
Auto Related I 3%
Investment Related I 3%
o
Health Care I 2%
Reports per 100K Population
Top Identity Theft Types Identity Theft Reports 754 © ® @ 910

0% 39th

28% State Rank
(Reports per 100K Population)

Credit Card Fraud

Other Identity Theft

Bank Fraud 17%

1,841

Identity Theft Reports

Loan or Lease Fraud 12%

Employment or Tax-Related Fraud

Percentages are based on the total number of relevant 2022 reports from Hawaii consumers, as indicated in the chart title. This page excludes reports provided by the Hawaii
Office of Consumer Protection. Consumers can report multiple types of identity theft.
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Idaho

Top Ten Report Categories
Imposter Scams
Identity Theft

Online Shopping and
Negative Reviews

Banks and Lenders 6%

Prizes, Sweepstakes and
Lotteries

Credit Bureaus, Information
Furnishers and Report Users

N
X

[&)]
xX

Auto Related

B
®

w
x

Internet Services
3%

Health Care

Telephone and Mobile
Services

2%

Top Identity Theft Types

Credit Card Fraud
Other Identity Theft
Bank Fraud
Employment or Tax-Related Fraud

Loan or Lease Fraud

Fraud & Other Reports

42nd

State Rank
(Reports per 100K Population)

13,027
Total Fraud & Other Reports

Fraud Losses
$29.2M

Total Fraud Losses

$500

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

™
e ———— l-
. LAY
ngton [ 1\
f \,
b
W
Miy
=1
¥
- % 4
. ! H
T . ¢
L fr\I
/ 1
/
]
Y
i
{
L .
gon ‘? ‘.Irlnho
1 I f
o |

. Montana

Wyomin

Identity Theft Reports

40th

State Rank
(Reports per 100K Population)

2,225
Identity Theft Reports

Reports per 100K Population
570 e @ 877

Percentages are based on the total number of relevant 2022 reports from Idaho consumers, as indicated in the chart title. This page excludes reports provided by the Idaho

Attorney General. Consumers can report multiple types of identity theft.
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Illinois
Top Ten Report Categories

25%

Identity Theft

Credit Bureaus, Information 17%

Furnishers and Report Users

Imposter Scams 11%

Banks and Lenders

&)
xR

Online Shopping and
Negative Reviews

[}
X

Auto Related I 4%

Debt Collection I 3%

Internet Services I 2%

Prizes, Sweepstakes and I 2%
Lotteries

Credit Cards I 2%

Top Identity Theft Types

Credit Card Fraud

25%

Other Identity Theft

Bank Fraud 17%

Loan or Lease Fraud 13%

9%

Employment or Tax-Related Fraud

Fraud & Other Reports Fraud Losses

$199.1M

Total Fraud Losses

16th

State Rank
(Reports per 100K Population)

$600

Median Fraud Losses

129,325
Total Fraud & Other Reports

Fraud & Other Reports by Metropolitan Area

"-—-\.\
ay ®
lowa 4 \
f o)\ TT T
ﬂf _ 1% I
{ . |

Indiana

Missouri ( i - f )
P§‘ o J.'.‘QI_VJIJJ S

1
J T
RS eay
RN 2N
Reports per 100K Population
Identity Theft Reports 576 o @ 1146

3T 12th

State Rank
(Reports per 100K Population)

42,558
Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from lllinois consumers, as indicated in the chart title. Consumers can report multiple types of identity theft.
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Indiana
Top Ten Report Categories

Identity Theft 19%

Imposter Scams 15%

11%

Credit Bureaus, Information
Furnishers and Report Users

Online Shopping and

0,
Negative Reviews %

Banks and Lenders 6%

Prizes, Sweepstakes and

0,
Lotteries 4%

Auto Related 4%

Internet Services 2%

Debt Collection 2%

Telephone and Mobile

; 2%
Services ?

Top Identity Theft Types

Credit Card Fraud 40%

Other Identity Theft 29%

Bank Fraud 15%

Loan or Lease Fraud 13%

Employment or Tax-Related Fraud 9%

Fraud & Other Reports

33rd

State Rank

(Reports per 100K Population)

53,334

Total Fraud & Other Reports

Fraud Losses

$61.9M

Total Fraud Losses

$500

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

llingis

¥

Identity Theft Reports

28th

State Rank

Indiana

(Reports per 100K Population)

12,422

Identity Theft Reports

KeRtdeky ™

Reports per 100K Population
598 @ & 1,120

Percentages are based on the total number of relevant 2022 reports from Indiana consumers, as indicated in the chart title. This page excludes reports provided by the Indiana

Attorney General. Consumers can report multiple types of identity theft.
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lowa
Top Ten Report Categories Fraud & Other Reports Fraud Losses

206 RS $29.9M

Imposter Scams

State Rank
(Reports per 100K Population)

Total Fraud Losses

Identity Theft 14%

o 18,454 $500

Total Fraud & Other Reports Median Fraud Losses

Online Shopping and
Negative Reviews

Credit Bureaus, Information

0y
Furnishers and Report Users %

Fraud & Other Reports by Metropolitan Area

Banks and Lenders 6%

Prizes, Sweepstakes and
Lotteries

N
X

Auto Related I 3% °®
lo@a
Internet Services I 3% : -I
o

Debt Collection I 3%

Telephone and Mobile 2%
Services ?

Reports per 100K Population
Top Identity Theft Types Identity Theft Reports 452 © ® @ 832

Credit Card Fraud

35% 47th

24% State Rank
(Reports per 100K Population)

Bank Fraud

Other Identity Theft 22%

3,097

Identity Theft Reports

Employment or Tax-Related Fraud

Loan or Lease Fraud 10%

Percentages are based on the total number of relevant 2022 reports from lowa consumers, as indicated in the chart title. This page excludes reports provided by the lowa
Attorney General. Consumers can report multiple types of identity theft.
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Kansas

DATA BOOK 2022

Top Ten Report Categories

Identity Theft

Imposter Scams

Online Shopping and

7
Negative Reviews

x

Credit Bureaus, Information
Furnishers and Report Users

(@]
X

Banks and Lenders

Prizes, Sweepstakes and
Lotteries

&
=R

(@]
x

Auto Related 3%

Internet Services

Debt Collection 3%

Telephone and quile 2%
Services

]
X

Top Identity Theft Types
Credit Card Fraud

Bank Fraud

Other Identity Theft - 17%
Government Documents or Benefits 16%
Fraud

Employment or Tax-Related Fraud

11%

FEDERAL TRADE COMMISSION e ftc.gov/data

28%

Fraud & Other Reports

21% 43rd

State Rank
(Reports per 100K Population)

16%

21,242

Total Fraud & Other Reports

Fraud & Other Reports by Metropolitan A

Fraud Losses

$40.8M

Total Fraud Losses

$500

Median Fraud Losses

rea

Kansas

Identity Theft Reports

29%

26th

State Rank
(Reports per 100K Population)

5,651

Identity Theft Reports

Reports per 100K Population
602 @ @& 9209

Percentages are based on the total number of relevant 2022 reports from Kansas consumers, as indicated in the chart title. Consumers can report multiple types of identity theft.
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Kentucky

Top Ten Report Categories

Fraud & Other Reports Fraud Losses
ImpOSter Scams _ 16% 4lst $48.0M
State Rank
(Reports per 100K Population) el AL (5Es
Identity Theft 14%

Credit Bureaus, Information

8% 33,340 $500
Furnishers and Report Users
Total Fraud & Other Reports Median Fraud Losses
Online Shopping and 8%
Negative Reviews ?

Fraud & Other Reports by Metropolitan Area
o i | T l Ohio™—
Banks and Lenders 6% lllingis i 1 Indiana ! |
- | IR I
Prizes, Sweepstakes a.nd - 5%
Lotteries

Auto Related

N
X
S
N
i
|
J

L

o Kenticky™~4

Telephone and Mobile
Services

af_ffiriﬂ
y,

[ L
Debt Collection

Internet Services

w
S S
N
K
B
N
)

] : r!_.._,;_'_ o
3% A W e

Tennessee

Top Identity Theft Types

re—

Reports per 100K .Population
Identity Theft Reports

550
Credit Card Fraud

e @ 1,374

33%

41st

Other Identity Theft

27% State Rank
(Reports per 100K Population)

Bank Fraud 17%

Employment or Tax-Related Fraud

5,334
13%

Identity Theft Reports
Loan or Lease Fraud

11%

theft.

Percentages are based on the total number of relevant 2022 reports from Kentucky consumers, as indicated in the chart title. Consumers can report multiple types of identity
FEDERAL TRADE COMMISSION e ftc.gov/data
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Louisiana

Top Ten Report Categories

Identity Theft 36%

Credit Bureaus, Information

0
Furnishers and Report Users 21%

8%

Imposter Scams

Banks and Lenders I 4%
Online Shopping and 4%
Negative Reviews
Prizes, Sweepstakes and o
) 2%
Lotteries
Debt Collection 2%
Auto Related 2%

Telephone and Mobile

1%
Services ’

Internet Services f§ 1%

Top Identity Theft Types

Credit Card Fraud

43%

Other Identity Theft 39%

Loan or Lease Fraud 28%

Phone or Utilities Fraud 8%

Bank Fraud 5%

Fraud & Other Reports Fraud Losses
19th $43.2M
State Rank
(Reports per 100K Population) el AL (5Es
44,137 $534

Total Fraud & Other Reports Median Fraud Losses

Fraud & Other Reports by Metropolitan Area
| . y | | §

Reports per 100K Population
598 o @ 1,159

Identity Theft Reports

2nd

State Rank
(Reports per 100K Population)

24,898

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from Louisiana consumers, as indicated in the chart title. This page excludes reports provided by the

Louisiana Attorney General. Consumers can report multiple types of identity theft.
FEDERAL TRADE COMMISSION e ftc.gov/data
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Maine
Top Ten Report Categories

Imposter Scams 19%

Identity Theft 12%

Online Sh_opping_and 10%
Negative Reviews
Banks and Lenders 7%

Prizes, Sweepstakes and
Lotteries

X

[6)] .

Credit Bureaus, Information
Furnishers and Report Users

w
X

Auto Related

N
X

w
x

Health Care

Internet Services

Telephone and Mobile

; 2%
Services ?

w
x

Top Identity Theft Types

Credit Card Fraud

Other Identity Theft

Bank Fraud 21%

Employment or Tax-Related Fraud 16%

Government Documents or Benefits
Fraud

31%

Fraud & Other Reports Fraud Losses

37th $21.7M

State Rank
(Reports per 100K Population)

Total Fraud Losses

10,351

Total Fraud & Other Reports

$600

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

Mew
Brunswick

! ) 4 -’ﬁ-:’-ﬁ" Fag &y
Vermaont ) ‘ ) _ i Eﬁ’\:’e‘ ]
MNew | . e L L5

[ L o L
f

i ‘:- ('i

Reports per 100K Population
Identity Theft Reports 707 o @93

46th

State Rank
(Reports per 100K Population)

1,377

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from Maine consumers, as indicated in the chart title. This page excludes reports provided by the Maine

Attorney General. Consumers can report multiple types of identity theft.
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Maryland

Top Ten Report Categories

Identity Theft 20%

Credit Bureaus, Information
Furnishers and Report Users

18%

Imposter Scams 13%

Banks and Lenders 7%

Online Shopping and
Negative Reviews

%

(&) .

Auto Related

IN
xX

Prizes, Sweepstakes and
Lotteries

w
X

Debt Collection 2%

2%

Health Care

Credit Cards 2%

Top Identity Theft Types

Credit Card Fraud

Other Identity Theft 30%

Bank Fraud 17%

Loan or Lease Fraud 14%

Phone or Utilities Fraud

n-

Fraud & Other Reports

oth

State Rank
(Reports per 100K Population)

82,287

Total Fraud & Other Reports

ey

I;.

Fraud Losses
$133.0M

Total Fraud Losses

$742

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

40%

Vi rgi'f:;’.

Identity Theft Reports

11th

State Rank
(Reports per 100K Population)

20,736

Identity Theft Reports

Reports per 100K Population
972 o @ 1619

Percentages are based on the total number of relevant 2022 reports from Maryland consumers, as indicated in the chart title. Consumers can report multiple types of identity

theft.
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Massachusetts

Top Ten Report Categories Fraud & Other Reports Fraud Losses
State Rank
(Reports per 100K Population) el AL (5Es

Imposter Scams 18%
Credit Bureaus, Information 8% 60,325 $700

Furnishers and Report Users

Total Fraud & Other Reports Median Fraud Losses

Online Shopping and
Negative Reviews

8%

Fraud & Other Reports by Metropolitan Area

Banks and Lenders

[©]
xX
Va

Auto Related I 3%
Prizes, Sweepstakes a_nd 3%
Lotteries
Internet Services I 2%
Health Care I 2%
Credit Cards I 2%
Reports per 100K Population
Top Identity Theft Types Identity Theft Reports 757 © ® @ 939

7% 23rd

34% State Rank
(Reports per 100K Population)

Credit Card Fraud

Other Identity Theft

Bank Fraud 15%

15,518

Identity Theft Reports

Employment or Tax-Related Fraud 9%

Loan or Lease Fraud 8%

Percentages are based on the total number of relevant 2022 reports from Massachusetts consumers, as indicated in the chart title. This page excludes reports provided by the
Massachusetts Attorney General. Consumers can report multiple types of identity theft.
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Michigan

Top Ten Report Categories Fraud & Other Reports Fraud Losses

Identity Theft

2% $133.9M

State Rank
(Reports per 100K Population)

Total Fraud Losses
Credit Bureaus, Information
Furnishers and Report Users

15%

Imposter Scams 14% 897025 $500
Total Fraud & Other Reports Median Fraud Losses
Online Shopping and . 6%
Negative Reviews .
& Fraud & Other Reports by Metropolitan Area
Banks and Lenders . 6%

Prizes, Sweepstakes and
Lotteries

S
X
o
r
[}
¥
)
i
]
i
i
/-

Auto Related

w
o\c
.. ,;u_b"’/

) Wisconsin
Debt Collection

w
X
1

Internet Services 2% . L
T | T Michigan-
Telephone and Mobile o [ T [ 9
Services 2% \\— S : 1
‘L._ﬁ : \ ° (AL )
| . T

o,

~f Yo P —
—

. Reports per 100K Population
Top Identity Theft Types Identity Theft Reports 524 - ® @ 1101

Credit Card Fraud

3% 24th

25% State Rank
(Reports per 100K Population)

Other Identity Theft

Bank Fraud 23%

21,768

Identity Theft Reports

Phone or Utilities Fraud 12%

Loan or Lease Fraud 11%

Percentages are based on the total number of relevant 2022 reports from Michigan consumers, as indicated in the chart title. This page excludes reports provided by the
Michigan Attorney General. Consumers can report multiple types of identity theft.
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Minnesota

Top Ten Report Categories Fraud & Other Reports Fraud Losses

ImpOSter seams _ o 4Oth $8O.4M
State Rank
(Reports per 100K Population) Total Fraud Losses
Identity Theft 15%
Online Shopping and 8% 42,157 $600
Negative Reviews
Total Fraud & Other Reports Median Fraud Losses

Credit Bureaus, Information
Furnishers and Report Users

7%
Fraud & Other Reports by Metropolitan Area

Banks and Lenders 7% | \

Prizes, Sweepstakes and
Lotteries

3 ..
7
.
[

w
X

Auto Related

e
Minnesota —

3% ®

Internet Services

Health Care

Telephone and Mobile Wisconsin
i
?

; 2%
Services ?

w
X
_v'-\\- | -‘_,-_'_.'n vy
LY

Reports per 100K Population

Top Identity Theft Types Identity Theft Reports 525 « ® @ 862

Credit Card Fraud 38th

State Rank

Other Identity Theft
(Reports per 100K Population)

Bank Fraud

7,262

Identity Theft Reports

Government Documents or Benefits
Fraud

Employment or Tax-Related Fraud

Percentages are based on the total number of relevant 2022 reports from Minnesota consumers, as indicated in the chart title. Consumers can report multiple types of identity

theft.
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Mississippi
Top Ten Report Categories

Identity Theft 28%

23%

Credit Bureaus, Information
Furnishers and Report Users

Imposter Scams 9%

Banks and Lenders 5%

Online Shopping and 4%

Negative Reviews

Prizes, Sweepstakes and
Lotteries

B
X

Auto Related 3%

Debt Collection 3%

Telephone and Mobile
Services

2%

Credit Cards [ 2%

Top Identity Theft Types

Other Identity Theft
Credit Card Fraud

Loan or Lease Fraud

6%

Bank Fraud

5%

Employment or Tax-Related Fraud

Fraud & Other Reports

27th

State Rank
(Reports per 100K Population)

25,984
Total Fraud & Other Reports

Fraud & Other Reports b

% Louisiana)

Identity Theft Reports

47%

10th

State Rank
(Reports per 100K Popul

10,260
Identity Theft Reports

Fraud Losses

$22.9M

Total Fraud Losses
$500
Median Fraud Losses

y Metropolitan Area

Reports per 100K Population
668 ® @ 1521

ation)

Percentages are based on the total number of relevant 2022 reports from Mississippi consumers, as indicated in the chart title. This page excludes reports provided by the

46

Mississippi Attorney General. Consumers can report multiple types of identity theft.
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Missouri
Top Ten Report Categories Fraud & Other Reports Fraud Losses
State Rank
(Reports per 100K Population) Total Fraud Losses
Imposter Scams 13%
Credit Bureaus, Information 13% 56,535 $563
Furnishers and Report Users

Total Fraud & Other Reports Median Fraud Losses

Online Shopping and

(v
Negative Reviews [

Fraud & Other Reports by Metropolitan Area

{E - —

6% 1\ .}:_ { \g

Banks and Lenders

Auto Related

Prizes, Sweepstakes and

B
X

. 4% ¢
Lotteries | |
Telephone and Mobile 3% | )
Services ? Missouri
Debt Collection I 3%
o
Internet Services I 2%
Reports per 100K Population
Top Identity Theft Types Identity Theft Reports 602 © ® @ 1,146

Other Identity Theft

3% 25th

28% State Rank
(Reports per 100K Population)

Credit Card Fraud

Employment or Tax-Related Fraud 16%
12,089
Loan or Lease Fraud 16%
Identity Theft Reports
Bank Fraud 14%

Percentages are based on the total number of relevant 2022 reports from Missouri consumers, as indicated in the chart title. Consumers can report multiple types of identity
theft.
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Montana
Top Ten Report Categories

Imposter Scams 20%

Identity Theft 12%

Online Shopping and

9%
Negative Reviews 0

Prizes, Sweepstakes and

0,
Lotteries %

Banks and Lenders 6%

Credit Bureaus, Information
Furnishers and Report Users

1
x

Auto Related

IS
X

w
x

Internet Services

Telephone and Mobile

2%
Services ’

Credit Cards 2%

Top Identity Theft Types

Credit Card Fraud 33%

Other Identity Theft 27%

Bank Fraud 20%

Employment or Tax-Related Fraud

Loan or Lease Fraud 10%

Fraud & Other Reports Fraud Losses

38th $17.0M

State Rank
(Reports per 100K Population)

Total Fraud Losses

8,074 $575

Total Fraud & Other Reports Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

Y

]
Y
\
\\
éxq _ ;
”\\ o \"_ Montana
N '
|':II
¢
\ 3 =
A
YA
) Y
’fl c'._ e ———— o -
. \H!__.--__.-\.--e. A |
«ldaho
™ i Wyoming —
Reports per 100K Population
Identity Theft Reports 817 o @573

43rd

State Rank
(Reports per 100K Population)

1,123

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from Montana consumers, as indicated in the chart title. Consumers can report multiple types of identity

theft.
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Nebraska

Top Ten Report Categories

Imposter Scams 19%

Identity Theft 13%

Online Shopping and
Negative Reviews

8%

Credit Bureaus, Information 79%
Furnishers and Report Users
Banks and Lenders . 6%
Prizes, Sweepstakes and o
) 6%
Lotteries

Auto Related I 3%

Internet Services I 3%

Mortgage Foreclosure Relief I 3%
and Debt Management

Health Care I 3%

Top Identity Theft Types

33%

Credit Card Fraud

Other Identity Theft 28%

Bank Fraud 20%

Employment or Tax-Related Fraud 13%

Loan or Lease Fraud 12%

Fraud & Other Reports

47th

State Rank
(Reports per 100K Population)

13,306
Total Fraud & Other Reports

Fraud Losses

$23.9M

Total Fraud Losses

$550

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

Dakota

Nebraska

-1

Identity Theft Reports

44th

State Rank
(Reports per 100K Population)

2,019

Identity Theft Reports

Kansas

Reports per 100K Population
452 e @ 832

Percentages are based on the total number of relevant 2022 reports from Nebraska consumers, as indicated in the chart title. This page excludes reports provided by the
Nebraska Attorney General. Consumers can report multiple types of identity theft.
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Nevada
Top Ten Report Categories

Identity Theft 22%

Credit Bureaus, Information

0y
Furnishers and Report Users 18%

11%

Imposter Scams

Online Shopping and
Negative Reviews

&)
X

Banks and Lenders

Auto Related

a
S

Debt Collection 3%

Prizes, Sweepstakes and
Lotteries

Home Repair, Improvement
and Products

N
x

Health Care 2%

I I N
w
x

Top Identity Theft Types

Credit Card Fraud 45%

Other Identity Theft 35%

Loan or Lease Fraud

Bank Fraud 8%

Phone or Utilities Fraud 7%

Fraud & Other Reports

3rd

State Rank
(Reports per 100K Population)

44,081

Total Fraud & Other Reports

$800

Fraud Losses

$108.4M

Total Fraud Losses

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

Nevada

v Y \\
3! “ v 7 California

o .
"_FF L

titah

Reports per 100K Population

Identity Theft Reports 978

Sth

State Rank
(Reports per 100K Population)

12,672

Identity Theft Reports

® @ 1623

Percentages are based on the total number of relevant 2022 reports from Nevada consumers, as indicated in the chart title. This page excludes reports provided by the Nevada

Attorney General. Consumers can report multiple types of identity theft.
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New Hampshire
Top Ten Report Categories

Imposter Scams 19%

Identity Theft 14%

Online Shopping and
Negative Reviews

10%

Banks and Lenders

~ I
x

N
X

Auto Related

Credit Bureaus, Information
Furnishers and Report Users

Prizes, Sweepstakes and
Lotteries

IN
S

B
X

3

xX

Health Care
3%

Internet Services

Telephone and Mobile
Services

2%

Top Identity Theft Types

Credit Card Fraud 42%

Bank Fraud 25%

Other Identity Theft 18%

Loan or Lease Fraud 12%

Phone or Utilities Fraud 12%

Fraud & Other Reports Fraud Losses

29th

$18.3M

State Rank Total Fraud Losses

(Reports per 100K Population)

$540

Median Fraud Losses

11,655

Total Fraud & Other Reports

Fraud & Other Reports by Metropolitan Area

Vermont |

New ’;'}
Hampshire *35' '
o 1..,-_«*{
Reports per 100K Population
Identity Theft Reports 780 o @905

37th

State Rank
(Reports per 100K Population)

1,892

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from New Hampshire consumers, as indicated in the chart title. Consumers can report multiple types of

identity theft.
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New Jersey
Top Ten Report Categories Fraud & Other Reports Fraud Losses

2 RS $231.1M

State Rank
(Reports per 100K Population) el AL (5Es

Identity Theft

Credit Bureaus, Information
Furnishers and Report Users

17%

95,073 $800

Median Fraud Losses

Imposter Scams 12%

Total Fraud & Other Reports

Banks and Lenders 6%

Fraud & Other Reports by Metropolitan Area

Online Shopping and
Negative Reviews

Auto Related 3%

3%

Debt Collection

Credit Cards

Internet Services 2%

Prizes, Sweepstakes and
Lotteries

N
X

I I N I e
R
x

Reports per 100K Population

Top Identity Theft Types Identity Theft Reports 849 © © @ 1619

8% 13th

28% State Rank
(Reports per 100K Population)

Credit Card Fraud

Other Identity Theft

Loan or Lease Fraud 13%

28,712

Identity Theft Reports

12%

i

Percentages are based on the total number of relevant 2022 reports from New Jersey consumers, as indicated in the chart title. Consumers can report multiple types of identity
theft.
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New Mexico
Top Ten Report Categories

Imposter Scams 20%

16%

Identity Theft

Online Shopping and

. a %
Negative Reviews

Credit Bureaus, Information

0,
Furnishers and Report Users 6%

Prizes, Sweepstakes and
Lotteries

g
x

Banks and Lenders

[©}
X

Auto Related

IS
X

Health Care 2%

Debt Collection 2%

Business and Job

0,
Opportunities 2%

Top Identity Theft Types

Credit Card Fraud 29%

Other Identity Theft 22%

Employment or Tax-Related Fraud 21%

Bank Fraud 19%

Loan or Lease Fraud 12%

Fraud & Other Reports

31st

State Rank
(Reports per 100K Population)

17,154

Total Fraud & Other Reports

Fraud Losses

$38.2M

Total Fraud Losses

$700

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

Identity Theft Reports

33rd

State Rank
(Reports per 100K Population)

3,188

Identity Theft Reports

New Mexico

Reports per 100K Population
607 @ @ 1,019

Percentages are based on the total number of relevant 2022 reports from New Mexico consumers, as indicated in the chart title. Consumers can report multiple types of identity

theft.
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New York

Top Ten Report Categories Fraud & Other Reports Fraud Losses

2 WA $397.8M

State Rank
(Reports per 100K Population) el AL (5Es

Identity Theft

Credit Bureaus, Information
Furnishers and Report Users

16%

190,101 $700

Total Fraud & Other Reports Median Fraud Losses

Imposter Scams 12%

Online Shopping and
Negative Reviews

Fraud & Other Reports by Metropolitan Area

(- o

Banks and Lenders

2
=

I .
Credit Cards I 3% A )
/"."'L’-!I’!'I1OI"1‘ I},..r
Internet Services 3% %
L ! Ham
Auto Related 3% ®
I .f"_" —\‘——
~/ Massathuse
. ! [ !
Prizes, Sweepstakes a_nd I 2% ) T .
Lotteries
Telephone and quile I 2% .
Services Ty
Penrsylvania.
Reports per 100K Population
Top Identity Theft Types Identity Theft Reports 558 © ® @ 1,060

Credit Card Fraud 15th

State Rank

Other Identity Theft
(Reports per 100K Population)

Bank Fraud

60,835

Identity Theft Reports

Loan or Lease Fraud
Employment or Tax-Related Fraud

Percentages are based on the total number of relevant 2022 reports from New York consumers, as indicated in the chart title. This page excludes reports provided by the New
York Attorney General. Consumers can report multiple types of identity theft.
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North Carolina
Top Ten Report Categories

Identity Theft 22%

Credit Bureaus, Information

[
Furnishers and Report Users 19%

11%

Imposter Scams

Online Shopping and o

. . 6%
Negative Reviews

Banks and Lenders . 5%

Prizes, Sweepstakes and
Lotteries

Auto Related 3%

IN
xX

Debt Collection I 3%
Internet Services I 2%
Health Care I 2%

Top Identity Theft Types

Other Identity Theft 42%

Credit Card Fraud 36%

Bank Fraud 13%

Loan or Lease Fraud 12%

Phone or Utilities Fraud 7%

Fraud & Other Reports Fraud Losses

12th

$148.9M

State Rank Total Fraud Losses

(Reports per 100K Population)

110,090

Total Fraud & Other Reports

$549

Median Fraud Losses

Fraud & Other Reports by Metropolitan Are

bgky—3 L g/ _ ]p"il‘ﬂil"-iﬁ-
) . et

F/Frr 3 . .' h‘
o W T N
,: - :‘}\.’A‘ﬁf ~ . | @ | .! | . P g | '.;.-..-
Y oF “North| [ @ L _
J/’ 5 ® Carolina *_ Y
— bt 0 @ LA L7 o3
T e ,K“‘\_wl e . 2/‘_
VYN South AN
\\ i Camllnﬁa 2 { Q.4
Georgia—T : ]\\_
Reports per 100K Population
Identity Theft Reports 671 ® @ 1,332

16th

State Rank
(Reports per 100K Population)

31,609

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from North Carolina consumers, as indicated in the chart title. This page excludes reports provided by the
North Carolina Department of Justice. Consumers can report multiple types of identity theft.
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North Dakota

Top Ten Report Categories Fraud & Other Reports Fraud Losses

S °O $11.2M

Imposter Scams

State Rank
(Reports per 100K Population) el AL (5Es
Identity Theft 17%
Online Shopping and 9% 4,075 $800
Negative Reviews
Total Fraud & Other Reports Median Fraud Losses

Credit Bureaus, Information

0y
Furnishers and Report Users %

Fraud & Other Reports by Metropolitan Area

Prizes, Sweepstakes and

; 6%
Lotteries

Banks and Lenders

Auto Related l 3% \
Morth
Dakot:
Debt Collection I 3% aKoLa
Business and Job 2%
Opportunities
Internet Services 2% (»'
LW
Reports per 100K Population
Top Identity Theft Types Identity Theft Reports 525 « ® @ 645

Credit Card Fraud

8% 42nd

28% State Rank
(Reports per 100K Population)

Other Identity Theft

Bank Fraud 16%

848

Identity Theft Reports

Loan or Lease Fraud 13%

Employment or Tax-Related Fraud 10%

Percentages are based on the total number of relevant 2022 reports from North Dakota consumers, as indicated in the chart title. Consumers can report multiple types of identity
theft.
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Ohio

Top Ten Report Categories Fraud & Other Reports Fraud Losses
Identity Theft _ 23% 25th $135.3M
Imposter Scams - 13% (SREZE)%rthr;)Zr 100K Population) el AL (5Es
Credit Bureaus, Information 11% 103,419 $500

Furnishers and Report Users

Total Fraud & Other Reports Median Fraud Losses
Online Shopping and
Negative Reviews

Fraud & Other Reports by Metropolitan Area

I —— .
Banks and Lenders 6% V T

4% T —

(@]
xX

Auto Related

Prizes, Sweepstakes and
Lotteries

IS
X
|—.

|
1
_[ k.
[
I
@

w
x

Debt Collection

Telephone and Mobile
Services

2%

Internet Services 2%

West
Virginia
s 7
. Reports per 100K Population
Top Identity Theft Types Identity Theft Reports 520 © ® @ 1,169

Credit Card Fraud

30% 18th

21% State Rank
(Reports per 100K Population)

Other Identity Theft

Government Documents or Benefits

20%
Fraud 0%
30,950
Bank Fraud 18%
Identity Theft Reports
Loan or Lease Fraud - 12%

Percentages are based on the total number of relevant 2022 reports from Ohio consumers, as indicated in the chart title. This page excludes reports provided by the Ohio Attorney
General. Consumers can report multiple types of identity theft.
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Oklahoma

Top Ten Report Categories

Identity Theft 18%

Imposter Scams 15%

9%

Credit Bureaus, Information
Furnishers and Report Users

Online Shopping and
Negative Reviews

Banks and Lenders 6%

Prizes, Sweepstakes and
Lotteries

1
x

N
X

Auto Related

3

xX

Debt Collection

Telephone and Mobile
Services

Internet Services 2%

N
x

Top Identity Theft Types

Credit Card Fraud 33%

Other Identity Theft 29%

Employment or Tax-Related Fraud 16%

Bank Fraud 14%

Loan or Lease Fraud 14%

Fraud & Other Reports

44th

State Rank
(Reports per 100K Population)

28,435

Total Fraud & Other Reports

Identity Theft Reports

32nd

State Rank

(Reports per 100K Population)

6,068

Identity Theft Reports

Fraud Losses

$54.6M

Total Fraud Losses

$500

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

('Jlﬁhr.-r_n;l _
tﬂmu{,.rk_m‘_\,ﬁm-"«.

. .\_7 i \
Reports per 100K Population
558 @ @ 851

Percentages are based on the total number of relevant 2022 reports from Oklahoma consumers, as indicated in the chart title. Consumers can report multiple types of identity

theft.
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Oregon
Top Ten Report Categories Fraud & Other Reports Fraud Losses
State Rank
- (Reports per 200K Population) Total Fraud Losses
Identity Theft 14%
Online Shopping and 8% 38,703 $600

Negative Reviews

Total Fraud & Other Reports Median Fraud Losses

Banks and Lenders

Fraud & Other Reports by Metropolitan Area

Prizes, Sweepstakes and
Lotteries

o .
S 2
X
B
T

Credit Bureaus, Information
Furnishers and Report Users

o
x
B
[
/
_J.'
\
II
3\

w
X

Internet Services

Auto Related 3% [ -

Telephone and Mobile

. 2% i,
Services ff

Health Care 2%

o
°
.
o
,__l:_?
-
| &

. I‘«;eports per 100K Population
Top Identity Theft Types Identity Theft Reports 750 © ® @ 1,007

Credit Card Fraud 34th

Other Identity Theft State Rank
(Reports per 100K Population)

Bank Fraud

6,293

Identity Theft Reports

Phone or Utilities Fraud

Employment or Tax-Related Fraud

Percentages are based on the total number of relevant 2022 reports from Oregon consumers, as indicated in the chart title. This page excludes reports provided by the Oregon
Department of Justice. Consumers can report multiple types of identity theft.
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Pennsylvania
Top Ten Report Categories

Identity Theft 24%

Credit Bureaus, Information
Furnishers and Report Users

22%

11%

Imposter Scams

Online Shopping and
Negative Reviews

Banks and Lenders

&)
X

Prizes, Sweepstakes and o
) 3%
Lotteries
Auto Related I 2%
Internet Services I 2%
Debt Collection I 2%
Credit Cards I 2%

Top Identity Theft Types

Credit Card Fraud 37%

Other Identity Theft 29%

Bank Fraud 25%

10%

i

Loan or Lease Fraud

Phone or Utilities Fraud

Fraud & Other Reports Fraud Losses

6th

$169.2M

State Rank Total Fraud Losses

(Reports per 100K Population)

$509

Median Fraud Losses

147,310

Total Fraud & Other Reports

Fraud & Other Reports by Metropolitan Area

Nely York -

7

Penfsywvanja—y =

f e N ey f'-,t:-}u'._;_lt:rfit_ty

}F { t‘-‘":"..‘ F’/ \ i
| : - .-,'at:l."_-,' and
- y .

West A
¥irginia "1; il :
"'l_a'_-q'.‘ja-i
R,
by,
Reports per 100K Population
Identity Theft Reports 599 o @ 1619

7th

State Rank
(Reports per 100K Population)

47,143

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from Pennsylvania consumers, as indicated in the chart title. This page excludes reports provided by the
Pennsylvania Attorney General. Consumers can report multiple types of identity theft.
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Puerto Rico

Top Ten Report Categories Fraud & Other Reports Fraud Losses
")
Imposter Scams _ 24% 5,931 $7.4M
Total Fraud & Other Reports Total Fraud Losses
Identity Theft - 21%
Cre(_jit Bureaus, Information - 19% $508
Furnishers and Report Users
Median Fraud Losses

Banks and Lenders

2
X

Fraud & Other Reports by Metropolitan Area

Online Shopping and
Negative Reviews

B
S

Advance Payments for Credit
Services

2%

Debt Collection 2%
o Ruerto/Rico () P

Credit Cards | 2%

Internet Services

Investment Related 1%

W

Reports per 100K Population

Top Identity Theft Types Identity Theft Reports 123~ ® @ 205
Employment or Tax-Related Fraud _ 51% 1.537
19% Identity Theft Reports

Credit Card Fraud

15%

Other Identity Theft

Government Documents or Benefits

0,
Fraud %

Loan or Lease Fraud 7%

Percentages are based on the total number of relevant 2022 reports from Puerto Rico consumers, as indicated in the chart title. Consumers can report multiple types of identity

theft.
FEDERAL TRADE COMMISSION e ftc.gov/data 61




CONSUMER SENTINEL NETWORK

DATA BOOK 2022

Rhode Island

Top Ten Report Categories

Identity Theft 21%

Imposter Scams 15%

Credit Bureaus, Information

) 10%
Furnishers and Report Users

Online Shopping and o
. . 7%
Negative Reviews
Banks and Lenders . 6%

Auto Related

Prizes, Sweepstakes and
Lotteries

IN
S

B
X

Credit Cards 3%

2%

Debt Collection

Health Care 2%

Top Identity Theft Types

Credit Card Fraud _ 35%
Other Identity Theft - 20%
Bank Fraud - 17%

Employment or Tax-Related Fraud - 14%
Government Documents or Benefits 13%
Fraud

Fraud & Other Reports

28th

State Rank
(Reports per 100K Population)

9,164

Total Fraud & Other Reports

Fraud & Other Reports by M

, M

Identity Theft Reports

21st

State Rank
(Reports per 100K Population)

2,420

Identity Theft Reports

b

Rhode isfandi /1 [Be=l"

> )

Fraud Losses

$14.9M

Total Fraud Losses

$600

Median Fraud Losses

etropolitan Area

L™ L L g

Reports per 100K Population
® 835

Percentages are based on the total number of relevant 2022 reports from Rhode Island consumers, as indicated in the chart title. Consumers can report multiple types of identity

theft.
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South Carolina
Top Ten Report Categories Fraud & Other Reports Fraud Losses

Identity Theft

20% th $75.9M

State Rank

Total Fraud Losses

Credit Bureaus, Information (Reports per 200K Population)
- 19%
Furnishers and Report Users
Imposter Scams - 10% 577447 $560
Total Fraud & Other Reports Median Fraud Losses
Banks and Lenders . 5%
Fraud & Other Reports by Metropolitan Area
- 4 | SNEL =
Online Shopping and 5% N | [Caroling
Negative Reviews Ry foo '

Debt Collection I 4%

Auto Related I 4% i

-
Prizes, Sweepstakes and 3%
Lotteries ?

Health Care I 2%
Telephone and Mobile 29 '
Services ? eargia
Reports per 100K Population
Top Identity Theft Types Identity Theft Reports 912 - ® @ 1356

Other Identity Theft

39% 9th

32% State Rank
(Reports per 100K Population)

Credit Card Fraud

Bank Fraud 18%

17,908

Identity Theft Reports

Loan or Lease Fraud 14%

Phone or Utilities Fraud 7%

Percentages are based on the total number of relevant 2022 reports from South Carolina consumers, as indicated in the chart title. This page excludes reports provided by the
South Carolina Department of Consumer Affairs. Consumers can report multiple types of identity theft.
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South Dakota

Top Ten Report Categories

Imposter Scams 18%

Identity Theft 12%

Online Shopping and

. . 9%
Negative Reviews

(o]
X

Banks and Lenders

Prizes, Sweepstakes and
Lotteries

Q
X

Credit Bureaus, Information
Furnishers and Report Users

1
x

Auto Related l 3%

Debt Collection l 3%

Telephone and Mobile I 3%
Services

Internet Services I 3%

Top Identity Theft Types

Credit Card Fraud 34%

Bank Fraud 25%

Other Identity Theft 21%

Employment or Tax-Related Fraud

Loan or Lease Fraud 11%

Fraud & Other Reports Fraud Losses

49th $10.6M

State Rank
(Reports per 100K Population)

Total Fraud Losses

4,829 $600

Total Fraud & Other Reports Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

e

" Isouth
Dakota
[
o
\‘\ju“-nm\_ég
Reports per 100K Population
Identity Theft Reports 452 o @ 734

50th

State Rank
(Reports per 100K Population)

670

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from South Dakota consumers, as indicated in the chart title. Consumers can report multiple types of identity

theft.
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Tennessee

Top Ten Report Categories

Identity Theft 18%

Credit Bureaus, Information

0,
Furnishers and Report Users 15%

12%

Imposter Scams

Online Shopping and

0,
Negative Reviews 6%

Banks and Lenders

Auto Related

g
x

g
x

Prizes, Sweepstakes and 4%
Lotteries
Home Repair, Improvement 3%
and Products ?
Debt Collection I 3%
Health Care I 3%

Top Identity Theft Types

Credit Card Fraud 34%

Other Identity Theft 31%

Bank Fraud 20%

Loan or Lease Fraud 14%

Employment or Tax-Related Fraud

Fraud & Other Reports Fraud Losses

11th

$108.5M

Total Fraud Losses

State Rank
(Reports per 100K Population)

72,011

Total Fraud & Other Reports

$525

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area
)ﬂ ) - - e IL\L/_JE

A )¢ s R

g Her‘tu-:k}a

ey il !

\ ]

e a

. I

‘e .I i ____,»" l_
I|I | II'. ] - \.\ S

. |I ; I'II_ N, INY;

’.?.‘,:Js;r; ppi, =t || i \ . o

|I .: \" - | -
.ama | - e

Reports per 100K Population

Identity Theft Reports 656 ® @ 1521

20th

State Rank
(Reports per 100K Population)

16,124

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from Tennessee consumers, as indicated in the chart title. This page excludes reports provided by the

Tennessee Attorney General. Consumers can report multiple types of identity theft.
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Texas

Top Ten Report Categories

Fraud & Other Reports

Fraud Losses
Identity Theft

28% 15th

$555.8M
State Rank
0% (Reports per 100K Population)

Credit Bureaus, Information
Furnishers and Report Users

Total Fraud Losses

Imposter Scams 10%

294,378 $660

Online Shopping and

Total Fraud & Other Reports
Negative Reviews

Median Fraud Losses

Banks and Lenders

Fraud & Other Reports by Metropolitan Area
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Reports per 100K Population
Top Identity Theft Types Identity Theft Reports 405 o @ 1311
Credit Card Fraud 40%

6th

Other Identity Theft

33% State Rank

(Reports per 100K Population)
Loan or Lease Fraud

24%

Bank Fraud

113,808
10%

Identity Theft Reports
Phone or Utilities Fraud 10%

Percentages are based on the total number of relevant 2022 reports from Texas consumers, as indicated in the chart title. Consumers can report multiple types of identity theft.
FEDERAL TRADE COMMISSION e ftc.gov/data

66



CONSUMER SENTINEL NETWORK

DATA BOOK 2022

Utah

Top Ten Report Categories

Imposter Scams 19%

Identity Theft 18%

Online Shopping and
Negative Reviews

8%

Credit Bureaus, Information
Furnishers and Report Users

6%

Banks and Lenders 5%

Prizes, Sweepstakes and
Lotteries

8
=

w
X

Auto Related

Health Care 3%

Business and Job
Opportunities

3%

Debt Collection 3%

Top Identity Theft Types

Credit Card Fraud 33%

Other Identity Theft 32%

Loan or Lease Fraud 17%

Bank Fraud 15%

Government Documents or Benefits
Fraud

10%

Percentages are based on the total number of relevant 2022 reports from Utah consumers, as indicated in the chart title. Consumers can report multiple types of identity theft.

Fraud & Other Reports

36th

State Rank
(Reports per 100K Population)

24,737

Total Fraud & Other Reports

Fraud Losses

$62.3M

Total Fraud Losses

$700

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

—Utah

Identity Theft Reports

29th

State Rank
(Reports per 100K Population)

5,522

Identity Theft Reports

Reports per 100K Population
606 o @ 1,027

67

FEDERAL TRADE COMMISSION e ftc.gov/data



CONSUMER SENTINEL NETWORK

DATA BOOK 2022

Vermont
Top Ten Report Categories

Imposter Scams 25%

Identity Theft 10%

Online Shopping and

9%
Negative Reviews 0

Banks and Lenders 8%

Prizes, Sweepstakes and
Lotteries

(&)
xR

Auto Related

B
x

Health Care 3%

Internet Services 3%

Telephone and Mobile

3%
Services ?

Credit Cards 2%

Top Identity Theft Types

Credit Card Fraud _ 39%
Bank Fraud - 27%
Other Identity Theft - 20%
Loan or Lease Fraud - 10%

Employment or Tax-Related Fraud . 8%

Phone or Utilities Fraud . 8%

Fraud & Other Reports Fraud Losses

32nd

$7.9M

State Rank Total Fraud Losses

(Reports per 100K Population)

$500

Median Fraud Losses

4,985

Total Fraud & Other Reports

Fraud & Other Reports by Metropolitan Area
~ {

[
Vérmont y
_NE'U‘I."
E I-.Iaa'mpshire
- v'-a
£ Z %ﬁ‘ia
1 thl’.
Reports per 100K Population
Identity Theft Reports 780 o @815

49th

State Rank
(Reports per 100K Population)

564

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from Vermont consumers, as indicated in the chart title. Consumers can report multiple types of identity

theft.
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Virginia
Top Ten Report Categories

Identity Theft 19%

ImDOSter Scams - e
Credit Bureaus, Information 14%
Furnishers and Report Users

Online Shopping and o

. . 6%
Negative Reviews

Banks and Lenders . 6%

Auto Related

Prizes, Sweepstakes and
Lotteries

w
X

B
X

Debt Collection I 3%
Internet Services I 2%
Health Care I 2%

Top Identity Theft Types

Credit Card Fraud 35%

Other Identity Theft 26%

Bank Fraud 23%

Loan or Lease Fraud 10%

Government Documents or Benefits

0,
Fraud 9%

Fraud Losses

Fraud & Other Reports

8th $179.2M

State Rank

(Reports per 100K Population) el AL (5Es

$650

Median Fraud Losses

94,288

Total Fraud & Other Reports

Fraud & Other Reports by Metropolitan Area

Ohio=—. 1 ’}vi A s
o ) j('\oj 1 _— i
k}ﬁ_} Virginia
)_\f'ﬂ{\f}.
\JOIH'I | . :'. ‘_. o N -.'I.;\:
Reports per 100K Population
Identity Theft Reports 612 ® @ 1350

19th

State Rank
(Reports per 100K Population)

22,177

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from Virginia consumers, as indicated in the chart title. Consumers can report multiple types of identity theft.
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Washington

Top Ten Report Categories Fraud & Other Reports Fraud Losses

20 RS $215.5M

State Rank Total Fraud Losses

Imposter Scams

(Reports per 100K Population)
Identity Theft 14%
Online Shopping and 8% 70,297 $75O
Negative Reviews
Total Fraud & Other Reports Median Fraud Losses
Banks and Lenders . 6%

Fraud & Other Reports by Metropolitan Area

Credit Bureaus, Information 59% . '*w

Furnishers and Report Users b T N~ A

Prizes, Sweepstakes and

4% VA
Lotteries 5
Auto Related I 3% o
Internet Services I 3%
Health Care I 3% ; ] h =
":_"-m:-.'\\\ e ! | Yy }\
4 e
0, | f J__J_,_/'“__' \_\-
Investment Related I 2% T ;.av-f’.r_ﬂ__hwfu i

.: N, f ) el l,f‘
/

/
Reports per 100K Population

Identity Theft Reports 492 -~ ® @ 1,029

Top Identity Theft Types
s 31st

24% State Rank
(Reports per 100K Population)

Credit Card Fraud

Other Identity Theft

24%

Bank Fraud

11,877
Identity Theft Reports

Employment or Tax-Related Fraud 11%

Loan or Lease Fraud 11%

Percentages are based on the total number of relevant 2022 reports from Washington consumers, as indicated in the chart title. This page excludes reports provided by the
Washington Attorney General. Consumers can report multiple types of identity theft.
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West Virginia

Top Ten Report Categories

Identity Theft 17%

Imposter Scams 16%

Prizes, Sweepstakes and

. 9%
Lotteries

Online Shopping and

0,
Negative Reviews 8%

Banks and Lenders 6%

Credit Bureaus, Information
Furnishers and Report Users

IN
x

Internet Services

N
X

Auto Related

Telephone and Mobile
Services

«
x

&
®

Television and Electronic
Media

@
®

Top Identity Theft Types

Bank Fraud 44%

27%

Credit Card Fraud

Other Identity Theft 17%

Employment or Tax-Related Fraud 9%

Loan or Lease Fraud 8%

Fraud & Other Reports Fraud Losses

45th

$19.4M

State Rank Total Fraud Losses

(Reports per 100K Population)

12,967

Total Fraud & Other Reports

$500

Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

West
Virginia

Virginia

!

Reports per 100K Population
Identity Theft Reports 610 ® @ 1350

35th

State Rank
(Reports per 100K Population)

2,657

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from West Virginia consumers, as indicated in the chart title. Consumers can report multiple types of identity

theft.
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Wisconsin
Top Ten Report Categories Fraud & Other Reports Fraud Losses
ImpOSter Scams _ 17% 39th $88.2M
State Rank
- (Reports per 100K Population) Vol e Lossss
Identity Theft 16%

Credit Bureaus, Information

) 9%
Furnishers and Report Users

Online Shopping and

0,
Negative Reviews 8%

Banks and Lenders - 6%
Prizes, Sweepstakes and o
) 5%
Lotteries

w
X

Auto Related

Internet Services

Health Care 3%

Telephone and Mobile

%
Services 3%

w
x

Top Identity Theft Types

Credit Card Fraud 37%

Other Identity Theft 28%

Bank Fraud 18%

Loan or Lease Fraud 13%

Employment or Tax-Related Fraud 9%

44,120 $500

Total Fraud & Other Reports Median Fraud Losses

Fraud & Other Reports by Metropolitan Area

ota k

— = Wisconsin

J
o

Reports per 100K Population

Identity Theft Reports 508 ® @ 1,120

36th

State Rank
(Reports per 100K Population)

8,319

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from Wisconsin consumers, as indicated in the chart title. This page excludes reports provided by the
Wisconsin Department of Agriculture, Trade, and Consumer Protection. Consumers can report multiple types of identity theft.
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Wyoming
Top Ten Report Categories

Imposter Scams 17%

Identity Theft 12%

Online Shopping and
Negative Reviews

10%

Prizes, Sweepstakes and
Lotteries

9%

Banks and Lenders 6%

Credit Bureaus, Information

0
Furnishers and Report Users 4%

w
X

Internet Services

w
x

Auto Related

Debt Collection

3

X

Health Care

Investment Related 3%

w
X

Top Identity Theft Types

Credit Card Fraud 35%

Other Identity Theft

Bank Fraud 18%

Employment or Tax-Related Fraud 13%

Loan or Lease Fraud 10%

Fraud & Other Reports

Al | .

Fraud Losses

46th

$11.3M

State Rank Total Fraud Losses

(Reports per 100K Population)

$500

Median Fraud Losses

4,068

Total Fraud & Other Reports

Fraud & Other Reports by Metropolitan Area

Wyoming —

Reports per 100K Population

Identity Theft Reports ® 770

48th

State Rank
(Reports per 100K Population)

552

Identity Theft Reports

Percentages are based on the total number of relevant 2022 reports from Wyoming consumers, as indicated in the chart title. Consumers can report multiple types of identity
theft. The identified Metropolitan Areas in Wyoming have a population of 99,000 or more.
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Top 50 Metropolitan Areas: Fraud and Other Reports

© 00 N O OB WN P

O A D DD DDDDDNDWWWWWWWWWWRONRNRONRNNONNNNNNRERRRERREREREREPRR
O © O VOO s WOWNROO©OOWMNOOAODSEWNROO©O®NO®OOEONRLROOOOWMNOOD™®WN PR O

Metropolitan Area

Tuscaloosa, AL Metropolitan Statistical Area

Atlanta-Sandy Springs-Alpharetta, GA Metropolitan Statistical Area
North Port-Sarasota-Bradenton, FL Metropolitan Statistical Area
Las Vegas-Henderson-Paradise, NV Metropolitan Statistical Area

Philadelphia-Camden-Wilmington, PA-NJ-DE-MD Metropolitan Statistical Area

Miami-Fort Lauderdale-Pompano Beach, FL Metropolitan Statistical Area
Orlando-Kissimmee-Sanford, FL Metropolitan Statistical Area
Memphis, TN-MS-AR Metropolitan Statistical Area

Montgomery, AL Metropolitan Statistical Area

Jacksonville, FL Metropolitan Statistical Area

Tampa-St. Petersburg-Clearwater, FL Metropolitan Statistical Area
Warner Robins, GA Metropolitan Statistical Area

Macon-Bibb County, GA Metropolitan Statistical Area
Richmond-Berea, KY Micropolitan Statistical Area
Lakeland-Winter Haven, FL Metropolitan Statistical Area

Sumter, SC Metropolitan Statistical Area

Columbus, GA-AL Metropolitan Statistical Area

Washington-Arlington-Alexandria, DC-VA-MD-WV Metropolitan Statistical Area

Sebastian-Vero Beach, FL Metropolitan Statistical Area
Deltona-Daytona Beach-Ormond Beach, FL Metropolitan Statistical Area
Baltimore-Columbia-Towson, MD Metropolitan Statistical Area
Savannah, GA Metropolitan Statistical Area
Charlotte-Concord-Gastonia, NC-SC Metropolitan Statistical Area
Columbia, SC Metropolitan Statistical Area

Killeen-Temple, TX Metropolitan Statistical Area

Punta Gorda, FL Metropolitan Statistical Area

Homosassa Springs, FL Metropolitan Statistical Area

Palm Bay-Melbourne-Titusville, FL Metropolitan Statistical Area
Virginia Beach-Norfolk-Newport News, VA-NC Metropolitan Statistical Area
Port St. Lucie, FL Metropolitan Statistical Area

Ocala, FL Metropolitan Statistical Area

Fayetteville, NC Metropolitan Statistical Area

Augusta-Richmond County, GA-SC Metropolitan Statistical Area
Dover, DE Metropolitan Statistical Area

Richmond, VA Metropolitan Statistical Area

Huntsville, AL Metropolitan Statistical Area

Dallas-Fort Worth-Arlington, TX Metropolitan Statistical Area
Houston-The Woodlands-Sugar Land, TX Metropolitan Statistical Area
Charleston-North Charleston, SC Metropolitan Statistical Area
Tallahassee, FL Metropolitan Statistical Area

Birmingham-Hoover, AL Metropolitan Statistical Area

Clarksville, TN-KY Metropolitan Statistical Area

Raleigh-Cary, NC Metropolitan Statistical Area
Nashville-Davidson--Murfreesboro-Franklin, TN Metropolitan Statistical Area
Cleveland-Elyria, OH Metropolitan Statistical Area

Alexandria, LA Metropolitan Statistical Area

The Villages, FL Metropolitan Statistical Area
Denver-Aurora-Lakewood, CO Metropolitan Statistical Area
Gainesville, FL Metropolitan Statistical Area

Myrtle Beach-Conway-North Myrtle Beach, SC-NC Metropolitan Statistical Area

Reports per 100K
Population

2,264
1,980
1,703
1,623
1,619
8593
1,547
1,521
1,515
1,504
1,501
1,440
1,377
1,374
1,363
1,356
1,350
1,350
1,349
1,348
1,346
1,342
1,332
1,323
1,311
1,306
1,298
1,294
1,290
1,290
1,284
1,281
1,281
1,281
1,280
1,266
1,253
1,253
1,231
1,209
1,203
1,192
1,191
1,186
1,169
1,159
1,154
1,153
1,151
1,147

# of Reports

5,702
117,759
13,996
36,173
98,616
97,632
39,619
20,424
5,660
23,065
47,325
2,632
3,161
1,460
9,619
1,906
4,316
84,395
2,118
8,881
37,704
5,236
34,570
11,022
5,932
2,428
1,920
7,684
22,827
6,211
4,625
6,708
7,755
2,294
16,413
5,881
93,393
87,472
9,736
4,652
13,089
3,630
16,234
22,581
24,010
1,770
1,499
33,778
3,768
5,523

Metropolitan Areas are defined by the Office of Management and Budget, and population estimates are based on 2020 U.S. Census figures. Metropolitan Areas are ranked based

on the number of reports per 100,000 population. Reports exclude state-specific data contributor reports.
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Top 50 Metropolitan Areas: Identity Theft Reports
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Metropolitan Area

Tuscaloosa, AL Metropolitan Statistical Area
Baton Rouge, LA Metropolitan Statistical Area

Miami-Fort Lauderdale-Pompano Beach, FL Metropolitan Statistical Area

Lafayette, LA Metropolitan Statistical Area
Atlanta-Sandy Springs-Alpharetta, GA Metropolitan Statistical Area

Houston-The Woodlands-Sugar Land, TX Metropolitan Statistical Area

Sumter, SC Metropolitan Statistical Area

Savannah, GA Metropolitan Statistical Area
Orlando-Kissimmee-Sanford, FL Metropolitan Statistical Area
Montgomery, AL Metropolitan Statistical Area

Philadelphia-Camden-Wilmington, PA-NJ-DE-MD Metropolitan Statistical Area

Tallahassee, FL Metropolitan Statistical Area

Columbus, GA-AL Metropolitan Statistical Area

Columbia, SC Metropolitan Statistical Area

Lakeland-Winter Haven, FL Metropolitan Statistical Area
LaGrange, GA-AL Micropolitan Statistical Area

Memphis, TN-MS-AR Metropolitan Statistical Area

Las Vegas-Henderson-Paradise, NV Metropolitan Statistical Area
Killeen-Temple, TX Metropolitan Statistical Area

Los Angeles-Long Beach-Anaheim, CA Metropolitan Statistical Area
New Orleans-Metairie, LA Metropolitan Statistical Area
Gadsden, AL Metropolitan Statistical Area

Dallas-Fort Worth-Arlington, TX Metropolitan Statistical Area
Charlotte-Concord-Gastonia, NC-SC Metropolitan Statistical Area
Albany, GA Metropolitan Statistical Area

Warner Robins, GA Metropolitan Statistical Area

Meridian, MS Micropolitan Statistical Area

Fayetteville, NC Metropolitan Statistical Area
Shreveport-Bossier City, LA Metropolitan Statistical Area
Birmingham-Hoover, AL Metropolitan Statistical Area
Macon-Bibb County, GA Metropolitan Statistical Area

North Port-Sarasota-Bradenton, FL Metropolitan Statistical Area
Florence, SC Metropolitan Statistical Area
Chicago-Naperville-Elgin, IL-IN-WI Metropolitan Statistical Area
Richmond, VA Metropolitan Statistical Area

Tampa-St. Petersburg-Clearwater, FL Metropolitan Statistical Area
Cleveland-Elyria, OH Metropolitan Statistical Area

Port St. Lucie, FL Metropolitan Statistical Area

Mobile, AL Metropolitan Statistical Area

Dover, DE Metropolitan Statistical Area

Hammond, LA Metropolitan Statistical Area

Columbus, OH Metropolitan Statistical Area

New York-Newark-Jersey City, NY-NJ-PA Metropolitan Statistical Area
Greensboro-High Point, NC Metropolitan Statistical Area
Baltimore-Columbia-Towson, MD Metropolitan Statistical Area
Charleston-North Charleston, SC Metropolitan Statistical Area
Naples-Marco Island, FL Metropolitan Statistical Area
Jacksonville, FL Metropolitan Statistical Area

East Stroudsburg, PA Metropolitan Statistical Area

Jackson, MS Metropolitan Statistical Area

Reports per 100K

Population
1,123

974
868
779
st
651
632
617
600
586
567
564
537
535
529
522
513
503
488
484
480
465
456
455
454
436
420
418
417
414
406
406
398
391
385
383
375
370
369
368
365
364
363
357
354
346
344
344
344
342

# of Reports

2,829
8,347
53,201
3,819
46,195
45,408
888
2,407
15,349
2,190
34,557
2,172
1,717
4,455
3,736
540
6,892
11,219
2,210
63,962
6,109
478
34,005
11,806
669
798
424
2,187
1,657
4,509
933
3,337
817
37,048
4,932
12,078
7,693
1,782
1,587
659
488
7,641
69,873
2,737
9,926
2,738
1,306
5,279
581
2,042

Metropolitan Areas are defined by the Office of Management and Budget, and population estimates are based on 2020 U.S. Census figures. Metropolitan Areas are ranked based
on the number of reports per 100,000 population.
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Appendix A2: Major Data Contributors

FTC - Web Reports (IDT) 797,827 (15.49%)

FTC - Web Reports (Fraud & Other) 695,970 (13.51%)

FTC - Mobile Reports (Fraud & Other) 624,387 (12.12%)

M rFrc

Other Data Contributors

FTC - Mobile Reports (IDT) 191,499 (3.72%)

FTC - "877 FTC HELP" (Fraud & Other) 155,837 (3.03%)

FTC-"877 ID THEFT" 100,296 (1.95%)
Consumer Financial Protection Bureau 919,773 (17.86%)
Better Business Bureau 813,891 (15.80%)
Other Data Contributors 399,187 (7.75%)
Australian Competition and Cons_un_wer 159,094 (3.09%)
Commission
State Law Enforcement Agencies 154,726 (3.00%)
Internet Crime Complaint Center 137,882 (2.68%)

Percentages are based on the total number of 2022 Sentinel reports (5,150,368). Where appropriate, the type of report provided by the organization is indicated in parenthesis.
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Appendix A3: Data Contributors

FTC

Data Contributor

FTC - Web Reports (IDT)

FTC - Web Reports (Fraud & Other)
FTC - Mobile Reports (Fraud & Other)
FTC - Mobile Reports (IDT)

FTC-"877 FTC HELP" (Fraud & Other)
FTC - "877 ID THEFT"

Top Data Contributors

Data Contributor

1,066,273

636,998
514,160
216,320
232,842
105,000

21.24%
12.69%
10.24%
4.31%
4.64%
2.09%

1,001,736
809,542
676,801
218,456
199,382

92,054

16.79%
13.57%
11.35%
3.66%
3.34%
1.54%

797,827
695,970
624,387
191,499
155,837
100,296

15.49%
13.51%
12.12%
3.72%
3.03%
1.95%

Consumer Financial Protection Bureau

Better Business Bureau

Australian Competition and Consumer Commission
Internet Crime Complaint Center

Publishers Clearing House

Other Data Contributors

Data Contributor

525,717

1,043,765

208,088

80,146

10.47%

20.79%

4.15%

1.60%

844,441

934,036

218,092

170,854

81,235

14.16%

15.66%

3.66%

2.86%

1.36%

919,773

813,891

159,094

137,882

93,433

17.86%

15.80%

3.09%

2.68%

1.81%

U.S. Department of Education

MoneyGram International & Western Union Money Transfer
Microsoft Corporation Cyber Crime Center

Social Security Administration

U.S. Department of Justice Disaster Fraud Task Force
Scam Detector

Others

U.S. Postal Inspection Service

Task 