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1 INTRODUCTION

According to a 2019 report [30], the average user has accounts with 191 online services that
require them to enter passwords or other credentials. These online accounts are at risk when data
breaches—the disclosure of sensitive personal information to unauthorized parties—take place.
Breach notification services such as Have I Been Pwned (HIBP) give insights into the extent and
frequency of such data breaches. At the time we conducted this research, the HIBP breach database
listed more than 480 breached online services and more than 10 million compromised accounts [49].
Data breaches pose risks to affected consumers as their leaked information could be misused
for cybercrimes such as identity theft. The Identity Theft Resource Center recorded 1,862 data
compromises that occurred in the United States in 2021 with 293 million individual victims [51].
The sheer number of breaches also makes it challenging to track the total number of records
involved and notify affected consumers [57, 118, 121]. Facing a plethora of data breaches [51, 94],
consumers rarely take recommended protective measures in response [1, 53, 142].

Prior work has primarily studied consumers’ general reactions to data breaches [1, 53, 59] or has
focused on individual breaches in isolation such as the Equifax [142] and Target breaches [44, 65].
In contrast to this, we conducted an online study in which we used the HIBP database to present
participants with, and have them reflect on, specific data breaches that had exposed their email
addresses and other personal information. Our study consisted of two online surveys, a main
survey (n = 413), which we reported on in our prior work [77], and a follow-up survey (n = 108),
the results of which are first published in this article. In the main survey, we used the HIBP
database to gather 792 detailed breach-specific responses (up to three per participant), covering
189 unique breaches and 66 different exposed data types. Our findings contribute quantitative
and qualitative insights into individuals’ awareness, perception, and responses to specific data
breaches that affected them. In the follow-up survey, we invited participants of the main survey
back after about 6 months and received 108 responses. We examined for which actions participants
were likely to follow through with their intention to act, as stated in the main survey, and factors
influencing the execution of intended actions. Both surveys were driven by research questions as
outlined in the following. Our findings from the main survey answer the following five research
questions:

RQ1 [Breach Status] What factors influence the likelihood that an email address is involved
in a data breach?
Overall, 73% of our participants experienced at least 1 breach and 5.36 breaches on average.
An email address’s likelihood of being exposed in a breach significantly correlated with the
email account’s age and utilization.

RQ2 [Perception] What do participants perceive as the causes of being involved in data
breaches and related impacts, and to what extent do their perceptions align with reality?
Only 14% of our participants accurately attributed the cause of being affected by a breach to
external factors such as breached sites and hackers. Others blamed their email or security
behaviors for making themselves victims or viewed breaches as inevitable. Most partici-
pants expected little impact from shown breaches despite realizing certain risks.

RQ3 [Awareness] What factors influence participants’ awareness of data breaches that affected
them?
Participants were unaware of most data breaches presented (74%). Those who knew they
were affected by a specific breach had primarily learned about it from the breached site or
third-party services. Participants were more likely to be aware of older rather than recent
breaches.
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RQ4 [Emotional Response] What are participants’ emotional responses to data breaches that
affected them?
Most participants rated their concern regarding breaches as low (56% slightly/somewhat
concerned, 19% no concern). Certain breached data types such as passwords and physical
addresses raised more concern than others. Participants expressed feeling upset, angry,
annoyed, frustrated, surprised (or not), violated, and fatigued.

RQ5 [Behavioral Intention] What factors influence participants’ intention to take action in
response to data breaches that affected them?
Participants reported having already or being very likely to change their passwords and
review credit reports/financial statements in response to more than 50% of shown breaches.
Participants were more likely to take action with increased concern and prior awareness,
suggesting that better communication about breaches could increase individuals’ tendency
to take protective actions.

Additionally, our findings from the follow-up survey answer the following two research questions:

RQ6 [Actual Behavior] To what extent do participants follow through on their intentions to
take action six months after the main survey?
Our findings show that the presence of an intention-behavior gap depends on the specific
action. The most often performed actions were reviewing credit reports and/or financial
statements as well as changing passwords. The least performed actions were taking legal
action against the affected web service and filing a complaint with a consumer protection
agency.
RQ7 [Motivators & Impediments] What factors influence participants’ execution of intended
actions in response to data breaches that affected them?
Participants’ open-ended responses indicate that concern, prior incidents, and a proactive
attitude toward security risks were common motivators for taking action. Apathy, per-
ceived costs being more than potential benefits, forgetting about the incident, and a general
resignation toward data breaches were common hindrances to taking action.

Our findings demonstrate the need for more proactive communications of data breaches and
stronger protections for affected individuals. Rather than burdening consumers to take action,
breached businesses should be held responsible for increasing consumers’ awareness and provid-
ing appropriate mitigations (e.g., unique email alias generators and password managers) that can
help affected individuals become more resilient against future breaches. Our findings from the
follow-up survey surface a sizable intention-behavior gap and provide design implications for in-
terventions that bridge such a gap. Furthermore, participants’ motivators and impediments for
following or not following through with their intentions suggest the need for rethinking how in-
action should be viewed. We need interventions that address misconceptions and help consumers
take action when they are motivated to do so. Meanwhile, we need more research to show when
inaction could be rational and how to personalize advice to consumers to minimize their burden
and help them identify actions that are most applicable to their specific situations.

2 BACKGROUND AND RELATED WORK

Data Breaches. Schlackl et al. [110] identified eight categories of consequences of data breaches
from the literature; the consequences apply to not only the organization that suffered the breach
but also customers, competitors, supply chain partners, and other actors. Breached organizations
can bear substantial costs to repair the aftermath, including forensics, patching system vulnera-
bilities, operational interruptions, compensations to affected individuals, and resolving potential
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lawsuits [5, 39, 48, 104, 106]. There are also invisible and hard-to-measure costs in rebuilding the
breached organization’s reputation [63, 136] and affected individuals’ trust [1, 16, 18, 79]. For af-
fected individuals, exposed data puts them at risk of account compromise [30, 97, 112, 125], phish-
ing [90], and identity theft [3, 103, 108, 117]. Although it may take years before leaked data is
misused, the harm can be profound when it happens. For instance, victims of identity theft may
have ruined credit reports or have to file for bankruptcy due to abuse of credit [7]. Identity theft is
also traumatizing: in a 2021 survey by the Identity Theft Resource Center [50], 8% of respondents
reported having suicidal thoughts that they did not have before. Thus, some researchers have ar-
gued that data breaches cause compensable harm due to the substantial risk of future financial
injury and the emotional distress imposed on victims [25, 117].

Breached organizations are often legally required to notify affected victims [34, 92] and of-
fer compensations such as discounts [19] or free credit/identity monitoring [111]. Services like
HIBP [49] and Firefox Monitor [83] examine third-party breach reports and notify signed-up users.
Some companies automatically reset passwords for users whose credentials appeared in password
dumps [43, 137]. Additional measures for victims include Two-Factor Authentication (2FA) that
increases the difficulty of misusing leaked credentials and warnings that flag social engineering
and phishing attacks [71, 91]. Nevertheless, no solution is perfect: attackers can bypass 2FA without
obtaining the secondary token [31, 54], and phishing warnings have low adherence rates [4, 6, 33].

Security Mental Models and Behaviors. How individuals perceive the causes and impacts of data
breaches relates to mental models of security and privacy. Mental models—an individual’s internal-
ized representation of how a system works [86] —have been studied for computer security [60, 131],
security warnings [12], smart home security [66, 140], and the Internet [58]. Respective studies
consistently find that unawareness and misconceptions of security risks create hurdles to adopt-
ing effective mitigation strategies. Even when individuals correctly assess risks, they may still not
react accordingly due to bounded rationality and cognitive biases [2] or not having experienced
negative consequences [143].

In our main survey, we investigate two aspects that may impact how individuals respond to
data breaches: awareness (i.e., whether and how individuals learn about a breach), and perception
regarding a breach’s potential causes and impacts. For awareness, prior research has documented
various channels that individuals leverage to learn about security advice, including media, peers,
family, workplace, and service providers [24, 96, 98]. For data breaches specifically, respondents of
RAND’s 2016 survey [1] reported first learning of a breach from the breached organization’s notifi-
cation (56%), media reports (28%), or third parties (16%). Additionally, prior research has shown that
consumers understand the potential impacts of data breaches, such as identity theft and personal
information leakage [53, 59, 142]. Our work complements these findings by prompting participants
to reflect on both causes and impacts of specific breaches that affected them, providing insights
into how these perceptions link to their emotions and behaviors.

Consumer Reactions to Data Breaches. Data breach victims are advised to take a range of actions
depending on the information exposed [123, 124, 130], such as changing passwords if account
credentials are exposed and requesting new credit cards if financial information is exposed. In
the United States, victims are further urged to place a credit freeze, check credit reports, and file
taxes early if their Social Security number is exposed [73, 122, 123].

Nevertheless, studies on breaches in general [1, 53, 59] and on specific breaches [44, 65, 126,
142] show that consumers rarely take recommended protective measures in response [53, 142,
143]. Consumers generally report increased concern about identity theft [8, 53] and diminished
trust in the breached organization as well as their service and information quality [16, 84, 110].
Nonetheless, such risk perception and attitudinal change often do not result in action. Consumers
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tend to accept compensations provided by the breached organization [1, 81] but do not go further;
they continue using existing credit cards [81] and the same password for different accounts [40],
thereby fueling credential stuffing attacks that cause account compromises [51].

Several studies have examined the determinants of consumers’ behavioral reactions to data
breaches: knowledge of available measures [142], perception of clear evidence indicating being
affected [80], cognitive biases [142], peer influence [21, 65], and media coverage [24]. Tech-savvy
and non-tech-savvy individuals also differ in their needs for guidance related to mitigating actions
[8]. Furthermore, breach notifications to victims are often ambiguous in communicating the risks
of a breach and priority among recommended actions [11, 129, 141]. These issues, coupled with
the overwhelming amount of security advice for end users [99, 101], pose challenges for affected
individuals to act on provided advice.

Methodologically, prior work primarily asked participants to recall past experiences with
generic breaches [1, 53] or describe intended reactions in hypothetical scenarios [46, 59]. By con-
trast, we apply a novel approach to examine participants’ responses to specific breaches that ex-
posed their information. Our sample covers a multitude of breaches varying in size and types of
exposed information rather than one breach as a case study [44, 81, 126, 142]. Our approach in-
creases ecological validity and mitigates recall bias as participants are confronted with breaches
that affected them. Similar reflection studies have yielded insights into users’ attitudes and be-
haviors in other contexts, such as password creation behaviors [89, 132] and reactions to online
tracking [135] or advertising inference [95].

The Intention-Behavior Gap. Much existing security and privacy research has used behavioral
intention as a proxy for actual behavior due to difficulties in observing the latter [72]. However,
research in other domains such as personal health has revealed an intention-behavior gap. A meta-
analysis of experimental evidence showed that a medium-to-large-sized change in intentions led
to only a small-to-medium-sized change in behavior [134]. Sheeran and Webb [113] summarized
three key challenges that people may encounter as they strive to enact their intentions: (1) fail to
get started (e.g., forget to act or miss opportunities to act), (2) fail to keep goal pursuit on track
(e.g., get derailed by competing goals), and (3) fail to bring goal pursuit to a successful close (e.g.,
fall short of the desired outcome). Correspondingly, there are self-regulatory mechanisms that
target these challenges to help people realize their intentions, such as forming implementation
intentions [41] and monitoring goal progress [45].

Among the limited number of studies that examined the intention-behavior gap in security con-
texts, Crossler et al. [20] found that the costs of implementation (e.g., in terms of time and incon-
venience) could be a strong deterrent to full compliance for employees to follow Bring Your Own
Device policies. Similarly, Jenkins et al. [56] found that high levels of required effort negatively
moderated users’ intentions to follow security policies. In the privacy literature, Norberg et al. [85]
were the first to demonstrate the intention-behavior gap by showing that people are more likely to
share personal information than they intend to during marketing exchanges; the authors coined
the term privacy paradox to describe this phenomenon. The privacy paradox remains a topic of
debate, since some studies found a positive correlation between intention and behavior with large
effect sizes [29, 61], and others found a reversed intention-behavior gap where participants dis-
closed less information in the behavior condition than in the intention condition [120]. Research
on the underlying mechanisms of the concern-behavior gap [10] (which might also explain the
intention-behavior gap) argues that the gap could occur after an explicit risk-benefit calculation
(which could be biased or unbiased), or individuals may engage in little or no risk assessment due
to alack of knowledge [2] and learned helplessness [115]. Our work contributes to the literature by
studying the existence of the intention-behavior gap (or not) in people’s reactions to data breaches,
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a context that has not been studied before. Notably, we relied on participants’ self-reported data
rather than observing their behaviors. Although this measurement of actual behavior was not per-
fect, we were able to identify the motivations and hurdles behind the translation from intention
to behavior by probing participants to reflect on their experience between the two surveys.

3 METHODS

In this section, we describe the survey protocol, recruitment, and data analysis procedure for the
main and follow-up surveys, respectively. We also report the sample of each survey and reflect
on our research’s limitations. Both surveys were approved by the Institutional Review Boards
(IRBs) at the University of Michigan and the George Washington University.

3.1 Method: Main Survey

Our main survey addresses the following five research questions. To identify what factors influ-
ence an email address’s likelihood of being involved in a breach (RQ1), we collected details about
participants’ email usage and demographics. To identify perceptions regarding the causes of be-
ing involved in a breach and related consequences (RQ2), we asked participants to speculate why
their email address may have or have not been involved in any data breaches, and any associated
impacts they expect or have experienced. For each specific breach, we asked participants if they
were previously aware of it and, if so, how (RQ3). To assess emotional responses, we asked partic-
ipants to describe how they feel about the breach and rate their concern (RQ4). We further asked
participants to self-report what they did in response to the breach and rate the likelihood of taking
(or having taken) 10 provided actions (RQ5). We ran regression models to examine the relationship
between email usage, breached data types, awareness, concern, and behavioral reactions.

3.1.18 SurveyMnstrument.Klo understand participants’ responses to real-world breaches at scale,
we pulled information about data breaches from HIBP.! We built a survey platform that queried
the HIBP web service API using email addresses provided by study participants. To protect partic-
ipants’ confidentiality, we only maintained email addresses in ephemeral memory to query HIBP.
At no point did we store participants’ email addresses. We then used the query results (i.e., the
breaches in which a participant’s email address was exposed) to drive the remainder of the survey.
Appendix A includes the full survey instrument, divided into three parts. The survey instrument
was piloted with colleagues and students from our research labs, who were not involved in the
project.

Part 1: Email Address Related Questions. After consenting, we asked participants for their most
commonly used email addresses. We clearly noted that the email address will only be used to query
HIBP and that we will never see it (Appendix A.2). Once a participant entered an email address,
we asked a few questions about it. Participants who indicated that the email address belonged to
someone else or was fabricated were given the option to enter a different email address or leave
the study. Next, we asked participants about their email habits as a potential influencing factor
of the email’s involvement in breaches (RQ1). This included frequency of checking the email, the
primary use of the account (professional/personal correspondence or account creation), how long
it has been used, and the number of other email accounts the participant used. We then used the
provided email address to query HIBP.

Part 2: Breach-Related Questions. We next informed participants whether their email address
was exposed in any data breaches without stating the specific number or giving more details. To

!https://haveibeenpwned.com.
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Your email address was part of the following breach

Kickstarter (kickstarter.com)

KICK: 1770 In February 2014, the crowdfunding platform Kickstarter announced they'd suffered a data breach. The breach
contained almost 5.2 million unique email addresses, usernames and salted SHA1 hashes of passwords.

Compromised data: Email addresses, Passwords

Fig. 1. Sample breach information shown to participants.

answer RQ2, we asked participants to speculate why their email address was or was not part of data
breaches. Participants whose email address was not part of any breach were given the opportunity
to enter a different email address until a provided email address had associated breaches. If they
did not provide another email, they continued with Part 3.

We randomly selected up to three breaches, displayed one by one, to ask breach-related ques-
tions while limiting potential fatigue. We displayed a breach’s description, logo, name, and types
of compromised data as provided by HIBP (Figure 1). We explicitly stated that these were actual
breaches, and no participants doubted the validity of shown breaches in their qualitative responses.
For each breach, we asked about participants’ awareness (RQ3), emotional response (RQ4), and ac-
tions taken or intended to take (RQ5). For emotional response, participants provided open-ended
responses, then rated their concern level on a 5-point Likert item regarding the breach in general
and for each type of exposed data. For behavioral response, participants described their reactions
in free-text responses before rating their intention to take (or whether they had taken) 10 provided
actions sourced from prior work [123, 124, 130]. The respective breach information was visible at
the top of the page when participants answered all these questions.

Part 3: Demographics, Attention Check, and Debrief. We collected participants’ demographics
including age, gender, education, whether they had a background in IT or law, and household
income. We also included two attention check questions: one asking them to identify the name of
a breach shown during the study (only for participants whose email address was part of at least
one breach) and a generic attention check (see Appendix A.4). Finally, we showed participants a
list of all breaches associated with their provided email addresses and links to resources on data
breach recovery to help them process and act on this potentially new information.

3.1.2K Recruitment.BVe recruited participants via Prolific,” an online research platform similar
to Amazon Mechanical Turk with more demographically diverse subjects [88], between August
and October 2020. We recruited participants whose current residence is in the United States since
some of the actions we are interested in examining (e.g., credit freezes) are specific to the United
States. We balanced participants’ age and gender distributions in data collection. After the first
171 participants, we realized and corrected a storage error that caused missing data in income
and ratings for taken/intended actions. We note in Section 4 how we accounted for this in our
analyses. Participants were compensated $2.50 for an average completion time of 13.37 minutes
($11.22/hour).

3.1.3% Analyses.BNe collected data from 416 participants; three participants were excluded, as
they did not respond to any open-ended questions meaningfully, resulting in 413 participants in
total. We based our sample size on our planned analyses: Bujang et al. [15] suggest n = 500 or

Zhttps://prolific.co.
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n =100 + 50 X #IVs as the minimum sample size for logistic regressions. For the linear regression
(RQ4), G*Power suggests n = 127 for detecting medium effects (f2 = .15), with « = .05, 8 = .80. With
413 participants (435 email-specific responses; 792 breach-specific responses), we met or exceeded
these thresholds.

Ninety-seven percent of participants passed our generic attention check. Of the 302 participants
who were shown at least one breach, only 55% passed the breach-specific attention check, whereas
the rest chose “none of these” (42%) or a decoy option (3%). We reviewed open-ended responses
from participants who failed this attention check, and all of them were detailed and insightful. We
also did not find significant correlations between this attention check’s performance and partic-
ipants’ breach-specific responses about awareness (chi-squared test, y(1)X= .06, p = .8), concern
level (Mann Whitney test, W = 58,395, p = .2), and whether they had taken action (chi-squared
test, y (1) .29, p = .6). Thus, we did not exclude any of these participants,as our findings suggest
the question was not a reliable exclusion criterion.

Qualitative Analysis. We analyzed participants’ open-ended responses using inductive cod-
ing [109]. For Questions 7, 10, 14, 16, and 18, a primary coder created an initial codebook based on
all responses. Multiple coders then iteratively improved the codebook. A second coder analyzed
20% of responses to each question to ensure high inter-rater reliability [70]. Cohen’s k were 0.89
(Q7),0.73 (Q10), 0.74 (Q14), 0.81 (Q16), and 0.78 (Q18). We resolved all coding discrepancies through
discussions. Appendix B includes the codebook, with common themes highlighted.

Statistical Analysis. We conducted regressions to identify influential factors with respect to
breach status (RQ1), awareness (RQ3), emotional response (RQ4), and behavioral response (RQ5).
We included a random-intercept for individual participants to account for repeated observations
between multiple breaches. However, for models corresponding to RQ1, the random effects were
close to zero and caused a boundary singularity fit, so we conducted single-level regressions in-
stead. For all models, we treated participant demographics (age, gender, education, occupational
background) as control variables: we report a model’s output with participant demographics when
it has a significantly better fit than the model without; otherwise, we opt for the simpler model in
reporting the results. We treated participants’ responses of concern level on a 5-point Likert item
as a continuous variable in our regressions, which has limitations, as we discuss in Section 3.4.

3.2 Method: Follow-Up Survey

To investigate whether participants followed through with their self-reported intention as pre-
sented in the analysis of RQ5, we followed up with our participants 6 months after the main sur-
vey. The follow-up survey used the same infrastructure as the main survey and followed a similar
analysis protocol, as we discuss in the following.

3.2.18 SurveyMnstrument.&lhe follow-up survey focused on investigating whether participants
followed through on their intentions to take action as reported in the main survey, covering 12
different actions. Compared to the main survey, we presented “reviewing credit reports” and “re-
viewing bank/credit card statements” as two separate actions since they require interactions with
different entities. We also added “warning other people about this breach” as a new action since it
was reported as a common reaction after data breaches in prior work [24, 133, 142]. Similarly to
the main survey, we piloted the survey instrument with colleagues and students from our research
labs, who were not involved in the project.

To shorten the time participants would need to fill out the survey, we split the actions depending
on whether the action is breach specific. Five actions apply to all breaches to the same degree:
signing up for a breach notification service, signing up for an identity monitoring service, placing
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a credit freeze on credit reports, reviewing credit reports for suspicious activity, and reviewing
bank/credit card statements for suspicious activity. Seven actions are breach specific: changing the
password of the affected account, changing the password for other accounts that used the same
password, enabling 2FA, deleting the affected account, filing a complaint against the affected web
service with a consumer protection agency, taking legal action against the affected web service,
and warning other people (e.g., friends and family members) about the breach. Due to this split,
the survey consisted of two parts, which are presented next.

Part 1: Questions on Actions Applying to All Breaches. After participants consented to participate
in the study, they saw the questions relating to actions that apply to all breaches to the same degree.
For each action, they were asked whether and when they had performed it since completing the
main survey (Q30). The specific answer options include the following: “Yes — within a week,” “Yes
- within a month,” “Yes - after a month or later,” “No - but I plan to do this soon,” “No - and I'm
not planning to do this,” and “T already did this before the previous study.” For participants who
reported having signed up for a credit or identity monitoring service, we further asked whether
they paid for the service and the specific brand (Q30a and Q30b). Next, we asked all participants
to elaborate on the motivations for actions they took (Q31) and the impediments for actions they
did not take (Q32). By asking about these actions only once, we significantly reduced the length
of the questionnaire.

Part 2: Questions on Breach-Specific Actions. After answering questions about actions applying
to all breaches, participants were presented with the same (up to three) breaches they saw in the
main survey. For each breach, we asked participants whether and when they had performed any
of the breach-specific actions (Q33), as well as motivations and impediments for action (Q34 and
Q35), using the same format as in Part 1. We ended the survey by asking participants to describe
whether they have done anything else that we have not asked about (Q36).

3.2.2K Recruitment.BAll participants of the follow-up survey were among participants of the
main survey. Specifically, we reached out to all 187 participants who were affected by at least one
data breach according to results from our main survey but were not affected by the data record-
ing error that resulted in missing data for taken/intended actions (cf. Section 3.1.2). To encourage
participation, we sent a private message to each eligible participant via Prolific, describing the
follow-up survey’s purpose and compensation and reminding them to check their Prolific dash-
board as we released more slots. We started with a first batch of 15 participants as an additional
piloting phase and then released the survey at full scale since no issues arose. Among these partic-
ipants, 108 (58%) returned and completed the survey. Participants were compensated $2.50 for an
average completion time of 10.14 minutes ($14.79 per hour).

3.2.3K Analyses.BWNe analyzed the 108 complete responses for the follow-up survey, using a sim-
ilar protocol as that of the main survey.

Qualitative Analysis. Similar to the procedure used in the main survey, we used inductive cod-
ing [109] to analyze participants’ open-ended responses to Questions 31, 32, 34, 35, and 36 in the
follow-up survey. A primary coder created an initial codebook for all responses to these questions.
A second coder analyzed 50% of each category of responses to ensure high inter-rater reliability.
Cohen’s k were 0.78 (Q31), 0.71 (Q32), 0.84 (Q34), 0.80 (Q35), and 0.85 (Q36). Any disagreements
were resolved through discussion among the coders.

Quantitative Analysis. In the follow-up survey, we asked whether participants had taken the
action since the main survey, with answer options starting with “yes” and “no” followed by more
granular time ranges (Q30 and Q33). For each action, we ran logistic regressions with yes/no
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action as the dependent variable and the intention as the independent variable, to determine how
reliably intention could serve as a proxy for predicting action. We excluded responses in which
the participant selected “I did/do this already” or “This does not apply to me/I don’t understand”
in the main survey from the respective analyses.

We further pre-processed some data to achieve homogeneity across the main and follow-up sur-
veys. All questions about actions were breach specific in the main survey, yet participants might
report different intentions for the same action across different breaches. This required us to consol-
idate the intention response across multiple breaches for comparisons with the follow-up survey
responses. Specifically, we chose the value representing the highest likelihood to take action as the
value for intention in the regression models (e.g., suppose a participant has seen two breaches in
the main survey and has given the answers “not likely” and “very likely” regarding their intention
to sign up for a breach notification service, “very likely” was the value for their intention). We
decided on this procedure, speculating that if a person was very likely to perform an action in
response to one breach, the intention and any respective outcomes likely would not be negated by
lower intentions in response to a different breach. Additionally, the main survey combined review-
ing credit reports and financial statements as one action, whereas in the follow-up survey they
were separated. For the purpose of running regressions, in the follow-up survey we counted it as
having followed through with the intention if the participant reported having performed any of
the two actions.

3.3 Samples

Participant Profile for the Main Survey. Table 1 summarizes the demographics and breach status
of our 413 participants from the main study, alongside the demographics form the follow-up sur-
vey to allow for easy comparison. Our participants were almost evenly distributed between men
and women but skewed educated and younger. Regarding occupational background, 122 (30%)
described having a background in information technology and 25 (6%) in law.

In total, participants provided 435 email addresses. Among these email accounts, 421 (97%) were
solely owned by the participant, and 10 were shared with someone else. Four were either someone
else’s account or a made-up address for the study and thus were removed from the data. Partici-
pants whose initial email address was not exposed in any breach could scan another: 393 partici-
pants (95%) scanned only 1 email address, 18 scanned 2 addresses, and only 2 scanned 3 addresses.

For the 431 owned or shared email accounts, we further asked participants how long they had
been using the email account, how frequently they checked it, and what they primarily used it for.
The majority of email accounts were used for an extended period (mean: 8.75 years, median: 8).
Most (81%) were checked daily; the rest were checked less frequently (14% weekly, 4% monthly, and
1% yearly). Participants reported multiple uses for their email address (mean: 2.74, median: 3): 74%
were used for personal correspondence, followed by signing up for medium-sensitive accounts like
social media (68%), signing up for sensitive accounts like banking (51%), signing up for low-value
accounts (49%), and professional correspondence (32%).

Participant Profile for the Follow-Up Survey. Table 1 also gives an overview of the 108 participants
of the follow-up survey. The gender distribution in the follow-up survey is considerably skewed: 69
(64%) participants identified as women and 39 (36%) identified as men. The skew towards younger
participants in the main survey has shifted to the opposite in the follow-up survey, with a majority
of 73 (62%) being 45 years or older. The portion of participants with a background in technology (20;
19%) and law (3; 3%) dropped to two-thirds and half the portions of the main survey, respectively.
When asked whether they recalled the main survey, most participants (88; 82%) recalled taking the
main survey, 11 (10%) participants were not sure, and 9 (8%) participants did not recall the main
survey.
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Table 1. Participant Demographics and Breach Status for the Main Survey (n = 413) and the Follow-Up
Survey (n = 108)

Main Survey Follow-Up Survey
No. (%) No. (%) Avg. (Med./Std.) Avg. (Med./Std.)
W/ Breaches W/o Breaches Breaches Total Total Breaches
139 (70%) 60 (30%) 449 (2/5.97) 199 Men 39 7.62 (7/5.65)
162 (76%) 50 (24%) 6.11(4/6.28) 212 Women 69 8.32 (8/5.96)
1 (50%) 1 (50%) 11.00 (11/11.00) 2 Non-Binary 0 -
56 (73%) 21 (27%) 3.90 (2/5.15) 77 18-24 10 6.20 (3/6.63)
35 (69%) 16 (31%) 4.25 (2/4.90) 51 25-29 5 5.00 (2/5.05)
33 (79%) 9 (21%) 6.55 (3/8.72) 42 30-34 5 8.60 (10/6.95)
29 (59%) 20 (41%) 4.63 (1/7.05) 49 35-39 8 750 (55/657)
26 (58%) 19 (42%) 436 (2/5.04) 45 40-44 7 6.86 (7/3.19)
29 (91%) 3 (9%) 6.59 (4/6.05) 32 45-49 15 8.27 (6/6.52)
30 (77%) 9 (23%) 6.72 (6/6.16) 39 50-54 17 8.59 (7/5.50)
30 (88%) 4(12%) 6.12 (5/4.82) 34 54-59 19 7.58 (7/5.25)
19 (70%) 8 (30%) 6.52 (3/6.85) 27 60-64 11 10.55(13/5.99)
15 (88%) 2 (12%) 8.24 (8/6.06) 17 65+ 11 936 (11/6.77)
0 (0%) 1 (100%) 0.00 (0/0.00) 1 Some high school 0 -
35 (76%) 11 (24%) 4.59 (3/4.61) 46 High school or equiv. 12 6.08 (3.5/6.04)
70 (80%) 18 (20%) 5.67 (3/6.63) 88 Some college 26 8.08 (7/5.44)
14 (100%) 0 (0%) 8.07 (6/6.51) 14  Associate (voc./occ.) 5 5.2 (2/7.27)
19 (95%) 1(5%) 6.10 (4/5.99) 20 Associate (aca.) 6 7.17 (4.5/6.97)
108 (77%) 32 (23%) 6.04 (4/6.56) 140 Bachelor 39 8 (7/5.55)
46 (55%) 37 (45%) 410 (2/5.68) 83 Masters 19 9.95(10/5.71)
4 (80%) 1(20%) 11.60 (13/7.71) 5 Professional 1 18.00 (18/-)
6 (38%) 10 (62%) 1.44 (0/2.26) 16 Doctorate 0 -
67 (55%) 55 (45%) 3.82(1/6.30) 122 IT background 20 7.35(6.5/4.86)
224 (81%) 54 (19%) 5.91 (4/6.06) 278 No IT background 85 7.99 (7/5.99)
11 (85%) 2 (15%) 8.00 (9/6.41) 13 Prefer not to say 3 15.00 (16/3.61)
14 (56%) 11 (44%) 5.80 (2/9.63) 25 Law background 3 3.33 (2/3.22)
278 (74%) 96 (26%) 5.29(3/593) 374 Nolaw background 101  8.08 (7/5.81)
10 (71%) 4 (29%) 6.36 (5/6.25) 14 Prefer not to say 4 11.25 (11.5/6.80)
115 (68%) 55 (32%) 445 (2/6.21) 170 No data 1 3.00 (3/-)
15 (94%) 1(6%) 7.81 (4/8.59) 16 <$15K 6 4.17 (2/5.46)
20 (91%) 2 (9%) 6.77 (4/5.79) 22 $15-25K 13 8.615(7/5.59)
26 (93%) 2 (7%) 5.89 (3/5.37) 28 $25-35K 17 7.12 (8/5.64)
19 (73%) 7 (27%) 4.58 (2/5.35) 26 $35-50K 10 7.00 (3/6.67)
40 (89%) 5 (11%) 8.04 (7/6.50) 45 $50-75K 22 8.77 (7/6.47)
28 (74%) 10 (26%) 6.95 (4/6.61) 38 $75-100K 20 9.90 (10/6.10)
22 (59%) 15 (41%) 4.05 (2/4.63) 37 $100-150K 14 7.857 (7.5/4.57)
13 (54%) 11 (46%) 3.92 (2/5.34) 24 >$150K 5 7.80 (7/5.54)
302 (73%) 111 (27%) 5.36 (3/6.23) 413 Total 108 8.07 (7/5.83)

Overview of Breaches. We observed 189 unique breaches across 431 email addresses queried
against HIBP. The majority (302; 70%) of email addresses, or 73% of participants, were exposed
in one or more breaches. The average number of breaches per email address was 5.12 (median: 3,
sd: 6.21, max: 46), or 5.36 per participant (median: 3, sd: 6.23). The number of breaches per email
address formed a long-tail distribution: 34% of email addresses appeared in 1 to 5 breaches, and
only 2% were associated with 21 or more breaches.

For the 189 unique breaches, we examined their date, the total amount of breached accounts,
and the types of compromised data according to HIBP. The majority (69%) of breaches occurred
in 2015-2019; 15 breaches occurred in 2020. The average number of breached accounts captured
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Fig. 2. Frequency of the leaked data types for 189 breaches, excluding email address (appears in all breaches);
44 other types occurring twice or fewer.

by HIBP was 46.52m (median: 4.79m; sd: 125m), indicating a distribution skewed by several large
breaches (max: 772.90m). Sixty-six different data types were leaked in our sample’s breaches. The
average number of leaked data types per breach was 4.86, and the maximum was 20 (median: 4,
sd: 2.58). Aside from participants’ email addresses (which were present in all breaches as HIBP
uses them as references), the other commonly breached data types included passwords (162, 86%),
usernames (110, 58%), IP addresses (82, 43%), names (74, 39%), and dates of birth (47, 25%). The
frequency distribution of data types in our sample’s breaches falls off steeply (Figure 2), suggesting
a broad range of leaked data types with a much smaller set of commonly leaked data.

We used Cisco’s website content taxonomy® for cross referencing each breached site’s indus-
try, excluding 25 (13%) non-applicable cases. Gaming companies had the highest representation
in our sample (40, 21%). Other represented industries included general business (17, 9%), comput-
ers/Internet (16, 8%), shopping (10, 5%), and online communities (10, 5%). We used Alexa’s ranking
of global websites® as of October 14, 2020, as a proxy for a breached site’s popularity.® Excluding
33 organizations with missing data, the average ranking was 650.73k (median: 24.85k, sd: 1,768Kk).
Nineteen organizations appeared in the top 1k list, indicating that while the majority of organiza-
tions in our sample were not mainstream, a few were relatively well known.

3.4 Limitations

First, both surveys rely on participants’ self-reported data, which could be prone to recall and
social desirability biases. Prior work has shown that self-reported data in security user studies can
translate to real-world environments; discrepancies may arise when survey respondents are asked

Shttps://talosintelligence.com/categories.

“These breaches were spam lists or aggregate credential stuffing lists, or the breached site was no longer active.
Shttps://alexa.com/topsites.

®We used rankings at the time of analysis rather than historic ranking (i.e., the ranking when the breach occurred) because
(1) Alexa only provides ranking data for the last 4 years, and (2) we anticipate that the current ranking would better reflect
participants’ impression of the organization’s popularity at the time when they took our study.
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to notice and act on minor details of experimental manipulations [100]—this condition, however,
does not apply to our research.

There are limitations associated with using HIBP as the source of data breaches. HIBP’s API does
not return breaches marked sensitive, such as those involving adult sites. Accessing these breaches
requires sending a confirmation message to participant-provided email addresses for ownership
verification. We decided not to do this, as it may suggest to participants that we store their email ad-
dresses even though we did not. In addition, our research only covers data breaches involving email
addresses, which do not represent all breaches (e.g., only 9% of all breaches in 2017-2021 recorded
by the Identity Theft Resource Center included email/password [51]). Relatedly, the email-focused
nature of these breaches means that it is difficult to track whether and how breached organizations
in our sample notified affected individuals and how that impacts consumer reactions, as existing
breach notification databases mostly document letter-based notifications [141]. Future research
can look into breaches that expose a broader range of data types and consider organizations’ han-
dling of breaches when feasible.

For the Likert responses of concern level in the main survey, we considered several options for
how they should be treated in the analyses: ordinal, nominal, or continuous variables. Treating con-
cern as an ordinal variable would introduce square and cubit effects into the model—these effects
are difficult to interpret and inconsistent with the scale. Treating concern as a nominal variable
would lose information about the scale’s ordering and prevent comparisons across all levels (e.g.,
with “not at all concerned” as the baseline, the regression would not describe the difference when
moving up or down the scale between “slightly concerned” and “extremely concerned”). Treating
concern as a continuous variable would require a more cautious interpretation of the p-values in
the analysis, and it assumes equal differences between the scale items. After discussions with our
institution’s statistical consulting service, we followed their advice and decided to treat concern as
a continuous variable. Although this comes with the limitations mentioned earlier, it also allows
a more straightforward and meaningful interpretation of results, which we prioritize to make the
results more accessible.

For the follow-up survey, we decided to shorten the questionnaire based on feedback from pilot
testing. Although this significantly reduced the survey’s completion time and provided a more
straightforward structure, it rendered the analysis more complex due to the additional steps re-
quired to homogenize the data between the original and follow-up measurements (cf. Section 3.2.3).
Moreover, the sample size for the follow-up survey (n = 104) is much smaller than that for the main
survey (n = 413) since we could only invite part of the main survey participants back due to our
data recording error, and about half of the participants who received our invitation did not return.
The regression analyses for the follow-up survey are underpowered according to the suggested
thresholds of Bujang et al. [15], and our regression results should be interpreted with caution. We
further discuss this in Section 6.

4 RESULTS: MAIN SURVEY
4.1 RAQ1: Likelihood of Breaches

We conducted a logistic regression on whether an email address had been exposed in data breaches
in relation to the email account’s age, frequency of being checked, and purpose of use. Results in
Table 2 show that an email address was significantly more likely to be exposed in data breaches

as the account’s age in years increased (ORgge = 1.35, p<.001), as it was checked daily instead of
weekly (OR::fll;ly = 2.30, p = .03), and as it was used for personal correspondence (ORy¢, = 2.13,
p = .02). Additionally, the significant intercept indicates that an email address was significantly

unlikely to be associated with any breach if the email account was just created, checked weekly,
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Table 2. Logistic Regression for Breach Status of an  Table 3. Quasi-Poisson Regression Regarding the

Email Address (Leaked vs. Not Leaked) Number of Breaches Per Email Address
Est. OR  95%CI  p-Value Est. Exp (Est) SE p-Value

(Intercept) —1.95 0.14 [0.04,0.49] .002 (Intercept) 0.67 1.94 0.26 .01
Freq. Checked Freq. Checked

daily (vs. weekly) | 0.83 2.30 [1.07,4.99] .03 daily (vs. weekly) | 0.36 1.43 0.19 .06
Prof. Corr. Prof. Corr.

yes (vs. no) —0.02 0.98 [0.51,1.87] .94 yes (vs. no) -0.11 0.89 0.12 .33
Pers. Corr. Pers. Corr.

yes (vs. no) 0.76 2.13 [1.13,4.03] .02 yes (vs. no) 0.29 1.34 0.15 .06
Acct. Creat. Acct. Creat.

yes (vs. no) 0.31 1.36 [0.60,3.07] .46 yes (vs. no) -0.18 0.83 0.15 .22
Email age Email age

years 0.30 1.35 [1.26,1.46] < .001 years 0.08 1.08 0.01 < .001

Age: 35-54 Age: 35-54

(vs. 18-34) —0.51 0.60 [0.29,1.23] .16 (vs. 18-34) -0.29 0.75 0.14  .045
Age: 55+ Age: 55+
(vs. 18-34) —0.60 0.55 [0.27,1.10] .09 (vs. 18-34) —0.35 0.71 0.14 .02
Gender: men Gender: men

(vs. women) —0.24 0.79 [0.43,1.45] .45 (vs. women) —-0.18 0.84 0.12 .13
Edu.: =Bach. Edu.: =Bach.

(vs. <Bach.) 0.25 1.28 [0.65,2.53] .48 (vs. <Bach.) 0.17 1.18 0.12 .18
Edu.: >Bach. Edu.: >Bach.

(vs. <Bach.) —0.62 0.54 [0.25,1.16] 11 (vs. <Bach.) -0.17 0.84 0.16 .29
Occu.: IT/law Occu.: IT/law

yes (vs. no) —-0.51 0.60 [0.31,1.17] .14 yes (vs. no) —0.05 0.95 0.14 .70

and not used for any correspondence or account creation purposes (OR;ntercepr = 0.14, p = .002).
Essentially, the less frequently used and newer an email address is, the less likely it is to be exposed
in a breach.

We further conducted a quasi-Poisson regression on the number of breaches per email address
with the same independent variables as earlier. We chose quasi-Poisson regression because the
dependent variable is count data with a skewed distribution [139]. Results in Table 3 show how
the number of breaches increases with an email account’s age: for every 1 year of increase in age,
the expected number of breaches increases by a factor of exp(0.08)X= 1.08 (p < .001). In other
words, the number of breaches increases 8% per year of use, compounding yearly (Figure 3). A
possible explanation is that the older an email address is, the more it has been used for account
registrations, which increases its presence on the Internet as well as risks of exposure when a
data breach occurs. The significant intercept in Table 3 confirms this finding: a new and rarely
used email address is less likely to be affected by breaches. Furthermore, the number of breaches
per email address differed among age groups: compared to young adults (18-34), the number of
breaches decreases by a factor of exp(—0.29)%= 0.75 (p = .045) for middle-aged adults (35-54) and
by a factor of exp(—0.35)%= 0.71 (p = .02) for older adults (55+).

RQ1: What factors influence the likelihood that an email address is involved in a data breach? Our
results suggest that an email account’s age, checking frequency, and purpose of use are signifi-
cantly correlated with the email address’s presence in a breach. Both models capture email age’s
influences: for each year of increase, the email address is 1.35X more likely to be part of a breach
or gains 1.08X more breaches than the previous year. Conversely, the significant intercept in both
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Fig. 3. Number of breaches vs. age of email address (years); curve represents an 8% increase in number of
breaches per year as estimated by the quasi-Poisson regression.

models suggests that a new and rarely used email address is less likely to be involved in a breach.
Although these results are somewhat intuitive, they indicate the pervasiveness of data breaches:
most email addresses queried in our study had appeared in one or more breaches even though they
were only used in ordinary ways.

4.2 RQ2: Perceived Causes and Impacts of Being Affected by Breaches

We asked participants to speculate why or why not their email address was part of a data breach
and name any experienced impacts or anticipated future impacts from a specific breach.

Perceived Reasons for Being Affected by Breaches. We analyzed 302 open-ended responses to
Q10 in which participants speculated why their email address was exposed in one or more data
breaches. The most common speculation, cited in 159 (53%) responses, was that it was due to their
own email-related practices. Specifically, 70 (23%) mentioned using the email address to sign up for
many different sites (e.g., “it’s on the website of every business I have an online relationship with”).
Another 31 (10%) mentioned the email’s age as a relevant factor, saying it had been used for a long
time. A total of 23 (8%) expressed that breaches were inevitable, especially for an old or widely
used email address (e.g., “there are a lot of companies or organizations that have my email [address]
and chances are one of them is going to get hacked”). Furthermore, in 31 (10%) cases, participants
mentioned using the email address to sign up for seemingly sketchy websites, sometimes with a
clear intention to do so despite knowing that the website might be insecure.

Participants mentioned other insecure behaviors as potential reasons for being affected by a
breach in 31 (10%) cases. In 13 responses, participants referred to password-related behaviors, such
as using simple passwords, reusing a password across accounts, or not changing passwords fre-
quently. Incautious clicking behavior was mentioned five times (e.g., “because I was not careful
with what emails I clicked”). Other participants indicated their exposure to breaches was due to
infrequent monitoring of the email account, easily guessed answers for security questions, or for-
getting to log out of the email account. Although these are indeed insecure behaviors, password
choices do not impact one’s likelihood of being involved in a breach; they impact a breach’s con-
sequences by increasing the possibility of account hijacking due to credential stuffing. Similarly,
clicking on untrustworthy links may make the email address appear in spam lists, which will be
reported by HIBP if found on the public web. However, this action on its own does not increase
one’s vulnerability to breaches.
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Participants in only 42 (14%) of all responses accurately attributed the cause of being affected
by a breach to external factors unrelated to their behaviors. In 26 (9%) cases, participants blamed
lax security measures by the breached site (e.g., “these companies did not try hard enough to keep
information private”). Sixteen (5%) blamed bad actors such as hackers and scammers targeting
the breached site (e.g., “hackers are devious devils and learn to adapt faster than organizations can
protect users”). Another 15 (5%) suspected their email address was sold by the breached site or a
third party. Nine participants incorrectly placed blame on their email provider’s security (e.g., ‘T
feel like Hotmail has poor security and cannot block as many spam emails compared to Gmail”).

Perceived Reasons for Not Being Affected by Breaches. Q7 asked participants to speculate why
their email address was not involved in any data breach. Among the 136 provided responses, 78
(57%) mentioned cautious email practices. Specifically, 31 (23%) reported using their email address
to sign up for trusted sites only, sometimes with careful examination of the website (e.g., ‘T try as
much as possible to scrutinize websites before dropping any of my details”). Eighteen (13%) mentioned
that their email address was relatively new or did not get used much, which is supported by our
regression results in Section 4.1. Ten mentioned limiting the email to specific purposes, such as
correspondence with friends and family members only.

Eight participants described using multiple email accounts for different purposes, such as using
one email address for correspondence exclusively and another for account registration on sites to
which they do not attach much value (i.e., “low-value” sites). Such behavior would likely reduce the
likelihood of breaches involving high-value email addresses. However, low-value email addresses
that are commonly used for account registration still face real impacts of breaches such as account
hijacking.

Twenty-one (15%) participants cited their security practices as reasons for not being affected.
Nine participants mentioned their password practices, such as using strong/unique passwords and
changing passwords regularly. Less frequently mentioned were 2FA, anti-virus, firewall, and VPN.
None of these behaviors are likely to prevent data breaches despite potentially having other posi-
tive security outcomes.

Experienced and Anticipated Impacts of Data Breaches. Participants with at least one breach were
asked to describe their experienced or potential impacts for a given breach (Q16). Of the 792 re-
sponses, more than half assessed the breach’s impact as none (343, 43%) or very little (85, 11%);
another 77 (10%) were unsure. Only 19 (4%) breaches were perceived as having a large impact. In
135 (17%) cases, participants described emotional feelings without naming concrete impacts, such
as “no impact, just rage.”

In 149 (19%) instances, participants described specific experienced impacts or anticipated future
impacts. The most prevalent was an increase in spam emails and text messages. Some participants
reported scam phone calls, and others anticipated identity theft as a potential impact (e.g., T sup-
pose now that someone has all that information about me they could impersonate me, open credit
lines in my name, scam my family and friends”). Participants who had experienced adverse events
described emotional stress and resulting behavioral changes, such as avoiding phone calls due to
frequent scams or frequently checking emails for suspicious activities after account compromises.

Notably, participants with and without experienced impacts differed in assessing the impact’s
severity. Most participants who described anticipated impacts but had not experienced them did
not foresee real consequences (e.g., “the only things that [would] really happen is . .. scammers . . .
occasionally attempt to access some of my older accounts that hold no sensitive information”). This
finding underlines that participants’ perception of impacts after being affected by breaches largely
depends on individual circumstances. Prior work [142, 143] has similarly shown that people do
not adopt secure behaviors until experiencing actual harm.
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RQ2: What do participants perceive as the causes of being involved in data breaches and related im-
pacts, and to what extent do their perceptions align with reality? Our results indicate that relatively
few participants (42 out of 302, 14%) correctly attributed the cause of their victimhood to external
factors such as the breached site and hackers. Instead, most participants referred to their insecure
behaviors related to email, passwords, and so forth, in explaining why their email address appeared
in a breach. Most participants reported little to no experienced or anticipated impacts. When par-
ticipants named concrete consequences, they mostly referred to spam and identity theft, although
the perceived severity varied substantially.

4.3 RQ3: Awareness of Breaches

Among the 792 breach-specific responses, 590 (74%) reported unawareness of being affected by
the breach before our study. Only 143 (18%) reported prior awareness, and the other 8% were
unsure. Participants who were previously aware of the breach mostly learned about it from the
breached site (45, 31%) or third-party notification services (45, 31%). Less common sources included
news media (17, 12%), credit/identity monitoring services (14, 10%), bank or credit card companies
(3, 2%), experiencing adverse events (3, 2%), and someone else (3, 2%). In nine instances, participants
could not remember how they learned about the breach.

We ran a mixed-effect logistic regression to identify factors that might impact awareness (ex-
cluding “unsure” responses), including the same email-related factors from Table 2 as independent
variables. Additionally, we included breach age (i.e., the time lapse between a breach’s occurrence
and the participant taking our study), hypothesizing that participants are more likely to recall and
report awareness of recent breaches.

Results in Table 4 show a significant intercept, indicating that participants were more likely
to be unaware of a breach if they have a newer email address and the breach just occurred
(ORintercept = 0.01, p < .001). Participants were also significantly more likely to be aware of a
breach as the breach’s age in years increased (ORpreach_age = 1.22, p < .001). Older participants

were less likely to be aware of breaches than young participants (ORL** = 0.39, p = .049), and men
were more likely to be aware of a breach than women in our sample (OR;97¢" = 2.09, p = .049),

although p-values in both cases are close to 0.05. These findings align with prior work in which
adopting protective behaviors differed by age [62] and gender [114, 143]. Other demographic
variables and email-related factors are not significantly correlated with prior awareness.

RQ3: What factors influence participants’ awareness of data breaches that affected them? Participants
were unaware of 74% of the breaches presented in our study, suggesting that current methods of
informing consumers about data breaches might be ineffective. Prior awareness primarily came
from interactions with the breached company or third-party notification services. Notably, par-
ticipants were significantly more likely to be aware of older breaches. A longer time lapse might
provide participants with more opportunities to learn about the breach, and once aware, partici-
pants’ memory of the breach does not seem to fade away.

4.4 RQ4: Emotional Response and Concerns Toward Breaches

Participants indicated their concern using a 5-point Likert item for each shown breach (Q15) and
for each data type leaked in a breach (Q17). We also asked participants to describe their feelings
after learning about the breach (Q14, open ended).

Quantitative Ratings of Concern Level. Among 792 breach-specific responses, the median
concern level regarding the breach was “somewhat concerned” Less than half reported either
no concern (151, 19%) or being very/extremely concerned (197, 25% combined). Figure 4 shows
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Table 4. Logistic Regression Regarding Prior
Breach Awareness

Gender: men

Est. OR 95% CI  p-Value
(Intercept) —4.24 0.01 [0.002,0.09] < .001
Freq. Checked
daily (vs. weekly) | 0.31 1.37 [0.45,4.16] .58
Prof. Corr.
yes (vs. no) —0.06 0.94 [0.45, 1.98] .88
Pers. Corr.
yes (vs. no) 0.22 1.25 [0.50,3.10] .63
Acct. Creat.
yes (vs. no) 0.77 2.15 [0.70, 6.63] .18
Email age
years 0.04 1.04 [0.98,1.11] .17
Breach age
years 0.20 1.22 [1.09,1.35] < .001
Age: 35-54
(vs. 18-34) —0.41 0.66 [0.27,1.61] .36
Age: 55+
(vs. 18-34) —0.94 0.39 [0.15, 1.00] .049

(vs. women) ‘ 0.74 2.09 [1.00, 4.37] .049
Edu.: =Bach.

(vs. <Bach.) —0.79 0.45 [0.20,1.00]  .051
Edu.: >Bach.

(vs. <Bach) | —0.18 0.84 [0.31,2.22] .72
Occu.: IT/law

yes (vs. no) 0.50 1.65 [0.72,3.77] .23

concern levels for commonly leaked data types. Participants were most concerned about leaks
of physical address (52% very/extremely), passwords (47% very/extremely), and phone number
(42% very/extremely). Other leaked data types that participants felt less concerned about were
employer information (38% not at all), social media profile (42% not at all), job title (46% not at all),
and gender (65% not at all).

We sought to identify factors that might impact concern level through a mixed-effect linear re-
gression on overall concern Likert responses. We included email address related factors and prior
awareness as independent variables, hypothesizing that participants would be more concerned
about frequently used email addresses or if they had not been aware of a breach. We also included
the number of breached data types and the breach status of data types for which more than 50% of
responses were “somewhat concerned” or above in Figure 4, namely password, physical address,
phone number, date of birth, IP address, and name.” We hypothesized that as the amount or sensi-
tivity of leaked data types increases, the concern level would increase. Additionally, we included
the breaches’ age, hypothesizing that participants might be more concerned about more recent
breaches since these breaches would likely involve data that is still relevant to them.

The regression results do not reveal any significant factors impacting overall concern except
the intercept (bintercepr = 2.52, SE = .31, p < .001), indicating that participants likely default to
between “slightly concerned” and “somewhat concerned.” The model’s £ =0.03 indicates a small

"Email address was not included because it was exposed in all breaches in our sample, making no positive versus negative
cases.
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Fig. 4. Overall concern (Question 15) about the breach and levels of concern for the 13 most commonly
leaked information types in our sample breaches (Question 17).
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Fig. 5. Code frequencies for feelings after first learning about a breach (n = 792); red bars indicate negative
feelings, gray neutral, and blue positive, according to Emolex ratings [82].

effect size. The absence of significant correlators for concern is likely due to the fact that sensitive
data types (e.g., financial information and social security numbers that are known to trigger more
concern) are underrepresented in our sample’s breaches (see Figure 2). Even relatively sensitive
data types in our sample still had a fair number of “not at all/slightly concerned” responses.

Various Emotions in Qualitative Responses. Figure 5 shows the wide range of emotions reflected
in participants’ open-ended responses about their feelings after learning of a breach affecting them.
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In 237 (30%) cases, participants reported feeling upset (including annoyed, frustrated, mad, and an-
gry), mostly toward the breached site. The negative emotion came from not having been properly
informed (e.g., “T was very disappointed . . . they hid the fact that there was a data breach from every-
one for three months”), the organization’s poor security measures (e.g., “don’t run an entirely online
business if you can’t do basic security”), or violation of consumers’ trust (e.g., ‘I joined this site to
read a story my granddaughter had written and thought it was completely safe”). These emotions
align with the “risk as feelings” theory, which highlights that people may experience dread and
outrage in comprehending risks [116].

Mirroring the Likert responses, feeling unconcerned about a breach was common (185, 23%).
Many participants believed that the exposed data was not sensitive (e.g., T had only used the free
version of that site, so I had not entered any payment information”). Others were unconcerned be-
cause they rarely interacted with nor knew the breached site (e.g., “T don’t even know what this site
is, so I don’t think that them having my info . .. is a huge deal”). Some were unconcerned due to con-
fidence in their security habits, including regularly changing passwords (25), avoiding password
reuse (10), and enabling 2FA (4). A few participants were unconcerned due to a lack of experienced
impacts (e.g., “I'm not especially worried because I haven’t detected any suspicious activity”) or the
thought that they were less likely to be affected than others (e.g., I feel like a drop in the bucket
since there were 711 million emails affected”).

Participants in 104 (13%) responses reported feeling unsurprised, whereas 66 (8%) reported feel-
ing surprised. Unsurprised participants explained that they never trusted the breached site or al-
ready knew about the breach. Conversely, surprised participants stated that they had never used
the breached site’s service or trusted the organization.

In another 75 (9%) of cases, participants expressed confusion due to unfamiliarity with the
breached site or not remembering having an account. Other prominent emotions included fatigued
(43, 5%), violated (40, 5%), indifferent (33, 4%), scared (29, 4%), unsafe (18, 2%), relieved (18, 2%), or cu-
rious about why the breach happened (13, 2%). Those who expressed fatigue stressed that breaches
were inevitable (e.g., “It’s the internet and things WILL be leaked somehow, either by hackers or by
incompetence at the company that is holding your information anyhow”). This attitude is akin to
the “digital resignation” phenomenon [32]: many people’s inaction in the face of privacy infringe-
ments is not necessarily because they do not care, but because they are resigned and convinced
that surveillance is inescapable. Positive emotions like relief were rare. Participants were relieved
when sensitive data like financial information was not involved or that they were now aware of
the breach and could take proper action.

RQ4: What are participants’ emotional responses to data breaches that affected them? Although some
leaked data types (e.g., password, physical address, and phone number) triggered more concerns,
overall participants reported low concern about data breaches: 56% were slight or somewhat con-
cerned, and 19% were not at all concerned. However, participants expressed a rich set of (mostly
negative) emotions beyond concerns, such as feeling upset with the breached site and feeling fa-
tigued by the sheer number of data breaches today.

4.5 RQ5: Behavioral Intention to Breaches

Participants were already aware of 143 breaches before our study. For these breaches, we further
asked if they had taken any action in response (Q18). From participants’ open-ended responses,
the most common action taken was to change passwords (87; 61%). Fifteen specified that they
changed the password for the account at the breached site, and 27 mentioned changing the
password across multiple accounts that might use the leaked password. Five further mentioned
changing their email account’s password; this could be due to a misconception that their email
account, not the account with the breached site, was compromised. Participants also described
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other password-related practices triggered by the breach, such as using unique passwords, using
a password manager, and making passwords more complicated.

For actions related to participants’ accounts with the breached site, participants in 18 (13%)
responses mentioned deleting or deactivating their accounts, and 1 mentioned reviewing accounts
on other websites and deleting them as needed. Five mentioned enabling 2FA for the account
with the breached site, for other accounts, or for their email account. Four reported checking the
breached site’s account to see if it stored any sensitive data or if there had been any suspicious
activity. In 31 (22%) cases, participants reported doing nothing in reaction; the percentage was
lower than that in Ponemon’s 2014 survey (32%) [53], but still substantial.

Additionally, we asked all participants with at least one breach to indicate, for each breach, how
likely they were to initiate 10 provided actions within the next 30 days or whether they had taken
action already. Specifically, we asked about the following actions:

e Change the password for the affected account: Whether participants changed the password
for the account at the service that experienced the specific breach in question.

e Change reused passwords for other accounts: In extension to the password at the service
directly affected by the breach, this action refers to accounts at different services that reuse
the same password.

e Delete account: Whether participants deleted or deactivated the account at the service that
experienced the specific breach in question.

e Enable 2FA: Whether participants enabled 2FA at the service that experienced the specific
breach in question.

e File a complaint: Whether the participant filed a complaint with a consumer protection
agency or any other regulatory entity to receive compensation for damages resulting from
the breach.

e Place a credit freeze: Whether the participant placed a credit freeze on their credit reports at
the three major credit bureaus (or credit reporting agencies) in the United States—Experian,
Equifax, and TransUnion.

e Review credit reports and/or financial statements: Whether the participant reviewed credit
reports and/or bank and credit card statements for fraudulent activities.

o Take legal action: Whether the participant took legal action against the service affected by
the specific breach in question.

e Sign up for breach notifications: Whether the participant signed up for a breach notification
service (e.g., HIBP, Firefox Monitor).

e Sign up for credit/identity monitoring: Whether the participant signed up for a credit moni-
toring or identity theft protection service (e.g., LifeLock, Identity Guard, Credit Karma).

We only include 500 breach-specific responses in the following analysis due to a data storage
issue, excluding incomplete responses. Figure 6 shows the results. Of the 10 provided actions,
changing the password for the breached site’s account or other accounts was the most popular,
receiving more than half of likely/already done responses. “Review credit reports and/or financial
statements” had the highest percentage of already done (30%). By contrast, most participants se-
lected “not likely” for four actions: “use a credit/identity monitoring service,” “place a credit freeze
on my credit reports,” “file a complaint with a consumer protection agency,” and “take legal action
against the breached site” This finding is understandable given that most leaked data types such
as email addresses and passwords are considered “non-sensitive records” according to the Identity
Theft Resource Center’s definition [52].

We sought to understand factors that would impact the likelihood of having taken any of
the 10 provided actions through a mixed-effect logistic regression. For independent variables,
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Fig. 6. Intention to take actions within the next 30 days.

we discarded variables related to email habits since many of the listed actions were unrelated
to one’s email account. We kept all other independent variables from the concern regression
model, namely prior awareness, the breach’s age, the number of breached data types, and the
breach status of six data types with relatively high concern levels. We further included overall
concern Likert responses as an independent variable. Results in Table 5 show a significant
intercept, indicating that participants were likely to default to inaction with no leaked data and
no prior awareness or concern (OR;ntercepr = 0.04, p = .02). Being aware of a breach significantly
increased the likelihood of having taken any of the listed actions (ORy¢, = 390.48, p < .001). This
is unsurprising given that participants who were unaware of being affected had little motivation
to engage in protective measures. Additionally, more concern was significantly correlated with
a higher likelihood of having taken action: for a 1-unit increase of concern on the 5-point Likert
item, the odds of having taken action increase by 2.22 (ORconcern = 2.22, p = .005).

RQS5: What factors influence participants’ intention to take action in response to data breaches that
affected them? Participants’ intention to act varies among protective measures: they were more
amenable to changing passwords and checking credit reports/financial statements than other ac-
tions. The regression results reveal that awareness and concern are significantly correlated with
the likelihood of taking action, whereas other factors such as the leaked data types do not impact
the outcome. Our findings suggest that to motivate consumers to react to breaches, they must first
be aware that the breach occurred and feel concerned enough to invest in mitigation efforts.

5 RESULTS: FOLLOW-UP SURVEY
5.1 RQ6: Following Through on Intention

To identify which factors might predict participants’ execution of any of the actions we provided,
we re-ran the regression analysis from Section 4.5. This time, we added the intention as stated
in the main survey as an independent variable and used participants’ close-ended responses of
whether they had performed any of the actions as the dependent variable. However, the model did
not converge; therefore, we refrain from reporting the model’s output here. Instead, we found that
the results strongly depended on the respective protective action.
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Table 5. Logistic Regression on Taking Action in the Main Survey

Est. OR 95% CI p-Value
(Intercept) -3.27  0.04 [0.002,0.61] .02
Awareness
yes (vs. no) 5.97 390.48 [45.72,3334.79] < 0.001
Breach age
years -0.03 0.97 [0.77,1.21] 77
Num. of types
numeric .12 1.13 [0.85, 1.50] .39
Password
yes (vs. no) -0.18 0.84 [0.18, 379] .82
Physical Addr.
yes (vs. no) -0.26 0.77 [0.16,3.71] .75
Phone Num.
yes (vs. no) -0.29 0.75 [0.19, 3.02] .69
Date of birth
yes (vs. no) -0.24  0.79 [0.17,3.62] .76
IP Addr.
yes (vs. no) -0.20 0.82 [0.26, 264] .74
Name
yes (vs. no) -0.19 0.83 [0.21,3.22] .79
Concern
numeric 0.80 2.22 [128, 386] .005

Therefore, in the following we describe—action by action—to what extent participants followed
through with their intention to act after the main survey. The findings regarding each action begin
with quantitative analyses of how well intention translates to action based on descriptive statistics
and regression models. For some actions, we present additional details from qualitative responses
to add more insights on how the action was executed. As a reminder, we excluded from the re-
gression analyses all responses in which the participant indicated they had performed the action
before the main survey or the action did not apply to their case. The number of valid responses for
the regression analyses thus varies across different actions, and we note the specific number after
each action using the “n =” mark. In all regression analyses, the not likely to act response from the
main survey was set as the baseline for the IV (represented by the intercept). An overview of the
follow-through rates can be found in Figure 7.

5.1.18 ActionsBpplyingllob[[MBreaches.BNe first describe how participants followed through on
their intention for actions that are not specific to an individual breach and therefore would only
have to be performed once to provide a protective effect in reaction to multiple breaches (e.g.,
signing up for an identity monitoring service).

Review Credit Reports and/or Financial Statements (n = 64). In 44 (69%) of responses, participants
reported having reviewed their credit reports and/or their financial statements. Although the inten-
tion to perform any of the two actions was queried together in the main survey, we separated these
two actions out in the follow-up survey. When looking at them separately, the follow-through rate
of reviewing financial statements (41 out of 52, 78%) was much higher than that of reviewing credit
reports (28 out of 63, 44%). The regression analysis revealed no significant correlation between the
intention and action for reviewing credit reports and/or financial statements.
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(d) Breach Notification Service (e) Identity Monitoring Service

(h) Delete account (i) Enable 2FA
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Fig. 7. Participants’ follow-through rates for different actions.
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Participants’ free text responses to Questions 31 and 32 shed more light on when and how
participants reviewed their credit reports and/or financial statements. In 26 cases, participants
described already being proactive in reviewing financial statements even prior to participating in
our research, such as a result of being affected by an older breach: ‘T regularly do this and was not
doing it because of the notification [in this study]. I had a data breach before and actually am supposed
to receive compensation for it but never did.” However, our study also served as a trigger for some
participants to review their financial statements or credit reports afterward (e.g., “I checked my
credit report within a day or so and found many discrepancies”). In other cases, although participants
already monitored their credit reports or financial statements, our study motivated them to do it
more frequently: ‘T now frequently monitor my credit report to suspicious activity and look at my
bank statements much more frequently. This takes minimal effort on my part and will be beneficial
to me.” The monitoring could also be integrated to services that participants already used rather
than requiring them to adopt new services (e.g., ‘T have Credit Karma, so after seeing the breaches,
I looked a little closer at my activity to make sure there was nothing that shouldn’t be there”).

Sign Up for Breach Notification Services (n = 91). Among the 91 valid responses, only 10 (11%)
reported signing up for a breach notification service. We ran a logistic regression to examine
the intention-behavior gap in this scenario. Only the intercept was significant (Est.inzercepr =
—2.38, ORintercepr = 10.75, 95% Clinsercepr = [—3.58,—1.47], p < .001), implying that participants
with no intention to act rarely ended up signing up for a breach notification service. As shown
in Figure 7(d), most participants who selected “somewhat likely” and “very likely” to act did not
follow through this action either.

Sign Up for Credit and/or Identity Monitoring Services (n = 76). Similarly to the low follow-
through rate regarding breach notification services, participants mentioned signing up for a credit
or identity monitoring service in only 11 (8%) responses. The regression analysis on the intention-
behavior gap in this scenario showed that both the intercept (Est.insercepr = —3.14, ORintercepr =
23.00,95% Clintercepr = [—4.95,~1.96],p < .001) and being “very likely” to act (Est.ery rikely =
2.12, ORyery likely = 8.36,95% Clyery likely = [0.37,4.19],p = .02) were significantly correlated
with the final execution of this action. This means that participants tended to stick with their
intentions on both ends of the likelihood spectrum.

Only two participants mentioned signing up for a credit/identity monitoring service after our
main survey in their open-ended responses. One participant signed up for a paid version of Life-
Lock. The other participant signed up for an unnamed identity monitoring service in addition to a
breach notification service. In another seven cases, participants mentioned already having a credit
monitoring service in place before our main survey, with Credit Karma being the most popular
(e.g., “Given that I am already active on Credit Karma, it’s pretty easy to check [my bank statements
and credit card statements]”).

Credit Freeze (n = 88). Among the 88 valid responses, only four (5%) indicated having placed
a freeze on their credit reports. All participants who stated that they were not likely to perform
this action in the main survey ended up not performing this action. We refrain from reporting the
regression analysis result since the model had a singularity error.

5.1.2K ActionsBApplyingobBpecificlBreaches.Mn addition to asking about the actions that need
to be performed only once in response to all breaches, we investigated those that are responses to
individual breaches (Table 6). To that end, we walked participants through the same breaches (up
to three) as in the main survey. For each breach, we asked whether they had performed a list of
seven breach-specific actions. In the following, we present the results. Similarly, for each action
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Table 6. Overview of the Results Pertaining to Intentions to Act and Reported Behavior

Action
Follow-Up Survey

Action
Main Survey

Intention

Main Survey Follow-Up Survey

Behavior

Significance
Follow-Through

Change Reused Passwords for Other Accounts

1:56/116 (48.3%)
—:23/116 (19.8%)
1: 47/116 (40.5%)

V1 40/116 (34.5%)
X: 76/116 (65.5%)

No sig. correlations

Change the Password for the Affected Account

1 :71/122 (58.2%)
—:14/122 (11.5%)
1:37/122 (30.3%)

V' 42/122 (34.4%)
Xx: 80/122 (65.6%)

Sig. correlations
Not likely — No action
Very likely — Action

Review Credit Reports

Review Credit/Fi ial R t
eview Credit/Financial Repor Review Credit Statements

1: 29/64 (45.3%)
—:10/64 (15.6%)
1: 25/64 (39.0%)

V1 44/64 (68.8%)
X: 20/64 (31.2%)

No sig. correlations

Delete Account

1:50/164 (30.5%)
—:40/164 (24.4%)
1: 74/164 (45.1%)

V' 37/164 (22.6%)
x: 127/164 (77.4%)

Sig. correlation
Not likely — No action

Enable 2FA

1: 46/147 (31.3%)
—:25/147 (17.0%)
1:76/147 (51.7%)

V' 18/147 (12.2%)
X: 129/147 (87.8%)

Sig. correlations
Not likely — No action
Very likely — Action

Sign Up for Credit and/or Identity Monitoring

1:15/76 (19.7%)
—:13/76 (17.1%)
1: 48/76 (63.2%)

v :8/76 (10.5%)
X: 68/76 (89.5%)

Sig. correlations
Not likely — No action
Very likely — Action

Sign Up for Breach Notifications

1: 21/91 (23.1%)
—:23/91 (25.3%)
1:47/91 (51.6%)

v':10/91 (11.0%)
x: 81/91 (89.0%)

Sig. correlation
Not likely — No action

Freeze Credit

1: 12/88 (13.6%)
—:7/88 (8.0%)
1: 69/88 (78.4%)

V1 4/88 (4.5%)
X: 84/88 (95.5%)

File a Complaint

1:10/195 (5.1%)
—:32/195 (16.4%)
1: 153/195 (78.5%)

v':11/195 (0.5%)
x: 194/195 (99.5%)

Sig. correlation
Not likely — No action

Take Legal Action

1: 8/189 (4.2%)
—:26/189 (13.8%)
1: 155/189 (82.0%)

v':1/189 (0.5%)
X: 194/189 (99.5%)

- Warn Other People

®

v :41/163 (0.5%)
x: 122/163 (99.5%)

Actions ordered by intention in main survey. Intention levels: T = Very likely to act, = = Somewhat likely to act, | =
Not likely to act. Behavior levels: v' = Action performed, X = No action performed. * Warn Other People action was not
inquired in main survey and has therefore no intention measurement to correlate. ¥Non-converging or singularity

model.

we note the number of valid responses (excluding “I've done this already” and “non applicable”)
for the regression analyses on the intention-behavior gap.

Change the Password for Affected Account (n = 122). In 42 (34%) responses, participants indi-
cated that they had changed the password for their account on the breached site. The regression
analysis showed that participants who reported “very likely” to act in the main survey were sig-
nificantly more likely to follow through the action of changing their password (Est.yery likely =
2.69,ORyery likely = 14.79,95% Clyery tikely = [1.69,129.25], p =.01). Similarly, participants who re-
ported “not likely” to act were significantly more likely to not act (Est.intercept = —=3.04, ORintercept
=0.05, 95% Clintercepr = [0.01,0.42], p < .001). These results suggest that participants stuck with
their initial intention on either side of the likelihood spectrum.

Change Reused Passwords for Other Accounts (n = 116). In 40 (34%) responses, participants in-
dicated they had changed the password for other accounts that used the same password as their
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account on the breached site. Nevertheless, a regression analysis on the intention-behavior gap in
this scenario revealed no significant results, indicating that participants’ intention for changing
the password for other accounts did not serve as a reliable predictor for following through this
action.

Delete Account (n = 116). Participants in only 37 (23%) of the 116 valid responses indicated that
they deleted the account for the breached site. For the regression analysis on the intention-behavior
gap, only the intercept (representing “not likely to act”) showed a significant p-value (Est.inserceps
= =9.55, ORintercepr = < 0.001, 95% Clintercepr = [< 0.001,0.07], p = .006), indicating that partici-
pants with little intention to delete their accounts were very likely to keep their accounts in the
end. Participants’ open-ended responses shed more light on the deliberation between changing
the password and deleting the account, as the latter was considered a more applicable action espe-
cially for old or rarely used accounts (e.g., “First I changed my password, but since I really don’t use
this account, I went back and deleted it, which also led me to start closing accounts on sites I no longer

frequent”).

Enable 2FA (n = 147). Among the 147 valid responses, only 18 (12%) reported enabling 2FA
for the account on the breached site. The regression analysis on the intention-behavior gap for
2FA revealed a significant p-value for the intercept (Est.intercepr = —23.44, ORintercepr = 159,
95% Clintercepr = [—40.91,-5.96], p = .009) and the “very likely to act” responses (Est.very likely =
10.64, ORyery likely = 41k, 95% Clyery tikety = [0.02,21.27], p = .05). However, the magnitudes of
the odds ratios potentially as a result of the small sample size and skewed data distribution mean
that these results should be taken cautiously.

In open-ended responses, some participants mentioned enabling 2FA as an alternative for delet-
ing their account (e.g., “T enabled two-factor authentication on my account because that [was] what
was recommended if you didn’t want to close your account™).

Take Legal Action (n = 189). Taking legal action, as one of the most serious and burdensome
reactions, was unsurprisingly the most unpopular action: only 1 out of the 189 valid responses
reported taking legal action. The regression analysis on the intention-behavior gap showed a non-
converging model.

File a Complaint (n = 194). Similar to the low adoption of taking legal action, only 1 out of the
194 valid responses indicated filing a complaint with a consumer protection agency for the corre-
sponding data breach. The regression analysis on the intention-behavior gap for filing a complaint
revealed that only the intercept (representing “not likely to act”) showed a significant p-value
(Est.intercept = —5.02, ORinrercept = 151.4, 95% Clintercepr = [~7.00,-3.04], p < .001), indicating
that participants with little intention to file a complaint were very likely to not do so.

Warned Others About the Breach (n = 163). Warning others (e.g., family members, friends, and
colleagues) about the breach was a new action we added to the follow-up survey to probe into
the social influence of security behaviors [24, 142]. Among the 163 valid responses for this action,
participants in 41 (25%) responses indicated that they had warned others about the breach since
the main survey, mostly (28; 68%) within 1 week. In 5 responses, participants indicated that they
had warned others already even before taking our main survey. In another 74 (45%) responses,
participants indicated that this action did not apply to their situation.

In open-ended responses, participants further elaborated on why and how they warned others:
“T'warned a few people I know who do use CafePress or similar services. My motivation was to make
sure they understood this kind of breach can happen. The experience was unremarkable; just a few
conversations.” Notably, several participants explained that they did not warn others because they
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did not know anyone else who used the same service (e.g., “No one I know uses Last.fm, so I did not
have anyone to warn”).

RQ6: To what extent do participants follow through on their intentions to take action six months
after the main survey? The presence of the intention-behavior gap depends on the type of ac-
tion. For some actions, such as changing the password for the affected account and signing up
for credit/identity monitoring services, participants tend to follow through with their intentions
across all levels. For some other actions, such as deleting the account, this only applies to one side
of the likelihood spectrum—that is, participants who did not intend to delete their account tended
to keep their account, but those who claimed they planned to delete their account could also end
up not doing it. For other actions such as credit freezes and filing a complaint, there was a clear
intention-behavior gap, as intention fails to serve as a reliable predictor for action.

5.2 RQ7: Motivators and Impediments for Behavior

In this section, we use participants’ qualitative responses to explore their motivations for taking
action and the hurdles that prevent them from taking specific actions.

5.2.18 MotivationsiforllakingMction.Mn total, participants provided 163 open-ended responses
(63 responses for Q31, 100 responses for Q34) for the questions that asked about their motiva-
tions for taking action. Notably, participants in a significant portion of these responses described
what actions they took but did not delve into the why aspect—for example, 53 (33%) responses
mentioned changing passwords, and 49 (30%) responses mentioned reviewing information such
as credit reports and bank statements. For responses that did specify the motivators, we highlight
several most common ones.

Concern. In 19 (12%) responses, participants mentioned that concern was their primary moti-
vator for taking action. The concern originated from the fact that the breach occurred as well as
thoughts about potential consequences, such as becoming a victim of fraud or identity theft as
a result of their personal information getting leaked. For example, one participant described the
shock after learning about the sheer number of breaches that involved their personal information:
“T was really shocked by how many breaches involving my personal information occurred in such a
short time frame. Another participant mentioned thinking about the possibility of identity theft,
regardless of whether it happens for real, could be nerve-racking: “Even thinking about ID theft
tends to make me very nervous, so I check [my financial] statements automatically when the topic
comes up.” The knowledge of being affected by one breach could also prompt participants to be-
come concerned about their situation with other breaches and overall digital security: “Knowing
that I was a victim of a data breach, I wondered just how much of my information was exposed. It
made me concerned, and I felt I needed to be proactive to make sure my finances were safe and that I
would know if such things happened again.”

Prior Incidents. Another common motivator for taking action was prior incidents, mentioned in
15 (9%) responses. Examples of prior incidents included being affected by previous data breaches,
having compromised debit/credit cards and financial accounts (e.g., PayPal), and being a victim
of identity theft. In one case, the participant cited unknown transactions to their bank account
as a motivator for monitoring their statements closely: “T have fallen victim to theft of funds at
least twice in the not so far past, so keeping an eye on my financial records for suspicious activity is
extremely important to me.” In another case, the participant took action because their debit card
was previously compromised: ‘T had previously had a debit card compromised [. . .] I began paying
closer attention to my statements.” Sometimes the fraudulent charges could be a recurring issue,
making the participant more vigilant (e.g., “Several years ago after fraudulent charges showed up
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on my debit card, more fraudulent charges showed up on the *replacement™ card within the first
couple days after I activated it, and since I've never discovered how that happened, I've remained a
little paranoid”).

Proactive Attitude Toward Security. In 14 (9%) responses, participants mentioned that their moti-
vator was a proactive rather than reactive attitude to protect themselves and their personal infor-
mation. These participants believed that taking preventative measures would prevent future harms
from occurring (e.g., “I wanted to prevent any harm done from the breach and any future problems”).
Some other participants shared ongoing concerns about data breaches, warranting proactive miti-
gation from their perspective (e.g., “The data breach issue is always on my mind and precautions are
necessary to prevent further financial or identity theft damage or other issues”). Moreover, preventa-
tive measures such as credit freezes could be combined with reactive measures such as checking
credit reports, as one participant described: “I placed a credit freeze to make it harder for anyone to
use my data to get a credit card or loan. I reviewed my credit reports to make sure no one had already
tried to use my data to apply for a loan or a credit card; it looked like no one had.”

Action-Specific Motivators. Furthermore, some motivators only apply to specific actions. For
example, the account being unused/not needed stood out as a prominent reason for participants
who opted to delete the account, as mentioned in 25 (15%) responses. As one participant explained:
“T no longer even used the Zynga account so it was not like I needed to keep the account open.” Some
participants who saw the account’s value changed the password instead, either because they were
concerned about the possibility of account compromises (e.g., “Changing my password was the
quickest prevention of unauthorized access to my information”) or because they wanted to avoid
the inconvenience of losing the account (e.g., ‘T change my password because I use that company
quite often”). Notably, seven participants also cited ease/little effort required as a motivator for
changing passwords or deleting accounts rather than taking other measures (e.g., “That was an
easy and (relatively) painless thing to do”).

5.2.2K ImpedimentsiollakingAction.Mn total, participants provided 314 open-ended responses
(102 for Q32, 212 responses for Q35) for the questions that asked about their reasons for not taking
action. We next highlight several most common impediments.

Apathy/Not Concerned. In contrast to concern being a crucial motivator for taking action, ap-
athy/not being concerned was a common reason for not taking action, appearing in 79 (25%) re-
sponses. Some participants went further to explain why they were unconcerned. For instance, in
47 (15%) cases, participants believed that they would not be targeted when criminals seek to misuse
personal information leaked in the breach. Such assessment could stem from the observation that
there was no critical information involved in the account on the breached site: ‘T don’t care about
MySpace. I didn’t have any critical information on that website, so if it was breached it doesn’t matter
to me that much.” Another contributor to a lack of concern was the belief that no harm will occur
as a result of the breach, for example, because the participants felt that they had “no significant
assets accessible online” or “don’t have a lot of money that could be scammed.” In another 10 cases,
participants speculated that they were unlikely to be affected because they were already taking
proactive measures to protect their security: T don’t care if anyone knows most of this info. Email
spam goes to any number of secondary emails. No two of my passwords are the same or even alike.”

Cost Outweighing Benefits. Participants’ open-ended responses also demonstrate a deliberate
cost-benefit analysis behind their decision making, and inaction could occur as they perceived
more costs associated with taking action than potential gains. In 51 (16%) responses, participants
mentioned the action in question was unnecessary, which mostly applied to taking legal action and
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filing a complaint with a regulatory entity: “Dropbox is integral to my storage/archiving strategy.
Filing complaints and legal action would be ineffective in these cases and not worth the effort.” In an-
other 25 (8%) responses, participants cited inconvenience as reasons for inaction. One participant
explained: “A breach of my online data would not yield enough of a loss to justify the time and/or
expense of taking these actions.” Another participant mentioned that the efforts required for ac-
tion accumulate when considering the growing number of breaches: “From what I have seen, these
breaches are so frequent; the process for dealing with them [was] so lengthy and involved that I am
not going to devote that amount of time and effort to something that will happen no matter what I do.”

Financial Impediments. Financial cost is a prominent factor that goes into participants’ cost-
benefit analyses. In 18 (6%) cases, participants shared that they did not want to pay for services
that claim to protect them. One participant questioned the effectiveness of identity theft protection
services: ‘T don’t believe the risk of identity theft is large enough to warrant paying for a service to
protect against it. I also am not quite sure what a paid service could even do to stop identity theft.”
Similarly, another participant commented that credit/identity monitoring services do little to stop
others from misusing their personal information: “They can only charge me money for letting me
know if someone has done so and for trying to fix the problem, something I can try to do myself.”
Other participants treated costs associated with these services as an unnecessary burden on their
already strained financial situation (e.g., “T cannot afford to pay for a breach notification service. It
is outside the limits of my budget”), or did not see the need for additional paid services (e.g., “My
bank is really good with dealing with any suspicious activity for free so I didn’t feel that I needed to
pay anyone else extra for this service”).

Account-Related Impediments. Notably, a significant hurdle for some participants to do anything
about their account on the breached site (even if they wanted to) was that they did not have an
account (31; 10%) or they did not even recognize the site (18; 6%). Taking account-related action
indeed became an impossible task, as one participant explained: ‘T don’t recall having an Ulmon
account so I'm not sure how I would do any of these tasks without having one.” For participants
who did manage to find their accounts, they decided the courses of action based on the account’s
utility, such as how often they used the account and how much sensitive personal information the
account held about them. In 22 (7%) cases, participants shared that they did not follow through
on the recommended actions but instead simply deleted the account since it was old or inactive
(e.g., “Ideleted the account, so there was no need for a password change or two-factor authentication™).
Conversely, nine participants mentioned that they kept the account but changed the password or
deleted some personal data in it (e.g., ‘I didn’t delete or deactivate my Dave account because I use it
as a payday loan app and it’s something I feel is necessary to have”).

T forgot.” Unsurprisingly, participants in 29 (9%) responses attributed their reason for inaction
to ‘T forgot. These participants either forgot about following through the action (e.g., “If I changed
my password, I don’t remember. If I didn’t, it’s just because I forgot or was too lazy”), or forgot about
having an account on the breached site in the first place (e.g., ‘T think I forgot all about it as I only
ever used Kickstarter once and wasn’t thinking I'd be returning”). This finding is in line with past
work showing that people often have slip-ups in their security and privacy practices [78, 143],
and would need reminders for things like installing security updates [37, 38]. Some participants
further mentioned that participating in our follow-up survey served as a reminder for them to
follow through the action: ‘T forgot about doing it. No good excuse! I know that I still have the same
password because I've used it recently. I plan on changing it now.”

Resignation. Similar to findings in the main survey, participants in 24 (8%) responses conveyed
a resigned sentiment toward data breaches, which led them to opt for inaction. For instance, one
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participant described feeling that they will continue to be affected by breaches no matter what
action they take: ‘T figure that my information can continue to be breached, and so I can’t keep
paying money to stop it from being breached.” Another participant shared that they felt they could
do little to repair possible damages: “The leak had already occurred and nothing I would do would
change that. I did consider telling others, but felt like pretty much everyone has been a victim of some
type of leak, and I really didn’t know what they (or I) should do about it.”

RQ7: What factors influence participants’ execution of intended actions in response to data breaches
that affected them? In analyzing participants’ open-ended responses, we found that the most com-
mon motivators for taking action were a proactive attitude toward protecting their security, con-
cern, and prior incidents. Correspondingly, participants cited a lack of concern, forgetfulness, and
resignation as primary impediments to action. The rationales participants gave for inaction fur-
ther reflected a cost-benefit analysis as they viewed the costs of taking certain actions (e.g., in
terms of time, efforts required, and financial expenses) outweigh the potential gains. Actions such
as changing the password and deleting the account on the breached site became unrealistic when
participants did not recognize the site or did not recall having an account in the first place.

6 DISCUSSION

Summary of Empirical and Theoretical Contributions. We discuss how our findings align with
or differ from prior work as follows. In our main survey, we examined individuals’ awareness,
perception, and responses to specific data breaches that had exposed their email addresses and
other information. Compared to RAND’s 2016 survey [1], in which 44% reported already knowing
about a breach before receiving a notification, we found that participants’ prior awareness was
much lower in our sample (RQ4), and participants reported a lower level of overall concern than
in prior work [53, 59] (RQ5). This might result from a methodological difference, as our partici-
pants reflected on specific breaches affecting them rather than on breaches in general [1, 53] or
on hypothetical scenarios [59]. Another possible reason is that participants mostly saw breaches
with non-sensitive records [52], which consist of the majority of the leaked data types in the HIBP
database. Although the potential consequences of data breaches identified by our participants (e.g.,
more spam and increased risks of identity theft) are similar to those in prior work [59, 142], many
of our participants considered that these events would have little to no impact on their lives, which
might help explain the low overall intention to act among our participants.

We then followed up with eligible participants 6 months later, finding that for most actions,
participants’ intention to act translated rarely to action (see Figure 7). This finding adds to prior
literature on the intention-behavior gap in other security contexts (e.g., compliance with organiza-
tional security policies [20, 56]). We further contribute novel insights into the reasons behind this
gap in the context of reacting to data breaches, as our participants mentioned a lack of concern,
perceived costs outweighing benefits, and impediments related to their finance or account with
the breached site as major hurdles in their attempts to translate the intention into action.

Our findings also connect with established theories about behavioral change in psychology liter-
ature, most notably the Protection Motivation Theory (PMT) [105]. PMT describes that individ-
uals respond to a threat by considering the threat itself (threat appraisal, including threat severity
and threat vulnerability), as well as their ability to respond to that threat (coping appraisal, includ-
ing response efficacy, self-efficacy, and response cost). Most of the PMT components have been
found to have reliable effects on individuals’ behavioral intention in the information security con-
text [76], and they are indeed well reflected in our results. For instance, participants’ qualitative
responses about apathy or a lack of concern could be interpreted as low threat perception when
they believed they would not be personally targeted (low threat vulnerability) or no harm would
occur as a result of the breach (low threat severity).
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However, we also found situations in which PMT fails to explain participants’ inaction—for ex-
ample, even if the threat and coping appraisals would lead someone to form the intention to delete
their account, some websites may not offer account deletion as an option, making the respective
action unfeasible. Going beyond such external factors introduced by usability issues with account
settings and controls, PMT also does not include awareness, whereas our main survey findings
highlight that low awareness of breaches is a key barrier to taking action. To this end, our findings
are more closely related to recent work on the SPAF (“security and privacy acceptance frame-
work”) developed by Das et al. [23], in which the authors identified awareness, motivation, and
ability as three major barriers to users’ acceptance of expert recommendations. Descriptively, our
findings validate that awareness, motivation, and ability all play an important role in individuals’
adoption of self-protective behaviors after data breaches. Future work could look to quantify the
relationship (e.g., via structural equation modeling) and identify factors not covered by SPAF.

Bridge the Intention-Behavior Gap. We found that the presence and magnitude of an intention-
behavior gap largely depend on the specific action. Out of the 10 actions we examined, only “re-
viewing credit reports” and “reviewing financial statements” received a greater than 50% follow-
through rate for the intention to act. Although our regression results should be interpreted with
caution (since we had a small sample size for the follow-up survey despite our best efforts to re-
cruit participants back, cf. Section 3.2.2), even by looking at the descriptive statistics, it is safe
to conclude that intention did not serve as a reliable predictor for action in the context of peo-
ple’s reactions after data breaches. Our findings align with prior work on the intention-behavior
gap in other contexts [113, 134]. We encourage future security research to continue examining the
intention-behavior gap and measure people’s actual behavior when possible, ideally by combining
self-reported and real-world measurement data to yield complementary insights [100].

Knowing this gap exists, how can we help people transform their intentions into actual behav-
ior? Prior work has highlighted various self-regulatory challenges people may face in realizing
their intentions [42, 113] (e.g., forgetting to act and experiencing disruptions) that interventions
can target accordingly. Recent security research has also contributed promising examples. For ex-
ample, Frik et al. [38] showed how reminders and commitment nudges (i.e., pre-committing to a
time of installation) helped their participants follow through with the intention to install security
updates and enable 2FA. Story et al. [119] showed how implementation nudges (i.e., helping partic-
ipants form concrete and contextually activated plans) worked to increase the adoption of secure
mobile payments. In our study, several participants indeed mentioned that they did not follow
through with their intention because they forgot, not because they did not want to or could not
do so in their condition, and our follow-up survey served as a reminder for them. We imagine that
similar nudges could be implemented to help these participants realize their intentions when they
are already highly motivated—such as periodic reminders to change their password, or a template
they can fill out to detail their plans to place a credit freeze (e.g., the next time they pay their credit
card bills). However, decreasing the effort [47] for remediating actions might also encourage more
people to follow through on their intentions, for example, by providing automation tools for the
remediation [75].

Consider the Effort Budget and Situations of Individuals. Our research joins related work [51, 53,
142] in painting a bleak picture of consumers’ limited action after data breaches. However, our
analyses of participants’ open-ended responses provide rich insights into the impediments to ac-
tion, suggesting a certain extent of cost-benefit analyses in participants’ decision making and that
inaction should not be viewed as a purely negative outcome. In particular, a fair number of par-
ticipants in the follow-up survey mentioned account-related impediments that mostly apply to
actions related to their account with the breached site, such as changing the breached password
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and deleting the account. Some of them did not recognize the breached site, some did not be-
lieve they had an account with the breached site (which is likely to be the case when the site is a
business-to-business company or data broker), and others struggled to recover their account. Even
for participants who were in a position to take account-related protective measures, some argued
that the cost of taking action accumulated and it was unrealistic for them to react to every single
breach.

These findings suggest that we need to develop a more nuanced view of consumers’ inaction
in the face of data breaches, or even in the face of security and privacy threats in general. For
example, a direction for future work could be empirically tracking and measuring the impact of
being affected by breaches, ideally in a longitudinal setting. Most consumers may care more about
concrete forms of harm such as monetary loss rather than psychological harm (especially if they
are not experiencing anxiety or other emotional distress as a result) or the likelihood of future
harm that is mostly used in courts for breach-related lawsuits [117]. For consumers who are not
experiencing negative events, like identity theft, as a result of being affected by the breach, their
inaction could be well justified considering their limited compliance budget [47] and competing
needs in daily lives. In fact, in a recent measurement study, Breen et al. [13] report that the six
cybercrimes they studied—representing almost 30% of cybercrime in the United States—are rare,
with none having an estimated annual prevalence rate higher than 3.5% among the U.S. population
(scaled up from the participants in their representative sample). Considering the cost of taking
action and the prevalence of cybercrime, it is a big ask for consumers to adopt every possible
protective measure for every breach. Therefore, theories such as the privacy calculus [28] might
be appropriate to model individuals’ behavior in the response to data breaches. Their application
should be considered in future studies.

Relatedly, another direction for future work could be developing and evaluating mechanisms of
providing affected consumers with advice on actions personalized to their situations. For example,
the action “change the password for the affected account” would not make sense and should not
be recommended if passwords were not among the types of breached data. Another way of further
reducing consumers’ burden and fatigue is to recommend the action only to users who still have an
active account with the breached site based on automated detection. Similar efforts have appeared
in commercial breach notification products. For example, BreachIQ® claims to provide “customized
action plans based on an individual’s unique breach history and risk exposure—providing their
own dynamic Identity Safety Score.” Such personalized advice might help consumers better priori-
tize actions to take—an improvement compared to existing letter-based breach notifications [141].
However, more research is needed to understand whether personalized rather than one-size-fits-
all advice indeed improves the security outcomes for affected consumers as well as any potential
biases in the personalization algorithms.

Address Misconceptions. Despite the rational aspects of inaction, participants’ open-ended re-
sponses in both the main and follow-up surveys still reflect misconceptions that need to be ad-
dressed. In some cases, misconceptions become hurdles for considering, not to mention adopting,
protective measures (e.g., one participant commented that they could not afford to pay for a breach
notification service, whereas in reality most of these services are free). Clarifying these misconcep-
tions in consumer-facing messages could be a way forward to encourage the adoption of protective
measures.

Misconceptions also exist in participants’ perceptions regarding the causes and consequences
of data breaches. Specifically, most participants blamed their own email habits or security

8https://www.sontiq.com/breachiq/.
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practices for data breaches, and such misconceptions exacerbate a power asymmetry—rather
than demanding that organizations improve security measures or that regulators hold them
accountable, participants blamed themselves. As our participants mentioned, actions like filing
a lawsuit or filing a complaint with regulatory entities might indeed be perceived as time
intensive (irrespective of the actual time needed) and therefore perceived as beyond reach for an
average consumer. However, affected individuals can join forces via collective action to demand
redress and fight against the power chasm between data harvesting institutions and individual
users [22, 138]. Recent work has suggested a design space for online platforms to help affected
consumers coordinate and connect them with expert stewards who can translate the demands into
concrete requests for recourse [138]. In assessing a breach’s impact, participants’ responses further
reflect an interesting pattern: those who had not experienced concrete adverse impacts mostly did
not take the breach seriously, whereas those who had experienced an adverse event (which they
believed to have resulted from the breach) reported emotional distress and resulting behavioral
changes. This finding aligns with prior work on the role of present bias [68]—discounting future
risks in favor of immediate gratification—in people’s security behaviors [37, 38]. Consequently,
nudging interventions can seek to help consumers better visualize the concrete harms of data
breaches and use high-risk situations (e.g., right after accidentally clicking on a phishing link) as
valuable education opportunities to communicate advice.

When developing and implementing nudges that address misconceptions and encourage con-
sumers’ reactions, ethics are an important aspect to consider [102]. Our findings show the key
role of concern in individuals’ processes of forming intentions and taking action after breaches.
As such, it might be tempting to focus on how we could trigger consumers to be more concerned
when designing respective nudges. Yet, following this approach requires great care and caution.
Prior work has shown that fear appeals alone could be mildly effective at most, especially when
they are not used in combination with messages about coping strategies [127]. Recent work on
trauma-informed computing [17] further suggests that many established approaches to induce
fear in security warnings (e.g., using words like “danger” or “threat”) could trigger panic or hy-
pervigilance for trauma survivors, especially when considering that experiencing data breaches
(and associated consequences like identity theft) itself could be traumatic. We need more research
to tackle this tension between informing consumers of risks and actions after breaches versus
accounting for the possible effects of trauma on their reactions.

Develop Better Tools to Help Consumers React to Breaches. Although consumers may not be
able to prevent breaches from happening, they can take action to mitigate the aftermath of
a breach. Our findings show that some straightforward actions such as changing passwords
had relatively high adoption rates and intention to adopt; participants also followed through
on their intentions for these actions. Yet, the majority of actions we examined were much less
popular, indicating the need to offer more usable and useful protective measures to affected
individuals. Decreasing the effort required to perform these actions could directly influence the
response cost, one of the factors postulated to influence behavior as part of PMT, as discussed
previously.

One of our key findings is that extensive use of an email account significantly increased the
email address’s likelihood of being involved in a breach. Yet, simply asking users to reduce their
usage or abandon their email accounts is not a viable solution, as it also diminishes the email
account’s utility. Instead, drawing from some participants’ descriptions of creating dedicated email
accounts for registration on low-value sites, we see the promise of more automated tools to offer
unique email aliases for account registration. Such features could further be integrated into other
technologies with broader adoption, such as browsers or password managers, to create a more

ACM Transactions on Computer-Human Interaction, Vol. 30, No. 5, Article 77. Publication date: September 2023.



Awareness, Intention, (In)Action: Individuals’ Reactions to Data Breaches 77:35

streamlined experience through features like auto-filling. Recent respective efforts include “Sign
in with Apple™® and Firefox Relay:'’ both support the generation of a unique, random email address
during account registration, which is forwarded to a user’s actual inbox. However, both products
are currently limited to their respective ecosystems. The effectiveness, awareness, and adoption of
such tools, as well as how individuals manage multiple email aliases in general, are open questions
for future research.

Set Stricter Legal Requirements for Notifying and Protecting Consumers. Our study reflects the sad
reality that many individuals are unaware that they are affected by breaches, at least for breaches
exposing email addresses. Current breach notification requirements, mechanisms, and tools fail to
reach data breach victims, despite awareness being a crucial trigger for taking action according
to regression results of our main survey. Although prior work highlights the role of media in
shaping consumers’ attitudes toward breaches [1, 24], our participants mostly learned about the
breach from the affected business or third-party services.

Regarding when to send breach notifications, one may argue that regulators need to mandate
companies to send more breach notifications to better raise consumers’ awareness of breaches.
For instance, notifications should be required for all breaches rather than breaches that “result in
a high risk to data subjects,” as in the General Data Protection Regulation (GDPR), especially
when court cases are already struggling to assess risks and harms caused by data breaches [117].
Furthermore, breached businesses could be mandated to notify consumers in multiple channels
instead of the most convenient one and obtain confirmation from victims that the notification
was received. That being said, we should also consider the additional burden and stress passed
on to consumers from having a slew of notifications sent to them irrespective of the severity of
the breach and consumers’ own preferences. Future research is needed to understand to what
extent stricter legal requirements about when to notify consumers of breaches impact consumers’
awareness as well as fatigue, similar to recent work that measures the effect of privacy laws (e.g.,
GDPR and the California Consumer Privacy Act) on privacy policies and opt-outs for the sale of
personal information [27, 74, 87, 128].

Regarding how to send breach notifications, there are opportunities for incorporating recent
research and innovations in notification mechanisms into legal requirements. Prior research on
SSL/TLS warnings [4, 35, 36] shows that in-browser warnings effectively raise threat awareness
and encourage safer practices. Similarly, data breach notifications could explore approaches be-
yond letters and emails, such as in situ methods whereby visiting affected sites leads to a no-
tification [26], as recently pursued by some browsers and password managers that warn users
if saved passwords appeared in credential dumps [69, 93]. Notifications should also consider non-
adherence, as our participants reported low follow-through rates for their intentions and expressed
emotions like fatigue and resignation. Drawing from warning design literature on mitigating fa-
tigue in email-based notifications [9, 67], one could build systems that highlight unread breach
notifications in email clients, similar to Gmail’s reminders to reply to emails [14]. The contents of
such emails could also be automatically parsed and reformatted to guide attention to important
details.

To summarize, our findings about participants’ lack of awareness and self-protection indicates
that breached businesses should play a more active role in protecting affected individuals. Notifica-
tions should continue to exist as they give consumers the right to know, but notifying consumers
should not absolve breached businesses from further responsibility—they should further ensure

%https://support.apple.com/en-us/HT210318.
Ohttps://blog.mozilla.org/firefox/firefox-relay/.
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that consumers have viable remediation solutions and assist in the recovery process, such as of-
fering support in identity restoration. We need to rethink the current approach of defaulting to
offering credit and identity monitoring services as compensation, which are known to provide lim-
ited preventative protection [64], and our participants reported little interest in these services due
to low perceived effectiveness and associated financial cost. Instead, breached businesses could
offer affected consumers email alias generators, password managers, or other more promising
mitigation tools by partnering with respective service providers. Regulators should also set and
frequently revisit requirements for the types of services breached businesses must offer as com-
pensation.

Importantly, breached businesses have financial incentives for transparent post-breach commu-
nications and active mitigation. Prior work shows that data breach notifications provide a venue
for impression management and repairing damaged trust [55]. Moreover, breached businesses that
provide affected individuals with compensation face a lower likelihood of lawsuits [107]. Regula-
tors should also create meaningful incentives for organizations to act accordingly. For instance, the
GDPR’s threat of substantial fines has resulted in a heightened effort by organizations worldwide
to overhaul their privacy and security programs.

7 CONCLUSION

Our study provides insights into individuals’ awareness, perception, and responses to data
breaches. We applied a novel method that presented participants with specific data breaches ex-
posing their email addresses and other information. Findings from our main survey revealed par-
ticipants’ low awareness of breaches that affected them, low concern regarding the experienced
breaches, and how these two factors play an important role in participants’ adoption of the 10 pro-
tective measures we provided. We found misconceptions in participants’ open-ended responses
about their perceived causes and impacts of being involved in these breaches. Our follow-up survey
identifies a sizable intention-behavior gap and provides additional insights into participants’ moti-
vations and hurdles in following through their intentions to act. We outline potential avenues for
addressing these identified issues—understanding the (ir)rationality behind inaction, developing
interventions that bridge the intention-behavior gap and address misconceptions, and strengthen-
ing requirements for breached organizations to better notify consumers and provide mitigation
tools.

APPENDICES
A  MAIN SURVEY MATERIAL
A.1 Informed Consent

Study Title: Awareness, Risk Perception, and Reaction Toward Data Breaches

Principal Investigators: Florian Schaub, assistant professor, University of Michigan, and Adam
Aviv, associate professor, George Washington University

Purpose of This Study: We are conducting a research study to understand how users perceive
and react to data breaches.

Description of Your Involvement: If you agree to be part of the research study, we will ask you
to complete an online survey where you will be asked to review data breach records associated with
one of your email addresses based on a public database of security breaches (haveibeenpwned.com)
and answer a few questions about the displayed records. We anticipate the survey will take about
15 minutes.

Requirements: To participate in the study, you must (1) be 18 years old or older and (2) currently
live in the United States.
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Benefits: You may not receive a direct benefit from participating, but this study will help us de-
velop better systems and technologies that empower Internet users to protect themselves against
data breaches.

Risks: The risks and discomfort associated with participation in this study are no greater than
those ordinarily encountered in daily life or during use of the Internet.

Compensation: You will be compensated $2.50 upon completing the survey.

Confidentiality: By participating in the study, you understand and agree that the University of
Michigan and the George Washington University may be required to disclose your consent form,
data, and other personally identifiable information as required by law, regulation, subpoena, or
court order. Otherwise, your confidentiality will be maintained in the following manner.

Your data and consent form will be kept separate. Your research data will be stored securely and
will only be accessible to the study team. By participating, you understand and agree that the data
and information gathered during this study may be published in an academic journal or conference
paper. You will not be asked to provide any direct personal identifiers in the study apart from your
email address. We do not track or store your email address as part of this study, and we will not be
able tie your email address to any results or analysis. All records of your email address will reside only
in temporary storage to facilitate the lookup of data breaches your email address was involved in and
will be deleted following the completion of this task. The researchers will never see your email address.
Right to Ask Questions & Contact Information: If you have questions about this research, you
may contact the study team at data-breach-hibp@umich.edu.

The University of Michigan Health Sciences and Behavioral Sciences Institutional Review Board

has determined that this study is exempt from IRB oversight.
Voluntary Consent: By proceeding to the next page, you are agreeing to participate in this study.
Please be sure that we have answered any questions you may have about the study, and you un-
derstand what you are being asked to do. You may contact the researchers at any time by emailing
data-breach-hibp@umich.edu if you think of a question later.

STATEMENT BY PERSON AGREEING TO PARTICIPATE IN THIS STUDY: I have read this in-
formed consent document and the material contained in it has been explained to me. I understand
each part of the document, all my questions have been answered, and I freely and voluntarily
choose to participate in this study. I can choose to withdraw from this research project at any time
without penalty.

A.2 Email Address Related Questions

We are going to ask you to enter your most commonly used email address at the bottom of this
page. We will use your email address to look up whether your email address has been disclosed in
any data breaches (also called security breaches), using the public lookup service for data breaches
haveibeenpwned.com. If your email address was involved in any data breaches, we will ask you
some questions about those breaches.

Privacy Notice: We do not track or store your email address as part of this study, and we will
not be able tie your email address to any results or analysis. All records of your email address will
reside only in temporary storage to facilitate the lookup of data breaches your email address was
involved in and will be deleted following the completion of this task. The researchers will never
see your email address.

To access information about breaches, your email address will be communicated to haveibeen-
pwned.com, a public service not operated by us, which maintains a database of data breaches
involving email addresses. Communication with haveibeenpwned.com will occur on secure and
encrypted channels, and haveibeenpwned.com also does not permanently store email addresses
used in queries. As described in their privacy policy: “Searching for an email address only ever
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retrieves the address from storage then returns it in the response, the searched address is never
explicitly stored anywhere.

If you have any further concerns about providing your email address, you may opt-out of the
survey at this time. We will remove any record of your participation. Note that if you choose to
opt out, you will not be compensated.

(1) Please enter your most commonly used email address. After the task, you may search for
another email address, but for now, we are primarily interested in breaches that may have
involved your most commonly used email address. [free text]

(2) Thank you for providing your email address. Please tell us more about this email address.
Whose email address is it? o It is my own account/I have sole ownership of this account
o It is my shared account/I share the account with someone else (e.g., a partner or family
member) o It is someone else’s account/someone else has sole ownership of this account
o I made up an email address just for this study

(3) How often do you check emails in this account? o Every day o A few times a week o A
few times a month o A few times a year

(4) What do you use this email account for? Choose all that apply. o For professional corre-
spondence (e.g., with colleagues, business partners) o For personal correspondence (e.g.,
friends and family members) o Account creation/signup for sensitive accounts (e.g., bank-
ing, taxes, etc.) o Account creation/signup of medium sensitive accounts (e.g., social media,
online shopping) o Account creation/signup for low value accounts (I used it when I'm
prompted to sign up but don’t really care) o Other [free-text]

(5) Approximately for how long have you been using this email account? [number entry]
o year(s) o month(s) o week(s) o day(s)

(6) How many other email addresses/accounts do you regularly use? (Not counting the one you
entered) [number entry]

A.3 Breach-Related Questions

(If email not involved in a data breach) Your email address has not been part of any of the data
breaches recorded by haveibeenpwned.com. That is great news for you, but we still would like
to ask you some further questions.

(7) In your opinion, what might be reasons that your email address has not been part of any
data breach? [free text]

(8) Do you believe another email address that you regularly use is more likely to have breaches?
[yes/no]

(9) Would you like to take this survey with that email address instead? [yes/no] (if yes re-
turn participant to questions in Appendix A.2, if no continue to demographic questions in

Appendix A.4)

(If email involved in a data breach) Your email address was part of a data breach: According to
haveibeenpwned.com, your email address was part of one or more data breaches.

(10) In your opinion, what might be reasons that your email address has been part of data
breaches? [free text]

We will now ask you questions about three of these breaches. We will show you the full data
breach history for your email address at the end of the survey.

(For up to three data breach, the following ...)
Your email address was part of the following breach

[img and description of breach (see Figure 1)]

ACM Transactions on Computer-Human Interaction, Vol. 30, No. 5, Article 77. Publication date: September 2023.


https://haveibeenpwned.com
https://haveibeenpwned.com

Awareness, Intention, (In)Action: Individuals’ Reactions to Data Breaches 77:39

Please make sure you read the description of this breach, since we will now ask you a few questions
with respect to this breach (the description of the breach will be available to you while answering
the questions).

(11) In your opinion, what might be reasons that your email address has been part of data
breaches? [free text]

(12) Prior to this study, were you aware that you are affected by this breach? o yes ono o
unsure

(13) (If yes aware) How did you first become aware that you are affected by this breach? o I was
notified by the breached company. oI was notified by my bank or credit card company. o
I was notified by a third-party breach notification service (e.g., Have I Been Pwned, Firefox
Monitor, Breach Clarity). o I was notified by my credit monitoring or identity theft mon-
itoring service (e.g., LifeLock, Credit Karma). o Someone else (e.g., a romantic partner or
a family member) told me about it. o I found out myself through negative events in real
life (e.g., suspicious activity on my credit card, locked out of online accounts). o Ilearned
about the breach through news media. oI do not remember. o Other [free text]

(14) (If yes aware) Please describe how you felt when you learned that your information was part
of this breach.

(If no/unsure aware) Please describe how you feel after now learning that your information
was part of this breach. [free text]

(15) (If yes aware) How concerned were you when you learned that your information was part
of this breach?

(If no/unsure aware) How concerned are you after now learning that your information was
part of this breach? o Not at all concerned o Slightly concerned o Somewhat concerned
o Very concerned o Extremely concerned

(16) (If yes aware) Please describe how you think this breach has or will impact your life. If you
suspect or have experienced impacts resulting from this breach, please describe them.

(If no/unsure aware) Please describe how you think this breach will impact your life. If you
suspect or have experienced impacts resulting from this breach, please describe them as well.
[free text]

(17) How concerned are you about the following data being compromised in this breach? [for
each data type in the breach as provided by HIBP] o Not at all concerned o Slightly con-
cerned o Somewhat concerned o Very concerned o Extremely concerned o Idon’t
know o Does not apply to me (the company does not have my real information)

(18) What did you do, if anything, after learning that your information was part of this breach?
Please explain why. [free text]

(19) Regarding this specific breach, please select how likely you are to initiate each of the follow-
ing actions within the next 30 days, or whether you have taken the action already. o Not
likely o Somewhat likely o Very likely o Idid/do this already o This does not apply to
me/I don’t understand
(For each of the following actions:) ¢ Change the password of my account for the breached
company, if it exists @ Change the password of other accounts that used the same password
e Delete or deactivate my account for the breached company, if it exists @ Enable two-fac-
tor authentication on my account for the breached company, if it is available e Use a credit
or identity monitoring service (e.g., LifeLock, Identity Guard, IdentityForce, Credit Karma,
Credit Sesame) e Use a breach notification service (e.g., Firefox Monitor, Breach Clarity, Have
I Been Pwned) e Take legal action against the breached company e Review my credit re-
ports and/or bank/credit card statements for suspicious activity e File a complaint against
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the breached company with a consumer protection agency (e.g., FTC, CFPB, State Attorney
General) o Place a credit freeze on my credit reports

(20) Are there any other actions you would like to initiate within the next 30 days or other actions
you have already taken? [free text]

A.4 Demographics and Attention Checks

(21) Which of the following breaches were you asked about in this study? [multiple choice of the
correct answer and four decoys]

(22) What is your age? o0 18-24 ©025-29 030-34 035-39 040-44 o045-49 o050-54
054-59 060-64 o 65+ o Prefer not to say

(23) What is your gender? o Man o Woman o Non-Binary o Prefer not to answer o Other
[free text]

(24) What is the highest level of education you have completed? o Less than high school o High
school or equivalent o Some college, no degree o Associate’s degree, occupational
o Associate’s degree, academic o Bachelor’s degree o Master’s degree o Professional
degree o Doctoral degree o Prefer not to say

(25) What is the shape of ared ball? o Red o Blue o Square oRound o Prefer notto answer

(26) Which of the following best describes your educational background or job field? o I have an
education in, or work in, the field of computer science, computer engineering, or IT. oIdo
not have an education in, or work in, the field of computer science, computer engineering,
or IT. o Prefer not to answer

(27) Which of the following best describes your educational background or job field? o I have an
education in or work-in/practice law or other legal services. o I do not have an education
in or work-in/practice law or other legal services. o Prefer not to answer

(28) What was your total household income before taxes during the past 12 months? o Under
$15,000 o $15,000 to $24,999 o $25,000 to $34,999 o $35,000 to $49,999 o $50,000 to
$74,999 o $75,000 to $99,999 o $100,000 to $149,999 o $150,000 or above o Prefer not
to say

A.5 Debrief

Information on breaches your email address was part of: Thank you for completing our
study. Please note that the information about data breaches we showed to you is real. Your email
address and potentially other personal information has been part of these breaches and could be
used by criminals to steal your identity or access your accounts.

List of breaches your email address was part of: Below is the full list of breaches in which
the email address you entered was involved according to haveibeenpwned.com. Please note that
you can always obtain the same results by checking your email address on haveibeenpwned.com,
which, in addition, provides records with sensitive breaches upon the verification of your email ac-
count. Please keep in mind that this list only reflects breaches that are registered in the haveibeen-
pwned.com database; your information may have been exposed in other breaches.

Resources for breach recovery and further reading: Here is a list of resources to help you
prevent or recover from harm due your information being exposed in data breaches, as well as
help you better protect yourself from data breaches in the future.

e Resources about recovering from a data breach:
— Federal Trade Commission: Identity theft recovery steps
— Federal Trade Commission: Credit freeze FAQs
— Firefox Monitor: What to do after a data breach
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— Norton: What to do after 5 types of data breaches

e Resources about protecting yourself against future breaches:
— Firefox Monitor: How to create strong passwords
— Firefox Monitor: Steps to protect your online identity

B MAIN SURVEY QUALITATIVE CODEBOOK

In the following, we provide our unified codebook with the primary codes, their respective counts,
and their first-level sub-codes. ® bad actors (17): company sell data, hackers, department stores
e behavior (94): continue use as before, insecure, keep using email, secure practice, email practice,
insecure practice ® cannot recall (17): confused, unconcerned, surprised, concerned e consequence
experienced (97): compromised accounts, information disclosure, spam, data on the dark web, scam,
attempted login, other account with same pwd, email disclosure, identity theft, social media account
hacked, physical, financial disadvantage, unrecognized new account, past event, reputation, job offer
missed, upset, site breached ® consequence potentially (92): spam, identity theft, compromised
accounts, information misuse, financial disadvantage, scam, physical, financial account hacked, in-
formation disclosure, stalking, other account with same password, unrecognized new account e data
not relevant (84): outdated, fake data, not sensitive, unique password, not primary email, little data,
will be caught by spam filter, so much data out there, account not used, unimportant password, unique
username o data relevant (3): sensitive ¢ defense intended to be put into place as reaction
to breach (180): change password, monitor email, use secure passwords, monitor suspicious activity,
monitor financial information, do not use Facebook login for shopping sites, increase protective mea-
sures, change email, be more cautious, 2FA enabled, limit online disclosure, review accounts, stop using,
reduced use email, check suspicious emails, signing up to websites less often, new email account, learn
more about breach, reduced use site, close account, scan computer frequently, re-link security accounts,
change financial information, change employer, monitor accounts, use vpn, review financial informa-
tion, unique password, change username, use password manager, go after companies, learn about
safeguarding, solve issues as they appear, security checkup, check financial information, protective
measures, stop using email, protect email, stop using service, tor, investigate, strong password, loca-
tion setting, no reuse password, be more careful, legal action e defense put into place as reaction
to breach (226): use password manager, change password, reduced use site, change emails, protective
measures, 2FA enabled, change password creation strategy, unique password, no cc info in unused apps,
actions caused by other breach, close account, change username, remove email from accounts, use se-
cure passwords, review financial information, use breach monitors, be more cautious, review account
information, update browser, check suspicious emails, change email, stop using site, nothing, changed
info, check account, 2fa enabled, limit data disclosure, unsubscribed from mailer, change info, reviewed
prior steps, monitoring, check financial, email practices, contacted company, changed email, unsub-
scribed, changed password, delete account, learn about breach, antivirus, called credit card company,
recover hacked account, careful disclosure, no reuse password, strong password e defense put into
place proactively before breach (40): use secure passwords, 2FA enabled, be cautious, change pass-
word, don’t answer phone calls, review financial information, unique password, use password manager,
monitor accounts, monitor emails, unique email, protective measures, monitor credit reports, spamﬁl-
ter, stop using site, change email, account not used, monitor financial information e do not know
hibpwnd (2) e feeling (929): unconcerned, concerned, violated, annoyed, negative, skeptical, uncom-
fortable, fatigued, paranoid, cautious, hopeful, upset, scared, unsurprised, would have been contacted,
overwhelmed, disappointed, unsure, reassured, don’t care, curious, not worried, relief, insecure, no fear,
worried, unhappy, not important enough, confused, indifferent, surprised, unsafe, ashamed, regret, in-
formed, used to breaches, no blame on company, upset e first breach (1) e immediately informed
(1) e impact (525) impact little, impact none, impact large, impact positive, impact unsure, impact
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negative, unconcerned e needs more info (1) e not hacked into a lot (1) e third party (11): bad
security, good security at company e unclear (2)

C FOLLOW-UP SURVEY MATERIAL
C.1 Initial Message to Participants Eligible to Participate in the Follow-Up Survey

You participated in our previous study about people’s reactions to data breaches in Septem-
ber/October 2020. We would like to invite you to participate in a follow-up survey as part of
our research. The survey will take about 10 minutes and you will be compensated $2.50 upon
completion. If you are interested, please click <link> to access the survey.

C.2 Informed Consent

Study Title: Follow-Up Survey on Reaction Toward Data Breaches

Principal Investigators: Adam Aviv, associate professor, the George Washington University, and
Florian Schaub, assistant professor, University of Michigan

Purpose of This Study: We are conducting a research study to understand how users react to
data breaches.

Description of Your Involvement: You participated in our previous study in September/October
2020, in which you reviewed data breach records associated with one of your email addresses based
on a public database of data breaches (haveibeenpwned.com).

If you agree to be part of this new study, we will ask you to complete an online survey about
your experiences and actions since our previous survey.

Requirements: To participate in the study, you must (1) be 18 years old or older, (2) currently live
in the United States, and (3) have participated in our previous study in September/October 2020.
Benefits: You may not receive a direct benefit from participating, but this study will help us de-
velop better technologies that empower Internet users to protect themselves against data breaches.
Risks: The risks and discomfort associated with your participation are not greater than those
ordinarily encountered in daily life or during use of the Internet.

Compensation: The survey will take about 10 minutes. You will be compensated $2.50 upon
completing this survey.

Confidentiality: By participating in the study, you understand and agree that the University of
Michigan and the George Washington University may be required to disclose your consent form,
data, and other personally identifiable information as required by law, regulation, subpoena, or
court order. Otherwise, your confidentiality will be maintained in the following manner:

Your data and consent form will be kept separate. Your research data will be stored securely and

will only be accessible to the study team. You will NOT be asked to provide any direct personal
identifiers in the study. Please also avoid disclosing personal identifiers in filling out the survey.
The data gathered during this study may be published in an academic journal or conference paper.
We will verify anonymity in all survey responses before the publication.
Rights: You can choose to withdraw from this study at any time. To do that, simply close the
browser window. We will remove any incomplete survey responses from our records before the
analysis. Unfortunately, we cannot provide you with compensation if you choose to opt out. If you
have any questions about this study, you may contact the study team by emailing data-breach-
hibp@umich.edu.

The University of Michigan Health Sciences and Behavioral Sciences Institutional Review Board
has determined that this study is exempt from IRB oversight.

Voluntary Consent: By proceeding to the next page, you are agreeing to participate in this study.
Please be sure we have answered any questions you may have, and you understand what you are
being asked to do.
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STATEMENT BY PERSON AGREEING TO PARTICIPATE IN THIS STUDY: I have read this
informed consent document and the material contained in it. I understand each part of the
document, all my questions have been answered, and I freely and voluntarily choose to participate
in this study.

C.3 Follow-Up Survey Instruments

In our previous study, we used an email address you provided to look up whether your email
address has appeared in any data breaches (also called security breaches). Our record shows that
your information was part of one or more data breaches. We’'d like to learn about your
experiences and behaviors since that study.

(29) Do you remember participating in this previous study? Please answer honestly. Your re-
sponse to this question will not affect your compensation or ability to participate in this
study. [Participants were not screened out based on responses to this questions] o Yes o No
o Not sure

Questions about generic actions we provide:

(30) According to our records, you participated in our previous study on <DATE>. In the time
since, have you taken any of the following actions? Please answer honestly—we’d like to
learn about your actual behavior. Your responses will not affect your compensation for this
study. o I signed up for a breach notification service (e.g., Firefox Monitor, Breach Clarity,
Have I Been Pwned) o Isigned up for a credit or identity monitoring service (e.g., LifeLock,
Identity Guard, IdentityForce, Credit Karma, Credit Sesame) o I placed a credit freeze on
my credit reports o I reviewed my credit reports for suspicious activity o I reviewed my
bank for suspicious activity o I reviewed my credit card statements for suspicious activity.
Answer options: o Yes — within a week o Yes — within a month o Yes - after a month or
later o No - but I plan to do this soon o No - and I'm not planning to do this o I already
did this before the previous study

(a) (If signed up for credit or identity monitoring services) You indicated that you signed up for
a credit or identity monitoring service. Did you pay for this service or use a free version?
o I paid for a credit or identity monitoring service. o I use a free version of a credit or
identity monitoring service. o I accidentally selected the wrong answer in the previous
page—I did not sign up for a credit or identity monitoring service.

(b) (If signed up for credit or identity monitoring services) Which credit or identity monitoring
services did you sign up for? o LifeLock o Identity Guard o Credit Karma o Credit
Sesame o Other|[free text]

(31) In the previous question, you said you took these actions since <DATE>: [Show all action
items for which one of the YES options was selected]. Please elaborate on your motivations
and experience of taking these actions. [free text]

(32) In the previous question, you said you did not take these actions since <DATE>: [Show all
action items for which one of the No options was selected]. Please explain your reasons for
not taking these actions. If you wanted to take some of these actions, what prevented you
from doing so? [free text]

Questions about breach-specific actions: Next, we are going to ask you about actions you might
have taken in response to a specific data breach we showed you in our previous study. We will
show you the same information about each breach that we showed you last time, before asking
you a few questions.
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(33) In our previous study, on <DATE>, we informed you that your information was part of this
data breach: [Show the breach info]. Since then, have you taken any of the following actions
in response to this data breach? If you don’t have an account with this company, please
select “Not applicable” for questions asking about accounts. Please answer honestly—we’d
like to learn about your actual behavior. Your responses will not affect your compensation
for this study. o I changed the password of my <breach name> account o I changed the
password of other accounts that used the same password as my <breach name> account ol
enabled two-factor authentication for my <breach name> account oIdeleted or deactivated
my <breach name> account o I filed a complaint against <breach name> with a consumer
protection agency (e.g., Federal Trade Commission, Consumer Financial Protection Bureau,
State Attorney General) o I have taken legal action against <breach name> o I warned
people I know (e.g., family members, friends, colleagues) about this breach. Answer options:
o Yes — within a week o Yes — within a month o Yes — after a month or later o No - but I
plan to do this soon o No - and I'm not planning to do this oI already did this before the
previous study o Not applicable

(34) In the previous question, you said you took these actions in response to the <breach
name> breach since <DATE>: [Show all action items for which one of the YES options
was selected]. Please elaborate on your motivations and experience of taking these actions.
[free text]

(35) In the previous question, you said you did not take these actions in response to the <breach
name> breach since <DATE>: [Show all action items for which one of the NO options was
selected]. Please explain your reasons for not doing so. If you wanted to take some of these
actions, what prevented you from completing them? [free text]

Closing Comments:

(36) Have you done anything else we haven’t asked about in response to learning that you were
affected by data breaches in our prior study on <DATE>? If yes, please describe what you
did and why. [free text]

(37) Thank you for your participation! Would you be interested in participating in an optional
interview (about 60 minutes long) regarding your experiences with data breaches? The in-
terview will be conducted remotely via Zoom, and you would be compensated $15 for your
time through Prolific. If you are interested and are selected for an interview, we will send
you a Prolific message to schedule the interview. o Yes, I am interested in participating in an
interview o No, I am not interested in participating in an interview

D FOLLOW-UP SURVEY QUALITATIVE CODEBOOK

In the following, we provide our unified codebook with the primary codes, their respective counts,
and their first-level sub-codes.

D.1 Codebook for Q31

e changed password (5): e concern (17): breach occurrence, density of breaches, fraud, identity
theft, personal information e conditional awareness (1): e preventative measure (8): credit
freeze o prior incident (15): data breach, debit card, identity theft, paypal, unauthorized charge
o reviewed (43): HIBP, accounts, after, bank, bank statement, breach report, credit report, credit
statement, prior, regularly, statement, two e service (6): LifeLock, breach notification, chrome noti-
fication, credit card, credit ID service, credit karma, nerd wallet @ smart (1): e unconcern (2): too
small  wants to improve (4): took action
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D.2 Codebook for Q32

o use service (19): Transunion, identity theft services, H&R Block, Google Security Feature, Experian,
Credit Karma, Credit Scout, Chase, Bank, Avast e unnecessary (18): Credit Score Good e unmo-
tivated (26): no harm, does not want to take further action, does not want to pay e skeptisim (2):
security concerns ® services to expensive (5): e self-monitor (10): e resigned (14): process would
be too difficult, poor credit, not interested in improving credit ® proactive (21): secure passwords, put
hold on credit card, changed password, monitors credit, check statements e plans to take action (3):
¢ pending transaction (3): moritgage ® not concerned (8) e not an often occurrence (4) e not
a target (9) minimal assets ® no current issues (11) e lack of awareness (10) e institutional
trust (3) banking protections e inconvenient (5) actively seeking credit e forgot (9) e credit re-
ports frozen (3) e considering other options (3)

D.3 Codebook for Q34

e awareness (4): secure passwords, put hold on credit card, changed password, monitors credit, check
statements e change password (35): after breach, all passwords, frequent use, more frequently, more
secure, prevent access, similar passwords, single account e concern (2) e delete account (3) e ease
of use (7) delete account e followed instructions (1) ¢ password reuse (7) e prevent further
risk (1) data, privacy information e proactive (5) identity theft ® protection (9) future breaches
e necessary action (3) safety e service (9) 2FA, Google password check, password encryption, pass-
word manager o share knowledge (19) family, friends e undescriptive (2) e undesire for ser-
vice (1) e unease of use (1) unable to contact @ unused account (25) begin resusing, deleted
account, might delete @ used account (6) deleted account, low use

D.4 Codebook for Q35

e apathy (50): no bad outcome, not a threat, to much risk, unimportant information e awareness of
threat (4) o forgot (4) e awareness of threat (4) e forgot (20) ¢ inactive account (8) ¢ inactive
email (2) e inconvenient (20) 2FA, account in use, financial e inconvenient (20) 2FA, account
in use, financial e modified account (25) canceled, changed password, deleted data ¢ no mutuals
(21) e not a target (38) e not a concerned (21) e not willing to take action (15) account
active e proactive measures (10) no duplicate passwords, unique passwords e resigned (6) already
breached o resigned (6) already breached o share knowledge (1) e technology limitation (1)
e throw away password (1) e unaware of account (31) e unaware of action (9) take action
e unknown company (18) Appen, Canva, Modern Business Solutions, River City MediaSpam List
unknown company (18) Appen, Canva, Modern Business Solutions, River City MediaSpam List
e unnecessary (33)

E AUTHOR STATEMENT

Unique Contributions Relative to the Authors’ Prior Publications. Our article is an extension of a
conference paper previously published at the 2021 USENIX Security Symposium. In the original
conference publication, we describe the results of an online survey (n = 413), in which we presented
participants with up to three data breaches that had exposed their email addresses and other per-
sonal information. We aimed to answer five research questions regarding the participants’ data
breach status, perception of data breaches, awareness of data breaches, emotional response, and
behavioral response. The results indicated that 73% of participants were affected by at least one
breach. Participants were unaware of 74% of displayed breaches and expressed various emotions
when learning about them. Many participants attributed the cause of being affected by a breach to
their poor email and security practices instead of external factors such as breached organizations
and hackers.
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As an extension of the work described previously, we report on results from a previously un-
published follow-up survey with participants of the main survey (n = 104), revisiting the breaches
they experienced and the actions they intended to take. The follow-up survey sought to investi-
gate whether there is a gap between participants’ intention to act (as measured in the main survey)
and actual behavior, as well as the motivators and impediments for participants to follow through
with their intention. We identified a sizable intention-behavior gap; the presence of the gap largely
depends on the specific action. Participants’ motivators for taking action include concern, prior
incidents, and a proactive attitude toward security risks. By contrast, participants refrained from
following through with their intention when they were apathetic about breaches, considered po-
tential costs, forgot, or felt resigned about taking action. We provide empirical and practical impli-
cations based on findings from the follow-up survey, such as developing a better understanding
of the (ir)rationality behind inaction and designing interventions that help bridge the identified
intention-behavior gap.

Other Related Work Done by Some of the Authors. Zou et al. [142] qualitatively investigated con-
sumers’ mental models of credit bureaus, how they perceive risks from the Equifax data breach,
whether they took protective measures, and their reasons for inaction. Although this work also
reports that individuals were unaware of whether they were affected and might not take action
after a breach, the investigation focused on one specific breach and was qualitative in nature. The
research presented in this article instead probed individuals with up to three breaches that affected
them. It includes quantitative as well as qualitative findings.

In addition, Zou et al. [141] conducted an analysis of 161 data breach notifications with respect
to their readability, structure, risk communication, and presentation of potential actions. The
results of this analysis indicate that notifications are long and require advanced reading skills.
Many companies use language to downplay or obscure whether the receiver of the message is af-
fected. Moreover, potential actions and offered compensations are frequently described in lengthy
paragraphs instead of clearly listed. In light of these findings, we opted for a short description of
the breaches in our study. The detailed design of notifications is, however, the subject of future
work.
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