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Current State of Consumer Smart Devices

Many different manufacturers, small startups, novice programmers
Low capability hardware, not enough for security protocols

Most data goes to an online server on the cloud

Even devices in the same home communicate via the cloud

MORE CHALLENGES

Limited encryption capabilities

Limited resources (RAM/ROM)

Limited clock:synchronization

Firmware must be upgraded from time'te time

e Sonke: Masimio Bocdi Beps: M fickr comPhotdsinassimo_piccol 12880390774/

woo 0018610}



Unpatched loT Devices Put Our Privacy at Risk

loT device network traffic:
Leaks user information
|dentifies the device being used

May also identify current user activity and behavior!

email:xxx@y.com

URI: smart-light json:{‘activity’:’switch_on’}




Case Study of Some Common Home loTs

Sharx Security
IP Camera

SmartSense
Multi-sensor

ran’

88

‘ I } Laptop Gateway
. (Passive Monitor)
Belkin WeMo
Switch
Ubi Smart
Speaker

Thermostat™



Digital Photoframe: Traffic Analysis

All traffic and feeds (RSS) cleartext over HTTP port 80
All actions sent to server in HTTP GET packet
Downloads radio streams in cleartext over different ports

DNS queries: api.pix-star.com, iptime.pix-star.com




805 789, 1260730€ 176.31.232.79 10.42.0.22 80 55833 HTTP/XHL

20613 800.9098370€ 176.31.232.79 10.42.0.22 80 55838 HTTP
20683 846.6026670€ 10.42.0.22 176.31.232.79 43560 80 HTTP

20693 846.8648530€ 10.42.0.22 176.31.232.79 43561 80 HTTP

Photoframe: Privacy Issues jrisiiis s o i

~ [Expert Info (Chat/Sequence): HTTP/1.1 260 OK\r\n]
[HTTP/1.1 200 OK\r\n]
[Severity level: Chat]
i ic | (Group: Sequence]
User email ID is in clear text Pl e i Y
. Status Code: 200
when syncing account Respanse Phrase: 0K
Server: nginx/1.4.1\r\n
Date: Tue, 63 Feb 2015 21:02:31 GMT\r\n
Content-Type: application/xml;charset=UTF-8\r\n

Current user activity in clear text Content-Length: 172\rAn

Connection: keep-alive\r\n

in HTTP GET };'}QP response 1/1)

[Time since request: 0.108809600 seconds]

[Request in frame: 20683]
veXtensible Markup Lanquage

DNS queries and HTTP traffic - oml>

v <status

. r H SLEEPING="0"
identifies a pix-star photoframe AODRESS=* Livinglabaypixstar. con .

ALBUM="1" email
RADIO="1422997193"
EMAIL="0"
DEFAULT="0 @"
FIRMWARE="1,023"
SYNC_TIME="80"
CONTACTS TIME="1"/>
</xml>

current activity

~ [Expert Info (Chat/Sequence): GET /api/?hsh-ca11148eddae99b9837689&bf81fddﬁ6&usrﬂ:«b!ceascfs&action-listcontacts HTTP/1.1\r\n]
[GET /api/?hsh=callld8eddae99b98a7es9abie3édanetusT=b4ab2c083cf8sact ion=Tistcontacts HTTP/1.1\r\n]

- v [Expert Info (Chat/Sequence): GET /apl/?hsh-canldseddaessbsaa'lsasabfaafddec&usr-bdahicmcfs&actlwlistradiogenres HTTP/1.1\r\n]
(GET /apl/7hsh-ca11148eddae99b98a7689abfsafddes&usr-b4ab2c983cf8&acnon l'rst-radiogenres HTTP/1.1\r\n]
[Severity level: Chat]

[Group: Sequence)

Request Method: GET

Request URI: /api/?hsh=calll48eddae99b98a7689abf83fddecsusr=bdab2ca83cf8taction=1istradiogenres
Request Version: HTTP/1.1




IP Camera: Traffic Analysis

All traffic over cleartext HTTP port 80, even though viewing the
stream requires login password

Actions are sent as HTTP GET URI strings
Videos are sent as image/jpeg and image/qif in the clear

FTP requests also sent in clear over port 21, and FTP data is sent
in clear text over many ports above 30,000

DNS query: www.sharxsecurity.com

o
.ﬂ.:‘



|IP Camera: Privacy Issues

Video can be recovered from FTP data traffic by network eavesdropper

DNS query, HTTP headers, and ports identify a Sharx security camera

8 14.67993900€ 10.42.0.44
9 14,82073600€ 46.252.157.130
10 14.82166000€ 10.42.0.44
11 14.82329700€ 10.42.0.44
12 14.95763800€ 46.252.157.130

14 14.99541300€ 10.42.0.44

16 15.09326200€ 10.42.60.44
17 15.09662100€ 10.42.0.44
18 15.23054000€ 46.252.157.130
19 15.23179300€ 10.42.0.44
20 15.23315800€ 10.42.0.44
21 15.23354400€ 10.42.0.44
22 15.23388500€ 10.42.0.44
23 15.37148300€ 46.252.157.136
24 15.37192260€ 46.252.157.136
25 15.37240900€ 10.42.0.44
26 15.37255700€ 10.42.0.44
27 15.37297600€ 10.42.0.44
28 15.37311300€ 10.42.0.44

46.252.157.130
10.42.0.44
46.252.157.130
46.252.157.130
10.42.0.44

46.252.157.130

46.252.157.130
46.252.157.130
10.42.0.44

46.252.157.130
46.252.157.130
46.252.157.130
46.252.157.130
10.42.0.44

10.42.0.44

46.252.157.130
46.252.157.130
46.252.157.130
46.252.157.130

45962
21
45962
45962
21

45962

60649

45962 FTP
21 TCP
21 FTP
45962 FTP

21 TCP

31786 TCP
21 FTP
45962 FTP
21 TCP
31786 FTP-DATA
31786 FTP-DATA
31786 FTP-DATA
60649 TCP
60649 TCP
31786 FTP-DATA
31786 FTP-DATA
31786 FTP-DATA
31786 FTP-DATA

private user data

—— e —— - --

74 Request: TYPE I
96 Response: 200 TYPE is now 8-bit binary

66 45962-21 [ACK] Seq=17 Ack=88 Win=8280 Len=0 TSval=1256532 TSe
72 Request: PASV

117 Response: 227 Entering Passive Mode (46,252,157,130,124,42)

66 45962-21 [ACK] Seq=23 Ack=139 Win=8280 Len=0 TSval=1256550 TSi

66 60649-31786 [ACK] Seq=1 Ack=1 Win=5840 Len=0 TSval=1256559 TS
102 Request: STOR M 2015-03-17 17-37-23 348.]pg

96 Response: 150 Accepted data connection

k=169 Win=8280 Len=0 TSval=1256573 TS

Ack=1375 Win=17280 Len=0 TSval=258450
Ack=2749 Win=20096 Len=0 TSval=258450'

smmam sat saama s a2 ma 4 amaasma:



Ubi: Traffic Analysis

All voice-to-text traffic sent in clear over port 80

Activities sent in clear, and radio streamed over port 80
Sensor readings are synced with server in the background over port 80

Only communication with google APl used HTTPS on port 443 and port 5228
(google talk)

DNS query: portal.theubi.com, www.google.com, mtalk.google.com,
api.grooveshark.com



Ubi: Privacy Issues

Although HTTPS is clearly available, Ubi still uses HTTP to
communicate to its portal. Eavesdropper can intercept all voice

chats and sensor readings to Ubi's main portal

Sensor values such as sound, temperature, light, humidity can identify
if the user is home and currently active

Email in the clear can identify the user

DNS query, HTTP header (UA, Host) clearly identifies Ubi device

v JavaScript Object Notation: application/json

v Array

current activity

v(Object

vMember Key: "c
String value:
vMember Key: "m
String value:

ategory"
UTTERANCE
essage”

how do I talk to you

vMember Key: "t

—

String value:

FROMUSER

vMember Key: "t
Number value:

ime"
1427075208996

v0bject
vMember Key: "category"
String value: UTTERANCE

vMember Key: "m

String value:|I am not fond of me at all
vMember Key: "type"
String value: |FROMUBI
vMember Key: "time"
Number value: 1427075209004

current state

o

..POST / ubi/v2/s
ensor?ac cessToke
n=89dade e0-7f66-
4796-9f9 0-1a436a
1f58ce H TTP/1.1.
.Accept: applica
tion/jso n..Conne
ction: C lose..Co
ntent-Ty pe: appl
ication/ json..Us
er-Agent : Dalvik
/1.6.0 ( Linux; U
; Androi d 4.4.2;
UBI MK8 02IV Bui
1d/K0T49 H)..Host
: portal .theubi.
com. .Acc ept-Enco
ding: gz ip..Cont
ent-Leng th: 311,

"sound level"



Nest Thermostat: Traffic Analysis

All traffic to nest is HTTPS on port 443 and 9543
Uses TLSv1.2 and TLSv1.0 for all traffic

We found some incoming weather updates containing location
information of the home and weather station in the clear.
Nest has fixed this bug after our report.

DNS query: time.nestlabs.com, frontdoor.nest.com, log-rts01-
iad01.devices.nest.net. transport01-rts04-
iad01.transport.home.nest.com




Nest: Privacy Issues

Fairly secure device: all outgoing personal traffic, including
configuration settings and updates to the server, use HTTPS

*User zip code bug has been fixed

DNS query as well as the use of the unique port 9543 clearly
identifies a Nest device.

[BHTTP/1 .1 200 0
K..Conte nt-Type:
applica tion/jso
n..Conte nt-Lengt
h: 7531. .Connect
ion: kee p-alive.

...{"085 42.U5"r{

0catio n":{"sta
tion 1d" :"KNJPRI
NC11","c ountry”:
"Us*,"la t":"40.3
5179138" ,"lon":"
-74.6601 6388","s
hort nam e":"Prin
ceton,NJ “,"timez
one":"ED T","time
zone lon g":"Amer
ica/New York","g
mt offse t":"-4.0
","full name":"
Princeto n,NJ 085
42 US"," city":"p
rinceton ","state
":"NJ"," zip":"08
542"},"c urrent":
{"temp f ":36.6,"
temp c": 2.6,"con
dition": "Clear",

L9p0o diz Jasn



Smartthings Hub: Traffic Analysis

All traffic over HTTPS on port 443 using TLS v1.2

No clear text port 80 traffic

Flows to an Amazon AWS instance running smartthings server
3-5 packets update every 10 sec in the background

DNS query: dc.connect.smartthings.com



Smartthings: Privacy Issues

Very secure: No information about IoT devices attached to hub is leaked
Background updates every 10 seconds (over HTTPS) fingerprint the hub

DNS query identifies Smartthings hub, but not individual devices

— 25

fi intabl I
Ingerprintable | packets/sec

background traffic

L S . - e’

4380s 4400s 4420s 4440s 4460s 4480s 4500s

Smartthings Traffic



Conclusion: Be Afraid!

Very difficult to enforce security standards

Multiple manufacturers
Low capability devices

Use of non-standard protocols and ports

Difficult to maintain and patch due to low workforce and/or expertise
Who is responsible? (ISPs? Consumers? Manufacturers?)

Who is liable? Who should pay?



Conclusion: Be Afraid!

Very difficult to enforce security standards

Multiple manufacturers
Low capability devices

Use of non-standard protocols and ports

Difficult to maintain and patch due to low workforce and/or expertise

Who is responsible? (ISPs? Consumers? Manufacturers?)

Who is liable? Who should pay?

Can we solve this on the network? If so, how?
How much information about user behavior do devices leak to the network?

Can we offload device security to the home gateway or the cloud?



Thanks!



Vitaly Shmatikov

Cornell Tech

What Mobile Ads Know About Mobile Users
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What Mobile Ads Know
About Mobile Users

Vitaly Shmatikov

joint work with
Sooel Son and Daehyeok Kim



1.8 million
apps in Google Play Store

source: AppBrain

41% include at least one
mobile advertising library

Every third

ad-supported app includes
multiple advertising libraries

source: Shekhar et al. (USENIX Security 2012)



Mobile

Mobile app

Web browser




», Advertiser

]

Prior research




Advertising services  Advertisers

* Large businesses * Lots of fly-by-night
— AdMob (Google), operators
Mopub (Twitter), * Ads resold via auctions,
AirPush, many others brokers, exchanges
* Provide AdSDK libraries * No reputation at stake,
to 100,000s of developers no accountability
* Millions of $ in revenue * Dynamic filtering and

. Reputation at stake sanitization are hard

Ad libraries must protect users

from malicious advertising



&)) Advertiser (% Advertiser

Advertiser

& Advertiser

Advertising Network

‘ Ad immmraceine [

Mobile ad impressions are
sandboxed inside WebView

Ad impression

Android |,
Device 1

WebView

RenderResponse(hifn|Response) {

Ad impression

JavaScript

App #2 I ‘ :

1 App #1
I

External Storage




O . O :
@Advemser @Advemser @) Advertiser

& Advertiser

Standard Web same origin policy:
JavaScript in a mobile ad cannot read

or write content from other origins

Android
Device
Ad impression RenderResponse(htphlResponse) {
] Scri webview.loadDataWithBaseURL(
' ! e “» [/ Origin to run gn impression.
htmlResponse, // Al impression

cation #3

... can load (but not read!)
files from external storage

External Storage




Android External Storage

* Can be read or written by any app
with appropriate permissions

* Media-rich mobile ads require

access to external storage iab
to cache images, video S TAIr S o

* Very weak access control for external storage

— Any app can read any other app’s files

— But mobile ads are not apps. Same origin policy =
untrusted JavaScript cannot read ext-storage files
... but can attempt to load them



O Malicious

=

O’D Advertiser

Advertising Network

I Device

I

| Target app
[ %

5

Sensitive file
resource

External Storage




fGoodR

App for finding pharmacies, compare drug prices
(1 to 5 million installs in Google Play Store)

Bookmark functionality £ MyRx Q
9 Pharmacies Near Current Location
Thumbnail images of drugs | “an B =ripiprazole
290 USSON 30 tablets 5Smg $270.00
that the user searched for
- Brintellix as low as
cached in external storage B 30 tablets 10mg $297.31

Xanax as low as
30 tablets 0.5mg $98.48
Paxil as low as
30 tablets 40mg $179.80




0 Malicious -
QOAdvertiser

which drugs the user is taking

Does this file exist?
file://sdcard/Android/data/co
.............. m.goodrx/cache/uil-

¢limages/45704837




O Malicious
Advertiser

Advertising Network

This app does not

Al I'ITP.'
est

— “Ifiles to infer user’s secrets

... but ads shown in any app
—lon the same device can use
the presence of its cached

include advertlsmg (D%
. WebView 9
| 1 s
. I Does‘ﬁ
|  Targetapp I Jiolate sa{_“z
............................................ . .
I <\ Ad-supported app orig\® polt
S

Has

Sensrtme file
resource

External Storage




)

Dolphin mobile browser

(50 to 100 million installs in Google Play Store)

Home X T

To reduce bandwidth e £
usage and response time,

caches fetched images, AR =5
HTML, and JavaScript in || Q OngimaiBriver e, |

Original Driver License.
e,

external storage oo, il




Advertising Network

0 Malicious
QOAdvertiser

Device

L

;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;

Cached webpages

External Storage




Our Study

* Several major Android advertising libraries

admob AdMarvel .,
MOoPUL airpush

* “Local resource oracle” present in all of them
* All acknowledged the issue,
several fixed in their latest AdSDK releases



How does information
about the user flow from
AdSDK to advertisers?

A %, Advertiser
i m

N

App -;':'.';1'] '_w'_:-'_".':-r: e
code - .



Flow of User’s Location in MoPub

Tracking URL
http://advertiser.com?lat=26%LATITUDE%%&id=%eudid | &...

Advertiser Advertising creative
<html>
S gy @ Repra st
a 6 5T¢= 6€.P : and a tracking URL.

'WebView sends location and
id via the tracking request.

Send an ad HTTP request

1ads.mopub.com?lat=123.1231&id=2 123123

— =

3

MoPub
Servers

Deliver the creative that contains |

the tracking URL with actual values
<img src="advertiser.com?lat=1223.1231&id=2123123">
... advertising creative ...

</html>




If app has ACCESS_FINE_LOCATION,
ad can infer the user’s trajectory

2015-11-29 12:32:50

) 15-11-29 12:57:45
2015-11-29 12:54'48

' 2015-11-29 12:34:26
' 2015-11-29 12:35:23

2015-11-29 12:54:.14
20715-11-29 12:53:27

2015-11-29 12:52:27 ' 2015-11-29 12:36:10

2015-11-29 12:51:50
’ 2015-11-29 12:37:08

2015-11-29 12:51:21
' 2015-11-2912:37:19

20]5-11-29 12:50:12

' 2015-11-29 12:38:17

' 2015-11-29 12:38:59

' 2015-11-29 12:39:36



Our Results g5 2016

* First study of how Android advertising services
protect users from malicious advertising

e Standard Web same origin policy is nho longer
secure in the mobile context

— Mere existence of a certain file in external storage
can reveal sensitive information about the user

— Other security and privacy issues

* Proposed a defense; direct impact on the
design of the mobile advertising software stack



Florian Schaub

Carnegie Mellon University

Towards Usable Privacy Policies: Semi-
automatically Extracting Data Practices
From Websites’ Privacy Policies

Co-authors: Norman Sadeh, Alessandro Acquisti, Travis D. Breaux, Lorrie
Faith Cranor, Noah A. Smith, Fei Liu, Shomir Wilson, James T. Graves,
Pedro Giovanni Leon, Rohan Ramanath, Ashwini Rao (Carnegie Mellon

University); Aleecia M. McDonald (Stanford University); Joel Reidenberg, N.
Cameron Russell (Fordham University)
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Towards Usable
Privacy Policies

Semi-automatically Extracting
Data Practices from Privacy Policies

Florian Schaub
Carnegie Mellon University

Norman Sadeh | Lead Principal Investigator
Carnegie Mellon University

wwww.usableprivacy.org

USABLE PRIVACY.orc

the usable privacy policy project

Carnegie
Mellon
University

Cent
Law and

CLIP

Information
Policy

AT FORDHAM LAW SCHOOL

A NSF SaTC
7~ Frontier project
(CNS-1330596)




Norman Sadeh, Alessandro Acquisti, Travis Breaux,

Lorrie Cranor, Noah Smith Carnegie

Jaspreet Bhatia, Aswarth Dara, Harishma Dayanidhi, James Graves,
Bin Liu, Fei Liu, Alessandro Oltramari, Mads Schaarup Andersen, Mell()n

Florian Schaub, Shomir Wilson, Rohan Ramanath, Ashwini Rao, U o o
niversity

Kanthashree Sathyendra

JOe| Reldenberg (Lljvrzltgrm(j)n
N. Cameron Russell, Thomas B. Norton, Antoine Bon, Samuel CLI P 'P”gﬁg;a“m
Borenzweig, Alexander Callen, Timothy Carter, Elle Davis, Amanda e S

Grannis, Sophia Qasir, Stephanie Tallering

ol
Aleecia McDonald, Barbara van Schewick C%S

Pedro Giovanni Leon, Margaret Hagan

The Center for
Internet and Society

A NSF SaTC
Frontier project
(CNS-1330596)

USABLE PRIVACY.orc

the usable privacy policy project




Privacy notice & choice

2—E—ur

user privacy policy service provider

USABLE PRIVACY.orc



Privacy notice & choice

transparency A legal & regulatory

& control compliance
— limited liabiljty
A e
assess & ﬁ

enforce
compliance .

Symposiim on Usable Prvacy and Securty, dune 2015, USABLE PRIVACY.oxre



Privacy notice & choice

legal & regulatory
compliance
limited liabiljty

A

assess &
enforce

compliance .

Symposiim on Usable Prvacy and Securty, dune 2015, USABLE PRIVACY.oxre




Privacy policies

long & complex
difficult to understan

jargon & vagueness

lack of choices

Sections =

Privacy Policy

@he Washington Post

en frangais
suomeksi
pa svenska

HIYSN

PRIVACY
POLICY

Search for artists, bands, tracks, podca:

We have updated our Privacy Policy as of 10 June 2015.

SoundCloud Privacy Policy

Welcome to SoundCloud®, a service provided by SoundCloud Limited (“SoundCloud’
“we" “our”, "us").

Your privacy is important to us. This Privacy Policy explains how we collect, store, us
disclose your information when you use soundcloud.com and m.soundcloud.com

B Microsoft

Privacy & Cookies

View Privacy Statement for:

i m

Last Updated: October 2014

(together, the "Website"), our mabile and desktop apps (the "Apps") and all relate
sites, players, widgets, tools, apps, data, software, APIs and other services provided
SoundCloud (the “Services”).

This Privacy Policy explains the following, amongst other things:

Our principles with respect to your information and your privacy

The information we collect about you

How we use your information

How we share your information

How we use cookies and similar technology

Microsoft.com Fm ——

This privacy statement applies to Micr

product support services. It does nol a|
statements.

Please read the summaries below and

product's privacy statement. Same prod
Microsclt's commitment 1o protecting

. Cookies & Simil

Most Microsoft websites use *cookies.”

collect information about online activity.

sign-in; provide targeted ads; combat fraf

We also use web beacons 1o help del

panty service providers.

You have a variety of 100is 1o control cog)
+ Browser conirols 1o block and delet

©

©
©
o

v

v

v

v

What kinds of information do
we collect?

How do we use this
information?

How is this information shared?

How can | manage or delete
information about me?

How do we respond to legal
requests or prevent harm?

How our global services operate

How will we notify you of
changes to this policy?

Schaub et al., A Design Space for Effective Privacy Notices. SOUPS’15:

Symposium on Usable Privacy and Security, June 2015.

¥ Florian  Home

Data Policy

We give you the power to share as part of our mission to make the echnolo
world more open and connected. This policy describes what acy Pol
information we collect and how it is used and shared. You can find
additional tools and information at Privacy Basics.

As you review our policy, keep in mind that it applies to all Facebook

brands, products and services that do not have a separate privacy
policy or that link to this policy, which we call the “Facebook Services”

et »

USABLE PRIVACY.ors



Privacy policies

long & complex
difficult to understan

jargon & vagueness

lack of choices

REPORT TO THE PRESIDENT
BIG DATA AND PRIVACY:

A TECHNOLOGICAL
PERSPECTIVE

Executive Office of the President

President’s Council of Advisors on
Science and Technology

Sections =

Privacy Policy

= @he Washington Post

PRIVACY
POLICY

en frangais
suomeksi
pa svenska

HIYSN

Search for artists, bands, tracks, podca:

We have updated our Privacy Policy as of 10 June 2015.

SoundCloud Privacy Policy
Welcome to SoundCloud®, a service provided by SoundCloud Limited (“SoundCloud’
“we" "our”, "us").

Your privacy is important to us. This Privacy Policy explains how we collect, store, us
disclose your information when you use soundcloud.com and m.soundcloud.com

B Microsoft

Privacy & Cookies

View Privacy Statement for:

i m

Last Updated: October 2014

(together, the "Website"), our mabile and desktop apps (the "Apps") and all relate
sites, players, widgets, tools, apps, data, software, APIs and other services provided
SoundCloud (the “Services”).

This Privacy Policy explains the following, amongst other things:

Our principles with respect to your information and your privacy

The information we collect about you

How we use your information

How we share your information

How we use cookies and similar technology

MICrOSOﬂCOm ﬁ Search Facebook

This privacy statement applies to Micr
product support services. It does nol a|
statements.

Please read the summaries below and
product’s privacy statement. Same prod
Microsclt's commitment 1o protecting

. Cookies & Simil

Most Microsoft websites use *cookies.”
collect information about online activity.
sign-in; provide targeted ads; combat fraf
We also use web beacons 1o help del
panty service providers.

v

You have a variety of 100is 1o control cog)

v

©
©

« Browser controls (o black and delets

“Only in some fantasy world
do users actually read these
notices and understand their
implications before clicking to
© indicate their consent”

(& )

v

K

What kinds of information do
we collect?

How do we use this
information?

How is this information shared?

How can | manage or delete
information about me?

How do we respond to legal
requests or prevent harm?

How our global services operate

How will we notify you of
changes to this policy?

¥ Florian  Home

r gistering

Da.ta POllcy he mani

We give you the power to share as part of our mission to make the echnolo

world more open and connected. This policy describes what PE'CI_V Pol
olicy

information we collect and how it is used and shared. You can find
additional tools and information at Privacy Basics.

As you review our policy, keep in mind that it applies to all Facebook
brands, products and services that do not have a separate privacy

policy or that link to this policy, which we call the “Facebook Services”

»

e

USABLE PRIVACY.ors



Privacy policies

long & complex

difficult to understand

jargon & vagueness

lack of choices

REPORT TO THE PRESIDENT

BIG DATA AND PRIVACY:

A TECHNOLOGICAL
PERSPECTIVE

Executive Office of the President

President’s Council of Advisors on
Science and Technology

“Only in some fantasy world
do users actually read these
notices and understand their
implications before clicking to

Indicate their consent”

Sections =

@he Washington Post

Privacy Policy

Search for artists, bands, tracks, podca:

PRIVACY
POLICY

We have updated our Privacy Policy as of 10 June 2015.

SoundCloud Privacy Policy

Welcome to SoundCloud®, a service provided by SoundCloud Limited (“SoundCloud’

en frangais "we" "our”, "us").
SL;OST:::[‘G Your privacy is important to us. This Privacy Policy explains how we collect, store, us
?..-». disclose your information when you use soundcloud.com and m.soundcloud.com

(together, the "Website"), our mabile and desktop apps (the "Apps") and all relate
sites, players, widgets, tools, apps, data, software, APIs and other services provided
SoundCloud (the “Services”).

B Microsoft

Privacy & Cookies

This Privacy Policy explaia
View Privacy Statement for:

Micros

This privacy statel
product support s
statements.
Please read the su
product's privacy sta
Microsoft's commitme

Most Microsoft websites
collect information about d
sign-in; provide targeted ad
We also use web beacons
party service providers.
You have a variety of 160ls to contral cod 5 How can | manage or delete
information about me?

As you review our policy, keep in mind that it applies to all Facebook
brands, products and services that do not have a separate privacy
policy or that link to this policy, which we call the “Facebook Services”

« Browser controls (o black and delets

How do we respond to legal
requests or prevent harm?

.. How will we notify you of

changes to this policy? -
@ -

USABLE PRIVAC Y.ore
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Overcoming the status quo

Layered privacy notices
Privacy nutrition labels
Privacy icons

Machine-readable policies
(e.g. P3P or Do Not Track

Acme

information  ways we use your information information sharing
we collect

other public
comparies  forums.

and
maintan e maetng  telemanketng profiing

contact
informaton LA

raphic
informaton

fnancial
information

health
information

" -nu- -
purchasing
information

your ackivity on
nis sie

Access to your information acmecon
This site gjves you scoess 1o your contact data and some 5000 Forbes Avenue
of s cata idenstied wen you Prassurgh, PA 15213 Unted

Suios
o 10 tesalve privacy-related disputes with s site Prone: 800-555-8555
Pioass o our customar

The Platform for Privacy Preferences 1.1 (P3P1.1) Specification

W3C Working Group Note 13 November 2006

<POLICY xmlns="http://www.w3.org/2000/P3PV1"
entity="TheCoolCatalog, 123 Main Street, Seattle, WA 98103, USA">
<DISPUTES-GROUP>
service="http://www.PrivacySeal.org"
resolution-type="independent"
description="PrivacySeal, a third-party seal provider"
image="http://www.PrivacySeal.org/Logo.gif"/>
</DISPUTES-GROUP>
DISCLOSURE discur.
<STATEMENT>
<CONSEQUENCE-GROUB>
<CONSEQUENCE>a site with clothes you would appreciate</CONSEQUENCE>
</CONSEQUENCE-GROUP>
<RECIPIENT><ours/></RECIPIENT>
<RETENTION><indefinitely/></RETENTION>
<PURPOSE><custom/><develop/></PURPOS!
<DATA-GROUP>
<DATA name="dynamic.cockies" category="state"/>

http://www,CoolCatalog, com/Practices html* access="none"/>

<DATA name="dynamic.miscdata" category="preference"/>
<DATA name="user.gender"/>
<DATA name="user.home." optional="yes"/>
</DATA-GROUP>
</STATEMENT>

<RECIPIENT»<ours/></RECIPIENT>
<PURPOSE><admin/><develop/></PURPOSE>
<RETENTION><indefinitely/></RETENTION>
<DATA-GROUP>
<DATA name="dynamic.clickstream.server"/>
<DATA name="dynamic.http.useragent"/>
</DATA-GROUP>
</STATEMENT>
</POLICY>

USABLE PRIVACY.orc




Overcoming the status quo

Layered privacy notices

(778
CTERS |

D. Disconnect Privacy Icons

Info Share

@O w"anE

Privacy nutrition labels ‘

Q|

Privacy icons

Machine-readable policies
(e.g. P3P or Do Not Track

Display Options >

The Platform for Privacy Preferences 1.1 (P3P1.1) Specification

Acme
information ways we use your information information sharing
‘we collect
e e e
i e el W S
-
Hometn - - -
- -
o -mm- -
iy
financial
(=)
health
s
” -m“- -
=
information
social security
=
paed ]
A
you ocan
sooess 0 your inormation

This site gjves you scoess 1o your contact data and some
hor ata idensfiod wen you

o 10 tesalve privacy-related disputes with s site

5000 Forbes Avenue
Prassurgh, PA 15213 Unted

Suios
Prone: 800-555-8555

Pioasa amad our o

W3C Working Group Note 13 November 2006

<POLICY xmlns="http://wwW.w3.org/2000/P3Pvi"
entity="TheCoolCatalog, 123 Main Street,
<DISPUTES-GROUP>

Seattle, WA 98103, USA">

servi

http://www.Pri
resolution-type="independent"
description="PrivacySeal, a third-party seal provider"
image="http://www.PrivacySeal.org/Logo.gif"/>
</DISPUTES-GROUP>
DI discuri="http:

www, CoolCatalog, com/Practice:

1.o0rg"

html" access="non

s

<STATEMENT>

<DATA-GROUP>

<DATA name

</STATEMENT>

<DATA name=

<CONSEQUENCE-GROUB>
<CONSEQUENCE>a site with clothes you would
</CONSEQUENCE-GROUP>
<RECIPIENT><ours/></RECIPIENT>
<RETENTION><indefinitely/></RETENTION>
<PURPOSE><custom/><develop/></PURPOSE>

appreciate</CONSEQUENCE>

<DATA name="dynamic.cockies" category="state"/>
lynamic.miscdata" category="preference"/>
ser.gender"/>

<DATA name="user.home.” optional="yes"/>
</DATA-GROUP>

<DATA-GROUP>

</DATA-GROUP>
</STATEMENT>
</POLICY>

<RECIPIENT><ours/></RECIPIENT>
<PURPOSE><admin/><develop/></PURPOSE>
<RETENTION><indefinitely/></RETENTION>

<DATA name="dynamic.clickstream.server"/>
<DATA name="dynamic.http.useragent"/>

USABLE PRIVACY.ors



Project objectives

- Semi-automatically analyze natural language
privacy policies to extract key data practices

« Combine crowdsourcing, machine learning
natural language processing to enable large-
scale analysis of privacy policies

 Model users’ privacy preferences to focus on
those practices they care about

* Develop effective user interfaces that convey
relevant and actionable information to users

Sadeh et al., The Usable Privacy Policy Project: Combining Crowdsourcing,
Machine Learning and Natural Language Processing to Semi-Automatically U S AB |_ E P R I VACY_ ORG
Answer Those Privacy Questions Users Care About, CMU Tech Report, 2013.



Tightly interconnected threads

Natural Language features for which User Privacy
Privacy Policies to elicit user Preference Modeling
of Websites

preferences

identification
and generation

' 4

v

Semi-Automated

Extraction of Privacy 2 Fe?tures Puser
Policy Features : ot rivacy
/ | policy features LGS AELEEE Profiles
orma to be extracted
models ‘ 0 be extracte support
person-
ey oimplified Privacy alization

features
privacy practices to Effective

be presented to user User Interfaces for
Privacy Notices

Policy Models
iterative

Policy Analysis
‘ ‘ design
Inform Public Policy Inform Internet Users

Sadeh et al., The Usable Privacy Policy Project: Combining Crowdsourcing,
Machine Learning and Natural Language Processing to Semi-Automatically US AB I_E PR I VACY_ ORG
Answer Those Privacy Questions Users Care About, CMU Tech Report, 2013.




ldentifying data practices of interest

* Legal analysis
 Analysis of privacy harms addressed through litigation

« User modeling
 Studies on privacy preferences & concerns

* Policy content analysis
» Analysis of how practices are described in privacy policies

* Ambiguity and vagueness in privacy policies

Reidenberg et al., Privacy Harms and the Effectiveness of the Notice and Choice
Framework. 1/S Journal of Law & Policy for the Information Society. vol. 11, 2015.
Wilson et al., Crowdsourcing Annotations for Websites’ Privacy Policies: Can It

Really work? WWW’16: Intl. Worldwide Web Conference, April 2016. U SAB I_ E P R I VACY
«ORG



Search this policy Q

time.com

Sports lllustrated
PRIVACY POLICY

Table of Contents

The Information We Collect

How We Use the Information

Privacy Options

Your California Privacy Rights: Notice to California Customers
Collection of Information by Third-Party Sites and Sponsors
Cookies

Qur Commitment to Security

Accessing, Correcting, and Deleting Your Personal Information
Retention of Personal Information

Special Note for Parents

Changes to this Privacy Policy

How to Contact Us

Safe Harbor Privacy Policy

European Union Privacy Information
For citizens of member countries of the European Union, and

Switzerland, Norway, Lichtenstein, Iceland, Australia, and New Zealand

Canada Privacy Information

This is the Privacy Policy which applies to you if you live outside the
European Union, Switzerland, Norway, Lichtenstein, Iceland, Australia,
New Zealand, and Canada.

Crowdsourcing policy annotations

Answer the following questions

Click here to view the instructions again

Question:
Does the policy state that the website might collect
contact information about its users?

ot it

Your personally identifiable information may be required to
engage in these activities as well as to receive products and
services that you may have requested.

(O No - the policy explicitly states that the website will not collect
contact information.

() Yes - the policy explicitly states that the website might collect
contact information.

(O Unclear - the policy does not explicitly state whether the website
might collect contact information or not, but the selected
sentences could mean that contact information might be
collected.

() Not applicable - this question is not addressed by this policy.

Your Progress

Jump directly to question ~

Wilson et al., Crowdsourcing Annotations for Websites’ Privacy Policies: Can It
Really work? WWW’16: Intl. Worldwide Web Conference, April 2016.

USABLE PRIVACY.orc



Crowdsourcing policy annotations

collection of contact information

2X Yes: The policy explicitly states that the
website might collect contact information

6X Unclear: The policy does not explicitly state
The Information We Collect whether the website might collect contact
information or not

At some Turner Network sites, you can ord products enter contests, vote in polls or otherw1se
express an opinion, subscribe to one of our sprvices such as our online newsletters, or
in one of our online forums or communiti

At some Turner Network sites, you may also be able to submit information about other people.
For example, you might submit a person's name and ¢-mail address to send an electronic greeting

USABLE PRIVACY.ors



How good are crowdworkers?
REELIIS

Studies to compare performance of PRIVACY
* privacy policy experts EXPER

e grad students in law & public policy
 MTurk crowdworkers

« Annotation of 26 policies

« 26 policies annotated by
crowdworkers & skilled annotators

* 6 policies also annotated by experts

Reidenberg et al., Disagreeable Privacy Policies: Mismatches between Meaning
and Users’ Understanding. Berkeley Technology Law Journal, vol. 30, 1, pp.39-88,
May 2015

Wilson et al., Crowdsourcing Annotations for Websites’ Privacy Policies: Can It
Really work? WWW’16: Intl. Worldwide Web Conference, April 2016. USAB I_E P R I VACY. ORG



How good are crowdworkers?
REELIIS

* Results highlights PRIVALCY
- Even experts do not always agree EXPER

« Data collection relatively easy to identify
 Data sharing practices more difficult
* Finer nuances difficult to extract

Reidenberg et al., Disagreeable Privacy Policies: Mismatches between Meaning

and Users’ Understanding. Berkeley Technology Law Journal, vol. 30, 1, pp.39-88, U R
Viay 2015 SABLE PRIVACY.orc



Accuracy of crowdworker annotations

Compared to skilled annotators on 26 policies

260% Agree _ %

151/163 agreement with skilled annotators

270% Agree _ %//////%

132/151 agreemen-t with skilled annotators

280% Agree W/////////////%

118/123 agreem-ent with skilled annotators

sonngee L W

88/90 agreement with skilled annotators

100% Agree )i

42/4.‘;‘ agreement with skilled annotators

Crowdworker Agreement Threshold

0% 20% 40% 60% 80% 100%
Answers by Applying Threshold

Correct M Incorrect % Insufficient Agreement

Wilson et al., Crowdsourcing Annotations for Websites’ Privacy Policies: Can It U S AB LE P R I V ACY
Really work? WWW’16: Intl. Worldwide Web Conference, April 2016. =ORG



Enhancing extraction tasks with Machine
Learning and NLP

» Accurate crowdsourcing of policy annotations is feasible
« But privacy policies are still long and complex

« Goal: Help crowdworkers read selectively (thus working
more rapidly) without loss of accuracy

USABLE PRIVACY.ora



Predicting & highlighting relevant paragraphs

Skip to highlighted paragraph:| Previous ..
privacy practices specific to the website or online service. . . L Og I Stl C
Answer the following questions :
o regression based
y Statement describes the types of personal information we Giick hers to view the instructions again
collect on the Site, how we may use that information and with whom we
may share it. The Privacy Statement also describes the measures we re I eva n Ce m O d e I S

take to protect the security of the personal information. We also tell you
how you can reach us to ask us to update your preferences regarding
how we communicate with you or answer any questions you may have
about our privacy practices.

Question 2:
Does the policy state that the website might collect
financial information about its users?

Highlight X
Information We Collect Find the answer in the document, highlight the sentences

containing the answer, and click the biue button above to paste pa rag ra p hS mOSt

You may choose to provide us with personal information (such as name, UL

contact details and payment information), such as: 4 re I eva n t fo r

& f (") No - the policy explicitly states that the website will not collect .
ntact information, such as your name, address, telephone number, e o t t
and email address, and your title or occupation. ) _ _ ; C U rre n q U e S I O n
() Yes - the policy explicitly states that the website might collect

) financial information.
Login and access credentials (such as usermame and password) for

L1 Lowe's accounts. () Unclear - the policy does not explicitly state whether the website
| | might collect financial information or not, but the selected
] Payment information, such as your payment card number and expiration sentences could mean that financial information might be

date. collected.

() Not applicable - this question is not addressed by this policy.

.

Date of birth,

The geolocation of your device (such as if you opt to use the "Find Near

Me" feature of the mobile-optimized portion of our websites or our [EEEA Your Progress
Mobile Applications).

Jump directly to question ~

Wilson et al., Crowdsourcing Annotations for Websites’ Privacy Policies: Can It U S AB LE PR I V ACY
Really work? WWW’16: Intl. Worldwide Web Conference, April 2016. =ORG



Predicting & highlighting relevant paragraphs

Crowdworkers can

be induced to label w
privacy policies 005
faster without ol
affecting accuracy. |

v

53/54 agreement with skilled annotators

%

56/58 agreement with skilled annotators

Condition
NOHIGH TOPOS TOP10

0.00
0

0% 20% 40% 60% 80% 100¢
Answers by Applying 280% Crowdworker
Agreement Threshold

Correct M|ncorrect 7 Insufficient Agreement

Wilson et al., Crowdsourcing Annotations for Websites’ Privacy Polic
Really work? WWW’16: Intl. Worldwide Web Conference, April 2016.

0.02}

0.01f

— No Highlights
— Top 10

16:23 min = CEE
18:16 min
18:56 min

20 40 60 80 100

esCantt | JSABLE PRIVACY.osc



Multi-step annotation workflow

— |- — - — )

— segment categorize category- —
policy into — contentof | ——— specific
- paragraphs paragraphs follow-up
—I tasks
——I N
N
——

Breaux & Schaub, Scaling Requirements Extraction to the Crowd: Experiments U S AB LE P R I V ACY
with Privacy Policies. RE’14: Intl. Requirements Engineering Conf. 2014. =ORG



Simplified but fine-grained tasks

Click here to read the expanded instructions with an example.

Short Instructions: Select the action verbs with your mouse cursor and then press one of the following keys to

Res ponse indicate when the verb describes an act to:
OpthﬂS .fOF . « Press 'c' for collect - any act by Zynga to collect information from another party, including the user
Categorlzatlon « Press 'u' for m - any act by Zynga or another party to use or modify information for a particular purpose
» Press't' for transfer - any act by Zynga to transfer or share information with another party, including the user
+ Press 't for w - any act by Zynga to retain, store or delete information
Select In the following paragraph, any pronouns "We" or "Us" refer to the game company Zynga, and "you" refers to the
Zynga user.
relevant
words and Paragraph:
press button We may collect or receive information from other sources including (i) other Zynga users who choose to upload

their email contacts; and (ii) third party information providers.

| Submit Query | | Clear Last | | Clear All |

Breaux & Schaub, Scaling Requirements Extraction to the Crowd: Experiments US AB LE PR I V ACY
with Privacy Policies. RE’14: Intl. Requirements Engineering Conf. 2014. =ORG



Annotation dataset

Current Policy: www.imdb.com-privacypolicy-05-2014.csv

First Party Collection/Use | Third Party Sharing/Collection = User Choice/Control

® Action First-Party *

Identifiability

Information You Give Us: We a o INNSENENEE, cu enter 0 @ Personal Information Type *
Bif8 or give us in any other way. Click here to see examples of what we collect.

@ Purpose *
SRS NSIEEIEEEl /o use the information that you provide for such
purposes as responding to your requests, ESISTIBNONISIDIONSHONONYON, @ user Type

improving our site, and communicating with you.
@ Choice Type

@ Choice Scope

Practices of this paragraph

First Party Collection/Use

« Does Explicit Collect on website not-selected Generic personal information Basic
service/feature not-selected Don't use service/feature not-selected m

Third Party Sharing/Collection
User Choice/Control
|_llcor Arcacc Edit and Dalatinn

References another place in the policy

creating corpus
of >100 privacy

First Party Collection/Use polici tated
User Access, Edit and Deletion Data Retention Data Security rty O I CI eS a n n O a e
® Does/Does Not Does .
Policy Change Do Not Track International and Specific Audiences Other by I aW Stu d e n tS
4/29 Implicit/Explicit Explicit

Collect on website .

not-selected .

gold standard
data for ML/NLP
research

Generic personal information ..
Personalization/Customization .
not-selected .

Don't use service/feature ..

not-selected .

USABLE PRIVACY.orc



Annotation dataset

Google google.com

Practices
First Party Colle&ion/UseO
Third Party Sharing/Collection @

User Choice/Control @

lUserAccess, Edit and Deletion @ [ 5]
lData Security @ (5]
Data Retention @

International and Specific Audiences @

Do Not Track @

©

tolicy Change @
Othero ©

(10 Take a tour B Data

Privacy Policy =

Based on the Google Privacy Policy from Jun 30, 2015.

Welcome to the Google Privacy Policy

When you use Google services, you trust us with your information. This Privacy Policy is
meant to help you understand what data we collect, why we collect it, and what we do with it.
This is important; we hope you will take time to read it carefully. And remember, you can find
controls to manage your information and protect your privacy and security at My Account.

Privacy Policy
Last modified: June 30, 2015 ( view archived versions)

There are many different ways you can use our services - to search for and share information,
to communicate with other people or to create new content. W

v " VD r ’ ult ds, t t le or tomake
sharing with others quicker and easier. As you use our services, we want you to be clear how
we're using information and the ways in which you can protect your privacy.

Our Privacy Policy explains:

* What information we collect and why we collect it
* How we use that information.
* The choices we offer, including how to access and update information.

We've tried to keep it as simple as possible, but if you're not familiar with terms like cookies,
IP addresses, pixel tags and browsers, then read about these key terms first. Your privacy
matters to Google so whether you are new to Google or a long-time user, please do take the
time to get to know our practices - and if you have any questions contact us.

127 131 @ 132

creating corpus
of >100 privacy
policies annotated
by law students

gold standard
data for ML/NLP
research

USABLE PRIVACY.ors



Towards automated extraction

Paragraph sequence alignment

amazoncom Walmart - /.\ ebay

Paragraph A Paragraph C

Paragraph D

Paragraph B Paragraph E

Liu et al., A Step Towards Usable Privacy Policy: Automatic Alignment of Privacy U S AB L E P R I v ACY
Statements. COLING'14, 2014. «ORG



Providing notice to users

 Relevant information
* highlight practices users care about
* emphasize unexpected practices
» usable and intuitive interface

« Actionable information
« show available privacy choices
* help users find privacy-friendly alternatives
* enable users to express dislike of practices

* Development of Privacy Browser Plugin
 provide information independent of website

USABLE PRIVACY.ora



Browser plugin design

Display limited set of relevant
practices

User-centered iterative design
Focus groups
Online studies
Field studies

Public release: Summer 2016

amorenow.us’s Privacy Practices 6 Friendly
______ i itsiatat s il 4 Unfriendly b
et i e 4. - ECEED -
Our analysis of the amorenow.u3 Deivacy policy suggests the following privacy practices
) . | amorenow.us's Privacy Practices 6 Friendly
» H(;w is my mfoqrrngno e 4 Unfriendly °
2 FRIENDLY / 0 UNFRIENDLY | 25° o ihe amorenow.us pivacy policy from July 26, 2015
gt 20 N P
P How is my informatio)
1 FRIENDLY / 1 UNFRIENDLY
’ How are my online ad Our analysis of the amorenow.us privacy policy suggests the following privacy practices
1 FENOLY /1 UNFRIENDLY This Site Compared with
P Canlaccess and delq _ , o o e
3 Fosewng v s 3 ymseowewes v | P How is my information collected and used? - -
amorenow.us's Privacy Practices 6 Friendly Em B
. from July 26, 4 Unfriendly . » ”»
» KN
L . »
Our analysis of the amorenow.us privacy policy suggests the following privacy practices ;s . o
» How is my information collecled and used? - g
2 FRIENDLY / 0 UNFRIENDLY IACT
» How is my information shared"
1 FRIENDLY / 1 UNFRIENDLY
P - ;
P How are my online activities !racked Practices

1 FRIENDLY / 1 UNFRIENDLY PRACT

» Can | access and delete my mfc:rmahon7

1 FRIENDLY / 1 UNFRIENDLY

» How long is my lnformatlon kept"

0 FRIENDLY / 1 UNFRIENDLY PRA

» How can the privacy pohcy change’
1 FRIENDLY / 0 UNFRIENDLY PR E

Privacy Practices for Similar Sites:

w_r

LoveMatch L

-

lected and used?
hred?
|ps tracked?
y information?
n kept?
change?

oveNow DateToday

kcy policy suggests the following privacy practices:

+2 Points

+1 Points

+0 Points
+1 Points

USABLE PRIVACY.ors




Conclusions

« Semi-automatic analysis of privacy policies with
crowdsourcing, natural language processing and machine
learning

* Enable large-scale analysis of privacy policies

 Modeling users’ privacy preferences to identify
unexpected and relevant practices

* Development of effective user interfaces that convey
relevant and actionable information to users

Florian Schaub Norman Sadeh
fschaub@cmu.edu Lead Pl | sadeh@cmu.edu

USABLE PRIVACY.orc
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Personalized Privacy Assistants
From Android Apps to the Internet of Things

Norman Sadeh

Professor, School of Computer Science
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People Care About Privacy...

Percentages of people

; : Location
surprised by an App’s Device ID
Permission Requests Contact List

g

Angry Bird
Fﬁ;ﬁﬁ?‘fk (rank 3)

. J. Lin, S. Amini, J. Hong, N. Sadeh, J.
Lindgvist, J. Zhang, “Expectation and
; Y Purpose: Understanding Users’ Mental
L) L‘J Models of Mobile App Privacy through
Crowdsourcing”, Proc. of the 14th ACM

International Conference on Ubiquitous

Computing, Pittsburgh, USA, Sept. 2012
Brightest Flashlight
T?a':.'?ﬂ{? (rank 78)

Copyright ©2016 Norman Sadeh FTC Privacy Conference — January 2016



...But They Are Feeling Helpless...

Privacy policies are too
long and too complex

| If this has failed on the fixed
Web, what are the chances it

will work on smartphones or
INn 10T?

» fine location, coarse location

lal Fused Location
— fine location, coarse location

Copyright ©2016 Norman Sadeh FTC Privacy Conference — Januar y 2016



Personalized Privacy Assistants

Selectively inform us about privacy
practices we may not be expecting, yet
care about

Learn many of our privacy preferences and
semi-automatically configure many
settings on our behalf

Motivate us to occasionally revisit some of
our preferences and decisions

The assistants should ideally work across
any number of environment and be
minimally disruptive

Copyright ©2016 Norman Sadeh FTC Privacy Conference — January 2016




One Size-Fits-All Defaults Doesn’t Work

. Very
28  Comfortable FINE_LOC| 79 166 144 193
I o
COARSE_LOC| 69 189 184 152 4

FINE_LOC] 20

COARSE_LOC] 1.16

PHONE STATE] - PHONE_STATE| 105 142 1.65 178 13

Permissions
Fermissions

CONTACT CONTACT| 1.16 230 — 150 9
sms| 127 — — 21 4
ACCOUNTS| 14 == ACCOUNTS| L38 146 — 226
E E -2 E =T E ]
= g Very - =
= Uncomfortable - q:
Purposes Purposes
Users’ Average Preferences Variance among Users
White - comfortable Darker yellow - larger
Red - uncomfortable variance

Data based on 725 users and 837 apps (=21,000 HITs)

Copyright ©2016 Norman Sadeh FTC Privacy Conference — January 2016



Mobile App Privacy Preferences

A small number of privacy profiles can go a long way

Fence-Sitters 75.39%
Advanced Users 80.54%
Unconcerned 85.29%
Conseratives 86.50%
All Profiles . . : 1 79.37%
Grand Average 55.82%

0.00% 20.00% 40.00% 60.00% 80.00%100.00%
Accuracy

“Grand Average”: Results obtained with “one-size-fits-all” profile

Copyright ©2016 Norman Sadeh FTC Privacy Conference — January 2016



Pure Prediction vs. Interactive Model

Learning personalized
privacy preference
models

Classification with users' active labeling of uncertain data

¢ ox =
KKK X X X 3

If users can label an
additional 10% of their
permission decisions, the
prediction accuracy will
climb from 87.8%b to
91.8%0...and that’s only
6 questions...

Accuracy of classifcation

86

0 10 20 30 40 50 60 70 80 90 100
Percentage of data points that need users' labeling
Precision on unlabeled data  * Precision Overall At 2 O% (abo ut 1 2

Data from about 240,000 LBE users, duestions), accuracy
climbs to 9496!
12,000 apps, 14.5M records

B. Liu, J. Lin, N. Sadeh, “Reconciling Mobile App Privacy and Usability on Smartphones: Could
User Privacy Profiles Help?”, WWW 2014. http://www.normsadeh.com/file_download/168

Copyright ©2016 Norman Sadeh FTC Privacy Conference — January 2016



Personalized Privacy Assistant for Android Permissions
]

These TRAVEL & LOCAL apps
accessed your LOCATION
102 TIMES over the past 2 days:

¥ Maps
£ GasBuddy
uﬂ San Francisco

-‘: Yelp

In general, are you OK with
TRAVEL & LOCAL apps accessing
your LOCATION?

YES

NO

Copyright ©2016 Norman Sadeh

Thank you! Based on your answers,
we recommend restricting the
following 11 app(s):

Click category to view/change recommendations

» Deny 1 app(s) access to Calendar
- Deny 9 app(s) access to Location

K1 Facebook (50 times) @ aovw
@, News & Weather (0 times) © Deny
e Contacts+ (28 times) Q Deny
° Messenger (16 times) Q@ rlow .
/ L Snapchat (84 times) © Deny
Why deny? This Social app sccesses your Location for App
Functionality and Consumer Tracking & Profiling
% QR Code Reader (0 times) © peny
B Skype (0 times) © Deny

Do you want to make these
changes?

YES, DENY THE 8 APP(S) SELECTED

NO, DO NOT MAKE ANY CHANGES

FTC Privacy Conference — January 2016



Nudging Users for 6 days JEEAEULE

Are users just
being nice or Is
this truly reflecting
their preferences?

Copyright ©2016 Norman Sadeh

Your Location Data
has been accessed 1222 times
over the past week by:

. Snapchat (266 times)
f Facebook (144 times)

& Yelp (50 times)

...and 13 more apps.

Some of these apps use your Location for:

Targeted Advertising
Consumer Tracking & Profiling

GO TO MY SETTINGS

KEEP CURRENT SETTINGS

REMIND ME IN AN HOUR

FTC Privacy Conference — January 2016



Successfully Piloted with Android Users

Piloted with 29 Android users — 10 day study

0O O

Users accepted 73.7206 of our recommendations

[

Only 5.6%b6 of accepted recommendations were
modified over the next 6 days, despite nudges to
revisit earlier decisions

B Users showed great engagement, modifying many
settings not covered in the recommendations

[1 Users are comfortable with the recommendations and
see the value of the assistants

“To Deny, or Not to Deny: A Personalized Privacy Assistant for Mobile App Permissions,” Bin
Liu, Mads Schaarup Andersen, Florian Schaub, Norman Sadeh, Hazim Almuhimedi, Yuvraj

Agarwal, Alessandro Acquisti - working paper, 2016
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Extending this to 1oT

loT Resources Personalized Privacy Assistants Users
(incl. data repositories)

Interaction
Primitives
(incl. templates)

Personal Context
(incl. avail. UI

devices, events, etl:.}

Personal

Data
Other loT Flow Organizational
Resource Analysis Context

(Disclosures & Settings)

. Shared Privacy Profile Shared Data Flow Analysis
Shared Services Services Services
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Personalized Privacy Assistants for IoT

Registries enable owners to register their
loT resources

B Resources associated with locations/areas

B Menus lead to automated generation of
machine-readable privacy policies

PPA’s discover relevant resources by
consulting registries & compare policies

against user profiles (expectations and
preferences)

B Selective alerts & semi-automated
configuration of available privacy settings
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Concluding Remarks- |

PPAs aim to provide a pragmatic approach
to notice and choice

B |everaging machine learning and privacy
profiles

B Learning people’s privacy preferences and
expectations to minimize user burden, yet
ensure that users are informed about
those issues they care about and retain
sufficient control over their settings
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Concluding Remarks - Il

Assumption: Privacy profiles and learned
preferences should only be used for the
purpose of managing user privacy

PPAs have to come with strong privacy
guarantees

B Could be offered by entities controlling specific
ecosystems

B Could be offered by 39 parties dedicated to
privacy management

[1 Opens the door to PPAs that cut across multiple
ecosystems/environments but requires open APIs
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Discussion of Session 5

Discussants: Presenters:

« Aaron Alva, Federal e Sarthak Grover, Princeton
Trade Commission University

« Geoffrey Manne, * Vitaly Shmatikov, Cornell Tech

International Center for

Law and Economics * Florian Schaub, Carnegie

Mellon University

« Davi Ottenheimer,

Institute for Applied
Network Security

 Norman Sadeh, Carnegie
Mellon University

\/
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Closing Remarks

Lorrie Cranor, Chief Technologist
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