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Introduction
On August 7, 2019, the Federal Trade Commission (“FTC”) hosted a workshop in Washington,
DC on video game loot boxes and related microtransactions. 1 In recent years, video game loot
boxes have been the subject of national and international scrutiny due to concerns that they
promote compulsive or gambling-like behavior or use predatory tactics to encourage addictive
consumer spending, particularly in children.
A number of countries have examined whether to regulate loot boxes, with some offering policy
recommendations, implementing restrictions, or imposing bans. 2 Legislators in the United States
likewise have raised concerns, including proposals at the state and federal levels to regulate loot
boxes. 3 In addition, the video game industry has engaged in self-regulation, for example through
the Entertainment Software Rating Board (“ESRB”) rating system, in-game purchase
disclosures, parental control features, and consumer education initiatives. 4
A mission of the FTC is to prevent deceptive or unfair acts or practices in or affecting commerce,
which it achieves, for example, through civil law enforcement actions pursuant to Section 5 of
the FTC Act, 15 U.S.C. § 45, industry reports and workshops, and consumer and business
education. The purpose of this workshop was to provide a public forum to discuss consumer,
industry, and academic viewpoints on loot boxes and related microtransactions.
In this staff perspective, we highlight several issues raised at the day-long workshop and in
comments submitted to the public docket, 5 including the role of microtransactions and loot boxes
in the video game marketplace, public concerns about these monetization systems, emerging
academic research on loot boxes, and ongoing industry self-regulatory initiatives.

Key Takeaways
What Are Video Game Microtransactions and Loot Boxes?
A video game microtransaction refers to an in-game purchase, typically for a small fee. Broadly
speaking, a loot box is a video game microtransaction in which the consumer purchases a reward
containing one or more virtual items of differing value or rarity assigned at random. The player
may be aware of the types of items in the loot box prior to purchase but will not know the
specific reward until opening the box. A player may purchase loot boxes, individually or in
packages, with real money or in-game currency. Alternatively, a player may unlock loot boxes
without additional payment by, for example, completing in-game tasks or logging into the game
regularly.
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Microtransactions and loot boxes appear across genres of video games, including sports games,
role playing games, and action games, and come in many forms. For example, players may use
them to acquire a new outfit or other character feature, an extra life to allow a player to continue
gameplay, or a season pass giving the player access to upcoming game content at a discount.
Panelists and comments to the public docket described several categories of microtransaction and
loot box options: (1) cosmetic items to change a character’s appearance (“skins”) or expressions
(“emotes”); (2) card packs containing items or characters of differing value; (3) “pay-toprogress” transactions, like extra energy or time, as an incentive to continue game play; and
(4) “pay-to-win” transactions, such as stronger characters and better weapons, that give players
that pay an advantage over players that do not purchase them. 6 A single video game may
incorporate one or more of these transaction models. A few panelists and commenters noted that
some games may allow players to trade virtual items with other players or to sell virtual items for
in-game currency or real money, while other games may place limitations on what items, if any,
can be traded or sold. 7

How Have Microtransactions and Loot Boxes Evolved?
As several panelists described, the video game landscape has changed dramatically in recent
decades. 8 Video games began as one-time, static purchases for use on computers or game
consoles. The development of downloadable content and mobile apps changed the business
model. Video games increasingly function as a service in which after acquiring a game, players
can purchase new content through downloadable updates available in various forms, including
expansion packs, subscription services, and season passes. 9 These services are now present in
both single- and multi-player games, including games played across multiple platforms
(e.g., console, personal computer, mobile).
Microtransactions have become a multi-billion-dollar market, accounting for a significant
percentage of all revenue derived from video games. 10 As one panelist noted, many games
today, particularly mobile apps, are free to download and rely on in-app purchases to pay for
their development. 11 Even games that consumers pay for upfront may include microtransactions
to cover the high costs of development and updates. 12
As video games have evolved, so too have industry educational resources for consumers. For
example, for many years, the ESRB has assigned age and content ratings to video games and
mobile apps to help consumers, especially parents, determine a game’s appropriateness. 13 The
rating system has three parts: 1) age rating categories (Everyone, Everyone 10+, Teen, Mature
17+, or Adult Only); 2) content descriptors (e.g., Violence), and 3) interactive elements (e.g., InGame Purchases). In addition, the ESRB routinely obtains feedback from parents about the
rating system.

What Are Key Concerns About Loot Boxes?
The growth of paid loot boxes and microtransactions has generated strong reactions, and both the
gaming industry and consumers have mixed views. Some panelists view paid loot boxes as
optional expenditures that benefit players by offsetting game development costs and allowing
people to play games for free or at reasonable prices. 14 Others cautioned that certain loot box
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tactics have caused consumers to mistrust industry motivations, a sentiment echoed in written
comments submitted to the public docket. 15 For example, some games pressure players to
bypass grinding gameplay loops in favor of buying loot boxes to advance (the pay-to-win
scenario), while other games promote loot box purchases that typically yield disappointing, lowvalue items. 16 While free games provide users access with no upfront investment, one panelist
observed that free games appear to have some of the more problematic microtransactions and
loot boxes.17 Gamers have grown frustrated by these problems and do not feel that industry has
listened to their concerns. 18
Panelists and commenters raised several specific concerns with how loot boxes currently
function and how they are disclosed.
-

Mechanics that May Confuse or Manipulate Consumers. Several panelists and

comments submitted to the public docket criticized loot box monetization techniques that
they say mask the real costs to players, because the details of the offer are confusing or
because the games may use visual or other tactics to keep players psychologically and
financially invested in gameplay. 19 Some panelists and a number of public commenters
suggested that the mechanics have gambling-like qualities or incorporate predatory
tactics, but others disputed these characterizations. 20 One panelist also expressed concern
that developers may use knowledge of player preferences and spending habits to
manipulate consumers into spending money on loot boxes.21 In a written comment, the
Entertainment Software Association (“ESA”) stated that it is not aware of any of its
members using such information to worsen players’ odds to prompt them to buy loot
boxes. 22
-

Feeling Pressure to Spend. Panelists spoke about the social aspect of modern video

games. Many games allow users to play with or against other players online. This
interactive atmosphere may place more pressure on players to spend money. 23 In
cooperative games, players may not want to let their team down if other team members
have better gear and contribute more to the team’s success. In competitive games,
players may feel it necessary to spend money on better items or characters in order to
keep pace with their opponents. A few panelists and commenters also explained that the
quest for rare items, especially when combined with the ease and instant gratification of
digital transactions, may tempt some players to engage in persistent spending. 24
-

Impact on Children. Several panelists and comments to the public docket discussed

concerns about children interacting with loot boxes and other in-game purchases, noting
that kids are vulnerable to manipulation and social pressure, or may not fully understand
the cost of the transaction. 25 Despite the ESRB rating system and disclosures, and
parental controls, some panelists and commenters questioned whether the current
protections were sufficient. 26 As some noted, it is challenging for parents to navigate the
varied and evolving ways that children play video games, and parents need useful
information and tools to help them communicate with their children. 27 Some panelists
and commenters suggested adopting in-game purchase disclosures that describe more
specifically the types of in-game microtransactions. One panelist and a few commenters
suggested modifying the ESRB rating for games with loot boxes, for example by rating
all such games as Mature or Adult Only, or by creating a new rating. 28 As noted below,
3
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since the workshop, ESRB has announced a new disclosure for games that offer random
items.
-

Disclosure of Loot Box Odds. Panelists and some commenters expressed concern

about the transparency of loot box odds, particularly if a game uses dynamic odds that
may vary by player or time. 29 Apple and Google require all mobile apps that have loot
boxes to disclose odds,30 and at the workshop, the ESA announced that by the end of
2020 Microsoft, Nintendo, and Sony would require disclosure of loot box odds for new
games and existing games that add new loot box features. 31 Implementation of these
policies is ongoing, 32 and the ESA stated in a public comment that regardless of whether
the probability of obtaining an item is static or dynamic, “the rate disclosed to players
will accurately reflect the current rate at the time of purchase.” 33 Staff advises that
disclosure of loot box odds must be accurate and nonmisleading to avoid a Section 5
violation.
-

In-Game Purchase Disclosures. Frequently, developers utilize in-game currencies

rather than real-world currencies to maintain a player’s sense of immersion in the game.
But this may confuse some players, as it essentially requires a player to remember the
real currency to in-game currency “exchange rate” and calculate it for every transaction.
In addition, some panelists and public commenters noted that even when a real money
cost is disclosed, it may not adequately explain how much a player can expect to pay
after the initial transaction. 34 Several panelists and commenters opined that these
practices make it easier for the consumer to lose sight of the true costs of gameplay. 35
Others countered that in-game currency has practical purposes (e.g., less frequent credit
card transactions), preserves the integrity of the game narrative, and noted that parents
and players can set spending limits on their phones or game consoles. 36 ESRB’s research
indicates that the spending limit function is the number one video game control feature
that parents choose to enable. 37 Staff encourages publishers to enhance purchase
disclosures to provide consumers with meaningful information about the real money
costs associated with loot box microtransactions.
-

Content Creator Disclosures. Another feature of modern video games is the rise of

“content creators,” avid video game players who livestream their gameplay to sometimes
millions of followers. The panelists noted that these content creators should follow the
FTC’s Endorsement Guides, which, among other things, require people to disclose any
material connections between themselves and the products they are touting, such as
compensation agreements. 38 One panelist offered an example of a publisher proposing
better odds on loot boxes to a content creator for promotional purposes than odds
available to the general public. 39 In a publicly filed comment, ESA stated that it is not
aware of its members modifying loot box odds for social influencers. 40 Panelists also
flagged challenges to effective disclosures during video game livestreams. 41 Livestreams
can often run for hours at a time, with viewers coming and going, so one disclosure
upfront is unlikely to reach an entire audience. In addition, content creators do not
control the platforms they use, such as YouTube and Twitch, so they do not have the
ability to program a visual disclosure to appear throughout their livestreams. 42 Content
streamers and streaming platforms both have obligations to ensure that material
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connection disclosures are clear and close in time to the triggering claim so as not to be
deceptive under Section 5. 43

What Does Emerging Research Tell Us About Loot Boxes?
As a relatively new phenomenon, the existing body of research on video game loot boxes is
limited but expanding into fields such as marketing, business operations, and behavioral science.
The workshop provided a snapshot of some of these studies. For example,
-

A media effects specialist presented his research on the correlation between loot box
purchases and measures of problem gambling, demonstrating that individuals who
purchase a large amount of loot boxes score higher on an index of problem gambling. 44
It is unclear whether the driver of this observed link is problem gambling or loot box
mechanics, but in the researcher’s opinion the correlation is concerning.

-

A marketing professor presented data from a single-player mobile game to estimate
whether people purchase loot boxes because they enjoy the chance to receive a reward or
for the functional utility of advancing in the game. 45 Players had to progress through
many levels of the game by winning battles using various characters. Loot boxes
contained characters of different value that could help a player advance. For this type of
game, the professor’s research indicated that players primarily purchased loot boxes to
advance in the game rather than purely for the pleasure of buying, although the loot box’s
functional value as an asset in game play may not have been the only reason for the
purchase.

-

Using a mathematical model, a business operations researcher presented a theoretical
paper exploring how a seller’s decisions about design and pricing of loot boxes affect
consumers. 46 He found that unique loot boxes that always grant new items (e.g., no
duplicates of items the consumer already owns) benefit the seller, who can charge more
for unique boxes, compared to loot boxes that permit duplicates, which may cost less to
the consumer. He also suggested that offering everyone the same probability of obtaining
a random item (e.g., 1% odds of getting a rare legendary character) benefits sellers and
consumers because this allocation strategy is simple to implement and relatively easy to
understand. He cautioned that the integrity of the system depends on the ability of
individuals to assess the truthfulness of the odds, which is why disclosing odds and
monitoring the accuracy of the odds through regulation are important.

-

A clinical child psychologist who helps parents and children address excessive and
problematic digital media use and trains providers on how to assess and assist youth with
these problems offered her perspectives. 47 Her research examining parent-child
communication with respect to media and mobile devices revealed very limited
interaction between parents and children. She found this barrier concerning, because
communication about gaming is important in helping children make responsible decisions
regarding media use.
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What Should Be Done to Address Concerns About Loot Boxes?
Panelists described industry self-regulatory initiatives and offered suggestions of additional
measures to safeguard against potential negative impacts of loot boxes.
-

ESRB initiatives. At the time of the workshop, the ESRB’s rating system did not require

disclosure of whether in-game purchases specifically included loot boxes. The
organization’s research indicated that the in-game purchase disclosure was important to
parents, but a significant majority of parents did not know what a loot box was. 48 Rather,
parents were concerned more generally about their children engaging in in-game
spending. ESRB also launched a website (parentaltools.org) to assist parents in setting
up parental controls on various gaming devices and, more recently, a blog with
information specifically about loot boxes.49 In response to requests from consumers and
game enthusiasts, in April 2020, the ESRB announced the introduction of a new
interactive element, specifying that a game contains In-Game Purchases (Includes
Random Items). 50 The new disclosure will be assigned to any game where the player
does not know which specific digital good or premium they will receive at the time of
purchase, such as loot boxes and mystery rewards.
-

Other proposed self-regulatory measures. While welcoming ESA’s announcement of

industry commitment to odds disclosure at the workshop, panelists also urged the
industry to ensure those disclosures are clear and meaningful to help consumers make
better-informed decisions. 51 Other suggestions included creating a website with more
detailed explanations of the available types of microtransactions; displaying a player’s
cumulative in-game spending in “real world” money; rewarding players for pro-social
behavior like reading about loot box odds; and making items offered in loot boxes also
available via direct purchase. 52
-

Mixed views on increased government regulation. Commenters and panelists

expressed diverse viewpoints on whether video game loot boxes warrant government
regulation. Some favored it, asserting that industry has not policed this area well and
government regulation will mitigate the risk that industry economic motivations could
result in consumer exploitation. 53 One panelist suggested third-party, independent
verification of loot box odds. 54 Others emphasized that self-regulation is adaptable and
effective, and voiced concern that poorly crafted regulation could harm the industry and
inadequately protect consumers. 55 A number of panelists and commenters advocated for
greater industry transparency and communication surrounding loot boxes mechanics. 56
-

Continue to develop research. As described above, research on video game loot boxes

and microtransactions is evolving. In this regard, some panelists encouraged the industry
to share relevant video game data with researchers. 57 Another stated the need to examine
the business and economic motivations of sellers when considering regulatory policy. 58
A third noted that there has been limited research on the gaming experiences of children
and stated that it is important that future research look at the content and context of game
play and other types of media use when considering the impact of video games on
children. 59
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-

Consumer advocacy and action. Several panelists emphasized the importance of

consumer education about loot box mechanics. 60 Such efforts will aid parents in
communicating with their children about video games and will help gamers of all ages
evaluate game features and whether to invest time and money into a specific game.
Panelists discussed parental controls to cap game time and spending limits, as well as
removing stored payment information from online publishers. 61 Finally, recent history
shows that, for business reasons, game publishers notice when content creators and
gamers voice criticism of industry practices they consider to be harmful. 62 In certain
instances, companies have discontinued loot box features based on negative consumer
response. 63 Many gamers, including content creators, have embraced the constructive
role they can play in bringing attention to games that use loot boxes in a particularly
aggressive or predatory manner.

Conclusion
As the workshop revealed, the video game monetization system is a complex space that
incorporates a wide range of mechanics. Emerging research is starting to provide important
insights regarding the impact of these mechanics on businesses and consumers, and staff
supports additional academic research in this area. In the meantime, the public raises significant
questions about loot boxes, including the adequacy of descriptors and disclosures prior to
purchase, whether the mechanics promote compulsive behavior, and how to communicate
information effectively to parents and children. Since the workshop, the video game industry has
taken steps to enhance self-regulation, including through odds and point-of-purchase disclosures.
In recent months, there also has been a rise in video gameplay due to the COVID19 global
pandemic that has kept a significant percentage of the population indoors, 64 potentially
amplifying the loot box concerns raised at the workshop. Staff encourages industry to continue
efforts to provide clear and meaningful information to consumers about in-game loot box and
related microtransactions. The FTC will continue to monitor developments surrounding loot
boxes and take appropriate steps to prevent unfair or deceptive practices.
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