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Good morning. | think this is the first time anyone from the FTC has spoken at
this event, so I’m delighted and honored to be here. Today, I’m going to talk about the
FTC’s recent work to protect consumers, and in particular, three topics of particular
relevance to your industry: avoiding deceptive advertising, protecting consumers in the
digital marketplace, and consumer privacy.

. The FTC’s Jurisdiction and Authority

I’ll start with a little background. Many of you may be familiar with the FTC, but
here’s a quick FTC 101for those of you that aren’t.

The FTC has broad jurisdiction to protect consumers in the commercial
marketplace. We are primarily a law enforcement — not regulatory — agency, and we

enforce a number of laws covering a wide array of entities.

! The views expressed here are my own and do not necessarily represent the views of the Federal Trade Commission
or any Commissioner.
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Our primary authority is the FTC Act, which prohibits unfair and deceptive trade
practices. The basic rules are that companies can’t make deceptive claims about products
or services, or cause substantial injury to consumers in ways that are more harmful than
helpful to consumers or the marketplace overall. The FTC Act is flexible by design, and
we’ve used our authority to challenge a wide range of practices related to consumer
fraud, deceptive advertising, financial products and services, and privacy.

The Commission also enforces a number of sector-specific statutes, such as the
Children’s Online Privacy Protection Act, the CAN-SPAM Act, the Fair Credit Reporting
Act, and the Do Not Call Rule.

In addition, we develop and distribute consumer and business educational
materials, conduct surveys and studies, testify before Congress, and host workshops on
various business and technological developments affecting the marketplace. These
policy and outreach efforts are designed to raise awareness and prevent law violations
and harm before they happen, and are therefore integral to our mission.

Il. Deceptive Advertising

As | mentioned, our jurisdiction is very broad and we deal with many different
consumer protection issues. | picked out three to focus on today. The first is deceptive
advertising.

Under the main law we enforce, the FTC Act, advertising must be truthful and not

misleading. Advertisers also must have a reasonable basis for all advertising claims they
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make, whether the claims are express or implied.? So if you say or imply that a product
promotes health, takes the pounds off, or prevents injuries, you need to have reliable
evidence to back that up.

These rules apply not only to claims in a conventional ad, but also to any
testimonials you include from customers or other individuals. Consumers understand
testimonials to be the typical experience of a person using a product. If a testimonial
doesn’t represent the typical experience, it’s misleading.

There are two ways to avoid this type of deception. First, you can feature a
testimonial that does represent the typical experience of consumers using the product. Or
second, you can clearly and conspicuously disclose what the evidence has shown the
typical experience actually is.

Weight loss is a great example. Harry goes on TV and says he lost 20 pounds in 2
weeks drinking Weight-a-Way shakes. First of all, Harry needs to be telling the truth
about his own weight loss. But second, Weight-a-Way must have a reasonable basis for
the claim that 20 pounds is what consumers typically lose, or alternatively disclose
clearly and conspicuously what would be typical.

These same rules apply even if you only advertise to trade customers. Because
promotional materials and claims to trade customers may be passed downstream, you

could be liable if you place false or unsubstantiated product claims in commerce.® For

2 Advertising Substantiation Policy Statement, appended to Thompson Medical Co., 104 F.T.C. 648, 839 (1984),
aff’d, 791 F.2d 189 (D.C. Cir. 1986), cert denied, 479 U.S. 1086 (1987), available at https://www.ftc.gov/public-
statements/1983/03/ftc-policy-statement-regarding-advertising-substantiation.

® See, e.g., Nice-Pak Products, Inc., No. C-4556 (Oct. 13, 2015), available at
https://www.ftc.gov/enforcement/cases-proceedings/132-3272/nice-pak-products-inc-matter. See also FTC
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example, the FTC has brought cases against companies that marketed supplement
ingredients to product manufacturers, and provided the manufacturers with deceptive
claims and materials that the manufacturers passed along to consumers.*

Deceptive claims about health and safety are of particular concern because, if
they’re false, they can cause real harm to consumers. For these types of claims, having a
“reasonable basis” means that advertisers must have “competent and reliable scientific
evidence” to support the specific claims being made. Whether your evidence meets this
standard turns on a number of factors, including, importantly, what recognized experts in
the field would consider to be adequate evidence to substantiate the claims.

Let me give you some real world examples. A few years ago, we sued POM
Wonderful for claims that its pomegranate juice could treat, prevent, and reduce the risk
of heart disease, prostate cancer, and erectile dysfunction.” This was an example where
the company had some preliminary science of potential benefits of drinking pomegranate
juice, but (we allege) exaggerated the results to make claims that drinking its juice could
treat and prevent serious diseases.

In another example from December, we charged athletic apparel company

Tommie Copper with making unsubstantiated claims that its copper-infused compression

Business Blog, FTC to Wipes Maker: Back Up Your Claims, Not Buyers’ Pipes, May 18, 2015, available at
https://www.ftc.gov/news-events/blogs/business-blog/2015/05/ftc-wipes-maker-back-your-claims-not-buyers-pipes.
*E.g., FTC v. Stella Labs, LLC et al., No. 2:09-cv-01262 filed (D.N.J. filed Mar. 20, 2009), available at
https://www.ftc.gov/enforcement/cases-proceedings/082-3130/stella-labs-1lc-neutraceuticals-international-llc-et-al-
ftc.

®> POM Wonderful LLC and Roll Global LLC, Docket No. 9344 (Jan. 16, 2013), available at
https://www.ftc.qov/enforcement/cases-proceedings/082-3122/pom-wonderful-llc-roll-global-llc-matter.
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clothing would relieve severe and chronic pain and inflammation caused by arthritis and
other diseases.®

We’ve also brought a number of actions against marketers of ephedra and
yohimbine bodybuilding and weight loss supplements.” In addition to challenging the
products’ performance claims, the FTC alleged that the advertisers’ claims that the
products were safe or had no side effects were false or unsubstantiated. The orders in
these cases required the advertisers to include strong disclosures warning about the safety
risks in future advertising.

Some of you also may remember our cases against Skechers and Reebok for their
toning shoes. We alleged Skechers made unfounded claims that its Shape-up shoes
would help people lose weight, strengthen and tone their buttocks, legs and abdominal
muscles, and even improve women’s cardiovascular health.® Similarly, we alleged
Reebok made unsupported claims that the sole technology of its EasyTone and RunTone
shoes created “micro instability” that toned and strengthened muscles as the wearer
walked or ran, leading to increased toning ranging from 11- 28%.° Skechers paid $40
million and Reebok paid $25 million to settle the charges.

One of our cases from the 1990s illustrates how poorly tested products can be

quite dangerous. A company called Fitness Quest marketed a device called the “Gut

® Tommie Copper Inc., No. 7:15-cv-09304-VB (S.D.N.Y. Dec. 2, 2015), available at
https://www.ftc.gov/enforcement/cases-proceedings/142-3194-x160007/tommie-Copper.

"See, e.g., FTC v. National Urological Group, Inc., et al., No. 104-CV-3294 (N.D. Ga. judgment entered Jan. 15,
2009), available at https://www.ftc.gov/enforcement/cases-proceedings/022-3165/nhational-urological-group-inc-et-
al.

8 FTC v. Skechers U.S.A., Inc., No. 1:12-cv-01214 (N.D. Oh. May 16, 2012), available at
https://www.ftc.gov/enforcement/cases-proceedings/102-3069/skechers-usa-inc-dba-skechers.

° FTC v. Reebok International Ltd., No. 1:11-cv-02046 (N.D. Oh. Sept. 28, 2011), available at
https://www.ftc.qgov/enforcement/cases-proceedings/102-3070/reebok-international -ltd.
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Buster” as a way to flatten and strengthen abdominal muscles with just five minutes of
exercise a day. We charged that the claims were false and unsubstantiated.”® Of even
greater concern, we charged that the company failed to warn purchasers that
overstretching the device’s spring could lead it to break and cause serious bodily injury.

And that leads me to the topic of concussions. In recent years, we’ve seen strong
anti-concussion claims for a variety of products, including football helmets and
mouthguards. Unsubstantiated safety claims for these products raise particularly serious
concerns because these products are often marketed for children.

In 2012, the agency settled allegations that mouthguard manufacturer Brain-Pad
and its president made false and unproven claims that Brain-Pad mouthguards reduced
the risk of concussions.™ Following that case, the FTC sent warning letters to almost
thirty sports equipment manufacturers and five retailers, advising them of the case and
warning them that they also might be making deceptive concussion protection claims.*

The agency also investigated three major football helmet manufacturers — Riddell
Sports, Schutt Sports, and Xenith — which resulted in them discontinuing potentially

deceptive claims that their helmets reduced the risk of concussions.*®

19 Consumer Direct, Inc., et al., 113 F.T.C. 923 (1990), available at
https://www.ftc.gov/sites/default/files/documents/commission_decision_volumes/volume-113/volume113 923-
1015.pdf.

1 Brain-Pad, Inc., No. C-4375 (Nov. 29, 2012), available at https://www.ftc.gov/enforcement/cases-
proceedings/122-3073/brain-pad-inc.

12 See, e.g., FTC Press Release, FTC Alerts Major Retailers to Concerns About Concussion Protection Claims for
Athletic Mouthguards Made on Websites, Aug. 21, 2014, available at https://www.ftc.gov/news-events/press-
releases/2014/08/ftc-alerts-major-retailers-concerns-about-concussion-protection.

13 Copies of the staff’s closing letters to the three companies are posted on the

Commission’s website. See Letter from Mary K. Engle to John E. Villafranco, Esq. (Apr. 24,

2013), available at https://www.ftc.gov/sites/default/files/documents/closing_letters/riddell-sports-group-
inc./130430riddellvillafrancoltr.pdf; Letter from Mary K. Engle to Michael E.

Antalics, Esq. (Apr. 24, 2013), available at
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We continue to monitor the marketplace for unsupported health and safety claims
and will take law enforcement action as needed to stop them. Fortunately, there are many
materials available on our website discussing ad substantiation, and many good attorneys
who specialize in these issues. Making sure you can support any health or safety claims
you make in your ads is very much worth your time and money.

II. The Digital Marketplace

The second topic | want to discuss is the explosive growth of the digital
marketplace. We all know technology has been a game-changer for commerce. Whether
you’re talking about Facebook, YouTube, Twitter, mobile ads, text messages, or
personalization, the digital revolution has fundamentally altered how companies engage
with consumers.

These changes create many new opportunities for both consumers and businesses,
but they also raise new consumer protection challenges. Today, commerce comes at
consumers from every direction, at every minute — through the smartphones they carry
with them everywhere, the cars they drive, the fitness devices they use, and the many
other connected devices that are all around them. Data-driven predictions determine the
information they receive and the offers they get. And, increasingly, consumers
themselves become the marketers, as they’re enlisted in campaigns on social media to

tout products and services to friends and the public.

https://www.ftc.gov/sites/default/files/documents/closing_letters/schutt-sports-inc./130430schuttatalicsltr.pdf; Letter
from Mary K. Engle to Sheryl M. Bourbeau, Esg. (Apr.

24, 2013), available at https://www.ftc.gov/sites/default/files/documents/closing_letters/xenith-
1lc/130430xenithbourbeaultr.pdf.
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The FTC has made significant shifts in its consumer protection agenda to address
these challenges. Our goal is to make clear that the fundamental principles of consumer
protection still apply to today’s marketplace. Tell the truth. Disclose any facts necessary
to make sure your advertising claims aren’t misleading. In your businesses decisions,
weigh any harms you might impose on consumers very carefully. Don’t help others
deceive or harm consumers.

Let me discuss a few areas where the FTC has particular concerns — deceptive
marketing on new platforms, unauthorized mobile payments, and native advertising.

New Platforms

| suspect that most consumer-facing companies here today now market their
products and services through a mobile site or app. We’ve brought a number of cases
making clear that you can’t deceive consumers on new platforms, just as you can’t
deceive them in stores or online.

| have a few illustrations, not from the sports industry, that | hope won’t resemble
anything you are doing — they just show how some companies are using new platforms in
some not-so-good ways. Last year the FTC charged two app developers with deceptively
claiming that their apps, Mole Detective and MelApp, could detect symptoms of
melanoma, even in the early stages.* In fact, we alleged, the companies lacked evidence

to show their apps could detect melanoma in the early stages or at all.

! Health Discovery Corp., No. C-4516 (Mar. 13, 2015), available at https://www.ftc.gov/enforcement/cases-
proceedings/132-3211/health-discovery-corporation-melapp-matter; FTC v. New Consumer Solutions LLC et al.,
No. 15-C-1614 (N.D. Ill. filed Feb. 23, 2015), available at https://www.ftc.gov/enforcement/cases-proceedings/132-
3210/new-consumer-solutions-lic-mole-detective.
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Similarly, we recently took action against an app called Ultimeyes, which claimed
to have scientific proof that it could “turn back the clock™ on consumers’ vision through a
series of visual exercises available on the app.*® In fact, we alleged it had no such proof.

We also brought a case against an individual doing business as Forking Path, who
used the crowdfunding platform to deceive consumers.'® We alleged that he used
Kickstarter to raise money to produce a board game, telling backers they would get
copies of the game and other rewards. He raised over three times his stated goal, but
never produced anything. Instead, we alleged, he spent the money on personal items
such as rent, home equipment, and moving to Oregon.

Finally, you need to be careful about how you and the companies you hire use text
messages. We’re seeing many examples of companies using texts to do things that
clearly would be forbidden offline or online. Just because texts have limited space
doesn’t mean you can leave out important information that would prevent a claim from
being misleading. We have terrific guidance online, called Dot Com Disclosures, about
how to avoid deceptive claims and make effective disclosures in digital advertising.*’

Mobile Payments

The next tech development | want to mention is mobile payments. With the rapid
growth of mobile payments, it’s become easier for consumers to pay for goods and

services instantly. But these conveniences also make it easier for consumers to incur

15 Carrot Neurotechnology, Inc., No. 142 3132 (Sept. 17, 2015) (proposed consent order), available at
https://www.ftc.gov/enforcement/cases-proceedings/142-3132/carrot-neurotechnology-inc-matter-ultimeyes.

Y ETC v. Erik Chevalier, Co., No. 3:15-cv-1029-AC (D. Ore. filed June 11, 2015), available at
https://www.ftc.gov/enforcement/cases-proceedings/142-3061/erik-chevalier-forking-path.

" Dot Com Disclosures: How to Make Effective Disclosures in Digital Advertising (Mar. 2013), available at
https://www.ftc.qov/tips-advice/business-center/guidance/com-disclosures-how-make-effective-disclosures-digital.
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charges without noticing them, and for scam artists to sneak unauthorized charges on
consumers’ bills.

Consumers shouldn’t be charged for purchases they didn’t authorize — period.
We’ve emphasized this principle in dozens, even hundreds of FTC cases over the years —
most recently in a series of cases involving mobile payments. For example, we took
action against Apple, Amazon, and Google for allegedly failing to obtain parents’
permission before letting kids run up charges in mobile gaming apps, obtaining over $50
million in consumer refunds so far.*® We also took action against T-Mobile and AT&T
for allegedly “cramming” unauthorized third-party charges on consumers’ mobile phone
bills, collectively obtaining over $160 million in refunds.™

The rule is clear: no matter what technology or platform you’re using, you need to
tell consumers and get their consent before charging them for anything.?

Native Advertising

A third concern related to the digital marketplace is native advertising. In recent
years, we’ve seen dramatic changes in, not just what is advertised, but how it’s

advertised. Today, everyone’s a salesman — the doctor on TV, the blogger you follow,

'8 Apple, Inc., No. C-4444 (Mar. 25, 2014), available at https://www.ftc.gov/enforcement/cases-proceedings/112-
3108/apple-inc; FTC v. Amazon.com, No. 2:14-cv-01038 (W.D. Wash. filed July 10, 2014), available at
https://www.ftc.gov/enforcement/cases-proceedings/122-3238/amazoncom-inc; Google, Inc., No. C-4499 (Dec. 2,
2014) (F.T.C. consent), available at https://www.ftc.gov/enforcement/cases-proceedings/122-3237/google-inc.

Y ETC v. T-Mobile USA, Inc., No. 2:14-cv-0097-JLR (W.D. Wash. filed Dec. 19, 2014), available at
https://www.ftc.gov/enforcement/cases-proceedings/132-3231/t-mobile-usa-inc; FTC v. AT&T Mobility, Inc., No.
1:14-cv-3227-HLM (N.D. Ga. filed Oct. 8, 2014), available at https://www.ftc.gov/enforcement/cases-
proceedings/132-3248/att-mobility-lic.

0 See also FTC Staff Report, Mobile Cramming: An FTC Staff Report (July 2014), available at
https://www.ftc.gov/system/files/documents/reports/mobile-cramming-federal-trade-commission-staff-report-july-
2014/140728mobilecramming.pdf; FTC Staff Report, What’s the Deal?: An FTC Study on Mobile Shopping Apps
(Aug. 2014), available at https://www.ftc.gov/reports/whats-deal-federal-trade-commission-study-mobile-shopping-
apps-august-2014.
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your friends on Facebook, and the author of that recent article on the “latest medical
breakthrough.” We also rely increasingly rely on review sites — but can we trust they are
real reviews and not just paid for by the company being reviewed?

We’re living in an era where the line between advertising and objective content is
increasingly blurry and confusing. But sometimes, it’s not just confusing — it’s deceptive
and illegal. The governing principle is pretty simple: Consumers have a right to know if
they’re seeing an opinion or a marketing pitch.

The Commission recently issued an Enforcement Policy Statement and
accompanying guidance on native advertising — by which I mean the use of formats that
make advertising or promotional messages look like objective content.”* We also
recently updated our Endorsement Guides to address the specific issue of deceptive
endorsements in advertising.?? These materials lay out various advertising scenarios that
are likely to deceive consumers, and provide guidance on ways to avoid this deception.

For example, when a product review appears to be the personal view of the
reviewer, but the company selling the product actually paid the reviewer or gave them a
free product, that’s deceptive. You also can’t present advertising as news or other
objective content without making clear that it’s advertising.

Also, if you’re paying a celebrity to advertise or endorse your product, the fact that

you’re paying the celebrity must either be clear from the context (for example, the

2! See Commission Enforcement Policy Statement on Deceptively Formatted Advertisements (Dec. 2015), available
at https://www.ftc.gov/public-statements/2015/12/commission-enforcement-policy-statement-deceptively-formatted;
Native Advertising: A Guide for Businesses (Dec. 2015), available at https://www.ftc.gov/tips-advice/business-
center/guidance/native-advertising-guide-businesses. .

22 Endorsement Guides: What People Are Asking (May 2015), available at https://www.ftc.gov/tips-
advice/business-center/quidance/ftcs-endorsement-guides-what-people-are-asking.
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celebrity may be well-known for being paid to tweet about products) or you need to
explicitly disclose it. The source of information, and whether it’s commercial content,
must be clear so consumers can make informed decisions about what weight to give the
information conveyed.

Let me illustrate with some real-life examples. Last year, we took action against
Sony for allegedly making deceptive claims about its gaming consoles.”® As part of that
action, we alleged that a manager at its ad agency, Deutsch, had directed employees to
post positive tweets about the console as part of the Sony ad campaign, as if they were
ordinary consumers reviewing the game.?* That’s deceptive.

Another case in this area involved NourishLife, the marketer of a supplement for
kids. We alleged that the company posted a fake research site, and trumpeted paid
endorsements from parents, making unfounded claims that the supplement was
scientifically proven to treat childhood speech and behavioral disorders.?

And we alleged last year that Roca Labs not only promoted unproven weight loss

supplements, but also threatened to sue — and did sue — consumers who posted negative

% Sony Computer Entertainment America LLC, No. C-4514 (Mar. 24, 2015), available at
https://www.ftc.gov/enforcement/cases-proceedings/122-3252/sony-computer-entertainment-america-llc-matter.

2 Deutsch LA, Inc., No. C-4515 (Mar. 24, 2015), available at https://www.ftc.gov/enforcement/cases-
proceedings/122-3252/deutsch-la-inc-matter. See also AmeriFreight, Inc., No. C-4518 (Apr. 13, 2015), available at
https://www.ftc.gov/enforcement/cases-proceedings/142-3249/amerifreight-inc-matter (shipment broker failed to
disclose that it provided discounts and awards to customers who posted online reviews of its service); ADT LLC, No.
C-4460 (June 18, 2014), available at https://www.ftc.gov/enforcement/cases-proceedings/122-3121/adt-llc-matter
(home security company paid endorsers to tout products on NBC’s Today Show and in other national media).

% ETC v. NourishLife, LLC, No. 1:15-cv-00093 (N.D. IlI. filed Jan. 7, 2015), available at
https://www.ftc.gov/enforcement/cases-proceedings/132-3152/nourishlife-llc. See also FTC v. Lunada Biomedical,
Inc., No. 2:15-cv-03380-MWF (PLAX) (C.D. Cal. filed May 12, 2015), available at
https://www.ftc.gov/enforcement/cases-proceedings/132-3067/lunada-biomedical-inc (alleging among other things
that the supposedly independent bloggers recommending their supplements for weight loss and menopause
symptoms were actually paid to do so).
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https://www.ftc.gov/enforcement/cases-proceedings/132-3152/nourishlife-llc
https://www.ftc.gov/enforcement/cases-proceedings/132-3067/lunada-biomedical-inc

reviews online, thus preventing the truth about the product from getting out.”® The
company had hidden a gag clause in the fine print of its terms and conditions but we
charged that this type of gag clause was illegal.

Finally, last year, we charged Machinima, an entertainment network that worked
for Microsoft’s ad agency, with paying a large group of “influencers” to develop and post
videos online touting XboxOne. " The videos appeared to be the objective views of the
influencers, and did not disclose that they were actually paid endorsements.

These examples don’t involve sports companies but, as you can see, some of these
marketing strategies have taken hold among well-established companies. When
designing your marketing campaigns and hiring other companies to implement them, be
very careful to make clear that advertising is advertising.

V. Consumer Privacy

My final topic today is consumer privacy. Nowhere are the effects of technology
more dramatic than in this area. In recent years, data collection and use, personalization
and predictions, and round-the-clock tracking have just exploded. Whether it’s through a
mobile device, Fitbit, smart car, social network, or thermostat, everyone is being tracked
and profiled.

The use of consumer data can of course offer many benefits for consumers —
discounts, personalization, time savings, and even innovations that increase health,

safety, and opportunity across large populations. But it also raises privacy concerns for

% ETC v. Roca Labs, Inc., No. 8:15-cv-02231-MSS-TBM (M.D. Fla. Sept. 28, 2015), available at
https://www.ftc.gov/enforcement/cases-proceedings/142-3255/roca-labs-inc.

" Machinima, Inc., No. 142 3090 (Sept. 2, 2015) (proposed consent order), available at
https://www.ftc.qov/enforcement/cases-proceedings/142-3090/machinima-inc-matter.
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consumers. Do consumers know how their data is used? Would they be happy if they
found out? Is the data being sold to companies that may misuse it? Is the data secure?

This is an important issue for businesses. Surveys increasingly show that
consumers care about privacy, that it affects who they do business with, and that they are
using their browsers and other tools to block ads they don’t like.?

The FTC’s central message, again, is that even in the face of rapidly changing
technology and business models, companies still need to follow basic consumer
protection principles. In privacy, these include: don’t collect or retain more data than
you reasonably need. If you must collect data, de-identify it wherever possible. Protect
data from unauthorized access. Give consumers accurate information and meaningful
choices about their data. We’ve emphasized these principles through enforcement, policy
work, and education.

Our privacy cases mostly involve deceptive claims about how companies collect,
use, or share consumer data, or failures to protect sensitive data from unauthorized
access. The companies we’ve sued run the gamut, from retailers to data brokers, from

tech companies to pharmacies, and from mobile apps to device manufacturers.

% See, e.g., Pew Research Center, The State of Privacy in America: What We Learned (Jan. 20, 2016), available at
http://www.pewresearch.org/fact-tank/2016/01/20/the-state-of-privacy-in-america/; Morrison Foerster, Consumer
Outlooks on Privacy (last visited Feb. 4, 2016), available at
http://www.mofo.com/generalcontent/resources/mofoprivacyinsights (noting that more than one in three of the more
than 900 U.S. consumers surveyed reported that they have elected not purchase products or services from a company
because of concerns over what might happen with their data, and among those who identified themselves as being
“concerned” about privacy, 82 percent identified privacy concerns as a factor that has adversely affected their
decision to buy a product or service from a particular company); Pew Research Center, Anonymity, Privacy, and
Security Online (Sept. 5, 2013), available at http://www.pewinternet.org/2013/09/05/anonymity-privacy-and-
security-online/ (finding that 86% of consumers have taken steps to remove or mask their digital footprints).
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Data security is a particular concern, and many of the companies we’ve sued are
household names. In no particular order, they include — Eli Lilly, Guess Jeans, Petco,
CVS, RiteAid, Dave and Busters, TJX, Life is Good, Fandango, Microsoft, LifeLock,
Oracle, ChoicePoint, LexisNexis, HTC, Wyndham Worldwide, and BJ’s Warehouse.?
Most of these cases have involved the failure to address common, well-known
vulnerabilities. For example, in Wyndham, we alleged that the hotel chain didn’t require
complex user IDs and passwords to access its systems, stored consumer data in clear text,
and failed to take remedial steps even after a breach, resulting in two additional, similar
breaches in rapid succession.*

In this era of data breaches, | don’t need to tell you why data security is important.
But | do want to emphasize that merely having a breach doesn’t mean you’ve violated the
law. We recognize that perfect security isn’t possible, that the threats are constantly
changing, and that hackers are now very sophisticated. What the law requires is that you
implement reasonable data security measures, taking into account the sensitivity and
volume of the consumer data you hold, the size and complexity of your operations, and
the cost of available tools to secure the data.®

We have many helpful materials on our website to help businesses develop a
sound data security program. These include a brochure and online tutorial called

Protecting Person Information and our guidance setting out the lessons learned from the

2 See generally https://www.ftc.gov/datasecurity.

% ETC v. Wyndham Worldwide Corporation et al., No. 2:13-CV-01887-ES-JAD (D.N.J. Dec. 11, 2015), available
at https://www.ftc.gov/enforcement/cases-proceedings/1023142-x120032/wyndham-worldwide-corporation.

% See, e.g., Commission Statement Marking the FTC’s 50th Data Security Settlement, Jan. 31, 2014, available at
https://www.ftc.gov/system/files/documents/cases/140131gmrstatement.pdf.
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now almost 60 cases the FTC has brought in this area.** This past year, we’ve also taken
our message on the road with our Start with Security campaign, which includes events
around the country on security topics and best practices.*®

In addition to data security, | want to highlight four other areas of concern that
may affect your companies. First, with the growth of the Internet of Things, companies
may be using new connected technologies that collect, but don’t adequately protect, their
customers’ data. Our case against video monitoring company TRENDnet illustrates this
problem.** The company sold IP cameras for home security and baby monitoring. Our
case alleged that, due to the company’s failure to properly secure the cameras, hackers
were able to access and then post online the private video and even audio feed of
hundreds of people’s bedrooms and babies’ rooms.

We recently issued a report on the Internet of Things, which recommends a
number of best practices to follow in this area. You can find it online.*

Second, | know that a number of retailers and shopping malls now use mobile
technologies to track the movements of their customers in stores. Be careful about this.
We recently addressed allegedly deceptive claims by an analytic firm that performed

these services, Nomi Technologies. The firm’s online privacy policy promised that the

% Start with Security: A Guide for Business (June 2015), available at https://www.ftc.gov/tips-advice/business-
center/guidance/start-security-guide-business; Protecting Personal Information: A Guide for Business (Nov. 2011),
available at https://www.ftc.gov/tips-advice/business-center/guidance/protecting-personal-information-guide-
business.

%3 See generally FTC Press Release, FTC Kicks Off “Start with Security”” Business Education Initiative, June 30,
2015, available at https://www.ftc.gov/news-events/press-releases/2015/06/ftc-kicks-start-security-business-
education-initiative.

% TRENDnet, Inc., No. C-4426 (Jan. 16, 2014), available at http://www.ftc.gov/enforcement/cases-
proceedings/122-3090/trendnet-inc-matter.

* FTC Staff Workshop Report, The Internet of Things: Privacy and Security in a Connected World (Jan. 2015),
available at https://www.ftc.gov/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-

internet-things.
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stores using Nomi’s services would post signs and allow consumers to opt out of tracking
at the store. In fact, we alleged, there were no signs or opt outs in stores, and consumers
had no way of knowing which stores were using Nomi’s services.*®

Third, health data is a particular concern because it’s sensitive and because
consumers often regard it as private and off-limits to marketers.®” As companies
increasingly collect this data through health apps, wearables, and other devices, it’s
important to ensure that consumers know about and agree to your data practices, and that
the data is collected and stored in a secure manner.

Finally, | want to make sure everyone here knows that there’s a special law
protecting children’s data. The Children’s Online Privacy Protection Act (COPPA)
requires clear notice to parents and parental permission before data can be collected
online from kids under 13. The law doesn’t just cover sites that are clearly directed to
kids. It also requires notice and parental consent on any general audience site if the site
has actual knowledge it’s dealing with a child under 13.

Also, the law covers not just the obvious information you’d expect — like name,
address, and email — but also the geolocation or persistent identifier of any mobile device

a child is using, as well as data like audiofiles and screen names if they enable you to

% Nomi Technologies, Inc., No. C-4538 (Sept. 3, 2015), available at https://www.ftc.gov/enforcement/cases-
proceedings/132-3251/nomi-technologies-inc-matter.

% See The State of Privacy in America: What We Learned, supra n.32 (finding 55% of adults surveyed considered
“the state of your health and the medications you take” to be “very sensitive”).
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contact a child.*®® Compliance with this law is very important because there are
substantial penalties for noncompliance and obvious reputational consequences.*®

V. Conclusion

In closing, I’d like to emphasize that everything | have been discussing here today
can be viewed through a lens of legal compliance or, alternatively, gaining and keeping
consumer trust. The great thing about consumer protection is that it’s often the same

thing. Thanks for having me here today. I’m happy to take questions.

% See, e.g., Children’s Online Privacy Protection Rule: A Six-Step Compliance Plan for Your Business (June 2013),
available at https://www.ftc.gov/tips-advice/business-center/quidance/childrens-online-privacy-protection-rule-six-
step-compliance.

¥ See, e.g., U.S. v. Artist Arena LLC, No. 112-cv-07386-JGK (S.D.N.Y. Oct. 4, 2012), available at
https://www.ftc.gov/enforcement/cases-proceedings/112-3167/artist-arena-llc-united-states-america-federal-trade;
U.S. v. Playdom, Inc., No. SACV11-00724 (C.D. Cal. May 12, 2011), available at
https://www.ftc.gov/enforcement/cases-proceedings/1023036/playdom-inc; U.S. v. Sony BMG Music Entertainment,
No. 08 CV 10730 (S.D.N.Y. Dec. 11, 2008), available at https://www.ftc.gov/enforcement/cases-proceedings/082-
3071/sony-bmg-music-entertainment-general-partnership-subsidiary; U.S. v. Xanga.com, Inc. et al., No. 06-CIV-
6853 (S.D.N.Y. Sept. 7, 2006), available at https://www.ftc.gov/enforcement/cases-proceedings/062-
3073/xangacom-inc-john-hiler-marc-ginsburg-united-states-america.
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