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One on One

Defending
The Digital
Consumer

FTC Commissioner Julie Brill
prepares for the day there is
no Internet.

Julie Brill has a pretty good idea what
the Internet will look like in five years:
It won’t exist. The Federal Trade Com-
mission executive believes everyone
will have so many devices deeply woven
into the Internet, that the line between
online and offline will simply cease to
exist, Brill says. That will present many
challenges for the FTC. Continuing to
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provide consumers with notice and
choice about how and why their data
will be used is likely to become exponen-
tially more complex.

Working as an attorney in consumer
protection and antitrust for more than 20
years, Brill has become akey player in the
country’s digital privacy debate. Nextgov
editorial fellow Hallie Golden recently
spoke with Brill about her efforts to pro-
tect consumers online amid an evolving
digitallandscape. The interview hasbeen
edited for length and clarity.

How did you become interested in
consumer protection?

The first case that I ever did hooked me.
It happened as I walked into the attor-
ney general’s office to take over a slot
that was available in consumer protec-
tion. I was handed a stack of phone mes-
sages from all over the state of Vermont,
about people who were having a credit
reporting problem. As I dug into it, I
and a number of other people within the
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state discovered that the major credit
reporting agencies had made a mistake
in terms of how to interpret tax records
in Vermont. [They] had listed hundreds
of people as being tax deadbeats, when
in fact they merely had a tax bill.

You’ve been working in this field for
more than two decades. How has it
changed over that time?

Technology has changed. So the tools
thatconsumersareusingtointeract with
each other, to interact with businesses,
to gain information, have become much
more sophisticated. [They] allow con-
sumers to engage with anyone that they
want to engage with much more easily.
Consumers leave a trail of information
about their interaction, much of which
can be and is captured by a variety of
players within the ecosystem.

People often talk about the volume,
variety and velocity of data and its col-
lection and use, and how much that has
changed over the past, say, five years. I
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think the three V’s is probably one of the
biggest changes that we have seen over
the past 20 years that has a direct and
important impact on consumers.

Is there both a positive and negative
side to big data?

Consumers benefit a great deal and in-
dustrybenefits a great deal from what we
now colloquially call big data, as well as
the tools that generate big data. For ex-
ample, big data is being used to help di-
agnose diseases and to try to understand
who are the types of patients that might
be more vulnerable to certain types of
diseases or might have better outcomes
with certain interventions, versus other
patients. That kind of analysis will be
tremendously important in the health
care field going forward.

But there are other aspects of big data.
Sometimes, when this information is in
the hands of, for instance, data brokers
or other entities that use it to profile con-
sumers, that can be harmful.

Can you tell me about the role online
and mobile technologies play in pro-
tecting consumer privacy?

The level of engagement through lap-
tops and tablets and whatnot has ex-
ploded. One of the concerns from a
consumer protection perspective is
whether consumers can manage their
digitalpermissions,whichtheyshouldbe
understanding and engaging with now.
One of the things we as an agency have
been recommending is for companies
to become much more simple and intui-
tive and immersive in terms of when and
how they give consumers information
about their data use and practices.

Anotherissue that we’ve been focused
on is privacy by design. That is, let’s not
place so much of a burden on consum-
ers. Let’s have companies really think
through the data practices that they
have. Do they really need to collect all of
that data? And if they do, how can they
protectit or ensure that aconsumer’s pri-
vacy is appropriately handled?

Is there one particular thing that
really stands out to you in terms of
what is most needed to protect con-
sumers’ online information and data?

A portal that consumers can visit to see
the information that these third-party
collectors, databrokers and others have

and how they’re being profiled. I think
that would probably be the single most
important tool that we could create
right now, to help consumers navigate
a system that is completely invisible
to them.

| believe...that
pretty soon, maybe
within five years,
the Internet will
disappear.

Have you started working toward
this?

I have been calling for industry to do this
for years, and one data broker has taken
the first steps to create such a portal.
That data broker is Acxiom and the por-
tal is called AboutTheData.com. It has
some of the information that Acxiom
has about millions of United States con-
sumers. It’s a good first step, but it’s just
afirst step.

Let’s not place so
much of a burden
on consumers. Let’s
have companies
really think through
the data practices
they have.

What are the biggest misconceptions
or mistakes consumers make when it
comes to digital privacy?

I resist the word mistake. The reason is
because it’s a very difficult ecosystem
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for consumers to navigate, and I think
many consumers are kind of doing the
best they can. But consumers aren’t re-
ally going online to figure out how their
information is being used. They’re us-
ing all of these tools to get something
substantive done.

I think consumers do need to inter-
face more with the privacy tools that
they do have. For instance, with respect
to social networks, most of them offer
pretty good privacy tools to consumers,
but many consumers don’t look at them
or interface with them or make choices
about who they really want to be sharing
their information with.

How do you foresee this changing in
the next few years?

One of the things I believe is that pretty
soon, maybe within five years, the In-
ternet will disappear. And what I mean
by that is the same thing that [Google
Chairman] Eric Schmidt meant when
he said this back in January. Pretty
soon, we’re not going to fire up our
laptops in order to get on the Internet;
instead, we will have many, many con-
nected devices that are online and con-
necting us in a variety of ways. I think
the concept of providing consumers
with notice and choice and giving them
some kind of understanding about how
their data is going to be collected and
used will become much more complex.

If you had the chance to change one
thing with respect to technology
and privacy in the U.S., what would
that be?

I would like to see more significant
protections for health information
and other sensitive information that is
flowing outside of the protected silos
of sector-specific privacy laws, such
as the Health Insurance Portability
and Accountability Act. Fitness bands,
wearables and other health-oriented
devices, apps and online services pro-
vide consumers with enormous ben-
efits, from monitoring their health
to answering questions about health
conditions and diseases. Yet the in-
formation about consumers that flows
from these devices, as well as health
information that marketers and data
brokers infer from other information,
can be deeply personal and can cause
severe harm to consumers if it is inap-
propriately used or disclosed.
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