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We write to express our support for the complaint and proposed consent order in this
case.

Nomi Technologies, Inc. is a provider of technology services that allow retailers to track
consumers’ movements around their stores by detecting the media access control (“MAC”)
addresses broadcast by the WiFi interface on consumers’ mobile devices.! Services like Nomi’s
benefit businesses and consumers. For example, they enable retailers to improve store layouts
and reduce customer wait times.

At the same time, Nomi’s service, and others like it, raise privacy concerns because they
rely on the collection and use of consumers’ precise location data. Indeed, Nomi sought to
assure consumers that its practices were privacy-protecting, declaring in its privacy policy that
“privacy is our first priority.” A core element of Nomi’s assurance was its promise that
consumers could opt out of Nomi’s service through its website “as well as at any retailer using
Nomi’s technology.” Thus, Nomi made a specific and express promise to consumers about how,
when, and where they could opt out of the location tracking services that the company provided
to its clients.

As the Commission alleges in its complaint, however, this express promise was false. At
no time during the nearly year-long period that Nomi made this promise to consumers did Nomi
provide an in-store opt out at the retailers using its service. Moreover, the express promise of an
in-store opt out necessarily makes a second, implied promise: that retailers using Nomi’s service
would notify consumers that the service was in use. This promise was also false. Nomi did not
require its clients to provide such a notice. To our knowledge, no retailer provided such a notice
on its own.

The proposed order includes carefully-tailored relief designed to prevent similar
violations in the future. Specifically, it prohibits Nomi from making future misrepresentations
about the notice and choices that will be provided to consumers about the collection and use of
their information.

Nevertheless, Commissioner Wright argues in his dissent that Nomi’s express promise to
provide an in-store opt-out was not material because a website opt-out was available, and that, in
any event, the Commission should not have brought this action because it will deter industry
from adopting business practices that benefit consumers. In a separate statement, Commissioner

! Although Nomi took steps to obscure the MAC addresses it collected by cryptographically hashing them, hashing
generates a unique number that can be used to identify a device throughout its lifetime and is a process that can
easily be “reversed” to reveal the original MAC address. See, e.g., Jonathan Mayer, Questionable Crypto in Retail
Analytics, March 19, 2014, http://webpolicy.org/2014/03/19/questionable-crypto-in-retail-analytics/ (describing
successful efforts in “reversing the hash” to identify the original MAC address).




Ohlhausen dissents on grounds of prosecutorial discretion. This statement addresses both
dissents’ arguments.

I Nomi’s Express Opt-Out Promise Was False and Material, and Therefore Deceptive

According to the Commission’s Deception Policy Statement, a deceptive representation,
omission, or practice is one that is material and likely to mislead a consumer acting reasonably
under the circumstances. “The basic question [with respect to materiality] is whether the act or
practice is likely to affect the consumer’s conduct or decision with respect to the product or
service.”? Furthermore, the Commission presumes that an express claim is material,® as is
“information pertaining to the central characteristics of the product or service.”

Importantly, Section 5 case law makes clear that “[m]ateriality is not a test of the
effectiveness of the communication in reaching large numbers of consumers. It is a test of the
likely effect of the claim on the conduct of a consumer who has been reached and deceived.””
Consumers who read the Nomi privacy statement would likely have been privacy-sensitive, and
claims about how and when they could opt out would likely have especially mattered to them.
Some of those consumers could reasonably have decided not to share their MAC address with an
unfamiliar company in order to opt out of tracking, as the website-based opt-out required.
Instead, those consumers may reasonably have decided to wait to see if stores they patronized
actually used Nomi’s services and opt out then. Or they may have decided that they would
simply not patronize stores that use Nomi’s services, so that they could effectively “vote with
their feet” rather than exercising the opt-out choice. Or consumers may simply have found it
inconvenient to opt out at the moment they were viewing Nomi’s privacy policy, and decided to
opt out later.

These choices were rendered illusory because of Nomi’s alleged failure to ensure that its
client retailers provide any signs or opt-outs at stores. Further, consumers visiting stores that
used Nomi’s services would have reasonably concluded, in the absence of signage and the
promised opt-outs, that these stores did not use Nomi’s services. Nomi’s express representations
regarding how consumers may opt out of its location tracking services go to the very heart of
consumers’ ability to make decisions about whether to participate in these services. Thus, we
have ample reason to believe that Nomi’s opt-out representations were material.

In his dissent, Commissioner Wright points to certain evidence that, in his view, rebuts
the notion that a consumer who viewed Nomi’s privacy policy would “bypass the easier and
immediate route (the online opt out) in favor of waiting” to opt out at a retail location.®
According to Commissioner Wright, because consumers who viewed Nomi’s privacy policy
opted out at a higher rate (3.8%) than what is reported for a certain method of opting out of
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online behavioral advertising (less than 1%),” this shows that consumers who wanted to opt out
of tracking were able to do so — and therefore, the representation that consumers could opt out at
an individual retailer was not material. We do not believe the 3.8% opt-out rate provides reliable
evidence to rebut the presumption of materiality.

The benchmark against which Commissioner Wright measures the Nomi opt-out rate —
the purported opt out rate for online behavioral advertising — is neither directly comparable to,
nor provides meaningful information about, consumers’ likely motivations in deciding whether
to opt-out of Nomi’s Listen service. The difference in opt-out rates could simply mean that the
practice of location tracking is much more material to consumers than behavioral advertising,
and for that reason a much higher number of consumers exercised the website opt out. Indeed,
recent studies have shown that consumers are concerned about offline retail tracking and
tracking that occurs over time,® as took place here. These relative opt-out rates could just as
easily imply that many more than 3.8% of consumers were interested in opting out of Nomi’s
retail tracking, and that the consumers who did not opt out on the website were relying on their
ability to opt out in stores, as promised by Nomi.

In short, the 3.8% opt-out rate for Nomi’s website opt-out, along with the comparison to
opt-out rates in other contexts, is simply insufficient evidence to evaluate what choices the other
96.2% of visitors to the website intended to make, given the promises Nomi made to them about
their options. Commissioner Wright is simply speculating when he extrapolates from the
available data his conclusion that in-store opt-out rates would have been so low as to render the
in-store option immaterial. Such inconclusive evidence fails to rebut any presumption of
materiality that we might apply to Nomi’s statements.

Il. The Proposed Order Contains Appropriate and Meaningful Relief

The Commission’s acceptance of the consent agreement is appropriate in light of both
Nomi’s alleged deception and the relief in the proposed order. The proposed order addresses the
underlying deception in an appropriately tailored way. It prohibits Nomi from misrepresenting
the options that consumers have to exercise control over information that Nomi collects, uses,
discloses, or shares about them or their devices.® It also prohibits Nomi from misrepresenting
the extent to which consumers will be notified about such choices.™® Nomi may be subject to
civil penalties if it violates either of these prohibitions. While the consent order does not require
that Nomi provide in-store notice when a store uses its services or offer an in-store opt out, that
was not the Commission’s goal in bringing this case. This case is simply about ensuring that

"1d. at 3 & n.15.

& See New Study: Consumers Overwhelmingly Reject In-store Tracking by Retailers, OpinionLab, March 27, 2014
http://www.opinionlab.com/press release/new-study-consumers-overwhelmingly-reject-in-store-tracking-by-
retailers/ (44% of survey respondents indicated that they would be less likely to shop at a store that uses in-store
mobile device tracking); Spring Privacy Series: Mobile Device Tracking Seminar, available at
http://www.ftc.gov/system/files/documents/public events/182251/140219mobiledevicetranscript.pdf; Remarks of
Ilana Westerman, Create with Context, at 47-48; 50 (stating that a study of 4600 Americans showed that consumers
are reluctant to give up their location histories).
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when companies promise consumers the ability to make choices, they follow through on those
promises. The relief in the order is therefore directly tied to the deceptive practices alleged in the
complaint.™* The order will also serve to deter other companies from making similar false
promises and encourage them to periodically review the statements they make to consumers to
ensure that they are accurate and up-to-date.

In their dissents, however, Commissioners Wright and Ohlhausen argue that the
Commission should have declined to take action in this case. Commissioner Ohlhausen views
this action as “encourag[ing] companies to do only the bare minimum on privacy, ultimately
leaving consumers worse off.”*? Similarly, Commissioner Wright argues that the action against
Nomi “sends a dangerous message to firms weighing the costs and benefits of voluntarily
providing information and choice to consumers.”*3

The Commission encourages companies to provide privacy choices to consumers, but it
also must take action in appropriate cases to stop companies from providing false choices. Our
action today does just that. Indeed, this case is very similar to prior Commission cases involving
allegedly deceptive opt outs.™* We do not believe that any of these actions — including the one
announced today — have deterred or will deter companies from providing truthful choices. To
the contrary, companies are voluntarily adopting enforceable privacy commitments in the retail
location tracking space®® and in other areas.®
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1 After arguing primarily that Nomi did not violate Section 5, Commissioner Wright argues in the alternative that
the proposed order is too narrow. See Statement of Commissioner Wright at 4 (stating that “the proposed consent
order does nothing to alleviate such harm [from retail location tracking]” because it does not require Nomi to offer,
and provide notice of, an in-store opt out). This argument is based on a misunderstanding of the injury at issue in
this case. Here, the injury to consumers was Nomi’s allegedly false and material statement of the opt-out choices
available to consumers. The proposed order prohibits Nomi from making such representations and thereby
addresses the underlying consumer injury.

12 Statement of Commissioner Ohlhausen.

13 Statement of Commissioner Wright at 4.

4 See U.S. v. Google Inc., No. CV 12-04177, (N.D. Cal. Nov. 16, 2012) (stipulated injunction) ($22.5 million
settlement over Google’s allegedly deceptive opt out, which did not work on the Safari browser); Chitika, Inc., No.
C-4324, (F.T.C. June 7, 2011) (consent order) available at http://www.ftc.gov/enforcement/cases-
proceedings/1023087/chitika-inc-matter (alleging that advertising network deceived consumers by not telling them
that their opt out of behavioral advertising cookies would last only 10 days); U.S. Search, Inc., No. C-4317 (Mar. 14,
2011) (consent order) available at http://www ftc.gov/enforcement/cases-proceedings/us-search-inc (alleging that a
data broker deceived consumers by failing to disclose limitations of its opt out).

15 The Future of Privacy Forum has developed an entire self-regulatory code that requires industry members to
provide such choices. See also JAN LAUREN BOYLES ET AL., PEW INTERNET PROJECT, PRIVACY AND DATA
MANAGEMENT ON MOBILE DEVICES 2 (2012), available at http://www.pewinternet.org/files/old-
media/Files/Reports/2012/PIP_MaoabilePrivacyManagement.pdf (reporting that 19% of consumers “turned off the
location tracking feature on their cell phone because they were concerned that other individuals or companies could
access that information) and Westerman, supra note 8, at 50-52 (describing sensitivity of location history, based on
study of 4600 U.S. consumers).

16 See, e.g., Future of Privacy Forum, K-12 Student Privacy Pledge Announced (Oct. 7, 2014), available at
http://www.futureofprivacy.org/2014/10/07/k-12-student-privacy-pledge-announced/.




The application of Section 5 deception authority to express statements likely to affect a
consumer’s choice of or conduct regarding a good or service is well established. For close to a
year, Nomi claimed to offer two opt-out methods but in fact it provided only one. We believe
this failure was material and that Nomi had a legal obligation to fulfill the promises it made to
consumers.



