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Thank you, Peter, for your kind introduction. And thanks to USCIB, BIAC, and the
OECD for inviting me to speak with you. Privacy and data security in the global, data-driven
economy are among the most important issues facing companies, consumers, policymakers, and
other stakeholders. It is a pleasure to be able to discuss these issues with you this morning.

I was honored to give a keynote speech at this important event last year. When | glanced
back at those remarks to prepare for this morning,* | was stunned at how much has happened
since then. Of course, the Internet is still today’s global trade route.> Hundreds of billions of
dollars of annual international trade continue to be directly tied to data flows between the United
States and other countries.®> And privacy and data security continue to be among the top
consumer protection priorities of my agency, the Federal Trade Commission,

But what has changed over the past year is the deep dive we have all taken into the data
driven economy, in an effort to figure out how to best protect consumers’ privacy and data
security, and allow innovation to flourish, as new business models and technologies develop.
Over the past year, the FTC grappled with the Internet of Things;* and the data broker
ecosystem, issuing seminal reports in each of these areas.”> We also hosted public seminars on
cutting-edge issues like user generated health information;® retail mobile location tracking;’ and
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scoring individuals based on where they live, their social media interactions, and other
nontraditional scoring techniques.® And we brought several important enforcement actions
dealing with privacy and security of mobile apps and the sensitive personal information that they
handle;’ thﬁ security of consumers’ health information;*° and privacy and security in the Internet
of Things.

On today’s broader theme of promoting inclusive growth in the digital economy, we have
examined how big data can serve as a tool of inclusion and a tool of exclusion,*? and we have
issued reports and taken enforcement actions to help ensure that mobile payment systems follow
fundamental consumer protection rules.®

The Obama Administration also took some big steps in privacy and data security policy
over the past year. In May, the Administration released a landmark report on big data’s
economic and social opportunities, as well as its challenges to privacy, fairness, and other
fundamental values.** The Administration also renewed its call for breach notification
legislation,® called for new federal student privacy legislation,*® and, most recently, outlined its
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views on baseline privacy legislation in the form a discussion draft of the Consumer Privacy Bill
of Rights."’

But that’s not all. In Europe, the effort to pass a general data protection Regulation
moved forward. The European Parliament passed its version of the Regulation,*® and the
European Council released some of its agreed to provisions.*® The U.S. and the European
Commission continued to discuss changes to the Safe Harbor Framework.”> The Court of Justice
for the European Union ruled that Europeans’ fundamental right of privacy includes a right to be
“forgotten.” And just to demonstrate that the discussion about data flows and privacy is truly
global, Brazil®* and Japan® are among the other countries that are in the midst of revising or
adopting data privacy laws.

While technologies and business models change rapidly, many developments of the past
year have confirmed one important message: basic consumer protection principles apply to
exciting new technologies, and we need to keep consumers front and center as we develop
policies for privacy and security in our increasingly connected world.

Internet of Things and Big Data

The Internet of Things illustrates this point well. The data that we collect from the
Internet of Things could help solve some of society’s big challenges in healthcare, energy,
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education, transportation, and other key areas. But much of the data that comes from sensors in
our homes and on our bodies will be deeply personal, and say a great deal about us as
individuals. At the same time, as Eric Schmidt said recently, “the Internet will disappear.”®* Just
as you forget about shifting gears in your car once you have an automatic transmission,
connectivity will just be part of the way things work. So, many of the cues that we rely on to
know when we’re connecting to a network or sending information may soon vanish. But the
need to protect consumers’ data will not.

Security is paramount in the Internet of Things. To give you a sense of where things are
at the moment, a recent study by Hewlett-Packard found that 90 percent of connected devices are
collecting personal information, and 70 percent of them are transmitting this data without
encryption.”® Moreover, traditional consumer goods manufacturers are entering the Internet of
Things market and may not have spent decades thinking about how to secure their products and
services from hackers in the way that traditional technology firms have. And many connected
devices will be inexpensive and essentially disposable. If a vulnerability is discovered on such a
device, will manufacturers notify consumers, let alone patch the vulnerability?®® And device
security will be just as important as data security, to ensure that the functionality of connected
cars, pacemakers and other devices are reasonably protected.?” Our report offers some solid
practical advice on security of connected devices.?®

Data minimization also plays a key role in promoting data security and privacy. You
can’t lose or misuse what you don’t have. For that reason, the FTC has long pushed companies
to practice data minimization.” We renewed this call in our report on the Internet of Things,
suggesting that companies limit the consumer data they collect and maintain to the information
they truly need, and dispose of the information once they no longer need it.** We also call on
companies to deidentify the data they do keep. From the FTC’s perspective, effective
deidentification combines reasonable technical deidentification with accountability measures that
prohibit the company that controls the data from attempting to reidentify it, and places the same
prohibitions on any recipients of the deidentified data.*

Finally, the need for consumers to exercise control over their information through notice
and choice will remain, even as user interfaces shrink or disappear. | frequently urge companies
to get creative when it comes to informing consumers about what kinds of information they’re
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collecting, and allowing consumers to choose what information to share, and when.** Interactive
apps and command centers that allow consumers to control the many connected devices in their
homes could be very helpful in this regard.®

So notice and choice, data minimization, security, and other Fair Information Practice
Principles apply to the emerging Internet of Things just as they did to the Internet of PCs,
laptops, and smartphones, even though we will have to get more creative about how to apply
these principles.

Consumer Privacy Bill of Rights

This leads to a question that has been vigorously discussed here in Washington, in Silicon
Valley, and elsewhere: Should rights and obligations based on the Fair Information Practice
Principles be incorporated into a baseline privacy law here in the U.S.? My answer is “yes.” An
appropriate baseline privacy law would accomplish two useful goals: it would provide strong,
specific, and enforceable protections for consumers; and it would provide clear rules of the road
for businesses.

The Obama Administration deserves credit for releasing a discussion draft that wrestles
with some of the difficult issues that go along with baseline privacy legislation. But | am
concerned that the discussion draft falls short of providing clear protections for consumers and
clear guidance for businesses. The manner in which companies give notice, the kinds of choices
that they provide to consumers, and the scope of access to consumers’ data would all be subject
to how companies interpret the “context” in which they deal with consumers and the level of
“privacy risk” that they believe a given data processing activity involves. In my view, the
discussion draft relies too heavily on “codes of conduct” and privacy review boards, and contains
too few clear, bottom line consumer protections. As we move forward with this legislation, |
look forward to working with Members of Congress, the Administration, and stakeholders to
craft a bill that puts the “consumer” back in the Consumer Privacy Bill of Rights.

Maintaining Interoperability: The U.S. Privacy Framework and Global Data Flows

Of course, other countries and regions are wrestling with similar questions of how best to
protect consumers’ privacy in an age of big data and the Internet of Things. In Europe, the
proposed EU data protection regulation currently under discussion is designed to update
Europe’s data protection framework, putting in place a single, modernized privacy law to govern
the entire European Union.

This differs significantly from the U.S. privacy regime. Our framework is different from
that in the EU and other regions. In the U.S., we have deep protections in certain sectors,
including healthcare, education, financial services, credit reporting, and children, and, at the state
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level, data breach notification. Section 5 of the FTC Act, and the state laws that are modeled on
it, apply much more broadly, and will continue to allow us to take action against unfair and
deceptive acts and practices involving data collection and use.

I believe it would be beneficial to consumers and businesses around the globe for
policymakers to ensure that cross-border data flows take place legally, efficiently, and in a
manner that protects consumers, despite the differences in our privacy regimes. For the past 15
years, the U.S.-EU Safe Harbor Framework has been the main tool for allowing companies to
transfer personal data from the EU to the United States.** However, the viability of the Safe
Harbor was seriously threatened starting in June 2013, when information provided by Edward
Snowden began to detail some of the data collection activities of the National Security Agency
and other intelligence and law enforcement agencies. In the wake of these revelations, the
European Commission issued a report on the Safe Harbor commending the FTC’s enforcement,
indicatin?(::]5 overall that the Safe Harbor Framework should be retained, but demanding thirteen
changes.

Over the past year, the Department of Commerce and the European Commission have
been negotiating eleven of the thirteen changes demanded by the European Commission. Many
of the items on the European Commission’s list make good sense, and would improve Safe
Harbor from a consumer protection standpoint. Two of the European Commission’s
recommendations for improving Safe Harbor concern national security issues, and are still under
discussion.

I am optimistic that the U.S. and the European Commission will work out these
remaining differences. The FTC’s 24 Safe Harbor enforcement actions® and our recent case
against TRUSTe based, in part, on its alleged misrepresentations about its Safe Harbor
certifications, show that we are serious about enforcing companies’ Safe Harbor commitments.*’
And the improvements that Commerce has already put in place should make Safe Harbor a
stronger and more effective consumer protections tool — which is precisely what it was designed
to be.

I S e

I believe we are all working towards the same goal: protecting consumers and promoting
innovation in an increasingly connected, and data driven world. Each of us — companies,
consumer groups, advocates, academics, policy makers throughout the world — have important
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roles to play in bringing making this vision a reality. | stand ready to work with all of you, and |
am optimistic that when we are back together again next year, we will look back and see that we
have made real progress together.

Thank you.



