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Health apps have been gaining a foothold in the market for years, but they have exploded
in popularity during the course of the pandemic, offering services ranging from diet and fitness
to mindfulness and sleep. 1 These apps collect and track sensitive personal information often
across multiple aspects of our lives. Mental health apps have been one area of particular growth
during the pandemic. 2 One UK digital provider reported a 7,500% increase in searches for
health-apps related to the prevention of self-harm, a 176% increase for apps dedicated to the
management of depression, and an 86% increase in searches for mental health apps for the
treatment of anxiety. 3 While digital mental health tools can be promising if they connect users
with evidence-based resources, they also present high risks, because users seeking mental health
resources are often sharing information that is particularly sensitive and personal. The same can
be said for other health apps helping people grapple with deeply personal health concerns, like
fertility, weight loss, and cancer treatment, to name just a few.
In this changing landscape, it is critical that the FTC do all it can to ensure that people
entrusting their personal information to digital health apps can do so safely and securely.
Accordingly, I strongly support the Commission issuing the Policy Statement on Privacy
Breaches by Connected Health Apps. The Policy Statement sends a clear signal to providers of
digital health technologies that they must fully comply with their legal obligations, including the
Health Breach Notification Rule. The Health Breach Notification Rule requires vendors of
unsecured health information, including mobile health apps, to notify users and the FTC if there
has been an unauthorized disclosure of user information, including improper sharing of covered
information without valid user consent.
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In the FTC’s enforcement action earlier this year against Flo, a fertility tracker, I made
the point that the FTC must more effectively deploy the Health Breach Notification Rule against
providers of digital health tools. 4 I am gratified to see a majority of the Commission echo this
message to providers now. If you are offering digital health services, the FTC will hold you
accountable for accurate, evidence-based claims and fully compliant data privacy practices.
While this Policy Statement is a welcome step, it is important to be clear that it is a
policy statement—not a rulemaking. Policy statements, like this one, do not change existing
laws, rather they seek to clearly communicate compliance obligations to the market under
existing laws. The Commission’s efforts to protect consumers’ data from misuse and abuse must
continue. I look forward to the Commission taking more action to limit the unfair collection and
use of data, especially through rulemaking. Rules like the Health Breach Notification Rule are
helpful in incentivizing companies to take better care of the data they collect—but we all know
that too many digital services collect more data than they need, keep it way too long, share it far
too widely and use it in problematic ways. The FTC must lead a market shift towards data
minimalism.
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