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Today the Commission announced a public workshop relating to its April 4, 2019 notice
of proposed rulemaking (“NPRM”) recommending changes to the Commission’s Safeguards
Rule. Although we dissented from the issuance of the NPRM, we concur with the decision to
hold this workshop. Our dissent from the issuance of the NPRM 1 was based in part on the fact
that the FTC lacked an adequate evidentiary basis for the proposed rule’s requirements, so we
applaud the FTC’s willingness to seek additional information, empirical data, and testimony
from stakeholders and experts to inform the agency’s analysis of potential changes to the
Safeguards Rule.
Our dissent expressed several concerns that subsequently were echoed in comments
submitted to the FTC during the NPRM process:
•

First, we were concerned that the proposed revisions are overly prescriptive. We
are wary of trading flexibility for a costly one-size-fits-all approach that would
divert company resources away from risk management initiatives specifically
tailored to each entity’s unique data collection, usage, and storage practices. 2 Our
wariness was exacerbated by the fact that the proposal would apply remedies
imposed in specific data security enforcement actions—generally outside the
context of the Safeguards Rule and only to the firms named in those actions—to
financial information generally, without a basis to conclude that the Safeguards
Rule is not adequate or that covered firms systematically have worse data security
than those not covered, such that additional regulation beyond the current Rule
would be warranted.

•

Second, we were concerned that this new and prescriptive approach would impose
significant incremental costs without materially reducing data security risks or
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significantly increasing consumer benefits. 3 The submission from NADA, by way
of example, highlights the incremental costs imposed by the proposed revisions:
NADA estimates that it would cost the average car dealership one-time, up-front
costs of $293,975, with $276,925 in additional costs each year. 4 These incremental
costs will be particularly burdensome for new entrants and smaller companies,
which may ultimately hinder competition with larger and better-established rivals.
•

Third, we were concerned that the suggested Rule revisions substituted the
Commission’s judgment for a private firm’s governance decisions. 5

•

Fourth, we were concerned that the Rule was premature because the proposed
regulations are substantially based on relatively new New York State Department
of Financial Services regulations that have not been market-tested for feasibility
and efficacy. 6

The workshop will enable the FTC to obtain additional information about the costs and
benefits of the proposed rule changes and the ability of companies that fall within the Rule’s
scope to comply with the proposed changes. We continue to encourage stakeholders, including
experts in security for financial services companies, to comment and provide evidence for this
workshop. We are particularly interested in hearing from those who are knowledgeable about
security for small businesses. In light of the significant proposed changes to the Safeguards
Rule, and the concerns expressed by many commenters thus far, we view this additional
solicitation of input from stakeholders as vital.
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