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Data to Go: An FTC Workshop on Data Portability 9/22/2020
1 PROCEEDINGS
2 - - - - -
3 WELCOME AND OPENING REMARKS
4 MS. SIGNS: Good morning and welcome to Data
5 To Go, the FTC’s workshop on data portability. My
6 name 1s Kelly Signs. 1°m a Deputy Assistant Director
7 with the Bureau of Competition at the FTC. On behalf
8 of the entire FTC workshop team, we"re delighted that
9 you"re joining us today via our live webcast.
10 Before we begin our program, I have a few
11  administrative details to cover. First, a video
12 recording and transcript of these proceedings will be
13 available on our workshop webpage shortly after the
14 event. Our intent is to a create a lasting resource
15 for anyone who’s interested in this important topic.
16 Second, as with any virtual event, we may
17 experience technical issues. |If these occur, we ask
18 for your patience as we work to address them as
19 quickly as we can. We will let you know If there are
20 going to be any significant delays.
21 Third, we’ll be accepting audience questions
22 via our dedicated email address, dataportability@
23  ftc.gov. Due to time constraints, we may not be able
24  to get to all the questions, but we will review all
25 the ones that we receive.

For The Record, Inc.

(301) 870-8025 - www.ftrinc.net - (800) 921-5555


http:www.ftrinc.net

4

Data to Go: An FTC Workshop on Data Portability 9/22/2020
1 Finally, please join us on Twitter. Our
2 Twitter handle 1s @FTC, and we’ll be tweeting using
3  the hashtag #datatogoftc.
4 And now 1 have the great pleasure to
5 introduce our first speaker, Andrew Smith. Andrew is
6  the director of the FTC’s Bureau of Consumer
7 Protection. He came to the FTC from the law firm of
8 Covington & Burling, where he chaired the financial
9 services practice group. Earlier in his career,
10 Andrew was a staff attorney at the FTC where he led
11  the agency’s rulemaking efforts under the
12 Fair Credit Report Act.
13 Andrew has written extensively on consumer
14 protection and financial services i1ssues, and served
15 as Chair of the American Bar Association’s Consumer
16 Financial Services Committee. Welcome, Andrew.
17 MR. SMITH: Thank you, Kelly, and welcome,
18 everyone, to Data To Go, an FTC workshop on data
19 portability. Thank you all for tuning in. 1I°m sorry
20 we can"t all be iIn the same room this morning to
21 interact with one another in person, but 1°m grateful
22 that we still have the ability to host a workshop on
23 such an important issue with experts from around the
24 world. This is the FTC’s third virtual workshop, and
25 I*m confident that it will be another success.
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1 In the last few years, data portability has
2 emerged as a hot topic In both antitrust and consumer
3 protection circles. Freeing up data promises to
4 Increase consumers” choice and control their own
5 privacy. It could also foster competition by, among
6 other things, lowering barriers to entry. But there
7 are risks. While there may be privacy benefits to
8 allowing consumers greater choice and control,

9 increased data flows raise serious questions about how
10 to make sure that data is kept safe. This convergence
11 of issues has presented the FTC, which has both
12 competition and consumer protection missions, with the
13 opportunity for staff from across the agency to
14  collaborate.

15 This workshop i1s a prime example. And 1°d
16 like to thank Jarad Brown and Kate White from the

17 Bureau of Consumer Protection; Andrea Zach, Kelly

18 Signs, Chris Grengs and Ryan Quillian from the Bureau
19 of Competition; Ben Smith from the Bureau of

20 Economics, and Guilherme Roschke from the Office of
21 International Affairs for bringing us this event.

22 The term ““data portability” can mean

23 different things to different people. For some, data
24 portability refers to the ability of consumers to

25 receive a copy of the data about them either for their
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1 own conveniences or to move the data to another
2 service. For others, data portability means the
3  transfer of data about multiple individuals so that,
4  for example, a business can easily move its customers
5 database from one vendor to another.
6 Across the globe and here in the U.S., we
7 have seen various approaches to portability. Some
8 approaches such as in the EU and California have
9 focused on an individual’s rights to portability.
10 These jurisdictions have enacted general consumer
11 privacy laws, and although there are differences iIn
12  their regulations, both jurisdictions give consumers
13 the right to receive their data in a format that more
14 easily allows the transfer of that data to another
15 entity.
16 India, on the other hand, does not have a
17 general privacy law, and its data portability
18 initiatives aim to iIncrease consumer access to
19 services, especially health and financial services.
20 Other approaches such as the UK’s Open
21 Banking initiative and the interoperability rule at
22 HHS Office of the National Coordinator for Health
23 Information Technology, have taken a sector-specific
24  approach. They have each created secure standardized
25 methods for data to be transferred with the goal of
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1 providing consumers with better access and control
2 over data and iIncreasing competition.
3 At the same time as these government
4 initiatives, there are industry-wide efforts such as
5 the Data Transfer Project that are working on ways to
6 create open source service-to-service data portability
7 platforms to allow consumers to easily move their data
8 between companies.
9 We"re fortunate today to be joined by
10 regulators and other experts and stakeholders to
11 discuss their experiences with these rules and
12 projects. We"ll start the day with a presentation
13  from Peter Swire, who will provide relevant background
14 on the issue and set the table for the rest of the
15 day’s discussion.
16 Then our first panel will offer a look at
17 data portability initiatives in the EU, India and
18 California. Our second panel will explore sectoral
19 approaches to data portability. Our afternoon
20 sessions will take a more general look at data
21 portability, and beginning with our third panel, which
22 will discuss the attributes, benefits and challenges
23 of data portability initiatives with an eye toward the
24  twin aims of protecting consumers and promoting
25 competition. Our final panel of the day will tackle
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1 some key concerns confronting data portability
2 initiatives -- security, privacy, standardization and
3 interoperability -- and will consider some solutions.
4 So I'm looking forward to hearing all of our
5 panelists” thoughts on these issues. The goal of
6 today®"s discussion isn’t a broad policy pronounced
7 measure or legislative recommendation. Rather
8 we intend for today’s program to be a contribution to
9 the broader discussion among global policymakers about
10 how data portability can empower consumers and promote
11 competition without compromising data security.
12 For example, the OECD has recently sponsored
13 similar events on data portability, and we also will
14 be paying close attention to other developments such
15 as the CFPB’s recently announced effort to make rules
16 under the Dodd-Frank Act to facilitate consumers’
17 access to financial data.
18 Before 1 close, I want to thank the
19 panelists for giving us their time. Because this iIs a
20 virtual event, many of our speakers are participating
21  from other time zones. So a special thanks to those
22 of you who are joining us for a very early morning or
23 a very late night. And thank you to everyone who 1is
24  attending virtually. We appreciate the opportunity to
25 engage with the public on this important issue, and I
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hope you enjoy the FTC’s Data To Go. We will open
with a presentation from Professor Peter Swire that

will begin at 8:40. Thank you.
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1 AN OVERVIEW OF DATA PORTABILITY: CONCEPTS AND
2 TERMINOLOGY
3 MR. SWIRE: Hi, everybody. This is Peter
4 Swire. 1°m calling -- speaking to you from my
5 cluttered office in Atlanta, Georgia, where 1°’m a
6 professor at Georgia Tech. My thanks to the FTC for
7 organizing this fantastic workshop today.
8 Could we have the background slide, please?
9 So as an overview of what I’m going to do in about 15
10 or 20 minutes, 1711 give a brief story of my own
11 background, including a 125-page study on data
12 portability that’s available this week. 1711 explain
13  three reasons for the current interest in data
14 portability, then talk about some terminology that I
15 propose as a way to make i1t clear that portability
16 could be transfers of one person or of many persons,
17 as Andrew Smith just said.
18 1"11 try to talk about the dilemma here that
19 antitrust and other factors tend to open data flows,
20 but privacy and security tend to close data flows.
21  And the proposed answer to the dilemma is to have what
22 I call a portability and other required transfers
23 Impact assessment, a PORT-1A, which is a structured
24 way to try to figure out how to work your way through
25  these different issues.
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1 In the course of talking about the PORT-IA,
2 111 talk about results from sectoral case studies
3 that 1°ve done in the United States and Europe, and
4 1’11 explain the importance of having a
5 multidisciplinary assessment of these issues. Next
6 slide.

7 So, as | said, I"m a professor now at

8 Georgia Tech. |I1"m wearing my Georgia Tech colors on
9 my tie today. [1’m also a senior counselor with the
10 law firm of Alston & Bird. [1’ve worked on privacy and
11 related issues since the mid-1990s. In the late

12 2000s, 1 worked in the White House in the U.S. Office
13 of Management & Budget as the chief counselor for

14 privacy with U.S. government-wide responsibility for
15 privacy policy. That’s when HIPAA and Gramm-Leach-
16 Bliley happened, for instance.

17 IT you get certified as a U.S. privacy

18 professional, I’m the lead author on the textbook for
19 taking that test. And 1°ve been a professor at law
20 schools and elsewhere iIn privacy, in cybersecurity,
21 and in antitrust law. So I have a relatively unusual
22 background of having taught all of these subjects.

23 I1’ve also worked at the intersection of

24 privacy and antitrust for quite some time. 1In 2007,
25 the FTC asked me to testify about that intersection,
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1 and 1 proposed that we could understand privacy as a
2 nonprice or a quality aspect of competition. And this
3 approach of a nonprice aspect of competition has been
4  widely adopted since then.

5 In 2013, after the draft of GDPR was

6 released, with a co-author, Yianni Lagos, | wrote an
7 extensive article on data portability, and I decided
8 over a year ago to come back to data portability to
9 see 1T we could try to make sense out of what to do
10 next. Next slide.

11 So, again, as Andrew said, there"s a number
12 of reasons for the current interest and for having
13  this workshop today. One thing is that we have new
14 broadly applicable laws on the right to data

15 portability. The GDPR in Europe went into effect in
16 2018, just two years ago. In California, the

17 California Consumer Privacy Act went into effect in
18 2020, at the beginning of this year. And so for very
19 large numbers of companies, they’re facing an

20 obligation to have an individual right of data

21 portability.

22 A second reason for these debates are the
23 intense policy debates that everyone on this call

24 probably knows about, about the digital platforms.
25 What about privacy? What about antitrust and
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1 competition issues? And these intense debates are
2 happening both in the European Union and the United
3 States. And In my research project, I try to give
4 roughly equal attention to both the EU and U.S. 1°ve
5 worked on EU law for many years.
6 A third reason for the current interest 1is
7  there’s multiple sectors, iImportant sectors, in the
8 United States and Europe that now have mandated data
9 flows. So, for instance, HHS, the U.S. Department of
10 Health and Human Services, issued i1t’s healthcare
11 interoperability rule in final form in February of
12  this year, March, 1 guess. And in EU, the open
13 banking in the UK and the Payment Services Directive
14  for the entire European Union, i1s in the late stages
15 of being implemented. So you have healthcare, you
16 have financial services, major sectors that are
17 subject to these data portability issues. Next slide,
18 please.
19 So for the terminology, because i1t’s been
20 confusing to talk about the different kinds of data
21  flows, | suggest one -- others may find better ways to
22 define 1t. And so for me the right to data
23 portability is about an individual right to transfer
24 data. And especially if you talk to European Union
25 lawyers, but I think also California lawyers,
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1 portability with a small “p” iIs becoming a term of
2 art. |If a European lawyer says there’s a portability
3 Issue, that means there’s an issue of one person
4 having their data transferred to a different place.
5 And so that’s an individual right to transfer it to
6 that person himself or herself, whereas an individual
7 right to transfer from the original service to a
8 different service, that"s an individual transfer
9 right. For me, that"s a small “p”.
10 Now, there’s also a lot of discussion,
11  again, as Andrew Smith mentioned, about having
12 mandates, proposed or actual now, to transfer entire
13 databases, to transfer data involving more than one
14 person. In Europe, this has typically been called
15 data sharing. So you’d move a lot of data from this
16 database to that database, and they call i1t data
17 sharing.
18 In my view, that’s a vague term because data
19 Is shared in so many ways for so many different
20 reasons around our digital economy. And so my paper
21 proposes calling these “other required transfers.”
22 It’s either portability about one person or i1t’s other
23 required transfers about a lot of people.
24 And so to give an example of other required
25 transfers, in the United States under the new rule
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1 that HHS issued this year, a hospital or doctor"s
2 office has a right to transfer all of its records from
3 one software provider to another one. That’s a
4  massive transfer of records partly so it doesn"t get
5 locked into the particular software provider or cloud
6 provider it has today.
7 And that kind of law is very familiar in the
8 European Union. They have a regulation on it to go to
9 the General Data Protection Regulation on personal
10 data. They have what’s called the free flow of data
11 regulation for nonpersonal data, for other business
12 data, and it has these same kinds of rules of transfer
13 of one database from one place to another. Next
14 slide, please.
15 So continuing on terminology, the word
16 interoperability features very highly in discussions
17 of these kinds of issues. And | suggest that the
18 proposed definition of interoperability has to do with
19 the technical ability of two or more systems to
20 exchange information. That might be common data
21  formats, you know, having a picture look like a
22 picture. It could be common communication protocols,
23  how my computer speaks to your computers to structure
24  the interactions between the computers. And it can
25 include other technical mechanisms that enable
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1 operation of two or more systems. So, for me, 1 think
2 it’s least confusing, most clear, iIf we use
3 interoperability to be a technical word about
4  transfers from one place to another.

5 Now, the HHS rule, which they call the

6 interoperability rule, 1 think can learn from the

7 discussions that this workshop is having today,

8 because HHS has used the word “interoperability” iIn

9 what 1 think are three pretty different situations.

10 So 1t applies to the technical issues | just
11 described higher in this slide. Second, i1t applies to
12 individual portability. So under HHS you’d be able as
13 an individual to move your data from a provider to

14  your app on your phone. And i1t also applies to other
15 required transfers such as moving a doctor’s office’s
16 records from one cloud provider to another.

17 So for me the first of these threes would be
18 interoperability; the second would be lowercase “p”

19 portability, and the third would be other required

20 transfers such as to a new cloud provider. Next

21 slide, please.

22 Now, one reason certainly for having the

23 interest we have here and having the regulators we

24 have from different countries in the world, is that

25  this individual right to data portability has gained
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1 great new prominence In recent years. So under
2 Article 20 of the GDPR, data subjects -- individuals
3 -—- have a right to receive data or transfer i1t to a
4  third party in most cases that they have provided to
5 the controller. So if I use a service, | have a right
6 to transfer it to myself or to others. And the
7 language i1n the GDPR has been picked up in a lot of
8 laws around the world. The transfer has to be what?
9 It has to be without hindrance, super quick, easy,
10 without hindrance portability. That"s the law in the
11 European Union.
12 California picked up similar kinds of words.
13 So in the California law that’s on the books and in
14  effect today, there’s an individual right to access
15 data, but that access has to be done iIn a way that is
16 portable -- there’s our word “portable” -- and a
17 readily usable format. So the service must provide
18 the consumer with the data in a portable and readily
19 providable format.
20 So conclusion on this slide, just since
21 2018 -- and now it’s 2020 -- we’ve had implementation
22 done i1n the European Union and in California -- and
23 California is economically significant. It’s often
24  said that California would be the fifth biggest
25 economy in the world if it was a standalone economy iIn
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1 terms of gross national product. Next slide, please.
2 So that brings us to our dilemma. Overall,
3 as we think about this, should we open up or close
4 down data flows? And for antitrust and competition
5 reasons, there are many compelling reasons to open
6 data flows. Let"s just imagine that there’s iImportant
7 databases iIn our economy, valuable databases about
8 people that are large, that contain a lot of people®s
9 data. Well, that"s what we live with. We have those

10 in the major services and lots of other places iIn our
11  data-oriented economy.

12 So the idea for antitrust people is iIf more
13 companies have access to that commercially valuable

14 data, then those companies can compete, they can

15 innovate, they can have a more effective competition
16 around that valuable resource. Okay. That"s what the
17 antitrust people’s intuition is.

18 For people who start from privacy and

19 cybersecurity, often they’re looking to have ways to
20 close data flows. What if data goes to the wrong

21 person? Well, that’s not good. The game for privacy
22 In cybersecurity is to stop it from getting to the

23 wrong people. So cybersecurity tends to focus on

24 unauthorized access. That’s a hacker getting into the
25 data, pretending to be you to transfer the data, or
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1 that’s an insider who’s not supposed to look at the
2 data getting 1t. That’s the cybersecurity angle.
3 The privacy angle is more about what focus
4 we have on access that should be authorized. And
5 often in privacy, those complicated set of rules,
6 often the rules are let"s be cautious unless the
7 individual consented or basically knew what was going
8 to happen.
9 So in terms of antitrust, we"ve seen clear
10 evidence that the interest in portability from
11 regulators in Europe and the United States. The
12 Federal Trade Commission Director of Competition, who
13 I believe is speaking later today, In February said
14 the breadth of additional relief that may be
15 considered include obligations to provide data. And
16 you can see the rest of the quote on the slide. Well,
17 obligations to provide data sounds like data
18 portability. And we have the workshop today showing
19 the FTC’s interest in this issue.
20 In Europe, their Commissioner for
21 Competition, Ms. Vestager, discussed the prominent
22 position of data in digital markets, which 1 think we
23 all accept, and she said the need to ensure the
24 possibility of entry, new entry, by more competitors
25 may argue in favor of mandating access to data. And
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1 those other required transfers, those mandates, are
2 central to what we’re talking about. And the European
3 Union released i1t’s European data strategy earlier
4  this year with many discussions of portability. Next
5 slide, please.
6 So to respond to that dilemma, I™m
7 suggesting in my study that"s available today at
8 ssrn.com to create a well-designed Portability and
9 Other Required Transfers Impact Assessment. And the
10 method here i1s similar to privacy impact assessments
11 that are required for U.S agencies, for instance, iIn
12  the United States where the data protection impact
13 assessments that are required under GDPR.
14 And the methodology for the study, for all
15 this work 1°ve been doing for over a year, has been
16 first to try to draft structured questions of what the
17 Iimpact assessment would ask, to try to have a
18 systematic assessment, and then test those assessments
19 against all those case studies that 1 showed you
20 earlier. And then the case -- the structured
21 questions change quite a bit. We learn from all these
22 case studies. And we can validate the structured
23 questions based on these numerous case studies across
24  different geography, across different sectors, across
25 different types of data. Next slide, please.
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1 So to look at the case studies a little bit
2 more, for the EU and the U.S. we looked at phone
3  number portability. You can go to one phone company
4 provider and keep your phone number when it goes to
5 another provider. That’s been on the book for almost
6 20 years.

7 Now, this portability approach has been

8 super successful. But after 1°ve looked at it,

9 compared to other case studies, it looked like a

10 misleadingly -- a misleadingly easy case. Most people
11 want their phone numbers known to the other people in
12  their lives. So it"s not a privacy problem. They

13 want the data out there. So you don"t have that

14 tension between privacy and competition that we see iIn
15 some other sectors.

16 The study looks at a U.S. financial services
17 and EU financial services case study, and the Dodd-

18 Frank Act of 2010 where there’s rules that are

19 supposed to be developed now by a U.S. agency requires
20 portability for consumer financial records.

21 Looking at EU and U.S. healthcare -- and in
22 March this year we’ve been talking about this HHS rule
23 where individuals get portability to their smart phone
24  apps, that’s small P portability, and there’s other

25 required transfers to move to a new healthcare
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1 provider.
2 I also have a case study on open data for
3 government databases. You can think of when
4  government has open data requirements, it"s a
5 mandatory portability out to the internet. People can
6 get the data. And there’s a set of laws In Arizona
7 and three other states that were recently passed that
8 have to do with when auto dealers are locked into a
9 provider for their software services, what are the
10 rules for being able to move to a different software
11  provider? Next slide, please.
12 So now we"ll do a very quick overview of the
13  top-level questions in the PORT-1A, not the sub-
14 questions. First, the first question is, define the
15 challenge or opportunity that leads to a possible
16 port. Where does the data come from? Where does it
17 go? What types of data are covered? What
18 specifically are the legal requirements? You get your
19 engineers In here to do a data map and then you look
20 at the legal requirements so you know what you"re
21  talking about. You have to do that first. What does
22 the world look like? Next slide, please.
23 For benefits, here"s a set of questions.
24 Question two is, assess the PORT rationales based on
25 competition. And there’s subquestions on network
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1 effects, on lock-in effects, on barriers to entry and
2 on other competition issues.

3 Next, assess i1nnovation and other commercial
4 benefits due to the PORT. If we move the data around,
5 maybe there’ll be new and cool companies that can do

6 things with it. Question four iIs, assess the

7 noncommercial benefits due to the PORT. And this is

8 where individual rights come in. The individual has a
9 right to control their own data. And that’s not

10 primarily about finances. I1t’s about some self-

11 determination about your right to data.

12 Question five is, assess the regulatory

13 benefits that come from this new rule. Question six
14 Is, watch out, there might be less benefits, reduced
15 benefits, because maybe there"s technical feasibility
16 problems. 1t”’s not interoperable. Maybe there"s

17 market limitations. People aren’t actually asking for
18 the data. So you might dream of a huge benefit and it
19 might be less iIn practice.

20 And then question seven 1s, assess the

21 incentives of those presenting evidence for the

22 benefits. Maybe there"s a company that’s trying to

23 get data from another company. They have a reason to
24  say portability is wonderful. It doesn”t mean they’re
25 wrong, but at least you should recognize why it is
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1 that they’re doing what they’re doing. Next slide,
2 please.
3 So once you’ve done these data portability
4 benefits, let"s do our risks and our costs that come
5 from portability. Question eight is, assess the
6 privacy risks. And there’s subquestions about
7 1dentify data, de-identify data, data of third
8 persons.
9 Next Is assess the security risks about
10 unauthorized access or problems with security in
11  transit. Next In question 10 is, assess the risk from
12  the PORT that may arise for either security or privacy
13 reasons. And there’s two here that 1 go iInto more
14 detail in the paper. One of them is the risk of
15 onward transfer. |ITf the data goes to the receiving
16 service and then they send it on to A and B and C
17 after that, is it still under control for privacy and
18 security?
19 Another one is that people might use
20 standards. Companies might use standards to
21 discriminate so that they get the data and other
22 companies don"t get the data. And i1If they have market
23 power, that might be something that the antitrust
24 people would look at.
25 Question 11 is, assess the risk to
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1 competition from the portability initiative. If the
2 three biggest companies In an industry get together
3 and set standards so they get all the data and nobody
4 else does, then there’s an antitrust risk that comes
5 from them having all the data.

6 Question 12 1s, assess the regulatory and

7 legal consequences. Question 13 i1s, look at other

8 obstacles to adoption and other costs that maybe

9 haven’t been included in the list yet. And the last
10 one i1s, assess the incentives for those preventing

11 evidence of risks of costs. There might be companies
12  that love having the data. They’re going to say

13 portability is very, very dangerous; don"t make us

14 move the data, 1t’s just too scary. They may be

15 right, but you should check to see what their

16 incentives are. Next slide, please.

17 A couple of other points. 1 talked to the
18 FTC. They asked for a couple of other clarifications
19 or distinctions that help us understand how these

20 PORTs, these portability and other required transfers,
21 might work. And the first distinction is whether you
22 take action as a government before or after the

23 violation. So one approach is to have regulation

24  ahead of time, ex ante regulation.

25 So if you want to do that for HHS, for
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instance, for the healthcare interoperability rules or
Dodd-Frank for financial interoperability rules, you
don"t have to find an antitrust violation first in the

healthcare sector. You don"t have to find an

1
2
3
4
5 antitrust violation first in the banking sector.
6 Instead, you say we have enough reasons here to pass a
7 law, to pass a policy and mandate, even though we

8 haven”’t found an antitrust violation. That’s ex ante,
9 that"s before the violation regulations.

10 Another approach is to think of portability
11 as a way to use as a remedy when there iIs an antitrust
12 problem. This is expost, afterwards. So this has

13 been -- 1 spoke at the ABA antitrust section a few

14 months ago, and the antitrust lawyers in the U.S. are
15  thinking, oh, we need a remedy. If there’s a mess

16 under antitrust laws, require portability and that way
17 we might undo the mess.

18 And the court might order portability.

19 There might be a negotiated consent decree. And the
20 regulators who are tempted by these kinds of remedies
21 say, well, breaking up the company, that"s radical.

22 Maybe just have the data move around a little bit,

23 let’s have some portability, that’s less radical. So
24 portability seems attractive because it"s not as

25 decisive an action. It’s a more moderate action.
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1 Okay. So that’s the end of this slide on
2 before or after the violation. Next slide, please, on
3 general or sectoral.
4 So another distinction of the kinds of rules
5 we have about portability is some of them are general
6 portability rules that applies to furniture stores and
7 drug stores and every other thing. And GDPR does that
8 in Its right to data portability, and California does
9 that as well. 1It"s across different business sectors.
10 But we"ve also seen that there’s been a lot
11  of sectoral rules. In the United States, where we’re
12 often careful about regulation, we have it for phone
13 numbers and financial services. That’s 20 percent of
14 the economy. Healthcare, that’s 20 percent of the
15 economy. And we’re seeing it pop up in other places
16 like the auto dealer software standards. So there®s
17 different kinds of laws that go across sectors or
18 vertical by vertical. Next slide, please. And I’ve
19 just got two more slides to go.
20 So now that we"ve gone through this, there’s
21 some reasons to consider using this portability impact
22  assessment. One i1s we have all these new laws and all
23  these new proposals. So we’d have a regular way to
24 look at all of them informed by what we’ve learned
25 already.
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1 Another reason to do the impact assessment
2 Is that most people haven’t taught privacy and
3 cybersecurity in antitrust. They’ve had a life that’s
4 led to lots of other good things. And so iIn many
5 instances it "1l be best to have a team to assess
6 portability proposals. You want your economists and
7 your technical engineers and your lawyers and your
8 privacy people, your cybersecurity people, your
9 antitrust people. |If you can find people who can do
10 all those things, then you can work through this
11 checklist.
12 Another advantage is that the PORT-IA
13 provides a systematic technique to assess so that
14 regulators case after case, or company situation after
15 situation, can be consistent. For antitrust
16 regulators, or courts, they can realize that privacy
17 and cybersecurity not just be offered as a pretext or
18 an excuse. There"s real i1ssues here.
19 For people who work on privacy and
20 cybersecurity, they can realize that consumers benefit
21  from having greater competition. And so the benefit
22 for users on the privacy side and the benefit for
23 users on the competition side both are going to those
24 individual data subjects. So that might be something
25 to think through.
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1 And then the suggestion is the private
2 sector can assess their most promising PORT
3 initiatives, looks like when it’s going to work the
4 best or what are the risks if they try to do it.
5 Final slide, please.
6 So, in conclusion, for opening up data
7 flows, for transferring data, portability of data,
8 there can be great benefits for competition,
9 antitrust, to have innovation, to have freedom of
10 individual choice. These are valuable reasons to
11 consider portability.
12 We also have strong reasons to consider
13 closing data flows: privacy and cybersecurity. So
14 there"s benefits from opening and there’s benefits
15 from closing, and so we need, iIn order to come to some
16 mature view of the situation, to look at both of
17  those.
18 The Portability Impact Assessment provides a
19 method that"s essentially agnostic about each
20 proposal. You don’t know -- when you give me a
21 proposal, I don’t know whether it”’s going to have net
22 benefits or not. So then let’s work through what are
23  the benefits and costs for this required transfer.
24  Can we iIncrease the benefits? Maybe we can focus
25 transfers on where it really, really helps
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1 competition. Can we reduce the costs? Maybe we can
2 tailor privacy rules so that they’re very effective
3 over here, but when there"s benefits from transfers we
4 don"t have to be as strict.
5 And so for this complex and increasingly
6 important topic, the PORT-1A can assist policymakers,
7 can assist companies, | hope, stakeholders, people
8 watching today, to reach better decisions on this --
9 better informed decisions.
10 1"11 be back with you today for Panel 3, but
11 for now 1 thank the FTC for holding the workshop and
12 having an opportunity to have all these great experts
13  from around the world gather today. Thanks very much.
14
15
16
17
18
19
20
21
22
23
24
25
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1 DATA PORTABILITY INITIATIVES IN THE EUROPEAN UNION,
2 CALIFORNIA, AND INDIA: CASE STUDIES
3 MR. ROSCHKE: Good morning, everyone, and
4 welcome to this, our first panel of the day of our
5 data portability workshop. My name is Guilherme
6 Roschke. 1°m counsel for International Consumer
7 Protection at the FTC’s Office of International
8 Affairs.

9 In this, our first panel today, we hope to
10 set out the baseline and begin to explore three

11 approaches to data portability. Three of our

12 panelists are here to represent each of these

13 approaches, and our other two panelists will also

14 bring their expertise in how they’ve seen data

15 portability in action.

16 1’1l now introduce our panelists. Inge

17 Graef is Associate Professor of Competition Law at

18 Tilburg University. She’s affiliated with the Tilburg
19 Law and Economics Center and the Tilburg Institute for
20 Law, Technology and Society. 1Inge is an expert

21 in the areas of competition law, platform regulation
22 and the governance of data. She is Co-chair of the

23 Digital Clearinghouse initiative, which aims to

24  facilitate cooperation, dialogue and exchange of

25 insights between regulatory authorities across Europe
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1 and beyond in the areas of competition, data
2 protection and consumer law. 1Inge is also an
3 appointed member of the European Commission’s expert
4 group to the EU Observatory on the Online Platform
5 Economy.
6 Rahul Matthan is a Partner at Trilegal.
7 He i1s part of the telecommunications, media and
8 technology, or TMT, practice group of the firm. Rahul
9 has advised on some of the largest TMT transactions in
10 India. He has also been i1nvolved in a number of
11  policy initiatives in the TMT space, including
12 assisting the government iIn preparing the country’s
13 privacy law. Rahul is a published author and a
14 regular speaker across the world on matters relating
15 to emerging technology and the law. He also writes EXx
16 Machina, a weekly column on the interface of law and
17  technology.
18 Karolina Mojzesowicz is the Deputy Head of
19 the unit responsible for data protection at the
20 European Commission, Directorate-General for Justice
21 and Consumers. She was on the European Commission’s
22 representatives in the interinstitutional negotiations
23 with Parliament and Council on the General Data
24 Protection Regulation, and is now responsible for its
25 implementation in the EU.
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1 Karolina previously served as a member of
2 the EC’s legal service, focusing on EU competition law
3 and international trade law. In that capacity, she
4 represented the EC In numerous cases before the
5 European courts and the World Trade Organization
6 panels and appellate body. Karolina studied law In
7 Poland, the Netherlands and Germany, where she
8 obtained her Ph.D. in 2001.
9 Stacey Schesser is a Supervising Deputy
10 Attorney General for the Privacy Unit and Consumer
11 Protection Section of the Office of the California
12  Attorney General. Her recent matters include People
13 v. Equifax, People v. Uber, and leading the team
14 charged with drafting regulations for the California
15 Consumer Privacy Act.
16 Stacey began her career at the Attorney
17 General’s Office in 2007 in its Criminal Division and
18 has worked in the Privacy Unit since its inception iIn
19 2012. Stacey received her JD from the University of
20 California-Berkeley School of Law, where she wrote on
21 privacy issues for the California Law Review and
22 received a BA from Douglass College, Rutgers
23 University.
24 Gabriella Zanfir-Fortuna is Senior Counsel
25  for the Future of Privacy Forum, where she leads work
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1 on global privacy developments and European data
2 protection laws. She has a Ph.D. in civil law from
3 2013, the University of Craiova, with a thesis
4  focusing on the rights of the data subject, including
5 the right to data portability, and an LLM on human
6 rights.
7 Previously she served as the Legal and
8 Policy Officer for the European Data Protection
9 Supervisor in Brussels, where she was involved in the
10 legislative practice of the General Data Protection
11  Regulation, and the assessment of the EU-U.S. Privacy
12 Shield. Gabriella is coauthor of GDPR, a Commentary,
13  from Oxford University Press of 2020.
14 So 1’1l begin by asking each panelist a
15 question for their initial contributions, and we’ll
16 move on to a more conversational Q&A later. We’re
17 also listening to audience questions via our email
18 address, dataportability@ftc.gov. Finally, you can
19 also follow along on Twitter via #datatogoftc. So
20 let’s begin.
21 Karolina, the GDPR effected a broadly
22 applicable data portability scheme over two years ago.
23 We’ll get into the experience a bit later. But for
24 now can you explain the GDPR’s data portability
25 requirement, including what circumstances it applies
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1 to who gets the data and what data; is it all of their
2 data? Karolina, over to you.

3 MS. MOJZESOWICZ: Hello. Thank you. Thank
4 you for having me. Indeed, the GDPR introduced a new
5 right, a right to portability, which is related to but
6 not equal to right of access which existed already

7 previously, so under the previously applicable laws in
8 the European Union.

9 Why did we want to introduce portability

10 right concerning personal data? Well, in the European
11 Union we made very good experiences with the use of

12 portability. For example, In the area of the

13 liberalization of the telecom markets, so the

14 portability of the telephone number have proven

15 to liberate, to open up, the consumers in order to try
16 new alternatives than telecom operations.

17 Well, this thought led us to introduce this
18 right in the GDPR, General Data Protection Regulation,
19 in order to further empower the consumer in order to
20 allow for more innovation and in order to also enable
21 consumers to choose services also on the basis of

22 their privacy friendliness.

23 So what our i1dea was i1s that a free consumer
24  who does not have the sunk cost, let me call it, of

25 the data which he/she provided to a certain business

For The Record, Inc.

(301) 870-8025 - www.ftrinc.net - (800) 921-5555


http:www.ftrinc.net

36

Data to Go: An FTC Workshop on Data Portability 9/22/2020
1 controller, this consumer can take this data and move
2 it freely to somebody else who offers him/her a
3 service which is better from different point of views,
4 point of view of innovation but also point of view of
5 privacy friendliness.

6 This has the procompetitive effect for new

7 commerce on the market for maybe also SMEs, small and
8 medium size enterprises, and prevents the so-called

9 locked-in consumers which already used for several

10 years platforms, social media, and provided a lot of
11 data.

12 Now, when does this right apply on the basis
13 of the regulation? This right applies only if the

14 data subject, so the individual, provided this data on
15 the basis of the consent, so consented, the business
16 controller to use this data, or on the basis of

17 contract.

18 The GDPR, for all those who are maybe not so
19 familiar with the GDPR, allows for several legal bases
20 to process data, so the tools to use data and consent
21 and contract to only some of them. Other legal bases
22 are law-tasked, pursued by public administration, or
23 also legitimate interest.

24 Well, if the data is processed by somebody
25 on the basis of law or task of a public
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1 administration, or legitimate interest, this data, the
2 data subject of individual does not have the right to
3 port this data. So the data can be ported only again
4 iIT this data was provided by the data subject on the
5 basis of consent or contract.

6 So this 1s when. Now, which kind of data

7 can be ported? Not all of this. Obviously only

8 personal data. And the personal data, so not

9 anonymous data or data which is not concerning the

10 individual who wants to use this right. Which data?
11 Now, data provided, the regulation says very clearly
12 It needs to be data provided to to the controller.

13 But -- so as to the full effect to this right, the

14 European Data Protection Board, which gathers all the
15 European data protection authorities, the enforcers of
16 the GDPR in Europe, specifies that this data provided
17 by means not only data which was actively and

18 knowingly provided by the individual to the

19 controller, but also data which was observed by the

20 controller, so the business, by the virtue of the use
21 of specific service, by this individual service, which
22 iIs offered by the business.

23 So what 1s meant here is the search history,
24  the board in its guidelines provides also that it can
25 be traffic data or even location data. The very
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1 important difference here which needs to be done
2 between this data actively and knowingly provided and
3 data observed on the one hand is the difference
4 between data inferred or derived by the data
5 controller, by the business. And such data is being
6 defined as data created by the data controller on the
7 basis of the data provided by data subject, the data
8 which i1s inferred or derived, so created by the data
9 controller. Imagine it will be the profile kept or
10 analysis made on the basis of the behavior of data
11  subject while using certain service and the
12 consequences of this observation, this cannot be
13 ported.
14 So to give you a very clear delineation
15 between which data can and cannot be ported, I would
16 say that “provided by” included which data provided by
17 which can be ported, is data which relates to an
18 individual®"s activity or observation of individual
19 behavior, but 1t Is not the data which results from
20  the subsequent analysis of such a behavior.
21 I think it’s a very important difference
22 because 1t attaches because 1t has an Impact also on
23  the intellectual property of the business who is
24 processing the data.
25 What are the restraints to the right? So I
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1 cannot port data when my exercise of the right would
2 have an adverse effect on other individuals, on third
3 parties. What is is meant here? |If | port -- because
4 It’s sometimes difficult to confirm when would i1t be
5 the case because, of course, for example In my
6  telephone book, in my mail contacts, there are also --
7  there i1s also personal data of third parties which
8 will be then affected by my exercise of the
9 portability right.
10 well, again, here the delineation line, and
11 as 1T a “lackmustest,” when the -- when my exercise of
12  the right would amount to somebody else being
13 adversely affected, will be when the data which is
14 ported will be processed by this new receiving
15 business, by the new controller, for a purpose which
16 has completely nothing to do with the purpose for
17 which it was processed by the initial data controller.
18 I think 1 gave you as even outline of what
19 the data portability is about in our EU understanding
20 and how the GDPR conceived this right. But let me
21 know if 1 can adhere something.
22 MR. ROSCHKE: Okay. Thank you for
23 introducing us to the GDPR approach. We”ll get to
24  more of that in our discussion later.
25 Our next question is to Stacey in
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1 California. Stacey, the CCPA includes a requirement
2 that under certain circumstances data be portable.
3 Can you detail the portability requirement iIn
4  California, including what data it applies to and how
5 it interacts with the right of access in the CCPA?
6 MS. SCHESSER: Good morning. Thank you so
7 much for having me. 1It"s really an honor to be here
8 joined by such experts in the field on this panel.
9 And thank you to the FTC.
10 Before 1 begin, I have to give a typical
11 disclaimer that the views | share here are my own, and
12  the Attorney General may not share these same views.
13 With that, I’m going to dive right in. The
14 CCPA, the California Consumer Protection Act, contains
15 one small reference to portability, and that is in
16 Section 1798-100(d). 1™m just going to read it
17 briefly just so that people are oriented to what the
18 statute provides. “A business that receives a
19 verifiable consumer request from a consumer to access
20 personal information shall promptly take steps to
21 disclose and deliver, free of charge to the consumer,
22 personal information required by this section.
23 Information may be delivered by mail or
24  electronically, and if provided electronically, the
25 information shall be in a portable and, to the extent
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1 technically feasible, readily usable format that
2 allows the consumer to transmit information to another
3 entity without hindrance. A business may provide
4 personal information to a consumer at any time, but
5 shall not be required to provide information more than
6 twice a month in a 12-month period.”
7 So there’s a couple things at play there
8 that 1 just wanted to walk through here as it relates
9 to that one reference to portability. This is a
10 significant section. It comes at the outset of the
11 law, and 1t lays out the framework for access rights
12 within the law.
13 CCPA does not prohibit collection. It only
14 requires that there be notice at or before the point
15 of collection. But as i1t relates to access rights or
16 what we refer to as the right to know, portability is
17 going to be balanced with verification, costs and
18 timing. Right? So, the i1dea is that data can be
19 portable 1T it’s verified. It needs to be provided
20 free of charge. And the timing is no more than two
21  times a year to balance the interest of the burden on
22 the business with the rights of the consumer.
23 What"s interesting enough is that these
24  access rates apply to presumably all data that is
25 produced in response to a consumer request both from a
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1 general description of categories down to the
2 granular, specific pieces of information that are
3 collected about the consumer.
4 The reference that I’m -- the point of the
5 statute that I"m referring to is in 1798.110, where it
6 goes through what the consumer is entitled to receive
7 as part of this disclosure. That includes the
8 categories, the general broad categories of personal
9 information a business has collected about the
10 consumer, the sources from which that -- the
11  categories of sources from which the personal
12 information is collected, the business or commercial
13 purposes for collecting or selling personal
14 information, the categories of third parties with whom
15 the business shares personal information, and then the
16 specific pieces of personal information it has
17 collected about the consumer.
18 So that i1s all that’s required to be
19 provided in this portable format. So I can"t really
20 speak to the motivations for why portability is only
21 mentioned once and how it’s structured within the
22 framework of the legislation. What 1 can infer is
23  that there was this motivation to balance consumer
24 protection, ownership, control of data, all reasons
25 why we see portability as a right in other sectoral
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1 laws within the United States, such as, for example,
2  the medical privacy law, HIPAA, that"s been around for
3 a very long time.
4 What 1 can speak to is the regulations that
5 take into consideration the impact of the portability
6 of data. So when we were -- the attorney general has
7 authority to draft regulations that operationalize the
8 requirements of CCP for businesses and clarify how
9 consumers can exercise their rights under the law.
10 And so concerns about portability were really at the
11 forefront of our minds when we were drafting the
12 regulations.
13 One specific area in which portability
14 impacted the rules was i1n the requirement that
15 businesses not disclose any of the personal data
16 that’s set forth in 1798.81.5. These are data points
17  that more of the classic data points. So, for
18 example, name plus Social Security number, your
19 account information related to your finances. So
20  these information points are particular here because
21 it could place the business in somewhat of a catch-22
22 where they’re required to provide the information, but
23 it also could be triggering some of their breach
24  obligations if that data goes into the wrong person®s
25 hands.
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1 So the regulations state that you cannot
2 disclose those actual data points, but you have to
3 inform the consumer that that"s part of what you
4 collect in a general category sense.
5 The other area in which the regulations
6 really address portability has to do with
7 verification. As many people know, the CCPA did not
8 define what is included in the verifiable consumer
9 request. That was something that the legislature
10 specifically charged the attorney general with
11  figuring out — so the verification and what
12 principles a business has to consider before
13 disclosing information from both the general
14 categories all the way down to specific pieces,
15 because verification is required for any type of
16 request to know or right to know, is what — 1is part
17 of what a business must consider before they go and
18 provide all of this information In a portable, usable
19 format.
20 So considering the risk of harm and the
21 sensitivity of information is part of what the general
22 principles for verification lay out in our rules. We
23 were considering things like i1dentity theft, but also
24  far worse, what happens when the wrong person has
25 access to data. Complete records of specific pieces
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1 of personal iInformation could fall into the wrong
2 hands, and then you could have something far worse
3  than just, you know, stealing somebody’s identity, but
4 even committing great acts of harm.
5 The one small exception in the regulations
6 has to do with businesses are not required to produce
7 in a portable format certain data that needs specified
8 criteria, including if the data iIs not searchable or
9 not reasonably -- in a reasonably accessible format,
10 as well 1T the data i1s used solely for legal or
11 compliance purposes and not sold.
12 These regulations were concluded based upon
13 public comment that we received saying that this would
14 be a huge burden on businesses to go and search, for
15 example, a consumer®s personal address that was on the
16 return portion of a check. So that is one example in
17  which portability is not required.
18 From a practical standpoint, you know, we
19 have one data point which is an attorney that works
20 for me who has made a request, and what does that mean
21  when he actually receives all the information?
22 According to him, he said 1 got one gigabyte of files
23 of gibberish from a large company with a hell of a lot
24  of data about me, some photos, but mostly text or
25 code, and it’s not particularly useful for switching
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1 over to another similar platform.
2 So while there is a robust right to receive
3 your data in a portable format, 1 think there are lots
4  of practical implications about how that can be
5 consumer-friendly.
6 MR. ROSCHKE: Well, thank you for sharing
7 your experiences, Stacey, as well as your quite
8 detailed knowledge of the law.
9 So we"ll continue our virtual journey across
10 the globe by turning now to hearing about the
11  developing data portability framework in India.
12 Rahul, you bring us the perspective of how
13 India is creating data portability infrastructure
14 outside of their privacy law, which is still iIn
15 development. Can you introduce your role in this and
16 describe the data portability infrastructure being
17 developed iIn India? What is hoped to be the impact of
18 this developing infrastructure?
19 MR. MATTHAN: Thank you, Guilherme, and
20 thank you to the FTC for inviting me to be a part of
21  this panel. 1 was just listening, you know, to the
22 comments of GDPR and CCPA. And as you mentioned,
23  Guilherme, we in India don"t have a privacy law -- a
24  full-blown privacy law at this point in time. It"s
25 still making its way through Parliament.
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1 But 1 think, you know, just to set the
2 context of what India has done, India is digitizing at
3 a furious place. So, as you know, we’re a large
4  country with 1.3 billion people. 1.2 billion of them
5 have a digital identity at this point In time. And
6 that’s what we call the other unique i1dentity.
7 We also have a tremendous digital payment
8 system. Through COVID and the lockdowns, in the last
9 month alone our Universal Payment Interface, or UPI,
10 did 1.6 billion transactions just in the month of
11  August. And then we"ve got this -- we"re rolling out
12  this huge goods and services tax network which is a
13 very powerful system that essentially is going to keep
14 track of every iInvoice that every business exchanges
15 between each other as part of commerce.
16 So two or three years ago, we came to the
17 realization that even though India -- and much of
18 India is still economically poor — given this rate of
19 digitization, we are going to become data rich far
20 before we become economically rich. And there was
21  this thought to -- you know, to try and figure out how
22 do we leverage this particular situation to try and
23 make 1t more beneficial to those in the economy who
24  are actually not touched by the financial system.
25 And, you know, if you think about it, we
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1 have 1.3 billion people. Maybe 300 million of them
2 are on the formal banking system, which leaves a
3 billion people untouched by the banking system.
4 And so the thought was to try and build a
5 portability infrastructure, a digital portability
6 infrastructure, that will allow people who are not
7 part of the various financial, healthcare and
8 education and other systems to leverage some of the
9 data that is already contained about them in the
10 system to get some benefits. And this i1s how the i1dea
11 of DEPA, the Data Empowerment and Protection
12  Architecture, was built. This is essentially a
13 digital framework that allows for data portability
14 from -- and 111 just make up some examples and you
15 can actually apply them in all the sectors. But if
16 you think about the financial sector, if you have --
17 you know, in order to access -- to get a loan iIn
18 India, you need to provide evidence of collateral,
19 that i1s typically some real estate, some property, and
20 a lot of people actually don"t have access to that.
21 But what they do have is a rich history of
22 transactions. And i1f there is some way in which we
23 can, in a digitally secure manner, present the
24 information of transactions that your bank account has
25 to the potential lender, that may be the basis on
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1 which the lender can give you a loan. And that was
2 the 1dea behind DEPA.
3 So what DEPA does is It empowers users to
4 port data from one financial information provider to a
5 financial information user. And in this case, the
6 fTinancial information provider is your bank, the
7 entity that has the data that i1t needs to provide to
8 the financial information user, which is the lender,
9 that would use this information in order to come to an
10 assessment as to whether it can give you a loan or
11 not.
12 The core of this iIs the creation of consent
13 managers. And so what we"ve done iIn India is we’ve,
14 In a sense, disintermediated content from this
15 framework. And so there are consent managers buillt
16 into the financial system who will manage the consent
17 part of the portability.
18 And so, you know, once again, just to give
19 you an example, 1T your lender wants to assess whether
20 you are worthy of a loan, they will send a request
21  through your consent manager to you. And that
22 request, when It comes, says yes, | consent to allow
23 my bank to provide the information that my potential
24 lender wants from me. And once that has been
25 digitally signed, you know, by me saying that 1 have
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1 consented to provide this information, the information
2 flows on the basis of that digital consent to the
3 lender, and then the lender takes his or her decision
4 on that and provides consent.

5 You know, there"s a lot of detail in this

6 that, you know, maybe we can get to iIn subsequent

7 questions. But, you know, at the bottom of it, the

8 consent artifact is digital, which means that encoded
9 into the consent artifact is information about the

10 person requesting the consent, information about the
11  purpose for which that consent is being provided,

12 information for -- about how long that consent or that
13 data needs to be kept.

14 So, for instance, if 1t"s information about
15 a loan, there®s no need for the lender to keep that
16 information beyond the time that is required either by
17 its internal processes or even by law to keep that

18 information. And so the digital consent actually has
19 coded within 1t information about the expiry of the
20 data.

21 And, you know, so to add another layer, the
22 manner iIn which consent can be sought is not a carte
23 blanche. So you can’t sort of turn on the spigot,

24 look, 1 want all the information about the user.

25 There are consent templates which would say that,
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1 look, you can ask for certain sorts of information.
2 One category that’s prescribed is all information.
3 And i1n that manner, once again, we can moderate the
4 purposes for which you can request this portability.
5 So it"s fairly early days for the system.
6 As | said earlier, we don"t have a privacy law, but
7  the privacy law that is making i1ts way through
8 Parliament has provisions that would give legal
9 sanctity to the consent manager baked in. So
10 hopefully 1f i1t passes iIn the current form we will
11  have legal statutory basis for this intermediated
12 consent.
13 But already in the financial system we have
14 seven licenses that have been provided to consent
15 managers they call account aggregators. We already
16 have two working apps for the consent managers. So
17  two account aggregators are already live in the
18 system.
19 And what"s really interesting is that
20 particularly through COVID we"ve come to the
21 realization that, you know, we need to build out a
22 digital health infrastructure. And there iIs some very
23 active work going on as part of India®s national
24  digital health mission to roll out a similar framework
25  for portability in health. And, you know, that
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1  framework would mean if you need a second opinion you
2 can actually make a request through a consent manager
3  for your digital health information that"s stored iIn
4  some health information provider and port it to a
5 health information user.

6 Core to all of this, of course, is the

7 standards and the protocols based upon which this

8 infrastructure is built. You know, essentially there
9 isn’t much In terms of heavy pipes. This is

10 essentially a protocol-based system where the heavy
11 lifting is actually to get the banks, the hospitals,
12 all of the other participants In this ecosystem

13 to actually change their systems such that they can
14  work with the protocols that create the sharing.

15 So there"s a lot to unpack. 1°m going to
16 pause there and let everyone else speak, but happy to
17 get into the weeds in any of this in a little more

18 detail.

19 MR. ROSCHKE: Thank you, Rahul, for the

20 perspective. And 1 think we will have time to get

21 into more of the detail.

22 Our next question i1s to Professor Graef.

23 Professor, your research has addressed how data

24 portability interacts with other legal interests

25 beyond privacy and data protection. Can you take a
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1 few minutes to introduce some of your research
2 findings iIn the area of data portability, including
3 1ts 1mpact on consumers and competition?
4 MS. GRAEF: Yes, happy to do so. And thank
5 you for the opportunity to speak here. So in these
6 introductory remarks, I would like to focus in
7 particular on what is the impact of data portability,
8 but 1 will start by making some comments on the nature
9 of concept because | think its nature is really a key
10 factor that determines the impact of data portability.
11  And these are issues that are not only of academic
12 interest to researchers like myself, but 1 think they
13 also allow us to draw some insights for future
14 policymaking and even enforcement. So I will also try
15 to share some of my own observations on this as well.
16 So as to the nature of data portability, In
17 my view It is really a hybrid between various
18 interests. So In Europe the concept originated in the
19 GDPR, which is really a data protection instrument
20 which aims to empower individuals to strengthen their
21 control over personal data by allowing them to
22 transfer data and take it with them to another
23 service. So In this sense, data portability really
24  fits with the fundamental rights nature of data
25 protection because it enhances your informational
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1 self-determination.
2 But at the same time, you can also
3 characterize data portability by the sharing and reuse
4 of data that it facilitates. And here you should
5 keep in mind that the GDPR really serves a dual
6 objective. So i1t promotes the fundamental rights to
7 data protection on the one hand, but on the other hand
8 it also promotes the free flow of personal data across
9 the EU.
10 And the second objective, which is more
11 about stimulating the EU’s internal market, that
12 objective is very much present in the right to data
13 portability as well. And this is also what brings the
14 concept closer to other policy areas, In particular
15 those of competition and innovation.
16 And iIn Europe now you can really see this
17 concept of data portability emerging in many areas, SO
18 from data protection to consumer law. It has also
19 already been integrated into competition analysis in
20 some cases, and it also forms part of broader
21 innovation policies, for instance, in the context of
22  the EU’s data strategy which was published earlier
23  this year. And you also see i1t coming up in sector-
24  specific frameworks, for instance, iIn the banking
25 sector, energy and automotive industries.
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1 So this really makes i1t a concept with a
2 very hybrid nature. And this hybrid nature also
3 determines In my view what impact data portability can
4 have on consumers and competition. And because of the
5 wvarious interests that’s come together in this notion
6 of data portability, there’s also still questions
7 about how tensions between these interests should be
8 reconciled in concrete cases.
9 So one issue that deserves more clarity in
10 my view is what 1 would refer to as the issue of
11  overlapping legal entitlements over data. And this is
12 an issue that can take different shapes. So we have
13 already heard that personal data can relate to more
14 than one i1ndividual. So then the question is how you
15 can guarantee the privacy interests of the other
16 person when you want to port your data.
17 Another example is that personal data may at
18 the same time be protected by intellectual property
19 rights held by the business, for instance copyrights
20 or trade secrets. And such other legal entitlements
21 can limit the effectiveness of data portability of
22 course, depending on the extent to which they stand in
23  the way of requests of individuals to have their
24 personal data transferred to another provider.
25 And how exactly these iInterests and legal
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1 entitlements should be balanced against each other,
2 It"s not entirely clear from the text of the GDPR
3 itself. So these are issues that will still need to
4 be addressed through future cases, although some
5 guidance is already available as we heard before. But
6 the application in concrete cases can still raise
7 issues. And until there is more clarity on the
8 concrete application, there is still quite some
9 discretion also from data controllers to strike this
10 balance themselves. And this may not always lead to
11  desirable outcomes because data controllers could
12 point to the existence of some of these overlapping
13 entitlements as a sort of excuse to limit the scope of
14 the data that should be ported.
15 And the message -- the broader message that
16 I want to give here is that in my view the impact of
17 data portability is not an abstract or aesthetic
18 Issue, but i1t is something that regulators and
19 enforcers can really influence by guiding and steering
20  the implementation. And this is true for how data
21 portability interacts with privacy interests of other
22 individuals, with the IP rights of data controllers,
23 and 1t also holds, I think, for the impact of data
24 portability on competition.
25 So then moving on to what the impact of data
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1 portability on competition can be. | think it"s still
2 unclear now what effects the GDPR i1s having in this
3 regard and 1T indeed the right to data portability is
4 really fostering competition on the market and is
5 really encouraging data-driven innovation, which were
6 things that were expected as a sort of positive side
7 effect because i1t would be easier with the right to
8 data portability for individuals to switch between
9 services if they could take their data with them.

10 But at the same time, I also now see

11 concerns being expressed that data portability could
12 actually strengthen the position of established

13 players by letting users invoke the right to data

14 portability to get even more data. And this would
15 then lower competition because smaller firms could
16 then see their users move to the established players
17 with their data.

18 So one i1dea to make sure that data

19 portability would really create opportunities for

20 newcomers to innovate could be to introduce what I
21  would call a symmetric regulation and enforcement.
22 And what I mean with a symmetric regulation i1s that
23  more powerful firms would be subject to stricter

24  conditions. And this could then also include

25 requirements to enable data portability.
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1 And this could be done in several ways. It
2 could happen through antitrust enforcement, for
3 instance, by requiring merging parties to facilitate
4 data portability as a condition to approve a merger,

5 or by qualifying restrictions on data portability as
6 one monopolization or iIn the EU as an abuse of

7 dominance. And beyond antitrust enforcement in the

8 EU, in fact, the European Commission is currently

9 preparing a proposal for a new legislative instrument,
10 the Digital Services Act, which is also expected to
11 introduce a new ex ante regulation for so-called

12 gatekeeping platforms. And data portability could be
13 one of those ex ante requirements applicable to these
14 platforms.

15 And, of course, here there are still

16 questions about how to design such requirements, to
17  whom they should apply, but I do believe that his idea
18 of asymmetric regulation makes sense in an effort to
19 increase the opportunities for smaller firms to

20 compete and also to make markets overall more

21 contestable.

22 And then at the same time, 1 think still a
23 question is whether data portability is enough to

24  achieve this, especially in markets where there are
25 strong user site network effects where the value of a
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1 service depends on how many others are using it; so,
2 for instance, in a social network. Data portability
3 cannot -- may not really address user log-in because
4 users will still want to be where everyone else is.
5 So even i1f users would move, for instance, to a new
6 social network provider and take their data with them,
7  they will not be able to reach the friends on the old
8 network anymore. So data portability may not be
9 enough to address the impact of these network effects.
10 And how data portability can affect
11  competition in markets without network effects, I
12  think will also depend on how actively individuals
13 overall invoke such requests to transfer their
14 personal data. And here I think data portability
15 certainly helps to empower individuals iIn their
16 individual relationships with the data controller.
17 But in order for competition in the market as a whole
18 to Increase, it is not enough that just a few
19 individuals i1nvoke data portability.
20 So for this reason, beyond data portability
21 under the control of individuals to address risks of
22 market tipping, increasing market concentration data
23  for industries, requirements for businesses to share
24  data with other market players directly may be needed,
25 so without being dependent on a portability request of
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1 an individual, but of course taking into account
2 privacy interests when personal data will be involved.
3 And 1 think this may be needed because the
4 porting of data also creates what you can call a
5 positive externality through the better predictions or
6 better search results that all users will receive when
7 an additional user brings her personal data to a new
8 provider. But users typically don’t take this benefit
9 for other users into account when they make a request
10 to port data. So for this reason we could expect too
11 little data portability requests to remedy market
12  tipping in data-drive markets.
13 So to conclude, 1 think in my view data
14 portability i1s really a hybrid concept. It emerged as
15 a data protection concept but 1s now also becoming
16 part of policies aiming to stimulate competition and
17 innovation. And 1 think to reap the full benefits of
18 the data portability, my observation is that there is
19 really a need to steer its implementation in practice
20 and also to provide guidance on how businesses should
21 handle tensions between interests and those
22 overlapping legal entitlements.
23 So 1n my view data portability can certainly
24  empower consumers to make better choices, but also
25 more asymmetric enforcement may be needed to ensure
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1 that data portability will really stimulate
2 competition.
3 MR. ROSCHKE: Thank you, Professor Graef,
4  for those perspectives.
5 We" Il continue our tour here with a question
6 for Gabriela. Gabriela, can you tell us about the
7  Future of Privacy Forum®s work on data portability?
8 We"ve heard from India, Europe, and California. Can
9 you provide us with a comparative view and what you’re
10 seeing and how businesses are 1mplementing these new
11 requirements and how consumers are using them? Is
12  there evidence of this being a burden on businesses?
13 MS. ZANFIR-FORTUNA: Thank you very much,
14 Guilherme, and hello, everyone. Thank you to the FTC
15 for the invitation to be part of this expert panel and
16 for putting together what seems like an impressive
17 program for today’s workshop.
18 The Future of Privacy Forum is a nonprofit
19 organization that serves as a catalyst for privacy
20 leadership and scholarship. We bring together
21 businesses, consumers, regulators and academics to
22 promote principled data practices by supporting
23 emerging technologies.
24 We"ve been following and contributing to the
25 debate on data portability for a long time now both iIn
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1 the United States and Europe, and increasingly we pay
2 attention to global development.

3 Well before my regulator experience in

4 Brussels, in my policymaking experience in U.S., |

5 wrote a Ph.D. thesis under EU law on the right of the
6 data subject -- and this is how we call the individual
7 whose data are being processed, the data subject.

8 Data portability was the newest one of those rights,

9 at that time having just been proposed in the GDPR

10 bill back 1n 2012.

11 Thanks to that extensive legal research, |
12 know that even if data portability is also seen as a
13 means to facilitate competitiveness on the market and
14  can be deemed more useful in some markets other than
15 others, the European legal system right now recognizes
16 portability of personal data is a righ