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Data Breach





Potential harms of data breaches

Data leaked to 
the dark web Phishing attacks Identity theft



U.S. regulations for data breach notifications

Each state has their own law, with 
large inconsistencies in between.[1]

A few industry-specific laws (e.g., 
HIPPA).

[1] https://www.dwt.com/statedatabreachstatutes/ 



Consumers’ inaction to data breaches

32% Ignored the notification(s) and did nothing.[2]

56% Used the same password for multiple online 
accounts.[3]

[2] The Aftermath of A Data Breach: Consumer Sentiment. Ponemon Institute. 2014.
[3] Data Breaches and Customer Loyalty. Gemalto. 2017.



Data breaches pose significant 
security risks.

Data breach notifications DO NOT 
trigger consumer reactions effectively.



How to make data breach 
notifications useful?



Consumer Reactions 
to the
Data Breach 



Research questions

1. How did consumers perceive the risks of the 
Equifax data breach?

2.
What protective actions did consumers take 
in response, and what are the reasons behind 
(in)action?

"I've Got Nothing to Lose": Consumers' Risk Perceptions and Protective Actions after 
the Equifax Data Breach. 
Zou et al. (2018). In Fourteenth Symposium on Usable Privacy and Security, p.197-216.



Method

24 semi-structured 
interviews between 
Jan. and Feb. 2018.

Use social media 
and email lists for 
recruitment.

Thematic coding for 
analysis (κ = 0.79).

"I've Got Nothing to Lose": Consumers' Risk Perceptions and Protective Actions after 
the Equifax Data Breach. 
Zou et al. (2018). In Fourteenth Symposium on Usable Privacy and Security, p.197-216.



Little action despite high concern

20 out of 24 were aware of the breach. 

Identity theft and privacy invasion were conceived as 
major risks.

14 participants DID NOT take any protective measures.

"I've Got Nothing to Lose": Consumers' Risk Perceptions and Protective Actions after 
the Equifax Data Breach. 
Zou et al. (2018). In Fourteenth Symposium on Usable Privacy and Security, p.197-216.



Retroactive

0 10 20 30

Use identity theft protection

Place fraud alert

Freeze credit report

Use credit monitoring service

Closer self-monitoring

Check credit report

Check Equifax's website

Took actions Aware, no action Unaware, no action Not mentioned
Proactive

"I've Got Nothing to Lose": Consumers' Risk Perceptions and Protective Actions after 
the Equifax Data Breach. 
Zou et al. (2018). In Fourteenth Symposium on Usable Privacy and Security, p.197-216.

[4] https://www.consumer.ftc.gov/blog/2017/09/equifax-data-breach-what-do



Cognitive and behavioral biases behind inaction

Optimism 
bias

Tendency 
to delay False 

sense of 
security

“Why would they 
go after me?”

“I haven’t done 
anything since the 
(credit) freeze.”

"I've Got Nothing to Lose": Consumers' Risk Perceptions and Protective Actions after 
the Equifax Data Breach. 
Zou et al. (2018). In Fourteenth Symposium on Usable Privacy and Security, p.197-216.



Extrinsic factors that motivate actions or inaction

Cost

Source of 
advice

Jargon

"I've Got Nothing to Lose": Consumers' Risk Perceptions and Protective Actions after 
the Equifax Data Breach. 
Zou et al. (2018). In Fourteenth Symposium on Usable Privacy and Security, p.197-216.



An Empirical 
Analysis of Data 
Breach Notifications



What are the potential issues with current 
data breach notification?

Readability

Risk communication techniques

Structure and format

How recommended actions are presented

You ‘Might’ Be Affected: An Empirical Analysis of Readability and Usability Issues in Data 
Breach Notifications. 
Zou et al., 2019. In Proceedings of the 2019 CHI Conference on Human Factors in Computing 
Systems (p. 194). ACM.



Method
161 notifications during the first half of 2018, sampled 
from the website of Maryland Attorney General.

Quantitative metrics Qualitative coding

You ‘Might’ Be Affected: An Empirical Analysis of Readability and Usability Issues in Data 
Breach Notifications. 
Zou et al., 2019. In Proceedings of the 2019 CHI Conference on Human Factors in Computing 
Systems (p. 194). ACM.



Data breach notifications are hard to read

Very 
difficult

Difficult Fairly 
difficult

Standard Easy



Six minutes estimated reading time on average
Privacy 
policies, 
10 mins

Data breach 
notifications, 

6.3 mins

News 
articles, 
2 mins

Emails, 
20 secs

You ‘Might’ Be Affected: An Empirical Analysis of Readability and Usability Issues in Data 
Breach Notifications. 
Zou et al., 2019. In Proceedings of the 2019 CHI Conference on Human Factors in Computing 
Systems (p. 194). ACM.



Techniques to downplay potential risks

70% used hedge terms when describing the likelihood of the recipient 
being affected.

40% used “no evidence” claim when describing the possibility of 
exposed data being misused.

You ‘Might’ Be Affected: An Empirical Analysis of Readability and Usability Issues in Data 
Breach Notifications. 
Zou et al., 2019. In Proceedings of the 2019 CHI Conference on Human Factors in Computing 
Systems (p. 194). ACM.



8 as the median 
number of 
suggested actions.

73% mentioned 
credit freeze in 
the appendix.



Important actions buried in long paragraphs

Fraud 
alert

Credit 
freeze

You ‘Might’ Be Affected: An Empirical Analysis of Readability and Usability Issues in Data 
Breach Notifications. 
Zou et al., 2019. In Proceedings of the 2019 CHI Conference on Human Factors in Computing 
Systems (p. 194). ACM.



Little guidance for comparison and prioritization

Which one 
is more 
effective?

You ‘Might’ Be Affected: An Empirical Analysis of Readability and Usability Issues in Data 
Breach Notifications. 
Zou et al., 2019. In Proceedings of the 2019 CHI Conference on Human Factors in Computing 
Systems (p. 194). ACM.



Prevalence of the California headings

94% of notifications that used headings followed 
the exact wording suggestions in California’s breach 
notification law.[5]

[5] https://www.oag.ca.gov/privacy/databreach/reporting



Long list of state attorney general contact info

Does a 
Maryland 
resident really 
need to see 
this?



Consumers DO NOT react to data breaches for 
various reasons, such as behavioral biases, 
source of advice, and jargon in notification.

In order to make data breach notifications effective
at motivating consumers to take actions, we need 
to fix these uncovered issues.

You ‘Might’ Be Affected: An Empirical Analysis of Readability and Usability Issues in Data 
Breach Notifications. 
Zou et al., 2019. In Proceedings of the 2019 CHI Conference on Human Factors in Computing 
Systems (p. 194). ACM.



Recommendations for data breach regulations

Incorporate readability testing based on 
standardized metrics.

You ‘Might’ Be Affected: An Empirical Analysis of Readability and Usability Issues in Data 
Breach Notifications. 
Zou et al., 2019. In Proceedings of the 2019 CHI Conference on Human Factors in Computing 
Systems (p. 194). ACM.



What does “plain language” mean in California’s law? [5]

Specific metric-based requirement for health insurance policies [6]

[5] https://www.oag.ca.gov/privacy/databreach/reporting
[6] https://media.lockelord.com/files/upload/1_Regulation_5_final.pdf

You ‘Might’ Be Affected: An Empirical Analysis of Readability and Usability Issues in Data 
Breach Notifications. 
Zou et al., 2019. In Proceedings of the 2019 CHI Conference on Human Factors in Computing 
Systems (p. 194). ACM.



Recommendations for data breach regulations

Incorporate readability testing based on 
standardized metrics.

Provide concrete guidelines of how information 
should be presented.  

You ‘Might’ Be Affected: An Empirical Analysis of Readability and Usability Issues in Data 
Breach Notifications. 
Zou et al., 2019. In Proceedings of the 2019 CHI Conference on Human Factors in Computing 
Systems (p. 194). ACM.



Place credit freeze 
on top of fraud alert.

Explain why it’s 
important for the 
recipient to do so.

Use visuals to 
highlight key info.

You ‘Might’ Be Affected: An Empirical Analysis of Readability and Usability Issues in Data 
Breach Notifications. 
Zou et al., 2019. In Proceedings of the 2019 CHI Conference on Human Factors in Computing 
Systems (p. 194). ACM.



Recommendations for data breach regulations

Incorporate readability testing based on 
standardized metrics.

Provide concrete guidelines of how information 
should be presented.  

Leverage the influence of templates to 
advocate positive changes.

You ‘Might’ Be Affected: An Empirical Analysis of Readability and Usability Issues in Data 
Breach Notifications. 
Zou et al., 2019. In Proceedings of the 2019 CHI Conference on Human Factors in Computing 
Systems (p. 194). ACM.



The model privacy form for GLBA [7]

[7] http://www.ftc.gov/privacy/privacyinitiatives/PrivacyModelForm.pdf

You ‘Might’ Be Affected: An Empirical Analysis of Readability and Usability Issues in Data 
Breach Notifications. 
Zou et al., 2019. In Proceedings of the 2019 CHI Conference on Human Factors in Computing 
Systems (p. 194). ACM.



Consumers are NOT reacting to data breaches.

Data breach notifications are NOT protecting 
consumers.
Let’s have stronger and more concrete regulatory 
guidelines to affect changes.
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