
We Value Your Privacy … Now Take Some Cookies: 
Measuring the GDPR‘s Impact on Web Privacy

Martin Degeling1, Christine Utz1, Christopher Lentzsch1, Henry Hosseini1, 
Florian Schaub2, Thorsten Holz1

1 Ruhr University Bochum
2 University of Michigan



May 25, 2018



The General Data Protection
Regulation (GDPR)

• New privacy rules including:
– transparency obligations  privacy policy required
– consent as one of six legal bases for data collection
 inform about cookies / web tracking

• Rules apply to everyone collecting personal data
from people in the EU; substantial fines



Research Questions
• How did websites react to GDPR?
• Is there increased privacy protection or

transparency?
• How is consent to tracking implemented?



Method



Data Collection
• 500 most popular websites

for each EU member state
(6,750+ websites)

• Monthly scans from January
to October 2018, more
frequently in May 2018



Policy Extraction
• Collected 112,041 

privacy policies in 23 
languages

• Older versions (2016-
2018) retrieved from 
Internet Archive



Manual Annotation
• 49 % of sites manually 

annotated 3 times for 
privacy policies

• All sites annotated 3 
times for consent 
notices



Results



Privacy Policies
• Prevalence: from 79.6 % (January 2018) to 84.5 % 

(post-GDPR) overall, varies by country*
• Average text length: from 2,145 words (March 2016) to

3,044 words (May 2018)
• Rate of change: 50 % of sites made changes to their

policy between April and May 2018 (75 % in all of 2018, 
~37 % in 2016, ~40 % in 2017)

* Visit our GitHub repository for country-specific figures.



Privacy Policies: Content
• Contact details: names of data protection officers

(+9%), email addresses (+9%)
• Keyword analysis for GDPR-related terminology: 

“erasure“ +8%, “complaint“ +11%, “rectification“ +6%, 
“data portability“ +7%



Other Analyses
• Use of cookies: no significant change
• Use of tracking services: no significant change

(though 146 sites stopped tracking)
• HTTPS adoption: increasing trend continues



Consent Notices
• Prevalence: from 46.1 % (January 2018) to

62.1 % (post-GDPR)*
• 31 (cookie) consent libraries
• 7 distinct interaction models

* Visit our GitHub repository for country-specific figures.



Consent Requirements
• EU DPAs: “a clear affirmative act”, a “freely given, 

[purpose-]specific, informed and unambiguous indication 
of [...] agreement to the processing of personal data”



Distribution by Type

~80 % of websites have no consent notices or notices that
do not offer a meaningful choice.

0-1 options
for website
visitors



“Freely given”?
• Implied consent & forced opt-in
• Tracking often starts before “Accept“ is clicked



“Purpose-specific”?
• Categories of cookies predefined by website owner / 

library provider
• Privacy-unfriendly defaults



The Industry Solution
• IAB Europe 

Transparency & 
Consent Framework

• Up to 400 
(unknown) vendors 

• Website may use 
non-participating 
third parties



More Challenges
• Sheer amount of consent notices 
• Consent withdrawal vs. Web security 

principles



Conclusion
• Changes on the majority of websites around GDPR 

enforcement date, mainly transparency-related
• Few changes in actual data processing
• Results varied by country
• Transparency requirements vs. GDPR’s goal to 

make privacy policies easier to understand 
• Consent notices: lack of guidelines
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