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Apps and Permissions

» (Governs access to: * Supports notice and choice:
» Location data * Apps show requests for data
 Address book o Users allow or deny access

* Photo library
 Persistent identifiers
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Does this work In ?
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Monitoring Data Flows

AR

Instrumented Android: Access Lumen: Network traffic, remote
to sensitive resources (e.g., servers, HTTP/HTTPS payloads
location, call logs, network state,

arious identifiers, etc.)
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https://search.appcensus.io




Uncovering
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Look In /proc/, Brock

 /proc/ is avirtual filesystem

 Hardware information

e Information on running processes

e System state

« Networking information (e.g., ARP table)

o /proc/net/arp Isreadable by any app
AV, T

PRIVACYCON



Jethod public getDeviceMocAddress( Ljova/ long/String;
locals 3

prologue

Lline 153

const-string w2,

irvoke—virtual fpA, w2}, Loomfopenxsview/plugp lay/sdk devicebata/managers Devicelnfolmp | j—=isPermizzionGronted{Ljovas lang/String ; 02
move-result v

if-eqz w2, :cond_8

Lline 185
iget-object w2, pA, LcomsopenxSviewsplugp layssde/devicebata/managersDevicelnfolmnpl ;—=nWif iManager :Landroid/snet wifi/Wif iManager ;

if-eqz v2, tcond_B

iget-object 2, pd, LcomdopenxSview plugplay/sdk devicebata/managersDevicelnfolngl j—=mWif iManager :Londroidnet wif i/ Wif iManoger ;
irvoke-virtual {2}, Landroid/net wifi/Wif iManager ;-=getConnectionInfo Landroid/net/wifiMifilnfo;

move-result-object w2

if-eqz v2, tcond_B

Lline 157
iget-object w2, pd, LcomsopenxSviewsplugp layssde/devicebata/managersDevicelnfolmnpl ;—=nWif iManager :Landroidsnet wifiWif iManager ;

irvoke—virtual {v2}, Landroid net wifi/Wif iMonoger ;—=getConnectionInfo laondroid et wifiMifilnfo;
move-result-object w2

invoke—virtual {¥2}, Landroid/net wifi Wifilnfo;-—sgetMociddresz={Ljova/ lang String;



if-eqz w2, tcond_@

iget-object w2, pA, Lcomsopenssview plugplayssdk/devicebatas/managersDevicelnfolmpl ;—=nWif iManager iLandroid/snet wifi Wit iManager ;
irvoke-virtugl {v2%, Londroidsnet wifiMifiMonoger ;-=getConnectionInfo ilandroidsnet wif i Wifilnfo;

move-result-object w2

if-eqz w2, :cond_A@

Lline 157
iget—object w2, pA, Lcomsopenssview plugplayssdk/devicebatas/managersDevicelnfolmpl ;—=nWif iManager iLandroid/snet wif i/ Wif iManager ;

invoke—virtual {¥2}, Londroid/net wifiMifiManoger ;—zgetConnectionInfo ilandroid netwifi/Wifilnfo;
move-result-object w2

invoke—virtual {¥2}, Londroid/net wifiMifilnfo;-zgetMociddress{ L jova/ lang String;
move-resylt-object vi

Lline 153

Hdocal owl, :Ljavas langsString;

if-eqz w1, :tcond_@

Lline 199

end local w1

:goto_A@
return-object i

dine 193
rcond_8
irvoke-direct fp@t, Loomdopen:Sviewsplugploy/sdk/devicebatasmanogers/Devicelnfolnpl j->getDeviceMachddressesFromérp{ Ljavasuti L drraylist;
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.locals 9
Jannotation svstem LdalvikAannotationASignature;
wolug =
1
]
1
1
I
.end annctation
prologue
Lline 214

new-instance «3, Ljavasutilsarravlist;

invoke-direct {v3}, Ljova/ubilsérraylistj—s=<init={ W
Line 215

local w3, :Ljowadutil Adrravlist;,

consts4 wB, AxA

line 219

local wd, :Ljavasio/Buf feredieader;
itry_start_A

hew-inztonce wl, LjawadiosBufferedReader;
new-instance «7, Ljova/io0/FileReader ;

const-string w«a,

invoke-direct {v7, w3}, Ljova/iosFileReader j—=<init={Ljava/long String; W



SDK Name

Contact
Domain

Incorporation
Country

Total Prevalance
(Apps) (Installs)

AlHelp

Huq Industries
OpenX

xiaomi

[[[s[SE=ale

Peel

Asurion

Cheetah Mobile

Mob

cs30.net
hug.io
openx.net
xiaomi.com
jpush.cn
peel-prod.com
mysoluto.com
cmcm.com
mob.com

United States

United Kingdom

United States
China
China
United States
United States
China
China

30 334 million
137 329 million
42 1072 million
47 986 million
30 245 million
5 306 million
14 2 million

P 1001 million
13 97 million
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Ask the Router, Piotr

« UPnP

* Protocol to get configuration data from WiFi routers
 Peel smart remote apps use this to collect BSSID
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Check the IMEI, Guy

* Protected by the “Phone State and ldentity” permission

* Apps that have the permission write it to the filesystem

« Salmonads: /sdcard/.googlex9/.xamdecoq0962
— 6 apps (~18M installs)
e Baidu: /sdcard/backups/.SystemConfig/.cuid2

— 153 apps
— Samsung Health (>500M installs)
— Samsung Browser (>500M installs)
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Grab the MAC, Jack

* Another hardware-based identifier
 Every device connected to the Internet has one

o Unity
e Native C++ libraries
e Qutside of Android permissions system
e [Impact: >12,000 apps
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Look at a Picture, Victor

* Photos contain metadata (EXIF)
e Often contains GPS coordinates

« Shutterfly app reads geolocation from photos
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Conclusions

e Android permissions protect certain personal data
e Often, same data is unprotected on the filesystem

e Google gave us a bug bounty
e Fixed in Android Q (fall 20207?)
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B v "d @ 12:06

Security update available

This software update will improve the security of your Nexus 6P with the
2017-11 patches. Downloading updates over a mobile network or while
roaming may cause additional charges.

Update size: 41.1 MB

i Download
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Ehe New ork Eimes

Opinion | THE PRIVACY PROJECT

Googles Sundar Pichai; Privacy

Should Not Be a Luxury Good

Yes, we use data to make products more helpful for everyone.
But we also protect your information.

By Sundar Pichai
Mr. Pichai is the chief executive of Google.

May 7, 2019 f v P D [@
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