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   What are session replay scripts? 

“Watch recordings of your visitors’ sessions. 
Discover how they browse as if you're 
looking over their shoulder!” (clicktale.com) 

http:clicktale.com
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Why use session replay scripts? 

● Who are my most valuable 

customers? 

● Who added items to the cart but 

didn’t convert? 

● Where are users frustrated? 
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     The problem: recordings require a ton of data 

Full page source Mouse movements Keypresses 
and text & clicks 



Excluded Elements 

Enter CSS selectors on separate lines, describing elements to be excluded from capture. Learn more 

input[type="password"] Redacted Field FullStory UserReplay SessionCam Hotjar Yandex Smartlook 
[autocomplete="cc-name"] Name 0 C) C) 0 0 0 [autocomplete="cc-given -name"] 
[autocomplete="cc-additional-name" Email 0 C) C) 0 0 0 
[autocomplete="cc-family-name") Phone 0 C) C) 0 0 0 [autocomplete="cc-number"] 
[autocomplete="cc-exp"] Address 0 C) C) ot 0 0 
[autocomplete="cc-exp -month"] SSN 0 C) C) 0 0 0 [autocomplete="cc-exp -year" ] 
[autocomplete="cc-csc"J DOB 0 C) C) 0 0 0 
[autocomplete="cc- type"] 

Password • C) • • • 0 
CC Number • C)* C) C) 0 • cc eve • C) C) 0 0 • CC Expiry • C) C) 0 0 • 

 Automated redaction... 



?LAYl:lACK 

1711 clicks· 14% 
TOTAL CLICKS 

686 users · 20% 
USER~ CLICKED 

Add to se~rch 

Exclude cement 

~ 

Easily 
user's 

rotect your 
rlva9r. 

Exclude sensitive customer data from 
ever leav ing your customer's browser 
by using our in-app point and click 
system. 

  Manual redaction 



  

  

 
 
 
 

 
 

  
 

How can things go wrong? 

We found session recordings containing: 

Purchase Passwords Health data Credit Card Student data 
(Propeller details (Gradescope) (Walgreens) details 

(Lenovo) Ads, …) (Bonobos) 



C i Secure I https://partners.propellerads.com/#/applauth 

Elements Console Sources Network » A 1 

• PropellerAds e 6) a. 'ir' View: :~ -...,., - Group by frame n Preserve log 7 

I Filter [ l Hide data URLs 

XHR JS css 1mg Media Font Doc WS Manifest other 

Welcome back! 
Username 

Name l X Headers Preview Response Timing 

LJ rs.fullstory~com/rec ... 7, Args: [2,-J 

D bundle?Orgld=STBP0&Userld=S .. 
8, Args: [ 122, · 12345"]} 
5, Args: [53]} 

rs.fullstory.com/rec 4, Args : [54]} D bundle?Orgld=STBP0&Userld=S .. 8, Args: (122, • 123456"]} 

rs.fullstory.com/rec 5, Args: [S4]} 

1,. ... ,,, 
1234567890 

Forgot password? 

Log in 

D bundle?Orgld=STBP0&Userld=S .. 
4, Args: (55]} 
8, Args: [ 122, • 1234567· ) } 

rs.fullstory.com/rec 5, Args: (55]} D bundle?Orgld=STBP0&Userld=S .. 4, Args : (56]} 

rs. fullstory.com/rec 8, Args: (122, • 12345678" I} 
5, Args: [561} D bundle?Orgld=STBP0&Userld=S .. 4, Args: [57]} 

rs.fullstory.com/rec 8, Args: [122, · 123456789.]} 

D bundle?Orgld=STBP0&Userld=S .. 5, Args: [57]} 

rs. fullstory.com/rec 
4, Args: [48]} 

8, Args: [122, • 1234567898" J} 

Don't have an account? Register 

0 Chat 

D bundle?Orgld=STBP0&Userld=S.. 5, A rgs: [ 4B]} 

rs.fullstory.com/rec t· Args: [253, 231 , 98)} 

n bundle?Orgld=STBP0&Userld=S .. ,.. ::: 

    Passwords leak to Fullstory on PropellerAds 



   

  

    

  

 
 

Filter bypass due to unexpected input types 

Show password 
clicked... 

<input type=”password”> <input type=”text”> 

(automatically redacted with [type=”password”] rule) (automatic redaction fails) 

Demo from: https://codepen.io/geoffreyrose/pen/HKDkB 

https://codepen.io/geoffreyrose/pen/HKDkB


C i Secure I https://cs.capella.edu/psc/cslr/EMPLOYEE/CU_CS/c/CU_NAC_REG_MENU.CU_NAC_USR_LOGIN.GBL?Pa... C>o * "' 
l@1 CAPELLA UNIVERSITY 

APPLY FOR ADMISSION 

Log In 
Log in wit h your Capella University User 

ID to continue your application or check 

your application status. 

All fields required, unless marked optional. 

User ID 

r ................... . 

Forgot User ID or Resend User ID? 

Forgot your password? 

LOG IN 

l 
_] 

Elements Console Sources Network Performance » A 3 

Disable cache 

>< 

J View: =~ I Group by frame I Preserve log 

Hide data URL.s 

XHR JS css 1mg Media Font Doc WS Manifest Other 

Name 

D us 1-0000002s.userreplay.net 

D us 1-00000025.userreplay.net 

o us 1-0000002 S.userreplay.net 

o us 1-00000025.userreplay.net 

o us1-0000002s.userreplay.net 

o us1-0000002s.userreplay.net 

D us1-0000002S.userreplay.net 

o us1-0000002S.userreplay.net ... 

I 23 93 re uests 9. 1 KB 26.3 KB tra ... 

x I-leaders Preview Response Timing 
ac-~ca1J-=-j/OlLTHTeoec , ~~- •u~~Nu..~1K~=11_reo_L~1~ 
83:10:02 GMT; psback~\22%22url%22%3A%22https%3 

A\2F%2Fcs~capella.edu%2Fpsc%2Fcslr'%2FEMPLOYEE%2F 
CU CS%2fc:%2FCU NAC REG MENU.CU NAC USR LOGIN.GB 
L%3Fpage'\3DCU NAC USR LOGIN%22%20%22label%22%3A% 
22Login%28Page\22%28%22origin%22%3A\22PIA%22%28% 
22layout'\22%3A%221%22%22; s gpv pn=vc'\3AAAEAdmis 
sions%3AHome; bc_pv_end=; s_getNewRepeat=l 518837 
219871-New; s sq=capellaprod%252Ccapellavc%252Cc 
apellavcportalusers%3D%2526c.%2526a.%2526act1vit 
ymap. %2526page%2, ~ ·==="~~! s%25253A 
Home%2526link%25 JF!ME5±££% 526regio 
n%253Dw1n8d~vCU_-~--~--,,,..----~--EDctrl%2 
526pageIDType%25301%2526 .activity~ap%2526.a%252 
6.c%2526pid\ 253Dvc%25253AAAEAdmissions%25253AHom 
e%2526pidt%25301%2526oid%253Dfunctiononclick%252 
528event%252529%25257Bjavascript%25253Acancel8ub 
ble\ 252528event%252529%252538%252570%2526oidt%25 
3D2\ 2526ot%253DPASSWORD 
ptoken: 16lalbd7252a9388 
url: https: //cs. capel la. edu/psc/csl r / EMPLOYEE/CU 
CS/c/CU_NAC_REG_HENU.CU_NAC_USR_LOGIN.GBL?Page=C 
U NAC USR LOGIN&Action=U 
requestStart: 1518837081481 
currentTime: 1518837219882 

    Passwords leak to Userreplay on Capella University 



1B, Args : 
nd: 15, Args : 
'B!5U2, Ar,;is: 
· nd: 14, 

18, 
15, 

385692, 

• • [J You- W.l'et I Bonotos e 
C i Secure httpsJlbon:>bos.com}accountJwal et 

[10, 
[19] 

[1'872 , 

A dd N ew Cord 

NAME (f\sitappm.r.5cnyo11rc;ird) 

John Doe 

CARD NUMBER 

4111111111111111 V ISA 

MOM TH YEAR CVV 

10 2020 456 

"value·~ 112017--11 

as Default 

LAST N A ME 

Doe 

[

169J------­
l'.l0~ "'John Doe"]}-
(69] 

[i'. a] Elerr*D Con- Sc,,n,o, •- Pwfamance » )( 

• ~ • 'i' View: = ', Groupby~ame a Pn!oerw log 0..-c:ache 

fulstory.oom -llde data URLa 

(:I X>R JS CSS k1lg Media Font Doc WS MMi!asl Otnw 

_J=-~--
bwidle'Orgld: . 
ra.furlst,ry.comf. 

~ td ••.• 

......1 ...... ,..,.,,com/. 

_J=~:· 
_J ~~: 
_J Ol.lnOle"Ol'glCI• .• , 

,.Ut,tlf'Y.com'. 

_J:::...,~ 

_j~~­

_J ::::/ 
_J ::.::::· 

_J ~~:· 

_J ::.::....,~: 

_J::.::,..~:: 
_J==· 
_J ~~: 

,c Head!n Preview A8llponse CooklBS T, 
: :: ~==~~ =~~!: ~~~: ::: :~:~ g:,• •JoM Dow J} 

• fl : {K!nd: •, W'len: 385.442, Args: 11112, nvatU!• , "2&17·11-l~ 
• 7: {When: 38~8. kind: 14, A.ras: (f:it]I _____ _ 

• fl :. {When: 365566, k1nd: 18, Args: (1 , •Joh:, Dot-")} 
• Cl i (Wh_.n! 1A'ii~7, illnrt: 11j,, Ar"g<i! [MJ1a.. ____ ,a 
• 11: {Kind: 4 , When: 38S592, A.rgs: [U72, •v,atJe"', "2117-11-1 
• 11! {Whotni JB5878, Kind: o,_) 

• 12: {',!hen: 385MS, Kind: 9,_} 
• ll; (\lhc:n; l0Gt12, l(i,i,d; 9, 4rgs; 1306148, :;6, 4.0, -0.)1U, 

.,. 1,: Olhen: 186162, Kind: 9, A.rgs: (386192, 48, 48, a, I, ~1 

., 1,: {'men: 3-81519$1 K1no: 9,-J 

.,. 16: {"9\en: 386:t9S, Kind: 9,-} 
• 17: (Vhen: 386.)93, Kind: l.2, Args: 1?2, JUI} 
• 18: <When: 386)94, KJ.nd: 24, Args: 11e•1n 
• 19: {\'hen: 386)96, Kind: 17, Args: lte47U 
• 21: <when: 386399, KirMf: 59, Args: 11846, ti} 
Ill> 21: {~ri: J.8~9S, Kind: 13, Args: Ill, JUI} 
• 21: {~n: l8&l96. Kind: Hi, Aro,: l te47, 7', 31.l, u. 2gg, 
• 23: {When: J.87S44, ICU'd: 14, Aros: IS 
., 141 (WM-n: ill7iJ8, ,::ind: 11, Af'9u 1

11
1~ ? · "•·n 

• 25t {W'heni l87ao39, Kind: 15, Args: - · 
• 2': (wtl,en: 388t87, Kind: 14, ""gs: H j 

• 27: {VM:n: 388166, Kind: 18, Aros: 1
1

1,J?· "41'1> 
" 28: {'Wt)e:n: 358107, Kind: i.:, , .-.r-gs: -· 
• 29: {When: 388l28, Kind: 14, Atgs: (4 
• ll: <~n: 388422, Kind: 18, A.tgs: 11f 7 ... 411'"1> 
• 31: ~n: 388423, Kind: 15, Aros: (41~1,l] ____ _. 
• 32: {Kind: 4 , ~en: 388444, Args: 11MB, •c\us .. ,.)} 
• 33: {Kind: 4 , When: 388444, Af'Qs: (1172, • va lJe", "2117-11·1 
• 34: {Vhen: 388S67, Kind: 14, Args: U 
• 35c <'&en: J.88671. Kind: 18. Arou 11f ! · "41lrlJ I 
• 36: {'llhen: 38M71, Kind: 1.S, Args: U .._. • 
• ]7! {Vh.an? l90lJS, l(ind~ 14, Argii;! If 

• 38: ,o,ben: 189454, Kind: 18, Args.: 1
1

1,f?· "41111")} I 
.,. J9; (WK-n; l09'*5S, Ki,,,d; 15, Args; -· • 

• 48: {When: 389S67, Kind: 14 1 Args: Uj :~J?· M41111ru I 
l '*9J 

rg !> e In, 313H 
rgs: 11847 1 72. :313, 45, ·29 
rgs: 

1!1:, I rgs.: "~·jl} 

rg s.: 
rg s.: 

!!if· I r,;,i s.: 11,uo I } 
rgs.: 
rg s.: 4 T 

rgs.: u 7 ,, "41111
] } 

lr'gs; ,. 
gs! ,.c::Us.ti"' ,-1) 
gsJ '"vl!l luc1

'. "2017- 1 
l'g !> : 4 

rg !>: 7,, "4111."I} 
rg!>: 

, 
rg s: 1.1 

r.g !>: 7,, "4111.t" ] } 
1 

   CC#, CVV and name leak to Fullstory on Bonobos 



• • P Prescription Checkout X 

~ C ii Secure https:JJwww.walgreens.com/pharmacy/prescriptioncheckout_new.jsp 

@ Pick Up in Store 0 Ship to Home 

lffll Walgreens Pharmacy 

Choose a Sto,.e 

Enler ZIP code, city and state, 

address or intersection. 

Find a store 

Review Your Rx 

a. ZOLOFT 100MG TABLETS D DoctorLastName • Qty: 1 O • John Doe 

c Add more prescriptions 

NotH to Ph.;11rmac:y staff 

e.g. Please add bubble gum flavoring to the 

amoxiciltin 

300 characters remaini ng 

Q Remove 

iii+++! 

Guesl 

Review Yo 

-

 

    
 

 

Prescription details leak to Fullstory on Walgreens 

Redacted 

Prescribed drug name is 
leaked 



1111-Wiii+iAhhifJM&IJffiildiiSl·i• 
.ill Cradescope I Review C x I + 

L-----------------------------------
f- (i) p a https://gradescope.com/courses/13530/ass ... ~ C i 0.. Search hi\ C O a :: = 
::> 

Review Grades for 
Homework1Asslgnment 

MIN IMUM MEDIAN 

2.5 2.75 

I. 2 Students 

• NAME ; EMAIL 

Gunes Acnr gunes aprmceton edu 

Steven Englehftrdt steaprlnceton.edu 

,Ill gradescope 

• REGRADE REQUESTS OPEN • GRADES NOT PUBLISHED 

MAXIMUM MEAN STD DEV 

3.0 2 .75 0.35 

S arch Q. 

; SCORE/3.0 • GRADED? • VIEWED? ; TIME (EST) 

2.5 ® Dec 20 7:21pm 

3.0 ~ Dec 20 5:06pm 

  

 

 

 

 

     Student details leak to Fullstory on Gradescope 

Recordings included: 

● Student names 

● Student emails 

● Student grades 

● Professor 

comments 



  
 

     
  

   
   

    

    

     

Session recordings are widespread 

• 14+ analytics company offer recording services 
– Present on 99,174 of the top 1 million sites 

• Evidence of recording on 7,918 sites. 
– Likely a lower bound as recording scripts sample users 

Session recording present on ~1 - 10% of the top 1 million sites. We found 

several severe PII leaks after manually reviewing ~30 sites. 

→ How many more leaks are out there? 



Smartlook User Guide 

Legal questions 

GOPR 

Opt out of SmartJook 

Data security & I ega I info 

Is recording visitors legal? 

Yes. Tracking behavior and movement of your visitors using Smartlook is legal, Just like using 

Google Analytics or other services for tracking visitors on your website. 

 

  

    

   

  

 

  
  

 

Takeaways 

• Recordings contain sensitive information 

– incl. HIPAA, FERPA protected data 

• Redaction is difficult and brittle 

• Are users comfortable being watched? Needing to ask “Is 
this legal?” should 
give you pause. 
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More than 480 web firms record 'every 
keystroke' 
By Jane Wakefield 
Technology reporter 

Enter1 

0 21 November 2017 f ._ 0 ~ < s hare 
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THE DARK SIDE OF 'REPLAY 
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EVERY MOVE ONLINE 

MOnlERBOARD cz:: 

Over 400 of the 
World's Most Popular 
Websites Record Your 
Every Keystroke, 
Princeton Researchers 
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Updates 

• Walgreens, Gradescope and 
Bonobos removed session 
replay script 
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No boundaries series: Privacy vulnerabilities 
arising from directly embedded third parties 
https://freedom-to-tinker.com/tag/noboundaries/ 

Session Replay Autofill abuse 

And more.... 

“No boundaries: Exfiltration of personal data by session-replay scripts” (freedom-to-tinker.com) 
“No boundaries for user identities: Web trackers exploit browser login managers” (freedom-to-tinker.com) 

https://freedom-to-tinker.com/tag/noboundaries/
http:freedom-to-tinker.com
http:freedom-to-tinker.com
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Thanks for listening! 

Contact: 
gunes@princeton.edu 
https://gunesacar.net 

Blog post: https://freedom-to-tinker.com/2017/11/15/no-
boundaries-exfiltration-of-personal-data-by-session-replay-
scripts/ 

No boundaries series: https://freedom-to-
tinker.com/tag/noboundaries/ 

Princeton Web Transparency & Accountability Project: 
https://webtap.princeton.edu/ 

Image assets from the Noun Project: mouse click by Tomas Knopp, Keyboard by Arthur Shlain, recording by Guru, 
browser windows by DTDesign, HTML File by Burak Kucukparmaksiz, Credit by Por Suppasit, Student by Nimal Raj, 
Password by BomSymbols, Medicine by UNiCORN, Purchase by Ayub Irawan 

https://freedom-to-tinker.com/2017/11/15/no-boundaries-exfiltration-of-personal-data-by-session-replay-scripts/
https://freedom-to-tinker.com/2017/11/15/no-boundaries-exfiltration-of-personal-data-by-session-replay-scripts/
https://freedom-to-tinker.com/2017/11/15/no-boundaries-exfiltration-of-personal-data-by-session-replay-scripts/
https://freedom-to-tinker.com/tag/noboundaries/
https://freedom-to-tinker.com/tag/noboundaries/
http:https://webtap.princeton.edu

