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No boundaries: Exfiltration of personal
data by session-replay scripts

Gunes Acar Steven Englehardt  Arvind Narayanan

This research is funded by NSF grant CNS 1526353 and
by an Amazon AWS Cloud Credits for Research grant.
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What are session replay scripts?

“Watch recordings of your visitors’ sessions.
Discover how they browse as if you're
looking over their shoulder!”
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http:clicktale.com

Why use session replay scripts?

Yandex Metrica

e Who are my most valuable

customers?
0 Giassic Trainiers e \Who added items to the cart but
R Jg. - didn’t convert?
c e \Where are users frustrated?

MYV AWM. .T¥
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The problem: recordings require a ton of data

HTML

Full page source Mouse movements Keypresses
and text & clicks
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Automated redaction...

Excluded Elements

Enter CSS selectors on separate lines, describing elements to be excluded from capture. Learn more

input[type="password"] Redacted Field | FullStory UserReplay SessionCam Hotjar Yandex Smartlook
[autocomplete="cc-name" ] ) y
[autocomplete="cc-given-name"] Nam.e “ C o ~ ~ ~
[autocomplete="cc-additional-name"| Email @] ¢ [} O O O
[autocomplete="cc-family-name"] . .
[autocomplete="cc-number"] Phone o [ B LI O o o
[autocomplete="cc-exp"] Address @] O ¢ O @] O
[autocomplete="cc-exp-month"] . .
[autocomplete="cc-exp-year"] SSN ) LK L o o o
[autocomplete="cc-csc"] DOB @) O O 9] ] ]
[autocomplete="cc-type"] . .
Password ® © ® ® O
CC Number (] o* [} [ B O ®
CC CVC ® ¢ LI O O ®
CC Expiry ® ()] 8 _ ®

P\ [ XX

PRIVACYCON




Manual

redaction

> PLAYBAC
K
I PAGE NsigHTs

Cli
ick Maps Inspect Mode

171 clicks - 14%

686 users - 20%

Add to search

Exclude element

Exclude sensitive customer data from
ever leaving your customer’s browser
by using our in-app point and click
system.



How can things go wrong?

We found session recordings containing:

oL — vi 53
g

Passwords Credit Card Student data Health data Purc.hase

(Propeller details (Gradescope) (Walgreens) details

Ads, ...) (Bonobos) (Lenovo)
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Passwords leak to Fullstory on PropellerAds

< C [ @ Secure | https://partners.propellerads.com/#/app/

-

#r | 64

N\ PropellerAds
[

Welcome back!

Username

Password

1234567890 @&

Forgot password?

Don't have an account? Register

FY

[ ﬂ Elements Console Sources

® O | W Y | View = =

Group by frame

Mebwork

| Filter | O Hide data URLs
A8 XHR JS 55 Img Media Font Doc WS Manifest Other

Mame

_I rs.fullstory.com/rec -
bundle?0rgld=5TaP0&Userld=5.,
rs.fullstory.com/rec
bundle?0rgld=5T8PD&User|d=5.,
rs.fullstory.com/rec
bundle?Orgld=5T8P0&Userld=5..
rs.fullstory.com/rec
bundle?0rgld=5Ta8P0&Userld=5..
rs.fullstory.com/rec
bundle?0rgld=5Ta8P0&Userld=5..
rs.fullstory.com/rec
bundle?0rgld=5Ta8P0&Userld=5..
rs.fullstory.com/rec
bundle?0rold=5TaP0&Userld=5..
rs.fullstory.com/rec

| bundle?Orgld=5T8P0&Userld=5.. =

x

OO 4= W1 00 4= LN 0O = LA OO0 o W00 e L 00w

5.

» 1|

Preserve log

Headers | Preview Response Timing

Args:
Args:
Args:
Args:
Args:
Args:
Args:
Args:
Args:
Args:
Args:
Args:
Args:
Args:
Args:
Args:
Args:
Args:

3, Args:

el
Bom}

[2.-1]
[122,
[531}
[54]1}
[12z,
[54]1}
[55]}
[1zz,
[55]}
[56]}
[1zz,
[56]}
[57]1}
[122,
[57]1}
[48]}
[122,
[48]}

=12345" |}

"123456"]}

"1234567" ]}

"12345678"]}

*123456789" ]}

"12345678968" ] }

[253, 231, 98]}



Filter bypass due to unexpected input types

Usar Nama Lisar Mama

Password S h ow p asswo rd Paszanond
o Gl cicked.
<input type="password’> <input type="text”>

(automatically redacted with [type="password”] rule) (automatic redaction fails)


https://codepen.io/geoffreyrose/pen/HKDkB

Passwords leak to Userreplay on Capella University

& (& l @ Secure | https://cs.capella.edu/psc/csir/EMPLOYEE/CU_CS/c/CU_NAC REG MENU.CU_NAC_USR_LOGIN.GBL?Pa... ©n 1}] 64
Pl x O] Elements Console Sources Network Performance » 3 X
Carerra UniversiTY _——_
® S B g View: i = Group by Frame Preserve log Disable cache
userreplay Hide data URLs
APPLY FOR ADMISSION 5} | XHR JS €55 Img Media Font Doc WS Manifest Other
Log In Mame % | Headers | Preview Response Timing

- dC-gCad-srfalZTa/epec; PF3 ITURENEAFLIRE=L/ FED 2018
) . ; . —| us1-00000025.userreplay.net 83:10:02 GMT; psback=%22%22url%22%3A%22https%3
Log in with your Capella University User A%2F%2Fcs . capella. edu%2Fpsc%2Fcs Lri2FEMPLOYEES2F

CU C5%2Fc%2FCU_MAC REG_MENU.CU NAC USR LOGIN.GE
us1-00000025.userreplay.net L%3Fpage®30CU NAC USR LOGIN%22%20%221abel%22%3A%
22Login%:20Page%22%20%220 rigin%22%3A%2 2PTAS22%20%
22layout%®22%3A%221%22%22; s gpv pn=vcC%3AAAEAdmis
us1-00000025.userreplay.net sions%3JAHome; bc pv end=; s getNewRepeat=1518837
219871-New; s sq=capellaprod%252Ccapellavc%252Cc
apellavcportalusers%3D%2526c.%2526a.%2526activit

ID to continue your application or check j
us1-00000025.userreplay.net ymap .%2526page%2530vck25253AAMEAdmissions%25253A

your application status.

All fields required, unless marked optional.

Home%25261 ink%25 3D EETaRE L LT 52 hregio

N%2530winBdivCl NAC USR WRK PASSWORD MIXEDctrl%2
us1-00000025.userreplay.net 526pagelDType%25301%2526. activitymaps2526 . a%252
B.c%2526pid%2530vck25253AMAEAdMLSs ions%25253AHom
£%2526pidt:25301%252601d%2530funct iononc1ick%252
us1-00000025.userreplay.net 528eventi252529%2525 78 avascripti25253Acance lBub
ble%252528events252529%252530%25257D%252601d1%25
Forgot User ID or Resend User [D? 100000025 lav.net 3D2%25260t%253DPASSHORD
—I us -userreplay.ne ptoken: 161a1bd7252a9380

url: https://cs.capella.edu/psc/cslr/EMPLOYEE/CU

User ID

Forgot your password?

EI us1-00000025.userreplay.net C5/c/CU_NAC_REG MENU.CU NAC_USR_LOGIN.GBL?Page=C
U NAC USR LOGINEAction=U
23/9 . ) currentTime: 1518837219882



CC#, CVV and name leak to Fullstory on Bonobos

® @ O vour Wallet | Bonobos ® e

2

C @ Secure https://bonobos.com/account/wallet w

rgs: (72, 3131}
Rl Blements Console Sources  Network  Performance  » X qu': Ilad?* ?2' 313' 45' zg
= BONOBOS & Ml g5 | n v ver = ;

"
View: 1= T Group by frame Preserve log Disable cache flﬂ 5 ]

fullstary.com Hide data URLs qu_., : "1"] ]_
. v
£ xHA JS CSS Img Media Fort Doc WS Manifest Other

: rgs:

Name %  Headers Preview Response Cookies Tirglag
Add New Card Cancel bundie?Orgld=... = »4: {When: 385423, Kind: 18, Args: [1 rqs_:
| mfstonycomy... | »5: {When: 385424, Kind: 15, Args: (79
. »6: {Kind: 4, When: 385442, Args: (1072, "value®, "2017-11-14 » . " L
NAME (Asitappears on your card bundle?Omld=... ', 7, {uhen: 385488, Kind: 14, Args: [69) Fgs: ¢ AL 1}
— refulistory.com/... g: {when: 385566, Kind: 18, Args: [104
John Doe bundle?Orgld=..,  *9: {When: 385567, Kind: 15, Args: [69) rqs-:
| rstuistorycomy,.. | ®10% {Kind: 4, When: 385602, Args: [1072, “value", "2017-11-1
»11: {when: 385878, Kind: 9,.} rqs_:
TR bundle?Orgld=... | n17; {when: 385045, Kind: 9,.}
— s fullstory.c »13; {when: 386012, Kind: 9, Args: [386148, 56, 4B, -8.3125, ra&: ) "411"] }
pundle?Orgid=.., | * 147 {When: 386162, Kind: 9, Args: [386102, 48, 48, 0, 8, 297 l;| H ¥
4111111111111111 - VISA | tutistornconmy, | ® 151 {vmen: 386195, Kind: 9,.} -
i »16: {When: 386295, Kind: 9,-} Tgs--
bundle?Orgld= *»17: {When: 386393, Kind: 12, Args: [72, 313]}
| rm fulstorycomy | w18: {When: 386304, Kind: 24, Args: [1841]) gs: [184B, "class",.]}
MONTH  YEAR cvv bundie?Orgld=.. | » 193 {When: 386396, Kind: 17, Args: [18471}
sy T w20z {when: 386399, Kind: 59, Args: [1046, @]} i " 1 1
e FEETE | w211 {When: 386495, Kind: 13, Args: [72, 3131} gE‘ [1&?2. value P 2017-1
10 2020 456 bundle?Orgld= »22: {When: 386496, Kind: 16, Args: [1847, 72, 313, 45, 299, v
— s fullstorycom/ | »233 {When: 387544, Kind: 14, Args: [5 rgs: l‘i
bundia?Ongids... | as ey STE, BM (LY ArpE 1N | 7, "4111"]1}
. ~©t | »25: {when: 387639, Kind: 15, Args: [53 rgs:
as Default — mfulstorycom/... | 26: {When: 388087, Kind: 14, Args: |4 g=s LS
- Throioo bundis?Orgld= »27: {when: 388166, Kind: 1B, Args: [14 a
Donse GE'DkIEE ! Ll = fllstory.com »28: {when: 388167, Kind: 15, Args: [49 TgE-.
die?Orald »29: {when: 388328, Kind: 14, Args: [49 rg5r
: - x| - = buncletOrgld=... |  39: {when: 388422, Kind: 18, Args: [1 =
ind: IE. ﬂrgﬁ - ¥ John Do ] } — mfullstorycom/.. | w31: {when: 388423, Kind: 15, Args: [49 7 "ﬂllj_]'_"] }
- bundle?Orgld= »32: {Kind: 4, When: 388444, Args: [184B, "class”,.]} rgs: fd
ind: 15. ﬂr‘gE: LAST NAME R »33; {Kind: 4, when: 38B444, Args: [1072, "value”, "2817-11-1 g5 r

. e »34: {when: 388567, Kind: 14, Args: [49 rgs:
H EE“E, .ﬂ.rg;: llﬂ?lr "'.Iﬂlu;E"' a1 7=11< Doe bundle?Orgld=... | »35: {wnen: 388670, Kind: 18, Args: (147, "4111°]} gs:
s fullsto V... 36z {When: 388671, Kind: 15, Args: [4

ind: 1‘.‘. I‘.FQEI [ﬁgj bundie?Orgld= £ B5A08 KL iIA, Chrgs (a9 rgs:

: 389454, Kind: 18, Args: (1697, "41111"]}

ind: 18, Args: [1848, “John Doe"]} e ey rgs: [10§7, "411111%]}

bundle?Orgld=... H : 389567, Kind: 14, Args: [49

ind: 15, Args: [69] _ sasco. [ER TS SNalE i el PR rgs:
9]

Args:

63/ 89 requests | 2.8 ...

385692, Args: [1872, “"value", "“2017-1 —



Prescription details leak to Fullstory on Walgreens

&« C @& Secure | https://www.walgreens.com/pharmacy/prescriptioncheckout_new.jsp H P rescri bed d ru g n am e iS
leaked

address or intersection

dgMIn Walgreens Pharmacy =~ Notes to Pharmacy staff
Choose a Store 1

e.g. Please add bubble gum flavoring to the R E\J Ie W YD :LI r Rx
Enter £ city and state, amosxicillin

F ZOLOFT 100MG TABLETS

D DoclorLastName = Qty- 10= John Doa

Review Your Rx /
3 ZOLOFT 100MG TABLETS
DoctorlastName + Qty: 10'= John Doa ove

0
Redacted

.
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Student details leak to Fullstory on Gradescope

Gradescope | Review Grades - Mozilla Firefox

4l Gradescope | Review Gr X | +

Recordlngs InClLIded: &« @ W & https://gradescope.com/courses/13530/as

oy G & | Q search N9 & A & =

’ ol gradescope

e Student names

: Review Grades for @ REGRADE REQUESTS OPEN @ GRADES NOT PUBLISHED
® StUdent emal |S Homework1Assignment

e Student grades 55 275 3.0 275 0.35
e Professor |

& 2 Students Q
comments
“ NAME ¥ EMAIL ¥ SCORE/3.0 « GRADED? « VIEWED? 3 TIME (EST)
Gunes Acar g d 4 Dec 20 7:21pm
Steven Englehardt ste@princeton.edu 3.0 v Dec 20 5:06pm
"" “ > T : -



Session recordings are widespread

14+ analytics company offer recording services
— Present on 99,174 of the top 1 million sites
* Evidence of recording on 7,918 sites.

— Likely a lower bound as recording scripts sample users

Session recording present on ~1 - 10% of the top 1 million sites. We found

several severe Pll leaks after manually reviewing ~30 sites.

— How many more leaks are out there?




Takeaways

* Recordings contain sensitive information
— incl. HIPAA, FERPA protected data

 Redaction is difficult and brittle

* Are users comfortable being watched? Needing to ask “Is
_ this legal?” should
Smartlook User Guide 1
Legal questions Data security & legal info JNE YO PAtse:
Data security & legal info
GDPR Is recording visitors legal?
St ooy Yes. Tracking behavior and movement of your visitors using Smartlook is legal, just like using
Technical info Google Analytics or other services for tracking visitors on your website.

PRIVACYCON




Updates

THE DARK SIDE, OF ‘REPLAY
«  Walgreens, Gradescopg and NESSTONS' THAT RECORD YOUR
Bonobos removed session EVERY MOVE ONLINE

replay script

MOTHERBOARD
e Over 400 of the
INEVYS | - World's Most Popular
Teohnology Websites Record Your
More than 480 web firms record 'every Every Keystroke,
keystroke' .
Princeton Researchers

Technology reporter

@ 21 November 2017 f ¥ © [ <« Shae Flnd



No boundaries series: Privacy vulnerabilities
arising from directly embedded third parties

https://freedom-to-tinker.com/tag/noboundaries/

K Session Replay \ K Autofill abuse \ K \
4 \
o

n @ And more....
. \ J

“No boundaries: Exfiltration of personal data by session-replay scripts” (freedom-to-tinker.com)
“No boundaries for user identities: Web trackers exploit browser login managers” (freedom-to-tinker.com)



https://freedom-to-tinker.com/tag/noboundaries/
http:freedom-to-tinker.com
http:freedom-to-tinker.com

Thanks for listening!

Blog post: https://freedom-to-tinker.com/2017/11/15/no-
boundaries-exfiltration-of-personal-data-by-session-replay-

scripts/

Contact:

gunes@princeton.edu
No boundaries series: https://freedom-to-

https://gunesacar.net tinker.com/tag/noboundaries/

Princeton Web Transparency & Accountability Project:
https://webtap.princeton.edu/

! citp / OpenWPM
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Image assets from the Noun Project: mouse click by Tomas Knopp, Keyboard by Arthur Shlain, recording by Guru,

PR IVA ‘ O N browser windows by DTDesign, HTML File by Burak Kucukparmaksiz, Credit by Por Suppasit, Student by Nimal Raj,

Password by BomSymbols, Medicine by UNiICORN, Purchase by Ayub Irawan
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