Evaluation of the Privacy and Security
Aspects of Connected Televisions
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Summary of TV findings
e |nvestigated 5 TVs:
— LG, Samsung, Vizio, Sony, and TCL/Roku

 In partnership with Ranking Digital Rights and
Disconnect

* Looked at policies, consent flows, data flows,
security vulnerabillities
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Summary of TV findings

* All models want to watch what you're watching
— Via “automatic content recognition”

e Could limit data collection, but compromised
functionality

e Security vulnerabilities in some of the TVs
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Context: Vizio settlement
e FTC settled with Vizio for $1.5 million in
February 2017

« Collection of viewing activity without consent
deemed an “unfair practice”

« Commr. Ohlhausen concurrence: Viewing Is
considered “sensitive” information under US law
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What does consent look like?
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information on your use and viewing history
servers.

When this TV is connected 1o the internet, certain information will be sent to
Sony Corporation's global servers. This information is sent for the purposes Disagree
of:

- providing you with software updates, applications, services, content and

advertising,

- helping you find content more easily, and

b Jon o s in s iatn snaliasilons smd anm dnen

SONY

— .. am—vive — —

PRIVACYCON




< Previous

Smart Hub Terms & Conditions, Privacy Policy

Yolif Lise ol the Sm: Viis governed by the Terms & Conditions and Privacy Policy. You will fieed to agrep and ackrowledge vour understandir g roceed with set-up.

Terms and Conditions View details

SAMSUNG GLOBAL PRIVACY POLICY HIGHLIGHTS View details

Viewing Information Services View details

Interest Based Advertisement View details

Voice Recognition Services View details

Clitk "l Agree 1o ail" if you agree to the Terms & Conditions, read and understood the Privacy Policy, and want to enable ALL of the Addit anal Servic

duatly choose

a specific Additional Ser fyou do

1ot wish to enable any of the Acditional Services at this time, please click the "0K” bo Brocead with sat-up

| Agree to all

YA AWRT..TWw W

PRIVACYCON



Loss of functionality

* You could always control collection of viewing
data, but with a cost to functionality
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USER AGREEMENTS

@ selectil
(@ Viewing Information
@ Personalized Advertising
@ Voice Information
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Some Smart TV Services are avallable only if you agree to the
following specific consent agreements,

By clicking the "Select All" button, you can agree to all the
following specific consent agreements at once, Please read
each specific consent agreement carefully before you agree.




TCL - RokuTV | Privacy 4:08 pm | Options 3

Use infe from TV inputs

[ Enable auto notifications
Advertising

Microphone

Using and sharing viewing info from your
antenna and devices connected to this TV
(including using ACR technology), Roku
can suggest streaming content and
personalize ads. This choice does not

affect info collected through Roku's
streaming service. (* for more information) |
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Post set-up controls

 All of the televisions offered controls in Settings
to limit data collection

— All gave you the abillity to stop collection of viewing
data

— BUT, controls were usually hard to find
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Post set-up controls

¢ LG: ¥ — All Settings — General — About This
TV — User Agreements

e Vizio: Settings — System— Reset and Admin

 Roku: Settings — Privacy — Smart TV
Experience
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How much control?

e Scope of controls and data collection was
sometimes unclear
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Accept

View Google Terms of Service

View Google Play Terms of Service
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Security vulnerabilities

e Discovered vulnerabilities in the Roku OS and
Samsung API's that allowed hackers to
manipulate the television
— Change channel or volume, disconnect from internet

— No evidence that information was vulnerable, or that
hackers could leverage holes to access other devices
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Future work

 More detailed findings about Smart TVs

e Similar investigations into other products

* |ncorporate into standard ratings process where
appropriate

* Other criteria: interoperabillity, repairability
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