
   
  

Evaluation of the Privacy and Security 
Aspects of Connected Televisions 
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Summary of TV findings 
• Investigated 5 TVs: 
– LG, Samsung, Vizio, Sony, and TCL/Roku 

• In partnership with Ranking Digital Rights and 
Disconnect 

• Looked at policies, consent flows, data flows, 
security vulnerabilities 



    
  

   
 

 
  

Summary of TV findings 
• All models want to watch what you’re watching 
– Via “automatic content recognition” 

• Could limit data collection, but compromised 
functionality 

• Security vulnerabilities in some of the TVs 



  
 

 
  

 
  

  

Context: Vizio settlement 
• FTC settled with Vizio for $1.5 million in 
February 2017 

• Collection of viewing activity without consent 
deemed an “unfair practice” 

• Commr. Ohlhausen concurrence: Viewing is 
considered “sensitive” information under US law 



  What does consent look like? 





( Previous 2 3 4 Skip) 

Smart Hub Terms & Conditions, Privacy Policy 
Yot; use of the Smart 1V 1s governedby the lerms &Conditions and Pdvacy Policy You will need to agree and acknowledge your understanding to proceed with set -up, 

Terms and Conditions View details 

SAMSUNG GLOBAL PRIVACY POLICY HIGHLIGHTS Viewdetails 

Viewing Information Services View deta its 

Interest Based Advertisement View details 

Voice Recognition Services View details 

Cl ck ·1 Agree to all" f you agree to the Terms & Conditions, reao and undetstood too PrivacyPolicy, and want to enable ALL of the Add1t1onal Services above, You tiJn also 
ndividua,ty choose a specifK Additional Service f you do not w sh to eoab.e any of the AOd,tional Serv Cl!S at this t ime, ptease cl cK the 'OK to proceed w th set·up 

I Agree to all 

OK 



   
 

 
  

Loss of functionality 

• You could always control collection of viewing 
data, but with a cost to functionality 







 
 

 
  
 

   

Post set-up controls 
• All of the televisions offered controls in Settings 
to limit data collection 
– All gave you the ability to stop collection of viewing 
data 

– BUT, controls were usually hard to find 



 
        

   
     
     

 

Post set-up controls 
• LG: ☼ → All Settings → General → About This 

TV → User Agreements 

• Vizio: Settings → System→ Reset and Admin 
• Roku: Settings → Privacy → Smart TV 
Experience 



 
 

 
 

How much control? 

• Scope of controls and data collection was 
sometimes unclear 
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Go g\e 

Terms of Service & Privacy Policy 

8y cont nu ng. you agrPe to lhe Google Terms orServ1ec the Google 

1vacy Po and it,<! Google Play leml~ of Sefv1ce 

deviceITlilY also receive and install updates end apps from Google 

es :11iu! clurer Somo apps meybcl downlolld d nd 

I you conltrtU aorl you Cll!I ri•move loom ot ad1us1U,e1r 

pe ons at any 1,rne 



Go gle 

Help improve Android TV 

Hep mprove your Android TV by autometlcatly sending diagnostic ond 

u g d t to Google Th s nformut on won"\ be u cd to 1dcnlify you nnd 

h t m working on things kc opp performance ond II w Gooolc 

features team more at http·//g co/Andro,dUsageHelp 



 

 
 

     
    

    

Security vulnerabilities 
• Discovered vulnerabilities in the Roku OS and 
Samsung API’s that allowed hackers to 
manipulate the television 
– Change channel or volume, disconnect from internet 
– No evidence that information was vulnerable, or that 
hackers could leverage holes to access other devices 



 
  

 

 
  

Future work 
• More detailed findings about Smart TVs 
• Similar investigations into other products 
• Incorporate into standard ratings process where 
appropriate 

• Other criteria: interoperability, repairability 




