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December 21, 2018 

Via Electronic Submission at https://www.regulations.gov/comment?D=FTC-2018-0098-0003 

Federal Trade Commission  
600 Pennsylvania Avenue, NW 
Washington, DC 20580 

Re:  Hearings on Competition and Consumer Protection in the 21st Century—Consumer Privacy 
and Data Security (Docket No. FTC-2018-0098) 

The Toy Association, Inc., on behalf of its members, appreciates the Federal Trade Commission’s (FTC) 
thoughtful attention to consumer privacy and data security, and we hope this submittal will assist the 
Commission as it prepares for its February 12–13, 2019, Hearings on Competition and Consumer 
Protection in the 21st Century.  

Few industries are as heavily regulated as the toy industry.  From privacy to product safety, industry 
members are heavily regulated by an extensive set of preemptive laws. Thus, the toy industry is 
uniquely qualified to comment on consumer privacy and data security issues. The Toy Association 
hopes to be an active partner in discussions regarding consumer privacy and data security while ensuring 
that existing effective sectoral laws like the Children’s Online Privacy Protection Act (COPPA) are 
retained. 

While technologies and business models have changed significantly since the FTC issued its last 
comprehensive privacy report in 2012, the Commission’s work to review and update COPPA over the 
years has resulted in a remarkably resilient regulatory regime that is widely acknowledged to be both 
effective and reflective of technological developments. COPPA, last amended in 2013 (78 Fed. Reg. 
3,971 (Jan. 17, 2013)), has managed to stand the test of time even as technology rapidly changes, 
making it an excellent model for a general privacy and data security framework.  While many aspects of 
COPPA, such as its notice and parental consent requirements, are clearly tailored to protect the interests 
of children and would not be appropriate for general legislation, other aspects, such as the exceptions for 
collection of persistent identifiers used solely to support internal operations, reflect a common-sense 
harms-based approach to privacy that balances limited potential risks to individuals with a recognition of 
business needs and consumer convenience. 

In amending COPPA’s definition of “personal information” to include persistent identifiers used over 
time and across websites, for example, the FTC recognized both that the sensitivity of such information 
is highly correlated to its use and that universally categorizing such data as “personal” would be both 
unwise and operationally unworkable.  Thus, while use of persistent identifiers for behavioral targeting 
purposes is not permitted, the final Rule allows collection and use of persistent identifiers to support a 
number of essential business activities, such as basic functionality and general data analytics, among 
others. Accordingly, the final rule exempts data collected solely to support an online service’s internal 
operations.  
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Under the Rule, support for the internal operations of a website or online service means those activities 
necessary to: 

(a) maintain or analyze the functioning of the website or online service; 
(b) perform network communications; 
(c) authenticate users of, or personalize the content on, the website or online service; 
(d) serve contextual advertising on the website or online service or cap the frequency of advertising; 
(e) protect the security or integrity of the user, website, or online service; 
(f) ensure legal or regulatory compliance; or 
(g) fulfill a request of a child as permitted by these guidelines; 

so long as the information collected for the activities listed in paragraphs (a)-(g) is not used or disclosed 
to contact a specific individual, including through behavioral advertising, to amass a profile on a specific 
individual, or for any other purpose. Support for internal operations also includes activities such as 
intellectual property protection, payment and delivery functions, spam protection, optimization, 
statistical reporting, or de-bugging. See 78 Fed. Reg. at 3,981. 

Since the Rule was adopted, the FTC has clarified that it applies to all online services directed to 
children under 13, including apps and connected products.  See FTC, Children’s Online Privacy 
Protection Rule:  A Six-Step Compliance Plan for Your Business, available at https://www.ftc.gov/tips
advice/business-center/guidance/childrens-online-privacy-protection-rule-six-step-compliance. The FTC 
has also adopted some common-sense enforcement positions reflective of technological advancements.  
For example, while the Rule technically requires parental consent before an online operator can collect 
audio recordings of children’s voices, the FTC staff has made clear that brief collection of audio files to 
perform functions, such as a search or to fulfill a verbal instruction or request, would not be the target of 
enforcement action so long as the file is held for a brief time and used only for basic functionality.  See 
FTC, FTC Provides Additional Guidance on COPPA and Voice Recordings, available at 
https://www.ftc.gov/news-events/press-releases/2017/10/ftc-provides-additional-guidance-coppa-voice
recordings. 

Most online services cannot function without some limited data collection, but COPPA recognizes that 
that collecting and sharing certain information – particularly information that could result in exposure of 
a child’s contact information to third parties - potentially creates a higher risk to children’s privacy.  
COPPA includes interventions, such as parental notification and consent obligations, designed to assure 
that parents are notified and, where appropriate, consent to certain types of information collection and 
use.  Moreover, COPPA’s sliding scale approach to consent recognizes that the most robust forms of 
parental consent should be reserved for situations where privacy harms are potentially greater.  
Implementing this type of harms-based approach results in a framework that is crafted to better assure 
their efficacy in addressing risks, and the underlying concepts could be applied to general privacy 
legislation.    

Just as privacy protections should be designed with the user’s age in mind, they should also bear in mind 
the type of collection, processing, and eventual use of specific categories of data collected, with due 
regard for the potential harm associated with use and misuse. For instance, the interventions designed to 
protect young children’s (those under 13 years of age) privacy, would not be effective for teens, who 
have their own evolving sphere of privacy. The Toy Association believes that any general legal regime 
governing privacy must recognize that privacy rights and risks relate to the sensitivity of the data, with 
special protections for certain types of data. Health data and financial data, like children’s data, deserve 
enhanced protection.  
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The Toy Association continues to support COPPA and its members maintain a strong commitment to 
safeguarding children’s personal information.  Accordingly, the COPPA framework and its essential 
definitions should be kept intact.  Any future general privacy and data security legislation should ensure 
that key concepts and definitions do not conflict with those found in COPPA, but rather should build on 
COPPA’s fundamental harms-based approach.  Finally, it is likewise essential that the preemptive 
framework of COPPA be maintained.  Our industry can ill afford new privacy and data security 
legislation that undermines the proven effectiveness of a statute like COPPA while making compliance 
considerably more challenging and expensive and the user experience less desirable. 

With these thoughts in mind, we share the attached comments that were submitted in response to the 
National Telecommunications and Information Administration’s (NTIA) notice and request for public 
comments (RFC), 83 Fed. Reg. 48,600 (Sept. 26, 2018), seeking information on ways to protect privacy 
while fostering innovation.  These comments provide greater detail on the Toy Association’s position 
regarding future privacy and data security legislation, and we hope the FTC will find them helpful. 

We appreciate the opportunity to share these views.  Please contact Ed Desmond at 
edesmond@toyassociation.org in our Washington, DC office if you would like additional information 
on our industry’s perspective. 

President & CEO

Enclosure 

Sincerely, 

Steve Pasierb 
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Toy Association, Inc. Comments 
National Telecommunications and Information Administration (NTIA)
 

Developing the Administration’s Approach to Consumer Privacy
 
[Docket No. 180821780-8780-01]
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X]U^a\PcX^]P[$bPUTch$PaT$aTVd[PcTS-$FXZTfXbT+$P[cTaX]V$cWT$STUX]XcX^]$E<!6!W8>?B9X!RP]$VaTPc[h$R^\_[XRPcT$fWT]$P$ 
UXHC!C?=>J!>6L:!W68JK6B!ADEMB:9=:X!J>6J!J>:O!6H:!9:6B?D=!M?J>!IEC:ED:!KD9:H!6=:U!$BaP\Tf^aZb$[XZT$cWT$C@JK+$ 
M>?8>!6BBEM!-:C7:H!2J6J:I!JE!9:<?D:!6!W8>?B9X!6I!6D!?D9?L?9K6B!7:JM::D!fh!6D9!fkR!I?CFBO!8H:6J:!8ED<KI?EDR! 
aPcWTa$cWP]$U^bcTa$P]$P__a^_aXPcT$_aXePRh$UaP\Tf^aZ-$ 

M^h$X]Sdbcah$\T\QTab$bd__^ac$UPXa$X]U^a\PcX^]$_aPRcXRT$_aX]RX_[Tb+$bdRW$Pb$SPcP$\X]X\XiPcX^]+$caP]b_PaT]Rh+$ 
bTRdaXch+$P]S$PRRTbb+$R^aaTRcX^]$P]S$ST[TcX^]$aXVWcb-$?IJJ=$_a^eXSTb$P$WPa\b,QPbTS+$bT]bXQ[T$P__a^PRW$c^$ 
FH?L68O!J>6J!76B6D8:I!FHEJ:8J?D=!8>?B9H:DVI!FH?L68O!6=6?DIJ!EL:HBO!7KH9:DIEC:!E7B?=6J?EDI!ED!F6H:DJI!6D9! 

%
 



  

%
 
QdbX]TbbTb+$P]S$cWT$c^h$X]Sdbcah$aTR^\\T]Sb$Xc$Pb$P$\^ST[$X]$RaPUcX]V$P]h$UaP\Tf^aZ$cWPc$bTTZb$c^$_a^\^cT$ 
R^]bd\Ta$R^]ca^[$^eTa$_aXePRh-$ 

(	 8C@$381$LCINF?$=@$?@LDBH<M@?$<L$MC@$JKDG<KR$@HAIK>@K$IA$>IHLNG@K$JKDO<>R$<H?$DHAIKG<MDIH$ 
L@>NKDMR)$ 

>TRPdbT$^U$Xcb$TgcT]bXeT$Tg_TaXT]RT$fXcW$TgXbcX]V$SPcP$P]S$bTRdaXch$XbbdTb+$X]R[dSX]V$T]U^aRT\T]c$^U$?IJJ=+$cWT$ 
c^h$X]Sdbcah$bd__^acb$STbXV]PcX]V$cWT$BTSTaP[$MaPST$?^\\XbbX^]$(BM?)$Pb$cWT$P__a^_aXPcT$UTSTaP[$PVT]Rh$c^$ 
T]U^aRT$R^]bd\Ta$_aXePRh$U^a$\^bc$bTRc^ab-$3>:!(3%VI!6KJ>EH?JO!KD9:H!2:8J?ED!j!E<!J>:!(3%!#Rc$Xb$bdUUXRXT]c$c^$ 
IKFFEHJ!J>:!6=:D8OVI!<KJKH:!68J?L?J?:I!?D!J>?I!6H:6S!>EM:L:HR!M:!6BIE!6=HTT$cWPc$cWT$BM?$f^d[S$QT]TUXc$Ua^\$ 
X]RaTPbTS$aTb^daRTb-$ 

(	 5@P$JKDO<>R$AK<G@PIKEL$LCINF?$G<DHM<DH$<$LMKIHB$KIF@$AIK$DH?NLMKR$L@FA(K@BNF<MDIH$<H?$DH?NLMKR$ 
@?N><MDIH)$$ 

MWT$M^h$=bb^RXPcX^]$QT[XTeTb$Xc$Xb$X\_^acP]c$cWPc$P]h$]Tf$UTSTaP[$_aXePRh$UaP\Tf^aZ$T]R^daPVT$bT[U,aTVd[PcX^]+$ 
\dRW$Pb$cWT$RdaaT]c$?IJJ=$UaP\Tf^aZ$_a^\^cTb$bT[U,aTVd[PcX^]-$MW^bT$^U$^da$\T\QTab$cWPc$_PacXRX_PcT$X]$ 
P__a^eTS$?IJJ=$LPUT$DPaQ^a$_a^VaP\b$WPeT$R^]UXa\TS$cWT$QT]TUXcb$^U$cWPc$_PacXRX_PcX^]$X]$^UUTaX]V$PSSXcX^]P[$ 
aTeXTf$P]S$^__^acd]Xch$c^$Tg_[^aT$]Tf$fPhb$c^$_a^cTRc$_aXePRh$P]S+$fWTaT$P__a^_aXPcT+$c^$bTTZ$_PaT]cP[$ 
R^]bT]c-$OWT]$P$R^\_[PX]c$Xb$[^SVTS$PQ^dc$_aPRcXRTb$^U$P$\T\QTa$^U$P$aTR^V]XiTS$LPUT$DPaQ^a$_a^VaP\+$Xc$ 
bW^d[S$QT$aTUTaaTS$c^$cWT$LPUT$DPaQ^a$^aVP]XiPcX^]$UXabc$U^a$aTb^[dcX^]-$OWX[T$Xc$Xb$SXUUXRd[c$c^$STeT[^_$^]T,bXiT, 
UXcb,P[[$_aXePRh$aT`dXaT\T]cb+$bT[U,aTVd[Pc^ah$Q^SXTb$VTPaTS$c^$cWT$bTRc^a$cWTh$f^aZ$fXcW$PaT$STbXV]TS$c^$PSSaTbb$ 
cWT$d]X`dT$]TTSb$^U$cWTXa$_PacXRX_P]cb-$$ 

MaPST$^aVP]XiPcX^]b$P]S$^cWTa$X]Sdbcah$Va^d_b$PaT$P[b^$fT[[,bdXcTS$c^$_a^\^cX]V$_aXePRh$P]S$SPcP$bTRdaXch+$P]S$ 
MWT$M^h$=bb^RXPcX^]VI!68J?L?J?:I!6H:$P$_TaUTRc$TgP\_[T-$MWT$M^h$=bb^RXPcX^]$WPb$_a^eXSTS$?IJJ=$R^\_[XP]RT$ 
aTb^daRTb$U^a$Xcb$\T\QTab-$$MWT$M^h$=bb^RXPcX^]$P]S$Xcb$\T\QTab$P[b^$bd__^ac$cWTbT$UXeT$VdXSX]V$_aX]RX_[Tb$c^$ 
T]bdaT$cWT$_aXePRh+$bPUTch$P]S$bTRdaXch$^U$R^]]TRcTS$c^hb9$LPUTch$Qh$@TbXV]:$JaXePRh$BXabc:$LPUTVdPaSX]V$LTRdaXch:$ 
MaP]b_PaT]Rh:$P]S$A\_^fTaX]V$JPaT]cb$P]S$?PaTVXeTab-$MWTbT$_aX]RX_[Tb$X[[dbcaPcT$cWPc$cWTaT$PaT$X]STTS$b^\T$ 
_aXePRh$R^]RT_cb$cWPc$RP]$QT$VT]TaP[[h$P__[XTS$c^$_a^cTRc$R^]bd\Tab+$Qdc$cWTaT$\dbc$QT$a^^\$U^a$X]Sdbcah$c^$ 
cPX[^a$P__a^PRWTb$P]S$PSSaTbb$d]X`dT$RWP[[T]VTb-$$ 

*$ *$ *$ 
$ 
MWT$c^h$X]Sdbcah$aT\PX]b$STT_[h$R^\\XccTS$c^$bd__^acX]V$b^d]S$cTRW]XRP[$P]S$_^[XRh$_aPRcXRTb$P]S$b^[dcX^]b$c^$ 
cPRZ[T$_^cT]cXP[$cWaTPcb$c^$_aXePRh-$OT$[^^Z$U^afPaS$c^$QTX]V$P$_a^SdRcXeT$_Pac$^U$UdcdaT$SXbRdbbX^]b$aTVPaSX]V$ 
R^]bd\Ta$_aXePRh$fWX[T$T]bdaX]V$cWPc$TgXbcX]V$TUUTRcXeT$[Pfb$[XZT$?IJJ=$PaT$aTcPX]TS-$ 
$ 
EU$h^d$f^d[S$[XZT$c^$U^[[^f$d_$fXcW$db$R^]cPRc$AS$@Tb\^]S$Pc$TSTb\^]S<c^hPbb^RXPcX^]-^aV$X]$^da$OPbWX]Vc^]+$ 
@?$^UUXRT-$ 
$ 
LX]RTaT[h+$ 

JaTbXST]c$'$?AI$$ 
% 
% 
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