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Consumer Protection

Consumers Union' is pleased to be able to submit comments on the issue of the Commission’s
remedial authority to deter unfair and deceptive conduct in privacy and data security matters in
preparation for the Competition and Consumer Protection in the 21st Century Hearings.

The Federal Trade Commission (FTC) currently lacks sufficient remedial tools to fulfill its
consumer protection mandate and to deter illegal conduct, and we strongly support additional
powers—most notably civil penalty authority —to augment its current authority. Today, when a
company commits an actionable privacy or security violation under Section 5 of the FTC Act, the
Commission does not have the ability to obtain penalties from the company. Nor in most cases is
restitution an appropriate remedy, as privacy harms or security risks are difficult to quantify and,
while possibly substantial in aggregate, may be relatively small in any individual case. The FTC
has ordered the disgorgement of ill-gotten gains in some cases,? and should expand its use of that
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authority in lieu of the ability to obtain penalties. However, even in those cases, a company must
only cede what it gained directly from its bad behavior, which hardly serves as a sufficient
deterrent to others given the relatively small chance of an FTC action. Certainly, the costs of
defending an FTC action, the incumbent loss of customer goodwill, and the cost of implementing
a compliance program are non-negligible, but in all they are still insufficient to deter rational actors
from engaging in unlawful anti-consumer behaviors: the uncertain application of Section 5 in
privacy and security matters, along with the relative unlikelihood of enforcement, are hardly
outweighed by the weak consequences if they are caught.

The Federal Trade Commission should be granted civil penalty authority for all Section 5
consumer protection matters, and granted comparable authority in any new privacy and security
statute. The way that penalties are assessed for violations of trade regulations is, the appropriate
model for other FTC penalties. Penalties should be assessed per violation—or per person
affected —not based on the number of days on which a violation has occurred, as has been proposed
in some legislation. The latter would lead to obviously perverse results—a company could
deliberately share or publish to the world all its customer records just for one day, with disastrous
results. Nor should the FTC’s penalty authority be subject to a hard, monetary cap, as has also
been proposed in some legislation. The appropriate penalty for a small business is obviously very
different than it should be for a giant company such as Google or Facebook; a cap would only
favor the largest companies and most harmful violations, and thus weaken a law’s deterrent and
retributive effect as to them. Instead, the penalty amount should be reasonably tied to factors such
as the nature of the violation, the types of data compromised, the willfulness of the behavior, and
the size of a company, as well as its ability to pay.

As we explain in response to Topics 1-4, Section 5 is not sufficient to ensure the privacy for
American consumers deserve and expect.> While the Commission’s interpretation of Section 5 to
mandate reasonable security practices sets an appropriate baseline standard, dedicated security
legislation would be beneficial for consumers and industry. As companies have challenged
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Consumers’ privacy concerns have translated into a desire for stronger laws to help them protect their privacy while
online: two-thirds of Americans say that current laws are not good enough in protecting their privacy and the majority
of consumers (64 percent) support more regulation of advertisers. /d.
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(unfortunately, with some success) the FTC’s interpretation of Section 5 and enforcement remedies
in court, it would be beneficial to articulate a reasonable security mandate in a dedicated statute.
Moreover, as some have criticized the FTC reasonableness standard as not offering sufficient
notice to businesses about appropriate security practices and procedures,* the FTC should propose
a dedicated statute to give the Commission rulemaking authority to offer greater clarity and
certainty over time as to what reasonable security entails.

Finally, we reiterate our comments in response to Topic 11 that the Federal Trade Commission
needs dramatically more resources to achieve its consumer protection mission and should include
these resources in its next budget request. The Commission currently has too few people to bring
sufficient cases to effectively deter illegal conduct, and as noted in response to Topic 3, modern
internet platforms that host more and more online commerce and advertising do not themselves
have sufficient incentives to police their platforms for bad conduct. In addition to Congress
dedicating substantially greater funds to augment the FTC’s capacity, any new privacy and security
statute should also empower state attorneys general to bring enforcement actions in order to
supplement the Commission’s own work on behalf of consumers.
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