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Re: Informational Injury Workshop and P175413  

 

Dear Mr. Clark: 

 

 The U.S. Chamber of Commerce (“Chamber”), the world’s largest business federation 

representing the interests of more than three million businesses of all sizes, sectors, and regions, 

as well as state and local chambers and industry associations, and dedicated to promoting, 

protecting, and defending America’s free enterprise system, respectfully submits these comments 

to the Federal Trade Commission (“FCC” or  “Commission”) in response to its request for 

comments for its December 12, 2017 Workshop on Informational Injury.
1
 

 

 The Chamber applauds the Commission’s decision to hold the Workshop and take a 

serious look at the nature of informational harm in the context of privacy and data security. The 

Commission should use this Workshop as an opportunity to adopt a regulatory framework that 

focuses on protecting consumers against concrete consumer harms as opposed to merely 

conjectural or hypothetical injuries. Such an approach to protecting consumer privacy will 

provide much needed regulatory certainty, enhance competition in the marketplace, and enable 

businesses involved in e-commerce to continue providing consumers the benefits they desire.  

 

 Generally, with the exception of a few industry specific laws, the Commission regulates 

privacy practices under its authority to combat unfair and deceptive trade practices under Section 

5 of the Federal Trade Commission Act.
 2
 Section 5 makes clear that the Commission lacks the 
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authority to declare unlawful an act or practice on the grounds that it is unfair unless “the act or 

practice causes or is likely to cause substantial injury to consumers which is not reasonably 

avoidable by consumers themselves and not outweighed by countervailing benefits to consumers 

of competition.”
3
 For this reason, the Commission should adopt a regulatory framework for 

privacy and data security that addresses only concrete consumer harms in light of the benefits 

provided by the data-driven economy.  

 

I. The Commission should take enforcement actions only in the case of concrete 

and not hypothetical harms. 

 

At the heart of the American legal system is the concept of Article III standing 

requirements which must be met by potential litigants to obtain access to federal courts. As 

explained by the United States Supreme Court in Lujan v. Defenders of Wildlife, potential 

litigants cannot obtain standing unless they can show, among other things, that they suffered a 

“concrete and particular injury” which is “actual or imminent, not ‘conjectural’ or 

‘hypothetical.’”
4
 These common sense requirements for standing were once again followed by 

the Supreme Court in 2016 in the case of Spokeo, Inc. v. Robins, in which an individual sued an 

online data aggregator under the Fair Credit Reporting Act for allegedly posting inaccurate 

information about him.
5
 The Court held in Spokeo that the plaintiff had to show that his injury 

was both concrete and particularized in order to obtain standing and that allegations of bare 

procedural violations alone were insufficient to show adequate injury.
6
  

 

The Chamber asserts that the Commission should follow these Lujan and Spokeo 

principles when determining whether to take enforcement actions for alleged unfair and 

deceptive practices with regard to privacy and data security. Unfortunately, the Commission in 

recent years has expanded and tested the limits with regard to which kinds of privacy practices 

constitute actionable harms to consumers.  

 

One such example of the Commission too broadly defining consumer injury is the 2015 

enforcement action and consent decree entered into between the Commission and Nomi 

Technologies, a startup data analytics firm. Nomi collected and hashed non-personal identifiers 

emitted by some mobile devices in order to assess for merchants which store areas received the 

most traffic in order to more effectively design retail space.
7
 Nomi brought online data analytics 

to the brick-and-mortar retail context and endeavored to do so in a way that protected consumer 
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privacy. The Commission entered into a consent order with Nomi for allegedly violating Section 

5’s prohibition against deceptive trade practices by not providing an in-store mechanism to opt 

out of the program for consumers despite claims to the contrary in the company’s privacy policy. 

Nomi also offered and actually provided an easily accessible online opt-out process for 

consumers. The Commission provided no evidence that any consumers were reasonably likely to 

have been harmed by the lack of an in-store opt-out mechanism.  

 

Stretching the limits of harm to include hypothetical injuries in reality creates a situation 

in which companies are effectively under a strict liability system for data practices. When 

policymakers adopt privacy regulations that establish de facto strict liability for the use of data, 

such as requiring companies obtain consumer consent before using any of their information, 

studies have shown a negative impact on the economy. For instance, in 2016 when the Federal 

Communications Commission attempted to impose on broadband providers an opt-in 

requirement to use nearly all consumer data
8
, one credit reporting agency stated that the 

proposed rule threatened the credit rating of internet service providers.
9
 According to another 

study, the imposition of opt-in style privacy regulation across the entire internet ecosystem could 

cost American websites $33 billion over five years.
10

 The potential negative impacts of opt-in 

regulation for all consumer data should give the Commission pause when it attempts to take 

enforcement actions against companies for privacy practices that may only have a hypothetical 

harmful impact on consumers.  

 

II. The benefits of the data-driven economy outweigh those of overly restrictive 

privacy and data security enforcement.  

 

Data analytics and digital advertising are the lifeblood of the Internet ecosystem which 

has spurred economic growth and innovation. A vibrant Internet is critical to emerging 

technologies such as the Internet of Things, smart cities, artificial intelligence and unmanned 

aircraft.  Data analytics and marketing have become such a force in the U.S economy that it is 

projected that “digital media in the U.S. will overtake television as the biggest media category 

[this year]—a year earlier than previously expected—with $66 billion in revenue.”
11

 Another 

study found that data-driven marketing led to a $202 billion revenue increase to the national 

economy and created nearly 1 million jobs in 2014. 
12

 According to Accenture, the installation of 

5G technology to power smart cities which use sensors and data to create efficiencies in 

                                                 
8
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9
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transportation, public safety, and education will contribute $500 billion to GDP growth over 

seven years.
13

  

 

Policymakers should be wary of imposing privacy regulations not based on concrete 

harms and which have a chilling effect on how data is used to drive the economy and the benefits 

consumers demand from the internet. In fact, polling has indicated that the majority of 

Americans prefer relevant, targeted advertising that supports “free” content.
14

  Overly restrictive 

privacy regulations could impede consumers’ use of relatively inexpensive access to web content 

on which they rely.  

 

In fact, data-driven targeted advertising has the potential to increase competition in the 

online marketplace as small businesses and startups can more efficiently focus their outreach 

efforts on selected consumers. Data-driven marketing enables small businesses with limited 

budgets and resources to find and reach consumers more likely to purchase their products and 

services.
15

 Given the potential that data-informed advertising can have for the nearly 29 million 

small businesses in the United States
16

, the Commission should avoid setting privacy 

enforcement precedents that regulate hypothetical data-privacy injuries. As the Chamber 

previously noted in its comments in the Nomi Technologies case, the aggressive use of Section 5 

against companies for hypothetical harms also has the potential to have a disproportional 

negative impact on small businesses.
17

  

 

III. Conclusion. 

 

The data-driven economy is having a transformative effect on the American economy and 

has contributed significantly to economic growth and innovation. Relevant, targeted advertising 

has the ability to bring more competition to the market from small businesses and is preferred by 

most Americans. Unfortunately, the use of hypothetical harms that essentially create de facto 

opt-in privacy requirements has the potential to have a chilling effect on innovation and the 

services consumers have come to enjoy. The Chamber once again applauds Acting Chairman 

Maureen Ohlhausen and the Commission for examining this critical issue with regard to the 

nation’s digital economy and requests that the Commission foster economy-growing regulatory 

certainty by taking enforcement actions for privacy and data security practices which only 

produce concrete harms. 
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Thank you for the opportunity to participate in this proceeding.  If you have any follow 

up questions, I may be reached at (202) 463-5457 or by e-mail at wkovacs@uschamber.com. 

 

Sincerely, 

 

 

 

 

 

 
 

William L. Kovacs 

Senior Vice President 

U.S. Chamber of Commerce 

Tim Day 

Senior Vice President 

C_TEC U.S. Chamber of Commerce 

mailto:wkovacs@uschamber.com



