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Extended Abstract

Website privacy policies are often ignored by Internet users, because these
documents tend to be long and difficult to understand. However, the significance
of privacy policies greatly exceeds the attention paid to them: these documents
are binding legal agreements between website operators and their users, and
their opaqueness is a challenge not only to Internet users but also to policy
regulators. One proposed alternative to the status quo is to automate or semi-
automate the extraction of salient details from privacy policy text, using a
combination of crowdsourcing, natural language processing, and machine
learning. However, there has been a relative dearth of datasets appropriate for
identifying data practices in privacy policies.

To remedy this problem, we created a corpus of 115 privacy policies (267K
words) with fine-grained manual annotations of data practices by law students.
Our dataset contains 23,000 fine-grained data practice annotations for ten
different types of data practices. Each data practice consists of multiple attributes
(e.g., information collected, purposes of collection, collection context, etc.) and
each attribute value is accompanied by supporting policy text selected by the
annotator. The website https://explore.usableprivacy.org makes this dataset
available to the public and the research community. The website allows to
browse and visually explore the annotated privacy policies with their data
practice annotations.

We describe the process of using skilled annotators and a purpose-built
annotation tool to produce the data. We provide findings based on a census of
the annotations and show results toward automating the annotation procedure.
Finally, we describe challenges and opportunities for the research community to
use this corpus to advance research in both privacy and language technologies.
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