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ABSTRACT

Keywords: Online behavioural advertising (OBA) comes to consumers at a price. Often unknowingly,
Online behavioural advertising people deliver up commercially-valuable personal information as a condition of online user
Online advertising experience, functionality and access. Websites are increasingly tracking user behaviours for
Privacy commercial purposes and social media derives its income largely from data collection and
Misleading and deceptive conduct advertising targeted to the personal disclosures and behavioural attributes which are its
Unconscionable conduct data-production mainstay. In this context, consumers face a plethora of information col-
Unfair contract terms lection practices, all designed to generate data analytics including inferential and predictive
Australia profiling to create a ‘digital identity’ for OBA purposes. In this subterranean exchange, con-

sumers are economically redefined as data subjects and advertising targets; a reframing which
is perhaps why the OBA industry faces a crisis in consumer concern, both as to privacy and
trust.

This paper proposes that the regulatory control of OBA in Australia is in disarray. Con-
sumer ignorance of online privacy management and OBA practices is demonstrable. Industry
transparency, disclosure, consent processes and compliance practices are questionable. Regu-
lator interest is minimal, industry self-regulation is weak and consumer technical ability
and personal responsibility is a last fragile line of defence. Data breaches are ubiquitous in
a crowded and poorly-audited supply chain, and entail significant adverse consumer con-
sequences. Yet despite these serious concerns, Australian regulators are failing to respond
to OBA issues, either through mandating greater industry disclosure or through regulatory
action. The author seeks to expose these weaknesses in calling for consumer and privacy
regulators to take more meaningful action to better protect consumers’ interests online.
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1. Introduction

Online behavioural advertising is safe and transparent. Adver-
tisers don’t know who you are. . .*

.. .underscoring all the debates about online privacy, behavioural
targeting and internet advertising is a hard, cold reality: content
costs money. . .2

You can make money without being evil. . .2

Big data, digital advertising* and consumer trust® are about
to collide. And online behavioural advertising - the use of track-
ing technologies, profiling and interest-based analytics to target
online advertisements to consumers — may well be the point

1o K

of intersect. In today’s “quicksilver technological environment”,®
the online horizon seems ever-expanding and of limitless po-
tential. Digital data is the new “currency”’ of the digital
economy,® and online advertising holds the keys to both ex-
panding data collection and monetising its targeted use in

! Australian Digital Advertising Alliance, ‘Five Top Tips’ (undated,
accessed 2 Apr 2015) <http://www.youronlinechoices.com
.au/five-top-tips>.

2 Louise Story, ‘Bits’ The New York Times (5 Nov 2007) cited in Joseph
Turow, Jennifer King and Chris Jay Hoofnagle et al., ‘Americans Reject
Tailored Advertising and Three Activities that Enable It’ (Septem-
ber 29, 2009, accessed 10 Apr 2015) [8] <http://ssrn.com/
abstract=1478214> or <http://dx.doi.org/10.2139/ssrn.1478214>.

® Google, ‘Ten things we know to be true’ (undated, accessed 20
Apr 2015) <http://www.google.com/about/company/philosophy/>.

4 The term ‘marcomm’ refers to marketing and advertising com-
munication in the digital space. This reflects Australian Association
of National Advertisers (AANA) guideline use: AANA, ‘Best Prac-
tice Guideline: Responsible Advertising in the Digital Space’ (26 Nov
2013, accessed 5 Dec 2014). <http://aana.com.au/content/uploads/
2014/05/AANA-Best-Practice-Guideline-Responsible-Marketing-
Communications-in-the-Digital-Space.pdf>.

°> John Still, “Blake Cahill of Philips: the Marketer needs to be
Digital. It’s part of the DNA” The Guardian (21 Jan 2015, accessed
27 Mar 2015) <http://www.theguardian.com/media/2015/
jan/21/blake-cahill-philips-digital-marketing>.

¢ Urs Gasser, ‘Cloud Innovation and the Law: Issues, Approaches
and Interplay’ Harvard University — Berkman Center for Internet and
Society & University of St Gallen (17 Mar 2014, accessed 20 June 2014)
[2] Berkman Center Research Publication No. 2014-7
<http://cyber.law.harvard.edu/research/cloudcomputing>.

7 Maglena Kuneva, European Consumer Commissioner (March
2009) cited in ACMA, ‘The cloud: services, computing and digital
data — Emerging Issues in media and Communications’ Occasional
Paper 3 (June 2013, accessed 11 July 2014) [1] <http://www.acma
.gov.au/~/media/Regulatory%20Frameworks/pdf/The%20cloud
%20services%20computing%20and%20digital%20data%20%20

Emerging%20Issues%20in%20media%20and%20communications.pdf>.

& The term ‘digital economy’ means “the network of economic
and social activity that is enabled by information and communi-
cation technologies, such as the internet, mobile and sensor
networks.” Department of Broadband, Communications & the Digital
Economy, Australia’s Digital Economy: Future Directions (July 2009, ac-
cessed 21 Feb 2014) <http://www.dbcde.gov.au/digital_economy/
what_is_the_digital economy/australias_digital_economy_future
_directions/final_report/australias_digital_economy#
digitaleconomy>.

advertising.” OBA is hailed as enabling a “continuing dialogue™’’;
it is a “social utility”** which in its personalisation, is “respect-
ful to. . . cultural norms”*? while creating a connected universe
where “. . .ads work around people. . ."** Even regulators declare
“no interest”* in jeopardising the OBA business model, as-
serting that it benefits consumers with on-time purchase
opportunities and supports diverse unpaid® online content and
services.'® But for others, OBA is “fraught with ethical and
reputational risk”” and constantly walks a fine line to avoid
illegal or unethical privacy intrusions and consumer law breach.
Advertisers fear targeted consumers being “creeped out”*® given
online tracking is akin to being shadowed all day every day by
someone you don’t know, who notes down your every move
and then markets products of inferred interest back at you. As
one OBA advertiser admits, for that reason, “. . .a lot of what
we do is behind the scenes. . .”*

While consumers have flocked to the Internet and social
media, and clearly enjoy fast and sophisticated access to almost
infinite information and social networking environments, OBA
comes to them with a price. Often unknowingly,”® consumers

° Natasha Singer, “Wrangling Over ‘Do Not Track’ ” The New York
Times (15 July 2013, accessed 25 Mar 2015) <http://bits.blogs.nytimes
.com/2013/07/15/wrangling-over-do-not-track/?_r=0>.

1 Brad Jakeman, President of Pepsico Global Beverages Group, cited
in Sydney Ember & Emily Steel, ‘The Pepsi Challenge is Return-
ing, but this Time for the Social Media Generation’ The New York
Times (11 March 2015, accessed 15 Mar 2015) <http://www.nytimes
.com/2015/03/11/business/media/the-pepsi-challenge-is-returning-
but-this-time-for-the-social-media-generation.html>.

" David Sze, a venture capitalist at Greylock Partners and a
Nextdoor board member, cited in Mike Isaac, ‘Nextdoor Social
Network Digs Deep Into Neighborhoods’ The New York Times (3 Mar
2015, accessed 15 Mar 2015) <http://www.nytimes.com/2015/03/
04/technology/nextdoor-a-start-up-social-network-digs-deep-into-
neighborhoods.html>.

2 Carla Hassan, PepsiCo’s chief marketing officer for the Middle
East and Africa region: Above n 10.

 AAMIA, “11th Annual The Future of Digital Advertising online
flyer” 28 April 2015, accessed 30 Mar 2015 <https://aimia
.worldsecuresystems.com/BookingRetrieve.aspx?ID=312855>.

* Jessica L. Rich, ‘Beyond Cookies: Privacy Lessons for Online Ad-
vertising’ AdExchanger Industry Preview 2015 (21 January 2015,
accessed 17 Mar 2015) <https://www.ftc.gov/system/files/documents/
public_statements/620061/150121beyondcookies.pdf>.

> See the discussion as to ‘free’ in Part 4.3 below.

6 At the same time, the FTC has prosecuted a range of OBA of-
fenders and engaged in significant online privacy and related
research: Above n 14.

¥ Twitter data strategy chief Chris Moody cited in Garside, Ju-
liette, “Twitter puts trillions of tweets up for data miners’ The Guardian
(19 Mar 2015, accessed 22 Mat 2015) <http://www.theguardian.com/
technology/2015/mar/18/twitter-puts-trillions-tweets-for-sale-data-
miners>.

¥ Romney campaign official cited in Charles Duhig, ‘Campaigns
mine personal lives to get out vote’ The New York Times (14 Oct 2012,
accessed 15 Mar 2014) [1] <http://www.nytimes.com/2012/10/14/
us/politics/campaigns-mine-personal-lives-to-get-out-vote
html?_r=0>.

9 Tbid.

2 That delivery may be voluntary - through website registra-
tion, user surveys, competitions and the like - or publicly disclosed
through self-generated content such as LinkedIn profiles, tweets,
Facebook posts or ‘likes’, but may also occur through potentially
covert tracking technologies or analysis.
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deliver up commercially-valuable personal information as a con-
dition of user experience, functionality and access. Websites
require registration and as studies show, almost universally
embed cookies to enable user tracking.”* Social media derives
its income largely from advertising targeted to the personal
disclosures and behavioural attributes (‘friends’, ‘likes’, ‘shares’,
etc) which are its data-production mainstay. In this context,
consumers face a plethora of information collection? prac-
tices, all designed to generate data analytics® including
inferential and predictive* profiling to create a ‘digital identity’>
for OBA purposes. In this subterranean exchange, consumers
are economically redefined as data subjects and advertising
targets; a reframing which is perhaps why the OBA industry
faces a crisis in consumer concern, both as to privacy and trust.

This paper puts the view that the regulatory control of online
behavioural advertising in Australia is in disarray. Consumer
ignorance of online privacy management and OBA practices
is demonstrable. Industry transparency, disclosure, consent pro-
cesses and compliance practices are questionable. Regulator
interest is minimal, industry self-regulation is weak and con-
sumer technical ability and personal responsibility are last
fragile lines of defence.?® Data breaches are ubiquitous in a
crowded and poorly-audited supply chain, and entail signifi-
cant adverse consumer consequences. Yet despite these serious
issues, privacy and consumer regulators in Australia are failing
to respond to online behavioural advertising issues. The result

2 Hoofnagle, Chris Jay & Nathan Good, ‘The Web Privacy Census’
(October 2012, accessed 10 Apr 2015) <http://law.berkeley.edu/
privacycensus.htm>.

2 These might include registration requirements to access a
website or a part thereof, or the exchange of such data as between
a website and an advertiser or as between data brokers or differ-
ent website owners, for example.

% Internationally, there are more than 6000 data centres manag-
ing international data flows: Executive Office of the President, ‘Big
Data Seizing Opportunities Preserving Values’ (May 2014, ac-
cessed 25 Mar 2015) [49] <https://www.whitehouse.gov/sites/default/
files/docs/big_data_privacy_report_may_1_2014.pdf>.

2 Kate Crawford and Jason Schultz, ‘Big data and Due Process:
Toward a Framework to Redress Predictive Privacy Harms’ 55 BCL
Rev 93 (2014, accessed 7 Apr 2015) [94] <http://lawdigitalcommons.bc
.edu/cgi/viewcontent.cgi?article=3351&context=bclr>.

% ‘Digital identity’ is defined as “the sum of all digitally-available
data about an individual, irrespective of its validity, its form or its
accessibility”. It includes inherent and acquired characteristics, and
individual preferences. ‘Inherent’ characteristics mean who a person
is, where they come from and so on (e.g. address, medical record
and purchase history). ‘Acquired’ characteristics mean a person’s
history - their story (e.g. address, medical and purchase history etc)
and ‘individual preferences’ means what a person likes (e.g. hobbies,
interests, favourite movies, music etc): Boston Consulting Group.
‘The Value of our Digital Identity’ Liberty Global Policy Series (Nov
2012, accessed 7 Apr 2015) [36] <http://www.libertyglOBAl.com/
PDF/public-policy/The-Value-of-Our-Digital-Identity.pdf>.

% Examples of consumer actions include using OBA opt-out tools,
make informed choices as to the information provided online, adopt-
ing defensive browser settings and software, and genuinely reading
and understanding privacy policies before accepting their content.
Even then, consumers are still likely to experience some OBA, it
is so ubiquitous.

is that consumers are caught in a gap; ill-equipped against sig-
nificant information asymmetry? and technical complexity to
responsibly understand or manage their online privacy, and
yet, left by both industry and regulators to do just that.

Having briefly outlined the context, part 2 of this paper
briefly considers the commercial scale of the ‘big data’ and
‘online advertising’ industries, before re-defining OBA, and then
discusses its prevalence and consumer awareness levels; while
part 3 exposes a range of privacy, contractual and consent-
related OBA issues; part 4 discusses privacy and consumer laws
enlivened by recent international case examples; while part
5 considers the Australian OBA Guideline by reference to best
practice and other industry actions; and part 6 looks beyond
present regulatory approaches to ask what other options could
be explored. Part 7 then concludes that the industry has sig-
nificant regulatory, risk management, technical innovation,
contractual simplification and educative communication work
to do to better engage consumer trust and potentially, improve
attentional interest in online advertising.

Before delving into this increasingly complex online world,
it is useful to gain a brief macro perspective of the digital eco-
system both in scale and as the context for OBA. It is also useful
to try to better understand OBA itself, which is no simple task.

2. On big data, online advertising and
defining online behavioural advertising

People give out their data often without thinking about it. . . they
have no idea that it will be sold to third parties.?®

Data: Latin, dare, to give. . .

Online data mining provides the “new economic asset"” for
a rapidly growing online behavioural advertising industry. It

77 See Justin Malbon, ‘Taking Fake Reviews Seriously’, Journal of Con-
sumer Policy (2012) 36(2):139-157. ‘Information asymmetry’ can
prevent consumers in a market from making fully informed de-
cisions, which in turn can result in market inefficiency, or at worst,
failure. The term means where one party has more or better in-
formation than the other in a transaction. This may be harmful,
as the party with information can take advantage of the other’s
lack of knowledge: Krishna Rupanagunta, Ajay Parasuraman and
Sourav Banerjee, ‘The information asymmetry problem: How de-
cision science can help reduce market inefficiency.” Informs (Sept/
Oct 2013, accessed 10 Apr 2015) <http://www.analytics-magazine.org/
septemberoctober-2013/874-behavioral-economics-bridging-the-
information-gap>.

% European Commission Vice-President Viviane Reding cited in
Aleks Krotowski, ‘Big Data age puts privacy in question as infor-
mation becomes currency’, The Guardian (22 April 2012, accessed
28 Mar 2015) <http://www.theguardian.com/technology/
2012/apr/22/big-data-privacy-information-currency>.

? Saadati, Reyhaneh and Alec Christie, ‘Big Data, Big issues? Is
Australian Privacy Law Keeping Up?’ DLA Piper (26 July 2013, ac-
cessed 25 Mar 2015) <https://www.dlapiper.com/en/australia/
insights/publications/2013/07/big-data-big-issues-is-australian-
privacy-law-ke_ />.
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is useful to put both big data®*® and the online advertising in-
dustry in figures, in order to better understand the nature of
the digital ecosystem within which OBA flourishes.*

2.1. Online data and digital advertising — how BIG is
‘big’?

Chasing data for the sake of data. You can get lost in it. . .*

Big data is “3 V”,** “near ubiquitous”* and is genuinely ‘big’.
In 2013, over 4 zettabytes® of data was generated worldwide,
including 500 million (+) photos and 288,000 hours of video up-
loaded online daily.*® Google stores over a billion searches in
the US alone - daily.”” Over 90% of all world data has been gen-

% There is no one definition of big data, but it refers to the ability
to “capture, aggregate and process an ever-growing volume, ve-
locity and variety of data,” which in turn, presents in datasets which
are “large, diverse, complex, longitudinal and/or distributed. . . gen-
erated from instruments, sensors, internet transactions, email video,
click streams, and/or all other digital sources available today and
into the future. ..”: Executive Office of the President, above n 23
[4].

31 The term ‘ecosystem’ is a buzzword in marketing and digital
literature at the moment. It is used here metaphorically to refer
to the entire, connected, digital consumer environment - the In-
ternet and social media. A more technical (early) computer science
definition is “. . .a distributed, adaptive, open socio-technical system
with properties of self-organisation, scalability and sustainability
inspired from natural ecosystems. . . informed by knowledge of
natural ecosystems, especially for aspects related to competition
and collaboration among diverse entities. . .”: see Gerard Briscoe
& Philippe de Wild, “Digital Ecosystems: Evolving Service-Oriented
Architectures”, EU Digital Business Ecosystems Project (2006, ac-
cessed 10 Apr 2015) <http://arxiv.org/pdf/0712.4102v6.pdf>; P Dini,
N Rathbone, M Vidal, P Hernandez, P Ferronato, G Briscoe and S
Hendryx. ‘The digital ecosystems research vision: 2010 and beyond’,
European Commission (2005, accessed 9 Apr 2015) <http://www.digital
-ecosystems.org/events/2005.05/de_position_paper_vf.pdf>.

32 Above n 5.

* “3V” means data that is large in volume, diverse in variety or
moving with extreme velocity: Executive Office of the President,
above n 23 [4].

34 Executive Office of the President, above n 23 [4]. The full quote
is: “The declining cost of collection, storage and processing of data, com-
bined with new sources of data like sensors, cameras, geospatial and other
observational technologies, means that we live in a world of near-
ubiquitous data collection. . .”

% A zettabyte is one sextillion bytes; that is equivalent to every
person in the US taking a photo every second for a month or every
letter in the entire novel War and Peace multiplied 323 trillion times:
Executive Office of the President, above n 23 [2].

% Executive Office of the President, above n 23 [2]. Another esti-
mate suggests 2.5 exabytes globally per day which annually equates
to filling 30,000 times the US Libraries of Congress: TechAmerica
‘Mining the Big Data Goldmine’, Time News Group Advertising Feature
(2013, accessed 10 Apr 2015) <http://www.timeincnewsgroup
custompub.com/sections/120409_CloudComputing.pdf>.

37 Kenneth Cukier cited in EuroActiv.com, ‘Economist editor: Big data
is a goldmine for companies’ (6 May 2014, accessed 10 Apr 2015)
<http://www.euractiv.com/sections/eskills-growth/economist-editor
-big-data-goldmine-companies-301933>.

erated since 2011,* created by an information ecosystem of
web behaviour,* user generated content,*® RFID data, location/
geo data, environmental data,*! private/public organisational
operational data and finally, statistics, census data and other
research-based data.”? From a marketing and consumer ana-
lytics perspective, big data is a potential consumer-information
“goldmine”.** So, too, are online advertising revenues. Glob-
ally, these topped US$117 billion dollars in 2013, a 16% increase
on the preceding year.* In 2014, US revenue topped $42.8 billion
and Australian revenue grew to $4.6 billion.* By 2018, global
online advertising revenue is projected to reach US$252 billion.*
All this money goes to few: the top ten corporate earners take
70% of all revenue,” led by the two largest OBA publisher/ad
networks in the world - Google ($45.06 billion)*® and Facebook
($17.23 billion).* These huge revenues are generated via web-
sites, commercial online services, mobile devices, ad networks

% SINTEF. “Big Data, for better or worse: 90% of world’s data gen-
erated over last two years.” ScienceDaily, 22 May 2013.
<www.sciencedaily.com/releases/2013/05/130522085217.htm>.

* This means over 5 billion web pages which yield statistics, traffic,
search engine data etc.

% In the form of social media content in its many forms to-
gether with voice, text and image-based mobile communications
and email.

“ The ADMA Report predicts that this will become a “major growth
driver from wearables such as Apple bracelets, Google glasses, etc”:
Association for Data-driven Marketing and Advertising (ADMA), ‘Best
Practice Guideline: Big Data’ (2013, accessed 28 Mar 2015) [6]
<http://www.adma.com.au/assets/Uploads/Downloads/Big-Data-Best
-Practice-Guidelines.pdf>.

42 ADMA, above n 41 [5].

3 Above n 37.

“ IAB, IAB advertising revenue report 2013 full year results’ (April
2014, accessed 4 Apr 2015):4 <http://www.iab.net/media/file/IAB
_Internet_Advertising Revenue_Report_FY_2013.pdf>. In the US
alone, online advertising spend topped $42.8 billion in 2014.

* Mobile revenue was $762 million (up 118%) and video was $237
million (up 52%). IAB, ‘Mobile and video advertising continue to surge
according to IAB Online Advertising Expenditure Report’, Press Release
(26 Feb 2015, accessed 25 Mar 2015) <http://www.iabaustralia.com.au/
news-and-updates/iab-press-releases/item/1852-mobile-and-video-
advertising-continue-to-surge-according-to-iab-online-advertising-
expenditure-report>.

 Statista, ‘Digital advertising spending worldwide from 2012 to
2018 (in billion U.S. dollars)’ (2015, accessed 7 Apr 2015)
<http://www.statista.com/statistics/237974/online-advertising
-spending-worldwide/>.

% Above n 44. The top ten online advertising companies earn
over 70% of all online ad revenue: this figure has remained rela-
tively stable for the decade to 2013 end, ranging from 69 to
74%.

8 Total Google revenue was $66 billion. Statista, ‘Advertising
revenue of Google sites from 2001 to 2014 (in billion U.S. dollars)’
(2015, accessed 7 Apr 2015) <http://www.statista.com/statistics/
266242/advertising-revenue-of-google-sites/>.

4 Statista, ‘Facebook’s advertising revenue worldwide from 2012
to 2016 (in billion U.S. dollars)’ (2015, accessed 7 Apr 2015)
<http://www.statista.com/statistics/271258/facebooks-advertising
-revenue-worldwide/>. Microsoft’s Bing was third with $3.2 billion:
Statista, ‘Facts on the Online Advertising Industry in the U.S.” (2015,
accessed 8 Apr 2015) <http://www.statista.com/topics/1176/
online-advertising/>.
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and exchanges, email providers and companies selling online
advertising,” and include formats as diverse as search (41%),”
display-related ads®? (30%) and mobile (17%).>* Australia is now
the third largest* online advertising nation in the world and
digital categories are seen as “comparable” investments to
offline advertising formats.>®

Big data and big advertising revenues suggest that con-
sumers are being exposed to increasing volumes of online
advertising, which carries with it an increasing exposure to OBA
and data mining - as does increasing consumer presence online.
In 2014, around 99% of Australians have Internet access® and
in January 2015 alone, over 18 million consumers were ac-
tively surfing online, viewing some 28 billion webpages, over

0 Statista, ‘Facts’ Ibid: 3.

1 Note that online search and mobile search are in separate cat-
egories - so it is clearly the leading format, and represents most
of the next two formats combined. However, this may change as
mobile revenues are gaining greater share quickly, growing from
5% (2011) to 12% (2012) to 17% (2013).

2 ‘Display-related’ ads are defined to include display/banner ads
(19%), digital video (7%), rich media which refer to ads which in-
corporate streaming interactivity (3%) and sponsorship (2%), where
percentages are of total online ad annual revenue: Statista, ‘Facts’
above n 49 [12]. For detailed definitions of each category, see IAB,
above n 44:23-24.

** Mobile formats are the fastest growth segment, increasing 12%
in less than two years. Others are classifieds (6%) and ad lead gen-
eration (4%).

** The three top online ad spending countries per capita are
Norway ($209), the US ($201) and Australia ($191): Felix Richter,
‘Norway tops the US in Digital Ad Spend per person’, eMarketer (25
Sept 2015, accessed 7 Apr 2015) <http://www.statista.com/chart/1493/
digital-ad-spend-per-person/>.

> Campaign Brief, “IAB Online Advertising Expenditure Report:
Mobile + video advertising continues to surge” (26 Feb 2015, ac-
cessed 15 Apr 2015) <http://www.campaignbrief.com/2015/
02/iab-online-advertising-expendi.html> citing Alice Manners, IAB
(Australia) CEO who says that digital ad categories have just started
aligning to market share.

¢ For the first time in 2013, Internet advertising revenues ex-
ceeded those of television in the US: Richter above n 54. Note that
online ad spend does not correlate to online purchasing behaviours:
retail advertising remains the highest spend of any product or
service on the Internet but online sales are relatively low: IAB &
PwC, ‘IAB internet advertising revenue report, 2012 full year results’
(April 2013, accessed 31 March 2014) [16] <http://www.iab.net/media/
file/IAB_Internet_Advertising Revenue_Report_FY_2012_rev.pdf>.
Online sales figures are 6.4% in Australia — which means that online
sales remain a relatively low proportion of retail revenue overall:
NAB Group Economics, ‘Online Retail Sales Index: In-depth & Special
Report — January 2014’, National Australia Bank (5 March 2014, ac-
cessed 9 April 2014) <http://business.nab.com.au/online
-retail-sales-index-indepth-special-report-january-2014-5869/>. For
a discussion of this in a different context, see Kate Mathews Hunt,
‘Gaming the System: Fake online reviews v. consumer law’, Com-
puter Law & Security Review 31(1) (2015) 1-25.

" Sensis, ‘Yellow Social Media Report’ (May 2015, accessed 29 Mar
2015) [11] <https://www.sensis.com.au/learn/yellow-social-media-
report-2014>. While the survey figure may be a little high, ABS
statistics show that 12.7 million Australian Internet
subscribers by 2014 end: Australian Bureau of Statistics, Internet
Activity - Dec 2014) <http://www.abs.gov.au/ausstats/abs@.nsf/
mf/8153.0/>.

some 39 million minutes.*® Social media use reveals similar
figures: 95%° of Australians®® are among the 1.23 billion global
users of Facebook®’: 9 million use the platform daily, contrib-
uting to its 3.4 trillion tracked ‘likes’®? and to the mass of
‘personal information’ shared every second around the
world.®

It seems reasonable to conclude that, given increasing con-
sumer use of the Internet and social media, and given the
correlation between extensive online advertising and online
tracking, Australians are being exposed to a significant amount
of both - on a daily basis.

2.2.  So what is online behavioural advertising?

There is no internationally-agreed legal or industry defini-
tion of OBA. The 2011 Australian Best Practice Guideline for Online
Behavioural Advertising® (OBA Guideline) provides as follows:

*¢ In January 2015, Google had a total active reach of almost 84%:
Nielsen, ‘The Australian Online Landscape Review’ (Jan 2015, ac-
cessed 15 Mar 2015) [4] <http://www.iabaustralia.com.au/uploads/
uploads/2015-02/1424642400_d9371e6886fcee7b6731413
517al5ecb.pdf>.

% Sensis, above n 57: 17. Other social media usage figures were
LinkedIn (24%), Instagram (21%), Twitter (19%), Google+ (19%), Snapchat
(16%), Pinterest (12%) and Tumblr (6%). The trend suggests that Face-
book use is declining slightly (down 2%) over the past two years
while others have grown: LinkedIn (+8%), Instagram (+5%), Twitter (+5%)
and Google+ (+11%).

% In January 2015 alone, Facebook has almost 11 million active
users, 2,058,334 page views, a 60% active reach and an average of
7 hours 42 minutes per user for the month: Nielsen, above n 58:
4.

61 Monique Ross, ‘Facebook turns 10: the world’s largest social
network in numbers’ ABC News (4 Feb 2014, accessed 2 Apr 2015)
<http://www.abc.net.au/news/2014-02-04/facebook-turns-10-the
-social-network-in-numbers/5237128>.

2 The ‘like’ function was introduced in 2009.

% There may be a demographic shift in users according to a 2014
survey which indicated that 3 million US teenagers (25.3% de-
crease) had ‘left’ Facebook 2011-2014 whereas the greatest growth
segment were 55+ (with an 80.4% increase). It is notable that a range
of other teen-popular platforms emerged within this time - Snapchat
and Instagram for example, so youth exposure to social media ad-
vertising may fluctuate a little within this time until advertising
is established on these platforms: DJ Saul ‘3 million teens leave Face-
book in three years: the demographic report’ (15 Jan 2014, accessed
3 Apr 2015) <http://istrategylabs.com/2014/01/3-million-teens
-leave-facebook-in-3-years-the-2014-facebook-demographic
-report/>.

% Australian Digital Advertising Alliance (ADAA) ‘Australian Best
Practice Guideline for Online Behavioural Advertising’ (Mar 2011,
accessed 3 Apr 2015) <http://www.communicationscouncil.org.au/
public/content/ViewCategory.aspx?id=931>. The ADAA consists of
Australian Association of National Advertisers (AANA), Austra-
lian Direct Marketing Association (ADMA), Interactive Advertising
Board (IAB), Internet Industry Association, Media Federation of Aus-
tralia (MFA) and The Communications Council. Note that by 26 April
2015, the IAB link <http://www.iabaustralia.com.au/guidelines-and
-best-practice/privacy/item/23-adaa-s-australian-best-practice-
guideline-for-online-behavioural-advertising> to this Guideline was
disabled.
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Online Behavioural Advertising . . . Means the collection and use
of data on web browsing activity of an internet-enabled device,
which allows the device to be added to one or more pre-defined
interest categories, to serve advertising based on those. . . cat-
egories. No personal information is collected or used for OBA. . . [it]
does not include Contextual Advertising (based on the subject
matter of the web page on which the advertisement is served),
customer profile advertising (based on the personal information
of the individual user) or Geo-targeting.

From a legal and consumer perspective this definition is
problematic. It defines OBA restrictively by excluding ‘per-
sonal information’ covered under the Privacy Act 1988 (Cth), ‘First
Party OBA’ and each of the increasingly large categories of con-
textual, profile and geo-targeted® advertising. This means that
the Guideline does not cover OBA drawn from ‘information or
an opinion’ about either an identified or reasonably identifi-
able individual; it does not cover advertising targeted based
upon the page being viewed (for example, a google search) or
based on the browsing history on that page alone®® (which is
relatively uncontroversial),*” and it does not cover content served
specific to the geographic location tagged to user IP address.
The definitions also exclude as ‘First Party OBA’® any OBA

% ‘Geo-targeting’ is defined to mean the ‘serving of content or ad-
vertising specific to the geographic location of the server through
which the IP address is served’. The US Future of Privacy Forum has
a 2013 code applicable to mobile analytics companies providing ser-
vices to retailers, but Australia has no equivalent: Future of Privacy
Forum, ‘Mobile Location Analytics Code of Conduct’ (2012, accessed
25 Mar 2015) <http://www.futureofprivacy.org/wp-content/
uploads/10.22.13-FINAL-MLA-Code.pdf>; see also the US Digital Ad-
vertising Alliance, ‘Application of the Self-Regulatory principles to
the Mobile Environment’ (July 2013, accessed 2 Apr 2015) <http://
www.digitaladvertisingalliance.org/content.aspx?page=principle>.
Again, Australia has not adopted an equivalent.

 Note though that ‘First Party OBA’ as defined extends to include
any web pages belonging to an ‘Associated’ or ‘Related Entity’, which
is arguably controversial in effect and is discussed below.

¢ The industry maintains that the use of tracking cookies to record
user preferences for individual websites is “well established and
generally accepted” by consumers and so excludes first party OBA
and ‘contextual advertising’ from the Guideline, but has greatly ex-
panded the definition as indicated: above n 64: 2. The 2009 FTC
Report definition reveals this: OBA is behavioural advertising by and
at a single website and “contextual advertising” is defined as ad-
vertising based upon a user’s current visit to a single web site or single
search query involving no data retention as to browsing history other
than that necessary to deliver the search or ad: Federal Trade Com-
mission (FTC), ‘Self-Regulatory Principles for Online Behavioural
Advertising’ (Feb 2009, accessed 15 Mar 2015) <https://www.ftc.gov/
sites/default/files/documents/reports/federal-trade-commission-
staff-report-self-regulatory-principles-online-behavioral-advertising/
p085400behavadreport.pdf>.

% ‘Contextual advertising’ is defined in the Guideline as “adver-
tising that is targeted based on the content of the web page being
viewed, but does not include advertising targeted through the use
of third party OBA”. For example, if a web user goes to a travel web
page, he/she is served an advertisement for luggage or travel in-
surance. Contextual advertising can also occur for searches through
search engines (see the Google Adwords case discussed below for
an example: Above n 64: 5.

Data® based on the browsing history of a device on a website,
or that of a Related or Associated Entity.”° This means that
browsing history can be shared from or with any Related
Company’* plus any entity which “. . . a Web User would be rea-
sonably likely to regard as closely related by product, branding or
some other apparent way. . .”’*> There is no guidance as to what
‘closely related’ means in this context,”® and it is also ques-
tionable how and by whom an average web user’s views are
to be discerned.”* In summary, the OBA Guideline only applies
to Third Party OBA” “. . :which occurs when (non-personally iden-
tifiable) browsing behaviour is used to deliver advertisements
across unrelated Websites.””® It is difficult not to regard the defi-
nition as deliberately framed to minimise the perceived risk
of OBA, to inform its detractors that ‘personal information’ is
not used and to artificially restrict its meanings to reflect in-
dustry perceptions of consumer tolerance.”’

% The means “data on web browsing activity of an internet-
enabled device which allows the device to be added to one or more
pre-defined interest categories”: Above n 64: 6.

70 “First Party OBA is OBA served to an Internet-enabled device
on a Website based on the browsing history of the device on that
Website and Associated Website or Related Entity Website”: Above
n 64: 5.

7t As defined under section 50AAA of the Corporations Act (Cth)
2001: Above n 64: 5.

72 Above n 64: 6.

7® For example, is it intended to have some loose correlation to
the ‘related’ company concept or is an entirely independent
issue?

7* Tt is difficult not to conclude the clause to be so potentially wide
that (for example) Dell can engage in OBA to a consumer based
upon their browsing history visit to Apple’s website, without the
Guideline or its provisions as to consent taking effect. Further, com-
plaints management and dispute resolution processes are unclear
under the Guideline. Principle D. Handling Consumer Complaints re-
quires signatories to use independent, ADR mechanisms such as
independent Complaint Handling Bodies (a body which has nomi-
nated itself to handle OBA complaints: Above n 64:5). There are no
publicly available reports as to complaints under the Guideline. Re-
course to the youronlinechoices.com.au website suggests that
disputes are resolved directly with the signatory, subject to ADAA
involvement if it is not resolved. There are no rules or time frames
or any clear indication of how this process might work in prac-
tice. Given these are not in the Guideline, they constitute a public
representation of the ADAA but may not bind a Guideline signa-
tory in any case.

7> “Third Party OBA” means OBA “served on an Internet-enabled
device on a Website based on the browsing history of the device
on Websites that are not Associated Websites or Related Web-
sites”: Above n 64: 7. All capitalised terms are defined.

76 Above n 64: 2.

77 “There is an industry-maintained ‘dividing line’ between first
party OBA and third party OBA, personally identifiable information
and anonymous data which although not personally identifiable
in isolation, could become so readily. . .” (e.g. the combining of
website registration information with a related “click-stream”): D.
Reed Freeman, Julie O’Neill and Nicholas Datlowe, ‘Online Behav-
ioral Advertising: Trends and Developments’ Morrison & Foerster LLP
(2012, accessed 4 Apr 2015) <http://media.mofo.com/files/Uploads/
Images/110624-Online-Behavioral-Advertising-PLL.pdf>.
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This paper does not limit its inquiry to the industry defi-
nition for a range of reasons. The dominant consumer issue
surrounding OBA is the use or potential use of personal data,
and the use of surveillance-style tracking technologies without
informed, express consumer consent to create such data — and
the associated profiling and targeting of consumers. It is ar-
tificial to limit the definition to preclude that discussion.
Secondly, the definition is also designed to circumvent prior
informed consent’?; absent ‘explicit consent’, it allows OBA
through information provision via links to web notices which
most consumers would never notice, much less click.” Thirdly,
there is significant practical evidence that OBA is implicated®
in the breach of consumers’ personal information - so the
Guideline should, like those in the US for example,® guide in-
dustry privacy law responses too.?? Finally, from a consumer
perspective, privacy law enforcement in Australia has to date,
failed to either examine or capture the sorts of practices which
have been exposed internationally. Industry bona fides would
better be represented by a Guideline which constitutes a com-
prehensive self-regulatory instrument for OBA rather than one
designed to avoid the big issues.

This paper considers OBA as the sum of its parts in a big
data context; that is the practice of tracking the online activities
of a consumer for data-gathering and analytic purposes, in order to
deliver online advertising tailored to that consumer’s inferred®®
interests.®* It does not include ‘first party’ advertising (OBA by
and at one single site) or ‘contextual advertising’ (concurrent
OBA based on one current visit to a single web page or a single
search, where no data is retained beyond that required for the
purpose of that visit or search).

78 This issue is discussed further under part 3.3.

7% Principle II requires notice on the third party OBA entity’s website
plus either explicit consent OR an in-ad link to the notice or a notice
on the webpage on which the ad appears linked to an industry-
developed website.

8 This includes any supply chain issues; for example, informa-
tion may be anonymous in one entity’s hands, but data sharing
practices may mean that ‘personal information’ may become readily
‘identifiable’ in the hands of another industry participant with a
second strand of data.

8 Digital Advertising Alliance (US), ‘DAA Self-Regulatory Prin-
ciples for Online Behavioral Advertising’ (July 2009, accessed 17 Mar
2015) [25] <http://www.digitaladvertisingalliance.org/content.aspx
?page=principle> <http://www.aboutads.info/resource/download/
seven-principles-07-01-09.pdf>.

8 Note the OBA Guideline does refer to sensitive market seg-
ments and children in Principle V, so it makes little sense to touch
on Privacy Act issues there as to “sensitive information” but not
with respect to other forms of “personal information”.

8 The word “perceived” is omitted in the OBA Guideline. Note that
the fact a consumer visits a particular website or researches a par-
ticular area may not evidence a purchase-related ‘interest’ in that
subject matter. For example, an anti-cruise ship campaigner may
research cruise ships, but may not wish to ‘buy’ a cruise.

8 Such a broad definition better fits the FTC (2009) description of
OBA, that s, “. . .the tracking of a consumer’s activities online - in-
cluding the searches the consumer has conducted, the web pages
visited and the content viewed - in order to deliver advertising tar-
geted to the individual consumer’s interests”: FTC, above n 67.

This is perhaps controversial,®® but OBA needs accurate
scoping before it can be properly assessed, and this cannot be
done in piecemeal; either by adopting a small target defini-
tion or by a Guideline which fails to comprehensively address
the issue. How OBA works — and its escalating prevalence are
considered next.

2.3. OBA prevalence, practices, risks — and the cookie
monster

Looking under the hood of the tracking technology and practices
used by companies is critical to examining the role this data plays
in our economy and our private lives. . .5

A 2012 UC Berkeley study® revealed that online tracking was
“growing at a startling pace” and projected a doubling in the
amount of online tracking within two years.® The study also
showed that 85% of the 100 most popular US websites em-
bedded third party cookies on users’ browsers and concluded
that “. . .online tracking is growing in both pervasiveness and
sophistication.”®

In Australia, OBA is dominated by ad publishing networks such
as Google,” Yahoo, News Digital and Fairfax — and in social media,

& In the US, the self-regulatory principles refer to “. . .the collec-
tion of data from a particular computer or device regarding Web
viewing behaviours over time and across non-Affiliate sites for the
purpose of using such data to predict user preferences or interests
to deliver advertising to that computer or device based on the pref-
erences or interests inferred from such Web viewing behaviours.
OBA does not include the activities of First Parties, Ad Delivery or
Ad reporting, or contextual advertising (i.e. advertising based on
the content of the Web page being visited, a consumer’s current
visit to a Web page, or a search query). . .”: DAA, above n 81: 10-11.

8 Ashkan Soltani, ‘Wall Street Journal’s What they Know Series’,
Blog (accessed 15 Apr 2015) <http://ashkansoltani.org/work/
what-they-know/>.

¥ Hoofnagle, above n 21.

8 Hoofnagle, above n 21. The study showed that numbers of third
party tracking cookies on the 100 most popular websites in-
creased 11% in just six months and that Google and Facebook were
responsible for 20.28% and 18.84% of all tracking requests on the
web. The study compared May: October and showed an increase
in first party cookies from 932: 992, third party cookies 4963: 5493
and a final total of 6495 cookies across 100 sites. All sites had
cookies, 85% of which were set by third party hosts and only 5 sites
(for example, Wikipedia) had no third party cookies at all. The study
also noted a diminution in flash cookies to HTMLS storage which
was perhaps explained by the fact that iOS technologies do not
support the former. See the discussion in Sarah A Downey, “Our
second web privacy census with UC Berkeley shows online track-
ing is at an all-time high” Abine blog (8 Nov 2012, accessed 28 Mar
2015) <http://www.abine.com/blog/2012/abine-privacy-study-with
-uc-berkeley/>.

8 Hoofnagle, above n 87: 111. A crawl of the top 1000 website
homepages revealed 65,381 cookies of which 56,723 were third party
(OBA implicated) cookies. Ninety-eight percent of all sites had
cookies and Google had a presence on 73% of all sites.

% Google can offer potential advertisers access to “YouTube, Google
properties such as Google Finance, Gmail, Google Maps, Blogger,
as well as over one million Web, video, gaming, and mobile display
partners. . .”: <https://www.google.com.au/ads/displaynetwork/
find-your-audience/partner-sites.html>.
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Facebook is dominant. The OBA industry®! consists of publisher
website owners who sell website ad space; advertising network
providers who collaborate with other networks® and connect
publishers with advertisers and finally, the advertisers who
contract ad networks to place their online advertisements.*®
OBA works through the publisher offering visitor IP address
details™ to ad network(s) such as Google’s Adsense, which
optimise ad placement through consumer targeting technol-
ogy and database information. Ad networks target advertising
by placing cookies and related tracking technologies®™ on a
user’s browser® which invisibly track that user’s Internet
activity over time on a device, recording and cross-
referencing data against that already held by the network
and its broadly-defined related entities/partners.” This enables
interest categorisation of, and ad targeting to, users visiting
network websites, through online display advertising and
website user customisation. The whole process operates via
an ad network bidding system® - and user identification,
profile retrieval, locating a targeted ad and display to the
user — occurs in less than a half of one second.” It targets a
web user for potentially millions of website advertisers and
their ad networks,'® almost instantaneously.

9 Examples of industry participants include data brokers, adver-
tisers, ad agencies, ad networks, search engines, website operators/
publishers, Internet service providers, social media platforms and
app providers.

2 The FTC states data are collected about users as they unknow-
ingly travel across different websites in the same ad network. “An
individual network may include hundreds or thousands of differ-
ent, unrelated websites and an individual website may belong to
multiple networks. . .”: FTC: above n 67. For example, a recent US
case involved an ad network with 45,000 websites: In the Matter of
Epic Marketplace Inc. and Epic Media Group LLC. Docket No. C4389, USA
Federal Trade Commission, Complaint 13 March 2013, accessed 18
Feb 2015 <http://www.ftc.gov/sites/default/files/documents/cases/
2013/03/130315epicmarketplacecmpt.pdf>.

8 EU, ‘Opinion 2/2010 on online behavioral advertising’ Article 29
Data Protection Working Party (22 June 2010, accessed 9 Apr 2015)
[5] <http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2010/
wpl71_en.pdf>.

°* Tbid: 23.

% Other technologies use
signatures.

% Users may use multiple browsers in which case their cookie
configuration will reflect the ad networks visited via websites on
those browsers. Examples of browsers include Internet Explorer,
Mozilla, Google Chrome, Safari and so on. Note also that cookies
are attached to a specific device which means that user tracking
cookies on a user’s laptop will be different to those on their
desktop computer, for example. This means any ‘opt out’ of OBA
- whether by website system or through the use of browser
settings — must be repeated for each device a user may employ.

%7 ADMA, above n 41: 13.

% The primary ad network puts the website ad space up for bidding
among ad networks and takes the best offer: EU Opinion, above n
93: 5 [fn 6].

% ADMA, above n 41: 13.

10 “An individual network may include hundreds or thousands of
different, unrelated websites and an individual website may belong
to multiple networks. . .”: FTC, above n 67.

IP addresses and browser

OBA is enabled by the “humble” cookie'®* (regular, ‘flash’,'*
super'® or zombie cookies)'* which is both one of the “great
enabling technologies” and “one of the most invasive tracking
instruments”® of the digital age.'® Other tracking technolo-
gies include web bugs (beacons, pixel tags, action tags, web tags,
clear GIFs, etc)'”” and practices such as IP address monitoring,’®®

11 Or amusingly, the “internet’s favourite moustachioed villain”:
Kevin Partner, ‘How to Stop online advertisers following you’, PC
& Tech Authority (19 April 2013, accessed 11 Apr 2015) <http://www
.pcauthority.com.au/Feature/341456/how-to-stop-online-advertisers-
following-you.aspx>. In the EU regulations, the word ‘cookie’ includes
all similar information-storing technologies such as local shared
objects (flash cookies, web bugs or beacons) Regulations: 4.

102 “Flash” cookies are ‘saved’ as a “local shared object” on an in-
dividual’s device and can save information and preferences
persistently. They are harder to delete and have been used to over-
come consumer privacy attempts. There is a suggestion that they
are less useful given they are incompatible with i0S, such that their
use may decline: Turow, above n 2.

%% Super cookies use new browser storage locations which are larger
and more flexible, enabling more information storage. Consum-
ers generally do not realise these exist: Office of the Privacy
Commissioner (Canada), ‘Cookies Following the Crumbs: FAQs’
<https://www.priv.gc.ca/resource/fs-f1/02_05_d_49_01_e.pdf>.

0% Tbid.

105 Ronald Leenes and Eleni Kosta, ‘Taming the cookie monster with
Dutch law - A tale of regulatory failure’, Computer Law & Security
Review XXX (2015, accessed 3 Apr 2015) [1-19] <http://dx.org/10.1016/j/
clsr.2015.01.004>.

1% Recent industry concerns have emerged as to the limited future
of cookies. The IAB (US) reports that the “costly, persistent and high
volume deployment” of cookies is resulting in costs such as ex-
cessive network traffic, ‘internet bloat’ and consumer/publisher
anxiety. As such, cookie technology has been “pushed beyond its
useful and intended purpose.” The IAB report the challenge is to
create a replacement technology that meets the criteria to ‘re-
member’ user, device and software information over time and
thereby enable more personalised web content, services and user
preferences, and which is capable of meeting the growing diver-
sity of Internet-connected devices consistent with extant privacy,
consumer and industry needs. The IAB working group concluded
that at present, there is no solution available which meets stake-
holder criteria, and which is available as an open standard: IAB (US),
‘Privacy and Tracking in a Post Cookie World’ White Paper (Jan 2014,
accessed 9 Apr 2015) [15] <http://www.iabaustralia.com.au/uploads/
uploads/2014-11/1415289600_3ee3de01b67c04945704bcele79
64095.pdf>.

17 Web Bugs (and the bracketed synonyms) are small and invisible
non-cookie image files which may be included in an email or on a
web page. When a consumer visits that webpage, the image is down-
loaded and this enables tracking of personal information, such as
IP Address, location, the page being viewed and so on: Above n 103.
1% An Internet protocol or ‘IP’ address refers to the numerical
number assigned to a device which websites visited can track over
time, particularly if the address is static. Catherine Tucker, “The
Economics Value of Online Customer Data”, OECD Conference: The
Economics of Personal Data and Privacy: 30 Years after the OECD Privacy
Guidelines [3] (2010, accessed 7 Apr 2015) <http://www.oecd.org/
sti/ieconomy/46968839.pdf>.
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click stream data analysis,’® deep packet inspection, single
universe identifier tracking,''* device fingerprinting,**? history
sniffing and mobile location analytics. Cookies are a “short, al-
phanumeric text” string which is stored on a user’s browser and
are classified by lifespan'* or domain (first** or third party). Third
party (OBA) cookies are those placed by an ad network when
the user first visits a network website and capture a user’s brows-
ing profile on that device over time, which is then used for targeted
advertising.'”® But ad networks use other data too and that, com-
bined with tracking over time, is where the serious risks of
personal information uses and abuses accelerate. This issue, and
legal concerns as to consumer consent online and industry dis-
closure online are discussed in part 3 below.

The oft-repeated industry arguments to justify OBA prac-
tices are that advertising subsidises free online content,
benefits consumers through enabling personalised online
advertising of “value, relevance and connection”,'*® reduces
obtrusive advertising and benefits advertisers through in-
creased ad spend efficiency.’” In reality, OBA is the matching
of inferred® personal interests, captured online behaviours
and likely buying habits linked to one device. Whether or not

109 A clickstream is a list of all website pages viewed by a visitor
- the ‘succession of mouse clicks’ which form browsing history:
Opentracker, ‘Click stream or click data analysis’ <http://www
.opentracker.net/article/clickstream-or-clickpath-analysis>.

10 This occurs where an Internet Service Provider (ISP) inspects
for content data packets sent between a user and the websites
visited. It enables a universal picture of client’s browsing behaviour
(c/f click stream data): Klaus Mochalski and Hendrik Schulze, “Deep
Packet Inspection”, White Paper (2009, accessed 9 Apr 2015)
<http://www.ipoque.com/sites/default/files/mediafiles/documents/
white-paper-deep-packet-inspection.pdf>.

11 Rich, above n 14:2.

12 ‘Device fingerprinting’ may be defined as “the process of gath-
ering device information to generate device-specific signatures and
using them to identify individual devices. . .”: Quiang Xu, Rong Zheng
et al., ‘Device Fingerprinting in Wireless Networks: Challenges and
Opportunities’, Cornell University Library (8 Jan 2015, accessed 3 Apr
2015) <http://arxiv.org/abs/1501.01367>.

113 They may be sessional or persistent. Sessional cookies are erased
when a user closes a browser whereas persistent cookies remain
on a user’s device for a set period of time: EU ‘Cookies’ Informa-
tion Provider’s Guide (accessed 9 Apr 2015) <http://ec.europa.eu/
ipg/basics/legal/cookies/index_en.htm>.

14 First party cookies are placed by the actual website visited and
are usually sessional, which makes them less privacy intrusive. They
are not usually regarded as problematic by experts as they expire
as soon as a web user logs off.

115 The industry claim this relates solely to large interest catego-
ries and is therefore anonymous. See the OBA Guideline for an
example.

16 Danah Boyd, web theorist cited in Krotoski, above n 28.

17 Tucker, above n 108: 14-16.

18 TAB (UK), ‘A Guide to Online Behavioural Advertising’, Internet
Marketing Handbook Series (undated, accessed 10 Apr 2015)
<http://www.iabuk.net/sites/default/files/publication-download/
OnlineBehaviouralAdvertisingHandbook_5455.pdf>.

this enhances user experience or narrows consumer options
as to viewing the full variety of Internet advertising is an
interesting economic question,'*® but the industry seem con-
vinced that targeted advertising works better.'® From a
consumer’s viewpoint, OBA presents serious questions as to
disclosure and trust, consent, unfair contractual terms and
data breach or misuse.
These issues are considered next.

3. Online behavioural advertising has its
‘issues’

As you browse we’re able to categorise all of your internet
actions. . .***

This part considers some increasingly significant con-
sumer issues which challenge the legitimacy and future of OBA
in its present form. It also initiates the discussion as to why
this internationally’® contentious area of online marketing

19 The EU has raised this issue in relation to its present misuse
of market power action against Google; one of their arguments as
to Google manipulating search results (to benefit its own busi-
nesses such as Googleshop) is that this process narrows consumer
choice because it affects the way search results (and related ad-
vertising) is presented to the consumer: James Kanter and Mark
Scott, Europe Challenges Google, Seeing Violations of Its Anti-
trust Law’, The New York Times (15 Apr 2015, accessed 15 Apr 2015)
<http://www.nytimes.com/2015/04/16/business/international/
european-union-google-antitrust-case.html?_r=0>.

120 Evidence either way depends on the validity of the metrics used:
see Ayman Farahat and Michael Bailey, “How Effective is Targeted
Advertising?” (16 Apr 2012, accessed 20 Apr 2015) <http://www2012
.org/proceedings/proceedings/p111.pdf> which generally con-
cludes it is more effective c/f a 2014 eBay study concluded that paid
OBA search ad spending was simply targeting consumers who would
buy anyway (endogeneity) and as such resulted in “negative returns”:
Tom Blake, Steven Tadelis and Chris Nosko, ‘Consumer Heteroge-
neity and Paid Search Effectiveness: A Large Scale Field Experiment’,
Econometrica Vol 83 (1) [155-174] (January 2015, accessed 10 Apr
2015) <http://onlinelibrary.wiley.com.ezproxy.bond.edu.au/doi/
10.3982/ECTA12423/epdf>. It concluded that less frequent purchas-
ers may be influenced, but that was not sufficient to overcome the
negative cost effect of the more frequent purchasers not being in-
fluenced. See also Derek Thompson, ‘A Dangerous Question: Does
Internet Advertising Work at All?’, The Atlantic (13 June 2014, ac-
cessed 3 Apr 2015) <http://www.theatlantic.com/business/
archive/2014/06/a-dangerous-question-does-internet-advertising-
work-at-all/372704/>. In 2012, ad click throughs for online advertising
were plummeting with Google (1/1000) and Facebook (5/10,000): Bob
Hoffman, ‘Does Targeting Work?’, The Ad Contrarian Blog (1 Feb 2012,
accessed 15 Apr 2015) <http://adcontrarian.blogspot.com.au/
2012/02/does-targeting-work.html>.

21 Phorm COO Virasb Vahidi cited in Louise Story, “A Company
Promises the Deepest Data Mining Yet”, The New York Times (20 Mar
20108, accessed 10 Apr 2015) <http://www.nytimes.com/2008/03/20/
business/media/20adcoside.html?ref=business&_r=0>.

122 Leenes, above n 105: 1-19.
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practice is largely left to consumer self-responsibility and in-
dustry self-regulation in Australia.'?

3.1. Consumer trust: an OBA industry PR crisis?

The trust a consumer invests in a brand will be embodied . . . in-
creasingly via an emotional bond borne out of how data is collated,
stored and used — what we call trust capital. . .***

OBA has failed to earn consumer trust. In 2014, Pew Re-
search Centre reported that 91% of American respondents say
that consumers have ‘lost control’ of the online use and col-
lection of personal information.’” Of those, 88% agree it is “very
difficult” to remove inaccurate online information and 80% are
“concerned” that third party advertisers are accessing their
shared data online.” In terms of online advertising, 64% said
that the government should monitor what online advertisers
‘do’ with personal information and the survey implies a posi-
tive relationship between trust and government regulation.'”
The Australian picture is similar: consumers do NOT like OBA.
An Australian Communications Media Authority (ACMA) survey
in 2013 shows that 78% do not want covert monitoring of their
Internet activity and 77% do not want their online behavioural
information stored to enable interest-based advertising.'?® On
social media, 58% are not “. . .happy” to see ads, only 35% “some-
times” click on ads, 83% ignore sponsored posts and only 19%
“take notice” of ads on social networking sites.*?

These findings are replicated elsewhere.’*® Even the Inter-
net Advertising Bureau (IAB) (US) acknowledge that behavioural
tracking “. . .increases public anxiety over online privacy, trans-
parency and control. . .”*** Consumers clearly do not believe
industry assurances that no personal data is being collected
or used and that data is de-identified (see part 3.2)

123 Tt is notable that a highly criticised OBA firm such as Phorm made
significant money out of their alleged “spyware” in the late nine-
ties, though faced threatened litigation and spawned regulatory
concerns (including threatened state-based EU proceedings against
the UK), but is still trading today, albeit at a loss. Their latest product
Webuwise is a behavioural targeting system based on deep packet
inspection technology, which the ICO have indicated must be an
“opt in” system. A number of larger UK entities such as Amazon
have opted-out, presumably for customer data protection reasons.
12¢ Blake Cahill, ‘Successful brands of the future are building trust
capital now’, The Guardian (24 April 2014, accessed 28 Mar 2015)
<http://www.theguardian.com/media-network/media-network-blog/
2014/apr/24/brands-trust-future-internet-things>.

2 This percentage agreed or strongly agreed with the proposi-
tion. Mary Madden, ‘Public perceptions of privacy and security in
the post Snowden Era’, Pew Research Centre (2014, accessed 17
Mar 2015) <http://www.pewinternet.org/2014/11/12/public-privacy
-perceptions/>.

126 Tbid.

127 Tbid. Surprisingly, it shows that the telephone remains the most
trusted form of communications technology.

128 OAIC, ‘Community Attitudes to Privacy’, Research Report
(2013, accessed 30 Mar 2015) 4 <http://www.oaic.gov.au/images/
documents/privacy/privacy-resources/privacy-reports/Final
_report_for WEB.pdf>.

129 Sensis, above n 57: 49.

1% See for example, Turow, above n 2; IAB (UK) above n 118.

31 TAB (US), above n 106: 7.

- and with good reason. The industry is well aware of these
vulnerabilities; one UK IAB Guide refers to the industry chal-
lenge to “increase the likeability” of online advertising and to
increase the “sense of control” as factors which the industry
should “capitalise on” in explaining OBA to consumers.**

Clearly consumer mistrust of OBA has been on the indus-
try radar for years, but remarkably, despite all of the powerful
players involved, the industry has failed to disprove its con-
sumer costs, market its benefits or to enhance the image of
targeted advertising with consumers.

3.2. Major (very public) data ‘misuse’

It should come as no surprise that data thieves target data
brokers. . . [which]. . .make big profits by systematically assem-
bling names, addresses, property records and vital statistics. After
tapping free public sources for such data, data brokers turn around
and sell the data . . .***

Data breach'* - and misuse — happens.** It is expensive,'*
technologically challenging,™®” damaging to consumer trust**
and can occur at any link in the online advertising supply

2 Amy Keen and Marc Dautlich, ‘Consumers attitudes and
behaviour’ in IAB (UK), above n 118: 20.

13 Byron Acohido, ‘LexisNexis, Dunn & Bradstreet, Kroll hacked’,
USA Today (26 Sept 2013, accessed 9 Apr 2015) <http://www.usatoday
.com/story/cybertruth/2013/09/26/lexisnexis-dunn-bradstreet-
altegrity-hacked/2878769/>.

%% “Data breach”, in the context of Australian government agen-
cies and private sector organisations that handle ‘personal
information’ under the Privacy Act 1988 (Cth), means “. . .when per-
sonal information . . . is lost or subjected to unauthorised access,
modification, disclosure, or other misuse of interference. . .”: OAIC,
‘Guide to information security’ (April 2013, accessed 10 Apr 2015)
[2] <http://swrww.oaic.gov.au/privacy/privacy-resources/privacy-guides/
guide-to-securing-personal-information>.

1% Breach may arise through accidental disclosure, hacking, poor
employee training or misconduct, lost or stolen computers, or
through latent system vulnerabilities and poor security
practices.

%6 Ponemon Institute reports that the costs of data breach in Aus-
tralia are increasing annually: the cost per disclosed record ($141)
has increased to $145, organisation cost increased to $2.8 million
($2.72 million in 2013), customer ‘churn rates’ increased to 5%, de-
tection and escalation costs increased to 1.07 million ($1.03 million
in 2013); post data breach cost rose to $0.82 million and lost busi-
ness costs increased to $0.85 million. Aside from cost to industry,
data breach costs consumers in terms of lost privacy and poten-
tial economic exposure to identity theft and other criminal activity.
Note that a ‘record’ refers to information which “. . .identifies a
person whose confidential information has been compromised in
a data breach”: Ponemon, ‘Cost of Data Breach Study’ (May 2013,
accessed 9 Apr 2015) [1] <http://www.symantec.com/content/en/
us/about/media/pdfs/b-cost-of-a-data-breach-australia-report
-2013.en-us.pdf?om_ext_cid=biz_socmed_twitter_facebook
_marketwire_linkedin_2013Jun_worldwide_CostofaDataBreach>.
137 OAIC, above n 134: 16.

1% OAIC, ‘Data Breach Notification Guide: A Guide to handling per-
sonal information security breaches’ (Aug 2014, accessed 3 Apr 2015)
[9] <http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/
data-breach-notification-a-guide-to-handling-personal-information-
security-breaches>.
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http://www.symantec.com/content/en/us/about/media/pdfs/b-cost-of-a-data-breach-australia-report-2013.en-us.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2013Jun_worldwide_CostofaDataBreach
http://www.symantec.com/content/en/us/about/media/pdfs/b-cost-of-a-data-breach-australia-report-2013.en-us.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2013Jun_worldwide_CostofaDataBreach
http://www.symantec.com/content/en/us/about/media/pdfs/b-cost-of-a-data-breach-australia-report-2013.en-us.pdf?om_ext_cid=biz_socmed_twitter_facebook_marketwire_linkedin_2013Jun_worldwide_CostofaDataBreach
http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/data-breach-notification-a-guide-to-handling-personal-information-security-breaches
http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/data-breach-notification-a-guide-to-handling-personal-information-security-breaches
http://www.oaic.gov.au/privacy/privacy-resources/privacy-guides/data-breach-notification-a-guide-to-handling-personal-information-security-breaches
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chain.”® The Australian Digital Advertisers Association (ADAA)
publicly represent that “no personal information is collected
or used” and that OBA is “safe and transparent” — assurances
which case law disproves and which seem justified only by their
own Guideline definition. ADAA go further: “. . .advertisers don’t
know who you are. . .”**° But of course, that is not strictly so -
and consumers know it.

3.2.1. Data breach

There are two types of companies. Those that have been hacked

and know it and those that have been hacked and don’t know
It . '141

In the past decade, database breaches of personal and sen-
sitive data are at pandemic levels.’* Governments,'* the world’s
largest companies and supposedly, the most secure entities in

¥ Randall Rothenberg, “IAB Head: ‘The Digital Advertising Indus-
try Must Stop Having Unprotected Sex’ ” Business Insider (6 Feb 2014,
accessed 9 Apr 2015) <http://www.businessinsider.com.au/iab
-randall-rothenberg-supply-chain-2014-2>.

140 ADAA, above n 1.

41 Andreas Baumbhof, ThreatMetrix chief technology officer quoted
in Acohido, above n 133.

42 See Information is Beautiful, ‘World’s Biggest Data Breaches: se-
lected losses greater than 30,000 records’ (updated 30th Mar 2015,
accessed 18 Apr 2015) <http://www.informationisbeautiful.net/
visualizations/worlds-biggest-data-breaches-hacks/> for an inter-
active infographic, which is supported by a spreadsheet of the data.
42 Tn 2012, the Australian Government leaked almost 10,000 asylum
seekers’ details online, in “one of the most serious privacy breaches
in Australian history”: Paul Farrell and Oliver Laughland, ‘Asylum-
seeker data breach to be investigated by privacy commissioner’,
The Guardian (19 Feb 2014, accessed 9 Apr 2015) <http://www
.theguardian.com/world/2014/feb/19/asylum-seeker-data-breach-
to-be-investigated-by-privacy-commissioner>. Then in 2014, it
emailed world leader’s passport and other personal details (e.g. in-
cluding passport details, date of birth and visa details of the leaders
of the US, Russia, Germany, India, Japan, China, Indonesia and the
UK) to the wrong entity: Paul Farrell, Oliver Laughland and Asher
Wolf, Immigration Department data lapse reveals asylum seekers’
personal data’, The Guardian (19 Feb 2014, accessed 9 Jul 2015)
<http://www.theguardian.com/world/2014/feb/19/asylum-seekers-
identities-revealed-in-immigration-department-data-lapse>. Note
in the latter case, the Department, in conjunction with the Privacy
Commissioner (it seems) elected not to notify world leaders af-
fected of the breach due to its ‘low risk’ assessment - the
justification being that the breach was caused by human error and
was not systemic, the received email and deleted mail box content
was (it was claimed) deleted, and the recipients deemed it “un-
likely” that the email would be “. . .accessible, recoverable or stored
elsewhere on their system”. The breach allegedly occurred because
the sender failed to check Outlook autofill had entered the correct
recipient’s details. Within 48 hours of the G20 data breach becom-
ing public, the Immigration Department announced a “Taskforce”
to investigate its handling of sensitive information: Paul Farrell, ‘New
privacy taskforce announced after leak of G20 leaders’ details’, The
Guardian (1 Apr 2015, accessed 9 Apr 2015) <http://www.theguardian
.com/world/2015/apr/01/g20-leaders-details-leak-new-privacy
-taskforce-announced>.

the world*** have fallen victim - as have consumers. Ex-
amples in 2013 alone include the following: SnapChat lost 4.7
million user details*; eBay lost 145 thousand member details;
Adobe lost 38 million customer IDs'¢; Apple lost 12 million user
details™’; America’s second largest insurer lost 80 million health
records™® and in 2014, retailer Target lost 40 million credit card
numbers.'* Shortly after, Sony lost 100 terrabytes of data™® and
top US data brokers, Lexis Nexis, D & B and Altegrity each lost
millions of social security records®! - despite “. . .iron-clad
means of protecting their data.”™*?

Clearly data breach is a probability, not a possibility - and
personal data collected, collated and created for OBA pur-
poses is both highly attractive — and susceptible.

3.2.2. Data ‘misuse’

. . .guess what everybody: if you use the Internet, you’re the subject
of hundreds of experiments at any given time, on every site. That’s
how websites work.'*?

% The online surveillance activities of the US NSA which were
exposed by Edward Snowden. See for example the seminal series
of articles by Glenn Greenwald in The Guardian: <http://www
.theguardian.com/profile/glenn-greenwald>. Snowden’s revela-
tions have affected consumers’ confidence in online privacy and
data security: Martin Shelton, Lee Rainey and Mary Madden, ‘Ameri-
can’s Privacy Strategies Post Snowden’, Pew Research Centre (Mar 2015,
accessed 17 Apr 2015) <http://www.pewinternet.org/files/2015/03/P1
_AmericansPrivacyStrategies_0316151.pdf>.

145 This included user phone numbers.

16 This included encrypted passwords and sensitive information
(e.g. names, credit card details).

7 This included name and address and over one million were
posted online.

148 Member data accessed included name, date of birth, address,
phone number, email address, social security number and em-
ployment information: see <https://www.anthemfacts.com/fag>.
149 Of these, 9200 were used fraudulently post the attack. The FBI
is investigating both the Target and Neiman Marcus hacks.

1% The Sony attack results were leaked to Wikileaks and in-
cluded sensitive corporate and systems architecture information,
as well as masses of sensitive personal information such as em-
ployee salaries/bonuses; social security numbers; dates of birth;
HR documents (performance reviews, criminal background checks
and termination records); employee medical condition informa-
tion; passport/visa information of movie stars and crew; as well
as internal email spools: Kim Zetter, ‘Sony got Hacked Hard: what
we know and don’t know yet’, Wired (12 Mar 214, accessed 17 Apr
2015) <http://www.wired.com/2014/12/sony-hack-what-we-know/>.
See also Information is Beautiful, above n 142.

51 Enigma Software, ‘Cyber Attacks Aimed at Data Brokers D&B,
Altegrity and LexisNexis Claim Theft of Important Data’ (2013, ac-
cessed 9 Apr 2015) <http://www.enigmasoftware.com/cyber-attacks
-data-brokers-db-altegrity-lexisnexis-theft-important-data/>. These
included social security number, name, and other personal data. Stolen
records included those of America’s first lady, Michelle Obama. The
sale occurred via a website for 50 cents to $2.50 per record.

52 Above n 151.

153 Christian Rudder of OkCupid in Rudder, Christian, ‘We experi-
ment on human beings’, OkData (28 July 2014, accessed 9 Nov 2014)
<http://blog.okcupid.com/index.php/we-experiment-on-human
-beings/>.
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Deliberate or unethical corporate data (mis)use is another
aspect of data collection online. In one infamous predictive ad-
vertising case, retailer Target devised a pregnancy prediction
model, mailed catalogues out accordingly and faced an irate
parent who learned of his teenage daughter’s pregnancy - via
behavioural advertising.** Social media - and especially Face-
book - has also been implicated in this area’”: it has tracked
user web purchases and posted purchase information on that
user’s friend’s newsfeeds,™® and conducted ‘emotional con-
tagion’ experiments on 689,003 users, which led to complaints
to the US Federal Trade Commission."” Facebook also pro-
vides advertisers with a framework enabling randomised
controlled experiments on its users.'®® None of this “re-
search” is conducted with explicit user consent beyond the usual
platform terms and conditions.”” It seems unlikely that con-
sumers knew or expected that their online behaviour was
Facebook’s to (mis)use - or that Facebook makes millions from
OBA annually.

OBA data misuse has other adverse consumer implica-
tions. There are four main concerns: firstly, algorithmic profiling

5% The model was based upon consumer spending patterns, applied
to its customer database and used to target catalogue coupons:
Duhig, above n 18.

15 Another famous example is dating website OkCupid, which ex-
perimented on user suggestibility - by telling ‘incompatible’ people
they were a ‘match’.

%6 Due to adverse public reaction, Facebook changed its policy to
enable express consent (opt in) before activities on other sites can
be shared with friends. See Benjamin R. Mulcahy and Dante M.
DiPasquale, ‘Efficiency v. Privacy: is online behavioral advertising
capable of self-regulation?’ (14 April 2010, accessed 15 Mar 2015)
<http://documents.lexology.com/f7f5451b-f755-4cle-b855-521f924
ee99b.pdf>.

7 Adam D. I. Kramer, Julie E. Guillory and Jeffery T. Hancock, ‘Ex-
perimental Evidence of Massive-Scale Emotional contagion through
Social Networks’ 111 Proc. Natl. Acad. Sci. U.S.A. 8788 (2014). Note
there was also no capacity for Facebook to exclude minors from
its sample, which added to allegations that the study was unethi-
cal: Kashmir Hill, ‘Facebook Added ‘Research’ To User Agreement
4 Months After Emotion Manipulation Study’, Forbes (30 June 2014,
accessed 30 July 2014) <http://www.forbes.com/sites/kashmirhill/
2014/06/30/facebook-only-got-permission-to-do-research-on-users-
after-emotion-manipulation-study/>. Facebook has also done
research to determine if its users are lonely and whether ads
perform better with algorithmically-generated (i.e. fake) friend ‘en-
dorsements’: James Grimmelmann, ‘The Law and Ethics of
Experimenting on Social Media Users’, unpublished working paper
provided to the author by email, Mar 2015: manuscript page 4. Pro-
fessor Grimmelmann formally complained to the FTC but there has
been no public outcome to date.

%% Cade Metz, ‘Facebook rolls out a Tool for Testing Ads with control
groups’, Wired (27 Jan 2010) cited in Grimmelmann, Ibid.

%9 Facebook changed their user terms in 2014, for the purposes
(allegedly) of retrospectively covering up that they did not have suf-
ficiently broad terms and conditions to authorise the study when
performed, absent specific user consent. Nor did the study enable
them to remove minors from the sample which added to allega-
tions that the study was unethical. Hill commented: “Some critics
don’t think that throwing the word ‘research’ into a many-
thousands-word-long data use policy is adequate for performing
psychological experiments on users, but now it seems that Face-
book hadn’t even done that.”: Hill, above n 157.

enables digital “redlining” through its categorisation prac-
tices; that is, discrimination against the vulnerable. This may
occur through differential pricing'® or through automated prod-
ucts which ‘score’ customers based upon real and inferred
attributes relating to neighbourhoods, housing, job security,
health and payment capacity.’®* Consumers have no control
over the facts or inferences'® or how the OBA industry
categorises them - or the often hidden consequences. Sec-
ondly, targeted ads enable price discrimination based upon past
purchase-inferred ‘pain points’. This advantages sellers and
creates both “market power in product markets” and overall
market inefficiency’®® as consumers are not informed of all
pricing options.*** Thirdly, the risk of database error is serious:
it defeats any ‘relevance’ in targeted advertising and may impact
consumers through inequity and inefficiency.'®® Finally, tar-
geted advertising enables online scammers to target the
vulnerable,'®® which is a serious public policy issue, and one

10 The study showed that people in higher-income areas re-
ceived greater discounts: Jennifer Valentino-Devries and Jeremy
Singer-Vine, ‘Websites vary prices, deals based on User’s informa-
tion’, The Wall Street Journal (24 Dec 2012, accessed 20 Apr 2015)
<http://www.wsj.com/articles/SB10001424127887323777204578189391
813881534>. Note this may have been due to differing levels of com-
petition within those areas which is a legitimate pricing
consideration.

61 For example, a US businessman had his credit limit reduced after
holidaying and shopping in stores where patrons exhibited a “poor
repayment history”: N. Newman, ‘How big data enables economic
harm to consumers, especially to low-income and other vulner-
able sectors of the population’, Journal of Internet Law, 18(6):11-23
(2014, accessed 3 Apr 2015) <http://search.proquest.com/docview/
1639829818?accountid=26503>. This also enables more targeted
scams through search ad links; an example is 