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Recent high-profile data breaches in systems spanning healthcare, in-
surance, and even the government have demonstrated the vulnerability
of consumer data. Though worrisome, the prevalence of information
leaks should be no surprise. Not only are users sharing more informa-
tion, but there is a growing amount of code that handles sensitive data.
Unless we make it easier to create secure programs, information leaks
will only get worse.

As a solution to the problem of information leaks, we propose a
new programming paradigm called policy-agnostic programming. In
policy-agnostic programs, the programmer attaches security and pri-
vacy policies directly to sensitive data. In contrast, in existing lan-
guages, the programmer must implement policies as repeated checks
and filters across the program—an error-prone and inefficient process.
In policy-agnostic programs, the programmer needs to specify each
policy only once and can then rely on the language implementation to
automatically customize program behavior according to the policies.
These policies can represent rules about how sensitive values may flow
through a program—for instance, “Only friends may see Alices real
GPS location.” The language implementation automatically ensures
that program outputs adhere to the rules.

To demonstrate the practicality of policy-agnostic programming, we
created Jacqueline, a web framework that enforces security and pri-
vacy policies in database-backed web applications. We proved that our
technique ensures policy compliance across the application and data-
base, tracking sensitive values and policies through all database queries,
while requiring no modifications to a commodity relational database.
We implemented Jacqueline using an unmodified Python interpreter
and SQL database. Through several case studies and a real applica-
tion deployment we show that Jacqueline reduces the amount of policy

code required while incurring limited overheads.
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This work validates the design and implementation of a policy-agnostic
programming model. We hope to encourage others to think about tools
that provide security and privacy by construction.

The work on the Jacqueline web framework is currently under sub-
mission [2]. We proposed the idea of policy-agnostic programming and
presented the Jeeves programming language in earlier work [3, 1].
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