UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

COMMISSIONERS: Jon Leibowitz, Chairman
William E. Kovacic
J. Thomas Rosch
Edith Ramirez
Julie Brill

RESOLUTION AUTHORIZING USE OF COMPULSORY PROCESS
IN NON-PUBLIC INVESTIGATION OF TELEPHONE-BILLED
SERVICES, AUDIOTEXT SERVICES, VIDEOTEXT SERVICES AND
MOBILE TELEPHONE-BILLED SERVICES

File 052 3139
Nature and Scope of Investigation:

To determine whether unnamed persons, partnerships, corporations, and others engaged in
the advertising, promotion, operation, offering for sale, or sale of telephone-billed services,
audiotext services, videotext services, mobile telephone-billed services, or billing or collection for
such services, have been or are engaged in acts or practices in violation of Section 5 of the Federal
Trade Commission Act, 15 U.S.C. § 45, or the Commission’s Trade Regulation Rule pursuant to
the Telephone Disclosure and Dispute Resolution Act of 1992, 16 C.F.R. Part 308. The
investigation is also to determine whether Commission action to obtain redress of injury to
consumers or others would be in the public interest.

The Federal Trade Commission hereby resolves and directs that any and all compulsory
processes available to it be used in connection with this investigation for a period not to exceed five
years from the date of issuance of this resolution. The expiration of this five-year period shall not
limit or terminate the investigation or the legal effect of any compulsory process issued during the
five-year period. The Federal Trade Commission specifically authorizes the filing or continuation
of actions to enforce any such compulsory process after the expiration of the five-year period.

Authority to Conduct Investigation:

Sections 6, 9, 10 and 20 of the Federal Trade Commission Act, 15 U.S.C. §§ 46, 49, 50 and
57b-1, as amended; FTC Procedures and Rules of Practices, 16 C.F.R. Part 1.1 et seq. and

supplements thereto.

Donald S. Clark
Secretary

By direction of the Commission.

[ssued: August 10, 2010



CIVIL INVESTIGATIVE DEMAND
Documentary Material

1. TO

WMC Global, Inc.

Attn: Angela Steele

12700 Fair Lakes Circle, Suite 260
Fairfax, VA 22033

2. FROM

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

This demand is issued pursuant to Section 20 of the Federal Trade Commission Act, 15 U.S.C. § 57b-1, in the
course of an investigation to determine whether there is, has been, or may be a violation of any laws
administered by the Federal Trade Commission by conduct, activities or proposed action as described in Item 3.

3. SUBJECT OF INVESTIGATION

See attached resolution.

You are required by this demand to preduce all documentary material in the attached schedule that is in your possession,
custody or control, and to make it available at your address indicated above for inspection and copying or reproduction.

4. DATE AND TIME MATERIAL MUST BE AVAILABLE

5. COMMISSION COUNSEL

Katherine Worthman
202-326-2929

Federal Trade Commission

600 Pannsylvania Avenue, N.W.,
Mail Stop NJ-3158

Washington, DC 20580

6. RECORDS CUSTODIAN
Elizabeth Han

Federal Trade Commission

600 Pennsylvania Avenue, N.W.,
Mail Stop NJ-3158

Washington, DC 20580

7. DEPUTY RECORDS CUSTODIAN

Katherine Worthman
202-326-2929

Federal Trade Commission

600 Pennsylvania Avenue, N.W.,
Mail Stop NJ-3158

Washington, DC 20580

DATE ISSUED

COMMISSIONER'S SIGNATURE

INSTRUCTIONS AND NOTICES

The delivery of this demand to. you by any method prescribed by.the
Commission's Rules of Practice is legal service and may subject you to a
penalty imposed by law for failure to comply. The production of
documentary material in response to this demand must be made under a
sworn certificate, in the form printed on the second page of this demand,
by the person to whom this demand Is directed or, if not a natural person,
by a person or persons having knowledge of the facts and circumstances
relating to such production. This demand does not require approval by
OMB under. the Paperwork Reduction Act of 1980.

PETITION TO LIMIT OR QUASH

The Commission's Rules of Practice require that any petition to limit or
quash. this demand be filed within 20 days after service, or, if the return
date is less than 20 days after service, prior to the return date. The original
and twelve copies of the petition must be filed with the Secretary of the
Federal Trade Commission, and one copy should be sent to the
Commission Counsel named in Item 5.

YOUR RIGHTS TO REGULATORY
ENFORCEMENT FAIRNESS

The FTC has a longstanding commitment to a fair regulatory enforcement
environment. If you are a small business (under Small Business
Administration standards), you have a right to contact the Small Business
Administration's National Ombudsman at 1-888-REGFAIR
(1-888-734-3247) or www.sba.gov/ombudsman regarding the fairess of
the compliance and enforcement activities of the agency. You should
understand, however, that the National Ombudsman cannot change, stop,
or delay a federal agency enforcement action.

The FTC strictly forbids retaliatory acts by its employees, and you will not
be penalized for expressing a concern about these activities.

A copy of the Commission's Rules of Practice is available online at
htip:/bit.ly/FTCRulesofPractice. Paper copies are available upan
request.

FTC Form 143 (rev. 3/03)


http://bit,lyJFTCRulesof
www.sba.gov/ombudsman

Form of Certificate of Compliance*

I/We do certify that all of the documents required by the attached Civil Investigative Demand which are in
the possession, custody, control, or knowledge of the person to whom the demand is directed have been
submitted to a custodian named herein.

If a document responsive to this CID has not been submitted, the objection to its submission and the
reasons for the objection have been stated.

Signature

Title

Sworn to before me this day

Notary Public

*In the event that more than one person is responsible for submitting documents responsive to this demand, the certificate shall
identify the documents for which each certifying individual was responsible. In place of a sworn statement, the above
certificate of compliance may be supported by an unsworn declaration as provided for by 28 U.S.C. § 1746.

FTC Form 143-back (rev 3/03)



UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

COMMISSIONERS: Jon Leibowitz, Chairman
William E. Kovacic
J. Thomas Rosch
Edith Ramirez
Julie Brill

RESOLUTION AUTHORIZING USE OF COMPULSORY PROCESS
IN NON-PUBLIC INVESTIGATION OF TELEPHONE-BILLED
SERVICES, AUDIOTEXT SERVICES, VIDEOTEXT SERVICES AND
MOBILE TELEPHONE-BILLED SERVICES

File 052 3139
Nature and Scope of Investigation:

To determine whether unnamed persons, partnerships, corporations, and others engaged in
the advertising, promotion, operation, offering for sale, or sale of telephone-billed services,
audiotext services, videotext services, mobile telephone-billed services, or billing or collection for
such services, have been or are engaged in acts or practices in violation of Section 5 of the Federal
Trade Commission Act, 15 U.S.C. § 45, or the Commission’s Trade Regulation Rule pursuant to
the Telephone Disclosure and Dispute Resolution Act of 1992, 16 C.F.R. Part 308. The
investigation is also to determine whether Commission action to obtain redress of injury to
consumers or others would be in the public interest.

The Federal Trade Commission hereby resolves and directs that any and all compulsory
processes available to it be used in connection with this investigation for a period not to exceed five
years from the date of issuance of this resolution. The expiration of this five-year period shall not
limit or terminate the investigation or the legal effect of any compulsory process issued during the
five-year period. The Federal Trade Commission specifically authorizes the filing or continuation
of actions to enforce any such compulsory process after the expiration of the five-year period.

Authority to Conduct Investigation:

Sections 6, 9, 10 and 20 of the Federal Trade Commission Act, 15 U.S.C. §§ 46, 49, 50 and
57b-1, as amended; FTC Procedures and Rules of Practices, 16 C.F.R. Part 1.1 et seq. and

supplements thereto.

Donald S. Clark
Secretary

By direction of the Commission.

[ssued: August 10, 2010



CONFIDENTIAL

LAW ENFORCEMENT INVESTIGATION

YOU ARE REQUESTED NOT TO DISCLOSE

This CID relates to an official, nonpublic, law enforcement investigation currently being
conducted by the Federal Trade Commission. You are requested not to disclose the
existence of this CID until you have been notified that the investigation has been
completed. Premature disclosure could impede the Commission’s investigation and
interfere with its enforcement of the law. If compliance with this request may result in a
permanent or temporary termination of service(s) described below, or otherwise alert the
customer(s) or subscriber(s) as to your actions to produce the referenced information,
please contact the Commission before taking such actions. Questions regarding the
disclosure of the existence of this CID should be addressed to Katherine Worthman at
(202) 326-2929.

Page 1 of 11 CONFIDENTIALITY
REQUESTED



CIVIL INVESTIGATIVE DEMAND
SCHEDULE FOR PRODUCTION OF DOCUMENTS

L. DEFINITIONS

As used in this Civil Investigative Demand, the following definitions shall apply:

A. “And,” as well as “‘or,” shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any specification in this Schedule all information
that otherwise might be construed to be outside the scope of the specification.

B. “Any” shall be construed to include “all,” and “all” shall be construed to include the
word “any.”
C. “CID” shall mean the Civil Investigative Demand, including the attached Resolution and

this Schedule, and including the Definitions, Instructions, and Specifications.

D. “Company” shall mean WMC Global, Inc. also d/b/a WMC Global its wholly or
partially owned subsidiaries, unincorporated divisions, joint ventures, operations under assumed
names, and affiliates, and all directors, officers, employees, agents, consultants, and other
persons working for or on behalf of the foregoing.

E. “Customer correspondence” shall mean messages, such as customer complaints, sent
by a subscriber or customer to his or her service provider and stored by the service provider as
its own record for business purposes.

E. “Document” shall mean the complete original and any non-identical copy (whether
different from the original because of notations on the copy or otherwise), regardless of origin or
location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of every
type and description, however and by whomever prepared, produced, disseminated or made,
including but not limited to any advertisement, book, pamphlet, periodical, contract,
correspondence, file, invoice, memorandum, note, telegram, report, record, handwritten note,
working paper, routing slip, chart, graph, paper, index, map, tabulation, manual, guide, outline,
script, abstract, history, calendar, diary, agenda, minute, code book or label. “Document’ shall
also include all documents, materials, and information, including Electronically Stored
Information, within the meaning of the Federal Rules of Civil Procedure.

G. “Each” shall be construed to include “every,” and “every” shall be construed to include
“each.”
H. “Electronically Stored Information” or “ESI” shall mean the complete original and

any non-identical copy (whether different from the original because of notations, different
metadata, or otherwise), regardless of origin or location, of any writings, drawings, graphs,
charts, photographs, sound recordings, images, and other data or data compilations stored in any
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electronic medium from which information can be obtained either directly or, if necessary, after
translation by you into a reasonably usable form. This includes, but is not limited to, electronic
mail, instant messaging, videoconferencing, and other electronic correspondence (whether
active, archived, or in a deleted items folder), word processing files, spreadsheets, databases, and
video and sound recordings, whether stored on: cards; magnetic or electronic tapes; disks;
computer hard drives, network shares or servers, or other drives; cloud-based platforms; cell
phones, PDAs, computer tablets, or other mobile devices; or other storage media.

1. “FTC” or “Commission” shall mean the Federal Trade Commission.

L “Identify” or “the identity of” shall be construed to require identification of (a) natural
persons by name, title, present business affiliation, present business address and telephone
number, or if a present business affiliation or present business address is not known, the last
known business and home addresses; and (b) businesses or other organizations by name, address,
identities of natural persons who are officers, directors or managers of the business or
organization, and contact persons, where applicable.

K. “Referring to” or “relating to” shall mean discussing, describing, reflecting, containing,
analyzing, studying, reporting, commenting, evidencing, constituting, setting forth, considering,

recommending, concerning, or pertaining to, in whole or in part.

| P “You” and “Your” shall mean the person or entity to whom this CID is issued and
includes the “Company.”

II.  INSTRUCTIONS

A. Confidentiality: This CID relates to an official, nonpublic, law enforcement
investigation currently being conducted by the Federal Trade Commission. You are
requested not to disclose the existence of this CID until you have been notified that the
investigation has been completed. Premature disclosure could impede the Commission’s
investigation and interfere with its enforcement of the law. If compliance with this request
may result in a permanent or temporary termination of service(s) described below, or
otherwise alert the customer(s) or subscriber(s) as to your actions to produce the
referenced information, please contact the Commission before taking such actions.
Questions regarding the disclosure of the existence of this CID should be addressed to
Katherine Worthman at (202) 326-2929.

B. Meet and Confer: You must contact Katherine Worthman at (202) 326-2929 as soon
as possible to schedule a meeting (telephonic or in person) to be held within fourteen (14) days
after receipt of this CID, or before the deadline for filing a petition to quash, whichever is first,
in order to discuss compliance and to address and attempt to resolve all issues, including issues.
relating to protected status and the form and manner in which claims of protected status will be
asserted, and the submission of ESI and other electronic productions as described in these
Instructions. Pursuant to 16 C.F.R. § 2.7(k), you must make available personnel with the
knowledge necessary for resolution of the issues relevant to compliance with this CID, including
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but not limited to personnel with knowledge about your information or records management
systems, relevant materials such as organizational charts, and samples of material required to be
produced. If any issues relate to ESI, you must make available a person familiar with your ESI
systems and methods of retrieval.

C. Applicable time period: Unless otherwise directed in the specifications, the applicable
time period for the request shall be from April 1, 2012 until the date of full and complete
compliance with this CID.

D. Claims of Privilege: If any material called for by this CID is withheld based on a claim
of privilege, work product protection, or statutory exemption, or any similar claim (see 16 C.F.R.
§ 2.7(a)(4)), the claim must be asserted no. later than the return date of this CID. In addition,
pursuant to 16 C.F.R. § 2.11(a)(1), submit, together with the claim, a detailed log of the items
withheld. The information in the log shall be of sufficient detail to enable the Commission staff
to assess the validity of the claim for each document, including attachments, without disclosing
the protected information. Submit the log in a searchable electronic format, and, for each
document, including attachments, provide:

1. Document control number(s);

2. The full title (if the withheld material is. a document) and. the full file name (if the
withheld material is in electronic form);

3. A description of the material withheld (for example, a letter, memorandum, or
email), including any attachments;

4. The date the material was created;

5 The date the material was sent to each recipient (if different from the date the
material was created);

6. The email addresses, if any, or other electronic contact information to the extent
used in the document, from which and to which each document was sent;

7. The names, titles, business addresses, email addresses or other electronic contact
information, and relevant affiliations of all authors;

8. The names, titles, business addresses, email addresses or other electronic contact
information, and relevant affiliations of all recipients of the material;

9. The names, titles, business addresses, email addresses or other electronic contact
information, and relevant affiliations of all persons copied on the material;

10.  The factual basis supporting the claim that the material is protected; and

Page 4 of 11 CONFIDENTIALITY
REQUESTED



11. Any other pertinent information necessary to support the assertion of protected
status by operation of law.

16 C.F.R. § 2.11(a)(1)(1)-(xi).

In the log, identify by an asterisk each attorney who is an author, recipient, or person
copied on the material. The titles, business addresses, email addresses, and relevant affiliations
of all authors, recipients, and persons copied on the material may be provided in a legend
appended to the log. However, provide in the log the information required by Instruction D.6.
16 C.F.R. § 2.11(a)(2). The lead attorney or attorney responsible for supervising the review of
the material and who made the determination to assert the claim of protected status must attest to
the log. 16 C.F.R. § 2.11(a)(1).

If only some portion of any responsive material is privileged, all non-privileged portions
of the material must be submitted. Otherwise, produce all responsive information and material
without redaction. 16 C.F.R. § 2.11(c). The failure to provide information sufficient to support
a claim of protected status may result in denial of the claim. 16 C.F.R. § 2.11(a)(1).

E. Document Retention: You shall retain all documentary materials used in the
preparation of responses to the specifications of this CID. The Commission may require the
submission of additional documents at a later time during this investigation. Accordingly, you
should suspend any routine procedures for document destruction and take other measures to
prevent the destruction of documents that are in any way relevant to this investigation during its
pendency, irrespective of whether you believe such documents are protected from discovery by
privilege or otherwise. See 15 U.S.C. § 50; see also 18 U.S.C. §§ 1505, 1519.

F. Petitions to Limit or Quash: Any petition to limit or quash this CID must be filed with
the Secretary of the Commission no later than twenty (20) days after service of the CID, or, if the
return date is less than twenty (20) days after service, prior to the return date. Such petition shall
set forth all assertions of protected status or other factual and legal objections to the CID,
including all appropriate arguments, affidavits, and other supporting documentation. 16 C.F.R. §
2.10(a)(1). Such petition shall not exceed 5,000 words as set forth in 16 C.F.R. § 2.10¢a)(1) and
must include the signed separate statement of counsel required by 16 C.F.R. § 2.10(a)(2). The
Commission will not consider petitions to quash or limit absent a pre-filing meet and
confer session with Commission staff and, absent extraordinary circumstances, will
consider only issues raised during the meet and confer process. 16 C.F.R. § 2.7(k); see also
§ 2.11(b).

G. Modification of Specifications: If you believe that the scope of the required search or
response for any specification can be narrowed consistent with the Commission’s need for
documents or information, you are encouraged to discuss such possible modifications, including
any modifications of definitions and instructions, with Katherine Worthman at (202) 326-
2929. All such modifications must be agreed to in writing by the Bureau Director, or a Deputy
Bureau Director, Associate Director, Regional Director, or Assistant Regional Director. 16
CFR. §2.7().
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H. Certification: A duly authorized manager of the Company shall certify that the response
to this CID is complete. This certification shall be made in the form set out on the back of the
CID form, or by a declaration under penalty of perjury as provided by 28 U.S.C. § 1746.

L. Scope of Search: This CID covers documents and information in your possession or
under your actual or constructive custody. or control including, but not limited to, documents and,
information in the possession, custody, or control of your attorneys, accountants, directors,
officers, employees, and other agents and consultants, whether or not such documents and
information were received from or disseminated to any person or entity.

1. Document Production: You shall produce the documentary material by making all
responsive documents available for inspection and copying at your principal place of business.
Alternatively, you may elect to send all responsive documents to Elizabeth Han, Federal Trade
Commission, 600 Pennsylvania Avenue NW, Mail Stop NJ-3158, Washington, D.C. 20580.
Because postal delivery to the Commission is subject to delay due to heightened security
precautions, please use a courier service such as Federal Express or UPS. Notice of your
intended method of production shall be given by email or telephone to Katherine Worthman,
kworthman @ftc.gov and (202) 326-2929, at least five days prior to the return date.

K. Document Identification: Documents that may be responsive to more than one
specification of this CID need not be submitted more than once; however, your response should
indicate, for each document submitted, each specification to which the document is responsive.
If any documents responsive to this CID have been previously supplied to the Commission, you
may comply with this CID by identifying the document(s) previously provided and the date of
submission. Documents should be produced in the order in which they appear in your files or as
electronically stored and without being manipulated or otherwise rearranged; if documents are
removed from their original folders, binders, covers, containers, or electronic source in order to
be produced, then the documents shall be identified in a manner so as to clearly specify the
folder, binder, cover, container, or electronic media or file paths from which such documents
came. In addition, number by page (or file, for those documents produced in native electronic
format) all documents in your submission, preferably with a unique Bates identifier, and indicate
the total number of documents in your submission.

L. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of native electronic files) may be submitted in lieu of original
documents, provided that the originals are retained in their state at the time of receipt of this
CID. Further, copies of originals may. be submitted in lieu of originals only. if they are true,
correct, and complete copies of the original documents; provided, however, that submission of a
copy shall constitute a waiver of any claim as to the authenticity of the copy should it be
necessary to introduce such copy into evidence in any Commission proceeding or court of law;
and provided further that you shall retain the original documents and produce them to
Commission staff upon request. Copies of marketing materials and advertisements shall be
produced in color, and copies of other materials shall be produced in color if necessary to
interpret them or render them intelligible.
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M. Electronic Submission of Documents: The following guidelines refer to. the production
of any Electronically Stored Information (“ESI”) or digitally imaged hard copy documents.
Before submitting any electronic production, You must confirm with the Commission counsel
named above that the proposed formats and media types will be acceptable to the Commission.
The FTC requests Concordance load-ready electronic productions, including DAT and OPT load

files.

(1)

(2)

Electronically Stored Information: Documents created, utilized, or
maintained in electronic format in the ordinary course of business should
be delivered to the FTC as follows:

(a)

(b)

(c)

Spreadsheet and presentation programs, including but not limited
to Microsoft Access, SQL, and other databases, as well as
Microsoft Excel and PowerPoint files, must be produced in native
format with extracted text and metadata. Data compilations in
Excel spreadsheets, or in delimited text formats, must contain all
underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including structured
data document systems) must include a database schema that
defines the tables, fields, relationships, views, indexes, packages,
procedures, functions, queues, triggers, types, sequences,
materialized views, synonyms, database links, directories, Java,
XML schemas, and other elements, including the use of any report
writers and custom user data interfaces;

All ESI other than those documents described in (1)(a) above must
be provided in native electronic format with extracted text or
Optical Character Recognition (OCR) and all related metadata, and
with corresponding image renderings as converted to Group IV,
300 DPI, single-page Tagged Image File Format (TIFF) or as color
JPEG images (where color is necessary to interpret the contents);

Each electronic file should be assigned a unique document
identifier (“DoclD™) or Bates reference.

Hard Copy Documents: Documents stored in hard copy in the ordinary
course of business should be submitted in an electronic format when at all
possible. These documents should be true, correct, and complete copies of
the original documents as converted to TIFF (or color JPEG) images with
corresponding document-level OCR text. Such a production is subject to
the following requirements:

(a)

Each page shall be endorsed with a document identification
number (which can be a Bates number or a document control
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(3)

4).

(b)

(c)

number); and

Logical document determination should be clearly rendered in the
accompanying load file and should correspond to that of the
original document; and

Documents shall be produced in color where necessary to interpret
them or render them intelligible;

For each document electronically submitted to the FTC, You should
include the following metadata fields in a standard ASCII delimited
Concordance DAT file:

(a)

(b)

(c).

(d)

For electronic mail: begin Bates or unique document
identification number (“DocID”), end Bates or DoclD, mail folder
path (location of email in personal folders, subfolders, deleted or
sent items), custodian, from, to, cc, bee, subject, date and time
sent, date and time received, and complete attachment
identification, including the Bates or DoclD of the attachments
(AttachIDs) delimited by a semicolon, MD5 or SHA Hash value,
and link to native file;

For email attachments: begin Bates or DoclD, end Bates or
DoclD, parent email ID (Bates or DocID), page count, custodian,
source location/file path, file name, file extension, file size, author,
date and time created, date and time modified, date and time
printed, MDS5 or SHA Hash value, and link to native file;

For loose electronic documents (as retrieved directly from
network file stores, hard drives, etc.): begin Bates or DoclD, end
Bates or DoclD, page count, custodian, source media, file path,
filename, file extension, file size, author, date and time created,
date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native file;

For imaged hard copy documents: begin Bates or DoclD, end
Bates or DoclD, page count, source, and custodian; and where
applicable, file folder name, binder name, attachment range, or
other such references, as necessary to understand the context of the
document as maintained in the ordinary course of business.

If You intend to utilize any de-duplication or email threading software or
services when collecting or reviewing information that is stored in Your
computer systems or electronic storage media, or if Your computer
systems contain or utilize such software, You must contact the
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Commission counsel named above to determine whether and in what
manner You may use such software or services when producing materials
in response to this Request.

(5) Submit electronic productions as follows:

(a) With passwords or other document-level encryption removed or
otherwise provided to the FTC;

(b)  Asuncompressed electronic volumes on size-appropriate,
Windows-compatible, media;

(c) All electronic media shall be scanned for and free of viruses;

(d)  Data encryption tools may be employed to protect privileged or
other personal or private information. The FTC accepts
TrueCrypt, PGP, and SecureZip encrypted media. The passwords
should be provided in advance of delivery, under separate cover.
Alternate means of encryption should be discussed and approved
by the FTC.

(e) Please mark the exterior of all packages containing electronic
media sent through the U.S. Postal Service or other delivery
services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.

(6)  All electronic files and images shall be accompanied by a production
transmittal letter which includes:

(a) A summary of the number of records and all underlying
images, emails, and associated attachments, native files, and
databases in the production; and

(b)  Anindex that identifies the corresponding consecutive
document identification number(s) used to identify each person’s
documents and, if submitted in paper form, the box number
containing such documents. If the index exists as a computer
file(s), provide the index both as a printed hard copy and in
machine-readable form (provided that the Commission counsel
named above determines prior to submission that the machine-
readable form would be in a format that allows the agency to use
the computer files). The Commission counsel named above will
provide a sample index upon request.
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A Bureau of Consumer Protection Production Guide is available upon request from the
Commission counsel named above. This guide provides detailed directions on how to fully
comply with this instruction.

N. Sensitive Personally Identifiable Information: If any material called for by these
requests contains sensitive personally identifiable information or sensitive health information of
any individual, please contact us before sending those materials to discuss whether it would be
appropriate to redact the sensitive information. If that information will not be redacted, contact
us to discuss encrypting any electronic copies of such material with encryption software such as
SecureZip and provide the encryption key in a separate communication,

For purposes of these requests, sensitive personally identifiable information includes: an
individual’s Social Security number alone; or an individual’s name or address or phone number
in_ combination with one or more of the following: date of birth; Social Security number; driver’s
license number or other state identification number, or a foreign country equivalent; passport
number; financial account number; credit card number; or debit card number. Sensitive health
information includes medical records and other individually identifiable health information
relating to the past, present, or future physical or mental health or conditions of an individual, the
provision of health care to an individual, or the past, present, or future payment for the provision
of health care to an individual.

0. Certification of Records of Regularly Conducted Activity: Attached is a Certification
of Records of Regularly Conducted Activity, which may reduce the need to subpoena the
Company to testify at future proceedings in order to establish the admissibility of documents
produced in response to this CID. You are asked to execute this Certification and provide it with
your response.

IV.  SPECIFICATIONS

A. Produce the following documents related to Premium Short Messaging Service
(“PSMS”) that the Company provided to AT&T Mobility LLC (“AT&T”) and/or T-
Mobile US, Inc. (“T-Mobile”);

Month End Reports

Executive Summary Reports,

In-Market Monitoring Reports

Program Violation Notices

Audit Reports

Quarterly Dashboard Reports

Monthly Repeat Offender Reports
Monthly Escalated Case Reports
Aggregator Consent Management Reports
0.  Refund Rate Reports

=00 00 B oh LA g L3
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Produce all communications, including but not limited to emails, with AT&T or T-
Mobile transmitting or discussing the documents requested in Specification A.

Produce all Program Violation Notices describing Severity 0 or Severity | violations
related to PSMS provided to CTIA from January 1, 2010 until the date of full and
complete compliance with this CID.

NOTE: This CID is issued in conformance with Sections 2702 and 2703 of Title 18 of
the United States Code (the Electronic Communications Privacy Act). To the extent
you are a provider of electronic communication service or remote computing service,
your response to this CID should not divulge a record or information pertaining to a
subscriber or customer of your electronic communication service or remote computing
service, other than that allowed pursuant to 18 U.S.C. § 2703(c)(2). If you have any
questions, please contact FTC staff attorney Katherine Worthman at (202) 326-2929
before providing responsive information.
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CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY.
Pursuant to 28 U.S.C. § 1746

I I, , have personal knowledge of the facts set forth below

and am competent to testify as follows:
2. I have authority to certify the authenticity of the records produced by WMC Global, Inc.
and attached hereto.
3 The documents produced and attached hereto by WMC Global, Inc. are originals or true
copies of records of regularly conducted activity that:
a) Were made at or near the time of the occurrence of the matters set forth by, or
from information transmitted by, a person with knowledge of those matters;
b) Were kept in the course of the regularly conducted activity of WMC Global, Inc.;
and
c) Were made by the regularly conducted activity as a regular practice of WMC

Global, Inc.

I certify under penalty of perjury that the foregoing is true and correct.

Executed on ,2013.

Signature



CIVIL INVESTIGATIVE DEMAND

Documentary Material
1. TOI 2. FROM
Aegis Mobile LLC
Attn: John Bruner, COO UNITED STATES OF AMERICA
6518 Meadowridge Rd FEDERAL TRADE COMMISSION
Columbia, MD 21075

This demand is issued pursuant to Section 20 of the Federal Trade Commission Act, 15 U.S.C. § 57b-1, in the
course of an investigation to determine whether there is, has been, or may be a violation of any laws
administered by the Federal Trade Commission by conduct, activities or proposed action as described in Item 3.

3. SUBJECT OF INVESTIGATION

See attached resolution

You are required by this demand to produce all documentary material in the attached schedule that is in your possession,
custody or control, and to make it available at your address indicated above for inspection and copying or reproduction.

4. DATE AND TIME MATERIAL MUST 'BE AVAILABLE

DEC 02 2013

5. COMMISSION COUNSEL

Katherine Worthman
202-326-2929

Federal Trade Commission
600 Pennsylvania Avenue, NW
Mail Stop NJ-3158
Washington, DC 20580

6. RECORDS CUSTODIAN

Elizabeth Han

Federal Trade Commission
600 Pennsylvania Avenue, NW
Mail Stop NJ-3158
Washington, DC 20580

7. DEPUTY RECORDS CUSTODIAN

Katherine Worthman
202-326-2020

Federal Trada Commission
600 Pennsylvania Avenue, NW
Mail Stop NJ-3158
Washington, DC 20580

DATE ISSUED

1-5- 013

COMMISSIONER'S SIGNATUR|

INSTRUCTIONS AND NOTICES

The delivery of this demand to you by any method prescribed by the
Commission's Rules of Practice is legal service and may subject you to a
penalty imposed by law for failure to comply. The production of
documentary material in response to this demand must be made under a
swom certificate, in the form printed on the second page of this demand,
by the person to whom this demand is directed or, if not a natural person,
by a person or persons having knowledge of the facts and circumstances
relating to such production. This demand does not require approval by
OMB under the Paperwork Reduction Act of 1980.

PETITION TO LIMIT OR QUASH

The Commission's Rules of Practice require that any petition to limit or
quash this demand be filed within 20 days after service, or, if the retum
date is less than 20 days after service, prior to the return date. The original
and twelve copies of the petition must be filed with the Secretary of the
Federal Trade Commission, and one copy should be sent to the
Commission Counsel named in ltem 5.

YOUR RIGHTS TO REGULATORY.
ENFORCEMENT FAIRNESS

The FTC has a longstanding commitment to a fair regulatory enforcement
environment. If you are a small business (under Small Business
Administration standards), you have a right to contact the Small Business
Administration's National Ombudsman at 1-888-REGFAIR
(1-888-734-3247) or www.sba.gov/ombudsman regarding the faimess of
the compliance and enforcement activities of the agency. You should
understand, however, that the National Ombudsman cannot change, stop,
or delay a federal agency enforcement action.

The FTC strictly forbids retaliatory acts by its employees, and you will not
be penalized for expressing a concern about these activities.

A copy of the Commission's Rules of Practice is available online at
i . Paper copies are available upon

request,

FTC Form 143 (rev. 3/03)


www.sba.gov/ombudsman

Form of Certificate of Compliance*

I/We do certify that all of the documents required by the attached Civil Investigative Demand which are in
the possession, custody, control, or knowledge of the person to whom the demand is directed have been
submitted to a custodian named herein.

If a document responsive to this CID has not been submitted, the objection to its submission and the
reasons for the objection have been stated.

Signature

Title

Sworn to before me this day:

Notary Public

*In the event that more than one person is responsible for submitting documents responsive to this demand, the certificate shall
identify the documents for which each cerlifying individual was responsible. In place of a sworn statement, the above
certificate of compliance may be supported by an unswom declaration as provided for by 28 U.S.C. § 1746.

FTC Form 143-back (rev 3/03)



UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

COMMISSIONERS: Jon Leibowitz, Chairman
William E. Kovacic

J. Thomas Rosch
Edith Ramirez
Julie Brill

RESOLUTION AUTHORIZING USE OF COMPULSORY PROCESS
IN NON-PUBLIC INVESTIGATION OF TELEPHONE-BILLED
SERVICES, AUDIOTEXT SERVICES, VIDEOTEXT SERVICES AND
OBIL LEPHONE-BILLED SERVIC

File 0523139

Nature and Scope of Investigation:

To determine whether unnamed persons, partnerships, corporations, and others engaged in
the advertising, promotion, operation, offering for sale, or sale of telephone-billed services,
audiotext services, videotext services, mobile telephone-billed services, or billing or collection for
such services, have been or are engaged in acts or practices in violation of Section 5 of the Federal
Trade Commission Act, 15 U.S.C. § 45, or the Commission’s Trade Regulation Rule pursuant to
the Telephone Disclosure and Dispute Resolution Act of 1992, 16 C.F.R. Part 308. The
investigation is also to determine whether Commission action to obtain redress of injury to
consumers or others would be in the public interest.

The Federal Trade Commission hereby resolves and directs that any and all compulsory
processes available to it be used in connection with this investigation for a period not to exceed five
years from the date of issuance of this resolution. The expiration of this five-year period shall not
limit or terminate the investigation or the legal effect of any compulsory process issued during the
five-year period. The Federal Trade Commission specifically authorizes the filing or continuation
of actions to enforce any such compulsory process after the expiration of the five-year period.

Authority to Conduct Investigation:

Sections 6, 3, 10 and 20 of the Federal Trade Commission Act, 15 U.S.C. §§ 46, 49, 50 and
57b-1, as amended; FTC Procedures and Rules of Practices, 16 C.F.R. Part 1.1 gt seg. and

supplements thereto.

By direction of the Commission. g ; M

Donald S. Clark
Secretary

[ssued: August 10, 2019




CONFIDENTIAL
LAW ENFORCEMENT INVESTIGATION

YOU ARE REQUESTED NOT TO DISCLOSE

This CID relates to an official, nonpublic, law enforcement investigation currently being conducted by the
Federal Trade Commission. You are requested not to disclose the existence of this CID until you have been
notified that the investigation has been completed. Premature disclosure could impede the Commission’s
investigation and interfere with its enforcement of the law. If compliance with this request may result in a
permanent or temporary termination of service(s) described below, or otherwise alert the customer(s) or
subscriber(s) as to your actions to produce the referenced information, please contact the Commission before
taking such actions. Questions regarding the disclosure of the existence of this CID should be addressed to
Katherine Worthman at (202) 326-2929,
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CIVIL INVESTIGATIVE DEMAND
SCHEDULE FOR PRODUCTION OF DOCUMENTS

L DEFINITIONS
As used in this Civil Investigative Demand, the following definitions shall apply:

A, “And,” as well as “or,” shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any specification in this Schedule all information
that otherwise might be construed to be outside the scope of the specification.

B. “Any” shall be construed to include “all,” and “all” shall be construed to include the
word “any.”

C. “CID” shall mean the Civil Investigative Demand, including the attached Resolution and
this Schedule, and including the Definitions, Instructions, and Specifications.

D. “Company” shall mean Aegis Mobile LLC, its wholly or partially owned subsidiaries,
unincorporated divisions, joint ventures, operations under assumed names, and affiliates, and all
directors, officers, employees, agents, consultants, and other persons working for or on behalf of
the foregoing.

E. “Customer correspondence” shall mean messages, such as customer complaints, sent
by a subscriber or customer to his or her service provider and stored by the service provider as
its own record for business purposes.

F. “Document” shall mean the complete original and any non-identical copy (whether
different from the original because of notations on the copy or otherwise), regardless of origin or
location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of every
type and description, however and by whomever prepared, produced, disseminated or made,
including but not limited to any advertisement, book, pamphlet, periodical, contract,
correspondence, file, invoice, memorandum, note, telegram, report, record, handwritten note,
working paper, routing slip, chart, graph, paper, index, map, tabulation, manual, guide, outline,
script, abstract, history, calendar, diary, agenda, minute, code book or label. “Document” shall
also include all documents, materials, and information, including Electronically Stored
Information, within the meaning of the Federal Rules of Civil Procedure.

¢ “Each” shall be construed to include “every,” and “every” shall be construed to include
“each.”

H. “Electronically Stored Information” or “ESI” shall mean the complete original and
any non-identical copy (whether different from the original because of notations, different
metadata, or otherwise), regardless of origin or location, of any writings, drawings, graphs,
charts, photographs, sound recordings, images, and other data or data compilations stored in any
electronic medium from which information can be obtained either directly or, if necessary, after
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translation by you into a reasonably usable form. This includes, but is not limited to, electronic
mail, instant messaging, videoconferencing, and other electronic correspondence (whether
active, archived, or in a deleted items folder), word processing files, spreadsheets, databases, and
video and sound recordings, whether stored on: cards; magnetic or electronic tapes; disks;
computer hard drives, network shares or servers, or other drives; cloud-based platforms; cell
phones, PDAs, computer tablets, or other mobile devices; or other storage media.

I “FTC” or “Commission” shall mean the Federal Trade Commission.

J. “Identify” or “the identity of”” shall be construed to require identification of (a) natural
persons by name, title, present business affiliation, present business address and telephone
number, or if a present business affiliation or present business address is not known, the last
known business and home addresses; and (b) businesses or other organizations by name, address,
identities of natural persons who are officers, directors or managers of the business or
organization, and contact persons, where applicable.

K. “Referring to” or “relating to” shall mean discussing, describing, reflecting, containing,
analyzing, studying, reporting, commenting, evidencing, constituting, setting forth, considering,
recommending, concerning, or pertaining to, in whole or in part.

L. “You” and “Your” shall mean the person or entity to whom this CID is issued and
includes the “Company.”

II. INSTRUCTIONS

A. Confidentiality: This CID relates to an official, nonpublic, law enforcement
investigation currently being conducted by the Federal Trade Commission. You are
requested not to disclose the existence of this CID until you have been notified that the
investigation has been completed. Premature disclosure could impede the Commission’s
investigation and interfere with its enforcement of the law. If compliance with this request
may result in a permanent or temporary termination of service(s) described below, or
otherwise alert the customer(s) or subscriber(s) as to your actions to produce the
referenced information, please contact the Commission before taking such actions.
Questions regarding the disclosure of the existence of this CID should be addressed to
Katherine Worthman at (202) 326-2929.

B. Meet and Confer: You must contact Katherine Worthman at (202) 326-2929 as soon
as possible to schedule a meeting (telephonic or in person) to be held within fourteen (14) days
after receipt of this CID, or before the deadline for filing a petition to quash, whichever is first,
in order to discuss compliance and to address and attempt to resolve all issues, including issues
relating to protected status and the form and manner in which claims of protected status will be
asserted, and the submission of ESI and other electronic productions as described in these
Instructions. Pursuant to 16 C.F.R. § 2.7(k), you must make available personnel with the

knowledge necessary for resolution of the issues relevant to compliance with this CID, including
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but not limited to personnel with knowledge about your information or records management
systems, relevant materials such as organizational charts, and samples of material required to be
produced. If any issues relate to ESI, you must make available a person familiar with your ESI
systems and methods of retrieval.

C. Applicable time period: Unless otherwise directed in the specifications, the applicable
time period for the request shall be from April 1, 2012 until the date of full and complete
compliance with this CID.

D. Claims of Privilege: If any material called for by this CID is withheld based on a claim
of privilege, work product protection, or statutory exemption, or any similar claim (see 16 C.F.R.
§ 2.7(a)(4)), the claim must be asserted no later than the return date of this CID. In addition,
pursuant to 16 C.F.R. § 2.11(a)(1), submit, together with the claim, a detailed log of the items
withheld. The information in the log shall be of sufficient detail to enable the Commission staff
to assess the validity of the claim for each document, including attachments, without disclosing
the protected information. Submit the log in a searchable electronic format, and, for each
document, including attachments, provide:

1. Document control number(s);

2, The full title (if the withheld material is a document) and the full file name (if the
withheld material is in electronic form);

3. A description of the material withheld (for example, a letter, memorandum, or
email), including any attachments;

4. The date the material was created;

3. The date the material was sent to each recipient (if different from the date the
material was created);

6. The email addresses, if any, or other electronic contact information to the extent
used in the document, from which and to which each document was sent;

7. The names, titles, business addresses, email addresses or other electronic contact
information, and relevant affiliations of all authors;

8. The names, titles, business addresses, email addresses or other electronic contact
information, and relevant affiliations of all recipients of the material;

9. The names, titles, business addresses, email addresses or other electronic contact
information, and relevant affiliations of all persons copied on the material,

10.  The factual basis supporting the claim that the material is protected; and
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11. Any other pertinent information necessary to support the assertion of protected
status by operation of law.

16 C.F.R. § 2.11(a)(1)(i)-(xi).

In the log, identify by an asterisk each attorney who is an author, recipient, or person
copied on the material. The titles, business addresses, email addresses, and relevant affiliations
of all authors, recipients, and persons copied on the material may be provided in a legend
appended to the log. However, provide in the log the information required by Instruction D.6.
16 C.F.R. § 2.11(a)(2). The lead attorney or attorney responsible for supervising the review of
the material and who made the determination to assert the claim of protected status must attest to
the log. 16 C.F.R. § 2.11(a)(1).

If only some portion of any responsive material is privileged, all non-privileged portions
of the material must be submitted. Otherwise, produce all responsive information and material
without redaction. 16 C.F.R. § 2.11(c). The failure to provide information sufficient to support
a claim of protected status may result in denial of the claim. 16 CF.R. § 2.11(a)(1).

E. Document Retention: You shall retain all documentary materials used in the
preparation of responses to the specifications of this CID. The Commission may require the
submission of additional documents at a later time during this investigation. Accordingly, you
should suspend any routine procedures for document destruction and take other measures to
prevent the destruction of documents that are in any way relevant to this investigation during its
pendency, irrespective of whether you believe such documents are protected from discovery by
privilege or otherwise. See 15 U.S.C. § 50; see also 18 U.S.C. §§ 1505, 1519,

F. Petitions to Limit or Quash: Any petition to limit or quash this CID must be filed with
the Secretary of the Commission no later than twenty (20) days after service of the CID, or, if the
return date is less than twenty (20) days after service, prior to the return date. Such petition shall
set forth all assertions of protected status or other factual and legal objections to the CID,
including all appropriate arguments, affidavits, and other supporting documentation. 16 C.F.R.

§ 2.10(a)(1). Such petition shall not exceed 5,000 words as set forth in 16 C.F.R. § 2.10(a)(1)
and must include the signed separate statement of counsel required by 16 C.F.R. § 2.10(a)(2).
The Commission will not consider petitions to quash or limit absent a pre-filing meet and
confer session with Commission staff and, absent extraordinary circumstances, will
consider only issues raised during the meet and confer process. 16 C.F.R. § 2.7(k); see also

§ 2.11(b).

G. Modification of Specifications: If you believe that the scope of the required search or
response for any specification can be narrowed consistent with the Commission’s need for
documents or information, you are encouraged to discuss such possible modifications, including
any modifications of definitions and instructions, with Katherine Worthman at (202) 326-
2929. All such modifications must be agreed to in writing by the Bureau Director, or a Deputy
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Bureau Director, Associate Director, Regional Director, or Assistant Regional Director. 16
C.F.R. § 2.7(]).

H. Certification: A duly authorized manager of the Company shall certify that the response
to this CID is complete. This certification shall be made in the form set out on the back of the
CID form, or by a declaration under penalty of perjury as provided by 28 U.S.C. § 1746.

k Scope of Search: This CID covers documents and information in your possession or
under your actual or constructive custody or control including, but not limited to, documents and
information in the possession, custody, or control of your attorneys, accountants, directors,
officers, employees, and other agents and consultants, whether or not such documents and
information were received from or disseminated to any person or entity.

J. Document Production: You shall produce the documentary material by making all
responsive documents available for inspection and copying at your principal place of business.
Alternatively, you may elect to send all responsive documents to Elizabeth Han, Federal Trade
Commission, 600 Pennsylvania Avenue NW, Mail Stop NJ-3158, Washington, D.C. 20580.
Because postal delivery to the Commission is subject to delay due to heightened security
precautions, please use a courier service such as Federal Express or UPS. Notice of your
intended method of production shall be given by email or telephone to Katherine Worthman,
kworthman@ftc.gov and (202) 326-2929, at least five days prior to the return date.

K. Document Identification: Documents that may be responsive to more than one
specification of this CID need not be submitted more than once; however, your response should
indicate, for each document submitted, each specification to which the document is responsive.
If any documents responsive to this CID have been previously supplied to the Commission, you
may comply with this CID by identifying the document(s) previously provided and the date of
submission. Documents should be produced in the order in which they appear in your files or as
electronically stored and without being manipulated or otherwise rearranged; if documents are
removed from their original folders, binders, covers, containers, or electronic source in order to
be produced, then the documents shall be identified in a manner so as to clearly specify the
folder, binder, cover, container, or electronic media or file paths from which such documents
came. In addition, number by page (or file, for those documents produced in native electronic
format) all documents in your submission, preferably with a unique Bates identifier, and indicate
the total number of documents in your submission.

L. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of native electronic files) may be submitted in lieu of original
documents, provided that the originals are retained in their state at the time of receipt of this
CID. Further, copies of originals may be submitted in lieu of originals only if they are true,
correct, and complete copies of the original documents; provided, however, that submission of a
copy shall constitute a waiver of any claim as to the authenticity of the copy should it be
necessary to introduce such copy into evidence in any Commission proceeding or court of law;
and provided further that you shall retain the original documents and produce them to
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Commission staff upon request. - Copies of marketing-materials and advertisements shall be
produced in color, and copies of other materials shall be produced in color if necessary to
interpret them or render them intelligible.

M.  Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information (“ESI”) or digitally imaged hard copy documents.
Before submitting any electronic production, You must confirm with the Commission counsel
named above that the proposed formats and media types will be acceptable to the Commission.
The FTC requests Concordance load-ready electronic productions, including DAT and OPT load
files.

(1)  Electronically Stored Information: Documents created, utilized, or
maintained in electronic format in the ordinary course of business should
be delivered to the FTC as follows:

(a)  Spreadsheet and presentation programs, including but not limited
to Microsoft Access, SQL, and other databases, as well as
Microsoft Excel and PowerPoint files, must be produced in native
format with extracted text and metadata. Data compilations in
Excel spreadsheets, or in delimited text formats, must contain all
underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including structured
data document systems) must include a database schema that
defines the tables, fields, relationships, views, indexes, packages,
procedures, functions, queues, triggers, types, sequences,
materialized views, synonyms, database links, directories, Java,
XML schemas, and other elements, including the use of any report
writers and custom user data interfaces;

(b)  All ESI other than those documents described in (1)(a) above must
be provided in native electronic format with extracted text or
Optical Character Recognition (OCR) and all related metadata, and
with corresponding image renderings as converted to Group IV,
300 DPI, single-page Tagged Image File Format (TIFF) or as color
JPEG images (where color is necessary to interpret the contents);

(c) Each electronic file should be assigned a unique document
identifier (“DocID”) or Bates reference.

(2)  Hard Copy Documents: Documents stored in hard copy in the ordinary
course of business should be submitted in an electronic format when at all
possible. These documents should be true, correct, and complete copies of
the original documents as converted to TIFF (or color JPEG) images with
corresponding document-level OCR text. Such a production is subject to

Page 7 of 11 CONFIDENTIALITY
REQUESTED



€)

the following requirements:

(2)

(b)

(c)

Each page shall be endorsed with a document identification
number (which can be a Bates number or a document control
number); and

Logical document determination should be clearly rendered in the
accompanying load file and should correspond to that of the
original document; and

Documents shall be produced in color where necessary to interpret
them or render them intelligible;

For each document electronically submitted to the FTC, You should
include the following metadata fields in a standard ASCII delimited
Concordance DAT file:

(a)

(®)

(©)

(d)

For electronic mail: begin Bates or unique document
identification number (“DocID”), end Bates or DocID, mail folder
path (location of email in personal folders, subfolders, deleted or.
sent items), custodian, from, to, cc, bee, subject, date and time
sent, date and time received, and complete attachment '
identification, including the Bates or DocID of the attachments

" (AttachIDs) delimited by a semicolon, MD5 or SHA Hash value,

and link to native file;

For email attachments: begin Bates or DocID, end Bates or
DoclID, parent email ID (Bates or DocID), page count, custodian,
source location/file path, file name, file extension, file size, author,
date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native file;

For loose electronic documents (as retrieved directly from
network file stores, hard drives, etc.): begin Bates or DoclD, end
Bates or DocID, page count, custodian, source media, file path,
filename, file extension, file size, author, date and time created,
date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native file;

For imaged hard copy documents: begin Bates or DocID, end
Bates or DocID, page count, source, and custodian; and where
applicable, file folder name, binder name, attachment range, or
other such references, as necessary to understand the context of the
document as maintained in the ordinary course of business.
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(4)

)

(6)

If You intend to utilize any de-duplication or email threading software or
services when collecting or reviewing information that is stored in Your
computer systems or electronic storage media, or if Your computer
systems contain or utilize such software, You must contact the
Commission counsel named above to determine whether and in what
manner You may use such software or services when producing materials
in response to this Request.

Submit electronic productions as follows:

(@)

(b)

(©
d

(e)

With passwords or other document-level encryption removed or
otherwise provided to the FTC;

As uncompressed electronic volumes on size-appropriate,
Windows-compatible, media;

All electronic media shall be scanned for and free of viruses;

Data encryption tools may be employed to protect privileged or
other personal or private information. The FTC accepts
TrueCrypt, PGP, and SecureZip encrypted media. The passwords
should be provided in advance of delivery, under separate cover.
Alternate means of encryption should be discussed and approved
by the FTC.

Please mark the exterior of all packages containing electronic
media sent through the U.S. Postal Service or other delivery
services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.

All electronic files and images shall be accompanied by a production
transmittal letter which includes:

(a)

(b)

A summary of the number of records and all underlying
images, emails, and associated attachments, native files, and
databases in the production; and

An index that identifies the corresponding consecutive
document identification number(s) used to identify each person’s
documents and, if submitted in paper form, the box number
containing such documents. If the index exists as a computer

Page 9 of 11 . CONFIDENTIALITY
REQUESTED



file(s), provide the index both as a printed hard copy and in
machine-readable form (provided that the Commission counsel
named above determines prior to submission that the machine-
readable form would be in a format that allows the agency to use
the computer files). The Commission counsel named above will
provide a sample index upon request.

A Bureau of Consumer Protection Production Guide is available upon request from the
Commission counsel named above. This guide provides detailed directions on how to fully
comply with this instruction.

N. Sensitive Personally Identifiable Information: If any material called for by these

- requests contains sensitive personally identifiable information or sensitive health information of
any individual, please contact us before sending those materials to discuss whether it would be
appropriate to redact the sensitive information. If that information will not be redacted, contact
us to discuss encrypting any electronic copies of such material with encryption software such as
SecureZip and provide the encryption key in a separate communication.

For purposes of these requests, sensitive personally identifiable information includes: an
individual’s Social Security number alone; or an individual’s name or address or phone number
in combination with one or more of the following: date of birth; Social Security number; driver’s
license number or other state identification number, or a foreign country equivalent; passport
number; financial account number; credit card number; or debit card number. Sensitive health
information includes medical records and other individually identifiable health information
relating to the past, present, or future physical or mental health or conditions of an individual, the
provision of health care to an individual, or the past, present, or future payment for the provision
of health care to an individual.

0. Certification of Records of Regularly Conducted Activity: Attached is a Certification
of Records of Regularly Conducted Activity, which may reduce the need to subpoena the
Company to testify at future proceedings in order to establish the admissibility of documents
produced in response to this CID. You are asked to execute this Certification and provide it with
your response.

III. SPECIFICATIONS
A. “Subject Entities” shall mean the following:

1. AT&T Mobility LLC; and
2 T-Mobile US, Inc.

B. Produce all audit reports provided to the Subject Entities relating to Premium Short
Messaging Services (“PSMS”).
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C. Produce all communications, including but not limited to emails, with Subject Entities
transmitting or discussing the documents requested in Specification B.

NOTE: This CID is issued in conformance with Sections 2702 and 2703 of Title 18 of the
United States Code (the Electronic Communications Privacy Act). To the extent you are a
provider of electronic communication service or remote computing service, your response
to this CID should not divulge a record or information pertaining to a subscriber or
customer of your electronic communication service or remote computing service, other
than that allowed pursuant to 18 U.S.C. § 2703(c)(2). If you have any questions, please
contact FTC staff attorney Katherine Worthman at (202) 326-2929 before providing
responsive information.
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CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY

Pursuant to 28 U.S.C. § 1746

L. I, , have personal knowledge of the facts set forth below

and am competent to testify as follows:
24 I have authority to certify the authenticity of the records produced by Aegis Mobile LLC
and attached hereto.
3. The documents produced and attached hereto by Aegis Mobile LLC are originals or true
copies of records of regularly conducted activity that:
a) Were made at or near the time of the occurrence of the matters set forth by, or
from information transmitted by, a person with knowledge of those matters;
b) Were kept in the course of the regularly conducted activity of Aegis Mobile LLC;
and
c) Were made by the regularly conducted activity as a regular practice of Aegis

Mobile LLC.

I certify under penalty of perjury that the foregoing is true and correct.

Executed on ,2013.

Signature



CIVIL INVESTIGATIVE DEMAND

Documentary Material
1. TO 2. FROM
WMC Global, Inc.
fln; Aopeid Sweie. UNITED STATES OF AMERICA
s e S R0 FEDERAL TRADE COMMISSION

This demand is issued pursuant to Section 20 of the Federal Trade Commission Act, 15 U.S.C. § 57b-1, in the
course of an investigation to determine whether there is, has been, or may be a violation of any laws
administered by the Federal Trade Commission by conduct, activities or proposed action as described in Item 3.

3. SUBJECT OF INVESTIGATION

See attached resolution.

You are required by this demand to produce all documentary material in the attached schedule that is in your possession,
custody or control, and to make it available at your address indicated above for inspection and copying or reproduction.

4. DATE AND TIME MATERIAL MUST BE AVAILABLE

DEC 02 2013

5. COMMISSION COUNSEL

Katherine Worthman
202-326-2929

Federal Trade Commlssion

600 Pennsylvania Avenue, N.W.,
Mail Stop NJ-3158

Washington, DC 20580

6. RECORDS CUSTODIAN
Elizabeth Han

Federal Trade Commission

600 Pennsylvania Avenue, N.W.,
Mail Stop NJ-3158

Washington, DC 20580

7. DEPUTY RECORDS CUSTODIAN

Katherine Worthman
202-326-2029

Federal Trade Commission

600 Pennsylvania Avenue, N.W.,
Mail Stop NJ-3158

Washington, DC 20580

DATE ISSUED

1-5-3013

COMMISSIONER'S SIGNATURE

INSTRUCTIONS AND NOTICES

The delivery of this demand to you by any method prescribed by the
Commission's Rules of Practice is legal service and may subject you to a
penalty imposed by law for failure to comply. The production of
documentary material in response to this demand must be made under a
swom certificate, in the form printed on the second page of this demand,
by the person to whom this demand is directed or, if not a natural person,
by a person or persons having knowledge of the facts and circumstances
relating to such production. This demand does not require approval by
OMB under the Paperwork Reduction Act of 1980.

PETITION TO LIMIT OR QUASH~___

The Commission's Rules of Practice require that any petition to limit or
quash this demand be filed within 20 days after service, or, if the return
date is less than 20 days after service, prior to the return date. The original
and twelve coples of the petition must be filed with the Secretary of the
Federal Trade Commission, and one copy should be sent to the
Commission Counsel named in [tem 5.

-

Al &M

YOUR RIGHTS TO REGULATORY
ENFORCEMENT FAIRNESS

The FTC has a longstanding commitment to a fair regulatory enforcement
environment. If you are a small business (under Small Business
Administration standards), you have a right to contact the Small Business
Administration's National Ombudsman at 1-888-REGFAIR
(1-888-734-3247) or www.sba.goviombudsman regarding the fairness of
the compliance and enforcement activities of the agency. You should
understand, however, that the National Ombudsman cannot change, stop,
or delay a federal agency enforcement action.

™"

The FTC strictly forbids retaliatory acts by its employees, and you will not
be penalized for expressing a concern about these activities.

A copy of the Commission's Rules of Practice is available online at

hitp:/ibit.ly/FTCRulesofPractice. Paper copies are available upon
request,

FTC Form 143 (rev. 3/03)



http:l!bjtly/FICRulesofPraclice
www.sba.gov/ombudsman

Form of Certificate of Compliance*

I/We do certify that all of the documents required by the attached Civil Investigative Demand which are in
the possession, custody, control, or knowledge of the perscen to whom the demand is directed have been
submitted to a custodian named herein.

If a document responsive to this CID has not been submitted, the objection to its submission and the
reasons for the objection have been stated.

Signature

Title

Sworn to before me this day

Notary Public

“In the event that more than one person is responsible for submitting documents responsive to this demand, the certificate shall
identify the documents for which each certifying individual was responsible. In place of a sworn statement, the above
certificate of compliance may be supported by an unswom declaration as provided for by 28 U.S.C. § 1746.

FTC Form 143-back (rev 3/03)



UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

COMMISSIONERS: Jon Leibowitz, Chairman
William E. Kovacic
J. Thomas Roesch
Edith Ramirez
Julie Brill

RESOLUTION AUTHORIZING USE OF COMPULSORY PROCESS
IN NON-PUBLIC INVESTIGATION OF TELEPHONE-BILLED
SERVICES, AUDIOTEXT SERVICES, VIDEOTEXT SERVICES AND

1 E -

File 052 3139

Nature and Scope of Investigation:

To determine whether unnamed persons, partnerships, corporations, and others engaged in
the advertising, promotion, operation, offering for sale, or sale of telephone-billed services,
audiotext services, videotext services, mobile telephone-billed services, or billing or collection for
such services, have been or are engaged in acts or practices in violation of Section 5 of the Federal
Trade Commission Act, 15 U.S.C. § 45, or the Commission’s Trade Regulation Rule pursuant to
the Telephone Disclosure and Dispute Resolution Act of 1992, 16 C.F.R. Part 308. The
investigation is also to determine whether Commission action to obtain redress of injury to

consumers or others would be in the public interest.

The Federal Trade Commission hereby resolves and directs that any and all compulsory
processes available to it be used in connection with this investigation for a period not to exceed five
years from the date of issuance of this resolution. The expiration of this five-year period shall not
limit or terminate the investigation or the legal effect of any compulsory process issued during the
five-year period. The Federal Trade Commission specifically authorizes the filing or continuation
of actions to enforce any such compulsory process after the expiration of the five-year period.

Authority to Conduct Investigation:

Sections 6, 9, 10 and 20 of the Federal Trade Commission Act, 15 U.S.C. §§ 46, 49, 50 and
57b-1, as amended; FTC Procedures and Rules of Practices, 16 C.F.R, Part 1.1 ¢t seq. and

supplements thereto.

By direction of the Commission.
j ED: o‘nardi S.{;u-k ‘

Secretary

[ssued: August 10,2010



CONFIDENTIAL
LAW ENFORCEMENT INVESTIGATION

YOU ARE REQUESTED NOT TO DISCLOSE

This CID relates to an official, nonpublic, law enforcement Investigation currently being conducted by the
Federal Trade Commission. You are requested not to disclose the existence of this CID until you have been
notified that the investigation has been completed. Premature disclosure could impede the Commission’s
investigation and interfere with its enforcement of the law. If compliance with this request may result in a
permanent or temporary termination of service(s) described below, or otherwise alert the customer(s) or
subscriber(s) as to your actions to produce the referenced information, please contact the Commission before
taking such actions. Questions regarding the disclosure of the existence of this CID should be addressed to
Katherine Worthman at (202) 326-2929.

Page 1 of 11 CONFIDENTIALITY
REQUESTED



CIVIL INVESTIGATIVE DEMAND
SCHEDULE FOR PRODUCTION OF DOCUMENTS

L DEFINITIONS
As used in this Civil Investigative Demand, the following definitions shall apply:

A. “And,” as well as “or,” shall be construed both conjunctively and disjunctively, as
necessary, in order to bring within the scope of any specification in this Schedule all information
that otherwise might be construed to be outside the scope of the specification.

B. “Any” shall be construed to include “all,” and “all” shall be construed to include the
word “any.”

C. “CID” shall mean the Civil Investigative Demand, including the attached Resolution and
this Schedule, and including the Definitions, Instructions, and Specifications.

D. “Company” shall mean WMC Global, Inc. also d/b/a WMC Global its wholly or
partially owned subsidiaries, unincorporated divisions, joint ventures, operations under assumed
names, and affiliates, and all directors, officers, employees, agents, consultants, and other
persons working for or on behalf of the foregoing.

E. “Customer correspondence” shall mean messages, such as customer complaints, sent
by a subscriber or customer to his or her service provider and stored by the service provider as
its own record for business purposes.

F. “Document” shall mean the complete original and any non-identical copy (whether
different from the original because of notations on the copy or otherwise), regardless of origin or
location, of any written, typed, printed, transcribed, filmed, punched, or graphic matter of every
type and description, however and by whomever prepared, produced, disseminated or.made,
including but not limited to any advertisement, book, pamphlet, periodical, contract,
correspondence, file, invoice, memorandum, note, telegram, report, record, handwritten note,
working paper, routing slip, chart, graph, paper, index, map, tabulation, manual, guide, outline,
script, abstract, history, calendar, diary, agenda, minute, code book or label. “Document” shall
also include all documents, materials, and information, including Electronically Stored
Information, within the meaning of the Federal Rules of Civil Procedure.

G. “Each” shall be construed to include “every,” and “every” shall be construed to include
“each.”

H “Electronically Stored Information” or “ESI” shall mean the complete original and
any non-identical copy (whether different from the original because of notations, different
metadata, or otherwise), regardless of origin or location, of any writings, drawings, graphs,
charts, photographs, sound recordings, images, and other data or data compilations stored in any
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electronic medium from which information can be obtained either directly or, if necessary, after
translation by you into a reasonably usable form. This includes, but is not limited to, electronic
mail, instant messaging, videoconferencing, and other electronic correspondence (whether
active, archived, or in a deleted items folder), word processing files, spreadsheets, databases, and
video and sound recordings, whether stored on: cards; magnetic or electronic tapes; disks;
computer hard drives, network shares or servers, or other drives; cloud-based platforms; cell
phones, PDAs, computer tablets, or other mobile devices; or other storage media.

L. “FTC” or “Commission” shall mean the Federal Trade Commission.

A “Identify” or “the identity of”’ shall be construed to require identification of (a) natural
persons by name, title, present business affiliation, present business address and telephone
number, or if a present business affiliation or present business address is not known, the last
known business and home addresses; and (b) businesses or other organizations by name, address,
identities of natural persons who are officers, directors or managers of the business or
organization, and contact persons, where applicable.

K. “Referring to” or “relating to” shall mean discussing, describing, reflecting, containing,
analyzing, studying, reporting, commenting, evidencing, constituting, setting forth, considering,
recommending, concerning, or pertaining to, in whole or in part.

L. “You” and “Your” shall mean the person or entity to whom this CID is issued and
includes the “Company.”

IL. INSTRUCTIONS

A. Confidentiality: This CID relates to an official, nonpublic, law enforcement
investigation currently being conducted by the Federal Trade Commission. You are
requested not to disclose the existence of this CID until you have been notified that the
investigation has been completed. Premature disclosure could impede the Commission’s
investigation and interfere with its enforcement of the law. If compliance with this request
may result in a permanent or temporary termination of service(s) described below, or
otherwise alert the customer(s) or subscriber(s) as to your actions to produce the
referenced information, please contact the Commission before taking such actions.
Questions regarding the disclosure of the existence of this CID should be addressed to
Katherine Worthman at (202) 326-2929.

B. Meet and Confer: You must contact Katherine Worthman at (202) 326-2929 as soon
as possible to schedule a meeting (telephonic or in person) to be held within fourteen (14) days
after receipt of this CID, or before the deadline for filing a petition to quash, whichever is first,
in order to discuss compliance and to address and attempt to resolve all issues, including issues
relating to protected status and the form and manner in which claims of protected status will be
asserted, and the submission of ESI and other electronic productions as described in these
Instructions. Pursuant to 16 C.F.R. § 2.7(k), you must make available personnel with the
knowledge necessary for resolution of the issues relevant to compliance with this CID, including
Page 3 of 11 CONFIDENTIALITY
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but not limited to personnel with knowledge about your information or records management
systems, relevant materials such as organizational charts, and samples of material required to be
produced. If any issues relate to ESI, you must make available a person familiar with your ESI
systems and methods of retrieval.

C. Applicable time period: Unless otherwise directed in the specifications, the applicable
time period for the request shall be from April 1, 2012 until the date of full and complete
compliance with this CID.

D; Claims of Privilege: If any material called for by this CID is withheld based on a claim
of privilege, work product protection, or statutory exemption, or any similar claim (see 16 C.F.R.
§ 2.7(a)(4)), the claim must be asserted no later than the return date of this CID. In addition,
pursuant to 16 C.F.R. § 2.11(a)(1), submit, together with the claim, a detailed log of the items
withheld. The information in the log shall be of sufficient detail to enable the Commission staff
to assess the validity of the claim for each document, including attachments, without disclosing
the protected information. Submit the log in a searchable electronic format, and, for each
document, including attachments, provide:

1. Document control number(s);

2 The full title (if the withheld material is a document) and the full file name (if the
withheld material is in electronic form);

3. A description of the material withheld (for example, a letter, memorandum, or
email), including any attachments;

4, The date the material was created;

S The date the material was sent to each recipient (if different from the date the
material was created);

6. The email addresses, if any, or other electronic contact information to the extent
used in the document, from which and to which each document was sent;

7. The names, titles, business addresses, email addresses or other electronic contact
information, and relevant affiliations of all authors;

8. The names, titles, business addresses, email addresses or other electronic contact
information, and relevant affiliations of all recipients of the material;

9. The names, titles, business addresses, email addresses or other electronic contact
information, and relevant affiliations of all persons copied on the material;

10.  The factual basis supporting the claim that the material is protected; and
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11.  Any other pertinent information necessary to support the assertion of protected
status by operation of law.

16 C.F.R. § 2.11(a)(1)(i)-(xi).

In the log, identify by an asterisk each attorney who is an author, recipient, or person
copied on the material. The titles, business addresses, email addresses, and relevant affiliations
of all authors, recipients, and persons copied on the material may be provided in a legend
appended to the log. However, provide in the log the information required by Instruction D.6.

16 C.FR. § 2.11(a)(2). The lead attorney or attorney responsible for supervising the review of
the material and who made the determination to assert the claim of protected status must attest to
the log. 16 CF.R. § 2.11(a)(1).

If only some portion of any responsive material is privileged, all non-privileged portions
of the material must be submitted. Otherwise, produce all responsive information and material
without redaction. 16 C.F.R. § 2.11(c). The failure to provide information sufficient to support
a claim of protected status may result in denial of the claim. 16 C.F.R. § 2.11(a)(1).

E. Document Retention: You shall retain all documentary materials used in the
preparation of responses to the specifications of this CID. The Commission may require the
submission of additional documents at a later time during this investigation. Accordingly, you
should suspend any routine procedures for document destruction and take other measures to
prevent the destruction of documents that are in any way relevant to this investigation during its
pendency, irrespective of whether you believe such documents are protected from discovery by
privilege or otherwise. See 15 U.S.C. § 50; see also 18 U.S.C. §§ 1505, 1519.

F. Petitions to Limit or Quash: Any petition to limit or quash this CID must be filed with
the Secretary of the Commission no later than twenty (20) days after service of the CID, or, if the
return date is less than twenty (20) days after service, prior to the return date. Such petition shall
set forth all assertions of protected status or other factual and legal objections to the CID,
including all appropriate arguments, affidavits, and other supporting documentation. 16 C.F.R. §
2.10(a)(1). Such petition shall not exceed 5,000 words as set forth in 16 C.F.R. § 2.10(a)(1) and
must include the signed separate statement of counsel required by 16 C.F.R. § 2.10(a)(2). The
Commission will not consider petitions to quash or limit absent a pre-filing meet and
confer session with Commission staff and, absent extraordinary circumstances, will
consider only issues raised during the meet and confer process. 16 C.F.R. § 2.7(k); see also

§ 2.11(b).

G. Modification of Specifications: If you believe that the scope of the required search or
response for any specification can be narrowed consistent with the Commission’s need for
documents or information, you are encouraged to discuss such possible modifications, including
any modifications of definitions and instructions, with Katherine Worthman at (202) 326-
2929. All such modifications must be agreed to in writing by the Bureau Director, or a Deputy
Bureau Director, Associate Director, Regional Director, or Assistant Regional Director. 16
C.F.R. § 2.7(D).
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H.  Certification: A duly authorized manager of the Company shall certify that the response
to this CID is complete. This certification shall be made in the form set out on the back of the
CID form, or by a declaration under penalty of perjury as provided by 28 U.S.C. § 1746.

L Scope of Search: This CID covers documents and information in your possession or
under your actual or constructive custody or control including, but not limited to, documents and
information in the possession, custody, or control of your attorneys, accountants, directors,
officers, employees, and other agents and consultants, whether or not such documents and
information were received from or disseminated to any person or entity.

J. Document Production: You shall produce the documentary material by making all
responsive documents available for inspection and copying at your principal place of business.
Alternatively, you may elect to send all responsive documents to Elizabeth Han, Federal Trade
Commission, 600 Pennsylvania Avenue NW, Mail Stop NJ-3158, Washington, D.C. 20580.
Because postal delivery to the Commission is subject to delay due to heightened security
precautions, please use a courier service such as Federal Express or UPS. Notice of your
intended method of production shall be given by email or telephone to Katherine Worthman,

kworthman@fic.gov and (202) 326-2929, at least five days prior to the return date.

K. Document Identification: Documents that may be responsive to more than one
specification of this CID need not be submitted more than once; however, your response should
indicate, for each document submitted, each specification to which the document is responsive.
If any documents responsive to this CID have been previously supplied to the Commission, you
may comply with this CID by identifying the document(s) previously provided and the date of
submission. Documents should be produced in the order in which they appear in your files or as
electronically stored and without being manipulated or otherwise rearranged; if documents are
removed from their original folders, binders, covers, containers, or electronic source in order to
be produced, then the documents shall be identified in a manner so as to clearly specify the
folder, binder, cover, container, or electronic media or file paths from which such documents
came. In addition, number by page (or file, for those documents produced in native electronic
format) all documents in your submission, preferably with a unique Bates identifier, and indicate
the total number of documents in your submission.

L. Production of Copies: Unless otherwise stated, legible photocopies (or electronically
rendered images or digital copies of native electronic files) may be submitted in lieu of original
documents, provided that the originals are retained in their state at the time of receipt of this
CID. Further, copies of originals may be submitted in lieu of originals only if they are true,
correct, and complete copies of the original documents; provided, however, that submission of a
copy shall constitute a waiver of any claim as to the authenticity of the copy should it be
necessary to introduce such copy into evidence in any Commission proceeding or court of law;
and provided further that you shall retain the original documents and produce them to
Commission staff upon request. Copies of marketing materials and advertisements shall be
produced in color, and copies of other materials shall be produced in color if necessary to
interpret them or render them intelligible.
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M.  Electronic Submission of Documents: The following guidelines refer to the production
of any Electronically Stored Information (“ESI”) or digitally imaged hard copy documents.
Before submitting any electronic production, You must confirm with the Commission counsel
named above that the proposed formats and media types will be acceptable to the Commission.
The FTC requests Concordance load-ready electronic productions, including DAT and OPT load

files.

)

2

Electronically Stored Information: Documents created, utilized, or
maintained in electronic format in the ordinary course of business should
be delivered to the FTC as follows:

(a)

(b)

(¢

Spreadsheet and presentation programs, including but not limited
to Microsoft Access, SQL, and other databases, as well as
Microsoft Excel and PowerPoint files, must be produced in native
format with extracted text and metadata. Data compilations in
Excel spreadsheets, or in delimited text formats, must contain all
underlying data un-redacted with all underlying formulas and
algorithms intact. All database productions (including structured
data document systems) must include a database schema that
defines the tables, fields, relationships, views, indexes, packages,
procedures, functions, queues, triggers, types, sequences,
materialized views, synonyms, database links, directories, Java,
XML schemas, and other elements, including the use of any report
writers and custom user data interfaces;

All ESI other than those documents described in (1)(a) above must
be provided in native electronic format with extracted text or
Optical Character Recognition (OCR) and all related metadata, and
with corresponding image renderings as converted to Group IV,
300 DPI, single-page Tagged Image File Format (TIFF) or as color
JPEG images (where color is necessary to interpret the contents);

Each electronic file should be assigned a unique document
identifier (“DocID”) or Bates reference.

Hard Copy Documents: Documents stored in hard copy in the ordinary
course of business should be submitted in an electronic format when at all
possible. These documents should be true, correct, and complete copies of
the original documents as converted to TIFF (or color JPEG) images with
corresponding document-level OCR text. Such a production is subject to
the following requirements:

(a)

Each page shall be endorsed with a document identification
number (which can be a Bates number or a document control

Page 7 of 11 CONFIDENTIALITY
REQUESTED



3)

4)

(b)

(©)

number); and

Logical document determination should be clearly rendered in the
accompanying load file and should correspond to that of the
original document; and

Documents shall be produced in color where necessary to interpret
them or render them intelligible;

For each document electronically submitted to the FTC, You should
include the following metadata fields in a standard ASCII delimited
Concordance DAT file:

(a)

(®)

(©)

(d)

For electronic mail: begin Bates or unique document
identification number (“DocID”), end Bates or DocID, mail folder
path (location of email in personal folders, subfolders, deleted or
sent items), custodian, from, to, cc, bee, subject, date and time
sent, date and time received, and complete attachment
identification, including the Bates or DocID of the attachments
(AttachIDs) delimited by a semicolon, MD5 or SHA Hash value,
and link to native file;

For email attachments: begin Bates or DocID, end Bates or
DoclD, parent email ID (Bates or DocID), page count, custodian,
source location/file path, file name, file extension, file size, author,
date and time created, date and time modified, date and time
printed, MD5 or SHA Hash value, and link to native file;

For loose electronic documents (as retrieved directly from
network file stores, hard drives, etc.): begin Bates or DocID, end
Bates or DocID, page count, custodian, source media, file path,
filename, file extension, file size, author, date and time created,
date and time modified, date and time printed, MD5 or SHA Hash
value, and link to native file;

For imaged hard copy documents: begin Bates or DocID, end
Bates or DocID, page count, source, and custodian; and where
applicable, file folder name, binder name, attachment range, or
other such references, as necessary to understand the context of the
document as maintained in the ordinary course of business.

If You intend to utilize any de-duplication or email threading software or
services when collecting or reviewing information that is stored in Your
computer systems or electronic storage media, or if Your computer
systems contain or utilize such software, You must contact the

St et i gt S

Page 8 of 11 CONFIDENTIALITY
REQUESTED




Commission counsel named above to determine whether and in what
manner You may use such software or services when producing materials
in response to this Request.

(5)  Submit electronic productions as follows:

(a) With passwords or other document-level encryption removed or
otherwise provided to the FTC;

(b)  Asuncompressed electronic volumes on size-appropriate,
Windows-compatible, media;

(¢)  All electronic media shall be scanned for and free of viruses:

(d)  Data encryption tools may be employed to protect privileged or
other personal or private information. The FTC accepts
TrueCrypt, PGP, and SecureZip encrypted media. The passwords
should be provided in advance of delivery, under separate cover.
Alternate means of encryption should be discussed and approved
by the FTC.

(¢)  Please mark the exterior of all packages containing electronic
media sent through the U.S. Postal Service or other delivery
services as follows:

MAGNETIC MEDIA - DO NOT X-RAY
MAY BE OPENED FOR POSTAL INSPECTION.

(6)  All electronic files and images shall be accompanied by a production
transmittal letter which includes:

(8 A summary of the number of records and all underlying
images, emails, and associated attachments, native files, and
databases in the production; and

(b)  Anindex that identifies the corresponding consecutive
document identification number(s) used to identify each person’s
documents and, if submitted in paper form, the box number
containing such documents. If the index exists as a computer
file(s), provide the index both as a printed hard copy and in
machine-readable form (provided that the Commission counsel
named above determines prior to submission that the machine-
readable form would be in a format that allows the agency to use
the computer files). The Commission counsel named above will
provide a sample index upon request.
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A Bureau of Consumer Protection Production Guide is available upon request from the
Commission counsel named above. This guide provides detailed directions on how to fully
comply with this instruction.

N. Sensitive Personally Identifiable Information: If any material called for by these
requests contains sensitive personally identifiable information or sensitive health information of
any individual, please contact us before sending those materials to discuss whether it would be
appropriate to redact the sensitive information. If that information will not be redacted, contact
us to discuss encrypting any electronic copies of such material with encryption software such as
SecureZip and provide the encryption key in a separate communication.

For purposes of these requests, sensitive personally identifiable information includes: an
individual’s Social Security number alone; or an individual’s name or address or phone number
in combination with one or more of the following: date of birth; Social Security number; driver’s
license number or other state identification number, or a foreign country equivalent; passport
number; financial account number; credit card number; or debit card number. Sensitive health
information includes medical records and other individually identifiable health information
relating to the past, present, or future physical or mental health or conditions of an individual, the
provision of health care to an individual, or the past, present, or future payment for the provision
of health care to an individual.

0. Certification of Records of Regularly Conducted Activity: Attached is a Certification
of Records of Regularly Conducted Activity, which may reduce the need to subpoena the
Company to testify at future proceedings in order to establish the admissibility of documents
produced in response to this CID. You are asked to execute this Certification and provide it with
your response.

IV.  SPECIFICATIONS

A, Produce the following documents related to Premium Short Messaging Service
(“PSMS”) that the Company provided to AT&T Mobility LLC (“AT&T”) and/or T-
Mobile US, Inc. (“T-Mobile”):

Month End Reports

Executive Summary Reports

In-Market Monitoring Reports

Program Violation Notices

Audit Reports

Quarterly Dashboard Reports

Monthly Repeat Offender Reports
Monthly Escalated Case Reports
Aggregator Consent Management Reports
0.  Refund Rate Reports

N W R
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Produce all communications, including but not limited to emails, with AT&T or T-
Mobile transmitting or discussing the documents requested in Specification A.

Produce all Program Violation Notices describing Severity 0 or Severity 1 violations
related to PSMS provided to CTIA from January 1, 2010 until the date of full and
complete compliance with this CID.

NOTE: This CID is issued in conformance with Sections 2702 and 2703 of Title 18 of
the United States Code (the Electronic Communications Privacy Act). To the extent
you are a provider of electronic communication service or remote computing service,
your response to this CID should not divulge a record or information pertaining to a
subscriber or customer of your electronic communication service or remote computing
service, other than that allowed pursuant to 18 U.S.C. § 2703(c)(2). If you have any
questions, please contact FTC staff attorney Katherine Worthman at (202) 326-2929
before providing responsive information.
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CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY

Pursuant to 28 U.S.C. § 1746

1. I, | , have personal knowledge of the facts set forth below

: and am competent to testify as follows:
2 I'have authority to certify the authenticity of the records produced by WMC Global, Inc.

and attached hereto.

3. The documents produced and attached hereto by WMC Globél, Inc. are originals or true
copies of records of regularly conducted activity that:
a) Were made at or near the time of the occurrence of the matters set forth by, or
from information transmitted by, a person with knowledge of those matters;
b)- Were kept in the course of the regularly conducted activity of WMC Global, Inc.;
and
c) Were made by the regularly conducted activity as a regular practice of WMC

Global, Inc.

I certify under penalty of perjury that the foregoing is true and correct,

Executed on , 2013,

Signature




CERTIFICATION OF RECORDS OF REGULARLY CONDUCTED ACTIVITY

Pursuant to 28 U.S.C. § 1746

1. I, | , have personal knowledge of the facts set forth below

: and am competent to testify as follows:
2 I'have authority to certify the authenticity of the records produced by WMC Global, Inc.

and attached hereto.

3. The documents produced and attached hereto by WMC Globél, Inc. are originals or true
copies of records of regularly conducted activity that:
a) Were made at or near the time of the occurrence of the matters set forth by, or
from information transmitted by, a person with knowledge of those matters;
b)- Were kept in the course of the regularly conducted activity of WMC Global, Inc.;
and
c) Were made by the regularly conducted activity as a regular practice of WMC

Global, Inc.

I certify under penalty of perjury that the foregoing is true and correct,

Executed on , 2013,

Signature




KELLEY DRYE & WARREN vLLp

A LIMITED LIABILITY PARTHERSHIP

101 PARK AVENUE
WASHINGTON, DC FACSIMILE

NEW YORK, NY 10178 A

CHICAGO, IL www kelleydrye . com
{212) BOB-780D

LOS ANGELES, CALIFORNIA

STAMFORD, CT
PARSIPPANY, NJ
AUGUST HORVATH

BRUSSELS, BELGIUM DIRECT LINE: (212) 808-7528

EMAIL ahorvath@kelleydrye com
AFFILIATE OFFICE
MUMBAI, INDIA

December 2, 2013
BY FEDERAL EXPRESS

Ms. Elizabeth Han

Federal Trade Commission
600 Pennsylvania Avenue NW
Mail Stop NJ-3158
Washington, DC 20580

Re: CID to WMC Global

Dear Ms. Han:

We represent WMC Global, Inc., in its response to the Federal Trade
Commission’s Civil Investigative Demand (CID) dated November 5, 2013. This letter and the
accompanying documents serve as the first submission responsive to the .

Pursuant to the original subpoena, and as amended by the letter sent by J. Reilly
Dolan to myself on November 25, 2013, we are providing WMC Global’s responsive documents
to Specifications A and C found in Section IV of the CID with respect to AT&T and CTIA.
Documents responsive to Specifications A and C with respect to T-Mobile are still under review
by T-Mobile and will be produced as quickly as possible. We currently expect to be able to
provide the portions of the production responsive to Specification B by December 18, 2013, as
requested by Mr. Dolan, and appreciate the staff’s accommodation in this respect.

Information within this response is highly confidential and proprietary. Any public disclosure of the
documents or information contained in this non-public communication may place the company at a
competitive disadvantage or otherwise cause irreparable harm. Accordingly, we request that all of the
materials and information submitted that are marked as confidential be exempt from public disclosure
pursuant to section 6(f) of the FTC Act, 15 U.S.C. § 46(f), Exemption 4 of the Freedom of Information Act,
5 U.S.C. § 552(b)(4), and section 4.10(a)(2) of the Commission’s Rules, 16 C.F.R. § 4.10(a)(2).

NYO0I\HendB\2170442.1



KELLEY DRYE & WARREN LLp

Elizabeth Han
December 2, 2013
Page Two

As requested in the CID, we are providing the documents in the form of
Concordance-ready images with associated load files. If you experience any difficulty working
with the documents, please so advise me, and we will be happy to provide assistance.

In addition, please feel free to contact me at any time to discuss any aspect of this

matter.
Sincerely,
e 4
I, %
Algust Horvath
Enclosures

NY0I\HendB\2170442.1



KELLEY DRYE & WARREN vLLp

ALIMITED LIARILITY PARTHERSHIP

101 PARK AVENUE
WASHINGTON, DG FAGSIMILE

LOS ANGELES, CALIFORNIA NEW YORK, NY 10178 (212) soB-T0897

CHICAGO, IL wWww kﬂloydrn com
(212) 808-7800

STAMFORD, CT

PARSIPPANY, NJ
AUGUST HORVATH

BRUSSELS, BDELGIUM DIRECT LINE: (212) 80B-7528

EMAIL ahorvath@hkelleydrye com
AFFILIATE QFFICE
MUMBAI, INDIA

December 3, 2013
BY FEDERAL EXPRESS

Ms. Elizabeth Han

Federal Trade Commission
600 Pennsylvania Avenue NW
Mail Stop NJ-3158
Washington, DC 20580

Re:  CID to WMC Global

Dear Ms. Han:

We represent WMC Global, Inc., in its response to the Federal Trade
Commission’s Civil Investigative Demand (CID) dated November 5, 2013. This letter and the
accompanying documents serve as the second submission responsive to the CID."'

As discussed in my December 2, 2013 letter, we are providing WMC Global’s
responsive documents to Specifications A and C found in Section IV of the CID with respect to
T-Mobile, as the AT&T and CTIA documents were provided in our first submission. We
currently expect to be able to provide the portions of the production responsive to Specification
B by December 18, 2013, as requested by Mr. Dolan, and appreciate the staff’s accommodation
in this respect.

As requested in the CID, we are providing the documents in the form of
Concordance-ready images with associated load files. If you experience any difficulty working
with the documents, please so advise me, and we will be happy to provide assistance.

' Information within this response is highly confidential and proprietary. Any public disclosure of the

documents or information contained in this non-public communication may place the company at a
competitive disadvantage or otherwise cause irreparable harm. Accordingly, we request that all of the
materials and information submitted that are marked as confidential be exempt from public disclosure
pursuant to section 6(f) of the FTC Act, 15 U.S.C. § 46(f), Exemption 4 of the Freedom of Information Act,
5 U.S.C. § 552(b)(4), and section 4.10(a)(2) of the Commission’s Rules, 16 C.F.R. § 4.10(a)(2).

NY0I1UoM21707222



KELLEY DRYE & WARREN LLp

Elizabeth Han
December 3, 2013
Page Two

In addition, please feel free to contact me at any time to discuss any aspect of this

matter.
Sincerely,
Angirvath
Enclosures

NY01UoM\2170722.2



KELLEY DRYE & WARREN vLLp

A LIMITED LIABILITY PARTNERSHIP

101 PARK AVENUE
NEW YORK, NY 10178

WASHINGTON, DC

LOS ANGELES CALIFORNIA

CHICAGO, IL
STAMFORD. €T (212) sog-7800

PARSIPPANY, NJ

BRUSBELS, BELGIUM

AFFILIATE CFFICE
MUMBAIL INDIA

March 31,2014
BY FEDERAL EXPRESS

Ms. Elizabeth Han

Federal Trade Commission
600 Pennsylvania Avenue NW
Mail Stop NJ-3158
Washington, DC 20580

Re: CID to WMC Global

Dear Ms. Han:

FACSIMILE
{212) 808-78897

www kelleydrye com

AUGUST HORVATH
DIRECT LINE. (212) 80B-7528

EMAIL ahorvath@kelleydrye com

We represent WMC Global, Inc., in its response to the Federal Trade
Commission’s Civil Investigative Demand (CID) dated November 5, 2013. We discovered
additional documents responsive to this CID and are producing them herewith as a supplemental
production. This letter and the accompanying documents serve as the final submission

responsive to the cIp.!

As requested in the CID, we are providing the documents in the form of
Concordance-ready images with associated load files. I will send the password separately. If
you experience any difficulty working with the documents, please so advise me, and we will be

happy to provide assistance.

Information within this response is highly confidential and proprietary. Any public disclosure of the

documents or information contained in this non-public communication may place the company at a
competitive disadvantage or otherwise cause irreparable harm. Accordingly, we request that all of the
materials and information submitted that are marked as confidential be exempt from public disclosure
pursuant to section 6(f) of the FTC Act, 15 U.S.C. § 46(f), Exemption 4 of the Freedom of Information Act,
5 U.S.C. § 552(b)(4), and section 4.10(a)(2) of the Commission’s Rules, 16 C.F.R. § 4.10(a)(2).

NY01UoM2244958.1



KELLEY DRYE & WARREN LLp

Elizabeth Han
March 31,2014
Page Two

In addition, please feel free to contact me at any time to discuss any aspect of this
matter.

Sincerely,

August T. Piorvath

Enclosures

NYO0IUoM\2244958 1
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~' CONSUMER
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Law enforcement 's source for consumer complaints

= PRINT

/A Consumer Sentinel Network Complaints

Page 1 of 2

[Record # 1/ Consumer Sentinel Network Complaints

Reference|l2)(® Originator
Number: Reference

_ | Number: = )

Language: English | Contact Type: Complaint
Source: Organization | DNC? No

Comments:

Was the
complaint
resolved?:
Data
Reference:
Entered By:
Updated By:
Cbmpiaint
Source:
Amount
Requested:
Payment
Method:
Complaint
Date:

' Initial Contact:

Statute/Rule:
Topic:

Dispute with
Credit Bureau -
Responded?:

Member of
| armed forces or
dependent?:

| recently received a regular monthly bill from TMobile for $8.99. | called to question the low amount. | was told a
refund of some $40 had been applied to my account as repayment for services charged that were on the bill
erroneously. Upon further investigation it turns out charges of 9.99 per month had been attached to my bill from
the day | added. the ability to send texts to my TMobile account, Aug. 15, 2011. Apparently TMobile CSR, T. [
Brown (Emp. ID #176) saw fit to add MoTime Apps. to my account without my consent. It was a deliberate act on|
his part as the giving and receiving of a pin number had to be done to activate this service. | hardly knew how to |
isend a text at this time, much less sign up for games and music with pin numbers involved.Starting in August of
12011 this charge of 9.99 was listed on my bill under PREMIUM SURCHARGES. For some reason, in July of
2013, TMobile suddenly took notice of these charges and decided to refund me 4 months of this MOTime. They
did this of their own volition. I'm not proud to say this, but if they hadn't drawn my attention to this matter, | would
have gone on paying for this service in ignorance which | neither requested nor benefited from unless they had
called my attention to it.It appears to me that TMobile suddenly realized this for the fraudulent charge it is and
'threw me a bone'. They refunded me approx. 4 months of MOtime. | want another 20 months, or $200, given me|
las credit. | charge TMobile and MoTime with collusion by. signing customers up. for services they do not request.
It was obviously a fraudulent practice as TMobile saw fit to refund me some money of their own accord. | have
contacted both TMobile and MoTime. MoTime is 'filing a request for repayment' on their end but since itis a
company with no discernible physical address | hold out little hope. CSR Sierra at TMobile hung up on me before|
saying | should have checked my bills closer. | see TMobile as the primary source of my problem.Account_
iNumber--- Additional Comments: DesiredSettlement|D: Other (Requires Explaination) $200 put
on my account at TMobile.

Complaint RESOLVED. The consumer has verified that
Resolution: the complaint has been settled to his/her

satisfaction.

BBBSEAT-USER
BBBSEAT-USER
BBB WA DuPont

Entry Date: 8/12/2013
Updated Date: _3!7.’2014
Product Service Mobile: Other
Code:
Amount Paid: |

Agency External Agency

Contact: |
Transaction
Date: |
Initial
Response: |
Law Violation: |
Dispute with
Credit Bureau?: |
Dispute with |
Credit Bureau -
Resolved to
Satisfaction?: |

Cross Border No

Complaint?:

8/12/2013

https://www.consumersentinel.gov/ layouts/PrintRecordDetails.aspx?documentNumbers=1...

Consumer Information

6/5/2014


http:https://www.consumersentinel.gov

Untitled Page Page 2 of 2
Consumer
Complaining
Company/Org:
First Name: |(B)(©) Last Name:
Address 2:
State: Arizona
Country: UNITED STATES
Home Number: [0)€ Work Number:
~ Fax Number: Ext:
Age Range:
Military Service Soldier Status:
Branch:
Soldier Station:
Subject
Subject: [T-mobile Usa Inc
Address: {12920 SE 38th St
City: Bellevue State/Prov: Washington
ZIP: Country: |United States
Email: URL: www.t-mobile.com
Area Code: 800 Phone Number: 9378997
Ext: Subject ID
Type:
Subject ID Subject ID
Issuer State: Issuer Country:
Representative Exec. Customer Relat Attention: Angela Baca Title:
Name:

https://www.consumersentinel.gov/ layouts/PrintRecordDetails.aspx?documentNumbers=1...

6/5/2014


http:https://www.consumersentinel.gov
http:www.t-mobile.com

Untitled Page
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C‘ONSUMEH

= SENTINELEwosx

Law enforcement 's source for consumer complaints

= PRINT

/A Consumer Sentinel Network Complaints

Page 1 of 2

1Record # 3 | Consumer Sentinel Network Complaints

Reference Originator:
Number: Reference
| Number:
Language: English | Contact Type: 'Compléint
Source: |Consumer DNC? -N
Comments: I had a 3rd party post an unauthorized charge to my phonebill. While the charge was not large, $3.99 it was

Was the
complaint
resolved?:

Data
Reference:

Entered By:
Updated By

Complaint
Source:

Amount
Requested:

Payment
Method:

Complaint
Date:

" Initial Contact:

Statute/Rule:
Topic:

Dispute with
Credit Bureau -
Responded?:

Member of
armed forces or

also not reversable. | had to contact support about what it was about. The phone bill provided only the highest
level summary and said only: "Non-refundable CandyRufusG"As the responsible party for the phone bill, | was
told that even thought it was not authorized by me, it was not reversable. A 3.99 triumph for business. Most of
these probably don't even get recognized by consumers but then again why should they. Because we are
lpowerless to do anything about it. | had only one option. Block all such further charges which | did. Only

FTCCIS-FTCUSER
I

dependent?:

Consumer
Complaining

| Company/Org:
First Name:
Address 1:

City: |

Complaint
Resolution:

| Entry Date: [1/4/2014
| Updated Date:

Zip: |(B)O

: Home Number:
Fax Number:

Email: |!

https://welcome.consumersentinel.gov/ layouts/PrintRecordDetails.aspx?documentNumbe...

lsomeone like the FTC has the muscle to get a large carrier like this to give the consumer better protection
against this kind of activity. Thank you for being there to help protect consumers.

FTC Online Complamt Assistant (CIS) 'Product Service Mobile: Unauthorized Charges or Debits
| Code:
$4.00 Amount Paid: $4.00
Phone Bill - Mobile Devices Agency Internet
Contact: |
1/4/2014 Transaction 12/25/2013
Date: |
Internet Web Site Initial Phone: other
| ‘Response: |
FTC Act Sec 5 (BCP) Law Violation: Deception/Misrepresentation
Dispute with
|Credit Bureau?:
| Dispute with
Credit Bureau -
Resolved to
Satisfaction?: |
No Cross Border No
Complaint?:
Consumer Information
Last Name: (O8]
Address 2:
| State: Utah
Country: UNITED STATES
| Work Number: [BB)_____|
: Ext: |
| Age Range: 40 -49

1/31/2014


https://welcome.consumersentinel.gov/_layouts/PrintRecordDetai

Untitled Page Page 2 of 2
Military Service Soldier Status:
Branch:
Soldier Station:
Subject
Subject: T-mobile
Address:
City: State/Prov:
ZIP: Country: United States
Email: URL: t-mobile.com
Area Code: Phone Number:
Ext: Subject ID
Type:
Subject ID Subject ID
Issuer State: Issuer Country:
Representative Carlos noknown Title: Customer Service
Name:
RN
https://welcome.consumersentinel.gov/ layouts/PrintRecordDetails.aspx?documentNumbe... 1/31/2014
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: CONSUMER

= SENTINEI:=worx
- anmrarnemamfnrcmmmghiu =
CIS COMPLAINT
|Record 1 of 36
||Eeference Number
[Created Date 07/05/2013
[Complaint Source FTC Online Complaint Assistant (CIS)
|Ori inator Reference Number

|Language English
[Contact Type Complaint
I|Data Source Consumer
[oNC? N
|Entered By FTCCIS-FTCUSER
|Entered Date 07/05/2013
||Updated By I

\Updated Date

Bgency Contact Internet
[Complaint Date [07/05/2013
[Transaction Date |

Member of armed forces or N

dependant?
|Consumer First Name
|Consumer Middle Name
|Consumer Last Name

I|Consumer Salutation

|Consumer Address, Line 1

||Cor| sumer Address, Line 2

||Consumer Address, Line 3

||Consumer Address, City Tucson
Consumer Address, State
AZ
.Code
Consumer Address, State Arizaria
Name
Consumer Address, Country USA
.Code
Consumer Address, Country UNITED STATES

Name

||Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension




Consumer Home Phone,
Country Code

Consumer Home Phone,
Area Code

Consumer Home Phone,
Number

Consumer Work Phone,
Country Code

Consumer Work Phone, Area
Code

Consumer Work Phone,
Number

Consumer Work Phone,

||Consumer Fax, Country Code
||Consumer Fax, Area Code ||
"Consumer Fax, Number

Consumer Cell Phone,
Country Code

Consumer Cell Phone, Area
Code

Consumer Cell Phone,
Number

"Consumer Email b:
|Consumer Age range
|consumer Military Status | |

|Consumer Military Station || |

’ Consumer Complaining
Company/Org

Consumer Military Service
|Branch

|Company Name T-Mobile USA
I|Company Address, Line 1 || |
[Company Address, Line2 | |
||Company Address, Line 3
||Company Address, City
Ifompany Address, State
Code

Company Address, State

IName
Company Address, Country USA
Code
Company Address, Country UNITED STATES
Name

|Company Address, ZIP Code




Company Address, ZIP Code
Extension

Company Phone, Country
Code

i|Company Phone, Area Code

|company Phone, Number

||Company Phone, Extension

"Company Email

||C0mpany Website

lCOmpany Subject ID Type
Code

Company Subject ID Type
Name

State Code

|Company Subject ID Issuing

Company Subject ID Issuing
State Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

|[Company Rep First Name

[Company Rep Middle Name

||Company Rep Last Name

||Company Rep Salutation

||C(:1mpanyr Rep Comments

Complaint Info Initial Contact
Method

Complaint Info Initial Contact
Date

Complaint Info Initial
Response Method

Complaint Info Initial
Response Date

Complaint Info Amount
Requested Method

Complaint Info Amount
Requested Value

Complaint Info Amount Paid
Method

Complaint Info Amount Paid
Value

Complaint Info Product
Service Code

9045[9046

Complaint Info Product
Service Description

Mobile: Other|Telephone: Other




Complaint Info Law Violation
|[Code

DDM

Complaint Info Law Violation
Description

Deception/Misrepresentation

'|Complaint Info Statute Code

P

Complaint Info Statute
Description

FTC Act Sec 5 (BCP)

|Comp|aint Info Topic Code

Complaint Info Topic
Description

Complaint Info Comments

My wife and have been T-Mobile (TM)
cell phone customers for about 16 years.
Unfortunately, in late summer 2012, a
third company began to apply a monthly
$9.99 charge to our TM account for a
service we did not authorize. TM was
slow in removing this charge and in
preventing its future application. In that
period, | asked my credit card issuer
American Express (AE) to coordinate with
TM to remove any unjustified charges to
our.account. Hence began a
processrelationship which has really
been frustrating and needlessly costly.
Specifically, AE would pull back from TM
what it concluded were inappropriate
charges. Then, TM would charge us late
feespenalties for not fully paying our
balance. And the cycle would begin
again. Over the course of time since early
fall 2012, this resulted in TMs suspending
our cell phone service on several
occasions and charging us restore fees
..... which, it seems, AE would pull back
again. Earlier this year, TM denied us the
right to use anyanyany credit card to pay
our monthly bills but did not inform us of
this. In fact, the monthly paper bills we
received continued to state .... and still do
... we were in TMs Easy Pay program
and we should not pay directly because
the charge would be applied to our credit
card. Not knowing of TMs secret decision,
we were late in paying our bill so more
late fees were applied. And more AE pull
backs. | have to go to a TM contractor
store in Tucson each month to pay our bill
in.cash. On 22 April this year, TM
completely cancelled our plan, charged
us an early cancellation fee, and then, on
the same day, charged us a restore fee.

All this without notification to us until we




received our monthly statement. Also, in
late spring, TM began to charge us for a
special high speed data download
capability which we did not request and
for which we have absolutely no need. |
have provided TM this. complaintin
written, email, and online chat forms
telephone communication and ina TM
store. In most cases, the TM
representative begins the communcation
by stating he or she will resolve the
problem but its quickly clear no one has
the authority to resolve the issue. Our TM
plan ends on 24 Sep but, for example, a
TM contractor store staffer told me today
he cant read my online file and state why
that is the specific date nor can he state
why our plan was cancelled and restored
on 22 Apr nor explain the data download
capability we did not request. | hope you
will engage in this issue and, perhaps,
your involvement will lead to a complete
resolution. All we want is to pay the
amount per month which we paid for
years before the small, unauthorized
charge first appeared. No more and no
less. My wife and | leave on 7 July for a
month long trip in Europe. | hope you will
look into. this matter and contribute to a
resolution in early August. Thank you
very much. [PIB) oL

(ret) and LTC (ret), US Army|b)6)

ucson, AZ '
(D) EarthLink
evolves Around You,

'Complaint Info CRA Dispute
|[Flag

Complaint Info CRA Dispute
Responded

Complaint Info CRA Dispute
[Resolved

Complaint Info Fair
[Resolution Flag

' Complaint Info Fair
Resolution Description

IRecord 2 of 36

Reference Number | R |
Created Date |06/17/2013
'|Complaint Source [BBB WA DuPont

|Ori_g__inator Reference Number




|Language [English

!|Contact Type Complaint

||Data Source |Organization
[one? N

|Entered By BBBSEAT-USER
[Entered Date |06/17/2013
|Updated By BBBSEAT-USER
|Updated Date 10/28/2013
@ency Contact HExternal Agency
|Complaint Date |o6/17/2013
Transaction Date

Member of armed forces or

dependant?

||Consumer Middle Name

||Con sumer Last Name

||Consumer Salutation

|Consumer Address, Line 1

i|Consumer Address, Line 2

||Consumer Address, Line 3

!|Consumer Address, City SAN ANTONIO
[Consumer Address, State Code  [TX

||Consumer Address, State Name [Texas
"Consumer Address, Country Code |[USA

I

!|Consumer Address, Country Name

UNITED STATES

|Consumer Address, ZIP Code

d .1'.»_-;r.'-[1|

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

| Consumer Home Phone, Area
(Code

!|Consumer Home Phone, Number

' Consumer Work Phone, Country

Code

||Consumer Work Phone, Area Code [

||Consumer Work Phone, Number

i|Consumer Work Phone, Extension

|Consumer Fax, Country Code

"Consumer Fax, Area Code

||Consumer Fax, Number

Consumer Cell Phone, Country
Code




|Consumer Cell Phone, Area Code ||

||Consumer Cell Phone, Number

||Consumer Email

|Consumer Age range

||Consumer Military Status

"Consumer Military Station H

Consumer Complaining
Company/Crg

||Consumer Military Service Branch H

|Company Name |

T-Mobile USA Inc

[Company Address, Line 1 12920 SE 38th St
|Company Address, Line 2

|Company Address, Line 3 [
|99,W.9§DX!599I§§§;_9ity BELLEVUE
||Company Address, State Code WA

||Company Address, State Name Washington

||Company Address, Country Code [USA

[Company Address, Country Name

UNITED STATES

|Company Address, ZIP Code [

Company Address, ZIP Code
Extension

||Company Phone, Country Code

||Company Phone, Area Code H

800

9378997

!|Cc|mpamyr Phone, Number

|Company Phone, Extension

||Company Email

!|Company Website |

www.t-mobile.com

[Company Subject ID Type Code

|Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

[company Rep First Name

Exec. Customer Relat

!|Company Rep Middle Name

I|Company Rep Last Name H

Attention: Angela Baca

||Company Rep Salutation H

[Company Rep Comments

|Complaint Info Initial Contact




Method

|

:|Complaint Info Initial Contact Date

I

[Complaint Info Initial Response
|Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
||[Method

; Complaint Info Amount Requested
|Value

Complaint Info Amount Paid
[Method

|Complaint Info Amount Paid Value

Complaint Info Product Service
|[Code

9045

|Complaint Info Product Service
[|Description

Mobile: Other

j[CompIaint Info Law Violation Code H

' Complaint Info Law Violation
Description

|Complaint Info Statute Code

[Complaint Info Statute Description

I

[Complaint Info Topic Code

|

|[Complaint Info Topic Description

:

Complaint Info Comments

T-Mobile allowed a 3rd party
business, SendMe Ringtones, to
make UNAUTHORIZED charges to
my T-Mobile accounton 1 Sept
2012, In March 2013 after realizing |
was being charged $9.99 extra
each month, | asked T-Mobile for
help and they said | needed to take
my complaint to SendMe
Ringtones. SendMe only paid half
of the $59.94 | was owed saying my
time limit had run out. Left with no
alternative to recover the monies
owed to me, | disputed my T-Mobile
bill charge with my credit card
company. After filing BBB and FCC
complaints against SendMe, we (T-
Mobile, SendMe, & |) resolved the
issue. | then set things right by
paying all money owed back to T-
Mobile. minus SendMe charges.
However, T-Mobile putme in a
PERMANENT CASH ONLY status
even though. their accounts show
that I've paid my bill on time - with




my credit card even being on cash
only status at T-Mobile stores
because | can no longer use EZ
pay. | am treated as if | am a bad
customer every time | call -- which
has been about 20 trying to seek
resolution and restoration of EZ
pay. | have a letter from my credit
card company stating that | amin
good standing. | have been a T-
Mobile customer as the main
account holder since 2009 and was
on my husband's account since
2006. | reached out to the BBB in
order fo try and restore my faith
back in T-Mobile. --- Additional
Comments: Restoration of EZ pay
for my account.

:Complaint Info CRA Dispute Flag

|

Complaint Info CRA Dispute
Responded

:Complaint Info CRA Dispute
|Resolved

: Complaint Info Fair Resolution Flag

Yes

Complaint Info Fair Resolution
Description

ASSUMED RESOLVED. The
business addressed the issue, but
the consumer has not verified with
the BBB that the complaint is
settled nor requested additional
BBB assistance.

_|Record 3 of 36 B )

JReference Number \ & | |

j|Created Date 06/12/2013

[Complaint Source BBB WA DuPont

?|_Q_fiQ.iﬂ@!?[ﬁ?f?@ﬂ@?ﬂ!-! mber it 1 |

|Language |English ]

||Contact Type | Complaint

; Data Source \ Organization

IDNC? IN |

[Entered By |BBBSEAT-USER

|Entered Date 106/12/2013

|Updated By |BBBSEAT-USER |

|updated Date 03/07/2014 |

[Agency Contact |External Agency |

[Complaint Date |06/12/2013 |
|

[Transaction Date

|




Member of armed forces or
dependant?

|Consumer First Name

I|Consumer Middle Name

I|Consumer Last Name

||Consumer Salutation

||ConsumerAddress. Line 1

||Consumer Address, Line 2

||Con5umer Address, Line 3

|Consumer Address, City

CHANDLER

||Consumer Address, State Code

AZ

||Consumer Address, State Name

Arizona

|Consumer Address, Country Code

USA

||Consumer Address, Country Name

UNITED STATES

IIConsumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

IIConsumer Home Phone, Number

.\

Consumer Work Phone, Country
Code

||Consumer Work Phone, Area Code

|Consumer Work Phone, Number

||Consumer Work Phone, Extension

|Consumer Fax, Country Code

I|Consumer Fax, Area Code

[Consumer Fax, Number

Consumer Cell Phone, Country
Code

|[Consumer Cell Phone, Area Code

||Consumer. Cell Phone, Number

||Consumer Email

I|Consumer Age range

|consumer Military Status

|Consumer Military Station

Consumer Complaining
|ICompany/Org

|Consumer Military Service Branch

HCompany Name

T-Mobile USA Inc

||Company Address, Line 1

12920 SE 38th St




|Company Address, Line 2

"Company Address, Line 3

[Company Address, City BELLEVUE
I|Company Address, State Code WA
I|Company Address, State Name HWashington
|Company Address, Country Code  |USA
||Company Address, Country Name [[UNITED STATES
I|Company Address, ZIP Code

Company Address, ZIP Code

|Extension

I|Company Phone, Country Code

||Company Phone, Area Code |800
|Company Phone, Number 9378997
"Company Phone, Extension

j|Company Email

||Company Website

Kvww.t-mobile.com

|Company Subject ID Type Code

||Company Subject ID Type Name

Company Subject ID Issuing State
Code

|

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

i|Company Rep First Name

Exec. Customer Relat

||Company Rep Middle Name

HAttention: Angela Baca

[Company Rep Salutation

||Company&p Comments

Complaint Info Initial Contact
Method

||C0n'|plaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

I

Method

Complaint Info Amount Requested T

Complaint Info Amount Requested
Value

Complaint Info Amount Paid
Method



http:www.t-mobile.com

|Complaint Info Amount Paid Value ||

[Complaint Info Product Service
[Code

9045

||Complaint Info Product Service
Description

Mobile: Other

_' Complaint Info Law Violation Code

' Complaint Info Law Violation
||[Description

:|C_3_Qn'!plaint Info Statute Code

I

|

|Complaint Info Statute Description

|

:|Complaint Info Topic Code

|

_j|CompIaint Info Topic Description

There is couple of issues | will like
to inform about T-mobile. | have
been with this company since July
26, 2007, we never notice or have
any problems that | ever remember,
or never pay attention. firstissue is
that lately | have been checking my
bill, and have notice that since July
2012 or even longer, unfortunately
cant view any bills previous that
that, a charge of $9.99 has been
charged to my account from line
that ends which is my
husband line. I have called T-
mobile about 4 times about this
issue, first time about six months
ago, | was told that this is a charge
of some type of app that my
husband uses, but they cant tell us,
the source, but | was told that there
was a way to block it and we will
get a refund. Just about 15 days
ago | called them again questioning
why my bill always is high and vary,
and for my surprise there that
charge again, that shows in my bill
as premium charge, and once again
| was told the same thing, they will
block it again and get refund. | told
representative | thought | have
block it long time again, she reply to
me, unfortunately that charge has
been in others people bill as well,
and they dont know that is the
source of it, that she will block it
again and give me a refund. | told
her $9.99 charge is been there fora
while , that is will get refund for all
that time, and she reply they can




Complaint Info Comments

|only go refund 3 months back, | did

not get into arguments with her, |
said all right, thats is fine. Once
again today almost 15 days after |
get my bill and that charge is there
once again and no refund has been
issue, | called and | was told that
when | placed the previous call this
new bill was already generated. |
have checked every single bill
since July 2012, and | do not show
any refund issue to me, and the
same charge is been there. | will
assume if this charge was blocked
originally few months ago, why still
showing does every month in my
account and no refund has been
issue. | dont this is fair people get
charged of some random stuff and
they dontProduct_Or_Service:
Other /samsung Galaxy/Shared
Ultimited Value talk &

TextAccount_Number: w’
— Additional Comments:
DesiredSettlementID: Other
(Requires Explaination)l will like to
get every single refund that this
person, company, whatever,
whoever has been charging my
account for more than a year. | will
like T-mobile to fix all these issues
and to protect their clients by
creating a feature where allows
each costumer to do not allow
something like this. Or at least able
to track who is this, what is this
company that has got more than
300 dollars from me, why does T-
mobile has no way to find outa
name. What if T-mobile Company is
been charging this amount for
themselves. Who assure me this is
\what not really happening.

|Complaint Info CRA Dispute Flag

Complaint Info CRA Dispute
Responded

Complaint Info CRA Dispute
Resolved

-.|Complaint Info Fair Resolution Flag

[Yes

Complaint Info Fair Resolution
Description

RESOLVED. The consumer has
verified that the complaint has been

|[settled to his/her satisfaction.




|Record 4 of 36

|Reference Number

||Creatad Date

I|Complaint Source

|Ori inator Reference Number

[BBB WA DuPont

English

||Language

I|Contact Type Complaint

"Data Source Organization
[DNC? N

[Entered By BBBSEAT-USER
|Entered Date 06/17/2013
|Updated By BBBSEAT-USER
\Updated Date 03/07/2014
|ﬁgency Contact External Agency
Complaint Date 06/17/2013
Transaction Date

Member of armed forces or

dependant?

|Consumer First Name

||Consumer Middle Name

I|Con sumer Last Name

[Consumer Salutation

||Consumer Address, Line 1

||Consumer Address, Line 2

"Consumer Address, Line 3

|Consumer Address, City OAK BROOK
I|Consumer Address, State Code IL
I|Consumer Address, State Name [|Illinois
I|Consumer Address, Country Code |[USA

|Consumer Address, Country Name

||Consumer Address, ZIP Code

UNITED STATES

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

Consumer Work Phone, Country
Code

||Consumer Work Phone, Area Code |

||Consumer Work Phone, Number




[Consumer Work Phone, Extension |

|Consumer Fax, Country Code

"Consumer Fax, Area Code

||Consumer_ Fax, Number

' Consumer Cell Phone, Country
Code

"Consumer. Cell Phone, Area Code [

ik:onsumer Cell Phone, Number |

|Consumer Email
I|Consumer Age range

||Consumer. Military Status H

||Consumer_ Military Station

Consumer Complaining
|ICompany/Org

|Consumer Military Service Branch

[Company Name

T-Mobile USA Inc

|company Address, Line 1 12920 SE 38th St
||Company Address, Line 2

[Company Address, Line 3

||Cornpany Address, City BELLEVUE
"Company Address, State Code |WA

[Company Address, State Name | Washington
|company Address, Country Code |USA

[company Address, Country Name |[UNITED STATES
||Cc|mpamyr Address, ZIP Code I

Company Address, ZIP Code

Extension

||__Qompany Phone, Country Code H

||Company Phone, Area Code 800

|Company Phone, Number 9378997

||Companyr Phone, Extension

||Company Email

||Con'|pany Website

www t-mobile.com

||Company Subject ID Type Code

I|Company Subject ID Type Name H

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject D Issuing

Country Name



http:www.t-mobile.com

|Company Rep First Name

Exec. Customer Relat

;Company Rep Middle Name

;Company Rep Last Name

Attention: Angela Baca

_|Company Rep Salutation

[

|

|ICompany Rep Comments

|Complaint Info Initial Contact
(Method

|Complaint Info Initial Contact Date |

|Complaint Info Initial Response
Method

Complaint Info Initial Response
|Date

Complaint Info Amount Requested
|Method

[Complaint Info Amount Requested
[Value

' Complaint Info Amount Paid
|Method

|Complaint Info Amount Paid Value

l'

|Complaint Info Product Service
|[Code

9045

|Complaint Info Product Service
|Description

Mobile: Other

|

'_|Complaint Info Law Violation Code _

Complaint Info Law Violation
|\Description

[Complaint Info Statute Code

|

;|Complaint Info Statute Description

Complaint Info Topic Code

t Complaint Info Topic Description

| moved to the Chicago area for
work in November of 2012. At that
time, | decided to get a Hotspot
device and service from T-Mobile
with a 2 year contract. | was
hesitant about signing a 2 year
contract as | would need to move
out of the country after a few
months. But the T-Mobile associate
working in the Oak Brook Terrace
store advised that T-Mobile could
waive the early the termination fee if
necessary documents are
submitted.At around March of 2013,
I notified T-Mobile about my
canceling the account as | needed
to move out of the country. Per the
associate's request, | submitted (




Complaint Info Comments

via fax and mail) a copy of my ID,
relocating letter, in addition to a
copy of the letter with a foreign
address as a proof of moving. As
they requested, | submitted all gpfthe
‘ via the fax number R.
\W as fax was the only
|loption to submit any documents.
After | faxed in my documents, |
followed up with the customer
service representative on 5-6 times
to confirm whether my documents
were received from their
department. No representatives
could confirm whether my
documents were received even
after the standard 8-10 business
day turnaround time | was given
from the representatives.l ended up
moving out of the country at the end
of April of 2013 without getting any
confirmation from T-mobile
regarding the receipt of my faxes.
Since | didn't receive any notices, |
naturally thought my account was
closed out with early termination fee
being waived.After 2 months of
thinking that my account was
closed, | found out today
(6/15/2013) that my account was
never closed out but was
temporarily suspended; account
was not closed out yet as T-mobile
was still awaiting for my documents
to be submitted. T-Mobile neglected
to send any. notices to me that my
account was not closed out. Rather,
they collected a monthly fee of
$9.99 to keep the accounton a
suspension mode.| submitted the
required documents three times,
and | do not understand why T-
Mobile denies receiving the
forms.Product_Or_Service: Other
//HotspotAccount_ Number:

(6 - Additional Comments:
DesiredSettlementID: Other
(Requires Explaination)l would like
T-Mobile to waive the two months of
$9.99 as accountwas on a
suspension mode and never closed
out as | requested. | also. would like
them to refund my $200 early
[termination fee. | submitted the




required forms via fax three times,
and | do not think | need to be
penalized for T-mobile's
negligence.l still have the forms |
faxed to T-mobile.

|Complaint Info CRA Dispute Flag

Complaint Info CRA Dispute
Responded

Complaint Info CRA Dispute
Resolved

|Complaint Info Fair Resolution Flag

Yes

Complaint Info Fair Resolution
Description

ASSUMED RESOLVED. The
business addressed the issue, but
the consumer has not verified with

the BBB that the complaint is
settled nor requested additional

BBB assistance.

[Record50f36

|Reference Number X0 |
[Created Date 06/18/2013
|Complaint Source  |BBB WA DuPont
Originator

Reference Number

|Language English
|contact Type Complaint
||Data Source Organization
[DNE? N
[Entered By BBBSEAT-USER
|Entered Date 106/18/2013
|updated By BBBSEAT-USER
|Updated Date 03/07/2014
|§_gency Contact |Externa| Agency
|ComplaintDate | 06/18/2013
Transaction Date |

\Tmber of armed

forces or

dependant?

Consumer First
Name

Consumer Middle
Name

Consumer Last
Name

Consumer
Salutation




Consumer Address,
Line 1

Consumer Address,
Line 2

Consumer Address,
Line 3

Consumer Address,

City

LOMA LINDA

Consumer Address,
State Code

CA

Consumer Address,
State Name

California

Consumer Address,
Country Code

USA

Consumer Address,
Country Name

UNITED STATES

ZIP Code

Consumer Address, |[i

Consumer Address,
ZIP Code Extension

Consumer Home
Phone, Country
Code

Consumer Home
Phone, Area Code

Consumer Home
Phone, Number

Consumer Work
Phone, Country
Code

Consumer Work
Phone, Area Code

Consumer Work
Phone, Number

Consumer Work
Phone, Extension

Consumer Fax,
Country Code

Consumer Fax, Area
Code

Consumer Fax,
Number

Consumer Cell
Phone, Country
Code

Consumer Cell
Phone, Area Code




Consumer Cell
Phone, Number

|Consumer Email

Consumer Age
range

Consumer Military
Status

Consumer Military
Station

Consumer
Complaining
Company/Org

Consumer Military
Service Branch

T-Mobile USA Inc

JCompany Name

Company Address,
Line 1

12920 SE 38th St

Company Address,
Line 2

Company Address,
Line 3

Company Address,
City

BELLEVUE

Company Address,
State Code

WA

Company Address,
State Name

Washington

Company Address,
Country Code

USA

Company Address,
Country Name

UNITED STATES

Company Address,
ZIP Code

Company Address,
ZIP Code Extension

Company Phone,
Country Code

Company Phone,
Area Code

800

Company Phone,
Number

9378997

Company Phone,
Extension

(Company Email

"Company Website

www.t-mobile.com

Company Subject ID
Type Code




Company Subject ID
Type Name

Company Subject ID
Issuing State Code

Company Subject ID
Issuing State Name

Company Subject ID
Issuing Country
Code

Company Subject ID
Issuing Country
Name

Company Rep First
Name

Exec. Customer Relat

Company Rep
Middle Name

Company Rep Last
Name

Attention: Angela Baca

| Company Rep
Salutation

Company Rep
Comments

Complaint Info Initial
Contact Method

Complaint Info Initial
Contact Date

Complaint Info Initial
Response Method

Complaint Info Initial
Response Date

Complaint Info
Amount Requested
Method

Complaint Info
Amount Requested
Value

Amount Paid

Complaint Info
Method

Complaint Info
Amount Paid Value

Complaint Info
Product Service
Code

9045

Complaint Info
Product Service
|[Description

Mobile: Other

|Complaint Info Law




|Violation Code

I

Complaint Info Law
Violation
|Description

Complaint Info
Statute Code

Complaint Info
|Statute Description

|Complaint Info Topic
(Code

: Complaint Info Topic
|Description

Complaint Info
Comments

| have a $49.99 preferred voice plan with T-Mobile.
With 3 lines. On 3/25/13; T-mobile ended all
subsidy contracts for T-mobile customers
http:/farticles.latimes.com/2013/mar/25/business/la-
fi-tn-tmobile-ends-phone-subsidies-20130325Cust
omers who had contracts and plans prior to 3/25/13
qualified for a $5 credit for EACH voice line, in lieu
of a subsidy upgrade, this includes 2 of my lines
that qualified on 6/14/13. So | should have a $5
add-a-line (down from $10) and. a $5 off the voice
plan. One line does not qualify at this time.He said
that there is no way to get the $5 voice add-a-line
credit. It cannot stand alone. | told him that | had
friends that managed to get that, and he then
clarified that the features where dropped 3 weeks
ago. | got upset and said there should be some
perk to remaining on t-mobile, without the subsidy
upgrade and no voice credit.The rep did
acknowledge that | had 9 years with T-Mobile, as
well as perfect payment history. The rep claimed
that there is no way to apply for the Bridge to Value
credit anymore. | really am not happy if | am getting
burned out of a subsidy, and burned out ofa BTV
credit, | am really unhappy, no more promised
subsidy upgrade, and no more $5

credit Product_Or_Service: Nokia /Nokia
3220/Shared Preferred FT 600 NW
Account_Number: --- Additional
Comments: DesiredSettlementID: Other (Requires
Explaination)l would like the $9.99 add-a-line
charge to get reduced to the promised $5 BTV add
a line. Also, voice plan should receive an
additional $5 BTV credit, as it now qualifies.

[Complaint Info CRA
|Dispute Flag

Dispute Responded

[Complaint Info CRA

Complaint Info CRA
|Dispute Resolved



http://articles.latimes.com/2013/mar/25/business/la

Complaint Info Fair

Resolution Flag b

“Complaint Info Fair

ASSUMED RESOLVED. The business addressed
the issue, but the consumer has not verified with

g:zg:_;"tg:l the BBB that the complaint is settled nor requested
P additional BBB assistance.

[Record 6 of 36

I|Reference.Number it

|Created Date 07/11/2013

!|Complaint Source

BBB WA DuPont

|On'ginator Reference Number

|Eng|ish

Language
[Contact Type Complaint
I|Data Source Organization
[DNC? N
[Entered By BBBSEAT-USER
|Entered Date 07/11/2013
|Updated By BBBSEAT-USER
Updated Date |03/07/2014
|Agency Contact External Agency
Complaint Date 07/11/2013

Transaction Date

Member of armed forces or
dependant?

||Consumer First Name

"Consumer. Middle Name

|consumer Last Name

I|Consumer. Salutation

I|ConsumerAddress, Line 1

I|Consumer. Address, Line 2

|Consumer Address, Line 3

||Consumer. Address, City

BROOKLYN

||Consumer Address, State Code

NY

|Consumer Address, State Name

New York

||Consumer Address, Country Code

USA

!|Consumer Address, Country Name

||Consumer Address, ZIP Code

UNITED STATES

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

||Consumer Home Phone, Area




[Code

I|Consumer Home Phone, Number

Consumer Work Phone, Country
Code

I|Consumer Work Phone, Area Code |

||Consumer Work Phone, Number

||Consumer Work Phone, Extension

||Consumer Fax, Country Code

||_C_o_nsumer Fax, Area Code

Consumer Cell Phone, Country
Code

|Consumer Cell Phone, Area Code

||Consumer Cell Phone, Number

I|Consumer Email

[Consumer Age range

[Consumer Military Status

||Consumer Military Station

Consumer Complaining
|[Company/Org

I|Consumer Military Service Branch

||Company Name

T-Mobile USA Inc

[Company Address, Line 1 12920 SE 38th St
|Company Address, Line 2

||Company Address, Line 3

[company Address, City BELLEVUE
|Company Address, State Code ~ |WA

I|Company Address, State Name Washington
I|Company Address, Country Code ||USA

||Company Address, Country Name [JUNITED STATES
|company Address, ZIP Code

Company Address, ZIP Code

|[Extension

|Company Phone, Country Code

I|Company Phone, Area Code 800

I|Company Phone, Number H9378997

||Company Phone, Extension

|Company Email

I|Company Website

www.t-mobile.com

||Company Subject ID Type Code

|

I|Company Subject ID Type Name

Company Subject ID Issuing State
Code




Company Subject ID Issuing State
Name

Company Subject D Issuing
Country Code

Company Subject ID Issuing
Country Name

||Company Rep First Name

|Exec. Customer Relat

[Company Rep Middle Name

|Company Rep Last Name

[|Attention: Angela Baca

"Company Rep Salutation

||Company Rep Comments

Complaint Info Initial Contact
Method

"Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

Complaint Info Amount Paid
Method

||C0mplaint Info Amount Paid Value

Complaint Info Product Service
Code

9045

Complaint Info Product Service
Description

Mobile: Other

||Complaint Info Law Violation Code

Complaint Info Law Violation
[|[Description

[Complaint Info Statute Code

I|Cornplaint Info Statute Description

!|Complaint Info Topic Code

Complaint Info Topic Description

over the past few months | have
been receiving my bill with an extra
$9.99 usage charge. When |
inquired about this extra fee | was
informed that it was a ring tone
download. | advised the rep that |
did not authorize or make this
purchase. They apologized to me

and informed me that they would
puta block on all purchases at my




Complaint Info Comments

request and refund me the $9.99
which they did. The next month the
charge appeared again. | called
again and got the same response.
They would cancel this charge and
block it from happening again. |
now received my bill again and the
charge was still on there. This time
the rep would not refund my $9.99
saying that | have to pay it. She did
confirm that there is a block on my
account for these charges to occur
but could not clearly exaplain why it
is still appearingonm

bill. Account_Number: m
- Additional Comments:
DesiredSettlementID: Other
(Requires Explaination) | would like
the $9.99 taken off the bill
immediately. | would like the
account blocked from ANY
purchases. | would also like a free
month of service for my hassle and
my wasted time. | should not have
had to call 3 times to deal with the
same stupid issue. what they are

doing is fraud.

;|Complaint Info CRA Dispute Flag

I

Complaint Info CRA Dispute
(|Responded

Complaint Info CRA Dispute
||[Resolved

[Complaint Info Fair Resolution Flag

[Yes

Complaint Info Fair Resolution
Description

RESOLVED. The consumer has
verified that the complaint has been

||settled to his/her satisfaction.

[Record 7 of 36

|Reference Number \W _

|created Date [07/02/2013 |
|Complaint Source [BBB WA DuPont

|O" ginator Reference Number

o ]

Language

|English

|
_.IContact Type [Complaint |
|Data Source Organization |
[DNC? IN |
[Entered By |BBBSEAT-USER |
[Entered Date 0710272013

Updated By

BBBSEAT-USER




Updated Date 10/28/2013
/Agency Contact External Agency
Complaint Date 07/02/2013
Transaction Date

Member of armed forces or
dependant?

|Consumer First Name
I|Consumer Middle Name
"Consumer Last Name
!|Consumer Salutation
||Consumer Address, Line 1
||Consumer Address, Line 2
[Consumer Address, Line 3
I|Consumer Address, City CORDOVA
I|Consumer Address, State Code TN
[Consumer Address, State Name | Tennessee
|Consumer Address, Country Code |[USA
|Consumer Address, Country Name |[UNITED STATES
[Consumer Address, ZIP Code R

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

Consumer Work Phone, Country
Code

I|Consumer Work Phone, Area Code
|Consumer Work Phone, Number
|consumer Work Phone, Extension
||Consumer Fax, Country Code
I|Ccnsumer Fax, Area Code
|Consumer Fax, Number

Consumer Cell Phone, Country
||Code

||Consumer Cell Phone, Area Code
|Consumer Cell Phone, Number
I|Consumer Email

||Consumer Age range
||Consumer Military Status
||Consumer Military Station

||Cor1 sumer Complaining




|Company/Org |

I|Consumer Military Service Branch [

[Company Name

T-Mobile USA Inc

|Company Address, Line 1 12920 SE 38th St
I|Company Address, Line 2 H

|Company Address, Line 3

|Company Address, City BELLEVUE
I|Company Address, State Code WA
|[C_cin_p§_n‘y“@_d_r_ess, State Name | Washington
!|__C_g[]j|pany Address, Country Code  [USA

I|Company Address, Country Name \ UNITED STATES
||Company Address, ZIP Code \

Company Address, ZIP Code

|[Extension

i|Company Phone, Country Code H

||Company Phone, Area Code 800

|Company Phone, Number 9378997

||Company Phone, Extension \

||Company Email H

!|Company Website

www.t-mobile.com

||Company Subject ID Type Code

!|Company Subject ID Type Name |

ICompany Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject D Issuing
Country Code

Company Subject D Issuing
|Country Name

||Company Rep First Name

Exec. Customer Relat

||Cc|mpanyr Rep Middle Name

"Company Rep Last Name

Attention: Angela Baca

|Company Rep Salutation

HCompany Rep Comments

Complaint Info Initial Contact
Method

|Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested

Method




|Value

:Complaint Info Amount Requested i

Complaint Info Amount Paid
Method

: Complaint Info Amount Paid Value

|

Complaint Info Product Service
Code

9045

[Complaint Info Product Service
._ Description

Mobile: Other

Complaint Info Law Violation Code |

|

' Complaint Info Law Vioclation
|Description

_|Complaint Info Statute Code

__:|Complaint Info Statute Description

I

(Complaint Info Topic Code

[Complaint Info Topic Description

We were customers with T-Mobile

for 8 years. We decided to switch
phone companies. My wife called
and talked to Marty on 2/15/13 to
ask about a 9.99 charge. During
that same phone conversation, she
asked about what we needed to do
to cancel. He informed her that as
long as we canceled after April
21st, there would be no charges or
fees due. We switched companies
on April 26th, expecting to pay for
the few days in the month. Later we
got our May bill for the full amount.
My wife called and spoke with
Alyssa on 5/30/13 in regards to the
full bill. She stated first stated that
the pro-rated charge would be
$24.74 for the 4 days of service but
then she recounted her previous
istatement and said that the best that
t-mobile could do was $103.53. She
explained that she talked to Marty
earlier and received different
information. She was then
transferred to a supervisor, Joe. Joe
said that he didn't see a
conversation with Marty on the
computer. At the time she didn't
have the call info with Marty. She
told Joe that she could call him
back with that information. On
5/31/13 she called back for Joe and
talked to Kevin. Kevin informed her




Complaint Info Comments

[that Joe was not available, but he

would email Joe all of the
information. Kevin said that it would
take at least 72 hours to hear back
from Joe, but that Joe would contact
us back. She called back to talk to
Joe on 6/14/13 and talked to
Jasmine and paid $25.00, the pro-
rated amount quoted originally by
Alyssa, and would wait to her back
from Joe. She got a confirmation
number,[BIB]___] to make sure
that she noted on the account that
she was only paying this amount
until she heard back from Joe. She
received 2 phone calls from T-
Mobile Collections and she
explained the whole situation to
both people that called. On 7/1/13,
we received a Final Notice letter,
stating that we would be sent to
collections if the full amount was
not paid within 10 days of the date
of the letter. She called on 7/1/13
and talked to Stephanie, and then
was transferred to the dispute
department and talked to Ken. Ken
stated that he saw all of the phone
conversations on our account, He
said that they have the right to
charge us the full amount. Ken
istated that Marty gave us wrong
information in February. ---
Additional Comments: We are just
trying to pay what we owe, the
$24.74. Why are we having to pay
more money because an employee
of a company gives wrong
information out. We have still never
heard from Joe. T-Mobile isn't
holding up to their end of the word,
why should | pay them more money.

|Complaint Info CRA Dispute Flag |

' Complaint Info CRA Dispute
Responded

Complaint Info CRA Dispute
Resolved

" Complaint Info Fair Resolution Flag:

Yes

Complaint Info Fair Resolution
Description

ASSUMED RESOLVED. The
business addressed the issue, but
the consumer has not verified with
the BBB that the complaint is

|[settled nor requested additional




|BBB assistance.

|Record 8 of 36
|Reference Number |_
[Created Date 06/27/2013
I|Complaint Source BBB WA DuPont
Originator Reference Number ;_
Eguage English
"Contact Type Complaint
||Data Source Organization
[DNC? N
|Entered By BBBSEAT-USER
|Entered Date 06/27/2013
|Updated By BBBSEAT-USER
\Updated Date 03/07/2014
lﬁgency Contact External Agency
Complaint Date 06/27/2013
Transaction Date
Member of armed forces or
dependant?
|Consumer First Name |
|Consumer Middle Name |
I|Consumer Last Name |
[Consumer Salutation |
|Consumer Address, Line 1 |
|Cconsumer Address, Line 2
||Consumer Address, Line 3
|Consumer Address, City WILMINGTON
I|Consumer Address, State Code DE
I|Consumer Address, State Name  |[Delaware
||Consumer Address, Country Code |USA
|consumer Address, Country Name |UNITED STATES

||Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

'Consumer Work Phone, Country
Code

|Consumer Work Phone, Area Code




||Con5umer Work Phone, Number
!|Consumer Work Phone, Extension '

|Consumer Fax, Country Code

I|Consumer Fax, Area Code

i|Consumer Fax, Number

| Consumer Cell Phone, Country
Code

||Consumer Cell Phone, Area Code

"gmsumer Cell Phone, Number
|k3__g_rjsumer Email

I|Consumer Age range

||Consumer Military Status

|Consumer Military Station

Consumer Complaining
|ICompany/Org

||Consumer Military Service Branch

|Company Name

T-Mobile USA Inc

[company Address, Line 1 12920 SE 38th St
||Company Address, Line 2 H

!|Company Address, Line 3

|Company Address, City BELLEVUE
!|Company Address, State Code |WA

[Company Address, State Name  [Washington
||Company Address, Country Code ||USA

||Company Address, Country Name \ UNITED STATES
||Cr:|mp.emyr Address, ZIP Code ”

Company Address, ZIP Code

Extension

I|Company Phone, Country Code H

I|Company Phone, Area Code 800

|company Phone, Number 9378997

||Companyr Phone, Extension

"Company Email

i|m;)any Website

www.t-mobile.com

I|Company Subject ID Type Code

||Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing

‘ Country Code

||Company Subject ID Issuing




|Country Name

|

:|Cc|mpanyr Rep First Name HExec. Customer Relat
[Company Rep Middle Name
:Company Rep Last Name Attention: Angela Baca

f|Company Rep Salutation

I

J|Company Rep Comments

I

Complaint Info Initial Contact
Method

|

ICompI@int Info Initial Contact Date

Complaint Info Initial Response
Method

|

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

|Complaint Info Amount Requested
|Value

[|Complaint Info Amount Paid Value

Complaint Info Amount Paid
Method

|

|Complaint Info Product Service
[Code

9045

[Description

Complaint Info Product Service

Mobile: Other

|Complaint Info Law Violation Code

|

|Description

Complaint Info Law Violation

|[Complaint Info Statute Code

l.CompIaint Info Statute Description \

|

[Complaint Info Topic Code

[

|[Complaint Info Topic Description

|

Hi, My bill is automatically paid via
a credit card. This month my card
bill reflected a payment $9.99
higher. After checking, | realized my
current charge also reflected a
$9.99 higher bill. | reviewed my bill
and found a charge by a company
R & D Media of $9.99. | contacted
T-Mobile and they could not tell me
who this company is or how | come
to getting charged. | receive many
e-mails from T-Mobile, you would
think they would alert me when
someone is trying to add a charge,

when the company is not part of T-

Mobile. | checked on line for this




Complaint Info Comments

company and it appears they are
from another country and a lot of
complaints come up regarding
unauthorized charges. After 2 calls
T-Mobile is giving me a credit. How
do we alert T-Mobile that this is not
a good practice to collect for
unauthorized charges. Thank
youProduct_Or_Service: Other
/IAccount_ Number:[(2)6

- Additional Comments:
DesiredSettlementID: Other
(Requires Explaination)Inform T-
Mobile that allowing other
companies to come in and apply
unauthorized charges to their
customer's bill is not right. It does
not make for a happy T-Mobile
customer who they could loose.
There should be a law that makes a
company get authorization from
their customers before hand.{(2)(6)

[|Complaint Info CRA Dispute Flag

Complaint Info CRA Dispute
Responded

Complaint Info CRA Dispute
‘ Resolved

:|Complaint Info Fair Resolution Flag

|Yes

|
Complaint Info Fair Resolution

Description

RESOLVED. The consumer has
verified that the complaint has been
settled to his/her satisfaction.

[Record 9 of 36

|Reference Number |
[created Date [07/02/2013
!|Complaint Source |BBB WA DuPont

]l%inator Reference Number

[English

|Language

:lContact Type ’amplaint

:|Data Source LQ",Qanizatiﬁon
[DNC? IN

|Entered By |BBBSEAT-USER
|Entered Date 107/02/2013
|updated By |BBBSEAT-USER
|Updated Date 03/07/2014
_Bgency. Contact \ External Agency
:|Complaint Date \i07102!201 3




[Transaction Date

Member of armed forces or
dependant?

I|Consumer First Name
I|Consumer Middle Name
||Consumer Last Name
||Consumer Salutation
I|Consumer Address, Line 1

||Consumer Address, Line 2

|Consumer Address, Line 3

!|Consumer Address, City

SUN VALLEY

||Consumer Address, State Code

NV

|Consumer Address, State Name

Nevada

||Consumer Address, Couniry Code

USA

I[Consumer Address, Country Name [
[Consumer Address, ZIP Code

||Consumer Address, ZIP Code
Extension

UNITED STATES

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

I|Consumer Home Phone, Number

Consumer Work Phone, Country
Code

|Consumer Work Phone, Area Code
|Consumer Work Phone, Number
|Consumer Work Phone, Extension

I|Consumer Fax, Country Code

|Consumer Fax, Area Code

||Cor|sumer Fax, Number

Consumer Cell Phone, Country
Code

||Consumer Cell Phone, Area Code

I|Consumer Cell Phone, Number
I|Consumer Email
|Consumer Age range

|Consumer Military Status

I|Consumer Military Station

Consumer Complaining
Company/Crg

I|Consumer Military Service Branch

T-Mobile USA Inc

||Company Name




|Company Address, Line 1 |

12920 SE 38th St

|[Company Address, Line 2 [

[Company Address, Line 3

I|Company Address, City

BELLEVUE

I|Company Address, State Code HWA

||Company Address, State Name |Washington

||Company Address, Country Code

USA

||Company Address, Country Name

UNITED STATES

[Company Address, ZIP Code [

Company Address, ZIP Code
Extension

||Company Phone, Country Code |

|Company Phone, Area Code 800

||Company Phone, Number 9378997

!|Company Phone, Extension H

||Company Email

|Company Website www.t-mobile.com

||Company Subject ID Type Code \

||Company Subject ID Type Name H

Company Subject ID Issuing State

Company Subject ID Issuing State
|Name

Code

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

i|Company Rep First Name Exec. Customer Relat

!|_Company Rep Middle Name H

||Company Rep Last Name J Attention: Angela Baca

||Company&p Salutation

||Company Rep Comments

Complaint Info Initial Contact
|Method

||Complaint Info Initial Contact Date

'Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
[Value

[Complaint Info Amount Paid I




Method

|

;|Complaint Info Amount Paid Value

|

[Complaint Info Product Service
Code

9045

' Complaint Info Product Service
(Description

Mobile: Other

'_Cor'nplaint Info Law Violation Code

Complaint Info Law Violation
Description

|Complaint Info Statute Code

+

:|Complaint Info Statute Description

|

_j|CompIaint Info Topic Code

|

__|C0mplaint Info Topic Description

I

Complaint Info Comments

When | started this service | signed
up nfor a plan that supposedly gave
you 15% extra for large refills,i.e.
$50 to $100. Several years ago
these people quit doing that
although they insist they do. They
must think | can't count! So |
switched to a plan that supposedly
offers 1500 minutes and 30 mb of
data for 30 days. Of course the
service is shut down at 29 days,and
the data is so lousy that most of it is
wasted trying to get to the website
you want. | am a disbled veteran
who was hurt on the job and | get
paid my Social Security on the 3rd
of the month. While this plan | am
on should be cheap,itis obviously
not what was stated! By reasonable
standards,they owe me thousands
of minutes from the old plan,and
many days on this newer one. Why
can't | just set up an automatic bill
pay with my bank and get
reasonable service? Instead | am
also getting dinged for $9.99 for
something that is not even allowed
on this account! When i tried to set
up an autopay with my bank,they
took the money and refused to
credit me with any time or return the
money! Eventually,thier bank and
my bank decided it was fraud and
returned my money. These people
need to grow up or get out of
business!Product_Or_Service;
Siemens HAccount_Number:@

- Additional Comments:




DesiredSettlement|D: Other
(Requires Explaination)redress on
all these issues.

\IComplaint Info CRA Dispute Flag

Complaint Info CRA Dispute
Responded

Complaint Info CRA Dispute
Resolved

Complaint Info Fair Resolution Fla

Yes

Complaint Info Fair Resolution
Description

ASSUMED RESOLVED. The
business addressed the issue, but
the consumer has not verified with
the BBB that the complaintis
settled nor requested additional
BBB assistance.

[Record 10 of 36

|Reference Number

||Created Date

[07152013

|[complaint Source

(BBB WA DuPont

|Originator Reference Number

[English _

[Language

HContacl Type ||'Cgmplaint

|Data Source |Organization
[one? N

|Entered By |BBBSEAT-USER
|Entered Date 07/15/2013
|Updated By |BBBSEAT-USER
|Updated Date 103/07/2014
|&gency Contact ||Externa| Agency
Complaint Date 07/15/2013

Transaction Date

Member of armed forces or
dependant?

|Consumer First Name

||Consumer Middle Name

IIConsumer Last Name

|Consumer Salutation

|Consumer Address, Line 1

I|Con sumer Address, Line 2

I|C0nsumer Address, Line 3

|Consumer Address, City

|PHILADELPHIA

I|Consumer Address, State Code

PA

||Consumer Address, State Name

||Pennsylvania




[Consumer Address, Country Code |

USA

[Consumer Address, Country Name |

||Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

UNITED STATES

Consumer Home Phone, Country
Code

i Consumer Home Phone, Area
[Code

!|Consumer Home Phone, Number

Consumer Work Phone, Country
[Code

||Con sumer Work Phone, Area Code

"Consumer Work Phone, Number \ ,

[Consumer Work Phone, Extension

||Consumer Fax, Country Code

||Consumer Fax, Area Code \

||Consumer Fax, Number

| Consumer Cell Phone, Country
r Code

]|Consumer Cell Phone, Area Code \

|Consumer Cell Phone, Number

"Consumer Email

Consumer Age range
I ge rang

||Consumer Military Status

llConsumer Military Station

| Consumer Complaining
[Company/Crg

|Consumer Military Service Branch -

i

|Company Name

[T-Mobile USA Inc

|Company Address, Line 1 12920 SE 38th St
"Company Address, Line 2 |

|Company Address, Line 3

[Company Address, City BELLEVUE
[Company Address, State Code WA

[Company Address, State Name |Washington
|Company Address, Country Code  [USA

(company Address, Country Name [UNITED STATES
|Company Address, zIP Code |

Company Address, ZIP Code

|[Extension

||Company Phone, Country Code H

|Company Phone, Area Code 1800




|Company Phone, Number |

|9378997

"Company Phone, Extension [

[Company Email

I|Company Website

www.t-mobile.com

I|Company Subject ID Type Code [

|Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

i|Company Rep First Name [

|Exec. Customer Relat

Company Rep Middle Name

Company Rep Last Name

Attention: Angela Baca

|Company Rep Salutation

||Company Rep Comments [

Complaint Info Initial Contact
Method

!|C0mplaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

Complaint Info Amount Paid
Method

I|Complaint Info Amount Paid Value

|complaint Info Product Service
Code

9045

'Complaint Info Product Service
Description

Mobile: Other

||Cor'nplaint Info Law Violation Code

Complaint Info Law Violation
Description

|Complaint Info Statute Code

"Complaint Info Statute Description \

||Complaint Info Topic Code \

||Comp|aint Info Topic Description

1-3-2013 needed to replace old cell



http:www.t-mobile.com

Complaint Info Comments

‘ phonePurchased Galéxy D Blaze

Iservice.Account Number P8 |

4G- 378Accessories-
46Total(including taxes)
$424Customer Service Contacted
on:2/5/132/7/132/12/133/18/13Got
tired of calling5/31/13 with 5
incidentsCalls were all regarding
consistent dropped calls and lack of
data service for extended periods
with primary usage in my
homeService ported on 6/15/13; on
6/14/13 one call was dropped three
times (NOTE- Verizon Wireless-
with the same usage patterns- has
dropped calls ZERO times and data
service WORKS 99.8%) On 6/3/13 |
received a final notice or they were
sending bill to collections for a bill |
never received regarding the
balance of the equipment chargeOn
7/5/13 received final bill with one
month payment due for a bill | never
received and the last month bill
which is incorrect. When | asked the
customer service to credit my
account for consistently poor
service they stated that the charges
were legitimate and therefore no
credit.The Complaint:Tmobile
stated that their network had
improved whereas in fact it has
consistently dropped calls and
been inoperable. Twice bills were
not received necessitating | drop
other obligations to attend to the bill
so that my account did not go to
collections.Most importantly, 1 will
loose at least 30% in reselling the
device The final bill was to have
deducted 9.99 for a service | did not
agree to pay for and was to have
been blocked according to the
5/31/13 customer service call.Also, |
was charged for 8 days after having
ported the

| lAdditional Comments:
DesiredSettlementID: Other
(Requires Explaination)The
request:Charges will be paid by
close on Monday 6/15/13 as to not
necessitate handling a collections
notice.l request a refund for:30% of

device cost with tax in the amount




of: $124 Removal of the $9.99
charge for unrequested services:
9.99Proper billing -8 days + Tax
(10%): 17.60Total: $151.59

[Complaint Info CRA Dispute Flag
Complaint Info CRA Dispute
Responded

Complaint Info CRA Dispute
Resolved

[Complaint Info Fair Resolution Flag |Yes

RESOLVED. The consumer has
verified that the complaint has been
settled to his/her satisfaction.

Complaint Info Fair Resolution
Description

[Record 11 of 36

[Reference Number | D

[created Date |07/08/2013
||Complaint Source | BBB WA DuPont
||O_n'ginator Reference Number

||Language ||English

[Contact Type |Complaint

I|Data Source ||Organization
[DNC? N

|Entered By |BBBSEAT-USER
|Entered Date |07/08/2013
|Updated By |BBBSEAT-USER
|Updated Date [03/07/2014
|Agency Contact |[External Agency
Complaint Date 07/08/2013

Transaction Date

Member of armed forces or
dependant?

||Consumer First Name
I|Ccnsumer Middle Name
|LConsumer Last Name
I|Consumer Salutation
I|ConsumerAddress, Line 1
||Consumer Address, Line 2
|Consumer Address, Line 3
[Consumer Address, City OVIEDO
||Consumer Address, State Code ||FL
||Consumer Address, State Name  |Florida
||Consumer Address, Country Code ||USA




|Consumer Address, Country Name |UNITED STATES

I|Consumer Address, ZIP Code

Consumer Address, ZIP Code
. Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

I|Consumer Home Phone, Number

Consumer Work Phone, Country
Code

||Consumer Work Phone, Area Code

||Consumer Work Phone, Number

||Consumer Work Phone, Extension

||Consumer Fax, Country Code

[Consumer Fax, Area Code

I|Consumer Fax, Number

Consumer Cell Phone, Country
Code

|Consumer Cell Phone, Area Code

"Consumer Cell Phone, Number

I|Consumer Email

[Consumer Age range

|Consumer Military Status

||Consumer Military Station

Consumer Complaining
Company/Org

I|Consumer Military Service Branch

I|Company Name

[T-Mobile USA Inc

|company Address, Line 1 12920 SE 38th St
(Company Address, Line 2

||Companyr Address, Line 3

[Company Address, City BELLEVUE
||Company Address, State Code WA

I|Company Address, State Name Washington
I|Company Address, Country Code ||USA

|company Address, Country Name |UNITED STATES
(Company Address, ZIP Code

Company Address, ZIP Code

|[Extension

|Company Phone, Country Code

I|Company Phone, Area Code 800

||Company Phone, Number H93?8997




|Company Phone, Extension

"Company Email

[Company Website

www.t-mobile.com

I|Company Subject ID Type Code

I|Company Subject ID Type Name

|

|Company Subject ID Issuing State

Company Subject ID Issuing State

Code
. Name

Company Subject ID Issuing
Country Code

Company Subject D Issuing

Country Name _
I|Company Rep First Name Exec. Customer Relat
|[Company Rep Middle Name I

Company Rep Last Name ||Attention: Angela Baca

Company Rep Salutation

|Company Rep Comments

Complaint Info Initial Contact
Method

||Cornplaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

Complaint Info Amount Paid
Method

||Complaint Info Amount Paid Value

Complaint Info Product Service
Code

9045

Complaint Info Product Service
Description

Mobile: Other

[complaint Info Law Violation Code

Complaint Info Law Violation
Description

i|CompIaint Info Statute Code

(Complaint Info Statute Description

"Complaint Info Topic Code

|

ICompIaint Info Topic Description

Tmobile has been charging me
additional unapproved amount of




Complaint Info Comments

[1$9.99 for 13 months. We did not

approve any charges to be added to
our account and did not even notice
this charge as it was hidden under
'Other Fees - Premium Services',
We thought this was a simple
charge for insuring our devices, and
that is what we were told when we
asked about this charge a Tmobile
representative. It took about 20
minutes on the phone with T-mobile
to drill down into this charge just to
find out it was for SendMe service
that we never even heard off, did
not utilize, and certainly did not
authorize. At that point, the
manager (Vicente) on 7/6 at 11:32
pm suggested, | must have loaned
my phone to someone to sign me
up for some service. When | clearly
stated | have not, he then
suggested that | must have either
forgotten about signing up or that |
should have received a text
message asking me if | would like
to unsubscribe from this
unauthorized service. | advised him
that | never respond to text
messages from unknown senders,
especially if it references something
| have never heard off. Vicente
dared to suggest that a normal
person would have responded. The
bottom line is, | authorized to be
billed certain amount and was
charged $130 more without any
approval. Even worse, there was no
way to cancel this service online-
only by calling customer care. The
customer service | received was
absolutely disappointing. [ run a
business and pay T-mobile
thousands of dollars each year, just
to get a response there is nothing
they will do for me, that | will need
to investigate this on my own?
How? Again itis Tmobile, who is
charging me more money than our
contract states. If anything they
seem quite supportive of shady
practices if they allow companies to
get money out of consumers even
without ones credit card - all they
need is our phone number, and a




willing cell phone provider, who
chooses to close eyes and add
more charges to their customer
bills!!! If I call a bank that someone
was stealing money from my
account, they will stand behind their
institution, refund me stolen money
and black list this vendor. Tmobile
should be no s
different.Account_ Number:[{24
(D)(6) Additional Comments:
ettlementliD: Other
(Requires Explaination)immediate
credit for overcharging me $130 for
'Premium Service' (whatever it
means - no additional service was
requested, nor received).

1|Complaint Info CRA Dispute Flag_H |

Complaint Info CRA Dispute
Responded

]Complaint Info CRA Dispute
i
|
i
|

Resolved
|Com_pl_ain_t Info Fair Resolution Flag || Yes |

RESOLVED. The consumer has
verified that the complaint has been

Complaint Info Fair Resolution

Pescription \|settled to his/her satisfaction.

|Record 12 of 36 |
|Reference Number e ] |
[Created Date l07723/2013 _|

] Complaint Source |BBB WA DuPont
|Originator Reference Number '
]|Language

[Contact Type |Complaint

|Data Source [Organization

[DNC? N |
|Entered By |BBBSEAT-USER |
|Entered Date 07/23/2013

|Updated By BBBSEAT-USER

|Updated Date [03/07/2014 |
|Agency Contact |External Agency

[Complaint Date 07/23/2013

i|Transaction Date

IMember of armed forces or

|dependant?

|Consumer First Name ‘m




|Consumer Middle Name

||Ccnsumer Last Name

|Consumer Salutation

||Consumer Address, Line 1

IlConsumer Address, Line 2
||Consumer Address, Line 3

||Consumer Address, City

NEW YORK

||Consumer Address, State Code

NY

"Consumer Address, State Name

New York

||Consumer Address, Country Code

USA

||Consumer Address, Country Name

UNITED STATES

||Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

[Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

Consumer Work Phone, Country
Code

IIConsumer Work Phone, Area Code |
[Consumer Work Phone, Number |
|Consumer Work Phone, Extension

||Consumer Fax, Country Code

|Consumer Fax, Area Code

|Consumer Fax, Number

Consumer Cell Phone, Country
Code

"Consumer Cell Phone, Area Code

||Cor|sumer Cell Phone, Number

||Consumer Email
[Consumer Age range

|Consumer Military Status

||Consumer Military Station

' Consumer Complaining
Company/Or:

|Consumer Military Service Branch

"Company Name

T-Mobile USA Inc

I|Company Address, Line 1

12920 SE 38th St

|Company Address, Line 2

I|Company Address, Line 3

[company Address, City |BELLEVUE




[Company Address, State Code  [WA

|Company Address, State Name Washington
I|Company Address, Country Code ||USA

[Company Address, Country Name [UNITED STATES
|Company Address, ZIP Code

Company Address, ZIP Code

|[Extension

||Company Phone, Country Code

HCompany Phone, Area Code 800

||Company Phone, Number \|93?899?

||Company Phone, Extension

|

||Company Email

!|Company Website

www.t-mobile.com

!|Company Subject ID Type Code

|Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

||Company Rep First Name

Exec. Customer Relat

"Company Rep Middle Name

I

[Company Rep Last Name

|Attention: Angela Baca

||Company Rep Salutation

!|Company Rep Comments

Complaint Info Initial Contact
Method

||Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

' Complaint Info Amount Paid
Method

"Complaint Info Amount Paid Value

|

Complaint Info Product Service
Code

9045




\Complaint Info Product Service
[Description

Mobile: Other

[Complaint Info Law Violation Code

||Complaint Info Law Violation
Description

_' Complaint Info Statute Code

I

'_Cor'nplaint Info Statute Description

|Comp|aint Info Topic Code

I

'|C_ompl_a_i_r_1t Info Topic Description

|

Complaint Info Comments

To whom it may concern,| have
been with T Mobile for the entire
duration of my cell phone life,
approximately 9 1/2 years. About 14
months ago, | contacted the
company as | was unhappy with
their service. | was paying for a
landline that wasn't working,
couldn't work anymore as routers
connected with it were not for sale
anymore. | was ready to end my
account. The representative talked
me into staying, gave a new phone,
all under the condition | would keep
the non working landline for $9.99.
After 2 months my bills were
inflated, $39, $50, every month a
new charge and all ridiculous. For
instance, | would be charged
blackberry data on the non working
landline, text messages, etc. Every
month | had to call and stay on the
phone for long times to settle back
to the original amount. Finally | was
told they were not willing to take
these charges off my account, | had
to write a request to go back to what
originally was discussed, namely
$9,99 for a landline that was not in
use. This took another few months
until 1 was finally granted to go back
to $9.99. By that time | was more
than fedup and called to close my
land line account. | paid $200. My
'like' for T Mobile was wearing off
completely, too many mistakes, too
many dropped calls, too little
service, | finally called again and
asked how long | had on my
contract. The representative
explained me the new 'way to go' at
T Mobile. No more contract. Yes, |
did have 10 months left, but anyone




making a change in the account
would be automatically get out of
the contract. So |1 did, a text came to
announce the changes. Meanwhile,
my mobile phone was about to give
up and decided to leave, | went to
Virgin Mobile, purchased a phone
and switched. The change was
made with 3 weeks left in the billing
cycle of T Mobile.Today | received
my final invaice, $313.75 which
includes $200 contract termination
fee and $113,75 for the whole
month. My monthly bill was $99.99
with them.Even though | feel it
unjust to charge $200 termination
fee because | was told that with a
change of services | was out of
contract, | don't feel | should pay
even more for a whole month while
| only used a week in their
cycle.Product_Or_Service: Other
/HTC/wheneverAccount_Number:
B® |- Additional

omments: DesiredSettlementID:
Other (Requires Explaination)l
would like to pay only the one week
of service | used and not the $200
termination fee as | was told the
contract was not valid anymore
once | made a change in service.l
feel | have not been treated fairly
after being a loyal customer for the
||past nearly 10 years.

|Complaint Info CRA Dispute Flag | |
(Complaint Info CRA Dispute
(|Responded

Complaint Info CRA Dispute
|Resolved

|Complaint Info Fair Resolution Flag [Yes |

RESOLVED. The consumer has
verified that the complaint has been

Complaint Info Fair Resolution

IDeSCI'Iptlon ||settled to his/her satisfaction.
[Record 13 of 36 |
5|Reference Number | i |
'|Created Date 108/05/2013

|Complaint Source [BBBWADUPORt |

_'|Or|g|nator Reference Number \Iﬂ’ﬁi |

|Language [English




|Contact Type |Complaint

||Data Source Organization
[DNC? N

|Entered By BBBSEAT-USER
[Entered Date 08/05/2013
|Updated By BBBSEAT-USER
Updated Date 03/07/2014
Agency Contact External Agency
[Complaint Date 08/05/2013

Transaction Date

Member of armed forces or
dependant?

[Consumer First Name
I|Consumer Middle Name
I[Consumer Last Name
[Consumer Salutation
[Consumer Address, Line 1
||Consumer Address, Line 2

[Consumer Address, Line 3

|Consumer Address, City SUGAR LAND
||C0nsumer Address, State Code TX
IIConsumer Address, State Name Texas
[Consumer Address, Country Code [USA

||Consumer Address, Country Name
||Consumer Address, ZIP Code

UNITED STATES

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

Consumer Work Phone, Country

Code

||Consumer Work Phone, Area Code |

IIConsumer Work Phone, Number
||Consumer Work Phone, Extension

|Consumer Fax, Country Code

||Consumer Fax, Area Code

||Consumer Fax, Number

Consumer Cell Phone, Country
Code

"Consumer Cell Phone, Area Code [|




[Consumer Cell Phone, Number

[Consumer Email

|Consumer Age range

!|Consumer Military Status

[Consumer Military Station

Consumer Complaining
[[Company/Org

"Consumer Military Service Branch

T-Mobile USA Inc

I|Company Address, Line 1 112920 SE 38th St
||Company Address, Line 2 H

|Company Address, Line 3

|[Company Address, City BELLEVUE
i|Company Address, State Code HWA

||C0r'npany Address, State Name |Washington
[Company Address, Country Code [USA

||Company Address, Country Name |UNITED STATES
||Company Address, ZIP Code |

Company Address, ZIP Code

Extension

||Company Phone, Country Code |

||Company Phone, Area Code 800

||Company Phone, Number 9378997

||Company Phone, Extension

||C0mpanyr Email

|

[Company Website

www.t-mobile.com

||Company Subject ID Type Code

[Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

|Company Rep First Name Exec. Customer Relat
||Company Rep Middle Name \
"CQTP."’."EY Rep Last Name [ Attention: Angela Baca

|Company Rep Salutation

||Company Rep Comments

’Complaint Info Initial Contact
Method



http:llwww.t-mobile.com

|Complaint Info Initial Contact Date

|

"Complaint Info Initial Response
(Method

|[Complaint Info Initial Response
Date

' Complaint Info Amount Requested
(Method

Complaint Info Amount Requested
[Value

' Complaint Info Amount Paid
Method

:|Complaint Info Amount Paid Value

|

Complaint Info Product Service
|[Code

9045

|Complaint Info Product Service
[Description

Mobile: Other

i Complaint Info Law Violation Code

' Complaint Info Law Violation
Description

|Complaint Info Statute Code

i|Coranaint Info Statute Description

:|Compl_a_i_n_t_ Info Topic Code

I

[Complaint Info Topic Description

|

Complaint Info Comments

| have been a customer of T Mobile
for 12-13 yrs. On a recent bill |
noticed an unauthorized charge for
Premium services for $9.99.
Looking back at my bills | found the
charge to be recurring since Sept.
The TMobile rep gave me a partial
refund for a charge
to'Matrigistics',but explained to me
that they were allowed to do 3rd
party billing and that | must have
somehow given out my number,
She did offer to block this company
from further charges. My landline is
my main contact and | seldom use
my cell for anything. | certainly
would not agree to pay some one
$10.00 a month to send me
annoying advertisements. |
searched my bill for a message or
call that may have initiated this. |
feel T Mobile should be more
consumer friendly and not so
encouraging to these phone
scammers. They always send a
confirmation text to me when ever
there is a change to my account or




billing. | don't know why they don't
do the same when there are extra
charges, to verify their
authorization. This kind of response
from cell phone carriers gives free
reign to public ripoffs and no
protection to the .
ner Account Number:[BIE__]
|- Additional Comments:
ettlementiD: Other
(Requires Explaination)l would like
the full 12 months refunded.

|Complaint Info CRA Dispute Fla

Complaint Info CRA Dispute
Responded

Complaint Info CRA Dispute
Resolved

I|Complaint Info Fair Resolution Flag [Yes

Complaint Info Fair Resolution
Description

RESOLVED. The consumer has
verified that the complaint has been
settled to his/her satisfaction.

[Record 14 of 36

||Reference Number “

[Created Date 08/12/2013
||Complaint Source BBB WA DuPont

||Originator Reference Number

English

I|Langﬁge

[Contact Type Complaint

||Data Source Organization
[oNne? IN

[Entered By BBBSEAT-USER
|Entered Date 08/12/2013
|Updated By BBBSEAT-USER
Updated Date 03/07/2014
)Agency Contact External Agency
Complaint Date 08/12/2013
Transaction Date

Member of armed forces or
|dependant?

||Consumer First Name

|[Consumer Middle Name

|Consumer Last Name

||Con sumer Salutation

IIConsumer Address, Line 1




|Consumer Address, Line 2

|

I|Consumer Address, Line 3

|Consumer Address, City TUCSON
I|Consumer Address, State Code AZ
[Consumer Address, State Name |Arizona
||Consumer Address, Country Code |USA

||Consumer Address, Country Name

UNITED STATES

||Consumer Address, ZIP Code

I Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

I|Consumer Home Phone, Number

Consumer Work Phone, Country
|Code

||Consumer Work Phone, Area Code

||Consumer Work Phone, Number

|Consumer Work Phone, Extension

||Consumer Fax, Country Code

||Consumer Fax, Area Code

I|Con5umer Fax, Number

Consumer Cell Phone, Country
Code

||Consumer Cell Phone, Area Code

|

||Consumer Cell Phone, Number

|

|Consumer Email

I|Consumer Age range

——

|consumer Military Status

||Consumer Military Station

Consumer Complaining
Company/Org

||Consumer Military Service Branch

||Company Name

T-Mobile USA Inc

[Company Address, Line 1 12920 SE 38th St
|Company Address, Line 2

|Company Address, Line 3

|[Company Address, City |BELLEVUE
I|Company Address, State Code [|WA

|Company Address, State Name  |Washington
I|Company Address, Country Code ||USA

[Company Address, Country Name [UNITED STATES




[Company Address, ZIP Code |

|Company Address, ZIP Code
Extension

i|Company Phone, Country Code H

|Company Phone, Area Code 800

||Company Phone, Number 9378997

!|Company Phone, Extension \

||Company Email

!|Company Website www.t-mobile.com

||Company Subject ID Type Code H

||Company Subject ID Type Name H

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

i|Cornpany Rep First Name [

Exec. Customer Relat

|company Rep Middle Name I

!|Company Rep Last Name Attention: Angela Baca

|Company Rep Salutation

||Company Rep Comments [

Complaint Info Initial Contact
|[Method

||Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

Complaint Info Amount Paid
Method

||Complaint Info Amount Paid Value H

Code

Complaint Info Product Service 9045

Complaint Info Product Service
Description

Mobile: Other

|Complaint Info Law Violation Code _

Complaint Info Law Violation
Description




[Complaint Info Statute Code

|Complaint Info Statute Description

Complaint Info Topic Code

|Complaint Info Topic Description

;[_
|
|
|

Complaint Info Comments

| recently received a regular
monthly bill from TMobile for $8.99.
| called to question the low amount.
| was told a refund of some $40 had
been applied to my account as
repayment for services charged that
were on the bill erroneously. Upon
further investigation it turns out
charges of 9.99 per month had
been attached to my bill from the
day | added the ability to send texts
to my TMobile account, Aug. 15,
2011. Apparently TMobile CSR, T.
Brown (Emp. ID #176) saw fit to add
MoTime Apps. to my account
without my consent. It was a
deliberate act on his part as the
giving and receiving of a pin
number had to be done to activate
this service. | hardly knew how to
send a text at this time, much less
sign up for games and music with
pin numbers involved.Starting in
August of 2011 this charge of 9.99
was listed on my bill under
PREMIUM SURCHARGES. For
some reason, in July of 2013,
TMobile suddenly took notice of
these charges and decided to
refund me 4 months of this
MOTime. They did this of their own
volition. I'm not proud to say this,
but if they hadn't drawn my attention
to this matter, | would have gone on
paying for this service in ignorance
which | neither requested nor
benefited from unless they had
called my attention to it.It appears to
me that TMobile suddenly realized
this for the fraudulent charge it is
and 'threw me a bone'. They
refunded me approx. 4 months of
MOtime. | want another 20 months,
or $200, given me as credit. |
charge TMobile and MoTime with
collusion by signing customers up
for services they do not request. It
was obviously a fraudulent practice
as TMobile saw fit to refund me




some money of their own accord. |
have contacted both TMobile and
MoTime. MoTime is 'filing a request
for repayment’ on their end but
since it is a company with no
discernible physical address | hold
out little hope. CSR Sierra at
TMobile hung up on me before
saying | should have checked my
bills closer. | see TMobile as the
primary source of my _—
prob!ern Account_ Number: m
Additional Comments:
DeswedSettlementlD Other
(Requires Explaination)$200 put on
|my account at TMobile.

[Complaint Info CRA Dispute Flag

|complaint Info CRA Dispute

Complaint Info CRA Dispute
Resolved

[Complaint Info Fair Resolution Flag

[Yes

Complaint Info Fair Resolution

‘ Responded
l
J Description

RESOLVED. The consumer has
verified that the complaint has been
settled to his/her satisfaction.

[Record 15 of 36 \
|Reference Number =6

[Created Date [08/05/2013

[Complaint Source [BBB WA DuPont. ]
|originator Reference Number 5X0 ] |
|Language |English |
!|Contact Type \ Complaint |
]|Data Source \ Organization

IDNC? N

[Entered By [BBBSEAT-USER |
|Entered Date [08/05/2013 |
|Updated By |BBBSEAT-USER

|Updated Date 03/07/2014

|ﬁgency Contact HExternal Agency |
|Complaint Date 0810572013

(Transaction Date

}
|
J Member of armed forces or
|dependant?

|Consumer First Name

|Consumer Middle Name




|Consumer Last Name

I|Ccnsumer Salutation

|Consumer Address, Line 1

||Consumer Address, Line 2

[Consumer Address, Line 3

||Con sumer Address, City

LANSDOWNE

||Consumer Address, State Code

PA

||Consumer Address, State Name

Pennsylvania

"Consumer Address, Country Code

USA

||Consumer Address, Country Name

UNITED STATES

||Consumer Address, ZIP Code

' Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

"Consumer Home Phone, Number

Consumer Work Phone, Country
Code

||C0nsumer Work Phone, Area Code |

"Consumer Work Phone, Number

[Consumer Work Phone, Extension

|Consumer Fax, Country Code

||Consumer Fax, Area Code

|Consumer Fax, Number

Consumer Cell Phone, Country
Code

I|Consumer Cell Phone, Area Code

|consumer Cell Phone, Number

||Cor|sumer Email

|Consumer Age range

||Consumer Military Status

|Consumer Military Station

Consumer Complaining

. Company/Qrg

|Consumer Military Service Branch

|Company Name

T-Mobile USA Inc

|Company Address, Line 1 12920 SE 38th St
I|Company Address, Line 2

|Company Address, Line 3

[Company Address, City BELLEVUE
||Company Address, State Code [|WA




[Company Address, State Name  [Washington
[Company Address, Country Code  [USA

I|Company Address, Country Name |UNITED STATES
||Company Address, ZIP Code |

| Company Address, ZIP Code

Extension

!|Company Phone, Country Code \

||Company Phone, Area Code 800

!|Company Phone, Number 9378997

||Company Phone, Extension

|

|Company Email

|

|company Website

www t-mobile.com

!|Company Subject ID Type Code

i|Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing

|Country Name

||Company Rep First Name Exec. Customer Relat
||Company Rep Middle Name [

||Company Rep Last Name Attention: Angela Baca

I

|Company Rep Salutation

||Company Rep Comments

Complaint Info Initial Contact
Method

|Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

Complaint Info Amount Paid
|[Method

"Complaint Info Amount Paid Value

Complaint Info Product Service
Code

9045

I|Complaint Info Product Service

Makila: Mdhar




|Description

‘[IVIUUIIG- UG

|C0mp|aint Info Law Violation Code [

Complaint Info Law Violation
Description

|Complaint Info Statute Code

|Comp|aint Info Statute Description

_|Complaint Info Topic Code

|Comp|aint Info Topic Description

|
|
|
I

Complaint Info Comments

|Service suspended 05/22/2013
because balance due $48.63 and |
contacted customer care and
refused to pay $48.63 because
adjustments/credits for the period of
12/2012 to 04/2013 (games &
telenav-gps) were not made to my
account. Customer care rep
(Alfreda #8474351000) stated that
all 3 line on my account would be
restored and there was a zero
balance due. The next month
statement had an over due balance
of $5.87 because the actual
adjustment/credit to my account
was $41.64 and a $5 installment

fee for a cell phone
that was already

paid in full. Service was suspended
again on 07/21/2013 for the amount
of $22.31 since adjustments/credits
not made to my account for $5.87
(incorrect credit amount), $5
(inactive cell phone installment
plan) and 05/18/2013 Telenav-gps
fee of $9.99 plus taxes.| contacted
customer care (Ashley) and was
told service would be restored and
the balance due of $22.31 removed.
About ten days later, | received a
text message from Tmobile stating
service will be suspended because
$22.31 was due on account. There
was an additional charge of $5 plus
taxes for another cell phone
installment plan that was paid in full
the previous month and my account
should receive an adjustment/credit
for the amount of
$27.66Product_Or_Service: Other
//Unlimited value Talk &

‘ TextAccount_Number:
|®X6) |- Additional Comments:
DesiredSettlementiD: Other




(Requires
Explaination)Adjustme
$27.66 to my account]'

I|Complaint Info CRA Dispute Flag |

Complaint Info CRA Dispute
Responded

Complaint Info CRA Dispute
Resolved

'ICompIaint Info Fair Resolution Fla

Yes

Complaint Info Fair Resolution
Description

ASSUMED RESOLVED. The
business addressed the issue, but
the consumer has not verified with
the BBB that the complaint is
settled nor requested additional
BBB assistance.

[Record 16 of 36
[Reference Number [ _
|Created Date |09/30/2013
Complaint Source FTC Online Complaint Assistant
(CIS)
@ginator Reference Number
’mguage English
[Contact Type Complaint
||Data Source Consumer
[oNne? N
|Entered By FTCCIS-FTCUSER
|Entered Date 09/30/2013
|Updated By
Updated Date
)Agency Contact Internet
Complaint Date 09/30/2013
Transaction Date

Member of armed forces or
dependant?

||Consumer First Name

IIConsumer Middle Name

|Consumer Last Name

||Consumer Salutation

I|Consumer Address, Line 1

||Consumer Address, Line 2

|Consumer Address, Line 3

I|Consumer Address, City

Brick

||Consumer Address, State Code

NJ




|[Consumer Address, State Name  [New Jersey

I|Consumer Address, Country Code |USA

|Consumer Address, Country Name [UNITED STATES

I|Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

"Consumer Home Phone, Number

Consumer Work Phone, Country
Code

||Consumer Work Phone, Area Code

||Consumer Work Phone, Number

[Consumer Work Phone, Extension

I|Consumer Fax, Country Code

||Consumer Fax, Area Code

||Consumer Fax, Number

Consumer Cell Phone, Country
Code

I|Consumer Cell Phone, Area Code

||Consumer Cell Phone, Number
consumer Email
||Consumer Age range

||Consumer Military Status

|Consumer Military Station

Consumer Complaining
|ICompany/Org

||Consumer Military Service Branch

|Company Name T-Mobile

||Companyr Address, Line 1

||Company Address, Line 2

|Company Address, Line 3

||Company Address, City

I|Company Address, State Code

|Company Address, State Name

|Company Address, Country Code |USA

|[Company Address, Country Name [UNITED STATES

I|Company Address, ZIP Code [

Company Address, ZIP Code
Extension

"Company Phone, Country Code H




|Company Phone, Area Code

|8oo

"Company Phone, Number

(8662453

|Company Phone, Extension

"Company Email

"Company Website

|company Subject ID Type Code

||Company Subject ID Type Name

Company Subject ID Issuing State
Code

Name

Company Subject ID Issuing State

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

|Company Rep First Name

|Carla

ICompany Rep Middle Name

|Company Rep Last Name

Juliette

||Company Rep Salutation

|

|Company Rep Comments

representative

Complaint Info Initial Contact
Method

Mail

IIQQD.’!P.'?i_F_'!.t__lﬂfQ Initial Contact Date |

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

Complaint Info Amount Paid
Method

Check

i|CompIaint Info Amount Paid Value

$200.00

Complaint Info Product Service
Code

9045

Complaint Info Product Service
Description

Mobile: Other

"Complaint Info Law Violation Code

ILc

‘ Complaint Info Law Violation
[|Description

Failure to Honor Refund Policy

"Complaint Info Statute Code

1zz

||Complaint Info Statute Description

HMagnuson-Moss Warranty Act

[Complaint Info Topic Code

|Complaint Info Topic Description




Complaint Info Comments

After realizing that | had been
charged a 9.99 monthly charge for
longer than | can even compute, |
called T-Mobile. They took the
charge off and said they could only
give me a 60.00 credit. That was
back in July 2013. | called T-Mobile
today 9/30/13, and they said they
have no record of promising me a
refund and so cannot give it to me.
The charges are from a "cramming"
company called "Mobile Ecstasy"
on my mobile phone bill. (that's
another complaint). T-mobile: would
not grant me any more than 60.00
credit, and did not even give me
that.

|

|Complaint Info CRA Dispute Flag

|IComplaint Info CRA Dispute

|Responded

Complaint Info CRA Dispute
Resolved

|Complaint Info Fair Resolution Flag.

||Complaint Info Fair Resolution
(Description

[Record 17 of 36 ) |
[Reference Number = |
[Created Date |09r16/2013 |
'|C0mplaint Source HBBB WA DuPont |
: Originator Reference Number N0 J

|Language [English

[Contact Type [complaint ]
:|Data Source HOrganization

[DNC? IN

|Entered By IBBBSEAT-USER

[Entered Date |09/16/2013 |
|Updated By IBBBSEAT-USER

|Updated Date 03/07/2014

:@ency Contact HExternal Agency |
[complaint Date l09r16/2013

[Transaction Date

|

Member of armed forces or
|[dependant?

|Consumer First Name

Consumer Middle Name




|Consumer Last Name

I|Ccnsumer Salutation

|Consumer Address, Line 1

||Consumer Address, Line 2

[Consumer Address, Line 3

||Con sumer Address, City

CHICAGO

||Consumer Address, State Code

IL

||Consumer Address, State Name

llllinois

"Consumer Address, Country Code

USA

||Consumer Address, Country Name

UNITED STATES

||Consumer Address, ZIP Code

' Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

Consumer Work Phone, Country
. Code

||C0nsumer Work Phone, Area Code

"Consumer Work Phone, Number

[Consumer Work Phone, Extension

|Consumer Fax, Country Code

||Consumer Fax, Area Code

|Consumer Fax, Number

Consumer Cell Phone, Country
Code

I|Consumer Cell Phone, Area Code

|consumer Cell Phone, Number

||Cor|sumer Email

|Consumer Age range

||Consumer Military Status

|Consumer Military Station

Consumer Complaining

. Company/Qrg

|Consumer Military Service Branch

|Company Name

T-Mobile USA Inc

|[Company Address, Line 1 12920 SE 38th St
I|Company Address, Line 2

|Company Address, Line 3

[Company Address, City BELLEVUE
||Company Address, State Code [|WA




[Company Address, State Name  [Washington
[Company Address, Country Code  [USA

I|Company Address, Country Name |UNITED STATES
||Company Address, ZIP Code |

| Company Address, ZIP Code

Extension

!|Company Phone, Country Code \

||Company Phone, Area Code 800

!|Company Phone, Number 9378997

||Company Phone, Extension

|

|Company Email

|

|company Website

www t-mobile.com

!|Company Subject ID Type Code

i|Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing

|Country Name

||Company Rep First Name Exec. Customer Relat
||Company Rep Middle Name [

||Company Rep Last Name Attention: Angela Baca

I

|Company Rep Salutation

||Company Rep Comments

Complaint Info Initial Contact
Method

|Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

Complaint Info Amount Paid
|[Method

"Complaint Info Amount Paid Value

Complaint Info Product Service
Code

9045

I|Complaint Info Product Service

Makila: Mdhar




|Description |

VUG, WU IS

:|Complaint Info Law Violation Code H

|Complaint Info Law Violation
|Description

[Complaint Info Statute Code |

:ICom_pIaint Info Statute Description ||

;|Complaint Info Topic Code

|

;|Complaint Info Topic Description \

Complaint Info Comments

| have been charged for services |
did not order. I'm charged $9.99
ever month for the last 3 months.
There is NO help from t.mobile. Alll
get for a response is | will look in to
it. My personal feelings, they are
nothing but thieves. Not willing to
help. | asked t.mobile to not alow
text messages to be posted. Well
here came the coupon deal 4 me
and the text went through and now
I'm builled for it even though | did
notwant it they say TO BAD PAY

ME Account_Number:
(0)(6) |- Additional Comments:
DesiredSettlementiD:; Other

(Requires Explaination)No more
text messages and $30.00 returned.

|Complaint Info CRA Dispute Flag

|Complaint Info CRA Dispute
|[Responded

Complaint Info CRA Dispute
|[Resolved

Yes

‘|Complaint Info Fair Resolution Flag\

Complaint Info Fair Resolution
Description

RESOLVED. The consumer has
verified that the complaint has been
settled to his/her satisfaction.

[Record 18 of 36

|IReference Number AR

[Created Date 09/23/2013 |
_|Comp|aint Source H |

]Ori_g_ingtgr Reference Number

i

BBB WA DuPont

[English

JLanguage

:|Contact Type \[Complaint |
..IData Source \[QQanization |
[one? N

|Entered By BBBSEAT-USER

i|Emered Date

l09/23/2013




|Updated By BBBSEAT-USER
Updated Date 03/07/2014
Agency Contact External Agency
Complaint Date 09/23/2013

Transaction Date

Member of armed forces or
dependant?

|Consumer First Name

|Consumer Middle Name

I|C0nsumer Last Name

||Consumer Salutation

|Consumer Address, Line 1

HConsumer Address, Line 2

||Consumer Address, Line 3

|Consumer Address, City

HOUSTON

||Consumer Address, State Code

™

Texas

"Consumer Address, State Name

||Consumer Address, Country Code

USA

|Consumer Address, Country Name

UNITED STATES

||Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

Consumer Work Phone, Country
Code

||Consumer Work Phone, Area Code [

I|Consumer Work Phone, Number

I|Consumer Work Phone, Extension

|consumer Fax, Country Code

|Consumer Fax, Area Code

"Consumer Fax, Number

Consumer Cell Phone, Country
Code

I|Consumer Cell Phone, Area Code

|Consumer Cell Phone, Number

||Consumer Email

Consumer Age range
I ge rang

IIConsumef Military Status

|consumer Military Station




Consumer Complaining
Company/Crg

||Consumer Military Service Branch

"Company Name

[T-Mobile USA Inc

|Company Address, Line 1 12920 SE 38th St
HCompany Address, Line 2

||Company Address, Line 3 H

|company Address, City BELLEVUE
|Company Address, State Code (WA

I|Company Address, State Name \ Washington
!|Company Address, Country Code HUSA

[Company Address, Country Name [UNITED STATES
"Company Address, ZIP Code

Company Address, ZIP Code

Extension

"Company Phone, Country Code

!|Company Phone, Area Code 800

|Company Phone, Number 9378997

|Company Phone, Extension

||Company Email

||Company Website

|www.t-mobi|e.com

I|Company Subject ID Type Code

!|Cornpany Subject ID Type Name

|Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

'Company Subject ID Issuing
Country Name

"Company Rep First Name

HExec. Customer Relat

|company Rep Middle Name

||Cor'npany Rep Last Name

Attention: Angela Baca

"Company Rep Salutation

||Company Rep Comments

.Complaint Info Initial Contact
Method

IICompIaint Info Initial Contact Date J

I

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date



http:www.t-mobile.com

[|Complaint Info Amount Requested
Method

|Complaint Info Amount Requested
Value

Complaint Info Amount Paid
Method

||Complaint Info Amount Paid Value

|

Complaint Info Product Service

9045

|Complaint Info Product Service
Description

Mobile: Other

HCompIaint Info Law Violation Code

|

Complaint Info Law Violation
Description

I|Complaint Info Statute Code

|Complaint Info Statute Description

|Complaint Info Topic Code

|Complaint Info Topic Description

|

Complaint Info Comments

| have been charged 9.99 + Taxes
by an entity called snapSMS since
April 18 2013. | did not apply for this
service nor do | use or want it. |
noticed these texts and checked on
it today. | have my bill paid directly
from my bank account. | don't
receive a bill to my home so just
noticed this charge today. This is a
big time scam.Account_Number:
)G - Additional
Comments: DesiredSettlementiD:
Other (Requires Explaination)l will
not be satisfied with nothing but a
full refund of my money.

|[Complaint Info CRA Dispute Flag

Complaint Info CRA Dispute
Responded

Complaint Info CRA Dispute
Resolved

"Complaint Info Fair Resolution Flag

Yes

Complaint Info Fair Resolution
Description

RESOLVED. The consumer has
verified that the complaint has been
settled to his/her satisfaction.

[Record 19 of 36 |
[Reference Number P® | |
|Created Date |09/06/2013 |
]|Complaint Source ”BBB WA DuPont |




|Originator Reference Number

|

|Lang uage English

|Contact Type Complaint

I|Data Source Organization
[bNC? N

|Entered By |BBBSEAT-USER
|Entered Date 09/06/2013
|Updated By |BBBSEAT-USER
[Updated Date (0310712014
Bgency Contact “Extemal Agency
Complaint Date |09/06/2013
Transaction Date |

Member of armed forces or

|dependant?

I[Consumer First Name

[Consumer Middle Name

[Consumer Last Name

||Consumer Salutation

||C0nsumerAddress, Line 1

|Consumer Address, Line 2

||C0nsumer Address, Line 3

IIConsumer Address, City BLOOMFIELD

[Consumer Address, State Code  |[NJ

||Consumer Address, State Name “New Jersey
||Consumer Address, Country Code”USA
Consumer Address, Country ‘

Name

||Consumer Address, ZIP Code

UNITED STATES

|

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

I|Consumer Home Phone, Number

Consumer Work Phone, Country
Code

Consumer Work Phone, Area
Code

I|Consumer Work Phone, Number

|

|Consumer Work Phone, Extension

I|Consumer Fax, Country Code

||Consumer Fax, Area Code




|Consumer Fax, Number [

Consumer Cell Phone, Country
Code

|Consumer Cell Phone, Area Code]

|Consumer Cell Phone, Number ||

|consumer Email |
||Consumer Age range

l|Consumer Military Status ||

[Consumer Military Station I

Consumer Complaining
. Company/Crg

||Consumer Military Service Branch|

|[Company Name

T-Mobile USA Inc

12920 SE 38th St

|
"Company Address, Line 1 ‘
|Company Address, Line 2 ]

[Company Address, Line 3

||Company Address, City BELLEVUE
||Company Address, State Code IWA |
||Company Address, State Name ”Washington |
I|Company Address, Country Code ||USA
||Company Address, Country Name ||UNITED STATES
[Company Address, ZIP Code |

Company Address, ZIP Code

Extension
||Company Phone, Country Code
||Com_pany Phone, Area Code 800

9378997

||Company Phone, Extension

|
|
|Company Phone, Number |
|
|

!|Company Email

||Company Website

www.t-mobile.com

|company Subject ID Type Code

||Company Subject ID Type Name ‘

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject D Issuing
Country Code

Company Subject ID Issuing
|Country Name

|Company Rep First Name

Exec. Customer Relat

I|Company Rep Middle Name

||Company Rep Last Name ”Attention: Angela Baca



http:llwww.t-mobile.com

i|Company Rep Salutation

:|Cc|mpanyr Rep Comments

|

Complaint Info Initial Contact
Method

|Complaint Info Initial Contact Date

|

Complaint Info Initial Response
Method

Complaint Info Initial Response
(Date

Complaint Info Amount Requested
(Method

' Complaint Info Amount Requested
r‘\/alue

Complaint Info Amount Paid
(Method

[Complaint Info Amount Paid Value

' Complaint Info Product Service
Code

9045

" Complaint Info Product Service
[|Description

Mobile: Other

|Complaint Info Law Violation
|[Code

' Complaint Info Law Violation
Description

JCompIaint Info Statute Code

:|Complaint Info Statute Description

|Complaint Info Topic Code

|

|Complaint Info Topic Description

This is in regards to excess use
charges being added to my account
for over a year. | previously had
contract plans with T-mobile and
reduced my account to one line with
the Iphone5¢P/°
becoming a no contract line. |
happen to be reviewing my bills and
noticed that their were 9.99/mo
usage charges being added every
month consistently. On one occasion

these charges were on my second
Iine.in November
2012 for 6.99/mo also. | just
contacted T-mobile today (9/5/2013)
to discuss the matter and was told
that it was a third party company. The
representaive then instructed me to
call a Text360 company which the
number provided isn't valid. The
information provided was 888-500-




Complaint Info Comments

7122 and
email:cs_support@text360.com. The
number automatically hangs up on
you and the website has completely
different information to get in contact
with the company Text 360 . | Have
been incurring these charges since
September 2012 @ 9.99 for a total of
119.88 and 6.99 in addition for one
month for a sub total of 126.87. 1 am
truly livid that T-mobile will just allow
these charges when | have went over
my plans in the past with them and
never did | know about this. The bill
states that these are overage fees

not third party services. | feel that T-
mobile is charging me extra and is
making it difficult to prove who
initiated these charges. Please help
rectify this
problem.ThanksProduct_Or_Service:
Apple /lphone 5/No .
ContractAccount_Numbe r:

- Additional Comments:
esiredSettlementID: Other
(Requires Explaination)l would like
all charges(even.those | can't see) to
be refund for the unauthorized use
charges by T-mobile.

.|Complaint Info CRA Dispute Flag |

Complaint Info CRA Dispute
Responded

|Complaint Info CRA Dispute
|\Resolved

Complaint Info Fair Resolution
|[Flag

Yes

Complaint Info Fair Resolution
Description

ASSUMED RESOLVED. The
business addressed the issue, but
the consumer has not verified with
the BBB that the complaint is settled

nor requested additional BBB
assistance.

_|Record 20 of 36

_IReference Number

B2 |

|Created Date

lo9r1712013 |

|[Complaint Source

[Originator Reference Number

[BBB WA DuPont.

PO |

]Language

[English

[Contact Type

|Complaint




|Data Source |Organization

[DNC? N

|Entered By |BBBSEAT-USER
|[Entered Date 09/17/2013
|updated By |BBBSEAT-USER
Updated Date (0310712014
Agency Contact ||External Agency
Complaint Date 0911772013
Transaction Date

Member of armed forces or
dependant?

"Consumer First Name
|Consumer Middle Name
I|Consumer Last Name
"Consumer Salutation
[Consumer Address, Line 1
[Consumer Address, Line 2
||Consumer Address, Line 3
[Consumer Address, City |[PHILADELPHIA
|Consumer Address, State Code  |PA

I|Consumer Address, State Name ||Pennsylvania
I|Consumer Address, Country Code I|USA

[Consumer Address, Country Name | STATES
||Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

Consumer Work Phone, Country
Code

|Consumer Work Phone, Area Code
I|Consumer Work Phone, Number
I|Consumer Work Phone, Extension I
||Consumer Fax, Country Code
|Consumer Fax, Area Code
I|Consumer Fax, Number |

Consumer Cell Phone, Country
Code

||Consumer Cell Phone, Area Code

||Consumer Cell Phone, Number ||




|Consumer Email

[Consumer Age range

||Consumer Military Status

I|Consumer Military Station

Consumer Complaining
Company/Org

!|Consumer Military Service Branch

|

||Company Name

T-Mobile USA Inc

|Company Address, Line 1 12920 SE 38th St
I|Company Address, Line 2 |

||Company Address, Line 3 H

|Company Address, City BELLEVUE
!|Company Address, State Code WA

!|Company Address, State Name HWashington
||C0r'npany Address, Country Code IQSA

I|Company Address, Country Name ||UNITED STATES
||Company Address, ZIP Code

Company Address, ZIP Code

‘ Extension

||Company Phone, Country Code

||Company Phone, Area Code |800

||Company Phone, Number 9378997

||Company Phone, Extension

||Company Email

||C0mpanyr Website

waw.t—mobile.com

|Company Subject ID Type Code

||Company Subject ID Type Name

Code

Company Subject ID Issuing State

Company Subject ID Issuing State
|Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
|Country Name

Exec. Customer Relat

||Company Rep First Name

|Company Rep Middle Name

||Company, Rep Last Name

Attention: Angela Baca

[company Rep Salutation

|Company Rep Comments

Complaint Info Initial Contact
Method

|Complaint Info Initial Contact Date |




|Complaint Info Initial Response
(Method

|Complaint Info Initial Response

' Complaint Info Amount Requested
Method

' Complaint Info Amount Requested
[[Value

; Complaint Info Amount Paid
[Method

|Complaint Info Amount Paid Value |

[

'Complaint Info Product Service
||Code

9045

Complaint Info Product Service
[Description

Mobile: Other

[comptaint Info Law Violation Code

' Complaint Info Law Violation
Description

|[complaint Info Statute Code |

I|Complaint Info Statute Description |

|Complaint Info Topic Code I

:|Complai_n_t_ Info Topic Description \[

T-Mobile has charged me
repeatedly for premium handset
protection that | did not sign up for
or authorize payment for. T-Maobile
tried to convince me that | must
have signed up for this service with
Asurion. After assuring me that they
would cancel it, T-Mobile continued
to charge me (the charge is 'hidden’
within the bill). Now T-Mobile have
been charging me $9.99 monthly for
downloads on my current phone (an
outdated flip phone with no smart
phone capabilities) which has no
internet access. Again, T-Mobile is
saying that | must have accidentally
signed up via the internet for
monthly downloads. These charges
are also 'hidden' within the bills. I'd
like to file a complaint because it
seems like T-Mobile much too
frequently charges me fraudulently
for services that | have not
authorized or am even aware of.
Trying to cancel these recurring
charges involves jumping through
hoops, calling repeatedly, and

halima Aanmiivad Hhat Alacmas il s




|Complaint Info Comments

LEIIY adouleu vidl uidalyeo wiln wo
voided only to have them recur.
These fraudulent charges seem to
happen to many T-Maible
customers, there are numerous
complaints regarding the Asurion
Premium Handset Protection on the
internet. Please
help.Product_Or_Service: Nokia
//EvenMorePlus 51{& +TX
Account_Number:**"%/

Additional Comments:
DesiredSettlementID: Other
(Requires Explaination)ldeally |
think that T-Mobile should refund in
full all of the recurring monthly
charges for Asurion Premium
Handset Protection and refund in
full all of the recurring monthly
charges for 'Premium Services',
which they say are the downloads
to my non internet ready phone with
no smart phone capabilites that |
accidently signed up for via the
internet. | paid for many of these
fraudulent charges unknowingly
before contesting with T-Mobile and
| believe that | should receive a full
refund.

fComplaint Info CRA Dispute Flag

|

[complaint Info CRA Dispute
|\Responded

[complaint Info CRA Dispute
|[Resolved

I|Com_plaint Info Fair Resolution Fla_g_HYes

Complaint Info Fair Resolution
Description

ASSUMED RESOLVED. The
business addressed the issue, but
the consumer has not verified with
the BBB that the complaintis
settled nor requested additional
BBB assistance.

[Record 21 of 36

[Reference Number

[

[Created Date 109/24/2013 :
|Complaint Source |BBB WA DuPont |
__|%inator Reference Number [l@'@ | ‘
[Language [English |
_|Contact Type HCompIaint |
[pata Source |Organization |




[DNC? N

|Entered By BBBSEAT-USER
|Entered Date 09/24/2013
|Updated By BBBSEAT-USER
Updated Date 03/29/2014
)Agency Contact External Agency
Complaint Date 09/24/2013
Transaction Date

Member of armed forces or

dependant?

I|Consumer First Name

||Consumer Middle Name [

|Consumer Last Name [

I|Consumer Salutation [

I[Consumer Address, Line 1 [

[Consumer Address, Line 2

[Consumer Address, Line 3

||Consumer Address, City WACO
||C0nsumer Address, State Code ITX

|Consumer Address, State Name ~ |Texas
||Consumer Address, Country Code |[USA

UNITED STATES

IIConsumer Address, Country Name

[consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

|consumer Home Phone, Number

Consumer Work Phone, Country
Code

||Consumer Work Phone, Area Code

|Consumer Work Phone, Number

||Consumer Work Phone, Extension

IIConsumer Fax, Country Code

||Consumer Fax, Area Code

|Consumer Fax, Number

Consumer Cell Phone, Country
. Code

|Consumer Cell Phone, Area Code

I|Consumer Cell Phone, Number

||Consumer Email




|Cconsumer Age range

|Consumer Military Status

||Consumer Military Station

[Consumer Complaining
Company/Org

||Consumer Military Service Branch

!|Company Name \ T-Mobile USA Inc
[Company Address, Line 1 12920 SE 38th St
HCompany Address, Line 2

||Company Address, Line 3 H

[Company Address, City |BELLEVUE

|Company Address, State Code WA

!|Company Address, State Name Washington
!|Company Address, Country Code HUSA

|Company Address, Country Name [UNITED STATES
I|Company Address, ZIP Code

Company Address, ZIP Code

Extension

"Company Phone, Country Code

||Company Phone, Area Code 800

||Company Phone, Number |9378997
||Company Phone, Extension

||Company Email

||Company Website \ www .t-mobile.com

||C0mpanyr Subject ID Type Code H

|Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

[Company Rep First Name |

Exec. Customer Relat

||Company Rep Middle Name

|Company Rep Last Name

Attention: Angela Baca

||Company Rep Salutation \

[Company Rep Comments I

Complaint Info Initial Contact
Method

"Complaint Info Initial Contact Date H

|Complaint Info Initial Response ||




Method

:Complaint Info Initial Response
|[Date

|Complaint Info Amount Requested
Method

' Complaint Info Amount Requested
|[Value

Complaint Info Amount Paid
|Method

:_|Cornplaint Info Amount Paid Value T

Complaint Info Product Service
[Code

9045

Complaint Info Product Service
||[Description

Mobile: Other

,'|Complaint Info Law Violation Code

|

|Complaint Info Law Violation
[|Description

j|CompIaint Info Statute Code

|

'|Complaint Info Statute Description

|

[|Complaint Info Topic Code

|

"_ Complaint Info Topic Description

|

| have had to contact T-Mobile
several times regarding my bill. |
agreed to an unlimited plan for $80.
I now know | have two recurring
charges for 20 for each line. | was
not told this any of the times |
contacted T-Mobile until today. My
account has been suspended
‘'once’, but yet | see a recurring $20
each month for 'suspensions' when
| have made payment
arrangements. After | suspended
one line, the agreement was to
have a recurring bill of less than
$100. After my employment
discount was finally applied, my bill
almost doubled to 170+. | am being
prorated $80 a month in advanced
in addition to 20 for going over
500MB for data- | never agreed to
having this added to my plan. |
signed up for unlimited everything -
calls, text, and data for 80. | should
only be charged for the 80+ the
equipment (both phones)+
insurance + taxes. My current
recurring bill is actually: 190.02 per
mo. (1 line) + 9.99 (usage charges
?7?) + 20.73 (recurring 'one-time'




Complaint Info Comments

[charges, which are applied

monthly) + 36.80 (other charges
?7?777) + 17.98 (taxes). High way
robbery. | never received my one-
time credit of $50 (for signing with
T-Mobile) nor was | ever told about
the recurring $20 installment fee for
the duration of 24 months,which
equals 240+the expensive phones
(650+) | am still paying off. | will be
visiting a store for assistance with
my bill. After to speaking to several
account specialist, each has been
unable to understand my bill and
why it has risen from under 100 to
170+ in a matter of 3/4 month span.
Please assist consumers from
being ripped off as | have. To make
matters worse, | lost my phone and
my daughter damaged hers. | paid
insurance on both phones. For
other companies to replace a phone
requires a $50 deposit, for T-
Mobile's insurance company a
deposit of 150 is required. | was
unable to pay that so they offered
me a 'loaner’ phone for 50, which is
not the same at all as the phone |
did have. | am still paying for data
over 500MB, but have not used
data due to the 'loaner' is not 3G
compatible.Product_Or_Service:
Other /HTC
8x/UnlimitedAccount_Number:
[B® ] Additional
Comments: DesiredSettlement|D:
Other (Requires
Explaination)Refund for each
month of the recurring charges and
a notice to all other consumers of
how the hidden fees are being
applied to their bills. When | signed
up, data was unlimited and was
included with the plan. Atno time
did | agree to have a data cap of
500MB. | signed up for unlimited
talk, text, and web for 80 per month.
Again, once my discount was
applied an additional $90 in fees
was added to my bill. Not sure why.
Please investigate and make the

|lappropriate follow-up actions.

|Complaint Info CRA Dispute Flag

Complaint Info CRA Dispute




|Responded

Complaint Info CRA Dispute
Resolved

|Complaint Info Fair Resolution Flag

Yes

Complaint Info Fair Resolution
Description

ASSUMED RESOLVED. The
business addressed the issue, but
the consumer has not verified with
the BBB that the complaintis
settled nor requested additional
BBB assistance.

[Record 22 of 36

||Reference Number

|Created Date 07/31/2013
I|Complaint Source BBB WA DuPont

||0_riginator Reference Number

lLanguage English

[Contact Type Complaint

||Data Source Organization
|DNC? N

|Entered By BBBSEAT-USER
|Entered Date 07/31/2013
I|Updated By

Updated Date

Agency Contact External Agency

Complaint Date

07/31/2013

|Transaction Date

Member of armed forces or
dependant?

I|Consumer First Name

|consumer Middle Name

|consumer Last Name

||Consumer Salutation

||ConsumerAddress, Line 1

||Consumer Address, Line 2

|Consumer Address, Line 3

[Consumer Address, City ICAPE CORAL
|Consumer Address, State Code  |FL

||Consumer Address, State Name  ||Florida
||Consumer Address, Country Code ||USA

"Consumer Address, Country Name

|Consumer Address, ZIP Code

UNITED STATES

"Consumer Address, ZIP Code




|Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
. Code

|consumer Home Phone, Number

Consumer Work Phone, Country
Code

I|C0nsumer Work Phone, Area Code

|Consumer Work Phone, Number

"Consumer Work Phone, Extension

||Consumer Fax, Country Code

|

|Consumer Fax, Area Code

||Consumer Fax, Number

Consumer Cell Phone, Country
Code

I|Consumer Cell Phone, Area Code

||Consumer Cell Phone, Number

||Consumer Email

|Consumer Age range

||Consumer Military Status

||Consumer Military Station

Consumer Complaining
Company/Org

||Consumer Military Service Branch

||Cc|mp.5|nyr Name

|T-Mobile USA Inc

|Company Address, Line 1 12920 SE 38th St
|Company Address, Line 2

I|Company Address, Line 3 |

|company Address, City BELLEVUE
||Company Address, State Code WA

||Cc|mpanyr Address, State Name Washington
I|Company Address, Country Code |USA

|[Company Address, Country Name [UNITED STATES
I|Company Address, ZIP Code

Company Address, ZIP Code

Extension

|Company Phone, Country Code

I|Company Phone, Area Code [800

I|Company Phone, Number H9378997

|Company Phone, Extension

I|Company Email

||Company Website

waw.t—mobile.com




|Company Subject ID Type Code |
HCompany Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code
|Company Subject ID Issuing
Country Name
||Company Rep First Name \[Exec. Customer Relat |
"Company Rep Middle Name

j|Company Rep Last Name Attention: Angela Baca
i|Company Rep Salutation H |
Complaint Info Initial Contact
Method

||Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

Complaint Info Amount Paid
Method

[Complaint Info Amount Paid Value |

Complaint Info Product Service 9045

Code

|C0mp_|ai_nt Info Product Service Mobile: Other
Description

!|_Complaint Info Law Violation Code [

Complaint Info Law Violation
Description

||Cor'nplaint Info Statute Code [
I|Complaint Info Statute Description H
||Complaint Info Topic Code H
|Complaint Info Topic Description ||

WAS a customer of T
years here in the state of Florida
and 4 years in another state also




Complaint Info Comments

[had 4 to five lines with my account

never had my mobile phone
disconnected and always paid my
phone. | believe itwas Feb 2013 |
up graded my black berry curve to a
NEW black berry 9900 on day 14 |
went in to the store were |
purchased the phone (and renew
my contract) | was having problems
with the speaker on the phone and
it was not connect to by car Blue
tooth, the salesman came out to my
car and could not resolve the issue,
and said since itwas day 14 |
would have to go through the
warranty department, then , he
requested the new phone (1) | was
shipped a phone refurbished still
having problems with the speaker
and dropping calls, wentto a t
mobile store they tried resetting the
phone and they could not fix it, so
they ordered another phone,(2) next
phone arrives another refurbished
phone and speaker not working and
battery heating up the phone, called
customer service told them the
problem | asked to speak to
supervisor and also ask why if |
paid for a new phone | am being
sent a refurbished phone, her
explanation was they have no
control as to what the warranty
department ships out, and why are
they not sending a phone with a
new battery. (3) phone arrive still
having same problem with speaker
not working and battery heating up.
| called customer service and spoke
to a supervisor again and she
kindly offer me a down grade a
black berry 9300, | said no | did not
pay for that | paid for a 9900. nota
9300 felt it was an insult. (4) phone
arrives and its a 9300 | called and
told them | did not want that phone |
wanted what | paid for.. (5) phone
arrives and its a black berry curve |
called again spoke to a supervisor
and said | wanted a blackberry
9900 what | paid for and a new one.
at this point | have been patient
enough and had enough of going

back and forth to the t mobile store,




|and | was tired of having to call and
call have to explain the situation to
someone at the call center that can
never help you and make you feel
like you have no other choice and
you have to insist and insist to
speak to a supervisor every single
time, they think customers are
stupid and by them offering you a
down grade on a phone they are
doing you a favor, then supervisors
will never give there number to call
them back so the same person can
help you resolve the problem
instead of explaining everything
over and over again and again. |
can't even begin to tell you how
many time my call where dropped
and they did not call me back and
surely they had my number, not one
person ever apologized to me for
the trouble | was having, it was you
take what we are giving you and
you have no choice. no one should
be treated like this | was a long time
customer and | was very satisfied
with my service until this entire
ordeal | returned my phone the
same day call them and told a
supervisor wanted to
CANCEL/NOID my two contract
and should not be held liable after
all theses problems that | have had.
when | asked for a copy of the
records of all my call in about this
issue conveniently they can't sent to
me but they did say your
department can access my account.

as for my two other lines [(P)(6)

it did not have two year left on the

contract and that should be prorated
and the other line FE 5@ is
my son thatis serving in the

marines and does not gett mobile
service were he is at and he was
told he could finish his contract
paying the minimum of the
additional line of 9.99 until his
contract ended, | understand in this
situation his contract can also be
prorated he did not have two year
left on his contract.| know you have
access to my account and
according to everyone | have spoke




to a t mobile | have always asked if
everything has been noted on my
account. | have informed your
collection depar - Additional
Comments: to be released from

|Complaint Info CRA Dispute Flag

Complaint Info CRA Dispute
Responded

Complaint Info CRA Dispute
Resolved

'|Complaint Info Fair Resolution Flag

Yes

Complaint Info Fair Resolution
Description

ASSUMED RESOLVED. The
business addressed the issue, but
the consumer has not verified with
the BBB that the complaint is
settled nor requested additional
BBB assistance.

|Record 23 of 36

||Reference Number

||Created Date

11/07/2013

HCompIaint Source

B WA DuPont

||gr_iginator Reference Number

lLanguage

|English

Contact Type

|complaint

||Data Source

||Drganization

[oNe?

IN

[Entered By

BBBSEAT-USER

I|Entered Date

11/07/2013

I|Updated By

|Updated Date

|Agency Contact

External Agency

|Complaint Date

11/07/2013

Transaction Date

Member of armed forces or
.dependant’?

||Consumer First Name

|Consumer Middle Name

||Consumer Last Name

||Con sumer Salutation

"Consumer Address, Line 1

|Consumer Address, Line 2

I|Consumer Address, Line 3

||Consumer Address, City

SEATTLE




[Consumer Address, State Code ||

WA

"Consumer Address, State Name

Washington

|Consumer Address, Country Code

USA

i|Consumer Address, Country Name

!|ConsumerAddress, ZIP Code \

UNITED STATES

| Consumer Address, ZIP Code

Consumer Home Phone, Country
Code

Extension

Consumer Home Phone, Area
Code

"Consumer Home Phone, Number H

—

Consumer Wark Phone, Country
Code

!|Consumer Work Phone, Area Code [erer |

|Consumer Work Phone, Number

||Consumer Work Phone, Extension

||Consumer Fax, Country Code [

||Consumer Fax, Area Code H

||Consumer Fax, Number |

iConsumer Cell Phone, Country
Code

"QQ.".'E'—!..".".Q'T Cell Phone, Area Code |

|Consumer Cell Phone, Number

||Consumer Email

|Consumer Age range

|Consumer Military Status

|Consumer Military Station

Consumer Complaining
Company/Org

||Consumer Military Service Branch

||Companyr Name

T-Mobile USA Inc

|Company Address, Line 1 12920 SE 38th st
I|C0n'|pany Address, Line 2

!|Company Address, Line 3

[Company Address, City |BELLEVUE
||Company Address, State Code WA

|Company Address, State Name ~ [Washington
"Company Address, Country Code \ USA

[Company Address, Country Name |UNITED STATES

[Company Address, ZIP Code

Company Address, ZIP Code
Extension




|Company Phone, Country Code ||

I|Company Phone, Area Code [800

|[Company Phone, Number 9378997

I|Company Phone, Extension

I|Company Email H

||Company Website www t-mobile.com

||Company Subject ID Type Code

||Company Subject ID Type Name

.Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
|Country Code

'Company Subject ID Issuing
Country Name

Company Rep First Name Exec. Customer Relat
|Company Rep Middle Name

||Company Rep Last Name HAttention: Angela Baca
|[Company Rep Salutation

"Company Rep Comments

Complaint Info Initial Contact
Method

|Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

Complaint Info Amount Paid
Method

I|Complaint Info Amount Paid Value

Complaint Info Product Service

Code 9045

Complaint Info Product Service

. Mobile: Other
|[Description

||Complaint Info Law Violation Code

: Complaint Info Law Violation
Description

||Complaint Info Statute Code H

||Comp|aint Info Statute Description

|Complaint Info Topic Code




|Complaint Info Topic Description

Complaint Info Comments

|l have been charged for over a year

a Premier Service charge of $19.98
per month that | never signed up for
or authorized. | talked to a T-mobile
rep. in mid-September asking for
reimbursement of these
unauthorized charges. She
informed me she would make it
happen, and | should see the
reimbursement money on my
October or November T-Mabile bill.
She also blocked these Premium
Services for my account. Well |
have yet to see any for my money
back. The charges look
like:OTHER SERVICE PROVIDER
CHARGESB8/23/13 Jesta Digital,
9:12 AM 866-856-5267Jesta
D75555 9.99 9.998/28/13 SendMe,
Inc. 8:43 AM 877-848-
6299SendMe, 48000 9.99 9.99
SUBTOTAL 19.980nce again |
have NEVER authorized any
payment to a service called 'Jesta
Digital' or 'Sendme, Inc', by T-
Mobile. | find it unethical o be auto
charged money via a phone bill. ---
Additional Comments: | would like a
full reimbursement of all of these
fraudulent Premium Service
charges. My billing records on T-
mobiles site go back only ONE
year, but | have hard copy records
that go back further. One years
worth of these bogus charges =
$239.76. | have been a loyal T-
mobile customer for over 10 years,
and have always been happy with
their phones, billing, and customer
service. But, secretly adding these
'Premium Services' charges to my

|laccount is unexceptional.

_|C0mplaint Info CRA Dispute Flag |

I

Complaint Info CRA Dispute
|Responded

Complaint Info CRA Dispute
[Resolved

'|Complaint Info Fair Resolution Fla_gj

{Yes

Complaint Info Fair Resolution

IASSUMED RESOLVED. The

business addressed the issue, but
the consumer has not verified with




Description

the BBB that the complaintis
settled nor requested additional
BBB assistance.

[Record 24 of 36

||Reference Number

I |

|Created Date

12/04/2013

||Complaint Source

FTC Online Complaint Assistant
(CIS)

Originator Reference Number

|Language [English
I|Contact Type ||Comp|aint
||Data Source ||Consumer
|DNC? N
|Entered By FTCCIS-FTCUSER
[Entered Date 12/04/2013
|Updated By

Updated Date

Agency Contact Internet
|Complaint Date 12/04/2013
Transaction Date |

Member of armed forces or
dependant?

[Consumer First Name

|consumer Middle Name

||Con sumer Last Name

|Consumer Salutation

|Consumer Address, Line 1

|Consumer Address, Line 2

I|Consumer Address, Line 3

|Consumer Address, City IBerwyn
||Consumer Address, State Code ||IL
||C0nsumer Address, State Name ||Illinois

I|Consumer Address, Country Code ||USA

|Consumer Address, Country Name [UNITED STATES

I|Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Code

Consumer Home Phone, Country

Consumer Home Phone, Area
Code

||Consumar Home Phone, Number




|Consumer Work Phone, Country
Code

|Consumer Work Phone, Area Code

||Consumer Work Phone, Number

||Consumer Work Phone, Extension

||Consumer Fax, Country Code

||Consumer Fax, Area Code

||Consumer Fax, Number

Consumer Cell Phone, Country
Code

I|Consumer Cell Phone, Area Code

||Consumer Cell Phone, Number

[Consumer Email

Consumer Age range
I ge rang

||Consumer Military Status
Consumer Complaining

’ Company/Org

||Consumer Military Service Branch

|[Company Name

T-Mobile

Company Address, Line 1

T-Mobile Customer Relations PO

Box
|Company Address, Line 2 137380
|Company Address, Line 3
||Company Address, City [Albuquerque
||Compa:‘myr Address, State Code NM
!|C0mpany Address, State Name New Mexico
||Company Address, Country Code |[USA
|[Company Address, Country Name [UNITED STATES
|[Company Address, ZIP Code 87176
E:tzgggi Address, ZIP Code 7380
"Company Phone, Country Code
|Company Phone, Area Code 877
I|Company Phone, Number 4531304

I|Company Phone, Extension

|Company Email

(Company Website

www.t-mobile.com

!|Company Subject ID Type Code

|

i|Company Subject ID Type Name

Company Subject ID Issuing State
Code

||Company Subject ID Issuing State




|Name

iCcumpanyr Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

|Company Rep First Name

||Cornpany Rep Middle Name

"Company Rep Last Name

HCompany Rep Salutation

!|Qompany Rep Comments

Complaint Info Initial Contact
Method

|Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Phone: other

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

$123.00

Complaint Info Amount Paid
Method

|Complaint Info Amount Paid Value

|

Complaint Info Product Service
Code

6004

Complaint Info Product Service
Description

Mobile: Carrier Rates\Plans

||Complaint Info Law Violation Code _HDDM

Complaint Info Law Violation
Description

Deception/Misrepresentation

"Complaint Info Statute Code

P

HCom_pIaint Info Statute Description

|FTC ActSec 5 (BCP)

i|_CompIaint Info Topic Code

i|Complaint Info Topic Description

Complaint Info Comments

| am been charged $135 on my T-
mobile phone bill extra because
supposedly i made 25, 1-2 minute
calls repeatedly to Madagscar and
United Kingdom. | dont know
anybody there or close to there that
i can call. Im going to have to pay
for calls i never made, or else my
service will be cut off. | had already
been charged before with a Jamster
service of $9.99 and had it removed
but they didnt do anything about




this. Is there anyway to fix this?
Thanks in advance

|Complaint Info CRA Dispute Flag

Complaint Info CRA Dispute
Responded

Complaint Info CRA Dispute
Resolved

I|Complaint Info Fair Resolution Flag

|

Complaint Info Fair Resolution
Description

[Record 25 of 36

||Reference. Number

[Created Date 11/18/2013

I|Complaint Source BBB WA DuPont

|On' inator Reference Number

[Language English

|Contact Type Complaint

||Data Source Organization

[DNne? N

|Entered By BBBSEAT-USER

|Entered Date 11/18/2013

|Updated By BBBSEAT-USER

|Updated Date 03/07/2014

|Agency Contact External Agency

Complaint Date 11/18/2013 |
Transaction Date 1 ]
Member of armed forces or

dependant?

I|Consumer First Name
I|Con sumer Middle Name
|consumer Last Name
||Consumer. Salutation
I|Consumer Address, Line 1

|Consumer Address, Line 2

||Consumer Address, Line 3

!|Consumer Address, City KANSAS CITY
||Consumer Address, State Code IMO
|Consumer Address, State Name  |Missouri
I|Consumer Address, Country Code |[USA

I|Consumer Address, Country Name [

UNITED STATES

|Consumer Address, ZIP Code |
||Consumer Address, ZIP Code [

-



|Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
. Code

|consumer Home Phone, Number

Consumer Work Phone, Country
Code

I|Consumer Work Phone, Area Code

|Consumer Work Phone, Number

"Consumer Work Phone, Extension

||Consumer Fax, Country Code

|

|Consumer Fax, Area Code

HConsumer Fax, Number

Consumer Cell Phone, Country
Code

I|Consumer Cell Phone, Area Code

||Consumer Cell Phone, Number

||Consumer Email

|Consumer Age range

||Consumer Military Status

||Consumer Military Station

Consumer Complaining
Company/Org

||Consumer Military Service Branch

||Cc|mp.5|nyr Name

|T-Mobile USA Inc

|Company Address, Line 1 12920 SE 38th St
|Company Address, Line 2

I|Company Address, Line 3 |

|company Address, City BELLEVUE
||Company Address, State Code WA

||Cc|mpanyr Address, State Name Washington
I|Company Address, Country Code |USA

|Company Address, Country Name [UNITED STATES
I|Company Address, ZIP Code

Company Address, ZIP Code

Extension

|Company Phone, Country Code

I|Company Phone, Area Code [800

I|Company Phone, Number H9378997

|Company Phone, Extension

I|Company Email

||Company Website

waw.t—mobile.com




|Company Subject ID Type Code ||

"Company Subject ID Type Name [

|Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

‘Company Subiject ID Issuing
[Country Name

|

"Company Rep First Name

Exec. Customer Relat

||Company Rep Middle Name

|

||Com_pan¥ Rep Last Name

L

Attention: Angela Baca

!|Company Rep Salutation

|

"Company Rep Comments

[complaint Info Initial Contact
Method

"Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

| Complaint Info Amount Paid
Method

||Complaint Info Amount Paid Value

Complaint Info Product Service
Code

9045

Complaint Info Product Service
Description

Mobile: Other

|Complaint Info Law Violation Code

Complaint Info Law Violation
|Description

|Complaint Info Statute Code

||Complaint Info Statute Description

I|Complaint Info Topic Code

i|Comp|::1int Info Topic Description

| called Tmobile about my bill. | then
informed the rep about how | did not
like the phone | had. She asked
what phone did | like and that she
would look into it. | told her the

Galaxy. She then stated that |




Complaint Info Comments

[qualified for the Galaxy 3 for $9.99. |
thought she meant $99.99 but she
corrected me and said $9.99 as in
$10.00. | was happy with that. |
asked the representative was my
credit approved, she said yes. |
wanted the phone and she stated
that she could not give me the
phone over the phone and that |
would have to go to a retail store, so
| did. | went to the retail store on
12th St, Kansas City, MO. The guy
look my information up and laugh
and asked who told me that the
phone was $10.00. | informed him
the call center. He told me that they
do have a promotion going on for
$9.99 however, my credit was
approved. | told him that customer
service said | did. He could only
apologize. However, how can your
company tell me | qualify and send
me to a store and they tell me IM
NOT! You all lied to me and wasted
my time. I'm a new customer and
this is how you treat me! This isn't
fair. I'm not letting this go! An
apology isn't going to make this
right neither a $20 credit! | want
what was quoted. How can you
give me and tell me the price for a
phone and send me somewhere
and it not the price you told me.
This is false advertisement! You
wasted my time. | lost faith and this
company. You had me looking like
an idiot in front of other customers
and your 3 employees at that
location. They states your call
centers all way do this. | don't care! |
WANT WHATS

RIGHTProduct _Or_Service: Nokia
/Windows/Account_Number:
\- Additional Comments:
|DesiredSettlementID: Other
(Requires Explaination)l want the
phone and for the amount that was
told to me $10.00.

_|Complaint Info CRA Dispute Flag

|

Complaint Info CRA Dispute
Responded

Complaint Info CRA Dispute
|[Resolved




|Complaint Info Fair Resolution Flag |

Yes

Complaint Info Fair Resolution
Description

ASSUMED RESOLVED. The
business addressed the issue, but
the consumer has not verified with
the BBB that the complaint is
settled nor requested additional
BBB assistance.

|Record 26 of 36

||Reference Number

11/22/2013

||Created Date

!|Complaint Source BBB WA DuPont
|Ori inator Reference Number

[Language English

I|Contact Type Complaint

"Data Source [Organization
[DNC? N

|Entered By BBBSEAT-USER
|[Entered Date 11/22/2013
|Updated By IBBBSEAT-USER
Updated Date 03/06/2014
/Agency Contact External Agency
Complaint Date 11/22/2013
Transaction Date

Member of armed forces or

dependant?

||Consumer First Name

|Consumer Middle Name

I|Consumer Last Name

"Consumer Salutation

||ConsumerAddress, Line 1

|Consumer Address, Line 2

||Consumer Address, Line 3

I|Consumer Address, City LOMA LINDA
||Consumer Address, State Code CA

[Consumer Address, State Name __[California
!|Consumer Address, Country Code |[USA

||Consumer Address, Country Name 1

UNITED STATES

|Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code




[|consumer Home Phone, Area m——

ICcde ‘ b
|Consumer Home Phone, Number |

Consumer Work Phone, Country
Code

|Consumer Work Phone, Area Code

||Consumer Work Phone, Number

"ConsumerWork Phone, Extension H

!|Consumer Fax, Country Code \

|Consumer Fax, Area Code

||Consumer Fax, Number

Consumer Cell Phone, Country
Code

||Consumer Cell Phone, Area Code

I|Consumer Cell Phone, Number \
[Consumer Email

|Consumer Age range

||Consumer Military Status

||Consumer Military Station H

Consumer Complaining

Company/Org

|Con5umer Military Service Branch | |
|[Company Name |T-Mobile USA Inc

|Company Address, Line 1 12920 SE 38th St

||Company Address, Line 2

||Comp:=m;«r Address, Line 3

[Company Address, City BELLEVUE

|Company Address, State Code WA

||Company Address, State Name |Washington

_||Company Address, Country Code |USA

||Company Address, Country Name [JUNITED STATES

||Company Address, ZIP Code |

Company Address, ZIP Code

|Extension

I|Company Phone, Country Code

I|Company Phone, Area Code HBOO |
|company Phone, Number 19378997

|Company Phone, Extension

!|Company Email \

i|Company Website [www.t—mobile.com

|Company Subject ID Type Code

||Company Subject ID Type Name

||Company Subject ID Issuing State H



http:llwww.t-mobile.com

|Code

|Company Subject ID Issuing State
Name

‘Company Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

[Company Rep First Name

|Exec. Customer Relat

!|Qompany Rep Middle Name

I|Company Rep Last Name

Attention: Angela Baca

||Company Rep Salutation

[

|company Rep Comments

Complaint Info Initial Contact
Method

[Complaint Info Initial Contact Date ||

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested

9045

Mobile: Other

I

Value

"Complaint Info Amount Paid Value
Complaint Info Product Service
' Complaint Info Law Violation
||C0mplaint Info Statute Description

|

Complaint Info Amount Paid

| Complaint Info Product Service
Description

| Description

|complaint Info Topic Code

Method

Code
||Complaint Info Law Violation Code
!|Complaint Info Statute Code
|Complaint Info Topic Description

T-Mobile removed contracts for
legacy plans. Purchased phone
outright for line 210-0713, base
plan went down to Preferred FT 600
NW $39.99 This is supposed to
happen in lieu of a subsidy
upgrade, as stated on printout. Line
(909) 435-8180 had a $4.99 BTV
fee, itincreased to $9.99, this is not




Complaint Info Comments

supposed to happen. T-Mobile reps
state that the 'promotion’ on that
plan expired, which is not correct,
as the BTV $5 discount remains in
place on the line. The total price
plan should be $39.99 FT 600,
$9.99 Family texts, $4.99 line 2,
$4.99 line 3, $5.99 T-Zones on all
lines.Product_Or_Service: Other

1t189/Preferred FT 60Q__
NWAccount N umber{®® ]
[(0)0) 1 Additional Comments:

DesiredSettlementlD: Other
(Requires Explaination)Request all
Add a lines for (909) 435-8180 be
$4.99, (909) 520-4559 is also
$4.99, and base plan remain
$39.99

|Complaint Info CRA Dispute Flag |

Complaint Info CRA Dispute
|Responded

jCompIaint Info CRA Dispute
|Resolved

fComplaint Info Fair Resolution Flag ||Yes

Complaint Info Fair Resolution
Description

ASSUMED RESOLVED. The
business addressed the issue, but
the consumer has not verified with
the BBB that the complaint is
settled nor requested additional
BBB assistance.

[Record 27 of 36 __ |
HReference Number ‘ (o)

[Created Date 11212372013

|IComplaint Source BBB WA DuPont

|Originator Reference Number P& ] |
[Language |English |
[Contact Type [Complaint

[Data Source |Organization

IDNC? IN |
[Entered By [BBBSEAT-USER

[Entered Date [12123/2013

|Updated By IBBBSEAT-USER

[Updated Date [03/06/2014

|Agency Contact

onmpIaiQt Date

1212312013

[Transaction Date

|
|
[External Agency |
|

|




Member of armed forces or
dependant?

|Consumer First Name

I|Consumer Middle Name

I|Consumer Last Name

||Consumer Salutation

|Consumer Address, Line 1

I|Consumer Address, Line 2

||Consumer Address, Line 3

|Consumer Address, City ALPHARETTA
!|Consumer Address, State Code GA

||Consumer Address, State Name Georgia
|Consumer Address, Country Code |[USA

||Consumer Address, Country Name

UNITED STATES

I[Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

IIConsumer Home Phone, Number

Consumer Work Phone, Country
Code

||ConsumerWork Phone, Area Code |t

|Consumer Work Phone, Number

|Consumer Work Phone, Extension

|Consumer Fax, Country Code

I|Consumer Fax, Area Code

|consumer Fax, Number

Consumer Cell Phone, Country
Code

||Consumer Cell Phone, Area Code

|Consumer Cell Phone, Number

||Consumer Email

I|Consumer Age range

|consumer Military Status

|Consumer Military Station

Consumer Complaining
|ICompany/Org

|Consumer Military Service Branch

I|Company Name

T-Mobile USA Inc

||Company Address, Line 1

12920 SE 38th St




|Company Address, Line 2

"Company Address, Line 3

[Company Address, City BELLEVUE
I|Company Address, State Code WA
I|Company Address, State Name HWashington
|Company Address, Country Code  |USA
||Company Address, Country Name [[UNITED STATES
I|Company Address, ZIP Code

Company Address, ZIP Code

|Extension

I|Company Phone, Country Code

||Company Phone, Area Code |800
|Company Phone, Number 9378997
"Company Phone, Extension

j|Company Email

||Company Website

Kvww.t-mobile.com

|Company Subject ID Type Code

||Company Subject ID Type Name

Company Subject ID Issuing State
Code

|

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

i|Company Rep First Name

Exec. Customer Relat

||Company Rep Middle Name

HAttention: Angela Baca

[Company Rep Salutation

||Company&p Comments

Complaint Info Initial Contact
Method

||C0n'|plaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

I

Method

Complaint Info Amount Requested T

Complaint Info Amount Requested
Value

Complaint Info Amount Paid
Method



http:www.t-mobile.com

|Complaint Info Amount Paid Value ||

[Complaint Info Product Service
[Code

9045

||Complaint Info Product Service
Description

Mobile: Other

_' Complaint Info Law Violation Code

' Complaint Info Law Violation
||[Description

:|C_3_Qn'!plaint Info Statute Code

I

|Complaint Info Statute Description |

:|Complaint Info Topic Code [

_j|CompIaint Info Topic Description H

Complaint Info Comments

T mobile did not fully describe
about the bill and because of it |
been ripped off by one of its third
party company, Thumbpaly. | want
full refund of what | have been
paying for the service that | never
authorized and unaware of for
years.December 1st, 2014, | found
a message saying Thumbplay
renewed! What! | was surprised
because | never bought ringtone,
ever. So, | checked what it was
about and found that | found that |
have been paying $9.99 every
month for years without my
permission. Immediately, | texted to
Thumbplay to stop service and got
Subscription cancelled message
from it (48000). | was so upset
because | was ripped off for years
for the service INEVER USED. |
also checked my phone bill back to
2011 and found $9.99 was there. |
could not find how many years |
have been paying because | could
not find other bills from T mobile. |
remember | have been receiving t
Credit for ringtone messages from
48000 for years, though. | have
never purchased anything from
Thumbplay or used its service. |
believe | have been paying $9.99
for years and years because | been
wondering why 48000 is being sent
to me for years. | want my money
back from Thumbplay. | also want T
mobile to be responsible for $9.99
that | have been paying for years. If
it showed it was from Thumbplay




then, | knew | was being ripped off
and | took an action long time ago.
However on December 20th, 2013,
T mobile still bills $9.99 for the next
month bill. | want both Thumbplay
and T mobile to stop itimmediately
and refund my whole money | have
been pay. | asked T mobile how
long | have been paying for it but T
mobile told me they only have two
month record. | want T mobile
investigate about Thumbplay and
check how may customer
complaints it has been receiving
ifrom customers and to remove it
from providing service for
Thumbplay. Also, | want my full
refund for $9.99 | have been paying
for years. If T mobile bill showed
that | have had Thumbplay bill then
| could have been able to stop it
years ago. Suppose, if | knew about
it, then why | have been paying for
$9.99 a month without using it or
buying the ringtones for years?
Product_Or_Service: Other /Galaxy
= Account_Number:{B)©) |

- Additional Comments:
DesiredSettlementiD; Other
(Requires Explaination)Full refund
for the $9.99 that | have been
paying for years.

410 10
57
:

|Complaint Info CRA Dispute Flag

[Complaint Info CRA Dispute
: Responded

[Complaint Info CRA Dispute
|[Resolved

[Yes

|Complaint Info Fair Resolution Flag

Complaint Info Fair Resolution

RESOLVED. The consumer has
verified that the complaint has been

Description

|[settled to his/her satisfaction.

[Record 28 of 36

|Reference Number

i

;Created Date

02/04/2014

Complaint Source

FTC Online Complaint Assistant
(CIS)

: Originator Reference Number

Language

English

_j|Contact Type

[complaint




|Data Source |Consumer
|DNC? N
|Entered By FTCCIS-FTCUSER
|Entered Date 02/04/2014
|Updated By

Updated Date

Agency Contact Internet
Complaint Date 02/04/2014
Transaction Date

Member of armed forces or

|dependant?

||Consumer First Name

|Consumer Middle Name

I|Con sumer Last Name

I[Consumer Salutation

[Consumer Address, Line 1

[Consumer Address, Line 2

||Consumer Address, Line 3

||C0nsumer Address, City Alpharetta
|Consumer Address, State Code  |GA
|Consumer Address, State Name ~ |Georgia
HConsumer Address, Country Code |USA

|[consumer Address, Country Name

UNITED STATES

|k30nsumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

|consumer Home Phone, Number

Consumer Work Phone, Country
Code

|Consumer Work Phone, Area Code

||Consumer Work Phone, Number

IIConsumer Work Phone, Extension

|

||Consumer Fax, Country Code

|Consumer Fax, Area Code

||Consumer Fax, Number

'Consumer Cell Phone, Country
Code

I|Consumer Cell Phone, Area Code

||Consumer Cell Phone, Number

|




[Consumer Email

|Consumer Age range

30-39

||Consumer Military Status

I|Consurner Military Station

Consumer Complaining
Company/Org

|

!|Consumer Military Service Branch

|[Company Name

T Mobile

i|Company Address, Line 1

PO Box 37380

||Company Address, Line 2

||Company Address, Line 3

|Company Address, City

Albuquerque

||Company Address, State Code

NM

|

"Company Address, State Name

New Mexico

|Company Address, Country Code

USA

|Company Address, Country Name

UNITED STATES

||Company Address, ZIP Code

87176

Company Address, ZIP Code
Extension

i|Company Phone, Country Code

||Company Phone, Area Code

[Company Phone, Number

||Company Phone, Extension

||Company Email

i

||C0mpanyr Website t-mobile.com

|Company Subject ID Type Code

||Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
|Country Name

||Company Rep First Name

|Company Rep Middle Name

||Company Rep Last Name

|company Rep Salutation

|Company Rep Comments

Complaint Info Initial Contact
Method

| Initiated Contact

|Complaint Info Initial Contact Date |




|Complaint Info Initial Response
|Method

|Complaint Info Initial Response

' Complaint Info Amount Requested
Method

' Complaint Info Amount Requested $269.00
[Value '

; Complaint Info Amount Paid
[Method L
|Complaint Info Amount Paid Value |$269.00

Complaint Info Product Service 6003|6004
[Code

Phone: 800/888 number

Credit Card

Mobile: Applications\Other
Downloads|Mabile: Carrier
. |Rates\Plans

[Complaint Info Law Violation Code |DDM

' Complaint Info Law Violation
Description

[Complaint Info Statute Code P |
|Complaint Info Statute Description |FTC Act Sec 5 (BCP) |
|Complaint Info Topic Code I |

Complaint Info Product Service
Description

Deception/Misrepresentation

[Complaint Info Topic Description |

I recently went through my bill to
see why the total was so high. |
noticed a charge for $9.99 for T-
Mobile TV that | never signed up
for. | called T Mobile and they
informed me that the charges had
been on my bill. since November of
2011 (27 months = $269.73 in
charges). They agreed to cancel the
Complaint Info Comments service going forward, but would
only offer me a $60 refund on past
charges. | did not sign up for this
service, and never once used it.
This is a predatory practice, as you
are signed up for this service
automatically and without your
knowledge if you purchasea T
Mobile phone that has the T Movile
TV app pre-installed on it.

;|Com__plaint Info CRA Dispute Flag H

(Complaint Info CRA Dispute
|Responded

|Complaint Info CRA Dispute
|Resolved .
[Complaint Info Fair Resolution Flag_H_




Complaint Info Fair Resolution
Description

|Record 29 of 36

||Reference Number

I|Created Date

|12f1 0/2013

|complaint Source

||@ginator Reference Number

||Lang uage

I|Con‘iact Type [ Complaint

|Data Source Organization
[DNC? N

|Entered By BBBSEAT-USER
|Entered Date 12/10/2013
|Updated By BBBSEAT-USER
IUpdated Date 03/06/2014
Agency Contact External Agency
Complaint Date 12/10/2013
Transaction Date

Member of armed forces or

dependant?

I|Consumer First Name

||Consumer Middle Name

[Consumer Last Name

|Consumer Salutation
|consumer Address, Line 1

||Consumer Address, Line 2

|Consumer Address, Line 3

||Consumer Address, City

MILLSTADT

||Con sumer Address, State Code

L

[consumer Address, State Name

linois

|consumer Address, Country Code

USA

||Consumer Address, Country Name
||Consumer Address, ZIP Code

. Consumer Address, ZIP Code
Extension

[UNITED STATES

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

Consumer Work Phone, Country
Code




|Consumer Work Phone, Area Code

{ [

"Consumer Work Phone, Number

|Consumer Work Phone, Extension

!|Consumer Fax, Country Code

I|Consumer Fax, Area Code

|consumer Fax, Number

Consumer Cell Phone, Country
Code

[Consumer Cell Phone, Area Code

[Consumer Cell Phone, Number

[Consumer Email

||Consumer Age range

|Consumer Military Status

I|Consumer Military Station

|consumer Complaining
Company/Crg

|Consumer Military Service Branch

|company Name

T-Mobile USA Inc

||Company Address, Line 1

l

12920 SE 38th St

||Company Address, Line 2

|

|Company Address, Line 3

|Company Address, City BELLEVUE
|Company Address, State Code WA
|Company Address, State Name Washington
||Company Address, Country Code ||USA
[Company Address, Country Name |UNITED STATES
[Company Address, ZIP Code

| Company Address, ZIP Code

|[Extension

||Company Phone, Country Code

|company Phone, Area Code 800
||Company Phone, Number |937899?

"Company Phone, Extension

I

||Company Email

!|Company Website

www.t-mobile.com

||Company Subject ID Type Code

|Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

I



http:www.t-mobile.com

[|Company Subject ID Issuing
|Country Name

_:|Company Rep First Name Exec. Customer Relat
[Company Rep Middle Name |
|Company Rep Last Name HAttention: Angela Baca

:ICom_pany Rep Salutation
|Company Rep Comments

I

Complaint Info Initial Contact
(Method

|(Complaint Info Initial Contact Date |

[Complaint Info Initial Response
IMethod

[complaint Info Initial Response

5 Date

|Complaint Info Amount Requested
[Method

Complaint Info Amount Requested
[Value

Complaint Info Amount Paid
(Method

"_ Complaint Info Amount Paid Value
" Complaint Info Product Service
[Code

Complaint Info Product Service
|Description

'_|Complaint Info Law Violation Code \ _

9045

Mobile: Other

|Complaint Info Law Violation
|[Description

|Complaint Info Statute Code |
|Complaint Info Statute Description |
..|Cor'r_|_plaint Info Topic Code H
‘|Complaint Info Topic Description H

The complaintis for all 4 lines on
our plan. | have called TMobile
repeatedly to get satisfaction, a perk
or something for my time and

trouble. | initially logged a complaint
with tmobile under tkt
The signal in our home is terrible,
we have to walk around the house
to get spot with a signal or step
outside and all the phone have
issues with not being registered on
the network errors or having to take
batteries infout of phones multiple
times to get them to respond.
Initially | asked for them to lower the




Complaint Info Comments

cost of terminating the plan
because it's $200.00 per phone or
$800.00 to dump them to go with
another provider or at the very least
a new phone for my daughter ata
reduced rate. They refuse to do
either one. The best they would
offer is a reduced down payment on
an Iphone of $9.99 but the phone
would be paid for in full in
installments added to my monthly
bill. Not satisfactory to me since her
phone is only 8 months old and
doesn't work properly as it is. |
would be happy to negotiate a
reduced rate to dump T-mobile,
maybe $50 per line since they can't
getit right.Product_Or_Service: LG
/fflamtim unl nts
1000Account_Number:
dditional Comments:
DesiredSettlementID: Other
(Requires Explaination)l would like
a reduced rate to dump T-mobile at
maybe $50 per phone instead of
$200.00.

[Complaint Info CRA Dispute Flag |

Complaint Info CRA Dispute
[Responded

|Complaint Info CRA Dispute
|[Resolved

_|Complaint Info Fair Resolution Flag IYes

Complaint Info Fair Resolution
Description

ASSUMED RESOLVED. The
business addressed the issue, but
the consumer has not verified with
the BBB that the complaintis
settled nor requested additional
|BBB assistance.

|Record 30 of 36 |
:Reference Number [Fm l

[Created Date 01/10/2014

I|Complaint Source H_BBB WA DuPont |
_.|Orig_inator Reference Number \Iii*Tﬁ) ] |
; Language English

|[Contact Type Complaint

'|Data Source HOrganization

[DNC? N

[Entered By _HBBBSEAT—USER




|Entered Date |01/10/2014

|Updated By BBBSEAT-USER
Updated Date 03/07/2014
Agency Contact External Agency
Complaint Date 01/10/2014

Transaction Date

Member of armed forces or
dependant?

"Consumer First Name

||Consumer Middle Name

I|Consumer Last Name

||Consumer Salutation

|Consumer Address, Line 1

||Con sumer Address, Line 2

I[Consumer Address, Line 3

[Consumer Address, City

JACKSON HEIGHTS

[Consumer Address, State Code  [NY
||Consumer Address, State Name  |[New York
||Consumer Address, Country Code ||USA

|Consumer Address, Country Name

UNITED STATES

||Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

Consumer Work Phone, Country
Code

|consumer Work Phone, Area Code [**%/

||Consumer Wark Phone, Number

||Consumer Work Phone, Extension

|Consumer Fax, Country Code

||Consumer Fax, Area Code

IIConsumer Fax, Number

Consumer Cell Phone, Country
Code

HConsumer Cell Phone, Area Code

I|Consumer Cell Phone, Number

|Consumer Email

I|Consumer Age range

||Consumer Military Status




[Consumer Military Station

|Consumer Complaining
Company/Org

I|Consumer Military Service Branch

|

“Company Name

T-Mobile USA Inc

|Company Address, Line 1 12920 SE 38th St
!|Company Address, Line 2 \

||Company Address, Line 3

[Company Address, City BELLEVUE
||Company Address, State Code \|WA

||Company Address, State Name “Washington
[Company Address, Country Code  [USA

!|Company Address, Country Name |[UNITED STATES
[Company Address, ZIP Code I

Company Address, ZIP Code

Extension

||Company Phone, Country Code [

||Company Phone, Area Code HBOO

"Company Phone, Number 19378997

||Company Phone, Extension

||Company Email

[Company Website

www.t-mobile.com

||Company Subject ID Type Code

||Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
|Country Name

|Company Rep First Name

Exec. Customer Relat

||_C_:ompany Rep Middle Name

I|Company Rep Last Name

HAttemion: Angela Baca

||Company Rep Salutation

|Company Rep Comments

Complaint Info Initial Contact
Method

![Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date




|Complaint Info Amount Requested
[Method

Complaint Info Amount Requested
|Value

' Complaint Info Amount Paid
(Method

|Complaint Info Amount Paid Value

Complaint Info Product Service
Code

9045

Complaint Info Product Service
|Description

Mobile; Other

_|Complaint Info Law Violation Code

I

||Complaint Info Law Violation
[|Description

[Complaint Info Statute Code

_|Complaint Info Statute Description H |

'|C0mplaint Info Topic Code

I

|Complaint Info Topic Description

|

On December 26, 2013 | made two
payments on T-Mobile, The first one
was through the voice prompt to
pay my service bill: T-MOBILE IVR
PC [TEL ID:
(00 1$103.62. Since | had
received nice check deposit that
day, | also wanted to pay off my
phone so | wouldnt have to deal
with the extra 8.00 a month that
went with my bill. There was
$380.00 left to pay off. | then
pressed 0 and asked to pay for my
phone. They transferred me to
another customer service rep who
deals with that and the she asked if
| authorized a payment of $380.00
from my checking account ending in
)|l said yes, and she said Im

pressing the button and is now
processed or something to that
affect. Then we had a long
conversation about the Family plan,
and we both decided we wouldnt
be saving anymore with it so | didnt
opt for it. She also cancelled the
9.99 that | was paying a month that |
didnt know about regarding finding
my phone app. Its all in the
recording. Yesterday | looked at my
T-Mobile bill and saw that | owed
$506.00. Then | noticed that the



http:1$103.62

Complaint Info Comments

($380.00 was added to my bill when

it should have been cancelled out
since | paid it. | called T-Mobile and

they put it under investigation giving
ita case ID numberzw I
spoke to a supervisor who wasnt
very helpful as he told me the
payment was never processed
since there was no record of it.
Even though in the recording you
will clearly hear that she processed
it, but she NEVER DID. I didnt know
this. The supervisor was quite
condescending. He transferred me
to finances to start yet ANOTHER
payment plan to pay off my phone
because the customer rep didnt do
her job | cant go back to paying
$8.00 a month. | told her | wasnt
going to pay anything off until the
31st even though | feel like |
shouldnt have to pay anything at all
for T-Mobiles incompetence. |
called again and spoke to someone
named Jay (Client ID 1212432)
who was very attentive but also told
me that the situation probably
couldnt be solved because of the
fact that the payment was never
processed when it SHOULD HAVE
BEEN. | wanted an authorization
number. | was transferred to
finances again to yet another
condescending person who couldnt
help me. The point of my anger and
frustration is that | wanted to pay my
phone off when | had the cash. |
called T-Mobile on the 26th of
December BECAUSE | HAD THE
CASH TO PAY IT OFF. The
customer service rep said it was
processed, but she neverdid it. |
really want her fired because she
threw my entire financial budget out
of whack. Its not like Im rich. | work
long hours like you guys do to make
ends meet. The fact that this cant be
solved because of one persons
idiot move is unacceptable. | dont
feel like | should have to wait until |
have the cash ONCE AGAIN to pay
for something that was supposed to
be processed on the 26th of
December, but never was. | want to




I

go to the Better Business Bureau
with this situation because this is
poor service on T-Mobiles part that
has inconvenienced me a great
deal.Thank You,Ami Colon-
TreygerT-Mobile Client since
2007Product_Or_Service: Other
/Samsung Galaxy S4/T- __
MabileAccount_Number:
[(®X8) |- Additional Comments:
DesiredSettlementID: Other
(Requires Explaination)l shouldn't
have to pay for the phone when |
know | already did, but because she
never processed it, it never left the
bank which | didn't know. | ended
up paying other bills off after | paid
my phone off. | can't even go back
to the ariginal payment because |
paid the phone, and she. didn't do
her job. So now i have to wait to
have the money again to pay it
AGAIN. | want her fired. And | really
don't want to have to pay this phone
off when | know | already did.

[Complaint Info CRA Dispute Flag

|Complaint Info CRA Dispute
] Responded

[Complaint Info CRA Dispute
Resolved

|Complaint Info Fair Resolution Flag

[Yes

Complaint Info Fair Resolution
Description

RESOLVED. The consumer has
verified that the complaint has been
settled to his/her satisfaction.

[Record 31 of 36

|Reference Number

i

[Created Date [01/09/2014

|Complaint Source [BBB WA DuPont

;@ginator Reference Number \W |

][Language [English

|Contact Type [Complaint

]IData Source [Organization I
IDNC? IN |
|Entered By BBBSEAT-USER

[Entered Date 01/09/2014

[Updated By |BBBSEAT-USER

|Updated Date 03/06/2014




|Agency Contact

|External Agency

Complaint Date

01/09/2014

Transaction Date

Member of armed forces or
dependant?

"Consumer First Name

|Consumer Middle Name

HConsumer Last Name

||Consumer Salutation

|Consumer Address, Line 1

I|Consumer Address, Line 2

| S | I | S | ———

||Consumer Address, Line 3

|Consumer Address, City

COMERIO

||Con sumer Address, State Code

PR

I[Consumer Address, State Name

[ Puerto Rico

[Consumer Address, Country Code

USA

[Consumer Address, Country Name

STATES

||Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

Consumer Work Phone, Country
Code

|Consumer Work Phone, Area Code

I|Consumer Work Phone, Number

[Consumer Work Phone, Extension ||

||Cor|sumer Fax, Country Code

||C0nsumer Fax, Area Code

||Consumer Fax, Number

Consumer Cell Phone, Country
Code

IIConsumer Cell Phone, Area Code

|Consumer Cell Phone, Number

|Consumer Email

Consumer Age range
I ge rang

I|Consumer Military Status

|Consumer Military Station

Consumer Complaining
Company/Org




|Consumer Military Service Branch

I|Company Name

[T-Mobile USA Inc

[Company Address, Line 1 12920 SE 38th St
I|Company Address, Line 2

I|Company Address, Line 3 H

|Company Address, City IBELLEVUE
||Company Address, State Code WA

||Company Address, State Name Washington

[Company Address, Country Code [USA

!|__Qg[]j|pany Address, Country Name

[UNITED STATES

||Company Address, ZIP Code

|

' Company Address, ZIP Code
Extension

"Company Phone, Country Code

j|Company Phone, Area Code

|800

||Company Phone, Number

19378997

|Company Phone, Extension

||Company Email

||Company Website

waw.t—mobile.com

!|Company Subject ID Type Code

||Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing
Country Name

i|Company Rep First Name

|Exec. Customer Relat

||Company&p Middle Name

||Cc|mpanyr Rep Last Name

Attention: Angela Baca

"Company Rep Salutation

i|C0mpany Rep Comments

Complaint Info Initial Contact
Method

[Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

||Complaint Info Amount Requested

I




;IVaIue

Complaint Info Amount Paid
Method

[Complaint Info Amount Paid Value

L_JL

' Complaint Info Product Service
[Code

9045

[Complaint Info Product Service
|Description

Mobile: Other

|Complaint Info Law Violation Code

i :

Complaint Info Law Violation
|Description

_IComplaint Info Statute Code

|

'|Complaint Info Statute Description

| |

[Complaint Info Topic Code

_' Complaint Info Topic Description

Complaint Info Comments

Have been charged $9.99 every
month for two years for a Predicto
Text Message service which |
thought was required under my data
plan. Only found out wasn't required
when | received Jan 2014 bill
without the charge and questioned
it further. Never authorized this
charge and never questioned as
thought was part of phone upgrade
from regular flip phone to Android
device. Very deceptive practice on
part of Predicto and

unconscionable look the other way
by T-Mobile for allowing customers
to be overcharged for what they
know arent required services. Will
be terminating my contract asap. My
name is and am the

primary user of this service and

unfortunately know as the account
holder is my mom[BIB__ ]
who is now deceased,| have no
recourse to claim a full refund, but
would be satisfied that my
complaint was given a forum to be
heard.Product_Or_Service: Other
/HTC Sensation 4G/basic unlimited
alk and textAccount_Number:[B)E)]
[(PX®) 1 Additional Comments:
redSettlementlD: Other
(Requires Explaination)Would just
appreciate a forceful reprimand to
T-Mobile AND Predicto for unfair
and deceptive practices and for
benefiting financially from




customers confidence in their
product via these deceptive
practices.

[Complaint Info CRA Dispute Flag |

Complaint Info CRA Dispute

Responded

Complaint Info CRA Dispute

|Resolved

|complaint Info Fair Resolution Flag [Yes

RESOLVED. The consumer has
verified that the complaint has been

Complaint Info Fair Resolution

Description settled to his/her satisfaction.
[Record 32 of 36 | |
I|Reference Number :

[Created Date |01/10/2014

[complaint Source [BBB WA DuPont

|gr_iginator Reference Number

|Language

[English

||Contact Type ||Complaint

||Data Source |@ganizaﬁon

[DNC? N

[Entered By |BBBSEAT-USER

|Entered Date 0111012014

|Updated By |BBBSEAT-USER
|Updated Date |03/06/2014
/Agency Contact HExternaI Agency
Complaint Date 101/10/2014
Transaction Date

Member of armed forces or
dependant?
|consumer First Name
||Consumer Middle Name
I|Consumer Last Name
||Consumer Salutation
|Consumer Address, Line 1

I|Consumer Address, Line 2
|Consumer Address, Line 3
|Consumer Address, City RICHARDSON
I|Consumer Address, State Code TX

"Consumer Address, State Name  |Texas
|Consumer Address, Country Code |[USA

I|Consumer Address, Country Name ||UNITED STATES




|Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

.Consumer Work Phone, Country
Code

I|Consumer Work Phone, Area Code

||Consumer Work Phone, Number

||Consumer Work Phone, Extension

||Consumer Fax, Country Code

||Consumer Fax, Area Code

[Consumer Fax, Number

Consumer Cell Phone, Country
Code

||Consumer Cell Phone, Area Code

|Consumer Cell Phone, Number

"Consumer Email

I|Consumer Age range

|Consumer Military Status

|consumer Military Station

Consumer Complaining
Company/Crg

|Consumer Military Service Branch

I|Company Name

T-Mobile USA Inc

[Company Address, Line 1 12920 SE 38th St
|Company Address, Line 2

(Company Address, Line 3

|Company Address, City BELLEVUE
||Company Address, State Code WA

|Company Address, State Name ~ |Washington
I|Company Address, Country Code |[USA

I|Company Address, Country Name |UNITED STATES
|company Address, ZIP Code

Company Address, ZIP Code

|[Extension

I|Company Phone, Country Code H

|Company Phone, Area Code 800

I|Company Phone, Number 9378997

||Company Phone, Extension




|Company Email

I|Company Website

|

www.t-mobile.com

[Company Subject ID Type Code

I|Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject D Issuing
Country Name

||Company Rep First Name

Exec. Customer Relat

"Company Rep Middle Name

HCompany Rep Last Name

|

Attention: Angela Baca

Company Rep Salutation

Company Rep Comments

|Complaint Info Initial Contact
Method

|Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

Complaint Info Amount Paid
Method

[Complaint Info Amount Paid Value

Complaint Info Product Service
Code

9045

Complaint Info Product Service
Description

Mobile: Other

i|CompIaint Info Law Violation Code

Complaint Info Law Violation
Description

||Complaint Info Statute Code

i|CompIaint Info Statute Description

(Complaint Info Topic Code

'|Cornplaint Info Topic Description

|

| have been a royal t-mobile
customer for 4 years. | have been

paying my dues for t-mobile very




Complaint Info Comments

[well. But recently, my bills started

high rocking, and | have noticed
that | have been paying for premium
services of 22,89 for five months
equaling $114.9 without having any
idea of what this services consists
of and why | am paying this
services. Then | started looking
back to my old bills and | figured out
that | was paying $9.99 each month
for six months up to this date.
Started from the January | have
paid total price of $184.83 from
premium service fee, which | think
It's a scam | am still not able to
reason myself into this problem
because | have called t-mobile
services several times to fix this
problem and they never seemed to
answer the question and kept
billing me for the premium services
that | did not subscribe for. | have
been using t-mobile for 4 years and
| am very tired of t-mobile billing me
and treating me like this for no
reason. | want my refund. Please
help me solving this fraudulent 3rd
party

payments.Product Or_Service:
Other /Samsung/Famil
pIanAccount_Number:
--- Additional Comments:
DesiredSettlementID: Other
(Requires Explaination)l want to
request a total bill refund of the
payments that | have paid for
premium services on my account. |
can only tell for a one year billing
cycle because | can not see how
much | have paid for premium
services prior of this year. But for
this year, | have paid total price of
$184.83 for the premium service fee
and | would like to get a refund on

|ithis amount.

'|Complaint Info CRA Dispute Flag ||

Complaint Info CRA Dispute
Responded

|[Complaint Info CRA Dispute
Resolved

|Complaint Info Fair Resolution Flag

[Yes

IASSUMED RESOLVED. The
|[business addressed the issue, but




Complaint Info Fair Resolution
Description

the consumer has not verified with
the BBB that the complaint is
settled nor requested additional
BBB assistance.

|Record 33 of 36

|Reference Number _

|Created Date 02/05/2014

I|Comp|aint Source

Originator. Reference Number .

|Language English

I|Contact Type Complaint |
||Data Source Organization |
|DNC? N

|Entered By BBBSEAT-USER

|[Entered Date 102/05/2014

[Updated By [BBBSEAT-USER

Updated Date 03/06/2014

Agency Contact External Agency

|Complaint Date 02/05/2014

Transaction Date

Member of armed forces or

dependant?

|Consumer First Name

|Consumer Middle Name

||Con sumer Last Name

"Con sumer Salutation

|Consumer Address, Line 1

|Consumer Address, Line 2

I|Consumer Address, Line 3

|Consumer Address, City

ALPHARETTA

||Consumer Address, State Code

GA

||Consumer Address, State Name

Georgia

I|Consumer Address, Country Code

USA

|Consumer Address, Country Name

UNITED STATES

I|Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number




Consumer Work Phone, Country
Code

[Consumer Work Phone, Area Code f

|Consumer Work Phone, Number

|Consumer Work Phone, Extension H

||Consumer Fax, Country Code

||Consumer Fax, Area Code

l|Consumer Fax, Number H

Consumer Cell Phone, Country
Code

I|Consumer Cell Phone, Area Code

||Consumer Cell Phone, Number

|Consumer Email

Consumer Age range
I ge rang

"Consumer Military Status “

[Consumer Military Station

Consumer Complaining

Company/Org

||Consumer Military Service Branch H

|[Company Name T-Mobile USA Inc
|Company Address, Line 1 12920 SE 38th St

(company Address, Line 2 I

|Company Address, Line 3

||Company Address, City BELLEVUE

|company Address, State Code WA

"Companx Address, State Name Washington

|Company Address, Country Code  |USA

||Company Address, Country Name |[UNITED STATES

I|Company Address, ZIP Code

Company Address, ZIP Code

Extension
||Companyr Phone, Country Code
"Company Phone, Area Code [800
||Company Phone, Number 9378997

||Company Phone, Extension

I|Company Email H

||Company Website |www.t—mobi|e.com

|Company Subject ID Type Code

!|Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

I



http:www.t-mobile.com

|Company Subject ID Issuing
_; Country Code

=Cor‘npany Subject ID Issuing
|Country Name

|ICompany Rep First Name

Exec. Customer Relat

'_Company Rep Middle Name

;'|Company Rep Last Name \

iAttention: Angela Baca

ICompany Rep Salutation .\

[Company Rep Comments

[Complaint Info Initial Contact
IMethod

||Complaint Info Initial Contact Date ‘ _

\Complaint Info Initial Response
|Method

[Complaint Info Initial Response
|Date

' Complaint Info Amount Requested
|Method

Complaint Info Amount Requested
|[Value

" Complaint Info Amount Paid
Method

\ICompIaint Info Amount Paid Value |

|

-Complaint Info Product Service
[Code

9045

|Complaint Info Product Service
|[Description

Mobile: Other

fCompIaint Info Law Violation Code

|

Complaint Info Law Violation
[Description

:|Complaint Info Statute Code

:|C0mplaint Info Statute Description

_:|Complaint Info Topic Code

;|Complaint Info Topic Description

|

I recently went through the fine
details of my bill to see why the total
was so high. | noticed a charge for
$9.99 for 'T-Mobile TV that | had
never signed up for. When | called
T Mobile about the charge, they
informed me that it had been on my
bill since November of 2011, (27
months = $269.73 in charges). It is
a service that you are automatically
signed up for if you buy a phone
that has the 'T-Mobile TV' app on it.

They canceled the program going




[|Complaint Info Comments

forward, but would only offer me a
$60 for the past bills. | was never
told about this program, | never
authorized it, and | never once used
the service. | asked a few friends
that are T Mobile customers and
they found the same charge on their
bills and called to
complain.Product_Or_Service:
Other //Account_Number: [B)§) ]
1X8) |- Additional Comments:.
DesiredSettlementID: Other
(Requires Explaination)Request
additional refund of $209.73

§|Complaint Info CRA Dispute Fiagg

|

‘Complaint Info CRA Dispute

(Responded
Complaint Info CRA Dispute
]Resolved

Complaint Info Fair Resolution Flag

Yes

|
1

Complaint Info Fair Resolution
Description

RESOLVED. The consumer has
verified that the complaint has been
settled to his/her satisfaction.

[Record 34 of 36

[Reference Number |[®1®)

[Created Date 07/17/2013
||Complaint Source Washington, Attorney General
1 Originator Reference W :
Number

|Language English

]_|Contact Type J Complaint

||Data Source HOrganization
[one? N

|Entered By WAO1-USER
|Entered Date 07/17/2013
|Updated By |

!|U pdated Date ]

|Agency Contact |External Agency
|Complaint Date (07/17/2013
[Transaction Date

IMember of armed forces

|

|lor dependant?

| i
l|Ccmsume:r First Name

L(’_)onsumer Middle

Name




|Consumer Last Name

||Consumer Salutation

|

Consumer Address,
Line 1

Consumer Address,
Line 2

Consumer Address,
Line 3

Consumer Address,

City

OAKLAND

Consumer Address,
State Code

CA

Consumer Address,
State Name

California

Consumer Address,
Country Code

USA

Consumer Address,
Country Name

UNITED STATES

Consumer Address, ZIP
Code

Consumer Address, ZIP
Code Extension

Consumer Home
Phone, Country Code

Consumer Home
Phone, Area Code

Consumer Home
Phone, Number

Consumer Work Phone,
Country Code

Consumer Work Phone,
Area Code

Consumer Work Phone,
Number

Consumer Work Phone,
Extension

Consumer Fax, Country
Code

Consumer Fax, Area
Code

||Consumer Fax, Number

Consumer Cell Phone,
Country Code

Consumer Cell Phone,
Area Code

Consumer Cell Phone,
Number




||Cor|sumer Email

Consumer Age range |60 - 64
I gerange |

Consumer Military
Status

Consumer Military
Station

Consumer Complaining
Company/QOrg

Consumer Military
Service Branch

|[Company Name

T-Maobile

Company Address, Line
1

Company Address, Line
2

Company Address, Line
3

|Company Address, City

ALBUQUERQUE

Company Address,
State Code

NM

Company Address,
State Name

New Mexico

Company Address,
Country Code

USA

Company Address,
Country Name

UNITED STATES

Company Address, ZIP
Code

87176

Company Address, ZIP
Code Extension

Company Phone,
Country Code

Company Phone, Area
Code

505

Company Phone,
Number

3418010

Company Phone,
Extension

||Cornpany Email

ABQCCVSRelations@T-Mobile.com

I|Company Website

Company Subject ID
Type Code

Company Subject ID
Type Name

Company Subject ID
Issuing State Code




Company Subject ID
Issuing State Name

Company Subject ID
Issuing Country Code

Company Subject ID
Issuing Country Name

Company Rep First
Name

Company Rep Middle
Name

Company Rep Last
Name

Company Rep
Salutation

Company Rep
Comments

Complaint Info Initial
Contact Method

Complaint Info Initial
Contact Date

Complaint Info Initial
Response Method

Complaint Info Initial
Response Date

Complaint Info Amount
Requested Method

Complaint Info Amount
Requested Value

$0.00

Complaint Info Amount
Paid Method

Complaint Info Amount
Paid Value

Complaint Info Product
Service Code

6004(9045

Complaint Info Product
Service Description

Mobile: Carrier Rates\Plans|Mobile: Other

Complaint Info Law
Violation Code

Complaint Info Law
Violation Description

Complaint Info Statute
Code

Complaint Info Statute
Description

Complaint Info Topic
Code

|Complaint Info Topic




|Description

Complaint Info
Comments

THIS COMPLAINT IS BEING FILED
BECAUSE | AM AWARE OF THOUSANDS
OF PEOPLE BEING SCAMMED BECAUSE T-
MOBILE (AND PROBABLY OTHER
CARRIERS) ARE GETTING A HUGE CUT OF
THE PROCEEDS. | have not (vet) been
victimized by what is called "scamming and
cramming". However, thousands of T-Mobile
customers have been. On T-Mobiles own
company support site, this one subject has had
over 100,000 views and thousands of written
complaints posted. This problem appears
under several different subject categories on
this T-Mobile sponsored site! Here is an

my bill cjheyl 86146 July 15, 2013 10:08 PM
[You have to click on the post to read it]
============ The |last complaint,

ABOVE was posted by Cheryl and, to date from
the start of that thread, 86,000 people logged
on to that thread to read how other customers
dealt with the problem. Only a tiny percentage
bothered to post their own experience. There
are several other "threads" on this subject.
Since one of our lines is a 206 Seattle number,
and since T-Mobile is headquartered there, |
think you should look into this. The FTC says
they are looking into this problem that affects all
carriers to some extent.
http:/iwww.ftc.goviopa/2013/04/wisemedia.shtm
The problemis - the FTC is going after the
scammers - who will disappear and come back
under a different name. IF T-Mobile didn't aid
and abett this activity, it wouldn't exist. T-Mobile
does not verify with their customer that they
really authorized this charge to be added to
their bill. Rumor has it that the carriers get 30 to
40% of these $9.99 charges. ($9.99 seems to
be the usual amount from most scammers.) ---
Resolution: Resolution-PART ADJUSTED ---
Status: Closed - Estimated Savings: 0.00 -—
Actual Savings: 0.00 - WAG Resolution Date:
8/15/2013 2:46:26 PM

Complaint Info CRA
Dispute Flag

Complaint Info CRA
Dispute Responded

[complaint Info CRA
Dispute Resolved

Complaint Info Fair
Resolution Flag



http://www.ftc.gov/opa/2013/04/wisemedia.shtm

Complaint Info Fair
Resolution Description

[Record 35 of 36
I|Reference Number r
[Created Date 02/03/2014
|complaint Source IBBB WA DuPont
||@ginator Reference Number ' |
||Language English
||Con‘iact Type [ Complaint
|Data Source Organization
[DNC? N
|Entered By BBBSEAT-USER
|Entered Date 02/03/2014
|Updated By BBBSEAT-USER
IUpdated Date 03/06/2014
/Agency Contact External Agency
Complaint Date 02/03/2014
Transaction Date
Member of armed forces or
dependant?
IIConsumer First Name
I|Consumer Middle Name
[Consumer Last Name
|Consumer Salutation
|consumer Address, Line 1
||Consumer Address, Line 2
|Consumer Address, Line 3
||Consumer Address, City MOUND
I|Con sumer Address, State Code |MN
[Consumer Address, State Name  |Minnesota
|consumer Address, Country Code |USA
||Consumer Address, Country Name [UNITED STATES
I|Consumer Address, ZIP Code (
Consumer Address, ZIP Code
|[Extension
Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

Consumer Work Phone, Country
Code




|Consumer Work Phone, Area Code |

"Consumer Work Phone, Number

|Consumer Work Phone, Extension

!|Consumer Fax, Country Code

I|Consumer Fax, Area Code

|consumer Fax, Number

Consumer Cell Phone, Country
Code

[Consumer Cell Phone, Area Code

[Consumer Cell Phone, Number

[Consumer Email

Ji

||Consumer Age range

|Consumer Military Status

I|Consumer Military Station

|consumer Complaining
Company/Crg

|Consumer Military Service Branch

|company Name

T-Mobile USA Inc

||Company Address, Line 1

[12920 SE 38th St

||Company Address, Line 2

|

|Company Address, Line 3

|Company Address, City BELLEVUE
|Company Address, State Code WA
|Company Address, State Name Washington
||Company Address, Country Code ||USA
[Company Address, Country Name |UNITED STATES
[Company Address, ZIP Code

| Company Address, ZIP Code

|[Extension

||Company Phone, Country Code

|company Phone, Area Code 800
||Company Phone, Number |937899?

"Company Phone, Extension

I

||Company Email

!|Company Website

www.t-mobile.com

||Company Subject ID Type Code

|Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

I



http:www.t-mobile.com

Company Subject ID Issuing
|[Country Name

_:|Company Rep First Name

Exec. Customer Relat

[Company Rep Middle Name .\

I

[Company Rep Last Name |

lAttention: Angela Baca

]Company Rep Salutation

__|Company Rep Comments

Complaint Info Initial Contact

(Method

[Complaint Info Initial Contact Date |

[Complaint Info Initial Response

IMethod

Complaint Info Initial Response

|Date

|Complaint Info Amount Requested

[Method _

Complaint Info Amount Requested

|Value

Complaint Info Amount Paid

|Method

:Complaint Info Amount Paid Value [

" Complaint Info Product Service 9045

[Code I

Complaint Info Product Service Mobile: Other

.- Description '

_|Complaint Info Law Violation Code \ _

\Complaint Info Law Violation

|[Description

[Complaint Info Statute Code || |

[Complaint Info Statute Description | ]

.|Cor'r_|_plaint Info Topic Code H |

I|Complaint Info Topic Description [ |
| EVEN GAVE TMOBILE
CUSTOMER SERVICE MY
ROUTING NUMBER AND
CHECKING ACCOUNT AND THE
MONEY ISN'T IN THERE, | HAVE
A BOGUS DEBIT CARD THAT
TOOK ME THREE HOURS TO
TRY TO GET ACTIVATED TO
BRING TOBANK TOPUT INTO
MY BANK ACCOUNT AND THAT
DIDN'T WORK. | WAS GIVEN
ICON MATION NUMBER
=6 AND TOLD THE
250.00 WOULD BE IN MY
CHECKING ACCOUNT NO




Complaint Info Comments

|LATER THAT THE TUESDAY OF

THE LAST WEEK OF JANUARY.
AT THE LATEST. IT NEVER
HAPPENED. THERE IS A NOTICE
ON MY DECEMBER 30TH
STATEMENT 2013 THAT A
CHECK FOR 250.00 REFUND
CHECK WAS ISSUED . WHERE
IS IT??? NOT IN MY ACCOUNT
WHERE IT WAS SUPPOSE TO
GO WELL OVER 3-4 WEEKS
AGO. THIS WHOLE ENTIRE
PROBLEM HAS A SCAMAND |
WILL NOT TAKE CREDIT DUE TO
UNTRUST OF THE COMPANY. |
WAS ALSO MISLED BY THERE
TMOBILE BEST BUY
DEPARTMENT THAT CARRIES
OUR INSURANCE. THEY TRIED
TO OVERBILL ME FOR MONTHS
AND | FINALLY GOT DISCOVER
CARD ON A 3WAY PHONE CALL
AND THEY STOPPED THERE
FRAUDULENT BEHAVIOR AT
ONCE. THEY HAD BEEN BILLING
ME FOR OLD ACCOUNTS THAT
WERE.CHANGED OR
CANCELLED FOR INSURANCE
WHEN NEW PHONES CAME THE
OLD CONTRACT WAS TOBE
UPDATED NOT TO KEEP
CHARGING AND THEN CHARGE
FOR NEW INSURANCE.
ANYWAY IT WAS RIDICULOUS
AND IT TOOK THE DISCOVER
CARD TO GET THEM TO REPAY
ME FOR ALL THE MONEY THEY
HAD STOLEN FROM ME AND TO
REPORT THE PROBLEM TO THE
HEADS OF COMPANY FOR
DISCPINE ACTION | WAS
REIMBURSED BUT HEARD
Account_N umber
w—- Additional Comments:
esiredselttliement|D: Other
(Requires Explaination)FOR
TMOBILE TO FOLLOW THROUGH
AND GET ME MY CHECK FOR
250.00 EVEN THOUGH THEY
OWE ME 640.00 . FOR TMOBILE
BEST BUY TO BE PUNISHED
FOR TRYING TO TAKE
ADVANTAGE OF SOMEONE
WHO PAID ON TIME AND PAID




CORRECTLY. 3 PHONES HAVE
INSURANCE THROUGH
TMOBILE BEST BUY AT 9.99
EACH. THEY WERE TO BE
BILLED AT THE SAME TIME
EVERYMONTH NOT AT THE
BEGINNING OF THE MONTH
AND THE END OF THE MONTH.
WHEN DISCOVER CARD GOT
INVOLED ON A 3WAY PHONE
CALL BEST BUY SHAPED UP
IMMEDIATELY AND FIXED THE
PROBLEM.

|

_|Complaint Info CRA Dispute Flag

|Complaint Info CRA Dispute
(|Responded

Complaint Info CRA Dispute
Resolved

[

Yes

;|Complaint Info Fair Resolution Flag

Complaint Info Fair Resolution

RESOLVED. The consumer has
verified that the complaint has been
settled to his/her satisfaction.

Description

[Record 36 of 36 |
:IReference Number P | |
|Created Date |03120/2014 |
Complaint Source \ BBB WA DuPont

:Originator Reference Number ‘ il |

|Language [English __|
[contact Type |Complaint |
:_|Data Source Organization

[oNe? N

[Entered By |BBBSEAT-USER |
|[Entered Date [03/20/2014 |
Updated By

[Updated Date

:@ency Contact !External Agency |
[complaint Date 031202014 |
[ Transaction Date [ |
Member of armed forces or

|dependant? .

|Consumer First Name 2

jIConsumer Middle Name
_IICon sumer Last Name
JConsumer Salutation
|Consumer Address, Line 1




I|Consumer Address, Line 2

[Consumer Address, Line 3

||Consumer Address, City

PRESCOTT VALLEY

||Consumer Address, State Code

AZ

Arizona

I|Consumer Address, State Name

|Consumer Address, Country Code

USA

||Consumer Address, Country Name

"Consumer Address, ZIP Code

Consumer Address, ZIP Code
Extension

UNITED STATES

Consumer Home Phone, Country
Code

Consumer Home Phone, Area
Code

||Consumer Home Phone, Number

Consumer Wark Phone, Country
Code

"Consumer Work Phone, Area Code

||Consumer Work Phone, Number

|consumer Work Phone, Extension

||Consumer Fax, Country Code

||Consumer Fax, Area Code

|Consumer Fax, Number

Consumer Cell Phone, Country
Code

i|Consumer Cell Phone, Area Code

||Consumer Cell Phone, Number

||Consumer Email

"Consumer Age range

|consumer Military Status

||Consumer Military Station

Consumer Complaining
|ICompany/Org

|Consumer Military Service Branch

||Company Name

T-Mobile USA Inc

I|Company Address, Line 1

|

12920 SE 38th St

||Company Address, Line 2

[Company Address, Line 3

[Company Address, City BELLEVUE
||Company Address, State Code WA
[Company Address, State Name  |Washington
I|Company Address, Country Code |USA




|Company Address, Country Name |[UNITED STATES

I|Company Address, ZIP Code

|

|Company Address, ZIP Code
Extension

i|Company Phone, Country Code

||Company Phone, Area Code

800

||Company Phone, Number

9378997

I|Company Phone, Extension

[Company Email

|[Company Website

|[www.t-mobile.com

I|Company Subject ID Type Code

||Company Subject ID Type Name

Company Subject ID Issuing State
Code

Company Subject ID Issuing State
Name

Company Subject ID Issuing
Country Code

Company Subject ID Issuing

Country Name

||Cornpany Rep First Name Exec. Customer Relat
!|C0mpany Rep Middle Name |

[Company Rep Last Name Attention: Angela Baca

|company Rep Salutation

||Company Rep Comments

Complaint Info Initial Contact
Method

||Complaint Info Initial Contact Date

Complaint Info Initial Response
Method

Complaint Info Initial Response
Date

Complaint Info Amount Requested
Method

Complaint Info Amount Requested
Value

Complaint Info Amount Paid
Method

I|Complaint Info Amount Paid Value

Complaint Info Product Service
Code

9045

Complaint Info Product Service
Description

Mobile: Other

|Complaint Info Law Violation Code

|Complaint Info Law Violation




|Description

|

|Complaint Info Statute Code

Complaint Info Statute Description

|Complaint Info Topic Code

|Comp|aint Info Topic Description

|

Complaint Info Comments

On 8/25/2013 | bought 2 samsung
galaxy 4 and 2 LG phone for me
and my family in one of the T-
MOBILE store in 34640 n north
valley pkwy in PHOENIX AZ
85086.When | purchase that the
sales person offer me to buy
insurance for the galaxy 4 phone
And | did bought because they
suggest that any damage or phone
get stolen insurance will replace it
without any hassle.after all that
month when | called T-MOBILE on
last friday 3/14/2014 to replace one
of the samsung galaxy because it
had a scrach they told me a total
different story about insurance.
They said itis a different insurance
company named ASSURANCE
THAT | HAVE TO CALL AND GIVE
THEM $175.00 extra to replace the
phone.She told me over the phone
that it is like a CAR INSURANCE
and | have to pay deductable.| told
her sales person never told me that
| have to pay deductable or thisis a
different insurance company even
thought | have paid $9.99 per month
for the line to T-MOBILE directly.|
feel like | have been cheated by T-
MOBILE all this
time.Product Or_Service: Other
/[samsung galaxy 4/simple
choiceAccount_ Number:
Additional Comments:
DesiredSettlementID: Other
(Requires Explaination)People
need to know about this kind of
issue because itis like a scam.If
they do not replace my phone at
least | want my money back for the
months | have paid for the so called
insurance.

:|Complaint Info CRA Dispute Flag

|

Complaint Info CRA Dispute
|Responded

r|CompIaint Info CRA Dispute

I




|Resolved | |
|C0mp|aint Info Fair Resolution Flag ][Yes |

IRESOLVED. The consumer has
verified that the complaint has been
settled to his/her satisfaction.

Complaint Info Fair Resolution
Description

As a Consumer Sentinel Network member, you must properly protect any information printed,
downloaded, or otherwise removed from the Network as stated in OMB Memo M-06-16.
Please delete or destroy this information within 90 days unless its use is still required for law
enforcement purposes. When destroying the information you should burn, pulverize, or shred
the information saved in paper format and destroy or erase information that has been saved
electronically so that it cannot practicably be read or reconstructed. Proper erasure of
electronic information must include the overwriting or "wiping" of the information from the
electronic media on which itis stored.

R
- '

* Provided by the Federal Trade Commission
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Record # 2/ Consumer Sentinel Network Complaints

Reference | Orlginator_
Number: Reference
l - Number: a |
| Language: [English ' f Contact Type: {Complainl |
Source: Ergamzatlon | DNC? 'No i

Comments: | have been charged for over a year a Premier Service charge of $19.98 per month that | never signed up for or |
uthorized. | talked to a T-mobile rep. in mid-September asking for reimbursement of these unauthorized |
charges. She informed me she would make it happen, and | should see the reimbursement money on my |
| ctober or November T-Mobile bill. She also blocked these Premium Services for my account. Well | have yet to
ee any for my money back. The charges look like:OTHER SERVICE PROVIDER CHARGESS8/23/13Jesta
igital,9:12 AMB66-856-5267 Jesta D755559.999.998/28/13SendMe, Inc.8:43 AMB77-848- l
299SendMe,480009.999.99 SUBTOTAL 19.980nce again | have NEVER authorized any payment to a service
lled 'Jesta Digital' or 'Sendme, Inc', by T-Mobile. | find it unethical to be auto charged money via a phone bill. -
Additional Comments: | would like a full reimbursement of all of these fraudulent Premium Service charges. My
illing records on T-mobiles site go back only ONE year, but | have hard copy records that go back further. One
ears worth of these bogus charges = $239.76. | have been a loyal T-mobile customer for over 10 years, and
ave always been happy with their phones, billing, and customer service. But, secretly adding these 'Premium

Services' charges to my account is unexceptional. ) -
Was the iy ' Complaint ASSUMED RESOLVED. The business
complaint Resolution: jaddressed the issue, but the consumer has not
resolved?: erified with the BBB that the complaint is
ttled nor requested additional BBB
[ ssistance.
i . Data i
Reference:
| Entered By: BBBSEAT-USER [ Entry Date: [11/7/2013 i
| Updated By: | | Updated Date: |
Complaint BBB WA DuPont Product Service |Mobiia: Other
l Source: | Code:
I Amount, | Amount Paid: | |
Requested: | |
Payment Agency External Agency !
Method: | Contact: | ;
l comg:tiemlﬁmzma | Tnma;;:::m ’
1 Initial CoTt-?i _i_ T Initial S |
. | e sl ot S |
| Siaw_tgl_[!ul_g I ___ | LawViolation: | ~ = ~ [
' Topic: | Dispute with . 0
| ~ Credit Bureau?: | |
Dispute with| Dispute withl |
epondear: O Resalved o
espon 3
" . — | Satisfaction?: | _ = — )
Member of o Cross Borderru #
armed forces or Complaint?:
dependent?: ‘_l
i o Consumer Information - o i
[Consumer i
Complaining - |

I _Company/Org: |
| First Name: - Last Nam::- R

' J I L |

https://www.consumersentinel.gov/_layouts/PrintRecordDetails.aspx?documentNumbers=2... 6/5/2014
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| Address 2: | |
i State: Washington T |
| |
| Ext: |
. | Age Range: |
! Military Service | Soldier Status: I
! Branch: | | i
lSo Idier Station: | B
B —— C Subject - |
Subject: T-mobile Usa Inc sl o
! Address: 112920 SE 38th St
r City: Bellevue | State/Prov: Washington i
_2p: | | Country: lUnited States !
- Email: | N URL: www.t-mobile.com
| Area Code: 800 'Phone Number: 9378997 -
Ext: | | Subject ID|
i Type:
: Subject ID Subject ID
| Issuer State: | \Issuer Country: | |
: Rsprasentative IExec. Customer Relat Attention; Angela Baca ‘ Title: |
ame:

https://www.consumersentinel.gov/ layouts/PrintRecordDetails.aspx?documentNumbers=2... 6/5/2014
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[Record # 7 / Consumer Sentinel Network Complaints

Reference - - Originator
| Number: Reference
[ Number: _ i

_Langua;n:_ iEngllsh | Contact Typa Complaint
Source: Organization | DNC? [No

i Comments: || kept being charged for Premium Services but did not ask for it. | found out these Premium Services came
om a company called 'Smart Text'. | called the company and they stated 'l had opened the web browser and by
Eoing s0 agreed to their product'. This company 'Smart Text' is scamming consumers by blatently forcing their

f roduct on individuals. This company needs to be fined and regulated. There are individuals, who don't know
bout this scamming and the should block them from being allowed to charge individuals for al
‘ Ise service.Account_ Number Additional Comments: DesiredSettlementID: Other (Requires

plaination) | want my money back from the company for the 3 months they charged me and | want $500.00 for|
undo stress due to their devious act. |

| Was the'y Complaint ASSUMED RESOLVED. The business !
, complaint| Resolution: jaddressed the issue, but the consumer has not!
. resolved?: rified with the BBB that the complaint is
| settled nor requested additional BBB
| e ol assistance.
| Data ‘
Reference: |

LAl

Entry Date: 9/12/2013

| Entered By: BBBSEAT-USER 5 <
Updated Date: 3/7/2014

Updated By: BBBSEAT-USER

|
|
Complaint |BBB WA DuPont Product Service [Mobile: Other
£ Source: | | Code:

Amount| [ Amount Paid: !
| Requested: . | |
[ Payment| | Agency External Agency !
l Method: | | Contact: |
I Complalnth12!2013 | Transaction |

i Date: | L
l Initial Contact: I | Initial |
= Response: | !
‘_St_amg_mmi S i | Law Violation: | -
Topic ] Dlspuhwlthl
T (Credit Bureau?: —— i
| Dispuhwlth Dlsputnwﬂh |
Credit Bureau - . Credit Bureau - |
| Responded?: | Resolved to |
Satisfaction?: |
r Member of | ! Cross Border No
armed forces or | Complaint?: !
dependent?:
I _ Consumer Information o |
'c°_"'_£'_""_“.'____. e e i R ——
plalning] l
| Company/Org: . .
First Name: | LastName: |
Address 1: | Address 2: | |
|
|

i City: AUGUSTA | State: Georgia
L Zipr B | Country: UNITED STATES o
rHomo Number: ' | Work Number: _

I

https://www.consumersentinel.gov/_layouts/PrintRecordDetails.aspx?documentNumbers=7... 6/5/2014
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| Fax Number: | | Ext: )
e -

I Military Service Soldier Status:

l Branch:

|Soldier Station: )
Subject

Subject: T-mobile Usa Inc
Address: (12920 SE 38th St

i City: Bellevue | State/Prov: jWashinElon
ZIP: | | Country: lUnited States
Email: | = URL: www.t-mobile.com
Area Code: 800 Phone Number: 9378997
Ext: Subject ID
Type:
Subject ID Subject ID
Issuer State: Issuer Country:
Raprelo:taﬁve Exec. Customer Relat Attention: Angela Baca Title:
ame:

https://www.consumersentinel.gov/_layouts/PrintRecordDetails.aspx?documentNumbers=7... 6/5/2014
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[Record # 2/ Consu nel Network Complaints e '
| Reference Originlto_

| Number: Reference

{ ‘_ — S Number: P

| Language: [English | Contact Type: [Complaint |
| Source: Organization ] DNC? [No [

Comments: [T Mobile has premium cf charges on my bill that | did not authorize. This has been going on for months. The
remium charges are from a company called SendMe Inc, Thumbplay. T Mobile let these companies have
access to my phone account without my authorization and allow them to incur charges that are completely
audulent!! T mobile probably charges taxes on this too. T Mobile bill is confusing anyway with all there extra
arges, who knows what these are for anyway. Of course | call T mobile and they have no represeptaty
available. Such terrible customer service!!lProduct_ Or_ Service: LG /my touch Q/Account_ Numbe

[B)®) ]- Additional Comments: DesiredSettiementiD: Other (Requires Explaination) | would like the false charge
fees refunded to me.

Was the Complaint ASSUMED RESOLVED. The business
complaint Resolution: addressed the issue, but the consumer has not
[ resolved?: verified with the BBB that the complaint is
| ttled nor requested additional BBB
b 4 istance, |
Data
Reference: 1

Entered By :BBBSEAT USER
Updated By: BBBSEAT-USER

| Entry Date: 97372013
| Updated Date: 3/7/2014

COmplaintiBBB WA DuPont B Product Service lMobiIe: Other ]
| Source: | Code: - _|
| Amount Amount Paid: | |
| Requested: | | | i)
| Payment Agency [External Agency [
| Method: | Contact: i
! Complaint 9/3/2013 | Transaction| ol
| Ig Date: | |
Initial Conhct. [ | Initial |
! | I Response: | . (
| Statute/Rule: | | Law Violation: | [
Topic: | ™ Dispute with| . |
| | __lcredit Bureau?: - |
Dispute with | _ Dispute with | |
| Credit Bureau - Credit Bureau -/
Responded?: | Resolved to |
I I | Satisfaction?: )
Member of | . Cross Border|No
armed forces or Complaint?: |
dependent?: | |
Consumer Information |
Consumer - - ]
' Complaining H
Company/Org: L IR, S i
~ First Name: | Last Name: n— l
I Address 1: | _ | Address 2: | |
{ City: IHACK OWH | State: [New Jersey T
1 “zp: @] | Country: UNITED STATES ]
| Home Number: | _I Work Number: o |
| Fax Number: B o - Ext: - )
, | Age Range: | !
l Milita I Soldier Status: | i
iSoldier Station: '_ e ____ o o |
1 - Subject o B ,
| Subject: [T- mobile Usa Inc _|
| Address: I1 2920 SE 38th St . i
! Ci‘ly Bellevue | State/Prov: Washington _|
]

https://www.consumersentinel.gov/_layouts/PrintRecordDetails.aspx?documentNumbers=1...

6/5/2014
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ap: | ] Country: [United States o
Email: ] URL: www.t-mobile.com o
Area Code: 800 |Phone Number: (9378997
Ext: f Subject ID
Type:
Subject ID Subject ID '
| IssuerState: | Issuer Country: |
Rapuu::lﬁv- Customer Relat Attention: Angela Baca il Title: i
me:

https://www.consumersentinel.gov/_layouts/PrintRecordDetails.aspx?documentNumbers=1... 6/5/2014
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Comments: | am a T Mobile costumer and t they billed me for Premium charges (Not disclosed on bill) when | called they said
it was Lexacom Networks for ring tones and wall paper subscription. They said they sent a text asking to sent a
ext back if | wanted to decline the charges. | never initiated any request or downloaded any apps. Tmobile fails
o protect their costumers form fraudulent 3rd party charges. | am not the only one | found several complaints

rm this same 3rd party online with Tmobile costumers that are even from last year. Tmobhile receives the
complaints but is not doing anything to stop this 3rd party provider to keep stilling form their costumers. TMobile
s lacking of a sense of social responsibility. They do not even disclose that a 3rd party charge can be applied

[Record # 2/ Consumer Sentinel Network Complaints i — _—— =

F Reference [(B)(6) Originator:

| Number: Reference

| s ) Number: |
i Language: [English | Contact Type: ICompIamt

[ Source: Consumer DNC? INo

|

|

without prior costumer authorization. This is a big Fraud that needs to stop!!
Was the | Complaint
complaint Resolution:
resolved?: ! .
| Data | o I
Reference:
Entered By: FTCCIS-FTCUSER - [ Entry Date: 8/1/2013
| Updated By: | | Updated Date: | B
Complaint FTC Online Complaint Assistant (CIS) Product Service Telephone: Unauthorized Charges or Debits I
| Source: | Code: |
| Amount §15.00 o ‘ Amount Paid: F15.0{] T |
Requested:
‘— N 'Pa;yment Phone Bill - Mobile Devices Agancyilnlernet T T
_____ Method:§ Contact: | e
I Complaint|8/1/2013 | Transaction | ‘
~___ bate:! 1 Date]| B
' Initial Contact: rMubiIe: Text/Email/iM Initial Unknown |
. —_ Response: | |
| Statute/Rule: Pay Per CallRule ; “Law Violation: ICharge for unauthorized phcne services |
‘ Topic: | Dispute with
[Credit Bureau?:
 Dispute with | Dispute with |
Credit Bureau - Credit Bureau - i
Responded?: Resolved to
SRS | satisfaction?: | — |
[ " Member of No Cross Border No [
armed forces or Complaint?:
[ ___dependent?: N | . - o [
I o Consumer Information o |
Consumer - |
| Complaining| |
| Company/Org: |
| First Name: l |~ Last Name: [BI®) |
| Address 1: | ] Address 2: T .
| City: lSouth R|dmg - | State: Virginia
i Zip i | Country: UNITED STATES e )
| Home Number: | il | Work Number: |
| Fax Number: I Ext: |
| Email: e e e AgeRanga:i -
| Military Service ' Soldier Status: '
| Branch: | . _ i ’ ) ’
|Soldier Station: | B o 1
| Subject l
| Subject: lLexacom Network |
Address: 6601 Center Dr West #700 |
(T _City:' iLgs__A-ngales - o _. Stata!Prov' [California - T
| ZIP: 90004-5 ) . Counlry [United States |
Email: | URL: | I

https://www.consumersentinel.gov/ layouts/PrintRecordDetails.aspx?documentNumbers=1... 6/5/2014
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| Area Code: 800 'Phone Number: 14166129 |

| Ext: " subjectid| o |

{ I Type: | .

! Subject ID Subject ID |
Issuer State: Issuer Country: | |

| Representative | Title:

| Name: [

https://www.consumersentinel.gov/_layouts/PrintRecordDetails.aspx?documentNumbers=1... 6/5/2014


http:https://www.consumersentinel.gov

Untitled Page Page 15 of 16

sentinel Network Complaints

Reference | Originator

Number: Reference |
] B | Number: | D
! Language: English : Contact 'l‘ype. pomplaint
i Source: Organization % DNC? No

Comments: [In March of this year | started receiving charges for a premium service through my cell phone provider, T-Mobile.
| Due to the setup of the bill, and the generic name of 'Premium Service' that identified the charge, | was unaware [
hat this was anything out of the ordinary. At the time | was experiencing problems with the charges on the
| ccount and contacted the company multiple times to get this set straight. When asking the chat agents what lhai
| charge was for they were unable to give a good explanation. | asked for the charge to be removed and was told
it had been done. | was told to wait 2 billing cycles to see the change. This seemed odd but | did just that. When |
| jviewed the bill again | must have missed it because | can clearly see now that the charge was never removed.
[The charge in question is for a premium service called Jamster. | have confirmed through the history on the
bhone that no Jamster related apps were ever downloaded or used. My research shows that this is very
icommon with cell phone providers. Apparently, anyone can sign up for the service simply by entering a phone
l:-lumber without further validation. When | called again this evening, 07/22, | was given a number to call and told
hat they could request a credit but couldn't make a guarantee it would be approved. | called the number | was
given but it rang to a busy signal and no other numbers could be located online. | called T-Mobile again and was
ffered a $20 credit despite my explanation that this was brought up back when the charges first appeared. |
ccepted the credit offer and explained that if the full credit was offered/applied that | would be contacting the
IBBB and their corporate offices. T-Mobile's agents are nice but this is just another, in a long line of, bad
nteractions. The agents simply can't get their story straight and often times are not performing the actions they
r_Service: Other /Samsung Galaxy S II'NAC Value Family
| }- Additional Comments: DesiredSettlement|D: Other (Requires
|

romise to on the call/chat.Ppg
UnlimitedAccount_ Number: .
Explamabon) | would like to B8 2d the full amount that | have been charged for the Jamster service that
started in March of this year. By my calculations, that total is $49.95.

Was the ly Complaint,ASSUMED RESOLVED, The business
complaint Resolution: |addressed the issue, but the consumer has not
' resolved?: erified with the BBB that the complaint is ’
! ! settied nor requested additional BBB
| | | assistance. |
Data |
| Reference: | Bl

! Entered By: IBBBSEAT- USER . | __ Entry Date: [7/23/2013 e |
Il & ~ Updated By: IBBBSEAT- USER _ | Updated Date: ‘3!7!2014 |
| Complaint BBB WA DuPont | Product Service Mobile: Other !

Source: | Code: |
I Amount | Amount Paid: |
| Requested: | | !
Plymont' | Agency External Agency |
Method: Contact: ' |
| Complaint(7/23/2013 Transaction' l
Date: Date: |
' Initial Contact: i lniﬂal{ |
I - Response: |
| Statute/Rule: | o Law Violation: | I
[ Topic: | | Dispute with ;
| | Credit Bureau?: | |
| _ Dispute with' Dispute with
| Credit Bureau -| Credit Bureau -|
| Responded?: ! Resolved to
, Satisfaction?: |
| Member of | Cross BorderINo |
| armed forces or Complaint?: |
i dependent?: |
. Consumer Information |
[Consumer ) I
[ Complaining f
Company/Org: '
| et Nam o | _ LastName: |
| I Address 2: |
I.____._..___
_ City: 1BALTIMORE ! State: Maryland |
| | |
https://www.consumersentinel.gov/_layouts/PrintRecordDetails.aspx?documentNumbers=1... 6/5/2014


http:https://www.consumersentinel.gov
http:calVchat.Pl

Untitled Page

Page 16 of 16

 Zip: - _i Country: | s o
' Home Number: - Work Number:

| Fax Number: | Ext: o
| Military Service | I Soldier Status:
- Branch: | _
'Soldier Station: |
Subject
Subject: T-mobile Usa Inc - B}
Address: 12920 SE 38th St -
City: Bellevue | State/Prov: Washington |
ZIP: Country: |United States
Email: URL: .t-mobile.com
Area Code: 800 __ Phone Number: 9378997 ]
Ext: Subject ID
— — . s Typo:! s s
Subject ID Subject ID
Issuer State: | Issuer Country: = |
| Representative Exec. Customer Relat Attention: Angela Baca Title: B
! Name: | = |
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Record # 3 / Consumer Sentinel Network Complaints
o Raronce B

|

Ongmator' |
Number: Reference |
I | - __i ‘Number: l -
| Language: English ___“ " | Contact Type: Complaint |
" Source: [Consumer | DNC? No

Comments: Enreoeived a text message on my cellular phone from a company |

pproval, Lexacom Network have since charged my T-Mobile cel
012) . Ive recently found out that | should have opened the text a

he header. | deleted it. Just as | would have deleted it if it came to my e-,ail account, believing it to be harmful to
y computercell. Little did | know it was possible for a company to bill my cellular account without my specific

didnt know, with something about ring tones in

lular account 14.99 every month (since Dec.
nd replied “stop” to cancel any service they

jwere trying to push. | didnt think it was possible for a company to start billing me for a service | didnt say "NO"

I tto.
Was the Complaint i
| complaint Resolution: !
resolved?: | | |
Data | '
_| Reference: I
| Entered By: FTCCIS-FTCUSER ! Entry Date: §/27/2013
| _UpdatedBy:| o | Updated Date: | ]
; Complalnt;FTC Online Complaint Assistant (CIS) ;Product Service |Telephone Unauthorized Charges or Debit |
Source:
' Amount $105.00 "~ Amount Pald. $105.00 o |
[ Requested: ' | ) o
| Payment >hone Bill - Mobile Devices | Agency |Internet |
Method: - B Contact: | - N
Complalm 6/27/2013 1 Transaction [12/25/2012 |
Date: I Date: | . —
Initial Contact: Pﬂoblle Text/Email/IM I Initial (Other
| Response: f

StatlmIRu!EHPay Per Call Rule

| Law Violation: iCharge for unauthorized phone services

|
|
f

Topic: | Dispute with ]
' Credit Bureau?: |
Dispute with' . Dispute with,
Credit Bureau - | Credit Bureau - ‘
Responded?: Resolved to|
| | Satisfaction?: |
Member of No | Cross Border'No |
armed forces or Complaint?: ' |
_dependent?: | . _ .
| Consumer Information !
Consumer [
Complaining'
Company/Org: | l
| First Name: Last Name: |
| __Address 1: = | __Address2:| =~ @0 2@ 00|
[ City: Houston | State: Texas

Zip: | Country: UNITED STATES
l Home Number: | Work Number: |
Fax Number: | | Ext: |

T —
Military Service

Age Range: 50 - 50

Soldier Status:
| Branch: | | i
|Soldier Station: \ - i sl

Subject

| Subject Lexacorn Network |
[ Address: | o N |
| City | State/Prov: | |
| ZIP: | o Country: United States |
! Email: ' | URL: |
J

https://www.consumersentinel.gov/_layouts/PrintRecordDetails.aspx?documentNumbers=1...
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i Ext: | SubjectID

| | Type:

l Subject ID Subject ID

l_ Issuer State: Issuer Country:

| Representative | Title:
Name: i |
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DECLARATION OF ANNIS HODGKINS
PURSUANT TO 28 U.S.C. § 1746

My name is Annis Hodgkins. Ilive in Colorado Springs, CO. I have personal
knowledge of the facts stated herein. If called to testify, I could and would competently
testify to the facts set forth below.

Sometime around October 2012, I noticed a charge for $9.99 on my T-Mobile cell phone
bill for September 2012. On the bill, the charge was described as
“8889753844TextAlts84930” and “Wise Media.” Attached as Attachment A to this
Declaration is a true and complete copy of page 272 of my T-Mobile cell phone bill for
the September 2012.

Upon noticing the charges for September 2012, I reviewed my prior T-Mobile cell phone
bills and discovered a similar charge for $9.99 in August 2012, which was also associated
with Wise Media. Attached as Attachment B to this Declaration is a true and complete
copy of page 245 of my T-Mobile cell phone bill for the August 2012.

I do not recall ever agreeing to pay Wise Media for any service. I do not recall ever

sending a text message to Wise Media or visiting a website associated with Wise Media.

. My phone is set to require a PIN before purchases can be made, so I do not understand

how I could have signed up for any purchase from Wise Media.

After noticing the charges, I called T-Mobile and asked for the charges to be removed
from my bill. The T-Mobile representative refused to refund the charges and told me that
the charges originated from a third party vendor. The T-Mobile representative was not
able to tell me how the charges were initiated and only able to provide the phone number
for Wise Media. The representative told me that I would have to call Wise Media to get

my money back.



7.

On or around December 8, 2012, I called the Wise Media toll free number. The Wise
Media representative told me that Wise Media would send me a refund check within 3-5
business days.

On or around January 10, 2013, I called Wise Media again because I had not received any
refund yet. I was told once again, that I would receive a refund check within 3-5 business
days. The representative also told me that I had reached a processing service, not Wise
Media itself.

On or around February 25, 2013, I called the Wise Media toll free number again because
I had not received my refund check. I was told that my information would be forwarded
to Wise Media to request a supervisor call back. I have not received any such supervisor

call back or refund check.

10. On or around March 5, 2013, I called Wise Media again because I had not received any

5§ &

refund yet and I was told her that my information would be sent to “long life love tip” to
request a refund and a supervisor call back. I have not received any such supervisor call
back or refund check.

On or around March 21, 2013, I received a call from a T-Mobile representative who told
me they were following up on a complaint and had seen that I still had not received a
refund for the Wise Media charges. The T-Mobile representative told me that T-Mobile
would contact the third party vendor and give me a refund directly. I was told [ would
receive a credit on my T-Mobile bill next month for $19.98. I have not yet received that

bill.



Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in

this declaration are true and correct. Executed in Colorodo Springs, Colorado on

|

04 /\; }.;)& ;"?’) [date].

< AN A=
N W
Annis Hodgkins

—



T-Mobile Print/View Complete Bill Page 245 of 246

Content Usage
Provider Charges

OTHER SERVICE PROVIDER CHARGES
8/25/12 Wise Media  3:01 PM 8887953844 TextAlts84930 9.99 9.99

SUBTOTAL 9.99

Call Type: (A) Call Waiting (B) Call Forward (C) Conference Call (E) Data/Fax (F)
Mobile2Mobile (G) Voicemail (H) Free Calls (I) Intl Disc Call (J) Intl Disc Call to Mobile
(K) WPS Call (M) AnyMobile (T) T-Mobile Number (U) HotSpt Call (V) myFaves Call (X)
T-Mobile @Home Call

The date and time for all messaging and data corresponds to Pacific Time (PST/PDT).
Additional Information:

Taxes,Fees and Surcharges - Includes government fees and taxes that we collect and are
required by federal, state or local law to remit to the appropriate governmental entity
(including, but not limited to, sales, use, excise, public utility, and E911). This section may
also include certain fees and costs incurred by us as a result of providing service, such as
universal service fees (USF). We elect to collect them in order to recover or help defray the
costs we incur. These fees, and what is included in the fees, may vary by locale and may
change from time to time without notice.

Regulatory Programs Fee - We collect and retain this fee to recover some of the costs we
incur to comply with local, state and federal governmental mandates and programs,
including, but not limited to, E911, local number portability and number pooling. We may
impose the fee whether or not the benefits of any or all of these mandates and programs are
available to you in your location.

Equipment Protect by Asurion (in Puerto Rico: CAPIC) is for the equipment repair and
replacement program you may have selected. See
Equipment Protection Terms and Conditions at T-Mobile.com for program details.

Late Fees - May apply on past due amounts not paid by the date on page 1 of your statement.
See your rate plan for details. Late fee charges are liquidated damages and are not a penalty.

Payment By Check - When you provide a check as payment, you authorize us either to use
information from your check to make a one-time electronic fund transfer (EFT) from your
account or to process the payment as a check transaction. If we process your payment by
EFT, the funds may be withdrawn the same day we receive your payment, and your
cancelled check will not be returned. Please contact 1-877-453-1304 with questions.

EasyPay - EasyPay is an automatic monthly payment feature, If you enroll, the following
terms and conditions apply: You authorize T-Mobile to withdraw from your bank account or
charge your credit or debit card for the monthly charges associated with your account
(including your rate plan charge, add-on services selected, incidental purchases, plus
applicable taxes, fees and surcharges). We will withdraw funds or charge your card 3 days
before the due date on your account. You may stop a withdrawal or charge by giving us at
least 3 business days notice before the scheduled date of withdrawal or charge. You have the
right to receive notice of all varying transfers from your bank account. We are not liable for
losses of any kind as a result of an error in your account or a delayed transfer or charge. You

https://ebill.t-mobile.com/myTMobile/onPrintBill.do?id-P@___ ] 10/15/2012
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T-Mobile Print/View Complete Bill Page 272 0f 273

*On web/data plans shown in this section, data is rounded up to the nearest KB each use,
and, for billing, rounded up to the nearest MB at the end of each billing cycle. If you switch
data plans mid-cycle, for billing, data will be rounded up to the nearest MB at time of the
change, and charges may not be displayed separately for each plan. 1024 KB = 1 MB, 1024
MB =1 GB.

PREMIUM SERVICES

Content ; R Usage
Date Provide Time Description Charges Total
OTHER SERVICE PROVIDER CHARGES
9/25/12 Wise Media  6:13 PM 8887953844 TextAlts84930 9.99 9.99
SUBTOTAL 9.99

Call Type: (A) Call Waiting (B) Call Forward (C) Conference Call (E) Data/Fax (F)
Mobile2Mobile (G) Voicemail (H) Free Calls (I) Intl Disc Call (J) Intl Disc Call to Mobile
(K) WPS Call (M) AnyMobile (T) T-Mobile Number (U) HotSpt Call (V) myFaves Call (X)
T-Mobile @Home Call

The date and time for all messaging and data corresponds to Pacific Time (PST/PDT).
Additional Information:

Taxes,Fees and Surcharges - Includes government fees and taxes that we collect and are
required by federal, state or local law to remit to the appropriate governmental entity
(including, but not limited to, sales, use, excise, public utility, and E911). This section may
also include certain fees and costs incurred by us as a result of providing service, such as
universal service fees (USF). We elect to collect them in order to recover or help defray the
costs we incur. These fees, and what is included in the fees, may vary by locale and may
change from time to time without notice.

Regulatory Programs Fee - We collect and retain this fee to recover some of the costs we
incur to comply with local, state and federal governmental mandates and programs,
including, but not limited to, E911, local number portability and number pooling. We may
impose the fee whether or not the benefits of any or all of these mandates and programs are
available to you in your location.

Equipment Protect by Asurion (in Puerto Rico: CAPIC) is for the equipment repair and
replacement program you may have selected. See
Equipment Protection Terms and Conditions at T-Mobile.com for program details.

Late Fees - May apply on past due amounts not paid by the date on page 1 of your statement.
See your rate plan for details. Late fee charges are liquidated damages and are not a penalty.

Payment By Check - When you provide a check as payment, you authorize us either to use
information from your check to make a one-time electronic fund transfer (EFT) from your
account or to process the payment as a check transaction. If we process your payment by
EFT, the funds may be withdrawn the same day we receive your payment, and your
cancelled check will not be returned. Please contact 1-877-453-1304 with questions.

EasyPay - EasyPay is an automatic monthly payment feature. If you enroll, the following

terms and conditions apply: You authorize T-Mobile to withdraw from your bank account or
charge your credit or debit card for the monthly charges associated with your account

https://ebill.t-mobile.com/myTMobile/onPrintBill.do?id={2X6) 11/7/2012
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DECLARATION OF CHRISTOPHER BARR
PURSUANT TO 28 U.S.C. § 1746

. My name is Christopher Barr. Ilive in Buda, Texas. 1 have personal knowledge of the facts
stated herein. If called to testify, I could and would competently testify to the facts set forth
below.
. In October 2012 I was reviewing my T-Mobile phone bill and noticed additional charges in
the Premium Services section. The charge was on my son’s phone line for something called
“Bullroarer” that cost $9.99. I did not recognize this name and had no idea what premium
service we were paying for.
. Because I was concerned about this unfamiliar service, I checked my previous phone bills to
determine when the charges began. I was able to access my mobile phone bills through
December 2011 and saw Bullroarer charges of $9.99 each month for the eleven months I
could review, totaling almost $110. I could not find any additional information about the
service in any of my phone bills.
. As aresult, I conducted internet searches to learn what Bullroarer did. Through the search
results, I learned that Bullroarer may provide informational text messages sent to the phone.
Additionally, I noticed that there were many complaints about this text messaging service.
. I checked my son’s phone for these texts or any application associated with Bullroarer, but
was unable to find any.

I spoke with my son who was seventeen years old and he did not recall ever sending or
receiving any texts from Bullroarer or visiting any websites associated with Bullroarer.
. Shortly after [ first noticed the Bullroarer charge, I called T-Mobile in an attempt to get a

refund. A T-Mobile representative explained to me that they could block all future texts to



our phones and charges to our account, but only Bullroarer could refund my money. I asked
that T-Mobile block all future texts and charges.

8. Later that day, I tried to reach a Bullroarer employee to get a refund using a phone number
for the company | found during my internet searches. Each time I called the company, I got
no response and no call back.

9. On October 28, 2012, I filed a complaint with the Better Business Bureau, a true and correct
copy of which is appended at Attachment A.

10. Approximately one week later the Better Business Bureau notified me that the company had
settled the complaint by refunding my money.

11. About a week after the notification from the Better Business Bureau, I received a letter from
a company called Mobile Media Products LLC explaining that they were refunding my
money and enclosing a check for the amount [ requested. The letter did not mention
Bullroarer at all, but it was clearly settling my Better Business Bureau complaint for charges
to my mobile phone bill. Prior to receiving this letter, I had never heard of the company
Mobile Media Products LLC. A true and correct copy of the letter is appended as

Attachment B.

Pursuant to 28 U.S.C. § 1746, 1 declare under penalty of perjury that the statements made in this

declaration are true and correct. Executed in June | ’S ,2013.

f@«

opher Barr




Attachment A



COMPLAINT ACTIVITY REPORT Case # 57238771 Better Business Bureau, Inc.

Consumer Info:  Barr, Chnstopher Business Info: Bullroarer Corporation
ﬁ 731 Market Street #600
U San Francisco, CA 94103

e 415367 4440
yanoo.com

Location Involved: (Same as above)

Consumer's Original Complaint -

Our sons cell phone number has been getting charged 9.99 a month from this company at least since December of 2011,
| have had TMobile block this starting today (Oct 28,2012). | have been unable to reach this company with the number
provided both from Tmobile and on the intemet. | would like my charges reimbursed since there were no services
rendered for this billing and seems to have been a scam.

Consumer's Desired Resolution:
| am looking for a settlement for the amounts | can see which would be for 8.99 a month for 11 months. | would like a
refund of 110.00 dollars

BBB Processing

10/28/2012 web BBB Complaint Received by BBB

10/31/2012 DJG BBB Complaint Validated by BBB Operator

10/31/2012 Otto  EMAIL Send acknowledgement to Consumer

10/31/2012 Otto EMAIL Inform Business of the Complaint

11/06/2012 WEB BBB RECEIVE BUSINESS RESPONSE : THank you for alerting us to this concem.

We need your cell phone number so that we can check our transaction logs and then block and unsubscribe you from
this service. Until we have the cell phone number we are unable to do this Please also provide a mailing address for us to
send the refund check to, once we have confirmed via our investigation, We are primarily a Digital Entertainment
Company and as such offer an array of digital products for users to subscnbe fo and download entertainment
experiences to their mobile cell phones. Under a license agreement with a mobile international billing platform, we are
connected to most US Cammiers for the purposes of delivering SMS messages and premium rated billing to end users
mobile phone accounts. If you do receive similar messages again from another unknown source, you should text STOP
or CANCEL which will immediately terminate the process, as required by telecommunications regulations, the STOP or
Cancel messages have no premium charges.

We hope these actions help close out this BBB complaint.

Please note that when you enter your cell phone number on the internet or as part of prize giving,
competitions, purchase, downloads or surveys, the detailed Terms and Conditions may outline that you are joining a
subscription service similar to the one that you have been subscribed to in this complaint. This can sometimes happen if
another family member has access to the handsel.

Regards

Support Escalations
11/06/2012 DJG EMAIL Forward Business Response to Consumer



Attachment B



_( Mobi’le Media Products LLC

© 79107 Wiltshire Boulevard; Suite 450 g R R
Beverly Hills, CA 90210, USA
Email: support@ihelpmobile.com

Dear Sir/Madam, -

Thank you for contacting us in relation to this matter, your request for a refund has been
approved.

Please find enclosed a refund check for the Mobile Services charges in question

Lt e T AT

e e @ apologise for any inconveniencesthis might. have.caused.and hope the matter js hereby,
; closed. W

Regards

-

Jason Lee
CEO
Mobile Media Producis LLC

= e



DECLARATION OF CHRISTINE DYE
PURSUANT TO 28 U.S.C. § 1746

. My name is Christine Dye. I live in Tucson, Arizona. I have personal knowledge of the
facts stated herein. If called to testify, I could and would competently testify to the facts
set forth below.

. I was reviewing my April 2012 cell phone bill on May 6, 2012, when I noticed some
suspicious charges that were not related to Wise Media LoveGenie Tips. In the process
of investigating these charges and trying to get reimbursed, I was asked to provide a 5
digit code, which caused me to look through past cell phone bills. This caused me to
notice—on June 11, 2012—that LoveGenie Tips had charged my cell phone bill without
my consent.

. T-Mobile billed me $9.99 for October and November 2011 for LoveGenie Tips. The
description for these charges was “83660 LoveGenieTips 88872.” The charges stopped
without me doing anything. I did not notice the charges at the time because the total
phone bill was within the range of what it normally is.

. I had never heard of LoveGenie Tips, so I searched for it on the internet. I learned that it
was associated with the company Wise Media.

. I do not recall ever signing up for services from Wise Media or LoveGenie Tips.

. I do not recall ever receiving any text messages from Wise Media or any text messages
regarding LoveGenie Tips. Occasionally I receive text messages that are not from
someone [ know, but [ always delete them.

. I do not recall ever receiving any text messages with actual love tips from Love Genie

Tips.



8. Inthe fall of 2011, my cell phone did not have internet access, so I am confident that I
did not access a website associated with Wise Media through my phone. I do not recall
accessing any website associated with Wise Media on my computer.

9. Ido not believe that I ever received any “love tip” text messages as part of the LoveGenie
Tips service.

10. I contacted T-Mobile about these charges, and the representative told me that I had
signed up for them. T-Mobile did not give me a refund immediately. The T-Mobile
representative gave me a phone number and email address to contact Wise Media, but I
was never able to reach Wise Media. After numerous communications back and forth
with T-Mobile they reimbursed me for the Wise Media charges, but it took a lot of time
and effort to get my money back.

Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in

this declaration are true and correct. Executed in =~ i rerDies Y
’

01'13'_'_" ng .
/

s

Christine Dye
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DECLARATION OF COLLEEN FAHLING
PURSUANT TO 28 U.S.C. § 1746

. My name is Colleen Fahling. I live in Mattawan, Michigan. I have personal knowledge
of the facts stated herein. If called to testify, I could and would competently testify to the
facts set forth below.

. At some point in 2012, I received a text message from something called Gossip Rage. |
did not respond to the text message.

. Sometime around November 2012, I noticed a charge for $9.99 on my T-Mobile cell
phone bill under “other.” When I called my carrier, T-Mobile, to ask about the charge, T-
Mobile said that the charge was related to Gossip Rage and Wise Media.

. Upon noticing the charges in November 2012, I reviewed my prior T-Mobile cell phone
bills and discovered similar charges every month since February 2012. I was charged
$9.99 for Gossip Rage and Wise Media every month for ten months.

. I do not recall ever agreeing to pay Gossip Rage or Wise Media for any service. 1do not
recall ever sending a text message to Gossip Rage or Wise Media or visiting a website
associated with Gossip Rage or Wise Media.

. On or around November 23, 2012, I called T-Mobile and asked for a refund. The T-
Mobile representative offered a refund for five months, half of the total months charged.
The T-Mobile representative told me to call Wise Media and obtain a refund for the other
five months.

. On that same day, I called Wise Media and asked for a refund. I explained to the Wise
Media representative that my carrier, T-Mobile, agreed to refund five months of charges,

and that | should obtain a refund for the remaining five months from Wise Media. The

FTC 69 - 000001



Wise Media representative agreed to refund me for five months and said I would receive
a check in the mail within 3-5 business days.

. On or around December 16, 2012, I called T-Mobile because I had not received any
refund yet. When I asked about my refund for the Wise Media charges, the T-Mobile
representative said that they would not give me any refund. The T-Mobile representative
said that I should try to obtain a full refund from Wise Media. The T-Mobile
representative said they could not do anything.

. On or around December 19, 2012, 1 called Wise Media and told them that T-Mobile now
refused to split the refund total. I asked for a full refund from Wise Media and they
agreed. The Wise Media representative said I would receive a check in the mail within 3-
5 business days.

10. On or around January 10, 2013, I called Wise Media because I had not received my
refund check.

11. On February 8, 2013, I submitted a complaint to the Better Business Bureau (BBB). Wise
Media responded to the BBB saying Wise Media would resolve my case by issuing me a
refund. My BBB case was closed on March 12, 2013.

12. On or around March 18, 2013, I received a refund check from Wise Media for $99.90.

Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in

this declaration are true and correct. Executed in Mattawan, Michigan on

Y[Y[3  (dater.

(I

Colleen Fahling

FTC 69 - 000002



DECLARATION OF CINDY SHELTON
PURSUANT TO 28 U.S.C. § 1746

My name is Cindy Shelton. Ilive in Brookfield, Illinois. I have personal knowledge of the
facts stated herein. If called to testify, I could and would competently testify to the facts set
forth below.

. In November 2011, I signed up for a T-Mobile wireless plan. Within weeks of switching to
T-Mobile, I began to receive periodic informational text messages from a phone number I did
not recognize. I found these messages puzzling and could not figure out why they went to
me. Consequently, I deleted each text right after receiving it.

. In February or March of 2012, I noticed a charge on my T-Mobile bill I did not recognize.
The charge was in the “Premium Services™ section where | would normally see fees for
downloads of games that [ nurchased for the phone. The bill listed the content as “Bullroarer”
and the amount at $9.99. I did not recognize the name Bullroarer and could not think of any
reason why this charge would be on my bill. I do not recall signing up for any text
subscription services. I do not recall visiting any websites associated with Bullroarer.

. Because I was concerned by the unfamiliar charge I went back to check my previous T-
Mobile bills. I discovered that T-Mobile charged me $9.99 for “Bullroarer” for four months,
totaling $35.96. Copies of my December 2011 and January 2012 bills are appended as
Attachment A and Attachment B, respectively.

. I called T-Mobile to find out why they were charging me extra. A company representative
informed me that Bullroarer was a premium text messaging service for which I paid a
subscription fee. They explained that when I did not respond with “I decline,” or something

like that to the initial text message, I “signed up” for the service and Bullroarer then had



permission to put charges on my mobile bill. I told the representative that I did not want this
service and that I never intended to subscribe.

. When I asked how I could avoid future charges, the representative offered to block all paid
download since they could not block a specific company. She also said T-Mobile would give
me a partial refund by crediting my phone bill $32.96 for the Bullroarer payments I made.
When I asked why T-Mobile could not credit me for all the charges, she responded that only
Bullroarer could provide me the full refund. The representative provided me an email address
and the phone number, 866-861-1606, so I could contact Bullroarer about receiving a full
refund.

. I tried calling the Bullroarer phone number T-Mobile provided, but found it was not working.
I then sent a message to the Bullroarer email address I received asking for a full refund, but
received no response.

. On one of my later wireless bills, I noticed that T-Mobile had credited my account for only a
small portion of the amount they promised. I recall the refund amount being under ten
dollars. This upset me and I contacted T-Mobile using an online chat function on their
website. I asked why T-Mobile was not crediting me the amount of money their
representative told me they would. The person who responded to my message said that the
Bullroarer charges on my phone bill were not T-Mobile’s problem.

. The representative told me via chat that T-Mobile had given as much of a refund as it was
planning on providing and would not credit me anymore. The representative reiterated that I
would have to go to Bullroarer if [ wanted any additional money refunded. I reminded the
representative that the contact information they gave me for Bullroarer was bad and the

company was not responding to my requests. The representative responded that the email



address and phone number previously provided to me was the only contact information T-

Mobile had for Bullroarer and once again told me that [ would have to seek a full refund on

my own.

10. Shortly thereafter on July 30, 2012, I filed a complaint with the Federal Trade Commission

and Federal Communications Commission.

11. I still have not received any response to my email from Bullroarer.

Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in this

declaration are true and correct. Executed in June Y , 2013,

Cindy Shelton
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Your Statement

Important Information

Visit www.my.t-mobile.com to
pay your bill online, check your
balance & minutes, get
product support, and shop for

for your phone!

the latest ringtones and wallpapers

AT 01033968 09500B133 A**3DGT

BROOKFIELD IL 60513-1565

I - -Mobile - stick together’

[Bummary ]
Previous Balance $ 159.87
Pmt Rec'd - Thank You § (159.87)
Total Past Due $ -

(Due Immediately)
Monthly Recurring Chgs  $ 119.98
Usage Charges $ 14.95
Other Charges $ 3.22
Taxes & Surcharges $ 14.63
Total Current Charges  $ 152.78
Current Charges Due By 1/16/12
Grand Total $ 15278

PLEASE DETACH THIS PORTION AND RETURN WITH YOUR PAYMENT PLEASE MAKE SURE ADDRESS SHOWS THROUGH WINDOW

“F* - -Mobile-

Page 1 of

Statement For: Christopher Shelton
Account Number: i

UTREL! T YT Y U CPETLTY L LR Y PR L R

Statement For: Christopher Shelton
Account Number: ﬁ

Amount Due Amount
By 1/16/12 Enclosed
T-MOBILE $152.78
PO BOX 742506
CINCINNATI OH 45274-2596
| ETATUTACEO B B ST LU T TR T [] For EasyPay Option - check box and completa the
reverse side

Ol If you have changed your address - check box and
record new address on the reverse sida.

040833932706011b1200002527862605130000

48
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Statement For: Shelton
Account Number:

Customer Service Number 1-800-937-8997
Dec 24, 2011 Page 2 of 7

Additional Information:

Taxes, Fees and Surcharges - Includes government fees and taxes that we collect and are required by federal, state or local law to remit to the
appropriate governmental entity (including, but not limited to, sales, use, excise, public utility, and E911). This section may also include certain
fees and costs incurred by us as a result of providing service, such as universal service fees (USF). We elect to collect them in order to recover or
help defray the costs we incur. These fees, and what is included in the fees, may vary by locale and may change from time to time without notice.

Regulatory Programs Fee - We collect and retain this fee to recover some of the cosls we incur to comply with local, state and federal
governmental mandates and programs, including, but not limited to, E911, local number portability and number pooling. We may impose the fee
whaether ar not the benefits of any or all of these mandates and programs are available to you in your location.

Equipment Protect by Asurion (in Puerto Rico: CAPIC) is for the equipment repair and replacement program you may have selected. See Equipment Protection
Terms and Conditions at T-Mobile.com for program details.

Late Fees - May apply on past due amounts not paid by the date on page 1 of your statement. See your rate plan for details. Late fee charges
are liquidated damages and are not a penalty.

Payment By Check - When you provide a check as payment, you authorize us either lo use informalion from your check o make a one-time electronic fund transfer
(EFT) from your account or to process the payment as a check transaction. |l we process your payment by EFT, the funds may be withdrawn the same day we
receive your payment, and your cancelled check will not be returned. Please contact 1-800-937-8997 with questions,

EasyPay - EasyPay is an automatic monthly payment feature. Il you enroll, the following terms and conditions apply: You authorize T-Mobile to withdraw from your bank
account or charge your credit or debit card for the monthly charges associated with your account {including your rate plan charge, add-on services selected, incidental
purchases, plus applicable taxes, fees and surcharges). We will withdraw funds or charge your card 3 days before the due date on your account. You may stop a
withdrawal or charge by giving us at least 3 business days notice belore the scheduled date of withdrawal or charge. You have the right lo receive notice of all varying
translers from your bank account. We are not liable for losses of any kind as a result of an error in your account or a delayed transfer or charge. You must promplly
nofify us in writing of any changes to your EasyPay information and our only liability is to make appropriate changes after we receive your updated information. T-Mobile
may change these Terms and Conditions at any lime by giving you nolice by any means, EasyPay can be terminated with reasonable notice by either party and all
transactions authorized before termination will be completed. Check with your bank for any additional charges or fees. To enroll, complete and mail the form below or
visit www.T-Maobile.com and call 1-800-937-8997 with any questions.

Questions about your bill? Call Customer Service at 1-800-937-8987 or 611 from your T-Mobile phone (Por favor llame al 1-800-937-8987 o 611 de su telélano
T-Mobile para preguntas de su factura), You can also write to T-Mobile Customer Relations, PO Box 37380, Albuquerque, NM 87176-7380 or send us an emall via our
website at hitp.//www t-mobile.com/contact, CA customers, if you have a complaint you cannot resolve with us, write the California Public Utilities Commission at
Consumer Affairs Branch, 505 Van Ness Ave., San Francisco, CA 84102, or at www.cpuc.ca.gov, or call 1-800-848-7570 or TDD 1-800-229-6846.

NM customers may also contact the New Mexico Public Regulation Commission at 1-888-427-5772. Puerto Rico customers: For any disputes regarding
your bill, you should notify us no later than 20 days from the date such bill was sent to you. We will notify you of our reselution regarding your
dispute within 15 days after the date in which such notification was received. If you disagree with our resolution, you will have the right to submit
a Petition for Review by the Telecommunications Regulatory Board of Puerto Rico, 500 Ave. Roberto H. Todd {(Pda. 18 - Santurce) San Juan,
PR 00907-3941, within 30 days of the notification of our resolution. You must send us a copy of your Petition for Review to Apartade 191957, SJ,
PR 00919-1957 Atin:Customer Service Manager. If you have any questions, please contact our Customer Service representatives by calling
toll-free at 1-800 937-8997 or 611 from your T-Mobile phone. please contact our Customer Service representatives by calling toll-free at

1-800 937-8997 or 611 from your T-Mobile phone.

View your bill and call details online for free. Log into your account al www -mobile com
Change Of Address: [ ] EasyPay Checking [ ] EasyPay Saving
Effective Date _ / /I
Addrass Bank AccountNurmber: ||| || [ [
S (L I P I [, Routing and TransitNumber:| [ | | | [ | | | |
1 Y Y I
City
N N O Y O A O EasyPay Agroement | haceby agies that | have uly read and understand the Easy Pay acoount and and that |
State [ ] | T-Mokile 10 clebat the apeciSed bank account for payrment of my T-Mobie bili(s). | undesskand that my

pavtiespation in Easy Pay s to remain in offect untl cancelled In weiting by me, financial inslitution of T-Mobile.

Zip il O S |_|_I_| | uncberstand that all teemis. and ondifions of my T-Mobds Service Agresment remain w il force and shect
Please sign and date here for EasyPay
| (ST ——
Homed( Signature, Date /| |



http:t-mobile.com
http:www.cpuc.ca.gov
http:/lwww
http:T-Moble.com
http:T-Mobile.com
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Statement For:
Account Number:

Chriatoiher Shelton

Customer Service Number 1-800-937-8997
Dec 24, 2011 Page 3 of 7
Monthly Summary
Monthly service charges from 11/24111 - 1202311
Mobile Number  Monthly ;Iecurrlng Credils & Usage One Time Other Taxes & Total Curren
Charges Adjustments Charges Charges Charges Surcharges Charges
Account Charges §$ 7998 § - $ = % $ $ 1263 $ 92.61
(Detalls on Page 3)
I s 200 $ -8 1098 § $ 161 $ 100 $ 33.59
(Details on Page 4 )
$ 2000 § $ 397 $ $ 161 § 100 $ 26.58
(Details on Page 6 )
[Total $ 11998 § - § 1495 § $ 322 § 1463 $ 152.79]
LAvaiIabIe Service Type WHENEVER WEEKEND
Classic Family 1K Talk Incl Minutes Minutes 1,000
T-Mobile to T-Mobile Minutes Unlimited -
Use Them Or Lose Them  Minutes . Unlimited
Account Service Detail
Amount Totals
Previous Balance $ 159.87
Payment Received On 11/30/11 $ (159.87)
|Monthly Recurring Charges B 79.98 |
Classic Family 1K Talk $ 59.98
Family Unlimited Msg $ 20.00
ITaxas, Fees and Surcharges $ 12.63 I
Government Fees and Taxes
Federal Universal Service Fund $ 1.98
Telecom Excise Tax $ 10.65
[Total Charges $ 9261 |




‘I - -Mobile - stick together*

Customer Service Number  1-800-937-8997 Customer Service Number  1-800-937-8997
Dec 24, 2011 Page 4 of 7 Dec 24, 2011 Fage 5 of 7
Subscriber Service Detail for
Avsilable Sarvice Type WHENEVER WEEKEND MESSAGING CHARGES
Classic Family 1K Talk Incl Minutes Minutes 1,000 - Bat Servl T T m
T-Mobsile to T-Mobile Minstes  Uniimited S ® s ime :YP' 3 9 Dlrectien Totel
Use Them OrLose Them  Minutes - Unfimited
FT Unlimited Msg Picture Messages Messages Unlimited . included Messages with Zero Charges sa7 § =
FT Uniimited SMS Text Messages Messages Uniimited . |SUBTOTN. 587 s 7 l
REQ Plus 2GB Data Classic Mobile Broadband igah: Unfimited -
ILIO.d Servica Type WHENEVER PEAK OFF PEAK WEEKEND I
Included Plan Minutes Minutes - a1 3 107 WEB AND DATA USAGE CHARGES
Mobile Sroadoand Gigabytes - Q0 Q01 O00R4/ Daie  Service Time  Volume Measurement Total
Other Sve Prov Messages 2 - - -
Picture Messaging Recd Messages 21 - - -
Bleture Messaging Sent Messages 15 = = : Included Data with Zere Charges  0.1034 Cigabytes
T-Mobile to T-Mobile Minutes - as - 14 - -
Tt Meg Recd Messages ‘200 E ) 5 SUBTOTAL 0.1034 Gigabytes $ - |
Tt Msg Sent Messages 271 - - - “On the asbidats plans shown in Siis section, dats is rounded up o the nearsst KB each use, and, for biling, rounded up to the nearsst ME at the snd of
Amount Totals sach biling cycle. If you switch data plans mic-cycle, for biling, das will be rounded up 1 the nearest MB at time of the change, and charges may not
Manthly Recurring Charges s 20.00 be displayed separalely for sach pian, 1024 KB = 1 MB, 1024 ME =1 GB
Enhanced Voicemall 3 -
P |asei X
HEQG Plus 2GB Data Classic £ 2000 PREMIUM SERVICES
Usage Charges $ 10.98
PREMIUM SERVICES § 1088 Date Content Time Description Usage Total
|0thorChamu s 1_311 Provider Charges
Communications Related QTHER SERVICE PROVIDER CHARGES
Reguiatory Programs Fee® 3 181 11/29/11 Buliroarer B 437 AM 96633|Q16CALLESEE611606 S .00 s a9e
12/08/11 Micrasoft 451 PM Top Truck s 0s g 0.8
*Fee we collect and retain to help cover our costs related to funding and complying with —
o gedeir St ki ey e g Othor Sotvice Provider Charges Subtotal s 1008 s 1008
SUBTOTAL s 1098 $ 10.98
|Tun. Foes and Surcharges 5 1.00 I
Government Fees and Taxes
| 1]
Federal Universal Service Fund $§ 005 [‘I'ntl PN Uege Chanes s 10.9&]
Telecom Excise Tax s a2z The date and time for all messaging and data comresponds 1o Pacific Time (PSTPDT)
State 911 s 073
[Total Charges § 3359
LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES
Date  Call ~ Time  Number  Call Minutes  Aitime  Toll Total
Destination Called Type Charges Charges
Included Calls with Zere Charges 824 $ - % - $ -
{suBTOTAL 624 $ - 3 - s - |
Call Type: (&) Call Waltng (B) Call Forward (C) Conference Call (E) Data/Fax (F) Mebilscblls (G) Veicernal (H) Fres Calie Call Type: (&) Call Walling (B) Call Forwasd (C] Conersnce Call (E] Data/Fax (F) MobileZMobie (G) Voicemnall (H) Free Cats

(1) Intl Disc Call (J) intl Dis< Call to Mobile (1K) WPS Cail (T) T-Mabile Number (U) Wi-Fi Call (V) myFaves Call (X} T-Moble @Home Cal () It Dis< Call () Intf Désc Call 1o Maobile (K) WPS Call (T) T-Mobile Number (L) Wi-Fi Gall (V) myFaves Call (X) T-Mobile @Home Call




'} - -Mobile - stick together’

kemized Detais For. [N hemized Details For
Account Number: — Account Number.
Customer Service Number  1-800-937-8997 Customer Sarvice Number  1-800-937-8997
Dec 24, 2011 Page @& of T Dec 24, 2011 Page 7T of 7
Subscriber Service Detail for
Availsble Service Type WHENEVER WEEKEND MESSAGING CHARGES
Clessic Family 1K Taik Incl Minutes Minutes 1,000 - Service Time  Destination Messege  Messages Directio Total
T-Mobile to T-Mcbile Minutes  Unimited : ° Type "
Use Them Or Lose Them  Minutes Usfimited
FT Unlimited Msg Picture Messages Messages Unimied - Included Messages with Zero Charges 728 $
FT Unlimited SMS Text Messages Messages Unlimied - |$-UBTOTN. 728 s : I
REQ Pius 2GE Data Classic Mobile Broadband ] Urimited -
Used Service Type WHENEVER FEAK OFF PEAK WEEKEND I
s - o = WEB AND DATA USAGE CHARGES
Mabile Broadoand Gigabytes - 01781 00702 0.0338 Date Service Time Volume Measurement Total
Other Svc Prov Messages 3 - - -
Picture Messaging Recd Messages 5 - .
Picture Messaging Sent Messages 11 . - - Included Data with Zero Charges  0.2832 Gigabytes
T-Mobile to T-Mablle Minutes - ee - 48 s 5
Txt Msg & Messages 330 ; ; 2 |suBTOTAL 0.2832 Gigabytes $ |
TM Messages 362 - - - *On the webdata plans shown in this seclion, data is rounded up o the nearest KB sach Use, and, lor biling. reunced Up & he nearect M2 at the and of
Amount Totals each biling cyche ¥ you switch data plans mid-cycie. for biling. das wil be rounded up 1 the nearest MB al frne of he change and charges may nat
Monthly Recurring Cherges s 2000 be disiayed separately for each plan 1024 KB = | M8, 1024 MB =1 GB.
Enhanced Voicemail [y .
REQ Pus 2GB Data Cinssic $__2000 PREMIUM SERVICES
[usage %p_- s ae7)
MIUM SERVICES $§ 397 Pate gnn:“m Time Description g;g. Total
{other Charges s 181 e e
Communications Related OTHER SERVICE PROVIDER CHARGES
Regulatory Programs Fee® $ 161 12/07/11 Microsoft 1242PM Combat Helicopte $ 09 § 0ge
12/08/11 Microsoft 8:50 AM Lushington Springs L 1.99 5 1.99
*Fae we collect and retain to help cover our costs related 1o funding and complying with 1208711 Microscft _1_lJiTAM Top Trudk s oaﬁ s 098
governmem mandates. programs and obligations
Other Service Provider Charges Subtotai $ 3.97 § 3.97
[1axes. Foos and Surcharges s 100 ] SUBTOTAL s 397 s as7
Government Fees and Taxes
Federal Universal Service Fund s 005
Telscom Excse Tax s o2 [Total of All Usage Charges $__ so7]

State 511 s a7’

[Tm_ﬂmrgu 5

LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES

Date  Call Time Number Call Minutes Airtime Toll Total
Destination Called Type Charges Charges

Included Calls with Zero Charges 439 $ - % . H -

|susToTAL 439 $ - 3 - $ - |

Call Type: (A) Call Waiting {B) Call Forward (C) Conference Call (E) Data/Fax (F) Motiie2Mabile () Yoicemall (H) Free Cals

(1) in¥ Disc Call (.J) inE Disc Cal io Mobile (K) WPS Call (T) T-Mcbile Number (U) Wi-F Gl (V) myFaves Call (X) T-Moblle @Home Call

The date and time for all

aging and data comesponds to Pactic Time (PST/PDT)

Call Type: (A) Cait Wailing (8) Call Forward (C) Conterence Call (E) DataFax (F) Moble2Mobie (G] Vorcsma (H) Free Calis

) Wl Dinc Call ) I8 Disc Call 1o Mabde (K) WPS Call (T) T-Mobie Number (L) Wi-Fi Call (V) myFaves Call () T-Mobile @Home Call
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Important Information

Visit www.my.t-mobile.com to
pay your bill online, check your
balance & minutes, get
product support, and shop for

for your phone!

the latest ringtones and wallpapers

[Summary ]
Previous Balance $ 152.78
Pmt Rec'd - Thank You  § (152.78)
Toltal Past Due $ -

(Due Immediately)
Monthly Recurring Chgs  $ 119.98
Usage Charges $ 9.99
Other Charges $ 3.22
Taxes & Surcharges $ 15.13
Total Current Charges  § 148.32 |
Current Charges Due By 2/16/12
Grand Total $ 14832

Your Statement Page 1 of 7

Statement For: Christopher Shelton
Account Number: i

AT 01032467 281198126 A**3DGT

BROOKFIELD IL 60513-1565

PLEASE DETACH THIS PORTION AND RETURN WITH YOUR PAYMENT PLEASE MAKE SURE ADDRESS SHOWS THROUGH WINDOW.

** - -Mobile-

T-MOBILE
PO BOX 742596
CINCINNATI OH 45274-2596

1B RUU R RTRTRTEY B T16 R L T TR |

Statement For: Christopher Shelton
Account Number: ﬁ

Amount Due Amount
By 2/116/12 Enclosed
$148.32

O For EasyPay Option - check box and complete the
raverse side

| If you have changed your address - check box and
racord new address on the reverse side.

04083393270L021L120000148326L05130000


http:www.my.t-mobile.com
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Statement For: Christopher Shelton
Account Number: i

Customer Service Number 1-800-937-8997
Jan 24, 2012 Page 2 of 7

Additional Information:

Taxes, Fees and Surcharges - Includes government fees and taxes that we collect and are required by federal, state or local law to remit to the
appropriate governmental entity (including, but not limited to, sales, use, excise, public utility, and E911). This section may also include certain
fees and costs incurred by us as a result of providing service, such as universal service feas (USF). We elect to collect them in order to recover or
help defray the costs we incur. These fees, and what is included in the fees, may vary by locale and may change from time to time without notice.

Regulatory Programs Fee - We collect and retain this fee to recover some of the costs we incur to comply with local, state and faderal
governmental mandates and programs, including, but not limited to, E911, local number portability and number pooling. We may impose the fee
whether or not the benefits of any or all of these mandates and programs are available to you in your location.

Equipment Protect by Asurion (in Puerto Rico: CAPIC) is for the equipment repair and replacement program you may have selected, See Equipment Protection

Late Fees - May apply on past due amounts not paid by the date on page 1 of your statement. See your rate plan for details. Late fee charges
are liquidated damages and are not a penalty.

Payment By Check - When you provide a check as payment, you authorize us either to use information from your check 1o make a one-time electronic fund transter
{EFT) from your account or to process the payment as a chack transaction. If we process your payment by EFT, the funds may bae withdrawn the same day we
receive your payment, and your cancelled check will not be returned. Please contact 1-800-837-8997 with questions.

EasyPay - EasyPay is an autornatic monthly payment feature. It you enroll, the following terms and conditions apply: You authorize T-Moblle to withdraw from your bank
account or charge your credit or debit card for the monthly charges associated with your account (including your rate plan charge, add-on services selecled, incidental
purchases, plus applicable laxes, fees and surcharges). We will withdraw funds or charge your card 3 days before the due date on your account. You may slop a
wilhdrawal or charge by giving us al leasl 3 business days notice belore the scheduled date of withdrawal or charge. You have the right to receive notice of all varying
transiers from your bank account. We are not liable for losses of any kind as a result of an error in your account or a delayed transfer or charge. You must promptly
notify us in writing of any changes to your EasyPay information and our only liability Is to make appropriate changes after we receive your updated information. T-Mobile
may change thesa Terms and Conditions at any time by giving you notice by any means. EasyPay can be lerminated with reasonable notice by either party and all
transactions authorized belore tlermination will be completed. Check with your bank for any additional charges or fees. To enroll, complete and mail the form below or
visit www. T-Mobile.com and call 1-B00-937-8897 with any questions,

Questions about your bill? Call Customer Service at 1-800-937-8997 or 811 fram your T-Mobile phone (Por favor llame al 1-800-937-8997 o 611 de su lelélono
T-Mobile para preguntas de su factura). You can also write to T-Mobile Customer Relations, PO Box 37380, Albuquerque, NM 87176-7380 or send us an email via our
wabsite at hifp:/www {-mabile.com/contact. CA customers, if you have a complaint you cannot resolve with us, write the Galifornia Public Utilities Commission at
Cansumer Affairs Branch, 505 Van Ness Ave., San Francisco, CA 94102, or at www cpuc.ca.gov, or call 1-800-649-7570 or TDD 1-800-229-6846,

NM customers may also contact the New Mexico Public Regulation Commission at 1-888-427-5772. Puerto Rico customers: For any disputes regarding
your bill, you should notify us no later than 20 days from the date such bill was sent to you. We will notify you of our resolution regarding your
dispute within 15 days after the date in which such notification was received. |f you disagree with our resolution, you will have the right to submit
a Petition for Review by the Telecommunications Regulatory Board of Puerto Rico, 500 Ave. Roberto H. Todd (Pda. 18 - Santurce) San Juan,
PR 00807-3941, within 30 days of the notification of our resolution. You must send us a copy of your Petition for Review to Apartado 191957, SJ,
PR 00819-1957 Attn:Customer Service Manager. If you have any questions, please contact our Customer Service representatives by calling
toll-free at 1-800 937-8997 or 611 from your T-Mobile phone. please contact our Customer Service representatives by calling toll-free at

1-B00 937-8997 or 611 from your T-Mobile phone.

View your bill and call details online for free. Log into your account at www.t-mobile.com.

Change Of Address: [ ] EasyPay Checking [ ] EasyPay Saving
Effective Date /[

Pikdoass Bank AccountNumber: | || | | | | 1 J ) ]
1 O S Y I N Y A A Routing and Transit Number:| | |

City
|
I |. L] | | | | | | EasyPay Agresment: | hotaby agres that | have fully read and understand the Easy Pay account leoms and condiions and that | authorlze
State [ ]| T-Motils ko debit the spocifiad bank acoount for payment of my T-Mobile bills). | understand hat my
parsepason (n Easy Pay i to remain in effect untll concelled in willing by me. Rnancial inssulion of T-Moble
Zip T T I I P | undorstand hat a taiems and conditions of my T-Mobile Service Agreement remain in. il force and effect
Please sign and date here for EasyPay :
Home#{ )

Signature Date [

Business#( )


http:www.l:-rnobile.com
http:www.cpuc.ca.gov
http:lfwww
http:www.T-Mobile.com
http:T-Mobile.com
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Statement For; Christopher Shelton
Account Number:
Customer Service Number 1-800-937-8997
Jan 24, 2012 Page 3 of 7
Monthly Summary
Monthly service charges from 12r24n 1. 12312
Mon Recurrin Credits & Usage One Time Other Taxes & Total Curren
Woblle Number tr:'rvgcnl ¢ Adjustments Charges Charges Charges Surcharges Charges
Account Charges $ 7998 $ $ S - $ $ 13.11  § 93.09
(Details on Page 3)
B ¢ o0 s $ 099 $ - 8 161 8 101 $ 32,61
(Details on Page 4 )
B s o0 s $ $ $ 161 $ 101 $ 2262
(Details on Page 6 )
[Total $ 11998 § - S 9.9 § - § 322 § 7513 148.32)
I_Available Service Type WHENEVER WEEKEND
Classic Family 1K Talk Incl Minutes Minutes 1,000 =
T-Mobile to T-Mobile Minutes Unlimited -
Use Them Or Lose Them  Minutes - Unlimited
Account Service Detail
Amount Totals
Previous Balance $ 152.78
Payment Received On 12/30/11 $ (152.78)
]Momhly Recurring Charge $ 79.98 I
Classic Family 1 alk $ 59.98
Family Llnllrnned Msg $ 20.00
ITaxes, Fees and Surcharges $ 13.11 I
Government Fees and Taxes
Federal Universal Service Fund $ 2.40
Telecom Excise Tax $ 10.71
[Total Charges $ 93.09 |




‘I* - :Mobile - stick together’

temizad Detais For ltemized Detalls For
Aczcount Number Account Number
Customer Service Number  1-800-937-8997 Customer Service Number  1-800-937-8997
dan 24, 2012 Page 4 of 7 dan 24, 2012 Page 5 of 7
Subscriber Service Detail for
Available Service Type  WHENEVER WEEKEND MESSAGING CHARGES
Classic Family 1K Talk Ind Minutes . Mmos 1,000 . e Service Time Destinati M [ Direction Total
T-Mobile to T-Mcbile Minutes  Unlimited - Type
Use Them OrLose Them  Minutes Urlimited
FT Uniimited Msg Picture Messages Messages Linimited - Included Messages with Zoro Charges 518 § *
FT Unlimited SMS Text Messages M:“ugﬂ Unh.mnod - [SUETO‘I'AL 518 s : I
REQG Plus 2GB Data Classic Mabile Broadband Gigab Unlimited -
IUn-'l Sarvice Type WHENEVER PEAK OFF PEAK WEEKEND ]
e |yt e ¢ g o WEB AND DATA USAGE CHARGES
Moblle Broadband Gigabytes - 0.12¢0 0.0311 0.0330 Date Service Time Volume Measurement Total
Other Sve Prov Messages | - - -
Picture Messaging Fecd Mesn 13 - -
Picture Musﬁnn: Sem Mﬂlm " - - = Included Data with Zero Charges  0.1852 Gigabytes
T-Meobile to T-Mobile Minutes - 57 5 2
SUBTOTAL 0.1852 - Gigabytes $ -]
Txt Msg Recd Messages 251 : : . L
Txt Meg Sent Messages 243 - - - *On the webdata plarns shown in ths secion, data s rounded up to the nearest KB sach use, and, for biling, rounded up 1o he nearest M2 at e ond of
Ameount Totals sach biling cycle. If you swilch data plans mid-cycle, for billing. data will be rounded up I the nearest ME at ime of the change, and charges may not
Monthly Recurring Charges $ 20.00 ba dispiayec separately for sach plan. 1026 KB = 1 MB, 1026 MB = 1 GE
Enhanced Volcemail s -
REQ Pius 2G8 Data Classic ] 00 PREMIUM SERVICES
Usage Ch _ s oo
AEMIUM SERVICES s e Date Content Time Description Usage Total
I'me Charges N 181 ] Provider Charges
Communications Related OTHER SERVICE PROVIDER CHARGES
Reguiatory Programs Fee” £ 181 1272011 Bullroarer 4738 AM 98633IQ15CALLSGEEET 1806 S ] ] E ]
- ' o Other Service Provider Ch: Subtotal $ 999 5 $.99
“Fee we coliect and retain to heip cover our costs related to funding and complying with
gevemment mandates, programs and obligations SUBTOTAL $ 989 $ 999
[Taxes, Fess and Surcharges _ s 101 [Fotar of Al Usage Charges T
Gov it Fees and T
::d:::u:n Sﬂr.::::.:unu s 008 The date and time for all messaging and data comesponds to Pacfic Time (PST/PDT)
Telecom Excize Tax s o022
State 911 s 073
[Total Charges $  3261]
LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES
s Call ~ Time  Number  Gel Winotes . Airime 1ol Total
Destination Called Type Charges  Charges
Included Calls with Zero Charges Ba7 $ S . s -
[susToTAL 507 $ - $ . $ - |

Call Type (A] Call Wailing (B) Calt Forward (C) Conference Call (E) Data/Fax (F) McbileZhicbile (G) Volosmal (H) Free Cals

(1) Ind Dis< Caill (J) ing Disc Call &= Motile (K WPS Call (T) T-Mabile Number (U) Wi-F1 Call (V) myFaves Call (X) T-Moble @tome Call

Call Typa: {A) Call Waiting (2) Call Forward (C) Confarence Call (E) Data/Fax (F) Moble2Mobile (G) Voicesall (H) Free Calls

) Ing Disc Cal (J) ind Disc Cail to Mabile (K] WPS Call (T) T-Moblle Nurmber (U) Wi-Fi C=1 (V) myFaves Call (X) T-hichile @Hame Cad



http:Dlacc.11
http:b9d�.-,.ct
http:Class.le

Itemized Detais For

Accourt Number
Customer Service Number  1-800-937-8997
Jdan 24 2012 Page & of 7
Subscriber Service Detail for
Avallable Service Type WHENEVER WEEKEND
Classic Family 1K Talk Tncl Minutes Minutes 1,000 "
T-Mobile to T-Mabile Minutes  Unlimited .
Use Them Or Lose Them  Minutes Unimited
FT Unlimited Msg Picturs Messag M Unimitec -
FT Unlimited SMS Text Messages Messages Unimited

REQ Plus 2GB Dats Cisssic Mobils Broadband Unfimited -
[Used Service Type  WHENEVER PEAK OFF PEAK WEEKEND |

Included Pian Mintes Minutes - 2 20 7
Mobile Broadband Gigabytes - 1.1850 O.1887 03692
Picture Messaging Hecd Messages 6 . - .
Picture Messaging Sent Messages 11 - - .
T-Mobile to T-Mobile Minutes - a7 7 20
Txt Msg Rscd Messages 327 = = .
Txt Msg Sent Messages 385 C -
Amount Totals
Monthly Recurring Charges $ 20.00
Enhanced Vocemail s -
REQ Pius 2GB Data Classic $ 2000
[other Charges s 181]
Communicetions Related
Regulatory Programs Fee' s 161

*Fee wa collact and retain to help cover our costs related to funding and complying with
govemment mandates, programs and cbiigations

|Tuu. Feos and Surcharges $ 1.01 |
Government Fees and Taxes

Federal Universal Service Fund

Telecom Excise Tax 022

State §11 073

|Total Charges $

008

LR

22.62]

LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES

Date Call Time Number Call Airtime Tell Total
Destination Called Type Charges Charges

Included Calls with Zero Charges 97
|susToTAL 397

Minutes

Call Type: (&) Call Wailng (B) Call Forward (C) Conference Call (E) Dai/Fax (F) Mobile2Mabile (G) Voicemal (H) Frees Cals

(1) It Dige Call (4 Ind Dies Cail ko Mobile (K) WS Call (T) T-Mcbile Number (L) WI-F| Call (V) myFaves Cai (X) T-Mckie BHome Cail

'I* - :Mobile - stick together’
e N

Customer Service Number  1-800-937-8997
Jan 24, 2012 Page T o 7
MESSAGING CHARGES
e Service Time Destination Message Messages Direction Total
Type
Included Messages with Zero Charges 733 s =
|SUBTOTAL 733 3 - |
WEB AND DATA USAGE CHARGES
te Service Time Volume Measurement Total
included Data with Zero Charges  1,7430 Gigabytes
|SUBTOTAL 1.7430 Gigabytes s - |

*On the welvcala plans shown In TS secSon. dals 8 rounded Up 15 e nearest KB sach uee, and. for Biling, rounded Up 1 e nearest MB at T and of
sach hifing cycie If you switch dats plans mickcycle for biling data will be rounded (P I the nearest MB at irme of the change. and charges may not
e displayed separately for sach plan 1024 KB = 1 MB 1024 ME =1 GB

[‘I’otn! of All Usage Charges § - ]
The date and time for all messaging and data comesponds to Pacific Time (PST/PDT).

Cail Type: (A) Call Walting (8) Call Forward (G) Conference Call (E) DataFax (F} Mcbie2Mobile (G) Voisemall (H) Fres Calis

(1) In® Diee Call (J) Int Disc Call to Mobile (K) WPS Call (T) T-Moblle Number (L) Wi-Fi Call (V) rmyFaves Cail (X) T-Mcbile @Home Call
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DECLARATION OF GERALD DENEEN
PURSUANT TO 28 U.S.C. § 1746

1. My name is Gerald Deneen. I live in Naperville, Illinois. I have personal knowledge of
the facts stated herein. If called to testify, I could and would competently testify to the
facts set forth below.

2. I was reviewing my April 25, 2012 bill from T-Mobile, when I noticed an unusual
charge. The charge was for $9.99 for a premium service described as “84930 LoveTips
8887953844” from the content provider “Wise Media LLC.” Attached as Attachment A
to this Declaration is a true and complete copy of page 5 of my T-Mobile phone bill dated
April 25, 2012.

3. The phone number that this charge was associated with (xxx-xxxx-6792) is my landline

phone --- it is a voice over internet protocol (VOIP) phone that T-Mobile provides. It

cannot send or receive text messageW w/{ o2
To Ao best of my Kiowle
4.'M had never heard of LoveTips Wlse Media before I noticed this charge. To the best of
my knowledge, neither I nor anyone else in my family visited a website related to
LoveTips or Wise Media. To the best of my knowledge, neither I nor anyone else in my
family ever agreed to pay LoveTips or Wise Media for any service. After I noticed the
charge, I called T-Mobile. The representative agreed to remove the charge from my bill.
[nitially, T-Mobile tried to explain that these charges com eﬁom ordering a service via

cell phone. When I explained that the telephone number in question was attached to a

landline, T-Mobile could not provide an explanation.



Pursuant to 28 U.S.C. § 1746, 1 declare under penalty of perjury that the statements made in

this declaration are true and correct. Executed in M’M on

W 1'3 | ib(z\.

Gerald Deneen



X ) O
oty
'r’
4
ftemized Details For - '
Account Number
Customer Service Number  1-800-937-8997
Apr 25, 2012 Page 4 of 12
Subscriber Service Detail for (630!. E ]
Avallable Service Type WHENEVER WEEKEND
FT Even Mare 1500 incl Minutes Minutes 1,500 -
T-Mobile to T-Mabile Minutes  Unlimited =
Use Them Or Lose Them  Minutes - Unfimited
FT Unlimited Msg Picture Messages Messages Unlimited -
FT Unlimited SMS Text Messages Messages Unlimited -
PC Family Uni lome 5 T-Mobile @Home Minutes Unlimited ~
Used Service Type WHENEVER PEAK OFF PEAK WEEKEN'D]
Included Plan Minutes Minutes - 288 3 87
Other Sve Prov Messages 1 - - -
T-Mabile to T-Mobile Minutes - 54 12 29
Amount Totals
Monthly Recurring Charges $ 15.00
Classic SharedMinuteAdd a Line § 1000
Enhanced Voicemail g %
PC Family Unl @Home 5 S 5.00
|Usage Cher s 9.9
PREMIUM SERVICES $ 9.99
[other Charges s 1.61]
Communications Related
Aegulatory Programs Fee® s 161
"Fee we collect and retain to help cover our costs related to funding and complying with
gevemment mandates, programs and obligations.
l‘l’un. Fees and Surcharges $ 3.46 I
Government Fees and Taxes
Federal Universal Service Fund ] 068
Telecom Excise Tax $ 207
State 11 s 0.73
[Total Charges $  30.06]
LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES
te Call Time Number Call Minutes Airtime Tell Total
Destination Called Type Charges  Charges
Included Calls with Zero Charges 453 H L | - $ .
|suBTOTAL 453 $ - § - s - |

Call Typs: (A} Cal Wallng (B} Call Forward {C) Confersnce Call (E) Data/Fax (F) Mobile2Mchile (G) Volcemal (H) Free Calls {1} Intl Disc Call

(4) Intl Disc Call 1o Mobils {K) WPS Call (M) AnyMcbile (T) T-Mcbile Numbsr (U} HotSpt Call (V) myFaves Call () T-Mobile @Home Call

—

(=
—
=

Ha)

135 ]* - -Mobile - sti
- = = o
1+ = = VloD11e - stick together
Ny
o (S hemized Details For (630N
Account Number ]
Customer Service Number  1-800-937-8997
Apr 25, 2012 Page 5 o 13
PREMIUM SERVICES
te  Content Time Description Usage Total
Pravider Charges
OTHER SERVICE PROVIDER CHARGES
3/268/12 Wise Media LLC 3:59 PM 84930 LoveTips 8887853844 5 == ggg
Other Service Provider Charges Subtotsi $ 9.99 9.99
SUBTOTAL H 999 9,98
| Total of All Usage Charges 5,98 |

Cail Type: {A] Call Waiting (B) Call Farward (T} Conference Call (E) Data/Fax (F} Mob#eZMaobile (G) Voicernail (H) Free Calls (1) inl Disc Cad

) Intt Cise Cali ko Mebile {K) WPS Call (M) AnyhMobile (T) T-Mebile Number (U) HotSpt Call (V) myFaves Call (X) T-Mobile @Homs Call
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DECLARATION OF JILL PETERSON
PURSUANT TO 28 U.S.C. § 1746

. My name is Jill Peterson. I live in Chisago City, Minnesota. I have personal knowledge of
the facts stated herein. If called to testify, I could and would competently testify to the facts
set forth below.

. Sometime around June 2012, I noticed a charge of $9.99 on my T-Mobile cell phone bill for
a “premium service” provided by Shaboom Media. I reviewed my prior month’s bill for May
2012 and saw the same charge.

. Inever heard of Shaboom Media LLC. I do not recall ever providing my cell phone number
to Shaboom Media LLC. I do not recall visiting a website associated with Shaboom Media
LLC. Ido not recall ever agreeing to pay Shaboom Media LLC for any service or
subscription.

. Upon noticing these charges, I called my carrier, T-Mobile, to ask about the charges. The T-
Maobile representative told me that I authorized these charges. Around three months before in
March 2012, I called T-Mobile about another unauthorized charge for a premium service
related to a text messaging service on my T-Mobile cell phone bill. At that time, the T-
Mobile representative told me a block from these charges would be placed on my account.

. 'When I called T-Mobile in June 2012 about the Shaboom Media charges, I told the T-Mobile
representative that I had a block on my account, but the T-Mobile representative told me that
the block was only for that the specific company that had charged me in March 2012. T was
charged by Shaboom Media because T-Mobile did not have a block on that company for my
account. The T-Mobile representative told me that a block would be placed on my account

for Shaboom Media.



6. Iasked the T-Mobile representative for a credit or a refund for the two charges of $9.99 by
Shaboom Media. The T-Mobile representative explained that, in order for T-Mobile to give
me credit for the charges, T-Mobile had to contact the third party provider, Shaboom Media,
and obtain a credit from Shaboom Media first before T-Mobile could credit my account.
Therefore, at this time, | was denied a refund or a credit for these two charges.

7. A few months later, sometime around September 2012, I filed a complaint with the Better
Business Bureau about the unauthorized charges by Shaboom Media. Shortly after filing the
complaint, I received a large credit from T-Mobile for the unauthorized charges by Shaboom
Media and the other unauthorized charges on my account by other companies.

Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in this

declaration are true and correct. Executed in Chisago City, Minnesota on "}\\ N \\ >

Jill Peterson



DECLARATION OF KIM GIPE
PURSUANT TO 28 U.S.C. § 1746

. My name is Kim Gipe. I live in Cumming, GA. I have personal knowledge of the facts
stated herein. If called to testify, I could and would competently testify to the facts set
forth below.

. At some point in or around August 2012, I received two text messages related to
“DietTipz.” I ignored these text messages and deleted them.

. When I was reviewing my T-Mobile cell phone bill the following month, I noticed that I
was charged $9.99 for a service associated with DietTipz and Wise Media on August 4,
2012. Attached as Attachment A to this Declaration is a true and complete copy of page
7 of my T-Mobile cell phone bill dated August 27, 2012.

. I do not recall ever providing my cell phone number to Wise Media. I do not recall ever
agreeing to pay Wise Media for any service. I do not recall ever sending a text message
to Wise Media or visiting a website associated with Wise Media.

. Upon noticing the charges, I called T-Mobile. The T-Mobile representative told me that I
had to pay the charge and get reimbursed from the company that put the false charge on
my phone bill, Wise Media. The representative provided me with a toll free number to
call Wise Media.

. When I called the number for Wise Media provided by T-Mobile, I reached a third party
processing center. The representative promised they would send me a check within 3-5
business days, but I did not receive anything. I called Wise Media again, a week or two
later, and was again promised a refund, but I never received one. I called Wise Media a

total of three times, but have never received a response.



Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in

: s ;
this declaration are true and correct. Executed in C“’”"""’“? 1/ on 3/ 3 fj//j’ .

bim iy

Kim Gipe
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Rer:2ad Detalls Forr (4
Ascoum Numhar Accowd Nomber
Customer Service Number  1-800-937-8097 Customer Sarvice Numbar  1-800-937-8997
Aig 27, 212 Faze [ ' 19 R 27212 Fage 7 o 10
Subscriber Service Detail for (4!
Avalisble Service Type  WHENEVER WEEKEND MESSAGING CHARGES
Classic Family UNL Talk & Text Tnel Minuiss Tinutes | L-imeed - s R — o - P —
T-Mebile to T-Mobse Uinutes  LUalmaed Type
Taxt Messages Me<ssges Unlvided - - -
Use Then C-Lose Tham  Minutes - L L ges with Zero Charges 216 s =
Family Unlimited Msg Picture lessages Me-sages Unlinied IBUBI‘OTNL 216 N -I
|Used Ssrvice = Type  WHENEVER PEAK OFF PEAK WEEKEND |
Included Plan Minues Mrtos 1238 213 371
Onher Swve Prav Megsages 1 - - -
Picture Mes: B! Memsagoes 1 . .
Thloble o Thdcole  Mintes 540 7 275 PREMIUM SERVICES
Tt Msg Racd Messages 8¢ > 5 2 e  Content Time Deestiption Usage Total
Txt Mag Sent Messager 100 : : 2 Providar Charges
Amount Totals
OTHER SERVICE PRCVIDER CHARGES
Monthly Recurring Gharl;:; - $ - 8012 Wise lscia LLO1 22 AM WE26G0M G TozSEe § 699 s a9
lm CMIF s 9.98 | Other Service Provides Ct Subtotal [ §.99 5 5.99
IUM SERVICES s 9 SUBTOTAL s 2.09 $ 999
[Otner Charges s 1.81)
Communications Related
Pegulatoiy Programs Fee” s 161
Total cf All Usage Charges 5 9.99
‘Foe we collect arid reain tohelp cover ow costs related to fundiag and comply ng with I = 2 e I
govemment mandates progaams and cbiigations. The sae and fime Toralls REssaging and dess comesponds 1o Pactic Time (PST.POM). ) "
. (A = 4
| Taxes, Foes and Surchaiges $ 140 l, 1\'(' _)( b ol 4
- 3 ) A »
Goyernment Feas and Taxes =i Y L K > 7L [
Stabe & Locai Sales Tar § 009 ! \ / .
Fedsral Universal Service Find ¢ o0 1 U\\ 0 ‘Q / ‘
County 311 $ 135 \\ / ’2,(/ 5{'\_’
|Total Charges $ 13.001\ c? [f“' (, [-"I‘\ L) = 5
3 < (:, (;_ >
518 o5 L] o
LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES = = ot ot q {5
@ Call Tima  Namber  Call Minutes  Arime  Toll Towl sy \ £ @
Destination Called Type Chaiges  Charges / Al | 'L '_ /
- '
Included Calis with Zaro Charges 2,745 T s 3 I I ot 0
(v- r L -
[SUsToTAL 2,745 [ <1 % - | S| 7 4] r Al leXd /4 2- %5
== N s T 'y
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DECLARATION OF MELVIN BARR
PURSUANT TO 28 U.S.C. § 1746

. My name is Melvin Barr. Ilive in Indianapolis, Indiana. I have personal knowledge of
the facts stated herein. If called to testify, [ could and would competently testify to the
facts set forth below. -

. I noticed charges for Wise Media on my cell phone bills in March and April of 2012. T-
Mobile said the charges come along with downloading something, but I do not recall
downloading anything. I do not even know how to download. Before then, March and
April 0f 2012, I had never heard of Wise Media. I never agreed to pay for any service by
Wise Media. The charges were four charges of $9.99, two in March and two in April.

. To the best of my knowledge, I did not receive any text messages or phone calls from
Wise Media before seeing the charges on my phone bill. I am confident that I did not
send any text messages to Wise Media at any point because I do not know how to text.

. After I saw the charges on my phone bill in April, I tried to call Wise Media, but their
number had been changed to an unlisted number.

. Next, I called my mobile carrier, T-Mobile, to ask about these charges. This was still in
April. The T-Mobile representative told me that I received these charges because I
downloaded a product from Wise Media. I do not remember downloading anything from
Wise Media. I do not believe that [ downloaded anything from Wise Media.

. T-Mobile refused to refund the charges. The T-Mobile representative told me that I
would have to get my refund from Wise Media, and provided me with a phone number

for Wise Media’s Help Desk.



%

10.

11

12,

I first called the Wise Media Help Desk in April of 2012. The representative told me that
[ would receive a refund for the charges on my bill. I never received a refund from Wise
Media.

I continued calling the Wise Media Help Desk until mid-December 2012. Typically the
Help Desk representative would tell me that he or she will forward my information to
Wise Media and that Wise Media will call me back. Wise Media has never called me
back. When I called in November, the representative at the Help Desk promised me a
refund. As of December 13, 2012, I have not received a refund.

Sometimes when I call the Wise Media Help Desk I ask to speak to a supervisor. Each
time, the representative tells me that no supervisor is available. I called ten times in one
week and asked to speak with a supervisor, but each time the Wise Media Help Desk
representative told me that no one was available.

I asked the Wise Media Help Desk where they are located, but they will not tell me. The
Wise Media Help Desk representatives also refused to provide me with Wise Media’s
address or their direct phone number.

When I call the Wise Media Help Desk now, they typically tell me that they cannot help
me because it has been more than thirty days since the charges showed upon on my bill.
I am frustrated that I was billed for charges that I never agreed to pay for. [ am also
frustrated that both my phone carrier and Wise Media have failed to provide me with

refunds for these charges.



Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in this

declaration are true and correct. Executed in Ladwip.li TV on [iente 1 gy /ﬁ .

oY ko G

Melvin Barr




DECLARATION OF MELVIN CACAYORIN
PURSUANT TO 28 U.S.C. § 1746

. My name is Melvin Cacayorin. I live in Morrison, Colorado. I have personal knowledge of
the facts stated herein. If called to testify, I could and would competently testify to the facts
set forth below.

. When I reviewed my T-Mobile cell phone bill for September 2012, I noticed that I was
charged $9.99 for a “premium service” for Bune LLC. The description of the charge
included a phone number, 888-890-6150, and a five-digit code 58678.

. Ido not recall ever providing my cell phone number to Bune LLC. I do not recall ever
agreeing to pay Bune LLC for any service. I do not recall ever sending a text message to
Bune LLC or visiting a website associated with Bune LLC.

. Upon noticing the charge, I called T-Mobile to ask about the charge. The T-Mobile
representative told me that the charge was associated with a text messaging service. I recall
receiving one text message sometime around June 2012 that seemed like spam. The text
message cited celebrity news and told me to subscribe to receive more celebrity news. The
text messages also said to text back “STOP” to stop receiving text messages. 1did not
respond to the text message and deleted it.

. The T-Mobile representative told me that T-Mobile could not remove the charge. However,
the T-Mobile representative gave me a credit for the $9.99 charge by Bune LLC. The T-
Mobile representative told me a block would be put on my account so I would not be charged

again by Bune LLC.



Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in this

| g {
declaration are true and correct. Executed in Morrison, Colorado on ! 1 4 /l’W( W3 :
¥

{//Z (;\/’

Melvin Cacayorin




DECLARATION OF MARY DRAPER
PURSUANT TO 28 U.S.C. § 1746

. My name is Mary Draper. I live in Woodburn, Oregon. I have personal knowledge of
the facts stated herein. If called to testify, I could and would competently testify to the
facts set forth below.

. Sometime in spring 2012, I received a text message that said something about Love
Genie Tips. I just deleted the text message. I did not respond to it because I did not want
the company to obtain any more information about me.

. After receiving the text message, I noticed a charge for $9.99 that I did not recognize on
my cell phone bill. The charge was related to the Love Genie Tips service and Wise
Media. After noticing this charge, I reviewed an earlier phone bill and discovered that I
had been charged $9.99 by Wise Media in an earlier month too. In total, the company
charged me $19.98.

. I do not recall ever visiting a website associated with Wise Media or with its Love Genie
Tips service. I never agreed to pay for the Love Genie Tips service.

. I do not recall ever receiving any text messages with actual love tips from Love Genie
Tips.

. After I noticed this charge, I went to a T-Mobile store to ask about the charge. The
representative there told me that there was nothing that he could do.

. After that, I called T-Mobile. The T-Mobile representative gave me a toll free number to
contact Wise Media, but did not refund my charges.

. I called the toll free number that the T-Mobile representative had given me, and reached a

representative for Wise Media’s refund service. The representative told me that he did



not work directly for Wise Media, but was a third-party. The representative promised
that I would receive a refund check in five to seven days.

9. After ten to twelve days, I still had not received a refund, so I called the Wise Media
number again. At that point the representative told me that the check was in the mail.

10. Five or six days later I still had not received the refund check, so I called the Wise Media
number again. [ was frustrated and asked for Wise Media’s address and phone number.
The representative told me that they were not allowed to divulge that information, but
promised me that someone from the company would call me to discuss the matter. No
one ever called me. I never received a refund from the company.

11. Eventually T-Mobile gave me a credit for the $19.98 in charges, but it took a long time

and a lot of effort by me.

Pursuant to 28 U.S.C. § 1746, I declare under penal% perj uz that the statements made in
'
this declaration are true and correct. Executed in /ﬂ@ézf o;;

feA - Rf- )2,
mv ;
Mary D@




DECLARATION OF MARK MENDOLA
PURSUANT TO 28 U.S.C. § 1746

. My name is Mark Mendola. I live in Sterling Heights, Michigan. I have personal
knowledge of the facts stated herein. If called to testify, I could and would competently
testify to the facts set forth below.

. Sometime in early 2012, I received one or two text messages from the number 83660 that
said something about Love Tips. They looked like an advertisement for a company. [ |
just deleted the text messages. I did not respond to them.

. Even though I did not respond, I was charged $9.99 by the company that sent the text
message. [ discovered the charge on my cell phone bill dated March 28, 2012. Attached
as Attachment A to this Declaration is a true and complete copy of page 4 of my T-
Mobile bill dated March 28, 2012.

. The charge was listed under “Premium Services” and “Other Service Provider Charges.”
The charge was dated 3/9/12 and the “Content Provider” was “Wise Media LLC.” The
description of the charge was “83660 LoveGenieTips 88872.” The charge was for $9.99.
. I do not recall ever visiting a website associated with Wise Media or with its Love Tips
service. [ never agreed to pay for the Love Genie Tips service.

. I do not recall ever receiving any text messages with actual love tips from Love Genie
Tips.

. After I noticed this charge, I called my cell phone carrier, T-Mobile. The first person I
spoke with at T-Mobile gave me the customer service number for Wise Media, but did
not give me a refund. The T-Mobile representative told me that I had to contact Wise

Media to get a refund.



8. Itried calling the Wise Media customer service number that T-Mobile provided me with.
The person I spoke with told me that he did not work for Wise Media, but just worked for
a company that processed Wise Media’s refunds. He also told me that I had signed up for
the service from Wise Media online. I repeatedly told him that I had not signed up for
anything related to Wise Media online, but he kept insisting that I had. Finally the
representative agreed to give me a refund. As of December 17, 2012, I never received a
refund from Wise Media, LLC.

9. A week or two later, I called T-Mobile again. On this call, the T-Mobile representative
agreed to remove the charges from my bill. The -Mobile representative also agreed to
block calls and texts from the phone number that sent the charge as well as those from
future third party solicitations.

Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in

this declaration are true and correct. Executedin ' Q —2| — 2©(2- on

\N\ —J/ N_ 1~

TFr

Mark Mendola



ftemized Detaile For: - (2d8)l___]
Account Number; (b)) |

T - -Mobile - stick together’

Itemized Cetails For:

a1

(b)(E)

Account Number:
Customer Service Number  1-800-937-8897 Customer Service Number  1-800-937-8997
Mar 28, 2012 Pege 4 of & Mar 28, 2012
Subscriber Service Detaif for (248|(b)(6) |
Avallable Service Type  WHENEVER WEEKEND LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES
s . & -
amrime Unl bis 860 m:ﬁ:::?'r _— ﬂ::ﬂ:i . ale  Cal Time  Number  Call Minutes  Alrtime 7ol Total
s e O Coas Thar Mk, - Unirited Destination Called Type Charges  Charges
Pref myFaves fest SL myFaves Minutas Minutes  Unlimited - Included Calls with Zeto Charges 687 s - - L .
|Used Service Type  WHENEVER PEAK OFF PEAK WEEKEND | [suEToTAL 567 s p . s |
Thciuded Plan Mindtes Minutes - T4 B 107
Other Sve Prov Messages 1 # . .
Txt Msg Flecd Messages 4 - . . MESSAGING CHARGES
i aves Minutes Minutes - 286 %2 L Pate  Service Time  Destinstion Meaaage Measag Direction Total
myFaves Current Contacts Type
Name Numbat Eft'f“" mﬁ::’ 3/08/12 Directioconsume 546 AM 8 3360 Text i incoming s 020
: RAEY VG T Tl 3/09/12_ Directiooahsums €:48 AW 823¢0Text 1 00 ncomlg 0008 00
2 MIKE (b)(6) 34010 . 80812 Bayonne, NI {2:41 PM Text 1 Incoming 8 020
3 KEITH 31010 a48 —3.310£2 |:m_§a§'n_g_elesl CA B:02PM I_sﬂ_ 1 Incoming L 0.20
4 CARL 31010 § o
5 NANGY S36iHD - SUBTOTAL 4 $  0.80)
Amount Totals
|Maonthly Recurring Charges $ - PREMIUM SERVICES
Enhanced Voicemail 5 : Date  Content Time Descriptian Usage Total
Mcbile Web $1.98 per MB § Provider Charges
Pref myFaves feat SL 5
{usage Charges o s 1079 OTHER SERVIGR PROVIDER CHARQES .o o e
TIESSAGING CHARGES 3 50 L_' S0E12 Wise Media LLC 548 AM B3B60 LoveGeniaTips BBET2 § 9.99 §
PREMIUM SERYICES § 5.98 vice Proyider Chan Subtatal § 9.88
[other Charges s 161]  [suBTovaL s 099 s
Communications Related
Regulatory Programs Fea® $ 181 |Total T All Usage Charges 3
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DECLARATION OF MAI VANG
PURSUANT TO 28 U.S.C. § 1746

. My name is Mai Vang. I live in St. Paul, Minnesota. I have personal knowledge of the facts
stated herein. If called to testify, I could and would competently testify to the facts set forth
below.

. Several of my family members and I share a T-Mobile family plan. Either one of my sisters
or [ pay the bill every month. We set our account preferences to allow T-Mobile to debit the
total amount of the monthly service fee automatically from our accounts when the bill
becomes available.

. On September 23, 2012, I noticed that the August 2012 T-Mobile amount was higher than [
expected. I did a close review of the bill and noticed two charges of $9.99 in the ‘Premium
Services’ section that I did not recognize for items called “Bullroarer” and “Shaboom
Media.” A true and correct copy of my August 2012 mobile phone bill is appended as
Attachment A.

Concerned about these unfamiliar charges, I reviewed my previous phone bills and realized
that we had been paying this charge for seven months prior to the August 2012 bill without
knowing about it. I calculated that we paid almost $80 for the Bullroarer charges and the
same for Shaboom Media. True and correct copies of my June 2012 and July 2012 mobile
phone bills are appended at Attachment B and Attachment C respectively.

. I'never heard of either of these companies before seeing their names on my bill. When I
began asking my family members if they noticed anything different about their cell phone
service | found out that both my brother and mother had received multiple texts with
information about celebrities from a third party. My brother did not know why he was getting

the texts and simply deleted them as soon as they arrived. He received these texts a couple of



times a month. My mother does not read English and therefore never checks her text
messages. | do not know how often she received these messages. The charges were place on
my brother’s line. Neither my mother nor brother could recall signing up to receive texts
about celebrities from any company.

. That same day I tried to call Bullroarer twice using a phone number I found on the Better
Business Bureau website, (414) 367-4440, but the call disconnected both times. I tried to find
contact information for Shaboom Media online as well, but was unable to locate any.

. After trying to reach Bullroarer, I called T-Mobile. I spoke with a customer service
representative who explained that these Premium Services were a text messaging service.
The representative also told me that they could block all future texts and charges going
forward, but that T-Mobile would only refund charges from the last sixty days. I explained
that neither my family members nor I intended to sign up for this service and had no idea
why they were charging us. I added that I could not get a hold of anyone at Bullroarer and
could not reach Shaboom Media, but the T-Mobile representative simply reiterated that they
could only refund me for charges made in the last sixty days. I was not satisfied with that
response.

. A few days after those calls, I filed a complaint with the Better Business Bureau about
Bullroarer and T-Mobile. I did not file a complaint about Shaboom Media because I could
not find them on the Better Business Bureau website.

. A few weeks after filing my complaint, I received my September 2012 mobile phone bill.
The bill still contained a charge for Shaboom Media in the Premium Services section for

$9.99, but none for Bullroarer.



10. Around that time, a T-Mobile representative left me a voice message saying that they were
going to credit my account for the full amount.

11. Shortly after that I reviewed my T-Mobile account online and saw a credit for the additional
six months of charges for Bullroarer and Shaboom Media.

12. I stopped receiving charges on my T-Mobile bill from Shaboom Media sometime after that.

13. I never received any response from Bullroarer or Shaboom Media.

Pursuant to 28 U.S.C. § 1746, 1 declare under penalty of perjury that the statements made in this

declaration are true and correct. Executed in July é S , 2013.
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] - -Mobile-

Customer Service Number: 1-800-937-8997

Sep 09, 2012

Your bill as of Sep 09, 2012

Important Information

Thank you for using EasyPay. Amount
will be forwarded for automatic
processing. Do not pay this bill or

mail remittance.

Item

Previous Balance
Pmt Rec'd - Thank You

Monthly Recurring Chgs
Usage Charges

Other Charges

Taxes & Surcharges

Monthly
Recurring
Charges

79.98
20.00
20.00
10.00
10.00
10.00

149.98

Mobile Number

Account Charges

)
=3
2

Available Service
Classic Family 1K Talk

© 2013 T-Mobile USA, Inc.

MAI VANG

Statement For
Account Number

Account Number: |

MAI VANG

I
SAINT PAUL MN 55103-1727

Summary

Total Past Due (due immediately)

Total Current Charges
Current Charges Due By
Grand Total

Monthly Service Summary
Monthly Service Charges from 8/09/12 - 9/08/12

Page 1 of 43

Amount

211.38
(211.38)

149.98
19.98
32.50
17.18

$219.64
10/01/12
$219.64

Taxes & Total Current

Credits & Usage One Time Other
Adjustments Charges Charges Charges Surcharges
- - 8.50
- 9.60 2.20
- 19.98 9.60 2.20
- 9.60 1.04
- 2.09 1.04
1.61 2.20
- 19.98 32.50 17.18
Type Whenever
Incl Minutes Minutes 1,000
T-Mobile to T-Mobile Minutes Unlimited
Use Them Or Lose Them Minutes -

Charges

88.48
31.80
51.78
20.64
13.13
13.81

219.64

Weekend

Unlimited



] - -Mobile-

Customer Service Number:  1-800-937-8997 Itemized details for:
Sep 09, 2012 Account Number

Account Service Detail for Subscriber || EEEEEzG

Please provide a valid Place of Primary Use Address by

calling 611.
Available Service Feature Type Whenever Weekend
Classic Family 1K Talk Incl Minutes Minutes 1,000
T-Mobile to T-Mobile Minutes Unlimited -
Use Them Or Lose Them  Minutes - Unlimited
FT Unlimited Msg Picture Messages Messages  Unlimited
FT Unlimited SMS Text Messages Messages  Unlimited
REQ Classic Simple .
200MBData Mobile Broadband Megabytes ~ 200.0000
Used Service Feature Type Whenever Peak Off Peak Weekend
Included Plan Minutes Minutes - 14 - 1
Mobile Broadband Megabytes - 0.4340 0.1385 0.2185
Other Svc Prov Messages 2 - E .
Picture Messaging Recd Messages 5 = 2 "
T-Mobile to T-Mobile Minutes - 19 7 1
Txt Msg Recd Messages 93 =
Txt Msg Sent Messages 62
Monthly Recurring Charges
Item Amount
Classic SharedMinuteAdd a Line 10.00
Enhanced Voicemail -
REQ Classic Simple 200MBData 10.00
Monthly Recurring Charges 20.00
Usage Charges
Item Amount
PREMIUM SERVICES 19.98
Usage Charges 19.98
Other Charges
Item Amount
Communications Related
Regulatory Programs Fee* ~1.61
Non-Communications Related
PHP Insurance($4.79)w/MSec & Waranty($3.20) by Asurion 7.99
Other Charges 9.60
*Fee we collect and retain to help cover our costs related to funding and complying with
government mandates, programs and obligations.
Call Type: (A) Call Waiting (B) Call Forward (C) Conference Call (E) Data/Fax (F) Mobile2Mobile (G) Voicemail (H) Free
Calls (I} Intl Disc Call (J) Intl Disc Call to Mobile (K) WPS Call (M) AnyMobile (T} T-Mobile Number (U) HotSpt Call (V)

. Faves Ca . ile. @Home Ce
©2013 T-Mabila USA, Inc. yraNes el LT Monle o Sl

Page 16 of 43
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| - -Mobile-

Customer Service Number: 1-800-937-8997
Sef 2012

MESSAGING CHARGES. (Continuad

Date Service Time Destination Message Type Messages Direction Total

w
c
m
—‘
(o]
-
-
=4

160 x

PREMIUM SERVICES
Date Usage

Charges Total

Time  Description

OTHER SERVICE PROVIDER CHARGES
81212 Shaboom Media 7:46 PM  23318Shaboom Media 9.99 9.99
8/26/12 Bullroarer 1:18 PM  25184USBFIQMIG 9.99 9.99

SUBTOTAL 19.98

ta/Fax (F) Mobile2Mobile (G) Voicemail (H) Free

Call Type: (A) Call Waiting, (B) Call Forward (C) Conferenc
2 (| 1) T-Mobile Number (U) HotSpt Call (V)

Calis (I} Intl Disc Call (J) Intl Disc Call t sile (K) WPS Call (M) A
yFaves Gall (X) T-Mobil

@ 2013 T-Mobile USA, In



Attachment B



] - -Mobile-

Customer Service Number: 1-800-937-8997

Jul 09, 2012

Your bill as of Jul 09, 2012

Important Information

Thank you for using EasyPay. Amount
will be forwarded for automatic
processing. Do not pay this bill or

mail remittance.

Item

Previous Balance
Pmt Rec'd - Thank You

Monthly Recurring Chgs
Usage Charges

Other Charges

Taxes & Surcharges

Monthly Service Charges from 6/09/12 - 7/08/12

Monthly
Recurring
Charges

79.98
20.00
20.00
10.00

Mobile Number

Account Charges

10.00
139.98

)
=3
2

Available Service
Classic Family 1K Talk

© 2013 T-Mobile USA, Inc.

MAI VANG

Statement For
Account Number

Account Number: |

MAI VANG
I
SAINT PAUL MN 55103-1727

Summary

Total Past Due (due immediately)

Total Current Charges
Current Charges Due By

Page 1 of 34

Amount

209.52
(209.52)

139.98
22.95
32.02
17.53

$212.48
8/01/12

$212.48

Taxes & Total Current

Grand Total
Monthly Service Summary
Credits & Usage One Time Other
Adjustments Charges Charges Charges Surcharges
- - 8.50
. 9.60 2.20
- 19.98 9.60 2.20
1.99 9.60 1.27
- 0.98 1.61 1.16
= 1.61 2.20
- 22.95 32.02 17.53
Type Whenever
Incl Minutes Minutes 1,000
T-Mobile to T-Mobile Minutes Unlimited
Use Them Or Lose Them Minutes -

Charges

88.48
31.80
51.78
22.86

3.75
13.81

212.48

Weekend

Unlimited



] - -Mobile-

Customer Service Number:
Jul 09, 2012

Available Service
Classic Family 1K Talk

FT Unlimited Msg
FT Unlimited SMS
REQ Classic Simple
200MBData

Used Service

1-800-937-8997

Itemized details for:
Account Number

Account Service Detail for Subscriber || N

Feature

Incl Minutes
T-Mobile to T-Mobile

Use Them Or Lose Them

Picture Messages
Text Messages

Mobile Broadband

Feature

Included Plan Minutes
Mobile Broadband
Other Svc Prov

Picture Messaging Recd

T-Mobile to T-Mobile
Txt Msg Recd
Txt Msg Sent

Monthly Recurring Charges

Item

Classic SharedMinuteAdd a Line

Enhanced Voicemail

Please provide a valid Place of Primary Use Address by

calling 611.
Type Whenever
Minutes 1,000
Minutes Unlimited
Minutes -
Messages Unlimited
Messages Unlimited
Megabytes ~ 200.0000
Type Whenever Peak
Minutes - 97
Megabytes - 0.0039
Messages 2 -
Messages 1 -
Minutes - 39
Messages 84 =
Messages 61

Partial charge for Name ID.Free Trial from 6/23/12 to 7/08/12
REQ Classic Simple 200MBData

Usage Charges
Item

PREMIUM SERVICES

Other Charges
Item

Communications Related
Regulatory Programs. Fee*
Non-Communications Related
PHP Insurance($4.79)w/MSec & Waranty($3.20) by Asurion

Monthly Recurring Charges

Usage Charges

Other Charges

*Fee we collect and retain to help cover our costs related to funding and complying with

government mandates,

© 2013 T-Mobile USA, Inc.

programs. and obligations.

Weekend

Unlimited

Off Peak Weekend

1

0.0018 0.0184

43

Amount
10.00

10.00
20.00

Amount

19.98
19.98

Amount

. 1.61

7.99
9.60

Call Type: (A) Call Waiting (B) Call Forward, (C) Conference Call (E) Data/Fax (F) Mobile2Mobile (G) Voicemail (H) Free
Calls (I} Intl Disc Call (J) Intl Disc Call to Mobile (K) WPS Call (M) AnyMobile (T} T-Mobile Number (U) HotSpt Call (V)
myFaves Gall (X) T-Mobile @Home Call

Page 14 of 34



| - -Mobile-

Customer Service Number: 1-800-937-8997
Jul 09, 2012

@ 2013 T-Mobile USA, Int

2012

SS5AGING CHARGES (Continued)

Date Service Time Destination Message Type Messages Total
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Usage

Charges Totel

Provider Time  Description

OTHER SERVICE PROVIDER CHARGES
611112 Shaboom Media 4:23 PM  23918Shaboom Media 9.99 9.99
6/26/12 Bullroarer 1:14 PM  25184USBFIQMIG 9.99 9,99

SUBTOTAL 19.98

Volume Measurement Total

SUBTOTAL 0.0241 * Megabytes

*On web/data plans shown in this section, data is rounded up to the nearest KB each use, and, for billing, rounded up to
the nearest MB at the end of each billing cycle. If you switch data plans mid-cycle, for billing, data will be rounded up to
the nearest MB at time of the change, and charges may not be displayed separately for each plan. 1024 KB = 1. MB, 1024
MB = 1 GB.

Call Type: (A) Call Waiting (B) Call Forward (C) Conference Call (E). Data/Fax (F) Mobile2Mobile (G) Voicemail (H) Free
Calls (1) Intl Disc Call (J) Intl Disc Call to Mobile (K) WPS Call (M) AnyMobile (T) T-Mobile Number (U) HotSpt Call (V)
myFaves Call (X) T-Mobile @Home Call

The date and time for all messaging and data corresponds to Pacific Time (PST/PDT).

=) Mobile2Mobile (G) Voicemail (H) Free

Call Type: (A) Call Waiting (B) Call Forward, (C) Conference
2 -Mobile Mumber (L) HotSpt Call (V)

Calls (I} Intl Disc Call (J) Intl Disc Call to Mobile (K 5
myFaves Gall (X) T-Mo




Attachment C



] - -Mobile-

Customer Service Number: 1-800-937-8997
Aug 09, 2012

Your bill as of Aug 09, 2012

Important Information

Thank you for using EasyPay. Amount
will be forwarded for automatic
processing. Do not pay this bill or

mail remittance.

Item

Previous Balance
Pmt Rec'd - Thank You

Monthly Recurring Chgs
Usage Charges

Other Charges

Taxes & Surcharges

Monthly Service Charges from 7/09/12 - 8/08/12

Monthly
Mobile Number Recurring
Charges

Account Charges 79.98
20.00
20.00
10.00

10.00
139.98

)
=3
2

Available Service
Classic Family 1K Talk

© 2013 T-Mobile USA, Inc.

Statement For
Account Number

Account Number: |

MAI VANG
I
SAINT PAUL MN 55103-1727

Summary

Total Past Due (due immediately)

Total Current Charges
Current Charges Due By

Page 1 of 40

Amount

212.48
(212.48)

139.98
21.97
32.02
17.41

$211.38
9/01/12
$211.38

Taxes & Total Current

Grand Total
Monthly Service Summary
Credits & Usage One Time Other
Adjustments Charges Charges Charges Surcharges
= - 8.50
. - 9.60 2.20
- 19.98 . 9.60 2.20
1.99 - 9.60 1.27
- - 1.61 1.04
1.61 2.20
- 21.97 - 32.02 17.41
Type Whenever
Incl Minutes Minutes 1,000
T-Mobile to T-Mobile Minutes Unlimited
Use Them Or Lose Them Minutes -

Charges

88.48
31.80
51.78
22.86

2.65
13.81

211.38

Weekend

Unlimited



] - -Mobile-

Customer Service Number:
Aug 09, 2012

Available Service
Classic Family 1K Talk

FT Unlimited Msg
FT Unlimited SMS
REQ Classic Simple
200MBData

Used Service

1-800-937-8997

Itemized details for:
Account Number

Account Service Detail for Subscribe (i N

Please provide a valid Place of Primary Use Address by

Feature

Incl Minutes

T-Mobile to T-Mobile

Use Them Or Lose Them
Picture Messages

Text Messages

Mobile Broadband

Feature

Included Plan Minutes
Mobile Broadband
Other Svc Prov

Picture Messaging Recd
T-Mobile to T-Mobile
Txt Msg Recd

Txt Msg Sent

Monthly Recurring Charges

Item

Classic SharedMinuteAdd a Line

Enhanced Voicemail

calling 611.
Type Whenever
Minutes 1,000
Minutes Unlimited
Minutes -
Messages  Unlimited
Messages  Unlimited
Megabytes ~ 200.0000
Type Whenever Peak
Minutes = -
Megabytes 0.0037
Messages 2 -
Messages 6
Minutes -
Messages 93 =
Messages 62

Partial charge for Name ID Free Trial from. 7/09/12 to 7/09/12
REQ Classic Simple 200MBData

Usage Charges
Item

PREMIUM SERVICES

Other Charges
Item

Communications Related
Regulatory Programs Fee*

Non-Communications Related
PHP. Insurance($4.79)w/MSec & Waranty($3.20) by Asurion

Monthly Recurring Charges

Usage Charges

Other Charges

*Fee we collect and retain to help cover our costs related to funding and complying with
government mandates, programs and obligations.

© 2013 T-Mobile USA, Inc.

Weekend

Unlimited

Off Peak Weekend

3 6
0.0009 81.5057

33

Amount
10.00

10.00
20.00

Amount

19.98
19.98

Amount

1.61

. 7.99
9.60

Call Type: (A) Call Waiting (B) Call Forward, (C) Conference Call (E) Data/Fax (F) Mobile2Mobile (G) Voicemail (H) Free
Calls (I} Intl Disc Call (J) Intl Disc Call to Mobile (K) WPS Call (M) AnyMobile (T} T-Mobile Number (U) HotSpt Call (V)
myFaves Gall (X) T-Mobile @Home Call

Page 15 of 40



| - -Mobile-

Customer Service Number: 1-800-937-8997
Aug 09, 2012

MESSAGING CHARGES (Continued)

Date Service Time Destination Message Type Messages Direction Total

SUBTOTAL 161 S
PREMIUM SERVICES
Content T Usage

Date Brovides Time  Description Charges Total

OTHER SERVICE PROVIDER CHARGES
711212 Shaboom Media 6:04 PM  23918Shaboom Media 9.99 9.99
7/26/12 Bullroarer 1:16 PM  25184USBFIQMIG 9.99 9.99
SUBTOTAL 19.98

ta/Fax (F) Mobile2Mobile (G) Voicernail (H) Free

bile (T) T-Mobile Number (U) HotSpt Call (V)

Call Type: (A) Call Waiting (B) Call Forward (C) Conference 1{E)
Calls (I} Intl Disc Call (J) Intl Disc Call t ile (K) WPS Call (M) A
yFaves Gall (X) T-Mobile ¢

} T-Mobile USA, Inc



DECLARATION OF PAMELA ALLEN
PURSUANT TO 28 U.S.C. § 1746

. My name is Pamela Allen. Ilive in Solon, Ohio. I have personal knowledge of the facts
stated herein. If called to testify, I could and would competently testify to the facts set
forth below.

. Sometime in early 2012, I received at least one, and possibly more, text messages related
to Wise Media. I did not respond to these text messages. Instead, I just deleted them.

. After that, [ noticed that T-Mobile, my cell phone carrier, charged me $9.99 for a
premium service provided by “Wise Media” and described as “vitalertz.” Next to the
description was a phone number, 866-211-9417. Attached as Attachment A to this
Declaration is a true and complete copy of page 7 of my T-Mobile phone bill dated
March 28, 2012.

. I do not recall ever visiting any website associated with Wise Media. I never agreed to
pay for any service by Wise Media.

. After I saw the charges on my bill, I called my mobile carrier, T-Mobile, to ask about
them. The T-Mobile representative agreed to remove the charges from my bill.

. On or around May 9, 2012, I called the 800 number associated with Wise Media on my
bill. The representative told me that I would receive a refund for the charge. I never
received any refund from Wise Media.

. On or around October 1, 2012, I called Wise Media again, not having received a refund.
The representative told me that [ would receive a refund check within 5-10 days. I never

received any refund from Wise Media.



Pursuant to 28 U.S.C. § 1746, 1 declare under penalty of perjury that the statements made in this
declaration are true and correct. Executed in Solon, Ohio on j{u‘( a/l3.

Pamela Allen




[7s)
.
=
o
)(E) _ Sisternact For
JEE‘; = — ot
— c
Customer Service Number  1-800-937-8997
Mo 28,2012 Page & o ?
Subscriber Service Detail for (440){(D)(E]
Avslisble Seivica Type  WHENEVER WEEKEND
S %0 Picur 1A W % :
Promo FavFam M2k 1800 Inc? Minutes Mirvtes 1EO -
T-Nickile o T-Mobile Minutes  Unlimied .
Use Them Or Lose Them  Afinutes - Unlimibed
™ aves Minutas Minstes  Urlimied -
SKS 300 Meassages Massages 300
Used Service B Type  WHEMEVER PEAX OFF PEAX uemm]
Incuded Pfan Minuies Minutss 278 8 48
Mobie Broadbane Megabyies - 90008 - -
[a)] Crhar Sve Prov Messages | -
tS T-hichike 1o T-4obils Minutes 162 3
m T hisg Red Massages 41 . .
[{x] Tt bisg Sent Messages 29 - -
P - nEaes Miytes Mintes - 5
) myFares Corrent Contacts
E Neme Rumber Effeciive myFaves
DOste Minutes
1 Ao 102809 €
2 Taa 12810 -
3 Dasyd 13V 16
A g John 811 18
5 Tery 20210 34
s — Remcurt Youl |
m
) Monthly Recurting Cherges 5 4%
e Enhancad Voernat s -
m Mchile Web 51 99 per NS $ i
= Msg Value Bendie 300 5 49
o
S Giodes & Adjustmans _ T
g Comorata Volume Discount s 0o
Usa; _ T
%&ﬁw&s 5 9%
Oths Charges $ 'IM]
Communicstions Relzied
Regulatary Programs Fee’ $ 18
E “Fee we collect and retan lo help cower our cost related ko 'unding aad compiyng with
& govemment mandates programs and chligations.
<Taa-.l=mmd5mqun $ u.aa]
= Govarnmenl Fees and Taxes
L Sute & Local Saies Tax s 04
Fedaral Unnrersal Service Fand 3 Qe
Sme 311 3 oz
TRS Surchame $ 004
Tolal Charges §  1672)

2013-03-06 16:02

I - -Mobile- stick together’

Stasemar: For 31814
Aecoor: Number:
CopoaiailC WEMBER DISCOUNT
Customer Service Number  1-600-337-3997
Mor 25,2012 Page 7T o 7
LOCAL AIGTHME, L ONG DISTANCE and INTERNATIONAL CHARGES
Cail . Time  Number  Cal Wnuates  Aktims | Toll Tos!
Destinstien Called Type Chargss  Chargss
Included Calls with Zoro Chavges 1872 s -8 - s -
fsuarota L e $ -]
MESSAGING CHARGES
rm Service Time  Destioalion Message Mesasgen Direction Totel
Type
Included Messagos with Zero Charges L] $ .
[susToTAL & 5 = |
WEB AND DATA USAGE CHARGES
Sarvice Time Volurme Wsesurement Totad
Web 2nd Dais Usege Cherges 0.0009 Mag abyien $ -
|sueTCOTAL 00009 - Megabyiss s -

“On e welydsta plane. awn 51 M secion, dats  rewrsied LD B e 0 saren KB euct uie and. o B ling . rounded up i he meorest M3 o2 e end 3f
king oo Il pou P mdcpde b biling, deia wil be rounded up & Ow noaresd ME @ e of Pe dhange, and char ges chay 0l
I Qisphayed saparaiy for eich plan 1034 KB = 1 NE. 1034 N8 = 1 GB.

PREMIUM SERVICES
Conatent Tima
Provider

Descriztian

OTHER SERVICE PAOVIDER CHARGES
2212 VWiseddedir 110 243 PIA ETTEVITALERTZREE21 18418

Othae Sarvics Provids: Ch: Subloty ]
SUETOTAL §

esge

Cherges
.
395

9%

| Total of AN Usage Charges $

The date and time for all messaging and d to Pacifc Time (PSTPDT]. 9/-{//2

Wi xQ .
Wlirtead el ////,//2/

ol Typre. 7A) Call Waling 8] Cal Formand (€] Conlw snce Cal (E) DataFax () maﬂélnm Yowamak () Frem ot Drsc Sad

) ntt Qe Catl 1 Matdba () WPS Call (NG Amyllable /T TAobie Nomter (L) HatSpt Tl {V) ryFaves CAI0Q T Griume Cxl




DECLARATION OF PAUL ILLICK
PURSUANT TO 28 U.S.C. § 1746

. My name is Paul Illick. I live in Modesto, California. I have personal knowledge of the facts
stated herein. If called to testify, I could and would competently testify to the facts set forth
below.

. Inearly 2013, while reviewing my T-Mobile phone bills, I noticed that there was a $9.99
charge for “Premium Services.” The bill stated that the charge was from Shaboom Media
and it contained the description “8888906150 BrnStorm23918.” I reviewed my earlier phone
bills and determined that this charge had first been placed on my bill that was due on August
21, 2012 and continued monthly through the bill that was due on February 21, 2013. True
and correct copies of these seven bills are attached to this declaration as Attachment A.

. After reviewing my bills, I called T-Mobile to ask what these charges were. The T-Mobile
representative told me it was a third-party charge that I had authorized. I told T-Mobile that I
had not authorized these charges. The T-Mobile representative agreed to refund the last two
months of the charges, but said that T-Mobile would not refund charges further back than 60
days. T-Mobile offered to put a block on my account so that I could not be billed for third-
party charges going forward.

. I then called Shaboom Media at 888-890-6150, which is the phone number that appeared on
my phone bill. The person I spoke to said that the charge was for a membership to a celebrity
gossip website. The representative said that I had authorized the charge on a webpage and
that the company would e-mail me a copy of my authorization.

. I did not receive a copy of any authorization. I called Shaboom Media at 888-890-6150 each
day for the next several days. Each time, the representative I spoke with said that the

authorization would be e-mailed, but I never received it.



6. 1do not recall ever signing up for any “celebrity gossip” service. I am over 60 years old and
have no interest in celebrity gossip. I do not recall ever sending any text messages to
Shaboom Media or visiting any websites associated with Shaboom Media.

7. On February 5, 2013, I wrote a letter to T-Mobile complaining about the unauthorized charge
from Shaboom Media. That letter is attached to this declaration as Attachment B.

8. On or about February 5, 2013, I submitted a complaint online with the Federal
Communications Commission. I received a response from the FCC shortly thereafter. My
complaint and the response are attached to this declaration as Attachment C.

9. On February 15, 2013, I sent another letter to T-Mobile requesting a refund of all the
unauthorized charges from Shaboom Media. [ stated that I had filed an online complaint
with the FCC and that I had been advised to file a complaint with the California Public
Utilities Commission if the incorrect charges were not removed. A true and correct copy of
that letter to T-Mobile is attached to this declaration as Attachment D.

10. In early March 2013, I received a letter from T-Mobile stating the T-Mobile would credit my
account for $79.92. T-Mobile’s letter also stated that T-Mobile added a Content Block to my
account to prevent future third-party charges. A true and correct copy of the letter I received
from T-Mobile is attached to this declaration as Attachment E.

11. Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in

this declaration are true and correct. Executed in Modesto, California on

&W
r —

Paul Illick




Attachment A



Your Statement Page 1 of §
Z Statement For:

Mobile Number; N

Account Number:

Important Information

Visit www. my.t-mobile.com to W |
pay your bill online, check your
Diianos & miiies, gut 0 CLE CEOTTRR Ot T T P O PR TR TR R
product support, and shop for

the latest ringtones and wallpapers

‘' - -Mobile - stick together’

for your phone!
MODESTO CA 95354-3230
[Summary ]
Previous Balance $ 113.68
Pmt Recd - Thank You $ (113.68)
Credits & Adjustments  § (20.00)
Total Past Due $ (20.00)
(Credit Balance)
Monthly Recurring Chgs 79.99
Usage Charges $ 10.19
Other Charges $ 1.61
Taxes & Surcharges $ 7.38
Total Current Charges  $ 99.17 gﬁ__ﬁ{
Current Charges Due By 8/21/12 HR
Grand Total $ 79.17

PLEASE DETACH THIS PORTION AND RETURN WITH YOUR PAYMENT PLEASE MAKE SURE ADDRESS SHOWS THROUGH WINDOW.

1.~ Statement For: PAUL S. ILLICK
== = =lylO0lie" Mobile Number: [N
]

Account Number:

28

Amount Due Amount
By 8/21/12 Enclosed
T-MOBILE $79.17
P.O. Box 51843
Los Angeles CA 90051-6143
111 T T YR U P VY LCUS GO T LR T []  ForEasyPay Option - check box and complete the

revarse side

O If you have changed your address - check box and
record new address on the reverse side.

0408384190880821120000079172953543230


http:www.my.t-mobile.com

T - -Mohile - stick together

Statement For:

Mobile Number:

Account Number:
Customer Service Number 1-800-937-8997

Jul 29, 2012 Page 2 of 5

Additional Information:

Taxes, Fees and Surcharges - Includes government fees and taxes that we collect and are required by federal, state or local law to remit to the
appropriate governmental entity (including, but not limited to, sales, use, excise, public utility, and EG11). This section may alsc include certain
feas and costs incurred by us as a result of providing service, such as universal service feas (USF). We elect to collect them in order to recover or
help defray the costs we incur. These fees, and what is included in the feas, may vary by locale and may change from time to time without notice.

Regulatory Programs Fee - We collect and retain this fee to recover some of the costs we incur to comply with local, state and federal
govemnmental mandates and programs, including, but not limited to, E911, local number portability and number pooling. We may impose the fee
whether or not the benelits of any or all of these mandates and programs are avallable to you in your, location.

Equipment Protect by Asurion (in Puerto Rico: CAPIC) is for the equipment repalr and replacerment program you may have selecled. See Equipment Protaction
Terms and Conditions at T-Mobile.com for program details.

Late Fees - May apply on past due amounts not paid by the date on page 1 of your statement. See your rale plan for details. Late fee charges
are liquidated damages and are not a penalty.

Payment By Check - When you provide a check as payment, you authorize us elther to usa information from your check 1o make a ona-time electronic fund transfer
(EFT) from your account or o process the payment as a check transaction. If we process your payment by EFT, the funds may be withdrawn tha same day we
recalva your paymant, and your cancelled check will not be returned. Please contact 1-800-837-8867 with questions.

EasyPay - EasyPay is an automatic monthly payment feature. If you enroll, the following terms and conditions apply: You authorize T-Mobile to withdraw from your bank
account or charge your credit or debit card lor the monthly charges associated with your account (including your rate plan charge, add-on sorvices selected, incidental
purchases, plus applicable taxes, fees and surcharges). We will withdraw funds or charge your card 3 days before the due date on your account. You may stop a
withdrawal or charge by giving us at least 3 business days notice before the scheduled date of withdrawal or charge. You have the right o receive notice of all varying
transfers from your bank account. We are not liable for losses of any kind as a result of an error in your account or a delayea transfer or charge. You mus! promptly
notily us in wriling of any changes lo your EasyPay inlormation and our only lability is to ruke appropriate changes after we receive your updated infermation. T-Maobile
may change these Terms and Conditions at any time by giving you notice by any means. EasyPay can be terminatad with reasanable notice by either party and all
tfransactiona authorized befare termination will be completed. Chack with your bank for any addilonal charges or fees. To anroll, complete and mail the form below or
visit www.T-Moblle.com and call 1-B00-837-8897 with any questions.

Questions about your bill? Call Cuslomer Service at 1-800-837-8887 or 611 from your T-Mobile phone (Por favor llame al 1-800-837-8397 0 611 de su leléfono
T-Mobile para preguntas de su lactura). You can also write to T-Mobile Customer Relations, PO Box 37380, Albuguerque, NM 67176-7380 or send us an email via our
websile at hitp://www.t-mobile com/contacl. CA customers, if you have a complaint you cannol resolve with us, write the Callfornia Public Utllities Commission at
Consumer Alfairs Branch, 505 Van Ness Ave., San Francisco, CA 94102, or at www.cpuc ca gov, or call 1-800-648-7670 ar TDD 1-B0D-220-6846.

NM customers may also conlact the New Mexico Public Regulation Commission at 1-888-427-5772. Puerto Rico customers: For any disputes regarding
your bill, you should notify us no later than 20 days from the date such bill was sent to you. We will notify you of our resolution regarding your
dispute within 15 days after the date in which such notification was receivad. If you disagree with our resolution, you will have the right to submit
a Petition for Review by the Telecommunications Regulatory Board of Puerto Rico, 500 Ave. Roberto H. Tedd (Pda. 18 - Santurce) San Juan,
PR 00907-3941, within 30 days of the notification of our resolution. You must send us a copy of your Patition for Review to Apartado 191957, SJ,
PR 00919-1957 Attin:Customer Service Manager. If you have any qusstions, please contact our Customer Service representatives by calling
toll-free at 1-800 937-8997 or 611 from your T-Mobile phene. please contact our Customer Service representatives by calling toll-free at

1-800 937-8887 or 611 from your T-Mobile phone.

View your bill and call details online for free, Log into your account at www tmgbile.com,

Change Of Address: [ ] EasyPay Checking [ ] EasyPay Saving
Effective Date__/___/
Addrass Bank AccountNumber: | | 1) |1 [ | 1 @ 1 1 1 J_ L I 1 ||
Y N A 0 O Y IS [ Y 0 O O Routing and TransitNumber:! | | | | [ | | | |
0 Y 9 AT 0 (O o (e O 0
y .
OO O 7 0 ) 0 O A O A i N o Wk i i v o e Py g e
State L T-Mobile 1o debit the d bk [l of my T-Mobile tillgs), | wicerstaod $iatmy
— 5 partiapation in Easy Pay |5 18 rermaln in sMact unt! cancelled in willng by me, financial inethfon o T-Moblle
Zp EREREE AT N | understand hal all torris and condiions of my T Mobie Service Agreenent remain i il force and effect
Please sign and date here for EasyPay :
Home#( ) Signature Date_ /

Busiress#( )


http:ltlil.11
http:T-Moblle.com

T - -Mobile - stick together’

Statement For: PAUL S. ILLICK
Mobile Number:
Account Number:
Customer Service Number 1-800-937-8997
Jul 29, 2012 Page 3 of §
Monthly Summary
Monthly service charges from 6/2012 . 7/28M12
Mobile Number Monthly Recurring  Credits & Usage One Time Other Taxes & Total Curren
Charges Adjustments Charges Charges Charges Surcharges Charges
B 55 5 (2000 1019 § R | 161 8 7.6 § 7017
(Dotails on Page  3)
Available Service Type WHENEVER WEEKEND |
Classic Unl Talk & Text Incl Minutes Minutes  Unlimited -
T-Mobile to T-Mobile Minutes  Unlimited -
Text Messages Messages Unlimited -
Use Them Or Lose Them  Minutes - Unlimited

Promo Even More Unl Messa Picture Messages

Messages Unlimited

REQ Plus 2GB Data Classic Mobile Broadband Gigabytes Unlimited .
[ Used Service Type WHENEVER PEAK OFF PEAK WEEKEND I
INTL Txt Msg Sent Messages 1 - - .
Included Plan Minutes Minutes - 151 2 36
Mobile Broadband Gigabytes - 0.0811  0.0036 0.0154
Other Svc Prov Messages 1 - - -
Picture Messaging Recd Messages 4 - - -
Picture Messaging Sent Messages 1 - -
Txt Msg Recd Messages 97 -
Txt Msg Sent Messages 86 - -
Account Service Detail
Amount Totals
Previous Balance $ 113.68
Payment Received On 7/119/12 $ (113.68)
[Monthly Recurring Charges $  79.99]
Classic Unl Talk & Text $ 59.99
Partial charge for Name |D Free Trial from 6/29/12 to 7/02/12 $ -
REQ Plus 2GB Data Classic $ 20.00
|Credils & Ad!ustments $ (20.03’
Ve Warranty Process Fee Ak $ (20.00)
|usage Charges $ 1019
MESSAGING CHARGES $ 0.20
PREMIUM SERVICES $ 8.99
[Other Charges_ $ 161}
Communications Related
Regulatory Programs Fee" $ 1.61
*Fee we collect and retain to help cover our costs related to funding and complying with
government mandates, programs and obligations.
|Taxes, Fees and Surcharges $ 7.38 l
Government Fees and Taxes
CA Advanced Services Fund $ 0.08
CA Relay Service and Communications Device Fund 8 0.12
Califernia High Cost Fund - A (CHCF-A) $ 0.25
California High Cost Fund - B (CHCF-B) § 0.18
California Teleconnect Fund $ 0.05
Emergency Telephone Users Surcharge Tax (911) $ 0.27



Statement For: PAUL S. ILLICK
Mobile Number:
Account Number:
Customer Service Number 1-800-937-8997
Jul 29, 2012 Page 4 of 5

Account Service Detail - (Continued)
Amount Totals
Taxes, Fees and Surcharges - (Continued)

Government Fees and Taxes - (Continued)

Universal Lifeline Telephone Service Surcharge $ 0.71

Utility Use $ 3.70
Other Fees & Government-Related Obligations**

Federal Universal Service Fund $ 1.91

Regulatory Fee $ 0.11

~*These charges relate to your service. They may be imposed on us and passed through to you
pursuant fo your contract.

*"  |Total Charges $ 79.17]|

I* - -“Mobile- stick together’




Statement For- PAUL S, ILLICK
Mobils Number:
Account Number:
Customer Service Number  1-800-837-8887
Sl 20, 2012 Page & of

5

LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES

ate  Call Time Number Call Minutes Artime Toll Total
Destination Called Type Charges  Charges
Included Calls with Zero Charges 180 s c % . S =
|susroTaL 189 $ . $ i $ -
MESSAGING CHARGES
Service Time Destination Message Messages Direction Total
Type
Included Mesanges with Zero Charges 188 s N
(DNEYRN2 HongKorg _ 600AM [EERENNT et L] Outgeing s o
[suBTOTAL 189 s 0|

WEB AND DATA USAGE CHARGES

Service Time Veolume i-uwm Total
Included Data with Zero Charges  0.0501 Gigabytes
|SUBTOTAL 00501 *  Gigabytes s - |

“On he webtla@ pans chown in Tis sactior, daila (s rounded up 1 Be nearest K8 eacch usa, and. for Billag, rounded Up 1 he nearest M3 at ®ia end of
sach bl ng cyde. i you swikch dai plans mid-eyss for Diling. dala will be raunded up 1o the naarest MB al tme of the Shange, and charges may not
be displayec separately for sach plan. 1034 KB =1 MB, 1024 MB = 1 GB.

PREMIUM SERVICES
e e e
Content Time Description Usage Total
Pravider Charges
OTHER SERVICE PROVIOER CHARGES
7/1312 Shaboom Media 600 AM E888008150 BmSiorm23816 § 899 $ 0g9
her Service Provider Charges Subtotal § 999 $ 9.99
SUBTOTAL $ 9.99 $ 9.99
|Tnuoulfu-qomr|u $  1o0.1s]

The date ard time for all messaging and data corresponds to Pacific Time (PST/FDT).

Cafl Type: (A) Col Wialling () Call Forward [C) Gonferencs Call (E) Dala/Fax (F) Moble@Motiie (G) Vorosmall (H) Fres Cabe () int Dise Call

() int Diec Gall 1o Mobdie (K) WPS Call (M) Anyiicede (T) T-Wobiie Number (U) HotSpt Gall (V) myFaves Call () T-Motse @Homs Call

e
Pl

I* - -Mobile- stick together'
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I - -Mobile- stick together’

Your Statement Page 1 of
Statement For: PAUL §

Mobile Number:

Account Number:

AT 01 028022 62565B118 A**3DGT

Important Information
Visit www.my.t-mobile.com to
pay your bill online, check your
balance & mirutes, get TR LT TR ORI PR LR PR R T U
product support, and shop for

the latest ringtones and wallpapers

for your phone!

MODESTO CA 95354-3230

[Summary |
Previous Balance $ 7917
Pmt Rec'd - Thank You § (79.17)
Total Past Due $ =

(Due Immediately)

Monthly Recurring Chgs  $ 79.99
Usage Charges $ 9.99
Other Charges $ 1.61
Taxes & Surcharges $ 7.05
Total Current Charges  $ 98.64 |
Current Charges Due By  -9/2/712)
£
Grand Total $/ 9864 a [a/\ e
PS>
kA N €

PLEASE DETACH THIS PORTION AND RETURN WITH YOUR PAYMENT PLEASE MAKE SURC ADDRESS SHOWS THROUGH WINDOW.

il o Statement For: PAUL S. ILLICK
== = = VIODLIC* Mobile Number: -

Account Number:

Amount Due Amount
By 9/21/12 Enclosed
T-MOBILE $98.64
P.C. Box 51843
Los Angeles CA 90051-6143

1 AT R U R UAR TR R U B []  For EasyPay Option - check box and complete the

reverse side

0 If you have changed your address - check box and
record new address on the reverse side.

0408384190880921120000098643953543230

Fr

35

126


http:www.my.t-mobile.com

T - “Mobile - stick together'

Statement For: PAUL S. ILLICK
Mobile Number:
Account Number;

Customer Service Number 1-800-937-8997
Aug 29, 2012 Page 2 of 5

Additional Information:

Taxes, Fees and Surcharges - Includes government fees and taxes that we collect and are required by federal, state or local law to remit to the
appropriate governmental entity {including, but not limited to, sales, use, excise, public utility, and E911). This saction may also include certain
feas and costs incurred by us as a result of providing service, such as universal service fees (USF). We elect to collect tham in order to recover or
help defray the costs we incur. These fees, and what is included in the fees, may vary by locale and may change from time to time without notice.

Regulatory Programs Fee - We collect and retain this fee to recover some of the costs we incur to comply with local, state and federal
govemmental mandates and programs, including, but not limited to, ES11, local number portability and number pooling. We may impose the fea
whether or not the benefits of any or all of these mandates and programs are available to you in your location.

Equipment Protect by Asurion {in Puerto Rico: CAPIC) is for the equipment rapair and replacement program you may have selected. See Equipment Protection
Terms and Conditions at T-Mobile.com lor program delails,

Late Fees - May apply on past due amounts not paid by the date on page 1 of your statement. Sea your rate plan for details, Late fee charges
are liquidated damages and are not a penalty.

Payment By Check - Whaen you provide a check as payment, you authorize us either to use inlormalion from your check to make & one-time electronic fund transior
(EFT) from your account or 1o process the payment as a check fransaction. If we process your payment by EFT, the funds may be withdrawn the same day we
receive your paymen, and your cancelled check will not be returned, Please contact 1-800-937-8997 with questions.

EasyPay - EasyPay is an automatic monthly payment feature. If you enroll, the following terms and conditions apply: You authoriza T-Mobile to withdraw from your bank
account or charge your credit or debit card for the monthly charges associated with your account (including your rate plan charge, add-on services selected, incidental
purchases, plus applicabie 1axes, fees and surcharges). We will withdraw funds or charge your card 3 days before the due date on your accounl. You may slop a
wilthdrawal or charge by giving us al least 3 business days nolice before the scheduled date of withdrawal or charge. You have the right to receive nofice of all varying
transiers from your bank account. We are nol liable lor losses ol any kind as a result of an error in your account or a delayed fransier or charge, You must promptly
notify us In writing of any changes to your EasyPay information and our only liability s to make appropriate changes after we receive your updaled information. T-Mobile
may change thase Terms and Conditions at eny time by giving you notice by any means. EasyPay can be terminated with reasonable notice by either party and all
transactions authorized betore tarmination will be completed. Check with your bank lor any additional cherges of fees. To enroll, complete and mail the form below or
vish www. T-Moblle. com and call 1-800-837-8997 with any questions.

Questions about your bill? Call Customer Service at 1-800-937-8997 or 611 from your T-Mobile phone (Por favor llame al 1-800-837-8887 o 611 de su teléfono

T-Mohilo para preguntas de su factura). You can also write lo T-Mobile Customer Relations, PO Box 37380, Albuquergue, NM 87 176-7380 or see additional options on
our website at hitp./Awww.t-mobile com/gontact CA customers, | you have a complaint you cannol resolve with us, write the California Public Utiities Commission al
Consumer Affairs Branch, 505 Van Ness Ave., San Francisco, CA 94102, or at www.cpuc ca.gov, or call 1-800-649-7570 or TDD 1-800-220-5846.

NM customers may also contact the New Mexico Public Regulation Commission at 1-588-427-5772. Puerlo Rico customers: For any disputes regarding
vour bill, you should notify us no later than 20 days from the date such bill was sent to you. We will notify you of our resolution regarding your
dispute within 15 days after the date in which such notification was received. If you disagree with our resolution, you will have the right to submit
a Pelition for Review by the Telecommunications Regulatory Board of Puerto Rico, 500 Ave. Roberto H. Todd (Pda. 18 - Santurce) San Juan,
PR 00907-3941, within 30 days of the notification of our resolution. You must send us a copy of your Pefition for Review to Apartado 191857, SJ,
PR 00919-1957 Attn:Customer Service Manager. If you have any questions, please contact our Customer Service representalives by calling
toll-free at 1-800 937-8997 or 611 from your T-Mobile phone. please contact our Customer Service representatives by calling toli-free at

1-800 937-8997 or 611 from your T-Mobille phone.

View your bill and call details online for free. Log into your account at www. -mobile.com.

Change Of Address: [ ] EasyPay Checking [ ] EasyPay Saving
EffectiveDate_ / _ /

Address Bank Account Number: | ||| | | | 1 1 0 1 1]
R A i VO T S L N e O O O O | Routing and Transit Number: i_l_l_l_l W 1 T

S 1 O N (A 5 T S e SO o 1 S o ) |

City

- I__ |._.[_ I_. ‘__ I_.l__l .I_l_‘_.l'_l_i__[_.‘_.l EanyPay Agreamaent: | harsty agree ®iat | have kily read and undorstand the Easy Pay sccount lerms and sondibons and that | auller

i 4 l%bhhdﬁlllﬂqﬂlﬁnihn\mlbpqmoﬂdm?%ﬂlm | understand hat my
. participation i Easy Pay s ain in . wilod i wiming by me. Bnancial mstbon o T-Mabils,
Zip |_|_”|_|_|‘! "y, ) 1) 191 | undoretand hat af lma and concitans of my T-Mobdle §srvicw Agreernont remain in il lrce and eftvct,
Please sign and dale here for EasyPay :
Homed#( ) Signature Date | S




Tobile - stick together’

o

Statement For: PAUL S. ILLICK
Mobile Number:
Account Number:
Customer Service Number 1-800-937-8997
Aug 29, 2012 Page 3 of 5
Monthly Summary
Monthly service charges from 72812 . BI2BM2
Monthly Recurring  Credits & Usage One Time Other Taxes & Total Current]
Moblle Number Cha'!gu o Adjustments Charges Charges Charges Surcharges Charges
B o S 999 § - 8 161 $ 705 $ 98.64
(Details on Page 3)
|Avallable Service Type WHENEVER WEEKEND 1
Classic Unl Talk & Text Incl Minutes Minutes  Unlimited -
T-Mobile to T-Mobile Minutes Unlimited
Text Messages Messages Unlimited -
Use Them Or Lose Them  Minutes - Unlimited
Promo Even More Unl Messa Picture Messages Messages Unlimited -

REQ Plus 2GB Data Classic

Mobile Broadband Gigabytes Unlimited -
rU-sod Service Type WHENEVER PEAK OFF PEAK WEEKEND I

Included Plan Minutes Minutes - 173 - 56
Mobile Broadband Gigabytes - 0.0188 0.0086 0.0145
Other Svec Prov Messages 1 - - i
Picture Messaging Recd Messages 12 - - -
T-Mobile to T-Mobile Minutes - - 35
Txt Msg Recd Messages 94 - - -
Txt Msg Sent Messages 83 - - -
Account Service Detail
Amount Totals
“Previous Balance $ 7917
Payment Received On 8/21/12 $ (78.17)
|Month[! Flecurrin% Charges $ 79.99|
assic Unl Ta ext $ 59.99
REQ Plus 2GB Data Classic $ 20.00
|usage Cwﬁ $ 9.99|
$ 9.99
|other Charges $ 1.61—|
Communications Related
Regulatory Programs Fee* $ 1.61

*Fee we collect and retain to help cover our costs related to funding and complying with

govermnment mandates, programs and obligations.

ﬁaxos, Fees and Surcharges

$ 705 |

Government Fees and Taxes
CA Advanced Services Fund
CA Relay Service and Gommunications Device Fund
California High Cost Fund - A (CHCF-A)
California High Cost Fund - B (CHCF-B)
California Teleconnect Fund
Emergency Telephone Users Surcharge Tax (911)
Universal Lifeline Telephone Service Surcharge
Utility Use

Other Fees & Government-Related Obligations™*
Federal Universal Service Fund
Regulatory Fee

0.07
0.10
0.20
0.14
0.04
0.26
0.56
3.69

LRI R R R

1.91
0.08

©*

e



> - -Mobile - stick together’

Statement For: PAUL S. ILLICK
Mobile Number: (I jENEE
Account Number: _

Customer Service Number 1-800-937-8997
Aug 29, 2012 Page 4 of 5

Account Service Detail - (Continued)
Amount Totals

Taxes, Fees and Surcharges - (Continued)

**These charges relate to your service. They may be imposed on us and passed through to you
pursuant 1o your contract.

|Total Charges $ _ 98.64|




Statement For: PAUL S,
Mobile Number
Account Number:
Customer Service Number  1-800-937-8997
Aug 29, 2012 Pags 5 ol §

LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES

Date Call Time Number Call Minutes Alrtima Tell Total
Destination Called Type Charges  Charges

Included Calls with Zero Charges 264 3 - ¥ . $ -
|suaToTAL 264 3 - 8 - 3 - |
MESSAGING CHARGES

™ Service _-I'Irm Destination Message  Meosages Direction Total

Type

Included Messages with Zero Charges 189 $ -
|sUBTOTAL 189 5 - |

WEB AND DATA USAGE CHARGES

Date Service Time Volume Measurement Total
Included Dsta with Zero Charges  0.0420 Gigabytas
ISUB‘IOTAL 0.0420 Gigabytes $ . ]

“On e wabkdat plans shown in hic section, dala ks rounded UD 16 he nearsst KB aach usa, and, for biling. rounded wup to e nearsct MB at he end of
sach biling yus If you switch cam plans me oy de, lor biling cate wil be rounded up 1 B cesrent M3 a1 Ire of the change. and changes may not
be dissizyed separalely for sach pan. 1024 KB = 1 MB, 1024 MB = 1 G8.

PREMIUM SERVICES
—
Date  Content Time Description Usage Total
Provider Charges
OTHER SERVICE PROVIDER CHARGES
81312 Shaboom Media E05 AM BEABE0S 150 BmSiorm@3918 § s.99 5 age
her Sarvice Provider Sublotal $ 953 $ 9w
SUBTOTAL L 8% $ 9.99
| Totai of ANl Usage Charges § 9.9 |

The dats and time for all messaging and data corresponds to Pacific Time (FSTPDT)

Call Type: (A) Call Waisng (B) Gall Forward (G) Corterence Call (E) Dam/Fax (F) Motie2Mctsie (G) Voicemall (H) Free Calls {f) infl Disc Call

() Intl Dims Call ko Motile (K) WPS Call (W) AnyMaoble (T) T-Mcbile Number (U] HotSpt Call (V) myFaves Call [X) T-Mcbie @Home Call

;- -Mobile - stick together' -



Your Statement Page 1 of

Statement For: PAUL S. ILLICK
Mobile Number:
Account Number:

[
@
=
s
@
8’ Important Information
Hut Visit www.my.t-mobile.com to AT 01 034185 BE076B131 A**3DGT
L pay your bill online, check your
&2 [valance & minutes, get LT T R T TR T R T T D T
bt product support, and shop for
,m the latest ringtones and wallpapers
]
for your phone!
@
o
Y MODESTO CA 95354-3230
& [Bummary ]
S Previous Balance $ 08,64
=% PmtRecd-ThankYou $ (98.64)
= Total Past Due $ -
E'_.( (Due Immediately)
Monthly Recurring Chgs  $ 79.99
Usage Charges $ 9.99
Other Charges $ 1.61
Taxes & Surcharges $ 7.1
Total Current Charges $ 98.70 |
Current Charges Due By 10/21/12
Grand Total $ 98.70

PLEASE DETACH THIS PORTION AND RETURN WITH YOUR PAYMENT PLEASE MAKE SURE ADDRESS SHOWS|\THROUGH WINDOW.

1~ Statement For: PAUL S. ILLICK
= = =VIODLIC" Mobile Number:

Account Number:

Amour e Amount
By 10/21/ Enclosed

T-MOBILE " $98.70 /

P.O. Box 51843

Los Angeles CA 90051-6143

|||||;|||||ulnlllrll||||"||||1]"||||||||||||!||||||rl||ulnlal|| ] For EasyPay Option - check box and comglete the
reverse side

) If you have changed your address - check box and
record new address on the reverse side.

04083841908481.021120000098707953543230

w
~


http:www.my.t-mobile.com

‘T - -Mobile- stick together

Customer Service Number 1-800-937-8997

Sep 28, 2012

Staternent For:
Mobile Number:
Account Number:

Additional Information:

are liquidated damages and

Taxes, Fees and Surcharges - Includes government fees and taxes that we collect and are required by federal, state or local law to remit to the
appropriate governmental entity (including, but not limited to, sales, use, excise, public utility, and E911). This secticn may also include certain
fees and costs incured by us as a result of providing service, such as universal service fees (USF). We elect to collect them in order to recover or
help defray the costs we incur. These fees, and what is included in the fees, may vary by locale and may change from time to time without nofice.

Regulatory Programs Fee - We collect and retain this fee to recover some of the costs we incur to comply with local, state and federal
govermental mandates and programs, including, but not limited to, E911, local number portability and number pooling. We may impose the fee
whether or not the benefits of any or all of thase mandates and programs are available to you in your location.

Equipment Protect by Asurion (in Puerto Rico: CAPIC) [s for the equipment repair and rapiacemant program you may have selected. See Equipment Protection
Terms and Conditions at T-Mobile.com for program deatails.

Late Fees - May apply on past due amounts not paid by the date on page 1 of your statement. See your rate plan for details. Late fee charges

are not a penalty.

our wabslte at H

1-800 937-8997 or 611 from

Payment By Check - When you provide a check as payment, you authoriza us oither to U se information from your check 1o make a one-time electronic fund transter
(EFT) from your account or to process the payment as a check transaction, If we process your payment by EFT, the funds may be withdrawn the same day we
receive your payment, and your cancelled check will not be returned. Please contact 1-800-837-8887 with questions,

EasyPay - EasyPay is an automatic monthly paymant featura. If you enroll, the following 1erms and conditions apply: You authorize T-Mobia to withdraw from your bank
account or charge your credit or debit card for the monthly charges assoclated with your account (including your rate plan charge, add-on services selecled, incidental
purchases, plus epplicable taxes, fees and surcharges). We will withdraw funds or charge your card 3 days belore the due date on your accoun!. You may slop a
withdrawal or charge by giving us al least 3 business days nolice belore the schaduled date of withdrawal or charge. You have tha right to receive notice of all varying
transiers from your bank account. We are not liabie for losses of any kind as a result of an error in your account or a delayed transfer or charge. You must promptly
notify us In writing of any changas fo your EasyPay information and our only liability is to make appropriate changes alter we receive your updated information. T-Mobile
may change these Tarms and Conditions at any lime by giving you notlce by any means. EasyPay can be terminated with reasonable notice by either party and all
transactions authorized befora tarmination will be completad. Gheck with your bank for any additional charges or lees. To anroll, complete and mall (he form below or

visit www. T-Mobile.com and call 1-800-837-8997 with any questions.

Questions about your bili? Gall Customer Service at 1-800-837-8967 or 611 from your T-Mobile phone (Por favor llame al 1-800-937-8997 0 611 de su lelélono

T- thiampmwmas de su factura). You can aisc write to T-Mobile Customer Relations, PO Box 37380, Albuguerque, NM 87176-7380 or see additional options on
. CA customers, if you have a complaint you cannot resolve with us, write the California Public Utilites Commission at
Consumer Aflairs B!mch 505 Van Ness Ave , San Francisco, CA 84102, or at www.cpuc._ca.gov, or call 1-800-649-7570 or TDD 1-800-220-6848,

NM customers may &lso contact he New Mexico Public Regulation Commission at 1-888-427-6772. Puerto Rico customers: For any disputes regarding
your bill, you should notify us no later than 20 days from the date such bill was sent to you. We will notify you of our resolution regarding your
dispute within 15 days after the date in which such notification was received. If you disagree with our resolution, you will have the right to submit
a Petition for Review by the Telecommunications Regulatory Board of Puerto Rico, 500 Ave. Roberto H. Todd (Pda. 18 - Santurce) San Juan,
PR 00907-3941, within 30 days of the notification of our resolution. You must send us a copy of your Patition for Review to Apartado 191957, SJ,
PR 00919-1957 Attn:Customer Service Manager. If you have any questions, please contact our Customer Service representatives by calling
toll-free at 1-800 937-8997 or 611 from your T-Mobile phone. please contact our Customer Service representatives by calling toll-free at

your T-Mobile phone.

View your bill and call details onlina for frea. Log into your account al www.\-mobile.corm,

Change Of Address:
EffectiveDate__/ /|

[1EasyPay Checking [] EasyPay Saving

Bank Account Number: | __|__|_|_I_J_J_J_ | J_J J 3 J_l_I_t_1_J
Fouling and Transit Number:|_|_| | | | | | | |

EasyPay Agresmant: | horoby agres ihal | have hilly resd and urded s and the Eacy Pay acoount ierms and conditons and that | authorize
T-btaive 10 cet ! e apecified bunk account for payment of my T-Mohile billjs). | understard Eal my

participation in Eosy Pay is 1o remain in offect untl canceled in witling by me. franclal [vstinon or T-Mabie

I aat al twerms and of my T-5dobile Sorvics Agreement remam in kull force and effect

Please sign and date here for EasyPay :
Signature Date___ /[ _/___



http:Busine.ss
www.t-rnobila,oom
http:www.cpuc.ca.gov
http:www.T-Moblle.com
http:T-Moblle.com

] - -Mobile- stick together

Statement For: PAUL S. ILLICK
Mobile Number:
Account Number:
Customer Service Number 1-800-937-8997
Sep 29, 2012 Page 3 of §
Monthly Summary
Monthly service charges from ar2eHz . 8/AN2
Monthly Recurring  Credits &  Usage One Time Other Taxes & " Total Curre
Moklle Nusmber Cha'rygoo Adjustments Charges Charges Charges Surcharges Charges
N o S 999 § T 161§ 7.41 8 %70
(Details on Page 3)
LAvaiIahIe Service Type WHENEVER WEEKEND I
Classic Unl Talk & Text Incl Minutes Minutes  Unlimited -
T-Mobile to T-Mcbile Minutes  Unlimited -
Text Messages Messages Unlimited -
Use Them Or Lose Them  Minutes - Unlimited
Promo Even More Unl Messa Plcture Messages Messages Unlimited -
REQ Plus 2GB Data Classic Mobile Broadband Gigabytes Unlimited -
Used Service Type WHENEVER PEAK OFF PEAK WEEKEND
Tncluded Plan Minutes Minutes - 270 - 33
Mobile Broadband Gigabytes - 0.0805 0.0012  0.0239
Other Sve Prov Messages 1 - - -
Picture Messaging Recd Messages 9 - - -
Picture Messaging Sent Messages 4 - - -
T-Mabile to T-Mobile Minutes - 4 - 13
Txt Msg Recd Messages 147 - - -
Txt Msg Sent Messages 105 - - -
Account Service Detail
Amount Totals
Previous Balance $ 98.64
Payment Received On 9/20/12 $  (98.64)
[Monthly Recurring Charges $ 7999
Classic Unl Talk & Text $ 59.99
REQ Plus 2GB Data Classic $ 20.00
Usage Charges $ 9.99 ]
PREMIUM SERVICES $ 9.99
|Other Charges $ 161
Communications Related
Regulatory Programs Fee* $ 1.61
*Fee we collect and retain to help cover our costs related to funding and complying with
government mandates, programs and obligations.
ITaxes. Fees and Surcharges $ 7.11 I
Government Fees and Taxes
CA Advanced Services Fund $ 0.07
CA Relay Service and Communications Device Fund $ 0.10
California High Cost Fund - A (CHCF-A) $ 0.20
California High Cost Fund - B (CHCF-B) $ 0.14
California Teleconnect Fund $ 0.04
Emergency Telephone Users Surcharge Tax (911) $ 0.26
Universal Lifeline Telephone Service Surcharge $ 0.56
Utility Use 8 3.75
Other Fees & Governmeni-Related Obligations™
Federal Universal Service Fund $ 1.91

£



T} - -Mobile - stick together’

Customer Service Number

Statement For: PAUL S. ILLICK
Mobile Number:

Account Number: | RN
1-800-937-8997

Sep 29, 2012 Page 4 of 5§
Account Service Detail - (Continued)
Amount Totals
Taxes, Fees and Surcharges - (Continued)
Other Fees & Government-Related Obligations™ - (Continued)
Regulatory Fee $ 0.08
**These charges relate to your service. They may be imposed on us and passed through to you
pursuant to your contract,
[Total Charges $ 98.70]




Statement For: PAUL S. ILLICK
Mcbile Number:
Acsount Numrber:

Cuslomer Service Number  1-800-937-8997

Sep 20, 2012 Page 5 of S

LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES

Cail Time  Number  Call Minctes  Airtime  Toll Total
Desatination Called Type Chargea  Charges
Included Calla with Zero Charges az0 $ | - -
|SUBTOTAL 320 $ - 3 . s - |
MESSAGING CHARGES
s Service Time  Destination Messsge  Msssages Direction Total
Type
Included Messages with Zerc Charges 286 ] -
|SUBTOTAL 265 s =

WEB AND DATA USAGE CHARGES

Date Service Time Volume Measurement Totsl
Included Dsta with Zero Charges  0.1057 Gigabytes
[susToTAL 01057 *  Gigabytes s - |

‘On Fia webia® plans shown in his cection, dala is reandas Up & he nearwst KB sach Uss, and, for Billng, rounded up 1o the raarest MB at e end of
wach biling cyde. If you switch cata phans mid-gyce, for biling, data wil ba rounded up io the nearest M8 at tme of e change. and charges may nct
be dinplayed separabely for oach pan. 1024 KB = 1 MB, 1024 M8 =1 GB,

PREMIUM SERVICES
Content Time Description Usage Total
Provider Charges
OTHER SERVICE PROVIDER CHARGES
91312 Shaboom Media 607 AM 8888906150 BrnSiorm23918 § 999 ) $ 8 ¥9
her Service Provider Charges Subtctal 5 98¢ $ 909
SUBTOTAL ] 9.99 $ 98
| Total of All Usage Charges s gss|

The date and time for all messaging and data comesponds to Pacic Time (PSTPDT).

Call Type: (A) Call Waiting (B) Coll Forward (C) Conterence Call (E) DakbaFax (F) Mobils2Wiokile (G) Voicsmall (H) Free Calla (1) in€ Disc Call

{4 Int Disc Call i Mobile (K] WPS Gall (M) Anyhictille (T) T-Mabie “urmbtes (U) HotSpt Call (V) myFaves Call 0 T-hicbie @Horme Cail

:’1@
IR

" - <Mobile - stick together-
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Important Information

balance & minutes, get

Visit www.my.t-mobile.com to
pay your bill online, check your

product support, and shop for
the latest ringtones and wallpapers

-Mobile - stick together

for your phone!
[Summary ]
Previous Balance $ 98.70
Pmt Rec'd - Thank You § (98.70)
a Total Past Due $ -
E;{ (Due Immediately)
L]
Monthly Recurring Chgs § 79.99
Usage Charges $ 9.99
Other Charges $ 1.61
Taxes & Surcharges $ ™
Total Current Charges §  98.70
Current Charges Due By 11/21/12
Grand Total $ 98.70

PLEASE DETACH TH!S PORTION AND HETURN WITH YOUR PAYMENT PLEASE MAKE SURE ADDRESS SNOWS THROUGH WINDOW

“F* - -Mobile-

T-MCBILE
P.O.Box 51843
Los Angeles CA 90051-6143

[|1LETT R AT VR | LT P Y PR I

Your Statement

Statement For:
Mobile Number:

PAUL S K
Account Number:

AT 01 033852 04291B132 A*3DGT

Page 1 of

ﬁ!!z !! CA 95354-3230

* Statement For:
Mobile Number; .

PAUL
Account Number: ﬂ

Amount Due
By 11/21112

$98.70

Amount
Enclosed

a For EasyPay Option - check box and complate the

raverse side

O If you have changed your address - chack box and
record new address on the reverse side.

04063841908481121120000098706953543230

[


http:www.my.t-mobile.com

I* - -Mobile- stick together

Statement For:
Mobile Number:
Account Number:

Customer Service Number 1-800-937-8997
Oct 29, 2012 Page 2 of &

Additional Information:

Taxes, Fees and Surcharges - Includes governmant fess and taxes that we collect and are required by federal, state or local law to remit to the
appropriate governmental entity (Including, but not limited to, sales, use, excise, public utility, and E811). This section may also include certain
fees and costs incurred by us as a result of providing service, such as universal service fees (USF). We elect to collect them in order to recover or
help defray the costs we incur, These fees, and what is included In the fees, may vary by locale and may change from time to time without notice.

Regulatory Programs Fee - We collect and retain this fee to recover some of the costs we incur to comply with local, state and federal
governmental mandates and programs, including, but not limited to, E911, local number portability and number pocling. We may impose the fee
whathar or not the benefits of any or all of these mandates and programs are available to you in your location.

Equipment Protect by Asurion (in Puerto Rico: CAPIC) is for the equipment repair and replacement program you may have selected. See Equipment Prolection
Terms and Conditions at T-Mobile.com for program details.

Late Fees - May apply on past due amounts not paid by the date on page 1 of your statement. See your rale plan for details. Late fee charges
are liquidated damages and are not a penalty.

Payment By Check - When you provide a check as payment, you authorize us either 1o usa information from your check to make a cne-time electronic fund fransler
{EFT) from your account of 10 process the payment as a check transaction. If we process your payment by EFT, the funds may be withdrawn the same day we
receive your payment, and your cancelled check will not be returmed. Please contact 1-800-937-8987 with questfions.

EasyPay - EasyPay Is an automatic monthly payment faature. If you enroll, the lollowing terms and conditions apply: You authorize T-Moblle 1o withdraw from your bank
accounl or charge your credit or debit card for the monthly charges asscciated with your account (including your rate plan charge, add-on services selecled, incidantal
purchases, plus applicable taxes, fees and surcharges). We will withdraw funds or charge your card 3 days before the due date on your account. You may siop a
withdrawal or charge by giving us al least 3 business days notice before the scheduled date of wilhdrawal or charge. You have the right to receive notice of all varying
transfers from your bank account. We are not liable for losses of any kind as a result of an error in your account or a delayad transfer or charge. You must promplly
notify us In writing of any changes to your EasyPay information and our anly llabllity ia 1o make appropriate changes alter we receive your updated information. T-Moblle
may change thesa Terms and Conditions at any time by giving you notica by any means. EasyPay can be terminated with reasonable notice by either party and all
transaclions authorized bafore lermination will be completed. Check with your bank for any additional charges or fees. To enrol, compiale and mail the form below or
visit www. T-Mobile.com and call 1-800-837-8887 with any questions.

Quastions about your bill? Call Customer Sarvice at 1-800-837-8887 or 611 from your T-Mobile phone (Por tavor llame al 1-800-937-8997 o 611 do su lelélono
T-Mobile para pregunias de su lactura), You can also write fo T-Mobile Customer Felations, PO Box 37380, Albuquergue, NM B7176-7380 or see additional options on
our wabsite at htip://www.t-moblie.com/contact, CA customers, Il you have a complaint you cannot resolve with us, write the California Public Utilties Commission at
Consumer Aflalrs Branch, 505 Yan Ness Ave., San Francisco, CA 84102, or at www.cpuc.ca.gov, or call 1-B00-649-7570 or TDD 1-800-229-6846,

NM customers may also contact the New Mexico Public Regulation Commission at 1-888-427-5772, Puerto Rico customers: For any disputes regarding
your bill, you should notify us no later than 20 days from the date such bill was sent to you. We will notify you of our resolution regarding your
disputa within 15 days after the date in which such notification was received. If you disagree with our resolution, you will have tha right to submit
a Petition for Review by the Telecommunications Regulatory Board of Puerto Rico, 500 Ave. Roberto H. Todd (Pda. 18 - Santurce) San Juan,
PR 00907-3941, within 30 days of the notification of our resclution. You must send us a copy of your Petition for Review to Apartado 191957, SJ,
PR 00919-1957 Atin:Customer Service Manager. If you have any questions, please contact our Customer Service representatives by calling
toll-free at 1-800 937-8997 or 611 from your T-Mobile phone. please contact our Customer Service representatives by calling toll-free at

1-800 937-8997 or 611 from your T-Mobile phona.

View your bill and call detalls online for free. Log into your account at www, I-moblle.com,

Change Of Address: [ ] EasyPay Checking [ ] EasyPay Saving
Effective Date___/ a2
Address Bank Account Number: |_J_|_|_I_1_J_1_J_J_J_|_J_J_I_J_1_J |
| O ] O O (10 O 0 O O N (Y Routing and Transit Number:[__|_|_1 | 1 | | | |
59 00 5081 1 S D (Y O O ) [N ) O
City '
I—- l- - I_ I‘- -I- !-— l- I—-l—l --I— 1——'—-- I— -[ -—I—l— [- -l EanyPay Agrosment. | hareby apros thal | have hlly read and understand e Easy Fay sccount ierms and condone and Bial | authon
State || T-Motdle 10 debit Ma bank of my T-Mobile billfe). | understand thal my

o= 1 Eawy Pay in 0 ttes! il cancalind in writing by me, inancial ingbiution or T-Moblle
Zip Y Y N O Y T | undwrstand hat all termes snd condibons of my T-Mobile Servics Agreemant remain in full force and efect

Please sign and date here for EasyPay :
S

HicRn Signature Date___/__/



http:www.cpuc.ca.gov
http:www.T-Mobde.com
http:Mobile.com

> - -Mobile - stick together’

Statement For:

K
Mobile Number:
Account Number:
Customer Service Number 1-800-937-8997
Oct 29, 2012 Page 3 of 5
Monthly Summary
Monthly service charges from 9/28/12 . 10/28/12
Monthly Recurring  Credits & One Time Other Taxes & Total Curren
Moblle Number Charygoo " Adjustments Charges Charges Charges Surcharges Charges
s 7000 $ PR 990 § - 8 ) 7118 98.70
{Details on Page 3)
lAvaiIsbls Service Type WHENEVER WEEKEND |
Classic Unl Talk & Text Incl Minutes Minutes Unlimited -
T-Mobile to T-Mabile Minutes Unlimited -
Text Messages Messages Unlimited -
Use Them Or Lose Them  Minutes - Unlimited
Promo Even More Unl Messa Picture Messages Messages Unlimited -

REQ Plus 2GB Data Classic Mobile Broadband Gigabytes Unlimited -
IUled Service Type WHENEVER PEAK OFF PEAK WEEKEND I

Included Plan Minutes Minutes 194 40
Mobile Broadband Gigabytes - 0.0338 0.0005  0.0119
Other Sve Prov Messages 1 - - -
Picture Messaging Recd Messages 9 - - -
Picture Messaging Sent Messages 2 - - -
T-Mobile to T-Mobile Minutes - - - 8
Txt Msg Recd Messages 96 - - -
Txt Msg Sont Messages 70 - - -
Account Service Detail
Amount Totals
Previous Balance $ 98.70
Payment Received On 10/1912 $ (98.70) ,
|Mon:mz Recurring Charges $ 7999
Classic Unl Talk & Text $ 59.99
REQ Plus 2GB Data Classic $ 20.00
IUsage Charges $ 9.99'
PREMIUM $ 9.99
[Other Charges $ 161}
Communications Related
Regulatory Programs Fee* $ 1.61
*Fee we collect and retain to help cover our costs related to funding and complying with
government mandates, programs and cbligations.
ITaxes, Fees and Surcharges $ 7.11 |
Government Fees and Taxes
CA Advanced Services Fund $ 0.07
CA Relay Service and Communications Device Fund $ 0.10
California High Cost Fund - A (CHCF-A) $ 0.20
California High Cost Fund - B (CHCF-B) $ 0.14
California Teleconnect Fund $ 0.04
Emergency Telephone Users Surcharge Tax (511) $ 0.26
Universal Lifeline Telephone Service Surcharge $ 0.56
Utility Use $ 3.75
Other Fees & Government-Related Obligations™
Federal Universal Service Fund $ 1.91

E e



' - -Mobile - stick together’

Statement For: PAU
Mobile Number:
Account Number:

Customer Service Number 1-800-937-8997
Oct 29, 2012

Page 4 of 5

Account Service Detail - (Continued)

Amount Totals
Taxes, Fees and Surcharges - (Continued)
Other Fees & Government-Related Obligations™ - (Continued)
$ 0.08

Regulatory Fee
“*These charges relate to your service. They may be imposed on us and passed through to you

ursuant to your contract.
lTotaI Char; $ 9870}




Statement For PALUL S. ILLICK
Mcbile Numcer:
Account Number
Customer Service Number  1-800-937-8997
Oct 26, 2012

Page S5 of &
LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES
Call _ Time  Number  Call Minutes  Airime  Toll Total
Destination Called Type Chargea Charges
Included Calls with Zero Charges 242 $ + 8§ - s -
|SUBTOTAL 242 $ - $ -
MESSAGING CHARGES
Service _ﬁm- Destinstion Message Messsages Direction Total
Type
Included Messages with Zero Charges 183 $ -
|SUBTOTAL 163 5 - 1
WEB AND DATA USAGE CHARGES
Date  Service Time Volume Measurement Total
Included Data with Zoro Chergea  0.0463 Gigabytes
|susTOTAL 00483 *  Gigabytes s - |

O e wetlaks plans shown in Sis secton, dala is rounded Up Ib this nearest KB each uss, and, for billing, roundsd up o the nearest M3 at the end of

nach biling oyde. |1 you eaiich dak plane mid-cyde, ka bding, dala wil be rounded up to ihe nearest M3 at $me of e change. and dharges may rot
be Suplayec ceparately for aach pan 1034 KB =1 M3, 1024 M3 = 1 G3.

FREMIUM SERVICES
ste  Content Time Description Usage Total
Frovider Charges
OTHER SERVICE PROVIDER CHARGES
10/13M12 Shaboom Media 6:09 AM BE68806150 BraSiorm23918 § 988 8 S 80
her Service Provider Subtetal $ 9.99 $ 9.99

SUBTOTAL £ 9.9 $ 8.9

[Total of All Usage Charges 3 099) ’

The date and time for all messaging and data comesponds to Pacific Tme (PST/POT).

Call Typs: (K) Call Waitng (B) Call Forward (C) Conferenss Gall (E) DataiFar (F) MobleZMabis (G) Vielosmal () Fres Calo () ke Diss Gal

() I Disc Call & Mokile (K] WP'S Call (M) AnyMaisbe (T) T-Moblie Number (L) HotSet Call () myFaves Call (X) T-Mcbie @Hems Call

T - -Mobile - stick together*
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Important Information

Visit www.my.t-mobile.com to
pay your bill online, check your
balance & minutes, get
product support, and shop for

the latest ringtones and wallpapers

for your phone!

[Summary |
Previcus Balance $ 98.70
Pmt Rec'd - Thank You  § (100.00)
Total Past Due $ (1.30)

(Credit Balance)

Maonthly Recurring Chgs  $ 79.99
Usage Charges $ 10.39
Other Charges $ 1.61
Taxes & Surcharges $ 7.13
Total Current Charges  § 99.12
Current Charges Due By 12/21/12

Grand Total $ 97.82

PLEASE DETACH THIS PORTION AND RETURN WITH YOUR PAYMENT PLEASE MAKE SURE ADDAESS SHi

- - -Mobile-

T-MOBILE
P.O. Box 51843
Los Angeles GA 80051-6143

|||Il""lll|||||||c|”[||[||]|'|l||l'|l||t||u||[||I|||||[|I|||a

Your Statement Page 1 of
Statement For: PAUL S. ILLICK

Mobile Number:

Account Number:

AT 02032077 25181B144 A~3DGT

UL O 11 17T ECUR TR LY Y LU LT L | T

PAUL S_ILLIC!
MODESTO CA 95354-3230

Ve

S THROUGH WINDOW.
PAUL S. ILLICK

Statement For:
Mobile Number:
Account Number:

6

‘\\_
Amount Due~ Amount
By 12/21112 L Enclosed

([ o782

.,
S

T

| For EasyPay Option - check box and complete the
raverse side

D If you have changed your address - check box and
record new address on the reverse side.

0408384190881221120000097822953543230

FE"'”:
. .E.:‘_.
S T

16


http:www.my.t-mobile.com
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Statement For: PAUL S. ILLICK
Mobile Number:
Account Number:

Customer Service Number 1-800-937-8997
Nov 29, 2012 Page 2 of 6

Additional Information:

Taxes, Fees and Surcharges - Includes government fees and taxes that we collact and are required by federal, state or local law to remit to the
appropriate governmental entity (including, but not limited to, sales, use, excise, public utility, and ES11). This section may also include cartain
feas and costs incurred by us as a result of providing service, such as universal service fees (USF). We elect to collect them in order to recover or
help defray the costs we incur. These fees, and what is included in the fees, may vary by locale and may change from time to time without notice.

Regulatory Programs Fee - We collect and retain this fee to racover some of the costs we incur to comply with local, state and faderal
governmental mandates and programs, including, but not limited to, E911, local number portability and number pocling. We may impose the fee
whaether or not the benefits of any or all of these mandates and programs are available to you in your location.

Equipment Protect by Asurion (in Puerto Rico: CAPIC) is for the equipment repair and replacement program you may have selected. Sea Equipmant Profection
Terms and Conditions at T-Mobile.com for program details.

Late Fees - May apply on past due amounts not paid by the date on page 1 of your statement. See your rate plan for details. Late fee charges
are liquidated damages and are not a penaity.

Payment By Check - Whan you provide a check as payment, you autharize us either to Lse information from your chack to make a one-time elestronic fund transfer
(EFT) frem yeur account or 1o process the payment as a check fransaction. If we process your payment by EFT, the funds may be withdrawn the same day we
rocaive your payment, and your cancelled check will not be returned. Please conlact 1-80 0-937-8097 wilh questions.

EasyPay - EasyPay is an aulomalic monthly payment feature. If you enrall, the following terms and conditions apply: You authorize T-Mabile o withdraw from your bank
account or charge your credit or deblt card for the monthly charges associated with your account (including your rate plan charge, add-on services selected, incidental
purchases, plus applicable taxes, fees and surcharges). We will withdraw funds or charge your card 3 days belore the due date on your account. You may stopa
withdrawal or charge by giving us at least 3 business days notice before the scheduled date of withdrawal or charge. You have the right 1o recaive notice of all varying
transfers from your bank account. We are not liable for losses of any kind as a result of an error In your account or a delayed transier or charge. You must promplly
nolify us in wriling of any changes to your EasyPay information and our only liability is to make appropriate changes after we receive your updated information. T-Mobila
may change these Terms and Conditions at any time by giving you nofice by any means. EasyPay can ba terminated with reasonable notice by either party and all
transactions authorized before termination will be comploted. Chook with your bank for any additional charges or fees. To enroll, complete and mail the form below or
visit www.T-Mobile.com and call 1-800-837-8987 with any questons.

Questions about your bill? Call Customer Service at 1-800-937-8897 or 611 from your T-Moblle phone (Por tavor llame al 1-B00-837-8897 o 611 de su lelélono
T-Mobile para preguntas da su factura), You can also write to T-Mobile Customer Relations, PO Box 37380, Albuquergue, NM 67176-7380 or see additional options on
our website at hitp//mww I moblle.com/contact. CA customers, it you have a complaint you cannot rasolve with us, write the California Public Utilities Commigsion at
Consumer Affairs Branch, 506 Van Ness Ave., San Francisco, CA 84102, or al www.cpuc.ca gov, or call 1-B00-548-7570 or TDD 1-800-220-6845.

NM customers may also contact the New Mexico Public Regulation Commission at 1-866-427-5772, Puerto Rico customers: For any disputes regarding
your bill, you should notify us no later than 20 days from the date such bill was sent to you. We will notify you of our resolution regarding your
dispute within 15 days after the date in which such nefification was received. If you disagree with our resolution, you will have the right to submit
a Petition for Review by the Telecommunications Regulatory Board of Puerto Rico, 500 Ave. Roberto H. Todd (Pda. 18 - Santurce) San Juan,
PR 00907-3941, within 30 days of the nolification of our resolution. You must send us a copy of your Paetition for Review to Apartado 191957, 8J,
PR 00918-1857 Atin:Customer Service Manager. If you have any questions, please contact our Customer Service representatives by calling
toll-free at 1-800 937-8887 or 611 from your T-Mobile phone. please contact our Customer Service representatives by calling toll-free at

1-800 937-8997 or 611 from your T-Mobile phone.

View your bill and call details online for free. Log info your account at www.t-moblle.com,

Change Of Address: [ ] EasyPay Checking [ ] EasyPay Saving

Effective Date__/___ /[

Addrass Bank Account Number:| || | 11 | ) 1 J_J_J_J_J J_J1_J_|
O N S Routing and TransitNumber:|__|_|_1_|_| | | | }
L [ T

Gity

— ...l_.l_l_!—.l——l—!—l—l—l— |— i \¥|_ L-l EasyPay Agreerment. | hereby agioe hal | nave kil read and understand ™o Easy Pay aceount terms and condiions aad thal | sulhori;

Slabo | l | T-Mobvlg i clobit the specified bank azcount for payment of my T-Mobile bill{s). | understand hat my
e particigation in Easy Pay is to remain in offect unll cancolled in writing by me, inanclal insttuton o T-Mobile
Zip O e OO O S A W I uncher staved 1181 adl terrmi a0 CORGINoNS of my T-Mobile 5ervioe Agroement remain n full leree and offoct
Please sign and date here for EasyPay :
Home#( ___ Signature Date /_/



http:�!'�:tu.ti
http:www.cpuo.ca.gov
http:www.T-Mob,e.com

J* - -Mobile-

Statement For: PAUL S. ILLICK
Mobile Number:

Account Number:

Customer Service Number 1-800-937-8997
Nov 28, 2012 Page 3 of 6
his line is primarily used:
MODESTO CA 95354-3230
Monthly Summary
Monthly service charges from 10/28/12 . 1172812
Monthly Recu Credits & Usage One Time Other Taxes & Total Curren
rhb“' Number Ch-rygos . Adjustments Ch:r%es Charges Charges Surcharges Charges
$ 7098 § . $ 1039 § - $ 1.61 § 713 § 99.12
(Details on Page 3 )
Available Service Type WHENEVER WEEKEND [
Classic Unl Talk & Text Tncl Minutes Minutes  Unlimited .
T-Mobile to T-Mobile Minutes  Unlimited -
Text Messages Messages Unlimited -
Use Them Or Lose Them  Minutes - Unlimited
Promo Even More Unl Messa Picture Messages Messages Unlimited -
REQ Plus 2GB Data Classic Mobile Broadband Gigabytes Unlimited -
|Used Service Type WHENEVER PEAK OFF PEAK WEEKEND I
INTL Txt Msg Sent Messages 2 - . -
Included Plan Minutes Minutes - 248 8 24
Maobile Broadband Gigabytes - 0.0705 0.0077 0.0243
Other Sve Prov Messages 1 - - -
Picture Messaging Recd Messages 1 - -
Txt Msg Recd Messages 150 - - -
Txt Msg Sent Messages 117 -
Account Service Detail
Amount Totals
Previous Dalance 9 88.70
Payment Received On 11/21/12 $ (100.00)
lMonthl! Flecurrinq Charg_a.s S 79.99]
assic Unl Talk & Text $ 59.98
REQ Plus 2GB Data Classic $ 20.00
Usage Charges $ 10.39]
MESSAGI $ 0.40
PREMIUM SERVICES $ 9.99
[Other Charges $ 161
Communications Related
Regulatory Programs Fee* $ 1.61
*Fee we collect and retain to help cover our costs related to funding and complying with
govermment mandates, programs and obligations.
|Taxas. Fees and Surcharges $ T.M
Government Fees and Taxes
CA Advanced Services Fund $ 0.07
CA Relay Service and Communications Device Fund 8 0.10
California High Cost Fund - A (CHCF-A) s 0.20
California High Cost Fund - B (CHCF-B) $ 0.14
California Teleconnect Fund $ 0.04
Emergency Telephone Users Surcharge Tax (911) $ 0.26



I* - -Mobile-

Statement For:
Mobile Number:
Account Number:

Customer Service Number 1-800-937-8997

Nov 28, 2012 Page of 6
Account Service Detail - (Continued)
Amount Totals
Taxes, Fees and Surcharges - (Continued)
Government Fees and Taxes - {Continued)
Universal Lifeline Telephone Service Surcharge $ 0.56
Utility Use $ 8.77
Other Fees & Government-Related Obligations™
Federal Universal Service Fund $ 1.91
Regulatory Fee $ 0.08
“These charges relate to your service. They may be imposed on us and passed through to you
pursuant to your contract.
|Total Charges $ 97.82|




Statement For: PAUL S. ILLICK
Mabile Number:
Account Number:
Customer Service Number  1-800-937-8997
Nov 29, 2012 Page 5 of ©

LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES

- *Mobile-

Statement For: PAUL S, ILLICK

Mcbie Number
Account Number:
Customer Service Number  1-800-937-8997
Nov 28,2012 Fage o &
| Total of All Usage Charges $ 1039

Date Call Time Number Call Minutes Alrtime Toll Total
Destination Called Typo Charges Charges

Included Calls with Zero Charges 281 $ - 8 - $ -
|SUBTOTAL 281 $ - 8 - $ - |
MESSAGING CHARGES

Date  Service Time  Destination Messsge Messages Direction Total

Type

Included Measages with Zero Gherges 268 $ -
11/08/12 Hong Kong 728 AM [ Text 1 Outgoing $ 0.20
110812 HongKeng  B4aAM]  — fTen 1 Outgeing § 020
|SUBTOTAL 270 $ o4)

WEB AND DATA USAGE CHARGES

Date Service Time Volume Measurement Total
Included Deta with Zero Charges  0.1026 Gigabytes )
[susToTAL 01026 *  Gigabytes $ - |

*On he webikiak plans shown in this secion, data is rounded up b the nearest KB sach use, and, for billing. rounded up io the nearest MB at the end of
sach biling cyde I you switch dam plane mid-cyde, for biling, data will be rounded up i the nearest ME at ma of he change, and charges may net
be displayed separately for each plan. 1024 KB = 1 MB, 1024 MB =1 GB.

PREMIUM SERVICES
Date  Content Time Description Usage Total
Provider Charges
OTHER SERVICE PROVIDER CHARGES
1113/12 Shaboom Media10:32 AM 8888908150 BrnStorm23918 $ 999 ] 888
her Service Provider es Subtotal $ 9.99 $ 9,99
SUBTOTAL $ 9.99 $ 9.99

Call Type: (A) Call Wailng (3) Call Forward (C) Contersnos Call (E) DataFax (F) Mobils@Mabile (G) Volcemad () Free Cals (1) ind Disc Cal

{4) Int Disc Call ko Mobile (K) WPS Gall (M) AnyMobils (T) T-Mabile Number {U) HatSpt Call (V) myFaves Call {X) T-Mobile @Home Call

The date and time for all messaging and data comesponds to Pacffic Time (PST/PDT)

Call Type: (A) Call Wailing (B) Call Forwasd (C) Conference Call (E) Data/Fax (F) Moble2Moble (G) Voicemall () Fres Galls (1) Ing Disc Cal

() Infl Disc Call to Mobile () WP Gail (M) Anyhotle (T) T-Mobile Nurmber (U) HolSpt Gall (V) myFaves Call (X) T-Mobile @Home Call



http:Dllcc:.11

T - -Mobile+

Important Information

Visit www.my.t-mobile.com to

pay your bill online, check your
balance & minutes, get

product support, and shop for

the latest ringtones and wallpapers

for your phone!

[Summary ]
Previous Balance $ 97.82
Pmt Rec'd - Thank You § (97.82)
Total Past Due $ -

(Due Immediately)
Monthly Recurring Chgs  § 79.99
Usage Charges $ 9.99
Other Charges $ 1.61
Taxes & Surcharges $ 7.1
Total Current Charges  $ 98.70 |
Current Charges Due By 1/21/13
Grand Total $ 98.70

Your Statement Page 1 of
Statement For: PAUL S. ILLICK
Mobile Number:

Account Number: [ RSN

AT 01 030662 45454B118 A**3DGT

Illll‘lll“III'IIIIIIIIIII'I‘IIl'll“lIII!"'III"IIII’III"IIIIl

PAUL S. ILLICK
MODESTO CA 95354-3230

PLEASE DETACH THIS PORTION AND RETURN WITH YOUR PAYMENT PLEASE MAKE SURE ADDRESS SHOWS THROUGH WINDOW.
PAUL S. ILLICK

** - -Mobile-

T-MOBILE
P.O. Box 51843
Los Angeles CA 90051-6143

Statement For:
Mobile Number:
Account Nu T

S,

Amount Due |Y  Amount
By 1/21113 ) Enclosed

$98.70

O For EasyPay Option - check box and complete the
reverse side

O If you have changed your address - check box and
record new address on the reverse side.

0408384190880121130000098707953543230


http:www.my.t-mobile.com

I - -Mobile-

Statement For:
Mobile Number:
Account Number:

Customer Service Number 1-800-937-8997
Dec 29, 2012 Page 2 of 6

Additional Information:

Taxes, Fees and Surcharges - Includes government fees and taxes that we collect and are required by federal, state or local law to remit to the
appropriate governmental entity (including, but not limited to, sales, use, excise, public utility, and E911). This section may also include certain
fees and costs incurred by us as a result of providing service, such as universal service fees (USF). We elect to collect them in order to recover or
help defray the costs we incur. These fees, and what is included in the fees, may vary by locale and may change from time to time without notice.

Regulatory Programs Fee - We collect and retain this fee to recover some of the costs we incur to comply with local, state and federal
governmental mandates and programs, including, but not limited to, E911, local number portability and number pooling. We may impose the fee
whether or not the benefits of any or all of these mandates and programs are available to you in your location.

Equipment Protect by Asurion (in Puerto Rico: CAPIC) is for the equipment repair and replacement program you may have selected. Sea Equipment Protection
Terms and Conditions at T-Mobile.com for program details.

Late Fees - May apply on past due amounts not paid by the date on page 1 of your statement. See your rate plan for details. Late fee charges
are liquidated damages and are not a penalty.

Payment By Check - When you provide a check as payment, you authorize us either to use information from your check to make a one-time electronic fund transfer
(EFT) from your account or to process the payment as a check transaction. |f we process your payment by EFT, the funds may be withdrawn the same day we
receive your payment, and your cancelled check will not be returned. Please contact 1-800-837-8997 with questions.

EasyPay - EasyPay is an automatic monthly payment feature. If you enroll, the following terms and conditions apply: You authorize T-Mobile 1o withdraw from your bank
account or charge your credit or debit card for the monthly charges assoclated with your account (including your rate plan charge, add-on services selected, incidental
purchases, plus applicable laxes, fees and surcharges). We will withdraw funds or charge your card 3 days before the due date on your account. You may stop a
withdrawal or charge by giving us at least 3 business days notice before the scheduled date of withdrawal or charge. You have the right to receive notice of all varying
transters from your bank account. We are not liable for losses of any kind as a result of an error in your account or a delayed transfer or charge. You must promplly
notify us in writing of any changes to your EasyPay information and our only liability is to make appropriale changes after we receive your updated information. T-Mobile
may change these Terms and Conditions at any time by giving you notice by any means. EasyPay can be terminated with reasonable notice by either party and all
transactions authorized before lermination will be completed. Check with your bank for any additional charges or fees. To enrall, complete and mail the form below or
visit www.T-Mobile.com and call 1-800-937-8997 with any questions.

Questions about your bill? Call Customer Service at 1-B00-837-8997 or 611 from your T-Mobile phone (Por favor llame al 1-B00-837-8897 0 611 de su teléfono
T-Mobile para preguntas de su faclura). You can also write to T-Mobile Customer Relations, PO Box 37380, Albuguerque, NM B7176-7380 or see additional options on
our website at http://iwww.1-mobile.com/contact CA customers, if you have a complaint you cannot resolve with us, write the California Public Utilitles Commission at
Consumer Affairs Branch, 505 Van Ness Ave., San Francisco, CA 84102, or al www.cpuc.ca.gov, or call 1-800-648-7570 or TDD 1-800-229-6846.

NM customers may also contact the New Mexico Public Regulation Commission at 1-888-427-5772. Puerto Rico customers: For any disputes regarding
your bill, you should notify us no later than 20 days from the date such bill was sent to you. We will notify you of our resolution regarding your
dispute within 15 days after the date in which such nofification was received. If you disagree with our resolution, you will have the right to submit
a Petition for Review by the Telecommunications Regulatory Board of Puerto Rico, 500 Ave. Roberto H. Todd (Pda. 18 - Santurce) San Juan,

PR 00907-3941, within 30 days of the notification of our resolution. You must send us a copy of your Petition for Review to Apartado 191957, SJ,
PR 00919-1957 Attn:Customer Service Manager. If you have any questions, please contact our Customer Service representatives by calling
toll-free at 1-800 937-8997 or 611 from your T-Mobile phone. please contact our Customer Service representatives by calling toll-free at

1-800 937-8997 or 611 from your T-Mobile phone.

View your bill and call details online lor free. Log into your account al www.1-mobile.com.

Change Of Address: [ ] EasyPay Checking [ ] EasyPay Saving
Effectve Date__/ /[
Addnass Bank Account Number: | _J__|__ {11 | | 1| | _|_|_|_|_|_]
T N A N L [ SN (O e s Routing and Transit Number:] | | | | | | | | |
S Y N )
City )
i l_ I,_l_,_i_l_,_L_I_.i_..i_l_l.-.l_i_l__. |_.[_.]__| EasyPay Agooment | hereby agreo thal | have Rty read and understand e Easy Pay sccount berme and condiBons and that | aufior
SM ! | l T-“i.*l'.ldlﬂln ‘bank account for of my T-Mobile biis). | undersand hat my
—— participabon in Easy Pay i in in #fiect untl canceled in wiiing by me, financial insbuion or T-Mobile,
Zip R T IO | understand halal terms and condiions of my T-Moble Service Agreement remain in &l force and effect
Please sign and date here for EasyPay :
Home#( ) Signature, Date L4

Business#( )


www.t-mobj!e
http:www.cpuc.ca.gov
http:ttwww,t-moblle,corntcootact
http:www.T-Mobile.com
http:T-Mobile.com

‘[ - -Mobile-

Statement For: PAUL S. ILLICK

Mobile Number:
Account Number:

Customer Service Number 1-800-937-8997

Dec 29, 2012 Page 3 of 6
ich this line is primarily used:
MODESTO CA 95354-3230
Monthly Summary
Monthly sarvice charges from 11/20M12 - 1272812
- Mon Recurrin Credits & Usage One Time Other Taxes & Total Curren
Moblle Nember Chmalrygu v Adjustments Charges Charges Charges Surcharges Charges 1
$ 7999 § . $ 988 § - $ 161 § 711 8 98.70
{Details on Page 3 )
[Available Service Type WHENEVER WEEKEND |
Classic Unl Talk & Text Incl Minutes Minutes  Unlimited -
T-Mobile to T-Mobile Minutes  Unlimited -
Text Messages Messages Unlimited -
Use Them Or Lose Them  Minutes Unlimited
Promo Even More Unl Messa Picture Messages Messages Unlimited -
REQ Plus 2GB Data Classic Mobile Broadband Gigabyias Unlimited -
IUsed Service Type WHENEVER PEAK OFF PEAK WEEKEND l
Included Plan Minutes Minutes - 382 1 193
Mobile Broadband Gigabytes - 0.0586  0.0000 0.0030
Other Svc Prov Messages 1 - - -
Picture Messaging Recd Messages 3 - - -
T-Mabile to T-Mobile Minutes - 2 - 2
Txt Msg Recd Messages 167 - -
Txt Msg Sent Messages 126 - - -
Account Service Detail
Amount Totals
Previous Balance $ 97.82
Payment Received On 12/20/12 $ (97.82)
IMonthI! Racurrin% Charges $ 79.99]
lassic Unl Tak & Text $ 59.99
REQ Plus 2GB Data Classic $ 20.00
IUsage Charges $ 9.99]
$ 9.99
IOther Charges $ 1.61 I
Communications Related
Regulatory Programs Fee* $ 1.61
*Fee we collect and retain to help cover our costs related to funding and complying with
government mandates, programs and obligations.
[Taxes} Fees and Surcharges $ 7.11 |
Government Fees and Taxes
CA Advanced Services Fund $ 0.07
CA Relay Service and Communications Device Fund $ 0.10
California High Cost Fund - A (CHCF-A) $ 0.20
California High Cost Fund - B (CHCF-B) $ 0.14
California Teleconnect Fund $ 0.04
Emergency Telephone Users Surcharge Tax (911) $ 0.26
Universal Lifeline Telephone Service Surcharge $ 0.56

e



T - -Mobile-

Statement For: PAUL S. ILLICK
Mobile Number:
Account Number:

Customer Service Number 1-800-937-8997

Dec 29, 2012 Page 4 of 6

Account Service Detail - (Continued)

Amount Totals
Taxes, Fees and Surcharges - (Continued)
Government Fees and Taxes - (Continued)
Utility Use ' $ 3.75
Other Fees & Government-Related Obligations™*
Federal Universal Service Fund $ 1.91
$ 0.08

Regulatory Fee

"*These charges relate to your service. They may be imposed on us and passed through to you
pursuant to your contract.

[Total Charges

$ 98.70]|




Statement For: PAUL 8, ILLICK
Mobile Number:
Account Number

Customer Service Number  1-800-937-8997

Dec 28, 2012 Fage § of @

LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES

Date Call Time Number Call Minutes Alrtime Toll Tatal
Destination Calied Type Charges  Charges
Inciuded Calis with Zero Charges 580 $ - 3 - .
|suBToTAL 580 $ - 3 - 3 - |
MESSAGING CHARGES
Service Time Destination Message Messages D-Iru:tnn Total
Type
Included Measages with Zero Charges 208 $ .
[susToTAL 295 s - |

WEB AND DATA USAGE CHARGES

Date Service Time Volume Measurement Total
Included Data with Zero Charges  0.0616 Gigabytes
[SUBTOTAL 0.0616 *  Gigabytes 5 - |

*On the webidata plane shown in this saction, data is rounded up to the nearest KB sach use, and, for biling, rounded up to the nearest MB at e end of
sach biling cyde. (f you switch data plans mid-cycle, for biling, data will be reunded up o the nearest MB atime of he changs, and chasges may not
be displayed separately for sach plan. 1024 KB = | MB, 1024 MB = 1 G8

PREMIUM SERVICES
Date Cantent Time Description Usage Total
Provider Charges
OTHER SERVICE PRCVIDER CHARGES
12/13/12 Shaboom Media12:18 PM 8888906150 BrnStorm23918 $ 9.99 ] 9.89
Other Service Provider Ch Subtotal $ 9.95 § 999
SUBTOTAL s 9.98 $ 8.99
| Total of All Usage Charges $  9.99)

Cal Type: (A} Cal Walting (B) Call Forward (C) Conference Cali (E) Data/Fax (F) Mobile2Mcbile (G) Volcemad (M) Fres Calis () intf Disc Call

(4) =8 Disc Call 1o Mobile () WPS Cail (M) AnyMablis (T) T-Meblle Numbar (U) HotSpt Call (V) myFaves Call (X) T-Mcbile @Home Call

‘[ - -Mobile-

Statement For PAUL S. ILLICK
Mobile Number:

Account Number: _
Customer Service Number  1-800-937-8997
Dec 28, 2012

The date and time for all messaging and data cotresponds to Pacific Time (FST/PDT)

Call Type: (A) Call Waiting (B) Call Farward (C) Cenference Cal (E) Data/Fax (F) Moble2Mablle (G) Voicamail (H) Fres Calls (i) Inf Diss Call

) Intl Dis< Call fo Mobile (K) WPS Cail (M) AnyMotile (T) T-Mcbile Nurser (U) HotSpt Call (V) myFaves Call (X) T-Motile @Homs Call
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Important Information

Visit www. my.t-mobile.com to

pay your bill online, check your
balance & minutes, get

product support, and shop for

the latest ringtones and wallpapers
for your phone!

[Summary |
Previous Balance $ 98.70
Pmt Rec'd - Thank You § (98.70)
Total Past Due $ -

(Due Immediately)
Monthly Recurring Chgs  § 79.99
Usage Charges $ 9.99
Other Charges $ 1.61
Taxes & Surcharges $ 7.28
Total Current Charges  § 98.87
Current Charges Due By 2/21/13
Grand Total $ 98.87

Your Statement Page 1 of 6
Statement For: PAUL S. ILLICK

Mobile Number:
Account Number: NN

AT 01030329 72060B125 A**3DGT

PAUL S. ILLICK
MODESTO CA|B)E) |

PLEASE DETACH THIS PORTION AND RE TURN WITH YOUR PAYMENT PLEASE MAKE SURE ADDRESS SHOWS THROUGH WINDOW.

‘[* - -Mobile-

T-MOBILE

P.O. Box 51843

Los Angeles CA 90051-6143

(| LUTTTRRECTAL | CCTRLEY L U O UL | SETTTY | ELRRY | TR

ik
s
573 22
@88 2%
S
Statement For: PAUL S. ILLICK
Mobile Number:
Account Number: °
Amount Due Amount
By 2/2113 Enclosed
$98.87

O For EasyPay Option - check box and complete the
reverse side

0 If you have changed your address - check box and
record new address on the reverse side.

0408384190880221130000098870953543230 0


http:www.my.t-mobile.com

T - -Mobile-

Statement For:
Mobile Number:
Account Number:

Customer Service Number 1-800-937-8997
Jan 29, 2013 i Page 2 of 6

Additional Information:

Taxes, Fees and Surcharges - Includes government fees and taxes that we collect and are required by federal, state or local law to remit to the
appropriate governmental entity (including, but not limited to, sales, use, excise, public utility, and E911). This section may also include certain
fees and costs incurred by us as a result of providing service, such as universal service fees (USF). We elect to collect them in order to recover or
help defray the costs we incur. These fees, and what is included in the fees, may vary by locale and may change from time to time without notice.

Regulatory Programs Fee - We collect and retain this fee to recover some of the costs we incur to comply with local, state and federal
govemmental mandates and programs, including, but not limited to, E911, local number portability and number pooling. We may impose the fee
whether or not the benefits of any or all of these mandates and programs are available to you in your location.

Equipment Protect by Asurion (in Puerto Rica: CAPIC) is for the equipment repair and replacement program you may have selected. See Equipment Protection
Terms and Conditions at T-Mobile.com for program details.

Late Fees - May apply on past due amounts not paid by the date on page 1 of your statement. See your rate plan for details. Late fee charges
are liquidated damages and are not a penalty.

Payment By Check - When you provide a check as payment, you authorize us either lo use information from your check to make a cne-time electronic fund transfer
(EFT) from your accourit or to process the payment as a check transaction. If we process your payment by EFT, the funds may be withdrawn the same day we
receive your payment, and your cancelled check will not be returned. Please contact 1-800-837-8897 with questions.

EasyPay - EasyPay is an automatic monthly payment feature. If you enroll, the following terms and conditions apply: You authorize T-Mobile to withdraw from your bank
account or charge your credit or debit card for the monthly charges associated with your account (including your rate plan charge, add-on services selected, incidental
purchases, plus applicable taxes, fees and surcharges). We will withdraw funds or charge your card 3 days before the due date on your account. You may stop a
withdrawal or charge by giving us at least 3 business days nofice belore the scheduled date of withdrawal or charge. You have the right to receive notice of all varying
transfers from your bank account. We are not liable for losses of any kind as a result of an error in your account or a delayed transfer or charge. You must promptly
notify us in writing of any changes to your EasyPay information and our only liabllity is to make appropriate changes afler we receive your updated information. T-Mobile
may change these Terms and Conditions at any time by giving you notice by any means. EasyPay can be terminated with reasonable notice by either party and all
transactions authorized before termination will be completed. Check with your bank for any additional charges or fees. To enroll, complete and mail the form below or
visit www.T-Mobile.com and call 1-800-937-8997 with any questions.

Questions about your bill? Call Customer Service at 1-B00-937-8807 or 611 from your T-Mobile phone (Por favor llame al 1-800-937-8997 ¢ 611 de su telélono
T-Mobile para preguntas de su factura). You can also write to T-Mobile Customer Relations, PO Bax 37380, Albuquerque, NM 87176-7360 or see additional options on
our website at hitp /mwww. -mobile.com/contact, CA customers, If you have a complaint you cannot resolve with us, write the California Public Utilities Commission at
Consumer Atfairs Branch, 505 Van Ness Ave., San Francisco, CA 94102, or al www.cpuc.ca.gov, or call 1-800-849-7570 or TDD 1-800-229-6846.

NM customers may also contact the New Mexico Public Regulation Commission at 1-888-427-5772. Puerto Rico customers: For any disputes regarding
your bill, you should notify us no later than 20 days from the date such bill was sent to you. We will notify you of our resolution regarding your
dispute within 15 days after the date in which such notification was received. If you disagree with our resolution, you will have the right to submit
a Petition for Review by the Telecommunications Regulatory Board of Puerto Rico, 500 Ave. Roberto H, Todd (Pda. 18 - Santurce) San Juan,
PR 00907-3941, within 30 days of the notification of our resolution. You must send us a copy of your Patition for Review to Apartado 191857, SJ,
PR 00919-1957 Attn:Customer Service Manager. If you have any questions, please contact our Customer Service representatives by calling
toll-free at 1-800 937-8997 or 611 from your T-Mobile phone. please contact our Customer Service representatives by calling toll-free at

1-800 937-8997 or 611 from your T-Maobile phone.
View your bill and call details online for free. Log into your account at www.|-moblle.com,

Change Of Address: [ ] EasyPay Checking [ ] EasyPay Saving
Effective Date___ /[ /|
o Bank Account Number: | 11| 1| 1| I\ [ _J_ 1 | | | | ||
N N o | I o Routing and Transit Number:|__[_ ||| | | | | |
) [ B (N [ M) N [ (] U e Y 0
City
O O Lt EasyPay Agreament: | horeby agres that | have fully read and Understand Bhe Eaey Pay acoountlerms and conditons and hat | auther
St&ta ‘ I | Iuhwuwmwuwuﬂmiﬂq.lwwm
s — parscpalion in Easy Pay is 1o remain in effect untl cancelled in wriling by me. fnandal inctitluion or T-Mobile,
Zip U, O ) O O | { understand Nt al terms and condiSons of my T-Motde Service Agreement remain in Al ferca and aifect
Please sign and date here for EasyPay :
Home ) - i i

Business#( )


www.!�mobQe
http:atwww.cpuc.ca.gov
http:www.T-Mobile.com
http:T-Moblle.com

I* - -Mobile~

Staternent For:
Mobile Number:
Account Number:

PAUL S. ILLICK

Customer Service Number 1-800-937-8997
Jan 29,2013 Page 3 of 6
Addr ich this line is primarily used:
MODESTO CA 95354-3230
Monthly Summary
Monthly servica charges from 12/20/12 . 1/28M3
. Monthly Recurring  Credits & Usage One Time Other Taxes & Total Curren
Mobile Number Char’g‘;n Adjustments Charges Charges Charges Surcharges Charges
s 5 ¢ ey 500§ s T61 S 728 8 38,67
(Details on Page 3 )
IAvnilable Service Type WHENEVER WEEKEND ]
Classic Unl Talk & Text Incl Minutes Minutes Unlimited -
T-Mobile to T-Mobile Minutes Unlimited .
Text Messages Messages Unlimited -
Use Them Or Lose Them  Minutes - Unlimited
Promo Even More Unl Messa Picture Messages Messages Unlimited -

PEAK OFF PEAK WEEKEND |

REQ Plus 2GB Data Classic Mobile Broadband Gigabytes Unlimited
|Used Service Type WHENEVER

Included Plan Minutes Minutes 90 a8 48
Mobile Broadband Gigabytes - 0.3141  0.0013 0.0141
Other Svec Prov Messages 1 - - -
Picture Messaging Recd Messages 3 - - <
T-Mobile to T-Mobile Minutes - 1 - 1
Txt Msg Recd Messages 87 - ” .
Txt Msg Sent Messages 74 - - -
Account Service Detail
Amount Totals
Previous Balance $ 98.70
Payment Received On 1/18/13 $ (98.70)
{Monthly Recurring Charges . $ __ 79.99)
assic Unl Ta ext $ 59.99
REQ Plus 2GB Data Classic $ 20.00
|usage Chnrgu $ 9.99
$ 9.99
|Other Charges 3 1.61]
Communications Related
Regulatory Programs Fee* $ 1.61
*Fee we collect and retain to help cover our costs related to funding and complying with
government mandates, programs and obligations.
[ Taxes, Fees and Surcharges s 728 |
Government Fees and Taxes
CA Advanced Services Fund $ 0.07
CA Relay Service and Communications Device Fund $ 0.10
California High Cost Fund - A (CHCF-A) $ 0.20
California High Cost Fund - B (CHCF-B) $ 0.14
California Teleconnect Fund $ 0.30
Emergency Telephone Users Surcharge Tax (911) $ 0.26
Universal Lifeline Telephone Service Surcharge $ 0.56

l“"'}‘



T’ - -Mobile-

Statement For: PAUL S. ILLICK
Mobile Number:
Account Number:

Customer Service Number 1-800-937-8997

Jan 29, 2013 Page of 6
Account Service Detail - (Continued)
Amount Totals
Taxes, Fees and Surcharges - (Continued)
Government Fees and Taxes - (Continued)
Utility Use $ 3.76
Other Fees & Government-Related Obligations™
Federal Universal Service Fund $ 1.81
Regulatory Fee $ 0.08
“*These charges relate to your service. They may be imposed on us and passed through to you
pursuant to your contract.
|T0tal Charges $ 98.87]




Statement For: PAUL S. ILLICK

Mcbile Number:
Account Number;
Customer Service Number  1-800-937-8997
Jan 29, 2013 Page 8 of 8
LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES
e Cel Time  Nember  Call Minutes  Altime  Toll Total
Destination Called Type Charges  Charges
Included Calls with Zero Charges 178 $ -8 - $ -
[sUeTaTAL 178 s - $ - 3 -]
MESSAGING CHARGES
Service Time  Destination Message Measages Direction Total
Type
Included Messagea with Zero Charges 184 .
|susToTAL 184 -
WEB AND DATA USAGE CHARGES
Date Servico Time Volume Measurement Total
Included Data with Zero Charges  0.3296 Glgabytes
SUBTOTAL 0.3296 -  Gigabytes 3 —

*On the wobidata plans Shown in this secSon, data is rounded up o he nearest KB each use, and, for tiling, roeunded up 1o the nearest MBS at fe end of
sach biling cyde. If you switch dain plans mid-cyde, lor billing, dats will ba rounded Up to the nearest M3 at Emas of the changs, and charges may nat
be displayed separately for each plan. 1024 KB =1 MB, 1024 MB = 1 GB,

PREMIUM SERVICES
e  Content Time Deacription Usage Total
Provider Charges

QOTHER SERVICE PROVIDER CHARGES

1/1313 Shaboom Medial1:41 AM 88688906150 BmSworm23918 § 9.99 289

Other Service Provider es Subtolal $ 2.99 $ 9.99

SUBTOTAL $ 9.99 $ 9.99
[Total of All Usage Charges $ 9.99]

Cal Type: {A) Call Wailng {B) Call Forward {C] Conference Cafl (E) Data/Fax (F) Mobile2Motie (G} Voicemai (H) Free Cals {T) ing Disc Call
() Ikt Dise Call o Mokl (K) WP'S Gail (M) AnyMcblls (T) T-Mabile Numbar (U) HotSpt Call (V) myFaves Call (X) T-Mebls @Home Call

I* - -Mobile-~

Statement For: PAUL S. ILLICK
Customer Service Number  1-800-937-8997

dan 29, 2013

The date and time for all messaging and data ds tc Paciic Time (PST/POT).

=

A 3

456 670"
Cacm™ Gosst

Gafl Type: (A) Call Wailing (B) Cal Farward (C) Ganferance Call (E) Data/Fax (F) Moble2icbie (G) Vocemail (H) Free Cails (1) ind Diss Call

1) Ind Dise Call to Mobie (K] WPS Call (M) AryMobils (T} T-Mebils Numiber (U) HotSpt Call (V) myFaves Call (X) T-Mobila @Home Cail


http:HolSptc.ll

Attachment B



February 5, 2013

T-Mobile Customer Relations
PO Box 37380
Albuquerque, NM 87176-7380

Re: Unathorized “Premium Service” Charges

Dear Sirs,

| travel a lot so pay my bills online, through my bank. Recently when home and doing filing | see that
since July I’'ve been paying $9.99 per month for a “premium service” that I've never heard of. | called
the service, who told me it’s for membership in a “celebrity gossip website.” Understand that I’m over
60, almost never go to the cinema, and most certainly have NO interest in any celebrity gossip. The
company you’re billing me for, “Shaboom Medial1:41AM 888906150 BrnStorm23918” promised they
would send me a copy of my authorization for those charges. It's been several days now with daily
follow-up calls when they assure me the documents were e-mailed to me, but not surprisingly nothing

has yet arrived. I'm not holding my breath,

| understand this is a scam and | should have been paid monthly attention to the details in your bills, so
it’s my responsibility. On the other hand your representative told me that charges could be added to
my bill by anyone and that you do nothing to verify their legitimacy. Is that correct? If so that means
that anyone, anywhere, could simply add charges to my bill and be paid, with your cooperation in the
collection. Could that possibly be right? And could you please point out to me the part of my service
contract where | authorized you to accept charges from third parties and bill me for them? | don’t recall
that and can’t find it, so would appreciate your assistance. And one last question, did T-Mobile receive
any part of that $9.99 monthly fee from this “Shaboom Media,” as a service fee, commission, or

anything else?

Thanks and sincerely,

Paul lllick

Modesto, CA 95354

T-Mobile Acct. No.-




[ - -Mobile-

Your Statement Page 1 of 6
Statement For: PAUL S. ILLICK

Mobile Number: -
Account Number:

Important Information
Visit www.my.t-mobile.com to
pay your bill online, check your
balance & minutes, get LT LU e | Y et e ey e TP T
product support, and shop for

the latest ringtones and wallpapers
for your phone!

AT 01 030329 72060B125 A**3DGT

MODESTO CA 85354-3230

[Summary 1
Previous Balance $ 98.70
Pmt Rec'd - Thank You § (98.70)
Total Past Due $ -

(Due Immediately)
Monthly Recurring Chgs  $ 79.99
Usage Charges $ 9.99
Other Charges $ 1.61
Taxes & Surcharges $ 7.28
Total Current Charges § 98.87
Current Charges Due By 2/21/13
Grand Total $ 98.87

}}Q‘S

187
|- 8 88 - ?/75-'5‘3

“—C

PLEASE DETAGH THIS PORTION AND RETURN WITH YOUR PAYMENT PLEASE MAKE SURE ADDRESS SHOWS THROUGH WINDOW,

-4 Statement For: PAUL S. ILLICK
w= = = V10 " Mobile Number: -

Account Number: -

Amount Due Amount

By 2/21/13 Enclosed
T-MOBILE $98.87
P.O. Box 51843
Los Angeles CA 80051-6143 )
|||"Il|""ll"""I"I|"|'|"|"'""'""'ll!l""I"I'I"I" 0 For EasyPay Option - check box and complets the

reverse side

O If you have changed your address - check box and
record new address on the reverse side.

0408384190880221130000098870953543230 0


http:www.my.t-mobile.com

T - -Mobile-

Statement For: K
Mobile Number:
Account Number:

Customer Service Number 1-800-937-8997
Jan 29, 2013 ' Page 2 of 6

Additional Information:

Taxes, Fees and Surcharges - Includes government fees and taxes that we collect and are required by federal, state or local law to remit to the
appropriate governmental entity (including, but not limited to, sales, use, excise, public utility, and E911). This section may alsc include certain
fees and costs incurred by us as a result of providing service, such as universal service fees (USF). We elect to collect them In order to recover or
help defray the costs we incur. These fees, and what is included in the fees, may vary by locale and may change from time to time without notice.
Regulatory Programs Fee - We collect and retain this fee to recover some of the costs we incur to comply with local, state and federal
govemmental mandates and programs, including, but not limited to, E911, local number portability and number pocling. We may impose the fee
whether or not the benefits of any or all of these mandates and programs are available to you in your location.

Equipment Protect by Asurion (in Puerto Rico: CAPIC) is for the equipment repair and replacement program you may have selected. See Equipment Protection
Terms and Conditions at T-Mobile.com for program details.

Late Fees - May apply on past due amounts not paid by the date on page 1 of your statement. See your rate plan for details. Late fee charges
are liquidated damages and are not a penalty.

Payment By Check - When you provide a check as payment, you authorize us either to use information from your check to make a one-lime electronic fund transfer
(EFT) from your account or 1o process the payment as a chack transaction. If we process your payment by EFT, the funds may be withdrawn the same day we
receive your payment, and your cancelled check will not be returned, Please conlact 1-800-937-8987 with questions.

EasyPay - EasyPay is an automatic monthly payment feature. If you enroll, the following terms and conditions apply: You authorize T-Mcbile to withdraw from your bank
account or charge your credit or debit card for the monthly charges assoclated with your account (including your rate plan charge, add-on services selacted, incidental
purchases, plus applicable taxes, fees and surcharges). We will withdraw funds or charge your card 3 days before the due date on your account. You may stop a
withdrawal or charge by giving us at least 3 business days notice before the scheduled date of withdrawal or charge. You have the right to recelve notice of all varying
transfers from your bank account. We are not liable for losses of any kind as a result of an error in your account or a delayed transfer or charge. You must promptly
nolify us in writing of any changes to your EasyPay information and our only liability is to make appropriate changes afler we receive your updated information. T-Mobile
may change these Terms and Conditions at any time by giving you notice by any means. EasyPay can be terminated with reasonable nofice by either party and all
transactions authorized belore termination will be completed. Check with your bank for any additional charges or fees. To enroll, complete and mail the form below or
visit www.T-Mobile.com and call 1-800-937-8897 with any questions.

Questions about your bill? Call Custorner Service at 1-800-937-8887 or 611 from your T-Mobile phone (Por favor llame al 1-800-837-8997 o 611 de su telélono
T-Mabile para preguntas de su factura). You can also write to T-Mabile Customer Relations, PO Box 37380, Albuguerque, NM 87176-7 380 or see addilional options on
our website at hitp//www.l-mobile.com/contact CA customers, if you have a complaint you cannot resolve with us, write the California Public Utilities Commission at
Consumer Affairs Branch, 505 Van Ness Ave,, San Francisco, CA 94102, or at www.cpuc.ca.gov, or call 1-B00-649-7570 or TDD 1-800-229-6846,

NM customers may also contact the New Mexico Public Regulation Commission at 1-888-427-5772. Puerto Rico customers: For any disputes regarding
your bill, you should notify us no later than 20 days from the date such bill was sent to you. We will notify you of our resolution regarding your
dispute within 15 days after the date in which such notification was received. If you disagree with our resolution, you will have the right to submit
a Petition for Review by the Telecommunications Regulatory Board of Puerte Rico, 500 Ave. Roberto H. Todd (Pda. 18 - Santurce) San Juan,
PR 00907-3941, within 30 days of the notification of our resolution. You must send us a copy of your Petition for Review to Apartado 191957, SJ,
PR 00919-1957 Attn:Customer Service Manager. If you have any questions, please contact our Customer Service representatives by calling
toll-free at 1-800 937-8997 or 611 from your T-Mobile phone. please contact our Customer Service representatives by calling toll-free at

1-800 937-8997 or 611 from your T-Mobile phone.
View your bill and call details online for free. Log Into your account at www.i-mobile.com.

Change Of Address: [ ] EasyPay Checking [ 1 EasyPay Saving

Effective Date__/_ /
Bank Account Number: | __|__|__|_J_|_|_|_J_ | | _J_|_{_J | I _J_]|

AR Y Y I Y O A Routing and Transit Number:|__|_| [ | [ | | | |

L_J_L-l_l_L_Ll_l_l I_[_LJ_I_L kbl

VI I O EasyPay Agrosment: | harsby agres that | have il read and understand v Easy Pay socoun! lerms and condifons and that | authorl

State 1| A Ty e s SO AT i i et o E s

- 11 r:wmu-mmmumemw}mmhummu )

Please sign and date here for EasyPay :

Home#( ) Signature ' Date___/__/

Business#{ )


www.t-O!obne,com
http:www.cpuc.ca.gov
http:lflyww,l-mobi!e.com/comact
http:www.T-Mobile.com
http:T-Mobile.com

I* - “Mobile~

Staterment For: P

Mobile Number:

Account Number:
Customer Service Number 1-800-937-8997

Jan 29,2013 Page 3 of 6

Wthis line is primarily used:
ESTO CA 95354-3230

Monthly Summary
Monthly service charges from ‘12!29112 - 1/28M3 £ — — -
. edits & Usage
Mobile Number Mc&‘ﬂ:lryglecurring A?!j'mnnonls Charges oé"ﬁ.?; Cgmn';’u s?rm:;u Toé:a‘r:;u
B 5 5 RN | 999 § A 161 § 7.28 $ 98,87
(Details on Page 3 )
Available Service Type  WHENEVER WEEKEND |
Classic Unl Talk & Text Incl Minutes Minutes  Unlimited ¢
T-Mobile to T-Mobile Minutes  Unlimited -
Text Messages Messages Unlimited -
Use Them Or Lose Them  Minutes - Unlimited
Promo Even More Unl Messa Picture Messages Messages Unlimited -
REQ Plus 2GB Data Classic Mobile Broadband Gigabytes Unlimited -
|Used Service Type WHENEVER PEAK OFF PEAK WEEKEND I
Tncluded Plan Minutes Minutes - 90 38 48
Mobile Broadband Gigabytes - 0.3141 0.0013 0.0141 L
Other Svc Prov Messages 1 - - - &g
Picture Messaging Recd Messages 3 - - «-
T-Mobile to T-Mobile Minutes - 1 - 1
Txt Msg Recd Messages 87 - - -
Txt Msg Sent Messages 74 - - -
Account Service Detail
Amount Totals
Previous Balance $ 98.70
Payment Received On 1/18/13 $ (98.70)

[Monthly Recurring Charges s  79.99]
assic Unl Talk & Text 59.99

REQ Plus 2GB Data Classic 20.00

5 o

|usage Charges _ $ 9.99|
S $ 9.99
{Other Charges $ 1.61]
Communications Related
Regulatory Programs Fee* $ 1.61

*Fee we collect and retain to help cover our costs related to funding and complying with
government mandates, programs and obligations.

|Taxea. Fees and Surcharges $ 7.28 ]

Government Fees and Taxes

CA Advanced Services Fund $ 0.07
CA Relay Service and Communications Device Fund $ 0.10
California High Cost Fund - A (CHCF-A) $ 0.20
California High Cost Fund - B (CHCF-B) $ 0.14
California Teleconnect Fund $ 0.30
Emergency Telephone Users Surcharge Tax (911) $ 0.26
Universal Lifeline Telephone Service Surcharge $ 0.56



I* - -Mobile-

Statement For: PAUL S. ILLICK

Mobile Number:
Account Number:

Customer Service Number 1-800-937-8997

Jan 29, 2013 Page 4 of 6

Account Service Detail - (Continued)
Amount Totals
Taxes, Fees and Surcharges - (Continued)
Government Fees and Taxes - (Continued)
Utility Use $ 3.76
Other Fees & Government-Related Obligations™
Federal Universal Service Fund $ 1.81
$ 0.08

Regulatory Fee
*“*These charges relate to your service. They may be imposed on us and passed through to you

pursuant to your contract.
$ 98.87|

|Total Charges




Statement For: PALL S. ILLICK
Mabile Number:
Account Number:
Customer Service Number  1-800-937-8997
Jan 28, 2013

Page § of B

LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES

Pﬂo Call Time Number Call Minutes Airtime Tell Total
Destination Called Type Charges  Charges
included Calls with Zero Charges 178 $ - 5 - $ &
|SUBTOTAL 178 $ - $ - $ - |
MESSAGING CHARGES
Service ﬁn‘n Destination Message Messages Direction Totel
Type
Inciuded Messages with Zero Charges 1684 s -
|susTOTAL 184 $ - 1
WEB AND DATA USAGE CHARGES
te Sarvice Time M Tatal
Included Data with Zera Chargea  0.3296 Gigabytes
[susToTAL 03296 *  Gigabytes s -1

“On e welikdata plans shown in this seclion, data is rounded Up & he nearest KB sach use, and, for biling, reanded up o the neares! MB at the end of
ench billing cyda. If you switch data plans mid-cyde, lor biling, data will bs rounded Up 1o the nsarsst M3 al tme of the change, and charges may nol
be displayed separately for each plan. 1024 KB= 1 MB, 1024 MB = 1 GB.

PREMIUM SERVICES
Content Time Description Usags Total
Provider Charges
OTHER SERVICE PROVIDER CHARGES
1/13/13 Shaboom Medial1:41 AM 8888906150 BmStorm23918 § 9.99 $ 289
her Service Provider Ch Subtotal $ .99 5 9.99
SUBTOTAL $ 9.99 $ 9.99
[Total of All Usege Charges s 9.98 |

Call Type: (A) Call Walting (B) Call Forward (C) Gonference Call (E) Data/Fax (F) Mobils2Mobiie (G) Volcemail (H) Free Galls (1) it Disc Call
;.nt'mq-ec-;nm.oqwnwsmwm?mmmwu:mmmmﬂudﬂaonmw

‘* - -Mobile-~

Statement For: PAUL S. ILLICK
Moabile Number:
Account Number: [N
Customer Service Number  1-800-937-8997
Jan 29, 2013 Page 6 of
The date and time for all messaging and data ponds 1o Pacllic Time (PST/PDT).

Gall Type: (A) Gall Wailing (B) Gal Forward (G) Genflerence Gall (E) Data/Fax {F) Mobs2Mobis (G) Voicemall (H) Fres Calls (1) Inff Disc Cal

{4) Intl Dise Call i Mobde (K) WPS Call (M) AnyMobile (T) T-Mobile Number (U) HotSpt Call (V) myFaves Call (X) T-Mobsle @Home Call



http:Accot.nt
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Federal Communications Commission
Consumer & Governmental Affairs Bureau
Consumer Inquiries and Complaints Division
445 12th Street, SW., Room 5-A847
Washington, DC 20554

Date:02/06/2013 ———"

—

PAUL ILLICK —t
—]

MODESTO, TX 95354 el
=,

Dear Consumer:
Re: Complaint # 13-C00469023-1

Thank you for bringing your concerns to the attention of the Federal Communications Commission
(FCC). This letter is in response to your inquiry concerning Cramming.

Cramming” is the practice of placing unauthorized, misleading, or deceptive charges on your
telephone bill. Crammers rely on confusing telephone bills in an attempt to trick consumers into
paying for services that they did not authorize or receive.

If neither the company sending you the bill nor the company that provided the service in question will
remove charges from your telephone bill that you consider to be incorrect, you can file a complaint

as follows:
« with the FCC for charges related to telephone services between states or internationally,
» with your state public service commission for telephone services within your state and

« with the FTC for non-telephone services on your telephone bill. (websites, ciub memberships,
unauthorized internet services by a non-carrier; voice mail charges by a non-carrier, etc)

Federal Trade Commission (FTC). Call 1-877-FTC-HELP (voice), 1-888-653-4261 (TTY), or use the
FTC’s online complaint form at:

https://www.ftccomplaintassistant.gov/


http:https://www.ftccomplaintassistant.gov

If you have any further questions, please contact our Consumer Information Center at
1-888-CALL-FCC/1-888-225-5322 or TTY at 1-888-835-5322/1-888-TELL-FCC. Information can
also be accessed via the Internet at www.fcc.gov.

Sincerely,

Shaod (N>

Sharon Bowers, Division Chief
Consumer & Governmental Affairs Bureau
Consumer Inquiries & Complaints Division


http:www.fcc.gov

i User Complaint Key: 13-C00469023-1

Form 2000B Billing, Privacy, or Service Quality Complaint

Consumer’s Information:

First Name: Paul Last Name: lllick

Company Name:
(Complete only if you are filing this complaint on behalf of a company or an organization.)

Post Office Box Number:
(Official Post Office box Number Only)

Address 1:_ Address 2:

Mailing Address (where mail is delivered)

City: Modesto State: TX Zip Code: 95354

Telephone Number (Residential or Business): Phone:_
E-mail Address:yahoo.com

*** ANSWER EACH QUESTION THAT APPLIES TO YOUR SPECIFIC COMPLAINT * **
1. Telephone number(s) involved (including area code): Phone:_

2. What is the name of the telephone company, wireless carrier, or other company that is the
subject of your complaint?: T-Mobile

3. What is the account number that is the subject of your complaint?:_

4. If you are disputing charges on a telephone bill, complete the following:
a. Disputed amount: $ 69.95
b. Have you paid any of the disputed charges?: Yes
c. Did the billing company adjust or refund the disputed charges?: Yes
d. If yes, what was the amount of the adjustment or refund?:$ 10.00
e. Are the disputed charges related to additional services?: Yes
If yes, please explain: Unauthorized "premium services"


http:Address:~yahoo.com

User Complaint Key: 13-C00469023-1

Form 2000B Billing, Privacy, or Service Quality Complaint
*** ANSWER EACH QUESTION THAT APPLIES TO YOUR SPECIFIC COMPLAINT * **

5. For billing and non-billing complaints (including privacy and service quality issues) please provide
the details of your complaint or any additional information below:

Charges of $9.99 a month were added to my bill for a company called "Shazam Media."
| don't know who that is, what they do, | never authorized it, and in fact have no text message
on the day their records indicate my aythorization was sent. Not just that day, | had no text
messages a week before or after that. T-Mobile indicates that anyone who says | authorized
debits can add them to my bill, and they see nothing wrong with that. Shazam is probably
some kind of scam, but T-Mobile debited my account without my authorization. They've
promised it will never happen again, but can only go back 60 days. | would like to receive all
of it back, unless of course someone somewhere can show me that | actually authorized
those debits. But if they can't demonstrate that | authorized it then they should never have
debited those amounts. And T-Mobile has already told me they don't have any record of my
authorization, so I'm pretty sure they won't.

You may submit this form over the Internet at http://www.fcc.gov/cgb/complaints.html, by e-mail to
fecinfo@fcc.gov, by fax to 1-866-418-0232, or by postal mail to:

Federal Communications Commission
Consumer & Governmental Affairs Bureau
Consumer Complaints

445 12th Street, SW

Washington, D.C. 20554

In addition, you may submit your complaint over the telephone by calling 1-888-CALL-FCC or
1-888-TELL-FCC (TTY). If you choose to submit your complaint over the telephone, an FCC
customer service representative will fill out an electronic version of the form for you during your
conversation. If you have any questions, feel free to contact the FCC at 1-888-CALL-FCC or

1-888-TELL-FCC (TTY).
FCC NOTICE REQUIRED BY THE PAPERWORK REDUCTION ACT AND THE PRIVACY ACT

The Federal Communications Commission is authorized under the Communications Act of 1934, as
amended, to collect the personal information that we request in this form. This form is used for
complaints that involve billing, privacy, or service quality. The public reporting for this collection of
information is estimated to average 30 minutes per response, including the time for reviewing
instructions, searching existing data sources, gathering and maintaining the required data, and
completing and reviewing the collection of information. If you have any comments on this burden


mailto:fccinfo@fcc.gov
http://www.fcc.gov/cgb/complaints.html

User Complaint Key: 13-C00469023-1

Form 2000B Billing, Privacy, or Service Quality Complaint
*** ANSWER EACH QUESTION THAT APPLIES TO YOUR SPECIFIC COMPLAINT ***

estimate, or how we can improve the collection and reduce the burden it causes you, please write to
the Federal Communications Commission, OMD-PERM, Paperwork Reduction Project (3060-0874),
Washington, DC 20554. We will also accept your comments regarding the Paperwork Reduction Act
aspects of this collection via the Internet if you send them to PRA@fcc.gov. PLEASE DO NOT
SEND YOUR COMPLETED FORMS TO THIS ADDRESS.

Remember - You are not required to respond to a collection of information sponsored by the Federal
government, and the government may not conduct or sponsor this collection, unless it displays a
currently valid OMB control number or if we fail to provide you with this notice. This collection has
been assigned an OMB control number of 3060-0874.

In addition, the information that consumers provide when filling out FCC Form 2000 is covered by
the system of records notice, FCC/CGB-1, Informal Complaints and Inquiries File (Broadcast,
Common Carrier, and Wireless Telecommunications Bureau Radio Services). The Commission is
authorized to request this information from consumers under 47 U.S.C. 206, 208, 301, 303, 309(e),
312, 362, 364, 386, 507, and 51; and 47 CFR 1.711 et seq.

Under this system of records notice, FCC/CGB-1, the FCC may disclose information that consumers
provide as follows: when a record in this system involves a complaint against a common carrier, the
complaint is forwarded to the defendant carrier who must, within a prescribed time frame, either
satisfy the complaint or explain to the Commission and the complainant its time frame, either satisfy
the complaint or explain to the Commission and the complainant its failure to do so;

where there is an indication of a violation or potential violation of a statute, regulation, rule, or order,
records from this system may be referred to the appropriate Federal, state, or local agency
responsible for investigating or prosecuting a violation or for enforcing or implementing the statute,
rule, regulation, or order; a record from this system may be disclosed to a Federal agency,

state, or local agency responsible for investigating or prosecuting a violation or for enforcing or
implementing the statute, rule, regulation, or order; a record from this system may be disclosed to a
Federal agency, in response to its request, in connection with the hiring or retention of an employee,
the issuance of a security clearance, the reporting of an investigation of an employee, the letting of a
contract, or the issuance of a license, grant or other benefit; a record on an individual in this system
of records may be disclosed, where pertinent, in any legal proceeding to which the Commission is a
party before a court or administrative body; a record from this system of records may be disclosed to
the Department of Justice or in a proceeding before a court or adjudicative body when: (a) the
United States, the Commission, a component of the Commission, or, when represented by the
government, an employee of the Commission is a party to litigation or anticipated litigation or has an
interest in such litigation, and (b) the Commission determines that the disclosure is relevant or
necessary to the litigation; a record on an individual in this system of records may be disclosed to a
Congressional office in response to an inquiry the individual has made to the Congressional office; a
record from this system of records may be disclosed to GSA and NARA for the purpose of records
management inspections conducted under authority of 44 U.S.C. 2904 and 2906. Such disclosure
shall not be used to make a determination about individuals.


mailto:PRA@fcc.gov

User Complaint Key: 13-C20469023-1

Form 2000B Billing, Privacy, or Service Quality Complaint
*** ANSWER EACH QUESTION THAT APPLIES TO YOUR SPECIFIC COMPLAINT ***

In each of these cases, the FCC will determine whether disclosure of the information in this system
of records notice is compatible with the purpose for which the records were collected. Furthermore,
information in this system of records notice is available for public inspection after redaction of
information that could identify the complainant or correspondent, i.e., name, address and/or
telephone number.

THE FOREGOING NOTICE IS REQUIRED BY THE PAPERWORK REDUCTION ACT OF 1995,
PUBLIC LAW 104-13, OCTOBER 1, 1995, 44 U.S.C. SECTION 3507 AND THE PRIVACY ACT
OF 1974, PUBLIC LAW 93-579, DECEMBER 31, 1974, § U.S.C. SECTION 552a(e)(3).



February 15, 2013

T-Mobile Customer Relations
PO Box 37380
Albequerque, NM 87176-7380

Re: Unauthorized “Premium Service” Charges
My Letter of February 5, 2013

Dear Sirs,

| filed an online complaint with the FCC at the same time | sent you my letter of February 5th. I've just
received their response, given complaint number 13-C00469023-1. | now know what you did is called
“cramming”, and they advised me to initiate a formal complaint with them and with the California Public
Utilities Commission if “the company that provided the service in question will not remove charges from
your telephone bill that you consider to be incorrect”. So with this letter | am requesting that you
remove ALL the charges you added to my bills for Shaboom Media, from June 2012 to present.

Sincerely,

Paul Illick

Modesto, CA 95354

T-Mobile Acct. No. | TGN



Attachment D



February 5, 2013

T-Mobile Customer Relations

PO Box 37380
Albuquerque, NM 87176-7380

Re: Unathorized “Premium Service” Charges

Dear Sirs,

I travel a lot so pay my bills online, through my bank. Recently when home and doing filing | see that
since July I've been paying $9.99 per month for a “premium service” that I've never heard of. | called
the service, who told me it’s for membership in a “celebrity gossip website.” Understand that I'm over
60, almost never go to the cinema, and most certainly have NO interest in any celebrity gossip. The
company you're billing me for, “Shaboom Media11:41AM 888906150 BrnStorm23918” promised they
would send me a copy of my authorization for those charges. It's been several days now with daily
follow-up calls when they assure me the documents were e-mailed to me, but not surprisingly nothing
has yet arrived. I’'m not holding my breath.

1 understand this is a scam and | should have been paid monthly attention to the details in your bills, so
it's my responsibility. On the other hand your representative told me that charges could be added to
my bill by anyone and that you do nothing to verify their legitimacy. Is that correct? If so that means
that anyone, anywhere, could simply add charges to my bill and be paid, with your cooperation in the
collection. Could that possibly be right? And could you please point out to me the part of my service
contract where | authorized you to accept charges from third parties and bill me for them? | don’t recall
that and can’t find it, so would appreciate your assistance. And one last question, did T-Mobile receive
any part of that $9.99 monthly fee from this “Shaboom Media,” as a service fee, commission, or

anything else?

Thanks and sincerely,

Paul Illick

Modesto, CA 95354

T-Mobile Acct. No. _



Your Statement Page 1 of 6

Statement For; PAUL S. ILLICK
Mobile Number:
Account Number:

Important Information
Visit www.my.t-mobile.com to
pay your bill online, check your
bamnoe Xnkata, o 0o e g e g o 1
product support, and shop for

the latest ringtones and wallpapers

AT 01 030329 72060B125 A**3DGT

b for your phone!
q-) PAUL S. ILLICK
-R MODESTO CA 95354-3230
=  [Summary ]
:5."‘4 Previous Balance $ 98.70
T‘ Pmt Rec'd - Thank You § (98.70)
" Total Past Due $ .
m{ (Due Immediately)
Aw
Monthly Recurring Chgs $ 79.99
Usage Charges $ 9.99
Other Charges $ 1.61
Taxes & Surcharges $ 7.28
Total Current Charges $ 98.87
Current Charges Due By 2/21/13
Grand Total $ 98.87

}’56{\5

22
. @66 f?/'?/g-";j

“AC

PLEASE DETACH THIS PORTION AND RETURN WITH YOUR PAYMENT PLEASE MAKE SURE ADDRESS SHOWS THROUGH WINDOW.

Lt ® Statement For: PAUL S. ILLICK
o= = = VIODLIC" Mobile Number: -

Account Number: o

Amount Due Amount

By 2/2113 Enclosed
T-MOBILE $98.87
P.O. Box 51843
Los Angeles CA 90051-6143
(| LCTTCER YA | CETELFY L U O CLULELEY | R | ELFREY [T [] ForEasyPay Option - check box and complete the

reverse side

O If you have changed your address - check box and
record new address on the reverse side.

0408384190880221130000098870953543230 @


http:www.my.t-mobile.com

I - -Mobile-

Customer Service Number
Jan 29, 2013

1-800-937-8997

Statement For: PAUL S. ILLICK
Mobile Number:

Account Number:

Page 2 of 6

Additional Information:

are liquidated damages and are not a penalty.

Taxes, Fees and Surcharges - Includes government fees and taxes that we collect and are required by federal, state or local law to remit to the
appropriate governmental entity (including, but not limited to, sales, use, excise, public utility, and E911). This section may also include certain
fees and costs incurred by us as a result of providing service, such as universal service fees (USF), We elect to collect them in order to recover or
help defray the costs we incur. These fees, and what is included in the fees, may vary by locale and may change from time to time without notice.

Regulatory Programs Fee - Wa collect and retain this fee to recover some of the costs we incur to comply with local, state and federal
governmental mandates and programs, including, but not limited to, E811, local number portability and number pooling. We may impose the fee
whether or not the benefits of any or all of these mandates and programs are available to you in your location.

Equipment Protect by Asurion (in Puerto Rico: CAPIC) is for the equipment repair and replacement program you may have selected. See Equipment Protection
Terms and Conditions at T-Mobile.com for program details.

Late Fees - May apply on past due amounts not paid by the date on page 1 of your statement. See your rate plan for details. Late fee charges

aur website at hitp:/

Payment By Check - When you provide a check as payment, you authorize us either to use information from your check to make a one-time electronic fund transter
(EFT) from your account or to process the payment as a check transaction. If we process your payment by EFT, the funds may be withdrawn the same day we
raceiva your payment, and your cancelled check will not be returned. Please contact 1-800-937-8997 with questions.

EasyPay - EasyPay is an automatic monthly payment feature. If you enroll, the lollowing terms and conditions apply: You authorize T-Mobile to withdraw from your bank
account or charge your credit or debit card for the monthly charges associated with your account (including your rate plan charge, add-on services selecled, incidental
purchases, plus applicable taxes, fees and surcharges). We will withdraw funds or charge your card 3 days before the due date on your accounti. You may slop a
withdrawal or charge by giving us al least 3 business days notice before the scheduled date of withdrawal or charge. You have the right to receive notice of all varying
transfers from your bank account. We are not liable for losses of any kind as a result of an error in your account or a delayed Iransfer or charge. You must promptly
notily us in writing of any changes to your EasyPay information and our only liability is to make appropriate changes after we receive your updated information. T-Mobile
may change these Terms and Conditions at any time by giving you notice by any means. EasyPay can be terminated with reasonable notice by either party and afl
transactions authorized before termination will be completed. Check with your bank for any additional charges or fees. To enroll, complete and mail the form below or
visit www. T-Mobile.com and call 1-800-837-8997 with any questions.

Questions about your bill? Call Customer Service at 1-800-937-8987 or 611 from your T-Mobile phone (Por favor llame al 1-800-837-8997 0 611 de su telélono
T-Mobile para preguntas de su factura), You can also write 1o T-Mobile Customer Relations, PO Box 37380, Albuguerque, NM B7176-7380 or see additional options on
www t-mobile.com/contact, CA customers, if you have a complaint you cannot resolve with us, write the California Public Utilitles Commission at
Consumer Affairs Branch, 505 Van Ness Ave., San Francisco, CA 94102, or at www.cpuc.ca.gov, or call 1-800-649-7570 or TDD 1-800-229-6846,
NM customers may also contact the New Mexico Public Regulation Commission al 1-888-427-5772. Puerto Rico customers: For any disputes regarding
your bill, you should notify us no later than 20 days from the date such bill was sent to you. We will notify you of our resolution regarding your
dispute within 15 days after the date in which such notification was received. If you disagree with our resolution, you will have the right to submit
a Petition for Review by the Telecommunications Regulatory Board of Puarto Rico, 500 Ave. Roberto H. Todd (Pda. 18 - Santurce) San Juan,
PR 00907-3941, within 30 days of the nofification of our resolution. You must send us a copy of your Petition for Review to Apartado 191857, SJ,
PR 00919-1957 Attn:Customar Service Manager. If you have any questions, please contact our Customer Service representatives by calling
toll-free at 1-800 937-8997 or 611 from your T-Mobile phone. please contact our Customer Service representatives by calling toll-free at

1-800 937-8997 or 611 from your T-Mobile phone.
View your bill and call detalls online for free. Log into your account at www.1-moblle.com,

Change Of Address:

Effective Data___/ P

Address

146 ) Y DO Y ) () N O I O Y Y 0 Y
S L N O A A
City

R T I I Y
State [

Zip R Y e N Y Y

Home#( )
Business#( )

[ ] EasyPay Checking [ ] EasyPay Saving
Bank Account Number: | __J__|_ ||| _J | J_ | J_J 1 _J_J 1) ||
Routing and TransitNumber:|_|_ | | | | | | | |

EasyPay Agreernent: | hereby agree that | have hully read and undorstand the Easy Pay acooun! terms and condiions and thal | author
T-Mobile to debil the specified bank account for payment of my T-Mobile bili(s). | undsrstand hat my

participation in Eagy Pay Is to remain in effect untl cancelled in writing by me, financial instiution or T-Moblle.

| understand hat all terme and condiions of my T-Moblle Service Agroement rernain in full lorce and effect

Please sign and date here for EasyPay :
Signature Date /A




' - Mobile-

Statement For: PAUL S. ILLICK
Mobile Number:
Account Number:

Customer Service Number 1-800-937-8997
Jan 29, 2013 Page 3 of 6

Addr ich this line is primarily used:
MODESTO CA 95354-3230

Monthly Summary
Monthly service charges from 12/2912 . 1/28M13 — - N
Mohlie Nesber Mo&t::rrygl.'-l:c - A%:“u;?r:c:tl cl:.s-ﬁ':- 0&7.11;:: C(::hr;ru S'{;‘cl.'lglaglu Toé:::;;on
N o s T8 999 8 % T61 S 728 8 %87
(Details on Page 3 )
Available Service Type WHENEVER WEEKEND —I
Classic Unl Talk & Text Incl Minutes Minutes  Unlimited -
T-Mobile to T-Mobile Minutes  Unlimited -
Text Messages Messages Unlimited -
Use Them Or Lose Them  Minutes - Unlimited
Promo Even More Unl Messa Picture Messages Messages Unlimited :
REQ Plus 2GB Data Classic Mobile Broadband Gigabytes Unlimited -
[Used Service Type  WHENEVER PEAK OFF PEAK WEEKEND |
Tncluded Plan Minutes Minutes - 90 38 48
Mobile Broadband Gigabytes - 0.3141  0.0013 0.0141
Other Svc Prov Messages 1 . - -
Picture Messaging Recd Messages 3 - <.
T-Mobile to T-Mobile Minutes B 1 - 1
Txt Msg Recd Messages 87 - - -
Txt Msg Sent Messages 74 - - -
Account Service Detail
Amount Totals
Previous Balance $ 98.70
Payment Received On 1/18/13 $ (98.70)

[Monthly Recurring Charges $  79.99]
assic Unl Talk & Text 59.99

REQ Plus 2GB Data Classic 20.00

[Usage Charﬂes $ 9.99
$ 9.99

¥ 7

[Other Charges $ 1.61]
Communications Related
Regulatory Programs Fee* $ 1.61
*Fee we collect and retain to help cover our costs related to funding and complying with
government mandates, programs and obligations.
ITuxes, Fees and Surcharges $ 7.28—|
Government Fees and Taxes
CA Advanced Services Fund $ 0.07
CA Relay Service and Communications Device Fund $ 0.10
California High Cost Fund - A (CHCF-A) $ 0.20
California High Cost Fund - B (CHCF-B) $ 0.14
California Teleconnect Fund $ 0.30
Emergency Telephone Users Surcharge Tax (811) $ 0.26
Universal Lifeline Telephone Service Surcharge $ 0.56

o



Statement For: PAUL S. ILLICK
Mobile Number:
Account Number:

Customer Service Number 1-800-937-8997
Jan 29, 2013 Page 4 of 6

Account Service Detail - (Continued)
Amount Totals
Taxes, Fees and Surcharges - (Continued)

Government Fees and Taxes - (Continued)

Utility Use $ 3.76
Other Fees & Government-Related Obligations**

Federal Universal Service Fund $ 1.81

Regulatory Fee $ 0.08

**These charges relate to your service. They may be imposed on us and passed through to you
pursuant to your contract.

|Total Charges $ 98.87]




Mebile Number:

Statement For: PAUL 8. ILLICK
(o= )
Account Number: [N

Customer Service Number  1-800-937-8997
Jan 2§, 2013

LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES

te Call Time Number Call Minutes Airtime Toll Total
Destination Called Type Charges  Charges
Inciuded Calls with Zero Charges 178 $ S | § -
[susToTAL 178 $ - % - s - |
MESSAGING CHARGES
Service Time  Destination Message  Messag Direction Total
Type
Inciuded Messages with Zero Charges 164 s -
|sueToTAL 164 -
WEB AND DATA USAGE CHARGES
Service Time Volume Measurement Total
Included Data with Zero Charges  0.3296 Gigabytes
|SUBTOTAL 03296 *©  Gigabytes s - |

*On the webidala plans shown in $his secSon, data is rounded up & he nearsst KB sach use, and, for billing, reunded up s the nearest MB at the end of
each billing cyde. I you switch data plans mid-cyde, lor biling, data will be rounded up lo the nearest MB al kma of the change, and charges may net

badwmplayed separately for sach plan. 1024 KB = | MB, 1024 ME = 1 GB

PREMIUM SERVICES
Date  Content Time Description Ussge Total
Provider Charges

QTHER SERVICE PROVIDER CHARGES

1/13/13 Shaboom Mediat1:41 AM 8888906150 BrmStorm23318 § ©.99 $ 699
(Other Service Provider Chnrg Subtotal $ 9.99 $ Bb:;_-
SUBTOTAL $ 9.99 $ 9.99
[Totel of All Usage Charges s 999

Cal Typé: (A) Call Wailing (B) Cat Forward (C) Gonference Gall (£) Data/Fax (F) Mobile2Mcbile (G) Voicemall () Fres Cals (1) int Dise Call

()it Dige Call o Mobsle (K] WP'S Call (M) Anybabis (T) T-Mobils Number (1) HotSpt Gall (V) myFaves Call (X) T-Mcbis @Home Gall

1> - -Mobile-

Statement For; PAUL S. ILLICK
Mobile Number:
Account Number
Customer Service Number  1-800-937-8997
Jan 29, 2013 Page

The date and time for all ing and data conmesponds to Pacific Time (PST/PDT).

~ANE 13

g8 -0 =
Cacm™ Gosst

Call Typa: (A) Call Waiting (B} Call Forward (C) Canlarence Cal (E) Data/Fax (F) Mobde2Mobile (G) Voicemall (H) Fres Calis {]) Inf Disc Cal

{¥) In# Disc Cal 1o Mobile (K) WPS Cail (M) AnyMobile (T) T-Moble Nurmber (U) HetSpt Call (V) myFaves Call {X) T-Mobiie @Harne Call




Attachment E



J: - -Mobile-

P.O. Box 37380, Albuquerque, NM 87176
March 1, 2013
VIA U.S. MAIL
Paul S, Illick
Modesto, CA 95354:3230
RE: T-Mobile Account Number [ ENGczNN
Dear Mr. Illick:

T-Mobile USA, Inc. (“T-Mobile™) has received your recent account inquiry regarding the third party
charges on your recent billing statement.

Third Party downloads refer to any downloadable content received from a location other than My T-
Mobile or web2go. Third Party download providers offer our customers multiple download options
beyond what is available on web2go and My T-Mobile.com. These providers offer a variety of
services—including ringtones, wallpaper, music, streaming media, interactive TV, text alerts, social
networking, subscription services, and more. Our customer’s options vary depending on their device and
account type. Our records show that your account was charged $9.99 per month for a subscription to

Shaboom Media.

As of the date of this letter, we have added the free Content Block feature to prevent future Third Party
charges and issued a onetime credit in the amount of $79,92 to offset the Third Party charges billed to

your account..

If you have any further questions please feel free to contact us at the address listed above. Our Customer
Care department is also available to assist you from 3am - 10pm PST at §00-937-8997.

Sincerely,

T-MOBILE USA, INC,

S V-

Waylon White
Customer Relations


http:T-Mobile.com

DECLARATION OF PAM JACKSON
I. PURSUANT TO 28 U.S.C. § 1746

. My name is Pam Jackson. I live in Dallas, TX. [ am 56 years old. I have personal
knowledge of the facts stated herein. If called to testify, I could and would competently
testify to the facts set forth below.

. In early September 2012, I received an unsolicited text message to my phone that said
something about Luvswap and wanting to meet other singles. I opened the message but [
did not respond to this text.

. In my September 14, 2012 T-Mobile cell phone bill, [ was charged $9.99 for
“LUVSWAP86622512653029” by Wise Media. Attached as Attachment A to this
Declaration is a true and complete copy of page 12 of my T-Mobile cell phone bill for
September 14, 2012.

. 1do not recall ever providing my cell phone number to Wise Media. I do not recall ever
agreeing to pay Wise Media for any service. I do not recall ever sending a text message
to Wise Media or visiting a website associated with Wise Media.

. Upon noticing the charges, [ called T-Mobile. The T-Mobile representative told me to
contact Wise Media. The representative provided me with a toll free number to call Wise
Media.

. I called Wise Media on or around September 24, 2012. The representative promised me
a check, but I did not receive it. I called Wise Media again on or around October 26,
2012, and was again promised a check. Again, I did not receive any check, even though

the representative said she kept a record of my previous calls.



7. After that, in November 2012, I complained to the Atlanta Better Business Bureau. After
o013
filing this complaint, I received a refund check from Wise Media for $9.99 in January 349,

Attached as Attachment B to this Declaration is a true and correct copy of that check.

Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in

this declaration are true and correct. Executed in [location] [3{ ug5 [¥on

‘_-S -~ [date].

Q),mf\ %dw\

Pam Jackson



I - <Mobile-

Customer Service Number:  1-800-837-8987 Staternent For:  PAM KSON Page 2 of
Sep 14, 2012 Mobite Number: . — (B?S)
prcsipiiy fpenalls o g S

Please provide a valid Place of Primary Use Address by

calling 611.
Available Service Feature Type Whenever Weekend
Even More 500 Incl Minutes Minutes 500 -
T-Mobile to T-Mobile Minutes Unlimited -
Use Them Or Lose Them  Minutes - Unlimited
REQBBerryBISBES Web RIM Blackberry Gigabytes  Unlimited -
uUnl Msg MMS Picture Messages Messages  Unlimited -
Unll Msg SMS Text Messages Messages  Unlimited -
Used Service Feature Type Whenever  Peak Off Peak Weekend
Included Plan Minutes Minutes - 223 38 39
Internet Access Gigabytes  0.0000 - - -
Other Svc Prov Messages 1 - - #

Picture Messaging Recd Messages 1 - - -
Picture Messaging Sent Messages 4 - - =
RIM Blackberry Gigabytes - 0.0039 0.0016 0.0003

Txt Msg Recd Messages 77 - - =
Txt Msg Sent Messages 40 - = _
Total Charges 94.92

LOCAL AIRTIME, LONG DISTANCE and INTERNATIONAL CHARGES

Date Destination Time Number Call Type  Minutes Airtime Toll Total
8/14112 Vm Retrieval 5:42 PM (G) 1 - - 5
8/14/12 Grand Prar, TX 5:45 PM 1 - - -
8/15112 Incoming 6:17 PM 12 - - -
8/15/12 Incoming 6:30 PM 1 - - -
8/16/12 Incoming 5:35 PM 7 - - -
81Tz Dallas, TX 2:58 PM 1 - - -
811712 Incoming 315PM 7 - - -
8/19/12 Grand Prar, TX 10:11 PM 7 - - -
8/1912 Grand Prar, TX 10:19 PM 3 - - -
8121112 Vm Retrieval 11:01 AM (G) 1 - - -
8/2112 Grand Prar, TX 5:40 PM 1 - - -
8/21/12 Incoming 5141 PM 3 - - %
8/24/12 Incoming 5:23 PM 2 - - -
8/26/12 Grand Prar, TX 4:23 PM 2 - - -
8/26/12 Grand Prar, TX 4:25 PM & - - -
8/26/12 Incoming 519 PM 1" - - -
8/26/12 Incoming 719 PM 5 - - -
8/26/12 Grand Prar, TX 7:24 PM 3 - - -
8/26/12 Incoming T7:42 PM 2 - . -
8/26/12 Grand Prar, TX 7:47 PM i - - -
8127112 Vm Refrieval 3:45 PM (G) 1 - - -
8/27112 Incoming 5:56 PM 6 - = &
8/27112 Incoming 6:04 PM " - - -
8/28/12 Vm Retrieval 5:48 PM (G) 1 - - -
8/28/12 Vm Retrieval 5:49 PM (G) 1 & - S
8128012 Grand Prar, TX 5:50 PM 18 - - -
8/29/12 Vm Retrieval 3:25PM (G) 2 - - -
8/29/12 Grand Prar, TX 3:27TPM 1 - - -
8/29/12 Incoming 4;08 PM & - - -

Call Type: (A) Call Waiting (B) Call Forward (C) Conference Call (E) Data/Fax (F) Mobile2Mabile (G) Voicemail (H) Free
Calia (1) Inll Dise Call (J) Inil Disc Call lo Mobile (K) WPS Call (M) AnyMobile (T) T-Mobile Number (U) HotSpl Call (V

52013 T-Mobie USA, Inc. myFaves Call (X) T-Moble @Home Call



‘[ - -Mobile~

Customer Service Number:  1-800-937-8997 Statement For:  PAMELA C. JACKSON

Sep 14, 2012 Mobile Number; o

DATA SERVICE CHARGES (Confinued) Account Number:
9/10/12 RIM Blackberry 0.0068 Megabytes -
9M10/12 RIM Blackberry 0.0029 Megabytes -
9/11/12 RIM Blackberry 0.0019 Megabytes -
91112 RIM Blackberry 0.0107 Megabytes -
9/11/12 RIM Blackberry 0.0117 Megabytes -
91112 RIM Blackberry 0.1640 Megabytes -
9M1n2 RIM Blackberry 0.0185 Megabytes -
91112 RIM Blackberry 0.0400 Megabytes -
91112 RIM Blackberry 0.0292 Megabytes -
91112 RIM Blackberry 0.0400 Megabytes -
9112 RIM Blackberry 0.0117 Megabytes -
911112 RIM Blackberry 0.0019 Megabytes -
911112 RIM Blackberry 0.0029 Megabytes -
9112 RIM Blackberry 0.0068 Megabytes -
9212 RIM Blackberry 0.0039 Megabytes -
92112 RIM Blackberry 0.0058 Megabytes -
9/M12/12 RIM Blackberry 0.0214 Megabytes -
aM2i12 RIM Blackberry 0.0507 Megabytes -
91212 RIM Blackberry 0.0292 Megabytes -
9212 RIM Blackberry 0.0351 Megabytes -
91212 RIM Blackberry 0.0351 Megabytes -
9/12/12 RIM Blackberry 0.0068 Megabytes -
912/12 RIM Blackberry 0.0146 Megabytes -
9/12/12 RIM Blackberry 0.0039 Megabytes -
92112 RIM Blackberry 0.0048 Megabytes -
9/12112 RIM Blackberry 0.0058 Megabytes -
9M12/12 RIM Blackberry 0.0029 Megabytes -
9/13/12 RIM Blackberry 0.0019 Megabytes -
9/1312 RIM Blackberry 0.0019 Megabytes -
9/13/12 RIM Blackberry 0.0791 Megabytes -
9/13/12 RIM Blackberry 0.0058 Megabytes -
9/13/12 RIM Blackberry 0.0292 Megabytes -
9/13112 RIM Blackberry 0.0029 Megabytes -
9/13/12 RIM Blackberry 0.0458 Megabytes -
9/13/12 RIM Blackberry 0.1191 Megabytes -
9/13/12 RIM Blackberry 0.0146 Megabytes -
9/13/12 RIM Blackberry 0.0039 Megabytes -
9/13/12 RIM Blackberry 0.0009 Megabytes -
9/13/12 RIM Blackberry 0.0058 Megabytes -
9/13/12 RIM Blackberry __0.0009Megabytes -

SUBTOTAL 0.0059 Gigabytes

Date

PREMIUM SERVICES

Content . Usage

Besvldar Time  Description Charges Total
OTHER SERVICE PROVIDER CHARGES

Wise Media 11:38 AM _LUVSWAPB6622512653029 9,99 9.99

8/30/12

Call Type: (A) Call Waiting (B) Ca

SUBTOTAL

Call Type: (A} Call \WWaiting (B) Call Forward (C) Conference Call (E) Dala/Fax (F) Mobile2Mobile (G) Vaicemall (H) Free
Calls (1) Intl Dise Call (J) Int Disc Call to Mobile (K) WPS Call (M) AnyMobile (T) T-Mobila Number (U) HolSpt Call (V)
myFaves Call (X) T-Mobile @Home Call

L2013 T-Mobile USA, Inc.

Il Forward (C) Conference Call (E) Data/Fax (F) Mobile2Mobile (G) Voicemall (H) Free
Calls (1) Intl Disc Call (J) Intl Disc Call to Mobile (K} WPS Call (M) AnyMobile (T) T-Mobile Number (U) HotSpt Call (V)
myFaves Call (X) T-Mobile @Home Call

Page 12 of 13




Chase Online Wednesday, February 20, 2013
= e e e e ———]

Check Details for Check Number 1959

Post Date Amount Account number Routing number
02/01/2013 $9.99 010

Check Images (Front and Back)
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This information is provided for your convenience and does not replace your monthly account statement(s),
which are the official records of your accounts and does not replace any other notice we send you.
JPMorgan chase Bank, N.A. Member FDIC

© 2013 JPMorgan Chase & Co.
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DECLARATION OF PATRICIA MAPLES
PURSUANT TO 28 U.S.C. § 1746

. My name is Patricia Maples. Ilive in San Antonio, Texas. I am 64 years old. I have

personal knowledge of the facts stated herein. If called to testify, I could and would
competently testify to the facts set forth below.

When I reviewed my T-Mobile cellphone bill for August 2012, I noticed that I was
charged $9.99 on by Wise Media, LLC, associated with something called “DietTipz.”
Attached as Attachment A to this Declaration is a true and complete copy of page 4 my
T-Mobile cell phone bill for August 13, 2012.

I do not recall ever visiting a website associated with Wise Media or DietTipz. I do not
recall ever sending a text message to Wise Media or DietTipz. I do not recall agreeing to
pay Wise Media or DietTipz for any service.

I do not recall receiving any text messages with actual tips from Wise Media or DietTipz.
After I noticed these charges, I called my cell phone carrier, T-Mobile. T-Mobile gave
me the number to call Wise Media.

I called Wise Media on three separate occasions. Each time, the representative told me
that they would send me a refund check within three business days, but I never received
any refund.

After receiving no check from Wise Media, I called T-Mobile again, and they said they

would give me a refund. I never received a refund from T-Mobile.

Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in

r’ .

this declaration are true and correct. Executed in >fu Az zewis Z0 -'j"/ Z.-’g‘ /3.
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Ny et SAT I Q}/A:g,-"

Patricia Maples
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DECLARATION OF ROBERT MANWARING
PURSUANT TO 28 U.S.C. § 1746

. My name is Robert Manwaring. I live in Crown Point, Indiana. Ihave personal
knowledge of the facts stated herein. If called to testify, I could and would competently
testify to the facts set forth below.

Sometime between late winter 2011 and early spring in 2012, I received a text message
that said something about Love Tips. I did not recognize the name “LoveTips” or the
number associated with the text message’s sender. The text message looked like spam,
so I justignored it. I did not respond to the text message.

. Even though I did not respond to the text message, I was charged $9.99 by the company
that sent the text message. I discovered the charge on my April phone bill. Attached as
Attachment A to this Declaration is a true and complete copy of page 9 of my T-Mobile
phone bill dated April 5,2012.

. The charge was listed under “Premium Services” and “Other Service Provider Charges.”
The charge was dated 3/5/12 and the “Content Provider” was “Wise Media LLC.” The
description of the charge was “84930 LoveTips 8887953844.” The charge was for $9.99.
. After reviewing earlier phone bills, I discovered that I was also charged $9.99 in March
2012 for the same service.

. I do not recall ever visiting a website associated with Wise Media or with its Love Tips
service. I never agreed to pay for the Love Tips service.

. I do not recall receiving any text messages with actual love tips from Wise Media.

. After I noticed this charge, my wife called our phone carrier, T-Mobile. T-Mobile

credited us for the charges.



Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in

this declaration are true and correct. Executed in_ Crpww 2 2T Q1A% on

/A !& g{.,?w) .

I

Robert Manwaring
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DECLARATION OF SCOTT MOYER
PURSUANT TO 28 U.S.C. § 1746

. My name is Scott Moyer. I live in Phoenix, AZ. I have personal knowledge of the facts

stated herein. If called to testify, I could and would competently testify to the facts set
forth below.

. When I was reviewing my April 10, 2012, cell phone bill, I noticed a charge I did not
recognize. The charge was listed under “Premium Services” and “Other Service Provider
Charges.” The charge was dated 3/24/12 and the “Content Provider” was “Wise Media
LLC.” The description of the charge was “38774Vitalertz886211941.” The charge was
for $9.99. Attached as Attachment A to this Declaration is a true and complete copy of
page 4 of my T-Mobile bill dated April 10, 2012.

. I do not recall ever visiting a website associated with Wise Media or Vitalertz. I do not
recall ever receiving any text messages from Wise Media or Vitalertz. I am confident
that I did not send any text messages to Wise Media or Vitalertz because I do not text.

. After [ noticed this charge, I called my cell phone carrier, T-Mobile. The first person I
spoke with at T-Mobile did not give me a refund, and told me that I had to contact Wise
Media.

. Itried calling the Wise Media customer service number that T-Mobile provided me with.
The person I spoke with told me that he did not work for Wise Media, but just worked for
a call center that assisted Wise Media. I never received a refund from Wise Media.

. I'next called T-Mobile a second time, and on that call they agreed to block text messages

from my phone. I received a refund from T-Mobile for the $9.99 charge, however.



Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in

this declaration are true and correct. Executed in Pl'-de M 7(,. A & on

e —

Scott Moyer
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DECLARATION OF TAMMY MANKA
PURSUANT TO 28 U.S.C. § 1746

. My name is Tammy Manka. I live in Scranton, Pennsylvania. [ have personal knowledge of
the facts stated herein. If called to testify, I could and would competently testify to the facts
set forth below.

. Sometime around September 2012, I went to my cell phone carrier, T-Mobile, store to
receive help with a problem with my cell phone. When the T-Mobile representative looked
through my text messages, the representative told me I should respond “STOP” to this
particular text message which referenced something called “Guessology.” I responded
“STOP” to the message and received a text message back saying that I would not receive any
more messages and that my subscription was cancelled.

. The T-Mobile representative then looked up my cell phone bills and saw that my account had
been charged $9.99 every month for one year by Bune LLC for Guessology. Attached as
Attachment A to this Declaration is a true and complete copy of selected pages from my T-
Mobile cell phone bills for May, June, July, August, and September 2012, reflecting these
charges.

. I do not recall ever agreeing to pay Bune for Guessology or any subscription or service.
Before I saw the charges, I had never heard of Bune or Guessology. I do not recall ever
providing my cell phone number to Bune. I do not recall every visiting a website associated
with Bune.

. On or around September 25, 2012, I called Bune to receive a refund for these charges. 1
called the number on my T-Mobile bills, 866-861-1606. I spoke to a Bune representative
who introduced himself as Ricardo, employee #7043. 1 demanded a refund for the $9.99

charges by Bune because they were unauthorized and I had texted “STOP” to the text



10.

message. Ricardo was very rude and told me that I had authorized the charges because I had
filled out the Terms and Conditions paperwork for Bune.

I do not recall ever signing the Terms and Conditions paperwork for Bune. Ricardo
continued to claim that I had signed a Terms and Conditions for Bune. This exchange went
on, so I asked to speak to a manager. I was told the manager was on the phone.

Ricardo told me to write Bune a letter asking for a copy of the Terms and Conditions.
Ricardo gave me the address to send my letter, 3317 East Bell Road, Unit 101-136, Phoenix,
Arizona.

On or around October 8, 2012, I sent a letter to the address provided by Ricardo asking for a
copy of the Terms and Conditions. A few weeks later, the letter I had sent to Bune was
returned as undeliverable. Attached as Attachment B to this Declaration is a true and
complete copy of the letter I sent to Bune.

After being unable to receive a refund from Bune, I called T-Mobile around late October
2012. Itold the T-Mobile representative that I contacted Bune to get a refund. I explained to
the T-Mobile representative that I had talked to a Bune employee and even tried to mail a
letter to Bune, but the letter came back as undeliverable. The T-Mobile representative told
me that T-Mobile could only give me a credit of $9.99 for one month’s charges by Bune.
The $9.99 credit appeared on my December 2012 T-Mobile cell phone bill. I have not
received refunds for the other 11 months I was charged by Bune from T-Mobile or Bune.

[ asked the T-Mobile representative if there was any way to block these charges in the future,

and the T-Mobile representative told me a block would be put on my account.



Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in this

declaration are true and correct. Executed in Scranton, Pennsylvania on L/ ’ o? 5 -2013

Tammy Manka
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October 8, 2012

Customer Relations
3317 East Bell Road
Unit 101-136
Phoenix, AR 85032

RE: Proof of Subscription
To Whom It May Concern,

| spoke with Ricardo, employee #7043 today, September 25, 2012 at approximately 1:20pm regarding
unauthorized subscription charges made to my cell phone bill. My cell phone company alerted me to
additional premium charges for $9.99 that were on my bill referencing Guessology. These charges have
been on my bill for at least one year. As | told Ricardo | did not authorize these charges and | am
requesting a copy of the terms and conditions paperwork that | allegedly agreed to. Never once did |
reply to any of the text messages indicating authorization of $9.99 per month. The only response | did
make was on Saturday, September 22" to STOP receiving messages to my cell phone. When speaking to
Ricardo, | did ask to speak to a manager, but he/she was on a call with a customer.

After investigating your company Bune LLC, I've found numerous complaints have been made about
your practices through various website searches, mostly noting scams and cramming, and the same type
of situation | face. | am a hard working individual and | feel | do not deserve to be ripped-off, hustled or
scammed/crammed. | am requesting a refund of these unauthorized charges as well as a. copy of proof
of subscription. | am also writing to ensure future bills for your service never appear on my telephone
bill. If needed, | do plan on filing complaints with the FTC and BBB.

| look forward to your reply within 14 days and hope this matter can be sorted out quickly.

Thank you for your time,

Tammy Manka

Scranton, PA 18504




DECLARATION OF WAI HOM
I. PURSUANT TO 28 U.S.C. § 1746

. My name is Wai Hom. I live in Great Falls, VA. I have personal knowledge of the facts
stated herein. If called to testify, I could and would competently testify to the facts set
forth below.

. In August 2012, [ started getting unsolicited text messages from the number 42639,
which said something about “Social Games Network.” [ ignored the messages because
they were unsolicited. In addition, the messages were sent to a personal cell phone that
does not have a text message plan, so [ would have been charged $.20 for each text
message [ sent back. I was also being charged $.20 for each message I received from
Social Games Network.

. I then noticed that the November 15, 2012 T-Mobile bill for this cell phone was higher
than usual. This was because I was charged $9.99 by Wise Media for
“8882913029TextAlts42639.” I reviewed my prior bills and realized that Wise Media
had charged me $9.99 for three months total. Attached as Attachment A to this
Declaration is a true and complete copy of the Premium Service charges page from my T-
Mobile cell phone bills for August 15, 2012, September 15, 2012, and November 15,
2012,

. 1do not recall ever providing my cell phone number to Wise Media. I do not recall ever
agreeing to pay Wise Media for any service. Ido not recall ever sending a text message
to Wise Media. Prior to receiving text messages from Wise Media, I do not recall ever
visiting a website associated with them.

. Upon noticing the charges, I called T-Mobile. The T-Mobile representative told me that I

had to pay the charge and get reimbursed from the company that put the false charge on



my phone bill, Wise Media. The representative provided me with a toll free number to
call Wise Media.

6. The number the T-Mobile representative gave me for Wise Media did not work. I looked
online for a way to contact the company, but I could not find anything. T-Mobile did not
help me at all.

7. After contacting the BBB, I received a refund from Wise Media for $29.97.

Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in

this declaration are true and correct. Executed in [location] Gred ménv A
fhach 2 ?['g;t%].
w_)é’um’m_/—-’

Wai Hom
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DECLARATION OF WENDY LAMONT
PURSUANT TO 28 U.S.C. § 1746

. My name is Wendy LaMont. Ilive in Minneapolis, Minnesota. [ have personal knowledge
of the facts stated herein. If called to testify, I could and would competently testify to the
facts set forth below.

. Around April 2012, I started receiving text messages containing random facts. Idid not
know who was sending the mess.ages or why I was receiving them so I did not respond. [
usually just deleted the messages.

. On one occasion, I responded “unsubscribe™ to the text message. I received a text
confirming that I was unsubscribed, but then I received another text the following month.

. In May 2012, I was reviewing my T-Mobile phone bill when I noticed two $9.99 charges that
I did not recognize. The description for the first charge was “770501Q12CALL8668611606™
and the second was “835771Q10CALL8668611606". Both charges were from Bune LLC. |
called T-Mobile and they told me that the charges were related to something [ had subscribed
to on the internet. T-Mobile reversed the charges for May 2012,

. After noticing these charges I reviewed my past phone bills. I noticed that I had similar
charges going back to March 2012.

. Attached to this Declaration as Attachment A are true and correct copies of: page 16 of my
T-Mobile cell phone bill dated March 25, 2012; page 16 of my T-Mobile cell phone bill
dated April 25, 2012; page 15 of my T-Mobile cell phone bill dated May 25, 2012; page 17
of my T-Mobile cell phone bill dated June 25, 2012; and page 16 of my T-Mobile cell phone
bill dated July 25, 2012.

. T-Mobile also told me that they would put a block on my account, but I do not believe that

they ever did because I continued to receive the text messages and charges. When I spoke to



T-Mobile about this, they told me that they would send a message to the company directing
them to stop sending texts and charging my account. However, T-Mobile also told me that
the company responsible for the texts and charges was a third party processor and that T-
Mobile had no control over it.

[ continued to receive unauthorized charges on my T-Mobile phone bill in June and July
2012. Each month, after seeing the charge, 1 called T-Mobile and asked them to refund the
charge. T-Mobile refunded me for charges in May, June, and July 2012.

Around July or August 2012, I called T-Mobile again to get the texts and charges to stop.

After this call, the text messages and charges stopped.

10. Also around this time, [ attempted to contact Bune LLC at the phone number listed on my

11,

phone bill, 866-861-1601. T-Mobile also provided me with a different phone number for
Bune LLC. I called both phone numbers, but I did not reach anyone at Bune. One of the
numbers was no longer in service and the other just rang. Shortly thereafter, I filed a
complaint with Better Business Burcau in Boston, Massachusetts.

In all, I had unauthorized charges on my T-Mobile phone bills dated March 25, 2012, April
25,2012, May 25, 2012, June 25, 2012, and July 25, 2012. See Attachment A. 1 was charged

a total of almost $90 between March and July 2012.

12. Prior to reviewing my phone bills, I had never heard of Bune. Ido not recall ever signing up

for services from Bune or ever visiting a website associated with Bune.

Pursuant to 28 U.S.C. § 1746, I declare under penalty of perjury that the statements made in this

declaration are true and correct. Executed in Minneapolis, Minnesota on 4 29 / 2013

//nymy% D

Wendy LaMont
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Customer Service Number:  1-800-837-8087 Itemized deatals for:
Mar 26, 2012 Account Number:

VWVEB AND DATA USAGE CHARGES (Contnuad)

324712 Mobile Broadband 3.8140 Megabytes
3124112 Maobile Broadband 0.0886 Megabytes
3r24/12 Mabile Broadband 1.2187 Megabytes
3r24112 Mobile Broadband 0.2392 Megabytes
3/24/12 Mobile Broadband 0.0927 Magabytes
3124112 Mobile Broadband 10.6162 Megabytes
3/24/12 Mabile Broadband 0.0917 Megabytes
3124112 Mobile Broadband 0.0576 Megabytes
312412 Mablle Broadband 0.0585 Megabytes

SUBTOTAL 0.2211 * Gigabytes

*On web/data plans shown In this section, data is rounded up lo the nearest KB each use, and, for billing, rounded up to
the nearest MB at the end of each billing cycle. If you switch data plans mid-cycle, for billing, data will be rounded up to
the nearest MB at time of the change, and charges may not be displayed separately for each plan. 1024 KB = 1 MB, 1024

MB =1 GB.
PREMIUM SERVICES
Content
Date Provider Time  Description Total
OTHER SERVICE PROVIDER CHARGES
22612  BunelLC 7:20PM 770501Q12CALLBA6BE1 1606 9.99
3/0TM2  BuneLLC 1238 AM 83577IQ10CALLEG6BE11606 8.89
SUBTOTAL 19.98

Call Type: (A) Call Waiting (B) Call Forward (C) Conference Call (E) Data/Fax (F) Mobile2Moblle (G) Voicemall (H) Free
Calls (1) Intl Dise Call {(J) Intl Disc Call to Meblle (K) WFPS Call (M) AnyMoblle (T) T-Maobile Number (U) HotSpt Call (V)

myFaves Call (X) T-Mobile @Home Call
The date and time for all messaging and dala corresponds to Pacific Time (PST/PDT).

© 2013 T-Mobile USA, In¢

Call Type: (A) Call Waiting (B) Call Farward (C) Canference Call (E) Data/Fax (F) Mobile2Mabite (G) Voicamail {H) Fres
Calls (1) Ind Disc Call (J) Intl Disc Call to Mokbile (K) WPS Call (M) AnyMobile (T) T-Mabile Number (U) HatSpt Call (V)
myFaves Call (X) T-Mabile @Home Call



Sarvice N

ber:  1-800-837-8007

o
Apr 26, 2012

WEB AND DATA USAGE CHAROES (Conlinuad)

e mized details for
Aceount Number.

- i

| - -Mobile-

42412 Muobile Broadband 0.4608 Megabytes
4f24112 Mobile Broadband 3.7128 Megabyles
424112 Mobile Broadband 04877 Megabyles
4124112 Mobile Broadband 0.3466 Megabyles
4/24112 Mobile Broadband 04160 Megabytes
4124112 Moblle Broadband 04062 Megabytes
42412 Mobile Broadband 0.2275 Megabytes
4724112 Moblls Broadband 0.8798 Megabytes
4724112 Mobile Broadband 1.8886 Megabytes

SUBTOTAL 0.3418 * Gigabytes

*On web/data plans shown in this section, data is rounded up to the nearest KB each use, and, for bllling, rounded up to
the nearest MB at the end of each billing aycle. If you switch data plans mid-cycle, for billing, data will be rounded up to
the nearest MB at time of the change, and charges may not be displayed separately for each plan. 1024 KB = 1 MB, 1024
MB = 1GB.

PREMIUM SERVICES
Content Usage
Date Provider Time Description Charges Total
OTHER SERVICE PROVIDER CHARGES
3/26/12 BunellC 710PM 77050IQ12CALLBEEBE11606 8983 999
4/08/12 BuneLLC 12:39 AM 83577IQ10CALLBE68E611606 899 9.99
SUBTOTAL 19.98

Call Type: (A) Call Waiting (B) Call Forward (C) Cenference Call (E) Data/F ax (F) Mobile2Mebile (G) Voicemail (H) Free
Calls (1) Inti Disc Call (J) Intl Disc Call to Mobile (K) WPS Call (M) AnyMobile (T) T-Moblle Number (U) HotSpt Gall (V)
myFaves Call (X) T-Moblle @Home Call

The date and time for all messaging and data corresponds to Pacific Time (PST/PDT).

Call Type: (A) Call Waiting (B) Call Forward (C) Conferance Call {E) Data/Fax (F) Mobila2Mabile (G) Voicamall (H) Free
Calls (1) Iml Disc Gall (J) Intl Disc Call to Mobile (K) WPS Call (M) AnyMobila (T) T-Mobile Number (L) HotSpt Call (V)

© 2013 T-Mabile USA, Inc myFavas Call (X) T-Mobile @Home Call



Call Type: (A) Call Waiting (B) Call Forward (C) Conference Call (E) Data/Fax (F) Moblie2Mobile (G) Voicemall (H) Free
Calls (1) Intl Disc Call (J) Int! Disc Call to Mobile (K) WPS Call (M) AnyMobile (T) T-Mobile Number (U) HotSpt Call (V)

myFaves Call (X) T-Moblle @Home Call
The date and time for all messaging and data corresponds to Paclfic Time (PST/PDT).

Call Type: (A) Call Wailing (B) Call Forward (C) Confarence Cal! (E) Data/Fex (F) Mobila2Mobile (G) Voicemalil (H) Free
Calis (1) Int! Dise Call () Inll Disc Call 1o Mobile (K} WPS Call (M) AnyMoblle (T) T-Mabile Number (U) HotSpt Call (W)
myFaves Call (X) T-Moblla @Home Call

® 2013 T-Mabile UBA, Ina.

G Service N 1-800-937-8987 lemized details f
e e - ki
V.EB AND DATA USAGE CHARGES (Continued)
5/24/12 Mobile Broadband 03865 Megabytes
B/24112 Mobile Broadband 01804 Megabytes
Bi24i12 Moblle Broadband 0.9052 Megabytes
524112 Meblle Broadband 0.6015 Megabytes
5/24112 Mabile Broadband 04687 Megabytes
“m 624112 Moblle Broadband 0.4121 Megabytes
P SUBTOTAL 0.4881 * Gigabytes
—
O *On web/data plans shown in this section, data is rounded up to the nearest KB each use, and, for billing, rounded up to
the nearest MB at the end of each bllling cycle. If you switch data plans mid-cycle, for billing, data will be rounded up to
the nearest MB at time of the change, and charges may not be displayed separately for each plan. 1024 KB = 1 MB, 1024
MB =1GB.
n PREMIUM SERVICES
Content Usage
= Date Provider Time  Description Charges Total
- OTHER SERVICE PROVIDER CHARGES
L 4/26/112  Bume LLC 7T12PM  770501Q12CALLBE6B611606 9.89 999
5i08i12 Bune LLG 1240 AM B83577IQ10CALL8668611606 9.89 998
SUBTOTAL 19.98



-

|- - -Mobile

Customer Servics Number:  1-600-937-8997 Itemized details for o 17613
Jun 25, 2012 Account Number - ™

WEB AND DATA USAGE CHARGES (Contrwed)

*“On web/data plans shown In this section, data is rounded up to the nearest KB each use, and, for billing, rounded up to
the nearest MB at the end of each billing cycle. If you switch data plans mid-cycle, for billing, data will be rounded up to
the nearest MB at time of the change, and charges may not be displayed separately for each plan. 1024 KB = 1 MB, 1024
MB = 1 GB.

PREMIUM SERVICES

Content Usage
Date Provider Time  Description Charges Total
OTHER SERVICE PROVIDER CHARGES
526112 Bune LLC 713PM 770601Q12CALLBEEBA11606 989 999
6/08/42 BunellLC 1241 AM 83577I1Q10CALLBE6B611606 9.99 9.89
SUBTOTAL 19.08

Call Type: (A) Call Waiting (B) Call Forward (C) Conference Call (E) Data/Fax (F) Mobile2Mobile (G) Voicemail (H) Free
Calls (1) Intl Disc Call (J) Intl Disc Call to Moblle (K) WPS Call (M) AnyMobile (T) T-Mokile Number (U) HotSpt Call (V)
myFaves Call (X) T-Moblle @Home Call

The date and time for all messaging and data corresponds to Pacific Time (PST/PDT).

Call Type: (A} Call Waiting (8} Call Forward (C) Conferance Call (E) Data/Fax (F) Mobile2Mobila (G) Velcsmall (H) Free
Calls (1) Intl Disc Call (1) Int Dise Call 1o Mobile (<) WPS Call (M) AnyMoblla (T) T-Mablie Number (U) HotSat Cail (V)

© 2013 T-Mobile USA. Inc. myFr. ses Call (X) T-Moblle @Homa Call



| - -Mobile-

Cust Sarvice

ber:  1-800.837.8897

Jul 25,2012

WEB AND DATA UBAGE CHARGES (Continued)

7/23112
71312
712312
7/2312
712312
723112
7123112
712312
7123112
7123112
7124112
Tl24112
TrRR4M2
72412
72412
724112
Ti24112
7/24112
7124112
7124112
7l24/12
12412
724112

*On web/data plans shown In this section, data Is rounded up to the nearest KB each use, and, for billing, rounded up to
the nearest MB at the end of sach billing cycle. If you switch data plans mid-cycle, for billing, data will be rounded up to
the nearest MB at time of the change, and charges may not be displayed separately for each plan. 1024 KB = 1 MB, 1024

MB =1 GB.

Mobile Broadband
Mobile Broadband
Mobile Broadband
Mobile Broadband
Moblle Broadband
Moblle Broadband
Mobile Broadband
Moblle Broadband
Mobile Broadband
Mobile Broadband
Mabile Broadband
Mabile Broadband
Maobile Broadband
Mobile Broadband
Mobile Broadband
Maobile Broadband
Moblle Broadband
Mablle Broadband
Mabile Broadband
Mabile Broadband
Maobile Broadband
Moblle Broadband
Mobile Broadband

PREMIUM SERVICES

Date

OTHER SERVICE PROVIDER CHARGES
Bune LLC

6raenz

Call Type: (A) Call Walting (B) Call Forward (C) Cenference Call (E) Data/Fax (F) Mobile2Mobile (G) Voloemail (H) Free
Calls {1) Intl Disc Call (J) Intl Disc Call to Mobile (K) WPS Call (M) AnyMobile (T) T-Moblle Number (U) HotSpt Call (V)

myFaves Call (X) T-Mabile @Home Call
The date and time for all messaging and data corresponds to Pacific Time (PST/PDT).

Content
Provider

Call Type: (A) Call Walting (B} Call Forward (C) Canference Call (E) Data/Fax (F) Moblie2Mabile () Voicomail (H) Frea
Calis (1) Intl Dise Cali (J) Inll Dige Call 1o Mobile (K) WPS Call (M} AnyMabile (T) T-Mobile Number (U) HolSpl Call (V)
myFaves Call (X) T-Maobile @Home Call

© 2013 T-Mablie USA, Inc.

Itemized detaiis for.
Account Number:

2.1025 Megabytas
0.0839 Megabytes
0.7646 Megabytes
0.0058 Megabytes
0.1328 Megabyles
0.1240 Megabytes
0.0908 Megabytes
0.0722 Megabytes
0.0761 Megabytes
0.0883 Megabytes
0.0546 Megabytes
0.1542 Megabytes
2.1367 Megabytes
7.0869 Megabytes
0.7187 Megabytes
0.0986 Megabytes
5,6865 Megabytes
0.1201 Megabytes
0.8531 Megabytes
0.0312 Megabytes
0.0166 Megabytes
38.1171 Megabytes
3.6015 Megabyles

0.9201 * Gigabytes

Description

714 PM  770601Q12CALLBEE8E11606

Charges

SUBTOTAL

Page 16 of 505
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The Honorable James L. Robart

UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON

FEDERAL TRADE COMMISSION, Case No. 2:14-¢v-00967-JLR
Plaintiff, STIPULATED [PROPOSED] ORDER
FOR PERMANENT INJUNCTION
v, AND MONETARY JUDGMENT
T-MOBILE USA, INC., Note on Motion Calendar: December 19,
2014
Defendant.

Plaintiff, the Federal Trade Commission (“FTC”), filed its Complaint for Permanent
Injunction and Other Equitable Relief in this matter, pursuant to Section 13(b) of the Federal
Trade Commission Act (“FTC Act™), 15 U.S.C. § 53(b). The FTC and Defendant, T-Mobile
USA, Inc. (*"T-Mobile™), stipulate to the entry of this Stipulated Order for Permanent Injunction
and Monetary Judgment (“Order”), without trial or final adjudication of any issue of fact or law,
in order to resolve all matters in dispute in this law enforcement action by the FTC.

THEREFORE, IT IS ORDERED as follows:

FINDINGS

. There being no objection, the Court finds that it has jurisdiction over this matter.

STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N.W.
Case No. 2:14-¢v-00967-JLR Washington, DC 20580

1 (202) 326-3720
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2. The Complaint charges that T-Mobile participated in deceptive and unfair acts or
practices in violation of Section 5 of the FTC Act, 15 U.S.C. § 45, by including unauthorized
third-party charges on the telephone bills of its mobile phone customers.

3. T-Mobile waives all jurisdictional defenses or objections related to either the FTC
Act or the Communications Act of 1934, 47 U.S.C. §§ 151, et seq., solely for purposes of entry,
construction, modification, and enforcement of this Order. T-Mobile does not admit or consent
to the FTC’s jurisdiction for any other purposes or proceedings. .

4. The parties, by and through their counsel, have agreed that entry of this Order
fully and finally resolves all issues between them arising from or related to PSMS or claims of
Unauthorized Third-Party Charges for all time periods up to the date of entry of this Order and
precludes further litigation between the FTC and T-Mobile on the resolved issues except for
purposes of enforcing or collecting on this Order.

5 T-Mobile waives any claim that it may have under the Equal Access to Justice
Act, 28 U.S.C. § 2412, concerning the prosecution of this action through the date of this Order,
and agrees to bear its own costs and attorney’s fees.

6. T-Mobile and the FTC waive all rights to appeal or otherwise challenge or contest
the validity of this Order.

7 The FTC and T-Mobile acknowledge and agree that this is a compromise
settlement of disputed issues and T-Mobile neither admits nor denies the truth or falsity of any
claims or allegations made in the Complaint. Accordingly, this Order shall not be deemed or
construed in any other proceeding as: (a) an admission of the truth or falsity of any claims or
allegations heretofore made or any potential claims except as specifically stated in this Order;
(b) an admission by T-Mobile that it has violated or breached any law, statute, regulation, term,
provision, covenant, or obligation of any agreement; or (c¢) an acknowledgement or admission by

any of the parties of any duty, obligation, fault, or liability whatsoever to any other party or to

STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N.W.
Case No. 2:14-¢v-00967-JLR Washington, DC 20580

2 (202) 326-3720



(UN I e

o o« 1 o B

10

12
13
14
15
16
17
18
19
20
21
22
23
24
25

26

any third party. This Order shall not be used as evidence or precedent in any action or
proceeding, except an action or proceeding to enforce or collect on this Order.
DEFINITIONS

For the purpose of this Order, the following definitions apply:

1. “Account Holder” means any individual or entity who is or was responsible for
paying all charges associated with all lines on that individual’s or entity’s mobile phone account
with T-Mobile.

2 “Bill” means a Consumer’s mobile telephone bill or prepaid mobile account, as
applicable.

3. “Block™ means a restriction placed on a Consumer’s account that prevents one or
more lines from being used to purchase Third-Party Products and from being billed for Third-
Party Charges on a Consumer’s Bill.

4. A statement is “Clear and Conspicuous™ if it is disclosed in such size, color,
contrast, location, duration, and/or audibility that it is readily noticeable, readable,
understandable, and/or capable of being heard. A statement may not contradict or be
inconsistent with any other information with which it is presented. If a statement materially
modifies, explains, or clarifies other information with which it is presented, then the statement
must be presented in proximity to the information it modifies, explains, or clarifies, in a manner
that is readily noticeable, readable, and understandable, and not obscured in any manner. In
addition:

a. An audio disclosure must be delivered in a volume and cadence sufficient
for a consumer to hear and comprehend it;

b. A television or internet disclosure must be of a type size, location, and
shade and remain on the screen for a duration sufficient for a consumer to read and

comprehend it based on the medium being used; and

STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N.W.
Case No. 2:14-¢v-00967-JLR Washington, DC 20580

3 (202) 326-3720
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G Disclosures in a print advertisement or promotional material, including,
but without limitation, a point of sale display or brochure materials directed to
consumers, must appear in a type size, contrast, and location sufficient for a consumer to
read and comprehend them.

3. “Collectible Consumer Debt” means the amount owed to T-Mobile by a
Consumer whose accounts are not paid-in-full that T-Mobile owns and may legally take legal
action to collect.

6. “Commercial PSMS” means the use of PSMS to bill for Products.

A “Consumer” means a T-Mobile current or former customer, subscriber, or
purchaser of Products for which Third-Party Charges are or were placed on the Consumer’s Bill
from T-Mobile, whether that person is responsible for paying the Bill or has a device that is
billed to a shared account. “Consumer” does not include any business entity or any state,
federal, local, or other governmental entity, if (1) the business entity or government, and not the
employees or individuals working for or with that business entity or government, is solely liable
to T-Mobile for payment of all charges billed on that account, and (2) the ability to process
Third-Party Charges through that account is not available unless the business entity or
government affirmatively requests that certain or all mobile devices be provided the ability to
authorize placement of such Third-Party Charges. Nothing in this definition of “Consumer,” or
in any other provision of this Order, shall be read or construed to require T-Mobile (a) to share
customer proprietary network information (“CPNI") with any person not legally entitled to
receive CPNI; (b) to share customer information in such a way that it would violate any
applicable law or T-Mobile’s privacy policy or any other applicable privacy policy, provided that
such policies do not impose any unnecessary or unreasonable burdens on Account Holders
seeking information regarding their mobile phone accounts or seeking refunds; or (c) to grant

more than one refund for any single Unauthorized Third-Party Charge.

STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N.W.
Case No. 2:14-¢v-00967-JLR Washington, DC 20580

A (202) 326-3720



] 8. “Consumer Redress Period” means the twelve month period of time beginning on

July 1, 2014.

(UN I (o

9. “Effective Date” means the date this Stipulated Order for Permanent Injunction
and Monetary Judgment is approved and entered by the Court.

10.  “Express Informed Consent” means an affirmative act or statement that is made
by a Consumer, giving unambiguous assent to be charged for the purchase of a Third-Party
Product after receiving a Clear and Conspicuous disclosure of material facts.

11.  “Participating States” means the following states and commonwealths: Alabama,

o o« 31 o B

Alaska, Arizona, Arkansas, California, Colorado, Connecticut, Delaware, Florida, Georgia,

10 || Hawaii, Idaho, Illinois, Indiana, Iowa, Kansas, Kentucky, Louisiana, Maine, Maryland,

11 || Massachusetts, Michigan, Minnesota, Mississippi, Missouri, Montana, Nebraska, Nevada, New
12 Hampshire, New Jersey, New Mexico, New York, North Carolina, North Dakota, Ohio,

13 || Oklahoma, Oregon, Pennsylvania, Rhode Island, South Carolina, South Dakota, Tennessee,

14 || Texas, Utah, Vermont, Virginia, Washington, West Virginia, Wisconsin, and Wyoming, as well
15 || as the District of Columbia.

16 12, “Premium Short Messaging Service” or “PSMS™ means a service that distributes
17 || paid content to a Consumer using the Short Message Service (“SMS”) and Multimedia

18 || Messaging Service (“MMS™) communication protocols via messages that are routed using a

19 || Short Code, resulting in a Third-Party Charge.

20 13. “Product” means content and/or services that can be used on a mobile device for
21 || which charges are placed on the Consumer’s Bill by T-Mobile. “Product” excludes contributions
22 || to charities, candidates for public office, political action committees, campaign committees,

23 || campaigns involving a ballot measure, or other similar contributions. “Product” also excludes
24 | co-branded and white label products where content and services are sold jointly and

25 || cooperatively by T-Mobile and another entity, where the content and/or services is placed on the

26 | subscriber’s bill as a T-Mobile charge, and T-Mobile is responsible for accepting complaints,

STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N.W.
Case No. 2:14-¢v-00967-JLR Washington, DC 20580

5 (202) 326-3720
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processing refunds, and other communications with the consumer regarding the charge.
“Product” also excludes handset insurance and extended warranty offerings, and collect calling
services.

14, “Short Code” means a common code leased from the CTIA Common Short Code
Administration that is comprised of a set of numbers, usually 4 to 6 digits, to and from which
text messages can be sent and received using a mobile telephone.

15.  “Third Party” means an entity or entities, other than T-Mobile, that provides a
Product to Consumers for which billing is made through T-Mobile’s Bills.

16. “Third-Party Charge” means a charge for a Third-Party Product placed on a
Consumer’s Bill.

17. “Third-Party Product” means a Product provided by a Third Party.

18. “T-Mobile” means T-Mobile USA, Inc., and its successors and assigns.

19. “Unauthorized Third-Party Charge” means a Third-Party Charge placed on a
Consumer’s Bill without the Consumer’s Express Informed Consent.

ORDER
L EXPRESS INFORMED CONSENT

IT IS ORDERED that T-Mobile and its officers, agents, servants, and employees, and all
others in active concert or participation with any of them, who receive actual notice of this
Order, whether acting directly or indirectly, shall:

A. Begin developing and implementing a system, which shall be fully implemented
by T-Mobile no later than March 1, 2015, to obtain Express Informed Consent before a
Consumer is billed for any Third-Party Charge. The Consumer’s Express Informed Consent may
be provided to T-Mobile or to another person or entity obligated to T-Mobile to obtain such
consent. T-Mobile or other person or entity shall retain sufficient information to allow such
consent to be verified. If Express Informed Consent is not directly collected by T-Mobile, T-

Mobile shall implement reasonable policies and practices to confirm Express Informed Consent

STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N.W.
Case No. 2:14-¢v-00967-JLR Washington, DC 20580

6 (202) 326-3720
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will be appropriately collected and documented by the person or entity obligated to do so, and
shall monitor and enforce those policies and practices to confirm Express Informed Consent is
appropriately collected and documented, and where Express Informed Consent has not been
appropriately collected and documented, shall require remedial action (which may include, for
example, suspension, proactive credits, or retraining) or cease billing for such charges. While
the system described by this Paragraph is being developed and implemented, T-Mobile shall take
reasonable steps to obtain Express Informed Consent before a Consumer is billed for any Third-
Party Charge. Provided, however, for purposes of this Section, for charges incurred through
operating system storefronts, such reasonable policies and practices may, for example, consist of
T-Mobile or its agents making a statistically valid random sample of purchases to demonstrate
whether the storefront is collecting Express Informed Consent consistent with this Order; and

B. Beginning no later than April 1, 2015, implement a system whereby the
Consumer (and, for multiline accounts, the Account Holder, if designated) will be sent a
purchase confirmation, separate from the Bill, of every Third-Party Charge, including recurring
charges, that will appear on his or her Bill. Any such purchase confirmation shall be sent within
a reasonable period of time following the time a Third-Party Product is purchased or the
recurrence of a Third-Party Charge, and shall identify Blocking options that T-Mobile makes
available to Consumers and/or provide access to such information. For multiline accounts, T-
Mobile may provide the Account Holder the option to elect not to receive such purchase
confirmations.

II. REQUIRED DISCLOSURES

IT IS FURTHER ORDERED that T-Mobile shall, beginning no later than April 1, 2015,
provide a Clear and Conspicuous disclosure about Third-Party Charges and Blocking options in
informational material provided at or near the time of subscribing to service, to the extent Third-
Party Charges are offered and available with the service, and which is provided in a context

separate from the actual subscriber agreement documents. Such disclosure shall include or

STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N.W.
Case No. 2:14-¢v-00967-JLR Washington, DC 20580

7 (202) 326-3720
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provide access to a description of Third-Party Charges, how Third-Party Charges appear on
Bills, and options available to Consumers to Block Third-Party Charges. Consumers shall not
incur any data or text charges for receiving or accessing the information discussed in this
Section.

IIL REFUND PRACTICES

IT IS FURTHER ORDERED that T-Mobile shall:

A. For at least 6 years from the Effective Date, conduct a training program with its
customer service representatives, at least annually, to administer the requirements of this Order.
To the extent that T-Mobile no longer permits Third-Party Charges on Consumers’ Bills, T-
Mobile will conduct one training program within three months of such cessation and will have
no further obligation to conduct training programs under this Section so long as T-Mobile does
not permit Third-Party Charges on Consumers’ Bills; and

B. After a consumer disputes a Third-Party Charge within three months of the last
charge for a particular Product:

8 Provide the Consumer with access to a customer service representative
who has access to the Consumer’s account information for at least the prior 12 months.

For Newly Acquired Entities as defined in Section IV, if such information is not

available, T-Mobile shall have 12 months to come into compliance with respect to such

entities, and, while coming into compliance, respond to the Consumer’s inquiry within 10

days using any available information;

2. For current customers, offer the Consumer the opportunity to Block future

Third-Party Charges;

3. Commence and complete an investigation that is reasonably calculated to
determine whether the Consumer gave Express Informed Consent to the disputed
charge(s), including charges for the same Product that were billed more than three

months before the consumer dispute. T-Mobile shall inform the Consumer that, during
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the investigation, the Consumer is not obligated to pay the disputed charge(s), and that
nonpayment of such charge(s) will not result in interest accrual or phone service
termination or deduction of pre-paid minutes.

a) If T-Mobile reasonably concludes after the investigation that the
Consumer gave Express, Informed Consent to the disputed charge(s), T-Mobile
shall promptly provide the Consumer with the basis for its conclusion, including
providing the Consumer with any documentary or other evidence considered, and
the name and contact information of the Third Party that initiated the Third-Party
Charge.

b) If T-Mobile reasonably concludes after the investigation that the
Consumer did not give Express Informed Consent to the disputed charge(s), T-
Mobile shall promptly provide the Consumer with a full refund or credit of the
disputed charge(s), as long as the Consumer makes the claim within three months
of being billed for the last charge for the particular Product at issue.

Provided, however, that T-Mobile shall not be required to conduct such an
investigation if it promptly refunds the Consumer the full amount of the disputed
charge(s).

4, Be prohibited from requiring the Consumer to first contact the Third Party
in order to receive a refund or credit of any claimed Unauthorized Third-Party Charge,
although this Subsection does not prohibit asking the Consumer if he or she has contacted
the Third Party and/or if the Consumer has already received a credit or refund from the
Third Party for some or all of the claimed Unauthorized Third-Party Charge.

IV. NEWLY ACQUIRED ENTITIES
For entities T-Mobile acquires in the future (“Newly Acquired Entities”), except as
provided in Section II1.B., T-Mobile shall have a reasonable period of time, which in no event

shall exceed 6 months, in which to bring said entities into compliance with this Order. During the
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6 month period, T-Mobile shall take reasonable steps to obtain Express Informed Consent before
a Consumer is billed for any Third-Party Charge.
V. CONSUMER REDRESS

IT IS FURTHER ORDERED that T-Mobile shall provide full refunds to Consumers who
have been charged by T-Mobile for unauthorized Commercial PSMS charges from June 1, 2010
through the Effective Date of this Order. T-Mobile will provide full refunds as follows:

Al T-Mobile shall provide prompt refunds to Consumers for the full amount of any
unauthorized Commercial PSMS charge that has not already been fully refunded according to T-
Mobile’s billing records. T-Mobile shall refund no less than $90 million (the “PSMS Charges
Refund Amount”) for unauthorized Commercial PSMS charges during the Consumer Redress
Period, to be monitored by the FTC. T-Mobile may include in the PSMS Charges Refund
Amount any refunds granted by T-Mobile (a) since June 10, 2014, or (b) as a result of claims
made within the Consumer Redress Period, even if T-Mobile pays the refunds outside the
Consumer Redress Period. If T-Mobile refunds less than $90 million, after applying the credits
specified in Sections V.C and V.D, it shall remit the balance to the FTC, so the FTC can make
additional redress, disgorgement, or consumer informational remedies pursuant to Section V.E.
For purposes of this Section V, a refund under Section V.B.3.a must be provided within 60 days
of receiving a complete and valid claim form for a refund of an unauthorized Commercial PSMS
charge.

B. To effectuate Section V.A of this Order:

1. During the Consumer Redress Period, T-Mobile shall provide notice of the
right to obtain refunds for unauthorized Commercial PSMS charges to Consumers who
have been charged for a Commercial PSMS charge that has not already been fully
refunded according to T-Mobile’s billing records. For current customers, T-Mobile shall
provide notice using the medium that it uses to bill the Consumers in two consecutive

billing cycles during the Consumer Redress Period. Provided, however, that if the notice
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accompanies a Consumer’s Bill, the notice shall be on a different color of paper than the
Consumer’s Bill. For former customers, T-Mobile shall provide the notice within the
Consumer Redress Period by sending it via first-class mail to the Consumer’s last known
address and provide a second notice by email to the Consumer’s last known email
address. Prior to mailing notices, T-Mobile shall update the addresses via the Postal
Service’s National Change of Address database. The notices shall provide the link to an
online form that Consumers can use to apply for refunds; provided, however, that at the
request of a Consumer, a hard copy form must be provided without cost to the Consumer;

2. T-Mobile shall promptly provide, upon request by a Consumer, the total
amount of Commercial PSMS charges charged to the Consumer that have not been fully
refunded by T-Mobile or a Third Party, the dates of such charges, and the Third Party
initiating such charges;

3 Upon a Consumer’s affirmation that the Consumer was charged for
unauthorized Commercial PSMS charges, T-Mobile shall provide prompt refunds to the
Consumer for the unauthorized Commercial PSMS charges as follows:

a) For Consumers with active accounts, T-Mobile shall provide
prompt refunds by a credit to the Consumer’s mobile account; provided, however,
that T-Mobile shall Clearly and Conspicuously disclose to Consumers that in the
event they close their account with T-Mobile prior to T-Mobile issuing a credit,
they will receive a prompt refund by check. For Consumers with inactive
accounts that are paid in full, T-Mobile shall provide prompt refunds by check.
The determination of whether a Consumer’s mobile account is active or inactive
shall be made at the time the refund is issued;

b) For Consumers whose inactive accounts are not paid in full, T-
Mobile shall have the option to pay by check or to promptly reduce the

outstanding balance of the account by the total amount of unauthorized
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Commercial PSMS charges as identified by the Consumer that have not been fully

refunded according to T-Mobile’s billing records, provided that any such balance

constitutes Collectible Consumer Debt. Any reduction to an outstanding balance
pursuant to this subparagraph shall be counted towards the amount of permissible
credits against the remaining balance in Section V.D. If the total amount of
unauthorized Commercial PSMS charges identified by the Consumer on the claim
form exceeds the outstanding balance of the Consumer’s account, T-Mobile shall
promptly provide the Consumer a check in the amount of the excess.

4. T-Mobile shall ensure that Consumers obtain refunds of unauthorized
Commercial PSMS charges through a single claim form. Although T-Mobile may list
each Commercial PSMS charge separately on the claim form, Consumers must be
allowed to challenge all Commercial PSMS charges at once, such as by marking a single
box. T-Mobile shall not require Consumers to submit any documentation other than a
complete and valid claim form (though T-Mobile may give Consumers the option to
submit documentation to support claims for unauthorized Commercial PSMS charges not
reflected on reports provided to the Consumer pursuant to Section V.B.2), waive any
rights, or impose any unnecessary or unreasonable burdens on Consumers seeking
refunds. Provided, however, for any unauthorized Commercial PSMS charges that T-
Mobile fully refunds to, or credits against the debt of, a Consumer, the Consumer’s claim
against T-Mobile with respect to the fully refunded charges will be deemed satisfied.

5. Within 30 days of the Effective Date, T-Mobile shall notify all Consumers
that it has identified as having visited T-Mobile’s redress website before August 31,
2014, but failed to submit a claim form, and for whom T-Mobile captured contact
information during the Consumer’s visit to the website, that improvements have been

made to the claims process and notifying the Consumers of their right to obtain full
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refunds for unauthorized Commercial PSMS charges that have not already been fully

refunded according to T-Mobile’s billing records.

C. If after the expiration of the Consumer Redress Period, T-Mobile has failed to
refund the full PSMS Charges Refund Amount pursuant to Sections V.A and V.B, T-Mobile may
apply towards the PSMS Charges Refund Amount up to $22.5 million of any fees, costs,
penalties, or other payments to any other federal, state, or local government entity that, within 12
months of the Effective Date, are paid by T-Mobile as a result of any agreement or order related
to unauthorized Commercial PSMS charges with such federal, state, or local government entity,
or as the result of a court order related to unauthorized Commercial PSMS charges.

D. If, after applying any fees, costs, penalties, or other payments pursuant to Section
V.C, the PSMS Charges Refund Amount is not reached, T-Mobile may, at its discretion, apply as
credit towards the balance within 90 days of the end of the Consumer Redress Period (a) any
refunds granted to Consumers who were charged a Commercial PSMS charge for a good or
service offered by a Third Party that has been the subject of a federal or state law enforcement
action and for which a full refund has not yet been provided according to T-Mobile’s billing
records; and/or (b) any reductions in outstanding balances of inactive accounts of Consumers up
to a total of $37.5 million, provided that any such balance constitutes Collectible Consumer Debt
and any such reduction shall not exceed the total amount of Commercial PSMS charges charged
to a Consumer’s account that have not been fully refunded according to T-Mobile’s billing
records. Any outstanding balance on the PSMS Charges Refund Amount after application of the
credits in this Subparagraph shall be remitted to the FTC within 105 days of the end of the
Consumer Redress Period and shall not constitute a penalty.

E. All money paid to the FTC pursuant to this Order shall be deposited into a fund
administered by the FTC or its designee to be used for equitable relief, including consumer
redress and any attendant expenses for the administration of any redress fund. If the FTC, in

consultation with the executive committee of the Attorneys General of the Participating States
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and the Federal Communications Commission, determines further redress is no longer
practicable, the FTC may apply all remaining funds for such other equitable relief (including
consumer information remedies) as it determines to be reasonably related to T-Mobile’s practices
alleged in the Complaint. Any funds not used for redress or other equitable relief such as
consumer information remedies, shall be deposited to the U.S. Treasury as disgorgement as
equitable relief, or transferred to the Attorneys General of the Participating States to be used for
proper purposes as set forth in their assurances of voluntary compliance, consent decrees, and
court orders with T-Mobile.

1. If the FTC determines to use the fund referenced in Section V.E for further
consumer redress, it shall engage a settlement administrator (the “Settlement
Administrator”), which shall not be a governmental entity, to administer this redress
program.

2. T-Mobile agrees to deliver to the Settlement Administrator the records
specified in Section V.E.3 below, in the format reasonably requested by the FTC or the
Settlement Administrator, no later than 90 days after the date the FTC or Settlement
Administrator provides T-Mobile with the necessary information regarding how the data
needs to be formatted and delivered. Should the Settlement Administrator or the FTC
request additional Consumer information necessary to effectuate redress and this
information is readily available to T-Mobile at no material expense, T-Mobile agrees to
provide the information to the Settlement Administrator within 60 days of any subsequent
written request from a representative of the FTC, or from the Settlement Administrator.
To the extent T-Mobile cannot deliver the information in the format requested due to
technological reasons, the parties will work together to develop a format upon which the
information can be delivered.

3. For the purposes of effecting this Order and to protect Consumers from

fraud in accordance with 47 U.S.C.§ 222(d), T-Mobile agrees to provide the Settlement
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Administrator the records used by the company that administered T-Mobile’s refund
program under this Section V, which includes records for each Consumer whom T-
Mobile billed for Commercial PSMS charges from June 1, 2010 through the cessation of
billing for Commercial PSMS charges. T-Mobile represents this information included
the following, to the extent reasonably available: First Name; Middle Name; Last Name;
Alias-Surname; postal address records; e-mail address; all telephone numbers; mobile
Billing Account Number (“BAN"); a designation indicating whether the Consumer is a
current or former customer as of the date the information was collected; a list of all
unrefunded Commercial PSMS charges charged to each Consumer’s mobile phone
account, including the month and year of the charges, the amounts charged, and the Third
Party responsible for each Commercial PSMS charge: and records of refunds provided
through the redress program described in this Section V. T-Mobile agrees the Settlement
Administrator shall instruct T-Mobile to submit the information to it in a secure,
encrypted format, and T-Mobile agrees to submit the information in a secure, encrypted
format.

4, The FTC may engage a third-party independent auditor (“Auditor”), which
shall not be a governmental entity, to review and report on the Settlement Administrator’s
performance of its duties under this Order. The Settlement Administrator shall allow for
an independent review of the Settlement Administrator’s work. The cost of the review by
the Auditor shall be paid out of the fund referenced in this Section V.E established to
administer redress. T-Mobile agrees to provide all the records described in Section V.E.3
to the Auditor. Upon the Auditor’s request, the Settlement Administrator may share any
Consumer information with the Auditor.

5. In accordance with the Electronic Communications Privacy Act, 18 U.S.C.
§ 2702(c)(6), neither the Settlement Administrator nor the Auditor shall share with any

representative of the FTC, or any other governmental entity, the information provided by
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T-Mobile unless Consumers’ personally identifiable information, such as name, address,
telephone, e-mail address, or other unique identifier that could permit the information
shared to be associated with the relevant subscriber or customer of T-Mobile, is redacted.
At any time during the redress program, the Settlement Administrator also may share
with a representative of the FTC the information provided by T-Mobile in aggregate
form. Aggregate form includes, inter alia, the total number of Consumers, by state,
potentially entitled to redress and the amount of such potential redress, the total number
of Consumers, by state, who have received redress and the amount of such redress, and
the total amount of redress by state. Aggregate form must not include any information
that includes Consumers’ personally identifiable information. The Settlement
Administrator shall at no time be an agent of the FTC, or any other governmental entity,
for purposes of the possession, custody, or control of such information.

6. The Settlement Administrator and Auditor shall operate in accordance
with, and shall be deemed for purposes of carrying out this Order to be subject to, the
information security, data breach notification and confidentiality standards and
requirements of the FTC’s Standards for Safeguarding Customer Information Rule, 16
C.F.R. Part 314, the FTC’s Disposal of Consumer Report Information and Records Rule,
16 C.F.R. Part 682, the Gramm-Leach-Bliley Act, 15 U.S.C. §§ 6801-6809 and §§ 6821-
6827 , and the Telecommunications Act, 47 U.S.C. § 222, and 47 C.F.R. §§ 64.2010-
2011. The Settlement Administrator and Auditor shall destroy all records associated with
the redress program following notification by a representative of the FTC and shall
certify to T-Mobile that all such records have been destroyed.

F. If T-Mobile has reported to any consumer reporting agency an outstanding
balance of a Consumer’s inactive account, T-Mobile shall furnish correct account information to
that consumer reporting agency or cease reporting the account within 30 days of any reduction in

the outstanding balance of the account pursuant to Sections V.B.3.b or V.D of this Order.
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G. Within 120 days of the end of the Consumer Redress Period, T-Mobile shall
provide the FTC with records sufficient to show the notification provided by T-Mobile to
Account Holders of the right to full refunds of unauthorized Commercial PSMS charges, the
refunds requested and paid to Account Holders during the Consumer Redress Period, any
payments to federal, state, or local government entities that T-Mobile applied to the PSMS
Charges Refund Amount pursuant to Section V.C, that all outstanding balances of inactive
accounts that were reduced pursuant to Sections V.B.3.b or V.D constituted Collectible
Consumer Debt, that any notifications required by Section V.F have been made, and any refund
requests that were denied due to a prior full refund or any other reason. All such records, to the
extent they pertain to any customer or subscriber of T-Mobile and are protected by the Electronic
Communications Privacy Act, 18 U.S.C.§ 2703, shall be produced in a manner and form in
which Consumers’ personally identifiable information, such as name, address, telephone, e-mail
address, or other unique identifier that could permit the information shared to be associated with
the relevant subscriber or customer of T-Mobile, is redacted.

H. T-Mobile relinquishes dominion and all legal and equitable right, title, and
interest in all assets transferred pursuant to this Order and may not seek the return of any assets.

& The facts alleged in the Complaint will be taken as true, without further proof,
only in the event of a non-dischargeability complaint in any bankruptcy case.

i The facts alleged in the Complaint establish all elements necessary to sustain an
action by the FTC pursuant to Section 523(a)(2)(A) of the Bankruptcy Code, 11 U.S.C.

§ 523(a)(2)(A), and this Order will have collateral estoppel effect for such purposes.

K. T-Mobile acknowledges that its Taxpayer Identification Numbers, which T-

Mobile must submit to the FTC, may be used for collecting and reporting on any delinquent

amount arising out of this Order, in accordance with 31 U.S.C. § 7701.
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VL. ORDER ACKNOWLEDGMENTS

IT IS FURTHER ORDERED that T-Mobile obtain acknowledgments of receipt of this
Order:

A. T-Mobile, within 7 days of entry of this Order, must submit to the FTC an
acknowledgment of receipt of this Order.

B. Within 7 days of entry of this Order, T-Mobile must deliver a copy of this Order
to all officers and directors of T-Mobile.

VIIL COMPLIANCE REPORTING

IT IS FURTHER ORDERED that T-Mobile make timely submissions to the FT'C:

A. One year after entry of this Order, T-Mobile must submit a compliance report. T-
Mobile must: (i) identify the primary physical, postal, and email address and telephone number
of designated points of contact, which representatives of the FTC may use to communicate with
T-Mobile, and will update this information as necessary; and (ii) provide a certification from a
senior corporate manager with the requisite corporate and organizational authority that T-Mobile
has established and implemented the requirements of this Order and is not aware of any material
noncompliance that has not been (a) corrected or (b) disclosed to the FTC. The certification will
be based on the personal knowledge of the senior corporate manager or the personal knowledge
of T-Mobile subject matter experts upon whom the senior corporate manager reasonably relies in
making the certification.

B. For a period of one year after April 1, 2015, and upon request for five years
thereafter, T-Mobile shall provide a report to the FTC every 3 months (“Quarterly Reports™)
documenting its compliance with the requirements of Section III.B (and its subsections). This
documentation shall include:

1. The total number of Consumer claims for Unauthorized Third-Party

Charges for which T-Mobile has demonstrated that the purchasers provided Express

Informed Consent;
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2. All refunds/credits provided, in dollars, pursuant to Section III.B.3, above;

3, For the refunds/credits identified in the foregoing Subsections 1 and 2, the
Third-Party Product, the Third Party, and the entity responsible to. T-Mobile for ensuring
Express Informed Consent from the Consumer if different than T-Mobile; and

4, To the extent permitted by any applicable law, a description of any
remedial action taken by T-Mobile against Third Parties for Unauthorized Third-Party

Charges, including, but not limited to, any actions taken to limit or terminate a Third

Party’s ability to place Third-Party Charges on a Consumer’s Bill. The description of

any remedial action provided under this subsection shall include:, (i) the name and

contact information of such Third Party, (ii) a description of the Product in connection
with which the remedial action was taken, (iii) an indication of whether the Product was
suspended or terminated (and if the Product was suspended, T-Mobile shall include the
date or conditions for reinstatement), and (iv) the reason, for the remedial action.

C. Information in Quarterly Reports shall be presented on a national basis and
provided electronically in a format to be agreed to by the parties. Quarterly Reports shall be
provided within 30 days of the end of each calendar quarter.

D. To the extent T-Mobile believes that Quarterly Reports submitted pursuant to this
Section, constitute confidential commercial and financial information that is proprietary and
sensitive, T-Mobile may produce such Quarterly Reports pursuant to confidentiality provisions
in 16 C.F.R. §§ 2.33 and 4.9(c) and mark them as confidential.

E. T-Mobile must submit to the FTC notice of the filing of any bankruptcy petition,
insolvency. proceeding, or similar proceeding by or against T-Mobile within 14 days of its filing.

F. Unless otherwise directed by an FTC representative in writing, all submissions to
the FTC pursuant to this Order must be emailed to DEbrief@ftc.gov or sent by overnight courier

(not the U.S. Postal Service) to: Associate Director for Enforcement, Bureau of Consumer,
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Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580.
The subject line must begin: FTC v. T-Mobile USA, Inc. (X140053).

G. T-Mobile’s submission of reports to the FTC as required by this Order, and its
adherence to other aspects of this Order, shall not under any circumstances be taken as any
admission of the FTC’s jurisdiction over T-Mobile for any other purpose, in any other context or
under any other set of facts.

VIIL RECORDKEEPING

IT IS FURTHER ORDERED that T-Mobile must create and retain the following records:

A. No later than March [, 2015, T-Mobile shall implement a process to track (1) all
Consumer claims that a Third-Party Charge was unauthorized for which T-Mobile demonstrated
that purchaser provided Express Informed Consent, and (ii) refunds/credits provided pursuant to
Section I11.B.3.

B. No later than March 1, 2015, T-Mobile shall implement systems that allow it to
maintain the information described in Section VIILA. Each record created pursuant to this
Section shall be maintained for a period of 6 years from the date of its creation. T-Mobile’s
obligation to maintain records for 6 years from the date of their creation shall continue for 20
years after entry of the Order.

C. For 20 years after the entry of this Order, T-Mobile must create accounting
records showing the revenues associated with all Third- Party Charges and retain such records
for 5 years from the date of their creation. If such records are requested by the FTC those
records may be produced by T-Mobile pursuant to the confidentiality provisions in 16 C.F.R. §§
2.33 and 4.9(c) and marked by T-Mobile as confidential

IX. COMPLIANCE MONITORING

IT IS FURTHER ORDERED that, for the purpose of monitoring T-Mobile’s compliance

with this Order:
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A. The FTC is authorized to obtain discovery, without further leave of court, using
any of the procedures prescribed by Federal Rules of Civil Procedure 29, 30 (including
telephonic depositions), 31, 33, 34, 36, 45, and 69.

B. Nothing in this Order limits the FTC’s lawful use of compulsory process,
pursuant to Sections 9 and 20 of the FTC Act, 15 U.S.C. §§ 49, 57b-1. T-Mobile may assert any
and all defenses, rights, or privileges available to it.

X. RETENTION OF JURISDICTION
IT IS FURTHER ORDERED that this Court retains jurisdiction of this matter for

purposes of construction, modification, and enforcement of this Order.

SO ORDERED this day of , 201

UNITED STATES DISTRICT JUDGE

SO STIPULATED AND AGREED:

FOR PLAINTIFF:

FEDERAL TRADE COMMISSION

,-% )&”’”{/T Date: ! 2-18- [
BRIAN S. SHULL
JANE M. RICCI

Federal Trade Commission

600 Pennsylvania Avenue N.W., CC-10232
Washington, DC 20580

bshull@ftc.gov, jricci@ftc.gov

P:(202) 326-3720, (202) 326-2269

F: (202) 326-3239

COUNSEL FOR FEDERAL TRADE COMMISSION
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FOR T-MOBILE USA, INC.:
2 4

STEPHEN M. RUMMAGE

STEVEN P. CAPLOW

Davis Wright Tremaine LLP

1201 Third Avenue, Suite 2200

Seattle, WA 98101
steverummage@dwt.com

P: (206) 757-8136

F: (206) 757-7136

COUNSEL FOR T-MOBILE USA, INC.

W__

DAVID A. MILLER
Executive Vice President and Chief Legal Officer
T-MOBILE USA, INC.

STIPULATED ORDER FOR PERMANENT
INJUNCTION AND MONETARY JUDGMENT
Case No. 2:14-cv-00967-JLR
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Date: / i’ i

Federal Trade Commission

600 Pennsylvania Avenue N.W.,
Washington, DC 20580

(202) 326-3720
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O'Hara, Shelley

From: Ricci, Jane

Sent: Tuesday, July 30, 2013 8:22 AM

To: Winston, Joel (jwinston@hudco.com); jnoonan@hudco.com
Cc: Shull, Brian

Subject: Follow up to July 25 meeting

Attachments: 2013-07-30 Ltr to J. Winston & J. Noonan.pdf

Joel & Jean:

Thanks again for coming in and speaking with us last week. | have attached a letter following up on some of the items
discussed at our meeting.

Best regards,

Jane M. Ricci

Attorney

Federal Trade Commission
Division of Financial Practices
601 New Jersey Ave NW, NJ-3158
Washington, DC 20001

Phone: 202-326-2269



UNITED STATES OF AMERICA
Federal Trade Commission
Washington, D.C. 20580

Jane Ricci
Bureau Of Consumer Protection
Phone: (202) 326-2269
Email: jricci@flc.gov

July 30, 2013

Via E-Mail

Joel C. Winston, Esq.; L. Jean Noonan, Esq.
Hudson Cook, LLP

1020 19th Street, NW

7th Floor

Washington, DC 20036

Re: T-Mobile US, Inc.

Dear Joel and Jean,

Thank you again for meeting with us on July 25, 2013 to discuss the FTC’s investigation of T-
Mobile US, Inc. (“T-Mobile”). As we discussed at that meeting, the FTC would like to request
additional information and documents as a follow-up to your presentation. Please provide us
with the following information and documents:

The short code, the content provider, the type of action taken, the reason action was

taken, and the date of the action for each of the] _ Jshort codes-against which T-Mobile. . )\ i)
has taken action since 201 1§
A list of the twenty short cod
that short code, and the sales and refund dollar amounts for each listed short code, for
each month from January 1, 2013 to the present. Please limit the list to short codes with
sales in excess of $5,000 in the month in which they are listed.

A description of any policy in place from January 1, 2011 to the present regarding

Documents detailing (6)

A list of refund codes used by T-Mobile and documents supporting


mailto:jricci@fic.gov

Please provide the requested information and documents by August 13, 2013.! Should you
decide to withhold responsive material for any reason, including an applicable privilege (e.g.,
attorney-client privilege) or judicial order, please notify me on or before the date your response
is due,

Your response should be sent to:

Jane M. Ricci

600 Pennsylvania Avenue, N.W.
Mailstop NJ-3158

Washington, DC 20580

Sincerely,

S K>

“Jane M. Ricci

! Under Section 21(f) of the Federal Trade Commission Act, 15 U.S.C. § 57b-2(f), all documents and information
provided voluntarily in lieu of compulsory process in law enforcement investigations will be exempt from public
disclosure under the Freedom of Information Act, 5 U.S.C. § 532(b)(3)(B). Furthermore, under Commission Rule
4.,10(d), any material you provide which is marked “CONFIDENTIAL” will be given the same confidential
treatment as material provided in response to compulsory process. The Commission's procedures concerning public
disclosure and confidential treatment can be found at 15 U.S.C. §§ 46(f) and 57b-2, and Commussion Rules of
Practice 4.10-4.11.,

2 If any responsive material is withheld for any reason, please submit a list of the items withheld and state
individually as to each item: the type, title, specific subject matter, and the date of the item; the names, addresses,
positions and organizations of all authors and recipients of the item: and the specific reason(s) for withholding the
item. Please note that we reserve the right to seek access to additional records and to pursue such additional avenues
of inquiry as we may deem appropriate.


http:4.10-4.11

O'Hara, Shelley

From: Winston, Joel <jwinston@hudco.com>

Sent: Tuesday, August 13, 2013 12:13 PM

To: Ricci, Jane

Subject: T-Mobile responses to your letter of July 30, 2013
Attachments: doc00812020130813111425.pdf; TMUS-SC0004001.pdf
Jane,

Attached are the responses to your July 30 supplemental request to T-Mobile along with supporting documents.
Let me know if you have any questions.

Best,
Joel

Joel Winston

Hudson Cook, LLP
1020 19th Street NW
Suite 700

Washington DC 20036
202.327.9716
jwinston@hudco.com

The legal minds betwnd

M Hudson Cook, 1Lp L%Counwodhayg

CONFIDENTIALITY NOTICE: The information contained in this transmission is intended solely for the individual(s)
identified above. The information may be privileged and it may constitute attorney work product. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the intended recipient, please contact Joel Winston at
jwinston@hudco.com or 202-223-6930 immediately and destroy Il copies of the original message and any

attachments. Unless otherwise expressly stated herein, the appearance of a typed name or initials herein does not (1)
evidence an intent to sign this email or (2) constitute either (a) a signature, or (b) any consent to use electronic records or
signatures in place of a traditional writing or handwritten signature.
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HC Hudson Cook, LLp

1020 19" Street, NW, 7" Floor, Washington, DC 20036
(202) 223-6930 + Fax: (202) 223-6935
www.hudco.com

Offices in: California, Connecticut, Maine, Maryland, Massachusetts, Michigan, New York,

Ohio, Oklahoma, Pennsylvania, Tennessee, Virginia and Washington, DC
By Electronic Mail and Hand Delivery

CONFIDENTIAL
August 13, 2013

Jane Ricci, Esq.

Federal Trade Commission
Division of Financial Practices
601 New Jersey Ave. NW
Washington, DC 20580

Catharine S. Andricos  1»
Sharon J. Bangert +
Michael A. Benoit  ++
Catherine M. Brennan «o4
Thomas J. Buiteweg ©
A. James Chareq o<
Dana F. Clarke 1>+
Robert A, Cook  «
Patricia E.M. Covington -
David S. Darland s
Lisa C. DeLessio  wnee
Lori A. Desjardins o+
Charles F. Dodge -
Anne P. Fortney s
Michael A, Goodman .
Ronald D. Gorsline @
Justin B. Hosie ¢

Daniel J. Laudicina «

leffrey H. Levine

<

Wingrove S. Lynton  «

Joseph E. Mayk
Timothy P. Meredith
Nicole F. Munro
Meghan S. Musselman
L. Jean Noonan
Thomas P, Quinn, Jr.
Geoffrey C. Rogers

‘m
teo

Aline C. Ryan -

Angela Maynard Shovein
H. Blake Sims
Ryan S. Stinneford

Clayton C. Swears -

Alicia H. Tortarolo
Daniel O'C. Tracy, Jr.

Thomas B. Hudson Joel C. Winston o

Eric L. Johnson © Elizabeth C. Yen >
Admitted in:

California 1 Hawail 4  Massachusetts ¢ Ohio 4

Connecticut > TMinois © Michigan O Pennsylvania A

District of Columbia A Indiana < New York © Tennessee ¢

Floride & Maine 7 New Jesey & Virginia 4

Georgia ©  Maryland *

Re: T-Mobile USA. Inc.. File No. 052 3139

Dear Jane:

Oklahoma [ Parmer Emeritus

This responds to your letter of July 30, 2013, in which you requested additional

Responses to questions

information in the Commission’s investigation pertaining to short code content providers.{

Bullet # 1: The short code, the content provider, the type of action taken, the reason action

was taken, and the date of the action for each of the

Mobile has taken action since 2011{P)

short codes against which T-

See document with Bates Numbers TMUS-SC 0004001 - TMUS-SC 0004004 |;

*

o ..\...gb)(fi) 21(f).(b)

(0)(3):21(f).(b)

Bullet #2: A list of the twenty short codes with the highest refund rates, the content
provider for that short code, and the sales and refund dollar amounts for each listed short
code, for each month from January 1, 2013 to the present. Please limit the list to short
codes with sales in excess of $5,000 in the month in which they are listed.

See document with Bates Numbers TMUS-SC 0004005 - TMUS-SC 0004006

(3Y6¢(f)(b)(4)


http:against.whi.ch
http:Eaneri11.1s
http:www.hudco.com

Bullet # 3: A description of any policy in place from January 1, 2011 to the present
O

CONFIDENTIAL



(¥

Bullet # 4: Documents de

1. Bates Numbers TMUS-SC 0004066 - TMUS-SC 0004067

2. Bates Numbers TMUS-SC 0004007 - TMUS-SC 0004065[POZ0OESOOE ]

Bullet #5: A list of refund codes used by T-Mobile and documents supportin

CONFIDENTIAL


http:1(6)(3).21

Please let us know if you have any further questions.

Sincerely,

CONFIDENTIAL



O'Hara, Shelley

From: Winston, Joel <jwinston@hudco.com>
Sent: Friday, August 16, 2013 2:34 PM

To: Ricci, Jane

Cc: Shull, Brian

Subject: RE: Today's letter

Attachments: doc00819220130816133519.pdf

Jane,

Corrected letter attached. I'll put the original in the mail.
Thanks for your patience,
Joel

Joel Winston

Hudson Cook, LLP
1020 19th Street NW
Suite 700.

Washington DC 20036
202.327.9716

jwinston@hudco.com

CONFIDENTIALITY NOTICE: The information contained in this transmission is intended solely for the
individual(s) identified above. The information may be privileged and it may. constitute attorney work
product. Any unauthorized review, use, disclosure or distribution is prohibited. If you are not the intended
recipient, please contact Joel Winston at jwinston @hudco.com or 202-223-6930 immediately and destroy 11
copies of the original message and any attachments. Unless otherwise expressly stated herein, the appearance
of a typed name or initials herein does not (1) evidence an intent to sign this email or (2) constitute either (a) a
signature, or (b) any consent to use electronic records or signatures in place of a traditional writing or
handwritten signature.

From: Ricci, Jane [mailto:jricci@ftc.gov]
Sent: Friday, August 16, 2013 8:59 AM
To: Winston, Joel

Cc: Shull, Brian

Subject: RE: Today's letter

Can we expect a revised submission today?

Thanks,
Jane


mailto:jricci@ftc.gov
mailto:jwinston@hudco.com
mailto:jwinston@hudco.com

From: Winston, Joel [mailto:jwinston@hudco.com]
Sent: Tuesday, August 13, 2013 4:36 PM

To: Ricci, Jane

Subject: RE: Today's letter

Thanks - hopefully tomorrow

From: Ricci, Jane [mailto:jricci @ftc.gov]
Sent: Tuesday, August 13, 2013 4:15 PM
To: Winston, Joel

Subject: RE: Today's letter

Ok, I look forward to the revised submission.

Jane

From: Winston, Joel [mailto:jwinston@hudco.com|
Sent: Tuesday, August 13, 2013 3:32 PM

To: Ricei, Jane

Subject: Today's letter

Jane,
We are need to change a few things in the response letter I sent you earlier. Please ignore the one [ sent

Sent from my iPhone


mailto:jwinston@hudco.coml
mailto:mailto:jricci@ftc.gov
mailto:mailto:jwinston@hudco.com

HC Hudson Cook, LLp

1020 19" Street. NW, 7" Floor, Washington, DC. 20036
(202) 223-6930 +  Fax: (202) 223-6935
www.hudco.com

Offices.in:.. California, Connecticut, Maine, Maryland, Massachuseits, Michigan, New York,
Ohio, Oklahoma, Pennsylvania, Tennessee, Virginia.and Washington, DC

Direct Dial: 202-327-9710
MMackenzie@hudco.com

November 6, 2013

Jane M. Ricci

Division of Financial Practices
Federal Trade Commission

601 New Jersey Ave., NW, NJ-3158
Washington, DC 20001

Re: T-Mobile USA, Inc.

Dear Ms. Ricci:
I am writing on behalf of Joel Winston in response to your email of September 19, 2013,
in which you requested that T-Mobile produce certain additional documents. This letter

forwards the documents and information responsive to your request.

Request 1:  The attachments to two documents which were previously produced to the
FTC and attached to your e-mail.

Response:  See documents with Bates Numbers TMUS-SC0004071 - 0004083 (First
Attachment); TMUS-SC0004084 - 0004247 (Second Attachment)

Request 2:  Documents deng e

Privileged & Confidential


mailto:MMacke11zie@Jmdco.com
http:www.hudco.com

Privileged & Confidential




Request 4:

Response:  See documents with Bates Numbers TMUS-SC0004254 — 0004255.
If you have any questions about this submission, please let either Joel or me know.

Sincerely,

Mattous st Honpil

Matthew MacKenzie

Privileged & Confidential 3



O'Hara, Shelley

From: Shull, Brian

Sent: Thursday, November 07, 2013 8:46 AM

To: Han, Elizabeth

Subject: FW: T-Mobile CID Supplemental Production

Attachments: 11.6.13 T-Mobile Supplemental Production Cover Letter.pdf; Confidential

TMUS_SC0004071- TMUS_SC0004083 Bated.pdf; Confidential TMUS_SC0004084 -
TMUS_SC0004247 Bated.pdf; Confidential TMUS_SC0004248 - TMUS_SC0004253
Bated.pdf; Confidential TMUS_SC0004254 - TMUS_SC0004255 Bated.pdf

From: Ricci, Jane

Sent: Wednesday, November 06, 2013 6:02 PM

To: Shull, Brian

Subject: FW: T-Mohile CID Supplemental Production

From: MacKenzie, Matthew [mailto:mmackenzie@hudco.com]
Sent: Wednesday, November 06, 2013 5:06 PM

To: Ricci, Jane

Cc: Winston, Joel

Subject: T-Mobile CID Supplemental Production

Jane,

Attached please find T-Mobile’s supplemental production in response to your request for documents of September 19,
2013. We are also sending a hard copy by FedEx, which should arrive tomorrow. If you have any questions regarding
this production, please let Joel or me know.

Matthew H. MacKenzie*

Hudson Cook, LLP

1020 19th Street, NW

7th Floor

Washington, DC 20036

(P) 202-327-9710

(F) 202-223-6935

mmackenzie@hudco.com

* Admitted in Maryland only. Not admitted in DC, practicing under the supervision of members of the firm.

IRS CIRCULAR 230 NOTICE: To ensure compliance with requirements imposed by the IRS, we inform you that any U.S.
tax advice contained in this communication (or in any attachment) is not intended or written to be used, and cannot be
used, for the purpose of (i) avoiding penalties under the Internal Revenue Code or (ii) promoting, marketing or
recommending to another party any transaction or matter addressed in this communication (or in any attachment).

CONFIDENTIALITY NOTICE: The information contained in this transmission is intended solely for the individual(s)
identified above. The information may be privileged and it may constitute attorney work product. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the intended recipient, please contact the sender
immediately and destroy all copies of the original message and any attachments. Unless otherwise expressly stated
herein, the appearance of a typed name or initials herein does not (1) evidence an intent to sign this email or (2) constitute

1


mailto:mmackenzie@hudco.com

either (a) a signature, or (b) any consent to use electronic records or signatures in place of a traditional writing or
handwritten signature.



O'Hara, Shelley

From:

Sent:

To:

Cc:

Subject:
Attachments:

Here you go

Joel Winston

Hudson Cook, LLP
1020 19th Street NW
Suite 700

Washington DC 20036
202.327.9716
jwinston@ hudco.com

Winston, Joel <jwinston@hudco.com>

Tuesday, November 12, 2013 3:39 PM

Mithal, Malini; Ricci, Jane; Pozza, Duane

Dolan, Reilly; Shull, Brian

RE: T-Mobile USA

T Mobile - White Paper FTC Submission 11-11-2013.pdf

Ihelagl‘mmsm:d

@ Hudson Cook, 11p k@ CounselorL ibrary ®

CONFIDENTIALITY NOTICE: The information contained in this transmission is intended solely for the individual(s)
identified above. The information may be privileged and it may constitute attorney work product. Any unauthorized

If you are not the intended recipient, please contact Joel Winston at
jwinston@hudco.com or 202-223-6930 immediately and destroy Il copies of the original message and any

attachments. Unless otherwise expressly stated herein, the appearance of a typed name or initials herein does not (1)
evidence an intent to sign this email or (2) constitute either (a) a signature, or (b) any consent to use electronic records or

review, use, disclosure or distribution is prohibited.

signatures in place of a traditional writing or handwritten signature.

From: Mithal, Malini [mailto:MMITHAL1@ftc.gov]

Sent: Tuesday, November 12, 2013 12:36 PM
To: Winston, Joel; Ricci, Jane; Pozza, Duane

Cc: Dolan, Reilly; Shull, Brian
Subject: RE: T-Mobile USA

Thanks for the heads up! Can you send us an electronic copy via email?

-Malini

Malim Mithal

Assistant Director, Division of Financial Practices
Federal Trade Commission

800 Pennsylvania Ave., NW
Mall Drop NJ-3158
U\,"aaiﬂng[nn DC 20 180
Phone: 2 2

Fax; 202-326-3629
mmithal @f v

From: Winston, Joel [mailto:jwinston@hudco.com]

Sent: Tuesday, November 12, 2013 11:03 AM


mailto:rmailto:jwinston@hudco.com
mailto:mmithal1@flc.gov
mailto:jwinston@hudco.com
mailto:jwinston@hudco.com

To: Mithal, Malini; Ricci, Jane; Pozza, Duane
Subject: T-Mobile USA

Dear Malini, Jane, and Duane,
Yesterday, we sent by Fedex several copies of a white paper addressed to Reilly. You should be receiving them today.
Let me know if you have any questions.

Best,
Joel

Joel Winston

Hudson Cook, LLP
1020 19th Street NW
Suite 700

Washington DC 20036
202.327.9716
jwinston@hudco.com

@ Hudson Cook, 11r

CONFIDENTIALITY NOTICE: The information contained in this transmission is intended solely for the individual(s)
identified above. The information may be privileged and it may constitute attorney work product. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the intended recipient, please contact Joel Winston at
jwinston@hudco.com or 202-223-6930 immediately and destroy Il copies of the original message and any

attachments. Unless otherwise expressly stated herein, the appearance of a typed name or initials herein does not (1)
evidence an intent to sign this email or (2) constitute either (a) a signature, or (b) any consent to use electronic records or
signatures in place of a traditional writing or handwritten signature.

F



mailto:jwinston@hudco.com
mailto:jwinston@hudco.com

I_é:: Hudson Cook, LLp

1020 19" Street, NW, 7" Floor, Washington, DC 20036
(202)223-6930 * Fax: (202) 223-6935
www. hudco.com

Offices in: California, Connecticut, Maine, Maryland, Massachusetis, Michigan, New York,
Ohio, Oklahoma, Pennsylvania, Tennessee, Virginia and Washington, DC

Direct Dial: 202-327-9716
JWinston@hudco.com

CONFIDENTIAL

January 27,2014

Brian Shull

Jane Ricci

Division of Financial Practices
Bureau of Consumer Protection
Federal Trade Commission

600 Pennsylvania Avenue, N.W.
Washington, D.C. 20580

Re: T-Mobile USA, Inc.

Dear Brian and Jane:

Catharine S. Andricos 1, Jeffrey L. King  +
Sharon J. Bangert . Daniel J. Laudicina
Mighue] A. Benoit  +» Wingrove S. Lynton

Catherine M. Bmm oA Joseph E. Mayk 44

Thomas J. Buiteweg o Timothy P. Meredith 1,
A. James Chareq pe Nicole F. Munro
Eawthena T R :
# ean Noonan |
Patricia EM Covington | Thomas P. Quinn, Jr. ,
David §. Darland Geoffrey C. Rogers
Lisa C. DeLessio Aline C. Ryan
Lori A, Desjardins _,  Angela Maynard Shovem oF
CﬂmPF.FDDdge | H. Blake Sims
) ¢ P. Fortney Ryan S. Stinneford
MchaelA.Good:;En = Cl'a)'nnnC.Swears .
RonlidDGou 18 A.hm‘H. Tortarolo ¢
Justin B. Hosie N Danicl O'C. Tracy, Jr.
Thomas B. Hudson Joel C. Winston ©
Eric L. Johnson Elizabeth C. Yen °
Admitted in:
California +  Hawaii &  Massachuscts ¢ Ohio +
Connecticut > linols 0 Michigan ©  Pennsylvania &
District of Columbia Indisna < New York o Tennessee
i New Jersey m Virginia

Florida g Maine
Georgin @ Maryland »

In response to your email request of January 17, please find below the descriptions of the five
types of T-Mobile businesses that you identified.

*3


mailto:JWinston@hudco.com

Brian Shull

Jane Ricci
January 27, 2014
Page 2

Please let me know if you have any questions.

Sincerely, &
i

Joel Winston

HC# 4825-3312-9496 Confidential



i

Hudson Cook, LLpr

1020 19" Street, NW, 7" Floor, Washington, DC 20036
(202)223-6930 =« Fax: (202) 223-6935
www.hudco.com

Offices in: California, Connecticut, Maine, Maryland, Massachusetis, Michigan, New York,
Ohio, Oklahoma, Pennsylvania, Tennessee, Virginia and Washington, DC

Direct Dial: 202-327-9716
JWinston@hudco.com

Brian Shull

Division of Financial Practices
Bureau of Consumer Protection
Federal Trade Commission

600 Pennsylvania Ave. NW
Washington D.C. 20580

Re: T-Mobile USA, Inc.

Dear Brian:

January 31, 2014

Catharine S. Andricos  t.
Sharon J. Bangert  +»
Michael A. Benoit +.

Catherine M. Brennan ,o

Thomas J. Buiteweg o

A. James Chareq <
Dana F. Clarke 4.,

Jeffrey L. King  «
Daniel J. Laudicina «
Wingrove S. Lynton
Joseph E. Mayk 14
Timothy P. Meredith ,,
Nicole F. Munro
Meghan S. Musselman

Robert A. Cook |, L. Jean Noonan
Patricia EM. Covington Thomas P. Quinn, Jr.
David §. Darland Geoffrey C. Rogers
Lisa C. DeLessio Aline C. Ryan |
Lori A. Desjardins , Angela Maynard Shovein ¢,
Charles F. Dodge | H. Blake Sims
~ AmneP. Fortney Ryan S, Stinneford
Michael A. Goodman " Clayton C. Swears %
Ronald D. Gorsline & Alicia H. Tortarolo
Justin B. Hosie % Daniel OC. Tracy, Jr. ',
Thomas B. Hudson Joel C. Winston
Eric L. Johnson " Elizabeth C. Yen °
Admitted in;
California + Hawaii &  Massachusetts ¢ Ohio +
Connecticul > Mlinsis 0 Michigan © Pennsylvania
District of Columbia A Indiana < New York & Tennessee
Florida @  Mainc New Jersey m Virginia

Georgia @ Maryland

Oklahoma [ Partner Emeritus

Please find below and attached T-Mobile’s response to your January 17, 2014 request for

additional information.

You requested the following data:

o Total PSMS charges made by T-Mobile broken down by year from 2009
o Total PSMS refunds granted by T-Mobile broken down by year from 2009
* Total PSMS refunds granted by third parties broken down by year from 2009

Confidential


mailto:JWinston@hudco.com
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Brian Shull

January 31, 2014
Page 2

This information is attached.

Please let me know if you have any questions.

HCH 4828-2837-3528
Confidential



From: Shull, Brian [mailto:bshull@ftc.gov]
Sent: Thursday, June 12, 2014 4:29 PM
To: jwinston@hudco.com

Cc: Ricci, Jane; Eric Bash; Richard Hindman
Subject: Proposed FTC Order

Please find attached the FTC’s proposed order to settle the T-Mobile matter, as well as a Word version and a comparison of the
current proposed order against the prior one we sent you in January for your convenience (although because we transformed
the order into an admin order, the comparison is a bit unwieldy). As was mentioned on the call yesterday, the FCC’s order will
likely follow in the next day or so.

We did want to highlight that although Section V of our order does contain specifics of the proposed redress program, it does
not currently contain the specifics of the joint counter-offer that we made on the phone yesterday,

To the extent that you would like to discuss, I would be happy to set up a call.

Brian

Brian Shull



mailto:jwinston@hudco.com
mailto:mailto:bshull@ftc.gov

Attorney, Division of Financial Practices
Federal Trade Commission

600 Pennsylvania Avenue, NW
Mailstop CC-10232

Washington, DC 20580

Phone: (202) 326-3720

Fax: (202) 326-3768



To: andrew sacks@t-mobile.com[andrew sacks@t-mabile.comy]; jwinston@hudco.com(jwinston@hudco.com]
Cc: Dolan, Reilly{[JDOLAN@ftc.gov]: Mithal, MalinifMMITHAL1@ftc.gov]; Ricci, Jane[ricci@ftc.gov):
eric.bash@fcc.govleric.bash@fcc.gov]; richard.hindman@fcc.gov{richard.hindman@fcc.gov]

From: Shull, Brian

Sent: Wed 6/25/2014 8:09:39 PM

Importance: Normal

Subject: Proposed T-Mobile Order draft

MAIL_RECEIVED: Wed 6/25/2014 8:09:00 PM

Proposed order 6.25.14 8pm.docx

Redline.pdf

Joel and Andy,

Attached 1s a new version of the proposed order as well as a redline against the prior version we sent you - I apologize if there
are others | should be including on the “To™ line. We would like to propose a call at 8:45 eastern time so that we can go over
the edits we made with you, If that works for you, we can use the following call-in:

888-675-2535 (Call in Number)

Brian

Brian Shull

Attorney, Division of Financial Practices
Federal Trade Commission

600 Pennsylvania Avenue, NW

Mailstop CC-10232

Washington, DC 20580

Phone: (202) 326-3720

Fax: (202) 326-3768
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UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

In the Matter of

T-MOBILE USA, INC,,
a Delaware corporation. DOCKET NO.

|This arder is drafted as an administrative order solely for purposes of settlement negotiations.
If settlement is not reached, any complaint that the Commission will file will be in federal
district court.

The Federal Trade Commission has conducted an investigation of certain acts and
practices of T-Mobile USA, Inc., a Delaware corporation (“proposed respondent™). Proposed
respondent, having been represented by counsel, is willing to enter into an agreement containing
a consent order resolving the allegations contained in the attached draft complaint. Therefore,

IT IS HEREBY AGREED by and between proposed respondent, by its duly authorized
officers, and counsel for the Federal Trade Commission, that:

I Proposed respondent is a Delaware corporation with its principal office or place
of business in Bellevue, Washington.

2 Proposed respondent neither admits nor denies any of the allegations in the draft
complaint, except as specifically stated in this order. Only for purposes of this Consent Order or
for purposes of construction, modification. and enforcement of this order, proposed respondent
admits the facts the FTC deems necessary to establish jurisdiction.

% The FTC and Federal Communications Commission assert that they have
concurrent enforcement jurisdiction over mobile telephone companies® billing and collection of
third-party charges for non-telecommunications services.

4 Proposed respondent waives:
a. Any further procedural steps;
b. The requirement that the Commission’s decision contain a statement of

findings of fact and conclusions of law; and



(-3 All rights to seek judicial review or otherwise to challenge or contest the
validity of the order entered pursuant to this agreement.

5. This agreement shall not become a part of the public record of the proceeding
unless and until it is accepted by the Commission. If this agreement is accepted by the
Commission, it, together with the draft complaint, will be placed on the public record for a
period of thirty days and information about it publicly released. The Commission thereafter may
either withdraw its acceptance of this agreement and so notify proposed respondent, in which
event it will take such action as it may consider appropriate, or issue and serve its complaint (in
such form as the circumstances may require) and decision in disposition of the proceeding.

6. This agreement contemplates that, if it is accepted by the Commission, and if such
acceptance is not subsequently withdrawn by the Commission pursuant to the provisions of
Section 2.34 of the Commission’s Rules, the Commission may, without further notice o
proposed respondent, (1) issue its complaint corresponding in form and substance with the
attached draft complaint and its decision containing the following order in disposition of the
proceeding, and (2) make information about it public. When so entered, the order shall have the
same force and effect as, and may be altered, modified, or set aside in the same manner as, and
within the same time provided by statute for, other orders. The order shall become final upon
service. Delivery of the complaint and the decision and order to proposed respondent’s address
as stated in this agreement by any means specified in Section 4.4(a) of the Commission’s Rules
shall constitute service. Proposed respondent waives any right it may have to any other manner
of service. The complaint may be used in construing the terms of the order. No agreement.
understanding, representation, or interpretation not contained in the order or in the agreement
may be used to vary or contradict the terms of this order.

T Proposed respondent has read the draft complaint and order. It understands that it
may be liable for civil penalties in the amount provided by law and other appropriate relief for
each violation of the order after it becomes final.

ORDER
DEFINITIONS

For the purpose of this order, the following definitions apply:

L *Account Holder™ means any individual or entity who is or was responsible for
paying all charges associated with all lines on that individual's or entity’s mobile phone account
with Respondent.

2. “Authorized User™ means any individual or entity who is or was authorized to
use Respondent’s mobile phone services.

3. “Clear and Conspicuous” or “Clearly and Conspicuously” means:

a. In textual communications (e.g., words displayed on an electronic device,
including, without limitations, cell phones, handheld devices, smartphones. tablets, laptop
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computers, desktop computers, or any other device on which a software program, code,
script, or other content can be downloaded, installed, or run), the required disclosures are
of a type, size, and location sufficiently noticeable for an ordinary consumer to read and
comprehend them, in print that contrasts highly with the background on which they
appear, in the same language as the predominant language that is used in the
communication, and visible without the need to scroll down or take any similar action,
subject to the technological capabilities of the electronic device;

b. In communications disseminated orally or through audible means, the
required disclosures are delivered in a volume and cadence sufficient for an ordinary
consumer to hear and comprehend them;,

Ei In communications disseminated through video means (e.g., streaming
video), the required disclosures are in writing in a form consistent with subparagraph (a)
of this definition and appear on the screen for a duration sufficient for an ordinary
consumer to read and comprehend them; and

d. In all instances, the required disclosures are: (1) presented in an
understandable language and syntax; and (2) include nothing contrary to, inconsistent
with, or in mitigation of any other statements or disclosures used in any communication
with the consumer.

4. “Collectible Account Holder Debt™ means the amount owed to Respondent by
an Account Holder whose accounts are not paid-in-full that Respondent owns and may legally
take legal action to collect.

5. *“Commercial Third-Party Charge” means a charge on a mobile phone account,
other than for charitable and political donations or gifts that are voluntarily made without
receiving, or expecting to receive, anything of equal value. for a product or service provided by a
party other than Respondent. This definition does not include charges for (1) handset insurance
and extended warranty products for which Respondent directly obtains the consumer’s
authorization for the charge; and (2) Respondent’s branded and co-branded products for which
Respondent directly obtains the consumer’s authorization for the charge.

6. “Customer Redress Period” means the twelve month period of time beginning
on the date of service of this order.

7 “Express, Informed Consent” to a Commercial Third-Party Charge means an
affirmative act by an Authorized User communicating authorization of the charge, either to
Respondent or other party, made in response to and in ¢lose proximity to Clear and Conspicuous
disclosure to the Authorized User of: (a) the product or service for which the charge is being
incurred; (b) the name of the Third-Party Merchant providing the product or service; (¢) the
amount of the charge, including any recurring charges; and (d) the fact that the charge will
appear on the Authorized User's telephone bill or be deducted from pre-paid minutes. Express,
Informed Consent is presumed if Respondent obtains authorization directly from the Authorized
User made in response to and in close proximity to Clear and Conspicuous disclosure of items
S(a)-(d).



8. “PSMS Charge” means a Commercial Third-Party Charge for a good or service
that is (a) created, marketed, or provided by a party other than Respondent, (b) provided using a
five or six character short code, and (¢) billed to a consumer’s mobile account,

9, “Respondent” means T-Mobile USA, Inc. and its successors and assigns.

10.  “Third-Party Charge™ means a charge for a product or service provided by a
party other than Respondent.

11, “Third-Party Merchant” means an individual, business, or entity, other than
Respondent, that purportedly provides products or services to mobile telephone users.

IC

IT IS ORDERED that Respondent and its officers. agents, representatives, and
employees, directly or through any corporation, subsidiary, division or other device, in
connection with the advertising, marketing, promotion, offering for sale, or sale of Commercial
Third-Party Charges, in or affecting commerce, shall not, in any manner, expressly or by
implication:

A Misrepresent that a Commercial Third-Party Charge appearing on a consumer’s
phone bill is for Respondent’s products or services authorized by the consumer;

B. Represent that a consumer owes a Commercial Third-Party Charge unless
Respondent clearly and conspicuously describes the product or service and the name of the Third-
Party Merchant associated with the charge;

€. Misrepresent expressly or by implication, that Respondent cannot refund a
Commercial Third-Party Charge or making any other misrepresentation relating to its dispute
resolution process; and

D. Make any misrepresentation relating to any option offered by Respondent to
block or prohibit Commercial Third-Party Charges.

1L

IT IS FURTHER ORDERED that Respondent and its officers, agents, representatives,
and employees, directly or through any corporation, subsidiary, division, or other device, are
permanently restrained and enjoined from charging an Authorized User for a Commercial Third-
Party Charge if Respondent knows or should know because of the relevant information and
circumstances, including but not limited to consumer complaints, refund rates that are above the
Respondent’s or industry’s average refund rates for Third-Party Charges, auditor alerts, third-
party lawsuits, or any other means, that an Authorized User did not provide Express, Informed
Consent to the charge.



I11.

IT IS FURTHER ORDERED that Respondent and its officers, agents, representatives,
and employees, directly or through any corporation, subsidiary, division, or other device, are
permanently restrained and enjoined from failing, after a consumer disputes a Commercial Third-
Party Charge within three months of the last charge for a particular product or service, to
commence and complete an investigation that is reasonably calculated to determine whether the
Authorized User gave Express, Informed Consent to the disputed charge(s), including charges
for the same product or service that were billed more than three months before the consumer
dispute. Respondent shall inform the Authorized User that, during the investigation, the
Authorized User is not obligated to pay the disputed charge(s), and that nonpayment of such
charge(s) will not result in interest accrual or phone service termination or deduction of pre-paid
minutes,

A. If Respondent reasonably concludes after the investigation that the Authorized
User gave Express, Informed Consent to the disputed charge(s), Respondent shall promptly
provide the Authorized User with the basis for its conclusion, including providing the
Authorized User with any documentary or other evidence considered, and the name and contact
information of the Third-Party Merchant that initiated the Commercial Third-Party Charge.

B. If Respondent reasonably concludes after the investigation that the Authorized
User did not give Express, Informed Consent to the disputed charge(s), Respondent shall
promptly provide the Authorized User with a full refund of the disputed charge(s).

Provided, however, that Respondent shall not be required to conduct such an
investigation if it promptly refunds the Authorized User the full amount of the disputed
charge(s).

V.

IT IS FURTHER ORDERED that Respondent shall establish and implement within 90
days of service of this order, and thereafter maintain, a monitoring program that is reasonably
designed to determine whether Authorized Users provide Express, Informed Consent to
Commercial Third-Party Charges. Such a program shall include, but not be limited to:

A. Maintaining a list of Third-Party Merchants and associated individuals who have
had a product or service terminated by Respondent; and

B. Tracking the following information:

1. Written complaints relating to Commercial Third-Party Charges and Third-
Party Merchants;

2. Any complaints relating to unauthorized Commercial Third-Party
Charges:;

L



3, Refund requests made to Respondent relating to Commercial Third-Party
Charges and Third-Party Merchants, and whether each request is granted
or denied; and

4. Any other refund data that is received, either directly or indirectly, by
Respondent relating to Commercial Third-Party Charges and Third-Party
Merchants.

V.

IT IS FURTHER ORDERED that Respondent shall provide full refunds to Account
Holders who have been charged by Respondent for unauthorized PSMS Charges from June 1,
2010 through the date of service of this order as follows:

A. Respondents shall provide prompt refunds to Account Holders for the full amount
of any unauthorized PSMS Charge that has not already been fully refunded by Respondent or a
Third-Party Merchant. Respondent shall refund no less than $92 million (the “PSMS Charges
Refund Amount”) for unauthorized PSMS Charges during the Customer Redress Period. For
purposes of this Section V, a “prompt” refund means a refund provided within 14 days of a
request for a refund of an unauthorized PSMS Charge. .

B. To effectuate section V.A of this order:

i. Respondent shall provide, within 90 days of service of this order and again
between 180 and 210 days after service of this order, notice of the right to
obtain refunds for unauthorized PSMS Charges to Account Holders who
have been charged for a PSMS Charge that has not already been fully
refunded by Respondent or a Third-Party Merchant. For current
customers, Respondent shall provide notice using the medium that it uses
to bill the Account Holder and through an SMS text message. Provided,
however, that if the notice accompanies an Account Holder’s bill, the
notice shall be the first page of the bill. For former customers,
Respondent shall provide the notice by sending the notice via first-class
mail to the Account Holder’s last known address and by email, to the
extent Respondent has the Account Holder's email address. Prior to
mailing notices, Respondent shall update the addresses via the Postal
Service's National Change of Address database. The notice shall be in the
form set forth in Appendix A and shall list a telephone number and the
link to an online form that Account Holders can use to apply for refunds,
provided, however, that at the request of an Account Holder, a hard-copy
form must be provided without cost to the Account Holder;

1. Respondent shall promptly provide, upon request by an Account
Holder, the total amount of PSMS Charges charged to the Account Holder
that have not been fully refunded by Respondent or a Third-Party
Merchant, the dates of such charges, and the Third-Party Merchant(s)
initiating such charges:



iii. Upon an Account Holder’s affirmation that the Account Holder
was charged for unauthorized PSMS Charges. Respondent shall provide
prompt refunds to the Account Holder for the unauthorized PSMS
Charges as follows:

1. For Account Holders with active accounts Respondent shall
provide prompt refunds by a credit to the Account Holder’s mobile
account; provided, however, that Respondent shall Clearly and
Conspicuously disclose to Account Holders that if they close their
account with Respondent prior to Respondent issuing a credit, they
will receive a prompt refund by check . For Account Holders with
inactive accounts that are paid in full, Respondent shall provide
prompt refunds by check. The determination of whether an
Account Holder's mobile account is active or inactive shall be
made at the time the refund is issued;
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For Account Holders whose inactive accounts are not paid in full,
Respondent shall promptly reduce the outstanding balance of the
account by the total amount of unauthorized PSMS Charges
charged to the Account Holder that have not been fully refunded
by Respondent or a Third-Party Merchant, provided that any such
balance constitutes Collectible Account Holder Debt. Any such
reduction to an outstanding balance pursuant to this subparagraph
shall be counted towards the $30 million cap in Section V.D. If
the total amount of unauthorized PSMS Charges charged to the
Account Holder exceeds the outstanding balance of the Account
Holder's account, Respondent shall provide the Account Holder a
check in the amount of the excess; and

iv. Respondent shall ensure that Account Holders obtain full refunds
of unauthorized PSMS Charges through a single form and shall not require
Account Holders to challenge each PSMS Charge separately. Respondent
shall not require consumers to require any documentation, waive any
rights, meet any conditions, or impose any unnecessary or unrcasonable
burdens on Account Holders seeking refunds. Provided, however, for any
unauthorized PSMS Charges that Respondent fully refunds to an Account
Holder, the Account Holder’s claim against Respondent with respect to
the fully refunded charges will be deemed satisfied.

C. [f after the expiration of the Customer Redress Period. Respondent has failed to
refund the full PSMS Charges Refund Amount pursuant to sections V.A and V.B, Respondent
may apply towards the PSMS Charges Refund Amount up to $25 million of any fees, costs,
penalties, or other payments to any other federal, state, or local government entity that, within 12
months of service of this order, is paid by Respondent as a result of any agreement or order
related to unauthorized PSMS Charges with such federal, state, or local government entity, or as
the result of a court order related to unauthorized PSMS Charges.



D, If, after applying any fees, costs, penalties, or other payments pursuant to section
V.C, the PSMS Charges Refund Amount is not reached, Respondent may, at its discretion, apply
towards the balance within 45 days of the end of the Customer Redress Period (a) any refunds
granted to Account Holders who were charged a PSMS Charge for a good or service offered by a
Third-Party Merchant that has been the subject of a federal or state law enforcement action and
for which a full refund has not yet been provided by Respondent or a Third-Party Merchant,
provided that any such refunds must be granted pro rata to all such Account Holders; or (b) any
reductions in outstanding balances of inactive accounts of Account Holders up to a total of $30
million, provided that any such balance constitutes Collectible Account Holder Debt and any
such reduction shall not exceed the total amount of PSMS Charges charged to an Account
Holder’s account that have not been fully refunded by Respondent or a Third-Party Merchant.
Any outstanding balance on the PSMS Charges Refund Amount after 45 days of the end of the
Customer Redress Period shall be remitted to the Commission within 60 days of the end of the
Customer Redress Period and shall not constitute a penalty.

E. All money paid to the Commission pursuant section V.D of this order may be
deposited into a fund administered by the Commission or its designee to be used for equitable
relief, including consumer redress and any attendant expenses for the administration of any
redress fund. If a representative of the Commission decides that direct redress to consumers is
wholly or partially impracticable or money remains after redress is completed, the Commission
may apply any remaining money for such other equitable relief (including consumer information
remedies) as it determines to be reasonably related to Respondent’s practices alleged in the
Complaint. Any money not used for such equitable relief is to be deposited to the U.S. Treasury
as disgorgement. Respondent has no right to challenge any actions the Commission or its
representatives may take pursuant to this Subsection.

F. If Respondent has reported to any consumer reporting agency an outstanding
balance of an Account Holder’s inactive account, Respondent shall furnish correct account
information to that consumer reporting agency or cease reporting the account within 30 days of
any reduction in the outstanding balance of the account pursuant to sections V_B.iii or V.D of
this order.

G. Within 75 days of the end of the Customer Redress Period, Respondent shall
provide the Commission with records sufficient to show the notification provided by Respondent
to Account Holders of the right to full refunds of unauthorized PSMS Charges, the refunds
requested and paid to Account Holders during the Customer Redress Period, any payments to
federal, state, or local government entities that Respondent applied to the PSMS Charges Refund
Amount pursuant to section V.C, that all outstanding balances of inactive accounts that were
reduced pursuant to sections V.B.iii or V,D constituted Collectible Account Holder Debt, any
notifications required by Section V.E have been made, and any requests that were denied due to
a prior full refund or any other reason.

H. Respondent relinquishes dominion and all legal and equitable right, title, and
interest in all assets transferred pursuant to this order and may not seek the return of any assets,

I The facts alleged in the Complaint will be taken as true, without further proof, in
any subsequent civil litigation by or on behalf of the Commission, including in a proceeding to
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enforce its rights to any payment or monetary judgment pursuant to this order, such as a non-
dischargeability complaint in any bankruptcy case.

1. The facts alleged in the Complaint establish all elements necessary to sustain an
action by the Commission pursuant to Section 523(a)(2)(A) of the Bankruptey Code, 11 U.S.C.
§ 523(a)(2)(A), and this order will have collateral estoppel effect for such purposes.

K. Respondent acknowledges that its Taxpayer Identification Numbers, which
Respondent must submit to the Commission, may be used for collecting and reporting on any
delinquent amount arising out of this order, in accordance with 31 US.C. § 7701.

VL

IT IS FURTHER ORDERED that Respondent and its successors and assigns, for five
years after the date of issuance of this order, shall maintain and upon request make available to
the Federal Trade Commission business records demonstrating their compliance with the terms
and provisions of this order, including but not limited to:

A Accounting records showing the revenues associated with all Commercial Third-
Party Charges. all costs incurred in generating those revenues, and the resulting net profit or loss;

B. Personnel records showing, for each person providing supervisory services
relating to the Commercial Third-Party Charges, whether as an employee or otherwise, that
person’s: name; addresses: telephone numbers; job title(s) or position(s): dates of service: and, if
applicable, the reason for termination;

(&8 Records of all consumers complaints and refund requests, whether received
directly or indirectly, such as through a third party, and any response;

D. A list of Third-Party Merchants who have had a product or service terminated by
Respondent and all known associated individuals;

E. A copy of each advertisement or other marketing marerial related to Commercial
Third-Party Charges that is created, used, or received by Respondent; and

F. All records necessary to demonstrate full compliance with each provision of this
order, including all submissions to the Commission.

VIL

IT IS FURTHER ORDERED that Respondent and its successors and assigns shall
deliver a copy of this order to all current and future principals, officers, directors, and to all
managers, current and future employees, agents, and representatives having supervisory
responsibilities with respect to charging consumers for Commercial Third-Party Charges, and
any business entity resulting from any change in structure set forth in Part VIII, and shall secure
from each such person a signed and dated statement acknowledging receipt of the order.
Respondent shall deliver this order to current personnel within thirty days after the date of



service of this order, and to future personnel within thirty days after the person assumes such
position or responsibilities.

VIII.

IT IS FURTHER ORDERED that Respondent and its successors and assigns shall
notify the Commission at least thirty days prior to any change in the corporation that may affect
compliance obligations arising under this order, including but not limited to a dissolution,
assignment, sale, merger, or other action that would result in the emergence of a successor
corporation; the creation or dissolution of a subsidiary, parent, or affiliate that engages in any
acts or practices subject to this order; the proposed filing of a bankruptcy petition; or a change in
the corporate name or address. Provided, however, that, with respect to any proposed change in
the corporation about which respondent learns less than thirty days prior to the date such action
is to take place, respondents shall notify the Commission as soon as is practicable after obtaining
such knowledge. Unless otherwise directed by a representative of the Commission in writing, all
notices required by this Part shall be emailed to Debrief@ftc.gov or sent by overnight courier
(not the U.S. Postal Service) to: Associate Director for Enforcement, Bureau of Consumer
Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580,
The subject line must begin: In re T-Mobile USA, Inc.

IX.

IT IS FURTHER ORDERED that Respondent and its successors and assigns. within
sixty days after the date of service of this order, shall file with the Commission a true and
accurate report, in writing, setting forth in detail the manner and form of its own compliance
with this order. Within ten days of receipt of written notice from a representative of the
Commission, it shall submirt additional true and accurate written reports.

X.

This order will terminate twenty years from the date of its issuance, or twenty vears from
the most recent date that the United States or the Federal Trade Commission files a complaint
(with or without an accompanying consent decree) in federal court alleging any violation of the
order, whichever comes later; provided, however, that the filing of such a complaint will not
affect the duration of:

A Any Part in this order that terminates in less than twenty years;

B. This order’s application to any respondent that is not named as a defendant in
such complaint; and

C This order if such complaint is filed after the order has terminated pursuant to this
Part.

Provided, further, thatif such complaint is dismissed or a federal court rules that

Respondent did not violate any provision of the order, and the dismissal or ruling is either not
appealed or upheld on appeal, then the order will terminate according to this Part as though the
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complaint had never been filed, except that the order will not terminate between the date such
complaint is filed and the later of the deadline for appealing such dismissal or ruling and the date
such dismissal or ruling is upheld on appeal.



APPENDIX A

To be revised



UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

In the Matter of

T-MOBILE USA, INC.,

a Delaware corporation. DOCKET NO.

AGREEMENT CONTAINING CONSENT ORDER

[This order is drafted as an administrative order solely for purposes of setrlement negotiations.
If setddement is not reached, any complaint that the Commission will file will be in federal
district court.

The Federal Trade Commission has conducted an mvestigation of certain acts and
practices of T-Mobile USA, Inc., a Delaware corporation (“proposed respondent”). Proposed
respondent, having been represented by counsel, is willing to enter into an agreement containing
a consent order resolving the allegations contained in the artached draft complaint. Therefore,

IT IS HEREBY AGREED by and between proposed respondent, by its duly authorized
officers, and counsel for the Federal Trade Commission, that:

1. Proposed respondent is a Delaware corporation with its prineipal office or place
of business in Bellevae, Washington.

Z Proposed respondent neither admits nor denies any of the allegations in the draft
complaint, excep! as specifically stated in this order. Only for purposes of this Consent Order or
for purposes of construction, modification, and enforcement of this order, proposed respondent
admits the facts the FTC deems necessary to estabhish jurisdiction.

3 The FTC and Federal Communications Commission assert that they have
concurrent enforcement jurisdiction over mobile telephone companies” billing and collection of
third-party charges for non-telecommunications services.

4. Proposed respondent waives:
a Any further procedural steps:
b, The requirement that the Commission's decision contain  statement of

findings of fact and conclusions of law; and



g All rights to seek judicial review or otherwise to challenge or contest the
validity of the order entered pursuant to this agreement.

5. This agreement shall not become a part of the public record af the proceeding
unless and until it is accepted by the Commission. [F this agreement is accepted by the
Commission, it. together with the deaft complaint, will be placed on the public record for a
period of thirty days and information about it publicly released. The Commission thereafier may
cither withdraw its acceptance of this sgreement and so notify proposed respondent, in which
event it will take such action as it may consider appropriate, or issue and serve its complaint (in
such form as the eircumstances may require) and decision in disposition of the proceeding.

6. This agreement contemplates that, if it is aceepted by the Cormmission, and if such
acceptance 1s not subsequently withdrawn by the Commission pursuant to the provisions of
Section 2.34 of the Commission’s Rules, the Commission may, without further notice to
proposed respondent, (1) issue its complaint corresponding in form and substance with the
attached deatt complaint and its decision containing the following order in disposition of the
proceeding, and (2) make information about it public. When so entered, the order shall have the
same force and effect as, and may be altered, modified, or set aside in the same manner as, and
within the same time provided by statute for, other orders. The order shall become final upon
service. Delivery of the complaint and the decision and order to proposed respondent’s address
as stated in this agreement by any means specified in Section 4.4(a) of the Commission’s Rules
shall constitute service. Proposed respondent waives any right it may have to any other manner
of service. The complaint may be used in construing the terms of the order. No agreement,
understanding, representation, or interpretation not contained in the order or in the agreement
may be used to vary or coniradict the terms of this order.

77 Proposed respondent has read the draft complaint and order. It understands that it

may be ligble for civil penalties in the amount provided by law and other appropriate relief for
each violation of the order after it becomes final.

ORDER
DEFINITIONS
For the purpose of this order. the following definitions apply:
1 “Account Holder” means any individual or entity who is or was responsible for
paying all charges associated with all lines on that individual's or entity’s mobile phone account

with Respondent.

2 “Authorized User” means any individual or entity who is or was authorized to
use Respondent’s mobile phone services,

3 “Clear and Conspicuous™ or “Clearly and Conspicuously” means:

a In textual communications (e.g.. words displayed on an electrome deviee,
ncluding, without limitations, cell phones, handheld devices, smartphones, tablets, laptop
computers, desktop computers, or any other device on which a software program, code,

-
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seript, or other content can be downloaded, installed, or run), the required disclosures are
of a type, size, and location sufficiently noticeable for an ordinary consumer to read and
comprehend them, in print that contrasts highly with the background on which they
appear, in the same language as the predominant language that is used in the
communication. and visible without the need to seroll down or take any similar action,
subject to the technological capabilities of the electronic device;

b. In communications disseminated orally or through audible menns, the
required disclosures are delivered in a volume and cadence sufficient for an ordinary
consumer to hear and comprehend then;

c. In communications disseminated through video means (e.g., streaming
video), the required disclosures are in writing in a form consistent with subparagraph (a)
of this definition and appear on the screen for a duration sufficient for an ordinary
consumer to read and comprehend them; and

d In all instances, the required disclosures are: (1) presented in an
understandable language and syntax; and (2) include nothing contrary to, inconsistent
with, or in mitigation of any other statements or disclosures used in any communication
with the consumer,

4. “Collectible Account Holder Debt™ means the amount owed to Respondent by
an Account Holder whose accounts are not paid-in-full that Respondent owns and may legally
take legal action to collect.

5 “Commercial Third-Party Charge™ means a charge on a mobile phone account,
other than for charitable and political donations or gifts that are voluntarily made without
receiving, or expecting to receive, anything of equal value, for a product or service provided by a
party other than Respondent. This definition does not include charges for (1) handset insurance
and extended warranty produets for which Respondent directly obtains the consumer's
authorization for the charge: and (2) Respondent’s branded and co-branded products for which
Respondent directly obtains the consumer's authorization for the charge.

6. “Customer Redress Period™ means the twelve month period of time begimning
on the date of service of this order,

7. “Express, Informed Consent™ 10 a Commercial Third-Party Charge means an
affirmative act by an Authorized User communicating awthorization of the charge, either to
Respondent or other party, made in response to and in close proximity to Clear and Conspicuous
disclosure to the Authorized User of: (a) the produet or service for which the charge is being
ncurred; (b) the name of the Third-Party Merchant providing the produet or service: (¢) the
amount of the charge, including any recurring charges; and (d) the fact that the charge will
appear on the Authorized User's telephone bill or be deducted from pre-paid minutes. Express,
Informed Consent is presumed if Respondent obiains authorization directly from the Authorized
User made in response to and in close proximity to Clear and Conspicuous disclosure of items
S(a)-(d).
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B “PSMS Charge” means a Commercial Third-Party Charge for a good or service
that is (a) created, marketed, or provided by a party other than Respondent, (b) provided using a
five or six character shont code, and (¢) billed to a consumer’s mobile aceount.

9. “Respondent” means T-Mobile USA, Inc. and its successors and assigns,

10, “Third-Party Charge” means a charge for a product or service provided by a
party other than Respondent.

11 “Third-Party Merchant™ means an individual, business, or entity, other than
Respondent, that purportedly provides products or services to mobile telephone users.

I

ITIS ORDERI-ZD that Respondent and its nl’ﬁcers agents, represenlanves and
employees, directly or ¢
connection with the advenmng marketing, promotion, oi'renng for sale, or sale of Commercial
Third-Party Charges. in or affecting commerce, shall not, in any manner, expressly or by
implication:

Al Misrepresent that a Commercial Third-Party Charge appearing on a consumer’s
phone bill is for Respondent’s products or services authorized by the consumer:

B. Represent that a consumer owes a Commercial Third-Party Charge unless
Respondent clearly and conspicuously describes the product or service and the name of the
Third-Party Merchant associated with the charge;

& Misrepresent expressly or by implication, that Respondent cannot refund a
Commercial Third-Party Charge or making any other misrepresentation relating to its dispute
resolution process; and

D. Make any misrepresentation relating to any option offered by Respondent to
block or prohibit Commercial Third-Party Charges.

1L

IT IS FURTHER ORDERED that Respondent and its officers, agents, representatives,
and employees, directly or #sdireethvihrough any corporation, subsidiary, division, or other
device, are pennanc'nll\.- restrained and enjoined from charging an Authorized User for a
Commereial Third-Party Charge if Respondent knows ar should know because of the relevant
information and circumstances, ineluding but not limited to consumer complaints, refund rates
that are above the Respondent’s or industry's average refund rates for Third-Party Charges,
auditor alerts, third-party lawsuits, or any other means, that an Authorized User did not provide
Express, Informed Consent to the charge,
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IT IS FURTHER ORDERED that Respondent and its officers, agents, representatives,
and employees, directly or indirsesbvthrough any corporation, subsidiary, division, or other
device, are permanently restrained and enjoined from failing, after a consumer disputes a
Commercial Third-Party Charge within three months of the last charge for a particular product or
service, to commence and complete an investigation that is reasonably caleulated to determine
whether the Authorized User gave Express, Informed Cansent to the disputed charge(s),
including charges for the same product or service that were billed more than three months before
the consumer dispute. Respondent shall inform the Authorized User that, during the
investigation, the Authorized User is not obligated to pay the disputed charge(s), and that
nonpayment of such charge(s) will not result in interest acerval or phone service termination or
deduction of pre-paid minutes.

A. If Respondent reasonably concludes after the investigation that the Authorized
User gave Express, Informed Consent to the disputed charge(s). Respondent shall promptly
pravide the Authorized User with the basis for its conclusion, including providing the Authorized
User with any documentary or other evidence considered, and the name and contact information
of the Third-Party Merchant that initiated the Commercial Third-Party Charge,

B If Respondent reasonably concludes after the investigation that the Authorized
User did not give Express. Informed Consent to the disputed charge(s). Respondent shall
promptly provide the Authorized User with a full refund of the disputed charge(s).

Provided, however, that Respondent shall not be required to conduct such an
investigation if it promptly refunds the Authorized User the full amount of the disputed
charge(s).

v,

IT IS FURTHER ORDERED that Respondent shall establish and implement within 90

davs of service of this order, and thereafier maintain, a monitoring program that is reasonably
designed to determine whether Authorized Users provide Express, Informed Consent to
Commercial Third-Party Charges. Such a program shall include, but not be limited to:

Al Maintaining a list of Third-Party Merchants and associated individuals who have
had a product or service terminated by Respondent; and

B Tracking the following information:

. Written complaints yelati
Third-Party Merchants;

2. Any complaints relating to unauthorized Commercial Third-Party
sy




3 Bgt'ugg requests made to Respondent relating to Commercial Thind-Pany
iy «s and Third-| s ] il |

or denied; and

Bl Anv other refund data that is received, either directly or indirectly, «
by Respondent relating to Commercial Third-Party Charges and Third-
Party Merchants.

Y.

IT IS FURTHER ORDERED that Respondent shall provide full refunds to Account
Holders who have been charged by Respondent for unauthorized PSMS Charges from June 1,
2010 through the date of service of this order as follows:

A Respondents shall provide prompt refunds to Account Holders for the full amount
of any unauthorized PSMS Charge that has not already been tully refunded by Respondent or a
Third-Party Merchant. Respondent shall refund no less than $92 million (the “PSMS Charges
Rclund :\mnum ) for unaulhonnd PSMS Cllsrglcs durmg the Cuslornu' Rudnm Perwd R 74
vide

B. To effectuate section V. A of this order:

—Respondent shall provide, within 3890 days of service of this orderbs
et and test-messase—arain between 180 and 210 days after service of
1his order, notice of the right to falobtan refunds effor unauthorized
PSMS Charges-—ssseiforb-n-AppendicA- to Account Holders who have
been charged byRespendentfor a PSMS Charge sivd-have-totressived s
fulrefundeithe-eharge—Hthat has not already been fully refunded by
Respondent or a Third-Party Merchant, For current customers,
Respondent deessethavebathshall gmwdc uoncg using the med:um that

Illwshh it ceount ¢ | SMS text 3
Nay 10 i¢ o Au:oum Holdcr s

first page of the bill. For former customers, Respondent alse-shall provide
T bbbttt b A Ao T
sending the notice via firsi-class mail to the Account Holder's last known
address mmmmmwmm

S

the Account Holder's ematl nddre% I'rinr 10 mmlmg nnhces, Respondent

: and shal ] list a teh’:phonc uumbcr and the link Fm_g an online form Mmh
eonsumvers-thal Account Holders can use to ebisimapply [or refundss
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however, that at the request of an 4 older, o seeond-noteeaiihe

1L_Respondent shall promptly ésfermprovide, upon betng-eomwetedoguest by
an Account Holder the-Aeeoms-Hatderot the total amount of PSMS
Charges charged to the Account [Tolder that have not been fully refimded
by Respondent or a Third-Party Merchant, the dates of such charges, and
the Third-Party Merchant(s) initinting such charges;

tir. Upon ceount old r's affirmation that the Ace slder was

as follows:
w—_l_For Account Holders with active m.«.uuntuoﬂsgm;ﬂw_ .

ll ovide pro ln.fundsb +dit to the ‘s
Conspicuously disclo: count Holders th

th nccuumwnh espo! c: 10r 1o Respondent issuing a credit
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%2 For Account Holders whose inactive accounts are not paid in full,
Respondent shall promptly reduce the outstanding balance of the
accoun wiis—Tdays by the total amount of unauthorized PSMS
Charges charged to the Account Holder that have not been fully
refunded by Respondent or a Third-Party Merehant, provided that
any such balance constitutes Collecrible Account Holder Debt
Any such reduction to an ontstanding balance pursuant to this
subparagraph shall be counted towards the $30 million cap in
Section V.D. If the total amount of unauthorized PSMS Charges
charged to the Account Holder exceeds the ontstanding balance of
the Account Holder's account, Respondent shall provide the
Account Holder a check in the amount of the excess: and

whiv__Respondent shall ensure that Account Holders obtain full refunds of

unauthorized PSMS Charges s-a-single-phone-eatarthrough a single
eakise form and shall not require Account Holders to challenge each
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PSMS Charge separately. Respondent shall not require consumers to

require any documentation, waive any rights, meet any conditions, or

impose any unnecessary or unreasonable burdens on Account Holders
seeking refunds._Provided, however, (i SMS €
that Respondent fully refunds to ounl Ho he mi Holder's
claim against Respondent with respect 1o the fully refunded eharges will

be deemed satisfied.

(8 If after the expiration of the Customer Redress Period, Respondent has failed to
refund the full PSMS Charges Refund Amount pursuant 1o sections V. A ond V.B, Respondent
may apply towards the PSMS Charges Refund Amount up to $25 million of any fees, costs,
penalties, or other payments to any other federal, state, or local government entity that, within 12
months of service of this order, is paid by Respondent as a result of any agreement or order
related to unauthorized PSMS Charges with such federal, state, or local government entity. or as
the result of a court order related to unauthorized PSMS Charges,

D. If, after applying any fees, costs, penalties, or other payments pursuant to section
V.C. the PSMS Charges Refund Amount is not reached, Respondent may, at its discretion, apply
towards the balance within 45 days of the end of the Customer Redress Period (a) any refunds
granted to Account Holders who were charged a PSMS Charge for a good or service offered by a
Third-Party Merchant that has been the subject of a federal or state law enforcement action and
for which a full refund has not vet been provided by Respondent or a Third-Party Merchant,
provided that any such refunds must be granted pro rata to all such Account Holders: or (b) any
reductions in outstanding balances of inactive accounts of Account Holders up to a total of $30
million, provided that any such balance constitutes Collectible Account Holder Debt and any
such reduction shall not exceed the total amount of PSMS Charges charged ta an Account
Holder's account that have not been fully refunded by Respondent or a Third-Party Merchant.
Any outstanding balance on the PSMS Charges Refund Amount after 45 days of the end of the
Customer Redress Period shall be remitted to the Commission within 60 days of the end of the
Customer Redress Period and shall not constitute a penalty.

B All money paid to the Commission pursuant section V.D of this order may be
deposited into a fund administered by the Commission or its designee to be used for equitable
relief, including consumer redress and any attendant expenses for the administration of any
redress fund. I a representative of the Commission decides that direct redress to consumers is
wholly or partially impracticable or money remains after redress is completed, the Commission
may apply any remaining money for such other equitable relief (including consumer information
remedies) as 1t determines to be reasonably related to Respondent’s practices alleged in the
Complaint. Any money not used for such equitable relief is to be deposited to the ULS, Treasury
as disgorgement. Respondent has no right to challenge any actions the Comamission or its
representatives may take pursuant to this Subsection,

F. If Respondent has reported 1o any consumer reporting agency an outstanding
balance of an Account Holder's inactive account, Respondent shall furnish correct account
information to that consumer reporting agency or cease reporting the account within 30 days of
any reduction in the outstanding balance of the account pursuant to sections V.Baaiii or V.D of
this order.
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G Within 75 days of the end of the Customer Redress Period, Respondent shall
provide the Commission with records sufficient to show the notitication provided by Respondent
to Account Holders of the right to full refunds of unauthorized PSMS Charges, the refunds
requested and paid 1o Account Holders during the Customer Redress Period, any payments to
federal, state, or local government entities that Respondent applied to the PSMS Charges Refund
Amount pursuant to section V.C, that all outstanding balances of inactive accounts that were
reduced pursuant to sections V. Baiii or V. constituted Collectible Account Holder Debt, any
notifications required by Section V.E have been made, and any requests that were denied due to
a prior full refund or any other reason.

H. Respondent relinquishes dominion and all legal and equitable right, title, and
interest in all assets transferred pursuant to this order and may not seek the return of any nssets.

L The facts alleged in the Complaint will be taken as true, without further proof. in
any subsequent civil litigation by or on behalf of the Commission, including in a proceeding 1o
enforee its rights to any payment or monetary judgment pursuant to this order, such as a non-
dischargeability complaint in any bankruptcy case.

J. The facts alleged in the Complaint establish all elements necessary 1o sustain an
action by the Commission pursuant to Section 523(a)(2)(A) of the Bankruptey Code, 11 US.C.
§ 523(2)(2)(A), and this order will have collateral estoppel effect for such purposes,

K. Respendent acknowledges that its Taxpayer [dentification Numbers, which
Respondent must submit to the Commission, may be used for collecting and reporting on any
delinquent amount arising out of this order, in accordance with 31 U.S.C, § 7701,

VL

IT IS FURTHER ORDERED that Respondent and its successors and assigns, for five
years afier the date of issuance of this order, shall maintain and upon request make available 1o
the Federal Trade Commission business records demonstrating their compliance with the terms
and provisions of this order, including but not linuted to:

A Accounting records showing the revenues associated with all Commercial Third-
Party Charges, all costs incurred in generating those revenues, and the resulting net profit or loss:

B. Personnel records showing, for each person providing supervisory services
relating to the Commercial Third-Party Charges, whether as an employee or otherwise, that
person’s: name: addresses: telephone numbers; job title(s) or position(s); dates of service: and, if
applicable, the reason for termination;

c. Records of all consumers complaints and refund requests, whether received
directly or indirectly, such as through a third party, and any response;

D. A list of Third-Party Merchants who have had a product or service terminated by
Respondent and all known associated individuals;



E. A copy of each advertisement or other marketing material related to Commercial
Third-Party Charges that is created, used, or received by Respondent; and

F. All records necessary to demonstrate full compliance with each provision of this
order, including all submissions 1o the Commission,

VIL

IT IS FURTHER ORDERED that Respondent and its successors and assigns shall
deliver u copy of this order to all current and future principals, officers, directors, and 10 all
managers -sH current and future employees, agents, and representatives having supervisory
responsibilities with respeet to charging consumers for Commercial Third-Party Charges, and
any business entity resulting from any change in structure set forth in Part V111, and shall secure
from each such person a signed and dated statement acknowledging receipt of the order.
Respondent shall deliver this order to current personnel within thirty days afler the date of
service of this order, and to future personnel within thirty days after the person assumes such
position or responsibilities.

VIIL

IT IS FURTHER ORDERED that Respondent and its successors and assigns shall
notify the Commission at least thirty days prior to any change in the corporation that may affect
compliance obligations anising under this order, including but not limited to a dissolution,
assignment, sale, merger, or other action that would result in the emergence of a successor
corporation; the creation or dissolution of a subsidiary, parent, or affiliate that engages in anv
acts or practices subject to this order: the proposed filing o' a bankruptey petition; or a change in
the corporate name or address. Provided, however, that, with respect to any proposed change in
the corporation about which respondent learus less than thirty days prior to the date such action
is to take place, respondents shall notify the Comniission as soon as is practicable after obtaining
such knowledge. Unless otherwise directed by a representative of the Commission in writing, all
notices required by this Part shall be emailed to Debriefi@fic.gov or sent by overnight courier
(not the US. Postal Service) to: Associate Director for Enforcement, Bureau of Consumer
Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580.
The subject line must begin: In re T-Maobile USA, Inc.

IX.

IT IS FURTHER ORDERED that Respondent and its successors and assigns, within
sixty days after the date of service of this order, shall file with the Commission a true and
accurate report, in writing, setting forth in detail the manner and form of its own compliance with
this order. Within ten days of receipt of written notice from a representative of the Commission,
it shall submit additional true and accurate written reports.

X.

This order will terminate twenty years from the date of its issnance, or twenty years from
the most recent date that the United States or the Federal Trade Comnmussion files a complaint
(with or without an accompanying consent decree) in federal court alleging any violation of the

10


mailto:Dcbrief@ftc.gov

order, whichever comes later; provided, however, that the filing of such a complaint will not
atfect the duration of!

Al Any Part in this order that terminates in less than twenty years;

B This order's application to any respondent that is not named as a defendant in
such complaint; and

C This order if such complaint is filed after the order has terminated pursuant to this
Part.

Provided, further, that if such complaint is dismissed or a federal court rules that
Respondent did not vialate any provision of the order, and the dismissal or ruling is cither not
appealed or upheld on appeal, then the order will terminate according to this Part as though the
complaint had never been filed, except that the order will not terminate between the date such
complaint is filed and the later of the deadline for appealing such dismissal or ruling and the date
such dismissal or ruling is upheld on appeal.
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To: Shull, Brian[bshull@ftc.gov]

Cc: MecCall, Rachel[Rachel.McCall@t-mobile.com); Buckland, Laura[Laura.Buckland@t-mobile.com]
From: Sacks, Andrew

Sent: Sat 6/28/2014 2:28:24 PM

Importance: Normal

Subject: FW: FTC - TMUS Redlines of Section V

MAIL_RECEIVED: Sat6/28/2014 2:28:55 PM

Proposed order 6 28 14 TMUS Redlines.docx

Speak to you shortly.



UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

In the Matter of

T-MOBILE USA, INC,,
a Delaware corporation. DOCKET NO.

|This arder is drafted as an administrative order solely for purposes of settlement negotiations.
If settlement is not reached, any complaint that the Commission will file will be in federal
district court.

The Federal Trade Commission has conducted an investigation of certain acts and
practices of T-Mobile USA, Inc., a Delaware corporation (“proposed respondent™). Proposed
respondent, having been represented by counsel, is willing to enter into an agreement containing
a consent order resolving the allegations contained in the attached draft complaint. Therefore,

IT IS HEREBY AGREED by and between proposed respondent, by its duly authorized
officers, and counsel for the Federal Trade Commission, that:

I Proposed respondent is a Delaware corporation with its principal office or place
of business in Bellevue, Washington.

2 Proposed respondent neither admits nor denies any of the allegations in the draft
complaint, except as specifically stated in this order. Only for purposes of this Consent Order or
for purposes of construction, modification. and enforcement of this order, proposed respondent
admits the facts the FTC deems necessary to establish jurisdiction.

% The FTC and Federal Communications Commission assert that they have
concurrent enforcement jurisdiction over mobile telephone companies® billing and collection of
third-party charges for non-telecommunications services.

4 Proposed respondent waives:
a. Any further procedural steps;
b. The requirement that the Commission’s decision contain a statement of

findings of fact and conclusions of law; and



(-3 All rights to seek judicial review or otherwise to challenge or contest the
validity of the order entered pursuant to this agreement.

5. This agreement shall not become a part of the public record of the proceeding
unless and until it is accepted by the Commission. If this agreement is accepted by the
Commission, it, together with the draft complaint, will be placed on the public record for a
period of thirty days and information about it publicly released. The Commission thereafter may
either withdraw its acceptance of this agreement and so notify proposed respondent, in which
event it will take such action as it may consider appropriate, or issue and serve its complaint (in
such form as the circumstances may require) and decision in disposition of the proceeding.

6. This agreement contemplates that, if it is accepted by the Commission, and if such
acceptance is not subsequently withdrawn by the Commission pursuant to the provisions of
Section 2.34 of the Commission’s Rules, the Commission may, without further notice o
proposed respondent, (1) issue its complaint corresponding in form and substance with the
attached draft complaint and its decision containing the following order in disposition of the
proceeding, and (2) make information about it public. When so entered, the order shall have the
same force and effect as, and may be altered, modified, or set aside in the same manner as, and
within the same time provided by statute for, other orders. The order shall become final upon
service. Delivery of the complaint and the decision and order to proposed respondent’s address
as stated in this agreement by any means specified in Section 4.4(a) of the Commission’s Rules
shall constitute service. Proposed respondent waives any right it may have to any other manner
of service. The complaint may be used in construing the terms of the order. No agreement.
understanding, representation, or interpretation not contained in the order or in the agreement
may be used to vary or contradict the terms of this order.

T Proposed respondent has read the draft complaint and order. It understands that it
may be liable for civil penalties in the amount provided by law and other appropriate relief for
each violation of the order after it becomes final.

ORDER
DEFINITIONS

For the purpose of this order, the following definitions apply:

L *Account Holder™ means any individual or entity who is or was responsible for
paying all charges associated with all lines on that individual's or entity’s mobile phone account
with Respondent.

2. “Authorized User™ means any individual or entity who is or was authorized to
use Respondent’s mobile phone services.

3. “Clear and Conspicuous” or “Clearly and Conspicuously” means:

a. In textual communications (e.g., words displayed on an electronic device,
including, without limitations, cell phones, handheld devices, smartphones. tablets, laptop

[



computers, desktop computers, or any other device on which a software program, code,
script, or other content can be downloaded, installed, or run), the required disclosures are
of a type, size, and location sufficiently noticeable for an ordinary consumer to read and
comprehend them, in print that contrasts highly with the background on which they
appear, in the same language as the predominant language that is used in the
communication, and visible without the need to scroll down or take any similar action,
subject to the technological capabilities of the electronic device;

b. In communications disseminated orally or through audible means, the
required disclosures are delivered in a volume and cadence sufficient for an ordinary
consumer to hear and comprehend them;,

Ei In communications disseminated through video means (e.g., streaming
video), the required disclosures are in writing in a form consistent with subparagraph (a)
of this definition and appear on the screen for a duration sufficient for an ordinary
consumer to read and comprehend them; and

d. In all instances, the required disclosures are: (1) presented in an
understandable language and syntax; and (2) include nothing contrary to, inconsistent
with, or in mitigation of any other statements or disclosures used in any communication
with the consumer.

4. “Collectible Account Holder Debt™ means the amount owed to Respondent by
an Account Holder whose accounts are not paid-in-full that Respondent owns and may legally
take legal action to collect.

5. *“Commercial Third-Party Charge” means a charge on a mobile phone account,
other than for charitable and political donations or gifts that are voluntarily made without
receiving, or expecting to receive, anything of equal value. for a product or service provided by a
party other than Respondent. This definition does not include charges for (1) handset insurance
and extended warranty products for which Respondent directly obtains the consumer’s
authorization for the charge; and (2) Respondent’s branded and co-branded products for which
Respondent directly obtains the consumer’s authorization for the charge.

6. “Customer Redress Period” means the twelve month period of time beginning
on the date of service of this order.

7 “Express, Informed Consent” to a Commercial Third-Party Charge means an
affirmative act by an Authorized User communicating authorization of the charge, either to
Respondent or other party, made in response to and in ¢lose proximity to Clear and Conspicuous
disclosure to the Authorized User of: (a) the product or service for which the charge is being
incurred; (b) the name of the Third-Party Merchant providing the product or service; (¢) the
amount of the charge, including any recurring charges; and (d) the fact that the charge will
appear on the Authorized User's telephone bill or be deducted from pre-paid minutes. Express,
Informed Consent is presumed if Respondent obtains authorization directly from the Authorized
User made in response to and in close proximity to Clear and Conspicuous disclosure of items
S(a)-(d).



8. “PSMS Charge” means a Commercial Third-Party Charge for a good or service
that is (a) created, marketed, or provided by a party other than Respondent, (b) provided using a
five or six character short code, and (¢) billed to a consumer’s mobile account,

9, “Respondent” means T-Mobile USA, Inc. and its successors and assigns.

10.  “Third-Party Charge™ means a charge for a product or service provided by a
party other than Respondent.

11, “Third-Party Merchant” means an individual, business, or entity, other than
Respondent, that purportedly provides products or services to mobile telephone users.

IC

IT IS ORDERED that Respondent and its officers. agents, representatives, and
employees, directly or through any corporation, subsidiary, division or other device, in
connection with the advertising, marketing, promotion, offering for sale, or sale of Commercial
Third-Party Charges, in or affecting commerce, shall not, in any manner, expressly or by
implication:

A Misrepresent that a Commercial Third-Party Charge appearing on a consumer’s
phone bill is for Respondent’s products or services authorized by the consumer;

B. Represent that a consumer owes a Commercial Third-Party Charge unless
Respondent clearly and conspicuously describes the product or service and the name of the Third-
Party Merchant associated with the charge;

€. Misrepresent expressly or by implication, that Respondent cannot refund a
Commercial Third-Party Charge or making any other misrepresentation relating to its dispute
resolution process; and

D. Make any misrepresentation relating to any option offered by Respondent to
block or prohibit Commercial Third-Party Charges.

1L

IT IS FURTHER ORDERED that Respondent and its officers, agents, representatives,
and employees, directly or through any corporation, subsidiary, division, or other device, are
permanently restrained and enjoined from charging an Authorized User for a Commercial Third-
Party Charge if Respondent knows or should know because of the relevant information and
circumstances, including but not limited to consumer complaints, refund rates that are above the
Respondent’s or industry’s average refund rates for Third-Party Charges, auditor alerts, third-
party lawsuits, or any other means, that an Authorized User did not provide Express, Informed
Consent to the charge.



I11.

IT IS FURTHER ORDERED that Respondent and its officers, agents, representatives,
and employees, directly or through any corporation, subsidiary, division, or other device, are
permanently restrained and enjoined from failing, after a consumer disputes a Commercial Third-
Party Charge within three months of the last charge for a particular product or service, to
commence and complete an investigation that is reasonably calculated to determine whether the
Authorized User gave Express, Informed Consent to the disputed charge(s), including charges
for the same product or service that were billed more than three months before the consumer
dispute. Respondent shall inform the Authorized User that, during the investigation, the
Authorized User is not obligated to pay the disputed charge(s), and that nonpayment of such
charge(s) will not result in interest accrual or phone service termination or deduction of pre-paid
minutes,

A. If Respondent reasonably concludes after the investigation that the Authorized
User gave Express, Informed Consent to the disputed charge(s), Respondent shall promptly
provide the Authorized User with the basis for its conclusion, including providing the
Authorized User with any documentary or other evidence considered, and the name and contact
information of the Third-Party Merchant that initiated the Commercial Third-Party Charge.

B. If Respondent reasonably concludes after the investigation that the Authorized
User did not give Express, Informed Consent to the disputed charge(s), Respondent shall
promptly provide the Authorized User with a full refund of the disputed charge(s).

Provided, however, that Respondent shall not be required to conduct such an
investigation if it promptly refunds the Authorized User the full amount of the disputed
charge(s).

V.

IT IS FURTHER ORDERED that Respondent shall establish and implement within 90
days of service of this order, and thereafter maintain, a monitoring program that is reasonably
designed to determine whether Authorized Users provide Express, Informed Consent to
Commercial Third-Party Charges. Such a program shall include, but not be limited to:

A. Maintaining a list of Third-Party Merchants and associated individuals who have
had a product or service terminated by Respondent; and

B. Tracking the following information:

1. Written complaints relating to Commercial Third-Party Charges and Third-
Party Merchants;

2. Any complaints relating to unauthorized Commercial Third-Party
Charges:;

L



3, Refund requests made to Respondent relating to Commercial Third-Party
Charges and Third-Party Merchants, and whether each request is granted
or denied; and

4. Any other refund data that is received, either directly or indirectly, by
Respondent relating to Commercial Third-Party Charges and Third-Party
Merchants.

V.

IT IS FURTHER ORDERED that Respondent shall provide full refunds to Account
Holders who have been charged by Respondent for unauthorized PSMS Charges from June 1,
2010 through the date of service of this order as follows:

A. Respondents shall provide prompt refunds to Account Holders for the full amount
of any unauthorized PSMS Charge that has not already been fully refunded by Respondent or a
Third-Party Merchant. Respondent shall refund no less than $__ million (the “PSMS Charges
Refund Amount”) for unauthorized PSMS Charges during the Customer Redress Period. For
purposes of this Section V, a “prompt” refund means a refund provided within 60 days of
receiving a completed and valid claim form for a refund of an unauthorized PSMS Charge.

B. To effectuate section V.A of this order:

i. Respondent shall provide, within 90 days of service of this order notice of
the right to obtain refunds for unauthorized PSMS Charges to Account
Holders who have been charged for a PSMS Charge that has not already
been fully refunded by Respondent or a Third-Party Merchant. For
current customers, Respondent shall provide notice using the medium that
it uses to bill the Account Holder and through an SMS text message once
within 90 days of service of this order and again in the following bill
cycle. For former customers, Respondent shall provide the notice by
sending the notice via first-class mail to the Account Holder’s last known
address. Prior to mailing notices, Respondent shall update the addresses
via the Postal Service’s National Change ot Address database. The
notices shall include the information set forth in Appendix A and shall list
a telephone number and the link to an online form that Account Holders
can use to apply for refunds, provided, however, that at the request of an
Account Holder, a hard-copy form must be provided without cost to the
Account Holder:

1. Respondent shall promptly provide, upon request by an Account
Holder, the total amount of PSMS Charges charged to the Account Holder
that have not been fully refunded by Respondent or a Third-Party
Merchant, the dates of such charges, and the Third-Party Merchant(s)
initiating such charges:



il Upon an Account Holder’s affirmation that the Account Holder
was charged for unauthorized PSMS Charges. Respondent shall provide
prompt refunds to the Account Holder for the unauthorized PSMS
Charges as follows:

1. For Account Holders with active accounts Respondent shall
provide prompt refunds by a credit to the Account Holder’s mobile
account; provided, however, that Respondent shall Clearly and
Conspicuously disclose to Account Holders that in the event they
close their account with Respondent prior to Respondent issuing a
credit, they will receive a prompt refund by check. For Account
Holders with inactive accounts that are paid in full, Respondent
shall provide prompt refunds by check. The determination of
whether an Account Holder’s mobile account is active or inactive
shall be made at the time the refund is issued,

rJ

For Account Holders whose inactive accounts are not paid in full,
Respondent shall promptly reduce the outstanding balance of the
account by the total amount of unauthorized PSMS Charges as
identified by the Account Holder on the claim form that have not
been fully refunded by Respondent or a Third-Party Merchant,
provided that any such balance constitutes Collectible Account
Holder Debt. Any such reduction to an outstanding balance
pursuant to this subparagraph shall be counted towards the amount
of permissible credits against the Remaining Balance in Section
V.D. If the total amount of unauthorized PSMS Charges identified
by the Account Holder on the claim form exceeds the outstanding
balance of the Account Holder’s account, Respondent shall
provide the Account Holder a check in the amount of the excess;
and

v, Respondent shall ensure that Account Holders obtain refunds of
unauthorized PSMS Charges through a single form and shall not require
Account Holders to challenge ecach PSMS Charge separately. Respondent
shall not require Account Holders to require any documentation (other
than a complete and valid claim form), waive any rights, meet any
conditions, or impose¢ any unnecessary or untreasonable burdens on
Account Holders secking refunds. Provided, however, for any
unauthorized PSMS Charges that Respondent fully refunds to, or credits
against the debt of, an Account Holder, the Account Holder's claim
against Respondent with respect to the fully refunded charges will be
deemed satisfied.

C. If after the expiration of the Customer Redress Period, Respondent has failed to
refund the full PSMS Charges Refund Amount pursuant to sections V. A and V.B, Respondent
may apply towards the PSMS Charges Refund Amount up to $___ million of any fees, costs,
penalties, or other payments to any other federal, state, or local government entity that, within 12
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months of service of this order, is paid by Respondent as a result of any agreement or order
related to unauthorized PSMS Charges with such federal, state, or local government entity, or as
the result of a court order related to unauthorized PSMS Charges.

D. If, after applying any fees, costs, penalties, or other payments pursuant to section
V.C, the PSMS Charges Refund Amount is not reached, Respondent may, at its discretion, apply
towards the balance within 90 days of the end of the Customer Redress Period (a) any refunds
granted to Account Holders who were charged a PSMS Charge for a good or service offered by a
Third-Party Merchant that has been the subject of a federal or state law enforcement action and
for which a full refund has not yet been provided by Respondent or a Third-Party Merchant; or
(b) any reductions in outstanding balances of inactive accounts of Account Holders up to a total
of $___ million, provided that any such balance constitutes Collectible Account Holder Debt and
any such reduction shall not exceed the total amount of PSMS Charges charged to an Account
Holder’s account that have not been fully refunded by Respondent. Any outstanding balance on
the PSMS Charges Refund Amount after 60 days of the end of the Customer Redress Period
shall be remitted to the Commission within 90 days of the end of the Customer Redress Period
and shall not constitute a penalty.

E. All money paid to the Commission pursuant section V.D of this order may be
deposited into a fund administered by the Commission or its designee to be used for equitable
relief, including consumer redress and any attendant expenses for the administration of any
redress fund. If a representative of the Commission decides that direct redress to consumers is
wholly or partially impracticable or money remains after redress is completed. the Commission
may apply any remaining money for such other equitable relief (including consumer information
remedies) as it determines to be reasonably related to Respondent’s practices alleged in the
Complaint. Any money not used for such equitable relief is to be deposited to the U.S. Treasury
as disgorgement. Respondent has no right to challenge any actions the Commission or its
representatives may take pursuant to this Subsection.

E. If Respondent has reported to any consumer reporting agency an outstanding
balance of an Account Holder’s inactive account, Respondent shall furnish correct account
information to that consumer reporting agency or cease reporting the account within 30 days of
any reduction in the outstanding balance of the account pursuant to sections V.B.iii or V.D of
this order.

G.  Within 90 days of the end of the Customer Redress Period, Respondent shall
provide the Commission with records sufficient to show the notification provided by Respondent
to Account Holders of the right to full refunds of unauthorized PSMS Charges, the refunds
requested and paid to Account Holders during the Customer Redress Period, any payments to
federal, state, or local government entities that Respondent applied to the PSMS Charges Refund
Amount pursuant to section V.C, that all outstanding balances of inactive accounts that were
reduced pursuant to sections V. B.iii or V.D constituted Collectible Account Holder Debt, any
notifications required by Section V.E have been made, and any requests that were denied due to
a prior full refund or any other reason.

H. Respondent relinquishes dominion and all legal and equitable right. title, and
interest in all assets transferred pursuant to this order and may not seek the return of any assets.

8



[, The facts alleged in the Complaint will be taken as true, without further proof, in
a non-dischargeability complaint in any bankruptey case.

1. The facts alleged in the Complaint establish all elements necessary to sustain an
action by the Commission pursuant to Section 523(a)(2)(A) of the Bankruptey Code, 11 U.S.C.
§ 523(a)(2)(A), and this order will have collateral estoppel effect for such purposes.

K. Respondent acknowledges that its Taxpayer Identification Numbers, which
Respondent must submit to the Commission, may be used for collecting and reporting on any
delinquent amount arising out of this order, in accordance with 31 US.C. § 7701.

VL

IT IS FURTHER ORDERED that Respondent and its successors and assigns, for five
years after the date of issuance of this order, shall maintain and upon request make available to
the Federal Trade Commission business records demonstrating their compliance with the terms
and provisions of this order, including but not limited to:

A Accounting records showing the revenues associated with all Commercial Third-
Party Charges. all costs incurred in generating those revenues, and the resulting net profit or loss;

B. Personnel records showing, for each person providing supervisory services
relating to the Commercial Third-Party Charges, whether as an employee or otherwise, that
person’s: name; addresses: telephone numbers; job title(s) or position(s): dates of service: and, if
applicable, the reason for termination;

(&8 Records of all consumers complaints and refund requests, whether received
directly or indirectly, such as through a third party, and any response;

D. A list of Third-Party Merchants who have had a product or service terminated by
Respondent and all known associated individuals;

E. A copy of each advertisement or other marketing marerial related to Commercial
Third-Party Charges that is created, used, or received by Respondent; and

F. All records necessary to demonstrate full compliance with each provision of this
order, including all submissions to the Commission.

VIL

IT IS FURTHER ORDERED that Respondent and its successors and assigns shall
deliver a copy of this order to all current and future principals, officers, directors, and to all
managers, current and future employees, agents, and representatives having supervisory
responsibilities with respect to charging consumers for Commercial Third-Party Charges, and
any business entity resulting from any change in structure set forth in Part VIII, and shall secure
from each such person a signed and dated statement acknowledging receipt of the order.
Respondent shall deliver this order to current personnel within thirty days after the date of



service of this order, and to future personnel within thirty days after the person assumes such
position or responsibilities.

VIII.

IT IS FURTHER ORDERED that Respondent and its successors and assigns shall
notify the Commission at least thirty days prior to any change in the corporation that may affect
compliance obligations arising under this order, including but not limited to a dissolution,
assignment, sale, merger, or other action that would result in the emergence of a successor
corporation; the creation or dissolution of a subsidiary, parent, or affiliate that engages in any
acts or practices subject to this order; the proposed filing of a bankruptcy petition; or a change in
the corporate name or address. Provided, however, that, with respect to any proposed change in
the corporation about which respondent learns less than thirty days prior to the date such action
is to take place, respondents shall notify the Commission as soon as is practicable after obtaining
such knowledge. Unless otherwise directed by a representative of the Commission in writing, all
notices required by this Part shall be emailed to Debrief@ftc.gov or sent by overnight courier
(not the U.S. Postal Service) to: Associate Director for Enforcement, Bureau of Consumer
Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580,
The subject line must begin: In re T-Mobile USA, Inc.

IX.

IT IS FURTHER ORDERED that Respondent and its successors and assigns. within
sixty days after the date of service of this order, shall file with the Commission a true and
accurate report, in writing, setting forth in detail the manner and form of its own compliance
with this order. Within ten days of receipt of written notice from a representative of the
Commission, it shall submirt additional true and accurate written reports.

X.

This order will terminate twenty years from the date of its issuance, or twenty vears from
the most recent date that the United States or the Federal Trade Commission files a complaint
(with or without an accompanying consent decree) in federal court alleging any violation of the
order, whichever comes later; provided, however, that the filing of such a complaint will not
affect the duration of:

A Any Part in this order that terminates in less than twenty years;

B. This order’s application to any respondent that is not named as a defendant in
such complaint; and

C This order if such complaint is filed after the order has terminated pursuant to this
Part.

Provided, further, thatif such complaint is dismissed or a federal court rules that

Respondent did not violate any provision of the order, and the dismissal or ruling is either not
appealed or upheld on appeal, then the order will terminate according to this Part as though the
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complaint had never been filed, except that the order will not terminate between the date such
complaint is filed and the later of the deadline for appealing such dismissal or ruling and the date
such dismissal or ruling is upheld on appeal.



APPENDIX A

Notice sent by text message:

TEXT: Free T-Mobile msg: Our records show you paid for Premium SMS, If these charges were
unauthorized, you may be entitled to a refund. Info @ www.T-MobileRefund.com

Notice sent by bill insert. email and first class mail:

You may be entitled to a refund from T-Mobile. You might have paid T-Mobile for charges you
did not authorize. You may obtain additional information, including how to obtain vour refund,
by calling [phone number] or going to [website address with online refund form] to obtain a
refund. For more information, see the news release about the Federal Trade Commission’s
settlement with T-Mobile at www ftc.gov/


http:www.ftc.gov
http:www.T-MoblleRefund.com

To: McCall, Rachel (Rachel.McCall@t-mobile.com)[Rachel. McCall@t-mobile.com]; Rummage, Steve
(SteveRummage@DWT.COM)[SteveRummage @DWT.COM]

Cc: Dolan, Reilly[JDOLAN@ftc.gov]; Mithal, MalinifMMITHAL1@ftc.gov]; Ricci, Janefjricci@ftc.gov];
richard hindman@fcc.gov(richard.hindman@fcc.gov]; andrew .sacks@t-mobile.com[andrew.sacks@t-mobile.com)
From: Shull, Brian

Sent: Mon 6/30/2014 3:53:46 PM

Importance: Normal

Subject: FTC redline of T-Mobile order

MAIL_RECEIVED: Mon 6/30/2014 3:53:00 PM

2014.06.30 3pm clean.docx

C inst T-Mobile rediine.d

Rachel and Steve,

Attached is a new version of the proposed T-Mobile order, as well as a redline against the version you sent us on Saturday,
The substantive edits are in Section V and Appendix A. We also made a couple of proofreading edits to a handful of the other
sections,

We are happy to discuss as needed.

Brian

Brian Shull

Attorney, Division of Financial Practices
Federal Trade Commission

600 Pennsylvania Avenue, NW
Mailstop CC-10232

Washington, DC 20580

Phone: (202) 326-3720

Fax: (202) 326-3768


http:2014.06.30
mailto:JaneUricci@ftc.gov
mailto:Mithal.Malini[MMITHAL1@ftc.gov
mailto:Reilly[JDOLAN@ftc.gov

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

In the Matter of

T-MOBILE USA, INC,,
a Delaware corporation. DOCKET NO.

|This arder is drafted as an administrative order solely for purposes of settlement negotiations.
If settlement is not reached, any complaint that the Commission will file will be in federal
district court.

The Federal Trade Commission has conducted an investigation of certain acts and
practices of T-Mobile USA, Inc., a Delaware corporation (“proposed respondent™). Proposed
respondent, having been represented by counsel, is willing to enter into an agreement containing
a consent order resolving the allegations contained in the attached draft complaint. Therefore,

IT IS HEREBY AGREED by and between proposed respondent, by its duly authorized
officers, and counsel for the Federal Trade Commission, that:

I Proposed respondent is a Delaware corporation with its principal office or place
of business in Bellevue, Washington.

2 Proposed respondent neither admits nor denies any of the allegations in the draft
complaint, except as specifically stated in this order. Only for purposes of this Consent Order or
for purposes of construction, modification. and enforcement of this order, proposed respondent
admits the facts the FTC deems necessary to establish jurisdiction.

% The FTC and Federal Communications Commission assert that they have
concurrent enforcement jurisdiction over mobile telephone companies® billing and collection of
third-party charges for non-telecommunications services.

4 Proposed respondent waives:
a. Any further procedural steps;
b. The requirement that the Commission’s decision contain a statement of

findings of fact and conclusions of law; and



(-3 All rights to seek judicial review or otherwise to challenge or contest the
validity of the order entered pursuant to this agreement.

5. This agreement shall not become a part of the public record of the proceeding
unless and until it is accepted by the Commission. If this agreement is accepted by the
Commission, it, together with the draft complaint, will be placed on the public record for a
period of thirty days and information about it publicly released. The Commission thereafter may
either withdraw its acceptance of this agreement and so notify proposed respondent, in which
event it will take such action as it may consider appropriate, or issue and serve its complaint (in
such form as the circumstances may require) and decision in disposition of the proceeding.

6. This agreement contemplates that, if it is accepted by the Commission, and if such
acceptance is not subsequently withdrawn by the Commission pursuant to the provisions of
Section 2.34 of the Commission’s Rules, the Commission may, without further notice o
proposed respondent, (1) issue its complaint corresponding in form and substance with the
attached draft complaint and its decision containing the following order in disposition of the
proceeding, and (2) make information about it public. When so entered, the order shall have the
same force and effect as, and may be altered, modified, or set aside in the same manner as, and
within the same time provided by statute for, other orders. The order shall become final upon
service. Delivery of the complaint and the decision and order to proposed respondent’s address
as stated in this agreement by any means specified in Section 4.4(a) of the Commission’s Rules
shall constitute service. Proposed respondent waives any right it may have to any other manner
of service. The complaint may be used in construing the terms of the order. No agreement.
understanding, representation, or interpretation not contained in the order or in the agreement
may be used to vary or contradict the terms of this order.

T Proposed respondent has read the draft complaint and order. It understands that it
may be liable for civil penalties in the amount provided by law and other appropriate relief for
each violation of the order after it becomes final.

ORDER
DEFINITIONS

For the purpose of this order, the following definitions apply:

L *Account Holder™ means any individual or entity who is or was responsible for
paying all charges associated with all lines on that individual's or entity’s mobile phone account
with Respondent.

2. “Authorized User™ means any individual or entity who is or was authorized to
use Respondent’s mobile phone services.

3. “Clear and Conspicuous” or “Clearly and Conspicuously” means:

a. In textual communications (e.g., words displayed on an electronic device,
including, without limitations, cell phones, handheld devices, smartphones. tablets, laptop

[



computers, desktop computers, or any other device on which a software program, code,
script, or other content can be downloaded, installed, or run), the required disclosures are
of a type, size, and location sufficiently noticeable for an ordinary consumer to read and
comprehend them, in print that contrasts highly with the background on which they
appear, in the same language as the predominant language that is used in the
communication, and visible without the need to scroll down or take any similar action,
subject to the technological capabilities of the electronic device;

b. In communications disseminated orally or through audible means, the
required disclosures are delivered in a volume and cadence sufficient for an ordinary
consumer to hear and comprehend them;,

Ei In communications disseminated through video means (e.g., streaming
video), the required disclosures are in writing in a form consistent with subparagraph (a)
of this definition and appear on the screen for a duration sufficient for an ordinary
consumer to read and comprehend them; and

d. In all instances, the required disclosures are: (1) presented in an
understandable language and syntax; and (2) include nothing contrary to, inconsistent
with, or in mitigation of any other statements or disclosures used in any communication
with the consumer.

4. “Collectible Account Holder Debt™ means the amount owed to Respondent by
an Account Holder whose accounts are not paid-in-full that Respondent owns and may legally
take legal action to collect.

5. *“Commercial Third-Party Charge” means a charge on a mobile phone account,
other than for charitable and political donations or gifts that are voluntarily made without
receiving, or expecting to receive, anything of equal value. for a product or service provided by a
party other than Respondent. This definition does not include charges for (1) handset insurance
and extended warranty products for which Respondent directly obtains the consumer’s
authorization for the charge; and (2) Respondent’s branded and co-branded products for which
Respondent directly obtains the consumer’s authorization for the charge.

6. “Customer Redress Period” means the twelve month period of time beginning
on the date of service of this order.

7 “Express, Informed Consent” to a Commercial Third-Party Charge means an
affirmative act by an Authorized User communicating authorization of the charge, either to
Respondent or other party, made in response to and in ¢lose proximity to Clear and Conspicuous
disclosure to the Authorized User of: (a) the product or service for which the charge is being
incurred; (b) the name of the Third-Party Merchant providing the product or service; (¢) the
amount of the charge, including any recurring charges; and (d) the fact that the charge will
appear on the Authorized User's telephone bill or be deducted from pre-paid minutes. Express,
Informed Consent is presumed if Respondent obtains authorization directly from the Authorized
User made in response to and in close proximity to Clear and Conspicuous disclosure of items
T(a)-(d).



8. “PSMS Charge” means a Commercial Third-Party Charge for a good or service
that is (a) created, marketed, or provided by a party other than Respondent, (b) provided using a
five or six character short code, and (¢) billed to a consumer’s mobile account,

9, “Respondent” means T-Mobile USA, Inc. and its successors and assigns.

10.  “Third-Party Charge™ means a charge for a product or service provided by a
party other than Respondent.

11, “Third-Party Merchant” means an individual, business, or entity, other than
Respondent, that purportedly provides products or services to mobile telephone users.

IC

IT IS ORDERED that Respondent and its officers. agents, representatives, and
employees, directly or through any corporation, subsidiary, division or other device, in
connection with the advertising, marketing, promotion, offering for sale, or sale of Commercial
Third-Party Charges, in or affecting commerce, shall not, in any manner, expressly or by
implication:

A Misrepresent that a Commercial Third-Party Charge appearing on a consumer’s
phone bill is for Respondent’s products or services authorized by the consumer;

B. Represent that a consumer owes a Commercial Third-Party Charge unless
Respondent clearly and conspicuously describes the product or service and the name of the Third-
Party Merchant associated with the charge;

€. Misrepresent that Respondent cannot refund a Commercial Third-Party Charge or
make any other misrepresentation relating to its dispute resolution process; or

D. Make any misrepresentation relating to any option offered by Respondent to
block or prohibit Commercial Third-Party Charges.

IT IS FURTHER ORDERED that Respondent and its officers, agents, representatives, and
employees, directly or through any corporation, subsidiary, division, or other device, are
permanently restrained and enjoined from charging an Authorized User for a Commercial Third-
Party Charge if Respondent knows or should know because of the relevant information and
circumstances, including but not limited to consumer complaints, refund rates that are above the
Respondent’s or industry’s average refund rates for Third-Party Charges, auditor alerts, third-
party lawsuits, or any other means, that an Authorized User did not provide Express, Informed
Consent to the charge.

I11.



IT IS FURTHER ORDERED that Respondent and its officers, agents, representatives,
and employees. directly or through any corporation, subsidiary, division, or other device, are
permanently restrained and enjoined from failing, after a consumer disputes a Commercial Third-
Party Charge within three months of the last charge for a particular product or service, to
commence and complete an investigation that is reasonably calculated to determine whether the
Authorized User gave Express, Informed Consent to the disputed charge(s), including charges
for the same product or service that were billed more than three months before the consumer
dispute. Respondent shall inform the Authorized User that, during the investigation, the
Authorized User is not obligated to pay the disputed charge(s), and that nonpayment of such
charge(s) will not result in interest accrual or phone service termination or deduction of pre-paid
minutes.

A [f Respondent reasonably concludes after the investigation that the Authorized
User gave Express, Informed Consent to the disputed charge(s), Respondent shall promptly
provide the Authorized User with the basis for its conclusion, including providing the
Authorized User with any documentary or other evidence considered, and the name and contact
information of the Third-Party Merchant that initiated the Commercial Third-Party Charge.

B. If Respondent reasonably concludes after the investigation that the Authorized
User did not give Express, Informed Consent to the disputed charge(s), Respondent shall
promptly provide the Authorized User with a full refund of the disputed charge(s).

Provided, however, that Respondent shall not be required to conduct such an
investigation if it promptly refunds the Authorized User the full amount of the disputed
charge(s).

Iv.

IT IS FURTHER ORDERED that Respondent shall establish and implement within 90
days of service of this order, and thereafter maintain, a monitoring program that is reasonably
designed to determine whether Authorized Users provide Express. Informed Consent to
Commercial Third-Party Charges. Such a program shall include, but not be limited to:

A Maintaining a list of Third-Party Merchants and associated individuals who have
had a product or service terminated by Respondent; and

B. Tracking the following information:

1. Written complaints relating to Commercial Third-Party Charges and Third-
Party Merchants;

2. Any complaints relating to unauthorized Commercial Third-Party
Charges:

3. Refund requests made to Respondent relating to Commercial Third-Party
Charges and Third-Party Merchants, and whether each request is granted
or denied; and
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4. Any other refund data that is received, either directly or indirectly, by
Respondent relating to Commercial Third-Party Charges and Third-Party
Merchants.

V.

IT IS FURTHER ORDERED that Respondent shall provide full refunds to Account
Holders who have been charged by Respondent for unauthorized PSMS Charges from June 1,
2010 through the date of service of this order as follows:

A Respondent shall provide prompt refunds to Account Holders for the full amount
of any unauthorized PSMS Charge that has not already been fully refunded according to
Respondent’s billing records. Respondent shall refund no less than S million (the “PSMS
Charges Refund Amount™) for unauthorized PSMS Charges during the Customer Redress Period.
For purposes of this Section V, a “prompt” refund means a refund provided within 60 days of
receiving a complete and valid claim form for a refund of an unauthorized PSMS Charge.

B. To effectuate section V.A of this order:

1. Respondent shall provide notice of the right to obtain refunds for
unauthorized PSMS Charges to Account Holders who have been charged
for a PSMS Charge that has not already been fully refunded according to
Respondent’s billing records. For current customers, Respondent shall
provide notice using the medium that it uses to bill the Account Holder
and through an SMS text message once within 90 days of service of this
order and again in the following billing cycle. Provided, however, that if
the notice accompanies an Account Holder’s bill, the notice shall be on a
different color of paper than the Account Holder’s bill. For former
customers, Respondent shall provide the notice within 90 days of service
of this order by sending it via first-class mail to the Account Holder’s last
known address and provide a second notice between 91 and 125 days of
service of this order by email to the Account Holder's last known email
address. Prior to mailing notices, Respondent shall update the addresses
via the Postal Service's National Change of Address database. The
notices shall Clearly and Conspicuously include the information set forth
in Appendix A and shall provide the link to an online form that Account
Holders can use to apply for refunds; provided, however, that at the
request of an Account Holder, a hard-copy form must be provided without
cost to the Account Holder;

ii. Respondent shall promptly provide, upon request by an Account
Holder, the total amount of PSMS Charges charged to the Account Holder
that have not been fully refunded by Respondent or a Third-Party
Merchant, the dates of such charges, and the Third-Party Merchant(s)
initiating such charges;



iii. Upon an Account Holder’s affirmation that the Account Holder
was charged for unauthorized PSMS Charges, Respondent shall provide
prompt refunds to the Account Holder for the unauthorized PSMS
Charges as follows:

1. For Account Holders with active accounts Respondent shall
provide prompt refunds by a credit to the Account Holder’s mobile
account; provided, however, that Respondent shall Clearly and
Conspicuously disclose to Account Holders that in the event they
close their account with Respondent prior to Respondent issuing a
credit, they will receive a prompt refund by check. For Account
Holders with inactive accounts that are paid in full, Respondent
shall provide prompt refunds by check. The determination of
whether an Account Holder’s mobile account is active or inactive
shall be made at the time the refund is issued;

rJ

For Account Holders whose inactive accounts are not paid in full,
Respondent shall promptly reduce the outstanding balance of the
account by the total amount of unauthorized PSMS Charges as
identified by the Account Holder on the claim form that have not
been fully refunded according to Respondent’s billing records,
provided that any such balance constitutes Collectible Account
Holder Debt. Any such reduction to an outstanding balance
pursuant to this subparagraph shall be counted towards the amount
of permissible credits against the remaining balance in Section
V.D. If the total amount of unauthorized PSMS Charges identified
by the Account Holder on the claim form exceeds the outstanding
balance of the Account Holder’s account, Respondent shall
promptly provide the Account Holder a check in the amount of the
excess.

v, Respondent shall ensure that Account Holders obtain refunds of
unauthorized PSMS Charges through a single form and shall not require
Account Holders to challenge ecach PSMS Charge separately. Respondent
shall not require Account Holders to require any documentation (other
than a complete and valid claim form), waive any rights, meet any
conditions, or impose¢ any unnecessary or untreasonable burdens on
Account Holders secking refunds. Provided, however, for any
unauthorized PSMS Charges that Respondent fully refunds to, or credits
against the debt of, an Account Holder, the Account Holder's claim
against Respondent with respect to the fully refunded charges will be
deemed satisfied.

C. If after the expiration of the Customer Redress Period, Respondent has failed to
refund the full PSMS Charges Refund Amount pursuant to sections V. A and V.B, Respondent
may apply towards the PSMS Charges Refund Amount up to $___ million of any fees, costs,
penalties, or other payments to any other federal, state, or local government entity that, within 12
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months of service of this order, is paid by Respondent as a result of any agreement or order
related to unauthorized PSMS Charges with such federal, state, or local government entity, or as
the result of a court order related to unauthorized PSMS Charges.

D. If, after applying any fees, costs, penalties, or other payments pursuant to section
V.C, the PSMS Charges Refund Amount is not reached, Respondent may, at its discretion, apply
as credit towards the balance within 90 days of the end of the Customer Redress Period (a) any
refunds granted 1o Account Holders who were charged a PSMS Charge for a good or service
offered by a Third-Party Merchant that has been the subject of a federal or state law enforcement
action and for which a full refund has not yet been provided according to Respondent’s billing
records, provided that any such refunds must be granted pro rata to all such Account Holders; or
(b) any reductions in outstanding balances of inactive accounts of Account Holders up to a total
of $  million, provided that any such balance constitutes Collectible Account Holder Debt and
any such reduction shall not exceed the total amount of PSMS Charges charged to an Account
Holder’s account that have not been fully refunded according to Respondent’s billing records.
Any outstanding balance on the PSMS Charges Refund Amount after application of the credits
in this Subparagraph shall be remitted to the Commission within 105 days of the end of the
Customer Redress Period and shall not constitute a penalty.

E. All money paid to the Commission pursuant section V.D of this order may be
deposited into a fund administered by the Commission or its designee to be used for equitable
relief, including consumer redress and any attendant expenses for the administration of any
redress fund. If a representative of the Commission decides that direct redress to consumers is
wholly or partially impracticable or money remains after redress is completed, the Commission
may applyv any remaining money for such other equitable relief (including consumer information
remedies) as it determines to be reasonably related to Respondent’s practices alleged in the
Complaint. Any money not used for such equitable reliefis to be deposited to the U.S. Treasury
as disgorgement. Respondent has no right to challenge any actions the Commission or its
representatives may take pursuant to this Subsection,

E. If Respondent has reported to any consumer reporting agency an outstanding
balance of an Account Holder's inactive account, Respondent shall furnish correct account
information to that consumer reporting agency or cease reporting the account within 30 days of
any reduction in the outstanding balance of the account pursuant to sections V.B.iii or V.D of
this order.

G. Within 105 days of the end of the Customer Redress Period, Respondent shall
provide the Commission with records sufficient to show the notification provided by Respondent
to Account Holders of the right to full refunds of unauthorized PSMS Charges, the refunds
requested and paid to Account Holders during the Customer Redress Period, any payments to
federal, state, or local government entities that Respondent applied to the PSMS Charges Refund
Amount pursuant to section V.C, that all outstanding balances of inactive accounts that were
reduced pursuant to sections V. B.iii or V.D constituted Collectible Account Holder Debt, any
notifications required by Section V. E have been made, and any refund requests that were denied
due to a prior full refund or any other reason.



H. Respondent relinquishes dominion and all legal and equitable right, title, and
interest in all assets transferred pursuant to this order and may not seek the return of any assets.

Iy The facts alleged in the Complaint will be taken as true, without further proot. in
a non-dischargeability complaint in any bankruptey case.

R The facts alleged in the Complaint establish all elements necessary to sustain an
action by the Commission pursuant to Section 523(a)(2)(A ) of the Bankruptey Code. 11 US.C.
§ 523(a)(2)(A). and this order will have collateral estoppel effect for such purposes.

K. Respondent acknowledges that its Taxpayer Identification Numbers, which
Respondent must submit to the Commission, may be used for collecting and reporting on any
delinquent amount arising out of this order, in accordance with 31 U.S.C. § 7701.

VL

IT IS FURTHER ORDERED that Respondent and its successors and assigns, for five
vears after the date of issuance of this order, shall maintain and upon request make available to
the Federal Trade Commission business records demonstrating their comphance with the terms
and provisions of this order, including but not limited to:

A Accounting records showing the revenues associated with all Commercial Third-
Party Charges, all costs incurred in generating those revenues, and the resulting net profit or loss;

B. Personnel records showing, for ¢ach person providing supervisory services
relating to the Commercial Third-Party Charges. whether as an employee or otherwise, that
person’s: name; addresses: telephone numbers; job title(s) or position(s); dates of service; and, if
applicable, the reason for termination;

C. Records of all consumer complaints and refund requests, whether received
directly or indirectly, such as through a third party, and any response;

D. A list of Third-Party Merchants who have had a product or service terminated by
Respondent and all known associated individuals;

E. A copy of each advertisement or other marketing material related to Commercial
Third-Party Charges that is created, used, or received by Respondent; and

o All records necessary to demonstrate full compliance with each provision of this
order, including all submissions to the Commission.

VIL.

IT IS FURTHER ORDERED that Respondent and its successors and assigns shall
deliver a copy of this order to all current and future principals, officers, directors, and to all
managers, current and future employees, agents, and representatives having supervisory
responsibilities with respect to charging consumers for Commercial Third-Party Charges, and
any business entity resulting from any change in structure set forth in Part VIII, and shall secure
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from each such person a signed and dated statement acknowledging receipt of the order.
Respondent shall deliver this order to current personnel within thirty days after the date of
service of this order, and to future personnel within thirty days after the person assumes such
position or responsibilities,

VI,

IT 1S FURTHER ORDERED that Respondent and its successors and assigns shall
notify the Commission at least thirty days prior to any change in the corporation that may affect
compliance obligations arising under this order, including but not limited to a dissolution,
assignment, sale, merger, or other action that would result in the emergence of a successor
corporation; the creation or dissolution of a subsidiary, parent, or affiliate that engages in any
acts or practices subject to this order; the proposed filing of a bankruptey petition; or a change in
the corporate name or address. Provided, however, that, with respect to any proposed change in
the corporation about which respondent learns less than thirty days prior to the date such action
is to take place, respondents shall notify the Commission as soon as is practicable after obtaining
such knowledge. Unless otherwise directed by a representative of the Commission in writing, all
notices required by this Part shall be emailed to Debrief(@ftc.gov or sent by overnight courier
(not the U.S. Postal Service) to: Associate Director for Enforcement, Bureau of Consumer
Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580.
The subject line must begin: In re T-Mobile USA, Inc.

IX.

IT IS FURTHER ORDERED that Respondent and its successors and assigns. within
sixty days after the date of service of this order, shall file with the Commission a true and
accurate report, in writing, setting forth in detail the manner and form of its own compliance
with this order, Within ten days of receipt of written notice from a representative of the
Commission, it shall submit additional true and accurate written reports.

X.

This order will terminate twenty years from the date of its issuance, or twenty years from
the most recent date that the United States or the Federal Trade Commission files a complaint
(with or without an accompanying consent decree) in federal court alleging any violation of the
order, whichever comes later; provided, however, that the filing of such a complaint will not
affect the duration of:

A, Any Part in this order that terminates in less than twenty years;

B. This order’s application to any respondent that is not named as a defendant in
such complaint; and

C. This order if such complaint is filed after the order has terminated pursuant to this
Part.


mailto:Debrief@ftc.gov

Provided, further, that if such complaint is dismissed or a federal court rules that
Respondent did not violate any provision of the order, and the dismissal or ruling is either not
appealed or upheld on appeal, then the order will terminate according to this Part as though the
complaint had never been filed, except that the order will not terminate between the date such
complaint is filed and the later of the deadline for appealing such dismissal or ruling and the date
such dismissal or ruling is upheld on appeal.



Signed this of ,2014
T-MOBILE USA, INC.

By:

Name
Title

By:

Name
Title

FEDERAL TRADE COMMISSION

By:
BRIAN S, SHULL
Attorney for Federal Trade Commission

By:
JANE M, RICCI
Attorney for Federal Trade Commission

APPROVED:

MALINI MITHAL
Assistant Director
Division of Financial Practices

JAMES REILLY DOLAN
Associate Director
Division of Financial Practices

JESSICA RICH
Director
Bureau of Consumer Protection



APPENDIX A
Notice sent by text message:

Free T-Mobile msg: You may be entitled to a refund from us. Our records show you may have

paid for charges you did not authorize. Info @ www.T-MobileRefund.com

Notice sent by bill insert, email and first class mail:
Subject line of email: T-Mobile Refunds

You may be entitled to a refund from T-Mobile. You might have paid T-Mobile for charges you
did not authorize. You may obtain additional information, including how to obtain your refund,
by calling [phone number] or going to [website address with online refund form] to obtain a
refund. For more information, see the news release about the Federal Trade Commission’s
settlement with T-Mobile at www.ftc.gov/


http:www.ftc.gov
http:www.T-MobileRefund.com

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

In the Matter of

T-MOBILE USA, INC,,
a Delaware corporation. DOCKET NO.

|This arder is drafted as an administrative order solely for purposes of settlement negotiations.
If settlement is not reached, any complaint that the Commission will file will be in federal
district court.

The Federal Trade Commission has conducted an investigation of certain acts and
practices of T-Mobile USA, Inc., a Delaware corporation (“proposed respondent™). Proposed
respondent, having been represented by counsel, is willing to enter into an agreement containing
a consent order resolving the allegations contained in the attached draft complaint. Therefore,

IT IS HEREBY AGREED by and between proposed respondent, by its duly authorized
officers, and counsel for the Federal Trade Commission, that:

I Proposed respondent is a Delaware corporation with its principal office or place
of business in Bellevue, Washington.

2 Proposed respondent neither admits nor denies any of the allegations in the draft
complaint, except as specifically stated in this order. Only for purposes of this Consent Order or
for purposes of construction, modification. and enforcement of this order, proposed respondent
admits the facts the FTC deems necessary to establish jurisdiction.

% The FTC and Federal Communications Commission assert that they have
concurrent enforcement jurisdiction over mobile telephone companies® billing and collection of
third-party charges for non-telecommunications services.

4 Proposed respondent waives:
a. Any further procedural steps;
b. The requirement that the Commission’s decision contain a statement of

findings of fact and conclusions of law; and



(-3 All rights to seek judicial review or otherwise to challenge or contest the
validity of the order entered pursuant to this agreement.

5. This agreement shall not become a part of the public record of the proceeding
unless and until it is accepted by the Commission. If this agreement is accepted by the
Commission, it, together with the draft complaint, will be placed on the public record for a
period of thirty days and information about it publicly released. The Commission thereafter may
either withdraw its acceptance of this agreement and so notify proposed respondent, in which
event it will take such action as it may consider appropriate, or issue and serve its complaint (in
such form as the circumstances may require) and decision in disposition of the proceeding.

6. This agreement contemplates that, if it is accepted by the Commission, and if such
acceptance is not subsequently withdrawn by the Commission pursuant to the provisions of
Section 2.34 of the Commission’s Rules, the Commission may, without further notice o
proposed respondent, (1) issue its complaint corresponding in form and substance with the
attached draft complaint and its decision containing the following order in disposition of the
proceeding, and (2) make information about it public. When so entered, the order shall have the
same force and effect as, and may be altered, modified, or set aside in the same manner as, and
within the same time provided by statute for, other orders. The order shall become final upon
service. Delivery of the complaint and the decision and order to proposed respondent’s address
as stated in this agreement by any means specified in Section 4.4(a) of the Commission’s Rules
shall constitute service. Proposed respondent waives any right it may have to any other manner
of service. The complaint may be used in construing the terms of the order. No agreement.
understanding, representation, or interpretation not contained in the order or in the agreement
may be used to vary or contradict the terms of this order.

T Proposed respondent has read the draft complaint and order. It understands that it
may be liable for civil penalties in the amount provided by law and other appropriate relief for
each violation of the order after it becomes final.

ORDER
DEFINITIONS

For the purpose of this order, the following definitions apply:

L *Account Holder™ means any individual or entity who is or was responsible for
paying all charges associated with all lines on that individual's or entity’s mobile phone account
with Respondent.

2. “Authorized User™ means any individual or entity who is or was authorized to
use Respondent’s mobile phone services.

3. “Clear and Conspicuous” or “Clearly and Conspicuously” means:

a. In textual communications (e.g., words displayed on an electronic device,
including, without limitations, cell phones, handheld devices, smartphones. tablets, laptop

[



computers, desktop computers, or any other device on which a software program, code,
script, or other content can be downloaded, installed, or run), the required disclosures are
of a type, size, and location sufficiently noticeable for an ordinary consumer to read and
comprehend them, in print that contrasts highly with the background on which they
appear, in the same language as the predominant language that is used in the
communication, and visible without the need to scroll down or take any similar action,
subject to the technological capabilities of the electronic device;

b. In communications disseminated orally or through audible means, the
required disclosures are delivered in a volume and cadence sufficient for an ordinary
consumer to hear and comprehend them;,

Ei In communications disseminated through video means (e.g., streaming
video), the required disclosures are in writing in a form consistent with subparagraph (a)
of this definition and appear on the screen for a duration sufficient for an ordinary
consumer to read and comprehend them; and

d. In all instances, the required disclosures are: (1) presented in an
understandable language and syntax; and (2) include nothing contrary to, inconsistent
with, or in mitigation of any other statements or disclosures used in any communication
with the consumer.

4. “Collectible Account Holder Debt™ means the amount owed to Respondent by
an Account Holder whose accounts are not paid-in-full that Respondent owns and may legally
take legal action to collect.

5. *“Commercial Third-Party Charge” means a charge on a mobile phone account,
other than for charitable and political donations or gifts that are voluntarily made without
receiving, or expecting to receive, anything of equal value. for a product or service provided by a
party other than Respondent. This definition does not include charges for (1) handset insurance
and extended warranty products for which Respondent directly obtains the consumer’s
authorization for the charge; and (2) Respondent’s branded and co-branded products for which
Respondent directly obtains the consumer’s authorization for the charge.

6. “Customer Redress Period” means the twelve month period of time beginning
on the date of service of this order.

7 “Express, Informed Consent” to a Commercial Third-Party Charge means an
affirmative act by an Authorized User communicating authorization of the charge, either to
Respondent or other party, made in response to and in ¢lose proximity to Clear and Conspicuous
disclosure to the Authorized User of: (a) the product or service for which the charge is being
incurred; (b) the name of the Third-Party Merchant providing the product or service; (¢) the
amount of the charge, including any recurring charges; and (d) the fact that the charge will
appear on the Authorized User's telephone bill or be deducted from pre-paid minutes. Express,
Informed Consent is presumed if Respondent obtains authorization directly from the Authorized
User made in response to and in close proximity to Clear and Conspicuous disclosure of items
T(a)-(d).



8. “PSMS Charge” means a Commercial Third-Party Charge for a good or service
that is (a) created, marketed, or provided by a party other than Respondent, (b) provided using a
five or six character short code, and (¢) billed to a consumer’s mobile account,

9, “Respondent” means T-Mobile USA, Inc. and its successors and assigns.

10.  “Third-Party Charge™ means a charge for a product or service provided by a
party other than Respondent.

11, “Third-Party Merchant” means an individual, business, or entity, other than
Respondent, that purportedly provides products or services to mobile telephone users.

IC

IT IS ORDERED that Respondent and its officers. agents, representatives, and
employees, directly or through any corporation, subsidiary, division or other device, in
connection with the advertising, marketing, promotion, offering for sale, or sale of Commercial
Third-Party Charges, in or affecting commerce, shall not, in any manner, expressly or by
implication:

A Misrepresent that a Commercial Third-Party Charge appearing on a consumer’s
phone bill is for Respondent’s products or services authorized by the consumer;

B. Represent that a consumer owes a Commercial Third-Party Charge unless
Respondent clearly and conspicuously describes the product or service and the name of the Third-
Party Merchant associated with the charge;

€. Misrepresent that Respondent cannot refund a Commercial Third-Party Charge or
make any other misrepresentation relating to its dispute resolution process; or

D. Make any misrepresentation relating to any option offered by Respondent to
block or prohibit Commercial Third-Party Charges.

IT IS FURTHER ORDERED that Respondent and its officers, agents, representatives, and
employees, directly or through any corporation, subsidiary, division, or other device, are
permanently restrained and enjoined from charging an Authorized User for a Commercial Third-
Party Charge if Respondent knows or should know because of the relevant information and
circumstances, including but not limited to consumer complaints, refund rates that are above the
Respondent’s or industry’s average refund rates for Third-Party Charges, auditor alerts, third-
party lawsuits, or any other means, that an Authorized User did not provide Express, Informed
Consent to the charge.

I11.



IT IS FURTHER ORDERED that Respondent and its officers, agents, representatives,
and employees. directly or through any corporation, subsidiary, division, or other device, are
permanently restrained and enjoined from failing, after a consumer disputes a Commercial Third-
Party Charge within three months of the last charge for a particular product or service, to
commence and complete an investigation that is reasonably calculated to determine whether the
Authorized User gave Express, Informed Consent to the disputed charge(s), including charges
for the same product or service that were billed more than three months before the consumer
dispute. Respondent shall inform the Authorized User that, during the investigation, the
Authorized User is not obligated to pay the disputed charge(s), and that nonpayment of such
charge(s) will not result in interest accrual or phone service termination or deduction of pre-paid
minutes.

A [f Respondent reasonably concludes after the investigation that the Authorized
User gave Express, Informed Consent to the disputed charge(s), Respondent shall promptly
provide the Authorized User with the basis for its conclusion, including providing the
Authorized User with any documentary or other evidence considered, and the name and contact
information of the Third-Party Merchant that initiated the Commercial Third-Party Charge.

B. If Respondent reasonably concludes after the investigation that the Authorized
User did not give Express, Informed Consent to the disputed charge(s), Respondent shall
promptly provide the Authorized User with a full refund of the disputed charge(s).

Provided, however, that Respondent shall not be required to conduct such an
investigation if it promptly refunds the Authorized User the full amount of the disputed
charge(s).

Iv.

IT IS FURTHER ORDERED that Respondent shall establish and implement within 90
days of service of this order, and thereafter maintain, a monitoring program that is reasonably
designed to determine whether Authorized Users provide Express. Informed Consent to
Commercial Third-Party Charges. Such a program shall include, but not be limited to:

A Maintaining a list of Third-Party Merchants and associated individuals who have
had a product or service terminated by Respondent; and

B. Tracking the following information:

1. Written complaints relating to Commercial Third-Party Charges and Third-
Party Merchants;

2. Any complaints relating to unauthorized Commercial Third-Party
Charges:

3. Refund requests made to Respondent relating to Commercial Third-Party
Charges and Third-Party Merchants, and whether each request is granted
or denied; and

L



4. Any other refund data that is received, either directly or indirectly, by
Respondent relating to Commercial Third-Party Charges and Third-Party
Merchants.

V.

IT IS FURTHER ORDERED that Respondent shall provide full refunds to Account
Holders who have been charged by Respondent for unauthorized PSMS Charges from June 1,
2010 through the date of service of this order as follows:

A Respondent shall provide prompt refunds to Account Holders for the full amount
of any unauthorized PSMS Charge that has not already been fully refunded according to
Respondent’s billing records. Respondent shall refund no less than S million (the “PSMS
Charges Refund Amount™) for unauthorized PSMS Charges during the Customer Redress Period.
For purposes of this Section V, a “prompt” refund means a refund provided within 60 days of
receiving a complete and valid claim form for a refund of an unauthorized PSMS Charge.

B. To effectuate section V.A of this order:

1. Respondent shall provide notice of the right to obtain refunds for
unauthorized PSMS Charges to Account Holders who have been charged
for a PSMS Charge that has not already been fully refunded according to
Respondent’s billing records. For current customers, Respondent shall
provide notice using the medium that it uses to bill the Account Holder
and through an SMS text message once within 90 days of service of this
order and again in the following billing cycle. Provided, however, that if
the notice accompanies an Account Holder’s bill, the notice shall be on a
different color of paper than the Account Holder’s bill. For former
customers, Respondent shall provide the notice within 90 days of service
of this order by sending it via first-class mail to the Account Holder’s last
known address and provide a second notice between 91 and 125 days of
service of this order by email to the Account Holder's last known email
address. Prior to mailing notices, Respondent shall update the addresses
via the Postal Service's National Change of Address database. The
notices shall Clearly and Conspicuously include the information set forth
in Appendix A and shall provide the link to an online form that Account
Holders can use to apply for refunds; provided, however, that at the
request of an Account Holder, a hard-copy form must be provided without
cost to the Account Holder;

ii. Respondent shall promptly provide, upon request by an Account
Holder, the total amount of PSMS Charges charged to the Account Holder
that have not been fully refunded by Respondent or a Third-Party
Merchant, the dates of such charges, and the Third-Party Merchant(s)
initiating such charges;



iii. Upon an Account Holder’s affirmation that the Account Holder
was charged for unauthorized PSMS Charges, Respondent shall provide
prompt refunds to the Account Holder for the unauthorized PSMS
Charges as follows:

1. For Account Holders with active accounts Respondent shall
provide prompt refunds by a credit to the Account Holder’s mobile
account; provided, however, that Respondent shall Clearly and
Conspicuously disclose to Account Holders that in the event they
close their account with Respondent prior to Respondent issuing a
credit, they will receive a prompt refund by check. For Account
Holders with inactive accounts that are paid in full, Respondent
shall provide prompt refunds by check. The determination of
whether an Account Holder’s mobile account is active or inactive
shall be made at the time the refund is issued;

rJ

For Account Holders whose inactive accounts are not paid in full,
Respondent shall promptly reduce the outstanding balance of the
account by the total amount of unauthorized PSMS Charges as
identified by the Account Holder on the claim form that have not
been fully refunded according to Respondent’s billing records,
provided that any such balance constitutes Collectible Account
Holder Debt. Any such reduction to an outstanding balance
pursuant to this subparagraph shall be counted towards the amount
of permissible credits against the remaining balance in Section
V.D. If the total amount of unauthorized PSMS Charges identified
by the Account Holder on the claim form exceeds the outstanding
balance of the Account Holder’s account, Respondent shall
promptly provide the Account Holder a check in the amount of the
excess.

v, Respondent shall ensure that Account Holders obtain refunds of
unauthorized PSMS Charges through a single form and shall not require
Account Holders to challenge ecach PSMS Charge separately. Respondent
shall not require Account Holders to require any documentation (other
than a complete and valid claim form), waive any rights, meet any
conditions, or impose¢ any unnecessary or untreasonable burdens on
Account Holders secking refunds. Provided, however, for any
unauthorized PSMS Charges that Respondent fully refunds to, or credits
against the debt of, an Account Holder, the Account Holder's claim
against Respondent with respect to the fully refunded charges will be
deemed satisfied.

C. If after the expiration of the Customer Redress Period, Respondent has failed to
refund the full PSMS Charges Refund Amount pursuant to sections V. A and V.B, Respondent
may apply towards the PSMS Charges Refund Amount up to $___ million of any fees, costs,
penalties, or other payments to any other federal, state, or local government entity that, within 12
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months of service of this order, is paid by Respondent as a result of any agreement or order
related to unauthorized PSMS Charges with such federal, state, or local government entity, or as
the result of a court order related to unauthorized PSMS Charges.

D. If, after applying any fees, costs, penalties, or other payments pursuant to section
V.C, the PSMS Charges Refund Amount is not reached, Respondent may, at its discretion, apply
as credit towards the balance within 90 days of the end of the Customer Redress Period (a) any
refunds granted 1o Account Holders who were charged a PSMS Charge for a good or service
offered by a Third-Party Merchant that has been the subject of a federal or state law enforcement
action and for which a full refund has not yet been provided according to Respondent’s billing
records, provided that any such refunds must be granted pro rata to all such Account Holders; or
(b) any reductions in outstanding balances of inactive accounts of Account Holders up to a total
of $  million, provided that any such balance constitutes Collectible Account Holder Debt and
any such reduction shall not exceed the total amount of PSMS Charges charged to an Account
Holder’s account that have not been fully refunded according to Respondent’s billing records.
Any outstanding balance on the PSMS Charges Refund Amount after application of the credits
in this Subparagraph shall be remitted to the Commission within 105 days of the end of the
Customer Redress Period and shall not constitute a penalty.

E. All money paid to the Commission pursuant section V.D of this order may be
deposited into a fund administered by the Commission or its designee to be used for equitable
relief, including consumer redress and any attendant expenses for the administration of any
redress fund. If a representative of the Commission decides that direct redress to consumers is
wholly or partially impracticable or money remains after redress is completed, the Commission
may applyv any remaining money for such other equitable relief (including consumer information
remedies) as it determines to be reasonably related to Respondent’s practices alleged in the
Complaint. Any money not used for such equitable reliefis to be deposited to the U.S. Treasury
as disgorgement. Respondent has no right to challenge any actions the Commission or its
representatives may take pursuant to this Subsection,

E. If Respondent has reported to any consumer reporting agency an outstanding
balance of an Account Holder's inactive account, Respondent shall furnish correct account
information to that consumer reporting agency or cease reporting the account within 30 days of
any reduction in the outstanding balance of the account pursuant to sections V.B.iii or V.D of
this order.

G. Within 105 days of the end of the Customer Redress Period, Respondent shall
provide the Commission with records sufficient to show the notification provided by Respondent
to Account Holders of the right to full refunds of unauthorized PSMS Charges, the refunds
requested and paid to Account Holders during the Customer Redress Period, any payments to
federal, state, or local government entities that Respondent applied to the PSMS Charges Refund
Amount pursuant to section V.C, that all outstanding balances of inactive accounts that were
reduced pursuant to sections V. B.iii or V.D constituted Collectible Account Holder Debt, any
notifications required by Section V. E have been made, and any refund requests that were denied
due to a prior full refund or any other reason.



H. Respondent relinquishes dominion and all legal and equitable right, title, and
interest in all assets transferred pursuant to this order and may not seek the return of any assets.

Iy The facts alleged in the Complaint will be taken as true, without further proot. in
a non-dischargeability complaint in any bankruptey case.

R The facts alleged in the Complaint establish all elements necessary to sustain an
action by the Commission pursuant to Section 523(a)(2)(A ) of the Bankruptey Code. 11 US.C.
§ 523(a)(2)(A). and this order will have collateral estoppel effect for such purposes.

K. Respondent acknowledges that its Taxpayer Identification Numbers, which
Respondent must submit to the Commission, may be used for collecting and reporting on any
delinquent amount arising out of this order, in accordance with 31 U.S.C. § 7701.

VL

IT IS FURTHER ORDERED that Respondent and its successors and assigns, for five
vears after the date of issuance of this order, shall maintain and upon request make available to
the Federal Trade Commission business records demonstrating their comphance with the terms
and provisions of this order, including but not limited to:

A Accounting records showing the revenues associated with all Commercial Third-
Party Charges, all costs incurred in generating those revenues, and the resulting net profit or loss;

B. Personnel records showing, for ¢ach person providing supervisory services
relating to the Commercial Third-Party Charges. whether as an employee or otherwise, that
person’s: name; addresses: telephone numbers; job title(s) or position(s); dates of service; and, if
applicable, the reason for termination;

C. Records of all consumer complaints and refund requests, whether received
directly or indirectly, such as through a third party, and any response;

D. A list of Third-Party Merchants who have had a product or service terminated by
Respondent and all known associated individuals;

E. A copy of each advertisement or other marketing material related to Commercial
Third-Party Charges that is created, used, or received by Respondent; and

o All records necessary to demonstrate full compliance with each provision of this
order, including all submissions to the Commission.

VIL.

IT IS FURTHER ORDERED that Respondent and its successors and assigns shall
deliver a copy of this order to all current and future principals, officers, directors, and to all
managers, current and future employees, agents, and representatives having supervisory
responsibilities with respect to charging consumers for Commercial Third-Party Charges, and
any business entity resulting from any change in structure set forth in Part VIII, and shall secure
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from each such person a signed and dated statement acknowledging receipt of the order.
Respondent shall deliver this order to current personnel within thirty days after the date of
service of this order, and to future personnel within thirty days after the person assumes such
position or responsibilities,

VI,

IT 1S FURTHER ORDERED that Respondent and its successors and assigns shall
notify the Commission at least thirty days prior to any change in the corporation that may affect
compliance obligations arising under this order, including but not limited to a dissolution,
assignment, sale, merger, or other action that would result in the emergence of a successor
corporation; the creation or dissolution of a subsidiary, parent, or affiliate that engages in any
acts or practices subject to this order; the proposed filing of a bankruptey petition; or a change in
the corporate name or address. Provided, however, that, with respect to any proposed change in
the corporation about which respondent learns less than thirty days prior to the date such action
is to take place, respondents shall notify the Commission as soon as is practicable after obtaining
such knowledge. Unless otherwise directed by a representative of the Commission in writing, all
notices required by this Part shall be emailed to Debrief(@ftc.gov or sent by overnight courier
(not the U.S. Postal Service) to: Associate Director for Enforcement, Bureau of Consumer
Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580.
The subject line must begin: In re T-Mobile USA, Inc.

IX.

IT IS FURTHER ORDERED that Respondent and its successors and assigns. within
sixty days after the date of service of this order, shall file with the Commission a true and
accurate report, in writing, setting forth in detail the manner and form of its own compliance
with this order, Within ten days of receipt of written notice from a representative of the
Commission, it shall submit additional true and accurate written reports.

X.

This order will terminate twenty years from the date of its issuance, or twenty years from
the most recent date that the United States or the Federal Trade Commission files a complaint
(with or without an accompanying consent decree) in federal court alleging any violation of the
order, whichever comes later; provided, however, that the filing of such a complaint will not
affect the duration of:

A, Any Part in this order that terminates in less than twenty years;

B. This order’s application to any respondent that is not named as a defendant in
such complaint; and

C. This order if such complaint is filed after the order has terminated pursuant to this
Part.
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Provided, further, that if such complaint is dismissed or a federal court rules that
Respondent did not violate any provision of the order, and the dismissal or ruling is either not
appealed or upheld on appeal, then the order will terminate according to this Part as though the
complaint had never been filed, except that the order will not terminate between the date such
complaint is filed and the later of the deadline for appealing such dismissal or ruling and the date
such dismissal or ruling is upheld on appeal.



Signed this of ,2014
T-MOBILE USA, INC.

By:

Name
Title

By:

Name
Title

FEDERAL TRADE COMMISSION

By:
BRIAN S, SHULL
Attorney for Federal Trade Commission

By:
JANE M, RICCI
Attorney for Federal Trade Commission

APPROVED:

MALINI MITHAL
Assistant Director
Division of Financial Practices

JAMES REILLY DOLAN
Associate Director
Division of Financial Practices

JESSICA RICH
Director
Bureau of Consumer Protection



APPENDIX A
Notice sent by text message:

Free T-Mobile msg: You may be entitled to a refund from us. Our records show you may have

paid for charges you did not authorize. Info @ www.T-MobileRefund.com

Notice sent by bill insert, email and first class mail:
Subject line of email: T-Mobile Refunds

You may be entitled to a refund from T-Mobile. You might have paid T-Mobile for charges you
did not authorize. You may obtain additional information, including how to obtain your refund,
by calling [phone number] or going to [website address with online refund form] to obtain a
refund. For more information, see the news release about the Federal Trade Commission’s
settlement with T-Mobile at www.ftc.gov/


http:www.ftc.gov
http:www.T-MobileRefund.com

O'Hara, Shellez

From: Winston, Joel [mailto:jwinston@hudco.com]

Sent: Wednesday, April 09, 2014 04:21 PM

To: Shull, Brian; Ricci, Jane

Cc: Rich, Jessica L.; Fallow, Katherine; Williams, Kristin; Dolan, Reilly; Mithal, Malini
Subject: T-Mobile

All,
Please find attached a counterproposal from T-Mobile.
Joel

Joel Winston

Hudson Cook, LLP
1020 19th Street NW
Suite 700
Washington DC 20036
202.327.9716
jwinston@hudco.com

2014 Consumer Financial Services Conference
Our Eleventh Annual Conference - Exclusively for Clients and Guests of
Hudson Cook, LLP and CounselorLibrary.com, LLC

May 4-6, 2014
Baltimore Marriott Waterfront
700 Aliceanna Street
Baltimore, Maryland 21202

‘ I l Hudson Cook, 11p



http:Counselorlibrary.com
mailto:jwinston@hudco.com
mailto:jwinston@hudco.com1

CONFIDENTIALITY NOTICE: The information contained in this transmission is intended solely for the individual(s)
identified above. The information may be privileged and it may constitute attorney work product. Any unauthorized
review, use, disclosure or distribution is prohibited. If you are not the intended recipient, please contact Joel Winston at
jwinston@hudco.com or 202-223-6930 immediately and destroy Il copies of the original message and any

attachments. Unless otherwise expressly stated herein, the appearance of a typed name or initials herein does not (1)
evidence an intent to sign this email or (2) constitute either (a) a signature, or (b) any consent to use electronic records or
signatures in place of a traditional writing or handwritten signature.
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To: andrew .sacks@t-mobile.com[andrew.sacks@t-mobile.com]; Rummage, Steve

(SteveRummage @DWT.COM)[SteveRummage@DWT.COM]; jwinston@hudco.com[jwinston@hudco.com]
Cc: Ricei, Jane[jricci@ftc.gov]: Rahamim, Miya[mrahamim@ftc.gov]

From: Shull, Brian

Sent: Mon 10/6/2014 3:48:27 PM

Importance: Normal

Subject: FTC/TMO draft order

MAIL_RECEIVED: Mon 10/6/2014 3:48:00 PM

10. FT ment order ho!

Andy,

Per our phone conversation earlier today, please find attached portions of a draft district court order (specifically the
introduction, findings, and general compliance provisions), As we discussed, there will be some differences from the admin
order language we were previously negotiating, but we tried to import as much of the language that we previously agreed upon
as secemed applicable. [ understand T-Mobile may not want to negotiate these provisions until it has seen the entire order, but
my hope is that this will at least get the review process rolling.

The attached has placcholders for the definitions, injunctive relief, and redress portions of the order. As I mentioned. the
necessary coordination with the states and the FCC in relation to these provisions has not occurred yet and likely will not occur
until later this week at the earliest. We are trying to get the whole proposed order to you as soon as possible, and I will keep
you updated as the timing clarifies.

Thanks,

Brian

Brian Shull

Attorney, Division of Financial Practices
Federal Trade Commission

600 Pennsylvania Avenue, NW

Mailstop CC-10232

Washington, DC 20580

Phone: (202) 326-3720

Fax: (202) 326-3768
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UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON

FEDERAL TRADE COMMISSION, Case No. 2:14-cv-00967-JLR
Plaintiff, STIPULATED ORDER FOR
PERMANENT INJUNCTION AND
v. MONETARY JUDGMENT

T-MOBILE USA, INC.,

Defendant.

Plaintiff, the Federal Trade Commission (“FTC"), filed its Complaint for Permanent
Injunction and Other Equitable Relief in this matter, pursuant to Section 13(b) of the Federal
Trade Commission Act (“FTC Act”), 15 U.S.C. § 533(b). The FTC and Defendant, T-Mobile
USA, Inc. ("T-Mobile™), stipulate to the entry of this Stipulated Order for Permanent Injunction
and Monetary Judgment (“Order™), without trial or final adjudication of any issue of fact or law,
in order to resolve all matters in dispute in this action,

THEREFORE, IT IS ORDERED as follows:

FINDINGS
I The Court finds that it has jurisdiction over this matter,
STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N. W,
Case No. 2:14-¢v-00967-JLR Washington, DC 20580

1 202) 326-3720
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2. The Complaint charges that T-Mobile participated in deceptive and unfair acts or
practices in violation of Section 5 of the FTC Act, 15 U.S.C. § 45, by including unauthorized
third-party charges on the telephone bills of its mobile phone customers.

3 T-Mobile neither admits nor denies any of the allegations in the Complaint,
except as specifically stated in this Order. Only for purposes of this Order or for purposes of
entry, construction, modification, and enforcement of this Order, T-Mobile admits the facts
necessary to establish jurisdiction.

4. T-Mobile waives any claim that it may have under the Equal Access to Justice
Act, 28 US.C. § 2412, concerning the prosecution of this action through the date of this Order,
and agrees to bear its own costs and attorney’s fees.

5. T-Mobile and the FTC waive all rights to appeal or otherwise challenge or contest
the validity of this Order.

DEFINITIONS

For the purpose of this Order, the following definitions apply:

|14
ORDER
L PLACEHOLDER 1

IT IS ORDERED. ..
11. PLACEHOLDER II
ITIS FURTHER ORDERED. ..
I, PLACEHOLDER I
ITIS FURTHER ORDERED. ..
IV.  PLACEHOLDER IV
IT IS FURTHER ORDERED., ..
Y PLACEHOLDER V
IT IS FURTHER ORDERED...
STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N. W,
Case No. 2:14-¢v-00967-JLR Washington, DC 20580
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VI.  ORDER ACKNOWLEDGMENTS

IT IS FURTHER ORDERED that T-Mobile obtain acknowledgments of receipt of this
Order:

A. T-Mobile, within 7 days of entry of this Order, must submit to the FTC an
acknowledgment of receipt of this Order sworn under penalty of perjury.

B. For 5 years after entry of this Order, T-Mobile must deliver a copy of this Order
to: (1) all principals, officers, and directors; (2) all managers, employees, agents, and
representatives having supervisory responsibilities with respect to charging consumers for Third-
Party Charges; and (3) any business entity resulting from any change in structure as set forth in
Section VII of this Order. Delivery must occur within 30 days of entry of this Order for current
personnel. For all others, delivery must occur within 30 days after the person assumes such
position or responsibilities.

e. From each individual or entity to which T-Mobile delivered a copy of this Order,
T-Mobile must obtain, within 30 days of delivery, a signed and dated acknowledgment of receipt
of this Order.

VII. COMPLIANCE REPORTING

IT IS FURTHER ORDERED that T-Mobile make timely submissions to the FTC:

A, One year after entry of this Order, T-Mobile must submit a compliance report,
sworn under penalty of perjury. T-Mobile must: (a) identify the primary physical, postal, and
email address and telephone number, as designated points of contact, which representatives of
the FTC may use to communicate with T-Mobile; (b) identify all of T-Mobile's businesses by all
of their names, telephone numbers, and physical, postal, email, and Internet addresses; (c)
describe the activities of each business: (d) desceribe in detail whether and how T-Mobile is in
compliance with each Section of this Order; and (¢) provide a copy of each Order

Acknowledgment obtained pursuant to this Order, unless previously submitted to the FTC.

B. For 20 years after entry of this Order. T-Mobile must submit a compliance
STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N. W,
Case No. 2:14-¢v-00967-JLR Washington, DC 20580
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notice, sworn under penalty of perjury, within 14 days of any change in the following: (a) any
designated point of contact; or (b) the structure of T-Mobile or any entity that T-Mobile has any
ownership interest in or controls directly or indirectly that may affect compliance obligations
arising under this Order, including: creation, merger, sale, or dissolution of the entity or any
subsidiary, parent. or affiliate that engages in any acts or practices subject to this Order.

C. T-Mobile must submit to the FTC notice of the filing of any bankruptcy petition,
insolvency proceeding, or similar proceeding by or against T-Mobile within 14 days of its filing,

D. Any submission to the FTC required by this Order to be sworn under penalty of
perjury must be true and accurate and comply with 28 U.S.C. § 1746, such as by concluding: “1
declare under penalty of perjury under the laws of the United States of America that the
foregoing is true and correct. Executed on: " and supplying the date, signatory’s full
name, title (if applicable), and signature.

E. Unless otherwise directed by an FTC representative in writing, all submissions to
the FTC pursuant to this Order must be emailed to DEbrief{@ftc.gov or sent by overnight courier
(not the U.S. Postal Service) to: Associate Director for Enforcement, Bureau of Consumer
Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580,
The subject line must begin: FTC v. T-Mobile USA, Inc. (X140053).

VIII, RECORDKEEPING

IT IS FURTHER ORDERED that T-Mobile must create certain records for 20 years after
entry of the Order, and retain each such record for 5 years. Specifically, T-Mobile must create
and retain the following records:

A. Accounting records showing the revenues associated with all Third-Party
Charges, all costs incurred in generating those revenues, and the resulting net
profit or loss;

B. Personnel records showing, for each person providing supervisory services

relating to Third-Party Charges, whether as an employee or otherwise, that

STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N. W,
Case No. 2:14-¢v-00967-JLR Washington, DC 20580

+ (202) 326-3720
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person’s: name; addresses; telephone numbers; job title(s) or position(s); dates of
service; and, if applicable, the reason for termination;

C. Records of all Consumer complaints and refund requests relating to Third-Party
Charges, whether received directly or indirectly, such as through a third party,
and any response;

D. A list of Third Parties who have had a product or service terminated by T-Mobile
and all known associated individuals;

E. A copy of each advertisement or other marketing material related to Third-Party
Charges that is created, used, or received by T-Mobile; and

F. All records necessary to demonstrate full compliance with each provision of this
Order, including all submissions to the FTC.

IX. COMPLIANCE MONITORING

IT IS FURTHER ORDERED that, for the purpose of monitoring T-Mobile’s compliance
with this Order:

A. Within 14 days of receipt of a written request from a representative of the FTC, T-
Mobile must: submit additional compliance reports or other requested information, which must
be sworn under penalty of perjury: appear for depositions; and produce documents for inspection
and copying. The FTC is also authorized to obtain discovery, without further leave of court,
using any of the procedures prescribed by Federal Rules of Civil Procedure 29, 30 (including
telephonic depositions), 31, 33, 34, 36, 45, and 69.

B. For matters concerning this Order, the FTC is authorized to communicate directly
with T-Mobile. T-Mobile must permit representatives of the FTC to interview any employee or
other person affiliated with any FTC who has agreed to such an interview. The person
interviewed may have counsel present,

C. The FTC may use all other lawful means, including posing. through its

representatives as consumers, suppliers, or other individuals or entities, to T-Mobile or any

STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N. W,
Case No. 2:14-¢v-00967-JLR Washington, DC 20580
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O 00 1 O i B W N e

o

— — a— — fa— — —
| N Lh E =N sl 9 -

o0

19

individual or entity affiliated with T-Mobile, without the necessity of identification or prior

notice. Nothing in this Order limits the FTC's lawful use of compulsory process, pursuant to

Sections 9 and 20 of the FTC Act, 15 U.S.C. §§ 49, 57b-1.
X. RETENTION OF JURISDICTION

[T IS FURTHER ORDERED that this Court retains jurisdiction of this matter for

purposes of construction, modification, and enforcement of this Order.

SO ORDERED this day of

UNITED STATES DISTRICT JUDGE

SO STIPULATED AND AGREED:
FOR PLAINTIFF:

FEDERAL TRADE COMMISSION

BRIAN S. SHULL (Conditionally Admitted)
JANE M. RICCI (Conditionally Admitted)
Federal Trade Commission

600 Pennsylvania Avenue N.W_, CC-10232
Washington, DC 20580

bshull@fte.gov, jricci@ftc.gov

P: (202) 326-3720, (202) 326-2269

F:(202) 326-3239

, 201

Date:

COUNSEL FOR FEDERAL TRADE COMMISSION

FOR T-MOBILE USA, INC.;

STEPHEN M. RUMMAGE
Davis Wright Tremaine LLP

STIPULATED ORDER FOR PERMANENT

INJUNCTION AND MONETARY JUDGMENT

Case No. 2:14-cv-00967-JLR

Date:

Federal Trade Commission

600 Pennsylvania Avenue N. W,
Washington, DC 20580

(202) 326-3720
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1201 Third Avenue, Suite 2200
Seattle, WA 98101
steverummage(@dwt.com

P: (206) 757-8136

F: (206) 757-7136

COUNSEL FOR T-MOBILE USA, INC,

STIPULATED ORDER FOR PERMANENT

Case No. 2:14-cv-00967-JLR

INJUNCTION AND MONETARY JUDGMENT

7

Date:

[NAME] [AS AN OFFICER OF T-MOBILE USA, INC.]

Federal Trade Commission

600 Pennsylvania Avenue N. W,
Washington, DC 20580

(202) 326-3720


mailto:stcverummage@dwt.com

To: Andrew Sacks@T-Mobile.com[Andrew.Sacks@T-Mobile.com]
Cc: Shull, Brian[bshull@ftc.gov]; Richard Hindman[Richard. Hindman@fcc.gov); 'Bemnstein, Jake'[jake.bemnstein@atg.wa.gov];
Chun, Beth[Elizabeth.Chun@texasattorneygeneral.gov]; Hayes, Rose[rose.hayes@state.vt.us]; Jill Remming(jill.remming@state.de.us];
McCormally, Patrick[pmccormally@oag.state. md.us]; Patrice Malloy
(Patrice. Malloy@myfloridalegal.com)[Patrice.Malloy@myfloridalegal.com]; Paul Singer{paul.singer@texasattorneygeneral.gov]; Priscilla
Roberts|Priscilla. Roberts@myfloridalegal.com]; Shull, Andrew[andrew.shull@DOJ . STATE OR.US]; WhelleyMcCabe,
Kate[kate whelleymccabe@state.vt.us); Ziperman, Philip[pziperman@oag.state.md.us)
From: WhelleyMcCabe, Kate
Sent: Thur 10/9/2014 5:09:04 PM
Importance: Normal
Subject: EC Redline of Multistate AVC
MAIL_RECEIVED: Thur 10/8/2014 5:09:08 PM
-1 FT T-M T-Mobile.d

Andy:

Please see attached a redline of the Multistate AVC from the EC, as promised. Please forward it to folks on your side as
appropriate.

Best Regards,

Kate

My email address has changed to kate.whellevinccabel@state. vius.

Kate Whelley McCabe

Assistant Attorney General

Public Protection Division

Vermont Office of the Attorney General
109 State Street

Montpelier, VT 05609

P: 802.828.5621

F:802.828.2154


mailto:Philip!pzlperrnan@oag.state.md.us
mailto:Kate[kate.whelleymccabe@state.vt.us
http:ATE.OR.US
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mailto:Roberts[Priscilla.Roberts@rnyfloridalegal.com
mailto:Singer(paul.singer@texasattorneygeneral.gov
mailto:Patrick[prnccormally@oag.state.rnd.us
mailto:RernrningLJill.remrning@state.de.us
mailto:Rose[rose.hayes@state.vt.us
mailto:Chun.Beth[Elizabeth.Chun@texasattomeygeneral.gov
mailto:Jake'Uake.bemstein@atg.wa.gov
mailto:Hindrnan[Richard.Hindrnan@fcc.gov
mailto:Brian[bshull@ftc.gov

STATE OF VERMONT

SUPERIOR COURT
WASHINGTON UNIT
)
IN RE: THIRD-PARTY ) CIVIL DIVISION
CHARGES ON MOBILE ) Docket No.
TELEPHONE BILLS )
)

ASSURANCE OF VOLUNTARY COMPLIANCE

Vermont Attorney General William H. Sorrell (“the Attorney General”) and T-Mobile

USA, INC. (“Carrier”) hereby agree to this Assurance of Voluntary Compliance (
"Assurance”)’ pursuant to 9 V.S.A. § 2459.

I. BACKGROUND

The Attorneys General are responsible for enforcing their respective unfair and
deceptive acts and practices laws and other consumer protection laws in their
respective states.

Carrier is a Delaware corporation located at 12920 Se 38" Street, Bellevue,
Washington 98006. Carrier is a leading provider of mobile telephone services.

The Attorneys General allege that the practice of placing charges on Consumers’
mobile telephone bills that have not been authorized by the Consumer, known as
“cramming,” is a major national problem.

The Attorneys General allege Consumers who have been “crammed” often complain
about charges, typically about $9.99 per month, for “premium” text message
subscription services such as horoscopes, trivia, and sports scores that they have
never heard of or requested.

The Attorneys General allege that cramming occurs when the Carrier places charges
on Consumers’ mobile telephone bills for third-party services without Consumers'’
knowledge and/or authorization.

The Attorneys General allege that many Consumers are unaware that their mobile
telephones can be used to make payments for Third-Party Products, and that
Consumers often pay Unauthorized Third-Party Charges without the knowledge that
the charges have been placed on their mobile telephone bills.

' This Assurance of Voluntary Compliance shall, for all necessary purposes, also be considered an Assurance of
Discontinuance,

CONFIDENTIAL SETTLEMENT DRAFT FOR DISCUSSION PURPOSES
NOT TO BE DISCLOSED PUBLICLY OR USED AS EVIDENCE IN ANY PROCEEDING



7 Carrier believes that it has fully and voluntarily cooperated with the Attorneys
General in their inquiries regarding the placement of unauthorized Third-Party
Charges on mobile telephone bills. Although Carrier denies any liability based upon
the allegations above, in order to resolve this dispute, Carrier has agreed to the
terms of this Assurance.

II. DEFINITIONS
1: The following definitions shall apply for purposes of this Assurance:
a. “Attorneys General”” means the Attorneys General, or their designees, of the

Participating States and Commonwealths,

b. “Bill” means a Consumer’s mobile telephone bill or prepaid mobile account,
as applicable.
ot “Block” means a restriction placed on a Consumer’s account that prevents

one or more lines from being used to purchase Third Party Products and from being
billed for Third-Party Charges on the Consumer’s Bill.

d. A statement is “Clear and Conspicuous” if it is disclosed in such size, color,
contrast, location, duration, and /or audibility that it is readily noticeable, readable,
understandable, and capable of being heard. A statement may not contradict or be
inconsistent with any other information with which it is presented. Ifa statement
modifies, explains or clarifies other information with which it is presented, then the
statement must be presented in proximity to the information it modifies, explains or
clarifies, in a manner that is readily noticeable, readable, and understandable, and
not obscured in any manner. In addition:

i An audio disclosure must be delivered in a volume and cadence sufficient
for a consumer to hear and comprehend it;

ii. A text message, television or internet disclosure must be of a type size and
shade and remain on the screen for a duration sufficient for a consumer to
read and comprehend it; and

i, Disclosures in a print advertisement or promotional material, including, but
without limitation, a point of sale display or brochure materials directed to
consumers, must appear in a type size, contrast, and location sufficient for a
consumer to read and comprehend it.

* The Georgia Administrator of the Fair Business Practices Act, appointed pursuant to 0.C.G.A. 10-1-395, is
statutorily authorized to enforce Georgia's Fair Business Practices Act of 1975 (“FBPA™). The Utah Division of
Consumer Protection is statutorily authorized 1o enforce all statutes listed in Utah Code 13-2-6, including the Utah
Consumer Sales Practices Act, Uiah Code [3-11-1, er seq. Hawaii is represented by its Office of Consumer
Protection, an agency that is not part of the state Attorney General's Office, but which is statutorily authorized to
undertake consumer protection functions, including legal representation of the State of Hawaii

2
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e “Commercial PSMS” means the use of PSMS to bill for Products,

f. “Consumer” means a current or former subscriber or purchaser of Products
for which Third-Party Charges are or were placed on the Consumer’s Bill,
whether that person is the individual responsible for paying the Bill or has a
device that is billed to a shared account, and is a resident of one of the
Participating States and Commonwealths. “Consumer” does not include any
business entity or any state, federal, local, or other governmental entity, if (1)
the business entity or government, and not the employees or individuals
working for or with that business entity or government, is solely liable to the
Carrier for payment of all charges billed on that account, and (2) the ability to
process Third-Party Charges through that account is not available unless the
business entity or government affirmatively requests that certain or all
mobile devices be provided the ability to authorize placement of such Third-

Party Charges.
g “Effective Date” means[DATE TO BE NEGOTIATED]..
h. “Participating States” mean the following states and commonwealths:

Alabama, Alaska, Arizona, Arkansas, California, Colorado, Connecticut,
Delaware, Florida, Georgia, Hawaii, Idaho, Illinois, Indiana, lowa, Kansas,
Kentucky, Louisiana, Maine, Maryland, Massachusetts, Michigan, Minnesota,
Mississippi, Missouri, Montana, Nebraska, Nevada, New Hampshire, New
Jersey, New Mexico, New York, North Carolina, North Dakota, Ohio,
Oklahoma, Oregon, Pennsylvania, Rhode Island, South Carolina, South
Dakota, Tennessee, Texas, Utah, Vermont, Virginia, Washington, West
Virginia, Wisconsin, and Wyoming, as well as the District of Columbia,

i “Premium Short Messaging Service” or "PSMS” means a service that
distributes paid content to a Consumer using the Short Message Service (
“SMS") and Multimedia Messaging Service (“MMS") communication protocols
via messages that are routed using a Short Code, resulting in a Third-Party
Charge.

j. “Product” means content and/or services that can be used on a mobile device
for which charges are placed on the Consumer’s Bill. “Product” excludes
contributions to charities, candidates for public office, political action
committees, campaign committees, campaigns involving a ballot measure, or
other similar contributions. “Product” also excludes co-branded and white
label products where content and services are sold jointly and cooperatively
by a Carrier and another entity, where the content and/or services is placed
on the subscriber's Bill as a Carrier charge, and the Carrier is responsible for
accepting complaints, processing refunds, and other communications with
the consumer regarding the charge. "Product” also excludes handset
insurance and extended warranty offerings, and collect-calling services for
which Carrier directly collects Express Informed Consent.

3
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K. “Short Code” means a common code leased from the CTIA Common Short
Code Administration that is comprised of a set of numbers, usually 4 to 6
digits, to which text messages can be sent to and received from using a
mobile telephone,

I “Third Party” means an entity or entities, other than Carrier, that provides a
Product to Consumers for which billing is made through Carrier’s Bills.

m.  “Third-Party Charge” means a charge for the purchase of a Third-Party
Product placed on a Consumer’s Bill.

n. “Unauthorized Third-Party Charge” means a Third-Party Charge placed on a
Consumer’s Bill without the Consumer's Express Informed Consent.

0. “Express Informed Consent” means an unambiguous assent to he charged for
the purchase of a Product from a Third Party that is given by a Consumer
after receiving a Clear and Conspicuous disclosure of material facts.

11I. APPLICATION

i1 The provisions of this Assurance shall apply to Carrier and its officers, employees,
agents, successors, assignees, merged or acquired entities, wholly owned
subsidiaries, and all other persons or entities acting in concert or participation with
Carrier's placement of Third-Party Charges in the Participating States and
Commonwealths.

IV. ASSURANCE TERMS

A Commercial PSMS: Carrier shall not make available to Consumers the option to
purchase Products through Commercial PSMS and shall not bill new charges for
Commercial PSMS

2. Authorization of Third-Party Charges: Carrier shall begin developing and

implementing a system, which shall be fully implemented by Carrier no later than
February 1, 2015, to obtain Express Informed consent before a Consumer is billed
for any Third-Party Charge. The Consumer’s Express Informed Consent may be
provided to Carrier or to another person or entity obligated to Carrier to obtain such
consent. Carrier or other person or entity shall retain sufficient information to allow
such consent to be verified. If Express Informed Consent is not directly collected by
Carrier, Carrier shall implement reasonable policies and practices® to confirm
Express Informed Consent will be appropriately collected and documented by the
person or entity obligated to do so, and shall monitor and enforce those policies and
practices to confirm Express Informed Consent is appropriately collected and

' For purposes of this Paragraph, for charges incurred through operating system storefronts, such reasonable policies
and practices may, for example, consist of Carrier or its agents making a statistically valid random sample of
purchases to demonstrate whether the storefront is collecting Express Informed Consent consistent with this
agreement,

4
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documented, and where Express Informed Consent has not been appropriately
collected and documented, shall require remedial action (which may include, for
example, suspension, proactive credits, or retraining) or cease billing for such
charges. While the system described by this Paragraph is being developed and
implemented, Carrier shall take reasonable steps to obtain Express Informed
Consent before a Consumer is billed for any Third-Party Charge..

3 Purchase Confirmation for Third-Party Charges: Beginning no later than ninety (90)
days after the Effective Date, Carrier shall implement a system whereby the
Consumer (and, for multiline accounts, the primary or principal account holder or
owner (collectively “primary account holder”), if designated,) will be sent a
purchase confirmation separate from the Bill of every Third-Party Charge, including
recurring charges, that will appear on his or her Bill. Any such purchase
confirmation shall be sent within a reasonable time following the purchase of a
Third-Party Product or the recurrence of a Third-Party Charge, and shall identify
Blocking options that Carrier makes available to Consumers and/or provide access
to such information. For multiline accounts, Carrier may provide the primary
account holder the option to elect not to receive such purchase confirmations.

4., Information on Blocking: Beginning no later than sixty (60) days after the Effective
Date, Carrier shall provide a Clear and Conspicuous disclosure about Third-Party

Charges and blocking options in informational material provided at or near the time
of subscribing to service to the extent Third Party Charges are offered and available
with the service, and which is provided in a context separate from the actual
subscriber agreement document. Such disclosure shall include a description of
Third-Party Charges, how Third-Party Charges appear on Bills, and options available
to Consumers to Block Third-Party Charges.

5 Billing Information and Format: Beginning no later than sixty (60) days after the
Effective Date:

a. All Third-Party Charges shall be presented in a dedicated section of the
Consumer’s Bill (orin a dedicated section for each mobile line on the account,
if the Bill sets forth charges by each line) and shall be set forth in such a
manner as to distinguish the Third-Party Charges contained therein from
Carrier’s service, usage and other charges. This section of the Consumer’s Bill
shall contain a heading that Clearly and Conspicuously identifies that the
charges are for Third-Party Products; and

b. The Third-Party Charge billing section required by this Section shall include a
Clear and Conspicuous disclosure of a Consumer’s ability to Block Third-
Party Charges, including contact and/or access information that Consumers
may use to initiate such Blocking, If the Carrier includes a Third-Party Charge
billing section for each mobile line on the account, the Carrier shall have the
option to include the disclosure of a Consumer’s ability to Block Third-Party
Charges in only the first Third-Party Charge billing section that appears on
the Bill, rather than in all Third-Party Charge billing sections.

5
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Consumer Contacts: When a Consumer contacts Carrier with regard to a Third-Party

Charge incurred after the Effective Date, or a Block, Carrier shall:

a.

iii.

il.

provide the Consumer with access to a customer service representative who
shall have access to the Consumer’s account information for at least the prior
twelve (12) months;

offer the Consumer the opportunity to Block future Third-Party Charges;

provide the Consumer a full refund or credit of no fewer than three (3)
months of any and all Third-Party Charges the Consumer claims that he or
she did not authorize, provided the Consumer makes the claim within three
(3) months of being billed for such charge(s). Carrier may deny a refund
under this subparagraph if:

Carrier has information demonstrating that the Consumer provided Express
Informed Consent to the Third-Party Charge, and, upon request, provides
such information to the Consumer;

Carrier has information demonstrating that the Consumer has repeatedly
sought refunds for Third-Party Charges and declined to Block Third-Party
Charges more than two times over the prior twelve (12) month period; or

the Consumer has already received a credit or refund for the disputed Third-
Party Charge, and, upon request, Carrier provides such information to the
Consumer.

if the Consumer is not satisfied with the relief obtained under the process
contained in subparagraph (c) of this paragraph, Carrier shall:

offer the Consumer the opportunity to receive a full refund if the consumer
submits his or her request in writing via U.S. Mail, email, or web-based form
affirming that he or she did not offer such charge, and provide such refund,
unless Carrier can demonstrate fraud or misrepresentation in connection
with the claim;

This subparagraph d. shall expire four (4) years from the Effective Date.

beginning no later ninety (90) days after the Effective Date, implement a
process to track claims from a Consumer that the Consumer did not
authorize a Third-Party Charge; and

not require the Consumer to first contact the Third Party in order to receive a
refund/credit of any claimed Unauthorized Third-Party Charge, although this
subparagraph does not prohibit asking the Consumer if he or she has
contacted the Third Party and/or has already received a credit or refund
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from the Third Party for some or all of the claimed Unauthorized Third-Party
Charge; and

g beginning no later than ninety (90) days from the Effective Date, until such
time as Carrier demonstrates that a Consumer has provided Express
Informed Consent to a disputed Third-Party Charge:

i not require the Consumer to pay the disputed Third-Party Charge, including
any related late charge or penalty;

ii. not send the disputed Third-Party Charges to collection;

iii. not make any adverse credit report based on non-payment of the disputed
Third-Party charge; and

iv. not suspend, cancel, or take any action that may adversely affect the
Consumer’s mobile telephone service or functionality for any reason related
to non-payment of the disputed Third-Party Charges. The remedies in this
subparagraph 15(f) are inapplicable to Consumer complaints involving
dissatisfaction with purchases where the Consumer does not dispute that
Consumer authorized the purchase.

7 Training: Carrier shall conduct a training program with its customer service
representatives, at least annually, to administer the requirements of this Assurance.

8. Cooperation with Attornev General: Carrier shall designate a contact to whom the
Attorney General may provide information regarding any concerns about
Unauthorized Third-Party Charges, and from whom the Attorney General may
request information and assistance in investigations. The information and
assistance shall include information regarding the identity of Third Parties placing
charges on Carrier’s Bill, revenue from such Third Parties, refunds provided relating
to such Third parties, any audits conducted of such Third Parties (to the extent not
protected by attorney client privilege or attorney work product), and any
applications or other information provided by the Third Parties, to the extent that
Carrier has access to such information. Consistent with Carrier’s legal obligations,
Carrier shall provide such information within a reasonable period and shall
cooperate in good faith with such requests, including investigating any reports of
Unauthorized Third-Party Charges the Carrier receives from the Attorney General.

9 Information Maintained by Carrier: Beginning no later than [add appropriate

implementation period for each Carrier] days after the Effective Date, Carrier shall
implement systems that allow it to maintain and report the refund/credit
information created pursuant to paragraph15(c). Carrier shall maintain such
records for at least four (4) years from the date of their creation. Carrier's
obligation to maintain records for four (4) years from the date of their creation shall
continue after Carrier’s obligation to provide the Quarterly Reports described in
Paragraph 18 expires.
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10.  Information Sharing with Attorney General:

a. Carrier shall provide a report to the Office of the Vermont Attorney General
every three (3) months (“Quarterly Reports”) that includes the information
specified in subparagraphs (b) and (c) below covering the three (3) month
period that preceded the issuance of the report. Information in Quarterly
Reports shall be presented on a national basis and provided electronically in
a format to be agreed to by the parties. Quarterly Reports shall be provided
within thirty (30) days of the end of each calendar quarter. The Vermont
Attorney General recognizes that Carrier believes that such Quarterly
Reports contain confidential commercial and financial information from the
Carrier that is proprietary and sensitive. Carrier believes that such
information is customarily regarded as confidential in the wireless industry
and by the Carrier, and is likely to cause substantial harm to the competitive
position of Carrier if publicly disclosed, In recognition of Carrier’s position,
the Vermont Office of the Attorney General shall not disclose Quarterly
Reports to any person, including but not limited to other Attorneys General,
unless such person, including other Attorneys General agrees to maintain the
Quarterly Report as confidential,

b. Carrier shall include in the Quarterly Report:

i the number of claims from a Consumer that the Consumer did not authorize
a Third-Party Charge;

il. the number of refunds /credits that were provided based on a claim by a
Consumer that he or she incurred an Unauthorized Third-Party Charge;

iii.  the total amount, in dollars, of Third-Party Charges that the Carrier has
refunded/credited in response to such a claim by Consumers; and

iv. for Third-Party Charges for which Carrier has issued a refund /credit in the
three (3) month period pursuant to paragraph 15(c), the number of
refunds/credits, and the total amount of refunds/credits, in dollars, that
Carrier has refunded to such Consumers for each such Third Party,
identified in the Quarterly Report by the entity responsible to Carrier for
ensuring Express Informed Consent is collected from the Consumer.

& Carrier shall include in the Quarterly Report a description of any remedial
action taken by Carrier against Third-Parties for Unauthorized Third-Party
Charges, and the dates(s) those actions were taken by Carrier, including, but
not limited to, any actions taken to limit or terminate a Third-Party’s ability
to place Third-Party Charges on a Consumer’s Bill.

d. The report of remedial action shall be summarized by Third Party and
contain the following information: (a) Name and contact information of such
Third Party, (b) Description of service against which remedial action was
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taken, (c) Whether the service was suspended or terminated (and if the
Product was suspended or terminated, Carrier shall include the date of
suspension or termination and any conditions for reinstatement), (d) the
reason for the remedial action,

e This paragraph 18 shall expire four (4) years from the Effective Date.

V. MONETARY PAYMENT

1 Carrier shall pay Eighteen Million Dollars ($18,000,000.00) to be divided and paid
by Carrier directly to each of the Attorneys General in an amount to be designated
by and in the sole discretion of the Attorneys General. Payment shall be made no
later than thirty (30) days after the Effective Date. Said payment shall be used by
the [State] Attorney General for purposes that may include, but are not limited to,
civil penalties, attorneys’ fees, and other costs of investigation and litigation, or to be
placed in, or applied to, any consumer protection law enforcement fund, including
future consumer protection or privacy enforcement, consumer education, litigation
or local consumer aid fund or revolving fund, used to defray the costs of the inquiry
leading hereto, or for other uses permitted by state law, at the sole discretion of the
[State] Attorney General. [THE PAYMENT LANGUAGE MAY VARY AMONG THE
STATES].

2, [RESTITUTION PLAN TO BE NEGOTIATED] Within 30 days of the Effective Date,
Carrier shall make available upon request the names and last known email, mobile
phone number and mailing addresses of all consumers it has notified and/or will
notify of the redress program to the States, Carrier shall comply with any and all
States’ requests, consistent with Carrier's legal obligations, within ten (10) business
days of the request. [If T-Mobile is to solely conduct the restitution program, the
states will also need some form of reporting at the close of the program. |

VI. RELEASE

1. Effective upon full payment of the amount due under paragraph 19, the Attorney
General releases and discharges Carrier and its officers, employees, agents,
successors, assignees, affiliates, merged or acquired entities, parent or controlling
entities, and subsidiaries from any and all claims, suits, demands, damages,
restitution, penalties, fines, actions, and other causes of action that the Attorney
General could have brought under [CITE TO CONSUMER PROTECTION ACT], both
known and unknown, arising directly or indirectly out of or related to billing,
charging, disclosures, policies, practices, actions or omissions related to PSMS or
Unauthorized Third-Party Charges that were incurred prior to the Effective Date.
Further, nothing contained in this paragraph shall be construed to limit the ability of
the Attorney General to enforce the obligations that Carrier and its officers, agents,
servants and employees acting on its behalf, have under this Assurance.

2 Nothing in this Assurance shall be construed to create, waive, or limit any private
right of action,
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3. Notwithstanding any term of this Assurance, any and all of the following forms of
liability are specifically reserved and excluded from the release in paragraph 21 as
to any entity or person, including Carrier:

a. Any criminal liability that any person or entity, including Carrier, has or may
have to the State of [INSERT STATE].

b. Any civil or administrative liabilily that any person or entity, including
Carrier, has or may have to the State of [INSERT STATE] under any statute,

regulation or rule not expressly covered by the release in paragraph 21
above, including but not limited to, any and all of the following claims:

i state or federal antitrust violations;

ii. state or federal securities violations; and

iii. state or federal tax claims.
Vil.  GENERAL PROVISIONS
1 The parties understand and agree that this is a compromise settlement of disputed

issues and that the consideration for this Assurance shall not be deemed or
construed as: (a) an admission of the truth or falsity of any claims or allegations
heretofore made or any potential claims; (b) an admission by Carrier that it has
violated or breached any law, statute, regulation, term, provision, covenant or
obligation of any agreement; or (¢) an acknowledgement or admission by any of the
parties of any duty, obligation, fault or liability whatsoever to any other party or to
any third party. This Assurance does not constitute a finding of law or fact, or any
evidence supporting any such finding, by any court or agency that Carrier has
engaged in any act or practice declared unlawful by any laws, rules, or regulations of
any state. Carrier denies any liability or violation of law and enters into this
Assurance without any admission of liability. It is the intent of the parties that this
Assurance shall not be used as evidence in any action or proceeding, exceptan
action to enforce this Assurance,

2i Unless otherwise specifically provided, all actions required pursuant to this
Assurance shall commence as of the Effective Date.

3. Nothing in this Assurance limits Carrier’s right, at its sole discretion, to provide
refunds or credits to Consumers in addition to what is required in this Assurance,

4, Carrier understands that the Attorney General may file and seek court approval of
this Assurance. Should such an approval be obtained, the court shall retain
jurisdiction over this Assurance for the purpose of enabling the Parties to apply to
the court at any time for orders and directions as may be necessary or appropriate
to enforce compliance with or to punish violations of this Assurance. Neither Party
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will object on the basis of jurisdiction to enforcement of this Assurance under this
provision.

5 As consideration for the relief agreed to herein, if the Attorney General of a
Participating State determines that Carrier has failed to comply with any of the
terms of this Assurance, and if in the Attorney General's sole discretion the failure to
comply does not threaten the health or safety of the citizens of the participating
State and/or does not create an emergency requiring immediate action, , the
Attorney General will notify Carrier in writing of such failure to comply and Carrier
shall then have ten (10) business days from receipt of such written notice to provide
a good faith written response to the Attorney General's determination. The response
shall include an affidavit containing, at a minimum, either: (a) A statement
explaining why Carrier believes it is in full compliance with the Assurance; or (b) A
detailed explanation of how the alleged violation(s) occurred; and (i) A statement
that the alleged breach has been addressed and how; or (ii) A statement that the
alleged breach cannot be reasonably addressed within ten (10) business days from
receipt of the notice, but (1) Carrier has begun to take corrective action to address
the alleged breach; (2) Carrier is pursuing such corrective action with reasonable
and due diligence; and (3) Carrier has provided the Attorney General with a detailed
and reasonable time table for addressing the alleged breach. Nothing herein shall
prevent the Attorney General from agreeing in writing to provide Carrier with
additional time beyond the ten (10) business day period to respond to the notice.

6. Nothing herein shall be construed to exonerate any contempt or failure to comply
with any provision of this Assurance after the date of its entry, to compromise the
authority of the Attorney General to initiate a proceeding for any contempt or other
sanctions for failure to comply, or to compromise the authority of a court to punish
as contempt any violation of this Assurance. Further, nothing in this paragraph shall
be construed to limit the authority of the Attorney General to protect the interests of
the Participating State or the people of the Participating State,

v The Participating States represent that they will seek enforcement of the provisions
of this Assurance with due regard to fairness.

8. Carrier shall designate one or more employees to act as the primary contact for the
Attorney General for purposes of assisting the Attorney General in investigations,
The contact employee(s) designated by Carrier pursuant to this paragraph shall be
capable of receiving and processing subpoenas, statutory investigative demands, or
other legal process requesting information pertaining to the placement of charges
on Consumers’ mobile phone accounts by Third Parties. Carrier shall provide the
Attorney General with the name(s), address(es), telephone number(s), facsimile
number(s) and electronic mail address(es) of each such employee.

9, This Assurance is intended to supplement, and does not supplant or in any way
restrict, the Attorney General's subpoena power and/or investigative authority
pursuant to applicable law.
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10.

11,

12.

13.

14.
15.

16.

17.

18.

This Assurance does not supplant or in any way restrict the Attorney General's
powers to investigate the prevalence of Unauthorized Third-Party Charges or the
extent to which this Assurance has affected the prevalence of Unauthorized Third-
Party Charges in its jurisdiction,

This Assurance does not supplant or in any way restrict Carrier's legal rights and
ability to demand formal legal process to protect its Consumers’ privacy rights
and/or to protect Carrier from potential liability for disclosing or sharing such
information without legal process,

The only persons with rights under this Assurance are the parties to the Assurance,
namely Carrier and the Attorney General. No third-party is entitled to claim rights
under this Assurance and no provision of this Assurance is enforceable by any
person or entity not a party to the Assurance, The agreement in this Assurance has
no third-party beneficiaries.

This Assurance represents the full and complete terms of the settlement entered by
the parties hereto.

All parties participated in the drafting of this Assurance.

This Assurance may be executed in counterparts, and a facsimile or .pdf signature
shall be deemed to be, and shall have the same force and effect as, an original
signature.

All Notices under this Assurance shall be provided to the following address via First
Class or Electronic Mail:

For the Attorney General

For Carrier

Any failure by any party to this Assurance to insist upon the strict performance by
any other party of any of the provisions of this Assurance shall not be deemed a
waiver of any of the provisions of this Assurance, and such party, notwithstanding
such failure, shall have the right thereafter to insist upon the specific performance of
any and all of the provisions of this Assurance.

If any clause, provision or paragraph of this Assurance shall, for any reason, be held
illegal, invalid or unenforceable, such illegality, invalidity or unenforceability shall

12

CONFIDENTIAL SETTLEMENT DRAFT FOR DISCUSSION PURPOSES
NOT TO BE DISCLOSED PUBLICLY OR USED AS EVIDENCE IN ANY PROCEEDING



19.

20.

21.

22,

23,

24.

not affect any other clause, provision, or paragraph of this Assurance and this
Assurance shall be construed and enforced as if such illegal, invalid or
unenforceable clause, provision, or paragraph had not been contained herein.

Nothing in this Assurance shall be construed as relieving Carrier of the obligation to
comply with all local, state and federal laws, regulations or rules, nor shall any of the
provisions of this Assurance be deemed to be permission to engage in any acts or
practices prohibited by such laws, regulations, or rules.

The parties understand that this Assurance shall not be construed as an approval of
or sanction by the Attorney General of Carrier’s business practices, nor shall Carrier
represent the decree as such an approval or sanction. The parties further
understand that any failure by the Attorney General to take any action in response
to any information submitted pursuant to the Assurance shall not be construed as
an approval, or sanction, of any representations, acts or practices indicated by such
information, nor shall it preclude action thereon at a later date.

Carrier shall not participate, directly or indirectly, in any activity or form a separate
entity or corporation for the purpose of engaging in acts or practices in whole or in
part in [INSERT STATE] that are prohibited by this Assurance or for any other
purpose that would otherwise circumvent any term of this Assurance. Carrier shall
not cause, knowingly permit, or encourage any other persons or entities acting on
its behalf, to engage in practices from which Carrier is prohibited by this Assurance.

If the Attorney General determines that Carrier made any material
misrepresentation or omission relevant to the resolution of this investigation, the
Attorney General retains the right to seek modification of this Assurance.

In the event that any statute or regulation pertaining to the subject matter of this
Assurance is modified, enacted, promulgated or interpreted by the Federal
government or any Federal agency, such as the FCC, such that Carrier cannot comply
with both the statute or regulation and any provision of this Assurance, Carrier may
comply with such statute or regulation, and such action shall constitute compliance
with the counterpart provision of this Assurance, Carrier shall provide advance
written notice to the Attorney General of Vermont of the inconsistent provision of
the statute or regulation with which Carrier intends to comply under this paragraph
47, and of the counterpart provision of this Assurance that is in conflict with the
statute or regulation.

In the event that any statute or regulation pertaining to the subject matter of this
Assurance is modified, enacted, promulgated or interpreted by a Participating State
or Commonwealth, such that the statute or regulation is in conflict with any
provision of this Assurance, and such that Carrier cannot comply with both the
statute or regulation and the provision of this Assurance, Carrier may comply with
such statute or regulation, and such action shall constitute compliance with the
counterpart provision of this Assurance, Carrier shall provide advance written
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25.

26.

notice to both the Attorney General of Vermont and the Attorney General of the
Participating State or Commonwealth, of the inconsistent provision of the statute or
regulation with which Carrier intends to comply under this paragraph 48, and of the
counterpart provision of this Assurance that is in conflict with the statute or
regulation.

To seek a modification of this Assurance for any reason other than that provided for
in paragraphs 47 or 48 of this Assurance, Carrier shall send a written request for
modification to the Attorney General of Vermont on behalf of the Participating
States. The Participating States shall give such petition reasonable consideration and
shall respond to Carrier within thirty (30) days of receiving such request. At the
conclusion of this 30 day period, Carrier reserves all rights to pursue any legal or
equitable remedies that may be available to it.

All court costs are to be taxed to Carrier. [THIS PARAGRAPH IS ONLY APPLICABLE
TO STATES THAT FILE THEIR ASSURANCES IN COURT.]

[SIGNATURE BLOCKS]
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To: andrew .sacks@t-mobile.com[andrew.sacks@t-mobile.com]; Rummage, Steve
(SteveRummage@DWT.COM)[SteveRummage@DWT.COM]; jwinston@hudco.com[jwinston@hudco.com]

Cc: Richard Hindman[Richard.Hindman@fcc.gov]; 'Bernstein, Jake'[jake.bernstein@atg.wa.gov]; Chun,
Beth[Elizabeth.Chun@texasattorneygeneral.gov]; Hayes, Rose[rose.hayes@state.vt.us]: Jill Remming(jill.remming@state.de.us];
McCormally, Patrick[pmccormally@oag.state.md.us]; Patrice Malloy

(Patrice Malloy@myfloridalegal.com)[Patrice. Malloy@myfloridalegal.com]; Paul Singer[paul.singer@texasattorneygeneral.gov]; Priscilla
Roberts[Priscilla.Roberts@myfloridalegal.com]; Shull, Andrew[andrew.shull@DQOJ . STATE.OR.US]; Ziperman,
Philip[pziperman@oag.state.md.us]; 'WhelleyMcCabe, Kate' (kate.whelleymccabe@state. vt.us)[kate.whelleymccabe @state. vt.us)
From: Shull, Brian

Sent: Fri 10/10/2014 9:29:14 AM

Importance: Normal

Subject: FTC/T-Mobile draft settlement order

MAIL_RECEIVED: Fri 10/10/2014 9:29:00 AM

10.10 draft FTC TMO settlement order.docx

Andy,

Please find attached the FTC's draft settiement order. Per vour instructions on Monday, | have included Steve Rummage and
Joel Winston on this email as well.

As you will see, our order is similar to the AT&T order announced on Wednesday, although we have imported some language
that we previously agreed upon in our prior round of negotiations.

We look forward to discussing this with you.

Brian

Brian Shull

Attorney, Division of Financial Practices
Federal Trade Commission

600 Pennsylvania Avenue, NW

Mailstop CC-10232

Washington, DC 20580

Phone: (202) 326-3720

Fax: (202) 326-3768
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UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON

FEDERAL TRADE COMMISSION, Case No. 2:14-cv-00967-JLR
Plaintiff, STIPULATED ORDER FOR
PERMANENT INJUNCTION AND
v. MONETARY JUDGMENT

T-MOBILE USA, INC.,

Defendant.

Plaintiff, the Federal Trade Commission (“FTC"), filed its Complaint for Permanent
Injunction and Other Equitable Relief in this matter, pursuant to Section 13(b) of the Federal
Trade Commission Act (“FTC Act”), 15 U.S.C. § 533(b). The FTC and Defendant, T-Mobile
USA, Inc. ("T-Mobile™), stipulate to the entry of this Stipulated Order for Permanent Injunction
and Monetary Judgment (“Order™), without trial or final adjudication of any issue of fact or law,
in order to resolve all matters in dispute in this law enforcement action by the FTC.

THEREFORE, IT IS ORDERED as follows:

FINDINGS
I The Court finds that it has jurisdiction over this matter,
STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N. W,
Case No. 2:14-¢v-00967-JLR Washington, DC 20580
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2. The Complaint charges that T-Mobile participated in deceptive and unfair acts or
practices in violation of Section 5 of the FTC Act, 15 U.S.C. § 45, by including unauthorized
third-party charges on the telephone bills of its mobile phone customers.

3 T-Mobile neither admits nor denies any of the allegations in the Complaint,
except as specifically stated in this Order. Only for purposes of this Order or for purposes of
entry, construction, modification, and enforcement of this Order, T-Mobile admits the facts
necessary to establish jurisdiction.

4. T-Mobile waives any claim that it may have under the Equal Access to Justice
Act, 28 US.C. § 2412, concerning the prosecution of this action through the date of this Order,
and agrees to bear its own costs and attorney’s fees.

5. T-Mobile and the FTC waive all rights to appeal or otherwise challenge or contest
the validity of this Order.

DEFINITIONS

For the purpose of this Order, the following definitions apply:

L “Bill” means a Consumer’s mobile telephone bill or prepaid mobile account, as
applicable.
2. “Block™ means a restriction placed on a Consumer’s account that prevents one or

more lines from being used to purchase Third-Party Products and from being billed for Third-
Party Charges on a Consumer’s Bill.

3. A statement is “Clear and Conspicuous™ if it is disclosed in such size, color,
contrast, location, duration, and/or audibility that it is readily noticeable, readable,
understandable, and capable of being heard. A statement may not contradict or be inconsistent
with any other information with which it is presented. 1f a statement modifies, explains, or
clarifies other information with which it is presented, then the statement must be presented in
proximity to the information it modifies, explains, or clarifies, in a manner that is readily

noticeable. readable, and understandable, and not obscured in any manner. In addition:

STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N. W,
Case No. 2:14-¢v-00967-JLR Washington, DC 20580
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a. An audio disclosure must be delivered in a volume and cadence sufficient
for a consumer to hear and comprehend it

b. A text message, television, or internet disclosure must be of a type size,
location, and shade and remain on the screen for a duration sufficient for a consumer to
read and comprehend it based on the medium being used; and

c. Disclosures in a print advertisement or promotional matenial, including,

but without limitation, a point of sale display or brochure materials directed 1o

consumers, must appear in a type size, contrast, and location sufficient for a consumer to

read and comprehend them.,

4. “Collectible Consumer Debt” means the amount owed to T-Mobile by a
Consumer whose accounts are not paid-in-full that T-Mobile owns and may legally take legal
action to collect.

S5 “Commercial PSMS” means the use of PSMS to bill for Products.

6. “Consumer” means a T-Mobile current or former customer, subscriber, or
purchaser of Products for which Third-Party Charges are or were placed on the Consumer’s Bill
from T-Mobile, whether that person is responsible for paying the Bill or has a device that is
billed to a shared account. “Consumer” does not include any business entity or any state,
federal, local, or other governmental entity, if (1) the business entity or government, and not the
employees or individuals working for or with that business entity or government, is solely liable
to T-Mobile for payment of all charges billed on that account, and (2) the ability to process Third-
Party Charges through that account is not available unless the business entity or government
affirmatively requests that certain or all mobile devices be provided the ability to authorize

placement of such Third-Party Charges.

7, “Consumer Redress Period” means the twelve month period of time beginning on
July 1, 2014,
STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N. W,
Case No. 2:14-¢v-00967-JLR Washington, DC 20580
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8. “Effective Date” means the date this Stipulated Order for Permanent Injunction
and Monetary Judgment is approved and entered by the Court.

9. “Express Informed Consent” means an atfirmative act or statement that is made
by a Consumer, giving unambiguous assent to be charged for the purchase of a Third-Party
Product after receiving a Clear and Conspicuous disclosure of material facts.

10.  “Participating States” means the following states and commonwealths: Alabama,
Alaska, Arizona, Arkansas, California, Colorado, Connecticut, Delaware, Florida, Georgia,
Hawaii, Idaho, Illinois, Indiana, lowa, Kansas, Kentucky, Louisiana, Maine, Maryland,
Massachusetts, Michigan, Minnesota, Mississippi, Missouri, Montana, Nebraska, Nevada, New
Hampshire, New Jersey, New Mexico, New York, North Carolina, North Dakota, Ohio,
Oklahoma, Oregon, Pennsylvania, Rhode Island, South Carolina, South Dakota, Tennessee,
Texas, Utah, Vermont, Virginia, Washington, West Virginia, Wisconsin, and Wyoming, as well
as the District of Columbia.

11, “Premium Short Messaging Service” or “PSMS” means a service that distributes
paid content to a Consumer using the Short Message Service (“SMS”) and Multimedia
Messaging Service ("MMS”) communication protocols via messages that are routed using a
Short Code, resulting in a Third-Party Charge.

12,  “Product™ means content and/or services that can be used on a mobile device for
which charges are placed on the Consumer’s Bill by T-Mobile. “Product” excludes
contributions to charities, candidates for public office, political action committees, campaign
committees, campaigns involving a ballot measure, or other similar contributions. “Product”
also excludes co-branded and white label products where content and services are sold jointly
and cooperatively by T-Mobile and another entity, where the content and/or services is placed on
the subscriber’s bill as a T-Mobile charge, and T-Mobile is responsible for accepting complaints,

processing refunds, and other communications with the consumer regarding the charge.

STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N. W,
Case No. 2:14-¢v-00967-JLR Washington, DC 20580
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“Product” also excludes handset insurance and extended warranty offerings, and collect calling
services for which T-Mobile directly collects Express Informed Consent.

13, “Short Code” means a common code leased from the CTIA Common Short Code
Administration that is comprised of a set of numbers, usually 4 to 6 digits, to and from which
text messages can be sent and received using a mobile telephone.

14, “Third Party” means an cntity or entities, other than T-Mobile, that provides a
Product to Consumers for which billing is made through T-Mobile’s Bills.

15, “Third-Party Charge” means a charge for a Third-Party Product placed on a
Consumer’s Bill.

16.  “Third-Party Product™ means a Product provided by a Third Party.

17. “T-Mobile” means T-Mobile USA, Inc., and its successors and assigns.

18.  “Unauthorized Third-Party Charge” means a Third-Party Charge placed on a
Consumer’s Bill without the Consumer’s Express Informed Consent.

ORDER
| 8 EXPRESS INFORMED CONSENT

IT IS ORDERED that T-Mobile and its officers, agents, servants, employees, and
attorneys and all others in active concert or participation with any of them, who receive actual
notice of this Order, whether acting directly or indirectly, shall;

A Begin developing and implementing a system, which shall be fully implemented
by T-Mobile no later than February 1, 2015, to obtain Express Informed Consent before a
Consumer is billed for any Third-Party Charge. The Consumer’s Express Informed Consent may
be provided to T-Mobile or to another person or entity obligated to T-Mobile to obtain such
consent. T-Mobile or other person or entity shall retain sufficient information to allow such
consent to be verified. If Express Informed Consent is not directly collected by T-Mobile, T-
Mobile shall implement reasonable policies and practices to confirm Express Informed Consent

will be appropriately collected and documented by the person or entity obligated to do so, and
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shall monitor and enforce those policies and practices to confirm Express Informed Consent is
appropriately collected and documented, and where Express Informed Consent has not been
appropriately collected and documented, shall require remedial action (which may include, for
example, suspension, proactive credits, or retraining) or cease billing for such charges. While
the system described by this Paragraph is being developed and implemented, T-Mobile shall take
reasonable steps to obtain Express Informed Consent before a Consumer is billed for any Third-
Party Charge. Provided however, for purposes of this Section, for charges incurred through
operating system storefronts, such reasonable policies and practices may, for example, consist of
T-Mobile or its agents making a statistically valid random sample of purchases to demonstrate
whether the storefront is collecting Express Informed Consent consistent with this Order; and

B. Beginning no later than 90 days after the Effective Date, implement a system
whereby the Consumer (and, for multiline accounts, the primary or principal account holder or
owner (collectively “primary account holder”), if designated.) will be sent a purchase
confirmation, separate from the Bill, of every Third-Party Charge, including recurring charges,
that will appear on his or her Bill. Any such purchase confirmation shall be sent within a
reasonable period of time following the time a Third-Party Product is purchased or the
recurrence of a Third-Party Charge, and shall identify Blocking options that T-Mobile makes
available to Consumers and/or provide access to such information, For multiline accounts, T-
Mobile may provide the primary account holder the option to elect not to receive such purchase
confirmations.

IL REQUIRED DISCLOSURES

IT IS FURTHER ORDERED that T-Mobile and its officers, agents, servants, employees,
and attorneys and all others in active concert or participation with any of them, who receive
actual notice of this Order, whether acting directly or indirectly, shall, beginning no later than 60
days after the Effective Date, provide a Clear and Conspicuous disclosure about Third-Party

Charges and Blocking options in informational material provided at or near the time of
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subscribing to service to the extent Third-Party Charges are offered and available with the
service, and which is provided in a context separate from the actual subscriber agreement
documents. Such disclosure shall include a description of Third-Party Charges, how Third-Party
Charges appear on Bills, and options available to Consumers to Block Third-Party Charges.
Consumers shall not incur any data or text charges for receiving or accessing the information
discussed in this Section.

ITI.  REFUND PRACTICES

[T IS FURTHER ORDERED that T-Mobile and its officers, agents, servants, employees,
and attorneys and all others in active concert or participation with any of them, who receive
actual notice of this Order, whether acting directly or indirectly, shall:

A For at least 6 years from the Effective Date, conduet a training program with its customer
service representatives, at least annually, to administer the requirements of this Consent Decree. To the
extent that T-Mobile no longer permits Third-Party Charges on Consumers’ Bills, T-Mobile will conduet
one training program within three months of such cessation and will have no further obligation to conduct
training programs under this Section so long as T-Mobile does not permit Third-Party Charges on
Consumers’ Bills; and

B. After a consumer disputes a Third-Party Charge within three months of the last
charge for a particular Product:

1. Provide the Consumer with access to a customer service representative
who has access to the Consumer’s account information for at least the prior 12 months;

& Offer the Consumer the opportunity to Block future Third-Party Charges;

3. Commence and complete an investigation that is reasonably calculated to
determine whether the Consumer gave Express Informed Consent to the disputed
charge(s), including charges for the same Product that were billed more than three
months before the consumer dispute. T-Mobile shall inform the Consumer that, during

the investigation, the Consumer is not obligated to pay the disputed charge(s), and that
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nonpayment of such charge(s) will not result in interest accrual or phone service
termination or deduction of pre-paid minutes.

a) If T-Mobile reasonably concludes after the investigation that the
Consumer gave Express, Informed Consent to the disputed charge(s), T-Mobile
shall promptly provide the Consumer with the basis for its conclusion, including
providing the Consumer with any documentary or other evidence considered, and
the name and contact information of the Third Party that initiated the Third-Party
Charge.

b) If T-Mobile reasonably concludes after the investigation that the
Consumer did not give Express Informed Consent to the disputed charge(s), T-
Mobile shall promptly provide the Consumer with a full refund of the disputed
charge(s).

Provided, however, that T-Mobile shall not be required to conduct such an
investigation if it promptly refunds the Consumer the full amount of the disputed
charge(s).

4. Beginning no later than 90 days after the Effective Date, implement a
process to track claims from a Consumer that the C onsumer did not authorize a Third-
Party Charge; and

5. Be prohibited from requiring the Consumer to first contact the Third Party
in order to receive a refund or credit of any claimed Unauthorized Third-Party Charge,
although this Subsection does not prohibit asking the Consumer if he or she has contacted
the Third Party and/or if the Consumer has already received a credit or refund from the

Third Party for some or all of the claimed Unauthorized Third-Party Charge.
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1IV.  CONSUMER REDRESS

IT IS FURTHER ORDERED that T-Mobile shall provide full refunds to Consumers who
have been charged by T-Mobile for unauthorized Commercial PSMS charges from June 1, 2010
through the Effective Date of this Order as follows:

A T-Mobile shall provide prompt refunds to
Consumers for the full amount of any unauthorized Commercial PSMS charge that has not
already been fully refunded according 1o T-Mobile’s billing records, T-Mobile shall refund no
less than $90 million (the “PSMS Charges Refund Amount”) for unauthorized Commercial
PSMS charges during the Consumer Redress Period, to be monitored by the FTC. If T-Mobile
refunds less than $90 million, after applying the credits specified in Sections IV.C and IV.D, it
shall remit the balance to the FTC, so the FTC can make additional redress, disgorgement, or
consumer informational remedies pursuant to Section IV.E. For purposes of this Section IV, a
“prompt” refund means a refund provided within 60 days of receiving a complete and valid
claim form for a refund of an unauthorized Commercial PSMS charge.

B. To effectuate Section IV.A of this Order:

1. During the Consumer Redress Period, T-Mobile
shall provide notice of the right to obtain refunds for unauthorized Commercial PSMS
charges to Consumers who have been charged for a Commercial PSMS charge that has
not already been fully refunded according to T-Mobile's billing records. For current
customers, T-Mobile shall provide notice using the medium that it uses to bill the
Consumers and through an SMS text message in two consecutive billing cycles during
the Consumer Redress Period. Provided, however, that if the notice accompanies a
Consumer’s Bill, the notice shall be on a different color of paper than the Consumer’s
Bill. For former customers, T-Mobile shall provide the notice within the Consumer
Redress Period by sending it via first-class mail to the Consumer’s last known address

and provide a second notice by email to the Consumer’s last known email address. Prior
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to mailing notices, T-Mobile shall update the addresses via the Postal Service's National
Change of Address database. The notices shall provide the link to an online form that
Consumers can use to apply for refunds; provided, however, that at the request of a
Consumer, a hard copy form must be provided without cost to the Consumer;

Z. T-Mobile shall promptly provide, upon request by a
Consumer, the total amount of Commercial PSMS charges charged to the Consumer that
have not been fully refunded by T-Mobile or a Third Party, the dates of such charges, and
the Third Party initiating such charges;

3. Upon a Consumer’s affirmation that the Consumer
was charged for unauthorized Commercial PSMS charges, T-Mobile shall provide
prompt refunds to the Consumer for the unauthorized Commercial PSMS charges as
follows:

a) For Consumers with active accounts T-Mobile shall
provide prompt refunds by a credit to the Consumer’s mobile account; provided,
however, that T-Mobile shall Clearly and Conspicuously disclose to Consumers
that in the event they close their account with T-Mobile prior to T-Mobile issuing
a credit, they will receive a prompt refund by check. For Consumers with
inactive accounts that are paid in full, T-Mabile shall provide prompt refunds by
check. The determination of whether a Consumer's mobile account is active or
inactive shall be made at the time the refund is issued;

b) For Consumers whose inactive accounts are not
paid in full, T-Mobile shall promptly reduce the outstanding balance of the
account by the total amount of unauthorized Commercial PSMS charges as
identified by the Consumer that have not been fully refunded according to T-
Mobile's billing records, provided that any such balance constitutes Collectible

Consumer Debt. Any such reduction to an outstanding balance pursuant to this
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subparagraph shall be counted towards the amount of permissible credits against

the remaining balance in Section IV.D. If the total amount of unauthorized

Commercial PSMS charges identified by the Consumer on the claim form exceeds

the outstanding balance of the Consumer’s account, T-Maobile shall promptly

provide the Consumer a check in the amount of the excess.

4. T-Mobile shall ensure that Consumers obtain
refunds of unauthorized Commercial PSMS charges through a single claim form and
shall not require Consumers to challenge cach Commercial PSMS charge separately. T-
Mobile shall not require Consumers to require any documentation (other than a complete
and valid claim form), waive any rights, meet any conditions, or impose any unnecessary
or unreasonable burdens on Account Holders seeking refunds. Provided, however, for
any unauthorized Commercial PSMS charges that T-Mobile fully refunds to, or credits
against the debt of. a Consumer, the Consumer’s claim against T-Mobile with respect to
the fully refunded charges will be deemed satisfied.

4 Within 30 days of the Effective Date, T-Mobile
shall notify all Consumers that it has identified as having previously visited T-Mobile’s
redress website, but failed to submit a claim form, and for whom T-Mobile has contact
information, of changes made to the claims process since July 1, 2014 and notifying the
Consumers of their right to obtain full refunds for unauthorized Commercial PSMS
charges that have not already been fully refunded according to T-Maobile’s billing
records,

c. If after the expiration of the Consumer Redress Period, T-Mobile has failed to
refund the full PSMS Charges Refund Amount pursuant to Sections IV.A and IV.B, T-Mobile
may apply towards the PSMS Charges Refund Amount up to $22.5 million of any fees, costs,
penalties, or other payments to any other federal, state, or local government entity that, within 12

months of the Effective Date, is paid by T-Mobile as a result of any agreement or order related to
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unauthorized Commercial PSMS charges with such federal, state, or local government entity, or
as the result of a court order related to unauthorized Commercial PSMS charges.

D. If, after applying any fees, costs, penalties, or other payments pursuant to Section
IV.C, the PSMS Charges Refund Amount is not reached, T-Mobile may, at its discretion, apply
as credit towards the balance within 90 days of the end of the Consumer Redress Period (a) any
refunds granted to Consumers who were charged a Commercial PSMS charge for a good or
service offered by a Third Party that has been the subject of a federal or state law enforcement
action and for which a full refund has not yet been provided according to T-Mobile's billing
records; and/or (b) any reductions in outstanding balances of inactive accounts of Consumers up
to a total of $37.5 million, provided that any such balance constitutes Collectible Consumer Debt
and any such reduction shall not exceed the total amount of Commercial PSMS charges charged
to a Consumer’s account that have not been fully refunded according to T-Mobile's billing
records. Any outstanding balance on the PSMS Charges Refund Amount after application of the
credits in this Subparagraph shall be remitted to the FTC within 105 days of the end of the
Consumer Redress Period and shall not constitute a penalty.

E. All money paid to the FTC pursuant to this Order shall be deposited into a fund
administered by the FTC or its designee to be used for equitable relief, including consumer
redress and any attendant expenses for the administration of any redress fund. If the FTC, in
consultation with the executive committee of the Attorneys General of the Participating States
and the Federal Communications Commission, determines further redress is no longer
practicable, the FTC may apply all remaining funds for such other equitable relief (including
consumer information remedies) as it determines to be reasonably related to T-Mobile's practices
alleged in the Complaint. Any funds not used for redress or other equitable relief such as
consumer information remedies, shall be deposited to the U.S, Treasury as disgorgement as

equitable relief, or transferred to the Attorneys General of the Participating States to be used for
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proper purposes as set forth in their assurances of voluntary compliance, consent decrees, and
court orders with T-Mobile.

1. If the FTC determines to use the fund referenced in Section 1V E for
further consumer redress, it shall engage a settlement administrator (the “Settlement
Administrator”), which shall not be a governmental entity, to administer this redress
program.

2. T-Mobile agrees to compile and deliver to the Settlement Administrator
the records specified in Section IV.E.3 below, in the format requested by the FTC or the
Settlement Administrator, no later than 60 days after the date the FTC or Settlement
Administrator provides T-Mobile with the necessary information regarding how the data
needs to be formatted and delivered. Should the Settlement Administrator or the FTC
request additional Consumer information necessary to effectuate redress and this
information is readily available to T-Mobile, T-Mobile agrees to provide the information
to the Settlement Administrator within 60 days of any subsequent written request from a
representative of the FTC, or from the Settlement Administrator. To the extent T-Mobile
cannot deliver the information in the format requested due to technological reasons, the
partics will work together to develop a format upon which the information can be
delivered.

3. For the purposes of effecting this Order and to protect Consumers from
fraud in accordance with 47 U.S.C.§ 222(d), T-Mobile agrees that such records provided
to the Settlement Administrator shall include information for each Consumer whom T-
Mobile billed for Commercial PSMS charges from June 1, 2010 through the date of entry
of this Order. T-Mobile agrees that this information will include the following, to the
extent reasonably available: First Name; Middle Name: Last Name; Alias-Surname;
mailing records recorded as Address 1, Address 2, City, State, Zip Code, and Country; e-

mail address: all telephone numbers: mobile Billing Account Number (“BAN”); a
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designation indicating whether the Consumer is a current or former customer;, a list of all
Commercial PSMS charges charged to each Consumer’s mobile phone account,
including the month and year of the charges, the amounts charged, the Third Party and
billing aggregator affiliated with each Commercial PSMS charge, and a list of any
refunds previously provided by T-Mobile to the Consumer. T-Mobile agrees that the
Settlement Administrator shall instruct T-Mobile to submit the information to it in a
secure, encrypted format, and T-Mobile agrees to submit the information in a secure,
encrypted format,

4. The FTC may engage a third-party independent auditor (“Auditor™),
which shall not be a governmental entity, to review and report on the Settlement
Administrator’s performance of its duties under this Order. The Settlement
Administrator shall allow for an independent review of the Settlement Administrator’s
work. The cost of the review by the Auditor shall be paid out of the fund referenced in
Section IV.E established to administer redress. T-Mobile agrees to provide all the
records described in Section [V.E.3 to the Auditor. Upon the Auditor’s request, the
Settlement Administrator may share any Consumer information with the Auditor.

5. In accordance with the Electronic Communications Privacy Act, 18 US.C.
§ 2702(c)(6), neither the Settlement Administrator nor the Auditor shall share with any
representative of the FTC, or any other governmental entity, the information provided by
T-Mobile unless Consumers’ personally identifiable information, such as name, address,
telephone, e-mail address, or other unique identifier that could permit the information
shared to be associated with the relevant subscriber or customer of T-Mobile, is redacted.
Atany time during the redress program, the Settlement Administrator also may share
with a representative of the FTC the information provided by T-Mobile in aggregate
form. Aggregate form includes, inter alia, the total number of Consumers, by state,

potentially entitled to redress and the amount of such potential redress, the total number
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of Consumers, by state, who have received redress and the amount of such redress, and

the total amount of redress by state. Aggregate form must not include any information

that includes Consumers’ personally identifiable information. The Settlement

Administrator shall at no time be an agent of the FTC, or any other governmental entity,

for purposes of the possession, custody, or control of such information.

6. The Settlement Administrator and Auditor shall operate in accordance
with, and shall be deemed for purposes of carrying out this Order to be subject to, the
information security, data breach notification and confidentiality standards and
requirements of the FTC’s Standards for Safeguarding Customer Information Rule, 16
C.F.R. Part 314, the FTC’s Disposal of Consumer Report Information and Records Rule,
16 C.F.R. Part 682, the Gramm-Leach-Bliley Act, 15 U.S.C. §§ 6801-6809 and §§ 6821-
6827 , and the Telecommunications Act, 47 U.S.C. § 222, and 47 C.F.R. §§ 64.2010-
2011. The Settlement Administrator and Auditor shall destroy all records associated with
the redress program following notification by a representative of the FTC and shall
certify to T-Mobile that all such records have been destroyed.

F. If T-Mobile has reported to any consumer reporting agency an outstanding
balance of a Consumer’s inactive account, T-Mobile shall furnish correct account information to
that consumer reporting agency or cease reporting the account within 30 days of any reduction in
the outstanding balance of the account pursuant to Sections IV.B.3.b or IV.D of this Order.

(2 Within 105 days of the end of the Consumer Redress Period, T-Mobile shall
provide the FTC with records sufficient to show the notification provided by T-Mobile to
Account Holders of the right to full refunds of unauthorized Commercial PSMS charges. the
refunds requested and paid to Account Holders during the Consumer Redress Period, any
payments to federal, state, or local government entities that T-Mobile applied to the PSMS
Charges Refund Amount pursuant to Section 1V.C, that all outstanding balances of inactive

accounts that were reduced pursuant to Sections IV.B.3.b or IV.D constituted Collectible

STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N. W,
Case No. 2:14-¢v-00967-JLR Washington, DC 20580

15 (202) 326-3720



O 00 1 O i B W N e

o

— — a— — fa— — —
| N Lh E =N sl 9 -

o0

19

Consumer Debt, any notifications required by Section IV.F have been made, and any refund
requests that were denied due to a prior full refund or any other reason. All such records, to the
extent they pertain to any customer or subscriber of T-Mobile and are protected by the Electronic
Communications Privacy Act, 18 U.S.C.§ 2703, shall be produced in a manner and form in
which Consumers’ personally identifiable information, such as name, address, telephone, e-mail
address, or other unique identifier that could permit the information shared to be associated with
the relevant subscriber or customer of T-Mobile, is redacted.

H. T-Mobile relinquishes dominion and all legal and equitable right, title, and
interest in all assets transferred pursuant to this Order and may not seek the return of any assets.

I The facts alleged in the Complaint will be taken as true, without further proof. in
a non-dischargeability complaint in any bankruptey case.

i The facts alleged in the Complaint establish all elements necessary to sustain an
action by the FTC pursuant to Section 523(a)(2)(A) of the Bankruptcy Code, 11 U.S.C.

§ 523(a)(2)(A), and this Order will have collateral estoppel effect for such purposes.

K. T-Mobile acknowledges that its Taxpayer Identification Numbers, which T-
Mobile must submit to the FTC, may be used for collecting and reporting on any delinquent
amount arising out of this Order, in accordance with 31 U.S.C. § 7701.

¥ ORDER ACKNOWLEDGMENTS

IT IS FURTHER ORDERED that T-Mobile obtain acknowledgments of receipt of this
Order:

A T-Mobile, within 7 days of entry of this Order. must submit to the FTC an
acknowledgment of receipt of this Order sworn under penalty of perjury.

B. For 5 years after entry of this Order, T-Mobile must deliver a copy of this Order
to: (1) all principals, officers, and directors; (2) all managers, employees, agents, and
representatives having supervisory responsibilities with respect to charging consumers for Third-

Party Charges; and (3) any business entity resulting from any change in structure as set forth in
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Section VI of this Order. Delivery must occur within 30 days of entry of this Order for current
personnel. For all others, delivery must occur within 30 days after the person assumes such
position or responsibilities.

12 From each individual or entity to which T-Mobile delivered a copy of this Order,
T-Mobile must obtain, within 30 days of delivery, a signed and dated acknowledgment of receipt
of this Order.

VI.  COMPLIANCE REPORTING

[T IS FURTHER ORDERED that T-Mobile make timely submissions to the FTC:

A. One year after entry of this Order, T-Mobile must submit a compliance report,
sworn under penalty of perjury. T-Mobile must: (a) identify the primary physical, postal, and
email address and telephone number, as designated points of contact, which representatives of
the FTC may use to communicate with T-Mobile; (b) identify all of T-Mobile’s businesses by all
of their names, telephone numbers, and physical, postal, email, and Internet addresses; (c)
describe the activities of each business; (d) describe in detail whether and how T-Mobile is in
compliance with each Section of this Order; and (e) provide a copy of each Order
Acknowledgment obtained pursuant to this Order, unless previously submitted to the FTC.

B. For 20 years after entry of this Order, T-Mobile must submit a compliance
notice, sworn under penalty of perjury, within 14 days of any change in the following: (a) any
designated point of contact; or (b) the structure of T-Mobile or any entity that T-Mobile has any
ownership interest in or controls directly or indirectly that may affect compliance obligations
arising under this Order, including: creation, merger, sale, or dissolution of the entity or any
subsidiary, parent, or affiliate that engages in any acts or practices subject to this Order.

C. T-Mobile must submit to the FTC notice of the filing of any bankruptey petition,
insolvency proceeding, or similar proceeding by or against T-Mobile within 14 days of its filing,

D. Any submission to the FTC required by this Order to be sworn under penalty of

perjury must be true and accurate and comply with 28 U.S.C. § 1746, such as by concluding: “I
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declare under penalty of perjury under the laws of the United States of America that the
foregoing is true and correct. Executed on: " and supplying the date, signatory's full
name, title (if applicable), and signature.

E. Unless otherwise directed by an FTC representative in writing, all submissions to
the FTC pursuant to this Order must be emailed to DEbrief(@ ftc.gov or sent by overnight courier
(not the U.S. Postal Service) to: Associate Director for Enforcement, Bureau of Consumer
Protection, Federal Trade Commission, 600 Pennsylvania Avenue NW, Washington, DC 20580,
The subject line must begin: FTC v. T-Mobile USA, Inc. (X140053).

VI, RECORDKEEPING

IT IS FURTHER ORDERED that T-Mobile must create certain records for 20 years after
entry of the Order, and retain each such record for 5 vears. Specifically, T-Mobile must create
and retain the following records:

A. Accounting records showing the revenues associated with all Third-Party
Charges, all costs incurred in generating those revenues, and the resulting net
profit or loss;

B. Personnel records showing, for each person providing supervisory services
relating to Third-Party Charges, whether as an employee or otherwise, that
person’s: name; addresses; telephone numbers; job title(s) or position(s); dates of
service; and, if applicable, the reason for termination;

C. Records of all Consumer complaints and refund requests relating to Third-Party
Charges, whether received directly or indirectly, such as through a third party,
and any response;

D. A list of Third Parties who have had a product or service terminated by T-Maobile
and all known associated individuals;

E. A copy of each advertisement or other marketing material related to Third-Party

Charges that is created, used, or received by T-Mobile; and
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F. All records necessary to demonstrate full compliance with each provision of this
Order, including all submissions to the FTC.
VIII. COMPLIANCE MONITORING

IT IS FURTHER ORDERED that, for the purpose of monitoring T-Mobile's compliance
with this Order:

A. Within 14 days of receipt of a written request from a representative of the FTC, T-
Mobile must: submit additional compliance reports or other requested information, which must
be sworn under penalty of perjury; appear for depositions; and produce documents for inspection
and copying. The FTC is also authorized to obtain discovery, without further leave of court,
using any of the procedures prescribed by Federal Rules of Civil Procedure 29, 30 (including
telephonic depositions), 31, 33, 34, 36, 45, and 69.

B. For matters concerning this Order, the FTC is authorized to communicate directly
with T-Mobile. T-Mobile must permit representatives of the FTC to interview any employee or
other person affiliated with any FTC who has agreed to such an interview. The person
interviewed may have counsel present.

5 The FTC may use all other lawful means, including posing, through its
representatives as consumers, suppliers, or other individuals or entities, to T-Mobile or any
individual or entity affiliated with T-Mobile, without the necessity of identification or prior
notice. Nothing in this Order limits the FTC’s lawful use of compulsory process, pursuant to
Sections 9 and 20 of the FTC Act, 15 US.C, §8§ 49, 57b-1.

IX.  RETENTION OF JURISDICTION
IT IS FURTHER ORDERED that this Court retains jurisdiction of this matter for

purposes of construction, modification, and enforcement of this Order.

SO ORDERED this day of 201 _.

STIPULATED ORDER FOR PERMANENT Federal Trade Commission
INJUNCTION AND MONETARY JUDGMENT 600 Pennsylvania Avenue N. W,
Case No. 2:14-¢v-00967-JLR Washington, DC 20580
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UNITED STATES DISTRICT JUDGE
SO STIPULATED AND AGREED:
FOR PLAINTIFF:

FEDERAL TRADE COMMISSION

Date:

BRIAN S. SHULL

JANE M. RICCI

Federal Trade Commission

600 Pennsylvania Avenue N.W ., CC-10232
Washington, DC 20580

bshull@fte.gov., jricci@fic.gov

P: (202) 326-3720, (202) 326-2269
F:(202) 326-3239

COUNSEL FOR FEDERAL TRADE COMMISSION
FOR T-MOBILE USA, INC.:

Date:

STEPHEN M. RUMMAGE
Davis Wright Tremaine LLP
1201 Third Avenue, Suite 2200
Secattle, WA 98101
steverummage@dwt.com

P: (206) 757-8136

F: (206) 757-7136

COUNSEL FOR T-MOBILE USA, INC.

Date:
[NAME] [AS AN OFFICER OF T-MOBILE USA, INC ]
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To: Shull, Brian[bshull@ftc.gov]: andrew.sacks @t-mobile.com[andrew .sacks@t-mobile.com];
jwinston@hudco.com[jwinston@hudco.com)
Cc: Ricei, Jane[jricci@ftc.gov]: McCall, Rachel[Rachel McCall@t-mobile.com]; Rummage, Steve[SteveRummage@DWT.COM]
From: Rummage, Steve
Sent: Tue 10/14/2014 1:53:13 AM
Importance: Normal
Subject: FTC/T-Mobile: Draft Settlement Order
MAIL_RECEIVED: Tue 10/14/2014 1:53:23 AM
T- n rT N 10-1
TMUSA FTC Consent Order.pdf

Brian: Iam attaching clean and redlined versions showing our proposed edits to vour October 10 draft. The edits generally
imvolve

Let us know a good time to talk tomomrow, and we can walk you through our suggested revisions and address any questions
vou may have. We look forward to working with you to button this up.

Regards, Steve

Steve Rummage | Davis Wright Tremaine LLP
1201 Third Avenue, Suite 2200 | Seattle, WA 98101
Tel; (206) 757-8136 | Fax: (206) 757-7136

Email; steverummage@dwt.com | Website, www.dwt.com

Anchorage | Bellevue | Los Angeles | New York | Portland | San Francisco | Seattle | Shanghai | Washington, D.C.

From: Shull, Brian [mailto: bshull@ftc.gov]

Sent: Friday, October 10, 2014 6:29 AM

To: andrew.sacks@t-mobile.com; Rummage, Steve; jwinston@hudco.com

Ce: Richard Hindman; 'Bernstein, Jake'; Chun, Beth; Hayes, Rose; Jill Remming; McCormally, Patrick; Patrice Malloy
(Patrice.Malloy@myfloridalegal.com); Paul Singer; Priscilla Roberts; Shull, Andrew; Ziperman, Philip; 'WhelleyMcCabe, Kate'
(kate.whelleymccabe@state.vt.us)

Subject: FTC/T-Mobile draft settlement order

Andy,

Please find attached the FTC's draft settlement order. Per your instructions on Monday, | have included Steve Rummage and
Joel Winston on this email as well.
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mailto:andrew.sacks@t-moblle.com
mailto:mailto:bshull@ftc.gov
http:www.dwt.com
mailto:stcverummagc@dwt.com
mailto:Steve[SteveRummage@DWT.COM
mailto:Rachel[Rachel.McCall@t-mobile.com
mailto:JaneUricci@ftc.gov
mailto:Brian[bshull@ftc.gov

As you will see, our order is similar to the AT&T order announced on Wednesday, although we have imported some language
that we previously agreed upon in our prior round of negotiations.

We look forward to discussing this with you.

Brian

Brian Shull

Attorney, Division of Financial Practices
Federal Trade Commission

600 Pennsylvania Avenue, NW
Mailstop CC-10232

Washington, DC 20580

Phone: (202) 326-3720

Fax: (202) 326-3768





