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How do | know my information is secure with LifeLock?

LifeLock maintains a standards-based information security program that is designed
to provide a high level of protection of member data. The security program includes
the use of industry-standard encryption, active monitoring and response to potential
attacks, pro-active assessments to discover and remediate potential system
vulnerabilities and physical security mechanisms.

LifeLock maintains the highest level of PCI-DSS compliance

LifeLock is compliant as a Level 1 merchant under the PCI-DSS (Payment Card
Industry Data Security Standard). PCI-DSS is a set of requirements that help protect
cardholder data and is the accepted standard for all organizations that process credit

card information.

Answer ID: 149 |

What is my Identity Exposure Level? How Does LifeLock or its employees use Peer-
should I interpret my results? to-Peer (P2P) file sharing software?

Will a membership with LifeLock cover both Who is LifeLock?
my spouse and me?

Do you offer a family discount?
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Exclusive Offer Enclosed for
United MileagePlus® Member:

" How many times today will you

«First Name»<Last Name»

hserarssyiats open up your personal life to the
«Address Line 3» : . . 2
(1111 BAR CODE 1T risk of identity theft?
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Everyone should know their personal
risk for identity theft-even you,
<Sample A. Sample>.

Because there's a new victim every 3 seconds.!

<First Name»<Last Name>
<Address Line 1>
<Address Line 2>
<Address Line 3»

([LTLCE(l BAR CODE TITINTIN]

Dear <Sample A. Samples,

Every time you pay with your credit card, deposit or withdraw money at an ATM, log
onto the Internet, use 2 smartphone or post a message through social media ...

you open yourself up to identity theft.

From your financial transactions to your passwords, confidential information about
you is transmitted electronically across town, across the country or even to some other
part of the world.

Once it’s out of your hands, this sensitive data is at risk for unauthorized access or
potential exploitation by cyber-thieves. But do you really need to be concerned?

After all, don't credit card companies, financial institutions and businesses have rigid
security procedures in place?

Tell that to the 11.6 million Americans who in 2011 experienced the crime
of identity theft—over 1.4 million more victims than the previous year.'

These honest, unassuming victims thought their account numbers, passwords and
other personal data were safe from identity thieves. Instead, they were violated by a
varlety of security crimes. For some, il took days, weeks or months to clear their good
name and restore their life. Identity fraud in the UL.S. added up to a cost of $18 billion
in 2011."

That's why you should defend yourself with LifeLock® Identity Theft Protection.
United MileagePlus® members receive 10% OFF* and up to 5,000 bonus miles.**

LifeLock is America’s leader in identity theft protection—the first truly proactive

defense system for individuals and their families. Your LifeLock membership will
provide these vital benefits:

1. LifeLock Identity Alerts: An “early warning system” that alerts you of
potential misuse of your personal information.t

2. Advanced Internet Monitoring: Proactively monitors over 10,000 black

market websites where stolen personal account and identification
numbers are bought and sold.

over, please

CONFIDENTIAL

# LifeLock

Relentlessly Protecting Your Identity~

0 D

Iﬂi -=D-

LifeLock Identity Theft
Protection helps stop
the misuse of your
personal information

before it happens.

As a United MileagePlus®
member, you are entitled to
this exclusive offer:

» 10% OFF*=5$9/month
LifeLock Identity Theft
Protection

= Earn up to 5,000
MileagePlus bonus
miles**

Call 1-800-613-5774
now or visit LifeLock.com

Use promo code: UNITED12
Act by January 1, 2013

*Offer is for new LifeLock members
only. Pricing refers to standard
LifeLock identity theft protection
only and does not include applicable
sales tax.

LIFELOCK-0132740
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3. Lost Wallet Protection: Replaces not only credit cards but also driver's
licenses and other official documents if your wallet is ever lost or stolen.
(Excludes pictures, cash and cash equivalenis.)

4. Personalized Online Dashboard: Provides you with anytime access to your
alerts via the secure LifeLock Member Portal.

5. $1,000,000 Total Service Gnarantee: If you become a victim of identity theft,
LifeLock will spend up to $1 million to hire experts, lawyers, investigators,
consultants and whomever else it takes to help your recovery.*

As a member of United MileagePlus, take advantage of this exclusive offer to save 10%*
on LifeLock membership and earn up to 5,000 bonus miles ™ Call 1-800-613-5774 or
visit LifeLock.com. Use promo code UNITED12 to receive your special privileges.

S;ncerelyt
f ] I ')'J '1
N }l |

i\
!

David Oppenheim
Managing Director, MileagePlus

P.S. Remember, your favorite destination is now as much as 5,000 MileagePlus miles

closer when you protect your personal information with LifeLock. Hurry—this
exclusive offer ends on January 1, 2013.

Enroll now. It’s quick. It’s easy. It’s secure.

10% OFF" LifeLock membership AND earn up to
5,000 MileagePlus bonus miles™

Enrollment takes just minutes online or by phone.
1-800-613-5574 or visit LifeLock.com Use promo code: UNITED12

eLock members anly. Pricing refers to standard Lifelock identity theft protection only and does not include

3. Additlonal b

£ respective mem

CONFIDENTIAL

Gene Z.

LifeLock member

“LifeLock’s protection has made
me feel very safe about my
identity ... two incidents later
and no damage ... and taking
care of it without me having to
jump through hoops. I really
appreciated that.”

Michele C.

LifeLock member

“Somebody got a copy of my
driver’s license and they went
ahead and manufactured a bunch
of false checks. They took them
to a brand name store and cashed
checks that were approved. A very
good friend of mine said I should
sign up for LifelLock...”

Justin L.

LifeLock member

“I got a call from a credit card
company saying, ‘We want to
verify this application that you
applied for.” I said, T don’t know
who you are. I never applied for
anything.’ That started about a six
month nightmare. I said enough
is enough and signed up for
LifeLock... ™

# LifeLock

Relentlessly Protecting Your Identity ™

1

LIFELOCK-0132741
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How LifeLock works to keep your identity more secure

* Monitors proactively to uncover if your name or personalinformation is being used to open new accounts without your knowledge.'
* Scans criminal Internet sitesfor the illegal buying, selling or trading of your personal information.

« Alerts you if we detect that your personal information may have been used and assigns a risk level.'

» Helps stop fraudulent charges and cancel or replace your credit cards if your wallet is lost or stolen.

* Provides direct access to special identity theft Member Services Agents to work with you until you're satisfied that your good
name issecure.
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Wherever you go, whatever you do...
The risks of becoming a victim of identity theft are everywhere.

When you use wireless Internet at home or away

When you dispose of mail without shredding it

When you throw out, recycle or donate an old computer

And thieves seeking to violate your financial security have no shortage of tactics-from simple
to sophisticated.

They steal credit and debit card numbers using a device attached to ATM machines that reads the magnetic strip. They
divert your billing statements to another location by completing a change of address form. They go through your trash
looking for bills, credit cards and other information. They get personal information from old computer hard drives.
Bottom line: Their methods are endless and ever-changing.

While there's no way to escape the risks of identity theft, you can protect yourself with LifeLock® Identity Theft
Protection-the first truly proactive defense system for individuals and their families. Get started now!

Call 1-800-613-5574 or visit LifeLock.com

Mileage Use promo code UNITED12 to receive this exclusive offer: () LifeLock
woveem v 10% OFF*=$9/month SO
v’ Earn up to 5,000 MileagePlus® bonus miles**

LIFELOCK-0132743
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) LifeLock

Relentlessly Protecting Your Identity™

Special offer enclosed for Hilton HHonors™ members.
ACTION REQUESTED BY JANUARY 1, 2013.

¢John Q. Sample>
<Address line 1>
cAddress line 2
cAddress line 3»
«Bar Code»

Dear <Firsts <Lasts,

Three seconds. The time it takes for another American to fall victim to identity theft, classified by the Social
Security Administration as “one of the fostest growing crimes in America." Ten years ago you didn't hear much
about identity theft. Nowadays, common tasks like sending an email, shopping online or using a credit card

can leave you, your credit and your finances vulnerable to attack.

CONFIDENTIAL

165

Special Offer for
Hilton HHonors Members:

30 Days FREE’
+10% OFF = $9/MONTH

LIFELOCK IDENTITY THEFT PROTECTION

AND
Earn up to 5,800 Hilton
HHonors Bonus Points!™

*at the end of the first 30

days, your card will be bllled
automatically ($9mo/$99yr plus
applicable sales tax for standard
LifeLock membership) unless you
cancel within the 30-day trial
period, You can cancel anytime
without penalty by calling
1-800- LifeLock. Offer s for

new Lifelock members only.

That is why I am pleased to introduce you to an exciting benefit for Hilton HHonors members that works
24/7/365 to defend you from identity theft before it happens: LifeLock® identity theft protection.

While no one can prevent all identity theft, LifeLock protects against many of the most serious types of

identity theft.t Their sophisticated technology works tirelessly to help protect you both online and offline by:

*  Alerting you when LifeLock detects your information in applications for utility, cell phone and
credit accounts within the extensive LifeLock network.t

*  Patrolling criminal Internet sites for the illegal buying, selling or trading of your personal information.

*  Assisting you in canceling and replacing lost or stolen credit cards to help stop fraudulent charges.

And if LifeLock doesn’t protect you from identity theft, we will spend up to $1,000,000 to hire experts,
lawyers and whomever else necessary to help your recovery.#

Protect your identity
with LifeLock
service today:

Proactive identity
threat alerts

Advanced Internet
threat detection

Lost or stolen

wallet protection

Best of all, with LifeLock service, the next time you make a purchase, bank online or go to a restaurant, you

can do so with confidence—at home or while traveling.

Act now and get A SPECIAL OFFER of just $9 a month, a savings of 10%, when you sign up for LifeLock

24/7/365 access
to a live Member
Services Agent

identity theft protection membership before January 1, 2013, Use promo code HHONORS1 and you will get

your first 30 days of LifeLock membership FREE* plus earn up to 5,800 Hilton HHonors Bonus Points.** After the

And more!

first 30 days, you'll be billed automatically at the discounted price of just $9 a month or $99 a year plus applicable

sales tax for standard membership—unless you cancel within the first 30 days by calling 1-800-LifeLock.

Identity theft is real and so are the consequences. | urge you to protect yourself with LifeLock service today.

Sincerely,

JouwDus

Todd

**¥ou must sign up for LifeLock services using the staps described herein and promo code *HHonors1” to receive this offer. Must be an active LifeLock member
for 31 days 1o eamn Hilton HHonors Bonus Pelnts. Mo Hilton HHonors Bonws Potms will be awarded for memberships canceled during the 30-day trial period.
Please allow six-eight weeks for Hillon HHonors Bonus Polnts to be cradited to your account. Hilton HHonors members will earn 3,500 HHonors Bonus Polnts for

Davis, CEO, LifeLock

Enroll Now:
1-800-647-7134
LifeLock.com

"Retwork does not cover all
transactions and scope may vary
*The banefits under the Service
Guarantee are provided under

a Master Insurance Policy
undenwriten by State National
Insurance Compary. As this is only
2 summary please see the actual
policy for applicabla terms and
restrictions at Lifelock.com.

P.S. In the time it takes you to read this sentence, another
identity may be stolen. Do not wait. It only takes minutes

to sign up, but act before January 1, 2013 to take part in this
special offer. Call 1-800-647-7134 or visit LifeLock.com now.

the first year of standard Lifelock identity theft protection upon completion of the trial period. Members will eam 1,150 HHonors Bonus Points for standard

mambarship years two and threa upon payment for each respectiva yaar. Hilton HHonors members will eam 5,000 HHonors Bonus Points for the first year of LifeLock Ultimate enrollment upon
completion of the trial period. Members will earn 1,150 HHonors Bonus Points for LifeLock Ultimate membership years two and three upon payment for sach respective year. Hilton HHonars Borus Folnts
do not count toward elite tier qualification. Hilton HHonors™ membership, earning of Points & Miles™ and redemption of Points are subject 1o HHonors Terms and Conditions, HHonors com/Terms.
5tatistics based on identity fraud figures in the “2012 Identity Fraud Survey Report”; javelin Strategy & Research, February 2012 and “Identity Theft And Your Soclal Security Number®;

Soctal Security Admintstration, August 2009,

SPECIAL OFFER FOR HILTON HHONORS MEMBERS a

10% OFF the
Regular Price

HILTON

Name: HHOMORS

<First> <Last>

BONUS! 30 Days of Enroll now—quickly, easily and securely:
LifeLock Membership LifeLock.com or 1-800-647-7134
Earn up to 5,800 Use promotion code:

Hilton HHonors
Bonus Points™

Enroll Before
January 1, 2013!

Dllododdvodnldidlnlilidid

HHONORS1

il OLifeLock

LCTAL-0812 Relentlessly Protecting Your Identity™
DMID HH-DM1

L

LIFELOCK-0132855
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LifeLock” Identity Theft Protection szﬂ‘s?‘
+ 30 Days FREE"

+ Earn up to 5,800 Hilton FROMO CO0F
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ACTIVATE YOUR LIFELOCK MEMBERSHIP NOW.

Usa this card when you visit Lifelock.com o take

advantage of this very special member protection

offer. Lifelock is available 14 hours a day, 7days 2
week, 355 days a year to assistwith your enrollment

OLifeLock

Sty Prodwetig Yous oniity

LIFELOCK-0132857
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Protect Your Identity Today.
Start Your LifeLock® Membership Now.

Enrollment is quick and easy. Just use the enclosed enrollment card to take advantage of your special offer.

() LifeLock

Relentlessly Protecting Your Identity™
BROAF-0812

IVILN3AIINOD
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@LifQLOGk Are You at Risk for Identity Theft?

Relentlessly Protecting Your Identity™

(0 yes [ no
O yes O no
Oyes O no
O yes [ no
O yes O no

O yes O no

Last year, over 11 million Americans had their identities stolen.!
Take this short quiz to find out if you and your family are at risk of becoming the next targets.

Do you give out your Social Security number at the doctor’s office or bank?
Do you receive several pre-approved credit card offers every week?

Do you bank and/or shop online?

Do you ever pay with a check or debit card?

Have you been affected by any of the publicized national data breaches in the
past 18 months?

Are your personal documents—including passport, Social Security cards,
birth certificate and tax records—stored at home or on a computer?

Today, even the most common tasks can expose your sensitive information to the world. If you
answered “YES’ to any of the questions above, you may be at greater risk for identity theft.

* “2012 Identity Fraud Survey Report”; Javelin Strategy & Research, February 2012.

How LifeLock Protects You

LifeLock works 24 hours a day, 7 days a week, 365 days a year to protect you before identity theft happens:

AT HOME WHILE TRAVELING ONLINE

Identity theft is an invasion of your privacy A stolen identity while traveling can leave you The fact is, even if you don’t do business
and a violation of your security. Lifelock: stranded as you spend hours fixing the online, your bank, employer or doctor most
v Notifies you of detected change of problem. Lifelock: certainly does. Lifelock:
address requests to help protect from v Helps you quickly cancel or replace debit + Alerts you when our network detects
thieves redirecting your mail. and credit cards from a lost or stolen wallet. your information in applications for
v Requests your name be removed v Provides 24/7/365 access toa live LifeLock credit and utilities."
from pre-approved credit card lists Member Services Agent via email v Monitors websites for the illegal buying,
(a common source for identity theft). or phone. selling and trading of your personal
information.

"Network does nol cover all irandactions and scope may vary.

Call or visit LifeLock.com now to start your LifeLock membership.

LIFELOCK-0132860
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= US AIRWAYS'
DIVIDEND MILES

O LifeLock
Benefit information enclosed for

US Airways* Dividend Miles members.
ACTION REQUESTED BY MAY 1ST, 2013.

«Address line 3»
<Bar Code>

Dear <First> <Lasts,

Three seconds. That's the time it takes for another unsuspecting American to become a casualty of identity
theft, a crime that victimized nearly one in twenty U.S. adults in 2011.* Ten years ago you didn't hear much
about identity theft. Nowadays, common tasks like sending an email, shopping online or using a credit card
can leave you, your credit and your finances vulnerable to attack.

That is why we are pleased to introduce you to an exciting benefit for US Airways Dividend Miles members that
works 24/7/365 to defend you from identity theft before it happens: LifeLock® identity theft protection.

While no one can prevent all identity theft, LifeLock protects against many of the most serious types of
identity theft.t The sophisticated technology works tirelessly to help protect you both online and offline by:

*  Alerting you when LifeLock detects your information in applications for utility, cell phone and

credit accounts within the extensive LifeLack network.?
*  Patrolling criminal Internet sites for the illegal buying, selling or trading of your personal information.
+  Assisting you in canceling and replacing lost or stolen credit cards to help stop fraudulent charges.

And if LifeLock doesn't protect you from identity theft, Lifelock will spend up to $1,000,000 to hire experts to
help your recovery.?

Best of all, with LifeLock service, the next time you make a purchase, bank online or go to a restaurant, you
can do so with confidence—at home or while traveling.

Act now and get A SPECIAL OFFER of just $9 a month, a savings of 10%, when you sign up for LifeLock
identity theft protection membership before May 1, 2013. Use promo code TRAVEL7S and you will also get
your first 30 days of LifeLock membership FREE* and earn up to 3,000 miles.** After the first 30 days, you'll be
billed automatically at the discounted price of just $9 a month or $99 a year plus applicable sales tax for standard
membership—unless you cancel within the first 30 days by calling 1-800-LifeLock.

Identity theft is real and so are the consequences. We urge you to protect yourself with Lifelock service today.

SRy, P.S. In the time it takes you to read this
j m D it e ¢ £ 2 sentence, another identity may be stolen.
4 Do not wait. It only takes minutes to sign up,
ol D_‘“”s Fer"‘?"d Fema"dez_ ) but act before May 1, 2013 to take part in this
CEO, Lifelock US Airways Managing Director, special offer. Call 1-800-430-1014 or visit

Marketing and Customer Loyalty  Lifelock.com now.

CONFIDENTIAL

194

Special Offer for
US Airways* Dividend Miles members:

30 Days FREE’
+10% OFF = $9/MONTH

<John Q. Samples LIFELOCK IDENTITY THEFT PROTECTION
«Address line 1 AND
<Address line 2 Eam up to 3,000

US Airways Dividend miles!"

*At the end of the first 30

days, your card will be bitled
automatically ($9ma/$99yr plus
applicable sales tax for standard
LifeLack membemshig) unless you
cancel within the 30-day trial
period. You can cancel anytime
without penalty by calling
1-B00-LifeLock. Offer is for

new LifeLock members only.

Protect your identity
with LifeLock
service today:

Proactive identity
threat alerts

Advanced Internet
threat detection

Lost or stolen
wallet protection

24/7/365 access
to a live Member
Services Agent

And more!

Enroll Now:
1-800-430-1014
LifeLock.com

"hetwork does not cover all
transactions and scope may vary.

*The benefits under the Service
Guarantes are provided undar

3 Master Insurance Policy
underwriiten by State Natlanal
Insurance Company. As this is only
@ summary please see the actual
policy for applicable terms and
restrictions at Lifelock.com.

**US Alrways Dividend Miles: Must be an active Lifelock member to eamn Dividend Miles. This offer 1s exclusive to new adult LifeLock members who have not been members within the last 12 months. After
the 30 day trial, you will be swarded 3,500 boaus miles with annu 2l adult/1,000 banws miles with monthly adult LifeLock Ulimate™ membership of 3,000 bonus miles with annual aduly 750 bonus miles
with monthly adult LifeLock® fdentity theft protection membership. Please allow 68 weeks for miles to be credited to your account. US Afrways fs not responsible for the quality or deltvery of goods and/or

services provided by LifeLock or any ather Dividend Miles partnes. All Dividend Miles Terms and Conditions apply.
#2012 Tdemity Fraud Survey Report™; Javelin Stiategy & Research, February 2012

SPECIAL OFFER FOR US AIRWAYS DIVIDEND MILES MEMBERS & U-S AIRWAYS®

DIVIDEND MILES

Name:
[V 10% OFF the

Regular Price <First> <Last>

[ 30 Days FREE’ of Enroll now—quickly, easily and securely:

LifeLock Membership

LifeLock.com or 1-800-430-1014
PLUS, up to 3,000 Use promotion code:
US Airways Dividend
Miles!** TRAVEL75

Enroll Before
May 1, 2013!

LCTRL-0113

DMOZ USA-DM1

| P

() LifeLock’

Relentlessly Protecting Your Identity”

LIFELOCK-0133006
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(i)l_"el_ock M U5 ATRWAYS'

DIVIDEND MILES
Wrbentisusty Protecting Yeor Iduntity”

10% OFF

Lifalock” Identity Thaft Protaction szo'm

WALIE

+30 Days FREE"

and eam up to 3,000 miles™ PROMD CODE:
TRAVELTS

S s  comaitens i o mpamiag s
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ACTIVATE YOUR LIFELOCK MEMBERSHIP NOW.

Use this card when you visit LifeLock.com to take

advantage of this very special member protection

offer. LifeLock is available 24 hours a day, 7 days a
waak, 365 days a year to assist with your enrollment.

OLifeLock

Meientiessy Protecting Pesr [dentity”

LIFELOCK-0133008
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Protect Your Identity Today.
Start Your LifeLock® Membership Now.

Enrollment is quick and easy. Just use the enclosed enrollment card to take advantage of your special offer.

1. Call or visit LifeLock.com to start your identity theft protection today.
2. Provide the promotion code from your enrollment card.
3. Complete enrollment by providing your required information.

' “ ﬁ () LifeLock
: Relentlessly Protecting Your Identity*

TVILN3AIANOD
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oLifeLock Are You at Risk for Identity Theft?

Relentlessly Protecting Your Identity”

[ yes [ no
Oyes U no
O yes O no
O yes [ no
O yes [ no

O yes O no

Last year, over 11 million Americans had their identities stolen.!
Take this short quiz to find out if you and your family are at risk of becoming the next targets.

Do you give out your Social Security number at the doctor’s office or bank?
Do you receive several pre-approved credit card offers every week?

Do you bank and/or shop online?

Do you ever pay with a check or debit card?

Have you been affected by any of the publicized national data breaches in the
past 18 months?

Are your personal documents—including passport, Social Security cards,
birth certificate and tax records—stored at home or on a computer?

Today, even the most common tasks can expose your sensitive information to the world. If you
answered ‘“YES to any of the questions above, you may be at greater risk for identity theft.

%2012 Identity Fraud Survey Report™; Javelin Strategy & Research, February 2012.

How LifeLock Protects You

LifeLock works 24 hours a day, 7 days a week, 365 days a year to protect you before identity theft happens:

AT HOME WHILE TRAVELING ONLINE

Identity theft is an invasion of your privacy A stolen identity while traveling can leave you The fact is, even if you don’t do business
and a violation of your security. Lifelock: stranded as you spend hours fixing the online, your bank, employer or doctor most
« Notifies you of detacted change of problem. LifeLock: certainly does. Lifelock:
address requests to help protect from v Helpsyou quickly cancel or replace debit ¢ Alerts you when our network detects
thieves redirecting your mail. and credit cards from a lost or stolen wallet. your information in applications for
v Requestsyour name be removed v Provides 24/7/365 access to @ live LifeLock credit and utilities.”
from pre-approved credit card lists Member Services Agent via email « Monitors websites for the illegal buying,
(a comman source for identity theft). or phone. selling and trading of your personal
information.

"Network does nol cover all iraasactions and scope may vary,

Call or visit LifeLock.com now to start your LifeLock membership.

LIFELOCK-0133010
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CHoICEprivileges®

O)LifeLock

Benefit information enclosed for members of Choice Privileges.

ACTION REQUESTED by June 1, 2013—and use promo code CHOICEDM3!

30Da

CONFIDENTIAL

214

Special Offer for
Members of Choice Privileges:

vs FREE’

+10% OFF = $9/MONTH

LIFELOCK IDENTITY THEFT PROTECTION

<John Q. Sample>
<Address line 1>
<Address line 2>
<Address line 3>
<Bar Code>

\

Membership Activation Notice

Toll-Free Activation Hotline: 1-800-518-7902 or visit LifeLock.com
NEW MEMBER OFFER: FREE for 30 Days” when you activate before the deadline.
Your unique promo code: CHOICEDM3 Act before: june 1, 2013

<Dear John Q. Sample:»

Three seconds. That's the time it takes for another unsuspecting American to become a casualty of identity
theft, a crime that victimized nearly one in twenty LL.S. adults in 2011.1

Ten years ago you didn't hear much about identity theft. Nowadays, common tasks like sending an email or
shopping online can leave you, your credit and your finances vulnerable to attack.

That is why [ am pleased to introduce you to an exciting offer for members of Cholce Privileges that works
24/7/365 to defend you from identity theft before it happens: LifeLock® identity theft protection.

The sophisticated technology from LifeLock works tirelessly to help protect you both online and offline by:

+ Alerting you when your information is detected in applications for utility, cell phone and credit card
accounts within the extensive LifeLock network.t

» Patrolling criminal Internet sites for the illegal buying, selling or trading of your personal information.
+ Assisting you in canceling and replacing lost or stolen credit cards to help stop fraudulent charges.

While no one can prevent it entirely, LifeLock protects against many of the most serious types of identity theft.t
And if LifeLock doesn’t protect your identity, we will spend up to $1.000,000 to hire experts, lawyers and
whomever else necessary to help your recovery.#

Act now and recefve a SPECIAL CHOICE PRIVILEGES OFFER of 10% OFF the regular price when you sign
up for LifeLock identity theft protection membership before June 1, 2013. Use promo code CHOICEDM3 and
you will also get your first 30 days of LifeLock membership FREE* and earn up to 4,500 Choice Privileges
points.** After the first 30 days, you'll be billed automatically at the discounted price of just $9 a month or $99
ayear plus applicable sales tax for standard membership—a savings of 10%—unless you cancel within the first 30
days by calling 1-800-LifeLock.

Identity theft is real and so are the consequences. Protect yourself with LifeLock service today.

Sincerely,

.

-
Todd Davis, CEOQ, LifeLock

P.S. In the time it takes you to read this sentence, another identity may be stolen. Do not wait.
It only takes minutes to sign up, but act before June 1, 2013 to take part in this special offer.
Call 1-800-518-7902 or visit LifeLock.com now.

#*Must be an active Lifelock member for 31 days to earn Choice Privileges points. Please allow 6-8 weeks for Choice Privileges points to be credited to your

account. Cholce Privileges members will earn 2,500 Chotce Privileges points for the first year of standard LifeLock identity theft protection and 1,000 Choice

Privileges points for standard membership in each of years 2 and 3. Choice Privileges members will earn 3,500 Choice Privileges points for the first year of

LifeLock Ultimate™ enrollment and 1,250 Choice Privileges potnts for LifeLock Ultimate membership in each of years 2 and 3. Cholce Privileges membership,

eamning of Choice Privileges points and redemption of Choice Privileges points are suh}ect 1o Choice Privileges terms and conditions, Choice Privileges is owned
Choice Hotels International, Inc. Choice Hotels International is not affillated with Lifelock.

2012 Identity Fraud Survey Report”™; Javelin Strategy & Research, February 2012,
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AND

Eam up to 4,500
Choice Privileges points*

*At the end of the first 30 days, your
card will be billed automatically
($9mo/$99yr plus applicable

sales tax for standard Lifelock
membership) unless you cancel
within the 30-day trial period. You
can cancel anytime without penalty
by calling 1-800-LifeLack. Offer ts
for new LifeLock members only,

Protect your
identity with LifeLock
service today:

Proactive identity
threat alerts

Advanced Internet
threat detection

Lost or stolen
wallet protection

Access to special
identity theft
Member Services
Agents

And more!

Enroll Now:
1-800-518-7902
LifeLock.com

tNetwork does not cover all
transactions and scope may vary.
The benefits under the Service
Guarantee are provided under a
Master Insurance Policy underw ritten
by State National Insurance
Company. As this 1s only a summary
please see the actual policy for
applicable terms and restrictions

at LifeLock.com.
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{)LifeLock QUICK QUIZ:

Relentlessly Protecting Your Identity”

Choice Privileges Member: <John Q. Sample> IS LIFELOCK PROTECTION RIGHT FOR YOU?
Read what LifeLock members say. YES NO
Then call 1-800-518-7902 or visit LifeLock.com for 30 Days FREE’ L O pe yau pay f?’ most purchases using a
+10% OFF and earn up to 4,500 Choice Privileges points.” credit or debit card?
. 3 7
Real LlfeLOCk Members [0 [0 Have you ever misplaced your wallet?
?
SHARE THEIR STORIES: L1 O Do you shop on the Internet?
] [ Have any of your financial institutions
Y
“LifeLock’s protection has made me feel very suffered a data breach in the past 18 months?
safe about my identity—two incidents later
and no damage.” [ [ Haveyou ever disposed of, donated or
— LIFELOCK MEMBER, GENEZ. recycled an old computer?
] [ Are your personal files—including passport and
= i ?
L m— tax returns—stored in an unsecure place?
LifeLock caught it quickly. Within hours of [ [J Do you dispose of mail without shredding it?
th ts ing, we had received th
.e e o'g.e . g ? s [J [ Is your mailbox unsecure or accessible to
first call from Lifelock—which stopped any . s
A others besides your postal carrier?
further problems.
— LIFELOCK MEMBER, KRISTINA E. [1 [ Do you own a laptop computer?
“I was a victim of identity theft, so I signed [ [0 Haveyou ever left your credit or debit card
up for LifeLock. Six months later, [ still was behind in a shop or restaurant?
getting fraudulent applications, but LifeLock i 5
was catching all of them. Fortunately, in [ L Do you travel more than twice a year?
April 2010, it all stopped—and that's really [J [ Are you using your home Internet service
because of Lifelock.”  _ | 1ee ock memeR, jusTin L. without an up-to-date firewall?
Even if you answered YES to just one
“Lifelock saved me twice within the first five of the above questions, please call
manths of my enroliment.” LifeLock at 1‘800‘518'7902 to
— LIFELOCK MEMBER, MICHELE C. become a member right away.

LCTRL2-0113

/\\’7/\\%%\\’@\\@\\@\\//\\%\\%\\)\/]\\%\\%\
| @LifeLock’ AWARD CERTIFICATE croceprivileges’

MYES! Please activate my LifeLock” membership | Please act by June 1, 2013
to help protect my well-earned reputation—and and use promo code CHOICEDM3 to receive:
hard-earned money. I understand that I can cancel 30 Days FREE'

within 30 days and owe nothing." I also understand = -
I'll receive 10% OFF the regular LifeLock + 10% OFF LifeLock Membership

membership rate if I decide to remain a member. and earn up to 4,500 Choice Privileges points
Activate your membership TODAY by calling 1-800-518-7902 or visit LifeLock.com

*At the end of the first 30 days, your card will be billed automatically ($9moy$99yr plus applicable sales tax for standard LifeLock membership) unless you cancel
within the 30-day trial period. You can cancel anytime without penalty by calling 1-800-LifeLock. Offer is for new LifeLock members only.
**Must be an active LifeLock member for 31 days to eam Choice Privileges points, Please allow 6-8 weeks for Choice Privileges points to be credited to your account.
Cholce Privileges members will earn 2,500 Cholce Frlvﬂeas polnts for the first ye goar of standard LifeLock Identity theft protection and 1,000 Choice Privileges points for standard
membership in each of years 2and 3. Choice Privileges members will earn 3,500 Choice Privileges points for the first year of LifeLock Ulrimate™ enroliment and 1,250 Choice Priv lleges
points for LifeLock Ultimate membership In each of years 2 and 3. Cholce Privileges membership, earning of Choice Privileges points and redemption of Cholce Privileges points are
suh|ect ] chnlce Prmleaes lerrns and mndlnons Cholce Prhrlleges ls owned by Eho1ce Hotels lmernaunnal Inc. Cho!:e Hole{s lnternatlunal 15 not alﬁliated with I.IleLock.

L]
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@% | rewardz ne ) LifeLock

Relentlessly Protecting Your Identity”
SPECIAL OFFER:
A Gain Sample 0 Days FREE* + 10% OFF = $9/MONTH
8003 Franklin Farms Dr nd get up to 2,400 Reward Zone Points**
Suite 200
Richmond. VA 23229 LIFELOCK IDENTITY THEFT PROTECTION
XIOOOOOON X KXOOO O that’s nearly $50 in Best Buy rewards!

Promotional code: BBOM6B Act before October 1, 2013

“At the end of the first 30 days, vour card will be billed sutomatically {$9mo/$9% 0
plus lgsinblr sales tax for standard Life Lock membership) unless you cancel within
30-day trial pariod, You can cancel any time without penalty by calling
1-800-Lifelnck, Dffer is for new Lifelock members onky.

MOST OF US THINK WE'RE THE LAST PERSON THAT WOULD EVER HAVE THEIR IDENTITY STOLEN...
Dear «A. Gain Sample,

With over 12.6 million Americans having fallen victim to identity theft in 2012 alone,' it's all too common to hear stories of how
this crime has had a lasting and detrimental impact on people’s lives, We just don't think it can happen to us. THAT'S WHY
BEST BUY® REWARD ZONE® IS PROUD TO PARTNER WITH LIFELOCK® IDENTITY THEFT PROTECTION SERVICE WITH A
FREE 30-DAY TRIAL PLUS 10% OFF* AND GET UP TO 2,400 REWARD ZONE POINTS.** While no one can prevent all identity
theft, LifeLock protects against many of the most serious types of identity theft.”

Here are some stories from actual victims. And they are from people just like you.

Name:  Justin L

Incident: *1got a call from a credit card company saying, ‘We want to verify this
application that you applied for' | said, T don't know who you are. [
never applied for anything”’ That started about a six month nightmare.
1said enough is enough and signed up for Lifelock..”

lifeLock member since 2009

Name:  Michele C.

Incldent: “Somebody got & copy of my driver’s license and they went shead and
manufactured a bunch of false checks. They took them to a brand name
store and cashed checks that were lnprmd A very good friend of mine
said | should sign up for Lifelock

LifeLock member since 2009

Mame:  Kristina E.

Incident: "I called Lifelock and said, “This company is trying to get a hold of me,
and they want to know why [ have over $1,000 that 1 owa them. ['ve
never opened an account with them.” LifeLock was so incredible, they
took care of everything...”

LifeLock member since 2009

These are real members who allowed LifeLock to share their stories.

PROTECT YOURSELF AND YOUR FAMILY AGAINST IDENTITY THEFT WITH LIFELOCK SERVICE TODAY, ALL WHILE EARNING
REWARD ZONE POINTS.

Unfortunately, identity theft is a real threat every day. So don'twait until you become another statistic, start protecting your
vital persanal information today. It takes just minutes to sign up—and then you can rest easy. Try LifeLock protection today and
get it FREE FOR 30 DAYS PLUS 10% OFF* AND GET UP TO 2,400 REWARD ZONE POINTSI**

Siggerely,
Bob Soukup, Senior Director, Loyalty, Best Buy, Inc.
“IF TKNEW IT WAS THIS EASY, I WOULD HAVE SIGNED UP MONTHS AGO!”

'
LIFELOCK IDENTITY THEFT PROTECTION $1 MILLION TOTAL SERVICE GUARANTEE

ONLY $9 A MONTH WITH THIS OFFER I you by vicsh of ety thed,
LifeLock will spend up to $1 million to hire experts to help your recovery.

Call 1-877-677-7999 or visit LifeLock.com today and get a 30-Day FREE Trial plus 10% OFF* and get up to 2,400 Reward Zone
points.** Be sure to use promo code BBDM6B when signing up! Act before October 1, 2013.

'Nemk does not cover all transactions and scope may vary
mpu undlr hth\“:lﬁulmu& aMaster allcy by State Nattonal Insurance Compary. As this |5 only o summary pleass see the actual policy for

L&m‘nﬂk.m‘w“’n S5 s o 1ALk s w5t et Sl b Tt s e Tons bt tcrarck i he s aed oo of ety
o P’mwgm wlnrni il A““ be an active Lifelock member for 31 days 2fter enrollment to be eligibls for polets. Dffer 1s for new Lifelock members only. Plaase allow 6-8 wesks

“How Corsumers can Protect Against Identity Fraudstersin 2013" Javelin Strategy & Research, February 2013
I yow no longer wish to recetve mail from Bast Buy, please send a request, along with your name ard malling address to: Best Buy Corporate Campus,
7501 Penin Ave. 5, Richield, MN 55423 3645, ATTN: Customer CarefPrivacy. DMOT BB-DM2  LTRCFBB-0713
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YOU NEVER THINK IT CAN HAPPEN...UNTIL IT HAPPENS.

*How Consumers can Protect Against [dentily Fraudsters in 2013%;Javelin Strategy & Research, February 2013,

(Almost 1 in 4 consumerswho received a data breach notification in 2012 became a fraud victim 2)
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()LifeLock

Relentlessly Protecting Your Identity”

X

CONFIDENTIAL

American Airlines

AAdvantage \"\_

<Address Line 1>
<Address Line 2>
<Address Line 3>
<Bar Code>

Dear <First Name><Last Name>,

more important.

=
Up to 5,000 AAdvantage bonus miles” reserved for: 10% OFF" = $9/Month
for American Airlines AAdvantage
mbers plus earn up to 5,000
st NamesLast Name» AAdvantage bonus miles”
Call 1-866-914-9167
or visit LifeLock.com
) Use promo code: AAG5
J
See next page for offer details
From neighborhood stores and restaurants to healthcare providers and employers, you leave a trail of personal
information practically everywhere you go. Helping make sure that information stays personal has never been
That's why LifeLock is proud to bring valued American Airlines AAdvantage® members like you this exclusive offer:
10% OFF’ LifeLock® identity theft protection—and up to 5,000 AAdvantage bonus miles.”
Here are some stories from actual LifeLock members. And they are from people just like you.
ﬁ CASE FILE: 3672-86
~
Name:  Justinl.
Incident: "I got a call from a credit card company saying, We want to verify this
application that you applied for.’ I said, I don't know who you are. [
never applied for anything.' That started about a six month nightmare.
[ said enough is enough and signed up for LifeLock...”
LifeLock member since 2009
J
3
Name:  Michele C.
Incident: “Somebody got a copy of my driver's license and they went ahead and
manufactured a bunch of false checks. They took them to a brand name
store and cashed checks that were approved. A very good friend of mine
said I should sign up for Lifelock...”
LifeLock member since 2009
7
“
Name:  Kristina E.
Incident: "I called Lifelock and said, This company is trying to et a hold of me,
and they want to know why I have over $1,000 that I owe them. I've
never opened an account with them.’ LifeLock was so incredible, they
took care of everything..."
LifeLock member since 2009
J
These are real members who have allowed LifeLock to share their stories.
If you would like to read additional member stories or learn more details, visit LifeLock.com.
over, please
LTRAABCF-0913
LIFELOCK-0133461
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How LifeLock helps stop the misuse of your personal information:

+ Proactively monitors to uncover whether your name or personal information is being used to open new credit
and non-credit accounts without your knowledge.

+ Scans criminal Internet sites for illegal buying, selling or trading of your personal information.
+ Alerts you if we detect your personal information may have been used and assigns a risk level.’
+ Cancels or replaces credit or debit cards if your wallet is lost or stolen to help stop fraudulent charges.

* Provides 24/7/365 phone support with access to special identity theft Member Services Agents to work with you
until you're satisfied that your good name is secure.

Protect yourself and your family against identity theft with this exclusive
LifeL.ock offer for American Airlines AAdvantage® Members:

10% OFF’ LifeLock membership
AND
Earn up to 5,000 AAdvantage bonus miles™

Accept this offer now by calling 1-866-914-9167 or visit LifeLock.com. Use promo code AAB5.

Keep in mind, identity theft is a real threat. So don't wait ... start protecting yourself today. It takes just minutes to sign
up—and then you can leave the rest to us. But don't take my word for it. Enroll in LifeLock" service today and get
10% OFF" plus earn up to 5,000 AAdvantage bonus miles!”

Sincerely,

Jott Des

Todd Davis
CEO, LifeLock

“If | knew it was this easy, | would have signed up months ago!”

LifeLock Identity Theft Protection  $1 Million Total Service Guarantee'

10% OFF" for American Airlines If you become a victim of identity theft, LifeLock will spend
AAdvantage Members up to $1 million to hire experts to help your recovery.

Call 1-866-914-9167 or visit LifeLock.com today to receive 10% OFF" and
up to 5,000 AAdvanatage bonus miles.” Be sure to use promo code AA65 when signing up.

'Network does not cover all transactions and scope may vary. No one can prevent all identity theft.

#The benefits under the Service Guarantee are provided under a Master Insurance Policy underwritten by State National Insurance Company. As this is
only a summary please see the actual insurance policy for applicable terms and restrictions at LifeL.ock.com.

‘Offer is for new Lifel ock members only. Pricing refers to standard LifeLock identity theft protection only and does not include applicable sales tax.

"Must be an active LifeLock member for 31 days to earn AAdvantage® miles. Please allow 6 8 weeks for AAdvantage® miles to post to your account.
AAdvantage® members will earn 2,500 AAdvantage® miles for the first year of standard LifeLock enrollment and 1,250 AAdvantage® miles for membership
years 2 and 3. AAdvantage® members will earn 3,000 AAdvantage® miles for the first year of LifeLock Ultimate™ enroliment and 1,250 AAdvantage® miles
for membership years 2 and 3. The additional AAdvantage® miles for years 2 and 3 will be posted to the AAdvantage® member's account at the beginning
of each of the respective membership years. You can cancel anytime without penalty by calling 1 800 LifeLock. Offer is for new LifeLock members

only. American Airlines reserves the right to change the AAdvantage® program and its terms and conditions at any time without notice, and to end the
AAdvantage® program with six months notice. Any such changes may affect your ability to use the awards or mileage credits that you have accumulated.
Unless specified, AAdvantage® miles eared through this promotion/offer do not count toward elite status qualification or Million Miler™ status.

American Airlines Is not responsible for products or services offered by other participating companies. For complete details about the AAdvantage®
program, visit aa.com/aadvantage.

American Airlines, AAdvantage, the Flight Symbol logo and Million Miler are marks of American Airlines, Inc.

12012 Identity Fraud Survey Report™; Javelin Strategy & Research, February 2012,

LIFELOCK-0133462
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Trademark Electronic Search System (TESS) Page 1 of 2

United States Patent and Trademark Office

Home|Site Index | Search | FAQ| Glossary | Guides | Contacts| eBusiness | eBiz alerts| News | Help

Trademarks > Trademark Electronic Search System (TESS)

TESS was last updated on Tue Sep 23 03:21:01 EDT 2014

Logout | Please logout when you are done to release system resources allocated for you.

Record 1 out of 1

( Use the "Back" button of the Internet Browser to

return to TESS)

RELENTLESSLY PROTECTING
YOUR IDENTITY

Word Mark

Goods and
Services

Standard
Characters
Claimed

Mark Drawing
Code

Serial Number
Filing Date
Current Basis

Original Filing
Basis

RELENTLESSLY PROTECTING YOUR IDENTITY

IC 036. US 100 101 102. G & S: Providing credit reporting data maintained by others; credit risk
management and consultation services in the field of identity theft, namely, assistance with restoring
and analyzing credit damaged by identity theft; providing advice and consultation in the field of credit
reports and credit scores in the context of identity theft; fraud resolution assistance, namely,
assistance with restoring credit damaged by identity theft; and providing reimbursement of costs
associated with identity theft. FIRST USE: 20100600. FIRST USE IN COMMERCE: 20100600

IC 045. US 100 101. G & S: Fraud detection and prevention services in the nature of arranging
secure authentication of personal data in requests to open banking, credit, credit card, insurance,
loan, and other financial accounts; Fraud and identity theft protection services; monitoring the
Internet, public records, credit reports, private and public electronic databases, and unregulated
global computer networks to facilitate the detection and prevention of identity theft and fraud;
providing a secure interactive website concerning notifications of potential fraud and potential identity
theft; resolution assistance, namely, providing advice and consultation in the field of data theft and
identity theft; consultation in the field of data theft and identity theft; and tracking, monitoring, and
reporting regarding consumer credit reports and changes thereto for purposes of protecting against
data theft, identity theft and fraud. FIRST USE: 20100600. FIRST USE IN COMMERCE: 20100600

(4) STANDARD CHARACTER MARK

85095370
July 28, 2010
1A

1B

FTC-0002086
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Adobe Security Bulletin Page | of 4

Adobe Security Bulletin

Security updates available for Adobe Flash Player

Release date: April 28, 2014
Vulnerability identifier: APSB14-13
Priority: See table below

CVE number: CVE-2014-0515

to the latest Google Chrome version, which will include Adobe Flash Player 13.0.0.206 for
Windows, Macintosh and Linux.

+ Adobe Flash Player 13.0.0.182 installed with Internet Explorer 10 will automatically be

updated to the latest Internet Explorer 10 version, which will include Adobe Flash Player
13.0.0.206 for Windows 8.0.

* Adobe Flash Player 13.0.0.182 installed with Internet Explorer 11 will automatically be
updated to the latest Internet Explorer 11 version, which will include Adobe Flash Player
13.0.0.206 for Windows 8.1.

Affected software versions

» Adobe Flash Player 13.0.0.182 and earlier versions for Windows
» Adobe Flash Player 13.0.0.201 and earlier versions for Macintosh
» Adobe Flash Player 11.2.202.350 and earlier versions for Linux

FTC-0002088
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Adobe Security Bulletin Page 2 of 4

To verify the version of Adobe Flash Player installed on your system, access the About Flash
Player page, or right-click on content running in Flash Player and select "About Adobe (or
Macromedia) Flash Player" from the menu. If you use multiple browsers, perform the check for
each browser you have installed on your system.

Solution

Adobe recommends users update their software installations by following the instructions
below:

» Adobe recommends users of Adobe Flash Player 13.0.0.182 and earlier versions for
Windows update to the newest version 13.0.0.206 by downloading it from the Adobe Flash
Player Download Center, or via the update mechanism within the product when prompted.

+ Adobe recommends users of Adobe Flash Player 13.0.0.201 and earlier versions for
Macintosh update to the newest version 13.0.0.206 by downloading it from the Adobe Flash
Player Download Center, or via the update mechanism within the product when prompted.

+ Adobe recommends users of Adobe Flash Player 11.2.202.350 and earlier versions for
Linux update to Adobe Flash Player 11.2.202.356 by downloading it from the Adobe Flash
Player Download Center.

+ For users of Flash Player 11.7.700.275 and earlier versions for Windows and Macintosh,
who cannot update to Flash Player 13.0.0.206, Adobe has made available the update Flash
Player 11.7.700.279*, which can be downloaded here.

» Adobe Flash Player 13.0.0.182 installed with Google Chrome will automatically be updated
to the latest Google Chrome. version, which will include Adobe Flash Player 13.0.0.206 for
Windows, Macintosh and Linux.

+ Adobe Flash Player 13.0.0.182 installed with Internet Explorer 10 will automatically be
updated to the latest Internet Explorer 10 version, which will include Adobe Flash Player
13.0.0.206 for Windows 8.0.

» Adobe Flash Player 13.0.0.182 installed with Internet Explorer 11 will automatically be
updated to the latest Internet Explorer 11 version, which will include Adobe Flash Player
13.0.0.206 for Windows 8.1.

* Beginning May 13, 2014, Adobe Flash Player 13 for Mac and Windows will replace version
11.7 as the extended support version. Adobe recommends users upgrade to version 13 to
continue to receive security updates. See this blog post for further details
http://blogs.adobe.com/flashplayer/2014/03/upcoming-changes-to-flash-players-extended-
support-release.htmi

Priority and severity ratings

Adobe categorizes these updates with the following priority ratings and recommends users
update their installation to the newest version:

Product Updated version Platform Priority rating
Adobe Flash Player  13.0.0.206 L";’:if:::ha"d ;
Int t Expl 10 f
1300208 Widows 80 1
Int t Expl 11 f
190:0:206 Windows84 1

FTC-0002089
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Adobe Security Bulletin

13.0.0.206

11.7.700.279
11.2.202.356

Page 3 of 4

Chrome for Windows, 1
Macintosh and Linux

Windows and

Macintosh
Linux

These updates address a critical vulnerability in the software.

Details

Adobe has released security updates for Adobe Flash Player 13.0.0.182 and earlier versions
for Windows, 13.0.0.201 and earlier versions for Macintosh and Adobe Flash Player

11.2.202.350 and earlier versions for Linux. These updates address vulnerabilities that could
potentially allow an attacker to take control of the affected system. Adobe recommends users
update their product installations to the latest versions:

s lleare Anf Adnkha Elach Dlauar 12 NN 127 and aarliar varcinne far \WWindaawe ehanld nimdata tn

Affected Software

Flash Player 13.0.0.182 and earlier
versions for Windows

Flash Player 13.0.0.201 and earlier
versions for Macintosh

Flash Player 13.0.0.182 and earlier
versions for Windows (network
distribution)

Flash Player 13.0.0.201 and earlier
versions for Macintosh (network
distribution)

Flash Player 11.2.202.350 and
earlier for Linux

Recommended Player
Update

13.0.0.206

13.0.0.206

13.0.0.206

13.0.0.206

11.2.202.356
13.0.0.206

Availability

Flash Player Download Center

Flash Player Download Center

Flash Player Licensing

Flash Player Licensing

Flash Player Download Center

Google Chrome Releases

FTC-0002090
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Adobe Security Bulletin Page 4 of 4

Flash Player 13.0.0.182 and earlier

for Chrome (Windows, Macintosh

and Linux)

Flash Player 13.0.0.182 and earlier

in Internet Explorer 10 for Windows 13.0.0.206 Microsoft Security Advisory
8.0

Flash Player 13.0.0.182 and earlier

in Internet Explorer 11 for Windows 13.0.0.206 Microsoft Security Advisory
8.1

Acknowledgments.

Adobe would like to thank Alexander Polyakov of Kaspersky Labs for reporting CVE-2014-
0515 and for working with Adobe to help protect our customers.

Choose your region Products Downloads Learn & Support Company

Copyright © 2015 Adobe Systems Incorporated. All rights reserved.
Terms of Use | Privacy | Cookies
AdChoices
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The Adobe Severity Rating System is a guideline to help our developers assess the security
impact of known software vulnerabilities.

The definitions of the severity ratings are:

Rating Definition

Critical A vulnerability, which, if exploited would allow malicious native-
code to execute, potentially without a user being aware.

Important A vulnerability, which, if exploited would compromise data
security, potentially allowing access to confidential data, or
could compromise processing resources in a user's computer.

Moderate A vulnerability that is limited to a significant degree by factors
such as default configuration, auditing, or is difficult to exploit.

FTC-0002092
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Severity ratings Page 2 of 2

Low A vulnerability that has minimal impact and is extremely
difficult to exploit.

SECURITY BULLETINS
NOTIFICATION SERVICE
ALERT US

SEVERITY RATINGS
ACKNOWLEDGMENTS
PSIRT PGP Key

Choose your region Products Downloads Learn & Support Company
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Appendix B: Compensating Controls

Compensating controls may be considered for most PCI DSS requirements when an entity cannot meet a
requirement explicitly as stated, due to legitimate technical or documented business constraints, but has
sufficiently mitigated the risk associated with the requirement through implementation of other, or
compensating, controls.

Compensating controls must satisfy the following criteria:
1. Meet the intent and rigor of the original PCI DSS requirement.

2. Provide a similar level of defense as the original PCl DSS requirement, such that the compensating
control sufficiently offsets the risk that the original PCI DSS requirement was designed to defend
against. (See Navigating PCI DSS for the intent of each PCI DSS requirement.)

3. Be “above and beyond" other PCI DSS requirements. (Simply being in compliance with other PCI
DSS requirements is not a compensating control.)

When evaluating “above and beyond” for compensating controls, consider the following:.

Note: The items at a) through c) below are intended as examples only. All compensating controls must be
reviewed and validated for sufficiency by the assessor who conducts the PCl DSS review. The
effectiveness of a compensating control is dependent on the specifics of the environment in which the
control is implemented, the surrounding security controls, and the configuration of the control. Companies
should be aware that a particular compensating contro! will not be effective in all environments.

a) Existing PCI DSS requirements CANNOT be considered as compensating controls if they are
already required for the item under review. For example, passwords for non-console
administrative access must be sent encrypted to mitigate the risk of intercepting clear-text
administrative passwords. An entity cannot use other PCI DSS password requirements (intruder
lockout, complex passwords, etc.) to compensate for lack of encrypted passwords, since those
other password requirements do not mitigate the risk of interception of clear-text passwords. Also,
the other password controls are already PCI DSS requirements for the item under review
(passwords).

b) Existing PCI DSS requirements MAY be considered as compensating controls if they are required
for another area, but are not required for the item under review. For example, two-factor
authentication is a PCI DSS requirement for remote access. Two-factor authentication from within
the internal network can also be considered as a compensating control for non-console
administrative access. when transmission of encrypted passwords cannot be supported. Two-
factor authentication may be an acceptable compensating control if: (1) it meets the intent of the
original requirement by addressing the risk of intercepting clear-text administrative passwords;
and (2) it is set up properly and in a secure environment.

c) Existing PCI DSS requirements may be combined with new controls to become a compensating
control. For example, if a company is unable to render cardholder data unreadable per
Requirement 3.4 (for example, by encryption), a compensating control could consist of a device
or combination of devices, applications, and controls that address all of the following: (1) internal
network segmentation; (2) IP address or MAC address filtering; and (3) two-factor authentication
from within the internal network.

4. Be commensurate with the additional risk imposed by not adhering to the PC| DSS requirement

The assessor is required to thoroughly evaluate compensating controls during each annual PCI DSS
assessment to validate that each compensating control adequately addresses the risk the original PCI
DSS requirement was designed to address, per items 1-4 above. To maintain compliance, processes and
controls must be in place to ensure compensating controls remain effective after the assessment is
complete.

FTC-0002165
PCI DSS Requirements and Security Assessment Procedures, Version 2.0 October 2010
Copyright 2010 PCI Security Standards Council LLC Page 72
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Appendix C: Compensating Controls Worksheet

Use this worksheet to define compensating controls for any requirement where compensating controls
are used to meet a PCI DSS requirement. Note that compensating controls should also be documented in
the Report on Compliance in the corresponding PCI DSS requirement section.

Note: Only companies that have undertaken a risk analysis and have legitimate technological or
documented business constraints can consider the use of compensating controls to achieve compliance.

Requirement Number and Definition:

Information Required Explanation

1. Constraints List constraints precluding compliance
with the original requirement.

FTC-0002166
PCI DSS Requirements and Security Assessment Procedures, Version 2.0 October 2010
Copyright 2010 PC! Security Standards Council LLC Page 73
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Compensating Controls Worksheet — Completed Example

Use this worksheet to define compensating controls for any requirement noted as “in place” via

compensating controls.

Requirement Number: 8.7—Are all users identified with a unique user name before allowing them to
access system components or cardholder data?

1. Constraints

2 ODhiecrtive

6. Maintenance

Information Required

List constraints precluding
compliance with the original
requirement.

Nefine tha nhiartiva nf tha

Define process and controls
in place to maintain
compensating controls.

Explanation

Company XYZ employs stand-alone Unix
Servers without LDAP. As such, they each
require a “root” login. It is not possible for
Company XYZ to manage the “root” login nor
is it feasible to log all “root” activity by each
user.

Tha nhiartiva nf raniirina rininine Innine ic

performing actions under root privileges.

Company XYZ documents processes and
procedures to ensure SU configurations are
not changed, altered, or removed to allow
individual users to execute root commands
without being individually tracked or logged.

FTC-0002167
PCI DSS Requirements and Security Assessment Procedures, Version 2.0 October 2010
Copyright 2010 PC! Security Standards Council LLC Page 74
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BAIRD, WILLIAMS & GREER, L.LP.
6225 NORTH 24™ STREET, SUITE 125
PHOENIX, ARIZONA 85016
TELEPHONE (602) 256-9400

Michael C. Blair (018994)
mblair@bwglaw.net
Attorneys for plaintiff

1 UL 115 VULIPIGIHE GEAIISE UUILHUGLS, PIGHILLL GHUELS a5 1ULIU W 3.
- Jurisdiction and Venue -

1. This action against defendant LifeLock, Inc., arises under the whistleblower protection
provisions of the Sarbanes-Oxley Act, 18 U.S.C. § 1514A, and the Dodd-Frank Act, 15 U.S.C. §
78u-6(h)(1)(A). This court has subject matter jurisdiction pursuant to 18 U.S.C. § 1514A(b)(1)(B)
and 28 U.S.C. § 1331.

2. This action against defendants Kim Jones and Cristy Schaan seeks relief for Arizona
state law claims for defamation. This court has supplemental jurisdiction over these claims pursuant

to 28 U.S.C. § 1367(a).

FTC-0002175
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3. Venue is proper pursuant to 18 U.S.C. § 1514A(b)(1)(B) and 28 U.S.C. § 1391(b)

because the events described herein occurred within this district.

- Parties -
4. Plaintiff Michael D. Peters is a married man who is a citizen of Arizona.
5. Peters 1s an internationally recognized authority on information technology security.

He has published numerous books and articles on the subject and has been a keynote speaker at

several security conferences throughout the United States and overseas.

- Demand for Jury Trial -
10.  Peters demands a jury trial pursuant to 18 U.S.C. § 1514A(b)(2)(E).
- Factual Background -

11.  Inearly 2013, Peters was working as the Chief Information Security Officer (“CISO”)
for CrossView, Inc., in Midland, Georgia. He was contacted by a recruiter looking to fill a CISO
position at LifeLock. Peters was intrigued with this opportunity so he decided to pursue it.

12, What followed was an intense screening and vetting process by LifeLock. This
included more than twelve face-to-face interviews, numerous telephonic interviews, drug testing,

a thorough review of eight years of Peters’s tax returns, thorough criminal and civil background

2
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checks, and background checks on his education and employment. Indeed, the screening process
LifeLock used was more detailed and invasive than when Peters obtained a secret clearance from
the United States Air Force. All checks and testing resulted in a clear or satisfactory result.

13.  LifeLock offered Peters the position of CISO on May 23, 2013. He accepted the
position on May 24. The offer was contingent upon the successful completion of background checks
and drug testing. A third party, TalentWise, performed those background checks and drug testing
for LifeLock. Peters successfully passed them on May 17 and May 30, respectively.

a. LifeLock’s manager of database administration, Jacqueline Hufford-Jensen,
signed a Sarbanes-Oxley audit verifying that the information contained in that
audit was true and correct even though the time period she was attesting to
predated her hiring date at LifeLock.

b. LifeLock’s director of internal audits, Tony Valentine, had “collected”
evidence from the information security team that existed prior to Peters’s
arrival related to access logging, audit logging, audit log reviews, network

security controls, and data leakage controls that either (1) did not truly exist

FTC-0002177
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because the technology was still in boxes; or (2) LifeLock lacked the staff to
keep track of everything; or (3) such reviews were not actually conducted.

LifeLock employee Dave Bridgman told Peters that LifeLock’s current
practice was to manipulate the customer alerts sent to its elderly customers.
LifeLock would turn off or reduce the services alerting elderly customers to
reduce the call volume received by LifeLock’s customer support center. Peters

believed this was fraudulent since 1t sold its services to the general public

service providers as intrusive, illegal, illegitimate, and then blacklist the source
address. The unknowing third-party cloud hosting service would suffer
significant business damage and LifeLock could face significant liability

thereby damaging its sharcholders.

LifeLock’s security posture was at high risk. Peters determined that LifeLock’s
internal capacity for governance implemented (policies, audit plan, change controls, architectural
review, etc.) was at 47% of the minimum to. protect LifeLock’s customers and their sensitive

information. If a security breach occurred, LifeLock’s shareholders would be damaged.

FTC-0002178
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19.  Peters determined that LifeLock’s technological security readiness (intrusion
prevention, data leakage, data encryption, access controls, physical security, etc.) was only at 27%
of the minimum to protect LifeLock’s customers and their sensitive information. If a security breach
occurred, LifeLock’s shareholders would be damaged.

20.  Peters determined that LifeLock’s security vigilance (vulnerability testing, auditing,
monitoring, awareness education, event logging, incident management, etc.) was at 0% of the

minimum to protect LifeLock’s customers and their sensitive information. If a security breach

in paragraphs 17-21 above. Power did nothing in response.

24.  On or about July 12, 2013, Peters met with his direct superior, LifeLock’s chief
information officer, Rich Stebbins. Peters advised Stebbins of what he was discovering as part of
his ongoing initial risk assessment described in paragraphs 17-21 above. Stebbins did nothing in
response.

25.  LifeLock’s upper management decided to fire Peters after he met with Power and

Stebbins and conveyed to them the preliminary results of his ongoing initial risk assessment..

FTC-0002179
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26.  LifeLock’s upper management directed Michelle Deutsch, LifeLock’s in-house special
counsel for labor and employment, to try to find grounds to terminate Peters’s employment at
LiteLock.

27.  In mid-July 2013, Deutsch contacted CrossView, Inc., about Peters’s work there.
Deutsch also contacted another of Peters’s former employers, Fifth Third Processing Solutions, now
known as Vantiv, in Ohio..

28.  When Deutsch contacted Vantiv, she was incorrectly told that Peters had been fired.

that he had been terminated for cause because of false information on his employment application.
- Administrative Actions -

33.  Peters filed a complaint with the FTC against LifeLock on August 19, 2013. That
complaint is still under investigation.

34.  Peters filed a complaint with the SEC against LifeLock on August 19, 2013. That
complaint is still under investigation.

35.  Peters filed a whistleblower complaint with the U.S. Department of Labor under the
Sarbanes-Oxley Act on August 23, 2013, against LifeLock and Vantiv. OSHA investigates

FTC-0002180
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Sarbanes-Oxley complaints. An OSHA mediator resolved the complaint between Peters and Vantiv.
A signed settlement agreement was entered between Peters and Vantiv on September 27, 2013.
36.  The Sarbanes-Oxley complaint against LifeLock was still active. However, more than
180 days has passed since the filing of the complaint so, on February 25, 2014, Peters notified
OSHA of his intent to file suit in district court.
Count I - Violation of Whistleblower Provisions of Sarbanes-Oxley Act Against LifeLock

37.  Peters incorporates paragraphs 1-36 contained herein.

41.  LifeLock’s upper management decided that Peters had to be fired, so they tasked

Deutsch to find a basis to do so.
- Unfavorable Personnel Action -
42.  LifeLock fired Peters on July 29, 2013.
- Contributing Factor -

43.  LifeLock conducted an exhaustive background search on Peters as part of its vetting
process before offering him the job as its CISO. LifeLock even hired an outside third-party entity,
TalentWise, to conduct background checks on Peters’s education, employment, civil and criminal

history, and drug testing.

FTC-0002181
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44,  TalentWise specifically contacted Fifth Third Processing Systems to verify Peters’s
employment there and the information he provided on his LifeLock application. TalentWise’s
employment check with Fifth Third Processing Solutions came back clear.

45.  Notwithstanding the clean background checks, Deutsch started her own background
check in mid-July immediately after Peters had his separate meetings with Stebbins and Power.

46.  LifeLock had no reason to contact Peters’s former employers in mid-July because

TalentWise’s background check on his employment had been completed in May before he was even

LifeLock surreptitiously conducted her own private investigation of Peters’s prior employment at
Fifth Third Processing Solutions. Schaan was the interim CISO at LifeLock before Peters was hired.
She applied for the permanent CISO position also, but was passed over in favor of Peters. On July
1, 2013, she contacted defendant Kim Jones, Vantiv’s CISO, to find out what, if anything, he
personally knew about Peters.

50.  Jones stated that he did not know Peters. He said that Peters was the predecessor CISO
to Jones’s predecessor at Vantiv. Notwithstanding, Jones then proceeded to tell Schaan all sorts of
false and negative things about Peters. Jones has since admitted that he did not contact anyone at

Vantiv legal or Vantiv human resources because he did not want his comments to be construed as

8
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an official Vantiv response to Schaan’s inquiry. Nonetheless, he provided this defamatory hearsay
information via email to Schaan. She kept this negative information to use against Peters at a future
date 1f the opportunity arose.

51. When Schaan discovered that LifeLock was about to fire Peters, she contacted
Stebbins on July 26 and provided the defamatory hearsay email from Jones to try to seal Peters’s
fate. Peters’s termination just three days later opened the door for Schaan to become LifeLock’s

CISO.

to all relief necessary to make him whole.

Wherefore, Peters prays for entry of judgment against LifeL.ock as follows:

A. pursuant to 18 U.S.C. § 1514A(c)(2)(B), for an order awarding Peters his back pay
at the agreed upon salary with interest at the highest rate allowable by law. Peters also seeks the
value, as of July 1, 2013, of the 35,000 stock options and 25% bonus granted to him as part of his
compensation package;

B. pursuant to 18 U.S.C. § 1514A(c)(2)(C), for an order awarding Peters the special
damages he sustained due to LifeLock’s termination of his employment. These special damages

include, but are not limited to:

FTC-0002183
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1. all costs and expenses in an amount to be determined at trial that Peters
incurred in moving his family from Georgia to Arizona in reliance upon
LifeLock’s offer of employment. These include the loss Peters sustained when
he sold his home in Georgia, the forfeiture of prepaid school tuition, and the
actual moving expenses he incurred to physically move his family and
belongings across the country;

11. damages in an amount to be determined at trial due to the emotional harm and

paragraphs 17-21, supra.

58.  Asdescribed herein, Peters was fired on July 29 after reporting to his superiors those
illegal and incompetent practices that constituted fraud against LifeLock’s shareholders.

59.  Peters filed a complaint against LifeLock with the SEC on August 19, 2013.

60.  Pursuant to 15 U.S.C. § 78u-6(h)(1)(A)(1) and (111), Peters is a whistleblower.
LifeLock’s termination of Peters violates the Dodd-Frank Act’s protection for whistleblowers.

Wherefore, Peters prays for entry of judgment against LifeLock as follow:

A. pursuantto 15 U.S.C. § 78u-6(h)(1)(C)(i1), for an order awarding Peters two times his

back pay at the agreed upon salary with interest at the highest rate allowable by law. Peters also

10
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seeks the value, as of July 1, 2013, of two. times the 35,000 stock options and 25% bonus granted
to him as part of his compensation package;

B. pursuant to 15 U.S.C. § 78u-6(h)(1)(C)(111) for an order awarding Peters all of his
litigation costs, expert witness fees, and reasonable attorney fees incurred herein;

c. for an award of interest on all amounts awarded at the highest rate allowable by law
from the date of judgment until paid in full; and

1 4 for such further relief as this court deems appropriate.

promotional activities by overstating his accomplishments; and
C. Jones stated that Peters engaged in inappropriate actions.

65.  Jones has since admitted that he did not know Peters when Schaan asked about him.
Jones has also admitted that he deliberately did not request any information about Peters from
Vantiv’s legal or human resources departments because he did not want his response to be
misconstrued as an official Vantiv communication. In responding to Schaan’s request, Jones was
acting outside the scope of his employment at Vantiv.

66.  Jonesacted inreckless disregard of the truth or falsity of the statements he made about

Peters to Schaan because he consciously disregarded whether that information was true or false.

18]
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Instead of verifying the information, Jones relied upon community gossip and conveyed that to
Schaan as if 1t were true.

67.  Jones failed to use reasonable care in determining whether his statements about Peters
were true or false when he sent his July 2 email to Schaan.

68.  OnJuly 26, 2013, Schaan provided Stebbins with Jones’s July 2 email and conveyed
its contents as being true. LifeLock considered Jones’s July 2 email as part of the decision to

terminate Peters.

B. to the extent Jones acted consciously and with reckless disregard of the truth of the
statements contained in his July 2 email, Peters seeks an award of punitive damages;

C. for an award of interest on all amounts awarded at the highest rate allowable by law
from the date of judgment until paid in full; and

D. for such further relief as this court deems appropriate.

Count 1V - Defamation Against Cristy Schaan
69.  Peters hereby incorporates paragraphs 1-68 herein.
70.  Asstated above, before Peters was hired as LifeLock’s CISO, Schaan was the interim

CISO. Much of the 1llegal and incompetent practices Peters discovered during his ongoing initial

12
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risk assessment occurred while Schaan was interim CISO. She applied for the permanent position,
but it was given to Peters. When Peters began work at LifeLock, Schaan reported to him.

71.  OnlJuly 1, 2013, Schaan asked her friend, defendant Kim Jones, if he knew anything
about Peters and his employment at Fifth Third Processing Solutions.

72.  Jonesresponded on July 2 with the defamatory hearsay email described in paragraphs
61-68, supra.

73.  Based on the content of Jones’s July 2 email, Schaan knew or had reason to know that

as being true. The information Schaan provided to Stebbins was considered by LifeLock as part of
the decision to terminate Peters.
Wherefore, Peters prays for entry of judgment against defendant Cristy. Schaan as follows:
A. for an order awarding Peters damages in an amount to be determined at trial due to
Schaan’s re-publication of Jones’s defamatory July 2 email. These damages include, but are not
limited to:
1. Peters’s loss of employment at LifeLock;
1. Peters i1s known worldwide for his work in information technology security.

He 1s among the top 1% of all followed profiles on the social network

13
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LinkedIn. Working at LifeLock for only 29 days has damaged Peters’s
reputation and standing in the community;
111. Peters has suffered emotional distress, humiliation, inconvenience, and anxiety
as aresult of Schaan’s re-publication of Jones’s defamatory July 2 email; and
1v. all monetary losses Peters has experienced and those that are reasonably
probable for him to experience in the future;

B. to the extent Schaan acted consciously and with reckless disregard of the truth of the

14
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Specifically, the FTC requests that LifeL.ock respond to the specifications listed

below. Please itemize your responses according to the numbered paragraphs in this

letter. Please provide your written response and documentation within ten (10) business

days of the receipt of this request.
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Include within your description, the types of alerts, the number of alerts involved,
the number of customers involved, and the dates of each instance.

9. Explain what “PRD” means as discussed in Attachment A.

10. Provide the number of customer complaints, by type of alert, by month, where
any customer complained that they did not receive an alert the customer believed
he should have received from LifeLock.

Information Security Program

11. Describe LifeLock’s internal organizational structure for its information security
program safeguarding consumers’ personal information (“personal information”
as defined in the Stipulated Order) from October 2012 to present. Include within

2

FTC-0002197
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17. Identify all current or past employees, from October 2012 to present, whose
primary job responsibility is, or was, related to LifeLock’s information security
program safeguarding consumers’ personal information.

18. Identify and describe any internal or external information security risk
assessments, draft or final, related to LifeLock’s information security
management safeguarding consumers’ personal information conducted since
October 2012 to present. Please include any assessments of’

a. Employee training and management;

b. Information systems;

c. Prevention or detection of atfacks, intrusions, or other systems failures,
including vulnerability testing, auditing, monitoring, event logging,

3
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what happens when the L1feLock Wallet apphcatlon is opened and closed; and
what happens to the App Lock feature in all other scenarios.

27. Produce the resumes or qualifications for each of the individuals identified in
response to Specification No. 14,

28. Produce the job descriptions for each of the jobs identified in response to
Specification No. 15, for the time period from October 2012 to the present.

29. Produce any internal or external security risk assessments, draft or final, related
or referring to LifeLock’s information security program safeguarding of
consumers’ personal information conducted from October 2012 to present.

FTC-0002199
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destructlon of documents that are relevant to th1s investigation while it is pending.

Please swear or cerlify under penalty of perjury that the documents and other
information produced or identified in response to this letter are complete and accurate
and that the documents and information represent all documents and information
responsive to this letter.

Please provide the requested documents and information by March 31, 2014 to

David Hendrickson, Investigator
Federal Trade Commission

600 Pennsylvania Ave., NW, M-8102B
Washington, DC 20580
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