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Related articles

« SMSishing

Vishing, (or voice phishing) happens when you receive a call on your home phone or mobile device, from
someone pretending to be from a trusted source, like your bank. But is the voice on the other end really
from your bank or is it just another identity thief fishing for your account information?

How Does Vishing Work?

When thieves go vishing, they'll call people using an automated system and leave messages saying there's
a problem with your bank account or ATM card. The call will then direct you to a phone number or website
that will ask for personal account information to verify your identity, but again, they're not verifying anything,
they're stealing your account information. Then they're going to steal your money.

How Much Damage Can Vishing Cause?

According to an FBI scam alert, vishing victims reported having money illegally withdrawn from their
accounts within 10 minutes of receiving the vishing call, and another of having “thousands of fraudulent
withdrawls™! following a vishing call. If the transaction is done from a smartphone, it's also possible for
thieves to gain access to all the information stored on the phone, as well.

Information thieves can collect: What thieves can do with this information:
= Personal information = Identity theft
= Account numbers and information = Bank fraud
- PIN - Other identity fraud
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Related articles

« Smartphone Data Theft

Similar to phishing, SMSishing (or SMS phishing) is when a potential identity thief sends you a text
message asking for personal or account information. Because the text appears to be from a reputable
contact, many people respond, and that's when the theft begins.

Trick or Text?

The problem is obvious, once you have either called the telephone number provided or gone to the listed
fraudulent website, you are asked to provide personal information — such as your bank account, debit card,
PIN, or other numbers — to verify your identity. But nobody is verifying your identity. They're stealing it.

Information thieves can collect:

= Personal information

= Account numbers and information

hup:/iwww lifelock.com/education/smartphones/SMSishing/[8/18/2014 9:49:06 AM]

What thieves can do with this information:
= Identity theft
= Employment-related fraud
- Loan fraud/payday loan fraud
= Bank fraud
= Benefits fraud
- Tax fraud

= Other identity fraud

FTC-0001011

Page 338 of 1335



LifeLock

T Federal Trade Commission. "Consumer Sentinel Network Data Book For
January — December 2011." February 2012.

T Javelin Strategy & Research. "2012 Identity Fraud Report: Social Media and Mobile Forming
the New Fraud Frontier." February 2012.

More articles you might like:

Why Teens Are at Risk for 5 Steps to Protect Your
Identity Theft Identity on Facebook
! Identity theft is more Check your Facebook
common among kids, teens timeline. Chances are that
and college Read story with very little Read story
What is Caller ID Spoofing? Phone and Utilities Fraud
m Your phone number plays a - E Service agreements for

cellular service or utilities are
common means
Read story

prominent role in identifying
you Read story

Displaying 4 of 7 Results. Show More Results *
About | Contact | Blog | Press Room | Investors | Business Solutions | Privacy Policy | Terms & Conditions | Advertising Choices | Affiliates | Careers | Site Map

LA fl3- ik

Copyright © 2006-2014. LifeLock. All Rights Reserved .
SECURED

seted by VeriSign

’ ACCREDITED
ﬁ'l BUSINESS
TRUSTe

FTC-0001012

htp://www lifelock.com/education/smartphones/SMSishing/[8/18/2014 9:49:06 AM] Page 339 of 1335



LifeLock

Login
Relentlessly Protecting Your Identity Call Us 1-8U0-6U/7-r205
Services $1M Guarantee How LifeLock Works Identity Theft 101
Identity Theft 101 Jo)

Identity Theft News

e Card Skimming Scams on the Rise

: By Marcia Simmons
Crimes : -
June 25, 2014 Share this 4 ﬂ m
Data Breaches :

Identity Theft Protection

Basics Related articles

« NYC Restaurant Worker
Accused of Identity Theft

Children/Family/Home
Computers and Technology
Smartphones « Skimming Devices

* Your Money and Finances

SEE MORE ARTICLES

Identity Theft Recovery
When you swipe your card to buy gas or slide it into an ATM for
cash, identity thieves may be able to gain access to your account number using a card skimmer. Once
Credit Score Help thieves have your card number, they can program it onto a dummy card and use it to tank your credit or
drain your bank account.

Basic Steps

Lost and Stolen Items

The most common type of skimmer fits seamlessly over legitimate card slots a consumer would use, such
as an ATM. Card readers that have been compromised usually look identical to their legitimate

Electronic Communication counterparts. Less-sophisticated handheld skimmers can be bought online for less than $200. With these, a
retail clerk or restaurant server can secretly swipe. your card through their device after using it legitimately
for your actual purchase. These are riskier for the thief, since they could be caught red-handed.

Understanding Identity Theft

Fraud

Social Networks
While this crime isn't new, incidents have been popping up more and more in the news recently.

A card-skimming ring nabbed in Houston was able to gain account data for 375 people from 35 skimming
devices attached to drive-through ATMs. One man in the Chicago area is charged with skimming 200 debit
card numbers from dozens of bank ATMs. A California man was arrested for using a skimming device on
several pay-at-the-pump card slots.

CALL US AT

1 -800-607-— Recently, a Texas restaurant worker was caught on surveillance video swiping customer cards on a
handheld device. An airport employee in. Florida was charged with skimming more than 100 customers'

S saramal cards at the parking garage.

Secure login a Experts recommend not using an ATM or other card reader, such as those at gas pumps or self-service
grocery stores, if it doesn't look right to you. Sometimes the skimmers are so poorly installed that a quick
tug will remove them. If that happens, alert the bank or store management and police. Since gas station
pumps and ATMs are the most common targets, experts also suggest paying inside or. withdrawing from
inside the bank, as those machines are less vulnerable.

FTC-0001013
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Some store employees are legitimately. using handheld devices to get payments, such. as the Apple Store or
small businesses that deal primarily in cash but want to offer the convenience of card payments. To guard
against handheld skimmers, experts say it's best to keep your card in sight whenever possible and to pay
with cash if clerks or servers seem to be concealing their transactions.

Even the most vigilant consumers can find themselves victimized by card skimming. If you discover unusual
transactions or other indications of skimming, contact your bank or credit card issuer immediately.

Marcia Simmons is a freelance writer living in the San Francisco Bay Area. Her work has appeared in Every Day with

Rachael Ray, Shape, Go, Geek, among other publications. She has also served as managing editor for the North Bay
Business Journal and an editor for the Project Censored series of books.
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A credit freeze gives you the power to seize control of your
financial information by preventing the release of your credit score
and detailed reports. by credit reporting agencies.

The three major U.S. credit bureaus—Equifax, Experian, SEE MORE ARTICLES
TransUnion—earn their money by selling your credit information to

other companies. Mortgage lenders, credit card companies, car

dealerships and other agencies all purchase your information to decide if you are a good credit risk.

Lenders are unlikely to approve loans unless they know you're a good risk, so a credit freeze stops an
identity thief from taking out mortgages or other debt in your name.

To place a credit freeze on your file, contact each credit reporting agency directly. Instructions are on the
company websites:

- Equifax

- Experian

- TransUnion

If you have been a victim of identity theft it's free to place a credit freeze on your information. Consumers
aged 65 or older often receive free credit freezes, or discounts. Otherwise, you may have to pay up to $10

to each credit bureau to freeze your information. The cost is regulated by states, so the fee varies.

A credit freeze consists of three actions:

FTC-0001015
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A credit freeze does not apply to current creditors. Also, government agencies such as the IRS may access
your information in spite of a freeze.

One final note regarding your credit score: A credit freeze does not adversely affect it.
Beatrice Karnes is a freelance writer. She has many years of experience working behind the scenes at local TV stations in

California, Colorado and Wyoming. Most recently, she was an edifor for Patch Media, a local news and information
consortium of 900 websites nationwide. Beatrice holds a bachelor's degree in journalism from San Jose State University.
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s Now is the Time to Plan for Retirement

: By Jamie White
Crimes . s
March 28, 2014 Share this 4 ﬂ m

Data Breaches

Identity Theft Protection Are you planning for. the future?

Basics

While retirement may seem like it's a long way off, saving for your later years “has to come first,” stresses
Children/Family/Home Liz Weston, a nationally syndicated personal finance columnist and author.
Computers and Technology “You are so much better in the long run if you make this [saving for retirement] a top priority and keep your
Smartphones mitts off of it,” Weston told LifeLock in an interview Friday.

* Your Money. and Finances People with retirement savings plans often get tax breaks, Weston said, allowing them to defer paying taxes

. on some of the money that's put into those plans.
Identity Theft Recovery

Basic Steps An Individual Retirement Account, or IRA, lets people put away themselves for retirement. A 401(k) and
similar accounts are known as workplace savings plans and are offered by employers. Employees decide
Credit Score Help whether to contribute a part of each paycheck before taxes are taken out.

Lost and Stolen Items . ’ y
Forty-four percent of all U.S. private businesses offer such plans, according to a March 2013 report by the

Understanding Identity Theft U.S. Bureau of Labor Statistics. Some companies offer to match what an employee sets aside for a 401(k)

account, usually up to a certain amount or percentage.
Electronic Communication

Eratid But even if your workplace doesn't have a matching program, you should still invest in a 401(k) if it's an
option, Weston said.

Social Networks
"It is all the power of the future compounded: $1,000 now is going to one day be $10,000 and then
$30,000," she said, adding that she realizes it is harder for people in debt to realize the importance of
saving for retirement and make it a priority.

About 51 million Americans have invested an estimated $3.5 trillion in 401(k) plans, according to the
Investment Company Institute. The organization says total U.S. retirement assets were $23 trillion as of

CALL US AT Dec. 31, 2013, up 5 percent from $21.9 trillion on Sept. 30, 2013, and up 15.6 percent from year-end 2012.

7205 Retirement savings accounted for 34 percent of all household financial assets in the United States at the
Saiid (s arersial = end of the fourth quarter of 2013, according to the Institute.

o
e a Dan Solin, director of investor advocacy for the BAM Alliance and a wealth advisor with Buckingham Asset

Management, offers ways to make the most out of your retirement savings plans in an article published this
week.

Jamie While is the managing editor of news content for LifeLock. As a journalist for the last 15 years, she has worked as
FTC-0001018

hup:/iwww lifelock.com/education/your-money-and-finances/now-time-to-plan-for-retirement/[8/18/20 14 9:49:4 1 AMPage 345 Of 1335



LifeLock
a reporter and editor at news organizations throughout the San Francisco Bay Area, including The San Francisco

Examiner. Most recently, she was a regional editor for Patch Media, a local news and information consortium of 900
websites nationwide. Jamie holds a master's degree from Columbia University's Graduate School of Journalism.
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Share this

Under U.S. law, you have a right to get your credit report for free once every 12 months from each of the
three major credit bureaus -- Equifax, Experian and TransUnion -- and correct any mistakes you find on
them. The credit reports include information on where you live, how much you owe on credit cards and
loans, and how well you've met the agreed payment schedule for those cards and loans.

The three major bureaus have set up a centralized way to order reports from one, two or all three of them,
and you can make the request online, by phone or in writing. Here's how to contact them:

» Online: http://annualcreditreport.com

+ Phone: 1-877-322-8228
» Mail: Print out this form, complete it, and mail it to the address on the form

Some people prefer to get an update once every four months by staggering their requests. If you request a
free report from one bureau today, a second bureau in four months and the third bureau in eight months,
you'll be getting more regular updates on your credit.

If you're a LifeLock Ultimate® member, this is one of the many things we handle for you. Just log into your
LifeLock account to see your annual credit reports, along with annual credit scores and a monthly update of
your TransUnion score.

Learn more about these free reports, along with what to do if you find errors on them, from the Federal
Trade Commission's Free Credit Reports page.

More articles you might like:
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Read story
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January 7, 2014

For many people, debit cards have replaced checks or credit cards.

But in the wake of big news. like the theft of credit and debit card numbers from Target customers, some
people are re-evaluating their use of debit cards.

Without the worry of accumulating a mountain of credit card debt, we swipe our debit cards and the money
is immediately withdrawn from our bank accounts. No need to wait for a credit card bill to see how much we
owe.

Because federal law limits responsibility for unauthorized credit card charges to $50 and the four major
credit card companies offer zero-liability policies, credit cards often provide better fraud protection than
debit cards. See what your bank says about liability for charges if your debit card was stolen in the Target

breach.

If someone gets a hold of your debit card, or even just the number and other pertinent card information,
you are only on the hook for at most $50 if you report the missing card or unauthorized transaction to your
bank within two business days of discovering it.

But if you fail to report any fraudulent charges on your debit card within that two-day window, you could be
liable for up to $500. If you don't report unauthorized charges to your bank within 60 days of receiving your
bank statement, all of the funds in your checking and/or savings accounts could be depleted. The Federal
Trade Commission offers detailed information on what the relevant laws require.

Better Safe than Sorry

The four riskiest places to use your debit card, according to Bankrate.com, are:
FTC-0001022
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» Online to make purchases

» Gas stations

» Restaurants

» ATMs

‘Credit’ or ‘Debit’

When you use your debit card, you're sometimes asked to choose "debit" or "credit." Some people think it's

safer to pick “credit” over “debit.” But choosing "credit" does not make it a credit card transaction, reports
CNBC contributor Herb Weisbaum.

What you are doing is choosing whether to enter a PIN or use your signature to withdraw that money out of
your bank account.

While debit cards are convenient and not inherently dangerous, the bottom line is that credit cards offer
better overall fraud protection. It can still be a good ideal to use a debit card when you want to limit your
debt. Consider the debt-limiting protection of a debit card vs. the need to make sure you report any fraud
quickly when deciding which card to use.

Jamie White is the managing editor of news content for LifeLock. As a journalist for the last 15 years, she has worked as
a reporter and editor al news organizations throughout the San Francisco Bay Area, including The San Francisco
Examiner. Most recently, she was a regional editor for Patch Media, a local news and information consortium of 900
websites nationwide. Jamie holds a master's degree from Columbia University's Graduate School of Journalism.
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Personal, criminal and insurance records are not things you typically think to monitor. But opportunistic
thieves can exploit your good name for all it's worth.

How do other types of identity theft occur?

Identity thieves can use your personal information for a long list of crimes. They can subscribe to
magazines, rent an apartment, obtain car insurance and a whole lot more. The crimes may seem small, but
the effects can really add up. Anything tied to your personal information could be affected.

What are the effects of other types of identity theft?

Most cases of identity theft go unnoticed until you are notified by an outside source like a bank or credit
union.! Until you catch the crime, identity thieves could be busy racking up debt and distorting your records.
You could end up having to pay off large bills, and your credit could be negatively affected. With so many
ways that an identity thief could use your information, the possible effects are endless.

The impact:

» Identity theft schemes classified as “other” make up 23% of identity theft complaints.2

T Javelin Strategy & Research. “2012 Identity Fraud Report: Social Media and Mobile Forming the New
Fraud Frontier.”
February 2012,

2 Federal Trace Commission. “Consumer Sentinel Network Data Book For January — December
2011."February 2012,

T Federal Trade Commission. “Consumer Sentinel Network Data Book For
January — December 2011." February 2012.
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T Javelin Strategy & Research. "2012 Identity Fraud Report: Social Media and Mobile Forming
the New Fraud Frontier." February 2012.
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Seniors are prime targets for identity theft.

Most seniors lead a different lifestyle than when they were younger. They have more free time and the
children may have long ago moved out. Seniors have also spent their entire working life building a nest egg
of retirement funds.

Identity thieves know this and they target seniors to take their identity and their finances. Their preferred
method is the telephone. According to the National Crime Prevention Council, senior citizens are more at
risk to be targeted by telemarketing scams than other age groups. These dishonest telemarketers direct

anywhere from 56 to. 80 percent of their calls. to the elderly.

Why are senior citizens targeted so often?
Seniors are prime identity theft targets for a number of reasons. They often have saved a lot more money

than younger people who are just starting out. At the same time, they have less people around to help
them keep an eye on things.

Seniors are also more trusting of others and less likely to report identity theft because they don't want
family members to think they cannot maintain their independence. An increased need for medical attention
would mean. increased use of Medicare, resulting in a lot of personal information at various medical
facilities. Thieves may even target Social Security checks.

Identity protection tips for seniors.
If you're a senior and you want to help safeguard your identity yourself, there are numerous precautions
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you can take. It's a lot of work but it could lower your risk.

» Keep personal information such as bank statements, Medicare statements and your Social Security

number in a safe or safe deposit box.

Don't carry your Social Security card.

information and thieves can steal them from your trash.

Keep. credit card numbers secure, you'll need them if the cards are lost or stolen.
If you pay bills by check, only include the last four digits of the account number.
If you order new checks, pick them up at the bank rather than have them delivered.

Opt out of direct mail offers at the FTC “OPTOUT” line (1-888-567-8688). These mailers include a lot of

Never give out Medicare information over the phone or in answer to an email. Medicare will not request

information this way. Better yet, never give out any personal information over the phone.

you commit.

If a caller claims to have a too-good-to-be-true deal, it probably is. Ask to see everything in writing before

If you suspect you've been a victim of identity theft, place a fraud alert at one of the credit bureaus:
Equifax: 800-525-6285, Experian: 888-397-3742, or TransUnion: 800-680-7289.

t Federal Trade Commission. “Consumer Sentinel Network Data Book For

January — December 2011.” February 2012.

T Javelin Strategy & Research. "2012 Identity Fraud Report: Social Media and Mobile Forming

the New Fraud Frontier." February 2012.
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Identity theft can be a nightmare at any age, but it can be even
more devastating for young people who discover their good name
and credit history were destroyed while they were still children.

Why Are Children Attractive Targets for Identity Predators?

Children make prime targets for identity thieves specifically because they have no credit history and thus,
clean credit reports. Also, because parents don't think to check their children's credit histories, the theft can
continue unchecked for over a decade. How appealing are children's identities to identity thieves?
According to a recent news article, police agencies are saying children are now the fastest growing
segment of identity theft victims.'

How Do Identity Thieves Abuse Young Victims?

Identity thieves will use children’s identities to take out loans and lines of credit they never intend to repay
and to establish an identity so they can obtain things like jobs or a driver’s license. The end result is that
children can later be denied loans for cars or college, employment, a drivers' license, or the ability to obtain
housing or utilities. How early does it start? Some parents have reported that their children began being
victimized at as early as 11-months old.’

Information thieves can collect: What thieves can do with this information:

= Social Security number - Identity theft
= Other personal information = Employment-related fraud

= Loan fraud/payday loan fraud
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= Bank fraud
= Benefits fraud
= Tax fraud

= Other identity fraud

1 http://www.businessweek.com/ap/financialnews/DILNB7701.htm

T Federal Trade Commission. “Consumer Sentinel Network Data Book For
January — December 2011." February 2012.

T Javelin Strategy & Research. "2012 Identity Fraud Report: Social Media and Mobile Forming
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Wherever you go online—they know.

You're being tracked online. The sites you visit, the products you purchase and even the location of your
computer, It is often a harmless way for marketers to learn what products you like so they can better target
their messaging. But sometimes it can pose a risk of identity theft.

Even if you're not snacking, you're leaving cookies all over.

Advertisers want to know who you are and what you do. They do this using an Internet or Browser “cookie.”
When you visit a website, you get a cookie—and it isn't chocolate chip. An Internet cookie is a unique ID
that is part of your browser history. It stays with you as you jump from page to page within a site, and from
site to site across the Internet. Over time, these cookies create a data cache that's extremely valuable to
advertisers who are trying to learn your interests and habits.

So if you're online searching. for information and great deals on winter clothing, advertisers will see a
pattern in your cookie history and develop a profile. If they determine you're a good prospect, you'll
suddenly see banner after banner trying to sell you everything from wool coats to a vacation in Maui.

Some view this as an invasion of privacy. Others see it as a great way get advertising that's relevant to
their interests. But hackers see cookies as a way to piece together profiles for their attacks.

You're hunting for a great deal and being hunted at the same time.

Identity criminals use your cache of cookies to show them where to set their traps. Then they'll create sites
that look a lot like the legitimate sites you frequent, with the sole purpose of asking you for personal
information and stealing all they can—from your name to your Social Security number.

Protect yourself against identity thieves.

So what are your options? Deleting Internet cookies is a simple first step. Most online browsers have the
ability to clear the cookie cache and browsing history. The challenge is remembering to do it on a regular
FTC-0001033
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basis. And websites where you have a personal account will reload your unique cookie every time you visit.

Another option is to opt out of advertising. While all organizations give you the choice to opt out of their
email advertising, not all let you opt out of their cookie tracking. Online businesses and advertising
organizations are now using sites such as www.aboutads.info to give you the choice of opting out of cookie
tracking.

Cockies can be effective for advertisers and convenient for customers. If you don't mind being targeted with
messaging about the things you show interest in, at least be wary of emails or websites that appear to
come from legitimate sources but request personal information.

T Federal Trade Commission. “Consumer Sentinel Network Data Book For
January — December 2011." February 2012,

T Javelin Strategy & Research. "2012 Identity Fraud Report: Social Media and Mobile Forming
the New Fraud Frontier." February 2012.
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Debit or credit?

Which type of card protects you the best? With over 1.5 billion credit cards and more than half a billion
debit cards in use in the U.S.?, millions of consumers have a choice, but some cards are safer than others.

Is it a stacked deck?

There are essentially four types of cards used to pay for goods and services—ATM, debit, credit and what
are called virtual cards. ATM cards are used less often than in the past because they are cash withdraw
cards only, although many people think of them as debit cards.

Debit cards are like an electronic check. You can access your bank accounts through ATM machines and
make purchases paid directly out of your bank account. They have either the VISA or MasterCard logo, and
they account for more than $1 trillion in annual purchases made by U.S. consumers.’

Credit cards are found in aver 91 million American households.2 They are not attached to bank accounts
and payments can be made over time. You can also use them to withdraw cash at most ATM machines.
Credit cards are issued by banks, retailers and other institutions, and those issued by VISA, Mastercard,
Discover and American Express can be used at hundreds of thousands of locations around the world.

Virtual cards aren't physical cards at all. When you shop online, you can use an alternate number issued by
your credit card company. It's often a temporary number for one time use and the transaction is billed on
your regular credit card statement.

And the winner (loser) is...

Whether through physical theft, hacking, malware or data breaches, all individuals with any of these cards
are subject to identity theft by having their card information stolen.

Carrying the least amount of risk is the virtual card, since it has a time or transaction limitation and there is
FTC-0001035
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no personal information connected with it.

But in comparing the two most widely used forms of payment—debit and credit cards—credit cards offer
more protection and less risk because funds are not being directiy withdrawn from the user's bank account
as it is with a debit card. Fraudulent withdrawals on a debit card can result in bounced checks and no
access to cash while the bank investigates their report.

Additionally, most credit card companies allow 90 days for a victim to report an unauthorized transaction,
while banks generally require a two-day notice for unauthorized debit card purchases. For debit cards, your
loss is limited to $50 only if you notify your financial institution two business days after learning of loss or
theft. It then goes to $500 until 60 days after the statement is mailed and becomes unlimited thereafter. For
a credit card, your liability is limited to $50 for any. fraudulent use.?

Other steps for safer shopping.

First, make sure the website you're shopping on is secure and starts with an https:// instead of http://. You'll
also see a small lock on the lower right hand corner of the screen. This means the site is secure for
transactions.

Don't do online shopping in public places such as coffee shops or public Wi-Fi areas. Their networks are
usually unsecure and the information you are entering might be stolen right there at that location. Finally,
avoid using retail websites to store your personal and payment information. Although it speeds up the
checkout process, it leaves your identity and financial information exposed should that server experience a
data breach.

1 Creditcards.com, Credit Card Statistics, Industry Facts, Debt Statistics,
2 |ITRC Face Sheet 131 — Credit Card vs. Debit Card,
3 FTC Fair Credit Billing Act

T Federal Trade Commission. "Consumer Sentinel Network Data Book For
January — December 2011." February 2012.

T Javelin Strategy & Research. "2012 Identity Fraud Report: Social Media and Mobile Forming
the New Fraud Frontier." February 2012.
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« |dentity Thieves Target
You just realized you are a victim of identity theft. Now you're not Medical Records
sure where to start in notifying credit agencies, banks, credit card
companies and more. Check out our list below of links to letters
from the Federal Trade Commission that will help get you started

They did the wording. You fill in the details.

— Do you need to dispute charges that you didn't make to your cards or accounts? This sample letter will
help you get the word out to banks, credit card companies and others.

— If your credit report shows a fraudulent new account opened in your name, this sample letter will help
you report the account to the company and close it.

— If you spot errors on your credit report, this letter will help you ask credit reporting companies to remove
the problems.

— This letter will help you ask businesses to stop reporting fraudulent information on existing, legitimate
accounts — like charges you didn't make — to credit reporting companies

— This letter will help you ask businesses to stop reporting new accounts that were fraudulently opened in
your name to credit reporting companies.

— If businesses have already reported fraudulent information to credit reporting companies, use this
letter to ask those companies to remove it.

— Curious about the documents a thief used to steal your identity? Use this letter to ask for copies.
— If debt collectors are hassling you to pay for charges in your name that you didn't make, this letter will

help you ask them to stop.
FTC-0001038
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Most of these letters require you to include a copy of your identity theft report. Some also ask that you
include your credit report and a copy of the account statement showing the items in dispute.

Good luck!

Genevieve Bookwalter is a freelance journalist based in the San Francisco Bay Area. She has worked as a writer,
reporter and editor for more than a decade. Her work has appeared in The Los Angeles Times, WIRED, San Jose Mercury
News and other newspapers nationwide. She is a graduate of the Science Communication program at University of
California Santa Cruz, and holds bachelor's degrees in art and science from the University of lliinois at Urbana-
Champaign.
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Identity Thieves Come in all Shapes and Sizes
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Whether they're targeting Army records, housing applications, brokerage accounts or even your own
mailbox, identity thieves of all stripes are in the news for victimizing innocent people.

Soldier Faces Decades in. Prison for Identity Theft

An active duty officer pleaded guilty to stealing the identity of other soldiers and applying for loans in their
names, according to the Army Times.

James Robert Jones, who worked with the U.S. Army Office of Inspector General at Fort Campbell in
Tennessee, admitted to using his position to get personal identifying information of active duty U.S. Army
officers, including officers who were deployed to Afghanistan.

Authorities say that Jones asked a colleague to delete records from his Army laptop and tried to blame the
activity on a dead officer who was never involved in the scheme.

Jones faces up to 30 years in prison for the bank fraud charges, up to 20 years in prison for obstruction of
justice, and up to 5 years in prison for making false statements. Jones will be sentenced on Aug. 11.

Virginia Man Sentenced for Stealing IDs from Housing Applications

Donte L. Battin was sentenced to 6-and-a-half years in prison for his role in an $87,000 identity theft
scheme that victimized housing applicants, the Washington Times reports.

Along with four accomplices, Battin stole personal information from people who applied for housing at North
Shore Garden Apartments in Virginia. Authorities say the team then used the information to empty victim
accounts at a credit union and apply for loans in their names.

Battin pleaded guilty to bank fraud charges and aggravated identity theft.

Man who Posed as Fidelity Broker Pleads Guilty

A Massachusetts man has pleaded guilty to convincing elderly people he worked for Fidelity investments
and then stealing money from them, the Boston Business Journal reports.

John Michael Babiarz was fired from New York brokerage firm Bishop, Rosen & Co. then told some of his
clients he moved to a job at Fidelity and could continue to manage their money. Authorities say he then
obtained their private information and passwords under the guise of setting up new accounts.

Babiarz had been previously charged in an administrative complaint by the state securities division.

When sentenced in August, Babiarz faces 20 years in prison and fines up to $500,000.
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Oregon ID Thief Gets 3-year Prison Term

Michelle Renee Lustig was sentenced to 3-and-a-half years in prison for stealing mail and using it to
commit identity theft, the Mail Tribune reports.

Lustig was also ordered to pay $12,387 in restitution. Her accomplice, Gregory Stephen Brooks, was
sentenced in April to nearly seven years for his role in their four-month identity theft scam.

The two used information stolen from mailboxes to open credit card accounts in victims' names and engage
in fraudulent banking activities. Lustig also printed counterfeit checks in the victims' names.

Marcia Simmons is a freelance writer living in the San Francisco Bay Area. Her work has appeared in Every Day with
Rachael Ray, Shape, Go, Geek, among other publications. She has also served as managing editor for the North Bay
Business Journal and an editor for the Project Censored series of books.
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The side effects are nothing new. Tax season: may cause anxiety, nausea and depression. But an accurate
return is only half the battle. The latest gripe? Identity theft tax fraud. Go ahead and add it to your list of tax
season woes.

From 2009 to 2011, the IRS estimates that 404,000 people were victims of identity theft tax fraud. And it's
only getting worse. The IRS saw a huge increase in this type of crime from 2010 to 2011.

Think about what's on your tax return: personal information, employment history, loan details, banking data,
birthdates and that coveted Social Security number.

That's a lot of information on one document. In fact, it's a PPl gold mine. What's PPI? It's your protected
personal information. And it's hidden treasure to identity thieves.

The goods news is the IRS has improved its ability to detect tax fraud, stopping nearly $1.5 billion in
fraudulent refunds. The bad news? With over 100 million tax refunds to process each year, the IRS can't
catch everything.

And that's only half of the problem—it doesn’t stop at tax fraud. With that much information, an identity thief
could commit a long list of crimes.

As we apprehensively near that looming April deadline, try not to get too overwhelmed or stressed. Instead,
take some time for a few extra precautionary steps. The safety of your information is just as important as
getting your taxes done.

Here’s five tips to secure your PPl during tax time:

1. Secure your connection
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If you e-file, do not login on public Wi-Fi. Instead ensure you're on a private, protected Internet connection.
Also be sure that you are on a secure website (look for the “https:” in your browser's address bar) and on a
computer with a working anti-virus system.

2. Don’t get phished

The IRS will never contact you through email, so do not respond if you receive any emails claiming to be
from the IRS. They could be fraudsters trying to trick you into providing personal information. Learn more
about protecting yourself against phishing attacks here.

3. Lock up your returns

What's worse than getting robbed? Getting robbed AND getting your identity stolen. Keep all of your tax
information and returns in a locked safe. And don't keep old tax information stored on your computer. It
should all be in that locked safe—print out a hard copy or move it onto an external hard drive.

4, Stay off of file-sharing programs

Many people use file-sharing programs to download music or movies. These types of websites put users at
a serious risk of being hacked, often times without being detected. Once they've hacked your computer,
identity thieves could steal tax information right off of your hard drive.

5. Trust the experts

Make sure that your tax professional is licensed, affiliated with a professional organization or listed with the
Better Business Bureau, the state board. of accountancy. or another trusted. institution.

Source: "IRS Faces Surge in Identity Theft Tax. Fraud." www lifeinc.today.msnbc.msn.com.

http://lifeinc.today.msnbc.msn.com/_news/2012/02/17/10428874-irs-faces-surge-in-identity-theft-tax-fraud?
chromedomain=usnews. February 171" 2012.
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Read story
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* Understanding Identity Theft

Electronic Communication
Fraud
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CALL US AT
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Send us an email
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$1M Guarantee

Login

Call Us 1-8U0-bU/-r205
Plans and Pricing
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How Lifel.ock Works Identity Theft 101

Identity Thieves Target Medical Records

By Marcia Simmons
June 17, 2014

v [l B [

Share this

Related articles

« Identity Theft Hits
Thousands of Medical
Patients

« Medical Records Hot
Commodity for Identity
Thieves

Medical records contain personal information that can give thieves
everything they need to steal your identity. Whether through fraud
or carelessness, the very employees trusted to protect these
records are the ones often putting you at risk. Here are several
cases showing just how vulnerable medical records can be.

« School Data Breaches
Leave Young Children
Vulnerab...

Woman Gets 16 Years for Scamming Medicaid With Kids' Stolen IDs
A Georgia dietician was sentenced to 16 years in prison for stealing the identities of Head Start students to
claim more than $4 million from Georgia Medicaid, according to The Florida Times-Union.

Schella Hope claimed at trial that other people forged her signature to involve her company, Hope
Nutritional Services LLC, in the fraud. A federal jury convicted hope of 58 counts, including conspiracy to
commit health care fraud, aggravated identity theft and money laundering.

Officials say Hope stole the identities of 25,000 children across Georgia and invented medical conditions to
add to their files in order to bill government programs for services.

The judge ordered Hope to repay more than $4 million and sentenced her to three years' probation upon
release.

Health Department Clerk Steals Over 1,500 Patient IDs
A former health department employee was sentenced to two years in prison for stealing patient information,
CBS Miami reports.

Authorities say Salita St. Simon stole the private data of 1,858 people when she was a senior clerk in the
FTC-0001052
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Palm Beach County Health Department. She then passed it on to others who used it to file fraudulent tax

returns.

The judge also ordered St. Simon to pay more than $19,000 in restitution and serve two years' probation

after her release.

VA Accidentally Releases Thousands of Medical Records to 1 Patient

When a veteran ordered his own medical records from a Veterans Affairs Medical Campus in Wyoming, the
VA sent him a CD containing over 6,000 pages of private medical information for other patients, FOX31

Denver reports.

While the man. who. received the records wishes to remain anonymous, FOX31 contacted one. of the men

whose medical information was on the CD.

Terry Teg was unaware his medical records had been sent to a stranger until he was contacted, but he
wasn't surprised. The Cheyenne VA facility had mistakenly sent him someone else's medical records in the

past.

A VA spokesperson says an employee realized the mistake after the records were mailed.

In the last three months of 2013, the entire VA system experienced about 2,300 record breaches and

offered those veterans credit protection.

Pennsylvania Health Center Mixes Up. Patient Records

Coordinated Health in Pennsylvania sent one patient home with another patient's records, according to the

Standard Speaker.

Gloria Senape was sent home with the private information of another patient, but later told that her
information was not given to anyone else. The company will now provide credit monitoring and protection

services for her.

Earlier this year, Coordinated Health had larger security issues when an employee laptop containing 733

patient records was stolen from a car.

Marcia Simmons is a freelance wriler living in the San Francisco Bay Area. Her work has appeared in Every Day with
Rachael Ray, Shape, Go, Geek, among other publications. She has also served as managing editor for the North Bay

Business Journal and an editor for the Project Censored series of books.

More articles you might like:

Tips to Avoid Medicare Card
Fraud

Seniors just turning 65 may
be surprised to find their
Read story

Goodwill, Stubhub The
Latest in Series of High-
Pro...

As high-profile data
breaches at Neiman Marcus,
Target, Michaels and other retailers

hup:/iwww lifelock.com/education/data-breaches/identity-thieves-target-medical-records/[8/18/2014 9:52:02 AM]

Consumers Feel Stressed
By Data Breaches But Fail ...
Finding out that you're the
victim of a data breach

Read story

Beware of These Scams

;) ! While on Vacation

A few more weeks of
summer remain, and
the Federal Trade

FTC-0001053
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Identity Theft News

More Than Just a Lost Wallet

Alerts
Gifities sharetis W [ in
Data Breaches ;

Identity Theft Protection
Related articles

Basics
Children/Family/Home « Mail Theft
Computers and Technology
Smartphones SEE MORE ARTIGLES
* Your Money and Finances
Identity Theft Recovery By now, most of us know that leaving a Social Security card in a purse or wallet is a recipe for disaster. But
Basic Stens what about standard wallet items? A lost wallet is much more than an inconvenience or lost cash.
Credit Score Help A friend of mine lost his wallet during his final year at college. Like most students eating lunch at the

student union, his packed schedule offered him only a short break for lunch. He was in such a hurry that he

didn't realize his wallet fell out of his pocket after he paid for his meal. No big deal, he thought. He doesn't

Understanding Identity Theft carry much cash, and he can cancel his credit and debit card. Unfortunately, a wallet in the wrong hands
gives enough personal information to wreak havoc.

Lost and Stolen Items

Electronic Communication

Once upon a time, it was commonplace for colleges and universities to use Social Security numbers on

their student identification cards. They probably figured students already have a unigue identifier, why

Social Networks bother creating a new string of numbers for each student? Well, that was the case at my friend's university.
His campus [D featured his full name and Social Security number (SSN). His driver's license featured his
current address. You can already see where this story is heading.

Fraud

The wallet was picked up by a fellow student. Rather than contacting my friend or the university, this
student decided to use the found item for profit. This is how normal people become. identity thieves. Identity
theft is a crime of opportunity, and thanks to lax policies there are plenty of opportunities.

CALL US AT

1 “800'607“ It took my friend several months to discover his identity was compromised. He graduated and was applying
for a car loan. He was denied because of an extremely low credit score. This took him by complete surprise
because he never missed a credit card payment in his life. He thought he had established stellar credit.
Well, he had. Unfortunately that identity thief used that stellar credit to rack up credit cards that were never
paid off.

Send us an email

Secure login ﬁ

The sad thing is this story could have ended with just a lost wallet if only more organizations had better
security practices. Thankfully most colleges and universities no longer use SSNs on college IDs. Many
states now forbid public schools from using the SSN in lieu of a different number. That doesn’t mean that
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security practices are perfect. Some campus bockstores require students to write their SSN on personal
checks. In several instances, professors posted grades sorted by student SSN! Unfortunately we cannot
control how institutions use our personal information. But we can establish best practices for personal
information security, which we will share on this blog regularly. Also remember you are entitled to free
annual credit reports, so you can monitor for suspicious activity before applying for that car or mortgage.

More articles you might like:

Card Skimming Scams on
the Rise
When you swipe your card

e " Tax Forms from Another
ﬂ,.,--"i State Pose Problem
| If you received a letter
saying. your tax return is to buy gas or slide
Read story Read story

What is a Credit Freeze?
' A credit freeze gives you the
power to seize control

Read story

Now is the Time to Plan for
Retirement

Are you planning for the
future? While retirement may
seem Read story
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The Dangers of Medical Identity Theft

By Marcia Simmons
June 23, 2014
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While we all know our bank accounts and credit are at risk, there's

another type of identity fraud that is on the rise. Medical identity SEE MORE ARTICLES

theft accounted for 43% of all identity theft reported in 2013.

Between 27.8 and 67.7 million people's medical records have

been breached since 2009, according to the U.S. Department of Health and Human Services estimates.

There are cases of opportunists who use identities of someone they know to get treatment. Some thieves
hack medical provider records, while others are health care employees who use their access to sensitive
data for personal gain. However they get your information, once they have it they can get medical treatment
or prescriptions in your name.

About 36 percent of medical identity theft victims in 2013 paid an average of $18,660 because of the fraud,
according to research by the Ponemon Institute. But the damage from this type of theft can be more than
financial.

By contaminating your medical records with their information, a thief turns them into an inaccurate and
potentially dangerous false documentation of important facts such as your blood type, allergies, past
medical procedures and more. Fixing this information is time-consuming. But if you don't know it's
inaccurate to begin with, it could endanger your health in an emergency.

If your insurance company thinks you've already used your coverage for certain treatments, you may not be
covered once you need to use your insurance due to yearly care caps, limits on certain prescriptions or
procedures that can only be covered once in a lifetime, such as a heart transplant.

Ponemon research also found that many health care organizations allow employees to use their own
personal mobile devices and. computers to connect to sensitive records. Very few required their employees
to install anti-virus or anti-malware software.
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To.protect yourself, be sure to ask your insurers for a list of benefits paid out to. you at least once a year to
ensure it's correct. Read every notice you get in the mail with an eye for any treatments or prescriptions
that aren't familiar. It's also wise to take as much care with your health insurance card and medical
information as you would with your credit cards and financial information.

Marcia Simmons is a freelance writer living in the San Francisco Bay Area. Her work has appeared in Every Day with
Rachael Ray, Shape, Go, Geek, among other publications. She has also served as managing editor for the North Bay
Business Journal and an editor for the Project Censored series of books.
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Read story
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Social Media Behavior Leads to Identity Theft

By Marcia Simmons
June 13, 2014
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Social media is becoming an integral part of identity theft. Whether using Instagram to perpetrate a scam or
Facebook to catch a thief, there's no doubt that social networking does more than just keep us connected
to our friends.

City Puts Private Employee Data on Facebook Page

A payroll document that included employee Social Security numbers was accidentally posted to the
Facebook page of an Alabama city, WAAY-TV reports.

Though the personal information was on Facebook for just a few hours, one employee was already
contacted about fraudulent credit card offers and debt collections.

The town of Rogersville is now paying for a year of identity theft protection for more than 20 of its
employees.

Accused Scammer Recruits Accomplice on Social Media

A Florida man allegedly used Facebook and Instagram to recruit help for a credit card skimming operation
that affected 20 people, the Sun Sentinel reports.

Adrian Liggins was charged with fraud, but police have not yet decided if they'll charge his 18-year-old
accomplice.

Liggins met the high-school student on Facebook and Instagram and asked her if she would use her job at
McDonald's to help him skim credit card numbers. In return for $260, she used a machine provided by him
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to grab card information from 20 customers.

The woman cooperated with police when caught and authorities were able to find Liggins because a photo
on Instagram. of his high school diploma showed his full name. Police monitored a meeting between. her
and Liggins to exchange card machines and later arrested him.

Authorities found skimmers, stolen identities and computers used for the fraud at his home.

Man Arrested for ID Theft for Impersonating TV Weather Man Online

Matthew Wendt was arrested for impersonating a TV meteorologist on social media to meet
women, KWQC reports.

TV personality Greg Dutra discovered the fraud when he tagged his girlfriend in a Twitter post and another
woman contacted him, upset because she'd been romantically involved with him on Facebook. Only it was
actually Wendt who had been contacting her on Facebook pretending to be Dutra.

Police tracked Wendt through his IP address and are investigating what personal information of Dutra's he
has and whether he obtained personal information from the women he contacted.

Wisconsin ID Thief Identified Through Police Facebook Page
Racine police nabbed a suspected identity thief using Facebook, according to the Journal Times.

Authorities say Shane R. Trentadue was filmed by an ATM camera using a stolen debit card. Police
received tips from the public about his identity after putting snapshots from that footage on Facebook.

Trentadue was charged with fraudulent use of a credit card and felony identity theft.

Authorities Warn Fake Instagram Account Could Lead to ID Theft

A fake Instagram account created in the name of lottery winner Solomon Jackson Jr. could open many
people up to identity theft, WACH reports.

The bogus posts claim Solomon will give a $1,000 scholarship to the first 100,000 followers of the account.

Authorities say scammers know what kinds of social media stunts are trending and use schemes like this to
collect personal information from unsuspecting people looking to win a few bucks.

Fellow Instagram users caught on to the scam, as have authorities, and are warning others not to give any
personal information to this or similar users.

Marcia Simmons is a freelance writer living in the San Francisco Bay Area. Her work has appeared in Every Day with
Rachael Ray, Shape, Go, Geek, among other publications. She has also served as managing editor for the North Bay
Business Journal and an editor for the Project Censored series of books.
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5 Ways to Prevent Identity Theft While on Vacation

By Beatrice Karnes
June 11, 2014
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A summer vacation is a wonderful way to shed stress, explore new

places and cultures, and reconnect with the people who mean the
most to us.

« What to do When You
Lose Your Wallet

Unfortunately, we all know that a vacation can be ruined by

criminals. Taking a few precautions, beginning when you're still at SEE MORE ARTICLES
home, could make the difference between happy memories and a

long-term nightmare. These five simple steps could prevent identity

theft:

1. Clean out your wallet — You've been meaning to do this anyway. Shred all receipts or file them at
home. Put your checkbook in a safe place in your home, and use your credit or debit card while traveling,
or traveler's checks. Leave gift cards at home unless you plan to use them on vacation. You should never
routinely carry your Social Security or Medicare cards. If these are in your wallet, remove them
permanently.

2. Notify your credit card provider — Once you've decided which credit or debit card to take on vacation,
contact the company to let them know where you'll be traveling and for how long. Likewise, contact the
providers of cards that you're leaving behind. The fraud units of all cards will know where you are to
prevent unauthorized purchases.

3. Take a spare wallet —Tuck a little bit of cash inside along with a hotel keycard from a previous trip. Men
should carry this in their rear pants pocket while women should carry this at the top of items in their purse.
If you're the victim of a pickpocket, this wallet will be stolen, not your real one. If a robber asks for your
wallet, hand over the spare.

4. Don't post vacation photos on social media — Posting status updates that you're away from home
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and fun vacation photos may seem like a good idea, but really any of this personal information is useful
both to burglars. and identity thieves.

5. Phone calls from “front desk fraudsters™ — If. you receive a call from the “front desk” saying.there's a
problem with your credit card and they need a number from a different card, politely tell them that you'll call
back in a moment and hang up. Call the desk yourself to check if the call is legitimate. You may find out
that an identity thief was trying to steal your card number or, if there is a genuine problem with your card,
call the company. to. fix the problem.

Beatrice Karnes is a freelance writer. She has many years of experience working behind the scenes at local TV stations in
California, Colorado and Wyoming. Most recently, she was an editor for Patch Media, a local news and information
consortium of 800 websites nationwide. Beatrice holds a bachelor's degree in journalism from San Jose State University.
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In the movies, hackers make it look easy to crack a password. The fact is, it often is as simple as it seems
on the big screen. “While passwords are a vital component of system security, they can be cracked or
broken relatively easily,” according to software company Symantec.

And once thieves break into your accounts, your personal information and identity are at risk.

But there are simple steps you can take to choose a secure password.

1. Be unconventional.
Avoid common words anyone can find, in the dictionary, and simply adding numbers to common terms, like
mainstreet12, isn't any better. Hackers write programs to crack these types of passwords first.

2. Stay impersonal.

Many people use birthdays, addresses or other personal info to make passwords memorable. But it is
“alarmingly easy” for hackers to obtain personal information about prospective targets, according to
Symantec. Avoid. anything that refers to. your name, nickname, the name of a family member or pet and any
personal numbers like phone numbers, addresses or other information.

3. Be complex.

The longer and more complicated your password is, the harder it is to guess. Include numbers, symbols

and mixed-case letters. Google suggests this technique: Create a phrase known only to you, and associate

it with a particular website. A phrase for your email could be “My friends Tom and Jasmine send me a funny

email once a day.” Use numbers and letters to recreate it. “MfT&Jsmafeiad’ is a password with lots of
FTC-0001068
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variations,” notes Google.

4. Mix and match.
Do the same to create a unique password for every other password-protected site you visit, Google

suggests.

“Choosing. the same password for each of your online accounts is like using the same key. to lock your
home, car and office—if a criminal gains access to one, all of them are compromised,” it says.

5. Change them up.
Passwords should be changed regularly to remain effective. How often?

Online financial accounts should be changed every month or two; corporate network passwords every 3-4
months. Everything else? Simply use good judgment and don't be lazy.

“Changing a password is relatively quick and painless compared to the irritating and expensive process of
combating identity. theft."

6. Put it to the test.
Online password. checkers can evaluate a password's strength. Microsoft has a password checker here.

7. Consider a password manager.

Connectsafely.org suggests using a program or service like RoboForm, LastPass or Password Safe to
create strong passwords for each of your sites, but you only have to remember one password to access the
program that stores your passwords for you. Another service, Dashlane recently received praise from the
New York Times' David Pogue.

“It saves you infinite time and hassle, it's (mostly) free, and it belongs on your computer and phone this
very day,” he wrote. It's now out in 2.0, and both memorizes your password and automatically logs you in

to websites, even with complex logins such as bank accounts.

8. Use common sense.
Connectsafely.org reminds users that smart Internet habits are the key to password protection:

» Never share your password with anyone. The only exception: kids should give theirs to their parents.

= Don't post it out in the open. Studies have found that many people still post their password on a sticky
note, the organization reports.

- Don't fall for "phishing." Never click on a link (even if it appears to be legit) that asks you to log in,
change your password or provide any other personal information. It might be a "phishing" scam.

Jamie White is the managing editor of news content for LifeLock. As a journalist for the last 15 years, she has worked as
a reporter and editor at news organizations throughout the San Francisco Bay Area, including The San Francisco
Examiner. Most recently. she was a regional editor for Patch Media, a local news and information consortium of 800
websites nationwide. Jamie holds a master's degree from Columbia University's Graduate School of Journalism.

More articles you might like:

Tips to Avoid Medicare Card Consumers Feel Stressed
Fraud By Data Breaches But Fail ...
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How does tax fraud occur?

Identity thieves want your tax refund. They can steal bits of your personal information or even your prior
year's tax documents, in order to file a fraudulent tax return. The crime may be undetected until you are
missing a refund check or the Internal Revenue Service notifies you of a problem.

What are the effects of tax fraud?

Not only can tax fraud thieves steal your refund check, but they can also do serious damage to your good
standing with the IRS. If a fraudulent tax return is filed, your official financial information would be wrecked,
and you may be facing an audit. It could take years to fix your records with the IRS. Plus, with the stolen
information, identity thieves could continue committing identity crimes long after tax season.

The impact:

» The IRS initiated 1,492 identity theft related criminal investigations last year, a 66 percent increase over
2012.

» Tax fraud prosecutions and indictments have more than tripled since 2011.

More stories on tax fraud:
FTC Advice: File Your Taxes Early

Businesses: Beware of Tax Fraud

How to E-file Your Taxes for Free

IRS Responds to Surge in Tax-Related Identity Theft
Tax Fraud Schemes Target Prisoners and Job Seekers

Employment ID Theft

Jamie Whilte is the managing editor of news content for LifeLock. As a journalist for the last 15 years, she has worked as
a reporter and editor at news organizations throughout the San Francisco Bay Area, including The San Francisco
Examiner. Most recently, she was a regional editor for Patch Media, a local news and information consortium of 900
websites nationwide. Jamie holds a master's degree. from Columbia Universily's Graduate School of Journalism.
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New laws are making it difficult for illegal immigrants to gain employment—thus entrepreneurial thieves are
after your good name to sell it for a high price.

How does employment-related fraud occur?

A criminal background, an illegal status or even a bad work history can make it difficult to find employment.
That's why identity thieves are often resorting to employment fraud. In order to pass a background check or
employment requirements, a fraudster could use your Social Security number. Even if the employment
process requires more than an SSN, employer background checks are often not very thorough. Identity
thieves may only need a small amount of additional information.

How could employment related fraud affect my identity?

If an identity thief uses your information for employment purposes, there could be a devastating effect on
your employment history and your name. Since incorrect employment will be reported to the Social Security
Administration, you may face tax audits, lost tax refunds and errors on permanent government records.
They could even use your identity for medical services, home utilities, credit and more. And if you apply for
a new job, your employment history may be incorrect and misleading. The effects could take years to
resolve.

Statistics

» Out of all identity theft complaints in 2011, 8% reported to be victims of employment-related fraud."

» Arizona, Colorado, New Mexico and Texas had the greatest percentage of employment-related fraud.!

' Federal Trade Commission. "Consumer Sentinel Network Data Book for
January — December 2011.”

T Federal Trade Commission. “Consumer Sentinel Network Data Book For
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January — December 2011." February 2012.

T Javelin Strategy & Research. "2012 Identity Fraud Report: Social Media and Maobile Forming
the New Fraud Frontier." February 2012,

More articles you might like:

Consumers Feel Stressed
By Data Breaches But Fail ...
Seniors just turning 65 may Finding out that you're the
be surprised to find their victim of a data breach

Read story Read story

Tips to Avoid Medicare Card
Fraud

Goodwill, Stubhub The
Latest in Series of High-
Pro...

Beware of These Scams
While on Vacation
A few more weeks of

As high-profile data summer remain, and
breaches at Neiman Marcus, the Federal Trade
Target, Michaels and other retailers Read story

Read story

Displaying 4 of 10 Results. Show More Results *

About | Contact | Blog | Press Room | Investors | Business Solutions | Privacy Policy | Terms & Conditions | Advertising Choices | Affiliates | Careers | Site Map

vyHhAEBOa

od by VieriSign

ACCREDITED
BUSINESS

TRUSTe

Copyright © 2006-2014. LifeLock. All Rights Reserved

oo

FTC-0001074

htep:/fwww lifelock. com/education/understanding-identity-theft/'employment-related-frand/[8/18/2014 9:53:40 AM] Page 401 Of 1 335



LifeLock

Relentlessly Protecting Your Identity

Services

Identity Theft 101

Identity Theft News
Alerts
Crimes
Data Breaches
Identity Theft Protection
Basics
Children/Family/Home
Computers and Technology
Smartphones
Your Money and Finances
Identity Theft Recovery
Basic Steps
Credit Score Help
Lost and Stolen Items
Understanding ldentity Theft
Electronic Communication
* Fraud

Social Networks

CALL US AT
1-800-607-
7205

Send us an email

Secure login ﬁ

hup:/iwww lifelock.com/education/identity-theft-recovery/loan-fraud/[8/18/2014 9:53:52 AM]

Login

Call Us 1-800-60/-r205

$1M Guarantee How LifeLock Works Identity Theft 101
jo)
Loan Fraud
v [l B 0

Share this

Related articles

PAYDAY

« Tax Fraud

ADVANCE

With payday loans, you may not know that someone has used your identity to illegally obtain cash. Thieves
can open these types of loans in multiple states, racking up a huge debt using your personal information.

How does loan fraud occur?

Many loaning agencies only require a small amount of information in their lending application process. This
makes it easy for identity thieves to use your stolen information—anything from your Social Security
number to your banking information—to get a quick loan. Payday loans make it easy for thieves to obtain
cash in your name without much verification. Or worse, with enough stolen details, they could open up a
legitimate car, home or business loan.

What are the effects of loan fraud?

Since it is typically easy to get a payday loan, many identity thieves choose to take out the maximum
amount for their use—and they could even repeat this offense in multiple states. You may not detect the
crime until payday loan collectors are aggressively demanding a payment. A larger loan could have an
even greater impact—damaging your credit history and building debt.

The impact:

» At an average of $4,687 in 2011, new loan identity theft cost consumers more than any other identity
theft crime.!

1 Javelin Strategy & Research. “2012 Identity Fraud Report: Sacial Media and Mobile Forming the New
Fraud Frontier.”
February 2012.

t Federal Trade Commission. "Consumer Sentinel Network Data Book For
January — December 2011.” February 2012
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T Javelin Strategy & Research. "2012 Identity Fraud Report: Social Media and Mobile Forming
the New Fraud Frontier." February 2012.
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From Social Security cards to birth certificates and driver’s
licenses, illegally obtaining and selling government documents is
big business for thieves.

How does government documents fraud occur?

From illegal immigrants to criminals, there's a substantial customer base for fraudulent government
documents. |dentity thieves can steal your personal information, such as your Social Security number and
address, to create and sell Social Security cards, driver's licenses, birth certificates, identification cards and
more.

What are the effects of government documents fraud?

With your identification information, illegal immigrants, criminals or even terrorists can obtain licenses and
other government documents. These documents could aid in the smuggling of drugs or illegal immigrants.
Or they could use fraudulent identification to gain government benefits, travel state lines or commit crimes.
No matter the offense, they could be doing it with your identity.

The impact:

» From April 2006 through July 2010, the Document and Benefit Fraud Task Forces (DBFTFs) generated
$22.6 million in seized assets." Led by the U.S. Immigration and Customs Enforcement, the DBFTFs
work towards fighting document and benefit fraud.

1 U.S. Immigration and Customs Enforcement. “Fact Sheet: Document and Benefit Fraud Task Forces.”
February 24, 2010. hitp://www.ice.gov/news/library/factsheets/doc-bene-fraud.htm

t Federal Trade Commission. "Consumer Sentinel Network Data Book For
January — December 2011.” February 2012
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In today’s healthcare climate, pirated insurance benefits—using

your personal information—can earn a high sale price for
industrious thieves.

How does benefits fraud occur?

Identity thieves aren't always motivated by financial gain. They instead could gain access to your medical
benefits by stealing your insurance information or through employment fraud. Once they've successfully
stolen your identity, they could then rack up medical service bills and charges, and in turn, change your
medical history.

What are the effects of benefits fraud?

If an identity thief commits benefits fraud, you could unknowingly obtain thousands of dollars in medical
expenses. Often the crime goes undetected until you are in need of a legitimate medical service. This could
affect your insurance, your taxes, premiums and credit. Even worse, if your medical history and details are
changed— such as your blood type or allergies—you could be in physical danger.

The impact:
+ The economic impact for medical benefits fraud is $30.9 billion per year.'

' Arevalo, Christina and Kam, Rick. “The $234 Billion World Of Medical Id Theft.”
View on Hospitals. Multiview Inc. February 13, 2012.

T Federal Trade Commission. “Consumer Sentinel Network Data Book For
January — December. 2011.” February 2012.

T Javelin Strategy & Research. "2012 Identity Fraud Report: Social Media and Mobile Forming

the New Fraud Frontier." February 2012.
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Nowadays thieves can do more than hold you up at gunpoint to take your money. They can pilfer your
bank account information and clean out your savings, before you know it.

How does bank fraud occur?

What better way for identity crooks to get what they want than to go straight to your bank account? With
your stolen login and contact information, thieves can break into your bank account, change your
information and steal all of your money.

What are the effects of bank fraud?

If an identity thief is able to takeover your bank account, the effects could be extremely detrimental. They
could not only clean out your finances, but they could use your stolen information for other banking crimes
or open new accounts in your name. They could even wire transfer money overseas, making it extremely
difficult to track. Many banks only reimburse up to a certain amount, and it can take months to get your
accounts back in order.

The impact:
» Out of all identity theft complaints in 2011, 9% reported to be victims of bank fraud.’

» Account takeovers cost Americans an average of $3,692.2

' Federal Trade Commission. “Consumer Sentinel Network Data Book forJanuary — December 2011."
February 2012.

2 Javelin Strategy & Research. “2012 Identity Fraud Report: Social Media and Mobile Forming the New
Fraud Frontier.” February 2012.

T Federal Trade Commission. "Consumer Sentinel Network Data Book For
FTC-0001081
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Being Smart When Kids Return to School
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Kids love back-to-school season almost as much as identity thieves. And what's not to love? New clothing.
New supplies. New schedule. Sometimes even a new school. It's new everything! But all that new stuff
means. a lot of transactions and.exchanging of information—pretty tempting to an identity thief.

From pre-school to. college, back-to-school season can be a dangerous time. for your children's identity. The
best way to protect your kids is to stay informed. Here are six common back-to-school activities that put you
and your child’s identity at risk.

1. Sports & Extra-Curricular Activities: Many after-school activities take place on school grounds, but they

may be sponsored by an outside organization with different privacy policies than a school. Make every effort
to keep as much information under wraps as possible and ensure your child's information isn't being posted
on the organizations websites, game lineups, etc.

. Back-to-School Shopping: Back to school shopping can be fun, as well as a little frantic. But this is not

the time to let your guard down. Keep an eye on your credit cards, use cash whenever possible and make
sure you're on a secure website and connection when shopping online. Find more information about credit
and debit card fraud.

. Purchasing Books: In. many colleges, purchasing textbooks requires a student ID number or card. But a

student’s name and ID number could lead an identity thief to a full profile. Plus, in all the hustle of buying
the right books in time for that first class, it's. easy to lose track of credit cards and numbers. Before your
children start the Fall semester, be sure to talk to them about the importance of keeping. these items safe
and private. Find. out more information about identity theft and college students.

FTC-0001083

hup:/iwww lifelock.com/education/children-family-home/being-smart-kids-return-school/[8/18/2014 9:55:06 AM] Page 41 O Of 1 335



LifeLock

About

4. Submitting Enrollment Information: Between birthdates, Social Security numbers and medical

documents, schools keep loads of identity information stored for their records. But if they get robbed,
hacked or breached, personal information could be compromised. But what can you do? Above all, provide
as little information as possible. Keep an eye on what paperwork comes home and what forms go out,
making sure this information is delivered securely. If possible, make sure that your child’s school keeps its
records in a safe place.

. Filling Out a FAFSA: A Free Application for Federal Student Aid (FAFSA) form contains a wealth of

personal information. In other words, it's an identity thief's treasure trove. Keep track of communications
from FAFSA and shred documents when possible. And be sure not to fall for any fraudulent websites or
phishing emails. that may be mocking FAFSA documents. Find more information about phishing. Find more
information. about counterfeit websites.

. Knowing Your Rights: The Protection of Pupil Rights Amendment (PPRA) gives you. the freedom to see

surveys. and instructional materials before they. are passed out in the classroom. The Family Educational
Rights Privacy Act (FERPA) protects the. privacy. of your students’ information.and gives parents. and
students the option to view those records. Know your rights, and take advantage of them. Monitoring your
child’s educational records can help your keep your child protected. Find more information about your
federal rights.
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5 Ways Seniors are Targeted for Identity Theft

By Beatrice Karnes
June 24, 2014
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« When Identity Theft Hits
Home

Why would identity thieves target senior citizens when most of
them are retired? Simple — to get at the wealth accumulated over
a lifetime of working and saving.

According. to Pew Research, households headed by someone over the age of 65 have 47 times as much
net wealth as the typical household headed by someone younger than 35.

Consider Florida with its high concentration of seniors. Consumer Sentinel Network statistics for 2013 show
that Florida has the highest rate of identity theft in the country, with 192 complaints per 100,000 residents
and an astounding 340 complaints per 100,000 residents in Miami. In 2014, the state legislature deliberated
tougher penalties. for identity theft but the effort, SB1472, died in committee.

There are specific ways that seniors are targeted, leading to the opportunity for extra protection:

1. Medicare ID Theft: Your Medicare number contains your entire Social Security number, plus some extra
letters. Identity thieves go to great lengths to get their hands on your number. Don't routinely carry your
card in your wallet. Hospitals must treat you in an emergency so they can get a photocopy of your card
later. Once your primary care physician makes a copy of your card the doctor doesn't need to see it again.
If they ask for it, tell them to refer to their files — it hasn’t changed.

2. Tax Refund Fraud: Following retirement, many seniors stop filing tax returns annually as their income
drops below the threshold that requires the filing. While refund fraud is a huge problem for all Americans, it
hits seniors harder because it takes longer to realize they've been victimized. Filing taxes is free — go
through the mental exercise even if it's not required. You may even get a few dollars back.

3. We're Issuing. You a New Card: The senior receives a phone call from a person who says that he or she
is being issued a new Medicare card. The caller just needs to confirm a few things such as date of birth,
your old Medicare number, etc. Don't fall for it. A government agency never initiates contact by phone and
never asks for personal identifying information —they already have everything on file. Just hang up.

4. Stolen Mail: Seniors often do things the same way they've done them for 50 years — such as put outgoing
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Page 413 of 1335



LifeLock

mail in their mailboxes to be picked up by the mail carrier. Swiped mail, incoming or outgoing, contains a
wealth of information from credit card numbers and bank account numbers to driver's licenses and
unsolicited credit card applications. Get a locking mailbox or a mail slot that drops mail into a secure place.
Post outgoing mail at the post office or a USPS mailbox.

5. Fake Funeral Notices: Due to their advancing age, seniors know more people who die than younger
people. This makes them more vulnerable to scams involving death. Earlier this year the Federal Trade
Commission warned of fake emails purporting to be funeral notices. The recipients were invited to click on a
link in the email for more information and to leave condolences. The link downloaded malware onto the
victim’s computer, making them vulnerable to identity theft.

Beatrice Karnes is a freelance writer. She has many years of experience working behind the scenes at local TV stations in
California, Colorado and Wyoming. Most recently, she was an editor for Patch Media, a local news and information
consortium of 900 websites nationwide. Beatrice holds a bachelor's degree in journalism from San Jose Slate University.
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« More Than Just a Lost
Wallet

SEE MORE ARTICLES

Mail theft is one of the most basic methods available for stealing

your personal identity: thieves simply steal your mail. Though

many mail thieves are just looking for cash and valuables, identity thieves know your mail contains much
more. It contains personal information about your identity and your financial accounts.

How Does Mail Theft Occur?

Whether it's taken from unlocked mailboxes, postal trucks, drop boxes, or mailbox panels, mail theft occurs
whenever someone physically takes your mail without your permission. It doesn’t matter whether they are
stealing the contents (i.e., cash or consumer goods), or whether they're utilizing the personal information
contained within to steal your identity—mail theft is a felony.

Information thieves can collect:

= Pre-approved card and other offers

= Social security number

- Telephone numbers

- Email address

= Credit card and bank account information

= Employment history
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T Federal Trade Commission. “Consumer Sentinel Network Data Book For
January — December 2011.” February 2012.

T Javelin Strategy & Research. "2012 Identity Fraud Report: Social Media and Mobile Forming
the New Fraud Frontier." February 2012.
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USPS Warns of Malware in Phony Email

By Beatrice Karnes
May 28, 2014
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Crooks are phishing for your personal information again. . Danger of Malware

The Postal Inspection Service, the law enforcement arm of

the U.S. Postal Service, is warning about a phony email that's
been reported by victims nationwide. The email claims. to be from
the USPS and informs the recipient that a package couldn't be
delivered. The email contains an attachment or link that, when clicked, installs malware on your computer.
The Postal Inspection Service warns the malware “could steal personal identifiers of the customer and
compromise the customer's information.”

The Postal Inspection Service recommends. the following steps if you receive one of the emails:

» Do not click on the link or open the attachment
» Forward the email to spam@uspis.gov

+ Delete the email

Fraudsters Also Phoning Victims

Criminals aren't limiting their attacks on consumers to emails — they're also phoning potential victims.
Callers use the same scenario as the emails: more information is required to deliver a package. The caller
then tries to pry personal identifying information out of the victim.

If you receive one of the calls, the Postal Inspection Service advises:
» Do not provide any personal identifying information to the caller
» Hang up

» Contact your local post office to verify the phone call

FTC-0001091
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» Contact the Postal Inspection. Service at 877-876-2455

The Postal Inspection Service investigation into the fraudulent emails and calls is ongoing.

Beatrice Karnes is a freelance writer. She has many years of experience working behind the scenes at local TV stations in
California, Colorado and Wyoming. Most recently, she was an editor for Patch Media, a local news and information
consortium of 900 websites nationwide. Beatrice holds a bachelor's degree in journalism from San Jose State University.
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2 Million Stolen Passwords: What Can You Do?
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« How to Pick a Secure
Password

December 7, 2013
Was your password for Facebook, Google or your email just stolen? Would you know if it was?

The security firm Trustwave just found a file containing nearly 2 million stolen passwords for email
accounts, social media sites and other services. The information was stolen by malicious software that
gets onto your personal computer, records your keystrokes and sends the information back to the thieves.

With those passwords, identity thieves can enter your accounts and collect enough other personal
information about you to take over your bank accounts, get new credit in your name, steal your tax refund
and make your life miserable.

Here's what you should do right away to make yourself more secure:

1. Change Passwords: Facebcok and some other companies say they've already changed the passwords
of people whose information was in that file. But many people use the same password for all of their
accounts, meaning.that Facebook password. will also get someone into your bank accounts. So change. the
passwords on sites that contain your personal information, and use different ones for different accounts.
Then make a habit of changing them again once every several months.

2. Use Better Passwords: The most popular password in the hackers' file was 123456, according to
Trustwave, which makes it way too easy to guess. So pick safer passwords. (See How to Pick a Secure
Password.)

3. Check and Protect Your Computer: The software that steals your keystrokes can enter your computer
many ways. You can insert a flash drive or DVD that contains it, or download an infected program, or click

on a "phishing” email that includes the bad software. Use an anti-virus program -- PC Magazine offers
FTC-0001093
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reviews of the best ones -- to protect your computer and check it regularly.
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Target: Millions More Customers Were Victims of Data Breach
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January 10, 2014

Target announced Friday that the theft of personal information about its customers affected millions more
people than it originally reported.

The company first said that the breach happened over a three-week period, from November 27 to
December 15, during the prime holiday shopping season and involved 40 million credit and debit card
accounts. It initially said that only account numbers, customer names and security codes were stolen.

Target has not released information about how the data was stolen, but it now says in an online statement
that "the investigation has since determined that the stolen information includes names, mailing addresses,
phone numbers or email addresses for up to 70 million individuals."

The company told Bloomberg News that it's not yet clear how much overlap there is between the original 40
million card accounts and the 70 million people covered by the new announcement.

“| know that it is frustrating for our guests to learn that this information was. taken and we are truly sorry
they are having to endure this," Gregg Steinhafel, Target's chairman, president and chief executive officer
said in the statement. "l also want our guests to know that understanding and sharing the facts related to

this incident is important to me and the entire Target team."

Target has said that customers who suffer fraud because of this breach will not be held liable, and many
banks have posted statements about how they're handling the situation.

To learn more, visit target.com/databreach.
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FTC Advice: File Your Taxes Early

By Jamie White
January 15, 2014
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« Tax Fraud
While many people consider March and April to be tax time,
January and February are the prime season for identity thieves + Tax Fraud Schemes
hoping to. rake in thousands of dollars. Target Prisoners and

Job Seekers
That's because tax fraud criminals often file false tax returns early

using stolen Social Security numbers, hoping to claim thousands
of dollars in refunds. In many cases, whoever files first, be it the
thief or the legitimate claimant, gets the refund first.

« The Trouble With Tax
Returns

Tax identity theft is the most common form of identity theft reported
to the Federal Trade Commission. As part of Tax Identity Theft
Awareness Week, the FTC offers these tips to avoid being a
victim:

SEE MORE ARTICLES

File your tax return early in the tax season, if you can, before identity thieves do.
Individuals can start filing their taxes as soon as January 31 this year. If you owe tax, you can still file the
return early and then wait to send your payment until April 15.

Use a secure Internet connection if you file electronically, or mail your tax return directly from the post
office.. Don't use unsecure, publicly available Wi-Fi hotspots at places like coffee shops or a hotel lobby.

Shred copies of your tax return, drafts, or calculation sheets you no longer need.

Respond to all mail from the IRS as soon as possible.

Know the IRS won't contact you by email, text, or social media. If the IRS needs information, it will
contact you by mail.

» Don't give out your Social Security number or Medicare number unless necessary. Ask why it's needed,
FTC-0001097

hup:/iwww lifelock.com/education/identity-theft-protection/fic-advice-file-your-taxes-early/[8/18/2014 9:56: 16 AM] Page 424 Of 1 335



LifeLock

how it's going to be used, and how it will be stored.

» Get recommendations and research a tax preparer thoroughly before you hand over personal
information.

» Check your credit report at least once a year for free at annualcreditreport.com to make sure no other
accounts have been opened in your name.

Tax identity theft victims typically find out about the crime when they. get a letter from the IRS saying that
more than one tax return was filed in the their name, or IRS records show they received wages from an
employer they don't know. If you get a letter like this, says the FTC, don't panic. Call the IRS Identity
Protection Specialized Unit at 1-800-908-4490 if you get a letter like that, or if you have any reason to
believe your Social Security or Medicare number has been compromised. (If you're a LifeLock member,
also report it to us at 1-800-LifeLock so we can help.)

More information about tax identity theft is available from the FTC at and from the IRS.

Jamie While is the managing editor of news content for LifeLock. As a journalist for the last 15 years, she has worked as
a reporter and editor at news organizations throughout the San Francisco Bay Area, including The San Francisco
Examiner. Most recently, she was a regional editor for Patch Media, a local news and information consortium of 900
websites nationwide. Jamie holds a master's degree from Columbia University's Graduate School of Journalism.
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Hotels Warn of Credit Card Breach

By Jamie White
February 05, 2014
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Customers of more than a dozen hotels across the United States may have had their credit card
information compromised in the latest security breach to unravel in recent weeks.

Independent hotel management company White Lodging announced Feb. 3 that it suspects a breach
occurred over a nine-month period, from March 20 to Dec. 16, 2013, in restaurants and lounges at 14 of its
properties including hotels it runs under the Marriott, Holiday Inn-and Westin brands.

The compromised data may have included names, card numbers, security codes and expiration

dates. White Lodging urges guests who used or visited the affected hotels during the suspected breach to
review their card statements. Customers who suspect unauthorized activity should report it to the issuer of
the credit or debit card.

Visa, MasterCard, American Express and Discover offer their credit card holders zero liability for
unauthorized charges as long as the charges are reported to them in a timely manner.

Guests should also consider placing a fraud alert on their credit files, White Lodging suggests.
The company will offer one year of complimentary personal identity protection services to all affected
cardholders. It said in a news release that it's working with law enforcement and is reviewing charges at all

of the properties it manages.

The hotels affected by the White Lodging breach are:

Marriott Midway, Chicago

Holiday Inn Midway, Chicago

Holiday Inn Austin Northwest, Austin

Sheraton Erie Bayfront, Erie, Pa.

Westin Austin at the Domain, Austin

Marriott Boulder, Boulder

Marriott Denver South, Denver

Marriott Austin South, Austin

Marriott Indianapolis Downtown, Indianapolis

Marriott Richmond Downtown, Richmond, Va.
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+ Marriott Louisville Downtown, Louisville, Ky.
» Renaissance Plantation, Plantation, Fla.
» Renaissance Broomfield Flatiron, Broomfield, Colo.
» Radisson Star Plaza, Merrillville, Ind.

The hotel incident comes on top of other retailers experiencing data breaches, including Target — where up
to 110 million of its customers may have had their credit, debit and other personal information stolen over a
three-week period late last year.

Jamie White is the managing editor of news content for LifeLock. As a journalist for the last 15 years, she has worked as
a reporter and editor at news organizations throughout the San Francisco Bay Area, including The San Francisco
Examiner. Most recently, she was a regional editor for Patch Media, a local news and information consortium of 900
websites nationwide. Jamie holds a master's degree from Columbia University's Graduate School of Journalism.
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By Marcia Simmons

June 10, 2014 Share this

Related articles

+ 10 Ways to Avoid
Identity Theft While
Traveling

« What to Do if You Lose
a Credit Card

As an extra layer of security, credit cards and U.S. passports are

required to have chips to prevent counterfeiting and identity thetft. SEE MORE ARTICLES
However, what is intended as a security measure actually opens

consumers up to a new form of identity theft. With a special kind of

scanner, thieves can skim the information while your cards and passport are still in your wallet.

Known as radio frequency identification (RFID) chips, they transmit an encrypted version of your credit card
or. passport information to a merchant's or customs agent's chip reader. Though many security experts say
this technology is safe, one recent identify theft victim would disagree.

Tymikia Jackson was pumping gas at a Georgia filling station, when a woman walked up and asked her for
money. Jackson gave her $20, and then a man who was with the woman insisted on hugging Jackson to
thank her. Later, Jackson found that nearly $3,000 had been charged using her card information, according
to KENS-5.

Authorities say that the man scanned the information from the RFID-enabled card in Jackson's front pocket
during the hug.

Because of the equipment and skill needed to steal and.use the stolen information, this type of theft isn't as
common as traditional skimming schemes based on the magnetic stripe.

But while it is true that the technology has improved since it was first introduced nearly a decade ago and
cases like Jackson's are rare, researchers and "white hat" hackers locking to improve security are
continuously testing for vulnerabilities—and finding them. And as Jackson's case shows, it isn't always the
good guys who. find ways past the security measures and encryption.

U.S. credit card companies and merchants face an October 2015 deadline to switch to RFID cards and
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card readers, if they haven't already. U.S. passports have used this technology since 2007. However, a
simpler passport card with a chip that only. contains an identification. number without the rest of the personal
information is available for use when crossing borders by land and sea—for example, to head to Mexico or
Bermuda.

Special RFID-blocking wallets are available to thwart would-be thieves. For those who want to keep their
wallet or put cards in their pockets, there's Card Guard, a protective covering for chipped cards. Some
experts say you.can improvise protection by wrapping a chipped card in aluminum. foil.

Marcia Simmons is a freelance writer living in the San Francisco Bay Area. Her work has appeared in Every Day with

Rachael Ray, Shape, Go, Geek, among other publications. She has also served as managing editor for the North Bay
Business Journal and an editor for the Project Censored series of books.
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Related articles

« Cellphone Security:
What to Do to Keep
Teens Safe

. States Struggle to Make
Birth and Death
Certificat...

Many identity theft victims are surprised to find that the individual
responsible for stealing their personal information is someone they
know. SEE MORE ARTICLES

In fact, nearly one-third of all victims discover a relative was
responsible for stealing their identity, according to the Federal Trade Commission.

Last month, Indiana radio personality Kelli Jack-Kelly was accused of using four family members' identities
to open credit accounts, the Indianapolis Star reports. Jack-Kelly's father, aunt, father-in-law and mother-in-
law are the alleged victims and say they were unaware of the fraud at first, because police say Jack-Kelly
had the bills sent to her home.

Unfortunately this situation is all too common.

Tammy Brewer, also in Indiana, stole the identities of her ex-husband and their four daughters, according to
the Post-Tribune. She received an 8-year sentence in April.. Her ex-husband said. in court that she used his
Social Security number and then a daughter's to get a job and opened credit cards and student loans using
the children's identities. Brewer also forged checks from a man in a nursing home, but he was not related to
her.

Seniors and children are sadly the most frequent targets.

Axton Betz-Hamilton told KTVN in Nevada that she was 19 when she learned her mother had stolen her
identity when she was. 11— after first stealing her father and grandfather's identities. Betz-Hamilton's
mother had already been dead several years before the fraud was discovered.

"My credit report was 10-pages long full of fraudulent credit card entries and associated collection agency
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entries," she told KTVN.

Those victimized by family members often pay the debts and choose not to involve the authorities, because
they don't want to be responsible for a loved one going to jail or feel pressured by them.

"When someone you don't know steals your identity, it's very impersonal," Mari J. Frank, a lawyer who
works with people whose identities have been stolen, said in a New York Times interview. "They just want
money. But when it's a family member, it's far more emotionally destructive."

Marcia Simmons is a freelance writer living in the San Francisco Bay Area. Her work has appeared in Every Day with
Rachael Ray, Shape, Go, Geek, among other publications. She has also served as managing editor for the North Bay

Business Journal and an editor for the Project Censored series of books.
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Retailers Offer Free Credit Monitoring, ID Theft Protection
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By Jamie White

January 30, 2014 Share this

Target, Neiman Marcus and Michaels are each promising free credit monitoring and identity theft protection
in the wake of recent data breaches.

The Latest from Target

Target's data breach may have affected up to 110 million of its customers. The nation's second largest
retailer is offering one year of free credit monitoring and identity theft insurance to anyone who shopped at
one of its U.S. stores.

Request an activation code by April 23, 2014 to sign up for the service. Those who sign up will receive
daily credit monitoring, a copy of their credit report, and identity theft insurance.

During Target's prime holiday shopping season, Nov. 27-Dec. 15, 2013, hackers stole credit and debit card
numbers from the retailer, along with other personal information that may have included names, addresses,
phone numbers and email addresses.

Target is also warning people of phishing scams, in which fraudsters attempt to collect personal information
from people by posing as the retail giant. These scams could appear in the form of emails, texts, phone
calls or fake websites.

"We have posted copies of our email communication related to this breach incident
to Target.com/databreach, so you can compare any emails you receive to official copies of the emails that
Target has distributed," Target's website reads.

Target has a data breach FAQ section on its website with more details on scams.

Neiman Marcus Breach

In a letter dated Jan. 22, 2014, Neiman Marcus President and CEO Karen Katz said that the company is
"notifying ALL customers for whom we have addresses or email who shopped with us between January
2013 and January 2014, and offering one free year of credit monitoring and identity-theft protection."
The deadline to sign up for the service is June 15, 2014.

On Jan. 1, a forensics firm found that the company had been breached using malicious software,
compromising some customers' debit and credit cards, according to the Neiman Marcus website.

The breach took place between July 16 and Oct. 30, 2013 and may have compromised 1.1 million credit
and debit card accounts.

Michaels Investigation
FTC-0001106
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Michaels Stores says it's unsure whether a data breach occurred at any of its stores, but the nation's
largest arts and crafts retailer has issued a warning to its customers.

"As you may have read in the news, data security attacks against retailers have become a major topic of
concern. We recently learned of possible fraudulent activity on. some U.S. payment cards that had been
used at Michaels, suggesting we may have experienced a data security attack," wrote Michaels CEO
Chuck Rubin.

The letter goes on to offer additional information, and says that the store will offer identity protection and
credit monitoring services at no cost to its affected customers if the investigation uncovers a data breach.

"If we find as part of our investigation that any of our customers were affected, we will provide information
on our website on how to sign up for these services," the letter reads. "We will provide updates on our
website as our investigation continues. In.the meantime, if you have any questions, please call us toll-free
at 1- 877-412-7145."

Jamie While is the managing editor of news content for LifeLock. As a journalist for the last 15 years, she has worked as
a reporter and editor at news organizations throughout the San Francisco Bay Area, including The San Francisco
Examiner. Most recently, she was a regional editor for Patch Medla, a local news and information consortium of 800
websites nationwide. Jamie holds a master's degree from Columbia Universily's Graduate School of Journalism.
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Target Appoints New Leadership in Wake of Breach
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By Jamie White
May 05, 2014

Share this

Related articles

« Target Breach Update:
What Your Bank Is
Saying

Nearly five months after Target suffered a massive data breach, the company said today that its CEO is
stepping down.

“Today we are announcing that, after extensive discussions, the board and Gregg Steinhafel have decided
that now is the right time for new leadership at Target," read a statement on Target's website.

John Mulligan, Target's chief financial officer, has been appointed as interim president and chief executive
officer. Roxanne S. Austin, a current member of Target's board of directors, has been appointed as interim
non-executive chair of the board.

Steinhafel, a 35-year veteran of the company, will stay on in an advisory role during the transition.

"The board is deeply grateful to Gregg for his significant contributions and outstanding service throughout
his notable 35-year career with the company,” the statement read. "We believe his passion for the team
and relentless focus on the guest have established Target as a leader in the retail industry.”

Target also announced that starting today, Bob DeRodes will lead its information technology transformation
as executive vice president and chief information officer. DeRodes will oversee the Target technology team
and operations, with responsibility for the ongoing data security enhancement efforts as well as the
development of Target's long-term information technology and digital roadmap.

In a statement released April 29, prior to his departure, Steinhafel said, “Establishing a clear path forward
for Target following the data breach has been my top priority. | believe Target has a tremendous
opportunity to take the lessons learned from this incident and enhance our overall approach to data security
and information technology. Bob’s history of leading transformational change positions him well to lead our
continued breach responses and guide our long-term digital strategy.”

DeRodes has more than 40 years of experience and is a recognized leader in information technology, data
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security, and business operations — including working for the U.S. Department of Homeland Security and
advising multinational companies.

The company is continuing its active search for a chief information SECUI‘it‘y‘ officer and a chief compliance
officer.

Jamie White is the managing editor of news content for Lifel ock. As a journalist for the last 15 years, she has worked as
a reporter and editor at news organizations throughout the San Francisco Bay Area, including The San Francisco
Examiner. Most recently, she was a regional editor for Patch Media, a local news and information consortium of 900
websites nationwide. Jamie holds a master's degree from Columbia Universily's Graduate School of Journalism.

More articles you might like:

Authorities Shut Down
Suspected Identity Theft

Tips to Avoid Medicare Card
Fraud

- Seniors just turning 65 may Rin...
be surprised to find their Whether it's a few people
Read story working together on a small-

time Read story

Consumers Feel Stressed
By Data Breaches But Fail ...
Finding out that you're the Pro...
victim of a data breach As high-profile data
Read story breaches at Neiman Marcus,
Target, Michaels and other retailers
Read story

Goodwill, Stubhub The
Latest in Series of High-

Displaying 4 of 10 Results. Show More Results »

About | Contact | Blog | Press Room | Investors | Business Solutions | Privacy Policy | Terms & Conditions | Advertising Choices | Affiliates | Careers | Site Map
You
L 13- 1in

Copyright © 2006-2014. LifeLock. All Rights Reserved

FTC-0001110

htep:/www lifelock.com/education/data-breaches/target-appoints-new-leadership-in-wake-of-breach/[8/18/2014 9:57:39@6 437 Of 1 335



LifeLock

I!nluntlnnlﬁi Protecting Your Identity

Services

Identity Theft 101

Identity Theft News
Alerts
Crimes
Data Breaches
* Identity Theft Protection
Basics
Children/Family/Home
Computers and Technology
Smartphones
Your Money and Finances
Identity Theft Recovery
Basic Steps
Credit Score Help
Lost and Stolen Items
Understanding ldentity Theft
Electronic Communication
Fraud

Social Networks

CALL US AT
1-800-607-
7205

Send us an email

Secure login ﬁ

$1M Guarantee

Login

Call Us 1-8U0U-6U/-r205
Plans and Pricing

o)

How Lifel.ock Works Identity Theft 101

School Data Breaches Leave Young Children Vulnerable
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By Beatrice Karnes
May 07, 2014

Share this

Related articles

+ Being Smart When Kids
Return to School

« When Identity Theft Hits
Home

Your child's school is required to track each student for a variety of SRR MORE HRNGLES
reasons, such as offering free federally-subsidized meals and for

charting. educational progress. This places a wealth of personal information into the hands of schools —
from birth certificates and Social Security numbers, to immunization records and 1Q test results.

For information to be useful, it must be shared. Unfortunately, the more it is shared, the more opportunities
there are for data security breaches. Your child’s information is floating between school district personnel,

teachers, administrative assistants and school nurses.

During the 2013-14 school year multiple instances of student data breaches have been reported:

Midland, Texas—The names, birth dates and Social Security numbers of 14,000 students were on the
hard drive of a laptop stolen from a district administrator's car.

Chesterfield, Virginia—130 elementary school students were sent home with the personal information of
other students including Social Security numbers, birth dates and. birth certificate numbers.

Chicago—The names, birth dates and identification numbers of 2,000 students were posted online after
the children took a free vision exam at school.

Denver—Confidential medical records were on a thumb drive stolen from the car of a school nurse.

Louden County, Virginia—A third party vendor accidentally exposed information online including the
names, addresses, phone numbers, birth dates and birth places of students. Every school was involved,
with the potential to impact 71,000 students.

Miami—The FBI reports that a school food service worker and co-conspirators used student Social
Security numbers to file about 400 phony tax returns (U.S. vs. Rhim-Grant, et al.)

When the information of students is compromised it may take years for they and their families to realize the

FTC-0001111

hllp:ﬁwww.1ifclnck,cnrru’educariom’chi1drcn-famiiy-homc.-’schonI-data-brcachcs-Icavc-young-children-\fulncrahlcf[SIiBEaagﬁﬂdaa Of 1335



LifeLock

fallout.

The Federal Trade Commission (FTC) recommends that you be proactive about your child's information,
“Don't share your child’'s Social Security number unless you know and trust the other party. Ask why it's
necessary. and how it will be protected. Ask if you can use a different identifier, or use only the last four

digits of your child's Social Security number."

In the Miami case cited above, if the school district had assigned identifying numbers to the students
instead of using Social security numbers, the children would not have been victimized.

United States Attorney Wifredo A. Ferrer filed charges against 25 defendants in the Miami area for filing
false tax refunds, including the cases involving students. He stated, “These cases serve as a reminder that
each and every one of us is a potential victim. While we have a talented and effective team dedicated to
fight this fraud, we need everyone—both taxpayers and institutions—to remain vigilant in safeguarding
personal identifying information. Protect it as if it were a trade secret.”

As a parent, you have the right to review your child's school record. The Family Educational Rights and
Privacy Act (FERPA) grants you access. Check your child's file for sensitive information and ask for the
Social Security number to be removed. Do. not provide it in the future.

Protect your children by monitoring their identity as closely as you monitor your own.

Beatrice Karnes is a freelance writer. She has many years of experience working behind the scenes at local TV stations in
California, Colorado and Wyoming. Most recently, she was an editor for Patch Media, a local news and information
consortium of 900 websites nationwide. Beatrice holds a bachelor's degree in journalism from San Jose State University.
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Overview
Board of Directors April 28th, 2011
Management LifeLock Named 2011 Communitas Leadership Winner for Consumer Education

April 27th, 2011
Sony PlayStation Network Breach Leaves Subscribers at Risk

Investors

* Press Releases April 21st, 2011
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Overview
Board of Directors May 26th, 2011
Management Award-Winning Identity Theft Training Set for North Carolina Law Enforcement June 2

May 26th, 2011
Identity Theft a Growing Concern during National Internet Safety Month

Investors

* Press Releases May 17th, 2011
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Overview
Board of Directors June 21st, 2011
Management LifeLock Wins Stevie® Awards in 9th Annual American Business Awards

June 20th, 2011
Combat Sneaky Cyber Predators Wherever They May Lurk

Investors

* Press Releases June 16th. 2011
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Overview
Board of Directors July 19th, 2011
Management ContentWatch and LifeLock Partner to Protect Children from Identity Theft and Inappropriate Web Content

July 14th, 2011
Investors

Montana Law Enforcement Invited to Award-Winning Identity Theft Summit July 19 &amp July 21
July 13th, 2011

* Press Releases
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Overview
Board of Directors August 31st, 2011
Management Colorado Law Enforcement Invited to Join in the Battle Against Identity Theft

August 24th, 2011
Investors

Inc. Magazine Recognizes LifeLock as Fast Growing Private Company

» Press Rel
ess heleases August 24th, 2011
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Overview
Board of Directors September 28th, 2011
Management LifeLock & FBI-LEEDA Provide |dentity Theft Training for Arizona Law Enforcement

September 22nd, 2011
Investors

Stealing Identities in Steel City — Law Enforcement Training Scheduled to Help Combat Crime
September 20th, 2011

* Press Releases
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Overview
Board of Directors October 18th, 2011
Management Utah Law Enforcement Invited to Free 2-Day Identity Theft Workshop Presented by FBI-LEEDA & LifeLock

October 13th, 2011
Investors

LifeLock Command Center and LifeLock Credit Score Manager named Best in Class for Prevention

» Press. Rel
ress. Releases October 3rd, 2011
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Services Press Releases - November 2011
Overview
Board of Directors November 30th, 2011
Management Report Demonstrates Increase in Identity Theft Results in Greater Cost to Victims
November 29th, 2011
Investors
Florida Law Enforcement Invited to Advanced Two-Day Identity Theft Summit Presented by FBI-LEEDA &
* Press Releases LifeLock
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Overview
Board of Directors December 8th, 2011
Management Law Enforcement Spend Day Learning How to Fight Identity Theft and Investigate Cases
December 1st, 2011
Investors
Governor O'Malley and Mayor Rawlings-Blake Declare this week (December 4-10) as Identity Theft
* Press Releases Awareness Week
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Overview
Board of Directors January 1st, 2010
Management Life Quotes, Inc. Works with LifeLock to Help Better Protect Users' Finances

January 1st, 2010
Investors

LifeLock, Inc. Names New Chief Technology Officer

* Press Releases January 1st, 2010
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Overview
Board of Directors February 1st, 2010
Management LifeLock Takes Aim at Cybercrime with Norton 360 Security Suite Offer for Members

February 1st, 2010
Investors
LifeLock Helps Conserve Personal Information, National Wild Turkey Federation Conserves Wildlife

P Rel
ess Releases February 1st, 2010
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Overview
Board of Directors March 25th, 2010
Management The Celebrity Apprentice Tackles Idenitity Theft

March 24th, 2010

Tax Season: An |dentity Thief's Paradise

Investors

* Press Releases March 9th. 2010
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Overview

Board of Directors April 28th, 2010

Management Help Keep Your ldentity Safe this Spring

April 1st, 2010
Investors

LifeLock Extends Personal Identity Protection With Enhanced LifeLock Identity Alert System
* Press Releases
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Overview
Board of Directors May 27th, 2010
Management Profiles of Honor: Chief Warrant Officer Erik Mounsey

May 26th, 2010
Investors

Profiles of Honor: Staff Sergeant Heath Calhoun

* Press Releases May 25th, 2010
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Overview
Board of Directors June 7th, 2010
Management LifeLock and Phoenix Mercury Launch Ultimate WNBA Road Trip Sweepstakes

June 3rd, 2010
Investors

National Internet Safety Month

* Press Releases June 1st. 2010
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Overview

Board of Directors July 23rd, 2010

Management FBI-LEEDA Welcomes LifeLock as DIAMOND Level Corporate Partner
July 12th, 2010

Investors

LifeLock Wins International Stevie Award
* Press Releases July 1st, 2010
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Overview
Board of Directors August 24th, 2010
Management LifeLock Receives Top Ten Ranking on Inc. Magazine's Inc. 500 List

August 11th, 2010
Investors

Governor Signs Identity Theft Awareness Week Proclamation

* Press Releases August 9th, 2010
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Overview
Board of Directors September 30th, 2010
Management LifeLock Presents Free Identity Theft Protection Classes

September 27th, 2010
Investors

LifeLock Raises Awareness During National Crime Prevention Month in October
* Press Releases
September 21st, 2010
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Overview
Board of Directors October 11th, 2010
Management Free Identity Theft Training Summit to Alabama Law Enforcement

October 6th, 2010
Investors

National Cyber Security Awareness Month

* Press Releases
October 1st, 2010
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Services Press Releases - November 2010
Overview
Board of Directors November 30th, 2010
Management LifeLock & FBI-LEEDA Present Advanced Two-Day Identity Theft Training Summit to Nevada Law
Enforcement
et November 23rd, 2010
* Press Releases M2 Benefit Solutions and LifeLock Partner
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Services Press Releases - December 2010
Overview
Board of Directors December 13th, 2010
Management LifeLock's Educational Priorities Pay Dividends for Consumers, Law Enforcement in 2010

December 6th, 2010
LifeLock Named As Best Place to Work in Valley

Investors

* Press Releases
December 2nd, 2010
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Overview
Board of Directors August 30th, 2009
Management LifeLock Announces Next Generation of Services That Help To Combat Identify Theft

August 1st, 2009
Investors

LifeLock Names New Chief Marketing Officer

* Press. Releases August 1st, 2009
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Services Press Releases - September 2009
Overview

Board of Directors September 1st, 2009

Management LifeLock, Inc. Wins 2009 ACE Award

Investors

* Press Releases
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Services Press Releases - October 2009
Overview
Board of Directors October 8th, 2009
Management MENTOR Celebrates National Crime Prevention Month with Success of SafetyNET Program

October 1st, 2009
NOVA Launches Identity Theft Task Force

Investors

* Press Releases
October 1st, 2009
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Services Press Releases - November 2009
Overview
Board of Directors November 3rd, 2009
Management Cabela’s Inc. Offers Customers Identity Protection from LifeLock

November 1st, 2009
Phi Kappa Phi Aligns with LifeLock

Investors

* Press Releases
November 1st, 2009
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IDENTITY ALERT:

The Fight to Defend Your Identity
and Personal Information

A frightening crime with an untraceable weapon, identity theft is creating anxiety across

the country. In fact, 1 incident every 3 seconds of identity fraud is occurring in households
throughout America’. This horrible and personal crime can cause Americans to live their lives
in fear—opening each monthly bank statement with bated breath.

With the anonymity of computer keyboards and high level technologies, imposters, and
hackers can commit identity-related crimes on any unsuspecting victim, from anywhere in
the world. With the nine simple digits of a Social Security number, or an electronic scan of
your debit card, an identity thief can wreak havoc on your personal, legal or financial life for
months or years—and sometimes with no detection at all.

It falls to you to raise your level of identity theft awareness—and to help defend yourself
against a crime that can drain your time, your resources, and your good name.

! www.identitytheftassistance.org “Research and Statistics” Identity Theft Assistance Center, 2012.

WHAT IS IDENTITY THEFT?

According to the U.S. Department of Justice?:

“Identity theft is a crime. Identity theft and identity fraud are terms used

to refer to all types of crime in which someone wrongfully obtains and uses
another person’s personal data in some way that involves fraud or deception,
typically for economic gain.”

In short, identity theft can be defined as the fraudulent use of personal
information to commit crimes. These crimes can often end in tax fraud and
credit fraud, but are also perpetrated for insurance, medical or legal purposes.

2 www.Justice.gov “What Are Identity Theft and Identity Fraud?”
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IDENTITY THEFT:
THE NUMBERS

How the Facts and Figures Affect
Your Day-To-Day Life

The prospect of a faceless online hacker stealing your personal identity
information may not resonate with you at first—at least not until you get
a frightening look at the numbers that tell the true story of identity theft.

Identity Theft was the number one complaint category for the past
13 years.’

The facts and figures compiled below shed some light on the growing
problem:

» There were 12.6 million adult victims of identity theft in 2012¢
» 11in 20 consumers were victims of identity theft in 20124

= The total loss in new account fraud, where a criminal uses a
victim’s personal information to open a new credit card or loan,
reported just under $10 billion in 2012.%

Credit card fraud accounts for two-thirds of all ID theft®

1in 4 data breach letter recipients became a victim of identity
fraud, with breaches involving Social Security numbers to be the
most damaging.®

Government documents/benefits fraud (46%) was the most,
common form of reported identity theft, followed by credit card
fraud (13%), phone or utilities fraud (10%), and bank fraud (6%).
Other significant categories of identity theft reported by victims
were employment-related fraud (5%) and loan fraud (2%).2

Consumers reported paying over $1.4 billion in one million
fraud-related cases. The median amount was $535. Of these
fraud related cases 38% were contacted through email, 34% by
telephone, and 9% through mail.?

3FTC. “Consumer Sentinel Network Data.” January-December 2012.

“ Sullivan, B. (2012). ID Theft on the rise again: 12.6 million victims in 2012, study
shows. NBC News

s www.identitytheftassistance.org “Research and Statistics” Identity Theft
Assistance Center, 2012
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TO CATCH A THIEF

What You’re Leaving Behind, and How
Identity Thieves are Following the Trail
At work, on the town or sitting at home, you may be most vulnerable to

identity theft when you least expect it. The following are some of the ways
that identity thieves commit their crimes:

Phishing:
When fake emails are so well produced, they can be almost impossible
to discern from legitimate aones. If you get tricked into clicking a link or
submitting information through a fake email, you can find yourself on a
long road ta losing your passwords, your accounts and your data.

Online Shopping:
Consumers beware: shopping online has become a phenomenon.
around the world, and it’s become one of the easiest ways to have your
information stolen. Whether you’re shopping at duplicate retail sites
or through unsecured payment systems, your credit/debit cards could
be at risk.

Data Breaches:
If you store personal information with any financial or business
organization—even a huge insurance or medical corporation—your files
could be compromised in a large-scale data breach.

Malware and Viruses:
With thousands of new viruses emerging daily, your computer and your
information can be hacked through any website, Internet program or
file sharing application.

Keystroke Logging:
On public computers, gas station pump displays and ATM keypads,
criminals and hackers can install technologies to trace the buttons you
press as you enter your card numbers, passwords and PINs.

P2P File-Sharing:
File sharing sites like Bearshare and Frostwire connect millions of
users across the world — and they also connect unsuspecting music
fans with viruses and open connections to unsecured networks.

FTC-0001231

Page 558 of 1335



Vishing:
Just as you can be tricked into divulging personal or protected
information through a text message or website, you should also be wary
of giving away information over the phone or through voice messages.

Shoulder Surfing:
Technology can make stealing identities easier than ever before,
but old-fashioned ways are still just as effective at manipulating
unsuspecting victims. Through shoulder surfing, any identity imposter
can stand behind you with a camera—or even their own eyes—and
watch as you enter passwords, personal identification numbers or
private information.

Dumpster Diving:
Though not the most glamorous of identity stealing techniques, many
criminals and fraud-minded imposters have taken to sorting through
garbage to find old bills, recent receipts and other discarded personal
information that can be easily stolen.

Change of Address:
This is a classic identity theft techniqgue—thieves change the address
where you receive mail and divert your personal information into the
wrong hands.

Mail Theft:
Less creative than the change of address method, identity thieves will
often simply search for unlocked or unwatched mailboxes, and rip the
mail directly from the box itself—often in search of what can be found
on credit card statements and tax forms or financial and personal
information.

Stolen Wallet:
While some thieves might be after your wallet or purse for the money
inside, many others will be more interested in the credit cards, Social
Security card and other personal identification that you keep inside.

ATM Overlays:
Hidden from the untrained eye, thieves install these devices at ATM
machines and gas pumps to steal your account information when you
insert your card, and transmit it to a nearby computer.
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THE OTHER SIDE OF IDENTITY THEFT

Out For More Than Just Money, Identity Thieves Can Take
Advantage of Your Medical or Criminal History

When identity imposters decide to go after your PINs,
passwords and personal information, they are not always simply
trying to drain your bank accounts. They may be looking for
something much more specific, and for something that can
sacrifice your good name and your future plans.

Medical Identity Theft
You may not notice that your medical identity has been stolen
until it comes time for you to receive medical treatment or
make a claim on your health insurance. With this kind of theft,
imposters will use your name or insurance information to get
medical coverage that they may not be able to afford.

Criminal Record Identity Theft
One of the scariest forms of identity theft is when criminals
go after your government records. Thieves could use your
information to apply for a job, avoid paying a traffic ticket or
dodge arrest.

Social Security Identity Theft
When your Social Security number is stolen by an identity thief,
they can use the information to create new Social Security
cards, access a number of public records or steal your name and
personal information completely—assuming your identity.

Tax-Related Identity Theft
Using a stolen Social Security number, identity thieves can file
fraudulent tax returns and receive refunds before you even file.
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HOW IDENTITY THIEVES ARE
STEALING YOUR IDENTITY

Based on FTC Complaints in 20123, These
Are The Most Common Ways Thieves
Steal Information.

13%

Credit Card|
Fraud

10% A

Phone or
Utilities Fraud

Government Documents
or Benefits Fraud

Employment-Related
Fraud 504

- LoanfFrandy.

Other Identity
Theft

3 FTC. “Consumer Sentinel Network Data.” January-December 2012




HELP STOP IDENTITY THEFT BEFORE IT HAPPENS

Follow These Precautions and Protection Tips To Set Up a Line of
Defense Against Imposters

In the Mail

« Avoid placing outgoing mail into unlocked curbside mailboxes.

» Add a slot or a lock to your mailbox at home to prevent access to your private mail.

+ Do not write account numbers or personal information on the outside of your envelopes.
« Have the post office hold your mail if you will be leaving town.for. more than a day. or two.

Shopping Online
» Make sure you are doing business or shopping on a
secure site before you provide any information. Make
sure the site features a lock in the search bar and uses
an “https” address.

+ Check your billing statements for the company you
purchased from to verify the correct amount and the
carrect purchase information.

+ Avoid shopping from. public Wi-Fi hotspots.

 Strengthen your shopping website passwords before
making any purchases, and be sure to share only the
necessary information when creating a login account
or page.

Credit and Debit Cards

+ When possible, use credit cards instead of debit cards.
If your information is stolen from a debit card, an =
imposter can drain the cash from a checking or savings "“-‘nev 2
account—instead of running up your bill on a credit .
card.

+ Make sure that cashiers swipe your credit or debit c
cards in front of you, and are not swiping them =
multiple times or through separate machines. s

» Check your entire statement every time you receive : e ———

it in the mail for your debit card or credit card, and
be sure to account for every purchase or withdrawal.
If banking online, check your statements as often as
possible.

+ Cancel your card immediately if you notice any
suspicious charges or activity. o 4

az7i
+ Do not carry more debit or credit cards than are qﬂb. -“ 3 i";ﬁ
absolutely necessary. -’ d i e = &
WVALID ¥ ROM EXP\F
ST A LN
I — R
T——
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At the Bank

In Your Wallet/At Your Home

.

The Last Line of Defense

Use traveler’s checks when possible, which are more difficult to duplicate than personal checks.
Investigate if you are receiving late statements or late correspondences from your bank.

Avoid giving personal information over the phone to anyone who claims they are working for a bank or
credit card company (unless you previously initiated the contact).

Use direct deposit when possible to avoid having a check that can be stolen from a payroll department
or from the mail.

Invest in a cross-cut shredder for all of your personal, financial or legal records, documents or
correspondences. Throwing them away before shredding can leave them prone to dumpster diving
imposters.

Do not carry your Social Security card in your wallet or your purse. Keep it in a safe place at home, and
only bring it out when you need it.

Retrieve your mail promptly, and be sure to investigate if your mail is irregularly late or misses a day.

Keep your wallet and purse secured when you are out in public, and avoid carrying more identifying
personal information than is necessary.

Use safe Internet passwords with a combination of letters and numbers. Do not make the passwords too
obvious, use them for too many accounts, or keep them written in plain sight.

Do not give your credit card information over the phone, unless you made first contact with the
company.

Be suspicious of any unexpected emails asking for personal information.

Destroy the hard drive of your computer if you are selling it or discarding it. Beyond just erasing the
hard drive, it should be physically destroyed.

Safeguard your personal information
at all costs, and educate yourself as
much as possible about the many
scams, imposters, hacks and schemes
that are used to procure personal
information.
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HOW TO PICK UP THE PIECES AFTER IDENTITY THEFT

If You’re the Victim of an Identity-Related Crime, Here’s How You Can
Begin to Repair the Damage

Step 1: Contact the Police
Instead of sitting stunned or helpless after an identity crime is discovered, you should take action right away. Start by
contacting your local police or sheriff's department. Prepare and provide as much information as possible about what
may have led to the identity theft.

Once your report is filed, you should be sure to do the following:

« Report the crime to your state law enforcement (to take advantage
of recently toughened state laws regarding identity crimes)
+ Obtain a copy of the police report to pursue your case with creditors

» Notify local authorities in the location where your identity was likely stolen

Step 2: Check Your Bank Statements and Balances
Your bank accounts should be the first place that you turn once a breach is detected.

Timing is important when it comes to protecting your savings, and taking the right steps can keep you from losing
hundreds or thousands of dollars.

» Close your account right away and place stop payments on any stolen checks.

» Ask the bank to activate its check verification service to prevent identity imposters from cashing checks on your
account

+ Contact the Shared Check Authorization Network (800-262-7771) to find out if fraudulent checks are being
passed in your name

+ Order a free copy of the ChexSystems report that lists checking accounts opened in your name.
ChexSystems, Inc.: 1-800-428-9623 or www.consumerdebit.com

= Contact businesses that accepted bad checks and report that you are a victim of identity theft.

If you think the fraud may exist beyond your current account—and an identity thief may have opened a new account in
your name—contact your bank’s consumer reporting service to close the account before it is too late.

Step 3: Contact the Credit Reporting Agencies
Because many identity thieves are looking to take advantage of open lines of credit, the three major credit reporting
agencies should play a large role in helping you recover from your stolen identity.

Consumers can receive a free credit report yearly by visiting www.annualcreditreport.com. Monitoring your credit report will
display all information about your credit, allow you to dispute any discrepancies, and give you notification if your credit is
being used without your permission.

You should contact one of the reporting agencies as soon as possible to have your credit account flagged with a
fraud alert. This agency is then required by law to contact the other two. To contact the three major agencies, use the
following numbers:

Equifax: 800-525-6285 www.equifax.com
Experian: 888-397-3742  www.experian.com
TransUnion: 800-680-7289 www.transunion.com

Once you contact an agency:

-You can place an alert on your accounts for seven years after any identity theft
You will receive two free credit reports within 12 months after your identity theft. T— —
-A security freeze: a freeze can be placed on your credit by visiting any of the above credit reporting agencies.

If you suspect you are a victim of identity theft, each credit reporting agency has the option to place a free 90 day
fraud alert on your account. Communication will be received from each credit reporting agency if aH&BBB\intXToccurs
on your credit.
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Step 4: Connect with Your Creditors

Your creditors can be hit by identity theft as hard as
you are, and it will be up to you to notify them as soon
as possible of any suspicious activity on your account.
The guicker you act, the easier the resolution will be.

You should contact your creditor’s fraud department
the second you discover any unauthorized charges,
and you will be able to limit the charges that you are
responsible for paying.

Step 5: Report the Details of Your Case to the
Federal Trade Commission (FTC)

The national authority on identity theft and identity-
related crimes, the FTC maintains an extensive
database used to track, stop and catch identity thieves
around the United States. You can contact the FTC

through their toll-free hotline at 877-IDTHEFT www.ftc.

gov.

STAY SECURE WHEN
REPORTING YOUR IDENTITY
THEFT

* Report the theft as soon as possible
to ensure that you and your personal
information are protected.

Keep a copy or record of any and all
correspondence with the authorities,
your financial institutions and any credit
reporting agencies.

Avoid using originals of any personal

documents when possible; use notarized
and certified copies instead.

Follow-up with all requests and actions,

and be persistent in clearing your name and
securing your information.

VICTIM ASSISTANCE

Contact the National Organization for Victim
Assistance if you are a victim of identity theft for
additional assistance at www.trynova.org




) LifeLock

60 East Rio Salado Parkway
Suite 400
Tempe, AZ 85281

1-800-543-3562

LifeLock.com

For more information and resources,
please visit: www.LifeLock.com/
about/lifelock-in-the-community
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LifeLock, Inc. (NYSE:LOCK) is a leading provider of proactive identity theft protection services for
consumers and identity risk assessment and fraud protection services for enterprises. Since 2005,
LifeLock has been relentlessly protecting identities by providing consumers with the tools and
confidence they need to help protect themselves from identity theft and manage their credit. In
October 2012, Javelin Strategy & Research named LifeLock Ultimate™ a “Best in Class Overall”
identity theft protection. solution and also named it “Best in Detection.” In March 2012, LifeLock
further demonstrated its commitment to combating identity fraud with the purchase of ID Analytics,
Inc., a leader in enterprise identity risk management that provides visibility into identity risk and
credit worthiness. ID Analytics, Inc. currently operates as a wholly owned subsidiary of LifeLock, Inc.
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e Middle and. High School
e High School/PTA and Educator Audiences
Ice Breaker Scenarios
Two case studies, entitled Security in Cyber Space,
e Recommended for use with middle/high school and adult level audiences.
e The case studies provide an identity theft related vignette that introduces the
unit content and helps the attendees to understand why this topic is important.

Parent take home materials are included and can be used with all age groups.
References are also included to help access other identity theft stories in the news.
The PowerPoint and case studies can be used separate from or with any of the unit’s
other activities.

FTC-0001243

Page 570 of 1335



for Consumers Against Identity Theft content.

E. Activity 3: Solutions
a. The students will play a BINGO game called ID SMART which will reinforce the terms
while helping students to brainstorm preventative measures which will protect their
identity information.

F. Materials
a. Identity Smarts Curriculum PowerPoint
Identity Smart: A Guide for Consumers Against Identity Theft
Handout: Identity Theft Terms
Handout: Real People, Real Scenarios
Handout: ID SMART Bingo Sheet

® o0 T
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Identity Smart Educator Resource Guide:
Goals, Definitions, Games

Complement to the LifeLock
Identity Smart: A Guide for Consumers
Against Identity Theft

Brought to you in partnership with
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Identity Smart 3

CyberWatch is an Advanced Technological Education (ATE) Center, headquartered at Prince
George’s Community College and funded by a grant from the National Science Foundation (NSF).
The CyberWatch mission is to increase the quantity and quality of the information assurance (that
is, cybersecurity) workforce.

The CyberWatch K12 Division extends the CyberWatch Mission to the K12 Community. lts mission

is to advance cybersecurity education by leading collaborative efforts to strengthen the national
cybersecurity workforce.

Educational Technology Policy, Research and Outreach (ETPRO), a research and development
organization located in Maryland, connects educational technology policy and research to
instructional practice. ETPRO brings more than two decades of experience in the educational
community, and more than a decade of experience in evaluating both formal and informal
educational programs at the K-16 level, and conducting educational technology policy analysis.
ETPRO’s expertise is founded on a combination of classroom practice across K-16 tied with a solid

UCTOREr ZUlZ, Javelln >Trategy & Kesearcn namea LITELOCK UITImate ™ a “Best In Liass uverall
identity theft protection solution and also named it “Best in Detection.” In March 2012, LifeLock
further demonstrated its commitment to combating identity fraud with the purchase of ID
Analytics, Inc., a leader in enterprise identity risk management that provides visibility into identity
risk and credit worthiness. ID Analytics, Inc. currently operates as a wholly owned subsidiary of
LifeLock, Inc.
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Identity Smart 3

Identity Smart Educator Resource Guide: Goals, Definitions, Games

This series of activities are designed to complement the LifeLock /dentity Smart: A Guide for Consumers
Against Identity Theft.

Grade: 6-12
Content Areas: Technology, Business Education, Language Arts, Library Media

Time: 90 minutes (can be broken into two 45 minute periods)

Introductory Activity: Understanding Your Identity
e The educator will call students by their wrong name to introduce the topic of identity. This will lead
to a discussion which will define identity, identity theft, and identity fraud.

Activity 1: Real People, Real Scenarios
e The educator will introduce the terms and definitions to the students.
e The students will play a game where they match the scenario to the term. By matching the identity



Identity Smart 4

Introductory Activity: Understanding Your Identity (10 minutes)

The educator will call students by the wrong name to introduce the topic of identity. This will lead to a
discussion which will define identity, identity theft, and identity fraud. The educator can modify the activity
to fit the class needs.

Objective:
e The students will define “Identity,” “Identity Theft,” and “Identity Fraud.”

Activity:
1. The instructor begins by calling a student by the wrong name. If the student does not react, then
the instructor should continue calling students by the wrong name until the students react.

2. The instructor should ask questions about why the students were reacting when they were called
by the wrong name and what the consequences of that could be.

4. Ask students what type of information verifies their identity.
Social Security Number

Date and Year of Birthday

Parent or Student’s Bank Account Numbers and Information
Addresses (Current and past addresses)

Phone Numbers

Mother’'s Maiden Name

Health Insurance Information

Usernames and Passwords for Email or Online Accounts
Parent’s Tax Information

Pet’s names

Parent’s Anniversary

AT T TR 000 T

FTC-0001248

Page 575 of 1335



Identity. Smart 5

Ask the students how businesses and organizations verify we are who we say we are?
a. Picture Identification (example: driver’s license or membership card)

b. Credit Card

c. Social Security Card
d. Passport

e. Birth Certificate

Ask the students if they have ever heard of “Identity Theft?” Ask them to hypothesize a definition.
All types of crime in which someone wrongfully obtains another person’s personal data in
some way that involves fraud or deception.

Ask the students if they have ever heard of “ldentity Fraud?” Ask them to hypothesize a definition.
When someone who has obtained another’s identity by fraud or deception then uses the
identity for a criminal purpose.

Ask the students if they have ever heard of anyone faking or stealing any of these items

a Manct lride will hava heard hnw nindear-ace narcnnc hausa icad faks idantifiratinne ciirh ac



Identity Smart 6

Activity 1: Real People, Real Scenarios (35 minutes)

The educator will introduce the terms and definitions to the students. The student will be given a scenario
and asked to match it with a corresponding “Identity Theft” term. The educator can modify the activity to
fit the class needs.

Objective:
e The students will play a game where they match the scenario to the term. By matching the identity

theft terms, it will create an understanding of how their behavior can compromise the identity
information of others.

1. Preparation: Make copies and distribute the “Real People, Real Scenarios” matching game
handout.

2. Using the PowerPoint presentation, discuss and review the “Identity Theft Terms.” Students
may write down each definition in the space provided in the “Real People, Real Scenarios”



Identity Smart

Definition

Identity:

The collective aspect of the set of
characteristics that make you
who you are.

Identity Theft Terms
[Intro to Identity Theft]

Scenario 1

Scenario 2

Identity Theft:

All types of crime in which
someone wrongfully obtains
another person’s personal data in
some way that involves fraud or
deception.

Identity thief, Gary, steals Jamie’s
social security number and other
personal identifying information
from her school file. Gary then
goes to Target and opens up a
credit card in Jamie’s name and
snends over $2.000 on a new TV.
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Definition

Change of Address Forms: A way
to secretly divert mail to a
criminal’s address to gather
personal and financial data of a
targeted person.

[Old School Methods]

Scenario 1

Randy noticed he was no longer
receiving his mail. When he went
to the post office, they told him
his mail had been forward to a
new address across town. This
new address was unfamiliar to
Randy. Thieves have been
receiving Randy’s mail for the
past several weeks.

Scenario 2

Rachel posts online that she’s
excited to leave for her European
vacation over the next three
weeks. Unbeknownst to Rachel,
one of her online friends uses this
information to her advantage by
filling out a change of address
form at the post office. When
Rachel returns from her vacation
and goes to retrieve her mail
from the post office she discovers
her mail had been forwarded to
an unknown address.

Aftmnv chaclking tha caail o haoaa

INTOrmation anda pirtnaay gitt
intended for her niece.
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Shoulder Surfing: Secretly
watching over someone’s
shoulder to see what password or
other personal information a
person types while he or she is
online, phone or talking in public.

Max uses the library computer at
school every afternoon to check
his emails. Melinda decides to sit
next to him one day and look over
his should while he’s typing his
password. Melinda now has
Max's password and decides to
log into his account later that
night.

Tia needs to get cash from the
ATM for a school trip. While
getting money from the ATM
there were many people around.
Alex saw Tia’s PIN number when
she typed it in and wrote it down.
Later that day, Alex stole Tia’'s
debit card and went to retrieve
more cash from the ATM.

Theft: Deliberately stealing a
backpack, computer, phone or
purse to get access to personal
information, or stealing key
documents such as a person’s
driver’s license, social security
card or birth certificate.

While using the restroom,
Trisha's backpack was stolen.
Inside were her permission slips,
medical information and driver’s
license for an upcoming trip. Now
all of these contents need to be
replaced.

Brent’s smart phone was stolen
from his locker. He didn’t have a
password on his phone so the
thief was able to access all his
contacts and information.
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Identity. Smart 9

Definition

[Online Dangers]

Scenario 1

Scenario 2

Internet-Ready Devices: Any
device with the capacity to access
the internet.

Molly gets a new cell phone for
her birthday. She is able check
her favorite websites and upload
pictures she takes to the internet.

While playing his favorite game,
Charlie is able to connect with his
friends and people around the
world to play against him.

Phishing: An email that looks
legitimate redirecting someone to
a fake website that will ask for
personal information.

Daniel received an email from his
school telling him he needed to
send in his birth certificate and
social security number to an out-
of-state address to verify his age.
Daniel learned in one of his
classes that sometimes fake
emails will come through that

ol lamidtiimmmbsr Pimial clmiiem -

not to click on these emails or he
could possibly get a virus on his
computer.

Ella had a credit card for
emergencies only. One day she
received an email from her credit
card company stating her
password was about to expire.
When she clicked on the link, the
bank was asking for a lot of
information to “verify” her

fdmmtisns Flla lameem A A Al b

computer.

Unsecured Wi-Fi Hotspot: Wi-Fi
that requires no password to join
and can leave you vulnerable
when typing in usernames and
passwords online.

Ally needs to do her homework
online. She also wants to connect
to her school’s website, email and
messenger. She goes to the
coffee shop to connect to their
free wireless. A couple days later,
Allie’s accounts were hacked into.

Ben decides to download a new
app when using the hotel next
door’s free wireless. Little did he
realize, someone was using free
software to screen all username
and passwords typed into the
unsecured wireless. Ben’s app
account has been comprised.
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Definition

Badware: Bad software that
includes viruses and spyware that
steal your personal information,
send spam, and commit fraud.
Generally, your computer is
exposed to badware by
downloading an unknown file or
attachment.

[Cyber Threats]

Scenario 1

Samantha needed to buy a
program for her science class
online. She didn’t want to pay for
the program so she found a free
version on an unknown website.
After downloading she found out
the “free” software was stealing
all of the files off of her computer
and publishing them online.

Scenario 2

Josh downloaded a file to view X-
rated material online. He knew he
shouldn’t visit this website but
since it was free he didn’t care. A
couple days later, his computer
crashed. After getting it fixed, he
learned there was a virus he
downloaded and was logging all
of his keystrokes. Now some thief
out there has his usernames and
passwords.

Note: If an identity thief is viewing
kevstrokes then it means thev can

money.

Malware: Short for malicious
software. Designed to secretly
access, damage or disable
computer systems without the
owner's consent. Generally, your
computer is exposed to malware
by downloading an unknown file
or attachment.

Jose gets an email from someone
he didn’t know. The email
instructs him to download the
attached program in order to get
faster internet. Once Jose
downloads this unknown
attachment, his computer crashes
and could not be repaired.

Morgan finds a website online
that’s offering free music and
movies. She downloads songs
from her favorite artist. After the
download was complete she was
unable to use her mouse and
keyboard. One of the “free” files
was infected.
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Peer-to-Peer (P2P) File Sharing:
Downloading software that allows
you to access free music, movies
or files that may leave your
computer vulnerable for thieves
to search the computer for any
private documents on the hard
drive.

Rex was tired of paying for songs
and movies for his tablet. He
decides to download software
that lets him access free music
and movies. Rex didn’t know that
the free software also opened up
his entire hard drive on his
device. Everything he had saved
could be accessed by anyone with
the same software.

Melissa downloaded software
that allows her to get free music
and movies on her computer.
Later that year, her parents
complained that someone stole
their tax returns and other
personal information. Melissa
didn’t realize that when she
downloaded that software, it
made it possible for anyone to
access their computer’s hard
drive. Someone from a different
state was able to get her parent’s
tax information.

Spyware: Software that self-
installs on a computer, enabling

imfAarmatinn A lha Aratharad

Seth disabled his firewall so he
could download whatever he

wvinmtad withaiib warnines nAan TiRe

— —

unsecure Wi-Fi.

Mariah clicked on an ad that
popped up about free shoes and

it Airactad harta & fiin winhnaaa
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Definition

App: A specialized program
downloaded onto your mobile
device. In some instances, the
app can be fake or your device
doesn’t detect malicious activity
because you've “jail-broken” your
phone.

[Vulnerabilities]

Scenario 1

Tia wanted to track her workouts.
She went to the app store on her
smart phone and downloaded the
first one she saw. Once Tia
installed the app, it asked her for
personal information to track her
workouts. Tia didn’t know this
app was fake and thieves were
storing the information she
provided to open new accounts.

Scenario 2

To track his caloric intake each
day, Mark looked into ways to do
this on his phone. After reading
all of the recommended
programs, Mark downloaded the
program while at home
connected to his secure Wi-Fi.

Cell Phone Camera: Can be used
to take a picture or video of any
personal information.

diu SITIPIE. Furciidses die indug
on credit making it easy for
thieves to steal your credit card
number if in the wrong hands.

Peter and his friends go to the
public library after school for
homework. While applying for a

lihrarv rard Patar'c friand Ruan

Lreuit caru unme Lo pday 1oui
books, Lucy noticed fraudulent
charges. She immediately told her
parents and they called the credit
card company to close the
account.

While Lily was changing for PE,
Monica was playing with her cell
phone in the locker room. Lily

frnnd Ant latar whan cha ont

Ldiu LU pdy 101 EdS. CdUT ITanin
he pays his bill in full and on time
to build up his credit score.

Debit Card: A card issued by a
bank allowing the holder to make
purchases and the funds are
automatically deducted from
their bank account making it easy
for thieves to have access to your
bank account if in the wrong
hands.

To learn money management,
Tami’s parents helped her open a
bank account. With her new
account, Tami was issued a debit
card. Now Tami has to keep track
of her PIN number and account
balance. Tami told her friend,
Cindy, her PIN number so Cindy
could buy a snack after school. It
turns out Cindy went to the ATM
to get money without Tami’s
consent.

Phil didn’t feel safe having his
checks in his backpack so he
asked his parents for a debit card.
Now when Phil needs to make a
purchase, he uses his debit card
and PIN number to deduct money
from his bank account.

FTC-0001256
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Location Settings: Features on a
smart phone or GPS that allow
users to promote where they are
located making you a target for
online and physical attacks.

Note: GPS stands for Global
Positioning System making it easy to
see where you are located.

Eva told her parents that she was
going to the movies with friends.
Instead she went over to her new
friend Ben’s house. Her parents
showed up 20 minutes later
because Eva has apps on her
smart phone that show where
she is.

Todd uploaded pictures to his
blog from the weekend taken
with his cell phone. When he
posted the photos he didn’t
understand how people knew
exactly where he was when
taking the pictures. Todd didn’t
know that the GPS coordinates
are recorded in all photos unless
deactivated manually.

Skimming: This theft involves a
small device called a “skimmer”
which is used to copy the stored
information in the magnetic strip
on the back of your credit or
debit card in order to make a

ratintarfait camu AfF vAnie caed et

unique Tor eacn INavigual issued
by the Social Security
Administration. If in the wrong
hands, thieves can open new lines
of credit and get a job in your
name.

When it came time to pay her
lunch bill, Sam gave her credit
card to the waitress. The waitress
left with her card and came back
within a few minutes. Later that
day, Sam got a call from her

rradit ~fard ~cAaralanug aclbing if cha

S5N 1IN oraer 1o verity nis iaentity.

Lindsey paid for gas with her
credit card. Days later when she
was checking her statement
online, she noticed charges that
she didn’t make. She immediately
called her credit card company

armd tald thama Aftha ~haraae 1+

TII OUT Paperwork at tne aoctor s
office. The paperwork asked for
her SSN so they could verify her
insurance coverage.
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Definition

Audience: The potential people
who could view anything you post
online.

[Best Practices]

Scenario 1

Before Mandy uploaded pictures
from her weekend activities she
made sure they were appropriate
for anyone to see. Mandy’s friend
got in trouble a few months ago
because the school was checking
the student’s social networking
pages for bad and illegal
behavior, and Mandy did not
want to get in trouble

Scenario 2

When Sal created his online
profile he made sure to use
pictures that were professional. If
someone saw a photo and post
about him that was inappropriate
then it could cause him to not get
into his college.

Firewall: Designed to block
unauthorized access to your
device when using the Internet.

Chris got a new computer and
part of his package included a
firewall and anti-virus protection.

g mermree men ———

N
provider. A unique password is
associated with. the access card.

PR TR

Sophia received her uncle’s old
computer for school. Before using
it, she took it to the computer

chnan and had a tuna 1in ta rharcl

Strong Passwords: Using a
variety of words, characters,
numbers and symbols to protect
your online accounts by making
them hard to guess.

Angelo has usernames and
passwords for many accounts. To
increase his safety online, he
makes sure his passwords have a
combination of upper and lower
case letters, numbers and
symbols. Angelo always changes
his passwords every month and
never uses the same password for
two different websites.

When Kathy creates her
username and password for her
school’s homework portal she
uses a series of upper and lower
case letters, numbers and
symbols. She knows if it's over 10
characters long that it's harder
for her password to be cracked.

FTC-0001258
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Name:
Real People, Real Scenarios Student Handout
Identity: Identity Theft: Identity Fraud:
Phishing: Spam: Social Networking:

FTC-0001259
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Audience: Internet Ready Device: Unsecured Wi-Fi Hotspot:
Cyber Threats: Virus: Malware:
Hacker: Smart Phone: Cell Phone Camera:

FTC-0001260
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Location Settings: App: Credit Card:
Debit Card: Checks: Skimming:

Privacy Settings:

Page 588 of 1335
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Activity 2: The Big Picture (30-40 minutes)

The educator will present a trivia game which summarizes the Identity Smart: A Guide for Consumers
Against Identity Theft content. The educator can modify the activity to fit the class needs.

Objective:
e Students will play a trivia game which reviews the “Identity Theft” terms and content from
Identity Smart: A Guide for Consumers Against Identity Theft.

Activity:

Starting the Game
e Your class will be divided into 3 teams.
e Each team will be given a buzzer they will use to answer questions.
e Choose 1 team to pick the first category.
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Activity 3: Solutions (20-40 minutes)

The students will play a BINGO game called “ID SMART” which will reinforce the terms while helping
students to brainstorm preventative measures which will protect their personal identity information.
The educator can modify the activity to fit the class needs.

Objective
e The students will brainstorm proactive measures to help protect their identity information.

Activity
1. Give each student a Handout: ID SMART BINGO.

2. Ask students to fill each square with a term from the Handout: “Identity Theft” terms.

3. Set out the rules of the game:
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Identity Theft Terms

App: A specialized program downloaded onto your mobile device. In some instances, the app
can be fake or your device doesn’t detect malicious activity because you’'ve “jail-broken” your
phone.

Audience: The potential people who could view anything you post online.

Badware: Bad software that includes viruses and spyware that steal your personal information,
send spam, and commit fraud. Generally, your computer is exposed to badware by downloading
an unknown file or attachment.

Cell Phone Camera: Can be used to take a picture or video of any personal information.

Checks: Checks used to draw money from your bank accounts state your bank account number
and routing information, which can easily be copied by a thief who can then fraudulently
withdraw from your account.

Credit Card: Plastic card issued by a bank or business designed to make paying for something
fast and simple. Purchases are made on credit making it easy for thieves to steal your credit card

e mm s s eeniar w h e r e erasemes Ler mEEAAL s M R et M A n e mi ] Me A er) At RaAZ e el A teraame e e e man

systems without the owner's consent. Generally, your computer is exposed to malware by
downloading an unknown file or attachment.

Peer-to-Peer (P2P) File Sharing: Downloading software that allows you to access free music,
movies or files that may leave your computer vulnerable for thieves to search the computer for
any private documents on the hard drive.

Phishing: An email that looks legitimate redirecting someone to a fake website that will ask for
personal information.

Privacy Settings: Controls that restrict who can view information on your online profiles. This
also pertains to the settings associated with downloads, software, apps or online accounts.
Secured Wi-Fi: A wireless technology that allows for an Internet connection from a computer,
but many mobile phones, tablets and gaming devices have Wi-Fi as a feature.

Shoulder Surfing: Secretly watching over someone’s shoulder to see what password or other
personal information a person types while he or she is online, phone or talking in public.

FTC-0001264
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Skimming: This theft involves a small device called a “skimmer” which is used to copy the stored
information in the magnetic strip on the back of your credit or debit card in order to make a
counterfeit copy of your card that can then be used or otherwise sold.

Smart Phone: Cell phones that have the capacity to go online, store personal data and have
many of the same functions as a computer. By losing your device it makes you vulnerable for
anyone to have access to that information if not password protected.

Social Networking: Connecting with others online through networking sites, blogs and chat
rooms and revealing personal information that can be used by criminals to steal your identity.
Social Security Number (SSN): A nine digit identification number in unique for each individual
issued by the Social Security Administration. If in the wrong hands, thieves can open new lines of
credit and get a job in your name.

Spam: Fraudulent emails that promise huge prizes or extreme sales to buy popular items.
Spyware: Software that self-installs on a computer, enabling information to be gathered secretly
about a person's Internet use, passwords, etc.

Strong Passwords: Using a variety of words, characters, numbers and symbols to protect your
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Name:

Handout: ID SMART BINGO

Free Spot

Become ID SMART
e Write your Identity Theft term in the square.
e Put a check mark in the square when you hear your teacher call that term.
e Think about preventative ways you can protect your Identity Information. Write
some ideas here:
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protect tnemseives 1rom 1aentty tneTt ana mandge tneir creait. In UCtoper LulZ, javelin >irategy & nesearcn
named LifeLock Ultimate™ a “Best in Class Overall” identity theft protection solution and also named it “Best in
Detection.” In March 2012, LifeLock further demonstrated its commitment to combating identity fraud with
the purchase of ID Analytics, Inc., a leader in enterprise identity risk management that provides visibility into
identity risk and credit worthiness. ID Analytics, Inc. currently operates as a wholly owned subsidiary of
LifeLock, Inc.
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theft. A post-unit survey, similar to the baseline survey is also included, and can help you measure changes in
student knowledge. Answers keys are provided.

Unit Materials

1. Three baseline and post-unit surveys are included for three different grade bands:
e Elementary/Early Middle School
e Middle and High School
e High School/PTA and Educator Audiences

2. Ice Breaker Scenarios

3. Two case studies, entitled Security in Cyber Space,
e Recommended for use with middle/high school and adult level audiences.
e The case studies provide an identity theft related vignette that introduces the unit content and

helps the attendees to understand why this topic is important.

LifeLock | ETPRO/C3 Identity Smart Content Curriculum Page 3
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Headline

A man had his identity stolen as a child. He found out when his maother filed a tax return with the IRS, when he
was 11, for some modeling work that he did. His mother notified the police, the IRS and the Social Security
Administration at that time. Several years later she found the illegal alien who was using her son's social
security number and the man asked, Can I keep using your son's social security number? I’ll let you have his tax
refund. She told the man to stop using her son's social security number. When the young man went off to
college he was denied basic utility services like gas, electricity and telephone service because they said he
already had accounts.

LifeLock | ETPRO/C3 Identity Smart Content Curriculum Page 5
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trash Tor documents that contain your personal Information and gain access 1o important numbers
that help them commit identity theft.

a. Stolen wallet

b. Dumpster diving
c. Phishing

d. Shoulder Surfing

6. True or False: Identity theft and fraud is the fastest-growing category of Federal Trade Commission
(FTC) complaints.

a. True
b. False
LifeLock | ETPRO/C3 Identity Smart Content Curriculum Page 6
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b. Dumpster diving
c. Mail theft
d. Shoulder Surfing

6. True or False: The number of complaints of identity theft for younger age citizens is growing.

a. True
b. False
LifeLock | ETPRO/C3 Identity Smart Content Curriculum Page 8
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trash Tor documents that contain your personal Information and gain access to important numbers
that help them commit identity theft.

a. Stolen wallet

b. Dumpster diving
c. Phishing

d. Shoulder Surfing

6. True or False: Identity theft and fraud is the fastest-growing category of Federal Trade Commission
(FTC) complaints.

a. True
b. False
LifeLock | ETPRO/C3 Identity Smart Content Curriculum Page 10
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C.

d.

Uumpster uiving
All of the above

5. What can you adjust when you’re online to increase your level of security?

a.

b.
c.
d

Privacy Settings
Volume Settings
Contrast Settings
All of the above

LifeLock | ETPRO/C3 Identity Smart Content Curriculum Page 12
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happen. Which of the following steps should be taken as protection measures?
a. Stop giving out your or your child’s personal information
b. Order a free credit report at least once a year (even if young and haven’t run up credit) or sign
up for an identity theft protection service
c. If you find evidence of fraudulent activity, contact the police, the source of the fraud and all
three credit bureaus.
d. All of the above

LifeLock | ETPRO/C3 Identity Smart Content Curriculum Page 14
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a. Emails from friends with no text and just a link to an unknown website
b. Peer-to-peer music and movie sharing software
c. Logging into your password-protected accounts through free public Wi-Fi sites
d. All of the above
LifeLock | ETPRO/C3 Identity Smart Content Curriculum Page 16
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Case Study 2: High/Adult

Name Date

Case Study
Security in Cyber Space

Full story can be read at: http://www.marketwatch.com/story/the-rise-of-identity-theft-one-mans-
nightmare-2010-02-10?pagenumber=1

Identity fraud nightmare: One man’s story
Crouse was once an avid fan of online shopping and banking. The Maryland resident with an $80,000 a year
construction-industry job, would auction items on eBay.com, download songs from iMesh.com and often used

Z. DUggest strategies to snare witn otners 1o neip reauce tne cnance OT tNis nappening.
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e What are some ways a thief could try to trick you into giving him/her your personal data/information?
¢ Why do you think different studies and surveys, about the number and types of victims, vary so much?
e Share 1-2 things you plan to do to safeguard your identity against theft (or your child’s identity).

Projects:

Based on your own experience or someone you know (you may need to interview classmates, an adult or
parent), write a paragraph regarding their identity theft experience. When did it happen? What happened?
Why did it happen? Did it occur through electronic or non-electronic means? How and when did they realize
their identity had been stolen? What type of damage did it cause? What could have prevented it?

e Survey a group of classmates or friends regarding identity theft. You can make up your own quiz from
what you learned during this unit or use the parent quiz included in this unit. Or you could also send
them to http://www.sonicwall.com/furl/phishing/ to test their knowledge. Use charts, tables and
graphs to share your results. Write a paragraph on your findings.

e Research the history of the Social Security number. What's the purpose? When did it first start? Who
got the first card? Whose SSN was most stolen? How is your SSN determined? When are you required
to apply for a SSN? Why do some people get a SSN before their first birthday and when was that
procedure started.

e Make a list of at least five popular scams and five popular hoaxes and explain them to your classmates.

e Research several surveys or studies on identity theft and explore the impact of this crime at both the
individual victim and societal level.

LifeLock | ETPRO/C3 Identity Smart Content Curriculum Page 21
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9 | use a separate password for purchasing transactions and all my passwords are
changed often, have at least 8 or more characters, and include numbers, symbols
and upper and lower cases.

10 | understand the fastest growing sector of identity theft is child identity theft.
Therefore, | have talked to my child about identity theft strategies like limiting the
amount of personal information online, and | have checked my child’s credit rating.

TOTAL

How did you measure up?

LifeLock | ETPRO/C3 Identity Smart Content Curriculum Page 23
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Limit your liability. For credit cards, your limit of liability is only $50 if you report the fraudlent activity
within 60 days. For debit cards, your limit of liability is $50 if you report the fraudulent activity within 2
business days. If you report between 3-60 days then your limit of liability is $500. After 60 days the
financial institution doesn’t have to reimburse you.

4. Reason: Some identity thieves aren't shy about "dumpster diving" - literally climbing into dumpsters or
rooting through trash bins to look for identifying information that someone threw out. Buying and using a
shredder.on your home or. office is an inexpensive way. to frustrate dumpster divers and protect your
personal data.

5. Reason: If you throw out the documents without tearing them up or shredding them, "dumpster divers"
can send them back to the credit-card company, pretending to be you but saying that your address has
changed. If they can use the account from a new location, you may not know the account's being used in
your name

6. Reason: Any consumer can request one free copy of his or her credit report per year. Reviewing your credit
report can help you find out if someone has opened unauthorized financial accounts, or taken out
unauthorized loans, in your name. Go to www.annualcreditreport.com to request a copy for you and your
children.

7. Reason: Identity theft is a crime under federal law, and under the laws of more than 44 states, that carries
serious penalties including imprisonment and fines. To help law enforcement in investigating and
prosecuting identity theft, the Federal Trade Commission (FTC) maintains a national database of
complaints by identity theft victims. The FTC, through a toll-free hotline (1-877-ID-THEFT), can also help
you decide what steps to take in trying to remedy the situation and restore your good name and credit.
Credit bureaus should also be notified so that they can flag your credit report. Local police, by taking a
report and providing you with a copy, can help you show creditors that an identity thief has been
conducting certain transactions in your name and without your permission.

LifeLock | ETPRO/C3 Identity Smart Content Curriculum Page 24
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" Our Services Individual Plans:
Identity Theft Protection

Services

We do more to protect your credit and
your good name.

Why LifeLock
Choosing the Right Protection LifeLock ﬂ LifeLock LifBLUCk

STANDARD ADVANTAGE ULTIMATE PLUS

LifeLock Wallet
LifeLock Standard™
LifeLock Advantage™

LifeLock Ultimate Plus™ 4

LifeLock Junior™ e

Testimonials

LifeLock Standard™ identity LifeLock Advantage™ LifeLock Ultimate Plus™
theft protection helps keep membership adds bank membership is the most
CA your personal information account activity alerts, credit comprehensive. identity theft
LL US AT safe with the patented scores and even more protection ever created.
%‘8%0 -607- LifeLock Identity Alert® protection. t
system and a whole lot
Send us an email = more.T
Secure login a Learn more * Learn more * Learn more »

LifeLock LifeLock Junior™ is specifically designed to help keep your child's
JUNIDR” identity information safe.

Learn more »

In today's always-connected world where we all bank, shop, post, email, download and upload,
your personal information is everywhere. Your employer has it. Your doctor has it. Anytime you
use a computer, go online or use a mobile device, you're at greater risk of identity theft. And, with
more and more technology along with an increasing number of data breaches, it's becoming more
difficult to keep your personal information safe.

LifeLock provides 3 layers of protection
1. Detect
We monitor over a frillion data points 24/7/365, searching for identity threats to our members.

2. Alert

With the patented LifeLock Identity Alert® system, as soon as we detect a threat to your identity you'll be notified
FTC-0001293
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LifeLock

by text, phone or email, to help stop criminals before they do damage to your identity.? **

3. Restore

If your identity is ever compromised, our Certified Resolution Specialists will handle your case every step of the
way. And it's all backed by our $1 Million Total Service Guarantee.*

LifeLock membership protects you in ways credit monitoring, banks and credit card companies just
can't. It's protection beyond what you can provide by yourself. Enroliment takes only minutes and
your protection starts immediately.

Identity Theft 101

Understanding identity
theft and how it can
affect you

» Learn more

T Network does not cover all transactions
" Fastest alert requires member's current email address

How LifeLock Works

See why LifelLock is a
leader in Identity Theft
Protection.

» Learn more

# Most comprehensive protection requires LifeLock Ultimate™ membership.

Choose the Right
Level of Protection

Compare our products
and see what's right for

y?lé arn more

* The benefits under the Service Guarantee are provided under a Master Insurance Policy underwritten by State National Insurance Company. As this is only a summary
please see the actual policy for applicable terms and restrictions at LifeLock.com/legal.
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Site Map
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FROM JAN. 1ST TO MAR. 12TH, THERE HAVé

BEEN 109 REPORTED DATA BREACHES

» CHANGE YOUR PASSWORD FREQUENTLY

» ENROLL IN IDENTITY THEFT SERVICES

» LIMIT SHARING PERSONAL INFO

+ FOLLOW NEWS ON DATA BREACHES

| eeee—————— |
SOURCES:

[1] hitp/Awwew.idtheftcenter.org/ 9 LifELock

(2] hitpZAwww.symantec.comithreatreport/ Relentlessly Protecting Your Identity ™
[3] http/nakedsecurity.sophos.com/2013/01/03/hospital-data-breaches/
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December 19, 2013
Target today confirmed that it's investigating the theft of credit and SEE MORE ARTICLES
debit card numbers from millions of customers who shopped at its
stores over the past three weeks in what may. be one of the largest
data breaches ever.

The company says that card numbers, expiration dates and CVV codes -- the three- or four-digit numbers
printed on the card to provide extra security - may have been taken from as many as 40 million people who
shopped at U.S. Target stores between November 27 and December 15. People who shopped online or at
Canadian Target stores were not affected.

The company hasn't released defails, but the United States Secret Service confirmed to USA TODAY that
it's investigating the Target data breach. All types of cards were affected, including Target's own REDCard
credit cards. The company has posted additional information for customers and says it's confident that data
is no longer being stolen.

Security journalist Brian Krebs has confirmed that stolen credit and debit card account numbers are
appearing on black-market websites in batches of 1 million cards and selling from $20 to more than $100
per card.

If you shopped. at Target with a credit or debit card over the past three weeks, there are several things you
can do to watch for fraud:

« Monitor your transactions: Keep an eye on the activity on your credit and debit cards, looking out for
any charges that don't seem to be yours. Rather than wait for a monthly statement in the mail, you can
monitor transactions every day using the card issuer's website or a transaction-monitoring tool like LifeLock
Wallet™.
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« Report suspicious transactions immediately: If you see something that doesn't look right, contact the
card issuer immediately. The phone number is on the back of your card.

» Watch your credit reports: You can get a free credit report from each of the three major U.S. credit
bureaus each year, and you can pay for more frequent access. Get more information from the Federal

Trade Commission.

= Act fast: If you believe you're the victim of identity theft, there are several immediate steps you should
take. If you're a LifeLock member and think you've been a victim, call our Member Services team for

assistance at 1-800-LifeLock.

= Follow the story: Target and the Secret Service are still investigating this data breach. We'll share more

information when it becomes available.
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December 24, 2013

SEE MORE ARTICLES
Following the announcement that 40 million credit and debit card
numbers were stolen from people who shopped at Target stores
between November 27 and December 15, some card issuers and customers are now detecting illegal use
of those accounts by identity thieves.

In response, many banks and credit card companies are saying that the fraud is being investigated and that
customers will not be responsible for fraudulent charges.

Here are links to customer advisories published by some of the larger institutions:

American Express Citi PNC

Bank of America Comerica SchoolsFirst FCU
BarclayCard FNBO Direct Target REDcard
BB&T Commerce Bank TCF Bank

BBVA Compass Golden1 USAA

Boeing ECU Huntington U.S. Bank
Capital One KeyBank Wells Fargo
Chase Navy FCU

Learn more about what you should do in response to the Target breach and read Target's announcement
to customers.

More articles you might like:

Tips to Avoid Medicare Card Authorities Shut Down
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Snapchat users were apparently stolen from the photo-sharing service this week by hackers.

If you're a Snapchat user, or if your kids are among the many teens who use it, the good news is that the
hackers say they only wanted to call attention to flaws in Snapchat's security. They posted the usernames,
along with mobile phone numbers, of 4.6 million users, with Xs in place of the last two digits of each phone

number.

A security company that had previously warned of vulnerabilities in Snapchat's security has published a tool

that lets you check the list to see if your username was exposed.

If your data is on the list, there's nothing you need to do immediately. The biggest danger is that thieves
sometimes collect information in small bits and.then put it together. For instance, if you or your child use
the same username on multiple sites, or if your phone number is available on other sites like Linkedin or
Facebook, someone could potentially match the Snapchat data with what's published elsewhere. You might
decide it's safer to use different usernames on different sites, but there's no way to avoid all risks because
you. almost always have to share at least a little. personal information to use any online service.

So the best advice is to remain vigilant about protecting your credit and. identity,.in case something does
happen. If you already have identity protection for yourself, consider also adding it for your kids, to protect

their busy online lives.

More articles you might like:
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Congratulations, you've won!

Did you really win the prize? Does a foreign bank have money for you from an unknown relative? If you're
like most people, you have something in your spam folder or an unrecognized email in your inbox right
now. Some. are from legitimate senders, but others offer the opportunity to buy. pharmaceuticals from
Canada, notify you of lottery or other winnings, request your help in moving money out of a foreign country
or some other supposedly financially advantageous situation. But the unfortunate reality in the majority of
these cases is that someone wants to steal your identity.

They say you've won, but in the end you lose.

Spamming has grown along with the growth in social networking. These spams try to get you to click on a
link, go. to a website and provide sensitive personal information. In. many cases, the crooks take some of
your money and disappear. But in extreme instances, your bank accounts are emptied and your available
credit used up.

Typical scam emails attempting identity theft involve representing a financial institution, retailer or other
trusted entity attempting to you sell you goods or services, or asking you to update or provide financial
information for your account.

But how do you know?

When reviewing a questionable email, one of the first things to look for is incorrect spelling or bad
grammar. Many phishing emails are poorly written or have frequently misspelled words. Also, look for links
within the email, and don't click on them. If you place your mouse over the link and view the address, you
may find it does not match the party that the email is purportedly from. If the language in the email is
threatening, alarmist, requires you to do something immediately or promises you money with little or no
effort on your part, think again. Most banks and other legitimate businesses and organizations do not send
emails requesting important personal information.
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Page 632 of 1335



LifeLock

About

Contact

Blog

Press Room

Make common sense more common.

If you receive an email from a financial institution or company you have an account with, and it requests
urgent action, simply place a call to the company using a number on a statement or card to see if itis a
valid request. If you receive notice of a package containing money, or that you've won a lottery or are

asked to accept a foreign funds transfer, realize that no money would need to be paid nor any sensitive

information required if it were legitimate.

T Federal Trade Commission. “Consumer Sentinel Network Data Book For

January — December 2011." February 2012.

T Javelin Strategy & Research. "2012 Identity Fraud Report: Social Media and Mobile Forming

the New Fraud Frontier." February 2012.
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Identity. Theft News

Mobile Wallet

Alerts
Crimes Share this ¥ n E m
Data Breaches :
Identity Theft Protection

Basics Related articles

Children/Family/Home + Smartphone Data Theft
Computers and Technology
* Smartphones

Your Money and Finances

Identity Theft Recovery

Basic Steps

Credit Score Help A Mobile Wallet will need to be secured differently.

Lost and Stolen Items With all the new smartphones being launched this year, you're probably hearing a lot more about terms
. . such as Mobile Wallet and Near Field Communications (NFC). Sooner or later (bet on sooner) they're sure
Understanding Identity Theft . )
to impact you directly.

Electronic Communication
The Mobile Wallet may eventually replace. the contents of your oh so cool imported leather wallet. Instead,

Fraud everything will be digitized and stored in your smartphone—credit cards, banking information, retail store
cards, coupons, boarding passes, loyalty cards, movie tickets. Want to make a purchase? Just wave your
phone and get on your way.

Social Networks

Here are the three current approaches you've probably heard the most about:

1. Google Wallet. Allows you to store credit and debit cards on your Android phone and just tap the back of
your phone on an NFC terminal at the point of sale. (More about NFC later.)
CALL US AT 2. Apple Passbook. Apple users with iOS6 devices can create a virtual wallet to hold their movie or sporting
1 _800_607_ event tickets, store membership cards, boarding passes, hotel confirmations and more.
3. Windows 8 phone users will also have NFC capability and tap-to-pay.

Send us an email What is NFC?

Seaurs login 8 Near field communications is technology that allows close-proximity two-way communication between a

mobile device and an NFC enabled payment terminal. Actual field implementation is still limited but mobile
commerce is expected to increase over time.

How is all this connected to security and identity fraud?
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The more personal information you have on your phone, the more secure it should be. According to the
February 2012 Identity Fraud Survey Report by Javelin Strategy & Research, smartphone users are 35%
more likely to experience fraud than the average consumer. That's huge. And if you're already 35% more
likely to experience fraud because. of your smartphone, what happens when you. store. even more financial
information on it?

Begin with these steps to make your smartphone more secure.

» Create an access password for your phone

» Log out of open apps

+ Be careful about downloading free apps from app stores you're not familiar with, they could contain
malware

» Don't post personal information on social sites
» Monitor your credit card use and promptly check your statements
A mobile wallet may become. a real convenience for you, but take some extra precautions so it isn't equally

convenient for an identity thief.

T Federal Trade Commission. “Consumer Sentinel Network Data Book For
January — December 2011.” February 2012.

T Javelin Strategy & Research. "2012 Identity Fraud Report: Social Media and Mobile Forming
the New Fraud Frontier." February 2012.

More articles you might like:

Why Teens Are at Risk for . 5 Steps to Protect Your
Identity Theft - Identity on Facebook
! Identity theft is more e Check your Facebook

common among kids, teens timeline. Chances are that

and college Read story with very little Read story

What is Caller ID Spoofing? Phone and Ultilities Fraud
m Your phone number plays a fas -E-...: Service agreements for

prominent role in identifying '-__ | cellular service or utilities are

you Read story _== common means

Read story

Displaying 4 of 7 Results. Show More Results *
About | Contact | Blog | Press Room | Investors | Business Solutions | Privacy Policy | Terms & Conditions | Advertising Choices | Affiliates | Careers | Site Map
Tou
Ll £13 [in|
Copyright @ 2006-2014. LifeLock. All Rights Reserved J
| |
%"/ SECURED
rect by VeriSign

FTC-0001308

hitp://www.lifelock.com/education/smartphones/mobile-wallet/[8/18/2014 10:12:38 AM)] Page 635 of 1335



LifeLock

ACCREDITED
BUSINESS

Biog

TRUSTe

FTC-0001309

hitp://www lifelock.com/education/smartphones/mobile-wallet/[8/18/2014 10:12:38 AM] Page 636 of 1335



LifeLock

Relentlessly Protecting Your Identity

Services

Identity Theft 101

Identity Theft News
Alerts
Crimes
Data Breaches
* Identity Theft Protection
Basics
Children/Family/Home
Computers and Technology
Smartphones
Your Money and Finances
Identity Theft Recovery
Basic Steps
Credit Score Help
Lost and. Stolen Items
Understanding Identity Theft
Electronic. Communication
Fraud

Social Networks

CALL US AT
1-800-607-
7205

Send us an email

Secure login ﬁ

$1M Guarantee

Login

Call Us 1-8U0-bU/-r205
Plans and Pricing

o)

How Lifel. ock Works Identity Theft 101

Donating Your Tech Gadgets? Wipe Them First
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Did you get a new smartphone or laptop over the holidays?
SEE MORE ARTICLES
Technology moves fast, and for most of us, that means we have a
pile of old, unused and obsolete gadgets sitting in a drawer, our
basement, attic or garage.

These days, many charities are accepting old computers, smartphones and other devices, and this is a
great way to both help those in need and clean out your leftovers.

Before you donate or recycle your phone, computer or any other device where your personal information
may be stored, here are some tips to make sure you don't donate your identity along with it.

Thrift stores, flea markets and even eBay are prime sources for identity thieves, PC World reports, and the
thieves literally bank on the fact that most folks don't take time to erase data before donating or selling.

Here's how to remove your data—completely—before giving your gadgets away.

For Hard Drives: Wipe

Reformatting a hard drive or moving files to the recycle bin makes the information unsearchable, but does
not actually delete it or. prevent content from being retrieved by a data recovery. tool, says Patrick Miller, a
technology expert and PC World columnist.

For completely cleaned technology, Geek Squad recommends DBAN to remove your information
permanently. With the creation of a bootable file and just a few keystrokes, DBAN will begin blowing your
data away.

For Phones: Restore Factory Settings
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An article from FoxNews.com details the types of personally embarrassing and damaging information that
people leave on their cellular devices before giving them away.

Embarrassing is one thing. (An iPhone bought on Craigslist reportedly still had a text from its user
admitting, “I'm talking about dressing up like a woman for Black Friday [for the] sympathy.”) But ID thieves
armed with so-called forensic technology are also able to dig up Social Security and credit card numbers,
user names and passwords.

Two forensics technology experts—Andrew Hoog, chief investigative officer at viaForensics, and Lee
Reiber, director of mobile forensics for AccessData—offered smart tips to FoxNews.com to wipe sensitive
data from your devices before you donate them.

1. Restore the device's factory settings. There should be a "reset" option in the settings applications.
2. Remove your Subscriber ldentity Module (SIM) and Secure Digital (SD) cards. Data is stored there.

3. Run updates on the phone's operating system to wipe out a large portion of the data found in the phone’s
file system.

Be sure to read your owner's manual and back up your data safely and securely before erasing anything.

Apple Products

According to Apple, you can delete settings and information from your iPhone, iPad, or iPod touch using
"Erase All Content and Settings" in Settings > General > Reset.

This could take a while, so make sure your device has a full charge before beginning.. If there is not a full
charge, connect it to power until the process is finished.

For Mac computers, Macworld advises to start Disk Utility in the Utilities folder, and choose the drive you'd
like to erase from the left side of the window. Click Erase and then Security Options—there will be four
choices ranging from the least secure option (Don't Erase Data) to the most secure (35-Pass Erase).

Buyer Beware, Too

If you buy a used device, take precautions. “You need to go through the steps like it's yours to get rid of
that data,” Reiber told FoxNews.com. Something criminal left on the device could prove incriminating for the
new owner, he said.

So if your new phone still has the previous owner's data, delete it right away.
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Children Often Victims of Identity Theft

By Marcia Simmons
May 13, 2014
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Adults aren't the only ones who have to worry about having their

identities stolen. « When Identity Theft Hits

Home
Each year between 500,000 and 750,000 children living in the

United States are affected by identity theft, according to law
enforcement professional and former fraud supervisor Robert
Chappell Jr., author of "Child Identity Theft: What Every Parent
Needs to Know."

SEE MORE ARTICLES

Out of all consumer complaints reported to the FTC in 2013, 6 percent of the victims were children.

And a study by Carnegie Melon's Cylab in 2009-2010 provided "some disturbing evidence that identity
thieves are targeting children due to the unique value of unused Social Security numbers."

A child's. identity is a blank slate for thieves — unused. Social Security numbers can be paired with any
name and birth date for fake IDs and there's little chance of discovery since most parents don't monitor
their children's identities.

The Saffell family of Tulsa, Okl. didn't know their 3-year-old son's identity had been stolen until the IRS
denied their tax return this year because someone else had already claimed him as a dependent, Fox23
News reports. They are still unable to claim him, which means they now owe the IRS money rather than
receiving a return and must wait until the investigations pan out to recoup.

"Because of privacy laws we're not allowed to know the name of the person who stole our son'’s identity,
which | think is ridiculous. Where were the privacy laws when they took my 3-year-old's Social Security
number?" Violet Saffell told Fox23.

More commonly identity thieves will use a child's Social Security number to open new accounts, which may
FTC-0001313
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not come to light until the child is. older and tries to rent an apartment or get a credit card. The Cylab study
of about 40,000 children found 537 whose identities were tied to mortgages or foreclosures. The youngest
victim in the study was 5 months old.

Stephanie McManis is 31 years old, yet she still receives collections calls and lawsuit threats about
accounts opened under her name by identity thieves when she was only 12 years old, according to the
Huffington Post.

There are many other stories like McManis's, whether the result of someone hacking a school district's
computers or the child's own family members violating their trust. In Florida, the nation's hotspot for identity
theft of any stripe, about 50,000 kids a year are victims of identity theft to the tune of $100 million annually,
the Orlando Sentinel reports.

To help combat this problem, many states are drafting legislation to protect children from ID thieves. A new
bill in Florida similar to an existing Wisconsin.law proposes that parents and. guardians would be able to
open a file with one of the major credit bureau’s in their child's name and then put a lock on it to keep
potential fraud at bay.

Such laws are on the books already in Delaware, Oregon and Maryland with Texas and lllinois also
considering similar laws. There's a national law already in place that requires credit checks on older foster
children and offers help in resolving credit disputes and identity theft problems, since foster children are
particularly vulnerable to this kind of violation.

Experts agree parents need to vigilantly guard their children's personal information and recommend
monitoring their identities as well. Unfortunately, children who've had their identities stolen by their parents
may be left to sort through these problems later as adults.

Marcia Simmons is a freelance writer living in the San Francisco Bay Area. Her work has appeared in Every Day with
Rachael Ray, Shape, Go, Geek, among other publications. She has also served as managing editor for the North Bay
Business Journal and an editor for the Project Censored series of books.
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Foster Kids Face Heightened Risk of Identity Theft

By Drew Himmelstein
June 03, 2014
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Every year, 26,000 children age out of the foster care

system, usually when they turn 18, according to the Federal Trade
Commission. Many of them are on their own to take the steps
needed to set up adult lives: renting apartments, getting cell phone « Youth at Risk
plans and enrolling in college.

And every year, many foster kids learn for the first time that they
are victims of identity theft and will be held back in establishing
their independence. by years of accumulated bad credit in their
names.

SEE MORE ARTICLES

"It's a really difficult crime to monitor," according to Nikki Junker with the Identity Theft Resource Center.
"You know that they are more vulnerable simply by their information being passed around.”

When a child is in foster care, his personal documents are passed between family members, caseworkers,
foster homes and other providers. There is a heightened risk for loss and abuse of this sensitive
information.

That's why Congress passed a law in 2011 requiring child welfare agencies to get annual credit reports for
foster children starting when they're. 16 and help them clear up any inaccurate information. The U.S.
Department of Health and Human Services estimates there are 74,000 foster children in the U.S. age 16
and older.

Children under the age of 18 aren't even supposed to have credit reports — in most cases, they're too

young to get credit cards or enter into other contracts. But all too often, the credit reports — with erroneous
and fraudulent histories — are there.
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"We know it's an issue nationwide," said Karen Barney with the Identity Theft Resource Center. "It totally
wrecks. your credit, especially when it comes to getting into college.

A 2013 report by the. Annie E. Casey. Foundation estimated that 5 percent of foster children aged 16 and
older have some form of bad credit.

Recently, the Consumer Financial Protection Bureau published template letters that caseworkers can send
to credit bureaus to report errors in foster children's credit reports.

"The Bureau is very concerned about foster care children's vulnerability to credit reporting problems that
can wreak financial havoc for them," said Richard Cordray, director of the Consumer Financial Protection
Bureau, in a statement. "We want to help.ensure that youth leave foster care with clean credit so that they
have a firm foundation for their financial future."

Bad credit can make it difficult for former foster children to rent an apartment, get student loans, get a job
and buy a car, according to the Annie E. Casey report.

The new tools released by the Consumer Financial Protection Bureau include letters casewarkers can send
credit agencies to notify them that a credit report wrongly exists for a minor or that there is an error in a
foster child's credit report.

The Consumer Financial Protection Bureau also recommends that foster care caseworkers educate
children on the importance of good credit and how to maintain it.

Drew Himmelstein is a writer and digital storyteller based in San Francisco. Her work has appeared in the San Francisco
Chronicle, Dwell Magazine, American Craft and on NPR, and she is a former editor at Patch.com. She holds a master's
degree in journalism from University of California, Berkeley.
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. Identity Theft Remains the Top U.S. Consumer Complaint
erts
: By Jamie White
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Data Breaches
Identity Theft Protection Identity theft continues to top the list of consumer complaints, and when it's combined with other kinds of
Basics fraud, the total losses reported by U.S. consumers totaled more than $1.6 billion in 2013, according to a

Federal Trade Commission report released Thursday.
Children/Family/Home

Florida had the highest per capita rate of reported identity theft complaints, followed by Georgia and
California. Nearly 300,000, or 14. percent of the 2 million complaints the FTC received last year, were
Smartphones related to identity theft, the report said.

Computers and Technology

Your Money and Finances The majority of identity theft grievances were related to taxes or wages.

Identity Theft Recove
y i Government documents and benefits fraud — the most common category — accounted for 34 percent of id

Basic Steps theft reports.

Credit Score Help Credit card fraud comprised 17 percent of complaints, followed by phone or utilities fraud at 14 percent and

- —— bank fraud at 8 percent.

Understanding Identity Theft The highest reported age group for identity theft is 20-29, making up 20 percent of complaints, but the FTC

warns that anyone can be a victim.
Electronic Communication

Eratid “Americans of all ages are vulnerable to identity theft, and it remains the most common consumer complaint
to the Commission,” Bureau of Consumer Protection Director. Jessica Rich said in a statement. “We urge
Social Networks consumers to visit FTC.gov/idtheft for tips to prevent and mitigate the damage from identity theft.”

More than 1 million complaints reported to the FTC last year were related to fraud, with half the victims
noting that scam artists first contacted them by phone or email.

The Federal Trade Commission advises anyone who spots a scam, is the victim of identity theft or other
fraud-related issues to file a complaint online with the agency's Complaint Assistant or call 1-877-FTC-

CALL US AT HELP (877-382-4357).

1-800-607-
7205 For more information on tax-related identity theft, click here and here.

Send us an.email
For information on protecting your identity, click here.

Secure login o
Jamie White is the managing editor of news content for LifeLock. As a journalist for the last 15 years, she has worked as
a reporter and editor al news organizations throughout the San Francisco Bay Area, including The San Francisco
Examiner. Most recently, she was a regional editor for Patch Media, a local news and information consortium of 900
websites nationwide. Jamie holds a master's degree from Columbia Universily's Graduate School of Journalism.
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Eye Scanner Could Make Passwords Obsolete

By Jamie White
January 22, 2014
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If one of your New Year's resolutions is to secure your identity and digital footprint, there's one company to
keep your "eye” on this year.

As simple as looking into a mirror, Eyelock's Myris technology controls. access to your computer and
secured websites. If you're willing to shell out $300, you could soon be free of usernames and passwords.

The Myris device, which is the size of a computer mouse, was presented at this month's Consumer
Electronics Show in Las Vegas.

Myris will work with Windows 7 and 8, Mac OS and Chrome OS when it becomes available later this year.
You'll plug it into a USB port and use its application to authenticate your identity through the irises of your
eyes. The company offers a video that demonstrates how it works.

Since no two irises are alike, the company says the chances of a false match are less than 1 in 1.5 million --
or 1 in 2 trillion when it checks both of your eyes. With fingerprint recognition being used in devices like the
iPhone 5S, the company says the chances of a false positive are 1 in 10,000.

"EyelLock is the first company to employ a unique iris authentication process that leverages video based
dual-eye authentication," said Eyelock Chief Marketing Officer Tony Antolino. "This process identifies more
than 240 points of unique characteristics in each human iris."

Myris will be available in the first half of this year for less than $300, Antonlino said.
FTC-0001321
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Jamie White is the managing editor of news content for LifeLock. As a journalist for the last 15 years, she has worked as
a reporter and editor at news organizations throughout the San Francisco Bay Area, including The San Francisco
Examiner. Most recently, she was a regional editor for Patch Medla, a local news and information consortium of 800
websites nationwide. Jamie holds a master's degree from Columbia Universily's Graduate School of Journalism.
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While you're taking care of business on your laptop at the neighborhood coffeehouse, there may be a
person across the room — or in his car across the street — busy on his laptop. or smartphone,. too.

Except that he's busy capturing what he needs over the public Wi-Fi airwaves to steal your identity, drain
your bank account or max out your credit card. That may be the priciest latte you ever ordered.

Before You Go

1. Strengthen your security. Be sure your laptop security is up to date, says the FBI, with current versions
of your operating system, Web browser, firewalls and anti-spyware software. This is good advice even
when you're working at home, just in case that neighbor who never says much is up to no good. But at a
coffeehouse or airport where you're surrounded by strangers with laptops, it's. crucial.

2. Protect your passwords. You know how websites and browsers ask if you'd like them to “remember”
(save and store) your password? Just say no, according to PC Magazine."You're probably better off not
storing your username and password anywhere and that goes double for road warriors who frequently
connect via public Wi-Fi," the magazine says. Storing this data on an encrypted passport management
application is probably safe, however.

3. Pick your spots. Some wireless hotspots are very safe to use, while others have no security safeguards
at all. If you have a choice, such as two coffeehouses on the same block, choose the one that requires
online registration with a log-in password. The most secure networks require a password for access
because they're encrypted; avoid “unsecured” networks that let you in with no password required (they may
be planted by a nearby hacker), says PC Magazine.

Going Online
4. Turn. it off. Don't forget to turn off (disable) File Sharing, and remove any files that might be in your
Shared Documents or Public folder, according to About.com’s mobile office technology expert, Melanie
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Pinola. Also, disable your ad-hoc wireless network if you use an intranet network through your employer.

5. Select the right network. When you choose among Wi-Fi networks, manually select one after changing
the default setting (if necessary) on your laptop, says the FBI. Choose “Public” or “Public Network™ if your
computer gives you that option. (Public Network locations block file and printer sharing from potential data
thieves.) Of course, be sure you connect to a known network, not just the one with the most bars.

6. Use a VPN. If you don't already use a Virtual Private Network (VPN) during Wi-Fi sessions on your
home or work computer, consider it now. According to PC Magazine.

VPNs keep. your data and communications. in a "virtual tunnel ... secured against anyone who may. try to
intercept your Web session while connected to a public hotspot.”

Playing It Safe

7. Surf with care. Avoid financial transactions like online banking and e-commerce.

If you can, also limit or avoid instant messaging and checking Web-based email because they may not be
encrypted. In general, don't go to sites that may not be secure (secure sites begin with “https”) or that may
reveal sensitive information. Wait until you get home.

8. Watch your back. Even if you take all of these steps, don't forget about “brick-and-mortar” theft. Some

identity thieves “shoulder surf” in crowded places: sitting beside or behind you while hoping you'll type your
credit-card number or a key password. Change tables if you're suspicious. Or they may simply snatch your
laptop.

More articles you might like:

Tips to Avoid Medicare Card
Fraud

Consumers Feel Stressed
By Data Breaches But Fail ...
Seniors just turning 65 may Finding out that you're the
be surprised to find their victim of a data breach

Read story Read story

Beware of These Scams
While on Vacation

Goodwill, Stubhub The
Latest in Series of High-

Pro... A few more weeks of

As high-profile data summer remain, and

breaches at Neiman Marcus, the Federal Trade
Target, Michaels and other retailers Read story

Read story

Displaying 4 of 10 Results. Show More Results *

Investors | Business Solutions | Privacy Policy | Terms & Conditions | Advertising Choices | Affiliates | Careers | Site Map

LA fl3- ik

Copyright @ 2006-2014. LifeLock. All Rights. Reserved .

A" SECURED
poweted by VeriSign

FTC-0001324

hup:/iwww lifelock.com/education/computers-and-technology/how-avoid-id-theft-wifi-hotspots/[8/18/2014 10:14:12 PRﬂge 651 Of 1 335



LifeLock

ACCREDITED
BUSINESS

Biog

TRUSTe

FTC-0001325

hup:/fwww lifelock.com/education/computers-and-technology/how-avoid-id-theft-wifi-hotspots/[8/18/2014 10:14:12 PRﬂge 652 Of 1 335



LifeLock

‘Relentlessly Protecting Your Identity

Identity Theft 101

* Identity Theft News
Alerts
Crimes
Data Breaches
Identity Theft Protection
Basics
Children/Family/Home
Computers and Technology
Smartphones
Your. Money and Finances
Identity Theft Recovery
Basic Steps
Credit Score Help
Lost and Stolen Items
Understanding Identity Theft
Electronic Communication
Fraud

Social Networks

CALL US AT
1-800-607-
7205

Send us an email

Secure login ﬂ

hup:/iwww lifelock.com/education/crimes/id-theft-ringleaders-face-stiff-sentences/[8/18/2014 10:14:26 AM]

$1M Guarantee

Login

Call Us 1-8UU-bU/-7205
Plans and Pricing

o)

How Lifel.ock Works Identity Theft 101

ID Theft Ringleaders Face Stiff Sentences

By Marcia Simmons
March 19, 2014
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Several people involved in identity theft rings were recently sentenced, while another two men face more
than three decades in prison if convicted of stealing the identities of 4,200 victims.

ID Theft Mastermind Sentenced for Duping Retailers
William Dodge was sentenced to seven years in federal prison for leading an identity theft ring that cost

retailers almost $400,000, according to the Federal Bureau of Investigation. The judge also ordered the 46-
year-old Massachusetts man to pay restitution to the retailers for the full amount stolen.

Dodge's girlfriend worked in human resources at a Florida-based company and he paid her $3,000 to give
him her co-workers' personal information, the Salem News reports. Along with at least five co-conspirators
in 30 states, Dodge used these stolen identities to get fake drivers' licenses.

The accomplices or Dodge himself would pose as customers who'd lost their store credit card. They'd then
ask the cashier to look up the account using the phony drivers licenses. If the person whose identity they
were using had a credit card with the store, a member of Dodge's crew would charge items to the account.
If not, they would later open an account under the stolen identity using their fake ID.

They would purchase gift cards or merchandise they could resell. As ringleader, Dodge took 50 percent of
the other members' profits. Overall, the group netted more than $375,000 in merchandise and services,
with Dodge personally responsible for more than $212,000 of the losses.

Retailers affected include J.C. Penney, Best Buy, The Home Depot, Lowe's, Kohl's, Macy's and T.J. Maxx.

Ringleader Gets 12 Years for Stealing Government Employee Identities

The head of a ring that used hundreds of stolen government employee identities to steal almost $2.5
million was sentenced to 12 years in prison, UPI reports.

Jenaro Blalock, who pleaded guilty last year to stealing at least 600 identities, was also ordered to repay
more than $1 million in restitution.

Between June 2011 and July 2013, Blalock and co-ringleader Christopher Bush recruited women with
access to employee data from the State Department, the Pentagon and the U.S. Agency for International
Development to hand over identity information from their employers.

Blalock, 31, and his theft ring then used the information to make fake driver's licenses, get retail credit

FTC-0001326
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cards and rent cars and then sell them on the black market with altered vehicle identification numbers.

Bush was sentenced in January to 10 years in prison for his role in the scams.

Tijuana-Based ID Theft Ring Indicted for Hacking Mortgage Broker Servers

Two men were indicted for their suspected role in a Tijuana-based conspiracy that hacked computer
servers of a U.S. mortgage broker to steal customer information and siphon funds from thousands of
customer accounts, according to the Federal Bureau of Investigation.

California residents Jason Ray Bailey and Victor Alejandro Fernandez were charged with conspiracy to
commit wire fraud and computer hacking. Authorities say the men impersonated the mortgage broker's
customers, and then used their stolen personal information to open credit lines in their names and take
their assets.

After gaining control of the accounts, Bailey and Fernandez allegedly wired funds from the victims’
brokerage accounts to U.S. bank accounts in the San Diego and Calexico areas. Some of these wires were
for more than $20,000 and $30,000 each.

About 4,200 customers had their information stolen between December 2012 and June 2013, and the
conspiracy dates back to July 2011.

Bailey and Fernandez, both 38, pleaded not guilty and are scheduled for a motion hearing and trial setting
conference on April 11.

If convicted, both men face up to 35 years in prison and a fine of $1.25 million in the case.
Marcia Simmaons is a freelance writer living in the San Francisco Bay Area. Her work has appeared in Every Day with

Rachael Ray, Shape, Go, Geek, among other publications. She has also served as managing editor for the North Bay
Business Journal and an editor for the Project Censored series of books.
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Phone Scam: U.S. Warns of Calls from Fake IRS Agents

v [l B [

By Jamie White

March 27, 2014 Share this

Taxpayers should be on high alert for identity thieves pretending to be from the IRS, the U.S. Treasury
warns.

More than 20,000 taxpayers have been targeted, including thousands of victims who have paid over $1
million to criminals claiming to be IRS. officials, said J. Russell George, the Treasury Inspector General for
tax administration, in a news release.

“This is the largest scam of its kind that we have ever seen,” George said.

The fraudsters tell people. they owe taxes and must pay with a prepaid debit card or wire transfer. They
threaten those who refuse to pay by telling them they will be arrested, deported or lose a business or
driver's license if they don't pony up the money.

George said the phone scam has affected victims in nearly every state.

The IRS usually contacts people by mail — not by phone — about unpaid taxes and won't ask for payment
using a prepaid card or wire transfer, George said. The IRS also won't ask for a credit card number over
the phone.

“If someone unexpectedly calls claiming to be from the IRS and uses threatening language if you don't pay
immediately, that is a sign that it really isn’t the IRS calling,” he said.

The callers who commit this fraud often:

» Use common names and fake. IRS badge numbers.

» Know the last four digits of the victim's Social Security Number.

» Use fake Caller ID information appear as if the IRS is calling.

» Send bogus IRS e-mails to support their scam.

» Call a second time claiming to be the police or department of motor vehicles, again with fake Caller ID.

If you get a call from someone claiming to be with the IRS asking for a payment, here’s what to do:

» If you owe Federal taxes, or think you might owe taxes, hang up and call the IRS at 800-829-1040.
» If you don’t owe taxes, call and report the incident to the Treasury Department at 800-366-4484.

» You can also file a complaint with the Federal Trade Commission. Add “IRS Telephone Scam" to the
comments in your complaint.
FTC-0001329
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The IRS offers more information about various kinds of tax scams on its website.

Jamie White is the managing editor of news content for LifeLock. As a journalist for the last 15 years, she has worked as
a reporter and editor at news organizations throughout the San Francisco Bay Area, including The San Francisco
Examiner. Most recently, she was a regional editor for Patch Media, a local news and information consortium of 900
websites nationwide. Jamie holds a master's degree from Columbia University's Graduate School of Journalism.
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Cellphone Security: What to Do to Keep Teens Safe
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* Smartphones

YourMoney:and Finances Remember the old days when parents used to complain that their kids spent too much time on the family

Identity Theft Recovery phone with their friends? Well, now we just wish our kids would talk. According to a recent study by The
Pew Internet & American. Life Project, 23 percent of U.S. teens now own. smartphones and a majority (63
Basic Steps percent) are using them to text friends instead of call them—to the tune of 3,339 text messages a month on
Credit Score Help e
Lost and Stolen Items But that, Mom and Dad, shouldn't be your biggest concern. Just having a smartphone makes your kids an

easy target of cybercriminals. Hackers are targeting smartphones because they're a treasure trove of
personal data. In 2011, 7 percent of smartphone owners were subject to identity fraud, according to a
report by Javelin Strategy & Research—a frightening number when you consider that almost 25 percent of
kids ages 12 to 17 have a smartphone, as reported by Pew Research Center.

Understanding Identity Theft
Electronic Communication

Fraud

) Here are six cellphone security tips that can protect your child and his or her phone.
Social Networks

1. Set the screen lock. For an iPhone, you can choose a four-digit numeric PIN or an eight-character
alphanumeric passcode, which is more secure. For an Android phone, screen locks vary by device. You
can also set the phone to auto-lock after a preselected time delay so your child doesn't have to keep
reentering it.

CALL US AT 2. Choose a tricky passcode. Avoid obvious passcodes like 1111, birthdays, addresses and the like.
7205 3. Activate auto-delete. This cellphone security feature should be turned on to wipe out data in case the
phone is lost or stolen. You can set it to wipe all the data after a specified number of failed attempts to get
Send us an email = into the phone.

Secure login o
4. Turn off Bluetooth, Wi-Fi and GPS when not in use. Hackers can tap into phones using these

programs.
5. Get the updates. Operating system updates usually include cellphone security patches, so install them
right away.

FTC-0001331
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6. Download applications only from reputable sites. The iPhone apps are vetted by Apple and usually
secure, but Android apps can come from anywhere—including cybercriminals. Be sure to read the
permissions list and see what you might be agreeing to.

Sources:

http://www.pcmag.com/article2/0,2817,2403389,00.asp
hitp.//ezinearticles.com/?9-Must-Do-Practices-for-Smartphone-Security &id=6407246

hitp://www.itworld.com/hardware/185707/how-prevent-your-smartiphone-being-hacked

htip://blogs.wttw.com/moreonthestory/2011/07/19/cell-phone-hacking-prevention-tips/
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Skimming, whether on a handheld device or on a point-of-sale

device (like a credit card machine at the checkout line), involves

the theft of your credit or debit card information while being used during an otherwise legitimate purchase
or transaction.

How Does ATM/Handheld Skimmers Theft Occur?

Skimmers are small electronic devices that can be placed over the card slot of an ATM or handheld credit
card device, like those used by waiters. Using a skimmer, a thief can collect your card number and
information for later use, simply by having you swipe your card as you normally would. Everything appears
normal, but your personal information has just been stolen.

What Is the Cost of ATM/Handheld Skimmers Theft?

With over 400,000 ATM’s located throughout the United States, ATM skimming theft costs U.S. banks as
much as $1 billion in annual losses — and the problem is rising. From 2008 to 2010, the number of cases
reported to the Secret Service grew by 10% a year.! Combining both ATM and credit card skimming, the
US Secret Service estimates the annual cost to consumers and businesses is $8 billion.?

ATM/Handheld Skimmers
Statistics:

What thieves can do with
this information:

Information thieves can
collect:

= Bank or credit card
account
number

= Identity theft = Over 400,000 ATM’s
located in

- Bank fraud the U.S.1

= Personal name = ATM skimming costs U.S.
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T Javelin Strategy & Research. "2012 Identity Fraud Report: Social Media and Mobile Forming
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NYC Restaurant Worker Accused of Identity Theft

By Drew Himmelstein
May 06, 2014
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A Manhattan restaurant employee stole credit card information
from dozens of customers and worked with accomplices to create
fake credit cards and fraudulent checks in the victims' names,
according to the New York County District Attorney's office.

SEE MORE ARTICLES

lesha Jackson, 29, was allegedly part of an 11-person ring who worked together to steal the identities of
customers at a midtown Hale & Hearty restaurant and make fraudulent purchases and withdrawals,
according to New York County District Attorney Cyrus R. Vance Jr.

The defendants stole credit card information from at least 60 victims and made tens of thousands of dollars
of fraudulent purchases and withdrawals, according to charges filed last week in New York State Supreme
Court.

“Determined cybercriminals will exploit any and every opportunity to steal personal information,” Vance said
in a news release. "These defendants are charged with using a panoply of tricks — from skimming credit
cards at a popular Manhattan food chain, to forging checks, and accessing credit reports to steal even more
information from their victims.

According to the indictment, Gerald Spears, 39, allegedly provided Jackson, his girlfriend, with a credit card
skimmer in the summer of 2013.

Jackson used the skimmer to steal credit card information, which she provided to Spears, Vance said.
Spears then shared the stolen credit card information with two other defendants, Leonce Cunningham, 36,
and Samuel Santana, 36, who helped him create fake credit cards using the information. Along with other
accomplices, they used the cards to make over $90,000 in purchases, including jewelry, designer clothing
and cash advances from a Yonkers casino, according to Vance.
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States Struggle to Make Birth and Death Certificates Secure
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By Neil Chase
April 22, 2014
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As identity theft becomes more widespread, state governments are
focusing on the original paperwork that enables many of these
crimes: Birth and death certificates.

“We improve the end Holy Grail documents, passports and drivers’ licenses, while we're not improving
standards for the source documents like birth certificates that are used to get them," said Rick Outland of
Gemalto, a company that makes digital security products.

Outland spoke this month at ID360, a conference presented by the Center for Identity at the University of
Texas, along with officials responsible for managing birth and death records.

“All vital registration in the United States is local,” said Steven Schwartz, registrar at the New York City
Bureau of Vital Statistics. “There’s no federal system. There are no federal standards or regulations for how
we issue birth certificates.”

With documents being issued by state, county and. city agencies, the speakers said, there are thousands of
different formats across the United States. When someone presents a birth certificate to get a driver's
license or passport, or register for government services or school, it's often difficult to verify that the
document isn't forged.

Even within a state, birth certificates vary widely.
“We have over 400 registrars in the State of Texas, and each prints its certificates separately,” said Lonzo
Kerr, deputy state registrar at the Texas Department of State Health Services. The state is just now trying

to standardize the kind of paper used by those 400 agencies.

Even when the document is issued by an official agency, it may not be authentic. In 2000, Kerr said, a
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Outland specializes in document forgeries and joked that, if he was working at the department of motor
vehicles or an airport security checkpoint, he would be able to catch fake documents —but people would
hate him, because he would spend a long time evaluating each one and cause lines to be even longer than
they are today.

As digital systems replace old paper-based ones, the focus will move away from checking the authenticity
of a document and more toward checking the information that's on the document. In other words, instead of
just looking at a piece of paper, officials will be able to check on whether the data written on the paper is
correct and whether the person presenting the document is posing as someone else.

Government agencies are now able to check some states' databases electronically, and that ability will
grow.

“The future of birth and death certificates is electronic, and we shouldn't be relying on paper,” Schwartz
said. “Don't try to make paper more secure. It's the information people need."
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> Yo Wiahey WM Nieties An ATM overlay is a device that is placed over the keypad of an ATM. It is often disguised to look identical

Identity Theft Recovery to the original keypad. Qverlays allow thieves to capture your PIN number as you enter it, while still

allowing the original keypad to receive the PIN. number as well.
Basic Steps

How Big a Threat are ATM Overlays?

By itself, an ATM overlay is not a tremendous source of identity theft. However, when combined with a
Lost and. Stolen Items mechanism that obtains your card information — such as a skimmer, loop, camera, or other device located
at the ATM — a skimmer now allows the identity thief to have access to your bank account, including both
your PIN and your debit or credit card number.

Credit Score Help

Understanding Identity Theft

Electronic. Communication

What does ATM Overlay Theft Cost Consumers?

Fraud As a component of ATM theft, ATM Overlay theft contributes to the estimated $1 billion in annual losses
Social Networks banks experience from ATM skimming."
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