[1I. Order Mandated Assessment by (b)(4); (b)(3):6(f)
A. (b)(4); (b)(3):6(f)

1 (b)(4); (b)(3):6(f)
[Within this (b)(4): and throughout the remainder of the discussed in Section Il — Order
Mandated Assessment by [(ICYRIIIEIRIGE we use affirmative terms such as “does,” “performs,” “executes,” etc. In

those instances, the terms do not necessarily represent the results of our testing, but instead describe Facebook'’s
intent behind the associated processes and Safeguards.]

(b)(4); (b)(3):6(f) NEVRINEIR:1] covers requirements to implement internal-facing written

policies and procedures pertaining to the privacy and handling of Covered Information. (QISRUNEIEU]

(b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)

Part VII.A: Document in writing the content, implementation, and maintenance of the Privacy Program that includes:
(1) the documented risk assessment required under Part VII.D. of the Order; and (2) the documented safeguards
required under Part VIL.E of the Order ... (4) a description of the procedures adopted for implementing and monitoring
the Privacy Program, including procedures used for evaluating and adjusting the Privacy Program as required under

Part VII.J of this Order.

Part VII.E: Design, implement, maintain, and document safeguards that control for the material Internal and external
risks identified by Respondent in response to Part VII.D. Each safeguard shall be based on the volume and sensitivity
of the Covered Information that is at risk, and the likelihood that the risk could be realized and result in the
unauthorized access, collection, use, destruction, or disclosure of the Covered Information.

(b)(4); (b)(3):6(f)

b)(4); (b)(3):6(f)

P (b)(4); (b)(3):6(f)
In response to the Order, Facebook, in effect, created a new Privacy Program, including a foundational redesign of
both its Safeguard environment and compliance documentation. As a result, as of October 25™, 2020, (YRR}

(b)(4); (b)(3):6(f)

published more than -privacy governing documents and approximately an additional rivacy-focused policies,
playbooks, procedures, tools, templates, and guidelines.
b)(4); (b)(3):6(f)
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(b)(4); (b)(3):6(f)

Facebook developed the Internal Privacy Policy to explain employees’ role in supporting the Mandated Privacy

Program
(b)(4); (b)(3):6(f)
. ]

The policy was published on the (RN
QR el site) b)(4); (b)3)6(N

(b)), (0)3)6(M Each employee agrees to abide by the Internal Privacy Policy through their completion of the Code
of Conduct training.

(b)(4); (b)(3):6(f)

The policy is reviewed at Ieast by the

Detailed testing of the were evaluated as part of the

3. (b)(4); (b)(3):6(f) s o

Testing the (b)(4): (b)(3):6(f) focused on the Internal Privacy Policy and its related
documentation. The Assessor considered standards including the National Institute of Standards and Technology
(NIST) and the Generally Accepted Privacy Principles (GAPP) to evaluate the completeness of the Safeguard
environment and to evaluate the approach Facebook took to document privacy-related policies and procedures. As
many policies exist, additional policy and procedural documentation was reviewed in the testing of each respective
[DYPHEYEXN. The Assessor referenced the associated ([ EENEEE d escriptions, Safeguard descriptions and
parts of the Consent Order to evaluate the completeness of the Internal Privacy Policy, as well as Facebook’s process
for approving the policy and disseminating the requirements to Facebook personnel >,

Our evaluation of the (b)(4); (b)(3):6(f) ARG included the review of approximately

documents, reports, and evidence specific to the [ MIOE R Key documentation we reviewed included but was
not limited to the following:

R (b)(4); (b)(3):6(f)

3 Facebook personnel includes current Facebook employees, contingent workers and interns.

I '



(b)(4); (b)(3)-6(f)

(b)(4); (b)(3):6(f)

In addition, the Assessor coordinated cross-iscussions and documentation reviews with the Assessor
teams responsible for evaluating the supporting documentation for each Safeguard assessing the overall Safeguard
environment. The evaluation of the Safeguard environment included testing the completeness and accuracy of the
supporting policies, procedures, and playbooks (“governing documents”) for each Safeguard. We evaluated the
accuracy of the Safeguard description, whether the governing documents accurately reflect the respective process,
and whether the tools and templates were sufficient for supporting the execution of the Safeguards. Through our
evaluation, we requested and reviewed governing documents and facilitated walkthrough sessions with Safeguard
Owners to understand how the respective process is executed and evaluated the design of each Safeguard. As part of
our operating effectiveness testing, we also evaluated the operational evidence for each respective Safeguard.

(b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(P)

Our design effectiveness testing included obtaining and reviewing procedural documentation and conducting
walkthroughs with Safeguard Owners to understand how Safeguards operate in practice. The key objectives and our
test procedures for design effectiveness testing for the (b)(4); (b)(3):6(f) (NEVRGYEIR:IG] were as
follows:

(b)(4); (b)(3)-6(f)

(b)(4); (b)(3):6(F)

Our operating effectiveness testing included obtaining and evaluating documentation to determine whether the ({8
Safeguards operated as designed. Through our testing processes, we gained an understanding of how the Internal
Privacy Policy was created, approved, published, and disseminated to Facebook personnel. We also reviewed
company privacy-related policies,

(b)(4); (b)(3):6(f)
The key objectives and our test procedures for operating effectiveness testing for the [EETENR(DIEIR1))

(b)(4): (b)(3):6(N were as follows:

(b)(4); (b)(3)-6(f)




(b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)

4. (b)(4); (b)(3):6(f)

Part VII.LA requires Facebook to document in writing the content, implementation, and maintenance of the
Privacy Program. Specifically, VII.LA.2 requires documented Safeguards required under Part VIL.E, while VII.A.4
requires a description of the procedures adopted for implementing and monitoring the Privacy Program, including
procedures used for evaluating and adjusting the Privacy Program as required under Part VII.J. Further, Part VII.E. of
the Order requires Facebook to design, implement, maintain, and document Safeguards that control for the material
internal and external risks identified in response to Part VII.D.




(b)(4); (b)(3):6(f)

b)(4); (b)(3):6(f)




RN (b)(4); (b)(3):6(F)

(D)(4); (0)(3):6(f)
key governing activities for the Mandated

Privacy Program, including establishing two independent committees of Facebook’s Board of Directors:

¢ The Compensating, Nominating and Governance Committee; and
e The Privacy Committee that oversees the Privacy Program and Order compliance and the appointment of a
Designated Compliance Officer.

(b)(4); (b)(3):6(f)

Part VII.B: Provide the written program required under Part VII.A. of this Order, and any evaluations thereof or
adjustments thereto, to the Principal Executive Officer and to the Independent Privacy Committee created inresponse
to Part X of this Order at least once every twelve (12) months

Part VII.C: Designate a qualified employee or employees to coordinate and be responsible for the Privacy Program
(“Designated Compliance Officer(s)”), one of whom will be the Chief Privacy Officer for Product, subject to the
reasonable approval of the Independent Privacy Committee, and who may only be removed from such position by
Respondent with an affirmative vote of a majority of the Independent Privacy Committee

Part VII.E: Design, implement, maintain, and document safeguards that control for the material Internal and external
risks identified by Respondent in response to Part VII.D. Each safeguard shall be based on the volume and sensitivity
of the Covered Information that is at risk, and the likelihood that the risk could be realized and result in the
unauthorized access, collection, use, destruction, or disclosure of the Covered Information.

Part VII.I: Consult with, and seek appropriate guidance from, independent, third-party experts on data protection and
privacy in the course of establishing, implementing, maintaining, and updating the Privacy Program

b)(4); (b)(3):6(f)

2.1 (b)(4); (b)(3):6(P)

Facebook developed and implemented a Privacy Governance and Accountability Structure comprising the teams and
roles that are critical to the ongoing documentation, implementation, monitoring and maintenance of the Mandated
Privacy Program. Facebook designated a Chief Privacy Officer-Product, established a cross functional oversight body
(i.e., Privacy Leads Cross Functional (XFN) Committee), and implemented a Privacy Governance and Accountability
Structure at the board-level consisting of Independent Directors, to govern the overall Mandated Privacy Program.
This includes two independent committees of Facebook’s Board of Directors that have Order-related responsibilities.
The first, the Compensation, Nominating and Governance Committee (CNGC), is an independent committee of
Facebook’'s Board of Directors with the authority and responsibility to recommend appointments to the Board and to
the Privacy Committee and is responsible for ensuring that the Privacy Committee consists of directors who are both
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independent and meet the Order’s Privacy and Compliance Baseline Requirements. The CNGC vetted and
recommended the current members of the second new committee, the Privacy Committee.

The Privacy Committee is also an independent committee of Facebook’s Board of Directors and provides Board-level
oversight of both the Privacy Program and Order compliance. The Privacy Committee’s formation occurred in May
2020. The Privacy Committee approved the Company’s selection of the Designated Compliance Officer, Chief Privacy
Officer-Product (DCO), as well as its selection of the Independent Assessor. The Privacy Committee meets
with the Independent Assessor, who provides briefings on the Assessment and material risks to Covered
Information. The Assessor also meets with the Committee Chair separately, to provide
briefings. Note that both the CNGC and Privacy Committee were deemed out-of-scope for the assessment as they fall
under Part X of the Order and are related to compliance with the Legal and administrative requirements of the Order
rather than mitigating risks identified in the risk assessment or addressing expected elements of a comprehensive
privacy program.

The DCO is responsible for the Privacy Program and leads the overall Privacy Organization, which consists of more
thanemployees. Additionally, the DCO and the Company’s Principal Executive Officer are to sign quarterly and
annual certifications regarding the Privacy Program and Facebook’s Order compliance, respectively, to provide direct
accountability at the highest levels of the Company.

In addition, the DCO operates a cross-functional Privacy Leads forum to oversee initiatives related to implementing

and operating the Mandated Privacy Program and to address key privacy risks and issues, some examples of which
include: DIGHBIEE] (b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)

responsible for creating and maintaining the written documentation of the content, implementation, and
maintenance of The Mandated Privacy Program as required in Part VII.A in the form of the Mandated Privacy Program
Document. The Mandated Privacy Program Document is updated by the at least annually and is reviewed
and approved by the DCO. A copy of the Mandated Privacy Program Document is also delivered to the Principal

Executive Officer and the Privacy Committee on an annual basis. QAR
(b)(4); (b)(3):6(f)

Additionally, supplementary appendices are included within the Mandated Privacy Program Document that

provide additional context and information for the program including: (QISACISAY;
b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)

The EE(IIC4 s also responsible for the Mandated Privacy Program evaluation and adjustment process. This process

is designed to occur at least annually, but can also be triggered RUSARISEU
(b)(4); (b)(3):6(f)

21



External experts are engaged by Facebook on a variety of different topics, including privacy, as required by Part VII.I
of the Order. Based on information gathered from the broader business, the Privacy and Data Policy team identified
and engaged with independent privacy experts throughout the development and enhancement of the Privacy
Program. Experts include external, independent individuals who have a background and focus in data protection,
privacy, and compliance, including from industry, academia and non-governmental organizations.

(b)(4); (b)(3)-6(f)

3. (b)(4); (b)(3):6(P)

The Assessor referenced the associated Safeguard descriptions and parts of the Order to evaluate the approach

Facebook took to design, implement, and operate the QIQREIERIG] (b)(4); We evaluated processes executed
by Facebook, RISHRISHT]

Our evaluation of the ()G SEEE{NEYR(YEIX(j] included the review of over @il documents, reports and evidence
of governing activities, and outputs from key processes used for the purpose of program governance. Key
documentation we reviewed included but was not limited to the following:




We conducted over[ffinterviews with the following individuals: (b)), (b)3)6(D

In alignment

with the Assessment Methodology, we performed [{s§}sample tests SAALICAIY

b)(4); (b)3)6(M) An overview of our design and operating effectiveness testing is included below.
(b)(4); (b)(3):6(f)

Our design effectiveness testing included obtaining and reviewing procedural documentation and conducting
walkthroughs with Safeguard Owners to understand how Safeguards operate in practice. The key objectives and our

test procedures for design effectiveness testing for the ()€l ilvere as follows:

(b)(4); (b)(3):6(P)

Our operating effectiveness testing included evaluating the efficacy of key governance processes by selecting and
testing samples, leveraging the sample methodology described in Section Il — Assessment Methodology. The key

objectives and our test procedures for operating effectiveness testing for the (b)(4); (b)(4); were as

follows:

(b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)
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v (b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)

Facebook designed the (b)(4): (b)(3):6() _ to address the following Order

requirements through associated J{QIGN{IICIK(jMMand Safeguards. The Order sub-requirements related to the
(b)(4); (b)(3):6(f) include:

Part VII.E: Design, implement, maintain, and document safeguards that control for the material Internal and external
risks identified by Respondent in response to Part VII.D. Each safeguard shall be based on the volume and sensitivity
of the Covered Information that is at risk, and the likelihood that the risk could be realized and result in the
unauthorized access, collection, use, destruction, or disclosure of the Covered Information.

Part VII.G: Establish regular privacy training programs for all personnel on at least an annual basis, updated to address
any Internal or external risks identified by Respondent in Part VII.D. of the Order and the safeguards implemented
pursuant to Part VIIE. of the Order, that includes training on the requirements of the Order.

(b)(4); (b)(3):6(f)

2021. Refer to Appendix A for details on the specific Safeguards within the (b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(9
2. .

As mandated by the Order, Facebook’s || IR <V <loped an Annual Privacy Training Program and a New
Hire Privacy Training Program to be delivered to all personnel. WENUNEIEY]
b)(4) (b)3)6(0 The Privacy Trainings were developed to provide foundational
training on the Order requirements, as well as appropriate privacy practices and privacy-related expectations and
commitments.

On§ 2020 the first Annual Privacy Training was deployed through RRIREED

EEL@) Mto all existing personnel. (QUOABIEAIU]

(b)(4); (b)(3):6(f)

Learners were required to complete the training within[@days of assignment. RIEHOOHE0
(b)(4Y; (b)(3):6(f)




New Hire Privacy Training was deployed for all personnel hired on or after SIS 2020. This included all newly hired
personnel, interns and contingent workers (collectively known as “new hires”). b)(4), (b)3):6()

New hires have ] days from their hire date to complete the New Hire Privacy Training. SRS

Facebook also conducts some role-based Privacy Training (QSgQERU

plans to refresh the Annual Privacy Training on a DIEEEbasis. RARMRARAY

3 (b)(4); (b)(3):6(F)

The Assessor referenced the associated Safeguard descriptions and parts of the Order to evaluate the completeness

and effectiveness of the (b)(4); (b)(3):6() We evaluated the end-to-end

processes executed by Facebook, including Annual and New Hire Privacy Training development, deployment,
completion monitoring, enforcement actions and planned refresh process as described herein.

Our evaluation of the Annual and New Hire Training processes included the review of over documents, reports
and evidence of the execution of the Privacy Training process. Key documentation we reviewed included but was not
limited to the following:




b)(4); (b)(3):6(f)

We conducted [Jnterviews with key stakeholders, SARERASEI
(b)(4); (b)(3):6(f)

b)(4); (b)3)6(7) In alignment with the Assessment Methodology, we performed over.sample
tests SUQAISEIY) . An overview of our design and

operating effectiveness testing is included below.

(b)(4); (b)(3):6(P)

Our design effectiveness testing included obtaining and reviewing procedural documentation and conducting
walkthroughs with Safeguard Owners to understand how the Safeguards operate in practice. The key objectives and

our test procedures for design effectiveness testing for the __

were as follows:

(b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)
Our operating effectiveness testing included evaluating the effectiveness of the Privacy Training Program by selecting
and testing samples, following the sample methodology described in Section Il — Assessment Methodology. The key

objectives and our test procedures for operating effectiveness testing for the (b)(4); (b)(3):6()
(O (NERAY were as follows:

Assessed if all personnel were assigned either Annual or New Hire Privacy Trainings through QISSUNEIEU]
(b)(4); (b)(3):6(f)

Evaluated whether the monitoring of personnel training completion metrics was effective through (2SS

(b)(4); (b)(3):6(f) and

e Assessed whether the escalation process and enforcement actions for past due learners were effective

roveh QR
4. (b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)
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(b)(4); (b)(3):6(f)

b)(4); (b)(3):6(f)




D. (b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)

Facebook designed the UGN to address the Order requirements through
associated lONIEIKjMand Safeguards. In relevant part, the Order sub-requirements related to the (b)@);

[(NCARNEIRTLH] include:

Part VII.E: Design, implement, maintain, and document safeguards that control for the material Internal and external
risks identified by Respondent in response to Part VII.D. Each safeguard shall be based on the volume and sensitivity
of the Covered Information that is at risk, and the likelihood that the risk could be realized and result in the
unauthorized access, collection, use, destruction, or disclosure of the Covered Information.

The (GG GO includes Bl safeguards. All @ Safeguards were implemented

and executed during to the Assessment Period. Refer to Appendix A for details on the specific Safeguards within the

(b)(4); (b)(3):6(f)
2. (b)(4); (b)(3):6(f)
(b)(4); (b)(3):6(f)
Facebook’s Global Privacy Operations team maintains a process for receiving, handling, resolving, monitoring, and
reporting external inquiries, a subset of which may be privacy-related complaints, regarding Facebook's privacy
practices (refer to Figure 111.D.2.i). A user can submit an external inquiry through a web-based contact form or through

a physical mailing address, both of which are located on the Facebook Data Policy site. WIERUNEIEU]
(b)(4); (b)(3):6(f)







(b)(4); (b)(3):6(P)

(b)(4); (b)(3)-6(f)

provided free online privacy
dispute resolution services to anyone who filed an eligible complaint about Facebook.

(b)(4); (b)(3)-6(f)

consumers can continue to escalate privacy-related complaints, including those where

the user disagrees with the resolution, through Facebook's existing communication channels. —
(b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(D
Facebook’s (b)(4); (b)(3):6(f) team maintains a process for receiving, handling, resolving,

monitoring, and reporting Internal complaints regarding Facebook's privacy practices (refer to Figure III.D.2.iii).

(b)(4); (b)(3):6(f)
The B)IC)M Mmaintains a process to identify, track, assess, and manage issues arising from privacy risks and
Safeguards that could impact Facebook’s ability to meet its privacy compliance obligations. These issues are




(b)(4); (b)(3):6(f)

External Privacy Complaints: SeeECASEY
(b)(4); (b)(3):6(f)

Internal Privacy Complaints: QUEQISZU)

b)(4); (b)(3):6(f)

External Assessment: WISRUNEIEU)

Other: LUSIAENENE]

3 (b)(4); (b)(3):6(f)

The Assessor evaluated the end-to-end processes executed by Facebook, including receiving, handling, resolving,
monitoring, and reporting privacy-related complaints and issues. Our evaluation of the (b)(4); (b)(3):6(f)

(b)(4); (DIE)RTG] included the review of over JJjdocuments, reports, and evidence of the complaints
process and Issue Management process related to privacy-related matters. Key documentation reviewed included,
but was not limited to, the following:




b)(4); (b)(3):6(f)

The Assessor’s evaluation of the (b)(4); (b)(3):6(f) included facilitating approximately

ﬁinterviews with key stakeholders, WSO

The Safeguards identified as part of the || G QGCAREELG] were assessed through

design and operating effectiveness testing as described in the Section Il — Assessment Methodology above. Our testing

included evaluation of (xSl Safeguards aligned to the (b)(4): (b)(3):6(f)
b)(4); (b)(3):6(f) In alignment with the

Assessment Methodology, we performed over sample tests QUSMCISRU
(b)(4); (b)(3):6(1) . An overview of our design and operating effectiveness testing is included below.

(b)(4); (b)(3):6(P)

Our design effectiveness testing included reviews of procedural documentation and completion of walkthroughs with
Safeguard Owners to understand the design of the Safeguards and associated processes. Where applicable, a
demonstration was provided by Facebook to show the progression of specific processes to better understand how
the Safeguards operate in practice. The key objectives and our test procedures for design effectiveness testing for the

(b)(4): (b)(3):6(f) (OICRIEEj| were as follows:

e Evaluated whether the processes for receiving, handling, responding to, and documenting external
complaints regarding Facebook's privacy practices were designed to assess and resolve complaints;

e Evaluated whether the processes for receiving, handling, responding to, and documenting internal complaints
regarding Facebook's privacy practices were designed to assess and resolve complaints; and

e Evaluated whether the processes to document and monitor the resolution of issues related to privacy risks

S k] surfaced during compliance reviews, assessments, and audits were designed to assess
whether appropriate and timely action is taken.
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(b)(4); (b)(3):6(f)

Our operating effectiveness testing included detailed reviews of samples across Safeguards for which sample-based
testing was executed, leveraging the sample methodology described in Section || — Assessment Methodology. The key

objectives and our test procedures for operating effectiveness testing for the (b)(4); (b)(3):6(f) '
- were as follows:

(b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6()

(b)(4); (b)(3)-6(f)




(b)(4); (b)(3):6(f)




(b)(4); (b)(3):6(P)

(b)(4); (b)(3):6(f)




b)(4); (b)(3):6(f)




E. (b)(4); (b)(3)-6(f)
1. (b)(4); (b)(3)-6(f)

Within the (bY(4): (B)(3):6(P HICRIEIRG], Facebook has established an annual Privacy Risk
Assessment (PRA) process.

(b)(4); (b)(3)-6(f)

(b)(4); (b)(3):6(f)
(b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)

Part VII.D: Assess and document, at least once every twelve (12) months, internal and external risks in each area of
operation to the privacy, confidentiality, or Integrity of Covered Information that could result in the unauthorized
access, collection, use, destruction, or disclosure of such information.

Assess and document internal and external risks as described above as they relate to a Covered Incident, promptly
following verification or confirmation of such an Incident, not to exceed thirty (30) days after the incident is verified
or otherwise confirmed.

Part VII.E: Design, implement, maintain, and document safeguards that control for the material internal and external
risks identified by Respondent in response to Part VII.D. Each safeguard shall be based on the volume and sensitivity
of the Covered Information that is at risk, and the likelihood that the risk could be realized and result in the
unauthorized access, collection, use, destruction, or disclosure of the Covered Information.

Part VII.J: Evaluate and adjust the Privacy Program in light of any material changes to Respondent’s operations or
business arrangements, a Covered Incident, new or more efficient technological or operational methods to control
for the risks identified in Part VII.D. of this Order, and any other circumstances that Respondent knows or has reason
to believe may have a material impact on the effectiveness of the Privacy Program. Respondent may make this
evaluation and adjustment to the Privacy Program at any time, but must, at a minimum, evaluate the Privacy Program
at least once every twelve (12) months and modify the Privacy Program as necessary based on the results.

(DIOHOIEXGY was designed to include Safeguards.

(b)(4); (b)(3):6(f)

(b)(4); (£)(3):6(f) . Refer to Appendix A for

details on the specific Safeguards within the_ (b)(4); (b)(3):6(f)
2. (b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)

b)(4); (b)(3):6(f)




2} (b)(4); (b)(3):6(P)

The Assessor considered standards including the National Institute of Standards and Technology (NIST) Privacy
Framework and the Generally Accepted Privacy Principles (GAPP) to evaluate the completeness of the Risk Register
and the Safeguard environment and to evaluate the approach Facebook took to executing {NCAM\We evaluated the

end-to-end process executed by Facebook,
(b)(4); (b)(3):6(f)

Our evaluation of (B Mincluded the review of over @ documents, reports, and evidence of the [JCUM outputs.
Key documentation we reviewed included but was not limited to the following:
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(b)(4); (b)(3):6(f)

We conducted ove nterviews with key stakeholders, QISACISRU
(b)(4); (b)(3):6(f)
b)(4); (b)3)6(7) The Safeguards identified as part of the ((QICYMEIMEIwere covered through design and operating

effectiveness testing as described in Section || — Assessment Methodology above. Our testing included the evaluation

of jssd Safeguards [N IS

In alignment
with the Assessment Methodology, we performed over sample tests BIGHQIE0]
(b)(4); (b)(3):6(f)

The testing of the ENOIENE)included deviations for the testing of Safeguards
T hich included the evaluation of IO alend the
Through the testing of these activities, we did not conduct sample-based testing, but rather evaluated the full
population of results of the Safeguards. An overview of our design and operating effectiveness testing is included

below.

(b)(4); (b)(3):6(P)

Our design effectiveness testing included obtaining and reviewing procedural documentation and conducting
walkthroughs with Safeguard Owners to understand how the Safeguards operate in practice. The key objectives and
our test procedures for design effectiveness testing for the (b)(4); (b)(3):6(N\Y:g:

as follows:

e Evaluated if the design and approach of J{:){C38l complied with the Order requirements and was consistent

with standards commonly accepted in the industry by analyzing the QUISQSGISEIU . which defines the
execution approach for J{)IC)M and through conducting interviews with the:

Determined if the (b)(4); (b)(3):6(f)
“2)(4); (b)(3):6(f)

Assessed whether the adequacy of the approach and process was developed by

evaluating the SUSALIEAIY and
e Evaluated whether the design of the supporting risk assessment processes, DGR

(b)(4); (b)(3)6(f) were adequate by reviewing

the respective procedural documentation and conducting interviews with the respective Safeguard Owners.

(b)(4); (b)(3):6(f)
Our operating effectiveness testing included evaluating the results of-\;r testing Safeguards, consistent
with the sampling methodology described in Section Il - Assessment Methodology above. The key objectives and our

test procedures for operating effectiveness testing for the (b)(4): (b)(3):6(f) LGS

as follows:

e Validated that all relevant privacy risks were identified through the E{)ICYM process by evaluating the [{JIE)]
([CYMacainst the NIST and GAPP standards;
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2N (b)(4); (0)(3):6()

Part VII.D of the Order requires that Facebook “(a)ssess and document...internal and external risks in each area of its
operation...to the privacy, confidentiality, or Integrity of Covered Information that could result in the unauthorized
access, collection, use, destruction, or disclosure of such information.” Further, Part VII.E requires Facebook to
“Design, implement, maintain, and document Safeguards that control for the material internal and external risks

identified by Respondentin response to Part VII.D...”. The Order requires that Facebook comply with the requirements
of both Part VII.D and Part VII.E within 180 days of the Order effective date.
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3 (b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)
Facebook established JE{)EAMINEIR:Tii\for managing compliance with the MPP, including monitoring and enforcing
Program policies and requirements, and reporting on Program results. These were aggregated to
create the (b)(4): (b)(3):6(f) DY) )3)6(0)
(0)(4); (0)(3)6(F)

Through associated _and Safeguards, Facebook designed to address both Order requirements
and industry standards. In relevant part, the Order sub-requirements related to [(QiSinclude:

Part VII.B: Provide any evaluations thereof or adjustments to the written program required under Part VIILA. of the
Order the Principal Executive Officer and to the Independent Privacy Committee created in response to Part X of the
Order at least once every twelve (12) months.

Part VII.E: Design, implement, maintain, and document safeguards that control for the material internal and external
risks identified by Respondent in response to Part VII.D. Each safeguard shall be based on the volume and sensitivity
of the Covered Information that is at risk, and the likelihood that the risk could be realized and result in the
unauthorized access, collection, use, destruction, or disclosure of the Covered Information.

Part VII.E.2.c: The Designated Compliance Officer(s) shall deliver a quarterly report (Quarterly Privacy Review Report)
to the Principal Executive Officer and to the Assessor that provides: (i) a summary of the Privacy Review Statements
generated during the prior fiscal quarter under Part VIL.LE.2.b, including a detailed discussion of the material risks to
the privacy, confidentiality, and Integrity of the Covered Information that were identified and how such risks were
addressed; (ii) an appendix with each Privacy Review Statement generated during the prior fiscal quarter under Part

VII.E.2.b; and (iii) an appendix that lists all privacy decisions generated during the prior fiscal quarter under Part
VILE.2.a

Part VII.LE.2.d: The appendices required under Part VII.E.2.c.(ii) and (iii) shall be provided to the Assessor no fewer than
twenty-one (21) days in advance of the quarterly meeting of the Independent Privacy Committee as specified in Part
X.A.5. A copy of the summary in the Quarterly Privacy Review Report required under VII.E.2.c.(i) shall be provided to
Assessor no fewer than fourteen (14) days in advance of the quarterly meeting

Part VII.E.2.e: A copy of the Quarterly Privacy Review Report shall also be furnished, upon request, to the Commission

Part VII.F: Assess, monitor, and test, at least once every twelve (12) months and promptly (not to exceed thirty (30)
days) following the resolution of a Covered Incident, the effectiveness of any safeguards put in place pursuant to Part
VII.E. of this Order to address risks to the privacy, confidentiality, or Integrity of Covered Information, and modify the
Privacy Program based on the results.

Additionally, to enforce employee compliance with Part VIl of the Order, Facebook implemented measures to
discipline Employees (and agents, contingent workers, or representatives who have access to Covered Information)
who violate Facebook’s privacy policies and data handling practices, as appropriate.

Facebook also implemented a records management program that is designed to identify and define record retention
requirements necessary to support and evidence the operation of the U.S. Privacy Program (Part VIl of the Order),
including procedures for confirming the appropriate retention of records.



The above referenced Order requirements are addressed through ggiﬁ(f Safeguards®® which were designed,

implemented, and executed during the Assessment Period. As described within this section:

Refer to Appendix A for details on the specific in-scope Safeguards within G4sE8.

p.$ (b)(4); (b)(3):6(P)

To comply with Part VII.F Order requirement, Facebook implemented Safeguards intended to assist Facebook’s
assessment, monitoring and testing of the effectiveness of implemented privacy Safeguards. QRMOE]

(b)(4); (b)(3):6(P)

b)(4); (b)(3):6(f)

b)(4); (b)(3):6(f)
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(b)(4); (b)(3):6(f)
its obligations to assess risk and review Safeguards following a Covered Incident (Cl), Facebook
conducts a Covered Incident Privacy Risk Assessments (CIPRA). QiSRRI

(bY4Y (bY(3Y-6(H

2% Under Part VII.F of the Order, assessment, monitoring, and testing activities are required to occur at least once every twelve

(12) months. Such assessments are required to occur within thirty (30) days) following the resolution of a Covered Incident.
(b)(4); (b)(3):6(f)




b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)

Quarterly Privacy Review Reporting

Quarterly reports are delivered to the Principal Executive Officer and to the Assessor that provide a summary of the
Privacy Review Statements generated during the prior fiscal quarter in accordance with Part VIL.LE.2.b of the Order.
The reports include a discussion of the material risks to the privacy, confidentiality, and integrity of the Covered
Information, that were identified and how such risks were addressed; an appendix with each Privacy Review
Statement (PRS) generated during the prior fiscal quarter pursuant to Part VII.E.2.b of the Order; and an appendix
that lists all privacy decisions generated during the prior fiscal quarter pursuant to Part VII.E.2.a of the Order.

(b)(4); (b)(3):6(f)
acebook provides briefings to the Privacy Committee at least quarterly on privacy-related matters, including the

state of the Mandated Privacy Program, compliance with the Order, and material risks to the privacy, confidentiality
and integrity of Covered Information. Facebook also provides the Privacy Committee an annual briefing on Facebook’s
assessment of material risks to the privacy, confidentiality, and integrity of Covered Information and steps taken or
planned to monitor or mitigate such risks, including procedures and policies with respect to risk assessment and risk
management.

(b)(4); (b)(3):6(f)

: (b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)
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(b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)

D)), W0p3)-ou)

Inclusive in its recordkeeping
activities, Facebook has developed training about the importance of recordkeeping at the company and a plan for
monitoring and testing compliance with its recordkeeping policy and process.

3. (b)(4); (b)(3):6(P)

The Assessor evaluated the design and implementation of each of the processes that comprise Safeguards within the

sl Control Domain from end-to-end, St

(b)(4);, (b)(3):6(f)

We reviewed over Mdocuments, reports, and evidence of the underlying processes including the following:




; (b)(3)6(F)
(b)4); (b
holders,
iews with key stake
nterview
over
ducted
e con
b); (b)(3):6()
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In alignment with the Assessment Methodology, we performed over [{jllsample tests {5

An overview of our design and operating
effectiveness testing is described below.

(b)(4): (b)(3):6(f)

Our design effectiveness testing included obtaining and reviewing procedural documentation and conducting
walkthroughs with Safeguard Owners to understand how the documented Safeguards achieve their corresponding
(b)(4); (b)(3):6(f)

In conducting design effectiveness testing of the Safeguards within (b)(4): (b)(3):6(f

(OAEXIG] our key objectives and test procedures sought to determine the adequacy and
comprehensiveness of Safeguard documentation detailing:

(b)(4); (b)(3):6(P)

Assessor’s operating effectiveness testing included selecting and testing samples across the p{ Safeguards for which
sample-based testing was appropriate, leveraging the sample methodology described in Section Il — Assessment

Methodology. The key objectives and our test procedures for operating effectiveness testing for the ||| R
(b)(4); (b)(3):6(f) (I (NEIN:]()] were as follows:

(b)(4); (b)(3)-6(f)
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41 Under Part VII.F. of the Order, the effectiveness of Safeguards must be assessed and tested at least once every twelve (12)
months and promptly (not to exceed thirty (30) days) following the resolution of a Covered Incident. As detailed in the[(QlGRENIEI]

(b)(4), (D)(3)6() Facebook has designed a process to test each Safeguard annually.
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(b)(4); (b)(3):6(f)

43 part VII.F. of the Order requires Facebook to assess, monitor, and test, at least once every twelve (12) months the effectiveness
of such Safeguards and modify the Privacy Program based on the results.

(b)(4); (b)(3):6(f)
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(b)(4);

fhA2A-RBR

(b)(4); (b)(3):6(f)
Pursuant to Part VII.E.2.c. of the Order, a quarterly report is to be delivered to the Principal Executive Officer and to
the Assessor that provides:

i. a summary of the Privacy Review Statements (PRS) generated during the prior fiscal quarter under Part
VII.E.2.b of the Order, including a detailed discussion of the material risks to the privacy, confidentiality, and
Integrity of the Covered Information that were identified and how such risks were addressed;
an appendix with each PRS generated during the prior fiscal quarter under Part VII.E.2.b of the Order; and
an appendix that lists all privacy decisions generated during the prior fiscal quarter under Part VII.E.2.a of the
Order.

(b)(4); (b)(3)-6(f)

) D )-UL)




(b)(4); (b)(3)-6(f)

(b)(4); (b)(3)-6(f)

(b)(4); (b)(3)-6(f)
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G. (b)(4); (b)(3):6(f)

1: (b)(4); (b)(3):6(f)
As described in the Mandated Privacy Program Document, Facebook’s (EARIEIRE] has established

NI (0)(4), (D)(3)6(7) MO )(4) (5)(3) 6(1)

Part VII.E: Design, implement, maintain, and document safeguards that control for the material internal and external
risks identified by Respondent in response to Part VII.D. Each safeguard shall be based on the volume and sensitivity
of the Covered Information that is at risk, and the likelihood that the risk could be realized and result in the
unauthorized access, collection, use, destruction, or disclosure of the Covered Information;

Part VII.E.2: Specifically with respect to Respondent’s collection, use, or sharing of Covered Information in any new or
maodified product, service, or practice, such safeguards shall include:

Part VII.LE.2.A: Prior to implementing each new or modified product, service, or practice, (i) conducting a privacy review
that assesses the risks to the privacy, confidentiality, and Integrity of the Covered Information, the safeguards in place
to control such risks, and the sufficiency of the User notice and, if necessary, consent; and (ii) documenting a
description of each reviewed product, service, or practice that was ultimately implemented; any safeguards being
implemented to control for the identified risks; and the decision or recommendation made as a result of the review
(e.g., whether the practice was approved, approved contingent upon safeguards or other recommendations being
implemented, or rejected)

Part VII.E.2.B: For each new or modified product, service, or practice that presents a material risk to the privacy,
confidentiality, or Integrity of the Covered Information (e.g., a completely new product, service, or practice that has
not been previously subject to a privacy review; a material change in the sharing of Covered Information with a
Facebook-owned affiliate; a modified product, service, or practice that includes a material change in the collection,
use, or sharing of Covered Information; a product, service, or practice directed to minors; or a product, service, or
practice involving health, financial, biometric, or other similarly sensitive information), producing a written report
(“Privacy Review Statement”) that describes:

Part VII.E.2.B.1: The type(s) of Covered Information that will be collected, and how that Covered Information will be
used, retained, and shared;

Part VII.E.2.B.2: The notice provided to Users about, and the mechanism(s), if any, by which Users will consent to, the
collection of their Covered Information and the purposes for which such information will be used, retained, or shared
by Respondent;

Part VII.E.2.B.3: Any risks to the privacy, confidentiality, or Integrity of the Covered Information;
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Part VII.E.2.B.4: The existing safeguards that would control for the identified risks to the privacy, confidentiality, and
Integrity of the Covered Information and whether any new safeguards would need to be implemented to control for
such risks;

Part VII.LE.2.B.5: Any other known safeguards or other procedures that would mitigate the identified risks to the
privacy, confidentiality, and Integrity of the Covered Information that were not implemented, such as minimizing the
amount or type(s) of Covered Information that is collected, used, and shared; and each reason that those alternates
were not implemented;

Part VII.E.2.C: The Designated Compliance Officer(s) shall deliver a quarterly report (“Quarterly Privacy Review
Report”) to the Principal Executive Officer and to the Assessor that provides: (i) a summary of the Privacy Review
Statements generated during the prior fiscal quarter under Part VILE.2.b, including a detailed discussion of the
material risks to the privacy, confidentiality, and Integrity of the Covered Information that were identified and how
such risks were addressed; (ii) an appendix with each Privacy Review Statement generated during the prior fiscal
quarter under Part VII.LE.2.b; and (iii) an appendix that lists all privacy decisions generated during the prior fiscal
quarter under Part VII.E.2.a;

Part VII.E.4: Specifically with respect to Respondent’s sharing of Covered Information with any other Facebook-owned
affiliate, Respondent shall design, implement, maintain, and document safeguards that control for risks to the privacy,
confidentiality, and Integrity of such Covered Information, based on the volume and sensitivity of such Covered
Information that is at risk, and the likelihood that the risk could be realized and result in the unauthorized access,
collection, use, destruction, or disclosure of the Covered Information; and

Part VII.E.5: Specifically with respect to facial recognition, such safeguards shall include: a. Prior to using or sharing
any Facial Recognition Template for a User in a manner that materially exceeds the types of uses or sharing disclosed
to that User at the time that User’s consent was previously obtained, (i) Clearly and Conspicuously disclosing (such as
in a stand-alone disclosure or notice), separate and apart from any “Privacy Policy,” “data policy,” “statement of rights
and responsibilities” page, or other similar document, how Respondent will use or, to the extent applicable, share,
such Facial Recognition Template; and (ii) Obtaining the User’s affirmative express consent; b. Nothing in this provision
shall limit Respondent’s ability to use Facial Recognition Templates for fraud prevention or remediation, or protecting
the safety, reliability and security of Respondent’s platform or Users, so long as Respondent discloses these types of
uses in Respondent’s Privacy Policy or similar document.

WS (b)(4); (b)(3):6() NLRLEY ™)) ©)3)6(0) are addressed through Safegua G (0)(4); ()3)6(T)

b)(4); (b)(3):6(f)

b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)
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(b)(4); (b)(3):6(f)

3. (b)(4); (b)(3):6(f)

The Assessor evaluated the coverage, consistency and efficacy of the rocess and the enforcement of
N 5 Y7 Ve Y M - 5 cope of the Assessor’s evaluation
included the intake of changes into the ||} I rrocess, the execution of the _ to identify risks

and associated mitigations, and the enforcement of the implementation of the mitigations, along with the governance
controls overseeing the end-to-end process.

Our evaluation of the IBDIOABOEER] included the review of over @8] documents, reports, and
evidence of the (b)(4); process outputs. Key documentation we reviewed included but was not limited to the
following:

(b)(4); (b)(3):6(f)

b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)

We conducted over [JJinterviews with key stakeholders,
b)(@); (b)(3):6(1)

The Safeguards identified as part of the [IEYMEIEIR:I(H] were covered through design and operating effectiveness
testing as described in Section Il — Assessment Methodology above. Our testing included evaluation of samples across

Sl s 2 feguards aligned to the (TN b)(4); (b)(3):6(N)

— . In alignment with the Assessment Methodology, we performed
over .a mple tests AU
our design and operating effectiveness testing is included below.

(b)(4); (b)(3):6(f)
OQur design effectiveness testing included obtaining and reviewing procedural documentation and conducting

walkthroughs with Safeguard Owners to understand how the Safeguards operate in practice. The key objectives and

our test procedures for design effectiveness testing for the QISR ITSINTSYENEERvere as follows:

(b)(4); (b)(3):6(f)

I '

. An overview of



(b)(4); (b)(3):6(f)
Qur operating eftectiveness testing included evaluating the end-to-end H (b)(4); process, as defined above. The

key objectives and our test procedures for operating effectiveness testing for the (b)(4); (b)(4): were

as follows:




to limitations in identifying a complete and accurate population of (QSAISEIUNE specific to criteria*® called out in
the Order, the Assessor was provided approximate populations by Facebook utilizing the current querying capabilities
available to Facebook and those approximate populations were used for sampling.

(b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)

R e e € assessment, Facenoo
employed approximately | (b)(4); (b)(3):6(f) deployed approximately EEE{EM\ code changes
quarterly, and conducted over|[QIR (b)(4); quarterly®°.

(b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)

(b)(4); (b)(3):6(P)
(b)(4); (b)(3):6(P)

(b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)
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(b)(4); (b)(3):6(f)

1. (b)(4); (b)(3):6(f)

As described in the Mandated Privacy Program, the was created to
establish standards for the deletion and retention of data, the management or prevention of surfacing deleted data
to third parties (anyone outside of the Facebook Organization), and the sharing of Covered Information between
Facebook and Facebook-owned affiliates. Facebook has organized a central team to oversee their data management

programs and verify its compliance with the Order requirements relative to this §{){.N(s)[&}R:1t])

Facebook designed the (b)(4); (b)(3):6(f) (b)(4); to address multiple Order requirements through
associated and Safeguards. In relevant part, the Order sub-requirement related to the EE{s)IG:)x
(OIOHOIORI] includes:

Part VII.E: Design, implement, maintain, and document safeguards that control for the material internal and external
risks identified by Respondent in response to Part VII.D. Each safeguard shall be based on the volume and sensitivity
of the Covered Information that is at risk, and the likelihood that the risk could be realized and result in the
unauthorized access, collection, use, destruction, or disclosure of the Covered Information.

(b)(4); (b)(3):6(f) are addressed throughf@Safeguards,
(D)(4); \wna)ou)

(b)(4); (b)(3):6(P)
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3. (b)(4); (b)(3):6(f)
The Assessor evaluated the coverage, consistency, and efficacy of the data deletion, retention, and sharing processes
and technical enforcement of these controls at a systemic level throughout the data life cycle. The scope of the

Assessor’s evaluation included the mechanisms to protect user data in RIQABIENEL]

b)(4); (b)(3):6(f)
Our evaluation of the (PIOAOIEE ] included the review of over S8l documents

containing system and process documentation, requested screenshots taken during tool testing, code extracts, log
files, data extracts from their management systems, and written explanations for topics discussed in meetings. Key
documentation we reviewed included but was not limited to the following:

We conducted over -interviews with key stakeholders, SiSALICAIY
(b)(4); (b)(3):6(f)

(W) D)0

The Safeguards identified as part of thewere covered through design and operating effectiveness
testing as described in Section Il — Assessment Methodology above. Our testing included evaluation of samples, code
review, system architecture review, and scenario validation testing techniques across @ Safeguards aligned to the
(b)(4Y: (b)(3):6(f) [O)4): (Y360
' ' In alignment with the Assessment Methodology, we performed over [Jjjsample tests
An overview of our design and operating

effectiveness testing is included below.




(b)(4); (b)(3):6(f)

Our design effectiveness testing included obtaining and reviewing procedural documentation and conducting
walkthroughs with Safeguard Owners to understand how the Safeguards operate in practice. The key objectives and

our test procedures for design effectiveness testing for the (b)(4)' IBIOXG] were as
follows:

¢ Determined whether the User Data Deletion Policy (UDDP) and Data Store definition guidelines and standards
complied with the Order requirements; and

Reviewed automated software systems as well as manual processes and determined whether they complied
with the UDDP and Data Store governance programs and operated effectively by evaluating:

(b)(4); (b)(3)-6(f)

(b)(4); (b)(3):6(f)
Our operating effectiveness included evaluating the (b)(4); (b)(3):6(H) systems and processes, as defined
above. The key objectives and our test procedures for operating effectiveness testing for the [{IEYR(IIEIXL)

_ (b)(4); were as follows:

(b)(4); (b)(3)-6(f)

(b)(4); (b)(3)-6(P)

(b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)
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. (b)(4); (b)(3):6(P)

1 (b)(4); (b)(3):6(f)

The (b)(4); (b)(3):6(F) ((IIGMIIEIRTG] establishes standards for maintaining a (b)(4); (b)(3):6(f)
The Safeguards in this [(SIEGMIIIEIR] detail the processes designed to identify, manage, document, and
report Incidents that could impact the privacy, confidentiality or integrity of Covered Information and processes for

testing the effectiveness of the (b)(4); (b)(3):6(f)

Facebook designed the (EARDIEIR:L] to address Order requirements through associated

I : d Safeguards. The Order sub-requirements related to the _ (b)(4); (b)(3):6(f)

include:

Part VII.E: Design, implement, maintain, and document safeguards that control for the material internal and external
risks identified by Respondent in response to Part VII.D. Each safeguard shall be based on the volume and sensitivity
of the Covered Information that is at risk, and the likelihood that the risk could be realized and result in the
unauthorized access, collection, use, destruction, or disclosure of the Covered Information.

Part VII.E.3: Specifically with respect to Respondent’s employees’ access to Covered Information maintained in
Respondent’s data warehouse(s), such safeguards shall include designing, implementing, and maintaining access
policies and controls that limit employee access to any table(s) or other comparable data storage units known to
contain Covered Information to only those employees with a business need to access such Covered Information.

(D)(4), (0)3)-6(7) includes Safeguards. b)(4); (b)3)6(7)

(b)(4); (b)(3):6(f)

SAQICVEReter to Appendix A tor details on the specitic Sateguards within the (b)(4); (b)(3):6(f)

2. (b)(4); (b)(3):6(f)
(b)(4); (b)(3):6(N

b)(4); (b)(3):6(f)
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The Assessor evaluated the process executed by Facebook, including identification,
investigation, remediation and enforcement, and reporting of privacy-related Incidents relevant to the
I s described above. Our evaluation of the O ROE R0 (b)(4); included the review of over
docum ents, reports, and evidence of the

Key documentation reviewed included, but was not limited to, the following:




b)(4); (b)(3):6(f)

We conducted over . interviews with key stakeholders to gain an understanding of each of the E{ICIR{IEIRI1)]
Safeguards including responsibilities by functional area, the underlying process, and the involvement of any systems

or tools utilized as part of the execution of the Safeguard.
(0)(4); (0)(3):6(f)

The Safeguards identified as part of the

were covered through design and operating effectiveness testing as described in the Section Il — Assessment
Methodology above. In alignment with the Assessment Methodology, we performed over -sam ple tests I@E{g{iﬁm

(0)(4); ()3)6(7) An overview of our design and operating

effectiveness testing is included below.

(b)(4); (b)(3):6(P)

Our design effectiveness testing included obtaining and reviewing procedural documentation and conducting
walkthroughs with Safeguard Owners to understand how the Safeguards operate in practice. The key
objectives and our test procedures for design effectiveness testing for the
were as follows:

¢ Determined whether processes were in place to identify, investigate, and document potential Privacy
Incidents (evaluated across Incident types whether policy and procedure documentation was sufficient, and
roles and responsibilities were clearly defined);

¢ Determined whether the processes in place to assess, track, and execute remediation and enforcement
actions for Privacy Incidents were adequately designed (evaluated across Incident types whether policy and
procedure documentation was sufficient, and roles and responsibilities were clearly defined); and

o Determined whether the processes in place for preparing and submitting reports of confirmed Covered
Incidents in compliance with the Order requirements were adequately designed (evaluated across Incident
types whether policy and procedure documentation was sufficient, and roles and responsibilities were clearly
defined).

(b)(4); (b)(3):6(F)

Our operating effectiveness testing included coverage of J§5afeguards aligned to the [N

b)(4); (b)(3):6
(b)(4): (b)(4); (b)(3):6(f)
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(b)(4); (b)(3):6(f) Our

operating effectiveness testing was consistent with the sampling methodology described in Section Il — Assessment
Methodology. The key objectives and our test procedures for operating effectiveness testing for the {)IE35

_ (AR (ERSRvere as follows:

(b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)
(b)(4); (b)(3):6(f)
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ds (b)(4); (b)(3):6(P)

i (b)(4); (b)(3):6(f)

The establishes specific Safeguards for protecting the confidentiality, integrity,
and availability of Covered Information. Within the are technologies, processes, and procedures for:
restricting employee access to Covered Information based on business need, limiting access to toolsets that can access
Covered Information, securing passwords (both at rest and in transit), monitoring and responding to employee access
violations, detecting privacy related security vulnerabilities in software, and documenting a comprehensive
information security program to support the overall privacy objectives.

Prior to the beginning of the assessment, the FTC, the Assessor, and Facebook determined the scope of this
B -1 d the Assessor’s review was specifically limited to those Safeguards at the application and data level. While
Facebook maintains -of complimentary processes and procedures throughout the organization to manage
security risks as part of their Comprehensive Information Security Program (e.g., physical security, penetration testing,
firewalls, disaster recovery, asset management, etc.), our assessment was limited to those Safeguards specifically
designed to address security risks at the application and database levels identified as part of the risk assessment in
Part VII.D and the following relevant Parts of the Order:

Part VII.E: Design, implement, maintain, and document safeguards that control for the material internal and external
risks identified by Respondent in response to Part VII.D. Each safeguard shall be based on the volume and sensitivity
of the Covered Information that is at risk, and the likelihood that the risk could be realized and result in the
unauthorized access, collection, use, destruction, or disclosure of the Covered Information.

Part VII.E.3: Specifically, with respect to Respondent’s employees’ access to Covered Information maintained in
Respondent’s data warehouse(s), such safeguards shall include designing, implementing, and maintaining access
policies and controls that limit employee access to any table(s) or other comparable data storage units known to
contain Covered Information to only those employees with a business need to access such Covered Information.

The _ within the JE(ICYR(HEIR:) are addressed throughSafeguards which

were implemented during the Assessment Period. SuNASISAY;
b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)

to Appendix A for details on the specific Safeguards within the b)), (0)3)6(M |}

2. (b)(4); (b)(3):6(P)

Comprehensive Information Security Program

Facebook implemented a Comprehensive Information Security Program (CISP) to manage controls that protect the
confidentiality, integrity, and availability of data stored on Facebook's systems, platforms, and products. The CISP is

divided into the following RIQADCNIVNEN cach of which covers a key component of how Facebook protects
their information systems:

b)(4); (b)(3):6(f)
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b)(4); (b)(3):6(f)

The Assessor reviewed the CISP for the completeness of the R EIR] but did not test the design or
operating effectiveness of controls outside those that were part of thef(IEAN(IIE€IHI]l scope defined in the Order.

(b)(4): (b)(3):6(f)

Facebook implemented Safeguards to govern employee access to Covered Information stored within the [
(0)(4); (0)(3):6(f)

(b)(4); (b)(3):6(f)

b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)
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3. (b)(4); (b)(3):6(F)

The Assessor considered standards including the National Institute of Standards and Technology (NIST) and the
Generally Accepted Privacy Principles (GAPP) to evaluate the completeness of the Comprehensive Information
Security Program and the Security for Privacy Safeguards. We evaluated the processes executed by Facebook to
protect Covered Information, including the provisioning of access to Covered Information through Access Modeling,

Access Control, and verifying business need; password encryption, heuristics, and scanning; and Software
Development Lifecycle (SDLC) practices.

Our evaluation of the [ NI, INTSANTSTERG) "cluded the review of over ggiggldocuments, reports, and
process descriptions. Key documentation reviewed included, but was not limited to, the following:

We conducted over[{lfnterviews with key stakeholders, QISHQISEG]
b)(4); (b)3):6(f)
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b)(4); (b)(3):6(f)

The Safeguards

identified as a part of the [RIEYMGIEIR:I] were covered through design and operating effectiveness testing as

described in Section Il — Assessment Methodology above. In alignment with the Assessment Methodology, we
performed over.a mple tests RIS . An
overview of our design and operating effectiveness testing is included below.

(b)(4); (b)(3):6(P)

Our design effectiveness testing included reviews of procedural documentation and completion of walkthroughs with
Safeguard Owners to understand the design of the Safeguards and associated processes. Where applicable, live demos
were performed by Facebook to demonstrate the process of limiting access to Covered Information, password
encryption, and SDLC practices to better understand how the Safeguards operate in practice. The key objectives and

our test procedures for design effectiveness testing for the ) EAR () [E€IR-1(}) (b)(4); (b)(3):6() AAUGES follows:

L ]

Evaluated the processes for requesting, provisioning, and expiration of access to Covered Information at the
application and database level;

Evaluated the processes for storing and encrypting passwords when in transit over the Internet or Facebook
transmission channels;

Evaluated the processes for scanning, detecting, and cryptographically protecting plain text passwords within
G (b)(4); (b)(3):6(7 |

Evaluated the processes to document and monitor the resolution of issues related to inappropriate access to
Covered Information which surfaced during manual reviews, automated scans, and audits to assess whether
appropriate and timely action is taken;

Evaluated the process for preventing, identifying, analyzing, and mitigating application security vulnerabilities
and bugs; and

Evaluated the process for managing access and protecting Covered Information specific to the Cloud
environments of in-scope business units.

(b)(4); (b)(3):6(P)

Our operating effectiveness testing included a detailed review of samples across Safeguards leveraging the

sampling methodology described in Section Il — Assessment Methodology, code walkthroughs, and live observations
of the processes being executed. The key objectives and our test procedures for operating effectiveness testing for

the (b)(4): were as follows:

L ]

Assessed the execution of the practices for requesting, provisioning, and expiration of access to Covered
Information at the application and database level. This was performed by testing samples of new, current,
and removed access to the (b)(4); (b)(3):6(f) We obtained evidence of
documented access requests with details of business needs and approvals as well as the actions performed
to provision the access and confirmation that the appropriate access was granted.

Assessed the execution of the practices for storing and encrypting passwords when in transit over the Internet

or Facebook transmission channels. This was performed by participating in detailed walkthroughs of system
configurations with Facebook to evaluate the configurations behind the password encryption security
measures in place. We obtained snapshots of the relevant code discussed in the walkthroughs, reviewing
them to confirm completeness and accuracy.

b)(4); (b)(3):6(f)

119



Page 106 to Page 108
Withheld pursuant to exemption
(b)(4): (b)(3):6(f)

of the Freedom of Information and Privacy Act



K. (b)(4); (b)(3):6(f)

1 (b)(4); (b)(3):6(f)

The (b)(4); (b)(3):6(F) AR (& Tlilestablishes standards for accurately explaining Facebook
data practices to users. Facebook designed this to provide accurate privacy notices and updates to
users regarding their privacy rights and Facebook’s policies and practices concerning the collection, processing, and
storage of Covered Information.

This QISR U includes processes to help prevent misrepresentations about the privacy and security of Covered
Information in connection with products or services; including information obtained for specific purposes such as
enabling account security features. This also addresses affirmative express consent to be obtained
from users prior to sharing Nonpublic User Information beyond that consented to within individually managed user
Privacy Settings or Facial Recognition Templates.

To help manage the objectives described above, this [ RCNEIR 4] relies on the (b)(4); process to help

ensure users are appropriately notified of updates regarding their privacy rights concerning Covered Information and
to obtain special consent when required.

The (b)(4); (b)(3):6(f) (0)(4); (D)3):6(f) addresses Consent Order requirements through associated
and Safeguards. As Facebook implements new or modified products, services, or practices, there
may be new commitments, notices or choices that are introduced. The Safeguards in this in
combination with the process work to address the requirements in the relevant Order Parts below:

Part VII.E: Design, implement, maintain, and document safeguards that control for the material internal and external
risks identified by Respondent in response to Part VII.D. Each safeguard shall be based on the volume and sensitivity
of the Covered Information that is at risk, and the likelihood that the risk could be realized and result in the
unauthorized access, collection, use, destruction, or disclosure of the Covered Information.

Part VII.E.2.a: Prior to implementing each new or modified product, service, or practice, (i) conducting a privacy review
that assesses the risks to the privacy, confidentiality, and Integrity of the Covered Information, the safeguards in place
to control such risks, and the sufficiency of the User notice and, if necessary, consent; and (ii) documenting a
description of each reviewed product, service, or practice that was ultimately implemented; any safeguards being
implemented to control for the identified risks; and the decision or recommendation made as a result of the review
(e.g., whether the practice was approved, approved contingent upon safeguards or other recommendations being
implemented, or rejected);

Part VII.E.2.b.ii: The notice provided to Users about, and the mechanism(s), if any, by which Users will consent to, the
collection of their Covered Information and the purposes for which such information will be used, retained, or shared
by Respondent.

Part VII.E.5: Specifically with respect to facial recognition, such safeguards shall include:
a. Prior to using or sharing any Facial Recognition Template for a User in a manner that materially exceeds the
types of uses or sharing disclosed to that User at the time that User’s consent was previously obtained,

(i) Clearly and Conspicuously disclosing (such as in a stand-alone disclosure or notice), separate and apart
from any “Privacy Policy,” “data policy,” “statement of rights and responsibilities” page, or other
similar document, how Respondent will use or, to the extent applicable, share, such Facial Recognition
Template; and

(ii) Obtaining the User’s affirmative express consent;
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b. Nothing in this provision shall limit Respondent’s ability to use Facial Recognition Templates for fraud
prevention or remediation, or protecting the safety, reliability and security of Respondent’s platform or Users,
so long as Respondent discloses these types of uses in Respondent’s Privacy Policy or similar document.

The (b)Y(4): (b)(3):6(f) [HaIe[e[1 Safeguards.
(0)(4); (0)(3):6(f)

Refer

to Appendix A for details on the specific Safeguards within the (b)(4); (b)(3):6()

(b)(4); (b)(3):6(f)

((NEIRIEIRTYis composed of five general process areas summarized below,

and described in more detail throughout the remainder of the section:

(b)(4); (b)(3)-6(f)

Facebook maintains processes intended to provide users with clear, conspicuous, and accurate notice of their privacy
rights and Facebook’s policies and practices regarding the processing of Covered Information, including how that
information will be collected, used, shared, retained and deleted. Facebook has processes in place to identify and
determine when Terms of Service and Data Privacy Policy updates are needed. There are reasons to ensure that terms
or policies are appropriately maintained from a privacy perspective including:

e Toprevent or correct an actual or potential inaccuracy or misrepresentation regarding Facebook’s processing
of user data identified in the course of || ] or reriodic review by Facebook Legal;
¢ To provide necessary transparency in the event of a change in applicable legal requirements or based on the

results of ||l o1 periodic review by Facebook Legal; and
e To reflect changes in applicable legal requirements.

(b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(P)

Facebook has implemented processes to ensure that prior to the creation, use, or sharing of Facial Recognition
Templates, users are eligible and have provided consent for facial recognition features. Eligibility of users is based on
a set of criteria that includes age (i.e., must be 18 or above), type of account (e.g., Facebook, Workplace,
Memorialized, etc.), location (e.g., EU/Canada, Brazil, rest of the world), and consent status (i.e., previously obtained
or not).

If consent has not been obtained and all other criteria for eligibility has been met, users are presented with a consent
flow where they have the option to consent to, and enable, facial recognition. Once consent has been provided, the

124



user still maintains the ability to control their Face Recognition setting and turn it On or Off at their discretion.
Eligibility of users is checked every time an image is uploaded to Facebook where a face is detected. Users that do not
meet the eligibility criteria or who have their Face Recognition setting set to No (Off), do not have a face template

and cannot be recognized in images. At any time, users can opt out of facial recognition at which point their template
is deleted.

(b)(4); (b)(3):6(f)

(b)(4): (b)(3):6(D
Under requirements of the Order, telephone numbers collected from users prior to the effective date of the Order
for the exclusive purpose of enabling account security features cannot be shared or used for the purpose of serving

advertisements. To address these and other requirements, Facebook created a category of numbers that it refers to
as Security Phone Numbers (SPNs). SASQARIOEU
b)(4); (b)(3):6(7)

(b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)
Facebook makes external statements to users regarding the privacy and security of their Covered Infor mation. These

privacy commitments could be made in sources such as policies, notices, blogs, or other official company
communication. Historical Commitments are commitments that are currently active but made prior to the

implementation of the [(JIEAMIEIRI]orocess and the Assessment Period. (b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)

(b)(4); (b)(3):6(P) =
This [[SYTENTG] relies on the SARBLISEUNEE Hrocess. For any collection, use, or sharing of Covered Information

in any new or modified product, service, or practice across the Facebook family of products; (b)(4); is designed
to consider multiple aspects related to user data, including the following:



(b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)
3. (b)(4); (b)(3):6(P)

The Assessor evaluated processes executed by Facebook relevant to the J)IC)R()I&)X:]ijRas described above. We
reviewed over \§ill documents, conducted walkthroughs with Safeguard Owners, and observed process and tool
demonstrations. Key documentation reviewed and processes observed included but were not limited to the following:

b)(4); (b)(3):6(f)

b)(4); (b)(3):6(f)

b)(4); (b)3)6(7) For more details regarding (b)Y(4): please see
Section I1.G — _

The Safeguards identified as part of the
(V)& (iBwere covered through design and operating effectiveness testing as described in Section Il -
Assessment Methodology above. Our testing included evaluation of [JffSafeguards aligned to the FICINEICIRL)

(b)(4); (b)(3):6(f)

. In alignment with the Assessment Methodology, we performed over -sarnple

tests SUQARISXIY) An overview of our design and
operating effectiveness testing is included below.
(b)(4); (b)(3):6(f)

The key objectives and test procedures for our design effectiveness testing for the (b)(4); (b)(3):6(f)
(YNNI were as follows:

e Evaluated whether the processes described appropriately mitigated the risks that user facing privacy notices,
representations, and disclosures are inadequate or inaccurate;

We conducted overfjinterviews with key personnel and Safeguard Owners b)(4); (b)(3)6(f)
_

b)(4); (b)(3):6(f)
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Verified that the (b)(4); (b)(3):6(H) performed appropriately mitigated the risk that user privacy

disclosures are not sufficiently prominent, accessible, or visible;

Evaluated if processes designed to prevent misrepresentations appropriately mitigated the risk that external
representations are inaccurate;

L ]

Verified that the design of the facial recognition Safeguards adequately mitigated the risk that affirmative
express consent was not obtained prior to the creation, use, or sharing of Facial Recognition Templates;
Confirmed that the design of the facial recognition Safeguards adequately mitigated the risk that users not
eligible for facial recognition do not have Facial Recognition Templates available for use or sharing;

L ]

Evaluated whether the Access Control processes over SPNs adequately mitigated the risk of unauthorized
access;

Determined if the monitoring processes appeared to be designed with the proper scope and capability to
detect the unauthorized use or relocation of SPNs;

Evaluated that the filtering mechanism used to prevent ad targeting for SPNs was designed effectively; and

Evaluated whether the process for remediating issues related to SPNs adequately mitigated the risk of
improper use of SPNs.

(b)(4); (b)(3):6(f)

The key objectives and test procedures for our operating effectiveness testing for the (b)(4); (b)(3):6(f)
BORAOEXYere as follows:

L ]

(b)(4); (b)(3):6(f)

Our methods for validation were as follows:
¢ Inspected a sample of updates to policies to ensure:
o Process steps were adequately followed;
o Required legal approvals were obtained including Privacy Decisions;
o Updated policies were properly published via the Content Management System or other appropriate
methods; and
o Policies were translated to other languages, where required.
s Inspected video evidence of execution of test steps to validate that a sample of data policies were presented
to end users as expected;
e Reviewed sample task tool evidence to ensure remediation activities were in process for data/Terms of
Service policies where results were not as expected;
¢ Independently reperformed Quality Assurance test steps to ensure data and Terms of Service policies for a
selected sample were presented to users as expected;
e |dentified and observed 17 live test scenarios (test scenarios executed by Facebook and observed by the
Assessor in real time) to validate that the user consent flow was appropriately presented to users who have
not previously consented and meet eligibility requirements;

127



Page 114 to Page 115
Withheld pursuant to exemption
(b)(4): (b)(3):6(f)

of the Freedom of Information and Privacy Act



(b)(4); (b)(3)-6(f)

(b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(P)
(b)(4);

The Order states that telephone numbers “identified through its source tagging system as being obtained from a User
prior to the effective date of this Order for the specific purpose of enabling an account security feature designed to
protect against unauthorized account access (i.e., two-factor authentication, password recovery, and login alerts)”
cannot be shared or used for the purpose of serving advertisements. Facebook refers to these numbers as Security

Phone Numbers (SPNs). (b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)
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(b)(4); (b)(3)-6(f)

As of October 25, 2020, Oculus no longer allows new Oculus-only accounts. All new accounts are part of a Facebook
account and fall under Facebook policies and processes.

(b)(4); (b)(3)-6(f)
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L (b)(4); (b)(3):6(f)
1. (b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)

The Order sub-requirements related to the (b)(4); include:

Part VII.A: Document in writing the content, implementation, and maintenance of the Privacy Program that includes:
(1) the documented risk assessment required under Part VII.D. of this Order; (2) the documented safeguards required
under Part VII.E. of this Order

Part VII.E: Design, implement, maintain, and document safeguards that control for the material internal and external
risks identified by Respondent in response to Part VII.D. Each safeguard shall be based on the volume and sensitivity
of the Covered Information that is at risk, and the likelihood that the risk could be realized and result in the
unauthorized access, collection, use, destruction, or disclosure of the Covered Information.

Part VII.E.1: Specifically, with respect to any Covered Third Party that obtains or otherwise has access to Covered
Information from Respondent for use in an independent, third-party consumer application or website, such
safeguards shall include:

Part VII.E.1.a: Requiring an annual self-certification by each Covered Third Party that certifies: (i) its compliance with
each of Respondent’s Platform Terms; and (ii) the purpose(s) or use(s) for each type of Covered Information to which
it requests or continues to have access, and that each specified purpose or use complies with Respondent’s Platform
Terms;

Part VII.LE.1.b: Denying or terminating access to any type of Covered Information that the Covered Third Party fails to
certify pursuant to Part VII.E.1.a.(ii) above, or, if the Covered Third Party fails to complete the annual self-certification,
denying or terminating access to all Covered Information unless the Covered Third Party cures such failure within a
reasonable time, not to exceed thirty (30) days;

Part VII.E.1.c: Monitoring Covered Third Party compliance with Respondent’s Platform Terms through measures
including, but not limited to, ongoing manual reviews and automated scans, and regular assessments, audits, or other
technical and operational testing at least once every twelve (12) months; and

Part VII.E.1.d: Enforcing against any Covered Third Party violations of Respondent’s Platform Terms based solely on
the severity, nature, and impact of the violation; the Covered Third Party’s malicious conduct or history of violations;
and applicable law.

Part VII.H: Select and retain service providers capable of safeguarding Covered Information they receive from
Respondent, and contractually require service providers to implement and maintain safeguards for Covered
Information.

Z (b)(4); (b)(3):6(f)

D)), D)3)6() [N IPR0)4); (b)3)6(H)

b)(4), ws)-0u) Safeguards. (0)(4); (0)(3):6(F)

b)(4); (b)(3):6(N) Refer to Appendix
A for details on the specific Safeguards within the (b)(4). Facebook employs
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(b)(4); (b)(3):6(f)

B. (b)(4); (b)(3):6(P)

The Product-based Engagement lifecycle applies to third party engagements where access to Covered Information is
governed and managed by the platform-based APl governance and API platform products. These third parties are
maostly app developers that benefit from being on the Facebook platform and from using Facebook application

integrations such as Facebook Login. (b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)
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Facebook requires all third party apps that access non-Public Covered Information to obtain user consent before
accessing it. With respect to Facebook Login integrations, this consent is obtained when the user first signs in through
the app. At the initial login, Facebook Login requires a user to grant consent to share the non-Public Covered
Information that a third party app requests. The app may only access those categories of non-Public Covered
Information to which the user consents and a user may decline consent for the requested types of non-Public Covered
Information as shown in figure 111.L.2.iv-vi. SASSCHCRIU)

After initial consent
is received by an app, users can edit their consent in their Facebook profile at any time through their profile settings
under their "Apps & Websites Settings" or "Business Integrations Settings" pages. Additionally, a user can
subsequently revoke their consent.




Figure lll.L.2.iv: User Consent

e o Facebook
@& facebook.com/login.php?skip_api_login=1&api_key=2742660671

K3 Facebook

Log in to use your Facebook account with _

Email or Phone: [

Password: : ]

Forgot account?

Create New Account

Figure Ill.L.2.v

LN Lot with Paca ook,
& facebook.com/v3.2/dialog/oauth?app_id=2742660671648&auth_type&cbt=16048...

K vogin with Facebook .

your name and profile picture, email address, birthday, Page likes and

friends list.
[# Edit This
Continue as
Cance
- Thi e let the app post lo Facebook

141



Figure IIl.L.2.vi

L Log in With Facebook

@ facebook.com/v3.2/dialog/oauth?app_id=274266067164&auth_type&cbt=16048...

Back Info You Provide

Name and profile picture

Email address

Birthday

Your birthday

Page likes

Your likes

If the third party app does not use a permission for 90 days, that permission is automatically expired. Once the

permissions have expired, the third party app will no longer have access to Covered Information and will have to re-
request access to Covered Information.

(b)(4); (b)(3):6(f)
Facebook maintains a process to ensure proper deprecation of APl products. Deprecation of APl products could have

an impact on third party apps which use API products; therefore the process is designed to provide sufficient lead
time for third party communications.

(b)(4); (b)(3):6(f)

Once an app has passed the compliance requirements including App Review or Partner Grant Review where
applicable, the app has access to the requested permissions, capabilities and/or features. In order to maintain access
to permissions, capabilities, and/or features associated with E1 APl products Facebook requires developers to
annually (i) certify continued compliance with applicable Facebook terms, and (ii) certify that each one of their
purpose(s) or use(s) for Covered Information complies with Facebook’s permissible purpose(s) or uses(s) for that type

of Covered Information. (b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)
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(b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(P)

Facebook maintains a process for developers to appeal enforcement actions against them by submitting a request
through the external developer portal. (b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)

(b)(4); (b)(3):6(f) _
Facebook maintains an external developer portal for developers to unregister their accounts. (b)(4); ()3)6(7)

(b)(4); ()3)6(7) Once a platform app's state is changed to deleted, the developer can no longer
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access the application dashboard or receive users’ Covered Information. GISAISAU
(b)(#); (b)(3):6(f)

(b)(4); (b)(3)-6(f)

(b)(4); (b)(3)-6(f)

3. (b)(4); (b)(3):6(f)
The Assessor evaluated the coverage, consistency, and efficacy of Facebook’s (b)(4); (b)(3):6(f)

processes. The scope of the Assessor’s evaluation included the full third party lifecycle from intake to offboarding

within the (b)(4); (b)(3):6(F) brocess, the execution of third party reviews to identify risks and associated

mitigations, and the enforcement of third parties’ adherence to Facebook’s security and privacy terms.

The Safeguards identified as part of the IO lwere evaluated through design
and operating effectiveness testing as described in the Section Il — Assessment Methodology above. Our testing

included evaluation of QM Safeguards aligned to the (b)(4): b)(4), (b)3):6()

Our evaluation of the DIOREERN] included the review of over documents,
reports, and evidence of the process outputs. Key documentation we reviewed included

but was not limited to the following:

o Playbook and Runbooks:




Policies:

Procedural Documentation:

Evidence:




We also conducted over-interviews with key stakeholders to gain an understanding of each of the J{){¢NM()[E}R:1t])
Safeguards including responsibilities by functional area and underlying processes and the involvement of any systems
or tools utilized as part of the execution of the Safeguard. b)(4); (b)(3):6(N)

In alignment with the Assessment Methodology, we performed over -ample ey (0)(4); (0)3)6(h)
(b)(4); (b)(3):6(f) . . : : P—
An overview of our design and operating effectiveness testing is

included below.

(b)(4); (b)(3):6(P)

Our design effectiveness testing approach included obtaining and reviewing procedural documentation and
conducting walkthroughs with Safeguard Owners to understand how Safeguards are designed to operate. The key

objectives and our test procedures for design effectiveness testing for the (b)(4); (b)(3):6(F)
(JICYM were as follows:




(b)(4); (b)(3):6(f)
Our operating effectiveness testing included selecting and testingSafeguards, leveraging the sample methodology
described in Section Il — Assessment Methodology. The key objectives and our test procedures for operating

effectiveness testing for the (b)(4); (b)(3):6(f) DICADSE VNN were as follows:

¢ For Contract-based engagement Safeguards, we verified the signed contracts for third parties include
appropriate privacy and security terms. Our detailed testing included:

(b)(4); (b)(3)-6(f)

e For Product-based engagement Safeguards (occurrence-driven), we determined whether appropriate

governance was in place to control access to APIs by E1 Covered Third Parties. Our detailed testing included
the following:

(b)(4); (b)(3):6(f)




e For Product-based engagement Safeguards (automated-based), we verified whether proper mechanisms
were in place to prevent or respond to privacy or security-related violations of third party contractual
agreements. Our testing effort included the following:

(b)(4); (b)(3)-6(f)

e Qur operating effectiveness testing was structured to determine whether the third party apps can only
operate within the bounds described by technical documentation, engineering teams, and the Platform
Terms. This included:

(b)(4); (b)(3):6(f)

e To assess whether the monitoring and auditing of third party compliance to the Platform Terms was sufficient
based on requirements of the Order, our analysis and testing included the following:

(b)(4); (b)(3):6(f)




(b)(4); (b)(3):6(P)

(b)(4); (b)(3)-6(f)

(b)(4); (b)(3)-6(f)

(b)(4); (b)(3):6(F)

Under the Order (Part VII.E.1.c, Monitoring of Third Party Compliance), Facebook must implement Safeguards for
“monitoring Covered Third Party compliance with Respondent’s Platform Terms through measures including, but not
limited to, ongoing manual reviews and automated scans, and regular assessments, audits, or other technical and
operational testing at least once every twelve (12) months”.

(b)(4); (b)(3):6(f)

(b)(4); (b)(3)-6(f)




(b)(4); (b)(3):6(P)

Each E1 Covered Third Party must agree to the Platform Terms and Developer Policies® prior to gaining access to the
development platform and agree to maintain compliance until the E1 Covered Third Party removes its app(s) from the

Facebook platform.

(b)(4); (b)(3):6(P)

(b)(4); (b)(3):6(f)

54 https://developers.facebook.com/terms/; https://developers.facebook.com/devpolicy; https://www.oculus.com/legal/privacy-policy/
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(b)(4); (b)(3):6(f)

(b)(4); (b)(3):6(f)

Oculus is avirtual reality hardware, software, and developer ecosystem brand acquired by Facebook in
2014. The business unit produces consumer focused Virtual Reality (VR) headsets, including the Oculus Quest 1 & 2,
Oculus Rift, and Oculus Go headsets. The VR headsets have access to the Oculus App Store, where users can
download over 1,600 free or for-purchase applications thatinclude games, simulators, and other virtual reality
experiences.

The majority of the applications available for use on Oculus are developed and maintained by 3rd party developers.
To support development efforts, Oculus maintains an ecosystem platform solution where third party developers can
build, test, and distribute VR applications. Oculus also maintains multiple Software Development Kits (SDKs) and APIs
for use by third party developers.

(b)(4); (b)(3)-6(f)
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(b)(4); (b)(3):6(f)
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