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Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
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CONFIDENTIAL 


r )(3)6(f).(b)(4) From: 

Sent: Monday, November 05, 2012 9:53 AM 
To: Jenner Holden 
Subject: Your request, « Vulnerability Fix - Disable AutoComplete» has been logged with request id 

##81911## 

Dear Jenner Holden, 

This is an acknowledgment mail for your request. Your request has been created with id 8191 1. The details of 

ftour request are below. The status ofthe request can be tracked at 
Ib)(3)6th.tb)(4) 

Request ID: 81911 

Priority : High 

Urgency : 

Status : Open 


Due By: Nov 6, 2012 03:52 PM 

Subject: Vulnerability .Fix - Disable AutoComplete. 

Description : Vulnerability discovered during recent penetration test. 


A number offields that contain sensitive information in Member Port al do not have autocomplete disabled. 

Consequently, data from these fields may be stored by the web browser. 


r )(3)6(f).(b)(4) 

(b)(3):6(f),(b)(4) 

Thanks - Jenner 

A technician will assist you as soon as possible. lf your issue has been resolved, please close the ticket here: 
(::IQ~~_R_eq~-e~t 

Thank you for contacting LifeLock(R) Helpdesk. 

LIFELOCK-0089185 




CONFIDENTIAL 


From: l(b)(3) 6(f),(b)(4) 
Sent: Moiiday, Novemoeros, 2012 9:51 All/I 
To: Jenner Holden 
Subject: Your request, «Vulnerability Remediation - Fix Caching Directive» has been logged with request id ##81 913## 

Dear Jenner Holden. 

This is an acknowledgment mail for your request. Your request has been created with id 819 13. The details ofyour request are below. The status of 

the request can be tracked aq (b)(3):6(f),(b)(4) I 

Request ID: 81913 
Priority : High 
Urgency: 
Status : Open 

Due By: Nov 6, 2012 03:57 PM 

Subject : Vulnerability Remediation - Fix Caching Direct ive. 

Oescription : Vulnerability discovered during recent penetration test. 


(b)(3) 6(f),(b)(4) 

LIFELOCK-0089109 




CONFIDENTIAL 

l(b)(3) 6(/),(b)(4) 

The penetration tester found this vulnerability on www.lifelock.com. Please validate the cache-control settings for secure.lifelock.com as well. 

Tl1anks - Jenner 

A technician wi ll assist you as soon as possible. Tfyour issue has been resolved, please close the ticket here: Close Re!llJ.~~t 

Thank you for contacting LifeLock(R) Helpdesk. 

2 

LIFELOCK-0089110 

http:secure.lifelock.com
http:www.lifelock.com


CONFIDENTIAL 


From: l(b)(3):6(f),{b)(4) 

Sent: Moiiday, Novemoer us, 2012 I0:04 AM 
To: Jenner Holden 
Subject: Your request, « Vulnerability Remediation - Cookie Settings» has been logged with request id ##81915## 

Dear Jenner Holden. 

This is an acknowledgment mail for our re uest. Your re uest has been created with id 819 15. The details of our request are below. The status of 

the request can be tracked at (b)(3) 6(f),(b)(4) 


...._~~~~~~~~~~~~~~~~~~~~~~~~~~~--' 

Request ID: 81915 
Priority : H igh 
Urgency: 
Status : Open 

Due By: NIA 

Subject : Vulnerability Remediation - Cookie Settings. 

Oescription : 

This vulnerability was discovered during a recent penetration test. 


(b)(3):6(f),(b)(4) 

LIFELOCK-0089212 




CONFIDENTIAL 


(b)(3} 6(f),(b )(4) 

Thanks - fonner 

A technician will assist you as soon as possible. Tf your issue has been resolved, please close the ticket here: Close Request 

Thank you for contacting LifeLock(R) H.elpdesk. 

2 


LIFELOCK-0089213 




CONFIDENTIAL 


From: l(b)(3):6(f),(b)(4) 

Sent: Monday, November os. 2o121o:16 AM 
To : Jenner Holden 
Subject: Your request, « Vulnerability Remediation - HTTP Response Information Disclosure» has 

been logged with request id ##81916## 

Dear Jenner Holden, 
This is an acknowledgment mail for your request. Your request has been created with id 8191 6. The detail s of 
our re uest are below. The status of the re uest can be tracked at 

Request ID: 819 16 

Priority : High 

Urgency : 

Status : Open 


Due By: Nov 6, 201204:16 PM 

Subject: Vulnerability Remediation - HTTP Response information Disclosure. 

Description : This vulnerability was discovered during a recent penetration test. 


(b)(3):6(f),(b)(4) 

Thanks - Jenner 

A technician will assist you as soon as possible. Ifyour issue has been resolved, please close the ticket here: 
Close Request 

LIFELOCK-0089214 



CONFIDENTIAL 


Thank you for contacting LifcLock(R) Hclpdcsk. 

2 


LIFELOCK-0089215 




CONFIDENTIAL 


From: l(b)(3) 6(f),(b)(4) 
Sent: Monday, November bS, 2b1211 :38AM 
To: Jenner Holden 
Subject: Your request, «Vulnerability Remediation - Hidden Directory Enumeration» has been logged with request id ##81926## 

Dear Jenner Holden. 

This is an acknowledgment mail for your re uest. Your re uest has been created with id 81926. The details of our request are below. The status of 

the request can be tracked at (b)(3):6(f),(b)(4) 


Request ID: 81926 
Priority : High 
Urgency: 
Status : Open 

Due By: NIA 

Subject: Vulnerability Remediation - Hidden Directory Enumeration. 

Oescription : 

TI1is vulnerability was discovered during a recent penetration test. 


(b)(3):6(f),(b)(4) 

LIFELOCK-0089223 




CONFIDENTIAL 


(b)(J):ti(t),(b)(4) 

Thanks - Jenner 

A technician will assist you as soon as possible. Tf your issue has been resolved, please close the ticket here: ClosL~~q\!.~.~.t 

Thank you for contacting LifeLock(R) Helpdesk. 
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LIFELOCK-0089224 




CONFIDENTIAL 


From: r )(3):6(f).(b)(4) 

Sent: Monday, November 05, 2012 12:21 PM 
To: Jenner Holden 
Subject: Your request, « Vulnerability Remediation - No Clickjacking Protection» has been logged 

with request id ##81932## 

Dear Jenner Holden, 
This is an acknowledgment mail for your request. Your request has been created with id 81932. The detail s of 
our re uest are below. The status ofthe re uest can be tracked at 

Request ID: 81932 
Priority : High 
Urgency : 
Status : Open 

Due By: NIA 

Subject: Vulnerability Remediation - No Clickjacking Protection. 

Description : This vulnerability was di.scovered during a recent penetration test. 


(b)(3):6(f),(b)(4) 

LIFELOCK-0089225 




CONFIDENTIAL 

For more infonnation, please see: 
htt.P.~/6:D:Y1~:...Q.}Xi!~P.,9..!1~'j11~i:..~...P.!mLC1i~!il1}£k.w_g v.Lm~;/J.rr.:-:y~,.Q.~:t~.P-,9r.£1.i.119_Y.;\.R.QPJ~rn~-~-f1-...fill_v_S_qrig!.iJi..g 
hnt2"d!.~~Y.~t912~i:om9~.ll~_,_qr&t<~ff.b.e_x~Ern.m!!.~QQti.ill."l!?J.~~JLQ.ll~J<J.1!!.:i_cf~ h!!P~//~rJ.,w.!ki.P.?-'~i~,grg/_y_v_!kil.f..I:P.!~l.<ill\:.I 

Please evaluate this, as this change may impact the user experience. 

Thanks - Jenner 

A technician will assist you as soon as possible. Ifyour issue has been resolved, please close the ticket here: 
Close Request 

Thank you for contacting LifeLock(R) Helpdesk. 

2 

LIFELOCK-0089226 



CONFIDENTIAL 


From: Jenner Holden*'O=LIFELOCK/OU=EXCHANGE ADMINISTRATIVE GROUP 

Sent: 
To: 
Subject: 

REDACTED 
(b)(3) 6(f},(b)(4) 

: our reques , « 
has been logged with 

CN=RECIPIENTS/CN=JENNER.HOLDEN) 
06, 2012 10:27 AM 

VRR REDACTED .lifelock.ad) - Directory Traversal» 
request id ##83219## 

Importance: High 

FYI - I submitted a VRR for the directon1 t raversal issue we discussed. 

Jenner Holden 
Director of Information Securit Lifelock® - Relentlessly Protecting Your Identity™ 
480.457.2008 Office I (b)(6},(b)(7)(C) Cell 
Jenner. Holden@lifeloc .com 
60 E. Rio Salado Parkway, Suite 400, Tempe, AZ 85281 

From :Hb)(3):6(f),(b)(4) I 
Date: Thursday, December 6, 201211:26 AM 
To: Jenner Holden <jenner.holden@li felock.com> 

Subject: Your request, « VRR lifelock.ad) - Directory Traversal» has been logged wit h 

request id ##83219## 

Dear Jenner Holden, 
This is an acknowledgment mail for your request. Your request has been created with id 83219. The details of your request are 

bellow. The status of the request can be tracked at 
l tb)(3) 6(f),(b)(4) 

Request ID: 83219 

Priority : High 


Urgency : 

Status : Open 


Due By: Dec 26, 2012 11:26 AM 


~.~hl~.~t : VRR Ifj 111 IMII IllI fj IlltlJM -Directory Traversal. 

Description : Machine Name and/or IP: 


itHhitllllll 

Discovery M ethod & Date: 

Network penet ration test - Nov 13, 2012 


Vulnerability Details (Links, CVE # 's etc): 
Directory Traversal 

Qesqjpt jpn & Reme<Hatjpn Info· 
l(bJ(3J om.~J(•1 

LIFELOCK-008911 9 


http:lifelock.ad
mailto:jenner.holden@lifelock.com


CONFIDENTIAL 


(b)(3) 6(f),(b)(4) 

A technician will assist you as soon as possible. If your issue has been resolved, please close the ticket here: Close Request 

Thank you for cont acting Lifel ock(R) He lpdesk. 

2 


LIFELOCK-0089120 




CONFIDENTIAL 


l(b)(3) 6(f),(b)(4) From: 
Sent: 1nursoay, December us, 2012 12:55 PM 
To: Jenner Holden 
Subject: Your request, «VRR (Multiple Linux) - Guessable~Manager Credentials» has been logged with request id ##83232## 

Dear Jenner Holden, 

This is an acknowledgment mail for our re uest. Your re uest has been created with id 83232. The details of our request are below. The status of 

the request can be tracked at (b)(3)6(f),(b)(4) 

Request ID: 83232 
Priority : .lilgh 
Urgency : 
Status : Open 

Due By: Dec 26, 2012 01 :55 PM 

Subject : VRR (Multiple Linux) - Guessable Tomcat Manager Credenti:1ls. 
iiM.,o;,,, N•mo '""°' w, 

Discovery Method & Date: 
Network Penetration Test, 11-12-12 

Vulnerability Details (Links, CVE #'s etc): 

(b)(3):6(f),(b)(4) 

LIFELOCK-0089186 




CONFIDENTIAL 

l(b)(3) 6(/),(b)(4) 

A technician wi ll assist you as soon as possible. Tfyour issue has been resolved, please close the ticket here: PQ~e Rt;9.IJ.~.~.t 

Thank you for contacting LifeLock(R) Helpdesk. 

2 


LIFELOCK-0089187 
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CONFIDENTIAL 


From: l(b)(3):6(f),(b)(4) 

Sent: f ueSday, Apnl o2. 2o13 1o:09 AM 
To: David.Bridgma n@lifelock.com; Austin.Appel@lifelock.com 
Subject: [Request ID :##82271##): Added to group I nrormation Security Team 

Requester : Jenner Holden 

Category : Vulnerabi lity Remediation Request 
Urgency: 
P ri o rity: High 
Subject : VRR - (b)(3)G(f),(b)(4) 

.............--.....-----..................-------' 

Discovel'y Method & Dat~ 
Due Diligence Pen-Test by~Sept 2012) 

Vulnerability Details (Links, CVE #'s etc): 
SSH Po11 Forw11rding 

Dcscl'iption & Remediation Info: 
Review the following. Let me know if thi s is possible to address as a standard for all Linux systems. 

(b)(3) 6(f},(b)(4) 

Click for details : ... l<b_)(-3)-6-(f)_.<b_)(-4)------------------------"""' 

LIFELOCK-0033794 




CONFIDENTIAL 


r )(3) 6(f).(b)(4) From: 

Sent: Monday, November 12, 201212:53 PM 
To : Jenner Holden 
Subject: Your re~uest, «VRR - Missing AV (Metranet &H~))~~~' !servers)» has been logged with 

request 1d ##82259## 

Dear Jenner Holden, 
This is an acknowledgment mail for your request. Your request has been created with id 82259. The details of 
your request are below The status ofthe request can be tracked at 

l(b)(3):6(f),(b)(4) 

Request ID: 82259 

Priority : High 

Urgency : 

Status : Open 


Due By: Nov 30, 2012 01:53 PM 

Subject: VRR - Missing AV (Metranet & !Cb)(3):6(1), !Servers). 

Description : Machine Name and/or l P: 

All Metranet Windows Servers &l\~l\;/;~ , IServers 


Discovery Method & Date= ...,.,,,....,...,.,,....,,...,.,.,..,.....,.~,.,,
Due Diligence Pen-Test by l(b)(3)6(f),(b}(4) !(September 2012) 

Vulnerability Details (Links, CVE #'s etc): 

The tester found that the hosts did not have AV installed,, or the real-time s\.:anner was disabled. 


r'1Wiii~r & Remediation Info; 

Thanks - Jenner 

A technician will assist you as soon as possible. Tf your issue has been resolved, please close the ticket here: 
Close Request 

Thank you for contacting LiteLock(R) He!pdesk. 

LIFELOCK-0089258 




CONFIDENTIAL 


From: r b)(3) 6(f).(b)(4) 

Sent: 
To: 
Subject: 

Monday, November 12, 2o12 1 :14 PM 
Jenner Holden 
Your request, « VRR - Metranet 118 Servers Running as Local Admin» 
with request id ##82263## 

has been logged 

Dear Jenner Holden, 
This is an acknowledgment mail for your request. Your request has been created with id 82263. The detail s of 
~our request are below. The status ofthe request can be tracked at 
I( )(3):6<o.(b)(4) 

Request ID: 82263 
Priority : High 
Urgency : 
Status : Open 

Due By: Nov 30, 2012 02:13 PM 

Subject: VRR - Metranet US Servers Running as Local Admin. 

Description : Machine Name and/or lP: 

Metranet TIS Servers, specifically: 

REDACTED 


Discovery Method & Date: 

Due Diligence Pen-test (September 20 12) 


Vulnerability Details (Links, CVE #'s etc): 

llS Services running as Local Admin 


LIFELOCK-0089261 




CONFIDENTIAL 


(b)(3):6(f),(b)(4) 

Mark Griffi n 

A technician will assist you as soon as possible. Tfyour issue has bee11 resolved, please close the ticket here: 
.C.!Q.:?.9-.R.c;~qM~~1 

Thank you for contacting LifeLock(R) Helpdesk. 

2 

LIFELOCK-0089262 



CONFIDENTIAL 


From: l(b)(3):6(f),(b)(4) 

Sent: Monday, November 12, 2o12 2:09 PM 
To: Jenner Holden 
Subject: Your request, « VRR - l(b)(3):6(f),(b)(4) t> has been logged with 

request id ##82267## '-·--------------'· 

Dear Jenner Holden, 
This is an acknowledgment mail for your request. Your request has been created with id 82267. The details of 
our re uest are below. The status of the re uest can be tracked at 

Request ID: 82267 
Priority : High 
Urgency : 
Status : Open 

Discovery Method & Dat~, 

Due Diligence Pen-Test b)~Sept 2012) 


Vulnerability Details (Links, CVE #'s etc): 

SSH Config - PerrnitRootLogin set to yt:s 


Thanks - Jt:nm:r 

A technician will assist you as soon as possible. Ifyour issue has been resolved, please close the ticket here: 
Close Request 

LIFELOCK-0089263 



CONFIDENTIAL 


Thank you for contacting LifcLock(R) Hclpdcsk. 

2 


LIFELOCK-0089264 




CONFIDENTIAL 


From: l<b)(3) 6(f),(b)(4) 

Sent: Monday, November 12, 2012 2:39 PM 
To: Jenner Holden 
Subject: Your request, « VRR (b)(3):6(f),(b) Telnet Accessible to Public Internet» has been logged with request id ##82273## 

Dear Jenner Holden, 

This is an acknowledgment mail for our re uest. Your re uest has been created with id 82273. The details of our request are below. The status of 


...____________________________,the request can be tracked at (b)(3):6(f),(b)(4) 

Request ID: 82273 
Priority : .lilgh 

Urgency : 

Status : Open 


Due By: Nov 30, 2012 03:38 PM 

Subject : VRR If1 iii IBMI · Telnet Accessible to Public lnternet. 

Description : Machine Name nnd/or IP: 


i~~iiltiWt 

Discovery Method & Date: 

Due DiligeJlce Pen Test (Sept 2012) 


Vulnerahility Details (Links, CVE #'s etc)""'·,...,,.,....,.,,.,...,,.....,.,..------. 
Telnet i s accessible onlfnnlta on port~(b)(3):6(f),(b)(4) 

LIFELOCK-0089265 




CONFIDENTIAL 

A techoician will assist you as soon as possible. lf your issue has been resolved, please close the ticket here: Close ReQJJ.~.$1 

Thank you for contacti ng LifeLock(R) Helpdesk. 

2 


LIFELOCK-0089266 




CONFIDENTIAL 


From: l(b)(3) 6(f),(b)(4) 
Sent: Monday, November 12, 2012 1:01 PM 

To: Jenner Holden 

Subject: Your request, «VRR -1!1!iiitli•• -Default Credentials» has been logged with request id ##82261## 


Dear Jenner Holden. 

This is an acknowledgment mail for your re uest. Your re uest has been created with id 82261 . The details of our request are below. The status of 

the request can be tracked a (b)(3):6(f),(b)(4) 


..._~~~~~~~~~~~~~~~~~~~~~~~~~---' 

Request ID: 82261 

Priority : .lilgh 

Urgency : 

Status : Open 


Due By: Nov 30, 2012 02:00 PM 

Subject: VRR ·lfHOltMllU · Default Credentials. 

Description : Machine Name nnd/or IP: 


lfUliitUI I• 
Discovery Method & Date: 

Due DiligeJlce Pen-test (September 2012) 


~ahility Details (Links, CVE #'s etc): 
~efault Credentials 

Description & R emediation Info: 
l(b)(3) 6(f),(b}(4) 

LIFELOCK-0089259 




CONFIDENTIAL 

A technician will assist you as soon as possible. Tf your issue has been resolved, please close the ticket here: Close Request 

Thank you for contacting LifeLock(R) Helpdesk. 

2 


LIFELOCK-0089260 




CONFIDENTIAL 


l(b)(3):6(f),(b)(4) From: 

Sent: Friday, November 30, 2012 8 :19 AM 
To : Jenner Holden 
Subject: Request Id ##82269##, Title VRR ~(b}(3):6(f},(b}(4) Ihas been 

assigned to you ...._____________. 

J ~ fk2269 :: VRR -l(b)(3l 5(t},(b)(4l I-Details 
=:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::=.... -~~~~. 

Created by: Jenner Holden 
Priority: High 
Due hy date: Nov 30, 201 2 03: 17 J>M 
Category: Vulnerabil ity Remediation Request 

Description: 
Machine Name and/01• TP: 

(b)(3)6(f),(b)(4) 

Discovery Method & Dat · 

Due Dil igence Pen-Test b ~~~:G (f Sept 2012) 


Vulnerability Details (Links, CVE #'s etc): 

SUDO Config - Overly Permissive 


3 6 4 
Link to request: r..._l<_l·_<_t},-(b_l<_l----------------------- ­

LIFELOCK-0089330 




CONFIDENTIAL 

IG-il o 

LIFELOCK-0089331 

2 



UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT _ 35_ TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains redactions which are identified in the document by 
blacked out text or the text "REDACTED." 



CONFIDENTIAL 


From: l (b)(3):6(f),(b)(4) 

Sent: Wednesday, November 28, 2o12 7:39 AM 
To: Jenner Holden 
Subject: Request id: ##81913## has been closed. 

Dear Jenner Holden, 


Request 81913 opened by you was closed. 


The tit le of the request is : Vulnerabi lity Remediation - Fix Caching Directive 


The description is: Vulnerability di scovered during recent penetration test. 


(b)(3) 6(f),(b)(4) 

Thanks - Jenner 

Resolution is : Member Portal already has "no-cache" setting enab led, and \VWW should be al lowed to leverage 
browser caching since it's a public content based website. Jenner has also agreed to close the ticket. 

LIFELOCK-0089107 




CONFIDENTIAL 

Complete details of the request can be viewed at 
l (b)(3) 6(f),(b)(4) 

Ifyou are not satisfied with this resolution.. reply to this mail to re-open the request. 


If this issue is resolved, please do not reply as it will re-open this request. 


Thank you. 

LifeLock IT Support 


2 

LIFELOCK-0089108 



CONFIDENTIAL 


From: l(b)(3):6(f).(b)(4) 

Sent: Fnoay, uecemoer 01, 20 122:20 PIVI 
To: Jenner Holden 
Subject: Request id: ##82273## has been closed. 

Dear Jenner Holden, 


Request 82273 opened by you was closed. 


The title ofthe request is: VRR lflDllUI•-Telnet Accessible to Public lntemet 


The description is: Machine Name and/or TP: 

nhhitil 
Discove11 Method & Date: 

Due Diligence Pen Test (Sept 2012} 


Vulnerability Details (Links, CVE #'s elc): 

Telnet is accessible on Lfl5Ult8 on ports 2002, 4002, 6002, 9002 


Dcscriution & RPmcdintion Info: 
(b)(3) 6(f),(b)(4) 

Resolution is : T~J11_~Li.~__llisabled 011_.thfa__l1Qs1 

Confirmed that gorts are closed to telnet connections via external server on 12/7 

Co mplete details of the request can be viewed at..l<_b)-(3_)_6(-f)-,(-b)-(4-)---------------------- ­

Tf you are not satisfied with this resolution, reply to this mail to re-open the request. 

LIFELOCK-0089336 



CONFIDENTIAL 

lfthis issue is resolved, please do not reply as it will re-open this request. 

Thank you. 
LifoLock IT Support 

2 


LIFELOCK-0089337 
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CONFIDENTIAL 


l (b)(3):6(f),(b)(4) From: 

Sent: I ueSday, July 16, 201311 :50 AM 

To : David Bridgman; AnneMarie Olson; Michael Peters 

Cc: Tony Valentine 

Subject: Pen Tests and Remediation Internal Conversation from~for PCI 


Importance: High 

Michael, Dave and Anne-Marie, 

There was a PenTest report that~is utilizing for PCI (referenced below) and he has now asked " Is there proof that 

these items have been remediat~addressed (as accepted, deferred, etc). 


Dave, you were the one here when thel~~));~;~, IPen Test was issued, which Tony says was in January. 

Michael and Anne-Marie, if these items were not addressed somehow (through a remediation plan or something like 

this), then wh;it wil l suffice for the ;iuditor today is ;i plrin to address the findings in the pen test. This will not hold up 

the RoC.~ells me that he will dance around it. 


HOPEFULLY, there wJs some plJn, even if not completely remediJted. Dove? Do you know? 

1~)(3) 6(Q.(b)(4) 

·~~~f:·;-~~~::-~: ::-::::-::::;-:::,..............................................""""'""""'"''"" "''""'"'""'"''"" """"'""""'"'"' '" """'""""''
·~!1-~ ' ' ''
To: David Bridgman; (b)(3)6(t),(b) Tony Valentine 

Subject: Now that I ave go pen test reports 


T have a question. T've uploade~omments on pen test reports into the From ~folder in the Admin, 

General folder in the 2013 PCI--=f folder. 


~ This email message , incl uding any a t tachments , is for t he sole use of t he intended 
recipi ent (s) and may contain information t ha t is 
confidential , proprietary, legally privileged, or otherwise protected by law from 
di sclosur e . Any unauthorized r evi ew, use , copying , 
di scl osure , or d i stri bution i s prohibi ted . If you are not t he i ntended reci pi ent , or t he 
pe r son responsibl e for del i vering this t o 
an addr essee , you should notif y the se nde r irrunedi atel y by telephone or by r epl y e-mai l , 
and destroy all c opi es of t h e origi nal message . 

LIFELOCK-0073557 




CONFIDENTIAL 


From: David Bridgman [David.Bridgmani@lifelock.com] 
Sent: 
To: 

Tuesdafi, Ju1l 1e, 2013 1 :01 PM 
llbll3l 6 nlbl I 

Subject: FW: Pen Tests and Remediation Internal Conversation from~for PCI 
Attachments: Pen-Test Remediation.docx; Pen-Test. Remediation.docx 

Importance: High 

David Bridgman, CISSP 

Sr. Information Security Engineer ILifeLock® - Relentlessly Protecting Your Identity™ 

480.457.2029 Office I (b)(6),(b)(7) Cell 

David.Bridgman@lifelock.com 

60 E. Rio Salado Parkway, Suite 400. Tempe, AZ 85281 

From:l(b)(3):6(f),(b)(4) 

Date: Tuesday, July 16, 201311:50 AM 

To: David Bridgman <david.bridgman@lifelock.com>, Anne Marie Olson <AnneMarie.Olson@lifelock.com>, Michael Peters <Michael.Pe ters@lifelock.com> 

Cc: Tony Valentine <Tony.Valentine@lifelock.com> 

Subj ect : Pen Tests and Remediation Internal Conversation from Cristy for PCI 


Michael, Dave and Anne-Marie, 


There was a PenTest report thatl(!iilis utilizing for PCI (referenced below) and he has now asked "Is there proof that these items have been remedlated or 

addressed (as accepted, deferre~. 


Dave, you were the one here when the~Pen Test was issued, which Tony says was in January. 

Michael and Anne-Marie, if these items were not addressed somehow (through a remediation plan or something like this), then what w ill suffice for the auditor 
today is a plan to address the findings in the pen test. This wil l not hold up the Roc.IN[Jtells me that he w ill dance around it. 

LIFELOCK-0076006 
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HOPEFULLY, there was some plan, even if not completely remediated. Dave? Do you know? 

r)~)6(f).~)(4) 

From: ~b)(3) 6(f),(b)(4) 

Sent: onday, July 15, 2oi3 10:57 PM 

To: David Bridgman; ~b)(31:~ (b ITony Valentine 

Subject: Now that I ave g pen test reports 


l have a question. l've uplonded~commcnts on pen test reports into the Fro1~older in the i\.dmin, General folder in the 2013 PCl Audit 

folder. 


~ 
Tnis ema i l message, i nclud ing any a tta chme nts , is for t h e sol e u s e o f the inte nded r e cip i e n t (s ) and may conta i n 

i nEormation t h a t is 

confidential. prop.i:ietary, legally privileged, or otilerwise protected by law from disclosure . Any unauthorized review, 

use , copying, 

disclosure, or distribution is prohibited. If you are not the intended recipient , or the person responsible for 

deli ver ing this t o 

an addressee , you should notify the sender immediately by telephone or by reply e-lllcl.il, and destroy all copies of the 

or i ginal messa ge. 
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()Lifelock~ 
September 2012 Penetration Test (WWW, Enrollment, & Member Porta l) 

Vulnerabll!ty Remediation 

The penetration test performed against LifeLock (www, Enrollment, & Member Portal) by~in 
September 2012 resulted in 12 issues, with remediation recommendations. This document outlines 

Li fel ock's intentions regarding the 12 issues raised. 

·. x, w;, il )=r11~1n:t.· •w;i ..it.:..u·.:.Lil :R~iti,~d(~trO,~il.i.u•.:: il ),Df~Loc:~. fti~e'llilciii;;. w;, t.~~fu,~tii~t1t¥o~faiJsu·. 
...·"'''Yi'"";f"';f"';t •;:;t '>t '"';j'·"Ft " ;;ero~~d'4re';t '";;t•'''';f"";t "';f•;;;t ''';t '";;ft "'';f"';i ,··· ...:.··.·.·.·: .·.····.. ·.·.·.·.·.·.·:.·. ···· ··· ·..··.· 
1- XSS on b)(3):6(f),(b)(4) Accept Finding and Fix went into 

l(b)(3):6(f),(b)(4) Remediate product ion on 8-30-12 

2 - Weak Password Accept Finding and False Positive -

Requirements Remediate confirmed by lnfoSec 
that member portal 
requires 7 characters, 
one number", one 
capital, and one 
symbol 

3 - Autocomplete not Accept Find ing and (b)(3) 6(f), I#81911 (on­

disabled Remediate hold for syst em 
stability projects) 

4 - Sensi tive Data Accept Find ing and PM (Michele Grant) 

Displayed Remediate has added masking of 
DL#, and Bank#, to 
product enhancement 

queue. 

5 - Improper caching Accept Finding and 
directive Remediate 

Completed 11-28-12 

6 - insecure cookie Accept Finding and l(b)(3) 6(f), I#81915 (on­

Remediate hold for system 
stability projects) 

7 - Cookie path not set Accept Find ing and l\b)(3) 6(1), I#81915 (on­

Remediate hold for system 
stabilitv orojects) 

8 - Cookie not HTTP only Accept Find ing and ;~~;~~:o(TJ, I11 81915 (on­

Remediate hold tor system 

stability projects) 

9 - HTTP Response Accept Find ing ;ind l(bJ\-'J6(t), I# 81916 (on­

disclosure Remediate hold for system 

stability projects) 

1U - Directory Accept 1-inding and (b)(3):6(f), ltt !H!:J2b (on­

enumeration Remediate hold for syst em 
stability projects) 

LifeLock ®Confidential Oct 2012 Page 1 
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11 No Clickjacking 

(b )(3):6(f),(b)(4) 

l (b)(3) 6(f), I# 81932 (on-Accept Find ing and 
Prot ection Remediate hold for system 

stability projects) 

12 - Robots.txt Accept Find ing and 
Remediate 

Evaluat e contents of 
robot. txt file. 

Contents evaluated by 
lnfoSec on 11-12-12. 
No issues found, no 
remediation is 
necessary. 

LifeLock ®Confidential Oct 2012 Page 2 
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()Lifelock~ 
November 2012 Network Penetration Test (b)(3):5(f}, 

(b)(4) 

Vulnerabll!ty Remediation 

The penetration test performed against LifeLock byj\~l\~!~ lin November 2012 resulted in 14 issues, with 

remediation recommendations. This document out lines Li felock's intentions regarding the 14 issues 

raised. 

(b)(3):6(1),(b)(4) 1 - SSL Weak Ciphers Validate Issue & Cert for 
Remediate Hhh!til*is 

adequate (risk 

accepted). - is old 
I icket 

#83627. 
l - Autocomplete Web Validate Issue & Accept risk for 

Forms Remediate 1toou11• 
l)~~)~~ 5(f}, 1#81911 (on­
hold tor system 

stability projects) 

~etwork Test 
1 - Directory Traversal Validate Issue & Hb)(3) 6(1), (jlf83219 

Remediate 

l \b)(3)6(1), l tt832282 - Local Admin Validate Issue & 

Password Reuse Remediate 
3 - Guessable Password 1(0)(3):0\TJ, 1#83232 Validate Issue & 

Remediate 

4 - Tomcat Version False positive -

Remediate 
Validate Issue & 

internal scanning (w/ 
credentials) finds no 

issues w ith tomcat 
version. 

5 - Ap;iche Version l\~)(3)6(1), ln81592 (InV;ilid;ite Issue & 

Remediate progress before 

assessment) 

l(b)(3):6(f), ,,.83629 6 - Information Validate Issue & 
Jb\14' !"

l{emediate Uisclosure 

7 - SMB Nul l Sessions Validate Issue & Risk Accepted 

Remediate 

LifeLock ®Confidential November, 2012 Page 1 
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8 - Subversion (b)(3)6(f),(b)(4) Validate Issue & (b)(3):6(f), #83631 
Information Disclosure Remedi;:ite 1comp1eted) 

9 - SMB Signing Validate Issue & Risk Accepted 

Remediate (Windows is 
evaluating the 
possibil ity of making 
this change) 

10-Telnet Validate Issue & Risk Accepted ­ These 
Remediate are VIPs. Covered by 

our internal scans of 
the " real" instance. 

11 - MS12-070 Patch Valid;ite Issue & F;ilse posit ive -

Remediate internal scanning (w/ 
credentials) does not 

find this issue with 
SQLServer 

12 - SSL Cert Issues Valid<i te Issue & These int erfaces are 
Remediate not for production 

data use (mostly 
admin consoles only) 

- Risk Accepted 

13 - SNMP Default Validate Issue & (b)(3)6(f), 1181253 
St ring Remediate 

(b)(4) 
11 81254 
1181256 
U81262 

14 - RDP Issues Validate Issue & Risk Accepted 
Remediate (Windows is 

ev;:iluating the 
possibility of making 

t his change) 

LifeLock ®Confidential November, 2012 Page 2 
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UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED EXHIBIT _37_ TO MEMORANDUM IN SUPPORT 

OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Please find the attached xis with all of the security requests that I have on my backlog (init iated by Jenner ) . 

........ .... .................. .. 


1cket 81911 

Just to be clear, I just need t he screenshot. If these items have not been remediated to-date, that is a diffe rent concern 

that will be addressed (probably init iat ed form Tony). 

The priority is today, if at all possible, because t he Auditor wants the remediation effort evidence before signing off on 
the Roe (report of compliance), and our previous PCI compliance cert ification is expired, and our Processor (Litle) is 
requesting our new RoC. 

Again, I do apologize for the urgency of the request. This request just came t o me about a half hour ago. 

l(b)(3) 6(Q.~)(4) 

f:~~~ :l(b)(3):6(f).(b)(4) r · · 
Se nt: TuesdaY, 2:17 PM 

To: Brian Kao; (b)(3)6(f),(b) 

Cc: Connie Suoo; ony a entine; (b)(3):6(f),(b)(4) 

Subject: RE: Urgent Request: PC...,_,..,,.,,.,,.,,..,,,,,..,..,,.,,,,,,er"""m""" (bJ(.,,.,."""(fl"""..,..
,.,., g--"""""3)6""'.(b).........~1cket 81911 


l1~i1:1,~, I 
IF you can help me understand the impact, I can priorit ize accordingly against the other items on Support Engineering 

backlog. 

TH ansk 


icket 81911 

LIFELOCK-0025172 
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ThefE]ticket is still in the~Backlog waiting to be prioritizedl(b)(3)6(f),(b)(4) IPlease let me 

know if you need uddition;il information. '-----------------' 

~ 
~· 

\1~ Story 

"i Cri1ical 

None 

None 

VulnerabilHy dlsc·overed during re.cent penetration test. 

A number ,of fields thal contain sensitive lnformatrori in M~mbet Portal do n-ot have auf(}compla·te di.sabled. Conseq1.1enll) 

For each of the fields 11s!ed below, please add t~e AutoComp!~te;;"off' al!ribute. This wm l<eep the browser from caching 

Fields: 

User !D o·n the Reset Password page 


Cha!Jenge Qu:esfons in the Reset Password process 

User !D ln the locked Uset Accm.int Reset pr~ess 


Usemame !ield on tll:e E.mpl.oyee LogJn pags cn llfeiockAob.s 


Thanks, 

Brian 

1.......... .......................... ...... .. .......... ..... .... ......... ......... ............... .. .......... ......... ..... .............................. ..... .... . 

·~;~·~·~(b)(3);(f),(b)(;) 
Date: Iuesay, Ju y lb, :WB 1:48 PM 

Connie Suoo <Connie.Suoo@lifelock.com>, Tony Valentine 

icket 81911 

Hi Br ian, 

I am getting to the end of the PCI audit, and the Auditor wants evidence of remedi;:ition efforts (whether done or not) 

for a Pen Testj!~;~;r~ !performed last year. 
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This t icket 81911 (in l\~/(3):6(f),(b) land was assigned to you) ref erences that it has been transferred t o a li~l: !t icket. 

Can you please send me a screenshot of where the t icket is in progress? I will need this for thel)~{)~~;~, Iand preferably 
today. 

I am truly sorry about the impromptu quick request. He is here just finishing up and if we are completed t-0day he will 
sign the Roe today. 

Thank you I 

(b)(3) 6(f),(b)(4) 
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FfC has submitted 'Ex. 37 - Lifelock-0025175 (REDACTED).xlsx' in native format on CD with 
its contemporaneously filed Motion for Leave to Allow the Non-Electronic Filing of Exhibits. 
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Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 
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MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 
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From: AnneMarie Olson [AnneMarie.Olson@lifelock.com] 
Sent: Friday, October 1 )1 ~01Br16 AM 

To: ~~hfI~ ~rap1·l<b 3 :6(f , j

Cc: !Ji f6 Ubl IAnneMarie Olson 
Subject: Security Vulnerabilities 

Okay, I know what these are now. These are vulnerabi lities that were identified in assessments ~leted in September and November 2012 and should have 

been remediated months ago. Unfortunately, the t ickets were closed when they were moved t~so we didn't know ......because they have been sitting in 

backlog for all this time, I am going to complete risk assessments on the vulnerabilities and then speak w ith the business to discuss remediation. 


~let's tal k next week. I'd like to understand how we can ensure these don't slip through the crack again (other than our tracking the vulnerability fixes, which 
I'm going to discuss with~ amo 

ving stories to the correct backlog 

Michele, 

I'm even more concerned to know these are already in production. Who can I work w ith to discuss these vulnerabilities further? I' d like to complete a risk 

assessment so that the business can decide how soon t hey Med to be fixed. amo 


From: anne-marie olsonj(b)(3):6(f),(b){4) 
Sent: Thursday, October 10, 2013 1.03 PM 
To~ AnneMarie Olson 
Subject: Fwd: Moving stories to the correct backlog 

---------forwarded message --------­
From: Mich ele Grant <MJ.~.h~.!~Jirant@lif~).Q~~.•.C.Q.m> 
Date: Thu, Oct 10, 2013 at 11 :00 AM 
Subject: RE: Moving stories to the correct backlog 

LIFELOCK-0081949 
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Sorry Anne-Marie, they were l isted at the bottom of the email. Here they are: 

• EAD-61 Vulnerability Fix - Disable AutoComplete (Vulnerability issues related to Member Portal) 

• EAD-63 Vulnerability Remediation - Cookie Settings (Potential hijack situation with Member Portal) 

• EAD-64 Vulnerability Remediation - HTTP Response Infonnation Disclosure 

• EAD-62 Vulnerability Remediation - No Clickjacking "Protection (Vul nerability issue5 related to Member Po11al) 

Please let me know if these came from you. I'm fairly certain these pertain to code that is already in production rather t han code waiting to go to production. 

Michele 

Michele Grant 


Senior Product Manager I Lifelock® - Relentlessly Protecting Your Identity™ 


949.788.0607 x6022 Office r)(5),(b}(?)(c) lceu 

michele.grant@lifelock.com 

20 Pacifica, Suite 300, Irvine, CA 92618 

From: anne-marie olson [mailt1(bl~),(~~:)~~
Sent: Wednesday, October 09, 0 1.1:'. 
Tot(b)(3)6(ff), I 
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Cc: Michele Grant; annemarie.olson@ifelock.com 
Subject: Re: Moving stories to the correct backlog 

Generally, security vulnerabilities should be remediated prior to going to production. Not sure ifthat helps because I don't know what the 
vulnerabilities are. Glad to discuss farther if you need. amo 

3 6 4
On Mon, Oct 7, 2013 at 6:27 'PM, Erik Heyeck ....l (b- )-( -) _(_f)._(b-}(- )______.I wrote: 

Michele, 

~might know tbt: answl!rs you art: looking for. These storit:s wl!re created uo<lcr her supervision. l have not met with lnfo Sl!Curity to gl!t their 
mput into tliese stories. 

I would suggest reaching out at AMO (Annemarie) and getting security's prioritization. 

Sorry I couldn't help more. 

Sent from my iPhone 

On Oct 7, 2013, at 1: 15 P.M., "Michele Grant" <Michele Grant@ljfelock,com> wrote: 
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The ones you have marked for Retention look like high priority security issues to me_ ls that right? What is 1he expec1ed timeline for 
completion? My concern is that the Retention team is already committed to high priorities for the rest ofthe year and we may not 
have capacity. I may need to fight for an additional resource. I'm wondering ifthese are critical enough to help me do that. 

Thank you, 

Michele 

Michele Grant 

Senior Product Manager I Lifelock® - Relentlessly Protecting Your Identity™ 

949.788.0607 x6022 Office r)(6).(b)(? )(C} f ell 

michele.grant@lifelock.com 

20 Pacifica, Suite 300, Irvine, CA 92618 

From: F<1rr<1h Holm;m 
Sent: Monday, October 07, 2013 11:32 AM 
To: Michele Grant 
Subject: FW: Moving stories to the correct backlog 

Michele, 

Can you take a look at the sto1ies below for Retention and move the stories into Retention ifyou agree? 

Thanks, 
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Farrah Holman, PMP 


Program Manager I LifeLock® ·Relentlessly Protecting Your Identity™ 


480.457.5127 Office I (b)(5),(b)(?)(C) Cell 

farrah.holman@lifelock.com 

60 E. Rio Salado Parkway, SL1ite 400, Tempe, Al 85281 

Th111nk~ 

For the vulnerabili ty ones. those should be prioritized ahead ... 

From;j{b)(1) 6(t}, f 
Sent: Frida 0Cto6er 04, 2013 4:01 PM 
To: (b)(3):6(f),(b) Farrah Holman 
Cc: .,..(4.....,_..,.,......,........,.. 

SubJect: Moving stories to the correct backlog 

All, 
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l 'm have been going thru my Enterprise backlog and l believe the following user stories are in my backlog in error. I do not want to 

move them to your project 's without you knowing. Please review these tasks with your PO and if you agree they belong in your 

backlog please feel free to take them. Please let me know which ones you do not take so 1 can properly plan a~ap. The language 

in ( ) parentheses is my findings on these stories. The language before the () is from the user story. Thanks, ~ 


l(b)(3):6(1).(b)(4) I 
• EAD-66 MetraNet Account Reconciiler Job shall provision PENDING accounts in Billing system (According to ~~)~~r6 the core 

team is taking care of this sto1y) - - ­·

• EAD-86 TVR Batch Job - Date difference error. (Alert phone calls are failing due to daylight savings time. The re-factored code 

no longer ignores this situation. Members are not get.ting their alert phone call) 


• EAD- 11 2 Analyze Enrollment throughput. and identify the bottlenecks (The ticket does not describe whicl1 system is impacted, 

only that 25 concurrent enrollments are allowed at one time) 


• EAD-104 Annual renewal notices going to monthly members 

• EAD-134 IDV report I incident auto (this is a fulfil.lment error. Enterprise does partner batch jobs, not fulfil lment batch jobs) 

r )(3) 6(f).(b)(4) 

• EAD-60 Vulnerability Remediation · Hidden Directory Enumera6on (potential hijacking situation. lt's unclear which site the 

ticket is referring to with this finding, please check www,Jjfelock com, secyre.lifelock com, and lifelock. jobs.) 


• EAD-95 Vulnerability Remediation · Reflected XSS (Vulnerability issues related to Webstore) 
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Farrah - B2B 

• EAD-120 Motivano job writing Pll to log files (This is an impact to tbe B2B fi le processing process) 

Farrah - Uetention 

EAD-61 Vulnerability Fix - Disable AutoComplete (Vulnerability issues related t~(b)(3):6(1),(b)(4) I• 

EAD-63 Vulnerability Remediation - Cookie Settings (Potential hijack situation with j\~/(3)6(1),(b)• 

• EAD-64 Vulnerability Remediation - HTTP Response Information Disclosure 

• EAD-62 Vulnerability Remediation - No Clickjacking Protection (Vulnerability issues related to (b)( ) (f),(b)(4) 

• J::AD-11 I (Service Session ID) As LifeLock, l will collect data to run reports, so that l can detenni,ne how our service teams are 
performing across internal and external smirces and across all platforms. (This is a modification/ integration betweenl~~)Pm, lphone 
vi:udor ~ml l(b)(3):6(f),(b) IIL is lo ass the phom: scssiou lD on scrvi1.:c 1.:~ll) 

Thanks, 
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b)(J}:tl(T),(0)(4} 

The information contained in this transmission may contain privileged and confidential information. Tt is intended only for the use ofthe person(s) 
named above. Tfyou ai·e not the intended recipient, you are hereby notified that any review, dissemination, distribution or duplication ofthis 
communication is strictly prohibited. Ifyou are not the intended recipient, please contact the sender by reply email and destroy all copies of the 
original message. 

The information contained in this transmission may contain privileged and confidential information. It is intended only for the use ofthe person(s) 
named above. Tfyou are not the intended recipient, you are hereby notified that any review, dissemination. distribution or duplication ofthis 
communication is strictly prohibited. If you are not the intended recipient, please contact the sender by reply email and destroy all copies of the 
original message. 
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From: 
Sent: 
To: 
Subject: 

'•"iltJll~f:ft~;~w~~~:~m~~m 

~;1;;m ,:d, ·;w==;:r<b>-- . =:T .$~·· -· ·-- ·-­

(b)( 
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Austin Appel 

Information Security Anf!~~~l ' i~~ocr-Relentlessly Protecting Your Identity™ 

0: 480.457.2061 I M: ) bl ,(b) 
Austin.Apoel@lifelock.com 
60 [ Rio Salado Parkway, Suite 400, Tempe, AZ 85281 

2 

LIFELOCK-0032899 

mailto:Austin.Apoel@lifelock.com


UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 
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V. 

LifeLock, Inc., et a l, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT _ 40_ TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains excerpted pages only and does not contain all of the 
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contains redactions which are identified in the document by blacked out text 
or the text "REDACTED." 



CONFTDENTT/\L
Greenberg 
Traurig 

Andrew G. Berg 
Tel 202.331.3181 

Fax 202.331.3101 

berga@gtlaw.com 

September 19, 2014 

Gregory Madden, Esq. 
Federal Trade Commission 
600 Pennsylvania Ave., N.W. 
Mailcode: CC-9528 
Washington, DC 20580 

Re: LifeLock, lnc. 

Dear Mr. Madden: 

This responds to your letter dated September 2, 2014 in which you made fo llow-up inquires to 
our previous submissions relating to LifeLock's information and data securi ty practices. We 
have set fo1th the requested information (subject to your modification to those requests by e-mail 
dated September 11, 2014) following the order of the requests in your letter. (Please note that 
your questions are set forth below in bold typeface). 

Response to Penetration Test Findings 

Included in the documents that were provided to the FTC were "Vulnerability 
Remediation Requests" (" VRR") related to findings resulting from third party 
penetration tests of LifeLock 's systems. Each of these VRRs was given a ticket number. 

1) 	 For each of the VRR ticket numbers identified below, please describe how 
the request was addressed. 

VRR 81911 - Sec Bates Number LIFELOCK-0089185 

VRR 81915 - See Bates Number LJFELOCK-0089212 

VRR 81916 - Sec Bates Number Ll.FELOCK-0089214 

VRR 81926 - Sec Hates Number LJ.FELOCK-0089223 

VRR 81932 - See Bates Number LIFELOCK-0089225 

VRR 81953 - See Bates Number LlFELOC K-0089227 

VRR 82259 - Sec Bates Number LIFELOCK-0089258 

VRR 82261 - Sec Bates Number .LIFELOCK-0089259 

VRR 82263 - See Bates Number LIFELOCK-0089261 

VRR 82267 - Sec Bates Number LlFELOCK-0089263 

VRR 82269 - See Bates Number LIFELOCK-0089330 

VRR 8227 1 - See Hates Number Ll.FELOCK-0037592 

VRR 83219 - Sec Bates N umbel' LIFELOCK-0089117 

GreenbergTraurig. LLP I Attorneys at Law I 2101 L Street, NW I Suite 1000 I Washington. D.C. 20037 I Tel 202.331.3100 I Fax 202.331.3101 I www.gtlaw.com 
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Gregory Madden, Esq. CONFIDENTIAL 
September 19, 2014 
Page 2 

Include in your description what steps were taken to address each VRR, 
identify the elate each such step was taken, identify the individuals involved 
in each step, and identify the status of the request at this time. 

The referenced VRR tickets were al I opened in late 2012 and handled by the former Information 
Security group within their l (b)(J):ti\TJ,\b)(4) 

(b)(3):6(f),(b)(4) 

The chart below provides the requested details for each of the referenced V RR tickets. 
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No 
oescr1p:1on Step.s to t;d-dress/'Date Pan cipant: s~atus 

SHH 01 1a~;: .!..uto 
Co1'1plete 

- The vu nerabi it',' ""as plotco;;d into thE Soft·.vare Er1gineers' t ickoet 
s•;stem, "n the backlog for th;; scrum team for furth~r re·,· ·ew. No·: 

'12 
<: The t'1det was c:osed b·~ the Scrum Master without 

documentat:on of evalt1ation. Aug '14 
0 The Information Securit•,· .Engineering team re-e•:a·u·ated the 

vu nerabi it•r ;rnd determined th;;r the vuln.:rabilitv cannot be 

controlled within the a,pp:katio11 sett';ngs. It is controlled b~· the 
user'.s bro,.,.ser. S,;;p '14 

1n'c111iatlc'1 :~cur ty 

!;()";-,-. a' e Eng1 ieermg 
Pt,10 

Clo!-:<! 

ll19lS Cookie 
~tbni:;s 

c The \ill nerabi it~· wa:; placed into thi: Software Engini:ers' t idci;,t 
S','Stem, ~n t h.:- backlog for tho: .cru m team for furthoer rev"ew. No•.· 
'12 

'• The t idet 'lias c c•:;ed b·,· the Scrum Master ;•1ithout 
documi;ntafon of .;valuation Alig ·~A 

0 The Information SH\.lrit}' Eng111eHi11g tei!!m re-e•:a uated the 
vu 11erabi it•; and it ha• beoen re-H1bmined to t l1e Soft·.vare 
Engi,-,eering team for r.?med iation. Sep '14 

ln'cmntion ~~unt•1 
5o":-1·•a•e Engi ~eenni; 

PMO 

Re· 
CCEliEd 

111916 HTIP 
•.'llponse 

c The \i ll nerabi~ity was pl ac.;d into the Software Engini:-ers' t icket 
>~·stem, ;n the- backlog for the ~m.. m team for furthH re·;iew. Ne": 
'l'.:! 

·- The t icket was c'csed b·nhe Scrum 1'·1aster without 
docum.entat:on of .;vol•.1ation. At1g '14 

O::• The Information Securit•,· eng·inei:r ing team re-e•:a uated the 
vu nerabi it•,• and it has be;;n re-ass gned to the Net1<Jork te;m for 
re111ediafron..Sep '14 

1nformat1~ secunt·, 
.>o+t.-.•are : ngiMe'lnl: 
?t\10 

P.e· 
C!:l~li~d 
and 
Reo.ssrgn 
ed TO 

Ner.vor>: 

1!;1!il26 Hi<lden 
Or rectory 
Enumera.tio 
n 

The Vllfnerabi it•( was pl~c;;d into the Soft·.vare Eng,n.:ers' t :~lo:.;t 

;•,•stem, n the backlog for thi;, scrum team for furthH rev;ew. Ne»: 

'11 
c The vulnerabi it',' was rem.;d1ited although the t id'.tt was not 

updated with a date of fi>:. 
0 Sr. App Sec Eng·111ee r va.lidated remediation. Jun ' 14 

111fcrmat11:;, $~1.Jrrr•1 
!iO':'.·.are Engineer1nr; 

clc;so:d 

ll19H cde•:Jae~ ing 1; The vu·nerabi if!,' was placed into the Soft.,\'are Engin-=ers' t •clcet 
.s•,·stem, ·n the backlog for the scrum team for forther re·, 1ev•. No~· 

' 12 
c The t icket was c·osed b'l' the 5crum Master \\o ithout 

documo=ntat'.on of ;:valuation. At1g '14 
0 The lnformiiltion 5ernrit·,· Engineering teim re-e·:a uated the 

vu ner abi ity and doetermined that 'lihi e the vulnerability i~ a low 
ris~, it shou Id be re-e•:a uat,;,d by the Sr. App ication So:curit•r 
Engineer and the Soft1vare Eng'11eeri11g:tea m for remoed>3'tion or 
to reci uest a ris~ acceptance. Sep '.'..4 

1nfc:.r11'1aticn ~ec.uriflf 
~o~ware Engineermg 
Pr.10 

P.e­
Op-e~d 

!lHS3 ~eflected 

xss 
- The vu nerabi it'r' was placi;,d into tl1e Soft·,yare Engineers· t ·ci.:"'t-

S','Stem, ·,n the backlog for the ;crum team for ft1rther r-e·: ie ·1• No.,. 
'12 

: The vulnerabi itv was reml?diated altho~111h the f idl?t was not 

1nfcrmation ~~ur t•, 
Sob'are- Eng1ne.er111g 

clcsed 
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·= 

updated with a. date of fo:. 
Sr. />,nn~.ec Ene·:neervalidated remed.1atio11. Sep '14 

32.259 No ~nt1Vlr w 

on t.'etranu 

.. 

r:· 

c 

The Vll nerabi it•,· was pl11c.:-d into the ticket ng :;:y:;.t<cm for the 

Svstems teilm for further revie,~ No-.• ·12 
Because the sy~t"-'m had tro1,.1bles f'\inning ·.v·~h AV instal ed, the 
~;'(stem Engineer requested ill e~cept1011. Mar'13 
Because of the instabi it•,• of the s.ystem and beca\.lse the s·,·stem 
was going to be replacect, the Sr. lnfoSec Engineer noted that he 
wo\.lld gr;i,11t e;.;ception. Mar 'l3 

lnic.rmatl(,,1 5e<ur W 
~·1 s:ell's ream 

Clc.Hd 

32261 Vilidate 
crecle1rn1 s 

- A req 11est was placed into the ticketing S','Stem for the ::iatabase 
Adm inhtration team for further re\• ew The r,..comm.:ndation 
•'HS for the OBA to revie••1 user accounts. va l1dat<? that none ;ve 
llsing d&fat ilt ~redent"1als, and to remove or chsable accounts tnat 
are not needed. No~· ' l.? 
Out of 2.0 IDs t l1 at were re·~ieY•ed, one ID •.,as detem1 ned that it 
1•1as not needed ano 1t v•as ro::moved. All other accounts are 

needed and nonoi' are using defau t crede11 tla s. Mar '13 

Dnabase 
O:.dr'!rn1strat1ori 
111'crmatic;n ~ecur t~ 

Clcud 

1!2263 115 Running 
as LOCil 
:.dmln 

: 

.. 

: 

The v11nerabi it1· was placed into t l1e ticketing S\•steni for tl1e 
.Svstems team for further revie1•1 No·,• '11 
The Systems Engineer was valid a.ting ,.,;th Vendor that opp ication 
needed llS to run as ocal ac1min. Mar 'B 
Although it is not updated about the \lendor appl' cat :on 
requirements, the !.ystet11 Engineer made a requeJt for an 
excepf1on. Beca-use of the i11m~bi It·,· of the s·,•sti:m and beca1.1se 
the S')•stem 1'1 as goin.g to be replaced, the Sr. Info Sec Eng·neer 
noted that he WOll d gram th" excoi'ption. 1'1'1ar 'H 

lnlormatl.:; 1 ~Ku11t~ 

svnems narn 
Closed 

ll2Z67 !;.5~ .:.I O'ltS The Vl1'11erabi it·,· was plac.;,d into th~ ticketmg s·~stem for the S•fs1ems rum Ch:md 
Poot Login 

.. 
Systems team for further review. Nov ' L2 
The Systems team remediillted and validated that ~.er..er bui ld 
hact thts d'L>abled. Feb ·13 

111lo11m tlo<'l ~ecuri ty 

llZ2&9 !.UDO Conf1& 
~.·e1 y 
Perm1ss1•, e 

. 

. 

.: 

The Vll nerabi it·,· was place-d into the ticketmg s•,•stem fer the 
Sy'stems team for further re•1ie1v. No·.• ·12 
A r.;gular mer is requuted for a password ;..n adminis.trator Is 
not. .Z..n e~cept on was r.;que:s~ed. 

The System En11ir1ee r made a reque~t for an e:;cept on . Th.; 
compensating comro s ar'1 that SU:>O is alr.:aidy restr cted only to 
adm' nistrators and that Tripwire would b.,. \.lSe d to monitor. The 
$r. lnfoSec Eng'111&er noted that he wou'd grant the e~cepr. i on. 

Mar· 13 

5•,nerm rearn 
l11'ormatio1 5ecurit•1 

Clett.:i 

ll227l SSH Po1t 
•ornarding 

c 

-

The vu nerabl it·,· was pl;;c.:d into the ticketing s-rs.tem for the 
Systems team for further review. Nov ' L:'.! 
The Systems team remed1ated and va lidated that s.er.·er build 
had this dlsabled. Apr '13 

!i~ntms iHn1 

ln'ormation 5ecur1t •1 
Clcmd 

63219 :>1rectcry 
-raversa 
Faw 

; The vu nerabi it•,· was pl;;ced into the ticket'ng :;y;;to?m for the 

Systems team for further r&view. No·.• ' l :'.!•lalidated by 
lnfom1atio11 Sernrit•; Engineering that rt i:;; no ong.;.r an .s.;w:. 5ep 

!i~s-:~..,~ -ream 
Jn;cr111at1011 ~ ec ur t•1 

Clcs~ 

'L4 
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2) 	 Please produce the documents identified in the Comments section for Testing 
Procedure 11.3.b that is located at Bates Numbers LIFELOCK-1321-22 of 
the Table titled "PCI Report on Compliance for LifeLock." (See highlighted 
portion of Attachment A hereto.) If you believe these documents have 
previously been produced, please identify them by Bates Number. 

The requested documents are being produced along with this response. 

Monitoring Activities 

1) Please identify when the "Monitoring Procedure" was first implemented. 

Identify, by date, each instance when the monitoring procedure was not 
followed for: 

• 	 Automated Alerts; 
• 	 Daily Reports~ 
• 	 Weekly Reports~ and 
• 	 Monthly Reports 

2) 
a. 	 Identify each date that LifeLock received 

(b)(3):6(f),(b)(4) 

referenced in Attachment B. Describe the actions that LifeLock 
took with respect to each such alert and include in your response 
the date when LifcLock took such actions with respect to each such 
alert. Produce all documents supporting your response. If you 
believe these documents have previously been produced, please 
identify them by Bates Number. 

b. Identify each date that LifeLock received l (b)(3)6(f),(b)(4) 

(b)(3):6(f),(b)(4) 

(bJ(;j) 6(t),(bJ(4) !referenced in Attachment B. 
Produce all documents supporting your response. If you believe 
these documents have previously been produced, please identify 
them 	by Bates Numbcr. 

c. 	 Identif each date that LifeLock received (bJ(3J:5(fl,(bJ(4) 

(b)(3)6(f),(b)(4) 

(b)(3):6(f),(b)(4) reports referenced in Attachment B. Produce all 
ocumen s supporting your response. If you believe these 
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0 	 lm(3Ja(f),(b) Iis a service that provides information of what 

vulnerabilities could be present in an environment. The 'prior 
Information Security team chose not to implement this service. 

o 	 This service was not completely implemented to scan the LifeLock 
environment that the prior Information Security team was testing. 
As a result, the reports created by the tool are not indicative of 
what vulnerabilities were present. 

o 	 In lieu o (b)(3l:5(t),(b) LifeLock erforms vulnerability scans using 
its (bJ(3l5(t),(bJ(4l and has a process to track 

and handle the resulting vulnerabilities. LifcLock is providing the 
l)~lm 5(fl, Iscans for the FTC's review. 

VLAN Scans 

1) 	 Please identif all of the Virtual Local Arca Networks (VLANs) referenced 
in (b}(3l6(f},(b}(4l statement that "not all PCI vlans were being scanned." 
See Bates Number LIFELOCK-0031169, July 15, 2013 email from(~)(~)~ 
l\~/m 6(f), Ito Tony Valentine, (Attachment C hereto). Provide the da cs a 
scans of such VLANs were conducted firom October 2012 through March 
2014. Produce all documents supporting your response. If you believe these 
documents have previously been produced, please identify them by Bates 
Number. 

During PC! readiness activities in 2013 l(b)(3ia(/),(b)(4l !became aware that there were two vLANs 
that were not being scanned for vulnerabilities and needed to be s~nned to meet PCI 
requirements. Promptly upon discovery, l\~l\~/;~ , lhad Austin Appel add these vL/\Ns into the 
vulnerability scanning tool, l~~~W6(fl, I to be scanned for the remainder of the PCI reporting 
period. 

The VLANs are: Voice REDACTED , 4111 St Voice , and Legacy Application 
Network They were added to (b)(3) 6(f), on 4/4/20 13 and have been scanned since 
then on a quarterly basis. Screenshots have been prov1aed of the scans. 

Also, sine (b)(3l5(f),(bl(4l has been in the CISO position, she has worked with her team to 
expand vulnera 1 1 y scanning to critical production vLANs, regardless if it is a PCJ requirement. 
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Please accord the foregoing inforrnation and enclosed materials confidential treatment under the 
Com 'ssion's Rules of Practice. 

1 
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UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT 41A TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains redactions which are identified in the document by 
blacked out text or the text "REDACTED." 



FfC has submitted 'Ex. 41A- LIFELOCK-0138077-78 (REDACTED).xlsx' in native format on 
CD with its contemporaneously fi led Motion for Leave to Allow the Non-Electronic Filing of 
Exhibits. 

FTC-0002924 
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FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT _ 41B TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains redactions which are identified in the document by 
blacked out text or the text "REDACTED." 



FfC has submitted 'Ex..41B - LIFELOCK-0138077-78 (REDACTED).xlsx' in native format on 
CD with its contemporaneously fi led Motion for Leave to Allow the Non-Electronic Filing of 
Exhibits. 

FTC-0002925 
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FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT _ 42_ TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains redactions which are identified in the document by 
blacked out text or the text "REDACTED." 
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UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED EXHIBIT _43_ TO MEMORANDUM IN SUPPORT 

OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 
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From: 
Sent: 

W )(3):6(f},(b}(4) j[Stephanus.Setiawan@lifelock.com] 
ednesday, Apni 1 f, 2013 2 :36 PM 

To: Ann~lson 
Subject: Re: ~Lack of Antivirus on Metranet Server(s) 

Accepted. Thanks 

From: AnneMarie Olson <,t>,.nneMarie._Q_l_~_Q_ll_@.l_ife l ock.com> 


Date: Wednesday, April 17, 2013 2:21 PM 


To:j(b)(3):6(ff) (b\(4) 

Cc: AnneMarie Olson <~.r:in.eM._a~[g.,Ql~9.1J.@!.i.f.g.[Qf)',._c9!11> 


Subject : FW:ji~[Jack of Antivirus on Metranet Server(s) 


~ Have you had a chance to look at this? I need your acceptance ASAP so I can forward to the Security Advisory Group for t heir approval. This is an 
~the PCI audit. amo 

i<bH3> 6(t>.<I 
We (Security) are implementing a revised process for risk management where, among other things, we will have a person or persons accept the risk of a non­
compl iant security policy. This process was reviewed and agreed upon by the Security Advisory Group (SAG) which also agreed that certain other parties who, to 
some degree, control the risk would also accept the risk. 

Such is the case with the attachedl(b)(3):6~),(b)(4) !which documents the fact that we do not have antivirus running on the Metranet Servers. Please 

review the(Q[Jand reply to this email wit "I accept t his riskn I wi ll then send to all members of the SJ\G for t heir acceptance. 


If you would like to discuss, feel free to ring or stop by. amo 

LIFELOCK-0032489 

mailto:r:in.eM._a~[g.,Ql~9.1J.@!.i.f.g.[Qf)',._c9!11
http:t>,.nneMarie._Q_l_~_Q_ll_@.l_ifelock.com


UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT _ 45_ TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains excerpted pages only and does not contain all of the 
pages in the full bates range of the original document. 
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FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT _ 46_ TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains redactions which are identified in the document by 
blacked out text or the text "REDACTED." .. 
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From: 
Sent: 
To: 
Cc: 
Subject: 

Attachments: 

REDACTED 

Gwen Ceylon, CISSP CISM CISA 
Contractor - Information Securit /Compliance 
480.457.2101 Office I (b)(6),(b)( )(C) Cell 
gwen.ceylon@lifelock.com 
60 E. Rio Salado Parkway. Suite 400. Tempe. AZ 85281 
Lifelock® - Relentlessly Protecting Your Identity™ 

LIFELOCK-0085232 


mailto:gwen.ceylon@lifelock.com


FfC has submitted 'Ex. 46 - Lifelock-0085281_REDACTED.xlsx' in native format on CD with 
its contemporaneously filed Motion for Leave to Allow the Non-Electronic Fil ing of Exhibits. 

FTC-0002926 




UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT _ 47_ TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains excerpted pages only and does not contain all of the 
pages in the full bates range of the original document. 
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From: Gwen Ceylon 
Sent: Thursday, January 17, 2013 6:23 PM 
To: Tony Valentine 
Subject: FW: PCI Environment Full Vulnerability csv Report January Scan.xlsx 
Attachments: PCI Environment Full Vulnerability CSV Report January Scan.xlsx 

FYI... 

Gwen 

u nerability CSV Report January Scan.xlsx 

l(b)(3) 6(1),(b)(4) 

I thought I would share with you a different way to look at vulnerabilities on the systems. It's the how I like to look at it anyway. 

Currently there are about 200 VRRs inl(b)(3):6(f), t136 are past due. Now some mieht say 200 VRRs-200 vulnerabilities, that's not so bad. But that's not the 
reality. Currently there are 4669 vulnera6lli ties on t e systems in the PCI environment. Most of them ranked critical. 

Yes, looking at the first tab, those very tall World Trade Center looking bars in the red-are a bad thing. 

Some of the VRRs the secur ity euys enter contain hundreds of vulnerabi lities in them. Plus the-y set the priority of the ticket to low - making everyone bel ieve 
even more it's not such a big deal. But the auditor is not going to l ike seeing this many critical vulnerabilities especially since control 6.2 of the PCI DSS is now a 

requirement that you remediate critical vulnerabilities w ithin a month. 

I don't know what your guys think when they open a VRR and see lOOs of vulnerabilities listed by title, with maybe a CVE number or MS bulletin number with a 
note from Information Security saying "Please apply the patch", It's got to be overwhelming. Your guys don't have time to google ever CVE number to figure out 
what patch n eeds to be applied. This spreadsheet contains that information in the remediation column. 

You may now be thinking, "OMG, how did we create this nightmare for ourselves?" But wait, it's not as bad as you think. 2593 of the 4669 vulnerabilities exist on 

just 9 systems. Get those 9 off the network, f ix them, replace them, pull the plug, whatever, and over half the vulnerabilities disappear. That is a huge leap in the 
right directi0n. A different way to tackle this, but I think it is an effective way. 

LIFELOCK-0085248 



CONFIDENTIAL 

Gwen 

Gwen Cey lon, CISSP CISM CISA 
Contractor - l nformati,~~~~!l./j 
480.457.2101 Office (b}(6),(b}(7)(C) 

gwen.ceylon@lifelock.com 
60 E. Rio Salado Parkway. Suite 400. Tempe. AZ 85281 
LifeLock® - Relentlessly Protecting Your Identity™ 
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UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT _ 48_ TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains redactions which are identified in the document by 
blacked out text or the text "REDACTED." 
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av1 n gman; AnneMarie Olson 
led SOPs 
Zip Procedure_update.docx.doc; Rogue Wireless Monitoring_update.docx.doc; 

erability Management Procedure _updated.docx.doc: Software Evaluation and Approval 
Procedure_update.docx.doc 

From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Hi, 

I have updated the SOPs from earlier in the week due to the "new" template. You w ill notice that I highlighted the areas 
that st ill need input. 

Let me know if you have any quest ions. 

Thanks for your patience during this process. 

](CU"ewOvert0111 

Technical Writer I Lifelock® - Relentlessly Protecting Your Identity"" 

480.457.2087 Office 

Karen.Overton l@ Lifelock.com 
60 E. Rio Salado Parkway, Suite 400, Tempe, AZ 85281 

LIFELOCK-0018299 
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Vulnerability Management Procedure 

Classification: Confidential Version#: 1.0 

ADMINISTRATION 
NOTES 

@~(9\i~Li~~t~:· 

~~<~ij~~jpg~~; 

Vulnerability Management Procedure 

IBACKGROUNruPURPOSE 

This procedure provides guidance on vulnerability management practices to identify 
vulnerabilities on Lifelock information systems for remediation. 

Internal vulnerability scans are scans that search for misconfi, ured s stems or systems that 
need updating on our network. Currently, Lifelock utilizes the (b)(3)6(f),(b)(4 and WhiteHat 
products for this purpose. Once a vulnerability is found, we must review 1t, ma e action 
decisions, and follow through on those action decisions. 

IPROCEDURE 

Unless noted, the Information Security Team pe1iorms the following tasks. 

1. 	 Run an internal scan. Internal vulnerability scans are run periodically throughout the 
year: 

• 	 Internal - (b)(3)6(f), every six weeks 

• 	 External (b)(3)6 monthly, submitted each quarter 

• WebApp - WhiteHat: daily 
When a scan finishes, it becomes available for viewing in the respective home pages. 

2. 	 FormL1late a list of actions to be done per host, using a tracking spreadsheet made from 
exported scan data and ~laced in the share drive. 
a. 	 A search ofl(b)(3):6(1),(bl4) jis pe1formed lo distinguish which vulnerabilities are 

awaiting verification. 

• 	 Existing tickets are marked on the tracking spreadsheet as to be closed 
(remediated), to be sent back 

• 	 If a ticket exists that is still undergoing remediation efforts, it is captured in the 
next step (2b). 

b. 	 Vulnerabilities are looked at host-by-host to determine new vulnerabil ities. 
c. 	 Exceptions exist for a number of previously-seen vulnerabilities. To deal with 

vulnerabil ities from non-exempted systems: 

1. 	 Ensure the new vulnerability matches previously seen vulnerabilities (i.e., User 
name is the same for a user's directory having broad permissions). 

2. 	 Submit exemption request for new vulnerability. 
3. 	 Information Security Team Manager reviews the exemption request and makes 

an action decision. 
3. 	Work through the spreadsheet (Information Security Team) and perform the required 

actions: 
a. 	 Send any existing tickets marked as "to be remediated" that show up in a new scan 

back to the relevant remediation group. As needed, Information Security will provide 
input to help the remediation team resolve the issue. 
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b. 	 For previously seen vulnerabilities. adapt a duplicated previous ticket for this 

instance. 


c. 	 For updates, assign the following severity levels. Note that at the Information 

Security Team's discretion, these severity levels may vary. 


• 	 A severity code of Medium to any updates with published Metraploit modules, 
exploit code, or exploit kits abusing the vulnerability. 

• 	 A severity code of High to updates that are externally accessible. 

• 	 A severity of Low for updates not covered above. 
d. 	 Close the relevant tickets for verified remediations. 
e. 	 Hold a meeting where each new vulnerability is discussed with its context in order to 

arrive at an action decision. The action decision is then executed. 
4. Perform the directed remediation actions, following these SLAs for each ticket: 

• 	 Critical priority: 48 hours 

• 	 High priority: 2 weeks 
• 	 Medium priority: 4 weeks 

• 	 Low priority: 8 w eeks 
5. Assign the VRR (Remediation Team) back to the Information Security Team. The next 

vulnerability scan will run after 60 days. The vulnerability ticket will either be closed or 
sent back to the relevant remediation team depending on if the remediation effort was 
detected as being successful: 

I APPLICABILITY 

This procedure applies to all devices in the PCI environment scope capable of propagating 
malicious code that are attached to the Life Lock network. 

I REFERENCES 

I CONTACT 

General Questions 

Quest ions related to this Procedure can be sent to Information Security. 

I REVISION HISTORY 

Ver. 
No. 

Release 
Date 

Prepared 
By 

Reviewed 
By 

Approved 
By Description 

·1~0 N~WFfrdd~ct~i€e 
Revision 
Annual Uodate 
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END 
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Software Evaluation and Approval Procedure 

Content Owner: Security 
Anal st IV 

Approved By: Sr. Security 
Engineer 

Classification: Confidential Version # 1.0 Approval Date: 03/18/13 

Reference No. 
REDACTED 

ADMINISTRATION 
NOTES 

Effective Date: 03/18/13 

Software Evaluation and Approval Procedure 

I BACKGROUND/PURPOSE 

This procedure establishes instructions for the Information Security (IS) t o manage requests from users 

to install new (not previously approved) software on his or her workstation or on any device managed 
by ATS. Approval ofsoftware is a joint effort between IS and UTS; both areas must approve all 
software. 

I DEFINITIONS 

SECURITY-APPROVED SOFTWARE LIST : List of .~oftwarP. rnrrP.ntly installP.rJ on workst;itions t h;it 

is approved by Information Security. 

I PROCEDURE 

User Technology Services (LITS) and Information Security (IS) must review and approve all software prior to its 
installation. This approval may occur on behalf of the entire organization, a subset of the organization, or at an 
individual level. The following outlines the steps to be taken when a user requests new software or when 
unapproved software Is discovered on a user's workstation. 

1.0 Software Requested Prior to Installation 
# 

Input 

1.1. 

1.2. 

1.3. 

Step Name 

Requester submits a 

service request t icket 
usingl\~/(3): 6(f),(b) I 
request ing installation of 

software. 

Approve the software ­
UTS 

Check the Security-
Approved Software List to 
determine if software is 

already approved. 

Evaluate the software 

Responsibility 

UTS 

UTS 

lnfoSEC 

Relevant Functional and/orTechnical Procedures 

• Using Application Management Procedure, approve the 
software 

• If not approved, notify the user via the l~~((3):6(f),(b) lt icket 

• If approved, continue to step 1.2 

• If the software requested appears on the list (exactly, 
including version number), and i.:ondit ions i:lre rnet as 
outlined in the User Technology Sof tware Installation 
Procedures, the UTS representative will ins.tall the 

sof tware. 

• If the software requested does not appear on the list, 
reassign t he t icket to Information Security or create a t ask 

within the ticket and assign to IS requesting an evaluation. 
If applicable, 

• Check the developer's reputation if possible 

• Confirm the download si te is safe (via Urlvoid, Norton 
Safeweb, McAfee Site Advisor, and WoT) 
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# Step Name Responsibility Relevant Functional and/orTechnical Procedures 

• Check Secunia tor any known vulnerabil it ies . 

• Do a general google search for any undisclosed 
vulnerabilities 

• Upload the fi le to l(b)(3) 6(f), land confi rm it has a safe
l b\(41 

rating 

• Scan the file w ithl(b)(3):5(t),(b)(4) land confirm it comes 
back clean 

Note that Security does not test the software for compatibility 
issues with the standard image or confirm the software is 
appropriate for the job duties of the requestor 

1.4. Approve the software lnfoSEC • Add t he software to the Security-Approved Software list 

• Notify UTS they may instal l the software 

1.5. Do not approve the 
software 

lnfoSEC • Notify UTS the software is not approved for installation. 

1.6. Notify User UTS • Notify user that either the software is installed or will be 
installed and continue to step 1.6 

• Notify user t hat the software is not approved by 
Information Security - COMPLETE 

1.7. Install the software UTS COMPLETE 

2.0 Unnaproved Software Discovered on Workstation 

# Step Name Responsibility Relevant Functional and/or Technical Procedures 

lnp 
ut 

During workstation scan, 
unapproved software is 
discover on user's 
workstation 

lnfoSEC • Contact the user to request the business need for the 
sottware. Remind the user they are not to download 
software using their admin rights. 

• Open an incident. 

• If the user provides business need for the software, 
continue to Step 2. 

• If the user is unable to provide a business need or 
reports he no longer needs t he software, request he 
remove the software immediately. Rescan t he 

workstation to validate it is removed and then update 
and close the incident 

2.1. Evaluate the software lnfoSEC Use the same process as det ailed in 1.2 

2.2. Approve the software lnfoSEC • Add the software to the Security-Approved Software 

List. 

• Notify the user the software is approved and remind 
them again that policy prohibits t hem from 

downloading software. 

• Update and close the incident • COMPLETE 
2.3. Do not approve the 

software 
lnfoSEC • Notify user that software is NOT approved and therefore 

he must remove the software immediately. 

• Rescan the workstation to validate it is removed 
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u Step Name Responsibility Relevant Functional and/or Technical Procedures 

• Update and close the incident - COMPLETE 

I APPLICABILITY 

All software, including freeware, COTS, et al. to be installed on a workst ation. Software on servers is out 
of scope; in plan for Q2-2013. This procedure does not include UTS's role in software management. The 

Software Evalua tion and Approval Procedure assumes UTS has approved the software from a 

functionality and management perspective as it relates to packaging, deployment. and administration. 
UTS maintains a separate procedure for this purpose. 

I REFERENCES 

The tallowing is a list ot documents t hat support this Procedure. 

• 	 Security-Approved Software List (lnfoSEC sends to UTS each month and immediately when 
changed) 

• 	 Appl ication Management Procedures (UTS) 

I CONTACT 

General Questions 

Questions related to this Procedure can be sent to Information Securi ty 

I REVISION HISTORY 

Ver. 
No. 

Release 
Date 

Prepared By 
Reviewed 

By 
Approved 

By Description 

1.0 3/18/13 Anne-Marie 
Olsen/Security 
Analyst IV 

Tim 
Oliver/UTS 

Dave 
Bridgman/ 
Sr Security 
Engineer 

New Procedure. Replaced Doc ument Number 
REDACTED with Reference Number. 

Revision 

Annual U date 

END 
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MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED EXHIBIT _49_ TO MEMORANDUM IN SUPPORT 

OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 
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From: 
Sent: 
To: 
Subject: 

Definitely. I think we al ready have the problem of a number of vulnerabilities in the backlog. 


So we are in agreement that this is the way to go ahead and handle these tickets in the future? If so, I wi ll start creating 

tickets next week following this procedure. l(b)(3):6(f),(b)(4) 

(b)(3) 6(f),(b)(4) 


If you ever have any questions regarding t his, feel free to reach out to me at any time. 

Thanks for your help! 

Austin Appel 

Information Security Anal st Lifelock® - Relentlessly Protecting Your Identity" ' 

O: 480.457.2061 I M: (b) 6),(b)(7)( 
Austin.Appel@li felock. com 
60 E. Rio Salado Parkway, Suite 400, Tempe, AZ 85281 

From: Mike Wan 
Sent: Frida January 03, 2014 4:07 PM 
To (b)(3)6(f),(b Austin Appel; Brian Kao 
Subject: Re: Web-based vulnerabilities 

r )(3):6(1).(b)(4) 

Mike 

...... .... ..... .... ......... .. ....... .............. ......... ......... .. .. ......... .. ..... .. .............. .. ........................ .. ....... .. .. ....... ....... .................... ......... ....... .. .................. ......... .................. ......... ................. 
Fromt(b)(3) 6(f),(b)(4) 

Date: Friday, January 3, 2014 2:23 PM 
To: Austin Appel <Austin.Appel@lifelock.com>, Brian Kao <Brian.Kao@lifelock.com>, Mike Wan 

<mike.wan@lifelock.com> 
Subject: Re: Web-based vulnerabilities 

I am good. 

From: Austin Appel <A~.~.!i!'!,.~QP.§!.[@Jif.!'!.lQ~~,fQ.!!.1_> 


Date: Friday, January 3, 2014 3:06 PM 

To: Brian Kao <Brian.Kao@lifelock.com>,l(b)(3) 6(f),(b)(4) IMike Wan <Mike.Wan@lifelock.com> 

Subject: RE: Web-based vulnerabilities ,________________, 


That certainly works for me. I just want to make sure t o have a process that works for you guys too though. 

LIFELOCK-0033450 

mailto:Mike.Wan@lifelock.com
mailto:A~.~.!i!'!,.~QP.�!.[@Jif.!'!.lQ~~,fQ.!!.1
mailto:mike.wan@lifelock.com
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Austin Appel 

Information Security Anal st Llfelock® - Relentlessly Protecting Your ldentltyr'" 

0 : 480.457.2061 I M: (b)(6),(b)(7)(C) 
Austin.AP..Qel@lifelock.com 
60 E. Rio Salado Parkway, Suite 400, Tempe, AZ 85281 

From: Brian Kao 

Sent: Friday, January 03, 2014 3:00 PM 

To: Austin Appel; (b)(3):6(f),(b Mike Wan 

Subject: Re: We - ase vu nerabilities 


I th ink you can just assign t o P&T Engineering Group, t hen any one of us can help converting t he VRRt icket into~ What do 

you think~Mike? 


Brian 


From: Aust in Appel <Aust in.Appel@lif elock.com> 


Date: Friday, January 3, 20141:47 Pfv1 

To~(b)(3) 6(1),(b)(4) IBr ian Kao <brian.kao@lifelock.com>, M ike Wan <Mike.Wan@lifelock.com> 


Subject: Web-based vulnerabi lities 


We have had a number of web-based vulnerabi lit ies in the past due t o pen-tests, but we now have a dedicated web vuln 

scanner scanningl(b)(3) 6(f),(b)(4) I Because of this, we may be seeing more issues to be fixed. 


I know I have had some talks with a couple of you regarding t he handling o f these vulnerabilit ies, but we do need to 

figu re out a consist ent method of report ing and remediating t hese vulnerabilit ies t hat works for both teams. 


Wo uld the following solut ion work for you guys? 


(b)(3):6(f),(b)(4) 

If not , what do you think might work? Depending on t he amount of discussion on th is topic, we may want to schedule a 

meet in to find out what wil l work. The key problem that I see with the above solut ion is working out who get s assigned 
the (b)(3)6(f).(b) icket and an easy way I can (or the Intern can) dist inguish w hich "project" t he VRRshould go to to be 

fixe . 

Let me know your t houghts on this. 

Thanks. 

2 
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UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT _ 50_ TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains redactions which are identified in the document by 
blacked out text or the text "REDACTED." 
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J<"rom: K•vin Pli•l•r ''h.e\'inl'li>l<it~Iiklock.00111'' 

Sent: fodav, Ausust l, 2014 9:4 l A:VI 
To: Hbl(3):6(tl.<bl<4 l 
Suhject: FW: Reque•I• Over 150 Day• Still Open 

11m worlcinr; on eleanrn~ up tickets that have been open for more than 150 days. Oo you know why we have all of t hese VRR requests st ill opffi and assrgnKI to Security? 

Thx 

Kevin Prlster 

DirectorApplication 1"·i'l-("''-~6!") (~iw·""Pnd 3upport I LlfeLocl<® • Rele1ltlessly Protecting Your Identity'"
)(>;:! )·
480 457 2078 Office I b , b ell 
Kevin PfiS1er@LifeLo 
60 E Rb Salado Parl<way, Suite ~00, Tempe ~ 85281 

From:l(b l~MblFl<c~ 
S.nt : mJr~ily, .l1fy .H, 1Ji4 /:IS PIVI 
To: KeVln Pfister 
Subject: Requests Oier 1:;0 Days Still 0P"n 

_J 
Fl•qu..,.t• Ovor 150 Days Still Open 

~entr.lh!:<I b~on · 07/31/101• 19:2• 

Tt'.ltal r@-:otck : n 2 

llt•quemt ID Cret t •dT ime Cr•atad By D•pc.rtment Subcategory S ubj-	 Group T..:holclon 

71546 04/00/2()12 Austin Appel Proc:h.1cts: & Technologr V\Jlner,bllily Remedl.ltiOll vR.Rm~securrty JnfOfm~Uon &&eurlty Ausun Appel 
llS:42 Rtqu•tt1 IJIXI•~' 'fl 

71611 04/10/2012 •ustin Appel ProdU1cts & Technol09r VUlnerab1lily Remedl.aboo VRR~- Security Update'i (lav.1) Information Security Austin l pipel 
1?:00 Requests 

71612. 0411012012 Au.ttln Appel Proo1.1ct.1 6 Tcct.nclogv Vl.lln1r1b111ty fl.emedl, tlOfl VR.A.~. S«UfltY Updltelt (low) Jnformuton Socurlty Austin Appel 
17:011!; R9Q•Jtst! 

1'"4-lSJ 06/01/2012 Austin Appel Prodl.Oict:s & Technol°'Jf \'Ulnel'tlblllty nemediat.oo lnfc1m;1tion~urity Austin Appel 
l(>:~ Ke-que:it1 ~~~~Jli!~!:t:.if.!#•*'http 

1.''4270 06/04/2012 Austin App!I Produc~ & T!chnciogr vuln!rab1l11y 11.@m~d1arlCll 	 Jnform:rnon s~unty H/A 
15:06 RequHtt ~ 


conllqurltlOn IHU~· ~IOWI ' 

7 5810 Ana nee JnctdentJProblem some ~run11s r.-errormed In AP tu1 'Je Produce 0<.11ner Ryan Frltl "''06·~:02, !tb lt3l 6tt I lncorrcct c.red!t c.:ird type In ~1ctr.inct 

77761 OG/15/2012 Austin ,.i..ppe1 Prodwcb 6 TGchnology Vulnerebllllr Remedl•lk>ti 	 l nf0rm1tlonSoc:urlty A1.1.s-tln Appel 
15:27 Requests ~~~l~!~w'iJ!t.'ifo!'l!n~~~ 


{lat.') 


?'9250 09/17/2012 Au~lln Al)S)ci Prodwc~ 6 TechnOlogy Vulner•bllitr Rcmedt" l10rt 	 Jnfofm11t1on Sc<:urlty A1.1$UnAppcl 
Request~ ~~.~i!it~l~rm~~i Jenk1nt17:11 

7 951SO 09/24/2012 Austin Appti Proch:1cl$ & Techn~ogv \l\llntrabll!ty R1m1dl1tlofl VR~ (.Alt tvln®wc wort<ctt H)l'lt 1ndl£E!J l nformttlon Security A\lstln Appel 
12::0Ei J:.tquftlt' .......,.lli1'!li'W- (h\)11) 

t>CJ09l 10/UJfM< !(b)(3)6(f) I ~1nanceJAot:cunt1nq JncrCJentfi-'roblem i.tetundi Appr~eCJ 1n Mr~ out not t1VllEJ 1-'roeluct O'....ner l:nk' l..imCI 
1S: t2 

80516 10/11/Z012 Jcnn~r Hold-en l"roduc~ ~ Tcchnclogv VUlncrnbll!ty Rem~t!Jtlen 	 l tiform:ition s~urlty All~rt Appelv••~~,!10:17 	 Requests Apac @version ate 

81257 10/24/2012 A.ustln Appel Prod1.1cts .\ Ttchnologv V1Jlntrilbl1ily fl.tm1dlt1lioo l nformitlUon SiCurit~ Austin Apptl 
16 :.55 Re<iuests ~:~~~t~f!!Mil!!l•i SHMP 

812.58 	 10/2.• /2012 Ausfln Appel Produicts & Techno109v VUlnelilblllly RemeOlilllOO l nformatlon Security AllSt1ft Appel 
16:l7 RtciUHt:; ~:~~~ti.t!tfiliil!!l•i SHMP 

1312~9 W /2.4{2012 Al1~Un App~! Pri:d~~ck ~. Tf'thnd".lg~ Vuln~rabilil! ~m~dl~l<'f1 VRRl:l:llJ!till:m-SNMP J.nfi:itm! tttm Sl!i:urit! .A.t1$"tlt1Aw~I 
lC.:Jil Ro:qucltS comm1mlty n1tnc 

61!00 !0/24/?0ll Austin Appel Prod1.11ccs & TechnolOQY Vulner1bllltr R.4mtdkll!Oft VRRl!!i!!!lat.tiliil!!!lat SNMP lnfOfmlt~ Security Austin Aoe>tl 
16 :Si ReQUHtl' c1;1mmunll~ nilmt 

61?6-l 10/l-4/2012 Au$tln Appel Prodi.:icb 6. Technology V\Jlner1bllity Remecti.,tioft 	 l nform•tt?n Security A1J$tinAppel 
17:09 Requests ~:~!r.1~.'!lltttlP.mt,(~~~J 

612GS 10/24/2012 Au~tin Appel Pivdi.:ict:5 & Technology Vulnerabll1ly Remediation lnlcrm11tion Security All$tin Appel 
17:10 	 R~uests ~:~!;.ii,'11!~'-!i~n~l"(~~~) 

812&3 10/2.4/2012 AUStln APPCI Pf'OdUC~ a TcchnciO<IV w1ncr.11brn1y RemeC114~ 	 Jnform;auon sc.:ur1cy A\IStJll APPCI 
17 :'27 	 R.c:i~asts ~u~KJ~t~'ft~tfi!~·r!!n!~~1:.,7er 

81270 10/24/201 2 .4.u•tln • ·?P•i Product. 6 Ted1n~ogr \l\l lntl'lbll!ly R1mtal1tlcft 	 5 Jf'lformttlon Security Autin .•.ppet ~u~J6h\~}~l~fi!H.Mn;~1!~~tr11 :27 	 Reque:ot~ 

tno~ lU/J.~f/JJl/. A1,15tm • ppel 1-1roduicl$ & le(:hnology vulnerablJ1ty Kemed1.;1t10J1 	 i;r;r.w Information ~ecunty M1i;hHI Hoffm.in 
16:55 Reque:iit• ~~~,I!M.1.~•...,! 

81-446 10/2.6{2012 Austin Appel Prod1J1cts &. Technciooy Vulnerebiilit~ Remedl.J1boo lnfOJmiltlon Security Allstln Appel~~;~i.Jl•tilii!!i•IOP'nSSH16 :56 	 Requests 

G1"'4? 10/26/2012 Au.din • ppel Pmd1.1ct11 6 Technclogv Vl.llnerabrnty ~emedl.1llofl l nformulon 5ec:urlty A.usttn Appel 
1?:05 ~c:;uc:ot~ ~~~~~ft~!tri~·,!!i·• 

81• 48 10/2.6/2012 Ausfln Appel Products & Technology vulnelilbilily PemedliltlOO 	 lnformilUon Socurlty AllStln Appel 
17:05 Requests ~::~sJft~!tfi,,!1•• 

81150 10/~5/2012 .4ustln Appel Prodwcts ~Technci~r V\ilr. ef.!bl!tt~ RemedtJtleft l:i!otmatton secur!t~ Aust:lr. '.We!~:J[ji{ij!.~f·fiiil!!i•i C1:'etiSSH 
17:01J 	 R4K1UHt5' 

tnvo 10/J..tJ/t.1.Jl l. Austin Appel l-'rod111cts .it 1echnol0Qr vulner•Dlh1y Kemed1.att0t1 1nformait1on ~ecurity Au$tlll Appel 
1? :391 Requests ~:=~~:?«~!tti1¥--

01"71 10/l.6/20ll Ausfln Appel Produicr, & TechnolOQI' Vulner1bllit1 Remedlill!Oft 	 1nf0Jm11t~ secur1t1 Austin Appel VRR~~ 
17:41 	 R~uestiil Ooen u • c fow 

s 1 ..n 10/Z.5{Z01Z AU:Otln Appel Prodi:tcl$ & rechnolOQr Vl.llnerablllty Remed1atlc.f1 	 1nform11t1on security A\IStlll Appel~:J;i,d.~f,fiii!!l•f'J'1~MSSH
17:4":i 	 R6:jUHtS 

81•7'4 10/Z6/20ll Au:;lin Appel Prodwcb 6 Technology Vulncr.,,b1l1lr Remcdl.abOll VRRj~J!!iat.tiii• OpenSSH l nfofm1tlon SC'Curlty Au:;Un Appel 

LI FELOCK-0134378 

http:Remed1atlc.f1
http:Hoffm.in
http:Tf'thnd".lg
mailto:11.@m~d1arlCll
http:nemediat.oo
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17:46i R~utti.llli u,,.i..L• (low) 

St.475 10/26/2012 Austin .._ppet 
17:• 8 

Pt0d1.11cb & Technoloqy Vulnerabllltv Remed tatlorl 
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09:57 Tt•m log ln 4 

1004135 11/27/'201l AnneMo'Jrle Ol!i(Jn Prodwcts &. Technologr Onde O.ta b,ue l!!&.Y Re<iue~t to Run !>crlpts on Or1clc OU rJfA Ton~ V1tcntJnc 
15:09 Servers 

LIFELOCK-0134380 
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1CC5~ 12/0~/201:3 /U~l'l !l~pp:in \"i'CblOQIC 
10:14 

IOOSU 

100601 

12/03{2013 HelltsA Ct1111se 
11:10 

12/03/2013 Tuey Rob.erts 

Memt?lrO~ro11tlom1 

M.amherservl<:es 

(b)(3):6(f),(b) 
(4) 

Crttical l!!rror Oc.cuned 

O ltleal Error In AP 

M!dOMrrue t~ftbl.oglc) Support 

Mfcld~l'tHtl (\ofotbloglc) Support 

f4/A 

H/A 
12:50 

""'"'' ' '/01/')()11 •1J-.tin "'.rf'»i V'IJln»r..Nhl y A~mP.rt l;ihr)l'l VRR (nl;wj~ rnntroll~~ - ~ hPIOW,\ TPMT lnfnrm:-.Onn fiP<"11rity Mirh;iP.I Holfm;,n 
1):49 ReqUtiti ·1ulner~bl!1t10 {high) 

J.0007'4 

100746 

J. 2/01/201) Ann~f"l.trle OIS¢n 
H:J7 

12/0S/201l l('alytni P.ltltlandl1 

Prod111cts & Technology unux /Red M•t 

l'\dd Modlf'y, Delete 

~ user Access Re'liews • RH unux 

PltHt Gurlt 'GuHt'" l(CH~ f« Product 

~esol1.1t1on lj/A 

l (b)(3) 6(f},(b) I 
16:59 con11gurator ' " Production tor ti!tt<utlng ( 4 ) 

prod smoi.:e tests. 

10076? 12/05/lOil ~lthHI Haffm1n 
13: U 

InfrastnJd vre \l\Jlnerab!J!ty Remedtatlot! 
RotqUHt• ~.~1~£w. I.NLf,LiJ~!~~t:• Jnform1tlon Secur1~y Mkhul Hoffm1n 

~(•ronJ 

100797 12/05/2013 Hfehael Hoffm11 0 
1:;:1z 

In(rast:ruc:ture Vulner1bllit~ Remedlal!OO 
~~;.icttf i'n~~!i~~~Xtt~~~~:: r~:~:m)1Q Jnformauoo securlt~ Mlr:-hae1Holfman 

1007951 1Z/05/201J Hlch1el Hotfm1n 
\t:;•!:iR 

Infr1s01Jcture V\llner011 blllty Remedl.et·IOl1 
" ,.,.,....111;~111; ~"R!~~t;:i•!f1YiMM~W SIJMP 

H/A 

100C01 12/0SJ:Oil Hl:.h;ot Horrm;n 
16:B 

11\llne~bl!tty Rcmc: l; t len 
li:.equests i'n~~~!i!!M'n L:::!:; ~r:~~ll:m~"; l nfQrm;it lon Security 

100832 12/09/2013 Jocoo cynoc 
05:415 

RunQ'-!ery Request to run the query In suoe db. Quality '""'""" (P&T) Jlcob cyrlic 

100071 12/09/2013 lolti:.t,,;,c t Hur.min Irotr•str11c.t111-.:; VuhHHilblllt; R.;;mcdl,;, t'ai 
14:2] Requt:ttfi: 

1C007{, l'UOSf1.01J H1c.hoel l loffm1n Vulncr.:i bilil~ ~emediot.c.t'I vRR1.1a.w.wwwaa. l nformotion SC(utit1 Mithoel l loffmian 
14:47 Requesrs l ll'l:tlla 1 lS/~Sl UlrflTICIU~ l lOW) 

' 'f11pt'J1 i .6nMl""MI(' n1~n !.('I'll Rllt'! llM~! PrMlll"t r'M"~11r11tnrArri Mtr1tU,.\WIM (Wll'l".ll ~It) '=i.!J!'l"fl" A11rry (';l'!<WT.ll 

tz.:.!54 Lilst Hoell lled Ddte 

101\.124 12/11/2013 Mlchut Hofrman Jnlr•str'-!cture VIJlntr'iblllly RemedlitiOfl 
13: SB R'K!Ut11t5 

101149 12/12/2013 Hfehul Hoffmirn 
lJ:~'tl 

Infras tructure Vulner•bililr Remediab0f1 
~@r!'.IU95tl ~~~~~~M:lt!i!~j!l•i http tM slc 

t nform1Uon Sl!Curit7 Mirhn1 Holfm11n 

101210 12/13.f20ll M1c:ho111el Hoffrru1 n 
10:'44 

I 11lro'l211tr11Jc:turc VulneroJ bihtr Remedl<!i t100 
ft~U~t:i ~·fiiiii!!i·­~ ...ccumvuP.:~ti:~{cr1t;c.,:t) 

l nfDfm110on s~u,-lty Mic:h11e1 Hollm1n 

101220 12/li/2011 Mlchul Ho,,man 
11:01 

Vuln•r•bllll~ A.emedl•tion 
Requests ~~1iTI~iraf:~'at'• 1nf0fmatlon Securlt, Mlch111 Hollm1n 

1012:22 12/13/2013 Ht,hul Horrm.in 
11 :08 

Inrr.astr1,1cture V\Jlner.1b'!!!ly R9mecl t.itlcfl 
Requests ~:Je!!Aa!fr:•;!t.tf!Y!,JJomali1.xml 1nformiltl')nSr.:urtty Hl,hul Hoffmiln 

r"1fk"y(mMl11m) 

1012:3.! tz/!J/201J Htchlet Horrm;an 
11:38 

Inrr.astructure Vulnt Q!t:Joll!ly Remeo1.1tl0fl 
RW14ulfil1t ~Rujy J.J.L~ {~11 1~.,~ 1nformatton5w.:urlty MIChUI H01Tm1n 

101233 l 2/13f2013 Michael Hoffman 
11:42 

Infrastructure VulnerabJlily Remedi.a tiOll 
ReQUHtS ::unlY' Upd111tes (CfJ;.t!!laf&W I nformation Security Michael HOIJman 

l01l34 12/13/2013 M~chaet lloffm11n 
11:43 

Intrutruc:ture VU lner•bllllf ~medl.!ltlOfl 
Reque$t 51 ~RujrTI~t!~f:Mi!.t-·­ lnf04'm1Uon Security Michael Holl man 

l O:LZ35 lZ/U{ZOlJ HlchHI HO,,milln 
11 :44 

1nrr01:;01Jcture V\Jlner1bllltY Remea1.e t !Ct'1 
hquHt' ~~kiJ JpJali~ {aH~ Jnform1rnon secuncy MlchHI Hotfm1n 

101236 12/ il/201J Mlc.hHI Hoffmiln 
11.:•S 

Infr.astrudu re Vulnarab111tv Remedtatlc.n 
ftequestt ~Ru1::i~f:tl~..~·W I nformat ion Sacur1tv Mlc. h.ael Hoffman 

101237 1~/1J/201J f.lic.haet Hofrm• n 
ll: 4tJ 

Infrastructure \\llr.eraM1ty llemedlatiOfl 
~equescs =~1rn:tt~f:ti,!,~•W l r.formaUon ~ecurlty i.ti c. hae1 Holfman 

1 ' /11f'X'11 i Mtrh.oril Hn,,m..n 
11.:47 

V1 1ln•r.11Nl!tr Afltm#llrl lAl llVI 
R.c!UHtS ~~RujiTI~t!!?:~l.'9-­ 1nfn1m11 unns;fl!il'11r1t, 

.10.L2JS 

10124(1 

.12/H/20J.J HIC"hHI Ho1Jm10 
11:4s.,,.,..,,.,...,,.,.,,...., 

"llll~,,1,l(b)(3) 6(f}, I 
tnrr•sitrucNre 

P.MO 

Vulnerabllil~ Remedlat!Ot'I 
R~ue-sts 

WeblQglt; 

~~rrtt¥ up..;., i"ltt.~ 
119/12c Upgr.iae oev l Mtddler!:ll'f: (\'oleblc:glc.) Support 

Michael HolJm.an 

M/A 

10H:41 1U 13(201) HIChHI Hotrmi!IO 
11 :50 

Inrr•structure VUlneratJllitr Remedl<11l!oo 
P.9C4!Je!it!S ::u1rTI:t!~f:Mi!~~· l nfOfmiltlOo Securlt f Michael Ho«man 

101244 l 2/l3/201J H1c.hul Hot1m' n 
11:54 

VU lntr•b11ll1 l\emcdl~l!Ofl 
Requests VRR ~·-5ecUl'l l y upaatc~ (crtt1e111 

MlchHl l loffm1n 

1 ?/1':1/Xl11 Mlrh.111,.1 Hl"lrPm:i. n 
11:55 

V11ln,.~l\11lty R,.m,.1U.111t'NI 

Request• v••~-­5«1HUy Upct1tH (Ctltic.11} 

1012:% 12./13/201) MlcnHI HOff'f'nilO 
11: 58 

Inrri11structure V\Jlnerat>1Hly Remedlitloo 
R'!'CjU'!'>tS: ~m;~t!!f:t~'­~t'· l nfornu tlon Security MlcnHl Ho«moin 

101.2"7 12/13/201 3 H~chut Horrma o 
11:!11' 

V\Jln•r•t>illly A.em@dl.il '°'1 
~equests ~J~,t!!?:s~,.~... lnfo1m111 Uoo Security 111chu1Hotrm1n 

1 '1/11[?n1 1 M1rh.111"I Hnffm11n 
1;::00 

Trdr.11"1ltT11rh1r111 V11ln,.r.11 ~ht~ R"!mlliltiAtlM 

rte.quc't' ~~1rTI~tl~f~~lw~•W lnfmm11 rftlns;l'"<'11rit, Mirh.1111111 Hn.ff m11n 

i OJ.249 i Z/.13/20J.3 111chaer Hoffman 
12:02 

tnrrastructure Vulnerabllil~ RemedlatitflReque:i:t:i: ~~1.w~ttr.Y:W~!!i· lniorm11tl0o Secur1cy Hlchael Hoffman 

1ons1 1U13/2C!1l Hlc.hul Herrman 
12:04 

InrrutnictiJra V\Jlnarabll!ty R•m•dt.tt !Ori 
Requests: ~JTI~$!f:s~~~t'• lnfcrmlltt~n 5r.urlty HIC. t'IHI H-oftmu1 

101252 12/13/lOU M1cnu1 Hofmiilo 
12:0S 

lnfrtiiltruciture V\Jlntrablllty A.emedi.1 tlofl 
Re::;ue~t::: ~~i=!'1(in'!l!•,fiilli!!l.W Securiy lnfOfma tionSe..::urity f1icnu1Hotfm1n 

101.253 12/13/2013 H1ch..tel Horrm1rn 
U:H 

Infr.astruc:ture VUlnerat>llil~ Remedl..tboo 
R.ciuHtr fiTJ§.it~W,0.,~t""'ll 1nform11 Uoo Securltt Hlch..te l Hotrm111 n 

101?s-4 l Z/H/201J Mrehael Hcffmln 
1':20 

Inrrastr\ICt-Jre V'.llne~bll!t~ Remer;! tat!Cfl 
Requests iir!Jlf.ft~MuaM"t"I) Ml~h1e1 Ho.ffmitt 

1012S7 12/ll/201l M1c.nu1 Herrman 
12:29 

vu11111:ra~rn1y AemeatatiOl'I 
Re.quests ~~;J~~i~mti~i!i•W OU. 

Mlc.llHIHattman 

J01.2S8 12/13/2013 M1cn;ie1 Horrm;io 
12:29 

lnf'roi.strucrure V\llntrablllly Rem~OlillOO 

Requtstl ~~ri!~iv.•,fiiii!!i•• SOCUnly 
lnfOfm~uoo socunty Mlcnie1 Hon·m;in 

101.259 12/13/2013 Hleh.uil H¢rrman 
12:34 

Inrr.astruc:ture Vulnerabilil t RemedlatiOO 
S::equuts ~~c~~nr.,f~fii!i•W ·otL 

l nfornu uon Sll!K:urlty Hlehu 1H<>lfm•n 

l 0l2Gl l 2/1J/201J Hlr:hnl Hoffm" 1 
12:'36 

Inl ratrucl'l.ir• Vuln•~bllll~ rutm•dl..il10flReque:;ts ~R,i~~$r.f~fti~!!i•W Jnfo1m1Uoo S11eurlt1 MithH 1Holl mtn 

101:e2 l Z/U/:013 MIChllel HctrmDn 
12:39 

'l\Jlnet'.lblllry Rcmei:1.:it:e11 
R.9i11utct; ~~RJrihl111.f:)l!t.­ l nform:rnon security MICl'lllCI Hottm4n 

101263 12/13/2013 Mich.el Horrman 
12:44 

tnrru tnic:ture V\Jlnerablllly Remediation 
R9qutitl ~~m~#ft~!J!ftil!f~Mrn•1 1P I nf ormation Seicuntr Hlc.h.ael Ho«man 

Addf'e9S i..eak (t11 11h) 

10 1.26' 12/13/201J Mh~haeil Horrm1n 
12:50 

tnrrutructur'f: l/tJlnerablllly Remedlatlafl 
Requests ~,1 ,w~'il!r.t:tiir.tt·• l nfo1m111r1on 51':(Ut1ty Mlc.nu1Honman 

10126'7 12/13/2013 M1d1.i\'ll H QtiHhl ll 

12:59 
Vul111:11.ib1lil~ RtJmWi.il1V11 
Requests 

~:.J£i!~nt!•.fiil!mAJub~ Srsl1:m1o E1"Ji111:1:11 M11.,t "'" 
101.268 12/13/20 11 H1ch1e1 Hortman 

13:03 
lnfroi5D'\Jcture V\Jlnerliblllly ~mea111t1011 

Requei;t; 
~~:J~!¥'•f_.fiii!i•W IROP Jnf0fm1rnon security 111eh1e1 Hottman 

MIChHI Holrm&n 

LI FELOCK-0134381 
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1012~ 12/13/201:3 Hld1.tel Haffman Infrutnldure Vulnerat>Wly Remedlat:lc11 t nfcrmn lon Se:t.:urit~ Mlc:hHI Hoffman 
t3:C• Requ1iti 

101270 12/13/:2013 Mkh•~I Hv l'l'man lnfr• stnic.ture Vl.Jlnerabrllll·f Remo!!dlitlcfl lnformmtlon~u1ity MkhHI Holfma n 
11:06 Requests 

101171 1Z/1J/'20ll Mtchnl HQtrm,rn Jnfrutrucl\lre VUlner1bJl11, R.emtdlUIOfl I nform11tlonSe<:ur1t1 Mlchnl Holfm•n 
il:H R.:.j'ol•~l~ 

101zn 12/11/2011 MlchHI HCJffmiln 1nrrutrucl\lr"e V\llnerablllh Rer 1o:il 1~11.n11 M1ddlet'tire f\i¥et4.0QIC) 5 UDOOrt Blrrv Gho«11 
11:11 R¥.!Vtsts 

10127!'; 12/1~f201~ Mlt.i'l.a<!I llclfm11n tnfr.'!lstnid:Jr i! Vl.J1M13b.Jllty ~em<!.::l lat:lorl 1'4tdd1e'•ta l'i! (\'iloi!!t.l...cglc) ::;u~p.ort Sarry GtioUa 
1 ] :2Q Requesta 

1n1 'nA , 'J11/?tl1 "t Mk'h-'"' H(lrrm:in Tnl r4'<:trr11t:h1M llU!nl"f.'lhll ll y Rf'lmMla•IOfl tnf(lrm;i.1k'w'1~11rlty Mll'hAf'll MC\f"fm:m 
13:22 Requests ~:~lil=!fl..;l!M~~;­

1~110J 12/13/201 3 HKhol HQtrman Jnrrutructvre V\JlntrobllllyRem•dlOt""1 I nformltUon &eieurlty Hlchu l HolfmJn~~·~lila•mta,i13:'31 

101108 12/lS/lOl l LAigh.ann 01d$ Cl/A x"'"" crrw IS'.• • M1dd!.,·1.1 r• (\Y•~tigit) S1,,1~port N/A 
~.u:'1 

101109 1211512013 LelghilM Olds tUA =:nror1menl El1i..r Ml~l@'l':are (Webl.ogle) Support H/A 
l3:3S ~ 

101l~~ 1:./1C/201l Mlt.i'IHI llal1Pm1n tnf'rutrut.ture VIJl" trabUlly nem•c:l.1t'.G11 :::Oyn•m• C:nglnur1r.; 141• 
1l!1) l(equesta 

...,_~.!Ji!!~{­
101l.U 1 '/1fi./J<l1 l Mlf'h~flll M(ltrm;;in Tnfr;i;;;rrnt:tur" \111ln~'°"hll11y R~mfllrl l~tlo"lll ~'f"'lti'm,.F=n9lni'"rfn1J MfA 

11:19 R~uettl 

1(.11)~7 12/16/2013 f'ltehael H<1rt'man 1nrrastn1cture VUlnerablllly RemediatJoo Inform11t1on~ur1t~ Michae l Hotrman 
11:30 Ri!quests 

101~SS 12/2'1/201 l Andrew Mora PAT l ntrastruclure Other MIQr.ate OEVdataDases to new QT Instance O.ttaD.lse Support ~~~m~.zl 
14:58 

101722 12/27/lOil 81nnr Moore NIA f.temter Port.I (mvLL> Ll lnutt: Mtddlew1re fWcbt.cxrlC) SUDDOrt H/A 
09:09 

101747 lz;~1r;~:11Jr"'•-'""',..,....,..,,~I t·1'lrkcti11;;i lnfd.o;:k .-:iffi!l:.;t;: 4 week r;:port Bu:;i;;;::i:; fot-:Bigcm:c 1$.z~- w u cr.~.zl 
1017G7 12/30/2013 Andre\'11 Cltfo Proth.1U$ 0.. TectmciOQll' LAI• J WA.fl ~ _ Jnform1uon S.,;1,1r1t~cr:s mwcrl AnUnAWel .___,_... ._....___,08:59..____......., 


10 1006 P~T Qu111i~· • nur1nce Add, rtoci1ry, Ot let• M ee.is request to c one: ur Account n n1nc11 Monique Jonun1Jll120n " a. "' ul13:•5[ --. 
102021 01/05/20 U Mlc:hnl Hcffman tnfr.'!lstnlcture Vulnerat>Ull y Remedlat:Jo11 VRI\ (sb99-1:ecure.l lfelock.ccm) Mtddlt!'l":.a re ( Woi!!blcglc} Support H/.A 

1J:te R~uiitl lnform1lion Liak".aga (high) 

102.022 01/06{20U Mic.h.iel Hotrman l nfrilstructure VU1nerabillly RemedliltlOO V RR (sta99-secure.llfeli:>d:.ccm) M1ddle'l"tare (~ilebloglc) Support H/A 
t 1 :17 RN]ll""~t"'I lnformilllnl'I 1 11:.;il<A~i'i (hitjh) 

1020~3 01/r>tJ/:Ol~ Mltliael Hotl'm~n Jnfr~::ttucture V1.1!nerabll111 R.emedl-'VOfl VRR (::t1ge·cecure.1Jel:xk.com) M1dclle\':a re (\Yebloglc) Support N//\ 
.LJ:J.S R.:!OJHtS Prt4k;'l;ible ~sourc• (m.c:lh.1m) 

102.02S 01/05/201.il Mith.el Hoffmiln Inrr;iwucllJre V\llneribllll~ Remedii tlOfl VRR (staoe-secure.11fd!Jc.k.com) Jnformulon s~1i1rlt~ Mich.el Hoffm• n 
U:JO Re<IUC$tS l nsurt1e1ientTnnsoori L1yer Protection 

{•~') 

l OZ.029 01/05/201.IJ Mith.el Hoaffm11n 1nrr;i:;icrucllJrc VYlncr.ibllll y ~medlat:Jcfl VRR {:iil.aQC-5C:t'UfC.l rfd:rxt:.c:om) rlon­ PrlJdur:towni:r NIA 
13:39 R.ciu tt1t1 HltpOnl~ S.ss~ Cookie (medium) 

102-031 Ol/OG/20H Mith.tel Iloffman Infrutructure \.'Ultl~tabrllil~ Remediatiofl VRR (staQe•Sol!!(Ute, l1feb:.k.<om) Inform11itton~urit~ Mithael l loif m-111 
1) :48 Reqo,ti;~t' l.ln5eturi:d Sc':;i~oo C!JO'kie (medium) 

102.t'.I~ ~m~ri:i~rfltlein~ Othtr Ulelr.w:l.!.1'.:MI Pro:iur.t 0'.¥ner •IA 
10:36 ;-. :::=:::·~,...I 3~1 

J.02.l2l 01/0IJ/2014 ~~ 1nrr1~vucture othtr Reqo,rut •Cit• MllldUno from Prod to Prt- ouab.-.se >•.o:iport t.z:=: cr.~.zl 
u: s~ ~ m Prt<I El'l\ll!onm~nts 

102235 01/09/2014 Su,ln~s' Sen·lc~ Need act.es' 00 ti'le Lemen Cent pa nles In Fln.ant.e NIA ~ 
t S:•~ ~ ~t'Mt Pltln' .IM R.eQloglc: 

102-•04 01/1•/201• KryiU.1 Cunnlnghitn Pitrtner Operilltlons 6.ltcPt Joos (BATCH) ABC flle fill. e"ilUitletni require<' to Pr001.1ct O\-.ner ~~;3 °'B~I08:35 cc:"lf!rm forrn;:irnn; crrc::ir 

102517 01/15/201.IJ A11J1" " C'llu,1 P1c.iU\.l\b6 Tu..1111\lll,/\lr J.Mt111Wr Pu1l.il (111rLL) Pl~uw 1.1uvl'I 111 Tol AA.1..w11l lo P14JJoi.l lu11 M..i111W1OP!Cr•livn~ NIA 
tor securitr sc• nnino15:22;-----=­

102.519 01/ 15/201 Butlness Ops (QM) Batch. Jobs (8.ll,TCH) USA1rw•ys Batch Cod! Errors Product Ownl!I".z .z15: 5 BlOJ.)lO Ul/l!>/LOl< ~usinessUps (~M) tlatchJobs (t:SAICH) Unitetl tloi'ltth <.od~ t:rrt>rs 1-'rOOua oi.-.ner B
0)15:.5 0) 

~ lur.lne.cr. Ops (QM) R.1i tcPl l obe (BATCH) ArMrlCAn l • ttn Code ~rron Product Owruu 3102521 01/1S/201• 
16:0' O'~ 

102.SZJ Ol/lSfZOl~ 1us1nes~ 011~ (l;!M) 6.Jtch Jobs (BATCH) Cl'lolCe s.:itch c;oe1e Emms Pr~1.1ct owner 
115:0• ~ ~ 

1o i:;24 Ol./ l J/201'1 a11:.ine:.:i Oos (Qi"1) Soatch Job$ ( SATCI I} I lillon S.Otch Codi: Crtors Product Owner 

l 5:0j 


102.525 OlllS/2014 BuslnoH Opi (QM) Batco Jobs (BATCH) SfsalS B11tch Code errors PrOOuctOwner 
16 :01 

10272.5 011201201~ tnk111n1l lw11 Tai:.h1101i:igy W11bloglc. S<atup 'i'l•blogl.: Cr.a.an tf.iili 111 Prod fur Mtddlif!Wlri (Wilbl.."91..:) Sup~wrt r41;.. 
1S:2 : Ops consote 

,=: m.--­102.728 01/2.0/201.:l P&T lnsfru tructur! Proouct Conflgurator PRODSat.esfo«:e Opportunity Syn c V\'lth Mlddll!v:a re (Weblcglc) Support ..~--- ~~0"~1 
16:0: P1'Cdu' t co~1ngun1tC;1 

102.738 01/20/201· P&T Enolneerlno - I rvin! Windows OS I ssues JenlClns l!il getting rn template 1el.ated t11ddle't't.are (\Yebl..oglc) Suppa.rt H/A 
20:r.. ~ffNS when tr11~ to build EH-SPol!'. S 

brancn , Is t here somett11ng going on wlt tl 
RN DEV? 

1mqn,i;: ntj/1f]n1~ P,.rt"•r n~.r1111tl<""'! Pf<:\.-l11,.t C':nflfllJll r11tt'll' I kt nf 11ll.11r.tl\'i11 r.•mr1111~"-:Jrrf!rnn r l"l.1i>o<. PrM11r:t Ownl"r Hft. 
1:::0... ----- ­

102976 10:57____ Vulnero1bllllf ~mediaticil N/A01/2<11/201'4 Mlthael H1Jfrman Infror:;truct\lre VRR. (loal ""'!ndO'ft5: wc.-Ut1tkins) O::im1i11 Suttms Englni:erfng 

Req1,,1• $t5 
 Adm;n C•odon••I U<e (hgh) []­

102090 a112•'f~:1..f '"(;)- c-I tnfrutructurt1.!oec11rltv Uptop C:ompute1 !qulpm•nt Pttqutit • C..villopment 1nfornHitlOo SQcurlty ~~3 ~ wSystem for AppSec 

103131 011w1201~ 01~1d o'rJe~I Membtr ser~k:es L.Hderihlp D1t1bilse Acct55 RflQ!ie5t: (Qf lnlty <:ill QUillllY A5Slln~ (HS} 0) 

11.:U r1r;:oj"'j1nv} 3 
1032'44 01/30/201.IJ 84!lh1111ne SLi~·ob 8usiness0pll!fatl0f1S . Tibtie Update fot lfo Ne~'IS is Good tliews Application Prodochon Support ­

ll(): !::iJ c m1ds 

103550 
07 :37 :::=::::::=::: 

t·temberOper11t1ons ~- 0111y Repouino Resource P1ann1no John Cl~pJ>Elr02/0S/201<[]O"
-l>V> 

103~G7 02/0:i/201~ ....__. ';-:' au-,lnu' Op' tQl-1) a.ten lots ( BATCI I) I llllon 9.atc:n Jot> Coae Ul).:Jatt Product Owner .z10:0• J1!. 
103617 02/05{201'11 ~ Business Ops (QM) 6atctt JOOs (HATCH) American Airl ine Batch Fill! Code fl• Pro:luct owner B 

0)19:19 
;3103G23 02/00/201.IJ Mhok '1'1~~ P&:r En9lnMrlng l .nklnr Jenkin &.rild 11 l • iling contlnu~.-11 Pro:j 1,1tt 0\-.n•r 

07:19r---- ­ O' 
10~82 02/08/201• f · w ul Business Ops (QM) BatCO lel>S (BATCH) American Fiie Needs Fe>rrnatl Ing Pr001.1ct O\-.ner 

17:06- • ~ 
103693 02/06/.2014 Jumeet Oi'llm11n t nfr.'!IStnl(;ture ~rnltun= Rep.'!llr~/Replat.ement Chair Replacement Hum.an Re~ource~ 

17:08 

1037M Ol.'07/201~ Mlthael Hol'l'ml!n Infr."l~tnldure VIJ!ner:ibrnty ~met!!Jtal I nform:i:t1onSe<:urttf Michael HOl"fman 
14:'38 RequHt5 t Cll rlff l

·--!!l•"Y····· 

LI FELOCK-0134382 

http:02/00/201.IJ
http:01/30/201.IJ
http:Suppa.rt
http:lur.lne.cr
http:01/15/201.IJ
http:Prt-ouab.-.se
http:01/05/201.IJ
http:staoe-secure.11fd!Jc.k.com
http:01/05/201.il
http:m.c:lh.1m
http:t1ge�cecure.1Jel:xk.com
http:Proth.1U
http:wucr.~.zl
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l 0l72!il Ul.10'1201• MlthHt HcWm1n 
14:.55 

V\Jlnerabil!ty Remecll•tlOll 
Requests lilil!!Y:ti!,¥ji!l!'!("gn) lnform:nk>n Security 

103730 02/07/2014 Htch.:ict Hgtrm:in 
15:01 

V\Jlncr.iblltly Rcm¢dt.:ivcn 
fte.QUtl!itl liliSrf~t@i!'a~?o (high) 

Sy:m:m: En'91nccrtng 

103731 02./07(201". Hi c:hael Hoffman 
15:05 

Infr.iistrucbJre Vulner.tbil ilr Remedidtioo 
~IQUHtl ~:.~i~!eHe>•!iii• IP I nfcrm ation Sl!Curit r Mirhae\Hotrman 

1017'l'J 02/07/2014 Hu:hoel Hoffm111 n 
15:07 

Vulncr.ib1lilf Remedlabofi 
~equests ~~!ltimit·W)•!!I· IP Jnform11t lonSecvrlt 7 Michael Holl man 

101735 OU0,/201'1 HlthHI Hcrfm1n Infr.:i~tnicture: V\Jlne:~OH!ty Remedt.:it!Ofl 1nformJtlon Security Hl::l'IHI Honm.1n 
1~:12 P;equHt1 

103770 02/09120,.'"'(b""')(""3,..,) 6""'(f""")'("'"b)..,.(4"")... 
18:4 ._______.. 

Mrram berServlCBS -Te.am ti t.1ol>lleSMS Unable to nnl:ih Sr.ts opt In •ppll"ll"' ''°"""''°"SUppal l (b)(3) 6(f},
J b \(41 

103353 02/10/~CV.: Brl1n K10 TQm cat clan ue;ti1r.tcm tO.'TIClt c:1chr: flies ori 
11:si;;,....,.,......,.,,,....... l~i!!la ,fi»llfelock.a<I 

103924 02/12/201' (b)( ): (f), tl/A l(b)(~):6(f), APha¥1fli0 ~sues c-raat11~ new Incidents M!ddk!:r,•.a r1 (W1bloglc) Support N/A 
04:00 (b)(4) 

1039'37 02/12/201< 
10:16 

P&.T tnf r1:itruc1ure Nc-twork'SuplJQrt (b)(3):6(f),(b) 
10J9r:i2. 02/12/201'4 SJtth Jct:or (BATCH) IJntted Elitch C~:f• iJ~d•t• (4) 

13,'36 

1040'.JU Ul./1J/l.U1'4 ~1nantll!/Aa:ount1ng Hember Jo'Ottal (ml'll) r-ternoersh1ps h11~e nol bil'ed s ince l.UIL Apphc11t t::in 1o1roduc11on ~ppotl 
11 :50 and .;ire stil l actt" e. 

104070 ou1:ir-0H
16:51.______, 

e.iu:h Jcb3 (OATC:H} u:; AJrl\·.:ir' IJ.:it.:h Cede Upc!.:itc rrodiact owner 

10411.6 02/14/201• M1t.h•el Hoffmiln Inrr.asb"ucture Vulnef'jjbtl1ly Remeai•bOfl I nformation Security 
11:13 tt~uect~ 

104125 02/1'4/201'11 Hlch"el Hoffman l r1fr,astn1cture VUlneratJllit r Remedlo11 tl0fl l nfOJmilUon Securit~ Mlchn1Hotfm,an 
11:2'S R.cjUHtS 

104126 02/1'4/20141 Hlr:hnl Hoffm•n v1Jln.er1bll ttr Rtme~t•l'¢fl Jnform1tto:>nS~vrtt7 Mlchu1 Hoffm1n 
11:27 l\~uests. 

104128 D2J14/Z014 Mltt'IHI Hc ttm:nn 
11:3G 

V\JlnerabUllV Remeal.IJt lCtl 
RfA1Utl.ttl ~::t\lloglll(lhl!l!~,!I!)•·~ IP sour<e 

1n1orm 11t1on secur'ICV MIChHI H01tm1n 

1C-41:n C~/1.:{201-41 Mlch•ei Hatrm;rn 
11:49 

\'Ulr:e~b::lly lleme:llitlefl 
RequfftS mLila!f:t~!#!l!~11gh) 

1041:13 02./1<11/201<11 HIChHI Horrmilo 
11::'.il 

vulnerabllll y R.emedl.ttiOfl ~tti!U!.!t!!11gh) l nfornuuon SQCurlty 111ehH1Holfman 

1()4135 02/14/2014 Hfr:hnl Hoffm•n 
11 :57 

Jnfrattti(lllJre Vuln•r•bilil r 1Wm•di41ta 
1t~ue1ts ~~llJ'tY!f!,M~ fire, ~~1st 

(fClti} . 

l nforn-..Uon St<:urit y Mil:hn1Holrm• n 

02/H/20! "'1 Hlr:hul HolfmiO Vulntr1bllilr RAmtdl•l!Ot'I 
1 );nt RN111•<it~ 

104137 02./1"!{201'1 Mlch1e1 Hoffman Infr:i~a11cture V\Jlnerablllry Remed1llt l0fl 
U:J.l f<.c!Utltll 

1041Je 02/14J201• Mltt'l1el Hcrtm1n 
tz:l 'I 

VlJlnerabllll y R.emettl• tiOfl 
Re:;•Je~t~ 

~~:tftP~JPSour~ l nform1tk>n Security 

104142 02/14/201.4 M1~l1o1.,I Hutim.iu 
12:2• 

Vul11 v1•t11hl r twmWl.ilAA1 
Requt!!tS ~~1:JM~ltM~h~li¥ti<.1y!'lWT1tl111dl 

104145 02/14/201'4 Hft;hnl Hoffm.rn V\Jlner•bililr Rlilmedid !Ofl VRR l:litJ!tillitb Sov<0e 1nform,tlon Se-;;urit~ t1ithn1Hoffm1n 
12:40 Requests Ro•t109 (h~n) 

10414$ 02/14/201'4 H1rhael Hottm111 n 
1?:47 

Intril=-tructu~ Vulner.ib1l1lr RC'mediat:ooo 
Request! ~~=tl1~ii1J,Y•fiii!!!li•W I P Soun:e 

Jn1orm 11 tton Security Mir hael Hottman 

1041.sb 02/14/2014 Mlc.hHI Hcrrm1n 
13:07 

vu1nar.1orn1y R.tme<111tl0fl 
RCQUC$l:i i."~!:!.if:!t~!iM!i• 1nform1t1on Sccurity Mlc.l'IHI HOftm1n 

1041~ 02/14{201• Mk hill Hafrmim 
13:24 

lr1fril&tn1cture V\Jlnu ablt!ly R.emedl.illoll 
f:6:1UHtS ~::t11~Ji(,f•WWW• IP Sou~• JnformaUon Security MlthHI Holfmi rt 

104lY1 Ul/1'4fl.Ul'4 Aimee Hensh.iw lo'MU Add, r-1 od1fy, u~lete r-1eed .1 service Account fOf Jienk ins ~':'!items t:ngmieenng H1ch.,el u tennev 
15:23 

10127~ 01/16/201-1 Anni!Jolar!!; O!!:OM 
l l:tS 

LifltJX l "!~Ha! '''"'m' '"glmrlllg (b)(3):6(f), 
(b)(4) 

1042&7 02/18/20141 Ann~Maric 01son Q l · H WC!DLOOICuser ACCC!-St Rt~I MtOOleWjft l~feDLC91C) Su~port 
11:2s 

104320 OZ/10/20141 Austin A~el P<od1.1cts 6. Technol~v Vulnel'jbJlll~ Remedl.at10fl VRR (All end~lnts) Sym•ntec: ~ndpoi nt l nform11 t1on Se<:vrlt~ Mlch•e1 Holfm•n 
14: .t!il ,,.,,..,.,,,.,..,,.,,,....,

"'''"!"'" (b)(3):6(f}, 
17:0l (b)(4) 

~"'""'""' 

~eQUHtl 

lnff'il .vii' 

lo' rotecuon Update (crmc:al ) 

At'll'I c;11l1"0:~.v..... ""'~" tn TnMl f'll"I• IM 
ln\'Clec l\cpoft 

(b)(3):6(f),(b) 
(4) 

10073 02/li/201<09:14._____ Bui.iriesi.: Opi.: (QM) 6.11 Ldt J00111o (BATCH) USA.trn•ri. B<"lld1 CWa U~,tc • Poi.lt111i1 
C.ode 11 

('12/19/201• MK hHI H~,,miln 
14:15 

V\lln~r•Dth'Y P."tm'Milflt'C'fl 
Request1 ~~ol, Jpi,l., (cru~ f"it hu1Hl)ffm1n 

Ul/l~flV1'4 111ch"er Hoffman 
14:16 

JAfr.astr\lcture vulneraDti•t! KemethatlOfl 
Rt-:i•Jtstr 

VKK l:l:::l•J!ta•:::l•W 
SV.t.1fll'1' UpdJ:tH (n.;11] 

111ch.,el Hoffman 

OZ/19/20141 Htth1el Hoffmilo Vulnerabllll! Remedltl~ VRRj~J!!iaf.Afiii!!i•W JnformlltlOn Se<;urll? Mlch1e1Hoffm•n 
14:15 Re>Quest~ secun1v ucaete~ cmea1umi 

1N4'1 n'/1'1JX'IU Mltt'IA"'I H" lfMJll'I 
14:1'1 

V'11IMAN1Nl1ty AolliM"'rl l.r. t lt\11 

Request& 
VAR ~-
!AcUr1l'f Upditll (crftki fj­

lQ.4.428 02/19/.20111 l-llCh.iel Mofrmiln 
141:22 

JAlroilSO'UCture Wlner.tblllty '4emeol.ili0fl 
Rtqutstl ~·,1.u~t!r.T:.'it.Jlu'!rW 

10 M29 OU19/201'1 Hfeh~el H¢trm11n 
14 :24 

InrrJ~tn1c:ture 'llllner.,blltty Remedt~UOO 
Requests ~~1rTI~t!!f:fM~!!i•W I nform,tlon Secur!tt Hleh~e1 HolTm11n 

10-44130 02/19/20141 Hlr:hnl ttoffm•n 
14 :'.!;:: 

Vuln•~bllllr ~m•dl•llOfl 
Rcquc:;t:; ~RJ~Jt!!ftMI~#• Jnforrtn tlon S11Cur!t7 Mlchu 1HoOmtn 

10Hl3 02/19/201'4 Hlch11e1Hortman 
t•:l' 

V\JlnerabHlly ~mea111ti0fl 

F:equect ' ~~·, 1.w~\l!t.T:ti~!iii· lMOfm!tltlon security Mlch11e1Honma!'! 

0:!/19/20141 Hl::h.ae! H-=irrman 
1"4:42 

Infr.astn:cture VUlnerat-ll!ly P.emfl~IJtlefl 

Request& ~~1.n~t!t.T:rteiJt'!,• 1nform~!l-:>n 5&-:ur!ty 

104­07 02/19/20141 Michael Hoffman 
14:49 

I r1fr.1sb'uttufe V\Jlner•!>llity Remf!ldl.aliOrl 
Requests ~""'' e.:.:.. (h.,Mi•!iii•'·• l nformaiuon Security Michael HOilman 

02/lg/20141 HIC'hHI Hotfmim 
1'4:51 

lr1l r•st1t1«:lture Vuln•r• DlhlJ Remt1di..1a 
Request iii ~R1.1jiTI~i~f:rt!Jt!!,·- lnform1tlon Sec:urit7 Mil:hu1Holl man 

10"'141 OZ/19/20141 Mlrhaet Haffmiln 
14:! 5 

ll'lfr<l5C"'UCture vulnci'jblhl r t1.emcd11t1C11 
hqui 't' ~~l,!i~\l!f.T:fM,"!iii•Wi Jnform01 tlOn security 

104442 02/19/20141 Mlc.hHI Hoffman 
14:.5! 

Inrrastnlcture V\Jlnerabllllv Remedlatlc.ti 
Reque::;;tli ~u1rU~t!~f~'!'oo~!J•Wi l nfor matlon Securlt'I Mk hae.I HOtfm.1tJ 

104444 0:,/1Q{201• Mic.hut Harman 
14:58 

lnrrutrucWre V\Jlnar•bi l!ly ntmedl.1llOll 
Requests ~u1m:t!~f:ti~!!i·W lnformatlon ~&Curtty l·t khHIHatfm1n 

02/l!il/20141 Michael Hafrm1m 
1"4:50 

1r1rr•srrt1cture VUlner1Dllil t RemedlatlOfl 
ReQuests ~~1rTI~t!~f:1tJuif~W 1nform1uon Securit r Michael Hotrm• n 

02/113/l014 Hrchael Hoffman 
15:02 

Infr:istnJcture VUlnerablllty Remcdla~ 
~~v~'ts 

VRR _ ~ 
~Ml\' Ul'Cl!'lte' {me0fuftiT____ 

Jnform01 t1on Se<:unt~ 

104447 02/19/20U l<llc.hal!t HafPm:an Infr:a!:tnlcbJ~ V'Ulnera blllly Aeml!dl.11 t loll VAAi!!J!!ilafafiii!!i•W l nfOfm aUon Sl!Curity Michael Hottm:an 

MIChlt1Hoffmin 

Mlch1c1Hoffman 

LIFELOCK-0134383 
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15:02 R~utti.llli k1.111l!'UvJ111l 'dia(l1"'l1) 

02/ 19/2014 Mlc.hael Haffman 
15:04 

InfrHtnicture Vulnerabllltv Remedt.atlorl 
Requeilt ~rtu1iTI:t!~f:~~!!i•W l nformi!l tlon Security Mlc.h.Hll Hoffman 

OU19/20U f.l~c.hHI Hotl'miin 
l~:U<\ 

Infrastructure Vulner•blllly llemedl•Uoo 
Requests =~1iW~ti!f:1tJ.u~J•W lnformi!IUoo ~urlty l·Uch.ael Holfman 

m/ 1Q{'X'l14 M1rh.u1I Hnrrm;iin 
.l.S:O'il 

vuln..~t\11111 Afllmfllrl lAl ll"M'I 
R.i;iuHtl' ~:~1in~t!t.f:m!JM!• ·• Mlr h,.1111Hntfm11n 

OZ/J.S/20J.~ Michael Hoffmiln 
15:09 

Vulner.1blli1r Remedl.allOll 
R~IJ~1tS ~~1rtt¥ Updot" /W~1!!1•f,W Jnf0fm1Uon Se<:urlt~ Michael Hollm•n 

1.0US2 02/19/2014 Mtc.hael Ha1Pm11n 
15: 12: 

VUlnerabllll y Remedtatlcfl 
RequHtl ~Ru1inlt!~f:~Jfu!!J• l nformatlon Sl!!Curlty Michael Hoffman 

lO«SJ 02/19/201• MIChHI Hortman 
15:1:;! 

Jnf ra.struct\lre vu1nt r•l)l111y Remea11tl0f1 
Roqu~t~ ~""iv JPU"" ihioi)~ l nfOfmlUOn Socr.irlty '"IChHI Honman 

02/19/201'1 H1d1nl H\lfim1111 u 
15:15 

Vl,llu~1•1Jllil1 R"'moi.li4!lflJll 
RequHt!I ~~1 .~~!l!f.t:mt~!!i· 

OZ,119/201'4 Mlch.H! Hoffman 
15:15 

l/•~lner•bilit1 P.emedi•tit'fl 
R~UC$t5 ~J.w~'!t.tmtJMl\\IJ• Jnform1tl-:on Sr.11rit , MithH I Hoffmtn 

104'156 02119/201'1 H1cnae1Hotrm11n 
15:19 

Introi!:01JC:Nre vu1ner.11 blllly RemealllUOfl 
f:~uet:t!: ~~Ji!f!;aea't!',~r!t!G!l} 

Jmormilltlon sccuncy Mlcnael Hottmen 

lO«S? 02/19/201• Hlc.hul Horm1n lnfrutrueturc V\Jlntr1bUlly ~emodl1tl0fl I nformation Socurlt~ Mlc.hHI Hoft'm1n 
15:22 Raquasts: 

f.'12/19{20U Mkhil~I H" ffmen Infrastrudure V\Jln~r.aDllil!f RP-m~l;i tk°'fl l nformllltiOO S!!>'.'urit~ 
1 ~:2:i ~~UHt• 

1U4)W Ui./tU/l.Ulllt t.ha$e Young 1nfouxk Memoer Alert ~e$pOn5e 11me 
13: 4a 

02./20/~11 Kal'(anl Patlb;uid1a 
16 :19 

Inrormauon Tethnoiooy Plu:>e lnt<Orot< QM•lt)' •Jlth~ Quality N;~uran-ce (rtt.T) fU/\ 

1045Sl 02121/2014 MICMHI Harrm11n 
OO:OS 

Infri11~tn1crure vu1nera~111y Remea1.11r1011 
bquut1 ~::'u1.ii~tlt.t:f!i~!!1· 1n1orm111uon secur1cy MICOlfllHMm•n 

1045!3 02/2.1/201-4 Mlchael Horrm;in 
09:09 

Infrilstructure V\Jlne~bl111y Remedliltklfl 
Requfitli ~u1.ii~!l!!f:fit.J!u!iJ'J• lnform~tlon Socurlty Michael Ho«man 

r:iU2t /201• Hk ha.I H.,ffman 
09 :11 

V\Jln.• r1t:!l!t'!" Ritm-tdl.iitl«I 
J::eqve$t5 ~RujrW~t!!f:m!~!i·•···· l nfornnUon S~urlt~ 

U't/tl /J.Ul'I 111ehul Hoffman 
09:11 

Jnfrunructure vulner1bilhtr Kemed1o1tl0f1 
RequestSI ~~~1.u~ttt.tm!Jt!!ir•-

l 04SS7 OZ/:.1{2014 MIChi'.!CI HOft'm~n 
09: 15 

Vl.llncr.lbll!tY Remcd1.'.I~ 
Req1.111:t1 v•·~ -s.cu·niVuPGiii1'1n1c:i,.,....---­

Jnform:itton sccunty Mlthi'.!CI Hotfmcn 

104SSS 02/21/201'1 Mlc.hul Haffman 
09:17 

InfrastnJcture V\Jlnl!!rablllly Remedl.atlofl 
Reque:itit ~uirW:tt~f:Yj!.t'•W l nformatlon Securltv MkhH I Hoftm.an 

02/21/20U M~chul Hotrrru1n 
M:'M 

1J1Jlner11)jllty Remedl1UOf1 
RNJ11~t~ ~!a,,tJM~ (hlOh) l nformaiUon Security Mlchul Hotfman 

101560 02/ll/~11 Hlchael Hotrman 111rr,,~tr1.1cture '.-"ulnerabll!t r Remedt.Jt tlOfl VRR i•l..•Y1Yiiai!l!i!laW lnfafm 11 t1on securltr 
09:2tl R~utstt ~ S1curlty fJpdHlllt (mtdlum) 

1045Cil OZ/21(201'1 Hlchael Hoffmiln 
09:26 

vulner.Jbilit~ Remedlatiefl 
~equests ~Jli!Jt~1=tda,;$ tiow·) 

1nf0fm1t1on se-cvrlt~ Michael Hoffmiln 

104552 02/21/2014 MlthHI H~rfman 
09:.JQ 

1J1Jh1erab1111y R..emedlatlUI 
Rcquc:1ts ~u1.ii~l\1~ftfflt~!!I• 

104563 

104564 

02/21/20U MIChHI Hotrmiln 
09:3~ 

02/21(201'1 Hlehael Hofrman 
09: 40 

Infrastructure 

tnrrilstructur~ 

IJ\Jlntr•blllly Remea11tj()f1 
R~u.,.li.: 

V\Jlnerabllity RemedlatiOtl 
ft'9QUe5tl 

:_R"l'~~§!!f~ftJfu!!f 
~:1~!~:IPiiil!!i•t s.air<y l nf orm111 tion Security 

MIChH1 Honm1n 

Hlehael Hoffman 

02/lt/101~ H1chu t l lo'1mi1n 
09:42 

I11rr•s:tt1.1c:t>.ir• V\.1lner• bililt Kemedi•l.ct'I 
ft~uc:st5 ~~R,)~~$~f:fti!~... l nformauon s..::utltr Mit hu t l lolfm.tn 

l'.'2/2.1/201'1 Mll!hf!~I H1'frmen V\llneraD!h'Y ~m~1ot1~ VRR l:f::llJ!till:ill• 
09:45 Requel!it s ~ S!curlty Updates {Mgtl) 

104568 

104570 

U2/21/2014 f-tlehul HarP'm1n 
0Q:47 

02/21/201~ Michael Hoffman 
!J'; :~ 

Infrutnictul'fl 

Infrastructure 

V\Jlneraornty Ftemedl.atlofl 
Requnt1 

Vulnerability RemediatiOfl 
Requests 

~Jli!tt!Mtd.it!fn,.dl•m> 
VRR~~Java 
Ull(!a~ 

1nformatlon Security 

Sys:tem!> Engineering 

MlehHI Holfm•n 

H~1m 6(1>· 
104571 02/21/201• MIChilel Hortm;;in 

10 :02 
JnfriSb'ucture Vl.llner•l)lllly RemealilUOfl 

Rcqu~ts 
~:J!Ef~,mt~fiii!!i•t securrty 

Sy8tems Englneer~ng M/A 

10<573 02/21/201'4 H1d1nl H\ltflrt•u 
10:05 

Vulue1•bililf R~m1.Ukiilf\Jl1 
Requests ~:J~!i.~l•fiil!!!i•f 5.llu•ilr 

f.'12/21/lN• M..;hi!'!-1 H-;..ffmi!n 
10:2l 

V\Jlne~t>llit!f Rl:m'l'diil \:1Cf1 
Request• 

VRRl!!i!!i•f,fij&ze5.,.,,.ity
fJpdllbls(crU:tc.tl) 

Ui./tl ft.Vl'I 111eh.,el Hoffman 
12:43 

1nrro11structure vulnerablht~ KemechatlOfl 
R'!'CjU'!'>tS: ~fF~~]i'~l~!H!~m'i~ -[n,'.lij 

104591 02/21/20.1'4 MfC'hHI Hoffrn•n 
ll:!ll 
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From: 	 Jenner Holden [/O=LIFELOCK/OU=EXCHANGE ADMIN ISTRATIVE GROUP 
(FYDIBOHF23SPDLD/CN=RECIPIENTS/CN=JENNER.HOLDEN) 

Sent: Friday, November 16, 2012 8:01 AM 
To : Gwen Ceylon 
Subject: Re: RA 

I agree, but ... 

Stop by today. Let's discuss. 

Jenner Holden 
Director of Information Security ILifelock® - Relentlessly Protecting Your Identity™ 
480.457.2008 Office I~b)(6),(b)(i)(C) jCell 
Jenner. Holden@lifelo R.com 
60 E. Rio Salado Parkway, Suite 400, Tempe, AZ 85281 

From: Gwen Ceylon <Gwen.Cev.lon@lifelock.com> 

Date: Thursday, November 15, 2012 7:30 PM 

To: Jenner Holden <jenner.holden@lifelock.com> 

Subject : RA 


I ju'lt looked at your RA worksheet. Thi'l is a Tony thing, i'ln't it? 

RA, under NIST anyways, isn't about making a long laundry l ists of any and every threat and vulnerability conceivable 

through a brainstorming exercise and stack ranking yourselves against t hem by applying number values based on how 
you think you would do if that situat ion ever happened to arise. 

I had to operate under NIST at CGI because being under contract with our Government customer they required us to 
follow their government processes. Read NIST 800-30 rev 1- i t's changed a lot since the 2002 version you all referenced 
during the last PCI audit . Also NIST 800-37. 

Under the NIST framework the items that went into my RA spreadsheet were actual control gaps found in the 
environment that had a real need to be evaluated, prioritized and remediated (or not, depending on resources) - like: 

1) problems identified during <:i DR/CP exercise or IR test (or from <:ictu;:il restore/recovery <:ind IR scenarios) that 
resulted in significantly inadequate performance that could or did adversely impact operations. 

2) 	 vulnerabilities and weaknesses found in a pen test or vulnerability scan that are a more systemic problem rather 

than a quick patch or config change to fix the vulnerabil ity (ie, Windows team refuses to patch systems 
manually, SCCM and WSUS are both broke so vulnerabilities are increasing in number putting the company at 
greater risk). 

3) 	 missing security controls - ie, not having an app scanner to check in-house developed applications for 

vulnerabilit ies or weaknesses. (b) 

4) well defined change management plan not in place, people are not fol lowing the process, and frequency o (3)6(1) 

service disruptions is increasing. 
5) 	 material weaknesses and deficiencies found in audits - a qualification finding related to user access controls 

because periodic account reviews are not being performed at all wither manually or with an automated tool to 

doit. 
6) 	 deficiencies or non-compliance found in a security assessment for a project or new deployment of some 

product or service 

LIFELOCK-0088187 
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7) 	 new compliance requirements that will now need to be met - all public companies need to place cameras in the 
workplace to continuously monitor, collect fingerprints and retina scans from all employees as a result of an 
Obama E.0. Nark on Fellow Citizens to Aid DHS in Apprehending and Transporting Dissidents to FEMA CAMP 
ACT, punishable by sending all executives to do battle with robotic gladiators at the National Amphitheater. 

8) 	 technology rendered obsolete and needs replacement - !;l:lthtan now be easily broken with publically 
available exploit code and 2048 bit keys are now longer sufficient so we need to move all systems to!;l:l•'-Wand 
4096 bit keys across the environment (or as is the case of MDS and use of LM here at Lifel ock). 

This is walk the talk kind of stuff - really going out and finding the gaps in the environment rather than find a bunch of 
threat/vulnerability pairs companies face as examples out on the Internet and making a RA check list of them for 
Life Lock. 

Do you agree? 

Gwen Ceylon, CISSP CISM CISA 
Contractor - Information Securit /Compliance 
480.457.2101 Office I(b)(G),(b)(?)(C) Cell 
gwen.ceylon@llfelock.com 
60 E. Rio Salado Parkway, Suite 400. Tempe. AZ 85281 
Lifelock® - Relentlessly Protecting Your Identity™ 
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l (b)(3):6(f),(b)(4) From: 

Sent: f ueSday, March 19. 20131:36 PM 

To: Scott Watson; David Brid man 

Cc: C hris Ebrig ht; (b)(3) 6(f),(b)(4) 

Subject: lnfoSec Scan 

Importance: High 

Hi Scott, 

Thank you for the call today. I spoke with Dave, and you may have spoken with Chris as well. 

Dave and I discussed and Informat ion Security will do a scan on the new systems from the New Cluster Landscape 

project once in Stage, and then AFTER it has been ful ly cutover in Production. This is different than what we had 
discussed earl ier. Dave would like to have the scan run after it is fully operational in the production environment. 

Chris - lnfoSec will need a t icket (or tickets if you are not ready to provide Prod info yet) on a request for a scan and t he 
IPs of the system(s) that will be in Stage, and then in Prod. 

6
Chris ondl/~~m (f), Ios port of security best proctice (ond os port of PC I complionce) lnfoSec will need to scon/review oll 
major changes implemented in the environment. While this has not occurred consistently in the past, we are putting 

steps in place to ensu(e t hat the scans are part of the process. Since this is not fully documented and a process vetted 
(as to what works best in reality) I am asking for a t icket for a scan request at t his t ime. Information Security is working 

with~Renee on what the best process will be, not just for your team, but for all Infrast ructure and Engineeri ng 
teams when major changes occur. 

Dave, you will need to turn around t he scan results quickly, with any remediation t hat is required for vulnerabilit ies. I 

would suggest that any critical or high vulnerabili t ies be remediated, or an exception requested and reviewed/approved, 
before going live in Production. 

Aga in, thank you everyone for ensuri ng scans are being completed. 

To Recap Next Steps: 

(b)(3):6(f),(b)(4) 

Thank you ! Please feel free to provide comments or questions. 

(b)(3)6(f),(b)(4) 

LIFELOCK-0026183 
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l (b)(3):6(f),(b)(4)From: 
Sent: inursoay, July ZS, 201311:10 AM 
To: AnneMarie Olson; Austin Appel 
Subject: Final Thoughts/Comments/Info 

This email i5' just to brain dump some last items, so the info does not walk out the door w ith me. Mostly related to PCI. 

(b)(3) 6(f),(b)(4) 

3 	 C ange Management -one t ing LL is rea y ac ing is aving signi icant c anges scanne at ter t ey go into pro uction. I recom m en t at t e c ange 

group (gail' s group) also be include to ensure that a post-implementation task be assigned to infosec. Austin, if you get a request to scan something that 
went into production make certain that the task is on a change record. That is where the auditor will look for it and it will be easier to track there. 

(b)(3) 6(f),(b)(4) 

I think that i s it although if I think ofanything else I certainly will email. 

Thank you to you both for making my time at LL very p leasurable. It was great to work with such a talented, dedirnted people such as yourselves! 

1(6)(3):6(1),(b)(.4) 
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l(b)(3):6(f),{b)(4) From: 
Sent: IueSday, February 11, 2014 10:06 AM 
To: AnneMarie Olson 
Subject: RE: Change Management Standard 

yep 

From: (b)(3) 6(f),(b)(4) 

Sent: ues ay, e rua 11, 2014 9:25 AM 
To: AnneMarie Olson 
Subject: RE: Change Management Standard 

Only one change and I am good. 

From: AnneMalie Olson 
Sent: Tuesday, February 11, 2014 9:17 AM 

To:l(~):~),~~(4) I 
SuliJ : :ange Management Standard 

You rock; thanks for quick turn-around and for sreat input. See chanses/comments below and then let me know if we are sood. 

From : (b)(3) 6(1),(b) 

Sent: ues av, e ruary 11, 2014 8:33 AM 
To: AnneMarie Olson 
Subject: RE: Change Management Standard 

See comments below... 

LIFELOCK-0033420 
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As promised several months ago, I have the standard for change management in final draft. It's part of a larger standard called "Security Standards for 
Communications & Operations Management ." Below is the pol icy (in red) and the associated standards. Please review with the following objectives in mind: 

Is the standard reasonable and prudent? 

Do we comply with the standard? 

o If yes, could we provide evidence? 

o How do we maintain the compliance? 

o 	 If no, can we comply? 


If yes, how and when? If remediation Is more than 30 daysj(b)( I 

If no,IQ[}ir change standard 


We did the ent ire document {31 pages) in 4.5 hours s.o this section shouldn't take longer than an hour or so. I would have set up a separate review meeting with 
you, but I think we're meet ing these in all cases, so this should be a slam dunk. If not, I'm happy to review in person. I'd like to get this back in the next week or 

so, if possiblle. Thanks~ amo 

(b)(J):t5(f),(b)(4) 
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I~)(3) 6(/).(6)(4) 

Anne MJrie Olson (Jmo lnformJt ion Security ILifel ock® - Relentlessly Protecting Your Identity™ 
480.457.2086 Direct I (b}(6),(b)(7) ann!i:ma.ri~..cls.on@lif!i:IQ.c.k.. c.um 
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From: Tony Valentine [Tony.Valentlne@lifelock.com) 
Sent: Monday, July 15. 20131 :13 PM 
To: l(b)(3):6(t),(b)(4) I 
Subject: RE: ROC - Opaated list of Critical and Post-ROC Items - Version 3 

Can you give me a call on this when you can? 
Im a bit confused about what you're saying. 
Thanks 

................. " ........ 
From: (b)(3)6(f),(b)(4) 

Sent: , , 2013 12:12 PM 
To: Tony Valentine 
Subject: FW: ROC- Updated list of Critical and Post-ROC Items - Version 3 
Importance: High 

Tony, 

Austin is able to do a screenshot of al I scans run and dates that they ran. BUT - some of these scans were added a~er I 
came in because I had noticed (along with~that not all PC! vlans were being scanned. 

~alternative request (DMZ and CDE)....DMZ would be fine but the CDE I think means all t he CDE vlans (which is all 

we scan anyway, and doesn't mean we can remove those vlans that have not been scanned al l year) 

THOUGHTS? 

'i=~~~;irb)(3) 6(f),(b)(4) r 
Sent: Aonda July IS, 2013 11:27 AM 
To: (b)(3) 6(f),(b)(4) 


Cc: (b)(3): ( ),(b)(4) Tony Valentlne;f(b)(3):6(f),(b)(4) IDavid Bridgman 

Subject: Re: ROC - Updated list of Critical and Post-ROC 1ti-e-ms----_....'V...e-rs"""10--n-3.....-----------------------' 

Importance: High 


Here's the requirement 

11 .2.1.a Review the scan reports and verify that four quarterly internal scans occurred in the most recent 
12-month period. 

T don't need the detailed results of the scans; T just need the report stating a scan was done on a date. 

LIFELOCK-001 0367 
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1 have a photograph ofthe screen showing all the YLANS that arc scam1cd. What 1 don't have is something 

sbowing it being done for four quaiters. 


Will that history show that all 30 VLANS will have been looked at in each of the last four quarters? If so, that 
w ill do. If the history is just on one VLAN, then I need the history for each but I will set tle for the history of the 
scans of the DMZ and CDE. 

This can be shoved into one file and put in the Infosec folder. 

On 15 Jul 2013, at 11: 11 AM, (b)(
3

) :
5

(f),(b)(
4l wrote: 

Hif(b)"l
llli:fil!..I 

In response to the Internal Vulnerabil ity Scans that Austin performs, there is a level of effort . Can you please read my 

email to Austin and Austin's response and then let me know what you would prefer'? 


Thank you !! ! 

l(bX3J6(f).(bJ(4J 

- Updated list of Critical and Post-ROC Items - Version 3 

You are correct, we scan by VLAN. Unfortunately, there is no single report that I generate for each report. Here are a 
few options of things I could do to satisfy the request: 

(b)(3)6(f),(b)(4) 

·,;~~; (b)(3):6(f),(b)(4) ......................... ......... ......................................... .................... ....... ........................
· · 

Se nt: Monday, July 15, 2013 10:59 AM 
To: Austin Appel 
Subject: FW: ROC - Updated list of Critical and Post-ROC Items - Version 3 

Austin, 

How difficult would it be t o get this? I believe these scans are not r :,o:,:r rated into one single report, that you scan by 
vlan. l'lease let me know the steps and effort and I wi ll speak with (b). 

Thank you! 

(b)(3):6(f),(b)(4) 
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1~)(3) 6(Q,(b)(4) 

.... ... ....... ....... . .............. ....... ........ . 


Cc: uzanne arr; Tony Valentine; Jeff Weekes; David Bridgman 
Subject: Re: ROC - Updated list of Critical and Post-ROC Items - Version 3 

I have four quarters ofISV external vulnerabiity scans that I renamed. I don't think I have the internal quarterly 
reports generated by Austin. 

Thanks for the clarification on the PCI tables; 1'11 adjust my text. 

(b)(3)6(f),(b) 

On 15 Jul 2013, at 10:39 AM,115)(3):a(t),(b)(a) r vrote: 

Please see my comments In RED. Also, I am adding Dave to the email. 

Cc: Suzanne Farr; Tony Valentine; Jeff Weekes 
Subject: Re: ROC - Updated list of Critical and Post-ROC Items - Version 3 

Yes, it does help. As T mentioned, Tdon't see messages that David has posted stuff--maybe this is in a Box 
setting for him? 1will check with Dave on this. 

I've searched for the 4 quarters ofvulnerability reports and the ad hoc vulnerability report plus t icket for system 
change you mentioned in an email but l cannot find them. 

1) I believe you have the 4 quarters of vulnerability reports because you had renamed them once I had 
uploaded . Correct? 

2) Dave is going t o upload these today, if he hasn't already. If he d id I w ill have him send/ resend an e mail as to 
where t his is. 

I wrote the compensating controls for access to PCT tables but Thave a question and a need. Tdon't know if you 
read the paper l sent to Tony and (b)(3):6(f), on this (it's the document The DSS requirements ~pecifying how 
access to the database holding C 1s controlled in the From ~folder in the Ad min, General folder) but I 
need to also see a list ofnon-DB A users who can access the da~e and the role assigned to them. In my paper 

r b)(3):6(f),(b)(4) 

be that broad or did you just mean the encrypted tables? Tsuggest you put the list ofnon-DB A users in another 
tab. Note that I shorten the name and move it to the database folder. 
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1) I wjl! oct vO!! the list of the non- OBA users wbJ have access to the database. 
2) l (b)(3) 6(f),(b)(4) ­

thanks 

l<b><3> I 

On 15 Jul 2013, at 10:19 AM (b)(J): 
6

(f),(b)( 
4

) wrote: 

H~ 
I will let Tony address the AD comment. Tony? 

As for the other items you may have missed? I wouldn't know at this point but I am ensuring that Dave and I are also 
providing you an email when we upload to include location. I certainly hope this helps and if you cannot find something 

you know or believe has been uploaded in the past, just let me know and I will either find it or upload. 

Thanks! 

l(b)(3)6(Q,~)(4) 

From:1(b)(3) 6(f),(b)(4) 

Sent: nday, July 12, 2013 5:31 PM 
To: (b)(3) 6(f),(b)(4) 

Cc: , ony Valentine; Jeff Weekes 
Subject: Re: ROC - Updated list of Critical and Post-ROC Items - Version 3 

l~X3J 6(1J,(bJ(4l 

Another misunderstanding on the AD cleanup. 1 said that Tony had made a note ofthe bad entries and would fix 
them along with the other stuff that needs to be tixed. T said Twasn't expecting another AD listing since we 
suspect that there are more bad entries in AD. Was T wrong in that? Should we get a new list with those errors 
corrected to reference in the repoit? We had identified them as things to be corrected and posed to evidence 
post-Roe. 

(b}(3):6 

f b 4 


On 12 Jul 2013, at 5:02 PM (b)(J) 
6

(f),(b)(
4

) 

MY RESPONSES IN RED FOR GAPS OF " DONE" ITEMS. 

(b)(3)6(f),(b)(4) 
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From:l(b)(3):6(f),(b)(4) 

Sent: Friday, July iii1'2,"'"2""0""13.....,;4:..,s,,.2_P"""M__________, 
To: Tony Valentine; l(b)(3) 6(f),(b)(4) I 
Subject: ROC - Updated list of Critical and Post-ROC Items - Version 3 

Please see updates below - Items highlighted in yellow have been received. Also, please see note froni\~~'~" Ion 
contents ofApplications Security Assessment report, not sure this if adequate or final version. 

On Thu, Jul II , 2013 at 5: 19 PM ....._ -
3

_
5
(f)_ -

4
_) _____________ lwrote:l<b)( ): _ ,(b)( ..... 

All , 

With you agreement, Twill continue to populate one email with any additional items that have been identified as 
needed before or after submission. I will coordinate with~to provide an updated status on each item and 
include that so we know which items have been dispositioned and which ones are still open. 1 will provide an 
update at COB each day so we all have the most current status. 

Thanks again and please let me know if there is anything else we can do to assist. 

(b)(3)ti(t),(b)(4) 

5 
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(b)(3):6(f),(b)(4) 

* l'lease see separate email from (b) 

CONFIDENTIAL 

Code Review regarding document provided for pentest and (b)(3l 6 

"F xcellence is not a skill, it is an i:ittitude" - Ralph Marston 

l (b)(3):6(f),(b)(4) !This email message, including any 
attachments, 1s for the sole use ofthe intended recipient (s) and may 
cuntain information that is cunfi<lential, prnprietary, legally 
privileged, or otherwise prot.ected by law from disclosure. Any 
unauthorized review, use, copying, disclosure .• or distri bution is 
prohibited. Tfyou are not the intended recipient, or the person 
responsible for delivering this to an addressee, you should notify the 
sender immediately by telephone or by reply e-mail.. and destroy all 
copies of the original message. 

reports. 
Regards, 

(b)(3):6(f),(b)(4) 

(b)(3) 6(f),(b)(4) 

"Excellence is not a skill, it is an attitude" - Ralph Marston 

l(b)(3):6~),(b)(4) trrus email message, including any 
attac ments, is for the sole use of the intended recipient (s) and may 
contain information that is confidential, proprietary, legally 
privileged, or otherwise protected by law from disclosure. Any 
unauthorized review, use, copying, disclosure, or distribution is 
prohibited. Ifyou are not the intended recipient, or the person 

6 

LIFELOCK-0010372 




CONFIDENTIAL 


responsible for delivering tills to an addressee, you should not ify the 
sender immediately by telephone or by reply e-mail, and destroy all 
copies of the original message. 
This email message , including any attachments , is for the sole use of the intended 
recipient Is) and may contain information that is 
confidential , proprietary, legally privileged, or otherwise protected by l aw f r om 
disclosure. Any unauthorized review, use, copying, 
di sclosure, or distribution is prohibited. If you are not the intended recipi ent, or the 
person responsible fo r deliverinq this to 
an addr essee, you should notify the se nde r irrunedi atel y by tel ephone or by r epl y e-mail , 
and destroy all copies of the original message . 

The information contained in this transmission may contain privileged and confidential 
information. It is intended only for the use of the person(s) named above. If you are not the 
intended recipient, you are hereby notified that any review, dissemination, distribution or 
duplication of this communication is strictly prohibited. If you are not the intended 
recipient, please contact the sender by reply email and destroy all copies of the original 
message. 

This email message , i ncl udi ng any attachments , is f or the sol e use of t he intended 
recipient Is) and may contai n information that i .s 
confidential, proprietary, legally pri vileged, or otherwise protected by law from 
disclosure. Any unauthorized review, use, copyi nq , 
disclosure , or distribut ion is prohibited. If you are not t he i ntended r ecipient , or t he 
person r esponsible for delive ring this to 
an addressee , you should notify the sender irrunediate l y by tel ephone or by r epl y e - mail , 
and destroy all copies ot the original message . 

The information contained in this transmission may contain privileged and confidential 
information . It is intended only for the use of the person(s) named above. If you are not the 
intended recipient, you are hereby notified that any review, dissemination, distribution or 
duplication of this communication is strictly prohibited. If you are not the intended 
recipient, please contact the sender by reply email and destroy all copies of the original 
message. 

This email message, incl uding any a t tachments , is f or the sole use of t he intended 
recipient Is) and may contain information that is 
confident ial , propri e t a ry, l egally pri vileged, or otherwise protected by law from 
di sclosure . Any unauthorized review, use, copying , 
disclosure , or dis tribution is p rohibited . If you are not the intended recipient , or the 
pe r son responsibl e t or delivering this t o 
an addressee , you should noti fy the sender immediately by telephone or by reply e -mail , 
and destroy all copies of t h e original message . 
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The information contained in this transmission may contain privileged and confidential 
information. It is intended only for the use of the person(s) named above. If you are not the 
intended recipient, you are hereby notified that any review, dissemination, distribution or 
duplication of this communication is strictly prohibited. If you are not the intended 
recipient, please contact the sender by reply email and destroy all copies of the original 
message. 

This email me ssage , inc l uding any a t tachments , is f or t he sol e use of t he intended 
recipient (s) a nd may contain information t hat is 
contidential, proprietary, legally privileged, or otherwise protected by law trom 
disclosure. Any unauthorized review, use, copying , 
disclosure , or distribution is prohibited. If you are not t he intended recipient , or the 
person responsible for delivering this to 
an addr essee , you should not i fy the sender immediately by telephone or by r eply e -mai l , 
and destroy all copies of the original message . 

The information contained in this transmission may contain privileged and confidential information. It is 
intended only for the use of the person(s) named above. Ifyou are not the intended recipient, you are hereby 
notified that any review, dissemination, distribution or duplication ofthis communication is strictly probibited. 
lfyou are not the intended recipient, please contact the sender by reply email and destroy all copies of the 
01iginal message. 

This email message , incl uding any a t tachments , is for t he sole use of t he intended 
recipient (s) and may c ontain information t hat is 
confidential , proprietary, legally privileged, or otherwise protected by law from 
di sclosure . Any unauthorized review, us e , copying , 
di scl osure , or distribution is prohibited. If you are not t he intended recipi ent , or the 
person responsible fo r delivering t his t o 
c.n addres.see, you should notify the sender ircunediate ly by tel ephone or by repl y e - mc.il, 
and des troy all c opies of the origi nal message . 
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KELLEY DRYE & WARREN L L P 

A L IMITED L IA81l.ITY PAflTNEA$HIP 

WASHINGTON HARBOUR, SUITE 400 
N E W YO R K , NY F A CS I M IL E 

LO S ANGE L E S . CA 
3050 K STREET, NW 

(20 2 ) 34 2- 8451 

CHIC A GO. I L WASHINGTON, DC 20007 www .kel l eydrye.com 

STA M FORD . CT 

PARSIPPANY , N J ( 2 0 2 ) 3 4 2 -8400 

WILLIAM C. MA CL E OD 

B RU SSE LS , BE LG I U M DIRECT LIN E : ( 2 0 2 ) 3 4 2-8811 

EM A I L : wmacleod@kelley~ r ye . com 

AFF ILIATE OFFICE 

MUMBAI , INOIA 

June 12, 20 15 

VIA EL ECTRONIC M AIL 

Susan H. Pope 
Federal Trade Commission 
600 Pennsylvania Ave., N.W. 
Mailstop CC-9528 
Washington, D.C. 20580 

RE: 	 CONFIDENTIAL - LifeLock, Inc. 

Dear Susan: 

This responds to your letter dated June 9, 2015 and my phone call with Greg of yesterday in 
which you sought clarification of our June 5, 2015 submission relating to Microsoft and Linux 
patch histories. After I explained the difficulty of answering questions seeking "all information 
available," Greg asked if we could at least provide logs and a list of decommissioned servers 
today. With this letter we are doing that, a long with providing answers to other questions that 
bear on the interpretation of the logs. Please see our responses to your specific questions 
(repeated in bold typeface) be low. 

1. 	 The three .csv files you produced (LIFE LOCK-0136811, LIFELOCK­
0136812, and LIFELOCK-0136813), contain columns with headings 
and informa tion, with no explanation r egarding what the column 
heading or information means or how it relates to the pa tching 
purpor tedly completed by Lif eLock. Accordingly: 

a. 	 With respect to .csv file LIFELOCK-0136811: 

(1) 	 Pr ovide a detailed description of what is meant by and 
what information is contained in columns labeled : 
Change ID; Change Title;Task ID; Title; Description ; 
Created By; Technician; Crea ted Date; Scheduled Star t 
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Time; Task Status; Completed Time; Task Comment; 
and Comment Time. 

The following chart provides descriptions of the column headers: 

HEADER DESCRIPTION 
Change ID Record ID of a change request 
Change Title Title or subject of a change request 
Task ID Record ID of a task record 
Title Title or subject of a task record 
Description Identification of server to be patched 
Created By Technician who created the task record 
Technician Technician to whom the task record was assigned 
Created Date Date/time the task record was created 
Scheduled Start Time Date/time the task was scheduled to start 
Task Status Status of task record 
Completed Time Date/time the task was marked as completed 
Task Comment Comment entered into task record 
Comment Time Date/time comment was entered into task record 

(2) 	 For each column, identified in I.a(l), above, describe how the 
information in each column relates to patching that 
purportedly was completed by Lifelock. 

Change management requests are made to the company's information technology (IT) team to 
request that patches be installed on various systems. Each change request has an ID and title, 
and is executed by a technician. Each change request may contain one or more specific tasks to 
be executed, each which have an ID, status, and start/completion times. 

(3) 	 For ma ny cells in the "Completed Time," "Task Comment" 
columns, there is an entry of "N/A". Please describe what is 
meant by N/A. For example, with respect to the "Completed 
Time" column, does "N/A" indicate that the referenced 
patch( es) were not completed. 

We note that LIFELOCK-0136811 supplements the "CR Report 05-13-15" (LIFELOCK­
0135782) that was produced to FTC staff on or around May 19, 2015. The "CR Report 05-13­
15" log contains the completion time and date for each of the Change Request forms. With 
respect to LIFELOCK-0136811 , the columns "Completed Time" and "Task Comment" were 
optional data fields. The technician assigned to the task did not need to input a response into 
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those fields in order for the task to be closed. lf the fields were left blank, it would have auto­
populated as "NIA." Thus, the notation of "NIA" does not indicate that the referenced patches 
had not been completed. Moreover, LIFELOCK-0135782 confirms that all Change Request 
forms that were created in this six-month time period had been completed. 

b . 	 W ith respect to .csv files LIFELOCK-0136812 and 
LIFELOCK-0136813: 

(1) 	 Provide a detailed description of what is meant by and 
what information is contained in columns labeled: 
CSName; InstalledOn; HotFixID; Description; Caption; 
and CVE. 

The following chart provides descriptions of the column headers: 

LIFELOCK-0136812 
HEADER DESCRIPTION 

CSName The name of the server that received the patch 
InstalledOn Date and time on which the patch was applied on that server 
HotFixID Microsoft Knowledge Base number that corresponds to the 

vulnerability that was patched 
Description The type of software update ("Security Update" or "Security Update 

for X" where X denotes the type of browser or server system) 
Caption Link to Microsoft' s Knowledge Base website that contains 

information on the particular vulnerability that was patched 
CVE "Common Vulnerability and Exposure" industry-standard number 

designated by MITRE, a not-for-profit corporation that works in 
partnership with government clients and for the public interest (see 
cve.mitre.org) 

LIFELOCK-0136813 
HEADER DESCRIPTION 

Server Name The name of the server that received the patch 
Update Package The name of the file provided by vendor that contains the software 

update 
Installed On Date Date and time on which the patch was applied on that server 
RHSA "Red Hat Security Advisory Number" 
CVE "Common Vulnerability and Exposure" industry-standard number 

designated by MITRE, a not-for-profit corporation that works in 
partnership with government clients and for the public interest (see 
cve.mitre.org) 
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(2) 	 For each column, identified in 1.b(l), above, describe 
how the information in each column relates to patching 
that purportedly was completed by Lifelock. 

The .csv files LIFELOCK-0 136812 and LIFELOCK-0136813 were generated by extracting 
patch history information directly from the servers that were in operation during the six-month 
time period in question and that still exist in the current environment. See a description of the 
methodology employed to generate this information in our response to 2(a) below. Each row 
contained in LIFELOCK-0136812 represents a unique server, identified by the "CSName" field, 
running Microsoft Windows Server operating systems within the company enterprise. Similarly, 
each row contained in LIFELOCK-0136813 represents a unique server, identified by "Server 
Name" running Linux operating systems. The particular patch that was applied to these servers 
is identified in the "HotFixID" column for Microsoft and the "Update Package" for Linux. The 
patch application dates are indicated in the respective "Installed On" columns. Finally, the 
"CVE" column contains the industry CVE rating for the known vulnerability to be patched. 

2. 	 In your response you identified and produced two .csv files 
represented as being LifeLock's (a) Microsoft patch history log 
(LIFELOCK-0136812), and (b) Linux patch history log (LIFELOCK­
0136813) (together, the "patch history logs") for the six month period 
of September 2012 through March 2013. You further indicated that 
both of these patch history logs were "pulled directly from the servers 
still in [Ws] current environment" and that these patch history logs 
"do[] not include patch histories from servers that were 
decommissioned in the ordinary course of business." 

a. 	 Describe the method by which LifeLock created these two 
patch history logs (LIFELOCK-0136812 and LIFELOCK­
0136813 ) from the information "pulled directly from the 
servers." 

We pulled patch history data directly from the machines that were in operation during the six­
month time period in question and that still exist in the current environment. A company 
engineer wrote a script to conduct an automated pull of patch histories directly from these 
machines. This process entailed the development, testing, and deployment of the script on all 
applicable machines to extract patch history information. 

b. 	 Confirm whether these two patch history logs contain all of the 
available information relating to the patch history of the 
servers identified. For example, are there other categories of 
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information on any server relating to its patch history that is 
not contained on these two patch history logs. If so, describe 
and produce all available information not contained in these 
patch history logs. 

As 1 explained in our call yesterday, patch history logs are but one source of information about 
the patch history of servers. The sources for all available information about the patch history 
would include the technicians reviewing patches that become available, the technicians involved 
in testing the applications, those involved in the patching itself, those who recorded the efforts 
undertaken, those who supervised all these individuals, and others inside and outside ISP who 
may have knowledge of the circumstances surrounding particular patches. Logs of course 
provide a useful condensation of information. But they do not provide all the information. 

With this letter we are supplementing our prior submissions of logs. Previously we produced the 
PDFs (LIFELOCK-0135517 - 781) and native files (LIFELOCK-0135784 - 786) for 
Vulnerability Remediation Requests ("VRR") created between June 2012 through December 
2014. These logs contain only the "archived" VRRs that were created during this time period. 

We now are producing two logs in native format that contain archived and active, or "work 
order," VRRs created during a more expansive time frame, April 2012 through May 2015 
(LIFELOCK-0138077, LIFELOCK-0138078). To facilitate your review, we are reproducing the 
entirety of the HTML files associated with the archived VRRs for this time period. We also have 
included a key that will allow you to match the HTML files to their ticket numbers. 

d . 	 With respect to the "decommissioned" servers identified in 
your response: 

(1) 	 Identify all decommissioned servers that were in 
operation by LifeLock at any time from September 
2012 through December 31, 2014; 

We are producing a list of the relevant servers that were decommissioned since September 2012 
(LIFELOCK-0138076). 

Finally, I want to reiterate what I said on the phone yesterday, which is that the information 
contained in these lists and logs should not be considered definitive. One of the projects that was 
consuming a great deal of time and resources in the ISP group was to quality-check the 
information that is reflected in these logs. As we reported last week, the server analysis of the 
patching activity revealed far more than the over 300 patch applications that we noted in our 
Commissioner meetings. The over 2,800 we have now identified still significantly understates 
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the total, because it doesn' t include the decommissioned servers. It is probably not important to 
know the exact number. But the sheer volume of tasks reflected in these logs is a good measure 
of the difficulty of providing "all information" relating to the activity that these logs reflect, as 
well as a context for the discussion of the materiality of any individual task. 

(2) 	 Provide the dates of operation and decommission of 
each server identified in 2(d)(l), above; and 

We do not have information or documents in our possession, custody, or control that would be 
responsive to this request. 

(3) 	 Provide the Microsoft patch history log(s) and Linux 
patch history log(s) with respect to each server 
identified in 2(d)(l), a bove, that was in operation at any 
time September 1, 2012 through March 31, 2013. 

We do not have information or documents in our possession, custody, or control that would be 
responsive to this request. 

Sincerely yours, 

William C. MacLeod 
Sharon Kim Schiavetti 

Enclosure 
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status OS I notes 
Decom RHEL 5 IDev ~Data Warehouse DB.Server - VM container namdjlillMIJllil 
Decom CentOS 5 ---n=omcat Application Server, MYLL, Secure 
Decom CentOS 5 ITomcat Application Server, MYLL, Secure 
Decom 
Decom 

CentOS 5 
CentOS 5 

! Apache Web Server, MYLL. Secure VM container name:'fl'ltl'!•I 
----iAPache Web Server,. My LL,. Secure VM container: l:UiillJ! I I 

Decom RHEL 4 (b)(3) 6 pplication Server, WLS, DEV1 
Decom RHEL 4 (f).(b)(4) pplication Server, AP, Myll, Secure 
Decom RHEL 4 pplication Server. AP. Myl l , Secure 
Decom 
Decom 

RHEL 5 
Windows 2008 

I Exchange Big brother serve 
IDev Business Objects 

·· 

Decom 
Decom 
Decom 
Decom 

RHEL 5 
RHEL 4 
RHEL 5 
RHEL 5 

----iorac1e Grid Control I OEM 
Hb)(3):6(f) .(b)( IOSB 
IDEV Oracle. Database Server - Member Portal/Enroll/AgentPortal 

---iQE\I Oracle. Database Server - Member Portal/Enroll/AgentPortal 
Decom RHEL 5 (b)(3) 6(f).(b)(4) Will impact lntroscope monitoring, no impact to business. 
Decom RHEL 5 Will impact lntroscope monitoring, no impact to business. 
Decom RHEL 5 Will impact lntroscope monitoring, no impact to business. 
Decom RHEL 4 I Weblog~Appli_c<1tion Serv~, OSB, ~P.}.t1yll, Secure 

Decom 
Decom 

Decom 
RHEL 5 
RHEL 4 

RHEL 5 
Oracle OLAP Server 
~RD Weblogic (Member Portal, Enroll, AgentPortal) 

PRO. Oracle. Database {Member Portal. Enroll, AgentPortal) 
Decom 
Decom 

RHEL 4 
RHEL 5 

I Affiliates Toolbox -fSoftrax DB Server 
Decom RHEL 4 QA Weblogic Member Portal/Enroll/AgentPortal 
Decom RHEL 5 !Oracle OLAP 
Decom RHEL 5 QA Oracle Database. Server - Member Portal/Enroll/AgentPortal 
Decom RHEL 5 QA Oracle Database. Server - Member Portal/Enroll/AgentPortal 
Decom RHEL 5 Red Hat Directory Server 
Decom RHEL 5 Red Hat Directory. Server 
Decom RHEL 5 STG Apache Member Portal/Enroll 
Decom RHEL 4 --Seblogic Application Server, OSB, AP, Myll, Secure 
Decom RHEL 4 Weblogic Application Server, OSB , AP, Myll, Secure 
Decom RHEL 4 Weblogic Application Server, OSB, AP, Myll, Secure 
Decom RHEL 4 IWeblogic Application Server, OSB , AP,~Y.LL, Secure 
Decom RHEL 4 !Java Batch. Weblogic 
Decom RHEL 5 I PHP Server 
Decom RHEL 5 -~ 
=-­ RHEL 5 Oracle. Database. Server 

RHEL 5 Oracle Database Server 
RHEL 4 - Windows Teams SSH machine/cron server. 
RHEL 5 Apache Web Server 
RHEL 5 Apache Web Server 

Decom RHEL 5 Apache Web Server 
Cron server. for APS . ....OLD _DAT A - Production ODS. database server, provides. support for 

Decom RHEL5 ---+=IA~g_ent Portal, Member Portal, Webstore, feeds to data warehouse 
Decom CentOS 5 Tomcat, Myll, Secure 
Decom CentOS.5 Tomcat,. Myll, Secure 
Decom CentOS 5 Tomcat, Myll, Secure 
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status 	 OS notes 
Decom 	 CentOS 5 Apache Web Server, MyLL, Secure 
Decom 	 CentOS 5 Apache Web Server, MyLL, Secure 
Decom 	 RHEL5 Oracle Data Warehouse 
Decom 	 RHEL5 Oracle Database Server 
Decom 	 CentOS 5 ITomcat,_1-lyLL, Secure 
Decom 	 RHEL4 Hbl(3J:6(fl !Application Server, OSB, AP, MyLL, Secure 

RHEL4 1PHP Batch Server 
Windows 2003 smtp server 
RHEL5 PRO Apache WWW web, PRO Affiliates Toolbox 
RHEL5 
RHELS 
RHELS BO for Bl 
RHELS 
RHEL 5 'QA MySQL server 
RHE:L 5 ;Business Objects Server 

Decom RHEL 5 .CA GEM Server 
Decom .RHEL 5 [CA CEM Server 
Decom RHEL 5 1CA GEM Server 
Decom Windows XP Pro IExchange backup mgt 
Decom Windows 2003 -Wtiris Ghosting server 
Decom Windows 2003 !CORP Domain Controller 
Decom Windows 2003 . 4th St. Al iris 
Decom Windows 2003 Altiris Deployment Svr 
Decom Windows 2003 .4th St. Print Svr 
Decom Windows 2003 
Decom Windows 2003 
Decom OnTap 7.3.3 
Decom OnTap 7.3.3 

Windows 2003 

Windows 2003 

_____2peech Analystics Admin Svr ~\~l~ 
Speech Analystics Essentials vr (b)(3):6 
~II center filers 

Call center filers 
--+-tH_a_y_d_e_n_F_e-rry_ C_O_R_ P_D_o_m_a_i_n_C_o_n_tr_o_ller 

----+coRP Domain Controller 
Decom Windows XP Pro j Dev Test box 
Decom Windows 2003 Hayden Ferry Print Svr 

HP Test Director; Dependent on the SOL mounts onl:JTlll;DllTlll VM Container name is 
Decom Windows 2003 1:1:::11:1.!.t• 
Decom Windows 2003 AltirisUtimaco Svr Shutting server down as its no longer needed - 8/17/22 

Windows 2003 SubCA I AVG Svr 

Windows 2003 

Windows 2003 (b)(3):6(f) ,(b) ~ no impact if rebooted 

Windows 2003 Lifelock Domain Controller 

Windows 2003 Lifelock Domain Controller 

Windows 2003 Lifelock.ad DC 

Windows 2003 1Corp Domain Controller tied to Agent Portal 


Decom Windows 2003 'Win DEV /Test Subversion 
Decom Windows 2003 Blackberry Enterprise Svr 
Decom .Windows 2003 iwebmail.lifelock.com - exchange 
Decom Windows 2003 :Exchan9_e MB Store Cluster Node 1 
Decom Windows 2003 !Exchange MB Store Cluster Node 2 
Decom Windows 2003 Exchan9_e Cluster Node 
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status 

Decom 

Decom 
Decom 

OS 

OnTao 7.3.3 

OnTap 7.3.3 
Windows XP Pro Monitors Network traffic 

Decom Windows 2003 MOSS Excel Calculation - Dependent on the SOL mounts o • 
MOSS Search Index - Dependent on the SOL mounts on • •-·--'!!!II 
MOSS Web Front End /Query 01 - Dependent on the SOL mounts on • · 

Windows 2003 
Windows 2003 

Decom 
Decom 
Decom Windows 2003 ,M_9S~\",(e_b f=r_o~t_End_/Qu~ryQ?_:-_Dependent on the SOL mounts on,. , 
Decom 
Decom 

Windows 2003 
Windows 2003 

1Metratech Deployment Svr 
NetQOS 

l(b)(3) 6(f).(b)(4) IDependent on the SOL mounts on;t;i•nw•;i•• ( training team -
Decom Windows 2003 no impact for patching and reboots) 
Decom Windows 2003 10A Sharepoint 
Decom Windows 2003 ----+­QA Sharepoint 
Decom Windows 2003 QA Autosys 
Decom Windows 2003 1ReQlogic GP Purchasing Integration Svr - Dependent on the SOL mounts on •: 
Decom Windows 2003 1Antivirus 
Decom Windows 2003 'Staging Slow Lane Metratech Ul/Pipeline 
Decom Windows 2003 -rstaging Slow Lane Metratech Activity Servies 
Decom Windows 2003 . Stag~g~low Lane Metratech Payment 
Decom Windows 2008 R2 Std vr 2008 Terminal Svr Licensing 
Decom Windows 2003 -­ (b)(3): nterprise Manager (enterprise mgr - affect recording while rebooting) -­I 

Decom Windows 2003 -IP Analyser forf(5)""11p recorder - voice recording while rebooting) I IDecom Windows 2003 __ (b) uality ~{OM recorder - screen recording while rebooting) 
Decom Windows 2003 (3):6 Encryption server 
Decom Windows 2003 -­ (f),(b) ustomer Feedback Svr 
Decom Windows 2008 R2 Std Prod Citrix Xen App Svr 
Decom Windows 2008 R2 Std Citrix Xen App Svr 
Decom Windows 2003 .Wy~ftp 
Decom Windows 2003 'Stage PCI SOL Node 02- Stag~!M;l;~, I 
Decom Windows 2003 IDev WebSvr 
Decom Windows 2008 R2 StdXen desktop testing 
Decom Windows 2008 R2 Std IXen desktoptesting 
Decom Windows 2008 R2 Std Xen desktop testing 
Decom ,Windows 2003 MetraTech QT2 
Decom Windows 2008 R2 Std (b)(3):6( 
=­ Windows 2008 R2 Std 1 ecurity Forensics 

Decom 
Decom 
Decom 
Decom 

Windows 2003 Exchange 
Windows 2008 R2 Std SCCM Secondary 
Windows 2008 R2 Std ~ SCOM 
Windows 2008 R2 Sid 1Virtural Center 
Windows 2008 R2 Std _[Citrix xen 
Windows 2008 R2 Std Citrix xen 
Windows 2003 'QA Autosys 
Windows 2003 QA HP QC 10 

Decom 
Decom 

Windows 2003 10A New template based on CE & AW gold build for Windows VM's 
Windows 2008 R2 Std Stg BO 



--

status OS 
Decom Windows XP 
Decom WindowsXP 
Decom Windows XP 

-
Decom Windows XP 
Decom Windows XP 
Decom Windows XP 

notes 
Offshore Developer 
Offshore Developer 
Offshore Developer 

Offshore Developer 

Offshore Developer 
Offshore Developer 

Decom Windows XP _ Offshore Developer 
Decom CentOS 5 -~acewalk 
Decom Other Windows 
Decom Other Windows 
Decom _, 
Decom CentOS 5 NetBackup Linux Media server 
Decom Windows 2003 (b)(3) icensing server 
Decom Windows 2003 (b)(3) 6(f),(b) 

Decom Windows 2003 

Decom RHEL5 
Decom 
Decom Windows 2008 R2 Std 

-
Decom Windows 2008 R2 Std 
Decom Windows XP 
Decom Windows XP Offshore Developer 
Decom Windows XP 

-
Offshore Developer 

Decom Windows XP Offshore Developer 
Decom Windows XP 
Decom Windows XP 
Decom Windows XP 

-
Decom ESXi 4 
Decom ESXi 4.1 
Decom ESX 4.1 
Decom ESX4.1 

-
Decom ESX4.1 
Decom ESX4.1 
Decom ESX4.1 
Decom ESX4 
Decom ESX4 -
Decom ESX4 

- -ESX4 

ESXi 4.1 
ESXi 4 -
ESXi 4.1 
ESXi 4.1 

Decom RHEL5 _ 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 

tg 2 we server 
Grid Control Ok to shut down - This is the production Grid control server. Impacts our 
database monitoring. 

New BES server 
Office Lyne testing 
Offshore Developer 

Offshore Developer 
Offshore Developer 
Offshore Developer 
4th St ESXi; Backup of guests only 
Hayen Ferry ESXi 
Dev ESX 
Dev ESX 

Dev ESX 

Dev ESX 
Dev ESX 
Prod ESX 

Prod ESX 

Prod ESX 
Prod ESX 
4th St ESXi 
Dev ESXi 
No VMs - standby for OMX 
No VMs - standby for OMX 
STG Apache Member Portal/Enroll 

STG Apache Member Portal/Enroll 

CA CEM Collector 
proxy pass server - www.lifelock.com webserver 
proxy pass server - www.lifelock.com webserver 

LIFELOCK-0138076-4 
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1status ,OS 

Decom RHELS 
Decom RHELS 
Decom RHELS 
Decom RHELS 
Decom RHELS 
Decom 
Decom RHELS 
Decom 
Decom Windows 2003---Decom 
Decom Windows 2003--­·Decom CentOS 5 
Decom --t-=C-e­ntOS.5 
Decom 
Decom 
Decom 
Decom 
Decom 
Decom 
Decom 
Decom Windows 2003 
Decom 
Decom Windows 2003 
Decom RHEL 4 
Decom RHEL 4 Weblogic Server - B2B Bae~ 
Decom 
Decom 
·Decom 
Decom Windows 2008 R2 Std 
Decom 
Decom 
Decom Windows XP Pro l(b) l5ontent Producer Server 
Decom 
Decom RHEL4 

Decom RHELS 

Decom RHEL4 
·Decom RHEL4 

RHEL4 
RHEL4 
RHEL4 
RHEL4 

Decom CentOS 5 
Decom 
Decom CentOS 5 
Decom --t-=C-e-ntOS 5 

Inotes 
Oracle data warehouse db - This is the data warehouse database server. Data Warehouse 
and Business Obiects and Informatica will be unavailable. 

Oracle Grid Control 


Informatica Server
--+-­

--+-C_it_rix Licensing server 

--+A~_ltiris package server 

I 


Dev Tomcat Member PortaVEnroll VM conta~ner name:IRl'Mll'I 
Dev Tomcat Member PortaVEnroll VM container name: ,__,_!____, __________ 

11 

HP Quality Center 10 Server - Sanjay K 

communicator 2007 
Weblogic Server 

prod sep 12 server we are slowly moving toward that server fromljli•Jt•-is actually 
1 

Blackberry admin server - blackberry mai should still flow; safe to reboot 

Dev Weblogic Member Portal/Enroll/AgentPortal 
Dev Weblogic Member Portal/Enroll/AgentPortal 

--r,,Dev~_Weblogic Member Portal/Enroll/AgentPortal 
--r,,Dev~_ Weblogic Member Portal/Enroll/AgentPortal 

Dev Weblogic Member Portal/Enroll/AgentPortal 
Dev Weblogic Member Portal/Enroll/AgentPortal 
~Weblogic Member Portal/Enroll/AgentPortal 
~Weblogic Member Portal/Enroll/Agen!Portal 

Subversion 

Oracle Data Guard 
---+-,O~acler- Data Guard 

Decom CentOS 5 Oracle Backup Server - backups failing possibly due to vmware tools being out of date 
Decom CentOS 5 Linux Sendmail. Rela• 

LIFELOCK-0138076-5 




---
---

status 	 OS notes 
Decom CentOS 5 ----'-'C_h_ef Server 
Decom CentOS 5 
Decom Windows 2008 R2 Std 

-~-

NetBackup Media server 
Decom CentOS 5 --- ---+_D_e_v Apache Member Portal/Enroll 
Decom CentOS 5 Dev Tomcat Member Portal/Enroll 
Decom RHEL4 Weblogic Server 
Decom RHEL4 Weblogic Server 
Decom RHEL4 _ _._W_e_blogic Server 
Decom CentOS 5 
Decom CentOS 5 
Decom 
Decom CentOS 5 UAT Tomcat Member Portal/Enroll 
Decom CentOS 5 --+-UAT Tomcat Member PortaVEnroll~~

----t-=C-e-ntOS. 5Decom STG Data Integrator 
Decom Other Windows exchange maintenance workstation - BAckups of archived psis only 
Decom CentOS 5 Tomcat Member Portal/Enroll 
Decom CentOS 5 Tomcat Member Portal/Enroll 

---+-- --+--
Decom 	 Cent0S5 Tomcat Member Portal/Enroll 
Decom Windows 2008 R2 Std Used as a Windows jenkins slave 

Agent Proxy RN View Configurator applications. Would impact member services with respect 
Decom CentOS 5 to these appJications. 

Agent Proxy RN View Configurator applications. Would impact member services with respect 
Decom CentOS 5 to these applications. 
Decom CentOS 5 ! Tomcat Member Portal/Enroll 
Decom CentOS 5 ITomcat Member Portal/Enroll 
Decom _ RHEL 4-'=~= QT Weblogic Member Portal/Enroll/AgentPortal 
Decom RHEL 4 QT Weblogic Member Portal/Enroll/AgentPortal 
Decom __R_H_EL 4 QT Weblogic Member Portal/Enroll/AgentPortal 
Decom __R_H_EL 4 QT Weblogic Member Portal/Enroll/AgentPortal 
Decom RHEL 4 QT Weblogic Member Portal/Enroll/AgentPortal 
Decom RHEL 4 IQT Weblogic Member Portal/Enroll/AgentPortal 
Decom RHEL 4 I ? 
Decom --W- i-ndows 2003 -----rnonprod web server 
Decom Windows 2003 I Dev Citrix 
Decom Windows 2008 Exchange 
Decom Windows 2008 - Exchange 
Decom --Windows 2008~	 Citrix server 
Decom 	 Windows 2008 QT .NET Web server ?? 

Windows 2008 Great Plains Stg 
CentOS 5 - Weblogic Member Portal/Enroll 

-~C~e-ntOS 5 Weblogic Member Portal/Enroll 

----t-=C_e_ntOS 5 Weblogic Member Portal/Enroll 


Decom CentOS 5 Weblogic Member Portal/Enroll 
Decom RHEL 5 - Jenners tripwire server, used for proof of concept only 
Decom ----t-=C_e_ntOS 5 [Production application support jump box 
Decom CentOS 5 
Decom CentOS 5 
Decom Cent0S5 Syslog_server test 
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status OS
I NetBackuo Media Server - impacts backups only - if rebooted all netbackup services on 
Decom Windows 2008 R2 Std l:JTl•MIJandliJTl•ltllJ!have to be restarted 

'NetBackup Media Server - impacts backups only - if rebooted. alt netbackup services on uantw andljl!•ltllJ!have to be restartedDecom 
Decom 
Decom 

Decom 

Windows 2008 
--t--

CentOS 5 
Windows XP Pro 
CentOS 5 agent proxy sits on this server - We have~as a redundant pair. 
CentOS 5 agent proxy sits on this server - We havelili!liiWas a redundant pair. 
Windows 2008 R2 Std vCenter VMware server 
CentOS 5 I Tomcat Member PortaVEnroll 

-­0-t-her Windows 
Other Windows 

-­0- t-her Windows 
Other Windows 
Other Windows 
Other Windows 
Other Windows 

--+-­
Other Windows 
Windows 2008 
Windows 2008 R2 Std 

--+-­
Other Windows 
Other Windows 
Windows 2003 
Windows 2008 R2 Std 
Windows 2008 R2 Std 

QA WebSvr 

(b)(3)6(f) ,(b) 
Windows test box 

--+-­

Dev Reqlogic 
Fiddler2 web debugger 
SQL server 

Windows 2003 
RHEL5 
RHEL5 
CentOS 6 

Autosys - Batch jobs wont execute if this system goes offline. Impacts alerts and some 
fulfillment operations. 
Standby database server 

--+­S_ta_ndby database servers 

RHEL 5 ~oftrax DB Server 
RHEL 5 Need to check VMware Tools, vm backups failing 
RHEL 5 Weblogic Server 
RHEL 5 IWeblogic Server 
RHEL 5 Weblogic Server 
RHEL 5 - Weblogic Server 
RHEL 5 Weblogic Server 
RHEL 5 Weblogic Server 
ESXi 4.1 Prod ESX 
Windows 7 - Offshore Dev 

--W~i-ndows 2008 R2 Std SharePoint 2010 sql server 
Windows 2003 .NET Web server ?? 

_ _,_A-pp- liance Fireman for Network 
RHEL5 
Windows 2008 R2 Std 

--+=R~H=EL 6 

RHEL6 
RHEL4 

--+­W_i_ndows jump box 
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OS 
RHEL6 
RHEL6 
RHEL6 
Windows 2003 

-~-

Windows 2003 
RHELS 
RHELS 
RHELS 

RHELS 
RHEL4 
RHEL4 
RHELS 
RHELS 
CentOS 5 
CentOS 5 
RHELS 
RHEL6 
RHELS 
RHELS 
RHELS 
CentOS 5 
CentOS 5 
CentOS 5 
RHELS 
RHELS 
RHELS 
RHELS 
Undefined Linux 

---+-­
Undefined Linux 
Undefined. Linux 
Undefined Linux --­Undefined Linux 
Undefined Linux 
RHELS 
RHELS 
RHELS 
RHELS 
RHELS 
RHELS 
RHELS 
RHELS 
RHELS 
RHELS 
RHELS 
RHELS 
RHELS 
RHELS 

notes 
---+­W_e_blogic Server -- going to be decommd 

Prod AP I llS server 
--+-­

Prod AP I llS server 

To possibly be used for all AOL traffic still being decided if were going to bypass the apache­ · 
---+-lla_y~er or not 

---+-S_ta~ge batch 
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status 0s !notes 
1 

Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 

Decom RHEL5 

Decom RHEL5 
Decom RHEL5 
Decom RHELS 

Decom RHEL5 

Decom RHEL5 

Decom RHEL5 

Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 

Decom RHEL5 

Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 
Decom RHEL5 

Decom RHEL5 

Decom RHEL5 
Decom RHEL5 

Windows 2008 R2 Std 
Windows 2003 
Windows 2003 
Windows 2008 R2 Std 

Decom Windows 2008 R2 Std 

Decom Windows 2008 R2 Std 

Decom Windows 2008 R2 Std 
Decom Windows 2008 R2 Std 
Decom Windows 2008 R2 Std 
Decom RHEL5 
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status 
1 

Decom 
Decom 
Decom 
Decom 
Decom 
Decom 

Decom 

0s !notes 
RHEL5 
RHEL5 
RHEL5 
RHEL5 J oatacenter Network Management 
RHEL5 
RHEL5 
Windows 2003 
Windows 2003 
RHEL5 
RHEL5 
Windows 2003 
RHEL5 
Windows 2003 
CentOS 6 l (b)(3):6(f) ,(b) !(Security team) 
Windows 2008 R2 Std SOL server 2008 -QT -RHEL6 
RHEL6 
RHEL5 
RHEL5 
RHEL5 
RHEL5 

Chef frontend node 
RHEL6 [Chef frontend node 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
Windows 2008 R2 Std 
Windows 2008 R2 Std 
Windows 2008 R2 Std 
CentOS 5 
Windows 2008 R2 Std 

-
Other Windows 
Undefined Linux 
Other Windows 
Other Windows 
Other Windows 

Network Sentry 

Added by sync script 
Added by sync script 
Added by sync script 
Added by sync script 
Added by sync script 
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OS notes 

RHEL5 

RHEL5 

RHEL5 

RHEL5 

RHEL5 

RHEL5 

Undefined Linux 
 Added by sync script 

Undefined Linux --+-A_d_ded by sync script 

RHEL5 

RHEL5 

RHEL5 

RHEL5 

RHEL5 

Undefined Linux 
 Added by_sync script 

Undefined Linux 
 Added by sync script 

RHEL5 

RHEL5 

RHEL5 

RHEL5 

RHEL5 

RHEL5 

RHEL5 

RHEL5 

Undefined Linux 
 Added by~ync scri~t 


RHEL5 

Undefined Linux --+-A_d_ded by sync script 


---"-=R~H=EL5 

RHEL5 

RHEL5 

RHEL5 

RHEL5 

RHEL5 

RHEL5 

RHEL5 


CentOS. 5 Apache Web Server 
__C~e~ntOS 5 Apache Web Server 

RHEL 5 Dev Weblogic Member Portal/Enroll/AgentPortal 
RHEL5 
Other Windows 

--R~H~EL5 

RHELS 

RHEL5 

RHEL5 

Other Windows 


-~-

RHEL5 

Undefined Linux Added by sync script 

RHEL5 
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OS 
__0-'--­t_her Windows 

RHEL5 
RHEL4 
Other Windows 

-~-

Other Windows 
Other Windows 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
Other Windows 
RHEL5 
RHEL5 

RHELS 
RHEL5 
RHEL5 
CentOS 5 
CentOS 5 
CentOS 5 

--+--
CentOS 5 
RHEL5 
Undefined Linux 
RHEL5 
RHEL6 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL5 
RHEL6 
RHEL6 
RHEL6 
RHEL6 
Undefined Linux 

--U~n-defi ned Linux 
CentOS 5 
CentOS 5 

--C~e-ntOS 5 

RHELS 
RHEL5 
RHEL5 
RHEL5 
RHEL4 
RHEL4 
RHEL4 

notes 

Business Objects, Data Integrator- SERVER IS BEING DECOMMISSIONED 

,proxy pass server - www.lifelock.com webserver 
Iproxy pass server - www.lifelock.com webserver __, 

--+=T~o-possibly be used for all AOL traffic still being decided if were going to bypass the apache 
layer or not. 

Jenkins - Primary jenkins interface but wont impact the critical application. 
Nagios 
Weblogic artifact repository 

logvol info not available due to /dev/cdrom bug. 
/dev/cdrom lvdisplay bug. --

AIJache 

! 
Added by sync script 

--+-·A_d_ded by sync script 

STG Tomcat Member Portal/Enroll--+-­

---+m_ id_dleware engineering 
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OS Inotes 
RHEL4 
RHEL 4 
RHEL4 
Undefined Linux 
RHEL5 
Windows 2003 
Other Windows _ MGMT Jump Box 
Other Windows Added by sync script 
Other Windows Added by sync script 
Other Windows Added by sync script 
Windows 2008 R2 Std 

-
Other Windows Added. by sync script 
Other Windows Added by sync script 
Other Windows Added by sync script 
Other Windows Added by sync script 

Decom Other Windows Added. by sync script 
Decom Other Windows Added by sync script 
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UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED EXHIBIT _58_ TO MEMORANDUM IN SUPPORT 

OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 




CONFIDENTIAL 


From: Pa1rick Pendleton [/O=LIFELOCK/OU=EXCHANGE ADMINISTRATIVE GROUP 
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=PATRICK.PENDLETON] 

Sent: Monday, October 01, 2012 9:44 AM 
To: Dale Eske 
Subject: FW: 04 Slatting 

Pat Pendleton 
Chief Information Officer I LifeLock® - Relentlessly Protecting Your ldentityr" 
480.457.2027Office1480.718.8473 Fax I 
~tricl.l,J~.~DJ!!~J9n@ lifel~.i.l,J;9..m 

From: Jenner Holden <jenner.holden@lifelock.com> 

Date: Wednesday, September 26, 2012 4:56 PM 

To: Patrick Pendleton <patrick.pendleton@lifelock.com> 

Subject: Q4 Staffing 


We do have a few penetration tests every year from external vendors. l(b)(3):6(f),(b)(4) 
(b)(3):6(f),(b}(4) 

._l(b-)(3) 6(f),(b)(4) -------------------'~hey were very excited about t his possibility when I discussed it with them last week._ _ - - _ _ __

LIFELOCK-0089026 

mailto:patrick.pendleton@lifelock.com
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CONFIDENTIAL 

Let me know if you need any further details. 

Additionally - I ant icipate needing twfil1n 2013. 

• One is for Austin to move to a full-time securit\• analyst, as he will graduate in December. 
• One is for transitioning the security analyst contract position t to full-time...lf things work out with Gwen. 

Jenner Holden 
Director of Information Securit Lifelock® • Relentlessly Protecting Your Identity™ 
480.457.2008 Office I (b)( ),(b)( ) 
Jenner.Holden@lifelock.com 
60 E. Rio Salado Parkway, Suite 400, Tempe, AZ 85281 
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UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED EXHIBIT _59_ TO MEMORANDUM IN SUPPORT 

OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 




UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

V. 

LifeLock, Inc., et a l, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED EXHIBIT _ 60_ TO MEMORANDUM IN SUPPORT 

OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 




CONFIDENTIAL 


From: l(b)(3):6(f),(b)(4) 

Sent: Wednesday, November 13, 2013 3:22 PM 
To : Brian Kao 
Subject: Re: Refer-a-Friend Release into Stage 

No,t a problem! Keep me honest:). It's been a bumpy ride for me without anl)~)~i;~, p erson. 

Sent from my i Phone 

On Nov 13, 2013, at 3:03 PM, "Brian Kao" <Brian.Kao@lifelock.com> wrote: 

AgrP.P. th;:it WP. nP.P.rl to h;:ivp fnrm;:il r.nmm1mi<:r1tion rn ;:i ll TP.;:imc;, hut I Pt'~ h;ivP. ;:i ri11ir:k 1 S min11tP. 

discussion Tomorrow. I am quite surprised by some of the new statements you made, which were not 

stated during our previous formal discussions. 

Brian 

... ........................................ ............ ........................................ 

From~(b)(3):6(f},(b)(4) 

Date: Wednesday, November 13, 2013 2:45 PM 
To: Brian Kao <brian.kao@lifelock.com> 

Subject: RE: Refer-a-Friend Release into Stage 

Brian, I can't right now, in meetings all day. 

I really need to get an email written up with the parameters of when to engage lnfoSec, which I think 
will help everyone tremendously vs. just a phone call. That way I am saying the same words to everyone. 

Will that work? I stil l can talk to you though if you would like, it w il l just need to be tomorrow or Fr iday. 
If you do want to talk, can you schedule us 15 minutes on the calendar? 

Thank you very much! 

bJl.j)'.[j(f),(b)(4) 

Please call my ext x0566 when you have the chance. I would like t o better underst and when PEN t est is 
required so that I can better communicate to the Engineering Team. 

Thanks, 

LIFELOCK-0033750 

mailto:brian.kao@lifelock.com
mailto:Brian.Kao@lifelock.com


CONFIDENTIAL 


Brian 


F.. .. 1<6)(3) 6(t),(b}(4) 
 r 
Dr;~::Wednesday, November 13, 2o13 2:32 PM 
To: Eileen Kim <~.l!.~J~D.:.l0m.@.1ifg_!Qfh,.(;Q_ <b)(""3):6""'),(b)(4)-------------.'!)>,l""'""" ""' (t,...""'"""""'

Cc: Andrew Citro <M~f__§'!Y,J:'.!trn@!ifelQS;k,g?_m>, Brian Kao <t>ri?!n,_!s_a.Q@lif_g_l_g_gs&9_rn> 
Subject: RE: Refer-a-Friend Release into Stage 

Refer-a-friend is a code change, with new code/functionality presented in the external facing Web t hat 
accepts input. 

If the marketing pages are also accepting input then we w ill need to discuss performing the same 

reviews to ensure th<1t there <ire not critiC<JI vulnernbilities c<iusing risk. 

I hope that infornlation l)elps Eileen. Again, this is part of ensuring lnfoSec a(.tivit ies are more 
<1ppropriately embedded in the SDLC process. 

As for the marketing pages, let 's have a phone conversation to discuss those in more detail to 
understand the changes that are made and thus I can better determine the infosec level of effort 

needed. Would you mind if I setup something in a couple of weeks? I can have this group in that 
meeting. 

(b)(3):6(f),(b)(4) 

From: Eileen Kim 
Sent: Wednesda November 13 2013 11 :00 AM 
To: (b)( ):6(f),(b)(4) 

Cc: , 

Subject: RE: Refer-a-Friend Release into Stage 


Hi~ 

Pl~vise what the pen t est is for. Refer a friend will live in the member portal. We have a landing 

page on www associated w ith it but we create landing pages for marketing purposes all the time. We 

have never had to run a pen test for these types of changes before. 


I'll set up meeting as well to understand. 


Thanks 

Eileen 


Subject: Refer-a-Friend Release into Stage 

Good Morning Ei leen <indl(b)(3) 6(f), 
Jb\(4\ 

2 
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CONFIDENTIAL 

Yesterday Andrew attended the meeting for refer-a-friend in my place. He has indicated t hat you are 
preparing to move it into stage. 

b)(J)ti(IJ,(b)(4) 

I hank you so much everyone! 

Cristy Schaan 
CISO ILifelock® - Relentlessly Protecting Your Identity™ 
480.457.2091 Office 1480.200.8676 Cell 
Cristy.schaan@LifeLock.com 
60 E. Rio Salado Parkway, Suite 400, Tempe, AZ 85281 
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UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT _ 62_ TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains excerpted pages only and does not contain all of the 
pages in the full bates range of the original document. 



UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT _ 63_ TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains excerpted pages only and does not contain all of the 
pages in the full bates range of the original document. 



CONFIDENTIALIllGreenbergTraurig 

Andrew G. Berg 
Tel 202.331.3181 
Fax 202.331.3101 
berga@gtlaw.com 

March 11, 2015 

Gregory Madden, Esq. 
Federal Trade Commission 
600 Pennsylvania Ave., N.W. 
Mailcode: CC-9528 
Washington, DC 20580 

Re: LifeLock. Inc. 

Dear Mr. Madden: 

This responds to your request letters dated February 6 and 18, 2015. We have set forth the 
requested information as set forth in your letters. (Please note that your questions are set forth 
below in bold typeface). 

Questions 1 and 2 (February 6, 2015 Request): 

1. LifeLock Membership List 

Please identify all LifeLock members during the period of October 1, 2012 
through March 31, 2014. Include in that identification the following information for each 
member: name, telephone number(s), email address( es), and mailing address(es). 

I have confirmed that the requested materials were submitted on March 9th yia upload to 
the FTC's ftp site under separate cover. 

2. LifeLock Enrollments and Revenues 

Please provide, for the January 1,2012 through December 31, 2014 time 
period, an identification of enrollments and revenues attributable to a particular 
marketing promotion, advertisement, or promotion code, including, but not limited 
to any, television, newspaper, Internet, radio, or direct mail advertising, marketing 
promotion, or promotion code. 

Include in your response, using your previously identified advertisement 
reference numbers found in LIFELOCK-0133784-792, an identification of the 
enrollments and revenues associated with each of the advertisements included on 
LIFELOCK-0133784-792. 

For the same time period, identify the enrollments and revenues that arc not 
attributable to a particular marketing promotion, advertisement, or promotion code. 

GREENBERG TRAURIG. LLP • ATIORNEYS AT LAW • WWW.GTLAW.COM 
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Please see the enrollment and revenue schedule set forth at Annex 2 (this supplements the 
enrollment and revenue schedule submitted to you by letter dated February 19, 2015). 

Question 3 (February 18, 2015 Request): 

As we discussed yesterday, the FTC is interested in what actions, if any, 
LifeLock has taken related to the concerns the FTC identified in its January 5, 2015 
settlement correspondence. Specifically, please describe the actions LifcLock has 
taken with respect to: 

(1) LifeLock's compliance with Permanent Injunction Section I.A as it relates to 
LifeLock's identity theft protection service monitoring and alert notification 
claims; 

(2) LifeLock's compliance with Permanent Injunction Section II as it relates 
to establishing, implementing, and thereafter maintaining a comprehensive 
information security program; and 

(3) LifeLock's compliance with Permanent Injunction Section VIII.A.7 as it 
relates to maintaining all records and documents necessary to demonstrate full 
compliance with the Permanent Injunction. 

Include in your response LifeLock's actions, if any, related to the concerns identified 
in the correspondence, that occurred prior to, as well as after, January 5, 2015. Please 
identify the dates any such actions occurred. 

(b)(3) 6(f),(b)(4) 
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Please advise whether you have any questions regarding the foregoing; please accord the 

foregoing infonnation confidential treatment under the Commission's Rules ofPractice. 


Very truly yours, 


Andrew G. Berg 

Counsel to LifeLock, Inc. 
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LIFELOCK RESPONSE TO FTC 3/13/14 INFORMATION REQUEST -­

CONFIDENTIAL TREATMENT REQUESTED 


1. Identify and describe each component of LifeLock's "proactive alert system." 

(b)(3) 6(f),(b)(4) 
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5. 	 Describe any instances, not identified in response to Specification No. 4, where 
LifeLock delayed or suppressed any alert for any period of time. Include within 
your description, the types of alerts, the number of alerts involved, the number of 
customers involved, and the dates of each instance. 

Specifications 5 and 8 are very closely related; therefore, the responses to these two 
Specifications are combined below in the response to Specification 8 .. 

8. 	 Describe any instances where LifeLock engaged in "smoothing out" alerts. Include 
within your description, the types of alerts, the number of alerts involved, the 
number of customers involved, and the dates of each instance. 

In order to address these issues, it is important to understand the steps followed by LifeLock in 
processing the alerts and notifications for our members. In addition, this provides an explanation 
of the circumstances where, on limited occasions, LifeLock was unable to process the alerts or 
where an alert or notification was delayed by LifeLock for an amount of time that was outside 
the normal time required to process the alerts and notifica tions. 

(b)(3)6{f),(b)(4) 

6 

LIFELOCK-2312 



CONFIDENTIAL 


(b)(3) 6(f),(b)(4) 

7 


LIFELOCK-2313 




CONFIDENTIAL 


(b)(3) 6(f),(b)(4) 

8 


LIFELOCK-23 14 




CONFIDENTIAL 


(b)(3)6(f),(b)(4) 

9 


LIFELOCK-2315 




CONFIDENTIAL 


(D)(J):O(T),(b)(4) 

10 


LIFELOCK-2316 




UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED EXHIBIT _65_ TO MEMORANDUM IN SUPPORT 

OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 




SWORN ATTESTATION OF STEVE SEOANE 

I, Steve Seoane, hereby swear and attest that I have personal knowledge of 

the facts described in the declaration attached at Exhibit A hereto, the contents of 

which are incorporated by reference as ifset forth in full herein. All of the facts set 

forth in my declaration attached as Exhibit A al'e true and correct. Ifcalled upon to 

testify, I could and would do so competently to all of the facts set forth in my 

declaration attached as Exhibit A. 

The undersigned certifies, under penalty of perjury pursuant to 28 U.S.C. § 1746, 
that the foregoing is true and correct. 

Executed on Mal'oh 6, 2015 

-~ 
Steve Seoane 

FTC-0002191 



EXHIBIT A 

DECLARATION OF STEVEN SEOANE 

1. 	 My name Is Steven Seoane. My address at my place of employment Is 60 E. Rio Salado 
Parkway Suite 400 Tempe, AZ 85281. My place of employment is LifeLock, Inc. My current 
employment position is as the Chief Product Officer for LlfeLock and job responsibilities at 
Lifelock are to oversee the product management, product development, user experience, 
and design for the company's products. I started in this role in February of 2013. Prior to my 
role as the Chief Product Officer of LlfeLock, I was the Senior Vice President of Enterprise 
Solutions for ID Analytics a San Diego based wholly owned subsidfary of Lifelock with an 
address at 15253 Avenue of Science, San Diego, CA 92128. I served in this role for 
approximately 18 months. Over the twelve years prior to joining ID Analytics I held various 
executive product, analytics, and engineering roles at LexisNexls Risk Solutions, and 
Capital One Financial. My educational background is as follows: I graduated from the 
United States Naval Academy in 1993 with a Bachelor of Science degree and I graduated 
from the University of Maryland with a Masters of Business Administration ln 2000. 

2. 	 In conjunction with the FTC's investigation of Lifelock. I have been Involved in the 
preparation of responses to the FTC's Information and data requests and assembling 
material and data ln response thereto. More specifically, I have reviewed LlfeLock's 
responses to the FTC's information and data requests and I am generally knowledgeable of 
the alregations made by the FTC In the proposed findings as received by the company on 
1.............. , ~ ?n1 i::: 
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3. 

4. 

5. 
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6. 


7. 

8. 

9. 
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(b)(3):6(f),(b)(4) 

11. 	 ave rev1ewe 1 e oc s responses to t e s ata an in ormat1on requests that are 
relevant to this issue. In partlcular, I reviewed Lifelock's responses dated March 318

", 2014, 
April ih, 2014, July 21st 2014, August 121h 2014, August 151h 2014, and October 26th, 2014. 
Nothing in those responses is contrary to my statements set forth above fn these 
paragraphs. Unfortunately, I attribute the allegations made by the FTC In the proposed. . . 	 . 

FTC-0002194 



Executed on March 6, 2015 

,~ 
Steven Seoane 
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Andrew G. Berg 
Tel 202.331.3181 
Fax 202.331.3101 
berga@gtlaw.com 

July 2, 2014 

Gregory Madden, Esq. 
Federal Trade Commission 
600 Pennsylvania Ave., N. W. 
Mailcode: CC-9528 
Washington, D.C. 20580 

Re: LifeLock, Inc. 

Dear Mr. Madden: 

This responds to your letter dated June 16th 2014 in which you made follow-up inquiries to our 
submissions dated March 3 l st and April 7th 2014 relating to the timing and transmission of 
alerts and notifications by LifeLock to its members. We have set forth the requested information 
following the order ofyour requests in your letter. 

\D)\J)'.6(f),(b)(4) 
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l(bKJ)'6(1), (b><'> 

Question 13: 

For each instance of system maintenance or unplanned system outage, provide the number of 

LifeLock customers signed up for such alerts at that time. 


Response: 

The spreadsheet providing alert gap analysis (at Annex 3) lists the number ofalerts that 

potentially were delayed along with the number ofunique LifeLock customers that potentially 

might have been impacted. Also, as noted above, we believe this to be the best available estimate 

ofpotential consumer impact. 


Questions related to weekend processing ofEWS alerts 


Question 14: (Page 3) 

Did LifeLock "receive" the EWS alerts on the identified weekends? 


Response: 

No, LifeLock did not "receive" the EWS alerts on the identified weekends. Rather, these alerts 

were held by EWS. 


Question 15: (Page 3) 

Ifnot, describe why the alerts were not received on the identified weekends? Include in your 

answer LifeLock' s role, ifany, in LifeLock not receiving the EWS alerts. 


Response: 

As described in our March 31st and April 7th responses and during our January 17th meeting 

with you, these alerts were "carried over" through the identified weekends because of the specific 

circumstances related to these alerts. These alerts typically were delivered to LifeLock in high 

volumes and many of them only reported bank "internal" administrative events; furthermore, the 

EWS systems did not distinguish between bank-generated and user-generated actions. ln 

addition, these were not "real time" alerts. Moreover, LifeLock was concerned this might create 

an adverse customer experience due to potentially extended queue limes in member services over 

the weekend. Accordingly, LifeLock instructed EWS to delay the transmission of such alerts to 

LifeLock over these weekend time periods. 
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Please accord the foregoing information and enclosed materials confidential treatment under the 
Commission's Rules ofPractice. 

Very truly yours, 

1!7tlk/&:<~r''tr)
Andrew G. Berg / 

Counsel to LifeLock, Inc. 
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EWS Alerts- List of Weekends where alerts were not processed 

Potential 
Duration (in #of Alerts #of Members GAP_START GAP_END 

Label Start Date Start Time End Date End Time hrs) Processed Impacted Notes MEM_COUNT MEM_COUNT 
Alert Gap 10/12/2012 7:00 PM 10/15/2012 7:00AM 61 0 Weekend alerts not processed 1677491 1680288 
Alert processed after gap 10/15/2012 8:00AM 502 464 
Alert Gap - 11/2/2012 - 6:00 PM 11/5/2012 7:00AM - 62 - 0 - Weekend alerts not processed - 1723296 1726202 
Alert processed after gap - 11/5/2012 - 8:00AM - - 363 - 328 

-
Alert Gap - 11/9/2012 - 6:00AM 11/12/2012 7:00AM - 62 - 0 - Weekend alerts not processed 1734657 1738692 
Alert processed after gap 11/12/2012 8:00AM 165 158 
Alert Gap 11/16/2012 5:00 PM 11/19/2012 7:00AM 63 0 Weekend alerts not processed 1748272 1750936 
Alert processed after gap 11/19/2012 8:00AM 506 475 
Alert Gap 11/23/2012 5:00 PM 11/26/2012 7:00AM 63 0 Weekend alerts not processed 1760500 1763303 
Alert processed after gap 

-
11/26/2012 - 8:00AM - -

234 - 220 
Alert Gap 

-
11/30/2012 - 6:00 PM 12/3/2012 7:00AM - 62 

-
0 - Weekend alerts not processed 1774594 1777313 

Alert processed after gap - 12/3/2012 - 8:00AM - - 315 - 291 
Alert Gap 12/7/2012 6:00 PM 12/10/2012 8:00AM 63 0 Weekend alerts not processed 1786457 1788806 
Alert processed after gap 

- 12/10/2012 - 9:15 AM - -
444 - 426 

Alert Gap 12/14/2012 6:00 PM 12/17/2012 7:00AM 62 0 Weekend alerts not processed 1797063 1799176 
Alert processed after gap 

-
12/17/2012 -

8:00AM 
- -

353 -
347 

Alert Gap 
- 12/21/2012 - 5:00 PM 12/24/2012 7:00AM - 63 - 0 - Weekend alerts not processed 1808945 1811310 

Alert processed after gap - 12/24/2012 - 8:00AM - - 302 - 265 
Alert Gap 12/28/2012 6:00 PM 12/31/2012 7:00AM 62 0 Weekend alerts not processed 1818268 1820818 
Alert processed aftergap 12/31/2012 8:00AM 371 331 
Alert Gap - 1/4/2013 - 6:00 PM 1/7/2013 7:00AM - 62 - 0 - Weekend alerts not processed - 1829782 1832526 
Alert processed after gap - 1/7/2013 - 8:00AM - - 425 - 384 -
Alert Gap 

- 1/11/2013 - 6:00 PM 1/14/2013 7:00AM - 62 - 0 - Weekend alerts not processed 1843130 1846162 
Alert processed after gap 

- 1/14/2013 -
8:00AM - - 343 

-
319 

Alert Gap 1/18/2013 6:00 PM 1/21/2013 7:00AM 62 0 Weekend alerts not processed 1857584 1860410 
Alert processed after gap 1/21/2013 8:00AM 374 334 
Alert Gap 1/25/2013 5:00 PM 1/28/2013 7:00AM 63 0 Weekend alerts not processed 1870871 1874266 
Alert processed after gap 

-
1/28/2013 -

8:00AM 
- -

88 
-

86 
Alert Gap 

- 2/1/2013 - 6:00 PM 2/4/2013 7:00AM - 62 - 0 - Weekend alerts not processed 1885519 1888621 
Alert processed after gap 2/4/2013 8:00AM 439 411 
Alert Gap 2/8/2013 6:00 PM 2/11/2013 7:00AM 62 0 Weekend alerts not processed 1901233 1904828 
Alert processed after gap 2/11/2013 8:00AM 522 473 
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Alert Gap 2/15/2013 6:00 PM 2/18/2013 7:00AM 62 0 Weekend alerts not processed (incl 1916500 1920187 
Alert processed aftergap 2/18/2013 8:00AM 512 475 
Alert Gap 2/22/2013 6:00 PM 2/25/2013 7:00AM 62 0 Weekend alerts not processed 1932006 1935772 
Alert processed after gap - 2/25/2013 - 8:00AM - -

355 
-

299 
Alert Gap 3/1/2013 6:00 PM 3/4/2013 7:00AM 62 0 Weekend alerts not processed 1949299 1954295 
Alert processed after gap 

-
3/4/2013 - 8:00AM - -

167 
-

157 
Alert Gap - 3/8/2013 - 6:00 PM 3/11/2013 7:00AM - 62 - 0 - Weekend alerts not processed 1969175 1973350 
Alert processed after gap 3/11/2013 8:00AM 166 149 
Alert Gap 3/15/2013 6:00 PM 3/18/2013 6:00AM 61 0 Weekend alerts not processed 1986366 1990428 
Alert processed after gap - 3/18/2013 - 7:45 AM - - 85 - 80 
Alert Gap - 3/22/2013 - 6:00 PM 3/25/2013 7:00AM - 62 - 0 - Weekend alerts not processed - 2003197 2006815 
Alert processed after gap - 3/25/2013 - 8:00AM - - 480 - 455 -
Alert Gap - 3/29/2013 - 6:00 PM 4/1/2013 7:00AM - 62 - 0 - Weekend alerts not processed 2019029 2022357 
Alert processed after gap 4/1/2013 8:00AM 377 356 
Alert Gap 4/5/2013 6:00 PM 4/8/2013 7:00AM 62 0 Weekend alert not processed 2034354 2037405 
Alert processed after gap 4/8/2013 8:00AM 467 450 
Alert Gap - 4/12/2013 - 6:00 PM 4/15/2013 7:00AM - 62 - 0 - Weekend alerts not processed 2051285 2055931 
Alert processed after gap - 4/15/2013 - 8:00AM - - 226 - 216 
Alert Gap - 4/19/2013 - 6:00 PM 4/22/2013 7:00AM - 62 

-
0 

-
Weekend alerts not processed 2068659 2072342 

Alert processed after gap 4/22/2013 8:00AM 96 94 
Alert Gap 4/26/2013 5:00 PM 4/29/2013 7:00AM 63 0 Weekend alerts not processed 2084302 2088039 
Alert processed after gap 4/29/2013 8:00AM 427 410 
Alert Gap - 5/3/2013 - 6:00 PM 5/6/2013 7:00AM - 62 - 0 - Weekend alerts not processed - 2100119 2103598 
Alert processed after gap 

- 5/6/2013 - 8:00AM - -
365 - 338 

-
Alert Gap 5/10/2013 6:00 PM 5/13/2013 7:00AM 62 0 Weekend alerts not processed 2115609 2118594 
Alert processed after gap 5/13/2013 8:00AM 423 403 
Alert Gap - 5/17/2013 - 6:00 PM 5/20/2013 7:00AM - 62 

-
0 

-
Weekend alerts not processed 2129628 2133121 

Alert processed after gap 5/20/2013 8:00AM 326 292 
Alert Gap 5/24/2013 6:00 PM 5/28/2013 7:00 AM 86 0 Weekend alerts not processed 2143911 2148433 
Alert processed after gap - 5/28/2013 - 8:00AM - -

383 - 373 
Alert Gap - 5/31/2013 - 6:00 PM 6/3/2013 7:00AM - 62 - 0 - Weekend alerts not processed 2156924 2161250 
Alert processed after gap 6/3/2013 8:00AM 341 314 
Alert Gap 6/7/2013 6:00 PM 6/10/2013 7:00AM 62 0 Weekend alerts not processed 2172559 2175909 
Alert processed after gap - 6/10/2013 - 8:00AM - - 252 - 216 
Alert Gap 6/14/2013 6:00 PM 6/17/2013 7:00AM 62 0 Weekend alerts not processed 2186846 2189828 
Alert processed after gap 

- 6/17/2013 - 8:30AM - - 22 
-

22 
Alert Gap 6/21/2013 5:00 PM 6/24/2013 7:00AM 63 0 Weekend alerts not processed 2201141 2204379 
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Alert processed after gap - 6/24/2013 - 8:00AM - - 340 - 328 
Alert Gap - 6/27/2013 - 5:00 PM 7/1/2013 8:00AM - 88 - 0 - Weekend alerts not procssed (Incl~ 2212897 2219179 
Alert processed after gap 7/1/2013 9:30AM 31 29 
Alert Gap 7/5/2013 5:00 PM 7/8/2013 6:00AM 63 0 Weekend alerts not processed 2228705 2231967 
Alert processed after gap 7/8/2013 8:00AM 285 269 
Alert Gap - 7/19/2013 - 6:00 PM 7/23/2013 7:00AM - 86 - 0 - Weekend alerts not processed 2257416 2262983 
Alert processed after gap - 7/23/2013 - 8:00AM - - 558 - 499 
Alert Gap 

- 8/2/2013 7:00 PM 8/5/2013 9:00AM - 63 - 0 - Weekend alerts not processed 2287211 2290802 
Alert processed after gap 8/5/2013 10:45 AM 308 306 
Alert Gap 11/1/2013 7:00 PM 11/4/2013 8:00AM 62 0 Weekend alerts not processed 2501493 2505851 
Alert processed after gap 11/4/2013 9:45 AM 209 198 
Alert Gap - 11/8/2013 - 7:00 PM 11/12/2013 6:00AM - 84 - 0 - Weekend alerts not processed (Incl 2518875 2524572 
Alert processed after gap 

- 11/13/2013 - 7:15 AM - -
74 

-
74 

Alert Gap 11/24/2013 8:00AM 11/27/2013 8:00AM 73 0 0 Partial Weekend (Includes Planned 2554739 2562169 
Alert processed after gap 11/27/2013 9:00AM 195 187 
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2013 AUDIT PLAN OVERVIEW 


Internal Audit (IA) is pleased to present the 2013 risk assessment and internal audit plan. The plan identifies the prioritized 
activities and efforts audits ot IA anticipates beginning or completing during 2013._The plan reflects the viewpoints Internal 
Audit gathered during its recently completed annual risk assessment process. 

2013 AUDIT PLAN KEY FEATURES 


O FY 2013 Audit Plan is aligned with the company's top strategic initiatives and is risk-based to focus on 
the higher, critical risk areas. 

O All of the risk factors, as reported in the S1 registration statement, are identifiable to the risk universe. 

O 2013 will be primarily focused on completing the annual PCl-DSS compliance audit in the first half of the 
year and completing the execution of the SOX 404 requirements, including remediation in the last half of 
the year. 

0 The execution of SOX 404 assumes resources from KPMG to a) ensure comprehensive SOX coverage 
and b) increased assurance that important issues stemming from PCAOB are addressed for E& Y signoff. 

O 2013 also represents the formal build out and progression of the audit function for execution in 2014 and 
beyond. The build out consists of identifying and refining the audit universe, granulizing auditable risks, 
refining the risk assessment process, defining current vs. future state of controls and evaluating resource 
requirements. 

O Internal Audit plans to provide project management oversight for the PCI audit and SOX 404 program; 
as well as overseeing the design and construction of controls within the company's new billing system 
implementation project. 

O Lifelock· 
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RISK UNIVERSE 

In order to identify the preliminary risk universe, Internal Audit (IA) began the process by listing the top risks (as perceived by 
internal audit) in each of the following areas - strategy, operations, compliance, finance and IT. 

Source: Corporate Executive Board, Financial Leadership Exchange 

Financial 

1. Governance 

2. Planning & 
!location lo2. Member Services 

3. Maior Initiatives I03. Purchasina & Suoolv IC3. Reaulatorv IF3. Tax 

4. Brand & 
ommunication 

4. People/Human 
Resources 

5. Fulfillment 

IF4. Caoital 

IFS. Market 

IF6. Internal Control 

Information Technolo 1 

(b)(3) 6(f),(b)(4) 

O Lifelock· 
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TOP ENTERPRISE RISKS - BY GROUPING 
Overall 

Control Risk 
TYPE Auditable Risks Likelihood Impact Velocity Complexity Maturity Score 

SOURCE RISK REF 0.25 0.25 0.10 0.15 0.25 

Lack of overall governance, no tone at top, lax control 
Governance ~nvironment, no consistent rules or standards S1 2 2 2 3 3 2.40 

Planning & No formal org structure, ad hoc annual budgets, no 

0 Allocation strategic planning, poor technical development S2 1 3 2 3 3 2.40 
(5 No vision, direction, poor planning and execution, poor 
w 
I­ ~echnical implementations, trouble in M&A, poor targets, 
<(
a: poor due diligence, no process improvement, no 
I- measures or monitoring, no business acceptance, poor 
(/) 

Maior Initiatives execution or inteqration S3 3 3 3 3 2 2.75 

No brand policy or standards, poor customer relations, 
Brand & no crisis communications for bad press, poor corporate 
Communication imaqe or reputation S4 2 3 3 2 2 2.35 

...J 
<( 
z 
0 
i== 
<( 
a: w 
CL 
0 

Poor pipeline management, poor marketing programs, 
Sales & poor revenue management, pricing strategies, lack of 
Marketinq systems 

Inefficient or poor member experience, workforce 
Member management, poor outsourcing,_ lack of systems or 
Services processes 

No planning or forecasting, no procurement strategies, 
lack of systems, vendor management, no cost control or 

Purchasing & reductions or synergies, no explicit approvals or 
Suooly authorizations 

No clear culture or culture change management, lack of 
~ualified skills, resources, no training or awareness, 

People/Human recruiting and retention issues, comp and benefit 
Resources manaqement, incentives, contractors 

Lack of formal controls to ensure all billed customers fulfilled 
Fulfillment and all fulfilled customers have been billed 

Poor records of assets, equipment, maintenance, facility 
Assets manaqement 

01 

02 

03 

04 

05 

06 

3 

2 

2 

2 

3 

2 

3 

3 

2 

2 

3 

1 

2 

2 

2 

2 

2 

2 

2 

3 

2 

2 

3 

2 

2 

2 

3 

2 

2 

2 

2.50 

2.40 

2.25 

2.00 

2.65 

1.75 
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TOP ENTERPRISE RISKS - BY GROUPING cont'd 
Overall 

Control Risk 
Likelihood Impact Velocity Complexity Maturity Score 

SOURCE RISK REF 0.25 0.25 0.10 0.15 0.25 

w 
(,) 
z 
<( 
:i 
ll.. 
:E 
0 
0 

Conduct 
No formal policies on standards of conduct. ethics or 
~raud prevention, company policy violations C1 2 2 1 2 2 1.90 

Leqal 

Lack of contracting process, controls and contract 
management, lack of contracting database, lack of 
~ecurity and privacy programs, unprotected IP, lack of 
k:lata classification and retention and disposal, no risk 
manaqement proqram C2 3 2 2 3 3 2.65 

Lack of regulatory compliance (FTC, FCC, SEC, PCI, 
SOX. DOL), data breach guidelines, tax compliance. 

Requlatory advertisinq compliance C3 2 4 2 3 3 2.90 

Poor cash management, poor credit & collection 
processes, poor investment strategies, inadequate 

...I 
<( 

Liquidity insurance protections/reserves, F1 2 2 1 2 2 1.90 

Accounting & 
Reporting 

Financial reporting weaknesses, poor data integrity in 
$ystems, poor billing & collections,. payroll fraud, poor 
k:lisclosures in filings, spreadsheets, policies and 
!procedures F2 3 3 2 3 2 2.65 

0 z 
<( 
z 
u::: Tax 

No tax strategies or accurate reporting, sales and use 
~ax in states, income tax provisions, returns and tax 
reserves, lack of resources and expertise F3 3 3 2 2 2 2.50 

Capital No access to debt, equity financing F4 2 2 1 2 2 1.90 

Market Impact of credit ratinq on interest and cost of capital F5 2 2 1 2 2 1.90 

Internal Control 
Over Finl 
Reporting 

SOX deficiencies and material weaknesses, lack of 
~wnership or resources F6 3 3 2 3 

L. 
3 

IC!... 
2.90 .. --­__. ...... 

© 2013 1-800-UfeLock LifeLock.com ..Confidential.. 8 
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TOP ENTERPRISE RISKS - BY GROUPING cont'd 
Overall 

Control Risk 
Likelihood Impact Velocity Complexity Maturity Score 

> 
CJ 
0 
..J 
0 z 
::c 
0 
w 
l­
o 
LL 
~ 
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TOP AUDITABLE RISKS - SORTED 


TYPE SOURCE AUDITABLE RISK REF Weiaht 

IT 

(b)(3):6(f),(b)(4) 

COMP Reaulatorv 
Lack of regulatory compliance {FTC, FCC, SEC, PCI, SOX, DOL), data 
breach auidelines, tax compliance, advertisina compliance C3 2.90 

FINL 
Internal Control Over 
Finl Recortina 

SOX deficiencies and material weaknesses, lack of ownership or 
resources F6 2.90 

IT 

(b)(3): 6(1),(b )( 4) 

IT 

IT 

IT 

STRAT Major Initiatives 

No vision, direction, poor planning and execution, poor technical 
implementations, trouble in M&A, poor targets, poor due diligence, no 
process improvement, no measures or monitoring, no business acceptance, 
poor execution or integration S3 2.75 

COMP Legal 

Lack of contracting process, controls and contract management, lack of 
contracting database, lack of security and privacy programs, unprotected IP, 
lack of data classification and retention and disposal, no risk management 
program C2 2.65 

OPER Fulfillment 
Lack of formal controls to ensure all billed customers fulfilled and all fulfilled 
customers have been billed 05 2.65 

FINL ~ccounting & Reporting 

Financial reporting weaknesses, poor data integrity in systems, poor billing & 
collections, payroll fraud, poor disclosures in filings, spreadsheets, policies 
and procedures F2 2.65 

LIFELOCK-0051795-10 



TOP AUDITABLE RISKS - SORTED cont'd 
Name 

TYPE SOURCE AUDITABLE RISK REF Weiaht 

OPER Sales & MarketinQ 
Poor pipeline management, poor marketing programs, poor revenue management, 
pricinQ strater1ies, lack of systems 01 2.50 

FINL Tax 
No tax strategies or accurate reporting, sales and use tax in states, income tax 
provisions, returns and tax reserves, lack of resources and expertise F3 2.50 

IT 

(b)(3):6(f) ,(b)(4) 

IT 

ST RAT Governance 
Lack of overall governance, no tone at top, lax control environment, no consistent 
rules or standards S1 2.40 

STRAT PlanninQ & Allocation 
No formal org structure, ad hoc annual budgets, no strategic planning, poor 
technical development S2 2.40 

OPER Member Services 
Inefficient or poor member experience, workforce management, poor outsourcing,. 
lack of systems or processes 02 2.40 

STRAT Brand & Communication 
No brand policy or standards, poor customer relations, no crisis communications 
or bad press, poor corporate imaae or reputation S4 2.35 

11 0 Lifelock· 
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TOP AUDITABLE RISKS - SORTED cont'd 

Name 

TYPE SOURCE AUDITABLE RISK REF Weiah 

OPER Purcha~ina & Sunnlv 

No planning or forecasting, no procurement strategies, lack of systems, vendor 
management, no cost control or reductions or synergies, no explicit approvals or 
1::i uthorizations ()~ 2 .25 

IT 

(b)(3):6(f).(b)(4) 

IT 

IT 

OPER 
People/Human 
Resources 

No clear culture or culture change management, lack of qualified skills, resources, 
no training or awareness, recruiting and retention issues, comp and benefit 
management, incentives, contractors 04 2.00 

COMP Conduct 
No formal policies on standards of conduct, ethics or fraud prevention, company 
policy violations C1 1.90 

FINL Liquidity 
Poor cash management, poor credit & collection processes, poor investment 
~trateqies, inadequate insurance protections/ reserves, F1 1.90 

FINL Capital No access to debt, equity financing F4 1.90 

FINL Market Impact of credit ratinq on interest and cost of capital F5 1.90 

OPER ~ssets Poor records of assets, equipment, maintenance, facility management 06 1.75 

12 0 Lifelock· 
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SOX TIMELINE 
2012 2013 2014 

02 
2012 1 03 2012 I 04 2012 101 2913 I 02 2013 1 03 2013 1 04 2013 1 01 2014 

HASE 1-PLANNING/PREP 

HASE 2 - DESIGN/DOCUMENT/ASSESS 

Risk, Objectives, Controls, Mapping 

Document, Walk-Throughs, Narratives 

Assess Control Design, Update Gaps 

Test Plans, Training, Evidence 

HASE 3 -TEST EFFECTIVENESS/ASSESS 
Evidence, Testing, Assess Control 

Effectiveness 

Gaps, Remediation Plans, Report (E&V) 

Remediate, Re-test, Re-assess 

HASE 4 - REPORTING, CERTIFICATION 

Sub-Certification, Certification 

Annual Report on ICOFR 

Auditor Testing (E&Y) 

Management Certification 

© 2013 1-800-UfeLock LifeLock.com ..Confidential.. 
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2013-2014 AUDIT CALENDAR 


PCl-DSS AUDIT (Terra Verde) 


SOX 404 CONTROL TESTING (KPMG) 


SOX 404 REMEDIATION (KPMG) 


SOX 404 RETESTING /CERTIFICATION (KPMG) 


BILLING SYSTEM IMPLEMENTATION 


FTC ISP INTERIM UPDATE (Terra Verde) 


EV FINANCIAL AUDIT 


14 0 Lifelock· 
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2013 2014 
Q1 

2013 Q2 2013 Q3 2013 Q4 2013 Q1 2014 ... ..• r ~ -

I ,; <')-
.... 

11 · ~ .,. 

a. 

• : . .... 
r 

.... 
1 : :>-. 

. 
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Upcoming Events, Milestones 

PCI Audit 

;... Required annual audit per PCl-DSS for level 1 merchant 
;... Compliant Report of Compliance (ROC)- remediate until compliance 
;... Due date to acquirer/processor is approximately June 30, 2013 

;... Kick off Meeting held 2/19 
;... P& T management working on readiness efforts and as gap analysis 
;... Audit approach will be on non-infrastructure areas first; then 

infrastructure 

;... 	 Anticipating leverage of PCI controls into SOX control narratives for 
Q2, Q3 

;... Issues/Challenges 
;... P& T infrastructure environment preparing for changes in Q1 
;... All current, new changes will be in scope for testing 
;... If any remediation, it could delay ROC, require extensions 

O	 Lifelock· 
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Upcoming Events, Milestones 
SOX Readiness for 2013 

» 	Internal Audit (IA) is not charged with responsibility for preparing 
documentation for SOX compliance - this continues to remain with 
the business units in order to maintain independence 

» IA has provided the following: 
» Performed initial risk assessment and FS mapping to scope 

SOX segments 
» Created repositories for documentation accumulation and 

storage by business units; 
~ Assisted in discussions with business units on rationalization 

and identification of key controls; 
» 	Provided guidance and assistance to business units on how to 

flow from process .> controls > evidence > walkthrough > 
testing 

» 	Summarized and assessed documentation for overall 
readiness and testing 

O	 Lifelock· 
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2013 AUDIT DEPARTMENT OBJECTIVES 


~ 1) IA will help deliver continued compliance and a certified Report of 
Compliance (ROG) under the PCl-DSS audit. 

~ 2) IA will execute and deploy the necessary resources and management 
involvement to complete its SOX 404 documentation and testing, and to deliver 
an unqualified report with no material weaknesses through 2013. 

~ 3) IA will complete the formal build out and progression of the audit function for 
execution in 2014 and beyond. The build out consists of identifying and refining 
the audit universe, granulizing auditable risks, refining the risk assessment 
process, defining current vs. future state of controls and evaluating resource 
requirements. 

~ 4) Each of the top 4 "sorted" auditable risks identified, wil l be touched and 
assessed within the 2013 audit plan to ensure monitoring and assessment of 
these high, critical risk areas. 

O Lifelock· 
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UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Pla intiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED EXHIBIT _69_ TO MEMORANDUM IN SUPPORT 

OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 




CONFIDENTIAL 


From: Gwen Ceylon [IO=LIFELOCK/OU=EXCHANGE ADMINISTRATIVE GROUP 
(FYDI BOHF23SPDLT)/CN=RECI PIENTSICN=GWEN.CEYLON] 

Sent: Thursday, December 20, 2012 10:34 AM 
To: Tony Valentine 
Subject: 2012 RA Workbook - Update 12192012.xlsx 
Attachments: 2012 RA workllOok - Update 12192012.xlsx 

Close to final. Jenner giving it another read. 

B1W, he w;inted to t;ike out everything th;it is not P&Ts ;ind re;illy he w;inted to t;ike out everything th;it w;isn't specific;illy Security Te;im's function. 

Doing this reduces this down to something other than an overall company-wide, business risk assessment/compliance program, and removes risk items that P&T 
could potentially offer solutions for. le, employee dissat isfaction in Member Services (a 2011 item). If it's due to systems and applications that suck so bad they 
can't do their jobs how will awareness be brought to that issue if we aren't more comprehensive in our RA approach. 

I can't say I agree w ith this approach. If this is reduced down to just security teams stuff then who's eoing to be accountable/responsible for the rest? You? 
That's t he suggestion. 

LIFELOCK-0084027 



''Instructions'' 

worksheet 
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"RA Type 2012" 

worksheet 
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"Sorted RPN 2012" 

worksheet 
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"HIGH RPN 2012" 

worksheet 
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CONFIDENTIAL 
Andrew G. Berg 
Tel 202.331 .3181 
Fax 202.331 .3101 
berga@gt law.com 

October 22, 2014 

Gregory Madden, Esq. 
Federal Trade. Commission 
600 Pennsylvania Ave., N.W. 
Mailcode: CC-9528 
Washington , DC 20580 

Re: LifeLock, Jnc. 

Dear Mr. Madden: 

This responds to your October 10111 letter setting fo rth follow-up requests relating to L ifeLock's 
information and data security practices as well as certain of its alerting practices. We have set 
forth the requested information following the order of the requests in your letter. (Please note 
that your questions are set forth below in bold typeface.) 

1. Monitoring Activities 

a. Monitoring Procedures Created. In LifeLock's response to the FTC's September 
2, 2014 request LifeLock stated that the "Monitoring Procedures" identified in Bates 
Number LIFELOCK-0023355-358 were " created" in September 2012. LifeLock ­
0110777. Please provide the precise date the Monitoring Procedures were created and 
identify any documents related to the creation of those Monitoring Procedures. 

Produce all documents supporting your response. If you believe these documents 
were produced previously, please identify them by Bates Number . 

The precise date the Monitoring Procedures identified in Bates Number LIFELOCK­

0023355-358. were created was September 3, 2012. After a reasonable. investigation, we have 
located no additional documents related to the creation of these Monitoring Procedures . . 

b. Specific Reports 

i. For each of the below listed alerts. or reports: (a) identify each date that Lif'eLock 
received each such report or alert from the date the Monitoring Procedures were first 
created; (b) explain their purpose and function; and (c) describe the process for tracking 
and handling: 

• each category of (~)(;):e{f), alert (e.g. Tumbleweed. Brute Force); 
• l(b)(3):6(1),(b)(4) !alerts; 

GREENBERG TRAURIG, LLP .. ATTORNEYS AT LAW. WWW.GTLAW.COM 
2101 L Street NW, Suite 1000 Washington, DC 20037 Tel 202.33 1.3100 Fax 202.331.3101 

LIFELOCK-0134032 
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Gregory Madden, Esq. CONFIDENTIAL 
October 22, 2014 
Page 15 

1~J(l)c6(Q.~)(4) 


(3) 	IfLif'eLock cannot determine whether any company information was accessed, state 
whether there is any indication that company information was made available to any 
third party. 

(b)(:5):6(t),(b)(4) 

(4) Describe how each compromised credential was used from the point it was first 
compromised until the point that the compromise was eliminated. 

(b)(3):6(f),(b)(4) 

Produce all documents relating to this incident. Ifyou believe these documents were 
produced previously, please identify them by Bates Number: 

I~J<j)c6(1).16J~J 


3. Risk Assessment References 

In its April 15, 2014 response, LifeLock explained it conducted " two internal information 
security risk assessments since October 2013." LIFELOCK - 3171. Please identify, by 
Bates Number, these two risk assessments. 

These risk assessment documents were produced with LifeLock's. April 5, 2014 response as 
Bates Numbers LJFELOCK-0075439 and LJFELOCK-0079743 to 0079744. 

4. Delayed Alerts Notifications 

Lif'eLock has previously identified instances of delayed alerts. (e.g., for planned 
maintenance, (b)(3):6(fl.(b)(4) Please identify each instance of delayed alert 
where LifeLoc noh 1e its customers t at ifeLock's alert would be, or may have been, 

LIFELOCK-0134046 
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Please accord the foregoing information and enclosed materials confidential treatment under the 

Commission 's Rules of Practice. 


Very truly yours, 


Andrew G. Berg 

Counsel to LifeLock, Inc. 


LIFELOCK-0134049 
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Finding -f.,~~ ~. ,i Description 

Web redirection captured 
In P1lo Alto log Ille. 

The traffic capture indicates the user was unknowlnstv redirected to a malltlous website where 
a nash bosed&lxplolt w1u uaed to download ind execute Cryptowall malware. 

The Installed version or 
Adobe Flash Player ls 
vulnerable to at111ck. 

The Flash redirection attack only works on versions of Adobe Flash Player previous to 
13.0.0.206. Adobe Flash Player version 12.0.0.4 ls Installed on!;JS•'+1iind Is vulnerable to 
this 1tt1ck. 

The Install~ version of 
Java was discovered 10 be 
out of date ond vulneroblc 
to attack. 

Althou11h not responsible tor the wlnerablllty exploited dunna this attack, Java Is out dated and 
should be updated to the current version. 

No Indication or data 
exnltn1tlon. 

Based on the examination or evidence, there Is no Indication data was exflltrated from 
f:l:t•Y!W. 

ANNEX2 


Results and Recommendations 

~;~:::4) l 1dent!fled the following findings to support the conclusion that the user's thin client session on 
I ----~--- as Infected with Cryptowall. The infection was a result of a Flash based browser redirection attack 

made possible by an outdated version of Adobe Flash Player. 

.. 


Table 7: Findings 

Based on the results of the Investigation, (b)(3):6(f),(b)(4) has provided the following recommendations to OLA's 
cllent. These recommendations are made to prov e a response to this investigation and to better support 
Investigations In the future. 

J1v1 Is out of date and ts 
vulnerable to attack. 

Multiple applications were 
out ofdate on the local 
endpoint. 

Cryptolocker was executed 
from the users AppOalil 
directory. 

Ta ble B: Recommendat ions 

1~X3l6(Q,~X•l 

November 26, 2014 

LIFELOCK-0135509 
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DECLARATION OF VINAYAK BALASUBRAMANIAN 

PURSUANT TO 28 U.S.C. § 1746 


I, VINAy AK BALASUBRAMANIAN, hereby declare as follows: 

1. My name is Vinayak Balasubramanian. I am a citizen of the United States 

and am over eighteen years of age. Unless stated otherwise, I have personal knowledge 

of the facts contained in this Declaration. If called as a witness, I could and would testify 

to the facts stated herein. 

2. I am an Honors Paralegal with the Federal Trade Commission ("FTC"), in 

the Bureau of Consumer Protection. I have been an employee of the FTC since August 

2014. My duties include conducting consumer interviews and analyzing company 

documents related to FTC investigations and projects, as well as suppo1ting FTC 

attorneys in litigation. 

3. I received a bachelor's degree with honors in economics from the 

University of North Carohna at Chapel Hill in May 2014. 

4. I was assigned to the FTC's investigation of LifeLock, Inc. ("LifeLock"). 

As part of my assignment, I was asked by counsel to prepare several spreadsheets and 

analyze data from various documents that LifeLock provided to the FTC. 

Creating 'IP Addresses.xlsx' 

5. FTC counsel ask me to prepare a spreadsheet of the IP addresses in the 

documents identified to me as the list of IP addresses in the 2013 PCI assessment 

(LIFELOCK-0016188, attached hereto as Exhibit A) ("PC! Assessor List"), spreadsheet 

created by Gwen Ceylon in January 2013 (LIFELOCK-085250, located at Exhibit 47A of 

l 

FTC-0002874 



the FTC's Memorandum in Support oflts Motion for Contempt Against LifeLock, Inc. 

("FTC Memorandum")) ("Ceylon List"), LifeLock's log of an internal scan run in 

January 2013 (LIFELOCK-009622, attached hereto as Exhibit B), and LifeLock's list of 

decommissioned servers (LIFELOCK-0138076, located at Attachment 32 of the Expert 

Report of Dr. Eric B. Cole ("Cole Report")) ("Decommissioned List"). These documents 

contained different but overlapping lists of IP addresses. FTC counsel requested that the 

spreadsheet enable identification of the overlapping IP addresses. The spreadsheet that I 

created is entitled ' IP Address.xlsx' and is attached hereto as Exhibit C. 

6. I manually inputted the number codes associated with the IP addresses, the 

computer names, IP addresses, and the descriptions of the IP addresses from the PCI 

Assessor's List into ' IP Address.xlsx.' This information is in the spreadsheet's columns 

A, B, D, and F, respectively. 

7. I used the Match function in Excel to identify the IP addresses in the 

Ceylon and Internal Scan Lists that are not in the PCI Assessor's List and added these to 

the spreadsheet's column B. 

8. The Ceylon List identified the operating system and number of 

vulnerabilities for each IP address listed. I took this information and added it to the 

spreadsheet's columns Hand I, respectively. 

9. The Internal Scan List identified the computer name, operating system, 

number of exploits, number of malware, number of vulnerabilities, ri sk ranking, and 

status for each IP address listed. I added this information into the spreadsheet' s columns 

L through R, respectively. 

2 
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10. I created a separate worksheet Jabeled ' Decommissioned' in the same 

spreadsheet and inputted the names of the decommissioned servers from the 

Decommissioned List. 

11. I then compared the information inputted into the spreadsheet from the 4 

lists. I used Excel's Match function to compare the IP addresses in each of the 4 lists 

with the list of all of the IP addresses in the spreadsheet. In columns C, G, K, and S, I 

indicated whether the specific IP addresses in column B are in these lists. 

12. I used Excel ' s Match function to compare the machine name for each IP 

address in the Assessor's List with the machine name in the Internal Scan List. Column E 

states whether the computer names from the two lists match. If the only discrepancy 

between the machine names was the lack of a domain, I wrote "NO (missing domain)" in 

the column. If the computer name was not available in both lists, I wrote "N/ A." 

13. I used Excel ' s Match function to compare the number of vulnerabilities 

identified for each IP address in the Ceylon List and the Internal Scan List. Column J 

states whether the two lists identified the same number of vulnerabilities for each IP 

address. If the number of vulnerabilities was not available in both lists, I wrote ..NIA." 

Creating 'Microsoft Patches.xlsx' 

14. FTC counsel asked me to prepare a spreadsheet calculating the number of days 

between the release of each Microsoft security bulletin and the installation of the 

corresponding patches on each computer identified in 'LIFELOCK-01 36812.csv' located 

in Attachment 29 of the Cole Report. The completed spreadsheet 'Microsoft 

Patches.x]sx' is attached hereto as Exhibit D. 
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15. 'LIFELOCK-0136812.csv' contained one row for each combination of computer 

IDs and Hot Fix IDs. Each Hot Fix ID contained at least one CVE number, and 

most of the data contained multiple CVE numbers in the same row. FTC counsel 

informed me that each CVE is associated with a unique Microsoft patch. _I created 

the worksheet 'Hotfix-CVE Data' to reorganize the data so that each row contains 

a distinct combination of computer IDs, Hot Fix IDs, and CVE numbers. Since 

most identical Hot Fix IDs throughout the data were associated with the same set 

of CVE numbers, I prepared a table for each distinct Hot Fix ID and set of CVE 

numbers, and used the Excel functions for separating the set of CVE numbers into 

columns and transposing data to enable that each row contained a distinct Hot Fix 

ID and CVE number. 

16.I incorporated the Microsoft publish date, bulletin ID number, and criticality level 

for each entry in the worksheet 'Hotfix-CVE Data' by using the following 

methodology: 

a. 	 I determined the publish date of each Hot Fix ID number by visiting 

support.microsoft.com. 

b. 	 I determined the bulletin ID number for each CVE by visiting the webpage 

for the security bulletins that were installed during the month of the publish 

date, and reviewing the Exploitability Index table for the CVEs, and 

determining their corresponding bulletin IDs. 

c. 	 I determined the criticality for all CVEs in each bulletin ID by reviewing 

the executive summaries table. 
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17. In some instances, information on support.microsoft.com showed that some of the 

CYE numbers were not associated with the Hot Fix ID number identified by 

'LIFELOCK-0136812.csv.' For these CVE numbers, I used the publish date for 

the Hot Fix ID number and manually researched the bulletin ID and criticality for 

the respective CVE numbers. I marked each data point that was determined using 

this method under column F. 

18. I checked to see if there were any matches between the computer names listed in 

the spreadsheet and the computer names that were located in ' IP Address..xlsx.' 

To do this, I created the worksheet 'IP Address Data.' I modified the computer 

names identified in 'LIFELOCK-0136812.csv' so that the name only has the 

portion of the name before the first period(.) and used Excel's Match function to 

determine if any computer name was on either the PCI Assessor List or the 

Internal Scan List. For the ones that were on either list, I noted the IP addresses. I 

then used Excel to copy the noted IP addresses into the worksheet ' IP Address 

Data' in the rows with their respective computer names. 

19. l merged the 'Hotfix-CVE Data' and 'IP Address Data' worksheets to create the 

worksheet 'Data Mergel. ' I was able to automate the process for data po ints with 

only one CVE number, as I used Excel 's Match function to match and merge the 

two datasets accordingly. I had to manually do this for data points with multiple 

CVE numbers. I copied all of these data points and pasted them into a new 

worksheet, called 'Data Merge 2.' I pasted it as many times as there were CVE 
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numbers. Then, I was able to copy each CVE number (and its corresponding 

publish date, bulletin ID, and criticality) into each set of pasted data. 

20. I copied the data in 'Data Mergel ' and 'Data Merge 2' to a new worksheet entitled 

'Microsoft Patches' and used Excel's DA YS360 function in column S to compute 

the number of days between the publish date in column L with the install date in 

columnD. 

21. At the request of FTC counsel, I also added the worksheet 'Select Patches.' This 

worksheet analyzes whether 17 c1itical Microsoft operating system patches were 

applied to the 17 IP addresses that were identified in 'LIFELOCK-0136812.csv,' 

included in both Ceylon's List and the PC! Assessor List, and identified as 

"Windows" in Ceylon's List. The 17 critical patches were identified to me by 

counsel, and I entered them as separate columns. I identified 17 IP addresses 

meeting the above criteria by using Excel' s Filter function in the 'IP 

Addresses.xlsx' spreadsheet and entered each -of these as a separate row in the 

'Select Patches' worksheet. . I determined whether these 17 IP addresses received 

each of the 17 critical patches. by using Excel' s Sort & Filter functions and noted 

that determination in the columns labeled "Installed?" by typing 'X' to indicate a 

patch installation for the IP address. For the IP addresses that received a patch, I 

obtained the patch installation date and the Installation Time from worksheet 

'Microsoft Patches' and noted the same manually in the columns labeled "Install 

Date" and "Days since Published." In some instances for one of the patches, the 

"Days since Published" data in the 'Select Patches' worksheet was different from 
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the respective data point in the 'Microsoft Patches' worksheet since the publish 

date in the 'Select Patches' referred to the Microsoft patch, while the publish date 

in the 'Microsoft Patches' spreadsheet refeITed to the Hot Fix ID. This discrepancy 

was limited to the data identified in Paragraph 17 above. For each critical patch, I 

used Excel' s Average function to calculate the average Installation Time for all IP 

addresses that received the patch and the total number of IP addresses that 

received the patch. For each IP address, I manually counted the total number of 

critical patches installed in column BA, manually entered the date ranges for 

installation of the critical patches for the IP address in column BB, and used 

Excel' s Average function to calculate the average Installation Time for all critical 

patches that were installed on the IP address in column BC. 

22. FTC counsel asked me to create a new worksheet -	 'Microsoft Patch with LL 

Ratings' - that included LifeLock' s criticality ratings (the column entitled 

"LifeLock Severity") that were located in the file 'workingLIFELOCK­

0138080.xlsx'. 1 To do this, I looked at the HotFix Bulletin ID and LifeLock 

Severity columns and eliminated duplicates. I found that, while most Hot Fixes 

had been assigned the same LifeLock criticality rating throughout the data, there 

were some that had been assigned multiple ratings that appeared to vary by server. 

I used the SORT function to quickly copy the Hot Fix ID and LifeLock Severity 

data where the Hot Fix ID had been assigned the same rating for all servers. For 

1 l compared 'workingLIFELOCK-0138080.xlsx' with 'LIFELOCK-0138080.csv' in Attachment 29 of the Cole 
Report using the 'Match' function in Excel and found that the data in the two files were identical. 
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the Hot Fix ID numbers that were assigned more than one rating, I used the SORT 

and FILTER functions to manually copy each rating into its server. 


Creating 'Linux Patches.xlsx' 


23. FTC counsel asked me to prepare a spreadsheet calculating the number of days 

between the release of each Red Hat Security Advisory (RHSA) and the 

installation of the corresponding patches on each computer identified in 

'LIFELOCK-0136813.csv' (Attachment 29 of the Cole Report). The completed 

spreadsheet 'Linux Patches.xlsx' is attached hereto as Exhibit E. 

24. 'LIFELOCK-0136813.csv' contained one row for each combination of server 

names and RHSA numbers. I used ExceJ's 'Remove Duplicates' function to 

remove duplicate RHSAs and identified 18 unique RHSAs in 'LIFELOCK­

0136813.csv.' I listed these 18 unique RHSAs in a new spreadsheet 'Linux 

Patches.xlsx' in the worksheet 'RHSA Data.' 

25. I looked up the webpages containing information regarding these J8 RHSAs on 

rhn.redhat.com and entered the issue date and criticality level for each RHSA into 

columns B and C in the worksheet 'RHSA Data.' 

26. I checked to see if there were any matches between the computer names listed in 

the 'Linux Patches' worksheet and the computer names that were located in ' IP 

Address.xlsx.' To do this, I created the worksheet 'IP Address Data. ' I modified 

the computer names identified in 'Linux Patches' worksheet so that the name only 

has the portion of the name before the first period(.) and used Excel's Match 

function to determine if any computer name was on either the PCI Assessor List or 
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the Internal Scan List. For the ones that were on either list, I noted the IP 

addresses. I then used Excel to copy the noted IP addresses into the worksheet ' IP 

Address Data' in the rows with their respective computer names. 

27.I merged the 'RHSA Data' and ' IP Address Data' worksheets using Excel's Match 

function to create the worksheet 'Linux Patches.' I manually re-entered the 

installation dates in column D of 'Linux Patches' into "month/day/year" format in 

column E so that Excel could recognize the dates. I used Excel's DA YS360 

function in column N to calculate the number of days between the date of release 

of the RHSA in column K and the date of installation of the corresponding patches 

in column E. 

28. FfC counsel later asked me to merge LifeLock's criticality ratings (the column 

entitled "LifeLock Severity") that were located in the file 'workingLIFELOCK­

0138079 .xlsx.' 2 To do this, I looked at the RHSA and LifeLock Severity columns 

and eliminated duplicates. I found that, while most Hot Fixes had been assigned 

the same LifeLock criticality rating throughout the data, there were some that had 

been assigned multiple ratings that appeared to vary by server. I used the SORT 

function to quickly copy the RHSA and LifeLock Severity data where the RHSA 

had been assigned the same rating for all servers. For the RHSA numbers that 

were assigned more than one rating, I used the SORT and FILTER functions to 

2 l compared the. file. 'workingLIFELOCK-0138079 .xlsx' with 'LIFELOCK-0138079 .csv' in Attachment 29. of the 
Cole Report using the 'Match' function in Excel and found that the data in the two files were identical. 
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manually copy each rating into its server. The. criticality rating column for 

LifeLock is included in column M of the 'Linux Patches' worksheet. 

29. In the process of merging data, I noticed that there were multiple entries for many 

data points containing the same server name, RHSA, and install dates. The 

numerous duplicates appeared to be caused by miscellaneous entries in the 

"Update Package" column, as well as minor variations in the time of day that these 

miscellaneous "updlate packages" were installed. FTC counsel instructed me to 

delete these additional entries. To do so, I created a new worksheet entitled "Linux 

Patches (no duplicates)' and deleted the column containing the precise date and 

time, as well as the 'update package.' After deleting these columns, I used the 

'Remove Duplicates' function to eliminate the additional entries. 

30. FTC counsel instructed me to prepare a version of the Linux spreadsheet where 

each data point was a separate CVE number. Since each RHSA number was 

associated with the same set of CVE numbers, and since there was a limited 

number of distinct RHSA numbers, I was able to manually complete this process. I 

copied all of these data points and pasted them into a new worksheet, called 

'Linux Patches - By CVE. ' I pasted it as many times as there were CVE numbers. 

Then, I was able to copy each CVE number (and its corresponding publish date, 

bulletin ID, Linux criticality, and LifeLock criticality) into each set of pasted data. 

Creating 'Data Analysis.docx' 

31. FTC counsel asked me to identify the IP addresses that are identified as Linux in 

the Ceylon List by Gwenn and are on the PCI Assessor List, and to determine 
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which of these IP addresses. received a patch.][ used ExceJ's 'Match' function to 

make this determination (by matching the IP addresses between the two 

spreadsheets) and prepared two lists: one of IP Addresses and Machine Names 

with a patch, and one without any. These two lists are on the first page of the 

'Data Analysis.docx.' The completed document "Data Analysis.docx" is attached 

hereto as Exhibit F. 

32. FTC counsel also asked me to prepare a summary of the data in the spreadsheets 

'Microsoft Patches. xlsx' and 'Linux Patches.xlsx', specifically analyzing the 

number of days between the release date of the patch (date of Microsoft HotFix ID 

or RHSA) and the date of application of the patch ("Installation Time"). For the 

Linux, I was asked by FTC counsel to prepare separate tables for the 'Linux 

Patches' worksheet, the 'Linux Patches (no duplicates)' worksheet, and the 'Linux 

Patches by CVE (no dupl)' worksheet. In the tables entitled 'Microsoft Patch 

Spreadsheet - Summary Statistics,' 'Linux Patches - Summary Statistics,' 'Linux 

Patches by CYE (no du pl) - Summary Statistics,' 'Linux Patches (no duplicates) ­

Summary Statistics,' ' I calculated the total number of patches applied, the mean 

Installation Time, the standard deviation for Installation Time, lowest Installation 

Time, 251hpercentile Installation Time, median Installation Time, 75•h percentile 

Installation Time, and the highest Installation Time. I also calculated the number 

and percentage of patches with Installation Time greater than 30 days, 60 days, 

and 90 days. For all of the worksheets except for the 'Linux Patches' worksheet, I 

prepared two tables for each of the above sets of summary statistics using each of 
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the foregoing calculations. The first tab1e included the calculations for each 

criticality level as dlefined by Microsoft or Linux (Critical, Important, and 

Moderate for Microsoft patches; Impo1tant, Moderate, and Low for Linux 

patches), and the second table included the calculations for each criticality level as 

defined by LifeLock (Critical, Important, 'Med' or Moderate, and Low for 

Microsoft patches, and Important, Moderate, and Low for Linux patches). I 

determined a ll of these data points by using Excel formulas or manual 

computations. These tables are located on pages 2-6 of 'Data Analysis.docx.' 

Creating 'Data Analysis 2.docx' 

33. FfC counsel asked me to identify the IP addresses that are identified as Microsoft 

in the Ceylon List by Gwenn and are on the PCI Assessor List, and to determine 

which of these IP addresses received a patch. I used Excel's Match function to 

make this determination (by matching the IP addresses between the two 

spreadsheets) and prepared two lists: one of IP Addresses and Machine Names 

with a patch, and one without any. These two lists are on the second and third 

pages of the 'Data Analysis 2.docx.' The completed spreadsheet 'Data Analysis 

2.docx' is attached hereto as Exhibit G. 

34. I was also asked by counsel to prepared summary statistics for the Microsoft and 

Linux patch spreadsheets based on the date that the patch was published. I isolated 

the Microsoft data from the 'Microsoft Patches' and the Linux data from the 

'Linux Patches' worksheet, the 'Linux Patches (no duplicates)' worksheet, and the 

'Linux Patches by CVE (no dupl)' worksheets' into three publish periods and 
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analyzed the average and median number of days between the publish date and 

install date. I determined these data points by using Excel formulas. For each data 

period, I also analyzed the average and median number of days for the patches 

with the highest rating in the dataset as identified by Microsoft and Linux 

("Critical" for Microsoft, "Important" for Linux), and as identified by LifeLock 

("Critical" for Microsoft, "Important" for Linux) by using the Excel Filter function 

to rest1ict the patch data accordingly. I did not analyze the LifeLock criticality data 

for the 'Linux Patches' worksheet. 

35. FTC counsel also asked me to prepare summary statistics for the patch 

spreadsheets based on the date that the patch was installed. I isolated the Microsoft 

data from the 'Microsoft Patches' and the Linux data from the 'Linux Patches' 

worksheet, the 'Linux Patches (no duplicates)' worksheet, and the 'Linux Patches 

by CVE (no dupl) ' worksheets' into three publish periods and analyzed the 

average and median number of days between the publish date and install date. I 

determined these data points by using Excel formulas. For each data period, I also 

analyzed the average and median number of days for the patches with the highest 

rating in the dataset as identified by Microsoft and Linux ("Critical" for Microsoft, 

"Important" for Linux), and as identified by LifeLock ("Critical" for Microsoft, 

"Important" for Linux) by using the Excel Filter function to restrict the patch data 

accordingly. I did not analyze the LifeLock criticality data for the 'Linux Patches' 

worksheet. 
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Creating 'Data Analysis· PCI.docx' 

36. FTC counsel asked me to run the same analysis described in Paragraph 32 but for 

just those machines in 'Microsoft Patches.xlsx' and 'Linux Patches.xlsx' that are 

also identified in the PCI Assessor List. I used Excel's Filter function to identify 

the IP addresses in the 'IP Addresses.xlsx' spreadsheet that were identified on the 

PCI Assessor's List and used Excel's Filter function to limit the data both the 

Microsoft and Linux Patches to only include tlnese IP addresses. For the Linux, I 

was asked by FTC counsel to prepare separate tables for the 'Linux Patches' 

worksheet, the 'Linux Patches (no duplicates)' worksheet, and the 'Linux Patches 

by CVE (no du pl)' worksheet. In the tables ent itled 'Microsoft Patch Spreadsheet 

(PCI IP Addresses Only) - Summary Statistics,' 'Linux Patch Spreadsheet (PCI IP 

Addresses Only) - Summary Statistics,' 'Linux Patches by CVE (no dupl) ­

Summary Statistics,' and 'Linux. Patches (no duplicates) (PCIIP Addresses Only) 

- Summary Statistics,' I calculated the total number of patches applied, the mean 

Installation Time, the standard deviation for Installation Time, lowest Installation 

Time, 25111 percentile Installation Time, median Installation Time, 75111 percentile 

Installation Time, and the highest Installation Time. I also calculated the number 

and percentage of patches with Installation Time greater than 30 days, 60 days, 

and 90 days. For all of the worksheets except for the 'Linux Patches' worksheet, I 

prepared two tables for each of the above sets of summary statistics using each of 

the foregoing calculations. The first table included the calculations for each 

criticality level as dlefined by Microsoft or Linux (Critical, Important, and 
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Moderate for Microsoft patches; Important, Moderate, and Low for Linux 

patches), and the second table included the calculations for each criticality level as 

defined by LifeLock (Critical, Important, 'Med' or Moderate, and Low for 

Microsoft patches, and Important, Moderate, and Low for Linux patches). I 

determined all of these data points by using Excel formulas or manual 

computations. The completed spreadsheet 'Data Analysis- PCI.docx' is attached 

hereto as Exhibit H. 

37. FTC counsel also asked me to run the same analysis described in Paragraph 34 but 

for just those machines in 'Microsoft Patches.xlsx' and 'Linux Patches.xlsx' that 

are also identified in the PCI Assessor List. I used Excel' s Filter function to focus 

on only IP Addresses listed on the PCI Assessor's L ist, and to isolate the 

Microsoft data from the 'Microsoft Patches' and the Linux data from the 'Linux 

Patches' worksheet, the 'Linux Patches (no dupl icates)' worksheet, and the 'Linux 

Patches by CVE (no dupl)' worksheets into three publish periods and analyzed the 

average and median number of days between the publish date and install date. 1 

determined these data points by using Excel formulas. For each data period, I also 

analyzed the average and median number of days for the patches with the highest 

rating in the dataset as identified by Microsoft and Linux ("Critical" for Microsoft, 

"Important" for Linux), and as identified by LifeLock ("Critical" for Microsoft, 

"Imp011ant" for Linux) by using the Excel Filter function to restrict the patch data 

accordingly. I did not analyze the LifeLock c1iticality data for the 'Linux Patches' 

worksheet. 
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38. FTC counsel a]so asked me to run the same analysis described in Paragraph 35 but 

for just those machines in 'Microsoft Patches.xlsx' and 'Linux Patches.xlsx' that 

are also identified in the PCI Assessor List. I used Excel' s Filter function to focus 

on only IP Addresses listed on the PCI Assessor's List, and to isolate the 

Microsoft data from the 'Microsoft Patches' and the Linux data from the 'Linux 

Patches' worksheet, the 'Linux Patches (no duplicates)' worksheet, and the 'Linux 

Patches by CVE (no dupl)' worksheets into three install periods and analyzed the 

average and median number of days between the publish date and install date. I 

determined these data points by using Excel formulas. For each data period, I also 

analyzed the average and median number of days for the patches with the highest 

rating in the dataset as identified by Microsoft and Linux ("Critical" for Microsoft, 

"Important" for Linux), and as identified by LifeLock ("Critical" for Microsoft, 

"Important" for Linux) by using the Excel Filter function to restrict the patch data 

accordingly. I did not analyze the LifeLock criticality data for the 'Linux Patches' 

worksheet. 

Other Tasks. 

39. FTC counsel asked me to identify the patches that were associated with 

Vulnerabi lity Request ("VRR") 81561 and were listed in LIFELOCK-0038588-89 

(Attachment 11 in the Cole Report). Since the list of patches appeared to be cut 

off from the document, counsel asked me to review LIFELOCK-0030131-32 

(Attachment 12 of the Cole Report), which identifies the Microsoft patches 

referenced in VRR 81561 and LIFELOCK-0038588-89. My review of 
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LIFELOCK-0030131-32 showed that there were 20 Microsoft patches identified 

in VRR 81561. FTC counsel also asked me to review the criticality of each of 

these patches. I independently reviewed the Microsoft bulletins associated with 

these patches on www.technet.microsoft.com and determined that fourteen of 

them were rated "Critical," six of them were rated "Important," and that none of 

them ranked less than "Important." 

40.FfC counsel asked me to compare the identification of the servers with the most 

vulnerabilities on LIFELOCK-0085250 (Exhibit 47 A of the FTC Memorandum) 

with the list of decommissioned servers that appear on LIFELOCK-0138076 

(Attachment 32 of the Cole Report). The nine. servers appearing on LIFELOCK­

0085250 that have the most vulnerabilities on also appear on the list of 

decommissioned servers on LIFELOCK-0138076. 

41. FTC counsel asked me to take a screenshot of the webpage 

https://lifelock.custhelp.com/app/answers/detail/a id/149, which describes how a 

consumer may know that their information is secure with LifeLock. This webpage 

is accessible from LifeLock 's website. I took a screenshot of this page on July 14, 

2015. A copy of this screenshot is attached hereto as Exhibit I. 

42. FfC counsel asked me to review LIFELOCK-0135515 (Exhibit 5, Annex 2 of the 

FTC Memorandum) to see how many times certain LifeLock infomercials 

featuring Monte) Williams had aired. Specifically, I was asked to count aJl of the 

adve1tisements located in the worksheets entitled "SEASON," "STOP," and 

"LIVINGWELL,MONTEL,MONTEL60." These worksheets showed each time an 
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advertisement ran by air date, air time, show title, station, and market. I found that 

there were 1,035 separate airings of advertisements in the worksheet entitled 

"SEASON," 39,433 separate airings of advertisements in the worksheet entitled 

"STOP," and 9,093 separate airings of advertisements in the worksheet entitled 

"LIVINGWELL,MONTEL,MONTEL60." I found that there were 49,561 separate 

airings of advertisements across all three ofthe aforementioned worksheets. 

43.FTC counsel asked me to review the Vulnerability Remediation Request excerpts 

from LIFELOCK-0138077-78 (Attachment 13 ofthe Cole Report) and to count 

the requests that were dated from June 26-28, 2013. I found that there were 83 

requests during this time period that were rated as "critical" or "high." 

I declare under penalty ofperjury, pursuant to 28 U.S.C. § 1746, that the foregoing 

is true and correct. 

Executed onJ'~ 1. 0, '2015 
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EXHIBITB 




FTC has submitted the document(s) in this Exhib]t in native format on CD with its 
contemporaneously filed Motion for Leave to Allow the Non-Electronic Filing of 
Exhibits. 
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EXHIBITC 




FTC has submitted the document(s) in this Exhib]t in native format on CD with its 
contemporaneously filed Motion for Leave to Allow the Non-Electronic Filing of 
Exhibits. 
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EXHIBITD 




FTC has submitted the document(s) in this Exhib]t in native format on CD with its 
contemporaneously filed Motion for Leave to Allow the Non-Electronic Filing of 
Exhibits. 
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EXHIBITE 




FTC has submitted the document(s) in this Exhib]t in native format on CD with its 
contemporaneously filed Motion for Leave to Allow the Non-Electronic Filing of 
Exhibits. 

FTC-0002898 



EXHIBITF 




Data Analysis 

NOTE: There are 34 IP addresses that were identified as Linux by Gwenn and were on the PCI 
assessor's list. The following 2 IP addresses received at least one patch. 

IP Addresses Machine Name 
REDACTED 

The remaining 32 IP addresses did NOT receive any patch, and are listed below. 
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Below are summary statistics for the Microsoft and Linux patch spreadsheets. 

Microsoft Patch Spreadsheet - Summary Statistics 
Importance of Patch (Microsoft Ratings) 

All Critical Important Moderate 
Total 
Number 

4755 2290 2421 44 

Percent of 
Whole 

100 48. 160 50.915 0.9253 

Mean 44.387 59.775 29.478 63.909 
St. Dev 57.592 76.963 2 1.355 16.918 
Lowest 0 0 l 31 
25th 
percentile 

15 10 15 60 

Median 31 35 31 71 
75th 
percentile 

49 72 38 72 

Hiehest 667 667 199 90 
>30 days 
(#) 

2622 1297 1280 44 

>30 days 
(%) 

55.142 56.638 52.871 100 

>60days 
(#) 

884 741 109 36 

>60 days 
(%) 

18.591 32.358 4.502 81.8 18 

>90 days 
(#) 

469 403 66 0 

>90 days 
(%) 

9.863 17.598 2.726 0 

Microsoft P - Summary Statistics atch Spreadsheet 
Importance of Patch (LifeLock Ratings) 

All Critical Important Med/Moderate Low 
Total 
Number 

4755 2193 2381 53 128 

Percent of 
Whole 

100 46.120 50.074 1.115 2.692 

Mean 44.387 58.404 28.972 68.679 80.922 
St. Dev 57.592 78.140 20.695 18.533 33.603 
Lowest 0 0 1 31 58 
25th 
percentile 

15 8 15 63 58 

Median 31 33 31 72 58 
75th 49 70 38 79 92 
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percentile 
Hh~hest 667 667 199 92 182 
>30 days 
(#) 

2622 1193 1247 53 128 

>30 days 
(%) 

55.142 54.400 52.373 100 100 

>60 days 
(#) 

884 696 91 43 54 

>60 days 
(%) 

18.591 31.737 3.822 81.132 42.188 

>90 days 
(#) 

469 359 47 9 54 

>90 days 
(%) 

9.863 16.370 1.974 16.981 42.188 

'Linux Patches' Worksheet- Summary Statistics 
Importance of Patch (Linux Ratings) 

All Important Moderate. Low 
Total 
Number 

1531 48 749 734 

Percent of 
Whole 

100 3.135 48.922 47.943 

Mean 147.064 64.813 190.828 I07.785 
St. Dev 125.318 55.767 99.533 136.191 
Lowest 8 23 8 16 
25th 
percentile 

29 30 33 29 

Median 56 55 234 29 
75th 
percentile 

238 59 238 78 

Highest 351 196 287 351 
>30 days 
(#) 

928 30 596 302 

>30 days 
(%) 

60.614 62.5 79.573 41.144 

>60 days 
(#) 

755 10 553 192 

>60 days 
(%) 

49.314 20.833 73.832 26.158 

>90days 
(#) 

734 7 547 180 

>90 days 
(%) 

47.943 14.583 73.031 24.523 
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'Linux Patches By CVE (no dupl)' Worksheet-
Summary Statistics 

Importance of Patch (Linux Ratings) 
All Important Moderate Low 

Total 
Number 

1540 55 935 551 

Percent of 
Whole 

100 3.571 60.714 35.779 

Mean 148.839 115.556 159.737 133.608 
St. Dev 124.469 72.280 109.235 148.270 
Lowest 8 23 8 16 
25th 
percentile 

29 55 29 29 

Median 78 65 234 29 
75th 
percentile 

238 193 238 346 

Highest 35 1. 196 287 351 
>30.days 
(#) 

950 45 642 263 

>30days 
(%) 

6 1.688 81.818 68.663 47.731 

>60. days 
(#) 

783 31 563 189 

>60days 
(%) 

50.844 56.364 60.214 34.301 

>90 days 
(#} 

756 25 55 1 180 

>90 days 
(%) 

49.091 45.455 58.930 32.668 

'Linux Patches (no duplicates)' worksheet - Summary 
Statistics 

Importance of Patch (Linux Ratings) 
All Important Moderate Low 

Total 
Number 

114 1 29 561 551 

Percent of 
Whole 

100 2.542 49.167 48.291 

Mean 153.787 70.966 177.888 133.608 
St. Dev 131.719 57.557 110.401 148.270 
Lowest 8 23 8 16 
25th 
percentile 

29 30 29 29 

Median 56 56 234 29 
75th 282 63 282 346 
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percentile 
Hh~hest 351 196 287 351 
>30 days 
(#) 

695 20 412 263 

>30 days 
(%) 

60.911 68.966 73.440 47.731 

>60 days 
(#) 

566 8 369 189 

>60 days 
(%) 

49.606 27.586 65.775 34.301 

>90 days 
(#) 

548 5 363 180 

>90 days 
(%) 

48.028 17.241 64.706 32.668 

'Linux Patches By CVE (no dupl)' Worksheet-
Summary Statistics 

Importance of Patch (LifeLock Ratings) 
All Important Moderate. Low 

Total 
Number 

1540 34 933 573 

Percent of 
Whole 

100 2.208 60.584 37.208 

Mean 148.839 128.529 159.906 132.024 
St. Dev 124.469 77.479. 109.291 146.035 
Lowest 8 23 8 16 
25th 
percentile 

29 30 29 29 

Median 78 193 234 30 
75th 
percentile 

238 193 238 346 

Highest 351 193 287 351 
>30 days 
(#) 

950 25 640 285 

>30 days 
(%) 

61.688 73.529 68.596 49.738 

>60 days 
(#) 

783 20 561 202 

>60 days 
(%) 

50.844 58.824 60. 129 35.253 

>90 days 
(#) 

756 20 55 1 185 

>90 days 
(%) 

49.091 58.824 59.057 32.286 
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'Linux Patches (no duplicates)' worksheet - Summary 
Sta tistics 

Importance of Patch (LifeLock Ratings) 
All Important Moderate Low 

Total 
Number 

1141 18 560 563 

Percent of 
Whole 

100 1.578 49.080 49.343 

Mean 153.787 71.222 178.061 132.282 
St. Dev 131.719 66.032 110.424 147.063 
Lowest 8 23 8 16 
25th 
percentile 

29 29 29 29 

Median 56 31.5 234 29 
75th 
percentile 

282 90.25 282 346 

Highest 351 193 287 351 
>30days 
(#) 

695 9 411 275 

>30 days 
(%) 

60.911 50.000 73.393 48.845 

>60days 
(#) 

566 4 368 194 

>60 days 
(%) 

49.606 22.222 65.714 34.458 

>90 days 
(#) 

548 4 363 181 

>90 days 
(%) 

48.028 22.222 64.821 32.149 
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Microsoft Patches 
Date Published 

Before 
12/1112 

From 
12/1112 
to 
3/6/13 

On or 
after 
3/7/1 3 

Number of 
Records 

1416 2882 457 

Average 87.39 29.22 6.81. 
Median 64.5 31 3 
Average ­
Critical 

93.41 31.07 6.80 

Median ­
Critical 

67 26 3 

Average-
Critical (LL) 

94.742 30.339 6.805 

Median ­
Critical (LL) 

69 22.949 3 

Linux Patches 
Date Published 

Before 
12/1112 

From 
1211/12 
to 
3/6/1 3 

On or 
after 
3/7/13 

Number of 
Records 

736 791 4 

Average 272.39 31.16 8 
Median 238 29 8 
Average-
Important 

194.29 42.71 -

Median -
Important 

193 33 -

Microsoft Patches 
Date Installed 

Before 
12/ 1112 

From 
12/1/12 
to 
3/6/13 

On or 
after 
3/7/13 

Number of 
Records 

1019 1530 2206 
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Average 77.59 37.44 33.87 
Median 58 17 31 
Average ­
Critical 

83.53 56.43 33.26 

Median ­
Critical 

58 35 17 

Average ­
Critical (LL) 

84.164 55.728 32.368 

Median -
Critical (LL) 

58 35 17 

Linux Patches 
Date Installed 

Before 
1211/12 

From 
1211/12 
to 
3/6/13 

On or 
after 
3/7/l 3 

Number of 
Records 

2 1446 83 

Average 26 151.74 68.49 
Median 26 213. 56 
Average ­
Important 

- - 64.81 

Median ­
Important 

- - 55 

Linux Patches by CVE (no dupl) 
Date Published 

Before 
12/1112 

From 
12/1112 
to 
3/6/13 

On or 
after 
3/7/13 

Number of 
Records 

757 782 1 

Average 270.376 31.367 8 
Median 238 29 8 
Average ­
Important 

193.6 48.276 -

Median -
Important 

193 56 -

Average ­
Important 
(LifeLock) 

193 36.429 -

Median ­
Important 

193 30 -
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[ (LifeLock) 

Linux Patches by CVE (no dupl) 
Date Installed 

Before From On or 
12/1/12 12/1112 after 

to 3/7/1 3 
3/6/13 

Number of 1 1444 95 
Records 
Average 26 151.657 107.305 
Median 26 123.5 78 
Average ­ - - 115.556 
Important 
Median ­ - - 65 
Important 
Average ­ - - 128.529 
Important 
(LifeLock) 
Median­ - - 193 
Important 
(LifeLock) 

Linux Patches (no duplicates) 
Date Published 

Before 
12/1/12 

From 
12/111 2 
to 
3/6/13 

On or 
after 
317113 

Number of 
Records 

549 591 1 

Average 285.927 31.284 8 
Median 282 29 8 
Average ­
Important 

193.6 45.417 -

Median-
Important 

193 53.5 -

Average ­
Important 
(LifeLock) 

193 36.429 -

Median-
Important 
(LifeLock) 

193 30 -

Linux Patches (no duplicates) 
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Date Installed 
Before 
12/ 1112 

From 
12/1112 
to 
3/6/13 

On or 
after 
317/13 

Number of 
Records 

I 1083 57 

Average 26 158.221 71.789 
Median 26 34 56 
Average-
Important 

- - 70.966 

Median-
Important 

- - 56 

Average ­
Important 
(LifeLock) 

- - 71.222 

Median -
Important 
(LifeLock) 

- - 31.5 

There are 24 IP addresses that were identified as Microsoft by Gwenn and were on the PCI 
16 IP addresses received at ]east one patch.assessor's list. The fo llowin 

Name IP Address 

FTC-0002908 



REDACTED 	 I 

I 


The remaining 8 IPD addresses did not receive any patch. They are listed below: 
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Microsoft Patch Spreadsheet (PCI IP Addresses Only) ­
Summary Statistics 

Importance of Patch (Microsoft Ratings) 
All Data Critical Important Moderate 

Total 
Number 

1929 839 1064 26 

Percent of 
Whole 

100 43.494 55.158 1.345 

Mean 42.900 55.461 32.422 66.385 
St. Dev 60.958 88.140 18.982 10.951 
Lowest 1 1 1 31 
25th 
percentile 

15 15 17 66 

Median 33 33. 33 72 
75th 
percentile 

47 63 45 72 

Highest 667 667 104 72 
>30.days 
(#) 

1234 465 743 26 

>30 days 
(%) 

63.971 55.423 69.83 1 100 

>60. days 
(#) 

290 229 39 22 

>60 days 
(%) 

15.034 27.294 3.665 84.6 15 

>90 days 
(#} 

133 107 26 0 

>90 days 
(%) 

6.895 12.753 2.444 0 

Microsoft Patch Spreadsheet (PCI IP Addresses Only)- Summary 
Statistics 

Importance of Patch (LifeLock Ratings) 
All Data Critical Important Med/Moderate Low 

Total 
Number 

1929 763 1033 33 100 

Percent of 
Whole 

100 39.554 53.551 1.711 5.184 

Mean 42.900 52.169 31.386 71.818 81.580 
St. Dev 60.958 91.246 17.547 14.288 33.288 
Lowest 1 1 1 31 58 
25th 
percentile 

15 10 17 68 58 

Median 33 31 31 72 58 
75th 47 62 45 72 92 
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percentile 
Hh~hest 667 667 104 92 182 
>30 days 
(#) 

1234 387 714 33 100 

>30 days 
(% ) 

63.971 50.721 69. 119 100 100 

>60 days 
(#) 

290 194 23 29 44 

>60 days 
(% ) 

15.034 25.426 2.227 87.879 44 

>90 days 
(#) 

133 72 10 7 44 

>90 days 
(% ) 

6.895 9.4 36 0.968 21.212 44 

Microsoft Patches (PCI IP Addresses Only) 
Date Published 

Before 
12/1/12 

From 
1211/12 
to 
31611 3 

On or 
after 
31711 3 

Number of 
Records 

528 1149 252 

Average 82.468 32.185 8.857 
Median 62 33 8 
Average ­
Critical 

89.538 29.978 8.857 

Median ­
Critical 

61 34 8 

Average ­
Critical (LL) 

91.699 28.083 8.857 

Median ­
Critical (LL) 

62 34 8 

Microsoft Patches (PCI IP Addresses Only) 
Date Installed 

Before 
12/ 1112 

From 
12/1112 
to 
3/6113 

On or 
after 
31711 3 

Number of 
Records. 

375 592 962 

Average 81.101 34.336 33.280 
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Median 58 17 33 
Average ­
Critical 

89.472 49.171 19.885 

Median ­
Critical 

58 35 15 

Average ­
Critical (LL) 

93.139 48.503 16.836 

Median ­
Critical (LL) 

58 35 15 

Linux Patch Spreadsheet (PCI IP Addresses Only) ­
Summary Statistics 

Importance of Patch (Linux Ratin~s) 
All Data Important Moderate. Low 

Total 
Number 

39 17 13 9 

Percent of 
Whole 

100 43.590 33.333. 23.077 

Mean 82.231 79.294 89.231 77.667 
St. Dev 70.413 65.633 95.709 2.87 
Lowest 8. 26 8 74 
25th 
percentile 

33 30 8 74 

Median 67 56 48 78 
75th 
percentile 

8 1 67 81 81 

Highest 283 196 283 81 
>30 days 
(#) 

30 13 9 9 

>30 days 
(%) 

76.923 76.471 69.231 100 

>60 days 
(#) 

19 5 6 9 

>60 days 
(%) 

48.718 29.412 46.154 100 

>90 days 
(#) 

7 4 3 0 

>90 days 
(%) 

17.949 23.529 23.077 0 

Linux Patches (PCI IP Addresses Only) 
Date Published 

Before I From I On or 
12/1112 1211/12 after 
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to 
3/6/1 3 

317113 

Number of 
Records 

7 28 4 

Average 220.289 58.321 8 
Median 196 59 8 
Average-
Important 

195.25 43.6 15 -

Median -
Important 

195 33 -

Linux Patches (PCI IP Addresses Only) 
Date Installed 

Before 
12/1/12 

From 
12/l /12 
to 
3/6/13 

On or 
after 
31711 3 

Number of 
Records 

0 0 39 

Average - - 81.575 
Median - - 63 
Average ­
Important 

- - 79.294 

Median ­
Important 

- - 56 

Linux Patches (no duplicates) (PCI IP Addresses Only) ­
Summary Statistics 

Importance of Patch (Linux Ratings) 
All Data Important Moderate Low 

Total 
Number 

23 8 9 6 

Percent of 
Whole 

100 34.783 39. 130 26.087 

Mean 86.043 82.500 94.778 77.667 
St. Dev 65.178 66.131 82.639 2.867 
Lowest 8 26 8 74 
25th. 
percentile 

45 30.75 43 74 

Median 74 57.5 74 78 
75th 
percentile 

8 1 161.5 138 81 

Highest 283 196 283. 81 
>30 days 20 6 8 6 

FTC-0002913 



(#) 
>30 days 
(%) 

86.957 75 88.889 IOO 

>60 days 
(#) 

14 3 5 6 

>60 days 
(%) 

60.870 37.5 55.556 100 

>90 days 
(#) 

4 2 2 0 

>90 days 
(%) 

17.391 25 22.222 0 

Linux Patches (no duplicates) (PCI IP Addresses Only) ­
Summary Statistics 

Importance of Patch (LifeLock Ratin2s) 
All Data Important Moderate Low 

Total 
Number 

23 5 8 10 

Percent of 
Whole 

100 21.739 34.783 43.478 

Mean 86.043 67.600 96.500 86.900 
St. Dev 65.178 63.563 87.500 36.977 
Lowest 8 26 8 59 
25th 
percentile 

45 28 42 72.25 

Median 74 33 6 1 78 
75th 
percentile 

81 124.5 165.75 81 

Highest 283 193 283 196 
>30 days 
(#) 

20 3 7 10 

>30 days 
(%) 

86.957 60 87.5 100 

>60 days 
(#) 

14 1 4 9 

>60 days 
(%) 

60.870 20 50 90 

>90 days 
(#) 

4 l 2 I 

>90 days 
(%) 

17.391 20 25 10 
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Linux Patches (no duplicates) (PCI IP 
Addresses Only) 

Date Published 
Before 
12/1112 

From 
12/1112 
to 
3/6/13 

On or 
after 
3/7/1 3 

Number of 
Records 

4 18 1 

Average 216.75 61.333 8 
Median 195.5 70.5 8. 
Average ­
Important 

194.5 45.167 -

Median ­
Important 

194.5 44.5 -

Average ­
Important (LL) 

193 36.25 -

Median ­
Important (LL) 

193 31.5 -

Linux Patches (no duplicates) (PC
Addresses Only) 

I IP 

Date Installed 
Before 
12/1/12 

From 
12/1112 
to 
3/6/13 

On or 
after 
3/7113 

Number of 
Records 

0 0 23 

Average - - 86.043 
Median - - 74 
Average ­
Important 

- - 82.5 

Median-
Important 

- - 57.5 

Average ­
Important (LL) 

- - 67.6 

Median -
Important (LL) 

- - 33 

Linux Patches by CVE (no dupl) (PCI IP Addresses 

Onl ) - Summar Statistics 


Total 42 17 19 6 
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Number 
Percent of 
Whole 

100 40.476 45.238 14.286 

Mean 125.905 134.294 133.632 77.667 
St. Dev 74.914 72.757 82.5 19 2.867 
Lowest 8 26 8 74 
25th 
percentile 

67 57.5 74 74 

Median 81 193 81 78 
75th 
percentile 

195 196 195 81 

Hi2hest 283 196 283 81 
>30 days 
(#) 

39 15 18 6 

>30 days 
(%) 

92.857 88.235 94.737 100 

>60 days 
(#) 

33 12 15 6 

>60 days 
(%) 

78.571 70.588 78.947 100 

>90 days 
(#) 

19 10 9 0 

>90 days 
(%) 

45.238 58.824 47.368 0 

Linux Patches by CVE (no dupl) (PCI IP Addresses 
Only) ­ Summary Statistics 
Importance of Patch (LifeLock Ratings) 

All Data Important Moderate Low 
Total 
Number 

42 9 17 16 

Percent of 
Whole 

100 21.429 40.476 38.095 

Mean 125.905 123.333 139.824 112.563 
St. Dev 74.9 14 78.277 85.125 56.556 
Lowest 8 26 8 59 
25th 
percentile 

67 31.5 61 74 

Median 81 193 195 81 
75th 
percentile 

195 193 195 196 

Hb?hest 283 193 283 196 
>30 days 
(#) 

39 7 16 16 

>30 days 92.857 77.778 94.118 100 
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(%) 
>60 days 
(#) 

33 5 13 15 

>60 days 
(%) 

78.571 55.556 76.471 93.75 

>90 days 
(#) 

19 5 9 5 

>90 days 
(%) 

45.238 55.556 52.941 31.25 

Linux Patches by CVE (no dupl) (PCI IP 
Addresses Only) 

Date Published 
Before 
12/ 1/12 

From 
12/1/12 
to 
3/6/1 3 

On or 
after 
3/7 /1 3. 

Number of 
Records 

19 22 1 

Average 204 63.818 8 
Median 195 74 8 
Average-
Important 

194.5 48.286 -

Median ­
Important 

194.5 56 -

Average-
Important (LL) 

193 36.25 -

Median ­
Important (LL) 

193 31.5 -

Linux Patches by CVE (no dupl) (PCI IP 
Addresses Only) 

Date Installed 
Before 
12/1/12 

From 
12/1/12 
to 
3/6/13 

On or 
after 
317/13 

Number of 
Records 

0 0 42 

Average - - 125.905 
Median - - 81 
Average ­
Important 

- - 134.294 

Median ­ - - 193 
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Important 
Average ­
Important (LL) 

- - 123.333 

Median ­
Important (LL) 

- - 193 
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How do I know my information is secure with LifeLock? Page 1 of 1 

Advanced Search• SEARCH 

How do I know my information is secure with LifeLock? 

Lifelock maintains a standards-based Information security program that is designed 
to provide a high level of protection of member data. The security program includes 
the use of industry-standard encryption, active monitoring and response to potential 
attacks, pro-active assessments to discover and remediate potential system 
vulnerabilities and physical security mechanisms. 

Lifelock maintains the highest level of PCI- DSS compliance 
Lifelock is compliant as a Level 1 merchant under the PCI-DSS (Payment Card 
Industry Data Security Standard). PCI-DSS Is a set of requirements that help protect 
cardholder data and is the accepted standard for all organizations that process credit 
card information. 

Answer ID: 149 I 

What is my Identity Exposure Level? How Does Lifelock or its employees use Peer­
should I interpret my results? to-Peer (P2P) file sharing software? 

Will a membership with Lifelock cover both Who is Lifelock? 
my spouse and me? 

Do you offer a family discount? 
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