
UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

V. 

LifeLock, Inc., et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED ATTACHMENT 27 

TO EXPERT REPORT OF DR. ERIC B. COLE 


*This Attachment contains redactions which are identified in the document 
by blacked out text or the text "REDACTED." 



UNITED STA TES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

. V .. 

LifeLock, Inc., et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED ATTACHMENT 28 

TO EXPERT REPORT OF DR. ERIC B. COLE 


*This Attachment contains excerpted pages only and does not contain all of 
the pages in the full bates range of the original document. This Attachment 
also contains redactions which are identified in the document by blacked out 
text or the text "REDACTED." 



UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

V. 

LifeLock, Inc., et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED ATTACHMENT 29 

TO EXPERT REPORT OF DR. ERIC B. COLE 


*This Attachment contains redactions which are identified in the document 
by blacked out text or the text "REDACTED." 



HotFixlD 

10/24/2012 O:OO KB2705219 
112312013 0:00 KB2719033 

10/24/2012 0:00 KB2724197 
112312013 0:00 KB2727528 

112912013 0:00 KB2655992 
1012412012 0:00 KB2731847 
112312013 0:00 KB2736422 

112312013 0:00 KB2742599 
1012412012 0:00 KB2743555 

10/24/2012 O:OO KB2744842 
112312013 0:00 KB2753842 

112312013 0:00 KB2756921 
112312013 0:00 KB2757638 
1/2312013 0:00 KB2758857 
1/2312013 O:OO KB2761465 
112312013 0:00 KB2765809 
112312013 0:00 KB2769369 
1/2312013 0:00 KB2n0660 

10/ 1212012 0:00 KB2655992 
10/24/2012 0:00 K82655992 
10/24/2012 0:00 KB2655992 

10/ 1212012 0:00 KB2655992 

10/ 1212012 0:00 K82655992 

10/1212012 0:00 KB2655992 

10/1212012 O:OO KB2655992 

1011212012 0:00 KB2655992 

11128/2012 O:OO KB2655992 

10126/2012 0:00 KB2705219 
1125/2013 0:00 KB2719033 

10/26/2012 0:00 KB2724197 
1125/2013 0:00 KB2727528 

10/1212012 0:00 KB2655992 
10/26/2012 0:00 KB2731847 
1125/2013 0:00 KB2736422 

1/2512013 0:00 KB2742599 
10/2612012 0:00 KB2743555 

9/2712012 0:00 KB2744842 
1/2512013 O:OO KB2753842 

112512013 0:00 KB2756921 
1/25/2013 0:00 KB2757638 

Descri tion 

Security Update for Windows Server 2003 
(KB2655992) 
Securit Update 
Securit Update 

Security Update 
Securit Update 

Securit Update 
Security Update 

Security Update 

Security Update for Windows Server 2003 
(KB2655992) 
Security U ate 
Securi U ate 
Security Update for Windows Server 2003 
(KB2655992) 
Security Update for Windows Server 2003 
(KB2655992) 
Security Update for Windows Server 2003 
(KB265599.2) 
Security Update for Windows Server 2003 
(KB2655992) 
Security Update for Windows Server 2003 
KB2655992 

Security Update for Windows Server 2003 
(KB2655992) 

Security Update for Windows Server 2003 
(KB2655992) 
Securit Update 
Securi Update 

Security Update 
Securit Update 

Securit U ate 
Security Update 

Securi Update 
Securit U ate 

Ca tion 

http://support.microsoft.com/?kbid=2705219 

rt.microsoft.com/?kbid=2731847 
rt.microsoft.com/?kbid=2736422 

CVE 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2531 ,CVE-2012-2532 
CVE-2012-2529 
CVE-2012- 1527.CVE-2012-1528 

CVE-2012- 1870 
CVE-2012-2527 
CVE-2013--0005 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012- 1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-20 12-2556,CVE-2012-4786 
CVE-20t3-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2013--0006,CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013--0011 
CVE-2012-1537 

CVE-2012-1870 
CVE-20 12-1870 
CVE-2012-1870 

CVE-2012-1870 

CVE-2012-1870 

CVE-2012-1870 

CVE-2012-1870 

CVE-2012-1870 

CVE-2012-1870 
CVE-2012-1850,CVE-2012-1851.CVE-2012-1852,CVE-2012
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Security Update 
Securit U ate 
Securi Update 
Security Update for Windows Server 2003 
(K82655992) 

rt.microsoft.com/?kbid=2655992 

lnstalledOn HotFixlD Description Ca tion CVE 
112512013 O:OO KB2758857 Securit Update http://support.microsoft.com/?kbid=2758857 CVE-2012-4774 

1125/2013 O:OO 
KB2761465 Security Update http://support.microsoft.com/?kbid=2761465 CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 

1/ 25/2013 0:00 
 CVE-2012-2549 

1/25/2013 0:00 


K82765809 
CVE-20t3-0011 


1125/2013 0:00 

K82769369 
K82770660 CVE-2012- 1537 

CVE-2012-1870 

10/1712012 0:00 

10/1212012 0:00 K82655992 

CVE-2012-1870 

Security Update for Windows Server 2003 (KB2656376

10/12/2012 0:00 


K82655992 

K82656376-v2 v2) CVE-2012-0163 

Security Update for Windows Server 2003 (KB2656376

10/1212012 0:00 
 v2) CVE-2012-0163 

Security Update for Windows Server 2003 (KB2656376

10/12/2012 0:00 


K82656376-v2 

K82656376-v2 v2) CVE-2012-0163 

Security Update for Windows Server 2003 (KB2656376

10/1212012 0:00 
 v2) CVE-2012-0163 

Security Update for Windows Server 2003 (KB2656376

10/1212012 0:00 


K82656376-v2 

KB2656376-v2 v2) CVE-2012-0163 

Security Update for Windows Server 2003 (KB2656376

10/1212012 0:00 
K82656376-v2 v2) CVE-2012-0163 

Security Update for Windows Server 2003 (KB2656376

1111312012 0:00 
KB2656376-v2 v2) CVE-2012-0163 

Security Update for Windows Server 2003 (KB2656376

1111312012 0:00 
K82656376-v2 v2) CVE-2012-0163 
CVE-2011-3402,CVE-2012-0159,CVE-2012-0162,CVE-2012

Security Update for Windows Server 2003 0164,CVE-2012-0165,CVE-2012-0167,CVE-2012-0176,CVE
1/29/2013 0:00 KB2659262) 2012-0180,CVE-2012-0181 ,CVE-2012-1848 

CVE-2011-3402,CVE-2012-0159,CVE-2012-0162,CVE-2012
Security Update for Windows Server 2003 0164,CVE-2012-0165,CVE-2012-0167,CVE-2012-0176.CVE

1/2912013 0:00 

KB2659262 

KB2676562) 2012-0180,CVE-2012-0181,CVE-2012-1848 

Security Update for Windows Server 2003 


112912013 0:00 


KB2676562 

K82685939 (K82685939) CVE-2012-0173 

Security Update for Windows Server 2003 


10/1212012 0:00 
 (KB2685939) CVE-2012-0173 

10/24/2012 O:OO 


KB2685939 
K82685939 Securit Update http://support.microsoft.com/?kbid=2685939 CVE-2012-0173 


Security Update for Windows Server 2003 

10/12/2012 0:00 
 KB2685939 CVE-2012-0173 


Security Update for Windows Server 2003 

10/1212012 0:00 


KB2685939 

K82685939 (KB2685939) CVE-2012-0173 

Security Update for Windows Server 2003 


10/12/2012 0:00 
 KB2685939) CVE-2012-0173 
Security Update for Windows Server 2003 (KB2705219- CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012

1/29/2013 0:00 

K82685939 

K82705219-v2 v2) 1853 

Security Update for Windows Server 2003 


10/12/2012 0:00 
 KB2685939) CVE-2012-0173 

Security Update for Windows Server 2003 


10/1212012 0:00 


KB2685939 

K82685939 (KB2685939) CVE-2012-0173 

Security Update for Windows Server 2003 


1129/2013 0:00 
 KB2724197) CVE-2012-2529 

Security Update for Windows Server 2003 


1/2912013 0:00 


KB2724197 

K82727528 (K82727528) CVE-2012-1527,CVE-2012-1528 

Security Update for Windows Server 2003 


11/2812012 0:00 
KB2685939 KB2685939) CVE-2012-0173 

Security Update for Windows Serve< 2003 (KB2753842

1/29/2013 0:00 
 v2) CVE-2012-2556,CVE-2012-4786 

Security Update for Windows Server 2003 


1/29/2013 0:00 


K82753842-v2 

KB2758857 (K82758857) CVE-2012-4774 
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(KB2691442) 
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(KB2691442) 
Security Update for Windows Server 2003 
(KB2691442) 
Security Update for Windows Server 2003 
(KB2691442) 
Securit U ate 

Securit Update 

Securit Update 

Security Update for Windows Server 2003 
(KB2691442 
Securit U ate 

Ca tion 

http://support.microsoft.com/?kbid=2705219 

rt.microsoft.com/?kbid=2731847 
rt.microsoft.com/?kbid=2736422 

ortmicrosoft.com/?kbid=2744842 
rt.microsoft.com/?kbid=2753842 

http://support.microsoft.com/?kbid=2691442 
http://sup rtmicrosoft.com/?kbid=2691442 

rtmicrosoft.com/?kbid=2660649 

rt.microsoft.com/?kbid=2731847 

CVE 

CVE-2012-1537 

CVE-2012-0173 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2531 ,CVE-2012-2532 
CVE-2012-2529 
CVE-2012- 1527.CVE-2012-1528 

CVE-2012-0173 
CVE-2012-2527 
CVE-2013-0005 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
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CVE-2012-4781,CVE-201 2-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013-0011 
CVE-2012-1537 
CVE-2011-3402,CVE-201 2-0159,CVE-2012-0162,CVE-2012
0164,CVE-2012-01 65,CVE-2012-0167,CVE-2012-0176.CVE
2012-0160,CVE-2012-01 81,CVE-2012-1 8413 

CVE-2012-0175 

CVE-2012-0175 
CVE-2012-0175 
CVE-2012-0175 

CVE-2012-0175 

CVE-2012-0175 

CVE-2012-0175 

CVE-2012-0175 
CVE-201 1-0032,CVE-2011-0042 
CVE-2011-3402,CVE-2012-0159,CVE-2012-0162,CVE-2012
0164,CVE-2012-01 65,CVE-2012-0167,CVE-2012-0176,CVE
2012-0180,CVE-2012-0181,CVE-2012-1848 
CVE-2012-1850.CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2523 
CVE-2012-2531,CVE-201 2-2532 
CVE-2012-2529 
CVE-2012-1527,CVE-2012-1528 

CVE-2012-0175 
CVE-2012-2527 
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lnstalledOn HotFixlD 
112312013 O:OO KB2736422 

112312013 0:00 K82742599 
10124/2012 0:00 K82743555 

912512012 O:OO K82744842 
111312013 0:00 K82753842 

112312013 0:00 KB2756921 
112312013 O:OO K82757638 
111312013 0:00 K82758857 
111312013 0:00 K82761465 
111312013 0:00 KB2765809 
1123/2013 0:00 K82769369 
111312013 0:00 K82770660 

1112812012 0:00 K82691442 

10/12/2012 0:00 K82691442 

10/12/2012 0:00 K82691442 
10/17/2012 0:00 K82691442 

1/2912013 0:00 K82698365 

10/1212012 0:00 KB2698365 
10/24/2012 0:00 K82698365 
10/2412012 O:OO KB2698365 

t0/1212012 0:00 KB2698365 

10/1212012 O:OO KB2698365 

10/2612012 0:00 K82705219 
1119/2013 O:OO K82719033 

10/26120120:00 K82724197 
1/19/2013 0:00 1<82727528 

10/1212012 O:OO K82698365 
10/2612012 0:00 K82731847 
1119/2013 0:00 1<82736422 

111912013 O:OO K82742599 
10/2612012 0:00 K82743555 

9/27/2012 0:00 K82744842 
111912013 0:00 K82753842 

1/1912013 0:00 1<82756921 
1/1912013 0:00 KB2757638 
1/1912013 0:00 K82758857 
1119/2013 0:00 K82761465 
1119/2013 0:00 K82765809 
1/1912013 O:OO K82769369 
111912013 0:00 K82770660 

10/1212012 0:00 K82698365 

Description 
Securit Update 

Security Update 
Securit U ate 

Security Update 
Security Update 

Securi Update 
Security Update 

Securit Update 
Security Update for Windows Server 2003 
(K82691442) 
Security Update for Windows Server 2003 
(K82691442) 
Security Update for Windows Server 2003 
(K82691442) 
Security Update 
Security Update for Windows Server 2003 
(K82698365) 
Security Update for Windows Server 2003 
K82698365) 

Securi U ate 
Security Update 
Security Update for Windows Server 2003 
KB2698365) 

Security Update for Windows Server 2003 
(K82698365) 

Securit Update 

Security Update for Windows Server 2003 
(K82698365) 
Securit Update 
Securit Update 

Securit Update 
Securit Update 

Security Update 
Securit Update 

Ca tion 
http://support.microsoft.com/?kbid=2736422 

http://support.microsoft.com/?kbkb2742599 

http://support.microsoft.com/?kbid=27 44842 
http://support.microsoft.com/?kbid=2753842 

http://support.microsoft.com/?kbid=2756921 
http://support.microsoft.com/?kbid=2757638 

http://supportmicrosoft.com/?kbid=2770660 

1/su rt.microsoft.com/?kbid=2698365 
1/sup ort.microsoft.com/?kbid=2698365 

http 1/support.microsoft.com/?kbid=2705219 
http://support.microsoft.com/?kbid=2719033 
http://sup rtmicrosoft.com/?kbid=2724197 
http://su ort microsoft.com/?kbid=2727528 

http://sup rtmicrosoft.com/?kbid=273184 7 
htt ://su ort.microsoft.com/?kbid=2736422 

http://support.microsoft.com/?kbid=2742599 
http://sup rtmicrosoft.com/?kbid=2743555 

http"f/support.microsoft.comi?kbid=2744842 
http://support.microsoft.com/?kbid=2753842 

CVE 
CVE-2013-0005 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012- 1529.CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE2013-0006,CVE-2013-0007 
CVE2012-4774 
CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 
CVE2012-2549 
CVE2013-0011 
CVE2012-1537 

CVE2012-0175 

CVE-2012-0175 

CVE-2012-0175 
CVE-2012-0175 

CVE-2012- 1891 

CVE-2012-1891 
CVE-2012-1891 
CVE-2012- 1891 

CVE2012-1691 

CVE-2012-1891 
CVE2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2531 ,CVE-2012-2532 
CVE-2012-2529 
CVE-2012-1527,CVE-2012-1528 

CVE-2012-1891 
CVE2012-2527 
CVE-2013-0005 
CVE2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE2012-2551 
CVE2012-1529,CVE-2012-2546.CVE-2012-2548,CVE-2012
2557 ,CVE-2012-4969 
CVE-2012-2556.CVE-2012-4786 
CVE2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2013-0006,CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781.CVE-2012-4782,CVE-2012-4787 
CVE2012-2549 
CVE-2013-0011 
CVE-2012- 1537 

CVE2012-1891 
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HotFixlD 

10/12/2012 O:OO KB2698365 

11/28/2012 0:00 KB2698365 

10/1 2/2012 O:OO KB2698365 

10/12/2012 0:00 KB2698365 
10/1712012 0:00 KB2698365 

1129/2013 0:00 KB2712808 

10/1212012 0:00 KB2712808 

Description 
Security Update for Windows Server 2003 
(KB2698365) 
Security Update for Windows Server 2003 
KB2698365) 

Security Update for Windows Server 2003 
(KB2698365) 
Security Update for Windows Server 2003 
KB2698365) 

Securit Update 
Security Update for Windows Server 2003 
(KB2712808) 
Security Update for Windows Server 2003 
(KB2712808) 

10/2412012 0:00 KB2712808 Securit Update 
Security Update for Windows Internet Explorer 8 

10/1 212012 0:00 KB2744842-IE8 (KB2744842) 

10/2412012 0:00 KB27t2808 Securit U ate 
Security Update for Windows Internet Explorer 8 

3/13/2013 0:00 KB2797052-IE8 (KB2797052) 

11/28/2012 0:00 KB2712808 Securil U ate 

Security Update for Windows Internet Explorer 8 
3/1312013 0:00 KB2809289-IE8 (KB2809289) 

Security Update for Windows Server 2003 
1011212012 0:00 KB2712808 (KB2712808) 

Security Update for Windows Server 2003 
10/12/2012 0:00 KB2712808 (KB2712806) 

Security Update for Windows Server 2003 
1011212012 0:00 KB2712808 (KB2712808) 

Security Update for Windows Server 2003 
1011212012 0:00 KB2712808 (KB2712808) 

Security Update for Windows Server 2003 
10/1212012 0:00 KB2712808 (KB2712808) 

Security Update for Windows Server 2003 (KB270521 9
10/1212012 0:00 KB2705219-v2 v2) 

Security Update for Windows Server 2003 
11/28/20120:00 KB2712808 (KB2712808) 

Security Update for Windows Server 2003 
1011212012 0:00 KB2712808 (KB2712808) 

Security Update for Windows Server 2003 
10/12120120:00 KB2724197 (KB2724197) 

Security Update for Windows Server 2003 
111612013 0:00 KB2727528 (KB2727528) 

Security Update for Windows Server 2003 (KB2731847
10/1212012 0:00 KB2731847-v2 v2) 

Security Update for Windows Server 2003 
10/1212012 0:00 KB2712808 (KB2712808) 

Security Update for Windows Server 2003 (KB2753842
1116/2013 0:00 KB2753842-v2 v2) 

Security Update for Windows Server 2003 
111 6/2013 0:00 KB2758857 (KB2758857) 

Security Update for Windows Server 2003 
1116/2013 0:00 KB2770660 (KB2770660) 

Ca tion CVE 

CVE-2012-1891 

CVE-2012-1891 

CVE-2012-1891 

CVE-2012-1891 
http://su rt.microsoft.com/?kbid=2698365 CVE-2012- 1891 

CVE-2012- 1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 
CVE-2012- 1850,CVE-2012-1851,CVE-2012-1852.CVE-2012

http://support.microsoft.com/?kbid=2712808 1853 
CVE-2012-1529.CVE-2012-2546,CVE-2012-2548.CVE-2012
2557,CVE-2012-4969 
CVE-2012- 1850,CVE-2012-1851 ,CVE-2012-1852,CVE-2012
1853 

CVE-2013-0030 
CVE-2012- 1850,CVE-2012-1851 ,CVE-2012-1852,CVE-2012
1853 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091.CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-1 850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-1850,CVE-2012-1851 ,CVE-2012-1852.CVE-2012
1853 
CVE-2012-1850.CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 
CVE-2012-1850,CVE-2012-1851 ,CVE-2012-1852.CVE-2012
1853 
CVE-2012-1850.CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 

CVE-2012-2529 

CVE-2012- 1527,CVE-2012-1528 

CVE-2012-2527 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 

CVE-2012-2556,CVE-2012-4786 

CVE-201 2-4774 

CVE-2012-1537 

LIFELOCK-00136812-5 



HotFixlD 

10/17/2012 O:OO KB2712808 

1/2912013 0:00 KB2719985 

3/1312013 O:OO KB2780091 

10/12120120:00 KB2719985 
1012412012 0:00 KB2719985 

912512012 0:00 KB2530548 

1012412012 0:00 KB2705219 
112512013 0:00 KB2719033 

1012412012 0:00 KB2724197 
112512013 0:00 KB2727528 

10/2412012 0:00 KB2719985 
1012412012 O:OO KB2731847 

1/25/2013 0:00 KB2736422 

1/25/2013 0:00 KB2742599 
1012412012 O:OO KB2743555 

9/25/2012 0:00 K82744842 
1/25/2013 0:00 KB2753842 

1/25/2013 0:00 KB2756921 
1/2512013 0:00 KB2757638 
1/25/2013 0:00 KB2758857 
112512013 O:OO KB2761465 
1/25/2013 0:00 KB2765809 
112512013 0:00 KB2769369 
1/25/2013 O:OO KB2770660 

1011212012 0:00 1<82719985 

10/1212012 O:OO KB2719985 

10/ 1212012 0:00 1<82719985 

10/1212012 O:OO KB2719985 

10/ 1212012 0:00 1<82719985 

11/28/2012 O:OO KB2719985 
3/29/201 3 0:00 KB2797052 

10/1212012 0:00 KB2719985 

10/12120120:00 KB2719985 
10/17/2012 0:00 KB2719985 

10/2412012 0:00 KB2705219 
112512013 0:00 KB2716513 
1/2512013 0:00 KB2719033 

Descri tion 

Securit Update 
Security Update for Windows Server 2003 
KB2719985) 

Security Update for Windows Server 2003 
(KB2780091) 
Security Update for Windows Server 2003 
KB2719985 

Securit Update 

Securit Update 

Security Update 
Securil Update 
Security Update 

Securi Update 
Security Update 

Security U ate 
Securi U ate 

Securit 
Securit 

Security Update for Windows Server 2003 
KB2719985 

Security Update for Windows Server 2003 
(KB2719985) 
Security Update for Windows Server 2003 
KB2719985) 

Security Update for Windows Server 2003 
(KB2719985) 
Security Update for Windows Server 2003 
KB2719985) 

Security Update for Windows Server 2003 
(KB2719985) 
Securit Update 
Security Update for Windows Server 2003 
(KB2719985) 
Security Update for Windows Server 2003 
KB2719985) 

Securit U ate 

Securit Update 
Securi Update 
Securit U ate 

Ca t~n CVE 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012

http:l/support. microsoft.com/?kbid=2712808 1853 

http://sup ort.microsoft.coml?kbid=2765809 
http://support.microsoft.com/?kbid=2769369 
http://support.microsoft.com/?kbid=2770660 

CVE-2012-1889 

CVE-2013-0077 

CVE-2012-1889 
CVE-2012-1889 

CVE-2011-1246,CVE-2011-1250,CVE-2011-1251.CVE-2011
1252,CVE-201 1-1254,CVE-2011 -1255,CVE-2011-1256,CVE
2011-1258,CVE-2011-1260,CVE-2011-1261,CVE-2011-1262 
CVE-2012- 1850,CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 
CVE-2012-2531 ,CVE-2012-2532 
CVE-2012-2529 
CVE-2012-1527,CVE-2012-1528 
CVE-2012-1889 
CVE-2012-2527 
CVE-2013-0005 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2013-0006,CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781,CVE-2012-4782,CVE-2012-4 787 
CVE-2012-2549 
CVE-2013-0011 
CVE-2012-1537 

CVE-2012-1889 

CVE-2012-1889 

CVE-2012-1889 

CVE-2012-1889 

CVE-2012-1889 

CVE-2012-1889 
rtmicrosoft.com/?kbid=2797052 CVE-2013-0030 

CVE-2012-1889 

CVE-2012-1889 
rt.microsoft.com/?kbid=2719985 CVE-2012-1889 

CVE-2012- 1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2531,CVE-2012-2532 
CVE-2012-2531,CVE-20 12-2532 

LIFELOCK-00136812-6 



rt.microsoft.com/?kbid=2756921 

lnstalledOn 
1012412012 0:00 

112312013 0:00 
1012412012 0:00 
112512013 0:00 

112512013 0:00 
1012412012 0:00 

912512012 0:00 
112512013 0:00 

112512013 0:00 
1125/2013 0:00 
112512013 0:00 
112512013 0:00 
1/2512013 0:00 
112512013 0:00 
1/2512013 0:00 

1/2512013 0:00 

1/2312013 0:00 

111312013 0:00 

1/1912013 0:00 

1/2512013 0:00 

1/2512013 0:00 
3/2912013 0:00 

112512013 0:00 

12114120120:00 

1211412012 0:00 

912712012 0:00 

10/2612012 0:00 
112512013 0:00 
112512013 0:00 

10/2612012 0:00 

1211412012 0:00 
10/2612012 0:00 
1/2512013 0 :00 

1/2512013 0:00 
1012612012 0:00 
1/2512013 0:00 

1/2512013 0:00 

HotFixlO 
KB2724197 

KB2729452 
KB2731847 
KB2736422 

KB2742599 
KB2743555 

KB2744842 
KB2753842 

KB2756921 
KB2757638 
KB2758857 
KB2761465 
KB2765809 
KB2769369 
KB2770660 

KB2729452 

KB2729452 

KB2729452 

KB2729452 

KB2729452 

KB2729452 
KB2797052 

KB2729452 

KB2729452 

KB2729452 

KB2530548 

KB2705219 
KB2716513 
KB2719033 
KB2724197 

KB2729452 
KB2731847 
KB2736422 

KB2742599 
KB2743555 
KB2753842 

KB2756921 

Description 
Securit Update 

Security Update 
Securit u ate 
Securit Update 

Security Update 
Securit Update 

Security Update 
Security Update 

Securi Update 
Security Update 
Security Update 
Securit u ate 
Security Update 
Security Update 
Securi u ate 

Securit Update 

Securit u ate 

Securit Update 

Securit u ate 

Securit Update 

Securit Update 
Security Update 

Securit Update 

Securit Update 

Securit Update 

Securit Update 

Securit 
Securit 

Securit u ate 
Securit Update 
Security Update 

Securit U ate 
Security Update 
Securit Update 

Securit u ate 

Ca tion 
http:l/support.microsoft.com/?kbid=2724197 

http://support.microsoft.com/?kbkb2729452 

http://support.microsoft.com/?kbid=2744842 
http://support.microsoft.com/?kbid=2753842 

rt.microsoft.com/?kbid=2729452 

rt.microsoft.com/?kbid=2729452 

http://support.microsoft.com/?kbid=2729452 

http://sup rt.microsoft.com/?kbid=2729452 
http://sup ort.microsoft.com/?kbid=2797052 

http://support.microsoft.com/?kbid=2729452 

http://sup rtmicrosoft.com/?kbid=2729452 

http://support.microsoft.com/?kbid=2729452 

http://support.microsoft.com/?kbid=2530548 

http://sup rt.microsoft.com/?kbid=2705219 

CVE 
CVE-2012-2529 
CVE-2012- 1895,CVE-2012-1896,CVE-2012-2519.CVE-2012
4776,CVE-2012-4777 
CVE-2012-2527 
CVE-2013-0005 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012- 1529.CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2013--0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2013--0006,CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013--0011 
CVE-2012-1537 
CVE-2012- 1895,CVE-2012-1896,CVE-2012-2519,CVE-2012
4776,CVE-2012-4777 
CVE-2012-1895,CVE-2012-1896,CVE-2012-2519,CVE-2012
4776,CVE-2012-4777 
CVE-2012- 1895,CVE-2012-1896,CVE-2012-2519,CVE-2012
4776,CVE-2012-4777 
CVE-2012-1895,CVE-2012-1896.CVE-2012-2519,CVE-2012
4776,CVE-2012-4777 
CVE-2012- 1895,CVE-2012-1896,CVE-2012-2519,CVE-2012
4776,CVE-2012-4777 
CVE-2012-1695,CVE-2012-1896,CVE-2012-2519,CVE-2012
4776,CVE-2012-4 777 
CVE-2013--0030 
CVE-2012-1895,CVE-2012-1896,CVE-2012-2519,CVE-2012
4776,CVE-2012-4777 
CVE-2012-1895,CVE-2012-1896,CVE-2012-2519,CVE-2012
4776.CVE-2012-4777 
CVE-2012-1895.CVE-2012-1896.CVE-2012-2519.CVE-2012
4776,CVE-2012-4777 

CVE-2011-1246,CVE-2011-1250,CVE-2011-1251,CVE-2011
1252,CVE-20 11 -1254,CVE-2011-1255,CVE-2011-1256,CVE
2011-1258,CVE-2011-1260,CVE-2011-1261,CVE-2011-1262 
CVE-2012-1850.CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2531,CVE-2012-2532 
CVE-2012-2531,CVE-2012-2532 
CVE-2012-2529 
CVE-2012- 1895,CVE-2012-I 896,CVE-2012-2519,CVE-2012
4776,CVE-2012-4 777 
CVE-2012-2527 
CVE-2013--0005 
CVE-20I3-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-20 I 2-2551 
CVE-2012-2556,CVE-2012-4786 
CVE-20I 3-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

LIFELOCK-00136812-7 

http://sup
http://support.microsoft.com/?kbid=2530548
http://support.microsoft.com/?kbid=2729452
http://sup
http://support.microsoft.com/?kbid=2729452
http://sup
http://sup
http://support.microsoft.com/?kbid=2729452
http://support.microsoft.com/?kbid=2753842
http://support.microsoft.com/?kbid=2744842
http://support.microsoft.com/?kbkb2729452


lnstalledOn HotFixlD Ca tion CVE 

112512013 O:OO 
KB2757638 http://support.microsoft.com/?kbid=2757638 CVE-2013--0006,CVE-2013-0007 

112512013 O:OO 
KB2758857 http://support.microsoft.com/?kbid=2758857 CVE-2012-4774 

1/ 2512013 0:00 
 CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 

1/2512013 0:00 


K82761465 
CVE-2012-2549 


112512013 0:00 

K82765809 
K82769369 CVE-2013--0011 


1125/2013 O:OO 
K82770660 CVE-2012-1537 
CVE-2012-1895,CVE-2012-1896,CVE-2012-2519,CVE-2012

1/1512013 0:00 Securit Update rt.microsoft.com/?kbid=2729452 4776,CVE-2012-4777 
CVE-2012- 1895,CVE-2012-1896,CVE-2012-2519,CVE-2012

1/15/2013 O:OO 

K82729452 

K82729452 Security Update rt.microsoft.com/?kbid=2729452 4776,CVE-2012-4 777 
CVE-2012-1895,CVE-2012-1896.CVE-2012-2519,CVE-2012

1/2512013 0:00 Securit Update rt.microsoft.com/?kbid=2729452 4776,CVE-2012-4777 
CVE-2012-1895,CVE-2012-1896,CVE-2012-2519,CVE-2012

12/14/2012 O:OO 

K82729452 

K82729452 Security Update 4776,CVE-2012-4777 
CVE-2012-1895,CVE-2012-1896.CVE-2012-2519,CVE-2012

1211412012 0:00 Securit Update rt.microsoft.com/?kbid=2729452 4776,CVE-2012-4777 
CVE-2012- 1895,CVE-2012-1896,CVE-2012-2519,CVE-2012

112212013 0:00 

K82729452 

K82729452 Security Update 4776,CVE-2012-4777 

3/29/2013 0:00 
 CVE-2013-0030 

CVE-2012- 1895,CVE-2012-1896,CVE-2012-2519,CVE-2012
2112/2013 0:00 

K82797052 Securi U ate 

K82729452 Securit Update 4776,CVE-2012-4777 
CVE-2012-1895,CVE-2012-1896,CVE-2012-2519,CVE-2012

1211412012 0:00 Securi U ate rt.microsoft.com/?kbid=2729452 4776,CVE-2012-4777 
CVE-2012- 1895,CVE-2012-1896,CVE-2012-2519,CVE-2012

1116/2013 0:00 

K82729452 

K82729452 Securit Update 4776.CVE-2012-4777 
CVE-2012-1850,CVE-2012-1851.CVE-2012-1852,CVE-2012

10/ 11/2012 0:00 rt.microsoft.com/?kbid=2705219 K82705219 1853 

1211412012 O:OO 
KB2719033 CVE-2012-2531,CVE-2012-2532 

10/ 11/2012 0:00 
K82724197 CVE-2012-2529 

12114/2012 0:00 
 CVE-2012-1527,CVE-2012-1528 

CVE-2012-1895,CVE-2012-1896,CVE-2012-2519,CVE-2012
3/2112013 O:OO 

KB2727528 

KB2729452 Security Update http:l/sup ort.microsoft.com/?kbid=2729452 4776,CVE-2012-4777 

10/11/20120:00 
K82731847 Securi Update http://sup ort.microsoft.com/?kbid=273184 7 CVE-2012-2527 


112312013 0:00 
K82736422 Securit Update http://support.microsoft.com/?kbid=2736422 CVE-2013--0005 
CVE-2013--0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013

1123120t 3 0:00 K82742599 Securit Update http://sup rtmicrosoft.com/?kbid=2742599 0004 

10/ 11/2012 0:00 
1<82743555 Securit Update http://su ort microsoft.com/?kbid=2743555 CVE-2012-2551 

CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
9/2512012 O:OO K82744842 Securit Update http://su port.microsoft.com/?kbid=2744842 2557 ,CVE-2012-4969 

1/23/20 t 3 0:00 
K82753842 Securit Update http://sup rtmicrosoft.com/?kbid=2753842 CVE-2012-2556,CVE-2012-4786 

CVE-2013--0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
1/2312013 0:00 K82756921 http://support.microsoft.com/?kbid=2756921 0004 

1/2312013 0 :00 
K82757638 http://support.microsoft.com/?kbid=2757638 CVE-2013--0006.CVE-2013-0007 


12114120 12 0:00 
 CVE-2012-4774 

1211412012 0:00 


K82758857 
CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 


1211412012 0:00 

1<82761465 

CVE-2012-2549 

1/2312013 o 00 


K82765809 
K82769369 CVE-2013-0011 


12114120 12 O 00 
 CVE-2012-1537 
CVE-2012-1895,CVE-2012-1896.CVE-2012-2519,CVE-2012

12/ 14/2012 0 00 

K82770660 

KB2729452 Security Update rt.microsoft.com/?kbid=2729452 4776,CVE-2012-4777 
CVE-2012-1895,CVE-2012-t 896,CVE-2012-2519,CVE-2012

1/30/2013 0 00 K82729452 Securit U ate rt.microsoft.com/?kbid=2729452 4776,CVE-2012-4777 
CVE-2012-1895,CVE-2012-1896,CVE-2012-2519,CVE-2012

1/30/2013 O:OO K82729452 Security Update 4776.CVE-2012-4777 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012

10/11/2012 0:00 K82705219 Securi Update 1853 

12/14/2012 0:00 
K82719033 Securit U date CVE-2012-2531,CVE-20 1 2-2532 

LIFELOCK-00136812-8 

http://_support.microsoft.com/?kbid=2729452
http:/Jsupport.microsoft.com/?kbid=2729452
http://sup~rt.microsoft.com/?kbid=2770660
http://support.microsoft.com/?kbid=2758857
http://support.microsoft.com/?kbid=2757638
http://support.microsoft.com/?kbid=2753842
http://support.microsoft.com/?kbid=2744842
http://support.microsoft.com/?kbid=2743555
http://support.microsoft.com/?kbid=2742599
http://support.microsoft.com/?kbid=2729452
http://support.microsoft.com/?kbid=2727528
http://support.microsoft.com/?kbid=2724197
http://support.microsoft.com/?kbid=2719033
http://support.microsoft.com/?kbid=2729452
http://support.microsoft.com/?kbid=2729452
http://support.microsoft.com/?kbid=2729452
http://support.microsoft.com/?kbid=2729452
http://support.microsoft.com/?kbid=2729452
http://support.microsoft.com/?kbid=2770660
http://sucport.microsoft.com/?kbid=2769369
http://support.microsoft.com/?kbid=2761465
http://sup_�ort.microsoft.com/?kbid=2758857
http://support.microsoft.com/?kbid=2757638
http://support.microsoft.com/?kbid=2756921
http://support.microsoft.com/?kbid=2736422
http://sup


lnstalledOn HotFixlD 
10111/2012 O:OO KB2724197 
12/14/2012 O:OO KB2727528 

1/1612013 0:00 KB2729452 
10/1112012 0:00 KB2731847 
1123/2013 O:OO KB2736422 

1/2312013 0:00 KB2742599 
10/ 1112012 0:00 KB2743555 

912812012 0:00 K82744842 
1/2312013 0:00 K82753842 

1123/2013 O:OO K82756921 
1123/2013 0:00 K82757638 

1211412012 0:00 K82758857 
1211412012 0:00 K82761465 
1211412012 0:00 KB2765809 
1/23/2013 0:00 K82769369 

1211412012 O:OO KB2770660 

12114/2012 0:00 KB2729452 

1/2912013 O:OO KB2742604 

111612013 0:00 KB2742604 

10/1212012 O:OO KB2705219 
1211412012 0:00 K82719033 
10/1212012 0:00 KB2724197 
1211412012 0:00 KB2727528 

1116/2013 0:00 K82742604 
10/ 1212012 0:00 K82731847 
111 1/2013 O:OO K82736422 

1/11/2013 0:00 K82742599 
10/ 1212012 0:00 K82743555 

9/2812012 0:00 K82744842 
12121/2012 0:00 K82753842 

1111/2013 O:OO K8275692 t 
1111/2013 0:00 K82757638 

12114/2012 0:00 K82758857 
1211412012 0:00 K82761465 
1211412012 0:00 K82765809 
1111/2013 0:00 K82769369 

12114/2012 0:00 K82770660 

111612013 0:00 K82742604 

111612013 0:00 K82742604 

1/1612013 0:00 K82742604 

111612013 0:00 K82742604 

Description 
Securit Update 
Securit Update 

Securit U ate 
Securit Update 
Security Update 

Securit Update 
Securi Update 

Security Update 
Securit Update 

Security Update 
Securit Update 
Securit U ate 
Security Update 
Security Update 
Securi U ate 
Securit Update 

Securit Update 
Security Update for Windows Server 2003 
(K82742604) 
Security Update for Windows Server 2003 
K82742604) 

Securit 
Securit 
Securit 

Security Update for Windows Server 2003 
K82742604) 

Securit Update 
Securit Update 

Securit Update 
Securit Update 

Securi Update 
Securi U ate 

Securit 
Securi 

Security Update for Windows Server 2003 
(K82742604) 
Security Update for Windows Server 2003 
(K82742604) 
Security Update for Windows Server 2003 
(K82742604) 
Security Update for Windows Server 2003 
(K82742604) 

Ca tion 
http:llsupport.microsoft.com/?kbid=2724197 
http://support.microsoft.com/?kbid=2727528 

rt.microsoft.com/?kbid=2742599 

http ://support.microsoft.com/?kbid=273184 7 
http://support.microsoft.com/?kbid=2736422 

CVE 
CVE-2012-2529 
CVE-2012- 1527 ,CVE-2012-1528 
CVE-2012- 1895,CVE-2012-1896,CVE-2012-2519.CVE-2012
4776,CVE-2012-4777 
CVE-2012-2527 
CVE2013-0005 
CVE-20 13-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE2012-2551 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557.CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE2013-0006,CVE-2013-0007 
CVE-2012-4774 
CVE2012-4781,CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013--0011 
CVE-2012- 1537 
CVE-2012-1895,CVE-2012-1896,CVE-2012-2519,CVE-2012
4776,CVE-2012-4777 
CVE-2013--0001,CVE-2013-0002,CVE-2013-0003.CVE-2013
0004 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2531,CVE-2012-2532 
CVE2012-2529 
CVE-2012-1527,CVE-2012-1528 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE2013
0004 
CVE2012-2527 
CVE-2013-0005 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE2012-2551 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557 .CVE-2012-4969 
CVE2012-2556,CVE-2012-4786 
CVE2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE2013-0006,CVE-2013-0007 
CVE2012-4774 
CVE2012-4781 ,CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE2013-0011 
CVE2012-1537 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003.CVE-2013
0004 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

LIFELOCK-00136812-9 



HotFixlD Description 
Security Update for Windows Internet Explorer B 

112912013 0:00 KB2761465-IEB (KB2761465) 
Security Update for Windows Internet Explorer 8 

1/1612013 0:00 KB2761465-IEB KB2761465) 
Security Update for Windows Internet Explorer 8 

1/1612013 0:00 KB2761465-IEB (KB2761465) 

211512013 0:00 KB2792100 Securit Update 
Security Update for Windows Internet Explorer 8 

1/1612013 0:00 KB2761465-IE8 KB2761465) 
Security Update for Windows Internet Explorer 8 

111612013 0:00 KB2761465-IE8 (KB2761465) 
Security Update for Windows Internet Explorer 8 

1/1612013 0:00 KB2761465-IE8 KB2761465) 
Security Update for Windows Internet Explorer 8 

111612013 0:00 KB2761465-IE8 (KB2761465) 
10/24/2012 0:00 KB2656373 Securit U ate 
10/25120120:00 KB2667402 Securit U date 

3/2712013 0:00 KB2778344 Securit U date 
10/2412012 0:00 KB2686831 Securit Update 

3/2912013 0:00 KB2778344 Securit U date 

312712013 0:00 KB2778344 Securit Update 

10/2412012 0:00 KB2705219 Securit U date 

Ca tion CVE 

CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 

CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 

CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 
CVE-2013-0015.CVE-2013-0018,CVE-2013-0019.CVE-2013
0020.CVE-2013-0021,CVE-2013-0022,CVE-2013-0023,CVE
2013-0024,CVE-2013-0025,CVE-2013-0026,CVE-2013

http://support.microsoft.com/?kbid=2792100 0027, CVE-2013-0028, C VE-2013-0029 

CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 

CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 

CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 

CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 
CVE-2012-0163 
CVE-2012-0002,CVE-2012-0152 

CVE-201 3- 1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252,CVE-2013-1253,CVE-2013- 1254.CVE
2013-1255,CVE-2013-1256,CVE-2013-1257,CVE-2013
1258,CVE-2013- 1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013- 1266.CVE-2013-1267,CVE-2013- 1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013-1273,CVE-2013-1274,CVE-2013-1275.CVE

rt.microsoft.coml?kbid=2778344 2013-1276,CVE-2013-1277 
ort.microsoft.coml?kbid=2686831 CVE-2012-1 855 

CVE-2013-1248.CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1257,CVE-2013
1258,CVE-2013-1259.CVE-2013-1260,CVE-2013-1261,CVE
2013-1262.CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1 267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1271,CVE-2013
1272,CVE-2013-1273,CVE-2013-1274,CVE-2013-1275.CVE

htt ://su ort. rnicrosoft.corn/?kbid=2778344 2013-1276.CVE-2013-1277 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1 257.CVE-2013
1258,CVE-2013- 1259,CVE-2013-1 260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263.CVE-2013-1264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269.CVE-2013-1270.CVE-2013-1 271.CVE-2013
1272,CVE-2013-1273.CVE-2013-1274,CVE-2013-1275.CVE

http://support.microsoft.corn/?kbid=2778344 2013-1276,CVE-2013-1277 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012

htt ://su rt.microsoft.cornf?kbid=2705219 1853 

LIFELOCK-00136812-10 



HotFixlD 

3/2712013 O:OO KB2778344 

3/2912013 O:OO KB2778344 
10/2412012 0:00 KB2724197 

3/ 1312013 0:00 KB2778344 
1012412012 0:00 KB2731847 

111512013 0:00 KB2742599 
1012412012 0:00 KB2743555 

1012412012 0:00 KB2744842 
1/ 1512013 0:00 KB2753842 
111512013 0:00 KB2757638 
111512013 0:00 KB2758857 
111512013 0:00 KB2761465 
1/1512013 0:00 KB2765809 
1/15/2013 0:00 KB2769369 
1115120130:00 KB2770660 

3/29/2013.0:00 KB2778344 

Descri tion 

Securit Update 

Securit U ate 
Securi Update 

Security Update for Windows Server 2003 
(KB2778344) 
Securit Update 

Securit Update 
Securit Update 

Securit 
Securit 
Securit 
Securi 
Securi 
Securit 
Securit ate 
Securit ate 

Securi U date 

Ca l ion 

http://support.microsoft.com/?kbid=2778344 

h ://su port.microsoft.com/?kbid=2778344 
http ://support.microsoft.com/?kbid=2724197 

http://support.microsoft.com/?kbid=2731847 

http://support.microsoft.com/?kbid=2742599 

ort. microsoft.comi?kbid=27 44842 

CVE 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013-t 252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259.CVE-2013-1260,CVE-2013-1261,CVE
2013-1262.CVE-2013-1263,CVE-2013-1264,CVE-201 3
1265,CVE-2013-t266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276.CVE-2013-1277 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1257,CVE-2013
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263.CVE-2013-1 264,CVE-2013-
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274.CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 
CVE-2012-2529 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-201 3- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1257,CVE-2013
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-12.62,CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013-1273,CVE-2013-1274,CVE-2013-1275.CVE
2013-1276,CVE-2013-1277 
CVE-2012-2527 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2013-0006,CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013-0011 
CVE-2012-1537 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013-1252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256,CVE-2013-1257.CVE-2013
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261 .CVE
2013-1262,CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013-1273,CVE-2013-1274,CVE-2013-1275,CVE

htt ://su rt.microsoft.com/?kbid=2778344 2013-1276,CVE-2013-1277 

LIFELOCK-00136812-1 1 



HotFixlD Descri tion 

3/29/2013 O:OO KB2778344 Securit Update 

3/2912013 O:OO KB2778344 Securit U ate 

211512013 0:00 KB2778344 Securit U ate 

312712013 0:00 KB2778344 Securit Update 

3/2712013 0:00 KB2778344 Securit U ate 
312712013 0:00 KB2797052 Securit U ate 

Ca t~n CVE 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259.CVE-2013-1260,CVE-2013-1261,CVE
2013-1262.CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1 271,CVE-201 3
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE

http://support.microsoft.com/?kbid=2778344 2013-1276.CVE-2013-1277 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263.CVE-2013-1 264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE

h ://su port.microsoft.com/?kbid=2778344 2013-1276,CVE-2013-1277 

CVE-2013- 1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254.CVE
2013-1255,CVE-2013-1256,CVE-2013-1257,CVE-2013
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013- 1266.CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013-1273,CVE-2013-1274,CVE-2013-1 275,CVE

.microsoft.com/?kbid=2778344 2013-1276,CVE-2013-1277 

CVE-2013- 1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258.CVE-201 3-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269.CVE-2013-1270,CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE

h ://supportmicrosoft.com/?kbid=2778344 2013-1276,CVE-2013-1277 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013- 1252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256,CVE-2013-1257,CVE-2013
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272.CVE-201 3-1273,CVE-2013-1274,CVE-2013-1275,CVE

.microsoft.com/?kbid=2778344 2013-1276,CVE-2013-1277 
rt. microsoft.com/?kbid=2797052 CVE-2013-0030 

LIFELOCK-00136812-12 

http://support.microsoft.com/?kbid=2778344
http://support.microsoft.com/?kbid=2778344
http://support.microsoft.com/?kbid=2778344
http://support.microsoft.com/?kbid=2778344


HotFixlD Descri tion 

2/15/2013 O:OO KB2778344 Securit Update 

212212013 O:OO KB2778344 Securit U ate 

3/14/2013 0:00 KB2778344 Securit u ate 
111512013 0:00 KB2479943 Securit Update 

111512013 0:00 KB2660649 Securit Update 

111512013 0:00 KB2705219 Securi Update 
1115/2013 0:00 KB2719033 Update 
1/1512013 0:00 KB2724197 Update 
111512013 0:00 KB2727528 Update 

3/1512013 0:00 KB2778344 Securit 

1115/2013 0:00 KB2743555 Securi 
1/1512013 0:00 KB2758857 Securit 
1/1512013 0:00 KB2761465 Securit 
1115/2013 0:00 KB2765809 Securit 
1115/2013 0:00 KB2770660 Securi 

Ca t~n CVE 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013-t 252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259.CVE-2013-1260,CVE-2013-1261,CVE
2013-1262.CVE-2013-1263,CVE-2013-1264,CVE-201 3
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE

http://support.microsoft.com/?kbid=2778344 2013-1276.CVE-2013-1277 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263.CVE-2013-1 264,CVE-2013-
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE

h ://su port.microsoft.com/?kbid=2778344 2013-1276,CVE-2013-1277 

.microsoft.coml ?kbid=2778344 
ort.microsoft.coml ?kbid=2479943 

ort.microsoft.com/?kbid=2778344 

rt.microsoft.coml?kbid=2743555 
rt.microsoft.com/?kbid=2758857 
rt.microsoft.com/?kbid=2761465 
rt.microsoft.com/?kbid=2765809 
rt.microsoft.com/?kbid=2770660 

CVE-2013- 1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254.CVE
2013-1255,CVE-2013-1256,CVE-2013-1 257,CVE-2013-
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013- 1266.CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1 271,CVE-2013-
1272,CVE-2013-1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 
CVE-2011-0032.CVE-2011 -0042 
CVE-2011-3402,CVE-2012-0159,CVE-2012-0162,CVE-2012
0164,CVE-2012-0165,CVE-2012-0167,CVE-2012-0176.CVE
2012-0180.CVE-2012-0181,CVE-2012-1 848 
CVE-2012-1850,CVE-2012-1851 ,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2531 .CVE-2012-2532 
CVE-2012-2529 
CVE-2012-1527,CVE-2012-1528 

CVE-2013-1248,CVE-2013-1249.CVE-2013-1250,CVE-2013
1251 ,CVE-2013-1252,CVE-2013-1 253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256,CVE-2013-1257,CVE-2013-
1258,CVE-2013- 1259,CVE-2013-1260,CVE-2013-1261 ,CVE
2013-1262,CVE-2013-1263,CVE-2013-1264,CVE-2013
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013-
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276.CVE-2013-1277 
CVE-2012-2551 
CVE-2012-4774 
CVE-2012-4781,CVE-2012-4782,CVE-2012-4 787 
CVE-2012-2549 
CVE-2012-1537 

LIFELOCK-00136812-13 



3/1512013 O:OO 

3/1512013O:OO 

3/1512013 0:00 

311312013 0:00 

1012412012 0:00 

3/1 312013 0:00 
1125/2013 0:00 

HotFixlD 

KB2778344 

KB2778344 

KB2778344 

KB2778344 

KB2705219 

KB2778344 
KB2719033 

Descri tion 

Security Update for Windows Server 2003 
(KB2778344) 

Security Update for Windows Server 2003 
(KB2778344) 

Security Update for Windows Server 2003 
(KB2778344) 

Security Update for Windows Server 2003 
(KB2778344) 

Security Update 

Security Update for Windows Server 2003 
(KB2778344 
Securit U ate 

Ca tion CVE 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013- 1252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259.CVE-2013-1260,CVE-2013-1261,CVE
2013-1262.CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276.CVE-2013-1277 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263.CVE-2013-1 264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274.CVE-2013- 1275,CVE
2013-1276,CVE-2013-1277 

CVE-2013- 1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252,CVE-2013-1253.CVE-2013- 1254.CVE
2013-1255,CVE-2013-1256,CVE-2013-1257,CVE-2013
1258,CVE-2013- 1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013- 1266.CVE-2013-1267,CVE-2013- 1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013-1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 

CVE-2013- 1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258.CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269.CVE-2013-1270,CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852.CVE-2012

http://supportmicrosoft.com/?kbid=2705219 1853 

CVE-2013- 1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259,CVE-2013-1260,CVE-2013-1 261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013-1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 

.microsoft.com/?kbid=2719033 CVE-2012-2531.CVE-2012-2532 

LIFELOCK-00136812-14 

http://suooort.microsoft.com/?kbid=2705219


HotFixlD 

3/1312013 O:OO KB2778344 
10/2412012 0:00 KB2724197 

3/ 1312013 0:00 KB2778344 
10/24/2012 0:00 KB2731847 
1/25/2013 0:00 KB2736422 

1/25/2013 0:00 KB2742599 
10/24/2012 0:00 KB2743555 

10/2412012 0:00 KB2744842 
1/25/2013 0:00 KB2753842 

1125/2013 0:00 KB2756921 
1/25/2013 0:00 KB2757638 
1/25/2013 0:00 KB2758857 
112512013 0:00 KB2761465 
1/25/2013 0:00 KB2765809 
112512013 0:00 KB2769369 
1125/2013 0:00 KB2770660 

3/1312013 0:00 KB2778344 

3/1412013 0:00 KB2778344 

Descri tion 

Security Update for Windows Server 2003 
(KB2778344) 
Security Update 

Security Update for Windows Server 2003 
(KB2778344) 
Security Update 
Securi U ate 

Securit Update 
Security U ate 

Securit Update 
Securit Update 

Securit Update 

Security Update for Windows Server 2003 
(KB2778344) 

Security Update for Windows Server 2003 
KB2778344) 

Ca tion 

http ://suppO<t. microsoftcomf?kbid=2724197 

http://sup rt.microsoft.coml ?kbid=2756921 
http://sup ort.microsoft.comf?kbid=2757638 
http://sup ort.microsoft.comf?kbid=2758857 
http ://support.microsoft.com/?kbid=2761465 
http://support.microsoft.com/?kbid=2765809 
http://sup rtmicrosoft.com/?kbid=2769369 
http://su ort microsoft.com/?kbid=2770660 

CVE 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013-1252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259.CVE-2013-1260,CVE-2013-1261,CVE
2013-1262.CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276.CVE-2013-1277 
CVE-2012-2529 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258.CVE-2013- 1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1 271,CVE-2013-
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 
CVE-2012-2527 
CVE-2013-0005 
CVE-2013--0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2013--0001,CVE-20 13-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2013--0006,CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013--0011 
CVE-2012-1537 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252,CVE-2013-1253.CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1257.CVE-2013
1258,CVE-2013- 1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1264,CVE-2013
1265,CVE-2013- 1266.CVE-2013-1267.CVE-2013-1268,CVE
2013-1269.CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013-1273.CVE-2013-1274,CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013-1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256,CVE-2013-1257,CVE-2013
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1264,CVE-2013-
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271 ,CVE-2013
1272,CVE-2013-1273,CVE-2013-1274,CVE-2013-1275.CVE
2013-1276,CVE-2013-1277 

LIFELOCK-00136812-15 



3/1512013 O:OO 

211512013 O:OO 

3/1512013 0:00 

311512013 0:00 
3/27/2013 0:00 KB2797052 

317/2013 0:00 

Securit U ate 

Ca tion CVE 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259.CVE-2013-1260,CVE-2013-1261,CVE
2013-1262.CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276.CVE-2013-1277 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263.CVE-2013-1 264,CVE-2013-
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274.CVE-2013-1275,CVE

h ://su port.microsoft.com/?kbid:2778344 2013-1276,CVE-2013-1277 

CVE-2013- 1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252,CVE-2013-1253.CVE-2013-1254.CVE
2013-1255,CVE-2013-1256,CVE-2013-1257,CVE-2013-
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013- 1266.CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013-
1272,CVE-2013-1273,CVE-2013-1274,CVE-2013-1 275,CVE
2013-1276,CVE2013-1277 

CVE-2013- 1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258.CVE-201 3-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269.CVE-2013-1270,CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 
CVE-2013-0030 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1 250,CVE-2013
1251 ,CVE-2013-1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256,CVE-2013-1257,CVE-2013
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1 262,CVE-2013-1263,CVE-2013-1264,CVE-2013
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013-1273,CVE-2013-1 274,CVE-2013-1275.CVE

rt.microsoft.com/?kbid:2778344 2013-1276,CVE-2013-1277 

HotFixlD 

KB2778344 

KB2778344 

KB2778344 

KB2778344 

KB2778344 

Descri tion 

Security Update for Windows Server 2003 
(KB2778344) 

Securit U ate 

Security Update for Windows Server 2003 
(KB2778344) 

Security Update for Windows Server 2003 
(KB2778344) 

Securit . U ate 

LIFELOCK-00136812-16 

http://support.microsoft.com/?kbid:2778344
http://support.microsoft.com/?kbid
http://support.microsoft.com/?kbid:2778344


HotFixlD Descri tion 

3/2112013 O:OO KB2778344 Securit Update 

211512013 O:OO KB2778344 Securit U ate 

10/1 212012 0:00 KB2705219 
1011212012 0:00 KB2724197 
1011212012 0:00 KB2731847 
1011212012 0:00 KB2743555 Securi 

9128/2012 0:00 KB2744842 Securil u ate 

10/1 212012 0:00 KB2705219 Securi 
10/12/2012 0:00 KB2724197 Securit 

112312013 0:00 KB2778930 
1011212012 0:00 KB2731847 

1/ 1112013 0:00 KB2742599 Securil Update 
10/1212012 0:00 KB2743555 Securit Update 

9/28/2012 0:00 KB2744842 Securil 
1212112012 0:00 KB2753842 Securit 
111112013 0:00 KB2757638 Securit 

1211412012 0:00 KB2758857 Securit 
12/14/2012 0:00 KB2761465 Securit 
1211412012 0:00 KB2765809 Securit 

111112013 0:00 KB2769369 Securit 
1211412012 0:00 KB2770660 Securit 

112512013 0:00 KB2778930 
112312013 0:00 KB2778930 
112312013 0:00 KB2778930 
111912013 0:00 KB2778930 
112512013 0:00 KB2778930 
1125/2013 0:00 KB2778930 
112512013 O:OO KB2778930 

211512013 O:OO KB2792100 Securit U ate 
112312013 0:00 KB2778930 Securit U ate 
1123/2013 0:00 KB2778930 Securit U ate 

Ca tion 

http://support.microsoft.com/?kbid=2778344 

http://support.microsoft.com/?kbid=2705219 
hit ://su rt.microsoft.com/?kbid=2724197 
http://su ort.microsoft.coml?kbid=2778930 
http://support.microsoft.com/?kbid=2731847 

http://support. microsoft.coml?kbid=27 42599 

rt.microsoft.com/?kbid=2792100 
rt.microsoft.coml?kbid=2778930 
rt.microsoft.coml?kbid=2778930 

CVE 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-201 3- 1252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257,CVE-2013
1258,CVE-201 3- 1259.CVE-2013-1260,CVE-2013-1261,CVE
2013-1262.CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
201 3-1276.CVE-2013-1277 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
201 3-1255.CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263.CVE-2013-1 264,CVE-2013-
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274.CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 
CVE-2012- 1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2529 
CVE-2012-2527 
CVE-2012-2551 
CVE-2012- 1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-201 2-4969 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2529 
CVE-2013-0008 
CVE-2012-2527 
CVE-2013-0001,CVE-2013-0002,CVE-201 3-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012- 1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2013-0006,CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781 .CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013-0011 
CVE-2012- 1537 
CVE-2013--0008 
CVE-2013--0008 
CVE-2013--0008 
CVE-2013--0008 
CVE-2013--0008 
CVE-2013-0008 
CVE-2013--0008 
CVE-2013-0015,CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013--0021.CVE-2013-0022,CVE-2013-0023,CVE
2013-0024,CVE-2013-0025,CVE-2013-0026,CVE-2013
0027 ,CVE-2013-0028,CVE-2013-0029 
CVE-2013-0008 
CVE-2013--0008 

LIFELOCK-00136812-17 



lnstalledOn HotFixlD 
1111/2013 O:OO KB2778930 

1011212012 0:00 KB2705219 
1011212012 0:00 KB2724197 
1011212012 0:00 KB2731847 
1011212012 O:OO KB2743555 

912812012 0:00 KB2744842 
1011212012 0:00 KB2479943 

1011212012 0:00 KB2660649 

1011212012 O:OO KB2705219 
10/1212012 0:00 KB2724197 
12114/2012 0:00 KB2727528 
111512013 0:00 KB2778930 

10/1212012 0:00 KB2731847 
1/11/2013 0:00 KB2736422 

1111/2013 0:00 KB2742599 
10/ 1212012 0:00 K82743555 

9/2812012 O:OO KB2744842 
12121/2012 0:00 KB2753842 

1/11/2013 0:00 KB275692t 
111112013 O:OO KB2757638 

1211412012 0:00 KB2758857 
1211412012 0:00 KB2761465 
1211412012 O:OO KB2765809 
1/1112013 O:OO KB2769369 

1211412012 0:00 KB2770660 
1/2512013 0:00 KB2778930 
1/1112013 0 :00 KB2778930 
1/1112013 0 :00 KB2778930 
112212013 O 00 KB2778930 
211212013 0 00 KB2778930 
1/11/2013 0 00 KB2778930 
1/16.12013 0 00 KB2778930 

212212013 0 00 KB2792100 
2122/2013 0 00 KB2797052 
1/1812013 0 00 KB2799329 
1/1112013 0 00 KB2778930 
1/30/2013 0 00 KB2778930 

1129/2013 0 00 KB2779030 

1/22/2013 O 00 KB2705219 
21412013 0 00 KB2719033 

112212013 0 00 KB2724197 
1/1312013 0:00 KB2779030 
112212013 0:00 KB2736422 

Description 
Securit Update 

Securit 
Securit 

Securit Update 
Securit Update 

Securit Update 

Securit Update 
Securit Update 
Securit U ate 
Security Update 
Security Update 
Securi U ate 

Securit Update 
Security U ate 

Securit Update 
Securit Update 

Securit 
Securit 
Security Update for Windows Server 2003 
(KB2779030) 

rtmicrosoft.com/?kbid=2744842 
ort.microsoft.com/?kbid=2479943 

rt.microsoft.com/?kbid=2660649 

httpi lsup ort.microsoft.coml?kbid=2770660 
http1/support.microsoft.com/?kbid=2778930 

http1/support.microsoft.com/?kbid=2792100 

CVE 
CVE-2013-0008 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 
CVE-2012-2529 
CVE-2012-2527 
CVE-2012-2551 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548.CVE-2012
2557,CVE-2012-4969 
CVE-2011-0032,CVE-2011-0042 
CVE-2011 -3402.CVE-2012-0159,CVE-2012-0162.CVE-2012
0164,CVE-2012--0165,CVE-2012-0167,CVE-2012-0176,CVE
2012-0180,CVE-2012--0181.CVE-2012-1848 
CVE-2012- 1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2529 
CVE-2012-1527,CVE-2012-1528 
CVE-2013--0008 
CVE-2012-2527 
CVE-2013--0005 
CVE-2013--0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557 ,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2013--0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2013--0006,CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013-0011 
CVE-2012- 1537 
CVE-2013--0008 
CVE-2013--0008 
CVE-2013-0008 
CVE-2013--0008 
CVE-2013--0008 
CVE-2013-0008 
CVE-2013--0008 
CVE-2013-0015,CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013-0021.CVE-2013-0022.CVE-2013-0023,CVE
2013-0024,CVE-2013-0025,CVE-2013-0026,CVE-2013
0027 ,CVE-2013-0028.CVE-2013-0029 
CVE-2013-0030 
CVE-2012-4792 
CVE-2013-0008 
CVE-2013-0008 

CVE-2013-0008 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2531,CVE-2012-2532 
CVE-2012-2529 
CVE-2013-0008 
CVE-2013--0005 

http1/support.microsoft.coml?kbid=2778930 
httpi/sup rtmicrosoft.com/?kbid=2778930 
htt 1/su ort.microsoft.com/?kbid=2778930 
http1/support.microsoft.com/?kbid=2778930 
http1/support.microsoft.com/?kbid=2778930 
httpi/sup rtmicrosoft.com/?kbid=2778930 
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HotFixlD 

112212013 O:OO KB2742599 
21412013 0:00 KB2743555 

1/2212013 0:00 KB2753842 

112212013 O:OO KB2756921 
21412013 0:00 KB2757638 

1/2212013 0:00 KB2761465 
112212013 0:00 KB2765809 

214/2013 0:00 KB2769369 
21412013 0:00 KB2770660 

111612013 O:OO KB2779030 
12/1 4/2012 0:00 KB2779030 
1211412012 0:00 KB2779030 
1211412012 0:00 KB2779030 
1115/2013 O:OO KB2779030 

12114/2012 0:00 KB2779030 
3/ 1412013 0:00 KB2797052 

1211412012 O:OO KB2779030 

111612013 0:00 K82779030 

1/1612013 O:OO KB2779030 

11128120120:00 KB2705219 

1/1612013 O:OO KB2779030 
211212013 0:00 KB2719033 

11/2812012 0:00 K82724197 
211212013 O:OO KB2727528 

1/1612013 0:00 KB2779030 
11/2812012 0:00 KB2731847 
211212013 o 00 KB2736422 

211212013 0 00 1<82742599 
11/2812012 0:00 KB2743555 

11/2812012 0:00 KB2744842 
211212013 0 00 1<82753842 

211 212013 o 00 KB2756921 
211212013 O 00 KB2757638 
211212013 0 00 1<82758857 
211212013000 K82761465 
211 212013 o 00 K82765809 
3/ 1512013 O 00 K82769369 
21121201 3 0 00 KB2770660 

1/161201 3 O 00 KB2779030 
1211412012 0:00 KB2779030 
12/1 412012 0:00 KB2779030 
1/2312013 O:OO KB2785220 
1/2512013 0:00 KB2785220 
112312013 0:00 KB2785220 
3/1512013 0:00 KB2797052 

Descri tion 

Securit Update 
Securit Update 
Securit Update 

Security Update 
Security Update 
Securit Update 
Securi Update 
Security Update 
Security Update 
Security Update for Windows Server 2003 
(KB2779030) 

Security Update for Windows Server 2003 
KB2779030) 

Security Update for Windows Server 2003 
(KB2779030) 

Securit Update 
Security Update for Windows Server 2003 
(KB2779030) 

Security Update for Windows Server 2003 
KB2779030) 

Securit Update 
Securit Update 

Security Update 
Securit Update 

Security Update 
Securit U ate 

Ca tion 

http://support.microsoft.com/?kbid=2742599 

http://support.microsoft.com/?kbid=2779030 

://su rt.microsoft.com/?kbid=2797052 
://su ort.microsoft.com/?kbid=2779030 

rt.microsoft.com/?kbid=2742599 

CVE 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012-2556,CVE-2012-4786 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2013-0006,CVE-2013-0007 
CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013-0011 
CVE-2012-1537 

CVE-2013-0008 
CVE-2013-0008 
CVE-2013-0008 
CVE-20 t3-0008 
CVE-2013-0008 
CVE-2013-0008 
CVE-2013-0030 
CVE-2013-0008 

CVE-2013-0008 

CVE-2013-0008 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

CVE-2013-0008 
CVE-2012-2531,CVE-2012-2532 
CVE-2012-2529 
CVE-2012-1527,CVE-2012-1528 

CVE-2013-0008 
CVE-2012-2527 
CVE-2013-0005 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012-1529.CVE-2012-2546,CVE-2012-2548,CVE-2012
2557 ,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2013-0006.CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781,CVE-2012-4782.CVE-2012-4787 
CVE-2012-2549 
CVE-2013-0011 
CVE-2012-1537 

CVE-2013-0008 
CVE-2013-0008 
CVE-2013-0008 
CVE-2013-0013 
CVE-2013-0013 
CVE-2013-0013 
CVE-2013-0030 

LIFELOCK-00136812-19 



lnstalledOn HotFixlD Description 
112312013 O:OO KB2785220 Securit Update 
111912013 O:OO KB2785220 Security Update 
1/2512013 0:00 K82785220 Security Update 

Security Update for Windows Internet Explorer 8 
1112812012 0:00 K82744842-IE8 (K82744842) 

Security Update for Windows Internet Explorer 8 
3/1512013 0:00 K82797052-IE8 (K82797052) 

Security Update for Windows Internet Explorer 8 
3/15/2013 0:00 K82809289-IE8 (K82809289) 

Security Update for Windows Server 2003 
11/2812012 0:00 K82724197 K82724197) 

Security Update for Windows Server 2003 
3/14/2013 0:00 K82727528 (K82727528) 

Security Update for Windows Server 2003 (KB2753842
3/1412013 0:00 KB2753842-112 v2) 

Security Update for Windows Server 2003 
3/1512013 0:00 K82757638 (KB2757638) 

3/1412013 O:OO K82758857 

3/14/2013 0:00 K82770660 
1/2512013 0:00 K82785220 

3/15/2013 0:00 K82780091 
112512013 0:00 K82785220 
1/2312013 0:00 K82785220 

11128/2012 0:00 K82744842-IE8 

3/15/2013 0:00 KB2797052-IE8 

3/1512013 0:00 K82809289-IE8 

1112812012 O:OO K82724197 

11/2812012 0:00 KB2727528 

3/14/2013 0:00 K82753842-112 

3/1512013 0:00 KB2757638 

3/14/2013 0:00 K82758857 

3/1412013 0:00 K82770660 
1/2312013 0:00 KB2785220 

3/15/2013 0:00 KB2780091 
111112013 0:00 KB2785220 
111512013 0:00 K82785220 

1112812012 0:00 KB2744842-IE8 

Security Update for Windows Server 2003 
(KB2758857) 
Security Update for Windows Server 2003 
(KB2770660) 
Securi Update 
Security Update for Windows Server 2003 
(KB2780091) 
Security U ate 
Securi U ate 
Security Update for Windows Internet Explorer 8 
(KB2744842) 
Security Update for Windows Internet Explorer 8 
(K82797052) 

Security Update for Windows Internet Explorer 8 
(KB2809289) 
Security Update for Windows Server 2003 
(K82724197) 
Security Update for Windows Server 2003 
(K82727528) 
Security Update for Windows Server 2003 (KB2753842
v2) 
Security Update for Windows Server 2003 
(K82757638) 
Security Update for Windows Server 2003 
(K82758857) 
Security Update for Windows Server 2003 
(K82770660) 
Securit Update 
Security Update for Windows Server 2003 
KB2780091) 

Security Update 
Security Update 
Security Update for Windows Internet Explorer 8 
(K82744842) 
Security Update for Windows Internet Explorer 8 

3/15/2013 0:00 K82797052-IE8 (K82797052) 

Ca tion 
http://support.microsoft.com/?kbid=2785220 
http://support.microsoft.com/?kbid=2785220 
http://support.microsoft.com/?kbid=2785220 

rt.microsoft.coml?kbid=2785220 

http://support.microsoft.com/?kbid=2785220 

htt J/support.microsoft.com/?kbid=2785220 
http:l/sup ort.microsoft.com/?kbid=2785220 

CVE 
CVE-2013-0013 
CVE2013-0013 
CVE2013-0013 
CVE-2012-1529.CVE-2012-2546,CVE-2012-2548,CVE-2012
2557 ,CVE-2012-4969 

CVE-20 13-0030 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091.CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 

CVE-2012-2529 

CVE-2012-1527 ,CVE-2012-1528 

CVE-2012-2556,CVE-2012-4786 

CVE-2013-0006.CVE-2013-0007 

CVE-2012-4774 

CVE-2012-1537 
CVE-2013-0013 

CVE-2013-0077 
CVE-2013-0013 
CVE-2013-0013 
CVE-2012- 1529.CVE-2012-2546,CVE-2012-2548.CVE2012
2557 .CVE-2012-4969 

CVE-2013-0030 
CVE-2013-0087.CVE-2013-0088,CVE-2013-0089,CVE2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 

CVE-2012-2529 

CVE2012-1527,CVE-2012-1528 

CVE2012-2556,CVE-2012-4786 

CVE2013-0006,CVE-2013-0007 

CVE2012-4774 

CVE2012-1537 
CVE-2013-0013 

CVE2013-0077 
CVE-2013-0013 
CVE-2013-0013 
CVE-2012- 1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 

CVE-2013-0030 

LIFELOCK-00136812-20 



HotFixlD Descri tion Ca tion 

Security Update for Windows Internet Explorer 8 
3/1512013 0:00 KB2809289-IE8 (KB2809289) 

11/2812012 0:00 KB2724197 

11/2812012 0:00 KB2727528 

3/ 1412013 0:00 KB2753842-v2 

3/1512013 0:00 KB2757638 

3/ 1412013 0:00 KB2758857 

11/2812012 0:00 KB2761226 

3/ 1412013 0:00 KB2770660 
112512013 0:00 KB2785220 

3/1512013 O:OO KB2780091 
1111/2013 0:00 KB2785220 
1111/2013 0:00 KB2785220 

10/1212012 0:00 KB2744842-IEB 
112212013 0:00 KB2785220 

3/ 13/2013 0:00 KB2797052-IE8 
211212013 O:OO KB2785220 

3/ 1312013 0:00 KB2809289-IE8 
1/1112013 O:OO KB2785220 
111612013 0:00 KB2785220 
3/2112013 0:00 KB2785220 
1/1112013 O:OO KB2785220 
1130/2013 O:OO KB2785220 

10/1212012 0:00 KB2705219-v2 
3/2712013 O:OO KB2789645 
3/2912013 0:00 KB2789645 

10/1212012 0:00 KB2724197 

111612013 0:00 KB2727528 

10/1212012 0:00 KB2731847-v2 
3/2712013 O:OO KB2789645 

1/1612013 0:00 KB2753842-v2 

111612013 0:00 KB2758857 

1/1612013 0:00 KB2770660 
3/2712013 O:OO KB2789645 
3/2912013 0:00 KB2789645 

3/13/2013 0:00 KB2780091 

Security Update for Windows Server 2003 
(KB2724197) 
Security Update for Windows Server 2003 
(KB2727528) 
Security Update for Windows Server 2003 (KB2753842
v2) 
Security Update for Windows Server 2003 
(KB2757638) 
Security Update for Windows Server 2003 
(KB2758857) 
Security Update for Windows Server 2003 
(KB2761226) 
Security Update for Windows Server 2003 
(KB2770660) 
Security Update 
Security Update for Windows Server 2003 
(KB2780091) 
Securi Update 
Securit Update 
Security Update for Windows Internet Explorer 8 
(KB2744842) 
Securi Update 
Security Update for Windows Internet Explorer 8 
(KB2797052) 
Securit U ate 

Security Update for Windows Internet Explorer 8 
(KB2809289) 

http://support.microsoft.com/?kbid=2785220 

htt ://sup ort.microsoft.com/?kbid=2785220 

Securit Update http://support.microsoft.com/?kbid=2785220 
Securi Update http://support.microsoft.com/?kbid=2785220 

Security Update for Windows Server 2003 (KB2705219
v2) 
Securit Update 
Securit Update 
Security Update for Windows Server 2003 
(KB2724197) 
Security Update for Windows Server 2003 
(KB2727528) 
Security Update for Windows Server 2003 (KB2731847 -
v2) 
Securit Update htt ://su port.microsoft.comi?kbid=2789645 
Security Update for Windows Server 2003 (KB2753842
v2) 
Security Update for Windows Server 2003 
(KB2758857) 
Security Update for Windows Server 2003 
(KB2770660) 
Security Update 
Securit Update 
Security Update for Windows Server 2003 
(KB2780091) 

http://su port.microsoft.coml ?kbid=2789645 
http://supportmicrosoft.com/?kbid=2789645 

CVE 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094.CVE-2013-1288 

CVE-2012-2529 

CVE-2012- 1527 ,CVE-2012-1528 

CVE-2012-2556,CVE-2012-4786 

CVE-2013-0006,CVE-2013-0007 

CVE-2012-4774 

CVE-2012-2530.CVE-2012-2553,CVE-2012-2897 

CVE-2012-1537 
CVE-2013-0013 

CVE-2013-0077 
CVE-2013-0013 
CVE-2013-0013 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-201 2-4969 
CVE-2013-0013 

CVE-2013-0030 
CVE-2013-0013 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013--0091,CVE-2013-0092,CVE-2013-0093.CVE
2013-0094,CVE-2013-1288 
CVE-2013-0013 
CVE-2013-0013 
CVE-2013-0013 
CVE-2013-0013 
CVE-2013-0013 
CVE-2012-1850.CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 
CVE-2013-0073 
CVE-2013-0073 

CVE-2012-2529 

CVE-2012- 1527 ,CVE-2012-1528 

CVE-2012-2527 
CVE-2013-0073 

CVE-2012-2.556,CVE-2012-4786 

CVE-2012-4774 

CVE-2012-1537 
CVE-2013-0073 
CVE-2013-0073 

CVE-2013-0077 

LIFELOCK-00136812-21 



lnstalledOn HotFixlD Description 
3/2912013 O:OO KB2789645 Securit Update 
3/2912013 O:OO KB2789645 Security Update 

Security Update for Windows Internet Explorer 8 
10/1212012 0:00 KB2744842-IE8 KB2744842) 
312912013 0:00 KB2789645 Securi Update 

Security Update for Windows Internet Explorer 8 
3/ 1312013 0:00 KB2797052-IE8 (KB2797052) 

Security Update for Windows Internet Explorer 8 
111612013 0:00 KB2799329-IE8 (KB2799329) 

3/1312013 0:00 KB2809289-IE8 
Security Update for Windows Internet Explorer 8 
KB2809289) 

Ca tion 
http://support.microsoft.com/?kbid=2789645 
http://support.microsoft.corn/?kbid=2789645 

http://su port.microsoft.com/?kbid=2789645 

211512013 0:00 KB2789645 Securi Update http://support.microsoft.corn/?kbid=2789645 
3/27/2013 O:OO KB2789645 Security Update http://support.microsoft.com/?kbid=2789645 
3/27/2013 0:00 KB2789645 
2115/2013 0:00 KB2789645 
212212013 O:OO KB2789645 

10/ 12/2012 0:00 KB2705219-v2 
3/1412013 O:OO KB2789645 
3/ 15/2013 0:00 KB2789645 

10/ 12/2012 0:00 KB2724197 

1116/2013 0:00 KB2727528 

10/ 12/2012 0:00 KB2731847-v2 

Security Update for Windows Server 2003 (KB2705219
v2) 
Securit Update 
Securit Update 
Security Update for Windows Server 2003 
(KB2724197) 
Security Update for Windows Server 2003 
(KB2727528) 
Security Update for Windows Server 2003 (KB2731847
v2) 

211512013 O:OO KB2789645 Security Update htt ://sup ort.microsoft.com/?kbid=2789645 

1/1612013 0:00 KB2753842-v2 

1/1612013 O:OO KB2758857 

1/1612013 0:00 KB2770660 
317/2013 O:OO KB2789645 

3121120 t 3 0:00 KB2789645 

3113/2013 0:00 KB2780091 
2115/2013 0:00 KB2789645 
3/27120 t 3 0:00 KB2790113 

10/1212012 0:00 KB2744842-IE8 
3129/2013 0 :00 KB2790113 

311312013 0:00 KB2797052-IE8 

Security Update for Windows Server 2003 (KB2753842
v2) 
Security Update for Windows Server 2003 
(KB2758857) 
Security Update for Windows Server 2003 
(KB2770660) 
Securit Update 
Securit Update 
Security Update for Windows Server 2003 
(KB2780091) 
Securit Update 
Securit Update 
Security Update for Windows Internet Explorer 8 
(KB2744842) 
Securit Update 
Security Update for Windows Internet Explorer 8 
KB2797052) 

Security Update for Windows Internet Explorer 8 
1/ 16/2013 0 :00 KB2799329-IE8 (KB2799329) 

Security Update for Windows Internet Explorer 8 
3/13/'2013 0:00 KB2809289-IE8 (KB2809289) 
3/2712013 0:00 KB27901 13 
3/ 2712013 0:00 KB27901 13 
3/2912013 0:00 KB2790113 
3/29/2013 O:OO KB279011 3 
3/2912013 0:00 KB27901 13 

10/1212012 0:00 KB2705219-v2 
Security Update for Windows Server 2003 (KB2705219
v2) 

http://support.microsoft.com/?kbid=2789645 
http://sup rtmicrosoft.com/?kbid=2789645 

http://su port.microsoft.com/?kbid=2789645 
http://sup rtmicrosoft.com/?kbid=2790113 

http://support.microsoft.com/?kbid=2790113 

http://supportmicrosoft.corn/?kbid=27901 13 
h ://su port.microsoft.com/?kbid=27901 13 
ht ://su port.microsoft.com/?kbid=27901 13 
http://support.microsoft.cornl ?kbid=2790113 

CVE 
CVE-2013-0073 
CVE-2013-0073 
CVE-2012- 1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2013--0073 

CVE-2013--0030 

CVE-2012-4792 
CVE-2013--0087 ,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013--0091.CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2013--0073 
CVE-2013--0073 
CVE-2013--0073 
CVE-20t3--0073 
CVE-2013--0073 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2013--0073 
CVE-2013--0073 

CVE-2012-2529 

CVE-2012-1527,CVE-2012-1528 

CVE-2012-2527 
CVE-2013--0073 

CVE-2012-2556,CVE-201 2-4786 

CVE-2012-4774 

CVE-2012-1537 
CVE-2013--0073 
CVE-2013-0073 

CVE-2013--0077 
CVE-2013--0073 
CVE-2013-0076 
CVE-2012-1529,CVE-201 2-2546.CVE-2012-2548,CVE-2012
2557 ,CVE-2012-4969 
CVE-2013--0076 

CVE-2013-0030 

CVE-2012-4792 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2013-0076 
CVE-2013--0076 
CVE-2013-0076 
CVE-2013--0076 
CVE-2013--0076 
CVE-2012-1850,CVE-2012-1851.CVE-2012-1852,CVE-2012
1853 

LIFELOCK-00136812-22 



lnstalledOn HotFixlD 
3/2912013 O:OO KB27901 13 
211512013 O:OO KB279011 3 

10/12/2012 0:00 KB2724197 

1/1612013 O:OO KB2727528 

10/12/2012 0:00 KB2731847-v2 
312712013 0:00 KB27901 13 

111612013 0:00 KB2753842-v2 

111612013 0:00 KB2758857 

1/ 1612013 0:00 KB2770660 
3127/2013 0:00 KB27901 13 
211512013 0:00 KB2790113 

3/ 1312013 0:00 KB2780091 
212212013 O:OO KB27901 13 
3/ 14/2013 0:00 KB27901 13 

10/ 12/2012 0:00 KB2744842-IE8 
3/1512013 O:OO KB27901 13 

3113/2013 0:00 KB2797052-IE8 

111612013 0:00 KB2799329-IE8 

3/ 1312013 0:00 KB2809289-IE8 
211512013 O:OO KB27901 13 

317/2013 0:00 KB27901 13 
3/21/2013 0:00 KB27901 13 
211 5/2013 O:OO KB27901 13 
312712013 O:OO KB2790655 

10/12/2012 0:00 KB2705219-v2 
3/29/2013 0:00 KB2790655 
3/27/2013 0:00 KB2790655 

10/12/2012 0:00 KB2724197 

111612013 0:00 KB2727528 

10/12/2012 0:00 KB2731847-v2 
3/27/2013 0 :00 K82790655 

1/1612013 0:00 KB2753842-v2 

1/1612013 0 :00 KB2758857 

111612013 0:00 KB2770660 
3/2912013 O:OO K82790655 
3/2912013 0:00 K82790655 

311312013 0:00 K82780091 

Description 
Securit Update 
Securit Update 
Security Update for Windows Server 2003 
KB2724197) 

Security Update for Windows Server 2003 
(KB2727528) 
Security Update for Windows Server 2003 (KB2731847
v2) 
Securit Update 
Security Update for Windows Server 2003 (KB2753842-
v2) 
Security Update for Windows Server 2003 
(KB2758857) 
Security Update for Windows Server 2003 
(KB2770660) 
Securit U ate 
Security Update 
Security Update for Windows Server 2003 
(KB2780091) 
Securit Update 
Securit Update 
Security Update for Windows Internet Explorer 8 
(KB2744842) 
Securit Update 
Security Update for Windows Internet Explorer 8 
KB2797052) 

Security Update for Windows Internet Explorer 8 
(KB2799329) 

Security Update for Windows Internet Explorer 6 
(KB2809289) 

Ca tion 
http://support.microsoft.com/?kbid=27901 13 
http://support.microsoft.com/?kbid=27901 13 

rt.microsoft.com/?kbid=27901 13 

Security Update http:l/sup ort.microsoft.com/?kbid=279011 3 
Securi Update http://sup ort.microsoft.corn/?kbid=279011 3 
Securit Update http://support.microsoft.com/?kbid=279011 3 
Securit Update http://support.microsoft.com/?kbid=279011 3 
Securit Update http://sup rtmicrosoft.com/?kbid=2790655 
Security Update for Windows Server 2003 (KB2705219
v2) 
Securit Update 
Securit Update 
Security Update for Windows Server 2003 
(KB2724197) 
Security Update for Windows Server 2003 
(KB2727528) 
Security Update for Windows Server 2003 (KB2731847
v2) 

http://su port.microsoft.com/?kbid=2790655 
http://sup rtmicrosoft.com/?kbid=2790655 

Securit Update http://support.microsoft.com/?kbid=2790655 
Security Update for Windows Server 2003 (KB2753842
v2) 
Security Update for Windows Server 2003 
(KB2758857) 
Security Update for Windows Server 2003 
(K82770660) 
Security Update 
Securit Update 
Security Update for Windows Server 2003 
(K82780091) 

http://su port.microsoft.coml ?kbid=2790655 
http://supportmicrosoft.corn/?kbid=2790655 

CVE 
CVE-2013-0076 
CVE-2013-0076 

CVE-2012-2529 

CVE-2012-1527 ,CVE-201 2-1528 

CVE-2012-2527 
CVE-2013-0076 

CVE-20t2-2556,CVE-2012-4786 

CVE-2012-4774 

CVE-20t2-1537 
CVE-20t3--0076 
CVE-2013--0076 

CVE-2013-0077 
CVE-2013--0076 
CVE-2013--0076 
CVE-20t2-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557 ,CVE-2012-4969 
CVE-2013--0076 

CVE-20t3--0030 

CVE-2012-4792 
CVE-2013--0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013--0091,CVE-2013-0092,CVE-2013--0093,CVE
2013-0094,CVE-2013-1288 
CVE-2013--0076 
CVE-2013--0076 
CVE-2013--0076 
CVE-2013--0076 
CVE-2013--0075 
CVE-2012-1850.CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 
CVE-2013--0075 
CVE-2013-0075 

CVE-2012-2529 

CVE-2012- 1527,CVE-2012-1528 

CVE-2012-2527 
CVE-2013--0075 

CVE-2012-2556,CVE-2012-4786 

CVE-2012-4774 

CVE-2012- 1537 
CVE-2013-0075 
CVE-2013--0075 

CVE-2013-0077 

LIFELOCK-00136812-23 



lnstalledOn HotFixlD Description 
3/2912013 O:OO KB2790655 Securit Update 
3/2912013 0:00 KB2790655 Securit Update 

Security Update for Windows Internet Explorer 8 
10/1212012 0:00 KB2744842-IE8 KB2744842) 
211512013 O:OO KB2790655 Securit Update 

Security Update for Windows Internet Explorer 8 
3/13/2013 0:00 KB2797052-IE8 (KB2797052) 

Security Update for Windows Internet Explorer 8 
111612013 0:00 KB2799329-IE8 (KB2799329) 

3/13/2013 0:00 KB2809289-IE8 
Security Update for Windows Internet Explorer 8 
KB2809289) 

Ca tion 
http://support.microsoft.com/?kbid=2790655 
http://support.microsoft.com/?kbid=2790655 

hit ://su rt.microsoft.com/?kbid=2790655 

312712013 0:00 KB2790655 Securi Update http://sup rt.microsoft.com/?kbid=2790655 
3/2712013 0:00 KB2790655 Security Update http://support.microsoft.com/?kbid=2790655 
2/1512013 0:00 KB2790655 
2/2212013 0:00 KB2790655 
311412013 0:00 KB2790655 

10/12/2012 0:00 KB2705219-v2 
3/15/2013 O:OO KB2790655 
2/15/2013 0:00 KB2790655 

10/12/2012 0:00 KB2724197 

1116/2013 0:00 KB2727528 

10/12/2012 0:00 KB2731847-v2 

Security Update for Windows Server 2003 (KB2705219
v2) 
Securit Update 
Securit Update 
Security Update for Windows Server 2003 
(KB2724197) 
Security Update for Windows Server 2003 
(KB2727528) 
Security Update for Windows Server 2003 (KB2731847
v2) 

3/712013 O:OO KB2790655 Securit Update htt -J/sup ort.microsoft.com/?kbid=2790655 

1/1612013 0:00 KB2753842-v2 

1/1612013 O:OO KB2758857 

1/1612013 0:00 KB2770660 
3/2112013 O:OO KB2790655 
2/1512013 0:00 KB2790655 

311312013 0:00 KB2780091 

Security Update for Windows Server 2003 (KB2753842
v2) 
Security Update for Windows Server 2003 
(KB2758857) 
Security Update for Windows Server 2003 
(KB2770660) 
Securit Update 
Securit Update 
Security Update for Windows Server 2003 
(KB2780091) 
Security Update for Windows Internet Explorer 8 

1129/2013 0:00 KB2799329-IE8 (KB2799329) 
Security Update for Windows Internet Explorer 8 

1/1612013 0:00 KB2799329-IE8 (KB2799329) 

1011212012 0:00 KB2705219 
10/12/2012 0:00 1<82724197 
10/1212012 0:00 KB2731847 
10/1212012 0:00 KB2743555 

912812012 0:00 1<82744842 Securit U ate 
Security Update for Windows Internet Explorer 8 

1112812012 0:00 KB2706045-IE8 (KB2706045) 
Security Update for Windows Internet Explorer 8 

3/1412013 0:00 KB2797052-IE8 (KB2797052) 

Security Update for Windows Internet Explorer 8 
3/1512013 0:00 KB2809289-IE8 (KB2809289) 

http://support.microsoft.com/?kbid=2790655 
http://sup rtmicrosoft.com/?kbid=2790655 

http://sup rtmicrosoft.com/?kbid=2705219 

CVE 
CVE-2013-0075 
CVE-2013-0075 
CVE-2012- 1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2013-0075 

CVE-2013-0030 

CVE-2012-4792 
CVE-2013-0087 ,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-201:J.-0091.CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2013-0075 
CVE-2013-0075 
CVE-2013-0075 
CVE-2013-0075 
CVE-2013-0075 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2013-0075 
CVE-2013-0075 

CVE-2012-2529 

CVE-2012-1527,CVE-2012-1528 

CVE-2012-2527 
CVE-2013-0075 

CVE-2012-2556,CVE-2012-4786 

CVE-2012-4774 

CVE-2012-1537 
CVE-2013-0075 
CVE-2013-0075 

CVE-2013-0077 

CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 

CVE-2012-4 781 ,CVE-2012-4782,CVE-2012-4787 
CVE-2012-1850.CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2529 
CVE-2012-2527 
CVE-2012-2551 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 

CVE-2012-2523 

CVE-2013-0030 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 

LIFELOCK-00136812-24 



HotFixlD 

111612013 0:00 KB2799329-IEB 
3/2712013 0:00 KB2799494 
3/2912013 0:00 KB2799494 
3/2712013 0:00 KB2799494 

3/ 14/2013 0:00 KB2705219-v2 
3/2712013 0:00 KB2799494 
3/2912013 0:00 KB2799494 

3/ 14/2013 0:00 KB2727528 

3/1412013 0:00 KB2753842-v2 

3/ 14/2013 0:00 KB2757638 

3/1412013 0:00 KB2758857 

3/ 14/2013 0:00 KB2770660 

3/ 13/2013 0:00 KB2799494 

3/ 14/2013 0:00 KB2780091 
3/29/2013 O:OO KB2799494 
3/29/2013 0:00 KB2799494 

10/10/2012 0:00 KB2744842-IE8 

Description 
Security Update for Windows Internet Explorer B 
(KB2799329) 
Security Update 
Securit U ate 

Security Update for Windows Server 2003 (KB2705219
v2) 
Securit Update 
Securi Update 
Security Update for Windows Server 2003 
(KB2727528) 
Security Update for Windows Server 2003 (KB2753842
v2) 
Security Update for Windows Server 2003 
(KB2757638) 
Security Update for Windows Server 2003 
(KB2758857) 
Security Update for Windows Server 2003 
(KB2770660) 
Security Update for Windows Server 2003 
(KB2799494) 
Security Update for Windows Server 2003 
(KB2780091) 
Securit Update 
Securit Update 
Security Update for Windows Internet Explorer 8 
(KB2744842) 
Security Update for Windows Internet Explorer 8 

3/ 15/2013 0:00 KB2797052-IE8 (KB2797052) 

Security Update for Windows Internet Explorer 8 
3/15/2013 0:00 KB2809289-IE8 (KB2809289) 

Security Update for Windows Server 2003 
10/ 10/2012 0:00 KB2724197 (KB2724197) 

Security Update for Windows Server 2003 
3/15/2013 0:00 KB2727528 (KB2727528) 

Security Update for Windows Server 2003 (KB2753842
3/15/2013 0:00 KB2753842-v2 v2) 

Security Update for Windows Server 2003 
3/15/2013 0:00 KB2757638 (KB2757638) 

Security Update for Windows Server 2003 
3/15/2013 0:00 KB2758857 (KB2758857) 

Security Update for Windows Server 2003 
3/15/2013 0:00 KB2770660 (KB2770660) 
3/29/2013 0:00 KB2799494 Securit U ate 

3/15/2013 O:OO KB2780091 
2/15/2013 0:00 KB2799494 
3/27/2013 0:00 KB2799494 

10/1212012 0:00 KB2705219 
12/14/2012 0:00 KB2719033 
10/1212012 0:00 KB2724197 
1211412012 O:OO KB2727528 
3/2712013 0:00 KB2799494 

10/ 12/2012 0:00 KB2731847 
1/1112013 0:00 KB2736422 

Security Update for Windows Server 2003 
(KB2780091) 
Securi Update 
Securit U ate 

Ca tion CVE 

CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 
CVE-2013- 1278,CVE-2013-1279,CVE-2013-1280 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

CVE-20t2-1527,CVE-2012-1528 

CVE-2012-2556,CVE-2012-4786 

CVE-2013-0006,CVE-2013-0007 

CVE-2012-4774 

CVE-2012-1537 

CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

CVE-2013-0077 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2012-1529,CVE-2012-2546.CVE-2012-2548,CVE-2012
2557 ,CVE-2012-4969 

CVE-2013-0030 
CVE-2013-0067,CVE-2013-0066,CVE-2013-0069,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 

CVE-2012-2529 

CVE-2012-1527 ,CVE-2012-1528 

CVE-2012-2556,CVE-2012-4786 

CVE-2013-0006,CVE-2013-0007 

CVE-2012-4774 

CVE-2012- 1537 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

CVE-2013-0077 
rt.microsoft.com/?kbid=2799494 CVE-2013- 1278.CVE-2013-1279,CVE-2013-1280 

ort.microsoft.com/?kbid=2799494 CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2531.CVE-2012-2532 
CVE-2012-2529 
CVE-2012-1527,CVE-2012-1528 
CVE-2013- 1278,CVE-2013-1279,CVE-2013-1280 
CVE-2012-2527 
CVE-2013-0005 

LIFELOCK-00136812-25 

http://support.microsoft.corn/?kbid:2799494
http://_support.microsoft.corn/?kbid:2727528
http://support.microsoft.corn/?kbid:2724197
http://support.microsoft.corn/?kbid:2719033
http://support.microsoft.com/?kbid:2705219
http://support.microsoft.corn/?kbid:2799494
http://support.microsoft.corn/?kbid:2799494
http://support.microsoft.corn/?kbid:2799494
http://support.microsoft.corn/?kbid:2799494
http://support.microsoft.com/?kbid:2799494


HotFixlD 

111112013 O:OO KB2742599 
10112/2012 0:00 KB2743555 

912812012 0:00 KB2744842 
12121/2012 O:OO KB2753842 

1/1112013 0:00 KB2756921 
1111120130:00 KB2757638 

12114/2012 O:OO KB2758857 
12/1412012 0:00 KB2761465 
1211412012 0:00 KB2765809 
111112013 O:OO KB2769369 

12/14/2012 0:00 KB2770660 
2/22/2013 0:00 KB2799494 
2122/2013 0:00 KB2799494 
311412013 0:00 KB2799494 
311512013 0:00 1<82799494 

311512013 0:00 1<82799494 

311512013 0:00 K82799494 

311512013 0:00 1<82799494 

211512013 0:00 1<82792100 
2/22/2013 0:00 KB2797052 

3/1312013 O:OO KB2799494 

3/ 1312013 0:00 KB2799494 

3/ 1312013 O:OO KB2799494 

Descri tion 

Securit Update 
Security Update 

Securi Update 
Security Update 

Securit Update 
Securi Update 
Security Update 
Security Update 
Securi1 U ate 
Securi Update 
Security Update 

Security Update for Windows Server 2003 
(KB2799494) 
Security Update for Windows Server 2003 
KB2799494) 

Security Update for Windows Server 2003 
(KB2799494) 

Security Update 
Securit Update 
Security Update for Windows Server 2003 
(KB2799494) 
Security Update for Windows Server 2003 
KB2799494) 

Security Update for Windows Server 2003 
(KB2799494) 
Security Update for Windows Internet Explorer 8 

10112/2012 0:00 K82706045-IE8 KB2706045) 
Security Update for Windows Internet Explorer 8 

10/12/2012 0:00 KB2744842-IE8 (KB2744842) 
Security Update for Windows Internet Explorer 8 

3/1512013 0:00 K82797052-IE8 KB2797052) 

Security Update for Windows Internet Explorer 8 
311512013 0:00 KB2809289-IE8 (KB2809289) 

3/1312013 0:00 KB2799494 

3/1312013 0:00 KB2799494 

3/141'2013 0:00 KB2799494 

Security Update for Windows Server 2003 
(KB2799494) 
Security Update for Windows Server 2003 
(KB2799494) 
Security Update for Windows Server 2003 
(KB2799494) 
Security Update for Windows Server 2003 

3/ 1512013 0:00 KB2799494 KB2799494) 
Security Update for Windows Server 2003 (K82705219

10/12/2012 0:00 KB2705219-v2 v2) 

Ca tion 

http://support.microsoft.com/?kbid=2742599 
http://support.microsoft.com/?kbid=2743555 

http://su rt.microsoft.com/?kbid=2744842 
http://support.microsoft.com/?kbid=2753842 

rt.microsoft.com/?kbid=2756921 

htt ://sup ort.microsolt.com/?kbid=2792100 
http://support.microsolt.corn/?kbid=2797052 

211512013 0:00 KB2799494 Securit Update http://support.microsoft.cornl ?kbid=2799494 
Security Update for Windows Server 2003 

3/1512013 0:00 KB2799494 (KB2799494) 

CVE 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012-1529.CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-20 13-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2013--0006,CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781 .CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013--0011 
CVE-2012-1537 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

CVE-2013- 1278,CVE-2013-1279,CVE-2013-1280 

CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

CVE-2013- 1278,CVE-2013-1279,CVE-2013-1280 
CVE-2013--0015,CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013--0021,CVE-2013-0022,CVE-2013--0023,CVE
2013-0024.CVE-2013--0025,CVE-2013-0026,CVE-2013
0027,CVE-2013--0028,CVE-2013-0029 
CVE-2013-0030 

CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

CVE-2012-2523 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557 .CVE-2012-4969 

CVE-2013--0030 
CVE-2013--0087 ,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013--0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 

CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

CVE-2013- 1278.CVE-2013-1279,CVE-2013-1280 

CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2013- 1278,CVE-2013-1279,CVE-2013-1280 

CVE-2013-1278,CVE-20 13-1279,CVE-2013-1280 

LIFELOCK-00136812-26 



HotFixlD 

10/12120120:00 KB2724197 

3/15/2013 0:00 KB2727528 

10/1212012 O:OO KB2731847-v2 

3/15/2013 0:00 KB2753842-v2 

3/15/2013 O:OO KB2757638 

3/15/2013 0:00 KB2758857 

3/15/2013 O:OO KB2770660 

3/15/2013 0:00 KB2799494 

3/ 15/2013 0:00 KB2780091 
317/2013 0:00 KB2799494 

3/2112013 O:OO KB2799494 

Description Ca tion 
Security Update for Windows Server 2003 
(KB2724197) 
Security Update for Windows Server 2003 
KB2727528) 

Security Update for Windows Server 2003 (KB2731847 -
v2) 
Security Update for Windows Server 2003 (KB2753842
v2) 
Security Update for Windows Server 2003 
(KB2757638) 
Security Update for Windows Server 2003 
KB2758857) 

Security Update for Windows Server 2003 
(KB2770660) 
Security Update for Windows Server 2003 
KB2799494) 

Security Update for Windows Server 2003 
(KB2780091) 
Securit U ate 
Securit U ate 
Security Update for Windows Internet Explorer 8 

10/1212012 0:00 KB2706045-IE8 (KB2706045) 
Security Update for Windows Internet Explorer 8 

10/1212012 0:00 KB2744842-IE8 (KB2744842) 
Security Update for Windows Internet Explorer 8 

3/ 1512013 0:00 KB2797052-IE8 (KB2797052) 

Security Update for Windows Internet Explorer 8 
3/ 15/2013 0:00 KB2809289-IE8 (KB2809289) 
2/1512013 0:00 KB2799494 Securit U ate 
3/2712013 0:00 KB2807986 
3/2912013 O:OO KB2807986 
3/ 2712013 0:00 KB2807986 

10/1212012 O:OO KB2705219-v2 
312712013 O:OO KB2807986 
3/2912013 0:00 KB2807986 

10/1212012 O:OO KB2724197 

3/15/2013 0:00 KB2727528 

10/1212012 O:OO KB2731847-v2 

3/1512013 0:00 KB2753842-v2 

3/15/2013 O:OO KB2757638 

3/1512013 0:00 KB2758857 

3/1512013 0:00 KB2770660 

3/13/2013 0:00 KB2807986 

3/1512013 0:00 KB2780091 

Security Update for Windows Server 2003 (KB270521 9-
v2) 
Securit Update http://supportmicrosoft.com/?kbid=2807986 
Securit Update htt :J/su ort. microsoft.com/?kbid=2807986 
Security Update for Windows Server 2003 
(KB2724197) 
Security Update for Windows Server 2003 
KB2727528) 

Security Update for Windows Server 2003 (KB2731847-
v2) 
Security Update for Windows Server 2003 (KB2753842
v2) 
Security Update for Windows Server 2003 
(KB2757638) 
Security Update for Windows Server 2003 
KB2758857) 

Security Update for Windows Server 2003 
(KB2770660) 
Security Update for Windows Server 2003 
(KB2807986) 
Security Update for Windows Server 2003 
(KB2780091) 

CVE 

CVE-2012-2529 

CVE-2012-1527,CVE-2012-1528 

CVE-2012-2527 

CVE-2012-2556,CVE-2012-4786 

CVE-2013-0006,CVE-2013-0007 

CVE-2012-4774 

CVE-2012- 1537 

CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

CVE-2013-0077 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

CVE-2012-2523 
CVE-2012-1529,CVE-2012-2546.CVE-2012-2548,CVE-2012
2557,CVE-201 2-4969 

CVE-2013-0030 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2013-1276,CVE-2013-1279,CVE-2013-1260 
CVE-2013-1285,CVE-201 3-1286,CVE-2013-1287 
CVE-2013- 1285,CVE-2013-1286,CVE-2013-1287 
CVE-2013-1285,CVE-2013-1286,CVE-2013-1287 
CVE-2012-1850,CVE-2012-1851 ,CVE-2012-1852,CVE-2012
1853 
CVE-2013- 1285,CVE-2013-1286,CVE-2013-1287 
CVE-2013-1285.CVE-201 3-1286.CVE-2013-1287 

CVE-2012-2529 

CVE-2012-1 527 .CVE-2012-1528 

CVE-2012-2527 

CVE-2012-2.556,CVE-2012-4786 

CVE-2013-0006,CVE-2013-0007 

CVE-2012-4774 

CVE-2012- 1 537 

CVE-2013-1285,CVE-2013-1286,CVE-2013-1287 

CVE-201 3-0077 
3/ 2912013 0:00 KB2807986 Securi Update htt ://su port.microsoft.com/?kbid=2807986 CVE-2013-1285,CVE-2013-1286.CVE-2013-1287 
3/2912013 0:00 KB2807986 Securit U date htt :J/su rt.microsoft.com/?kbid=2807986 CVE-2013-1285,CVE-20 13-1286,CVE-2013-1287 

LIFELOCK-00136812-27 



lnstalledOn 

Securit 

HotFixlD Ca tion CVE 
111612013 O:OO KB2446710 http://support.microsoft.com/?kbid=2446710 CVE-2010-3958 

3/2912013 O:OO 
KB2807986 http://support.microsoft.com/?kbid=2807986 CVE-2013-1285,CVE-2013-1286,CVE-2013-1287 

1/ 16/2013 0:00 
K82656356 CVE-2011-3414,CVE-2011-3416,CVE-2011-3417 

3/1512013 0:00 
K82807986 CVE-2013-1285.CVE-2013-1286,CVE-2013-1287 

3/2712013 0:00 
K82807986 CVE-2013- 1285,CVE-2013-1286,CVE-2013-1287 

CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
10/1712012 0:00 K82705219 Security Update 1853 

3/2712013 0:00 
 Securit Update CVE-2013-1285.CVE-2013-1286,CVE-2013-1287 

111612013 0:00 


K82807986 
K82719033 Securi Update CVE-2012-2531,CVE-2012-2532 


3/15/2013 0:00 
K82807986 Security Update CVE-2013-1285.CVE-2013-1286,CVE-2013-1287 
CVE-2012-1526,CVE-2012-2521,CVE-2012-2522,CVE-2012

10/1712012 0:00 Securit U ate 2523 

10/1712012 O:OO 


K82722913 
KB2724197 Securi Update CVE-2012-2529 


1116/2013 0:00 
KB2727528 Security Update CVE-2012-1527,CVE-2012-1528 

3122/2013 0:00 
 Security Update CVE-2013-1285,CVE-2013-1286.CVE-2013-1287 


1011712012 0:00 

K82807986 

Securit Update CVE-2012-2527 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013

1116/2013 0:00 

K82731847 

1<82742599 Securit Update 0004 

10/17/2012 0:00 
 Securit U ate CVE-2012-2551 

CVE-2012- 1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
10/17/20120:00 

K82743555 

K82744842 2557 ,CVE-2012-4969 

1116/2013 0:00 
K82753842 CVE-2012-2556,CVE-2012-4786 

1/16/2013 0:00 
K82757638 CVE-2013-0006.CVE-2013-0007 

1/1612013 0:00 
1<82758857 CVE-2012-4774 

1/ 16/2013 0:00 
K82761465 CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 

1/16/2013 0 00 
1<82765809 CVE-2012-2549 

1/16/2013 0 00 
K82769369 CVE-2013-0011 

1/16/2013 0 00 
1<82770660 CVE-2012-1537 

3/1412013 0 00 
K82807986 CVE-2013-1285,CVE-2013-1286,CVE-2013-1287 

3/15.12013 0 00 
1<82807986 CVE-2013-1285,CVE-2013-1286,CVE-2013-1 287 


Security Update for Windows Server 2003 

3/15/2013 0 00 
1<82807986 (K82807986) CVE-2013-1285,CVE-2013-1286,CVE-2013-1 287 


Security Update for Windows Server 2003 

3/1512013 0 00 
K82807986 (K82807986) CVE-2013-1285,CVE-2013-1286,CVE-2013-1 287 


Security Update for Windows Server 2003 

3/15120 13 O 00 
K82807986 (K82807986) CVE-2013-1285.CVE-2013-1286,CVE-2013-1287 


Security Update for Windows Server 2003 

3/13/2013 0 00 
K82807986 (K82807986) 	 CVE-2013-1285.CVE-2013-1286,CVE-2013-1 287 

CVE-2013-0015.CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013-0021.CVE-2013-0022.CVE-2013-0023,CVE
2013-0024,CVE-2013-0025,CVE-2013-0026,CVE-2013 

3/712013 0 00 K82792100 Securit U ate http://support.microsoft.com/?kbid=2792100 0027 ,CVE-2013-0028.CVE-2013-0029 

31712013 0 00 
KB2797052 Security Update http://support.microsoft.com/?kbid=2797052 CVE-2013-0030 


Security Update for Windows Server 2003 

3/13/2013 0 00 
K82807986 (K82807986 CVE-2013-1285,CVE-2013-1286,CVE-2013-1 287 


Security Update for Windows Server 2003 

3/13/2013 o 00 
K82807986 (K82807986) CVE-2013-1285.CVE-2013-1286,CVE-2013-1287 


Security Update for Windows Server 2003 

3113/2013 0 00 
K82807986 (K82807986 	 CVE-2013-1285,CVE-2013-1286,CVE-2013-1 287 

LIFELOCK-00136812-28 

http://support.microsoft.com/?kbid=2797052
http://sup_�ort.microsoft.com/?kbid=2807986
http://support.microsoft.com/?kbid=2807986
http://support.microsoft.com/?kbid=2807986
http://support.microsoft.com/?kbid=2807986
http://sucport.microsoft.com/?kbid=2719033
http://support.microsott.com/?kbid=2705219
http://sucport.microsoft.com/?kbid=2807986
http://support.microsoft.com/?kbid=2656356
http://support.microsoft.com/?kbid=244671
http://support.microsoft.com/?kbid=2792100


HotFixlD 

11/2812012 0:00 KB976932 

10110/2012 0:00 KB2705219 
10110120120:00 KB2724197 
3121/2013 0:00 KB2727528 

3113/2013 0:00 KB2807986 
10110120120:00 KB2731847 
3/21/2013 0:00 KB2736422 

312112013 0:00 KB2742599 
10110120120:00 KB2743555 

912612012 0:00 KB2744842 
312112013 0:00 KB2753842 

3/21/2013 0:00 KB2756921 
3/2112013 0:00 KB2757638 
3/21/2013 0:00 Ktl2758857 
3121/2013 0:00 KB2765809 
3/21/2013 0:00 KB2769369 
3/21/2013 O:OO KB2770660 

3115/2013 0:00 KB2807986 

3/15/2013 O:OO KB2807986 

Descri tion 

Service Pack 

Securit U ate 
Securit U ate 
Securit U ate 
Security Update for Windows Server 2003 
KB2807986) 

Securit U ate 
Securit U ate 

Securit U ate 
Securit ate 

Securit Update 
Securit Update 

Securit ate 
Securit ate 
Securit ate 
Securit ate 
Securit 
Securi 
Security Update for Windows Server 2003 
KB2807986) 

Security Update for Windows Server 2003 
(KB2807986) 

Ca tion 

http://support.microsoft.com/?kbid=976932 

.microsoft.coml?kbid=2705219 
rtmicrosoft.coml?kbid=2724197 

ort.microsoft.com/?kbid=2742599 
rtmicrosoft.coml?kbid=2743555 

ort.microsoft.coml?kbid=2744842 
ort.microsoft.com/?kbid=2753842 

rt.microsoft.com/?kbid=2756921 
ort.microsoft.com/?kbid=2757638 

rt.microsoft.com/?kbid=2758857 
rt.microsoft.coml?kbid=2765809 
rt.microsoft.coml?kbid=2769369 
rt.microsoft.coml?kbid=2770660 

CVE 

2008-4033, CVE-2008-4252. CVE-2008-4253. CVE-2008
4254, CVE2008-4255, CVE-2008-4256, CVE-2009-0075. 
CVE-200S-0076. CVE-2009-0090. CVE-2009-0091. CVE
2009-0217, CVE-2009-1547. CVE-2009-2493. CVE-2009
2493, CVE-2009-2497, CVE-2009-2510, CVE-2009-2511. 
CVE-2009-2524, CVE-2009-2529, CVE-2009-2530, CVE
2009-2531, CVE-2009-3555. CVE-2009-3671. CVE-2009
3672, CVE2009-3673. CVE-2009-3676, CVE-2009-3678, 
CVE-2009-4074, CVE-2010-0016, CVE-2010-0017, CVE
2010-0018, CVE-2010-0019. CVE-20100020. CVE-2010
0021 , CVE-2010-0022, CVE-2010-0024, CVE-2010-0025, 
CVE-2010-0026, CVE-2010-0027, CVE-2010-0231, CVE
2010-0232, CVE-2010-0233. CVE-2010-0234. CVE-2010
0235, CVE-2010-0236, CVE-2010-0237, CVE-2010-0238. 
CVE-2010-0244, CVE-2010-0245. CVE-2010-0246, CVE
2010-0247. CVE-2010-0248, CVE-2010-0249. CVE-2010
0250, CVE2010-0252, CVE-2010-0265, CVE-2010-0267, 
CVE-2010-0269, CVE-2010-0270, CVE-2010-0476. CVE
2010-0477, CVE-2010-Q481. CVE-2010-0482. CVE-2010
0483, CVE-2010-0484, CVE-2010-0485, CVE-2010-0486, 
CVE-2010-0487, CVE-2010-0488, CVE-2010-0489. CVE
2010-0490, CVE-2010-Q491. CVE-2010-0492. CVE-2010
0494, CVE2010-0805, CVE-2010-0806, CVE-2010-0807, 
CVE-2010-0808. CVE-2010-0810, CVE-2010-0811, CVE
2010-0816. CVE-2010-0819. CVE-2010-0820, CVE-2010
1255, CVE-2010-1256. CVE-2010-1258, CVE-2010-1263. 
CVE-2010-1879, CVE-2010-1880,. CVE-2010-1883, CVE
2010-1887, CVE-2010-1888. CVE-2010-1889, CVE-2010
1890, CVE-2010-1892, CVE-2010-1893, CVE-2010-1894, 
CVE·2010-1895, CVE-2010· 1896,. CVE·2010· 1897, CVE· 
2010-1898, CVE-2010-1899, CVE-2010-2549, CVE-2010
2550, CVE-2010-2551, CVE-2010-2552, CVE-2010-2553, 
CVE-2012-1850.CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2529 
CVE-2012-1527.CVE-2012-1528 

CVE-2013-1285.CVE-2013-1286,CVE-2013-1287 
CVE-2012-2527 
CVE-2013-0005 
CVE-2013-0001 ,CVE-2013-0002,CVE-20130003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2013-0006,CVE-2013-0007 

CVE-2012-4774 
CVE-2012-2549 
CVE-2013-0011 
CVE-2012-1537 

CVE-2013-1285,CVE-2013-1286,CVE-2013-1287 

CVE-2013-1285.CVE-2013-1286,CVE-2013-1287 
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lnstalledOn HotFixlD 
3/1512013 O:OO KB2807986 

3/1512013 0:00 KB2807986 

3/1512013 0:00 KB2807986 
3/2112013 O:OO KB2807986 
3/1512013 0:00 KB2807986 

10/1212012 0:00 KB2705219 
10/12/20120:00 KB2724197 
12/1412012 0:00 KB2727528 

3/2712013 O:OO KB2809289 
10/12/2012 0:00 KB2731847 

1111120130:00 KB2742599 
10/12/2012 0:00 K82743555 

9/2812012 O:OO K82744842 
12/21/2012 0:00 K82753842 

1111/2013 0:00 K82757638 
1211412012 0:00 K82758857 
12114120120:00 K82761465 
12114120120:00 K82765809 
1111/2013 0:00 K82769369 

1211412012 0:00 K82770660 

3/2912013 0:00 KB2809289 

3/ 27/2013 0:00 K82809289 

312712013 0:00 K82809289 

3/29/2013 0:00 K82809289 

3/2912013 0:00 KB2809289 

3/29/2013 0:00 K82809289 

3/2912013 0:00 K82809289 

2115/2013 0:00 K82792100 
211512013 0:00 K82797052 
1118/2013 0:00 K82799329 

3/1512013 0:00 K82809289 

Description 
Securit Update 
Security Update for Windows Server 2003 
(KB2807986) 
Security Update for Windows Server 2003 
(KB2807986) 
Securit Update 
Security Update 

Securi Update 
Securit Update 
Security Update 

Security Update 
Security Update 

Security Update 
Security Update 

Securit Update 

Securit U ate 

Securi Update 

Securi Update 

Securit Update 

Securit Update 

Securit U ate 

Securit ate 

Securit U ate 
Securit U ate 
Securi U date 

Securit U ate 

Ca tion 
http://support.microsoft.com/?kbid=2807986 

http://support.microsoft.com/?kbid=2807986 
http://support.microsoft.com/?kbid=2807986 

http://sup rt.microsoft.com/?kbid=2705219 
http://support.microsoft.com/?kbid=2724197 
http://support.microsoft.com/?kbid=2727528 

http://support.microsoft.com/?kbid=2809289 
http ://support. microsoft.comi?kbid=273184 7 

http://support.microsoft.com/?kbid=2742599 

http://support.microsoft.com/?kbid=2809289 

http://supportmicrosoft.com/?kbid=2809289 

http://su rt.microsoft.com/?kbid=2809289 

http://support.microsoft.com/?kbid=2809289 

rt.microsoft.com/?kbid=2792100 
rt.microsoft.com/?kbid=2797052 
rt.microsoft.com/?kbid=2799329 

rt.microsoft.com/?kbid=2809289 

CVE 
CVE-2013- 1285,CVE-2013-1286,CVE-2013-1287 

CVE-2013- 1285,CVE-2013-1286,CVE-2013-1287 

CVE-2013- 1285.CVE-2013-1286,CVE-2013-1287 
CVE-2013-1285,CVE-2013-1286,CVE-2013-1287 
CVE-2013-1285,CVE-2013-1286.CVE-2013-1287 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2529 
CVE-20 12- 1527,CVE-2012-1528 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094.CVE-2013-1288 
CVE-20 12-2527 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012- 1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2013-0006,CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013-0011 
CVE-2012-1537 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2013-0087 ,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090.CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2013-0087 ,CVE-2013-0088,CVE-2013-0089.CVE-2013
0090,CVE-2013-0091.CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2013-0087 .CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2013-0087 ,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090.CVE-2013-0091.CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091.CVE-2013-0092,CVE-2013-0093.CVE
2013-0094,CVE-2013-1288 
CVE-2013-0015,CVE-201 3-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013-0021,CVE-20130022,CVE-2013-0023,CVE
2013-0024,CVE-2013-0025,CVE-2013-0026,CVE-2013
0027,CVE-2013-0028,CVE-2013-0029 
CVE-2013-0030 
CVE-2012-4792 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093.CVE
2013-0094,CVE-2013-1288 
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HotFixlD Descri tion 

3/2712013 0:00 KB2809289 Security Update 

3/2712013 O:OO KB2809289 Securit Update 

10/12/2012 0:00 KB2705219 Securit Update 
1130/2013 0:00 KB2719033 Securit Update 

10/12/2012 O:OO KB2724197 Securit Update 

3/ 1512013 0:00 KB2809289 Securit Update 
10/12/2012 O:OO KB2731847 Securit Update 
1130/2013 0:00 KB2736422 Security Update 

1130/2013 0:00 KB2742599 Security Update 
1011212012 0:00 KB2743555 Security Update 

9/28/2012 O:OO KB2744842 Securit Update 
1130/2013 0:00 KB2753842 
1130/2013 0:00 KB2758857 
1/30/2013 0:00 KB2761465 
113012013 0:00 KB2765809 

3/ 15/2013 0:00 KB2809289 Securi U ate 

3/1412013 0:00 KB2809289 Securit U ate 

10/1012012 0:00 KB2705219 Security Update 
1/30/2013 O:OO KB2719033 Securi Update 

1011012012 0:00 KB2724197 Securit Update 

3/1512013 0:00 KB2809289 Securit Update 
10110/2012 0:00 KB2731847 Securit Update 

1130/2013 0:00 KB2742599 Securi Update 
10/10/2012 0:00 KB2743555 Securi u ate 

9/2612012 0:00 KB2744842 Securit 
1130/2013 0:00 KB2753842 Securi 
1130/2013 0:00 KB2757638 Securit 
1/3012013 0:00 KB2758857 Securit 
113012013 0:00 KB2761465 Securit ate 
1130/2013 0:00 KB2765809 Securit ate 
1130/2013 0:00 KB2769369 Securit 
1130/2013 0:00 KB2770660 Securi 
1130/2013 0:00 KB2778930 Securit 
1/30/2013 0:00 KB2785220 Securit 

Security Update for Windows Internet Explorer 8 
1129/2013 0:00 KB2761465-IE8 (KB2761465 

Ca tion 

http://support.microsoft.com/?kbkb2809289 

http://support.microsoft.com/?kbid=2809289 

htt :l/su rt.microsoft.com/?kbid=2705219 
htt ://sup ort.microsoft.com/?kbid=2719033 
http://support.microsoft.com/?kbid=2724197 

http://sup ort.microsoft.com/?kbid=2809289 
http://support.microsoft.com/?kbid=273184 7 
http://support.microsoft.com/?kbid=2736422 

http://support.microsoft.com/?kbid=2742599 

ort.microsoft.coml?kbid=2765809 

rt.microsoft.com/?kbid=2809289 

http://sup ort.microsoft.coml?kbid=2705219 
http://support.microsoft.com/?kbid=2719033 
http://support.microsoft.com/?kbid=2724197 

rt.microsoft.com/?kbid=2769369 
rt.microsoft.com/?kbid=2770660 
rt.microsoft.com/?kbid=2778930 
rt.microsoft.com/?kbid=2785220 

CVE 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094.CVE-2013-1288 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094.CVE-2013-1288 
CVE-2012-1850,CVE-2012-1851,CVE-2012- 1852.CVE-2012
1853 
CVE-2012-2531.CVE-201 2-2532 
CVE-2012-2529 
CVE-2013-0087 ,CVE-2013-0088,CVE-2013-0089.CVE-2013-
0090.CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094, CVE-2013-1288 
CVE-2012-2527 
CVE-20 13-0005 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012- 1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2012-4774 
CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090.CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2531.CVE-2012-2532 
CVE-2012-2529 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091.CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2012-2527 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557 ,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2013-0006,CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013-0011 
CVE-2012-1537 
CVE-2013-0008 
CVE-2013-0013 

CVE-2012-4781 .CVE-2012-4782,CVE-2012-4787 
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REDACTED 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

I 
I 
I 
I 
I 

I 
I 
I 
I 

•. =..1.•. HotFixlD Descri tion Ca lion CVE 

212012013 0:00 KB2792100-IE8 
Security Update for Windows Internet Explorer 8 
KB2792100) 

CVE-2013-0015,CVE-2013-0018,CVE-2013-0019,CVE-2013-
0020,CVE-2013-0021,CVE-2013-0022,CVE-2013-0023,CVE
2013-0024.CVE-2013-0025,CVE-2013-0026,CVE-2013
0027,CVE-2013-0028,CVE-2013-0029 

212012013 0:00 KB2797052-IE8 
Security Update for Windows Internet Explorer 8 
(KB2797052) CVE-2013-0030 

1/2912013 0:00 KB2799329-IE8 
Security Update for Windows Internet Explorer 8 
KB2799329) CVE-2012-4792 

3/2012013 0:00 KB2809289-IE8 
Security Update for Windows Internet Explorer 8 
(KB2809289) 

CVE-2013-0087 ,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094.CVE-2013-1288 

1129/2013 0:00 KB2705219-v2 
Security Update for Windows Server 2003 (KB2705219-
v2} 

CVE-2012-1850,CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 

1129/2013 0:00 KB2712808 
Security Update for Windows Server 2003 
(KB2712808) 

CVE-2012- 1850,CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 

112912013 0:00 KB2724197 
Security Update for Windows Server 2003 
(KB2724197) CVE-2012-2529 

1/2912013 0:00 KB2727528 
Security Update for Windows Server 2003 
(KB2727528 CVE-2012- 1527,CVE-2012-1528 

1129/2013 0:00 KB2742604 
Security Update for Windows Server 2003 
(KB2742604) 

CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

1 /29/2013 0:00 KB2753842-v2 
Security Update for Windows Server 2003 (KB2753842
v2) CVE-2012-2556,CVE-2012-4786 

1129/2013 0:00 KB2758857 
Security Update for Windows Server 2003 
(KB2758857) CVE-2012-4774 

1/2912013 0:00 KB2770660 
Security Update for Windows Server 2003 
KB2770660 CVE-2012-1537 

212012013 0:00 KB2778344 
Security Update for Windows Server 2003 
KB2778344 

CVE-2013-1248,CVE-2013-1249,CVE-201 3-1250,CVE-2013
1251,CVE-2013-1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258,CVE-201 3- 1259,CVE-2013-1260,CVE-2013-1261 ,CVE
2013-1262,CVE-2013-1263.CVE-2013-1 264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1271,CVE-2013-
1272,CVE-2013-1273,CVE-2013-1274,CVE-2013-1275.CVE
2013-1276.CVE-2013-1277 

112912013 O:OO KB2779030 
Security Update for Windows Server 2003 
(KB2779030) CVE-2012-2556,CVE-2012-4786 

212012013 0:00 KB2780091 
Security Update for Windows Server 2003 
KB2780091) CVE-2013-0077 

212012013 O:OO KB2799494 
Security Update for Windows Server 2003 
(KB2799494) CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

312012013 0:00 KB2807986 
Security Update for Windows Server 2003 
KB2807986) CVE-2013-1285,CVE-2013-1286,CVE-2013-1287 

112912013 0:00 KB2761465-IE8 
Security Update for Windows Internet Explorer 8 
(KB2761465) CVE-2012-4781 .CVE-2012-4782,CVE-2012-4787 

212712013 0:00 

212712013 0:00 

KB2792100-IE8 

KB2797052-IE8 

Security Update for Windows Internet Explorer 8 
(KB2792100) 
Security Update for Windows Internet Explorer 8 
(KB2797052) 

CVE-2013-0015,CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013-0021,CVE-2013-0022,CVE-2013-0023,CVE
2013-0024,CVE-2013-0025,CVE-2013-0026,CVE-2013
0027,CVE-201 3-0028,CVE-2013-0029 

CVE-2013-0030 

112912013 0:00 KB2799329-IE8 
Security Update for Windows Internet Explorer 8 
(KB2799329) CVE-2012-4792 

1013112012 0:00 KB2655992 
Security Update for Windows Server 2003 
(KB2655992) CVE-2012- 1870 
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HotFixlD Description Ca tion CVE 

10/3112012 O:OO KB2691442 
Security Update for Windows Server 2003 
(KB269t442) CVE-2012-0175 

10/3112012 0:00 KB2698365 
Security Update for Windows Server 2003 
KB2698365 CVE-2012-1891 

1 /2912013 O:OO KB2705219-v2 
Security Update for Windows Server 2003 (KB270521 9
v2) 

CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

112912013 0:00 KB2712808 
Security Update for Windows Server 2003 
KB2712808 

CVE-2012-1850,CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 

10/3112012 0:00 KB2718523 
Security Update for Windows Server 2003 
(KB2718523) CVE-2012-1890,CVE-2012-1893 

1 0/3112012 0:00 KB2719985 
Security Update for Windows Server 2003 
KB2719985) CVE-2012-1889 

1/2912013 0:00 KB2724197 
Security Update for Windows Server 2003 
(KB2724197) CVE-2012-2529 

1/2912013 0:00 KB2727528 
Security Update for Windows Server 2003 
KB2727528) CVE-2012-1527,CVE-2012-1528 

1/2912013 0:00 KB2742604 
Security Update for Windows Server 2003 
(KB2742604) 

CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

1129/2013 O:OO KB2753842-v2 
Security Update for Windows Server 2003 (KB2753842
v2) CVE-2012-2556,CVE-2012-4786 

1/29/2013 0:00 KB2758857 
Security Update for Windows Server 2003 
(KB2758857) CVE-20t2-4n4 

1/2912013 0:00 KB2n066o 
Security Update for Windows Server 2003 
(KB2770660) CVE-2012-1537 

2/2712013 0:00 KB2778344 
Security Update for Windows Server 2003 
(KB2778344) 

CVE-2013- 1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-201 3- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256,CVE-2013-1257,CVE-2013
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272.CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276.CVE-2013-1277 

112912013 0:00 KB2779030 
Security Update for Windows Server 2003 
(KB2779030) CVE-2012-2556,CVE-2012-4786 

2/2712013 0:00 KB2780091 
Security Update for Windows Server 2003 
(KB2780091) CVE-2013-0077 

212712013 0:00 KB2799494 
Security Update for Windows Server 2003 
(KB2799494) CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

1/2912013 0:00 KB2761465-IE8 
Security Update for Windows Internet Explorer 8 
(KB2761465) CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 

2/2712013 0:00 KB2792100-IE8 
Security Update for Windows Internet Explorer 8 
(KB2792100) 

CVE-2013-0015,CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-201 3-0021,CVE-2013-0022,CVE-2013-0023,CVE
2013-0024.CVE-2013-0025.CVE-2013-0026,CVE-2013
0027,CVE-2013-0028,CVE-2013-0029 

212712013 0:00 KB2797052-IE8 
Security Update for Windows Internet Explorer 8 
(KB2797052) CVE-2013-0030 

1/2912013 0:00 KB2799329-IEB 
Security Update for Windows Internet Explorer 8 
(KB2799329) CVE-2012-4792 

1/2912013 0:00 KB2655992 
Security Update for Windows Server 2003 
(KB2655992 CVE-2012-1870 

112912013 O:OO KB2691442 
Security Update for Windows Server 2003 
(KB2691442) CVE-201 2-0175 

1/2912013 0:00 KB2698365 
Security Update for Windows Server 2003 
(KB2698365) CVE-2012-1891 
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HotFixlD Description Ca tion 
Security Update for Windows Server 2003 (KB270521 9

1129/2013 O:OO KB2705219-v2 v2) 
Security Update for Windows Server 2003 

1/2912013 0:00 KB2712808 KB2712808) 
Security Update for Windows Server 2003 

112912013 0:00 KB2719985 (KB2719985) 
Security Update for Windows Server 2003 

1/2912013 0:00 KB2724197 KB2724197) 
Security Update for Windows Server 2003 

1/2912013 0:00 KB2727528 (KB2727528) 
Security Update for Windows Server 2003 

1/2912013 0:00 KB2742604 KB2742604) 
Security Update for Windows Server 2003 (KB2753842

1129/2013 O:OO KB2753842-v2 v2) 
Security Update for Windows Server 2003 

1/2912013 0:00 KB2758857 KB2758857) 
Security Update for Windows Server 2003 

112912013 0:00 KB2770660 (KB2770660) 

Security Update for Windows Server 2003 
212712013 0:00 KB2778344 (KB2778344) 

Security Update for Windows Server 2003 
1/2912013 0:00 KB2779030 (KB2779030) 

Security Update for Windows Server 2003 
212712013 0:00 KB2780091 (KB2780091) 

Security Update for Windows Server 2003 
212712013 0:00 KB2799494 (KB2799494) 

Security Update for Windows Internet Explorer 8 
10/3112012 0:00 KB2706045-IE8 (KB2706045) 

Security Update for Windows Internet Explorer 8 
10/3112012 0:00 KB2744842-IE8 (KB2744842) 

Security Update for Windows Internet Explorer 8 
112912013 0:00 KB2761465-IE8 (KB2761465) 

Security Update for Windows Internet Explorer 8 
112912013 0:00 KB2799329-IE8 (KB2799329) 

Security Update for Windows Server 2003 
10/3112012 0:00 KB2655992 (KB2655992) 

10/3112012 0:00 KB2691442 

10/3112012 0:00 KB2698365 

Secmity Update for Windows Server 2003 
(KB2691442) 
Security Update for Windows Server 2003 
(KB2698365) 
Security Update for Windows Server 2003 (KB2705219

10/31/2012 0:00 KB2705219-v2 v2) 

10/31/2012 0:00 KB2712808 

1013112012 O:OO KB2719985 

10/31/2012 0:00 KB2724197 

Security Update for Windows Server 2003 
(KB2712808) 
Security Update for Windows Server 2003 
(KB2719985) 
Security Update for Windows Server 2003 
(KB2724197) 

CVE 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012- 1850.CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 

CVE-2012- 1889 

CVE-2012-2529 

CVE-2012- 1527 ,CVE-2012-1528 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003.CVE-2013-
0004 

CVE-2012-2556,CVE-201 2-4786 

CVE-2012-4774 

CVE-2012- 1537 

CVE-2013- 1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 .CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256,CVE-2013-1257,CVE-2013
1258,CVE-201 3- 1259.CVE-2013-1260.CVE-2013- 1261 ,CVE
2013-1262,CVE-2013-1263,CVE-2013-1264,CVE-2013
1265,CVE-201 3- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1 271,CVE-2013
1272,CVE-201 3- 1273,CVE-2013-1274.CVE-2013- 1275,CVE
2013-1276,CVE-2013-1277 

CVE-2012-2556,CVE-2012-4786 

CVE-2013-0077 

CVE-2013- 1278,CVE-2013-1279,CVE-2013-1280 

CVE-2012-2523 
CVE-2012- 1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 

CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 

CVE-2012-4792 

CVE-2012- 1870 

CVE-2012-0175 

CVE-2012- 1891 
CVE-2012- 1850,CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

CVE-2012-1889 

CVE-2012-2529 

LIFELOCK-00136812-34 



HotFixlD Description Ca tion 
Security Update for Windows Server 2003 

112912013 0:00 KB2727528 (KB2727528) 
Security Update for Windows Server 2003 (KB2731847

10/3112012 0:00 KB2731847-v2 v2) 
Security Update for Windows Server 2003 (KB2753842

1129/2013 O:OO KB2753842-v2 v2) 
Security Update for Windows Server 2003 

1/2912013 0:00 KB2757638 KB2757638) 
Security Update for Windows Server 2003 

1/2912013 0:00 KB2758857 (KB2758857) 
Security Update for Windows Server 2003 

1/2912013 0:00 KB2770660 KB2770660) 
Security Update for Windows Server 2003 

112912013 0:00 KB2779030 (KB2779030) 
Security Update for Windows Internet Explorer 8 

10/3112012 0:00 KB2744842-IE8 KB2744842) 
Security Update for Windows Internet Explorer 8 

2/1/2013 0:00 KB2761465-IE8 (KB2761465) 

Security Update for Windows Internet Explorer 8 
3/ 13/2013 0:00 KB2792100-IE8 (KB2792100) 

Security Update for Windows Internet Explorer 8 
3/1312013 0:00 KB2797052-IE8 (KB2797052) 

Security Update for Windows Internet Explorer 8 
2/1/2013 0:00 KB2799329-IE8 (KB2799329) 

Security Update for Windows Internet Explorer 8 
3/ 20/2013 0:00 KB2809289-IE8 (KB2809289) 

Security Update for Windows Server 2003 (KB2705219
10/31/2012 0:00 KB2705219-v2 v2) 

Security Update for Windows Server 2003 
10/31/2012 0:00 KB2712808 (KB2712808) 

Security Update for Windows Server 2003 
10/3112012 0:00 KB2724197 (KB2724197) 

Security Update for Windows Server 2003 
21112013 0:00 KB2727528 KB2727528) 

Security Update for Windows Server 2003 (KB2731847
10/31/2012 0:00 KB2731847-v2 v2) 

Security Update for Windows Server 2003 
21112013 0:00 KB2742604 KB2742604 

Security Update for Windows Server 2003 (KB2753842
2/1/2013 0:00 KB2753842-v2 v2) 

Security Update for Windows Server 2003 
21112013 0:00 KB2758857 KB2758857) 

Security Update for Windows Server 2003 
21112013 0:00 KB2770660 (KB2770660) 

Security Update for Windows Server 2003 
3/1312013 0:00 KB2778344 (KB2778344) 

CVE 

CVE-2012-1527 ,CVE-2012-1528 

CVE-2012-2527 

CVE-2012-2556,CVE-2012-4786 

CVE-2013-0006,CVE-2013-0007 

CVE-2012-4774 

CVE-2012-1537 

CVE-2012-2556,CVE-2012-4786 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548.CVE-2012
2557,CVE-2012-4969 

CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 
CVE-2013-0015,CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013--0021,CVE-2013-0022,CVE-2013-0023,CVE
2013-0024,CVE-2013--0025.CVE-2013-0026,CVE-2013
0027,CVE-2013-0028,CVE-2013-0029 

CVE-2013-0030 

CVE-2012-4 792 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013--0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2012- 1850,CVE-2012-1851 ,CVE-2012-1852,CVE-2012
1853 
CVE-2012- 1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

CVE-2012-2529 

CVE-2012-1527 .CVE-2012-1528 

CVE-2012-2527 
CVE-2013-0001 .CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

CVE-2012-2556,CVE-2012-4786 

CVE-2012-4774 

CVE-2012-1537 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013-1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256,CVE-2013-1257,CVE-2013
1258,CVE-2013- 1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-201 3- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275.CVE-
2013-1276,CVE-2013-1277 

LIFELOCK-00136812-35 



HotFixlO 

211/2013 O:OO KB2779030 

3/1312013 0:00 KB2780091 

3/1312013 O:OO KB2799494 

3/20/2013 0:00 KB2807986 

Description 
Security Update for Windows Server 2003 
(KB2779030) 
Security Update for Windows Server 2003 
KB2780091 

Security Update for Windows Server 2003 
(KB2799494) 
Security Update for Windows Server 2003 
KB2807986 

Security Update for Windows Internet Explorer 8 
9/2612012 0:00 KB2744842-IE8 (KB2744842) 

Security Update for Windows Internet Explorer 8 
21112013 0:00 KB2761465-IE8 KB2761465) 

Security Update for Windows Internet Explorer 8 
2/1/2013 0:00 KB2799329-IE8 (KB2799329) 

Security Update for Windows Server 2003 
10/10/2012 0:00 KB2724197 KB2724197) 

Security Update for Windows Server 2003 
2/1/2013 0:00 KB2727528 (KB2727528) 

Security Update for Windows Server 2003 
2/1120130:00 KB2742604 (KB2742604) 

Security Update for Windows Server 2003 (KB2753842
2/1/2013 0:00 KB2753842-v2 v2) 

Security Update for Windows Server 2003 
2/1/2013 0:00 KB2758857 (KB2758857) 

Security Update for Windows Server 2003 
2/1/2013 0:00 KB2770660 (KB2770660) 

Security Update for Windows Server 2003 
2/1/20130:00 KB2779030 (KB2779030) 

Security Update for Windows Internet Explorer 8 
1112/2012 0:00 KB2744842-IE8 (K62744842) 

Security Update for Windows Internet Explorer 8 
211/2013 O:OO KB2761465-IE8 (KB2761465) 

Security Update for Windows Internet Explorer. 8 
2/1/2013 0:00 KB2799329-IE8 (KB2799329) 

Security Update for.Windows Server 2003 (KB2705219
11/212012 O:OO KB2705219-v2 v2) 

Security Update for. Windows Server 2003 
111212012 0:00 KB2712808 (KB2712808) 

Security Update for Windows Server 2003 
11/212012 0:00 KB2724197 (KB2724197) 

Security Update for. Windows Server 2003 
2/1/2013 0:00 KB2727528 (KB2727528) 

Security Update for Windows Server 2003 (KB2731847
11/212012 O:OO KB2731847-v2 v2) 

Security Update for Windows Server 2003 
2/1/2013 0:00 KB2742604 (KB2742604) 

Security Update for. Windows Server 2003 (KB2753842
2/1/2013 0:00 KB2753842-v2 v2) 

Security Update for Windows Server 2003 
211/2013 0:00 KB2758857 (KB2758857) 

2/1/2013 0:00 KB2770660 

211/2013 O:OO KB2779030 

Security Update for Windows Server 2003 
(KB2770660 
Security Update for Windows Server 2003 
(KB2779030) 
Security Update for Windows Internet Explorer 8 

9/2612012 0:00 KB2744842-IE8 (KB2744842 

Ca tion CVE 

CVE-2012-2556,CVE-2012-4786 

CVE-2013-0077 

CVE-201 3-1 278,CVE-2013-1279,CVE-2013-1280 

CVE-2013-1285,CVE-2013-1286,CVE-2013-1287 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 

CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 

CVE-2012-4792 

CVE-2012-2529 

CVE-2012-1527 ,CVE-2012-1528 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

CVE-20 t 2-2556,CVE-2012-4786 

CVE-2012-4774 

CVE-2012-1537 

CVE-2012-2556,CVE-2012-4786 
CVE-2012-1 529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 

CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 

CVE-2012-4792 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-1850,CVE-2012-1851 ,CVE-2012-1852,CVE-2012
1853 

CVE-2012-2529 

CVE-2012-1527,CVE-2012-1528 

CVE-2012-2527 
CVE-2013--0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

CVE-2012-2556,CVE-2012-4786 

CVE-2012-4774 

CVE-2012-1537 

CVE-2012-2556,CVE-2012-4786 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 

LIFELOCK-00136812-36 



HotFixlD Description 
Security Update for Windows Internet Explorer B 

21112013 0:00 K82761465-IEB (K82761465) 
Security Update for Windows Internet Explorer 8 

21112013 0:00 K82799329-IE8 K82799329 
Security Update for Windows Server 2003 

10/17/2012 0:00 K82724197 (K82724197) 
Security Update for Windows Server 2003 

21112013 0:00 K82727528 K82727528 
Security Update for Windows Server 2003 

21112013 0:00 K82742604 (K82742604) 
Security Update for Windows Server 2003 (KB2753842

21112013 0:00 K82753842-v2 v2) 
Security Update for Windows Server 2003 

21112013 0:00 K82758857 (K82758857) 

21112013 0:00 K82770660 

211/2013 0:00 K82779030 

1117120120:00 K82705219 

1117/2012 0:00 K82712808 
1117/2012 0:00 K82724197 
1117120120:00 K82731847 
111712012 O:OO K82743555 

Security Update for Windows Server 2003 
K82770660) 

Security Update for Windows Server 2003 
(KB2779030) 

Securi U date 

1117/2012 0:00 K82744842 Securi U ate 
Security Update for Windows Internet Explorer 8 

11/1312012 0:00 K82744842-IE8 (K82744842) 

Security Update for Windows Internet Explorer 8 
3/812013 0:00 K82792100-IE8 (K82792100) 

Security Update for Windows Internet Explorer 8 
3/812013 0:00 K82797052-IE8 (K82797052) 

Security Update for Windows Server 2003 
11/13120120:00 K82698032 K82698032 

Security Update for Windows Server 2003 (KB2705219
11/1312012 O:OO K82705219-v2 v2) 

Security Update for Windows Server 2003 
11/13120120:00 K82712808 K82712808) 

Security Update for Windows Server 2003 
11/1312012 0:00 K82724197 (K82724197) 

Security Update for Windows Server 2003 
11/13120120:00 K82727528 K82727528) 

Security Update for Windows Server 2003 
3/812013 0:00 K82742604 (K82742604) 

Security Update for Windows Server 2003 (KB2753842
3/812013 0:00 K82753842-v2 v2) 

Security Update for Windows Server 2003 
31812013 0:00 K82758857 (K82758857) 

11/1312012 0:00 K82761226 

3/812013 0:00 K82770660 

Security Update for Windows Server 2003 
(K82761226) 
Security Update for Windows Server 2003 
(K82770660) 

Ca tion CVE 

CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 

CVE-2012-4792 

CVE-2012-2529 

CVE-2012-1527.CVE-2012-1528 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

CVE-2012-2556,CVE-2012-4786 

CVE-2012-4774 

CVE-2012-1537 

CVE-2012-2556,CVE-2012-4786 
CVE-2012-1850,CVE-2012-1851 ,CVE-2012-1852,CVE-2012

h ://su port.microsoft.com/?kbid=2705219 1853 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2529 
CVE-2012-2527 
CVE-2012-2551 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-201 3-0015,CVE-2013-0016,CVE-2013-0019,CVE-2013
0020,CVE-2013-0021,CVE-2013-0022.CVE-2013-0023,CVE
2013-0024,CVE-2013-0025,CVE-2013-0026,CVE-2013
0027,CVE-2013-0028.CVE-2013-0029 

CVE-2013-0030 
CVE-2012-1895,CVE-2012-1896,CVE-2012-2519.CVE-2012
4776.CVE-2012-4777 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 

CVE-2012-2529 

CVE-2012-1527 .CVE-2012-1528 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

CVE-2012-2.556,CVE-2012-4786 

CVE-2012-4774 

CVE-2012-2530,CVE-2012-2553,CVE-2012-2897 

CVE-2012-1537 

LIFELOCK-00136812-37 



HotFixlD 

3/812013 0:00 KB2778344 

31812013 0:00 KB2780091 

3/812013 O:OO KB2799494 

Descri tion 

Security Update for Windows Server 2003 
(KB2778344) 
Security Update for Windows Server 2003 
KB2780091) 

Security Update for Windows Server 2003 
(KB2799494) 

Security Update for Windows Internet Explorer 8 
3/812013 0:00 KB2792100-IE8 (KB2792100) 

Security Update for Windows Internet Explorer 8 
31812013 0:00 KB2797052-IE8 (KB2797052) 

Security Update for Windows Server 2003 (KB2705219
3/812013 0:00 KB2705219-v2 v2) 

Security Update for Windows Server 2003 
31812013 0:00 KB2712808 (KB2712808) 

Security Update for Windows Server 2003 
3/812013 0:00 KB2727528 (KB2727528) 

Security Update for Windows Server 2003 
31812013 0:00 KB2742604 (KB2742604) 

Security Update for Windows Server 2003 (KB2753842
3f8/2013 0:00 KB2753842-v2 v2) 

Security Update for Windows Server 2003 
31812013 0:00 KB2758857 (KB2758857) 

Security Update for Windows Server 2003 
31812013 0:00 KB2770660 (KB2770660) 

Security Update for Windows Server 2003 
3/812013 0:00 KB2778344 (KB2778344) 

Security Update for Windows Server 2003 
31812013 0:00 KB2780091 (KB2780091) 

Security Update for Windows Server 2003 
3/812013 0:00 KB2799494 (KB2799494) 

Security Update for Windows Internet Explorer 8 
31812013 0:00 KB2792100-IE8 (KB2792100) 

Security Update for Windows Internet Explorer 8 
3/812013 0:00 KB2797052-IE8 (KB2797052) 

Security Update for Windows Server 2003 (KB2705219
31812013 0:00 KB2705219-v2 v2) 

Ca tion CVE 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013-1252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259.CVE-2013-1260,CVE-2013-1261,CVE
2013-1262.CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1 271,CVE-201 3
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276.CVE-2013-1277 

CVE-2013-0077 

CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2013-0015,CVE-2013-0018,CVE-2013-0019.CVE-2013-
0020.CVE-2013-0021,CVE-2013-0022,CVE-2013-0023,CVE
2013-0024,CVE-2013-0025,CVE-2013-0026,CVE-2013
0027,CVE-2013-0028,CVE-2013-0029 

CVE-2013-0030 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

CVE-2012- 1527 ,CVE-2012-1528 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

CVE-2012-2556,CVE-2012-4766 

CVE-2012-4774 

CVE-2012-1537 

CVE-2013- 1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258.CVE-2013- 1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1 264.CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269.CVE-2013-1270,CVE-2013-1 271,CVE-2013
1272.CVE-201 3- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 

CVE-2013-0077 

CVE-2013- 1278,CVE-2013-1279,CVE-2013-1280 
CVE-2013-0015,CVE-2013-0018,CVE-2013-0019.CVE-2013
0020,CVE-2013-0021,CVE2013-0022,CVE-2013-0023.CVE-
2013-0024,CVE-2013-0025,CVE-2013-0026,CVE-2013
0027.CVE-2013-0028.CVE-2013-0029 

CVE-2013-0030 
CVE-2012- 1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

LIFELOCK-00136812-38 



HotFixlD 

3/812013 O:OO KB2712808 

Description 
Security Update for Windows Server 2003 
(KB2712808) 
Security Update for Windows Server 2003 

31812013 0:00 KB2727528 KB2727528) 
Security Update for Windows Server 2003 

3/812013 0:00 KB2742604 (KB2742604) 
Security Update for Windows Server 2003 (KB2753842

3/8/2013 0:00 KB2753842-v2 v2) 
Security Update for Windows Server 2003 

3/812013 0:00 KB2758857 (KB2758857) 
Security Update for Windows Server 2003 

31812013 0:00 KB2770660 KB2770660) 

3/812013 0:00 KB2778344 

31812013 O:OO KB2780091 

3/812013 0:00 KB2799494 

Security Update for Windows Server 2003 
(KB2778344) 
Security Update for Windows Server 2003 
(KB2780091) 
Security Update for Windows Server 2003 
(KB2799494) 
Security Update for Windows Internet Explorer 7 

1111312012 0:00 KB2744842-IE7 (KB2744842) 

Security Update for Windows Internet Explorer 7 
31812013 0:00 KB2792100-IE7 (KB2792100) 

Security Update for Windows Internet Explorer 7 
31812013 0:00 KB2797052-IE7 (KB2797052) 

Security Update for Windows Server 2003 
1111312012 0:00 KB2698032 (KB2698032) 

Security Update for Windows Server 2003 (KB270521 9
1111312012 0:00 KB2705219-v2 v2) 

Security Update for Windows Server 2003 
1111312012 0:00 KB2712808 (KB2712808) 

Security Update for Windows Server 2003 
1111312012 0:00 KB2724197 (KB2724197) 

Security Update for Windows Server 2003 
1111312012 0:00 KB2727528 (KB2727528) 

Secmity Update for Windows Server 2003 
31812013 0:00 KB2742604 (KB2742604) 

Security Update for Windows Server 2003 (KB2753842-
3/812013 0:00 KB2753842-v2 v2) 

Security Update for Windows Server 2003 
3/812013 0:00 KB2758857 (KB2758857) 

Security Update for Windows Server 2003 
1111312012 0:00 KB2761226 (KB2761226) 

Security Update for Windows Server 2003 
3/812013 0:00 KB2770660 (KB2770660) 

Ca tion CVE 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

CVE-2012-1527,CVE-2012-1528 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

CVE-2012-2556,CVE-2012-4786 

CVE-2012-4774 

CVE-2012-1537 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- t 252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259.CVE-2013-1260,CVE-2013-1261,CVE-
2013-1262,CVE-2013-1263,CVE-2013-1264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267.CVE-2013- 1268.CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013-1273,CVE-2013-1274,CVE-2013-1275.CVE
2013-1276,CVE-2013-1277 

CVE-2013-0077 

CVE-2013- 1278,CVE-2013-1279,CVE-2013-1280 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2013-0015,CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013--0021,CVE-2013-0022,CVE-2013-0023.CVE
2013-0024,CVE-2013-0025,CVE-2013-0026,CVE-2013
0027,CVE-2013-0028,CVE-2013-0029 

CVE-2013-0030 
CVE-2012-1895,CVE-2012-1896,CVE-2012-2519.CVE-2012
4776,CVE-2012-4777 
CVE-2012-1850.CVE-2012-1851,CVE-2012-1852.CVE-2012
1853 
CVE-2012-1850,CVE-2012-1851 ,CVE-2012-1852.CVE-2012
1853 

CVE-2012-2529 

CVE-2012- 1527 ,CVE-2012-1528 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003.CVE-2013-
0004 

CVE-2012-2556,CVE-2012-4 786 

CVE-2012-4774 

CVE-2012-2530,CVE-2012-2553,CVE-2012-2897 

CVE-2012- 1537 

LIFELOCK-00136812-39 



HotFixlD 

3/812013 0:00 KB2778344 

Descri tion 

Security Update for Windows Server 2003 
(KB2778344) 
Security Update for Windows Server 2003 

31812013 0:00 KB2780091 KB2780091) 
Security Update for Windows Server 2003 

3/812013 0:00 KB2799494 (KB2799494) 
Security Update for Windows Internet Explorer 8 

11113/2012 0:00 KB2744842-IE8 KB2744842) 

Security Update for Windows Internet Explorer 8 
31812013 0:00 KB2792100-IE8 (KB2792100) 

Security Update for Windows Internet Explorer 8 
3/812013 0:00 KB2797052-IE8 (KB2797052) 

Security Update for Windows Server 2003 (KB2705219
11/13/2012 O:OO KB2705219-v2 v2) 

Security Update for Windows Server 2003 
1111312012 0:00 KB2712808 (KB2712808) 

Security Update for Windows Server 2003 
1111312012 0:00 KB2724197 (KB2724197) 

Security Update for Windows Server 2003 
3!812013 0:00 KB2727528 (KB2727526) 

Security Update for Windows Server 2003 (KB2731847
11/13/2012 O:OO KB2731847-v2 v2) 

Security Update for Windows Server 2003 
31812013 0:00 KB2742604 (KB2742604) 

Security Update for Windows Server 2003 (KB2753842-
3/8/2013 O:OO KB2753842-v2 v2) 

Security Update for Windows Server 2003 
31812013 0:00 KB2758857 (KB2758857) 

Security Update for Windows Server 2003 
31812013 0:00 KB2770660 (KB2770660) 

Security Update for Windows Server 2003 
3/812013 0:00 KB2778344 (K82778344) 

Security Update for Windows Server 2003 
31812013 0:00 KB2780091 (KB2780091 

Security Update for Windows Server 2003 
318/2013 0:00 KB2799494 (KB2799494) 

Security Update for Windows Internet Explorer 8 
11113/2012 0:00 KB2744842-IE8 (KB2744842 

Ca tion CVE 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259.CVE-2013-1260,CVE-2013-1261,CVE
2013-1262.CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1 271,CVE-201 3
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276.CVE-2013-1277 

CVE-2013-0077 

CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548.CVE-2012
2557,CVE-2012-4969 
CVE-2013-0015,CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013-0021,CVE-2013-0022,CVE-2013-0023.CVE
2013-0024,CVE-2013-0025,CVE-2013-0026.CVE-2013
0027,CVE-2013-0028,CVE-2013-0029 

CVE-2013-0030 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

CVE-2012-2529 

CVE-2012- 1527,CVE-2012-1526 

CVE-2012-2527 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

CVE-2012-2556,CVE-2012-4786 

CVE-2012-4774 

CVE-2012- 1537 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 .CVE-201 3- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257.CVE-2013
1258,CVE-2013- 1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262.CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265.CVE-201 3- 1266,CVE-2013-1267,CVE-2013-1268.CVE
2013-1269,CVE-2013-1270,CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 

CVE-2013-0077 

CVE-2013- 1278,CVE-2013-1279,CVE-2013-1280 
CVE-2012- 1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 

LIFELOCK-00136812-40 



HotFixlD Descri tion 

Security Update for Windows Internet Explorer 8 
31812013 0:00 KB2792100-IE8 KB2792100) 

Security Update for Windows Internet Explorer 8 
3/812013 0:00 KB2797052-IE8 (KB2797052) 

1111312012 0:00 KB2604078 

1111312012 O:OO KB2655992 

3/ 1512013 0:00 KB2809289 

1111312012 0:00 KB2659262 

1111312012 0:00 KB2676562 

1111312012 0:00 KB2685939 

1111312012 O:OO KB2686509 

Security Update for Windows Server 2003 
KB2604078) 

Security Update for Windows Server 2003 
(KB2655992) 

Securit Update 

Security Update for Windows Server 2003 
KB2659262) 

Security Update for Windows Server 2003 
(KB2676562) 
Security Update for Windows Server 2003 
(KB2685939) 

Security Update for Windows Server 2003 
(KB2686509) 
Security Update for Windows Server 2003 

1111312012 0:00 KB2691442 (KB2691442) 
Security Update for Windows Server 2003 

1111312012 0:00 KB2698365 (KB2698365) 
Security Update for Windows Server 2003 (KB2705219

1111312012 0:00 KB2705219-v2 v2) 
Security Update for Windows Server 2003 

1111312012 0:00 KB2712808 (KB2712808) 
Security Update for Windows Server 2003 

1111312012 0:00 KB2719985 (KB2719985) 
Security Update for Windows Server 2003 

1111312012 0:00 KB2724197 (KB2724197) 
Security Update for Windows Server 2003 

31812013 0:00 KB2727528 (KB2727528) 
Security Update for Windows Server 2003 (KB2731847

1111312012 O:OO KB2731847-v2 v2) 
Security Update for Windows Server 2003 

31812013 0:00 KB2742604 (KB2742604) 
Security Update for Windows Server 2003 (KB2753842

318/2013 0:00 KB2753842-v2 v2) 
Security Update for Windows Server 2003 

31812013 0:00 KB2758857 (KB2758857) 
Security Update for Windows Server 2003 

31812013 0:00 KB2770660 (KB2770660) 

Ca tion CVE 
CVE-2013-0015,CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013-0021,CVE-2013-0022,CVE-2013-0023,CVE
2013-0024.CVE-2013-0025,CVE-2013-0026,CVE-2013
0027,CVE-2013-0028,CVE-2013-0029 

CVE-2013-0030 

CVE-2012-0160,CVE-2012-0161 

CVE-2012-1870 
CVE-2013-0087 ,CVE-2013-0088,CVE-2013-0089.CVE-2013
0090.CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE

http:l/sup ort.microsoft.com/?kbid=2809289 2013-0094,CVE-2013-1288 
CVE-2011 -3402.CVE-2012-0159,CVE-2012-0162.CVE-2012
0164,CVE-2012-0165,CVE-2012-0167,CVE-2012-0176,CVE
2012-0180,CVE-2012-0181,CVE-2012-1 848 
CVE-2011-3402.CVE-2012-0159,CVE-2012-0162,CVE-2012
0164,CVE-2012-0165,CVE-2012-0167,CVE-2012-0176,CVE
2012-0180,CVE-2012-0181,CVE-2012-1 848 

CVE-2012-0173 
CVE-2011-3402.CVE-2012-0159,CVE-2012-0162,CVE-2012
0164,CVE-2012-0165,CVE-2012-0167,CVE-2012-0176,CVE
2012-0180,CVE-2012-0181,CVE-2012-1848 

CVE-2012-0175 

CVE-2012-1891 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

CVE-2012-1889 

CVE-2012-2529 

CVE-2012-1527,CVE-2012-1528 

CVE-2012-2527 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003.CVE-2013
0004 

CVE-2012-2556,CVE-2012-4786 

CVE-2012-4774 

CVE-2012- 1537 

LIFELOCK-00136812-41 



HotFixlD 

3/812013 0:00 KB2778344 

Descri tion 

Security Update for Windows Server 2003 
(KB2778344) 
Security Update for Windows Server 2003 

31812013 0:00 KB2780091 KB2780091) 
Security Update for Windows Server 2003 

3/812013 0:00 KB2799494 (KB2799494) 
Security Update for Windows Internet Explorer 8 

11113/2012 0:00 KB2744842-IE8 KB2744842) 

Security Update for Windows Internet Explorer 8 
3/812013 0:00 KB2792100-IE8 (KB2792100) 

Security Update for Windows Internet Explorer 8 
3/812013 0:00 KB2797052-IE8 (KB2797052) 

Security Update for Windows Internet Explorer 8 
3/ 20/2013 0:00 KB2809289-IE8 (KB2809289) 

11113/2012 0:00 KB2604078 

11113/2012 0:00 KB2655992 

3/2112013 O:OO KB2809289 

1111312012 O:OO KB2659262 

11113/2012 0:00 KB2676562 

11/1312012 O:OO KB2685939 

11113/2012 O:OO KB2686509 

Security Update for Windows Server 2003 
(KB2604078) 
Security Update for Windows Server 2003 
(KB2655992) 

Securit Update 

Security Update for Windows Server 2003 
(KB2659262) 

Security Update for Windows Server 2003 
(KB2676562) 
Security Update for Windows Server 2003 
(KB2685939) 

Security Update for Windows Server 2003 
(KB2686509) 
Security Update for Windows Server 2003 

11113/2012 0:00 KB2691442 KB2691442 
Security Update for Windows Server 2003 

11113/2012 0:00 KB2698365 (KB2698365) 
Security Update for Windows Server 2003 (KB2705219

11/13/20120:00 KB2705219-v2 v2) 
Security Update for Windows Server 2003 

11/13/2012 0:00 KB2712808 (KB2712808) 
Security Update for Windows Server 2003 

11113/2012 0:00 KB2719985 (KB2719985) 
Security Update for Windows Server 2003 

11/13/2012 0:00 KB2724197 (KB2724197) 
Security Update for Windows Server 2003 

3/812013 0:00 KB2727528 (KB2727528) 

Ca tion CVE 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013-1252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259.CVE-2013-1260,CVE-2013-1261,CVE
2013-1262.CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276.CVE-2013-1277 

CVE-2013-0077 

CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548.CVE-2012
2557,CVE-2012-4969 
CVE-2013-0015,CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013-0021,CVE-2013-0022,CVE-2013-0023.CVE
2013-0024,CVE-2013-0025,CVE-2013-0026.CVE-2013
0027,CVE-2013-0028,CVE-2013-0029 

CVE-2013-0030 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 

CVE-2012-0160,CVE-2012-0161 

CVE-2012-1870 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE

http://support.microsoft.com/?kbid=2809289 2013-0094,CVE-2013-1288 
CVE-2011 -3402,CVE-2012-0159,CVE-2012-0162,CVE-2012
0164,CVE-2012-0165,CVE-2012-0167,CVE-2012-0176,CVE
2012-0180,CVE-2012-0181,CVE-2012-1848 
CVE-2011-3402.CVE-2012-0159,CVE-2012-0162,CVE-2012
0164,CVE-2012-0165,CVE-2012-0167,CVE-2012-0176.CVE
2012-0180.CVE-2012-0181,CVE-2012-1848 

CVE-2012-0173 
CVE-2011 -3402,CVE-2012-0159,CVE-2012-0162.CVE-2012
0164,CVE-2012-0165,CVE-2012-0167,CVE-2012-0176,CVE
2012-0180,CVE-2012-0181.CVE-2012-1848 

CVE-2012-0175 

CVE-2012-1891 
CVE-2012- 1850.CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

CVE-2012-1889 

CVE-2012-2529 

CVE-2012-1 527,CVE-20 1 2-1528 

LIFELOCK-00136812-42 



HotFixlD Description Ca tion CVE 

1111312012 O:OO KB2731847-v2 
Security Update for Windows Server 2003 (KB2731847
v2) CVE-2012-2527 

31812013 0:00 KB2742604 
Security Update for Windows Server 2003 
KB2742604) 

CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003.CVE-2013
0004 

3/812013 O:OO KB2753842-v2 
Security Update for Windows Server 2003 (KB2753842
v2) CVE-2012-2556,CVE-2012-4786 

31812013 0:00 KB2758857 
Security Update for Windows Server 2003 
KB2758857) CVE-2012-4774 

3/812013 0:00 KB2770660 
Security Update for Windows Server 2003 
(KB2770660) CVE-2012-1537 

31812013 O:OO KB2778344 
Security Update for Windows Server 2003 
(KB2778344) 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1257,CVE-2013
1258,CVE-2013-1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263.CVE-2013-1 264,CVE-2013-
1265,CVE-2013- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 

3/812013 0:00 KB2780091 
Security Update for Windows Server 2003 
(KB2780091) CVE-2013-0077 

31812013 O:OO KB2799494 
Security Update for Windows Server 2003 
(KB2799494) CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

3/20/2013 0:00 KB2807986 
Security Update for Windows Server 2003 
(KB2807986) CVE-2013- 1285.CVE-2013-1286,CVE-2013-1287 

1111312012 0:00 KB2744842-IE8 
Security Update for Windows Internet Explorer 8 
(KB2744842) 

CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 

31812013 0:00 KB2792100-IE8 
Security Update for Windows Internet Explorer 8 
(KB2792100) 

CVE-2013-0015,CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013--0021,CVE-2013-0022,CVE-2013-0023.CVE
2013-0024,CVE-2013-0025,CVE-2013-0026,CVE-2013
0027,CVE-2013-0028,CVE-2013-0029 

31812013 0:00 KB2797052-IE8 
Security Update for Windows lnternel Explorer 8 
(KB2797052) CVE-2013-0030 

11113/2012 0:00 KB2604078 
Security Update for Windows Server 2003 
(KB2604078) CVE-2012-0160.CVE-2012-0161 

11113/2012 0:00 KB2655992 
Security Update for Windows Server 2003 
(KB2655992) CVE-2012-1870 

11113/2012 O:OO KB2656376-v2 
Security Update for Windows Server 2003 (KB2656376
v2) CVE-2012-0163 

1111312012 0:00 KB2659262 
Security Update for Windows Server 2003 
(KB2659262) 

CVE-2011 -3402,CVE-2012-0159,CVE-2012-0162.CVE-2012
0164,CVE-2012-0165,CVE-2012-0167,CVE-2012-0176,CVE
2012-0180,CVE-2012-0181,CVE-2012-1848 

11113/2012 0:00 KB2676562 
Secmity Update for Windows Server 2003 
(KB2676562) 

CVE-2011-3402.CVE-2012-0159,CVE-2012-0162,CVE-2012
0164,CVE-2012-0165,CVE-2012-0167,CVE-2012-0176,CVE
2012-0180.CVE-2012-0181,CVE-2012-1 848 

1111312012 0:00 KB2685939 
Security Update for Windows Server 2003 
(KB2685939) CVE-2012-0173 

11113/2012 0:00 KB2686509 
Security Update for Windows Server 2003 
(KB2686509) 

CVE-2011 -3402,CVE-2012-0159,CVE-2012-0162.CVE-2012
0164,CVE-2012-0 165,CVE-2012-0167,CVE-2012-01 76,CVE
2012-0180,CVE-2012-0181,CVE-2012-1848 

1111312012 0:00 KB2691442 
Security Update for Windows Server 2003 
(KB2691442) CVE-2012-0175 

11113/2012 0:00 KB2698365 
Security Update for Windows Server 2003 
(KB2698365) CVE-2012- 1891 

1111312012 0:00 KB2705219-v2 
Security Update for Windows Server 2003 (KB2705219-
v2) 

CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

LIFELOCK-00136812-43 



HotFixlD 

t 1113/2012 O:OO KB2712808 

Description 
Security Update for Windows Server 2003 
(KB2712808) 
Security Update for Windows Server 2003 

11113/2012 0:00 KB2719985 KB2719985) 
Security Update for Windows Server 2003 

11113/2012 0:00 KB2724197 (KB2724197) 
Security Update for Windows Server 2003 

31812013 0:00 KB2727528 KB2727528) 
Security Update for Windows Server 2003 (KB2731847

11113/2012 O:OO KB2731847-v2 v2) 
Security Update for Windows Server 2003 

31812013 0:00 KB2742604 KB2742604) 
Security Update for Windows Server 2003 (KB2753842

3/812013 O:OO KB2753842-v2 v2) 
Security Update for Windows Server 2003 

31812013 0:00 KB2758857 KB2758857) 
Security Update for Windows Server 2003 

3/812013 0:00 KB2770660 (KB2770660) 

Security Update for Windows Server 2003 
31812013 0:00 KB2778344 (KB2778344) 

Security Update for Windows Server 2003 
3!812013 0:00 KB2780091 (KB2780091) 

Security Update for Windows Server 2003 
31812013 0:00 KB2799494 (KB2799494) 

Security Update for Windows Internet Explorer 8 
9/2612012 0:00 KB2744842-IE8 (KB2744842) 

Security Update for Windows Internet Explorer 8 
31812013 0:00 KB2792100-IE8 (KB2792100) 

Security Update for Windows Internet Explorer 8 
3/812013 0:00 KB2797052-IE8 (KB2797052) 

Security Update for Windows Server 2003 
1111312012 0:00 KB2698032 (KB2698032) 

Security Update for Windows Server 2003 
10110/2012 0:00 KB2724197 (KB2724197) 

Secmity Update for Windows Server 2003 
1111312012 0:00 KB2727528 (KB2727528) 

Security Update for Windows Server 2003 
3/812013 0:00 KB2742604 (KB2742604) 

Security Update for Windows Server 2003 (KB2753842
3/812013 0:00 KB2753842-v2 v2) 

31812013 0:00 KB2758857 

11113/2012 O:OO KB2761226 

31812013 0:00 KB2770660 

Security Update for Windows Server 2003 
(KB2758857 
Security Update for Windows Server 2003 
(KB2761226) 
Security Update for Windows Server 2003 
(KB2770660) 

Ca tion CVE 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

CVE-2012-1889 

CVE-2012-2529 

CVE-2012-1527,CVE-2012-1528 

CVE-2012-2527 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003.CVE-2013
0004 

CVE-2012-2556,CVE-201 2-4786 

CVE-2012-4774 

CVE-2012- 1537 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251.CVE-201 3- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259,CVE-2013-1260.CVE-2013-1261 ,CVE
2013-1262,CVE-2013-1263,CVE-2013-1264,CVE-2013
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274.CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 

CVE-2013-0077 

CVE-2013- 1278,CVE-2013-1279,CVE-2013-1280 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2013-0015,CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013-0021,CVE-2013-0022,CVE-2013-0023,CVE
2013-0024.CVE-2013-0025,CVE-2013-0026,CVE-201 3
0027 ,CVE-2013-0028,CVE-2013-0029 

CVE-2013-0030 
CVE-2012- 1895,CVE-2012-1896.CVE-2012-2519.CVE-2012
4776,CVE-2012-4777 

CVE-2012-2529 

CVE-2012-1527 ,CVE-2012-1528 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003.CVE-2013
0004 

CVE-2012-2556,CVE-2012-4786 

CVE-2012-4774 

CVE-2012-2530,CVE-2012-2553,CVE-2012-2897 

CVE-2012-1537 

LIFELOCK-00136812-44 



HotFixlD Descri tion Ca tion CVE 

3/8/2013 0:00 KB2778344 
Security Update for Windows Server 2003 
(KB2778344) 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013-1252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259.CVE-2013-1260,CVE-2013-1261,CVE
2013-1262.CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1 271,CVE-201 3
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276.CVE-2013-1277 

3/812013 0:00 KB2780091 
Security Update for Windows Server 2003 
KB2780091) CVE-2013-0077 

3/8/2013 0:00 KB2799494 
Security Update for Windows Server 2003 
(KB2799494) CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

1111512012 0:00 KB2744842-IE8 
Security Update for Windows Internet Explorer 8 
KB2744842) 

CVE-2012-1529,CVE-2012-2546,CVE-2012-2548.CVE-2012
2557,CVE-2012-4969 

1111512012 0:00 KB2698032 
Security Update for Windows Server 2003 
(KB2698032) 

CVE-2012-1895,CVE-2012-1896,CVE-2012-2519,CVE-2012
4776,CVE-2012-4 777 

1111512012 O:OO KB2724197 
Security Update for Windows Server 2003 
(KB2724197) CVE-2012-2529 

1111512012 0:00 KB2727528 
Security Update for Windows Server 2003 
(KB2727528) CVE-2012- 1 527,CVE-2012-1528 

1111512012 O:OO KB2761226 
Security Update for Windows Server 2003 
(KB2761226) CVE-2012-2530,CVE-2012-2553,CVE-2012-2897 

10/10/2012 0:00 KB2744842-IE8 
Security Update for Windows Internet Explorer 8 
(KB2744842) 

CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 

3/2012013 0:00 KB2797052-IE8 
Security Update for Windows Internet Explorer 8 
(KB2797052) CVE-2013-0030 

3/2012013 0:00 KB2809289-IE8 
Security Update for Windows Internet Explorer 8 
(KB2809289) 

CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013--0091,CVE-2013-0092,CVE-2013-0093.CVE
2013-0094,CVE-2013-1288 

121712012 0:00 KB2698032 
Security Update for Windows Server 2003 
(KB2698032) 

CVE-2012- 1895,CVE-2012-1896,CVE-2012-2519,CVE-2012
4776.CVE-2012-4777 

10110/2012 0:00 KB2724197 
Security Update for Windows Server 2003 
(KB2724197) CVE-2012-2529 

121712012 0:00 KB2727528 
Security Update for Windows Server 2003 
KB2727528) CVE-2012-1 527.CVE-2012-1528 

3/20/2013 0:00 KB2742604 
Security Update for Windows Server 2003 
(KB2742604) 

CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

3120/2013 0:00 KB2753842-v2 
Security Update for Windows Server 2003 (KB2753842
v2) CVE-2012-2.556,CVE-2012-4786 

3/20/2013 0:00 KB2758857 
Security Update for Windows Server 2003 
(KB2758857) CVE-2012-4774 

121712012 0:00 KB2761226 
Security Update for Windows Server 2003 
KB2761226) CVE-2012-2.530,CVE-2012-2553,CVE-2012-2897 

3/20/2013 0:00 KB2770660 
Security Update for Windows Server 2003 
(KB2770660) CVE-2012-1537 

3/20/2013 0:00 KB2778344 
Security Update for Windows Server 2003 
(KB2778344) 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-2013-1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256,CVE-2013-1257,CVE-2013
1258,CVE-2013- 1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263,CVE-2013-1 264,CVE-2013
1265,CVE-201 3- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275.CVE-
2013-1276,CVE-2013-1277 
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HotFixlD Description Ca tion CVE 

3/2012013 O:OO KB2780091 
Security Update for Windows Server 2003 
(KB2780091) CVE-2013-0077 

3/2012013 0:00 KB2799494 
Security Update for Windows Server 2003 
KB2799494) CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

3/2012013 0:00 KB2807986 
Security Update for Windows Server 2003 
(KB2807986) CVE-2013-1285,CVE-2013-1286,CVE-2013-1287 

10/1012012 0:00 KB2744842-IE8 
Security Update for Windows Internet Explorer 8 
KB2744842) 

CVE-2012- 1529,CVE-2012-2546,CVE-2012-2548.CVE-2012
2557 ,CVE-20 t 2-4969 

t 011012012 0:00 KB2724197 
Security Update for Windows Server 2003 
(KB2724197) CVE-2012-2529 

3/2012013 0:00 KB2727528 
Security Update for Windows Server 2003 
KB2727528) CVE-2012-1527,CVE-2012-1528 

3/2012013 O:OO KB2753842-v2 
Security Update for Windows Server 2003 (KB2753842
v2) CVE-2012-2556,CVE-2012-4786 

3/2012013 0:00 KB2758857 
Security Update for Windows Server 2003 
KB2758857) CVE-2012-4774 

3/2012013 0:00 KB2770660 
Security Update for Windows Server 2003 
(KB2770660) CVE-2012- 1537 

10112120120:00 KB2744842-IE8 
Security Update for Windows Internet Explorer 8 
(KB2744842) 

CVE-2012- 1529,CVE-2012-2546,CVE-2012-2548.CVE-2012
2557,CVE-201 2-4969 

111612013 0:00 KB2761465-IE8 
Security Update for Windows Internet Explorer 8 
(KB2761465) CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 

3/13/2013 0:00 KB2797052-IE8 
Security Update for Windows Internet Explorer 8 
(KB2797052) CVE-2013-0030 

111612013 0:00 KB2799329-IE8 
Security Update for Windows Internet Explorer 8 
(KB2799329) CVE-2012-4 792 

3/13/2013 0:00 KB2809289-IE8 
Security Update for Windows Internet Explorer 8 
(KB2809289) 

CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 

1011212012 0:00 KB2655992 
Security Update for Windows Server 2003 
(KB2655992) CVE-2012-1 870 

10l 12120120:00 KB2656376-v2 
Security Update for Windows Server 2003 (KB2656376
v2) CVE-2012-0163 

1011212012 O:OO KB2685939 
Security Update for Windows Server 2003 
(KB2685939) CVE-2012-0173 

t0/1212012 0:00 KB2691442 
Security Update for Windows Server 2003 
KB269 t 442 CVE-2012-0175 

10/1212012 O:OO KB2698365 
Security Update for Windows Server 2003 
KB2698365) CVE-2012-1891 

t0/1212012 0:00 KB2705219-v2 
Security Update for Windows Server 2003 (KB2705219
v2) 

CVE-2012- 1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

10/1212012 O:OO KB2712808 
Security Update for Windows Server 2003 
(KB2712808) 

CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

10/1212012 0:00 KB2719985 
Security Update for Windows Server 2003 
(KB2719985) CVE-2012-1889 

10/1212012 0:00 KB2724197 
Security Update for Windows Server 2003 
(KB2724197) CVE-2012-2529 

1/1612013 0:00 KB2727528 
Security Update for Windows Server 2003 
(KB2727528) CVE-2012-1527,CVE-2012-1528 

10/12120120:00 KB2731847-v2 
Security Update for Windows Server 2003 (KB2731847
v2) CVE-2012-2527 

111612013 0:00 KB2742604 
Security Update for Windows Server 2003 
(KB2742604) 

CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

1/1612013 0:00 KB2753842-v2 
Security Update for Windows Server 2003 (KB2753842
v2) CVE-2012-2556,CVE-2012-4786 

111612013 0:00 KB2758857 
Security Update for Windows Server 2003 
(KB2758857) CVE-2012-4774 
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HotFixlD 

111612013 O:OO KB2770660 

3/1312013 0:00 KB2778344 

111612013 O:OO KB2779030 

3/1312013 0:00 KB2780091 

3/13/2013 0:00 KB2799494 

3/1312013O:OO KB2807986 

Description 
Security Update for Windows Server 2003 
(KB2770660) 

Security Update for Windows Server 2003 
KB2778344) 

Security Update for Windows Server 2003 
(KB2779030) 
Security Update for Windows Server 2003 
KB2780091) 

Security Update for Windows Server 2003 
(KB2799494) 
Security Update for Windows Server 2003 
(KB2807986) 
Security Update for Windows Internet Explorer 8 

10/1212012 0:00 KB2744842-IE8 (KB2744842) 
Security Update for Windows Internet Explorer 8 

111612013 0:00 KB2761465-IE8 (KB2761465) 
Security Update for Windows Internet Explorer 8 

3/13/2013 0:00 KB2797052-IE8 (KB2797052) 
Security Update for Windows Internet Explorer 8 

111612013 0:00 KB2799329-IE8 (KB2799329) 

Security Update for Windows Internet Explorer 8 
3/1312013 0:00 KB2809289-IE8 (KB2809289) 

Security Update for Windows Server 2003 
1011212012 0:00 KB2655992 (KB2655992) 

Security Update for Windows Server 2003 (KB2656376
10/1212012 0:00 KB2656376-v2 v2) 

Security Update for Windows Server 2003 
10/1212012 0:00 KB2685939 KB2685939) 

Security Update for Windows Server 2003 
10/1212012 0:00 KB2691442 (KB2691442) 

Security Update for Windows Server 2003 
10/1212012 0:00 KB2698365 KB2698365) 

Security Update for Windows Server 2003 (KB2705219
10/1212012 0:00 KB2705219-v2 v2) 

Security Update for Windows Server 2003 
10/1212012 0:00 KB2712808 KB2712808) 

Security Update for Windows Server 2003 
10/1212012 0:00 KB2719985 (KB2719985) 

Security Update for Windows Server 2003 
10/1212012 0:00 KB2724197 KB2724197) 

Security Update for Windows Server 2003 
1/1612013 0:00 KB2727528 (KB2727528) 

Security Update for Windows Server 2003 (KB2731847
10/1212012 0:00 KB2731847-v2 v2) 

Security Update for Windows Server 2003 
1/1612013 0:00 KB2742604 (KB2742604) 

Security Update for Windows Server 2003 (KB2753842
111612013 0:00 KB2753842-v2 v2) 

Ca tion CVE 

CVE-2012-1537 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251,CVE-201 3- 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255.CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259,CVE-2013-1260,CVE-2013-1261,CVE
2013-1262,CVE-2013-1263.CVE-2013-1 264,CVE-2013
1265,CVE-201 3- 1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269.CVE-2013-1270,CVE-2013-1 271,CVE-2013
1272,CVE-2013-1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276,CVE-2013-1277 

CVE-2012-2556,CVE-2012-4786 

CVE-2013-0077 

CVE-2013- 1278,CVE-2013-1279,CVE-2013-1280 

CVE-2013- 1285,CVE-2013-1286,CVE-2013-1287 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 

CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 

CVE-2013-0030 

CVE-2012-4792 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013--0091,CVE-2013-0092,CVE-2013-0093.CVE
2013-0094,CVE-2013-1288 

CVE-2012-1870 

CVE-2012-0163 

CVE-2012-0173 

CVE-2012-0175 

CVE-2012-1891 
CVE-2012- 1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012- 1850.CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 

CVE-2012-1889 

CVE-2012-2529 

CVE-2012- 1527,CVE-2012-1528 

CVE-2012-2527 
CVE-2013-0001,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 

CVE-2012-2556,CVE-2012-4786 

LIFELOCK-00136812-4 7 



HotFixlD 

1116/2013 O:OO KB2758857 

1/1612013 0:00 KB2770660 

3/13/2013 O:OO KB2778344 

1/1612013 0:00 KB2779030 

3/ 13/2013 0:00 KB2780091 

3/1312013 O:OO KB2799494 

3/ 13/2013 0:00 KB2807986 
10/1212012 0:00 KB2655992 
10/1212012 O:OO KB2656373 
10/1212012 0:00 KB2667402 
10/1212012 0:00 KB2685939 
10/1212012 0:00 KB2686831 
10/1212012 O:OO KB2691442 
10/1212012 0:00 KB2698365 

10/1212012 0:00 KB2705219 
10/1212012 O:OO KB2706045 

10/1212012 0:00 KB2712808 
1/1612013 O:OO KB2719033 

10/1212012 O:OO KB2719985 
10/1212012 0:00 KB2724197 

312112013 O:OO KB2809289 
10/1212012 0:00 KB2731847 

111612013 O:OO KB2742599 
10/1212012 0:00 KB2743555 

10/1212012 0:00 KB2744842 
111612013 O:OO KB2753842 
111612013 0:00 KB2757638 
1/16/2013 0:00 KB2758857 
111612013 0:00 KB2761465 
111612013 0:00 KB2765809 
1/1612013 0:00 KB2769369 
111612013 0:00 KB2770660 
1116/2013 0:00 KB2778930 
1/1612013 0:00 KB2785220 
1/1612013 0:00 KB2799329 

Description 
Security Update for Windows Server 2003 
(KB2758857) 
Security Update for Windows Server 2003 
KB2770660 

Security Update for Windows Server 2003 
(KB2778344) 
Security Update for Windows Server 2003 
KB2779030) 

Security Update for Windows Server 2003 
(KB2780091) 
Security Update for Windows Server 2003 
(KB2799494) 
Security Update for Windows Server 2003 
(KB2807986) 
Securit 

Securi 

Security Update 
Securit Update 

Securit 
Securit 

Securit 

Securit Update 
Securit U ate 

Securit Update 
Securit Update 

Ca tion 

http://su ort.microsoft.coml ?kbid=2705219 
http://support.microsoft.com/?kbid=2706045 

CVE 

CVE-2012-4774 

CVE-2012-1537 

CVE-2013-1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 ,CVE-2013-1252.CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256.CVE-2013-1 257,CVE-2013
1258,CVE-2013- 1259.CVE-2013-1260,CVE-2013-1261 ,CVE
2013-1262.CVE-2013-1263,CVE-2013-1264,CVE-201 3
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270.CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275,CVE
2013-1276.CVE-2013-1277 

CVE-2012-2556,CVE-2012-4786 

CVE-2013-0077 

CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 

CVE-2013- 1285.CVE-2013-1286,CVE-2013-1287 
CVE-2012-1870 
CVE-2012-0002,CVE-2012-0152 
CVE-2012-0002,CVE-2012-0152 
CVE-2012-0173 
CVE-2012-1855 
CVE-2012-0175 
CVE-2012-1891 
CVE-2012- 1850,CVE-2012-1851 ,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2523 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2531 ,CVE-2012-2532 
CVE-2012-1889 
CVE-2012-2529 
CVE-2013-0087 ,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090.CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094,CVE-2013-1288 
CVE-2012-2527 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012-1529,CVE-2012-2546,CVE-2012-2548,CVE-2012
2557 ,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2013-0006,CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781,CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013-0011 
CVE-2012-1537 
CVE-2013-0008 
CVE-2013-0013 
CVE-2012-4792 

LIFELOCK-00136812-48 



HotFixlD Descri tion 

10/11/2012 O:OO KB2705219 Securit Update 
10/11/2012 0:00 KB2724197 Security Update 

3/15/2013 O:OO KB2809289 Security Update 
10/11/2012 0:00 KB2731847 Security Update 
1/1112013 0:00 KB2736422 Securit Update 

1/1112013 0:00 KB2742599 Security Update 
10/11/2012 0:00 KB2743555 Security Update 

912212012 0:00 KB2744842 Securi Update 
12/21/2012 O:OO KB2753842 Security Update 

1/1112013 0:00 KB2756921 
111112013 0:00 KB2757638 

12/14/2012 0:00 KB2758857 
12/1412012 0:00 KB2761465 
1211412012 O:OO KB2765809 

1111/2013 0:00 KB2769369 
12/14/2012 0:00 KB2770660 

2/1512013 0:00 KB2778344 Security Update 
1111/2013 0:00 KB2778930 Securi Update 

12/1412012 0:00 KB2779030 Securit Update 
1/1112013 0:00 KB2785220 Securit Update 
2/1512013 0:00 KB2789645 Securi Update 
2/1512013 0:00 KB2790113 Securit Update 
2/1512013 0:00 KB2790655 Securit Update 

2/1512013 0:00 KB2792100 Securit Update 
2/1512013 0:00 KB2799494 Securit .U ate 
311512013 0:00 KB2807986 Securit . ate 

3/1512013 0:00 KB2809289 Securit . Update 

Ca tion 

http://support.microsoft.com/?kbid=2705219 
http://support. microsoft.coml?kbid=2724197 

http://support.microsoft.com/?kbid=2742599 
http://support.microsoft.com/?kbid=2743555 

http://sup rt.microsoft.com/?kbid=2744842 
http://support.microsoft.com/?kbid=2753842 

http://support.microsoft.com/?kbid=2778344 
http-J/support.microsoft.com/?kbid=2778930 

http://su ort.microsoft.com/?kbid=2809289 

CVE 
CVE-2012-1850,CVE-2012-1851,CVE-2012-1852,CVE-2012
1853 
CVE-2012-2529 
CVE-2013-0087,CVE-2013-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094.CVE-2013-1288 
CVE-2012-2527 
CVE-2013-0005 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2012-2551 
CVE-2012-1529.CVE-2012-2546,CVE-2012-2548,CVE-2012
2557,CVE-2012-4969 
CVE-2012-2556,CVE-2012-4786 
CVE-2013-0001 ,CVE-2013-0002,CVE-2013-0003,CVE-2013
0004 
CVE-2013-0006,CVE-2013-0007 
CVE-2012-4774 
CVE-2012-4781 ,CVE-2012-4782,CVE-2012-4787 
CVE-2012-2549 
CVE-2013-0011 
CVE-2012-1537 

CVE-2013- 1248,CVE-2013-1249,CVE-2013-1250,CVE-2013
1251 .CVE-2013 1252,CVE-2013-1253,CVE-2013-1254,CVE
2013-1255,CVE-2013-1256,CVE-2013-1 257,CVE-2013
1258,CVE-2013 1259.CVE-2013-1260,CVE-2013-1261 ,CVE
2013-1262,CVE-2013-1263,CVE-2013-1 264,CVE-2013-
1265,CVE-2013-1266,CVE-2013-1267,CVE-2013-1268,CVE
2013-1269,CVE-2013-1270,CVE-2013-1 271,CVE-2013
1272,CVE-2013- 1273,CVE-2013-1274,CVE-2013-1275.CVE
2013-1276,CVE-2013-1277 
CVE-2013-0008 
CVE-2012-2556,CVE-2012-4786 
CVE-2013-0013 
CVE-2013-0073 
CVE-2013-0076 
CVE-2013-0075 
CVE-2013-0015,CVE-2013-0018,CVE-2013-0019,CVE-2013
0020,CVE-2013-0021.CVE-2013-0022,CVE-2013-0023,CVE
2013-0024,CVE-2013-0025,CVE-2013-0026,CVE-201 3
0027 ,CVE-2013-0028.CVE-2013-0029 
CVE-2013-1278,CVE-2013-1279,CVE-2013-1280 
CVE-2013-1285,CVE-2013-1286,CVE-2013-1287 
CVE-2013-0087.CVE-201 3-0088,CVE-2013-0089,CVE-2013
0090,CVE-2013-0091,CVE-2013-0092,CVE-2013-0093,CVE
2013-0094.CVE-2013-1288 
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Installed On Date RHSA CVE Numbers 
Wed 16 Jan 2013 02:04:42 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Wed 16 Jan 2013 02:04:42 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Wed 16 Jan 2013 02:04:42 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Wed 16 Jan 2013 02:04:42 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 

CVE-2011 -1202 CVE-2011 -3970 CVE-2012-2825 CVE
Fri 29 Mar 2013 12:42:14 AM MST RHSA-2012:1265 2012-2870 CVE-2012-2871 
Fri 29 Mar 2013 12:39:51 AM MST CVE-2012-2677 

CVE-2011-1202 CVE-2011 -3970 CVE-2012-2825 CVE
Fri 29 Mar 2013 12:39:42 AM MST 

RHSA-2013:0668 

RHSA-2012:1265 2012-2870 CVE-2012-2871 
Fri 29 Mar.201312:39:40 AM MST RHSA-2013:0216 CVE-2012-5669 
Fri 29 Mar 2013 12:39:37 AM MST RHSA-2013:0668 CVE-2012-2677 
Fri 29 Mar 2013 12:39:35 AM MST RHSA-2013:0568 CVE-2013-0292 
Fri 29 Mar 2013 12:39:13 AM MST RHSA-2013:0668 CVE-2012-2677 
Fri 29 Mar.2013 12:38:04 AM MST RHSA-2013:0120 CVE-2012-3417 
Fri 29 Mar 2013 12:37:54 AM MST RHSA-2013:0123 CVE-2011-4339 
Fri 29 Mar 2013 12:37:39 AM MST RHSA-2013:0180 CVE-2012-2749 CVE-2012-5611 
Fri 29 Mar 2013 12:37:30 AM MST RHSA-2013:0568 CVE-2013-0292 
Fri 29 Mar 2013 12:37:26 AM MST RHSA-2013:0216 CVE-2012-5669 
Fri 29 Mar 2013 12:37:22 AM MST RHSA-2013:0250 CVE-2012-4545 

CVE-2011-1202 CVE-2011 -3970 CVE-2012-2825 CVE
Fri 29 Mar 2013 12:37:16 AM MST RHSA-2012:1265 2012-2870 CVE-2012-2871 
Fri 29 Mar 2013 12:36:53 AM MST RHSA-2013:0123 CVE-201 1-4339 
Fri 29 Mar 2013 12:36:51 AM MST RHSA-2013:0668 CVE-2012-2677 
Fri 29 Mar 2013 12:36:48 AM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Fri 29 Mar 2013 12:36:45 AM MST RHSA-2013:0216 CVE-2012-5669 
Fri 29 Mar 2013 12:36:33 AM MST RHSA-2013:0568 CVE-2013-0292 
Mon 11Feb2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11Feb201310:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE·2011 ·4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:•09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11Feb201310:08:52 PM MST RHSA-2012:0523 CVE-2011-3048 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876. CVE-2012-1148 
Mon 11 Feb 2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:•09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:·08:52 PM MST RHSA-2012:0523 CVE-2011-3048 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876. CVE-2012-1148 
Mon 11 Feb 2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:·09:59 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-201 1-3048 

LIFELOCK-00136813-1 



Installed On Date RHSA CVE Numbers 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb201310:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11Feb201310:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11Feb201310:09:54 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb201310:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11Feb201310:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11Feb201310:08:52 PM MST RHSA-2012:0523 CVE-2011-3048 
Mon 11Feb2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb201310:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11Feb201310:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-2011 -3048 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb201310:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10: 10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11Feb201310:09:54 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-2011 -3048 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11Feb2013 10:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11Feb201310:09:54 PM MST RHSA-2013:0123 CVE·201 1 ·4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11Feb201310:08:52 PM MST RHSA-2012:0523 CVE-2011-3048 
Mon 11Feb201310:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11Feb201310:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:•09:59 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:-09:54 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876. CVE-2012-1148 
Mon 11 Feb 2013 10:•08:52. PM MST RHSA-2013:012.2 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-2011-3048 
Mon 11 Feb 2013 10:·08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876. CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 

LIFELOCK-00136813-2 



Installed On Date RHSA CVE Numbers 
Mon 11 Feb 2013 10:10:42 PM MST RHSA-2013:0129 CVE-2012-4481 CVE-2012-4522 
Mon 11 Feb201310:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11Feb201310:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11Feb201310:09:54 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11Feb201310:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-2011 -3048 
Mon 11Feb2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876. CVE-2012-1148 
Mon 11Feb201310:10:37. PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11Feb201310:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-2011 -3048 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb201310:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10: 10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11Feb201310:09:54 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-2011 -3048 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11Feb2013 10:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-2011 -3048 
Mon 11 Feb 201310:08:44 PM MST RHSA-2012:0731 CVE-201 2-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 

LIFELOCK-00136813-3 



Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28: 11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:29:03 PM MST RHSA-2013:0129 CVE-2012-4481 CVE-2012-4522 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 GVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 GVE·201 1 ·4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07. Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 GVE-2012-0876. GVE-2012-1148 
Thu 07. Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Fri 22 Mar 2013 10:08:36 AM UTC RHSA-2013:0568 CVE-2013-0292 
Fri 22 Mar 2013 10:08:01 AM UTG RHSA-2013:0216 GVE-2012-5669 
Fri 22 Mar 2013 10:08:01 AM UTC RHSA-2013:0568 CVE-2013-0292 
Fri 22 Mar 2013 10:08:00 AM UTC RHSA-2013:0180 CVE-2012-2749 CVE-2012-5611 
Tue 12 Feb 2013 05:12:20 AM UTC RHSA-2013:0120 CVE-2012-3417 
Tue 12 Feb 2013 05:12:10 AM UTC RHSA-2012:0304 CVE-2010-0424 
Tue 12 Feb 2013 05:11 :42 AM UTC RHSA-2013:0123 CVE-2011 -4339 
Tue 12 Feb 2013 05:11 :37 AM UTC RHSA-2013:0123 CVE-201 1-4339 

LIFELOCK-00136813-4 



CVE Numbers Installed On Date RHSA 
Tue 12 Feb 2013 05:11:22 AM UTC RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Tue.12 Feb 2013 05:10:36 AM UTC RHSA-2012:0523 CVE-2011-3048 

CVE-2007-4772 CVE-2007-6067 Tue 12 Feb 2013 05:10:35 AM UTC RHSA-2013:0122 
Tue 12 Feb 2013 05:10:28 AM UTC RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11Feb201310:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 

CVE-2010-0424Mon 11.Feb 201310:10:27 PM MST RHSA-2012:0304 
CVE-2011 -4339 Mon 11Feb201310:09:59 PM MST RHSA-2013:0123 
CVE-2011 -4339 Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 

Mon 11Feb2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 1 l Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 

CVE-201 1-3048Mon 11Feb201310:08:52 PM MST RHSA-2012:0523 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 

CVE-2012-341 7 Mon 11 Feb 2013 10: 10:37 PM MST RHSA-2013:0120 
CVE-2010-0424Mon 1lFeb 2013 10: 10:27 PM MST RHSA-2012:0304 
CVE-2011 -4339 Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 

Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 

CVE-2011 -3048 Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 

CVE-2010-0424Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 
CVE-2011-4339 Thu 07 Feb 2013 08:28: 17 PM MST RHSA-2013:0123 

Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 

RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 Thu 07 Feb 2013 08:27:05 PM MST 
CVE-201 1-3048 Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 

Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012·3417 

CVE-2010-0424Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 
CVE-2011 -4339 Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 

Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-201 2-0876 CVE-2012-1148 

CVE-2007-4772 CVE-2007-6067 Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 
CVE-201 1-3048 Thu 07 Feb201308:27:05 PM MST RHSA-2012:0523 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:26:56 PM MST 
Mon 11 Feb 2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:•09:59 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-2011-4339 

CVE-2012-0876 CVE-2012-1148 Mon 11 Feb 2013 10:·09:39 PM MST RHSA-2012:0731 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 

CVE-201 1-3048 Mon 11 Feb 2013 10:•08:52 PM MST RHSA-2012:0523 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 25 Mar 2013 02:48:21 PM MST RHSA-2013:0568 CVE-2013-0292 
Mon 25 Mar 2013 02:47:49 PM MST RHSA-2013:0180 CVE-2012-2749 CVE-2012-5611 
Mon 25 Mar 2013 02:47:49 PM MST RHSA-2013:0216 CVE-2012-5669 
Mon 25 Mar 2013 02:47:49 PM MST CVE-2013-0292 RHSA-2013:0568 

CVE-2012-3417 Mon 11 Feb 2013 10: 10:37 PM MST RHSA-2013:0120 

LIFELOCK-00136813-5 



Installed On Date RHSA CVE Numbers 
Mon 11 Feb 2013 1O:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11Feb201310:09:54 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11Feb201310:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-201 1-3048 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11Feb201310:12:20 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11Feb2013 10:12:10 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11Feb201310:11:42PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11Feb201310:11:37 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:11 :22 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10: 10:36 PM MST RHSA-2012:0523 CVE-201 1-3048 
Mon 11Feb201310:10:35 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10: 10:28 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:12:20 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10:12:10 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:11 :42 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:11 :37 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:11 :22 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:10:36 PM MST RHSA-2012:0523 CVE-201 1-3048 
Mon 11Feb201310:10:35 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10: 10:28 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 25 Mar 2013 08:58:14 PM UTC RHSA-2013:0568 CVE-2013-0292 
Mon 25 Mar 2013 08:.57:44 PM UTC RHSA-2013:0216 CVE-2012-5669 
Mon 25 Mar 2013 08:57:44 PM UTC RHSA-2013:0568 CVE-2013-0292 
Mon 25 Mar 2013 08:57:43 PM UTC RHSA-2013:0180 CVE-2012-2749 CVE-2012-5611 
Tue 12 Feb 2013 05:12:20 AM UTC RHSA-2013:0120 CVE-2012-3417 
Tue 12 Feb 2013 05:12:10 AM UTC RHSA-2012:0304 CVE·2010·0424 
Tue 12 Feb 2013 05:11 :42 AM UTC RHSA-2013:0123 CVE-201 1-4339 
Tue 12 Feb 2013 05:11 :37 AM UTC RHSA-2013:0123 CVE-2011 -4339 
Tue 12 Feb2013 05:1 1:22 AM UTC RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Tue 12 Feb 2013 05:10:36 AM UTC RHSA-2012:0523 CVE-201 1-3048 
Tue 12 Feb 2013 05:10:35 AM UTC RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Tue 12Feb 2013 05:10:28 AM UTC RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:•09:54. PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11Feb201310:·08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-201 1-3048 
Mon 11 Feb 2013 10:•08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11Feb201310:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb 2013 10:()9:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
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Installed On Date RHSA CVE Numbers 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-201 1-3048 
Mon 11 Feb201310:08:44 PM MST RHSA-2012:0731 CVE-2012-0876. CVE-2012-1148 
Mon 11Feb2013.10:10:37. PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11Feb201310:09:59 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11Feb201310:09:39. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11Feb201310:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11Feb2013 10:08:52 PM MST RHSA-2012:0523 CVE-2011-3048 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11Feb2013. 10:10:37PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10: 10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11Feb201310:09:54 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013. 10:09:39. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-201 1-3048 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876. CVE-2012-1148 
Thu 07. Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07. Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 24.Jan 2013 07:28:59 AM UTC RHSA-2013:0120 CVE-2012-3417 
Thu 24 Jan 2013 07:28:51 AM UTC RHSA-2012:0304 CVE-2010-0424 
Thu 24 Jan 2013 07:28:27 AM UTC RHSA-2013:0123 CVE-2011 ·4339 
Thu 24 Jan 2013 07:28:22 AM UTC RHSA-2013:0123 CVE-201 1-4339 
Thu 24. Jan 2013 07:28:08 AM UTC RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 24 Jan 2013 07:27:28 AM UTC RHSA-2012:0523 CVE-2011 -3048 
Thu 24 Jan 2013 07:27:27 AM UTC RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 24 Jan 2013 07:27:21 AM UTC RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb.2013.08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb.2013.08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb.2013.08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb.2013.08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28: 11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-201 2-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48. PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-201 2-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05_ PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
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RHSA CVE Numbers Installed On Date 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 

hu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
hu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 

RHSA-2013:0123 CVE-2011 -4339 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
RHSA-2012:0523 CVE-2011-3048 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
RHSA-2013:0120 CVE-2012-3417 
RHSA-2012:0304 CVE-2010-0424 
RHSA-2013:0123 CVE-2011 -4339 

hu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 u 07 Feb 2013 08:27:54 PM MST 

hu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
RHSA-2012:0523 CVE-2011-3048 hu 07 Feb 2013 08:27:05 PM MST 

Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 

RHSA-2013:0123 CVE-2011-4339Thu 07 Feb 2013 08:28:17 PM MST 
Thu 07 Feb 2013 08:28: 11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-201 2-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 

RHSA-2012:0523 CVE-2011-3048 hu 07 Feb 2013 08:27:05 PM MST 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 

RHSA-2012:0304 GVE-2010-0424Thu 07 Feb 2013 08:28:48 PM MST 
RHSA-2013:0123 CVE-201 1-4339 Thu 07 Feb 2013 08:28:17 PM MST 

Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 GVE-2012·0876GVE-2012·1148 

hu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 

RHSA-2013:0123 CVE-2011-4339Thu 07. Feb 2013 08:28:17 PM MST 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 GVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 GVE-2007-6067 

RHSA-2012:0523 CVE-2011 -3048 Thu 07. Feb 2013 08:27:05 PM MST 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 

RHSA-2013:0123 GVE-2011-4339Thu 07 Feb 2013 08:28:17 PM MST 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 GVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 

RHSA-2012:0523 CVE-2011 -3048 Thu 07 Feb 2013 08:27:05 PM MST 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:26:56 PM MST 

Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
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RHSA CVE Numbers Installed On Date 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17. PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05. PM MST RHSA-2012:0523 CVE-201 1-3048 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:26:56 PM MST 
RHSA-2013:0120 CVE-2012-3417 Thu 07 Feb 2013 08:28:58 PM MST 

Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17. PM MST RHSA-2013:0123 CVE-201 1-4339 

RHSA-2013:0123 CVE-201 1-4339 Thu 07 Feb 2013 08:28:11 PM MST 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05. PM MST RHSA-2012:0523 CVE-2011-3048 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:26:56 PM MST 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 

RHSA-2013:0123 CVE-201 1-4339 Thu 07 Feb 2013 08:28:11 PM MST 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:26:56 PM MST 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 

RHSA-2013:0123 GVE-2011-4339Thu 07 Feb 2013 08:28:17 PM MST 
RHSA-2013:0123 CVE-201 1-4339 Thu 07 Feb 2013 08:28:11 PM MST 

Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 GVE·2007·4772 GVE-2007·6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:26:56 PM MST 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 

RHSA-2013:0123 CVE-201 1-4339 Thu 07. Feb 2013 08:28:11 PM MST 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07. Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-201 2-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 

RHSA-2013:0123 GVE-201 1-4339 Thu 07 Feb 2013 08:28:11 PM MST 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07. Feb 2013 08:26:56 PM MST 
RHSA-2013:0120 CVE-2012-3417 Thu 07 Feb 2013 08:28:58 PM MST 

Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:1 l PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:1 l PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 ·3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-201 2-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28: 17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876. CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012·0876 CVE-2012·1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 201 3 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05. PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-2011-4339 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb.2013.08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-341 7 
Thu 07 Feb.2013.08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb.2013.08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-341 7 
Thu 07 Feb.2013.08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE·2012·341 7 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013_08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1 148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013_08:28:17. PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28: 11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013. 08:27:05_ PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17. PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28: 11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07- Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010·0424 
Thu 07 Feb 2013 08:28: 17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28: 11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu. 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28: 17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
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RHSA CVE Numbers Installed On Date 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 

hu 07 Feb 2013 08:26:56. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
RHSA-2013:0120 CVE-2012-3417 hu 07 Feb 2013 08:28:58 PM MST 
RHSA-2012:0304 CVE-2010-0424 
RHSA-2013:0123 CVE-201 1-4339 
RHSA-2013:0123 CVE-2011-4339 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
RHSA-2012:0523 CVE-201 1-3048 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
RHSA-2013:0120 CVE-2012-3417 

hu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
u 07 Feb 2013 08:28: 17 PM MST RHSA-2013:0123 CVE-2011 -4339 

hu 07 Feb 2013 08:28:1 l PM MST RHSA-2013:0123 CVE-201 1-4339 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 hu 07 Feb 2013 08:27:54 PM MST 
RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
RHSA-2012:0523 CVE-201 1-3048 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
RHSA-2013:0120 CVE-2012-3417 
RHSA-2012:0304 CVE-2010-0424 
RHSA-2013:0123 CVE-201 1-4339 
RHSA-2013:0123 CVE-2011-4339 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
RHSA-2012:0523 CVE-2011 -3048 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
RHSA-2013:0120 CVE-2012-3417 hu 07 Feb 2013 08:28:58 PM MST 

hu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE·2011 ·4339 

hu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1 148Thu 07 Feb 2013 08:27:54 PM MST 

Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:26:56 PM MST 
RHSA-2013:0120 CVE-2012-3417hu 07 Feb 2013 08:28:58 PM MST 

Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 

hu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876. CVE-2012-1148 

RHSA-2013:0120 CVE-2012-3417 Thu 07 Feb 2013 08:28:58 PM MST 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:27:54 PM MST 
RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 Thu 07 Feb 2013 08:27:05 PM MST 

Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 201 3 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 201 3 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 201 3 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 201 3 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 201 3 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 201 3 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-201 2-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-341 7 
Thu 07 Feb 201 3 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE·2011 ·4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:012.2 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-341 7 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012· 1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05. PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05. PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28: 11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE·2012·0876CVE·201 2·1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28: 11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 

LIFELOCK-00136813-17 



Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17. PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-201 2-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05. PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-201 2-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17. PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-201 2:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05. PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-201 2-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 201 3 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 201 3 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28: 11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-201 2-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE·2007·6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 201 3 08:26:56 PM MST RHSA-201 2:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 201 3 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-201 2-0876 CVE-2012-1148 
Thu 07 Feb 201 3 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 201 3 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28: 11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-201 2-1 148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 201 3 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10: 10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11Feb2013 10:09:54 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11Feb201310:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-201 1-3048 
Mon 11Feb201310:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 24 Jan 2013 12:28:59 AM MST RHSA-2013:0120 CVE-2012-3417 
Thu 24 Jan 2013 12:28:51 AM MST RHSA-2012:0304 CVE-2010-0424 
Thu 24 Jan 2013 12:28:27 AM MST RHSA-2013:0123 CVE-2011-4339 
Thu 24 Jan 2013 12:28:22 AM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 24 Jan 2013 12:28:08 AM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 24 Jan 2013 12:27:28 AM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 24 Jan 2013 12:27:27 AM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007·6067 
Thu 24 Jan 2013 12:27:21 AM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 24 Jan 2013 12:28:59 AM MST RHSA-2013:0120 CVE-2012-3417 
Thu 24 Jan 2013 12:28:51 AM MST RHSA-2012:0304 CVE-2010-0424 
Thu 24 Jan 2013 12:28:27 AM MST RHSA-2013:0123 CVE-2011-4339 
Thu 24 Jan 2013 12:28:22 AM MST RHSA-2013:0123 CVE-2011-4339 
Thu 24 Jan 2013 12:28:08 AM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 24 Jan 2013 12:27:28 AM MST RHSA-2012:0523 CVE-2011-3048 
Thu 24 Jan 2013 12:27:27 AM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 24 Jan 2013 12:27:21 AM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07. Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 24 Jan 2013 12:28:59 AM MST RHSA-2013:0120 CVE-2012-3417 
Thu 24 Jan 2013 12:28:51 AM MST RHSA-2012:0304 CVE-2010-0424 
Thu 24 Jan 2013 12:28:27 AM MST RHSA-2013:0123 CVE-2011-4339 
Thu 24 Jan 2013 12:28:22 AM MST RHSA-2013:0123 CVE-2011-4339 
Thu 24 Jan 2013 12:28:08 AM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 24 Jan 2013 12:27:28 AM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 24 Jan 2013 12:27:27 AM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 24 Jan 2013 12:27:21 AM MST RHSA-2012:0731 CVE-2012·0876 CVE-2012·1148 
Thu 24 Jan 2013 12:28:59 AM MST RHSA-2013:0120 CVE-2012-3417 
Thu 24 Jan 2013 12:28:51 AM MST RHSA-2012:0304 CVE-2010-0424 
Thu 24 Jan 2013 12:28:27 AM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 24 Jan 2013 12:28:22 AM MST RHSA-2013:0123 CVE-2011-4339 
Thu 24 Jan 2013 12:28:08 AM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 24 Jan 2013 12:27:28 AM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 24 Jan 2013 12:27:27 AM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 24 Jan 2013 12:27:21 AM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05. PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb.2013.08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11Feb201310:12:20 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon. 11 Feb 2013 10:12:10 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:11 :42 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb 2013 10:11 :37 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb 2013 10:11 :22 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon.11Feb201310:10:36 PM MST RHSA-2012:0523 CVE-2011-3048 
Mon 11Feb201310:10:35 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10: 10:28 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10: 12:20 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon.11Feb201310:12:10 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:11 :42 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:11 :37 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb 2013 10:11 :22 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:10:36 PM MST RHSA-2012:0523 CVE-201 1-3048 
Mon 11 Feb 2013 10: 10:35 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10: 10:28 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:12:20 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11Feb201310:12:10 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:11 :42 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:11 :37 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:11 :22 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11Feb201310:10:36 PM MST RHSA-2012:0523 CVE-201 1-3048 
Mon 11 Feb 2013 10:10:35 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:10:28 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE·2012·3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013_08:27:05_PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05_ PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 201 3 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17. PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
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RHSA CVE Numbers Installed On Date 
RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
RHSA-2012:0523 CVE-2011-3048 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
RHSA-2013:0120 CVE-2012-3417 
RHSA-2012:0304 CVE-2010-0424 
RHSA-2013:0123 CVE-201 1-4339 
RHSA-2013:0123 CVE-2011-4339 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
RHSA-2012:0523 CVE-201 1-3048 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1 148 

Thu 07 Feb 2013 08:27:05 PM MST 
hu 07 Feb 2013 08:27:05 PM MST 
hu 07 Feb 2013 08:26:56 PM MST 

Fri 08 Feb 2013 03:28:58 AM UTC RHSA-2013:0120 CVE-2012-3417 
Fri 08 Feb 2013 03:28:48 AM UTC RHSA-2012:0304 CVE-2010-0424 
Fri 08 Feb 2013 03:28:17 AM UTC RHSA-2013:0123 CVE-2011-4339 

RHSA-2013:0123 CVE-2011-4339 Fri 08 Feb 2013 03:28:11 AM UTC 
Fri 08 Feb 2013 03:27:54 AM UTC RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Fri 08 Feb 2013 03:27:05 AM UTC RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Fri 08 Feb 2013 03:27:05 AM UTC RHSA-2012:0523 CVE-201 1-3048 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Fri 08 Feb 2013 03:26:56 AM UTC 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 

RHSA-2013:0123 CVE-2011-4339 hu 07 Feb 2013 08:28: 11 PM MST 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 

RHSA-2012:0523 GVE-2011-3048 Thu 07 Feb 2013 08:27:05 PM MST 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1 148Thu 07 Feb 2013 08:26:56 PM MST 

Thu 24 Jan 2013 12:28:59 AM MST RHSA-2013:0120 CVE-2012-3417 
Thu 24 Jan 2013 12:28:51 AM MST RHSA-2012:0304 GVE-2010·0424 

hu 24 Jan 2013 12:28:27 AM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 24 Jan 201312:28:22 AM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 24 Jan 2013 12:28:08 AM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 24 Jan 2013 12:27:28 AM MST RHSA-2012:0523 CVE-2011-3048 

RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 Thu 24 Jan 2013 12:27:27 AM MST 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 hu 24 Jan 2013 12:27:21 AM MST 

Thu 24 Jan 2013 12:28:59 AM MST RHSA-2013:0120 CVE-2012-3417 
Thu 24 Jan 2013 12:28:51 AM MST RHSA-2012:0304 CVE-2010-0424 
Thu 24 Jan 2013 12:28:27 AM MST RHSA-2013:0123 CVE-2011-4339 

RHSA-2013:0123 CVE-2011 -4339 Thu 24 Jan 2013 12:28:22 AM MST 
Thu 24 Jan 2013 12:28:08 AM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 24 Jan 2013 12:27:28 AM MST RHSA-2012:0523 CVE-2011-3048 
Thu 24 Jan 2013 12:27:27 AM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 

RHSA-2012:0731 GVE-2012-0876 GVE-2012-1148 Thu24Jan201312:27:21 AM MST 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 

RHSA-2013:0123 CVE-2011 -4339 Thu 07 Feb 2013 08:28:11 PM MST 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:27:54 PM MST 
RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 Thu 07 Feb 2013 08:27:05 PM MST 
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RHSA CVE Numbers Installed On Date 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 

Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 201 3 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 

Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-2011-4339 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:27:54 PM MST 
RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 Thu 07 Feb 2013 08:27:05 PM MST 

Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 

Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 

RHSA-2013:0120 CVE-2012-3417Thu 07 Feb 201 3 08:28:58 PM MST 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 201 3 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 

Thu 07 Feb 201 3 08:28:1 1 PM MST RHSA-2013:0123 CVE-201 1-4339 


RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 201 3 08:27:54 PM MST 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 

Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 

RHSA-2013:0120 CVE-2012-3417Thu 07 Feb 2013 08:28:58 PM MST 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 

Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-201 1-4339 


RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:27:54 PM MST 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 


RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 201 3 08:26:56 PM MST 
RHSA-2013:0120 CVE-2012-3417 Thu 07 Feb 201 3 08:28:58 PM MST 

Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 201 3 08:28:17 PM MST RHSA-2013:0123 CVE-201 1·4339 
Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-201 1-4339 


RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:27:54 PM MST 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 201 3 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 


RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:26:56 PM MST 
RHSA-2013:0120 CVE-2012-3417 Thu 07 Feb 2013 08:28:58 PM MST 
RHSA-2012:0304 CVE-2010-0424 Thu 07 Feb 2013 08:28:48 PM MST 

Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 

Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-201 1-4339 


RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:27:54 PM MST 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 

Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 

RHSA-2013:0120 CVE-2012-3417 Thu 07 Feb 201 3 08:28:58 PM MST 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 201 3 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 

Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-201 1-4339 


RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 201 3 08:27:54 PM MST 
RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 Thu 07 Feb 2013 08:27:05 PM MST 

Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013. 08:27:54. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013. 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE·2011 ·4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876. CVE-2012-1148 
Thu 07. Feb 2013 08:27:05 PM MST RHSA-2013:012.2 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012· 1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
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RHSA CVE Numbers Installed On Date 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05. PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:26:56 PM MST 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 

RHSA-2013:0123 CVE-201 1-4339 Thu 07 Feb 2013 08:28:17 PM MST 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:27:54 PM MST 
Thu 07 Feb 2013 08:27:05. PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 

RHSA-2012:0523 CVE-2011 -3048 Thu 07 Feb 2013 08:27:05 PM MST 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 

RHSA-2013:0123 CVE-2011-4339Thu 07 Feb 2013 08:28:17 PM MST 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 

RHSA-2012:0523 CVE-2011-3048 Thu 07 Feb 2013 08:27:05 PM MST 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 

RHSA-2012:0304 CVE-2010-0424Thu 07 Feb 2013 08:28:48 PM MST 
RHSA-2013:0123 CVE-201 1-4339 Thu 07 Feb 2013 08:28:17 PM MST 

Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012·0876 CVE-2012·1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 

RHSA-2012:0304 CVE-2010-0424 Thu 07 Feb 2013 08:28:48 PM MST 
Thu 07 Feb 2013 08:28:17. PM MST RHSA-2013:0123 CVE-201 1-4339 

RHSA-2013:0123 CVE-201 1-4339 Thu 07 Feb 2013 08:28:1 1 PM MST 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772. CVE-2007-6067 

RHSA-2012:0523 CVE-201 1-3048 Thu 07 Feb 2013 08:27:05. PM MST 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17. PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 

RHSA-2012:0523 CVE-2011 -3048 Thu 07 Feb 2013 08:27:05 PM MST 
RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:26:56 PM MST 

Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17. PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05. PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17. PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05. PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE·2007·6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:1 l PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28: 11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:28:1 l PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:1 l PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28: 11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 201 3 08:27:05 PM MST RHSA-2012:0523 CVE-2011 ·3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07. Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876. CVE-2012-1148 
Thu 07. Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876. CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
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RHSA CVE Numbers Installed On Date 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54. PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 

RHSA-2012:0304 CVE-2010-0424 Thu 07 Feb 2013 08:28:48 PM MST 
RHSA-2013:0123 CVE-2011 -4339 Thu 07 Feb 2013 08:28:17 PM MST 

Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 

RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 Thu 07 Feb 2013 08:27:05 PM MST 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:26:56 PM MST 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 

RHSA-2012:0304 CVE-2010-0424 Thu 07 Feb 2013 08:28:48 PM MST 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 

RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 Thu 07 Feb 2013 08:27:05 PM MST 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 

RHSA-2012:0304 CVE-2010-0424 Thu 07 Feb 2013 08:28:48 PM MST 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:27:54 PM MST 
RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 Thu 07 Feb 2013 08:27:05 PM MST 

Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012·0876 CVE-2012·1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 

RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 Thu 07 Feb 2013 08:27:54 PM MST 
RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 Thu 07 Feb 2013 08:27:05 PM MST 

Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-201 1-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 

RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 Thu 07 Feb 2013 08:27:05. PM MST 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-201 1-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 

RHSA-2012:0304 CVE-2010-0424 Thu 07 Feb 2013 08:28:48 PM MST 
RHSA-2013:0123 CVE-2011 -4339 Thu 07 Feb 2013 08:28:17 PM MST 

Thu 07 Feb 2013 08:28:1 1 PM MST RHSA-2013:0123 CVE-2011-4339 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb.2013.08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011 -3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11Feb201310:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon.11Feb201310:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11Feb2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11Feb2013 10:08:52 PM MST RHSA-2012:0523 CVE-2011-3048 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10: 10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb 2013 10:-09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb2013 10:-08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11Feb201310:-08:52 PM MST RHSA-2012:0523 CVE-2011 -3048 
Mon 11 Feb 2013 10:-08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11Feb201310:-09:54 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb 2013 10:-09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:·08:52 PM MST RHSA-2013:0122 GVE-2007-4772 GVE-2007-6067 
Mon 11Feb2013 10:08:52 PM MST RHSA-2012:0523 CVE-201 1-3048 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 GVE-2012·3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011-4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772.CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 GVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
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Installed On Date RHSA CVE Numbers 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 07 Feb.2013.08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11Feb201310:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon. 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11Feb201310:09:54 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11Feb2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon. 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-2011-3048 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10: 10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10: 10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:-08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11Feb2013 10:-08:52 PM MST RHSA-2012:0523 CVE-2011-3048 
Mon 11Feb201310:-08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-2011-4339 
Mon 11Feb201310:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:·08:52 PM MST RHSA-2012:0523 GVE-2011 -3048 
Mon 11Feb2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10:10:27 PM MST RHSA-2012:0304 CVE-2010·0424 
Mon 11 Feb 2013 10:09:59 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:-09:54 PM MST RHSA-2013:0123 CVE-2011 -4339 
Mon 11 Feb 2013 10:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:-08:52 PM MST RHSA-2012:0523 CVE-2011 -3048 
Mon 11 Feb.2013. 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 25 Mar 2013 02:07:17 PM MST RHSA-2013:0526 CVE-2012-3386 
Mon 25 Mar 2013 02:05:52 PM MST RHSA-2013:0589 CVE-2013-0308 
Tue 19 Mar 2013 10:54:19 PM UTC RHSA-2013:0568 CVE-2013-0292 
Tue 19 Mar 2013 10:53:47 PM UTC RHSA-2013:0568 CVE-2013-0292 
Tue 19 Mar 2013 10:53:46 PM UTC RHSA-2013:0180 CVE-2012-2749 CVE-2012-561 1 
Tue 19 Mar 2013 10:53:46 PM UTC RHSA-2013:0216 CVE-2012-5669 
Thu 24 Jan 2013 07:28:59 AM UTC RHSA-2013:0120 CVE-2012-3417 
Thu 24.Jan 2013 07:28:51 AM UTC RHSA-2012:0304 GVE-2010-0424 
Thu 24 Jan 2013 07:28:27 AM UTC RHSA-2013:0123 CVE-2011 -4339 
Thu 24 Jan 2013 07:28:22 AM UTC RHSA-2013:0123 CVE-2011-4339 
Thu 24 Jan 2013 07:28:08 AM UTC RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 24. Jan 2013 07:27:28 AM UTC RHSA-2012:0523 CVE-2011 -3048 
Thu 24 Jan 2013 07:27:27 AM UTC RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Thu 24 Jan 2013 07:27:21 AM UTC RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
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Installed On Date RHSA CVE Numbers 
Tue 26 Mar 2013 11 :46:56 PM MST RHSA-2013:0216 CVE-2012-5669 
Tue 26 Mar 2013 11 :46:52 PM MST RHSA-2013:0568 CVE-2013-0292 
Tue 26 Mar 2013 11 :46:03 PM MST RHSA-2013:0120 CVE-2012-3417 
Tue 26 Mar 2013 11 :46:02 PM MST RHSA-2013:0250 CVE-2012-4545 
Tue 26 Mar 2013 11 :45:49 PM MST RHSA-2013:0216 CVE-2012-5669 
Tue 26 Mar 2013 11 :45:48 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 

CVE-2011-1202 CVE-2011 -3970 CVE-2012-2825 CVE
Tue 26 Mar 2013 11 :45:42 PM MST RHSA-2012:1265 2012-2870 CVE-2012-2871 
Tue 26 Mar 2013 11 :45:23 PM MST RHSA-2013:0568 CVE-2013-0292 
Tue 26 Mar 2013 11 :47:56. PM MST RHSA-2013:0216 CVE-2012-5669 
Tue 26 Mar 2013 11 :47:51 PM MST RHSA-2013:0568 CVE-2013-0292 
Tue 26 Mar 2013 11 :46:53 PM MST RHSA-2013:0120 CVE-2012-3417 
Tue 26 Mar 2013 11 :46:52 PM MST RHSA-2013:0250 CVE-2012-4545 
Tue 26 Mar 2013 11 :46:35. PM MST RHSA-2013:0216 CVE-2012-5669 
Tue 26 Mar 2013 11 :46:34 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 

CVE-2011 -1202 CVE-2011 -3970 CVE-2012-2825 CVE
Tue 26 Mar 2013 11 :46:24 PM MST RHSA-2012:1265 2012-2870 CVE-2012-2871 
Tue 26 Mar 2013 11 :46:01 PM MST RHSA-2013:0568 CVE-2013-0292 
Tue 26 Mar 2013 11 :42:45 PM MST RHSA-2013:0216 CVE-2012-5669 
Tue 26 Mar 2013 11 :42:41 PM MST RHSA-2013:0568 CVE-2013-0292 
Tue 26 Mar 2013 11 :41 :51 PM MST RHSA-2013:0250 CVE-2012-4545 
Tue 26 Mar 2013 11 :41 :48 PM MST RHSA-2013:0120 CVE-2012-3417 
Tue 26 Mar 2013 11 :41 :36 PM MST RHSA-2013:0216 CVE-2012-5669 
Tue 26 Mar 2013 11 :41 :35 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 

CVE-2011-1202 CVE-201 1-3970 CVE-2012-2825 CVE
Tue 26 Mar 2013 11 :41 :27 PM MST RHSA-2012:1265 2012-2870 CVE-2012-2871 
Tue 26 Mar 2013 11 :41 :01 PM MST RHSA-2013:0568 CVE-2013-0292 
Tue 26 Mar 201 3 03:07:26 PM MST RHSA-2013:0216 CVE-2012-5669 
Tue 26 Mar 2013 03:07:21 PM MST RHSA-2013:0568 CVE·2013·0292 
Tue 26 Mar 2013 03:07:20 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Tue 26 Mar 2013 03:06:49 PM MST RHSA-2013:0250 CVE-2012-4545 
Tue 26 Mar 2013 03:06:48 PM MST RHSA-2013:0123 CVE-2011 -4339 
Tue 26 Mar 2013 03:06:46 PM MST RHSA-2013:0120 CVE-2012-3417 

CVE-2012-2812 CVE-2012-2813 CVE-2012-2814 CVE
201 2-2836 CVE-2012-2837 CVE-2012-2840 CVE-2012

Tue 26 Mar 2013 03:06:44 PM MST RHSA-2012:1255 2841 
CVE-201 1-1202 CVE-201 1-3970 CVE-2012-2825 CVE

Tue 26 Mar 2013 03:06:40 PM MST RHSA-2012:1265 2012-2870 CVE-2012-2871 
Tue 26 Mar 2013 03:06:29 PM MST RHSA-2013:0123 CVE-2011 -4339 
Tue 26 Mar 2013 03:06:29 PM MST RHSA-2013:0216 CVE-2012-5669 
Tue 26 Mar 2013 03:06:22 PM MST RHSA-2013:0568 CVE-2013-0292 
Tue 26 Mar 2013 03:06:21 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Tue 26 Mar 2013 03:06:10 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Tue 26 Mar 2013 12:38:01 PM MST RHSA-2013:0526 CVE-2012-3386 
Tue 26 Mar 2013 12:33:01 PM MST RHSA-2013:0589 CVE-2013-0308 
Mon 15 Oct 2012 10:46:58 AM MST RHSA-2012:1269 CVE-2012-2145 
Mon 15 Oct 2012 10:46:00 AM MST RHSA-2012:1269 CVE-2012-2145 
Mon 11 Feb 2013 10:10:37 PM MST RHSA-2013:0120 CVE-2012-3417 
Mon 11 Feb 2013 10:10:27 PM MST RHSA-2012:0304 CVE-2010-0424 
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Installed On Date RHSA CVE Numbers 
Mon 11 Feb201310:09:59 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11 Feb 2013 10:09:54 PM MST RHSA-2013:0123 CVE-201 1-4339 
Mon 11Feb201310:09:39 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Mon 11 Feb 2013 10:08:52 PM MST RHSA-2012:0523 CVE-2011 -3048 
Mon 11 Feb 2013 10:08:44 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Fri 22 Mar 2013 09:32:55 AM MST RHSA-2013:0135 CVE-2012-2370 
Fri 22 Mar 2013 09:32:52 AM MST RHSA-2013:0568 CVE-2013-0292 
Fri 22 Mar 2013 09:31 :54 AM MST RHSA-2013:0120 CVE-2012-3417 
Fri 22 Mar. 2013 09:31 :53 AM MST RHSA-2013:0250 CVE-2012-4545 
Fri 22 Mar 2013 09:31 :42 AM MST RHSA-2013:0122 CVE-2007-4772 CVE-2007-6067 
Fri 22 Mar 2013 09:31 :35 AM MST RHSA-2013:0135 CVE-2012-2370 
Fri 22 Mar 2013 09:31 :23 AM MST RHSA-2013:0568 CVE-2013-0292 
Thu 07 Feb 2013 08:28:58 PM MST RHSA-2013:0120 CVE-2012-3417 
Thu 07 Feb 2013 08:28:48 PM MST RHSA-2012:0304 CVE-2010-0424 
Thu 07 Feb 2013 08:28:17 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:28:11 PM MST RHSA-2013:0123 CVE-2011 -4339 
Thu 07 Feb 2013 08:27:54 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2013:0122 CVE-2007-4n2 CVE-2007-6067 
Thu 07 Feb 2013 08:27:05 PM MST RHSA-2012:0523 CVE-2011-3048 
Thu 07 Feb 2013 08:26:56 PM MST RHSA-2012:0731 CVE-2012-0876 CVE-2012-1148 
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FfC has subrnjtted 'Cole Att 29 (LIFELOCK-0138079)_Redacted.csv' in native format on CD 
with its contemporaneously filed Motion for Leave to Allow the Non-Electronic Fi ling of 
Exhibits. 
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FfC has subrnjtted 'Cole Att 29 (LIFELOCK-0138080)_Redacted.csv' in native format on CD 
with its contemporaneously filed Motion for Leave to Allow the Non-Electronic Fi ling of 
Exhibits. 
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UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

V. 

LifeLock, Inc., et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED ATTACHMENT 30 

TO EXPERT REPORT OF DR. ERIC B. COLE 


*This Attachment contains redactions which are identified in the document 
by blacked out text or the text "REDACTED." 



UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

V. 

LifeLock, Inc., et al, 

Defendants. 
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MOTION FOR CONTEMPT AGAINST 
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TO EXPERT REPORT OF DR. ERIC B. COLE 




UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

V. 

LifeLock, Inc., et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 
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TO EXPERT REPORT OF DR. ERIC B. COLE 


*This Attachment contains redactions which are identified in the document 
by blacked out text or the text "REDACTED." 



UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

V. 

LifeLock, Inc., et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 
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TO EXPERT REPORT OF DR. ERIC B. COLE 




UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

V. 

LifeLock, Inc., et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED ATTACHMENT 34 

TO EXPERT REPORT OF DR. ERIC B. COLE 


*This Attachment contains redactions which are identified in the document 
by blacked out text or the text "REDACTED." 



CONFIDENTIAL 


From: Austin P.ppe! [Austfn.Appel@lltelock..com] 
Sent: Friday, April 26, ·'\ 
To: David Bridgman; (b)(3):6(f),(b)(4) 

Subject: RE: Evidence nee e , 
Attachments: 2012-11·22 scan.png; 2013-01-03 scan.png; 2013-02-14 scan.png; 2013-03-26 scan.png; 

SD85254 - med.pni:1; SD85255 - low.png 

Well, I might as well write this out now, as my Mondays are generally pretty busy ... Keep in mind that this Is detailing 

how I wrrenlly rale and evaluate cri l icalily of vulnerabilities based upon 1·he guidelines 1·hal JennP.r originally set fort h. 

we can evaluate this further to see ifchanges need to be made. 

So, let's start from t he point a critical vulnerability is reported by (~)(~):~ When evaluating the crit icality of the 

vu lnerability, I look for things that may be compensating controls, m1t1gate t he risk, o r even j ust somet hing that is less of 

a risk to us. The criticality as reported by l\~l\~/~, land the vendor assumes a worst-case-scenario mental ity: service is 
exposed t o the internet and accessible by a ll. This is (hopefully) not t he case wi thin our environment . 

There are a number of things that are !coked for that can lower a vulnerability's criticality to truly match our own unique 
environment. To be rnore dctai!ed, t t;ey could include: pub!ic accessibility {firevJall rules preventing net"v·ork. access 

externally), Internal accessibility (firew<Jll rules preventing network acce£s internally). oiccess restrictions via user 
accounts, ease of exploitation (public. proof-of-concept code/ex:amples, j(b)(3):6(fli(b jmodules, exploit kits utilizing 

vulne rabi lity), impact (is it a privilege escalation, denial of service, o r remote code execution?), publ ic: awareness (lots of 

news attention?). wha t is affected, among other aspects at my and the head of the Information Security department's 
discretion. 

Even If a critical vulnerability as rated by CVSS/the developer Is downgraded to a medium by our risk an<1lysis1 according 
to our SLAs, it would sti ll need to be remediated within 4 weeks which is stil l less than the 30 days as required for 
resolution of a critical vulnerability by PCI. 

For this specific system, it is not accessible externally and has limited access Internally (as well as other mitigating factors 
<1nrl thP n;iturP. o f thP.~P. vuinP.rilhili t iP.c;). ~omP. of thP.~P vulnP.r;il'lili tiP.c; <lrP r:itP.rl ;i~ mP.rli 11m ;inrl ~omP. ;:irp r:itP.rl :ic; low. 

The ones that are rated medium have a higher criticalfty than the rest due to having public PoC code, a metasploit 
module, or is being actively used by an exploit pack. 

In this case, both the low and medium tickets vvere submitted cm January 28'h and were not resolved by the Linux team 
u11lil Aµ1il z"d. IL b LUll C11lly in my queue lu vt:: ri ry whim Ute 11exl ~UHi t:UlrlllS d!ung. 

Attached are screenshots from multiple i~~~~~(~) scans and the history of the (b)(3):6(f),(b) ickets. If you need anything 
else, let me know. 

Thanks, 

Aust in Appel 

Information Security Anal st Ufelock® - Relentlessly Protecting Your Identity™ 

O: 480.457.2061 I M: (b)(6),(b)(7) 

i -! · ri~ I ; 
60 E. Rio Saladc Park'<vay, Suite 400, Tempe, flZ 85281 

From: David Bridgman 
Sent: Friday, April 26, 2013 3:47 PM 

LIFELOCK-0053824 
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Tc: .~ustln Appe!; (b)(3):5(f),(b) 

Subject: Evidence nee 

Austin - Apparently the Linux te<im showed th~)~i);r6(f), ~heirSatellite system and 
specifica lly • 1 • 1 whi ch Jihowed Hoyt several critical outstanding p11tchec; that are monthc; old. Hoyt wou ld 

like to see the relating (b)(3) 6(f), scans. on this system over that ti'me (Since January l ) and the related Tickets. Addit ionally 

If we lowered the crillcalltv o the vu lnerabllity he wou Id like to know why and how we came to the level we lowered it to. 
Can you have this by EOD Monday? 

Thanks. 

David Bridgman, CISSP 
Sr. Information Securit 1 En ineer Lifelock® - Relentlessly Protecting Your Identity™ 
480.457.2029 Office I (b (6),(b)(7)(C) Cell 
Qf!!YLctB(!ggm~D.@.!!f~lQ.~..:..GQffi 
60 E. Rio Sa!ado Parkway, Suite l!OO, Tempe, AZ 85281 
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l(b)(3) 6(f),(b)(4)From: 
Sent: Wednesday, Apnl 03, 20 13 11 :14 AM 
To: Austin.Appel@lifelock.com 
Subject: Request lid ##84684##-, Title Tomcat 5.2.23 Has Multiple Vulnerabilities, has been assigned 

to you 

J d ~4684 :: Tomcat 5.2.23 Has Multiple Vulnerabilities - J)ettiils 

Created by: David Bridgman 
Priority: Medium 
Due by date: Mar 29, 2013 11:37 AM 
Category: Server Support 

Description: 
During the network pen test the pen testors found that the installed version of tomcat on l:J@•f41Jill has 
numberous vulnerabilities including multiple denial of service bugs, multiple XSS vulnerabi lities and other 
significant vulnerabilities. While the pen testers scanner detected version 5.5.30 installed according to the 
banner, this server is actually running version 5.5.23 which has even more vulnerabilities. 

Remediation: Upgrade to the latest version of tomcat whiclh is 6.0.36 forljl@•t+W 

Here is the list ofvulnerabilities with version 5.5.23 : 

CW.E # of Vulnerability Publish Update S GAained A Complex Authen Confide1
# CVEID . T ( ) D D col'e ccess ccess . . . t· 1.ID E Ixp 01ts ype s ate ate Level 1ty ticat1on 1a 1ty 

20 12- 2012- Not 
(:VE-2012-5887287 Bypass _ i~R[!:$,(; None Remote Low required None 11 17 12_21 

The HTTP Digest Access Authentication implementation in Apache Tomcat 5.5.x before 5.5.36, 6.x before 6.0.36, and · 
does not properly check for stale nonce values in conjunction with enforcement of proper credentials, which makes it ea 
attackers to bypass intended access restrictions by sniffing the network for valid requests. 

20 12- 2012- r..iw, i1Jlli Nol 
2 CVE-2012-5886 287 Bypass p,rQ,1:m: None Remote Low required None 1 1_1 7 12_2 1 

The HTTP Digest Access Authentication implementation in Apache Tomcat 5.5.x before 5.5.36, 6.x before 6.0.36, and · 
t:aches information about the auth~ntit:ated user within the session !>1ate, which makes it easier for remote attai.:kers to b) 
via vectors related to the session lD. 

20 12 Not P . I Bypass Low . artia
11 -17 required 

The replay-countermeasure functionality in the HTTP Digest Access Authentication implementation in Apache Tomcat 
6.x before 6.0.36, and 7.x before 7.0.30 tracks cnonce (aka client nonce) values instead ofnonce (aka server nonce) and 
values, which makes it easier for remote attackers to bypass intended access restrictions by sniffing the network for vali( 
vuJnerability than CVE-2011-1184. 

20 12- 2012- , ...,,,,."'"" Not 
4 CVE-2012-55681§ DoS l l -.io 12 0.., ~~¥@ None Remote Low . d None 

' - >.• requlfe.i .w.-....,....,.. 

Apache Tomca1 through 7.0.x allows remote attackers to cause a denial of service (daemon outage) via partial HTTP re< 
demonstrated by Slowloris. 

LIFELOCK-0033129 
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20 12- 2012- itflf,n1;: N R Not 
5 CVE-2012-0022 189 DoS l l -06 :-. .1~&0'1: one emote Low required None01_18 

Apache Tomcat 5.5.x before 5.5.35, 6.x before 6.0 .34, and 7 .x before 7.0 .23 uses an inefficient approach for handling pi 
allows remote attackers to cause a denial ofservice (CP U consumption) via a request that contains many parameters anc 
different vulnerability than CVE-201 1-4858. 

2012- 2012- nn~rni: .. . Not6 CVE-2011-5064 310 Bypass ~,;:$.;;H+ None Remote Medium required Partial01-14 02_15 

DigestAuthenticator.java in the HTTP Digest Access Authentication implementation in Apache Tomcat 5.5.x before 5.5 
6.0 .33, and 7.x before 7.0. 12 uses Catal ina as the hard-coded server secret (aka private key). which makes it easier for n 
bypass cryptographic protection mechanisms by leveraging knowledge ofthis string, a d ifferent vulnerability than CVE

20 12- 2012- "''"W'"'" . Not
7 CVE-2011 -5063 287 Bypass _ ¥H3:?¥ None Remote Medium . Partial

01 14 02-15 ,..... ....... rnttturet1 

The HTTP Digest Access Authe ntication implementation in Apache Tomcat 5.5.x before 5.5.34, 6 .x before 6 .0.33, and ' 
does not check realm values, which might allow remote attackers to bypass intended access restrictions by leveraging th 
protection space with weaker authentication or authorization requirements, a different vulnerability than CVE-2011-118 

2012- 2012- >Mrllji:::~:: Not .
8 CVE-2011-5062 264 Bypass f?Jti'EJ'i' None Remote Low required Partial01 _14 02

_15 

The HTTP D igest Access Authentication implementation in Apache Tomcat 5.5.x before 5.5.34, 6.x before 6.0.33, and · 
does not check qop values, which might allow remote attackers to bypass intended integrity-protection requirements via 
different vulnerability than CVE-201 1-1 184. 

201'1- '?01'?- ·' .,,,.,.,........ Not 
9 .C.TI.:.'.?.Q.LL:.JJ9..Q :f.§.1 Bypass +Tnfo 08_ l J-06 UiJM:~t None R emote Low reqliired Partial31 
Certain AJP protocol connector implementations in Apache Tomcat 7.0.0 through 7.0.20, 6 .0.0 through 6.0.33, 5.5.0 thr 
possibly other versions allow remote attackers to spoofAJP requests, bypass authentication, and obtain sensitive inform 
connector to interpret a request body as a new request. 

20 11 - 2012- ,. *~::. p:: . Not .
DoS Bypass ~fff:F}~; None Local Medium . d Pama!

07
_
14 11-05. •........ ··· require 


Apache Tomcat 5.5.x before 5.5.34, 6.x before 6.0 .33, and 7.x before 7.0.19, when sendft le is enabled for the HTTP AP 
connector, does not validate certain request attributes, whjc h allows local users to bypass intended file access restriction 
service (infinite loop or JVM crash) by leveraging an untrusted web applicat ion. 

2 11 2 12 
11 CYE:.2.9..1.1..:.f 2_Q.12.Q.Q. +Tnfo ° - ° - it• None Local Medium N~t d Partial

06-29_ 11-05 ·· require 

Apache Tomcat 5.5.x before 5.5.34, 6.x before 6.0.33, and 7.x before 7.0 .17, when the MemoryUserDatabase is used, c1 
containing passwords upon encountering errors in .flvlX user creation, which allows local users to o btain sensitive inforn 
log file. 

20 12 N?l Partial12 CVE-2011-1184 264 Bypass Low 
required01-14 

The HTTP Digest Access Authentication implementat ion in Apache Tomcat 5.5.x before 5.5 .34, 6.x before 6 .0.33, and · 
does not have the expected countermeasures against replay attacks, w hich makes it easier for remote attackers to bypass 
restrictions by sniffing the network for valid requests, related to lack ofchecking of nonce (aka server nonce) and nc (ak 
client nonce count) values. 

20 11- 2012- ;: j:;,.:J· ~,,, • Not
13 CVE-2011-00 13 79 xss lfh~'i'Wt None Remote Medium . d None

02-18 l 1-05 · ·'"" "" require 

Multiple cross-site scripting (XSS) vulnerabilities in the HTML M anager Tnterface in Apache Tomcat 5.5 before 5 .5.32, 
and 7.0 before 7.0.6 allow remote .attackers to inject arbitrary web script or HTML, as demonstrated via the display-nam 

2 201214 CVE-2010-3718 Dir. Trav. 0 l l - - !rtiK'ffl® None Local H igh Not None
02-10 11-05 !l~!L, required 
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Apache Tomcat 7.0 0 through 7.0.3, 6.0 x, and 5.5x, when mnning within a SecurityManager, does not make the Servle 
read-only, which allows local web applications to read or write files outside of the iutended wodung directory, as demo1 
directory traversal attack. 

DoS 
2010 NotOverflow T.ow Partial
07-13 required

+lnfo 
Apache Tomcat 5.5.0 through 5.5.29, 6.0.0 through 6.0.27, and 7.0.0 beta does not properly handle an invalid Transfer-1 
which allows remote attackers to cause a denial of service (application outage) or obtain sensitive information via a craf 
interferes with "recycling ofa bufter." 

2010- Not p . I16 CVE-2010-1157 200 +Info ~~~;~ Bl None Remote High . arna
04-23 required 

Apache Tomcat 5.5.0 through 5.5.29 and 6.0.0 through 6.0.26 might allow remote attackers to discover the server's host 
by sending a request for a resource that requires ( l) BASIC or (2) DIGEST authenticat ion, and then reading the realm fi 
Authenticate header in the reply. 

2009 Not P . I+Priv Low . d artia11-12 reqmre 

The Windows installer for Apache Tomcat 6.0.0 thrnugh 6.0.20, 5.5.0 through 5.5.28, and possibly earlier versions uses 
password for the administrative user, which allows remote attackers to gain privileges. 

20 l 0- 2011- : i iij". !:t: • Not
18 .C.Y..E.:.2..0Q9_:ZJ_O.i 2.2. Dir. Trav. _ ~i~Ld~i None Remote Medium . d None

01 28 . - -- ··· ··· require09 06 · ··

Directory traversal vulnerability in Apache Tomcat 5 5.0 through 5.5.28 and 6.0 0 through 6.0 20 allows remote attackei 
directo1y files via directory traversal sequences in a WAR filename, as demonstrated by the ...war filename. 

2010- 2011- , .... -.:""! d' Not . J19 CVE-2009-2901 264 Bypass ~1k(3;1 :~· None Remote Me tum . d Partin
01-28 02_

17 · requlfe 

The autodeployment process in Apache Tomcat 5.5.0 through 5.5.28 and 6.0.0 through 6.0.20, when autoDeploy is enat 
fi les that remain from a failed undeploy, which might al.low remote attackers to bypass intended authentication requirem 
requests. 

20 10- 2011 - ,...,,,...,,.,d,,, . Not 
Dir. Trav. S~8:~rnr None Remote Medium . . d None01-28 09-06 "'"' "'"""" require 

Directory traversal vulnerability in Apache Tomcat 5.5.0 through 5.5.28 and 6.0.0 through 6.0.20 allows remote attackei 
ove1write arbitrary files via a .. (dot dot) in an entry in a WAR file, as demonstrated by a .I./bin/catalina.bat entry. 

200921 CVE-2009-0783 200 +lnfo - 20l l- !4~ 61~@, None Local Low Not Partial
06-05 09-06 >.J'''"''""" required 

Apache Tomcat 4.1.0 through 4.1.39, 5.5.0 through 5.5.27, and 6.0.0 through 6.0.18 pem1its web applications to replace 
for other web applications, which allows local users to re.ad or modify the (1) web.xml, (2) context.xml, or (3) tld fi les o 
applications via a crafted application that is loaded earlier than the target application. 

2009- 2011- ww:::·''"'" . Not
22 (VE:.£0~2.:07~.l 7.9. XSS . ~-oc'> . ~i:~!L~H= None Remote Medium . d: None

0 ';I 09 06 · · ·••~ - · require 

Cross-site scripting (XSS) vulnerability in jsp/cal/cal2.jsp in the calendar application in the examples web application in 
4 1.0 through 4.1.39, 5.5 0 through 5 5.27, and 6.0.0 through 6.0.18 allows remote attackers to inject arbitrary web scrip 
time parameter, related to "invalid HTML." 

2009- 2011 - '"",,.,.,__..,,, . Not 
21 f.:.Y..f.d_QQ.9_:.0.S.!tQ i.O.Q +Info ,;._ O. ff\:llFi!\iii None Remote Merlrum . d Partial v - o .. ...it.., ...., reqmre0 05 09 
Apache Tomcat 4.1 0 through 4.1 .39, 5.5.0 through 5.5.27, and 6.0.0 through 6.0.18, when FORM authentication is usec 
attackers to enumerate valid usernames via requests to /j_security_check with malformed URL encoding ofpasswords, 1 

error checking in the (1 ) MemoryRealm, (2) DataSourceRealm, and (3) JDBCRealm authentication realms, as demonstr 
value for the j_password parameter. 
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24 CVE-2009-0033 20 DoS 2009- 201l- if!@t •r1.;: N R t Low Not None
06-05 09-06 :-. t '..if"}1: one emo e required 

Apache Tomcat 4.1 0 through 4.1.39, 5.5.0 through 5.5.27, and 6.0.0 through 6.0.18, \Vhen the Java AJP connector and 1 

balancing are used, allows remote attackers to cause a denial ofservice (application outage) via a crafted request with in 
to 'temporary blocking ofconnectors that have encountered errors, as demonstrated by an error involving a malformed H 

2009- 2010- imram . Not .25 CVE-2008-55 19200 +Info _ ~a None Remote High . d Par!tal
04 09. 0 require- ::>-04 

The JK Connector (aka modjk) 1.2.0 through 1.2.26 in Apache Tomcat allows remote attackers to obtain sensitive info 
arbitrary request from an HTTP client. in oppo1tunistic circumstances involving (1) a request from a different client that 
Length header but no POST data or (2) a rapid series of requests, related to noncompliance with the AJP protocol's requ 
containing Content-Length headers. 

Dir. Trav. 2009- 2011- 't!Wli•· ·;·~· Not p . l ~!0.WW.F None Remote Low . artia
Bypass 06-16 09_06 required 

Apache Tomcat 4.1.0 through 4.1.39, 5.5.0 through 5.5.27, 6.0.0 through 6.0.18, and possibly earlier versions normalize 
before filtering the query string when using the RequestDispatcher method, wltich allows remote attackers to bypass inti 
restrictions and conduct directory traversal attacks via .. (dot dot) sequences and the WEB-lNF directory in a Request. 

2008- 2010- ••iV''"'•·w Not .27 CVE-2008-2370 22 Dir. Trav. _ ~~:%£ None Remote Low . d Partial
08 03 08- 21 r:._.....,..... require 

Apache Tomcat 4.1.0 through 4.1.37, 5.5.0 through 5.5.26, and 6.0.0 through 6.0.16, when a RequestDispatcher is used, 
normalization before removing the query string from the URI, which allows remote attackers to conduct directory traver 
arbitrary fi les via a . (dot dot) in a request parameter 

2008- 2010- ' 'W ' ,, . Not28 CVE-2008-1947 79 XSS _ _ tll'~+:rn: None Remote Medtum . d None
06 04 08-.t:. 1 ... ...,.. require 

Cross-site scripting (XSS) vulnerability in Apache Tomcat 5.5.9 through 5.5.26 and 6.0.0 through 6.0.16 allows remote 
arbitrary web script or HTML via the name parameter (aka the hostname attribute) to host-manager/html/add. 

2008- 2010- ,. <-<''" <->• • Not
29 (.Y..E.:.4.0.Q.S_ _ XSS _1 ~mwm~; None Remote MedtUm . d None:J4J.i 7.2 08-03 08-'1. . ...... .. ... require 


Cross-site scripting (XSS) vulneraibility in Apache Tomcat 4.1.0 through 4.1.37, 5.5.0 through 5.5.26, and 6.0.0 through 
attackers to inject arbitrary web script or HTML via a crafted str.ing that is used in the message argument to the 
HttpServletResponse.sendError method. 

"O rVE 2007 6286 200S- 2009- ~:pii'i N R Md' Not None 
J ' :.......:. •· ..- ...: .... ....... 02-11 12-19 ;J l?.':i:k one emote e tum required 


Apache Tomcat 5.5. I :I through 5.5.25 and 6.0.0 through 6.0.15, when the native APR connector is used, does not propel 
request to the SSL pott, which allows remote attackers to trigger handling of "a duplicate copy ofone of the recent reqw 
by using netcat to send the empty request. 

2007- "010- ,,......-.w~--- Not
31 CVE-2007-5342 264 - !fil4l-$,& None Remote Low . d Partial

12
_27 08-2 1 ....,,. ............. requll'e 


The default catalina.policy in the JULT logging component in Apache Tomcat 5.5.9 through 5.5.25 and 6.0.0 through 6.l 
certain permissions for web applications, which allows attackers to modify logging configuration options and overwrite 
demonstrated by chani:,ring the (1) level, (2) directory, and (3) prefix attributes in the org.apache.juli.FileHandler handler 

-"2008- 2011 - ~·iiii'Q]>~;~'· N Not . l32 CVE-2007-5333 200 +Info _ ···"' ..:Hf<i: one Remote Low . d Partia02 11 - require04 20 ""' ,....." 

Apache Tomcat 6.0.0 through 6.0.14, 5.5.0 through 5.5.25, and 4.LOthrough 4.1.36 does not properly handle (l) doublt 
or (2) %SC (encoded backslash) sequences in a cookie value, which might cause sensitive information such as session Tl 
remote attackers and enable session hijacking attacks. NOTE: thjs issue exhts because ofan incomplete fix for CVE-201 

7
33 CVE-2007-3386 79 XSS ~~~1 ~ ~~~~~ ~i,!~~t:,\lii: None Remote Medium re:U~:ed None 
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Cross-site scripting (XSS) vulnerability in the Host Manager Sel\Tlet for Apache Tomcat 6_0 0 to 6_0 13 and 5-5.0 to 5.5 
attackers to inject arbitrary HTl\llL and web script via crafted requests, as demonstrated using the aliases parameter to ar 

34 CY.E-_20Q.7-3J85 20Q +lnfo ~~~;~ ~~!d~ ~;:~u ::;:;: None Remote Medium re~~:ed Partial 

Apache Tomcat 6.0.0 to 6 0.13_, 5.5.0 to 5.5.24_, 5.0.0 to S.0.30_, 4. 1.0 to 4.1.36_, and 3.3 to 3.3.2 does not properly handle 
sequence in a cookie value, which might cause sensitive information such as session IDs to be leaked to remote attacker 
hijacking attacks. 

35 CVE-2007-3382 200 1 Tnfo ~~~ ~ ~~!~~ ~i,=~i~Hl=ii None Remote Medium re~i~:ed Partial 17
Apache Tomcat 6.0.0 to 6 0.13, 5.5.0 to 5.5.24, 5.0.0 to 5.0 30, 4. l.O to 4.1.36, and 3.3 to 3.3.2 treats single quotes('"") 
cookies, which might cause sensitive information such as session IDs to be leaked and allow remote attackers to conduc 
attacks. 

2007- 2011- , 'li~\(q;1: • Single 36 CVE-2007-2450 79 xss ~Mi!::::~:: None Remote Medium system None 06-14 03-07 

Multiple cross-site scripting (XSS) vulnerabilities in the (1) Manager and (2) Host Manager web applications in Apache 
through 4.0.6, 4.1.0 tlu·ough 4.1.36, 5.0.0 through 5.0.30, 5.5.0 through 5.5.24, and 6.0.0 through 6.0.13 allow remote at 
inject arbitrary web script or HT1\1L via a parameter name to manager/html/upload, and other unspecified vectors. 

,,, __" 

-------~-----·-----
Link to request: http;//servicedesk. lifelock.com:80/Work0rder.do?woMode""ViewWO&wolD=84684 

~ 
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SecurityException 
Risk Assessment Form 

Risk Rank Levels:l -49 = LOW Risk Level 50-199 = MEDIUM Risk Level >200 = HIGH Risk Level 

Risk Treatment Plan 

The Security Department wiil present the risk(s) in this RAF to the Security Advisory Group. Because this group meets monthly, RAF forms 
completed becween meecmgs w//I be routed to the SAG via ematf or an adhoc SAG meeting will be called. Use this section to document 
persons involved in the discussion, sa/ect the Agreed upon Risk Treatment Plan, and insert details in the appropriate section . 

RECOMMENDATION: 

Remediation Plan Due Date 
Encrypt data which traverses Tumbleweed 6/30/2014 
Upgrade Tumbleweed TBD (we will 

re~skonce 
~is in) 

CLASSlFICATION P•i!!~ 2 or2 
INTERNAL ('femplate) 
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UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

V. 

LifeLock, Inc., et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED ATTACHMENT 41 

TO EXPERT REPORT OF DR. ERIC B. COLE 




CONFIDENTIAL 


From: 	 Loretta Stagnitto (loretta@lorettastagnitto.com] 
Sent: 	 Monday, May 1. . · 
To : 	 ~ebbins: (b)(3):6(f),(b)(4) lifelock.com: (b)(3):6(f),(b)(4) 

~Tim Oli ... ver; 'l:::'.":"::o: (f).(b':"l'~_ _ (b)(3~)6"'l:~:::-)(4)------------------------' 

Patrick.S ereno@lifelock. com 
Cc : Loretta Stagnitto 
Subject: Final VSEM with Shared Goals and SWOT Included 
Attachments: Final VSEM with goals plus SWOT 5 ·13 ·13 ('l).ppt; Notes on VSEM & Goals 5.7: 13.docx 

Hi team - thanks for your participat ion and leadership during last week's two sessions with the Infrastructure team. 
I'm looking forward to getting back together to review the sfHi red goals work plans next week. 

Attached is the final VSl:M that includes t he goals from U.1-U.4, as well as the list of shared goals and work teams we sent 
out separately, and the combined SWOT from lhe group's feedback last week. I integrated them here so we can have a 

living document that we can continue to reference. 

I' ve also attached t he notes from the session (mostly 2"d day), that captures some of the ideas the team had to help 
build trust and communication. If you get together this week during Rich's staff and have time, you may want to review 
these and determine what you can incorporate right away. 

Thanks again and let me know if you !have any quest ions on the attached. See you next week. 

Best wishes, 

Loretta 

ASSESS. ACT. ACHIEVE. 

The "I Know" System for Personal & Team Leadership Development™ 

l(b)~)6i0 tbX4l 	 I 

LIFELOCK-0023835 
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Lifelock Infrastructure Team 
VisionStrategyExecution Metrics 

May 2013 
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2013 Lifelock Company Goals 


to-end customer experience 

- Net Promoter Score: 61% 

- Churn: 15% 

- Secure Customer Index: 88% 


Operational I 
Infrastructure Efficiency 

Create an operating model 
that will scale with revenue 
and member growth 

- Operating expense to grow as % 
of revenue growth: 67.2% 

Growth 

Grow member base and total 
revenue 

- Member base growth: 20% 
- Total revenue growth: 31.9% 

Culture 

Develop an "I make a 
difference" culture 

-Engagement I Recognition 

metric: 80% 

- Undesirable turnover 

metric: 20% 


O Lifelock· 
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Infrastructure Team Vision 


Enhance the Lifelock member experience 

and support future membership growth with 

a high-performing team that will implement 

a more reliable, secure, and scalable 

infrastructure platform by the end of 2014. 

© 2013 1-800-Ufelock Ltfelock.com **Confidential*" 3 O Lifelock. 
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Strategy - How We Will Achieve the Vision 

Technology 

Stabilize the current environment 

• High availability of infrastructure 
(always available; business unaware of 
issues) 

> 99% uptime per system 

·Functioning disaster recovery 

•Vendor supported versions of 
technology 

• Improved ability/flexibility to support 
new products quickly 

•Confidence in system to handle 
increased volume 

•Comprehensive monitoring and alerting 

•Security tools and controls that better 
protect systems and data and proactively 
detects security threats and 
vulnerabilities 

Develop a X-year strategic 
technology plan and roadmap 

•Supports short & longer term 
stabilization strategies outlined above 

•Aligns/supports company and business 
growth objectives & strategies 

Processes 
Develop business & technology 
metrics that align with company 
goals & strategies 

·Dashboard & practices for 
monitoring/refining/realig1ning 

Create key processes fQr technology 
operations 

·Functioning disaster recovery 

•Proactive to detect problems 

•Well defined/optimized change 
management 

·Well. defined/optimized onboarding & off
boarding of partners 

•Well defined/optimized request process 

•Welt defined/optimized incident 
management 

·Improved ability/flexibility to support new 
products quickly 

•Update lnfoSec Policy Manual 

•Define or improve technology security 
standards 

·Improve process for security audit log 
management and process to consistently, 
respond to security alerts and incidents. 

© 2013 1-800-Ufelock Ltfelock.com **Confidential*" 	 4 

People/Culture 
Define/build/enhance a high-performing 

workforce 

• Highly functioning teams 
:i> Minimized conflicts 
:i> More company-wide collaboration 
:l> Self-directed issues management 
;... Less micromanagement 
:l> Knowledgeable on environment 
:l> Functions are. directionally aligned 
>LT focuses on bigger issues 
• 	Fewer contractors; FTEs with right skills 
• 	Closer collaboration with engineering & business 

» More time adding functionality than firefighting 
• 	Vehicles for knowledge transfer & cross training 

of staff 
> Educated on key processes for technology 

operations 
• 	Better defined organization with workforce plan 

optimized to currenUfuture needs 

• 	Better defined application production 
support 

> Know data and apps 

»Better separation of duties 

> Security minded individuals 


Create a culture of collaboration 

• Commitment to vision & strategies 
• 	 Improved employee satisfaction 
• Improved engagemenUretention 
• 	Employee investment plans 
• 	 I Make A Difference company culture 

O Lifelock· 
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Execution - Rich's Goals 


5 

Develop a best-in-class 

end-to-end customer 

experience 


Net Promoter Score: 61 % 

Churn: 15% 

Secure Customer Index: 

88% 


Increase stability of 
systems so MS agents 
and members have a 
seamless use of 
Lifelock products 

Cisco/Wsi Integration 
Other System Changes 
as required 

© 2013 1-800-LlfeLock UfeLock.com ..Confidential"" 

Create an operating model 
that will scale with revenue 
and member growth 

Operating expense to grow 
as% of revenue growth: 
67.2% 

Increase stability to 
improve quality of 
systems deployed; 
increase efficiency in 
Engineering, QA and 
Release Management; 
reduce support needs 
from Infrastructure 

Systems Stabilization 

Growth 

Grow member 
base and total 
revenue 

Member base growt 
20% 
Total revenue growt 
31 .9% 

Increase scalability 
to enable higher 
volume of 
transactions. Enable 
seamless increases 
in systems capacity 
and eliminate 
disruption in 
service. 

Re-Architect Systems 
for Scalability 

Culture 

Develop an "I make a 

difference" culture 


EngagemenURecognWo 

metric: 80% 

Undesirable turnover 

metric: 20% 


Increase employee 
job satisfaction to 
reduce undesirable 
turnover; increase 
skill levels; improve 
teamwork 

Organizational 

Stabilization 


(I)Lifelock· 
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Network Goals - Q1 & Q2 


customer experience 

Increase stabilit y of systems so MS 
agents and members have a 
seamless use of Lifelock products. 

Cisco I Wsi Integration 
Other System Changes as Required 

Ql. Complete SIP POC to eliminate 
Cisco/Genesys integration issues. 

Ql. Implement QoS project - Phase 
1 (VoIP) 

Q2. Implement SIP on CallCenter 
phones support short-term needs 

Q2. Review CallCenter RFP 
Responses and provide feedback. 

Q2. MPLS Turn-Up for Corporate 
and 20M to Partner Cloud. 

© 2013 1-800-Ufelock Lifelock.com 

Operational I Infrastructure 
Efficiency 

Create an operating model that 
will scale with revenue and 
member growth 
Increase stability to improve quality 
of systems deployed, increase 
efficiency in Engineering, QA, and 
Release Management, & reduce 
support needs from Infrastructure. 

Systems Stabilization 

QL. Upgrade Network hardware 
and software. 

Q2. Implement New Cluster 
Landscape 

Ql. Upgrade core router. 

Q2_ Implement Monitoring Phase 1 
project (AP) 

Q2. Upgrade. WiFi@ HQ 

Q2. Pilot NAC Replacement 

Q2 ... Implement Optimization 
project. 

'Confidential*· 

Growth 

Grow member base and total 
revenue 

Increase scalabilit y to enable higher 
volume of transactions. Enable 
seamless increases in systems 
capacity and eliminate disruption in 
service. 

Re-Architect Systems for 
Scalability 

Ql. Sunnyvale Turn-Up 

Ql. Expand Irvine Office Space and 
WAN 

Q2. Provision Irvine Phones with 
Local#s/SIP 

6 

Culture 

Develop an "I make a difference" 
culture 

Increase employee job 
satisfact ion to reduce undesirable 
turnover, increase skill level, & 
improve teamwork. 

Organizational Stabilization 

Q2. Train for Route/Switch/Data 
Center for FCoE Implementation 

O Lifelock· 
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Network Goals - Q3 & Q4 
Operational I Infrastructure 

Growth Culture
Efficiency 

Create an operating model that Grow member base and total Develop an "I make a difference" 
customer experience will scale with revenue and revenue culture 

member growth 
Increase stabilit y of systems so MS Increase stability to improve quality Increase scalabilit y to enable higher Increase employee job 
agents and members have a of systems deployed, increase volume of t ransactions. Enable satisfact ion to reduce undesirable 
seamless use of Lifelock products. efficiency in Engineering,. QA, and seamless increases in systems turnover, increase skill level, & 

Release Management, & reduce capacity and eliminate disruption in improve teamwork. 
support needs from Infrastructure. service. 

Cisco I Wsi Integration 
Other System Changes as Required 

Q3. Implement QoS Phase 2 
Application Prioritization 

Q4"' Implement WiFi Phones for CC 
MOD 

Systems Stabilization 

Q3 .. Implement NAC Replacement 

Q3 . . Implement Network 
Environments project. 

Q3. Implement new VPN Solution 

Q3. Complete Single Points of 
Failure Analysis & determine next 
steps and t ime based on results. 

Q3. Define monitoring Phase 2 

Q4. Implement Monitor Phase 2 

Q4. Resolve Extranet Routing, 
Data/VoIP, LAN Best Practice. Issues 
Q4. Implement Single Points of 
Failure Phase 1 project. 

Q4. Implement Monitoring Phase 2 
project. 

Re-Architect Systems for Organizational Stabilization 
Scalability 

Q3. Expand Current HQ Network 


Q4. Implement New HQ Network 


O Lifelock· 
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Systems Goals - Q1 & Q2 

Operational/ Infrastructure 

Efficiency 
Growth Culture 

Create an operating model thatwill Grow member base and total Develop an "I make a difference" 
customer experience scale with revenue and member revenue culture 

growth 
Increase stability of systems so MS Increase stability to improve quality Increase scalability to enable higher Increase employee job 
agents and members have a of systems deployed, increase volume of transactions. Enable satisfaction to reduce undesirable 
seamless use of Life Lock products. efficiency in Engineering, QA, and seamless increases in systems turnover, increase skill level, & 

Release Management, &. reduce capacity and eliminate disruption in improve teamwork. 
support needs from Infrastructure. service. 

Other System Changes. as Required 

Ql. Implement AP Performance 
Improvement project Phases.1-3. 

Q2. Implement Exchange 2010 

Q2. Implement short-term.storage 
improvement 

Systems Stabilization 

Q2. Implement New Cluster 

Landscape project. 


Q2. Implement Systems 


Environments.project. 


Q2. Implement Automated Machine 

Bu ilds project. 


Q2 . . Implement Monitoring Phase 1 

project (AP) 


Q2. Implement Optimization 

project. 


Re-Architect Systems for 
Scalability 
Ql. Define Scalability, Redundancy, 
and Failover project & determine 
timeline. 

Q2. Implement Scalabilit y, 

Redundancy, and Failover project 
Phase 1. 

Q2. Define Scalability, Redundancy, 
and Failover project Phase 2. 

Q2. Define Disaster Recovery plan. 

Organizational Stabilization 

Q2. Implement clearly defined 
process for service request & 
incident management. 

Q2. Implement process & 

procedure.for problem ownership 
& resolution .. 

Q2. Implement clearly defined 
escalation paths. 

Q2. Cross-train team members 

O Lifelock· 
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Systems Goals - Q3 & Q4 


customer experience 

Increase stability of systems so MS 
agents and members have a 
seamless use of LifeLock products. 

Other System Changes as Require 

© 2013 1-800-Ufelock Lifelock.com 

Operational/ Infrastructure 

Efficiency 


Create an operating model thatwill 

scale with revenue and member 
growth 
Increase stability to improve quality 
of systems deployed, increase 
efficiency in Engineering, QA, and 
Release Management, & reduce 
support needs from Infrastructure. 

Systems Stabilization 

Q3. Complete Single Points of 
Failure Analysis & determine next 
steps and t ime based on results. 

Q3. Define Monitoring Phase 2. 

Q4. Implement Monitoring Phase 2 
project. 

Q4. ImplementSingle Points of 

Failure Phase 1 Project 


**Confidential*· 

Growth 

Grow member base and total 
revenue 

Increase scalability to enable, higher 
volume of transactions. Enable 
seamless increases in systems_ 
capacity and eliminate disruption in 
service. 

Re-Architect Systems for 
Scalability 
Q3. Implement Scalability, 
Redundancy, and Failover project 
Phase 2. 

Q3. Define Scalability, Redundancy, 
and Failover project Phase 3. 

Q3. Implement Disaster Recovery. 

Q4. Implement long-term storage 
improvement. 

Q4. Implement Scalability, 
Redundancy, and Failover project 
Phase3. 

9 

Culture 

Develop an "I make a difference" 
culture 

Increase_employee_job 
satisfaction to reduce undesirable 
turnover, increase. skill level, & 
improve teamwork. 

Organizational Stabilization 

Q3. Define & implement root 
cause analysis_process. 

Q3. Implement new on-call_ 
rotation to leverage 7 members in 
t he team 

O Lifelock· 
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Database Goals - Q1 & Q2 


customer experience 

Increase stability of systems so_MS 
agents and members have a 
seamless use of Life Lock products. 

Cisco I Wsi Integration 
Other System Changes as Required 
Q2. Collaborate with Windows and 
Linux Teams on. implementat ion of 
Nagios Monitoring on all Servers 
containing SQLServer or MySQL. 

© 2013 1-800-Ufelock Lifelock.com 

Operational/ Infrastructure 

Efficiency 


Create an operating model that will 

scale with revenue and member 
growth 
Increase stability to improve quality 
of systems deployed, increase 
efficiency in Engineering, QA, and 
Release Management, & reduce 
support needs from Infrastructure. 

Systems Stabilization 

Q2. Implement New Cluster 
Landscape project. 

Q2. Implement Monitoring Phase 1 
project (AP) 

Q2. _Implement Optimization 

project. 


Q2. Implement Network Client 

Encryption 


Q2. Enable DML Change ability to 
PCA 

**Confidential*· 

Growth 

Grow member base and total 
revenue 

Increase scalability to enable higher 
volume of transactions. Enable 
seamless increases in systems 
capacity and eliminate disruption in 
service. 

Re-Architect Systems for 
Scalability 
Q2. Implement Scalability, 
Redundancy, and Failover project 
Phase 1. 

Q2. Define Scalability, Redundancy, 
and Failover project Phase 2. 

10 

Culture 

Develop an "I make a difference" 
culture 

Increase employee job 
satisfaction to reduce undesirable 
turnover, increase skill level, & 

improve teamwork. 

Organizational Stabilization 

Q2. Implement clearly defined 
process for service request & 
incident management. 

Q2. Implement process & 

procedure for problem ownership 
& resolution. 

Q2. _Implement clearly defined 
escalation paths. 

Q2. Cross Train Team Members 

O Lifelock· 
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Database Goals - Q3 & Q4 

Operational/ Infrastructure 

Efficiency 
Growth Culture 

Create an operating model that will Grow member base and total Develop an "I make a difference" 
customer experience scale. with revenue and member revenue culture 

growth 
Increase stability ofsystems so MS Increase stability to improve quality Increase. scalability to enable. higher Increase employee job 
agents and members have a of systems deployed, increase volume of transactions •. Enable satisfaction to reduce undesirable 
seamless use of Life Lock products. efficiency in. Engineering, QA, and seamless increases in systems turnover, increase skill level, & 

Release Management, & reduce capacity and eliminate disruption in improve teamwork. 
support needs from Infrastructure. service. 

Cisco I W si Integration 
Other System Changes as Required 
Q3. Implement 12c Grid Control for 
Oracle Monitoring 

Q3 Implement Oracle RAC for 
Dev/QA 

Q3. Implement Oracle RAC for Stage 

Q4. Implement Oracle RAC for HA 
for Production 

Q4. Implement Oracle RAC for 
Production Standby 

© 2013 1-800-Ufelock Lifelock.com 

Systems Stabilization 

Q3. Implement Active Data Guard 
for.production standby database 

Q3. Complete Single Points of 
Failure Analysis & determine next 
steps and time based on results. 

Q4. Create/ Implement Database 
Auditing and Database Security 
Standards and Procedures, and 
Database Hardening Standards alild 
Procedures. 

Q4. Implement Single Points of 

Failure Phase 1 project. 


Q4. Implement Oracle Partitioning 

Q4. Implement Data Masking 

•confidential*· 

Re-Architect Systems.for 
Scalability 
Q3. Implement Backup Strategy to 
reduce. backup failures and promote 
better monitoring. 

Q3. Implement Scalability, 
Redundancy, and Failover project 
Phase. 2. 

Q3. Define Scalability, Redundancy, 
and Fail over project Phase 3. 

Q4. Implement Scalability, 
Redundancy, and Failover. project 
Phase3. 
Q4. Workwith Windows, Linux and 
Network. to enable Jumbo Frames 
for. increased performance to DB. 

Q4. Validate use of hyper-threading 
and work with Windows to remove 
where results are. negative to. 
expectations of industry standards 

11 

Organizat ional Stabilization 

Q3. Define & implement root 
cause analysis process. 

O Lifelock· 
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Middleware Goals - Q1 &Q2 


customer experience 

Increase stability of systems so MS 
agents and members have a 
seamless use of LifeLock products. 

Cisco I W si Integration 
Other System Changes as Required 

© 2013 1-800-Ufelock Lifelock.com 

Operational/ Infrastructure 

Efficiency 


Create an operating model. that will. 

scale with revenue and member 
growth 
Increase stability to improve quality 
of systems deployed, increase 
efficiency in Engineering, QA, and 
Release Management, & reduce 
support needs from Infrastructure. 

Systems Stabilization 

Q2. Implement Systems 
Environments project. 

Q2. Implement Automated Machine 
Builds project. 

Q2. Implement Monitoring Phase 1 
project (AP) 

Q2. Implement Optimization 
project. 

•confidentia1•· 

Growth 

Grow member base and total 
revenue 

Increase scalability to enable higher 
volume of transactions. _Enable 
seamless increases in systems 
capacity and eliminate disruption in 
service. 

Re-Architect Systems for 
Scalability 
QL Define Scalability, Redundancy, 
and Failover project & determine 
timeline. 

Q2. Implement Scalability, 
Redundancy, and Failover project 
Phase 1. 

Q2. Define Scalability, Redundancy, 
and Failover project Phase 2~ and 
analyze additional scalability_and 
uptime options for Phase. 2. 

Q2. Explore additional feature sets 
of SOA suite and work with 
engineering to see the benefits. 

12 

Culture 

Develop an "I make a difference" 
culture 

Increase employee job 
satisfaction to reduce undesirable 
turnover, increase skill level, & 

improve teamwork. 

Organizational Stabilization 

Q2. Implement better RCA and 
incident management process. 

O Lifelock· 
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Middleware Goals - Q3 & Q4 


customer experience 

Increase stability of systems so MS 
agents and members have a 
seamless use of LifeLock products. 

Cisco I Wsi Integration 
Other Syst em Chan es as Required 

© 2013 1-800-Ufelock Lifelock.com 

Operational/ Infrastructure 

Efficiency 


Creat e an operating model_ that will 

scale w ith revenue and member 
growth 
Increase stability to improve quality_ 
of systems deployed, increase 
efficiency in Engineering, QA, and 
Release Management, & reduce 
support needs from Infrastructure. 

Syst ems Stabilization 

Q3. Define Monitoring Phase 2. 

Q3._ Complete Single Points of 
Failure_Analysis & determine next 
steps. and time based on results. 

Q3. ~ement thel!?.l!2/;~, 110.3.6 
and~ll.1.1.x _project. 

Q4._ lmplemen~~~(~~rsctJ , l tor 
middleware. 

Q4. Implement Monitoring. Phase 2 
project. 
Q4. Implement Single Points of 
Failure Phase 1 project. 

•confidential•· 

Growth 

Grow member base and total 

revenue 


Increase. scalability to enable. higher 
volume of transactions. Enable 
seamless increases in systems_ 
capacity and eliminate disruption in 
service. 

Re-Architect Syst ems for 
Scalability 
Q3. Implement Scalability, 
Redundancy, and Failover project 
Phase 2. 

Q3. Define Scalability, Redundancy, 
and Failover project Phase 3. 

Q4. Implement Scalability, 
Redundancy, and Failover project 
Phase 3. 
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Culture 

Develop.an " I make a.difference" 
culture 

Increase employee_job 
satisfaction to reduce undesirable 
turnover, increase skill level, & 
improve teamwork. 

Organizat ional St abilization 

Q3. Team building including 
cross training and. clearly defined 
primary and secondary resources. 

O Lifelock· 
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APS I UTS Goals - Q1 & Q2 


customer experience 

Increase stability of systems so MS 
agents and members have a 
seamless use_of Lifelock products. 

Cisco / Wsi Integration 
Other System Changes as Required 

Q2. Hire CRM Application 
Implementation Mngr. 

Q2. Begin CRM requirements 
process to define project. 

Q2. Hire Billing Implementation 
Mngr. 

Q2. Define Billing 2.0 
implementation & timelines. 

© 2013 1-800-Ufelock Lifelock.com 

Operational I Infrastructure 
Efficiency 

Create an operating model that will 
scale with revenue and member 
growth 

Increase stability to improve quality 
of systems deployed, increase 
efficiency in Engineering, QA, and 
Release Management, & reduce 
support needs from Infrastructure. 

Systems Stabilization 

Q2. Complete the laptop refresh 
project 

Q2. Implement Monitoring Phase 1 
project (AP) 

Q2. Complete the Citrix upgrade 

Q2. Implement SCCM for windows 
patching and to automate software 
deployment to the. desktops 

°Confidentia1•· 

Growth 

Grow member base and total 
revenue 

Increase scalability to enable 
higher volume of transactions. 
Enable seamless increases in 
systems capacity and eliminate 
disruption in service. 

Re-Architect Systems for 
Scalability 

Ql. Support the Ultimate and 
Lifelock Jr._ projects by ensuring the 
required functionality updates are 
made to Right Now 

14 

Culture 

Develop an "I make a difference" 
culture 

Increase employee job 
satisfaction to reduce undesirable 
turnover, increase skill level, & 
improve teamwork. 

Organizational Stabilization 

Ql-3. Staff APS group to enable 
productivity (Ql+l, Q2+1, Q3+1) 

Q2. ServiceDesk Enhancements 
Adjust problem categories to 
include APS. 

Q2. ServiceDesk Enhancements 
Produce basic support metrics. 

Q2. Implement clearly defined 
process for service request & 
incident management. 

Q2. Implement process & 
procedure for problem ownership 
& resolution. 

Q2. Implement clearly defined 
escalation paths. 

O Lifelock· 
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APS I UTS Goals - Q3 & Q4 


customer experience 

Increase stability of systems so MS 
agents and members have a 
seamless use of Lifelock products. 

Cisco I Wsi Integration 
Other System Chan es as Required 
Q3. Define CRM project phases & 
begin Phase 1. 

Q3. Implement Billing 2.0 project 
components as defined in Q2. 

Q4. Implement CRM Phase 1 
components as defined in Q3. 

Q4._Implement Billing 2.0 
components as defined in Q2. 

© 2013 1-800-Ufelock Lifelock.com 

Operational I Infrastructure 

Efficiency 


Create an operating model that will 

scale with revenue and member 
growth 
Increase stability to improve quality 
of systems deployed, increase 
efficiency in Engineering, QA, and 
Release Management, &.reduce 
support needs from Infrastructure. 

Systems Stabilization 

Q3. Complete the Citrix expansion 
project (Member Services and 
Contact Cent_e_.r)___ _ 

Q3. Upgradel\~lln~, Ito the current 
release 

Q3._Complete Single_Points of 
Failure Analysis & determine next 
steps and t ime based on results. 
Q3. Define Monitoring Phase 2. 

Q3.. Implement a solution to 
standardize and to reduce the effort 
to_manage the MAC computers 
Q4. Implement Single Points of 
Failure Phase 1 project. 

Q4. Implement Monitoring Phase 2 
project. 
Q4. Move HQ to a new location 

°Confidentia1•· 

Growth 

Grow member base and total 
revenue 

Increase scalability to enable higher 
volume of transactions. Enable 
seamless increases in systems 
capacity and eliminate disruption in 
service. 

Re-Architect Systems for Scalabili 
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Culture 

Develop an "I make a difference" 
culture 

Increase employee job 
satisfaction to reduce undesirable 
turnover, increase skill level, & 

improve teamwork. 

Organizational Stabilization 

Ql-3._Staff APS group to enable 
productivity (Ql+l, Q2+1, Q3+1) 

Q3. Define & implement root 

cause analysis process. 


Q3. Staff APS group to enable 

Ot1ff3f.ock· 
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Security Goals - Q1 & Q2 

(b)(3) 6(f),(b)(4) 

customer experience 

Increase stability of systems so MS 
agents and members have a 
seamless use of Lifelock products. 

Other System Changes as Required 
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Security Goals - Q3 & Q4 
(b){3):6{f) ,(b)(4) 

customer experience 

Increase stability of systems so MS 
agents and members have a 
seamless use of Life Lock products. 

Other System Changes as Required 
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Q2 Shared Goals 

(b)(3):6(f),(b)(4) 
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Q2 Shared Goals 


(b)(3):6(f).(b)(4) 
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Q2 Shared Goals 

(b)(3):6(f).(b)(4) 

u 1...ifelock· 
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Execution & Metrics 


• 	 Do our execution plans directly support our vision and 
strategies? 

• 	 What are the milestones for success? 

• 	 What are our dependencies? 

• 	 How will we measure our success? 

© 2013 1-800-Ufelock Ltfelock.com **Confidential** 	 21 O Lifelock. 
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Infrastructure Team SWOT - Strengths 


D Small/agile/flexible 

D Tech competence 

D Cohesiveness 

D Adaptable 

D Action-oriented problem solving 

D Knowledge/experience 

D Drive/energy 

D Execution of tasks 

D Technology implementation 

© 2013 1-800-Ufelock Ltfelock.com **Confidential*" 

D Self awareness (i.e. this training) 

D Company resources ($) 

D Innovative thoughts 

D People 

D Substantial budget 

D Exposure to diverse technologies 

D Dedicated staff 

D Work ethic 

22 O Lifelock. 
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Infrastructure Team SWOT. - Weaknesses 


D Vacancies 


D Resource capacity 

D No cohesive documentation 

D Responsiveness (to each 
other re: emails, support) 

D Work silos (individual teams) 

D Too much tribal knowledge 

D Not well cross-train of info 
within teams 

D Lack of goals (historically) 

D Limited human resources 

D Processes/procedures 

D Lack of career growth 

D Lack of historical knowledge 

© 2013 1-800-Ufelock Lifelock.com **Confidentiat•· 

D Culture 

D Leadership 

D No cohesive vision 

D Understaffed - quantity vs. skills 

D Impulsive decision making 

D Overly aggressive projects 

D No prioritization 

D Too accommodating 

D Communication 

D Trust amongst teams 

D Too many contractors 

D Speed of deployment 

D Representation for outages 

O Lifelock· 
23 
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Infrastructure. Team SWOT - Opportunities 


D Growth (company) D Baseline met 


D Maturing D Formal prioritization 


- Environments D Corporate governance 

- Teams 
 D Cross team collaboration 

D Scalability 

D Communication


D Improve collaboration 

D Team work


D Improve goal awareness 

D New infrastructure team 


D Cross training 
(windows) 


D Document/improve 
 D Office space
procedures & standards 

D Team activities/ team building 
D Career building 


D Accountability 


D Ownership 


O Lifelock· 
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Infrastructure Team SWOT - Threats 


o 	Many large initiatives at once 

o 	Market competition 
- Could lose staff 
- Can't hire (due to current 

reputation of LifeLock) 
o Abi I ity to retain staff 

O Burn-out 

o 	Morale/buy-in 

o 	Lack of stability 

D 	 Security atmosphere - lack of 
awareness 

o 	Lack of accountability 

o 	High turnover 

© 2013 1-800-Ufelock Lifelock.com **Confidentia1•· 

o 	Lacking continuity 

o 	Collaboration/cooperation 
with other departments 

o 	Team cohesion 

o Hiring process 

D Time 

o 	Vague goals 

o 	Lack of documentation 

o 	Loss of knowledge 

o 	No formal change 
management activities 

O Lifelock· 
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CONFIDENTIAL 


From: Andy Doyle (Andy.Doyle@lifelock.com) 
Sent: Mo11day, September 30, 2013 2:45 PM 
To: Rich Stebbins 
Subject: Goals 
Attachments: Infrastructure Goals_Q3_Master OrAober Final.pplx; Goals Summary.xlsx 

Fiich 

Atti<d1"d yuu w ill find 2 fil"" 0 11" is a >µr.,a1.bl1.,.,t that hao th" liot uf """ryur1.,", t1oab. I "xtract"d 11,.,,., from 11,., d"' k yuu '""t "'"a ~uuµlt< uf Wt!t!k> a~u. Th., s"' um.I 
is the deck for tomorrow's meeting. We can review both of these at our 5:00. 

Andy Doyle 
Point B management consultants 
303.566.0707 I www.pointb.com 

LIFELOCK-0077495 
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Infrastructure 
Q3 Shared Goals Status Review 

08/28/2013 
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Objective: 
~ Update team on progress, risks, dependencies and challenges of shared I 


Cross-functional goals 


O Lifelock· 
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IJGreenbergTraurig 
CONFIDENTIAL 

Andrew G. Berg 
Tel 202.331.3181 
Fax 202.331.3101 
berga@gtlaw.com 

December 3, 2014 

Gregory Madden, Esq. 
Federal Trade Commission 
600 Pennsylvania Ave., N.W. 
Mailcode: CC-9528 
Washington, DC 20580 

Re: LifeLock. Inc. 

Dear Mr. Madden: 

This responds to your letter dated November 18, 2014 in which you made follow-up inquires to 
our previous submissions relating to LifeLock's information and data securi ty practices. We 
have set forth the requested information following the order of the requests in your letter. 
(Please note that your questions are set forth below in bold typeface). 

LifeLock Security Incidents 

On October 10, 2014, the FTC requested information on two security in cidents. 
LifeLock responded on October 22, 2014 and the FTC is requesting additional 
information on both security incidents. In addition, the FTC is requesting information 
regarding a successful penetration test attack. 

a. Phishing Emails with Credentials 

LifeLock identified a security incident where: "After investigation determined 
credential compromised for individuals who clicked on a phishing email." LIFELOCK
3173. In LifeLock's October 22, 2014 response, the following ,mn!oyees were jdentred 
as havin entered their credentials into the malicious website: (b)<

3
>

5
<f),(b)(

4
) 

(b)(6) 

For each of these employees please: 

• identify their roles and privileges, including whether any had 

administrative rights; 


• identify the applications and categories of documents and files to which 
they had access rights, and the nature of the access permitted (e.g., read
only or read-write permissions where a pplicable); 

• state whether and when they change9 their passwords in response to the 
incident; and 

• provide logs showing the behavior of their accounts from when their 
accounts were first compromised to when LifeLock closed the incident. 

GREENBERG TRAURIG, LLP • ATTORNEYS AT LAW • WWW.GTLAW.COM 
2101 L Street NW, Suite 1000 • Washington, DC 20037 •Tel 202.331.3100 • Fax 202.331.3101 
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Describe any investigation that LifeLock made into the cause of this incident at 
the time and the resuJts of any such investigation. 

(b)(3) 6(f),(b)(4) 

c. Directory TraversaJ 

3l5 
l (b)( (f),(b)( 

4l Iidentified a successful attack scenario in its 
November 13, 2012 report. LIFELOCK-0053430-37. Included in that report is an 
identification of some LifeLock employee and member information that was accessed 
during this attack. Ill at 0053435-37, Screenshots. 

Identify all LifeLock em lo ee and member information that (~)(~) 5(f), was able to 
access, and all information (b)(3) 6(f), would have been able to access, at that time. Include 
in your response an identification and explanation for each of the data fields that were 
accessible through this attack scenario. For employee information, identify the roles and 
privileges, including any administrative rights, that were accessible. 

(b)(3) 6(f),(b)(4) 

(b)(
3l:5(f),(b)(

4l lwas able to create a user with domain 

admi n rights. With domain admin rights, one has full access (or the ability to give oneself full 
access) to any Windows s stem · oined to the domain an fileshare or others stems connected to 
Active Di rectory. (b)(3):5(f),(b)(4) 

GREENBERG TRAURIG, LLP • ATTORNEYS AT LAW • WWW.GTLAW.COM 
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(b)(3)6(f),{b)(4) 
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(b)(3):6(f),(b)(4) 

Please advise whether you have any questions regarding the foregoing, and accord the foregoing 
information and enclosed materials confidential treatment under the Commission's Rules of 
Practice. 

Very truly yours, 

Andrew G. Berg 

Counsel to LifeLock, Inc. 
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CONFIDENTIAL 

LIFELOCK RESPONSE TO FTC 3/13/Jl.4 INF ORMATION REQUEST -

CONFIDENTIAL TREATMENT REQUESTED 


3. 	 Describe all claims in any advertising or marketing regarding each and every type 
of alert that will be provided to LifeLock customers. 

There are no additional claims responsive to Specification 3 beyond those that were set forth in 
LifeLock's March 31st response. 

11. 	 Describe LifeLock's internal organizational structure for its information security 
program safeguarding consumers' personal information ("personal information" as 
defined in the Stipulated Order) from October 2012 to present. Include within your 
description the date of any changes to the internal organizational structure. 

Copies of LifeLock's organizational charts are attached at Annex 11. In general, a new version 
of the organization charts were created within thirty (30) days of an organizational change 
which, in general, resulted in a new organizational chart issued on a monthly basis. In addition, 
title changes and dates associated with promotions or formal job transitions are noted in the table 
provided in response to Specification 15 below. 

12. 	 For the period October 2012 to present, describe the responsibilities and functions 
of each of the following groups identified on Attachment B, lnfoSec Organization 
table: 

a. 	 Governance, Risk, Compliance 

b. 	 Security Operations 

c. 	 Security Technology 

(b)(3):6(f),(b)(4) 

PHX 331092598v1 
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(b)(3):6(f),(b)(4) 

13. 	 For the period October 2012 to present, identify each of the groups in Specification 
No. 12.a-c, whose responsibilities and functions are related to LifeLock's 
information security program safeguarding consumers' personal information. For 
each group identified, describe how those responsibilities and functions relate to 
safeguarding consumers' personal information. 

(b)(3) 6(f),(b)(4) 

PHX331092598v1 
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(b)(3) 6(f),(b)(4) 

14. Identify all current or past employees, from October 2012 to present, whose job 
function is, or was, related to LifeLock's information security program for 
safeguarding consumers' personal information. 

(b)(3) 6(f),(b)(4) 

15. For each employee identified in response to Specification No. 14, provide: 

a. their job title(s) during the period October 2012 to present; 

PHX 331092598v1 
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CONFIDENTIAL 

b. 	 the beginning and ending date for each job they held; 

c. 	 where in the InfoSec Organization structure ea.ch job was located; and 

d. 	 the functions related to LifeLock's information security program 
safeguarding consumers1 personal information for each job. 

(b)(3):o(f),(b)(4) 

PHX 331092598v1 
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(b)(3):6(f),(b)(4) 

16. 	 For each job title for each employee identified in response to Specification No. 15.a, 
estimate the percentage of their time spent on job responsibilities involving 
information security management safeguarding consumers' personal information 
for each of the periods of time identified in Specification No. 15.b. 

See the table below: 

(b)(3):6(f),(b)(4) 
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(b)(3)6(f),(0)(4) 

17. Identify all current or past employees, from October 2012 to present, whose primary 
job responsibility is, or was, rela ted to LifeLock's information security program 
safeguarding consumers' personal information. 

18. 	 Identify and describe any internal or external information security risk assessments, 
draft or final, related to LifeLock's information security management safeguarding 
consumers' personal information conducted since October 2012 to present. Please 
include any assessments of: 

a. 	 Employee training and management; 

b. 	 Information systems; 

c. 	 Prevention or detection ofattacks, intrusions, or other systems failures, 
including vulnerability testing, auditing, monitoring, event logging, 
awareness education, incident management; and 

d. 	 Responses to attacks, intrusions, or other systems failures. 

(b)(3):6(f),(b)(4) 

PHX 331092598V1 
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(b)(3) 6(f),(b)(4) 

19. 	 Describe LifeLock's continuous monitoring activity for its information security 
program safeguarding consumers ' personal information from October 2012 to the 
present. 

(b)(3)6(f),(b)(4) 

20. 	 Describe LifeLock's detection processes for its information security program 
safeguarding consumers' personal information from October 2012 to the present. 

See response to Specification 19 above. 

PHX 331092598v1 
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21. 	 Identify and describe any attacks, intrusions, systems failures, or anomalous activity 
detection rela ted to LifeLock's information security program safeguarding 
consumers' personal information from October 2012 to present. 

(b)(3):6(f),(b)(4) 

22. 	 Identify and describe any security breaches or incidents related to LifeLock's 
information security program safeguarding customers' personal information from 
October 2012 to present. 

(b)(3) 6(f),(b)(4) 

23. 	 Describe any actions LifeLock undertook in response to any security breaches or 
incidents identified in response to Specification Nos. 21 and 22. 

The table below summarizes the actions LifeLock undertook in response to the security incidents 
identified in LifeLock's response to Specification 22. 

PHX331092598v1 
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(b)(3):6(f).(b)(4) 

27. 	 Produce the resumes or qualifications for each of the individuals identified in 
response to Specification No. 14. 

Responsive documents are set forth in Annex 27. 

28. 	 Produce the job descriptions for each of the jobs identified in response to 
Specification No. 15, for the time period from October 2012 to the present. 

Responsive documents are set forth in Annex 28. Certain positions may not have job 
descriptions available, such as: ChiefLegal Officer and General Counsel (Lemon (a temporary 
position related to a prior acquisition which position has since been eliminated)). 

31. To the extent not previously produced in response to the above document Request 
Specifications, produce all documentation supporting the information you have provided in 
response to Specification Nos. 10-24. 

Responsive documents are set forth in Annex 3 1. 

PHX 331092598v1 
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PCI DSS Compliance: More Carrot and Less Stick? I The State of Security 

THE STATE OF SECURITY --
News Trends Insights. 

HOME » IT SECURITY AND DATA PROTECTION » PCI DSS Compliance: More Carrot and Less Stick? 

PCI DSS Compliance: More Carrot 
and Less Stick? 
Ii CINDY VALLADARES 

MAY 17, 2011 I RISK-BASED SECURITY FOR EXECUTIVES 

Or a less sexy title:. does compliance with mandates such as Payment Card Industry Data Security 
Standard (PCI DSS) help reduce risks for organizations (the carrot) even though it's costly and the 
consequences of non-compliance even costlier (the stick)? 

The best politically-correct answer is: it depends on who you are and what your approach to 
compliance is. 

Verizon's 2011 Data Breach 
One ofthe lingering questions from our discussions around PC/ in this report Investigations Report points out 
is always that ofrelevancy. It's all well and good to validate compliance with that PCI DSS compliance is having 

the PC/ DSS, but does it actually help reduce risk? Insofar as that trans/ares some positive risk reduction results 
to a sincere security program-one that seeks to maintain validation on an for organizations, as long as 

ongoing basis- the data strongly suggests the answer is "yes." compliance is treated as a 
continuous process, not a one-

The State of Security Newsletter + 
It is important to clarify thi t I • I t • • • 

continuous process of adhering to the regulatory standard," and 
FTC-0002852 
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Flgure42. PCI OSS compliance status based 
on last official audit (or self-assessment)' "validation ... is a point-in-time event ... that attempts to 

measure and describe the level of adherence to the standard." 

In other words, validation f:. compliance; compliance f:. security; 
thus validation f:. security. But even validation, as minimalistic to 
security as it may seem, does show some positive results. 

What this graph in the DBIR shows us is that most organizations 
(89%) that have been breached, were not compliant with PCI 
DSS at the time of the breach. They might have passed an audit, 

• Verl:a;mcaseload only but were not compliant with the standard when the breach 
happened. 

To fully understand these findings, I strongly encourage you to 
read the entire report. 

So which organizations benefit most from being compliant 
with the PCI DSS? In a recent conversation with Mike 

IDahn, he shared the idea that compliance validation only High 
helps organizations that have high security and low Security 
maturity (defined as not having documented policies or Low
procedures) - those in group 1 in. this chart- . and those 
organizations that have. low security and high maturity, Maturity 
those in. group 2 of this graph. 

Group 3 is a lost cause - they will never care about Low 3 

compliance or security. Group 4 is the creme de la creme. Security 
These organizations go a step beyond and manage risk Low
(not only security) and see compliance as a nuisance to 
implementing best practices. Maturity 

A full review of Mike Dahn's thoughts on this topics can be 
found on his recent blogpost. 

High 4 

Security 

High 


Maturity 


Low 2 

Security 

High 


Maturity 


So what does constitute "best in class" in security and risk management? If you haven't read Josh 
Corman's thoughts on this topic, you should. Most of his antipathy towards compliance is because he 
believes compliance punishes the visionary and elite practitioner who cares deeply about managing 
risk. He recently published what I call "Corman's hierarchy of security needs". 

His proposition is that the 
"compliance is. good enough" 
approach has. proven to be 
insufficient and. very risky. And. in 
his pyramid he describes a way 
organization can do better security. 

First, you need to build a 
defensible infrastructure. As in the 

FTC-0002853 
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Survival Guide/Pyramid 

story of the three little pigs, do you 
want to build. a house made of hay 
or a brick house? 

Secondly, you have to instill some 
operational discipline. He refers to 
the work of Gene Kim on studying 
high-performing organizations. 

thc@ group 

The next step is to build some 
situational awareness: the. ability to 

detect threats/risks sooner, understand the impact on the business, and be able to react faster. 

Lastly and only then, utilize some countermeasures. I'm not giving this enough justice and I'm not as 
entertaining in a blogpost as Mr. Corman is in person, so see for yourself in this recorded version of 
his PechaKucha talk during RSA. 

I hope this blogpost provides you with some guidance· and resources wherever you are in your 
compliance, security and risk management journey. 

Hasta pronto! 

@cindyv 

CATEGORIES IT Security and Data Protection , Regulatory Compliance, PCI, Regulatory Compliance, Risk-Based Security 

for Executives, Risk Management, Risk-Based Security for Executives 

TAGS IT Security, IT Security and Data Protection , PCI , PCI DSS, Regulatory Compliance, _IT Compliance 
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WI LL THE REAL 

FIM Shady please stand up? 


Don't settle for a wannabe. 
TRIPWIRE-The undisputed leader in 
File Integrity Monitoring for 20 years. 
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PCI compliance: What it is and why it 
matters (Q&A) 
Bob Russo, general manager of the PCI Security Standards Council, explains what his organization is doing to keep 
payment card data out of the hands of criminal hackers. 

by Elinor Mills 'fl @elinormills I February 8 , 2010 4:00 AM PST 
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compliant." But you probably don't know what it t matters (Q&A) 
means. Security I• 
The term is heard more and more frequently 
these days as data breaches at merchants like 
TJX, parent of T JMaxx, and payment processors 
Heartland Payment Systems and 
RBS WorldPay land millions of card records in 
the hands of hackers. Criminals are using the 
data to make purchases and withdraw money 
from accounts of unsuspecting victims who did 
nothing wrong; they just owned a card. 

It's a huge and growing problem. More than 80 
percent of data stolen in breaches is payment 
card data, according to the 2009 Verizon 
Business Data Breach Report. 

CNET asked Bob Russo, general manager of the 
PCI Security Standards Council , to explain 
what is. being done to keep criminals. from 

accessing consumer payment card data. 

Q: So, what does the PCI Security Standards 
Council do? 

2 
Inside Comic-Con 2015: Drowning 
in fandom at the vortex of pop 
culture 
Tech Culture I 

3 
How consumers can fight back 
against big wireless 
Mobile I 

4 
T-Mobile hints at 'big, bold' plan 
this week 
Mobile I 

5 
Comcast to launch $15-per-month 
streaming TV for cord cutters 
Internet I 

Bob Russo, general manager of the PCI 
Security Standards Council. 

PCI Secunty Standards Council 

Russo: The council was formed in September 2006 by the five major credit card brands, Visa, 
MasterCard, American Express, Discover, and JCB [Japanese Credit Bureau). It was formed 
because each one of the brands has their own compliance programs and they still do, but they all 
use this standard as the foundation for their programs. There was a time when you could pick up the 
phone and call one brand and ask a security question and get one answer and call another brand 
and ask the same question and get a different answer. They all now use tlhese standards that we 
manage as the. foundation for those compliance questions. 

What is the standard exactly? 
Russo: It's the PCI, which stands for Payment Card Industry, data security standard. It's a set of 12 
specific requirements that cover six different goals. It's very prescriptive. It says not only that you 
need to be secure but it tells you how to become secure_ It's more about security than compliance. 
The goals are things like build and maintain a secure network, protect card holder data and regularly 
monitor and test the networks_That's the main standard. We manage three different standards. The 
first one covers everything from the physical security to logical security_ 

b11p://www.cne1.com/11ewslpci-compliance-what-it- is-and-wh)'-iL-mat1ers-q-a/L7/l3/2015 9 :28:00 PMl 
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The second standard is PADSS, Payment Application Data Security Standard. These are for 
payment applications a merchant would buy off the. shelf. For example, if you went to a restaurant 
and you ordered your meal and the waiter used a touch-screen terminal, that puts the order in the 

kitchen and it's tied. to an ordering database. The application also takes the credit card at the end of 
the meal. We make sure these applications aren't storing prohibitive data, such as data on the 
magnetic strip on the card. If they stored that data and someone got a hold of it then they would be 
able to clone credit cards. There are literally thousands of applications out there and when it's 
compliant with the standard it gets listed on our Web site. 

The last piece we manage is called PTS, PIN Transaction System.
"We have seen no Anytime you enter a PIN number, for example, this standard would take 
evidence that if effect. It looks at those PIN entry devices so when you go to a large 
someone were department store and you buy something and you use a debit card. they'll 

compliant that they hand you a PIN pad and you key in your number. We certify those 
devices as well as unattended payment terminals, such as those used atwould have been 
gas station [islands], ticket kiosks, and transit systems, like the Boston breached. The 
underground. 

standard is 
working. You only There have been a number of big data breaches lately. Were the 

read about the one companies PCI compliant or not in those cases? 
Russo: It's been our experience that none of the breaches that occurred or two or four big 
have been compliant at the time of the breach. Becoming compliant with breaches that 
the standard is pretty much a snapshot in time. An assessment company 

happen. You don't would come in and go through all those requirements and check that this 
hear about the stuff is in place. If everything is in place they issue a report on 
thousands of compliance. It is then your responsibility as a merchant to maintain that 

compliance. If there are new patches to come out for the operating merchants who 
system you have to install those. One piece we ask for is that you turn aren't getting 
the logging on. Forensics find all the information in the logs so we insist 

breached because 
you turn the logging on. Except, if nobody ever looks at these logs and 

they are they're sending out alerts, what good is it? It's up to the merchant to 
compliant." make sure they stay in compliance and that they are secure. For each of 

--Bob Russo, general those [big public] breaches credit card companies looked at the logs [and 
manager, PCI Security found] that none of them was compliant at the time of the breach. 

Standards Council 

But I thought Heartland executives said they were compliant. 
Russo: They had that piece_of paper that said_ they_ were compliant but they_weren't. What happened 
at Heartland was a SQL injection attack [in which an attacker injects commands to a back end 
database using input fields on a Web site]. That's an old exploit and there are myriad ways to 
prevent that outlined in the standards. As it turns out they were not complaint at the time of the 
breach. [Heartland CEO Robert Carr eventually disclosed that the assessors had incorrectly 
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informed the company that it was PCI compliant.] 

But even if the merchant is PCI compliant that doesn't necessarily mean the shop is secure, 
right? 
Russo: Exactly. That's. why we. say it's about security. not compliance. 

If that's the case, shouldn't the standard be improved so it is more effective? 
Russo: That wasn't the case here. We have seen no evidence that if someone were compliant that 
they would have been breached. The standard is working. You only read about the one or two or 
four big breaches that happen. You don't hear about the thousands of merchants who aren't getting 
breached because they are compliant. 

If a merchant is found to be not PCI compliant, what are the consequences? 
Russo: Ninety percent of consumers don't understand the difference between credit card fraud and 
identity theft. If they hear that their credit card has been stolen, like at Heartland or TJX, many of 
them believe their identity is at risk. If that's the case many of your customers won't shop with you 
anymore because they are afraid you are not protecting their data and someone is going to steal 
their identity. That's the worst thing that can happen. The biggest problem would be if your 
customers walk away. There are reputational damages they have to deal with , which nine times out 
of 10 cannot be measured in terms of dollars. 

There are also fines levied by card brands. There are lawsuits coming out of the woodwork when 
something like this happens, like shareholder lawsuits and class action customer lawsuits. They are 
paying to issuing banks for reissuing cards. And the government might now get involved. They're 
looking to find if stolen credit card information is being used to finance terrorism. You've got myriad 
people on your back if you suffer a breach. You may have FTC involved, and they require 20 years 
of audits. Every other year you would have to go through a complete audit It's very expensive to 
suffer a breach. It's much better to be compliant and secure and not have to worry about this. 

How much are the fines? 
Russo: The brands set those; we're not responsible for the fines. We just set the standards and they 
are enforced by the brands and the federal agencies. 

What part of the standard is mandatory and what is voluntary? 
Russo: It's all mandatory. Nothing is voluntary. The rule is if you store, process, or transmit credit 
card data you must be compliant with the PCI standards. And that's a global rule. 

What can consumers do to protect themselves? 
"Consumers need Russo: Consumers need to take a little bit of responsibility now. You can 
to. take. a little bit ofwatch your credit card activity online. I can watch all my credit cards 

online to see what I'm spending, and what my wife and my kids are responsibility now. 
spending. You really should be monitoring your credit card statements. If You can watch 
you have to, do it when the statement comes in the mail. If you do it 
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your credit card 
online you can do it more often and set up alerts via email. Consumers activity online. I 
by and large don't have a lot of liability when it comes to credit cards. A 

can watch all my lot of credit cards are zero-liability. You just call the company and say 
credit cards online this was not my charge and they won't hold you responsible for it. 
to see what I'm 

Debit cards are treated differently than credit cards, right? spending, and what 
Russo: Debit cards are somewhat different. With a debit card you're my wife and my 
actually using your own money coming out of your own checking 

kids are spending. account. The liability will vary depending on the card and the bank. 
You really should 

What are the biggest challenges for the industry? be monitoring your 
Russo: Education is a big issue. Some of the smaller merchants that just credit card 
come into the business don't really know what their responsibilities are statements." 
with regard to handling. credit cards. 

--Bob Russo, general 
manager, PCI SecurityWhy do entire databases continue to get stolen? 

Standards Council 
Russo: All the information is contained in the logs so alerts are being set 
off to let you know something is going on, and if. you're not looking at the logs on a regular basis 
somebody could be in there for weeks or even months stealing this data and you're not aware of it. 
There was a big merchant that got breached but they caught it immediately in their logs and they 
only lost four or five credit cards. So they did suffer a breach, but it was contained to only a few 

cards. 

Is that the biggest problem? Ignoring the logs? 
Russo: That's one of the things they're doing. In one case mentioned earlier if they were complaint 
there would have been no way for somebody to get in and get that data. 

So it's a matter of failing to follow standard security policies? 
Russo: Yes. They're not following basic security practices. 

With the rise of credit card attacks being harvested via browsers, will PCI ever get into the 
business of certifying that the browser is secure? If you can certify what it takes to secure a 
Web site, why not the browser? 
Russo: We're concerned about where credit card data is being collected and stored, not so much 
how you can get to see it. My browser does not need to be secure; the server holding the data does 
[for PCI compliance purposes]. 

If someone suspects a vendor is violating PCI requirements, how can that be reported? 
Russo: Consumers can call the toll-free number on the back of their credit card. 

What is your ultimate take-away message for readers? 
FTC-0002865 

Russo: Ultimately they need to make sure the merchants they're dealing w ith are PCI compliant. And 
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if you're a merchant you really have to be careful because consumers are getting smarter and 

smarter and if they find out you are not protecting their data, credit card data or personal data, 
they're going to walk away. And that's going to be the downfall of your business. 
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CONFIDENTIAL 


From: Austin Appel [Austin.Appel@lifelock.com] 

Sent: Mo11day, March 25, 2013 11:47 AM 

To: David Br~ 

Subject: RE: Add~systems IOHb)(3):6tl 


Ok. These scans have been created and are currently scheduled to be run on April 4'h. 

Thanks, 

Austin Appel 

Information SecuritY. /\nal st Lifclock® - Relentlessly Prot~ting Your Identity™ 

O: 480.457.2061 I (b)(6),(b)(7)(C) 
.;.Y~!lo...MP~J.@IJt~L............ 

60 C. Rio Salado Parkway, Suite 400, Tempe, AZ 85281 

From: David Bridgman 
Sent: Monday, March 25, 2013 11:23 AM 
To: Austin Appel 
Subject: Re: Add~systems to~ 

We are going to have to say YES. However, I'm not prepared to declare that to the Auditor. We need to scan and validate firewalls plus other controls. 

David Bridgman, CISSP 

Sr. Information Security Engineer ILifeLock® - Relentlessly Protecting Your Identity™ 

480.457.2029 Office I (b)(B),(b)(?) Cell 

David.Bridgman@lifelock.com 

60 E. Rio Salado Parkway, Suite 400, Tempe, AZ 85281 

LIFELOCK-0024609 

mailto:David.Bridgman@lifelock.com
mailto:8Q~~_l@Jlt~J.Q
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From: Austin Appel <Austin.Appel@lifelock.com> 

Date: Monday, March 25, 2013 11:15 AM 

To: David Bridgman <david.bridgman@lifelock.com> 


Subject : RE: Add~systems to l(b)(3):6(I 

OK. So, to be clear, those VLANs should be considered PCI VLANs now·1 

From: David Bridgman 

Sent: Monday, March 25, 2013 11:13 AM 

To: Austin Appel 

Subject: Re: Add~svstems to l\~,l\;~ ~ I 

It's for going forward. There is Credit card data stored on those systems. Let go ahead and create scans for each VLAN [i•ilj1jE..1.[iliGl[j1•••••This way we know 

what other hosts are on the networl< and can make sure they are all being patched In case one host get compromised within that VLAN. 


David Bridgman, CISSP 

Sr. Information Security Engineer ILifeLock® ·Relentless ly Protecting Your Identity™ 

480.457.2029 Office I (~(5).(b)(?) ell 

David .Bridgman@lifelock.com 

60 E. Rio Salado Parkway, Suite 400, Tempe, AZ 85281 

From: Austin Appel <Austin.Appel@lifelock.com> 

Date: Monday, March 25, 2013 11:02 AM 


To: David Bridgman <daY.[Q,QrjQg_[lan lifelo~~:~> 


Subject: RE: Add E§[Jsvstems t (b)(3):6 


Is this for a single scan or to be folded into the typical VRR process? 

r)(3) 6(Q,~){4) 

Thanks, 

2 

LIFELOCK-0024610 
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CONFIDENTIAL 

Austin Appel 

1ntormat1on Security An, 1vs11 Uf, g}!T - Relentlessly Protect ing Your Identity™ 

O: 460.457.2061 I M· (b)(6),(b (7 ( 
Austin.Aepel@l1teloc1<.com 
60 E. Rio Salado Parkway, Sutte 400, Tempe, AZ 85281 

From: David Bridgman 
Sent: Monday, March 25, 2013 10:51 AM 
To: Austin Ap~ 
Subject: Add~ystems to~ 

David Brid gman, CISSP 
Sr. Information Secur' 1 A ·rel ock®- Relentlessly Protecting Your Identity™ 
480.457.2029 Office I (b)(6).(b)(7)(C) ell 

Q.<i!.Y.i.9.J.!ri9gman.@)jJ~!.9.~....&Q!!l 
60 E. Rio Salado Parkway, Suite 400, Tempe, AZ 85281 
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CONFIDENTIAL 


()Lifelock~ 

Date: 01/30/13 

Security Department Goals 2013 

• 	 Update Lifelock's Security Posture and priorit ize department activit ies by Ql 2013 

• 	 Update Security Department's Road map by Ql 2013 

• 	 Ensure the organization is PCI compliant by the end of Q2 2013 

• 	 Improve network forensics capabilit ies by implementing an enterprise network forensic system 

in U.L LOB. 

• 	 In-source (from Internal audi t) third party management and user access reviews in Q2 2013 

• 	 Mature third party management program in Q2 2013 
• 	 r )(3):6(f).(b)(4) 

• 	 Update and mature security incident procedures in Q2 2013; ensure the business understands 

the risk of t he level of preparedness it chooses 

• 	 Mature compliance program to embed compliance into operational business activities by Q3 

2013 

• 	 Improve employee awareness and education around email vulnerabil ities by performing 

quarterly awareness tests beginning in Q3 2013. 

• 	 Perform hieh level assessment of business cont inuity plan in Q3 2013 

• 	 Update secur ity documentation to reflect actual pract ices organization-wide by Q4 2013 

• 	 Develop high level security audit program in Q4 2013 to be implemented formally in 2014 

• 	 Improve monitoring o f database logs by implementing an enterprise database logging sollltion 

by 04 2013 

• 	 Improve operational efficiency by creating and maintaining procedures on log management, file 

integrity monitoring, intrusion prevention systems and desktop forensics systems by 04 2013. 

• 	 Improve developer security education and awareness around coding in web and mobile based 

appl ications t hrough training in 2013. 

• 	 Improve education in security threats and trends by attending security conferences and 


t rainings in 2013. 


David Bridgman Quarte rly Goals 

• 	 Implement the network forensic system purchased in 2012 by the end of Ql . 

• 	 Conduct developer security t raining around mobile applicat ion on 105, Android and 

Microsoft phones by the end of Ql. 

• 	 Create procedures for log management and file integr ity monitoring by the end of Ql. 

• 	 Attend security-training conference by the end of Ql. 
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• 	 Ensure the organizations success in PCI compliance by the end of Q2. 

• 	 Conduct a PCI postmortem exercise by the end of Q2. 

• 	 Evaluate and select an enterprise database monitoring solution by the end of Q2. 

• 	 Conduct a security assessment and penetration test of the mobile application by the end of 

Q2. 

• 	 Create procedures for intrusion prevention systems by the end of Q2. 

• 	 Conduct and evaluation of th~(b)(3):6(f),(b)(4} Iby the end of Q3. 

• 	 Evaluate and select a network access control solution replacement by t he end of Q3. 

• 	 Conduct developer application security training by the end of Q3. 

• 	 Implement URL fi ltering withinj\~/\~/6(1), lbv the end of Q3. 

• 	 Create procedures for desktop forensics by the end of Q3. 

• 	 Conduct a penetration t est of internal and external networks by t he end of Q4. 

• 	 Conduct Employee security awareness training by the end of Q4. 

• 	 Implement an enterprise database monitoring solution by the end of Q4. 

Austin Appel's Quarterly Goals 

• 	 l(b)(3)6(f),(b)(4) 

• 	 Create a new system for malware analysis to provide better flexibility and capability than 

the old laptop solution 
• 	 r )(3):6(f).(b)(4) 

• 	 Implement a process for scanning for open (improper permissions) Windows shares 

• 	 Conduct password assessment of~ 
• 	 Develop user educotion ond troining progrom to ougment emoil phishlng ossessments 

• 	 Create materials for application security training for developers 

• 	 (b)(3):6 f),( (4) 

• 	 Become fluent in the use o (b)(3):6(f),(b)(4) 
...._~~~~~~~~~~~-

• 	 Attend security training conference(s) 
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• 	 Implement a process for scanning shares (such as depart mental_shares, etc.) for sensitive 

inforn1ation 

• 	 Implement a solution for local workstation administrative accounts 

• 	 Investigate and test contactless credit card reading/cloning (useful for marketing/demos) 

Anne-Marie Olson's Quarterly Goals 

• 	 Update Lifelock's Security Posture and prioritize department activities by Ql 2013 

• 	 Update Security Department's Road map by Ql 2013 

• 	 Ensure the organization Is PCI compliant by the end of Q2 2013 

• 	 In-source (from In ternal audit) third party management and user access reviews in Q2 2013 

• 	 Mature third party management program in Q2 2013 

• 	 Mature compliance program to embed compliance into operat ional business act ivit ies by Q3 

2013 

• 	 Improve employee awareness and education around emai l vulnerabilit ies by performing 

quarterly <lwareness tests beginning in Q3 2013. 

• 	 Review and update content of security awareness training 

• 	 Attend CISM training Sept ember 2-9 in San Diego, CA (SecureN inja) 

• 	 Attend Annual ISSA International Conference in Nashville, TN Ot'tober 8-10 

• 	 Test for CISM certification December 14 

• 	 Update security documentation to reflect actual practices organization-wide by Q4 2013 

• 	 Develop high level security audit program in Q4 2013 to be implemented formally in 2014 
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Adobe Security Bulletin 

Security updates available for Adobe Flash Player 

Release. date: April 28, 2014 

Vulnerability identifier: APSB 14-13 

Priority: See table below 

CVE number: CVE-2014-0515 

Platform: All Platforms 

Summary 

Adobe has released security updates for Adobe Flash Player 13.0.0.182 and earlier versions 
for Windows, Adobe Flash Player 13.0.0.201 and earlier versions for Macintosh and Adobe 
Flash Player 11 .2.202.350 and earlier versions for Linux. These updates address vulnerabilities 
that could potentially allow an attacker to take control of the affected system. 

Adobe is aware of reports that an exploit for CVE-2014-0515 exists in the wild, and is being 
used to target Flash Player users on the Windows platform. Adobe recommends users update 
their product installations to the latest versions: 

• Users of Adobe Flash Player 13.0.0.182 and earlier versions for Windows should update to 
Adobe Flash Player 13.0.0.206. 

• Users of Adobe Flash Player 13.0.0.201 and earlier versions for Macintosh should update 
to Adobe Flash Player 13.0.0.206. 

• Users of Adobe Flash Player 11.2.202.350 and earlier versions for Linux should update to 

Adobe Flash Player 11.2.202.356. 

• Adobe Flash Player 13.0.0.182 installed with Google Chrome will automatically be updated 

to the latest Google Chrome version, which will include Adobe Flash Player 13.0.0.206 for 

Windows. Macintosh and Linux. 

• Adobe Flash Player 13.0.0. 182 installed with Internet Explorer 10 will automatically be 


updated to the latest Internet Explorer 10 version, which will include Adobe Flash Player 


13.0.0.206 for Windows 8.0. 

• Adobe Flash Player 13.0.0. 182 installed with Internet Explorer 11 will automatically be 

updated to the latest Internet Explorer 11 version, which will include Adobe Flash Player 


13.0.0.206 for Windows 8.1. 

Affected software versions 

• Adobe Flash Player 13.0.0.182 and earlier versions for Windows 

• Adobe Flash Player 13.0.0.201 and earlier versions for Macintosh 

• Adobe Flash Player 11.2.202.350 and earlier versions for Linux 

FTC-0002088 
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To verify the version of Adobe Flash Player installed on your system, access the About Flash 
Player page, or right-click on content running in Flash Player and select "About Adobe (or 
Macromedia) Flash Player" from the menu. If you use multiple browsers, perform the check for 
each browser you have installed on your system. 

Solution 

Adobe recommends users update their software installations by following the instructions 
below: 

• Adobe recommends users of Adobe Flash Player 13.0.0.182 and earlier versions for 
Windows update to the newest version 13.0.0.206 by downloading it from the Adobe Flash 

Player Download Center, or via the update mechanism within the product when prompted. 

• Adobe recommends users of Adobe Flash Player 13.0.0.201 and earlier versions for 
Macintosh update to the newest version 13.0.0.206 by downloading it from the Adobe Flash 

Player Download Center, or via the update mechanism within the product when prompted. 

• Adobe recommends users of Adobe Flash Player 11 .2.202.350 and earlier versions for 

Linux update to Adobe Flash Player 11.2.202.356 by downloading it from the Adobe Flash 

Player Download Center. 

• For users of Flash Player 11.7.700.275 and earlier versions for Windows and Macintosh, 

who cannot update to Flash Player 13.0.0.206, Adobe has made available the update Flash 
Player 11.7.700.279*, which can be downloaded here. 

• Adobe Flash Player 13.0.0.182 installed with Google Chrome will automatically be updated 

to the latest Google Chrome version, which will include Adobe Flash Player 13.0.0.206 for 

Windows, Macintosh and Linux. 

• Adobe Flash Player 13.0.0.182 installed with Internet Explorer 10 will automatically be 

updated to the latest Internet Explorer 10 version, which will include Adobe Flash Player 

13.0.0.206 for Windows 8.0. 

• Adobe Flash Player 13.0.0.182 installed with Internet Explorer 11 will automatically be 

updated to the latest Internet Explorer 11 version, which will include Adobe Flash Player 

13.0.0.206 for Windows 8 .1. 

• Beginning May 13, 2014, Adobe Flash Player 13 for Mac and Windows will replace version 
11 .7 as the extended support version. Adobe recommends users upgrade to version 13 to 
continue to receive security updates. See this blog post for further details 
http://blogs.adobe.com/flashplayer/2014/03/upcoming-changes-to-flash-players-extended
support-release.html 

Priority and severity ratings 

Adobe categorizes these updates with the following priority ratings and recommends users 
update their installation to the newest version: 

Product Updated version Platform Priority rating 

Adobe Flash Player 13.0.0.206 
Windows and 
Macintosh 

13.0.0.206 
Internet Explorer 10 for 
Windows 8.0 

13.0.0.206 
Internet Explorer 11 for 
Windows 8.1 
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13.0.0.206 Chrome for Windows, 
Macintosh and Linux 
Windows and 

11 .7.700.279 
Macintosh 

11.2.202.356 Linux 3 

These. updates address a critical vulnerability in the software. 

Details 

Adobe has released security updates for Adobe Flash Player 13.0.0.182 and earlier versions 
for Windows, 13.0.0.201 and earlier versions for Macintosh and Adobe Flash Player 
11 .2.202.350 and earlier versions for Linux. These updates address vulnerabilities that could 
potentially allow an attacker to take control of the affected system. Adobe recommends users 
update their product installations.to. the latest versions: 

• Users of Adobe Flash Player 13.0.0. 182 and earlier versions for Windows should update to 

Adobe Flash Player 13.0.0.206. 

• Users. of Adobe Flash. Player 13.0.0.201 and earlier versions. for Macintosh should update 

to Adobe Flash Player 13.0.0.206. 

• Users of Adobe. Flash Player 11.2.202.350 and earlier versions for Linux should update to 

Adobe Flash Player 11 .2.202.356. 

• Adobe Flash Player 13.0.0.182 installed with Google Chrome will automatically be updated 

to the latest Google Chrome version, which will include Adobe Flash Player 13.0.0.206 for 

Windows, Macintosh and Linux. 

• 	Adobe Flash Player 13.0.0.182 Installed. with. Internet Explorer 1Owill.automatically be 
updated to the latest Internet Explorer 10 version , which will include Adobe Flash. Player 

13.0.0.206 for Windows 8 .0. 

• Adobe Flash Player 13.0. 0.1 82 installed with Internet Explorer 11 will automatically be 

updated to the latest Internet Explorer 11 version, which will include Adobe Flash Player 

13.0.0.206 for Windows 8 .1. 

These updates resolve a buffer overflow. vulnerability that could result in arbitrary code 
execution (CVE-2014-0515). 

Affected Software Recommended Play.er Availability 
Update 

Flash Player 13.0.0.182 and earlier 
versions for Windows 

13.0.0.206 Flash Player Download Center 

Flash Player 13.0.0.201 and earlier 
versions for Macintosh 

13.0.0.206 Flash Player Download Center 

Flash Player 13.0.0.182 and earlier 
versions for Windows (network 13.0.0.206 Flash Player Licensing 
distribution) 
Flash Player 13.0.0.201 and earlier 
versions for Macintosh (network 13.0.0.206 Flash Player Licensing 
distribution) 
Flash Player 11.2.202.350 and 
earlier for Linux 

11.2.202.356 Flash Player Download Center 

13.0.0.206 Google Chrome Releases 
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Flash Player 13.0.0.182 and earlier 

for Chrome (Windows, Macintosh 


and Linux) 

Flash Player 13.0.0.182 and earlier 

in Internet Explorer 10 for Windows 13.0.0.206 Microsoft Security Advisory 


8.0 

Flash Player 13.0.0.182 and earlier 

in Internet Explorer 11 for Windows 13.0.0.206 Microsoft Security Advisory 

8.1 

Acknowledgments 

Adobe would like to thank Alexander Polyakov of Kaspersky Labs for reporting CVE-2014
0515 and for working with Adobe to help protect our customers. 


'-"Q Choose your region Products Downloads Learn & Support Company 

Copyright© 2015 Adobe Systems Incorporated. All rights reserved. 
Terms of Use IPrivacy ICookies 
AdCholces 

FTC-0002091 

https://helpx.adobe.com/security/products/tlash-player/apsb 14-13.htrnl 7/10/2015 

https://helpx.adobe.com/security/products/tlash-player/apsb


Severity ratings 	 Page. I of2 

Severity ratings 


Priority and Severity rating systems for Security 
Bulletins 
The Adobe Priority Rating System is a guideline to help our. customers in managed 
environments prioritize Adobe security updates. We base our priority rankings on historical 
attack patterns for the relevant product, the type of vulnerability, the platform(s) affected, and 
any potential mitigations that are in place. 

The definitions of the priority ratings are: 

Rating 	 Definition 

Priority 1 	 This update resolves vulnerabilities being targeted, or which 
have a higher risk of being targeted, by exploit(s) in the wild for 
a given product version and platform. Adobe recommends 
administrators install the update as soon as possible. (for 
example, within 72 hours). 

Priority 2 	 This update resolves vulnerabilities in a product that has 
historically been at elevated risk. There are currently no known 
exploits. Based on previous experience, we do not anticipate 
exploits are imminent. As a best practice, Adobe recommends 
administrators install the update soon (for example, within 30 
days). 

Priority 3 	 This update resolves vulnerabilities in a product that has 
historically not been a target for attackers. Adobe recommends 
administrators install the update at their discretion. 

The Adobe Severity Rating System is a guideline to help our developers assess. the security 
impact of known software vulnerabilities. 

The definitions of the severity ratings are: 

Rating Definition 

Critical A vulnerability, which, if exploited would allow malicious native
code to execute, potentially without a user being aware. 

Important A vulnerability, which, if exploited would compromise data 
security, potentially allowing access to confidential data, or 
could compromise processing resources in a user's computer. 

Moderate A vulnerability that is. limited to a significant degree by factors 
such as default configuration, auditing, or is difficult to exploit. 
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Low 	 A vulnerability that has minimal impact and is extremely 

difficult to exploit. 
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Trojan.Crypiowa\1 1 Symantec 

Norton Small & Medium Business Entcrp1 lse P 1rtnars 

J:symantec. I Enterprise United. States Shopping v 

Products & Solutions .., Support & Communities .., Security Response v Try & Buy.., 

ft Security Respo~se Troj n Cryptaw11ll Add lJ 

Trojan.Cryptowall 

Risk Level 1: Very Low 

Discovered: June 19, 2014 
Updated: March 3, 2015 12:41:26 PM 
Type: Trojan 
Systems Affected: Windows 2000, Windows 7, Windows 95, Windows 98, Windows Me, Windows NT, 
Windows Vista, Windows. XP 

Trojan.Cryptowall is a Trojan horse that encrypts files on the compromised computer. It then asks the user to pay to have the 
files decrypted. 

The threat typically arrives on the affected computer through spam emails, exploit kits hosted through malicious ads or 
compromised sites, or other malware. 

Once the Trojan Is executed on the compromised computer, It creates a number of registry entries to store the path of the 
encrypted files and run every time the computer restarts. It encrypts files with particular extensions on the computer and creates 
additional files with Instructions on how to obtain the decryption key. 

This threat family attempts to convince the user to pay money In order to get the key to unlock their flies. It uses a variety of 
different techniques. in. order to. encourage the user to.pay the ransom. 

Note: Trojan Cryptodefense Is a variant of Trojan.Cryptowall. 

lnfecllon 
The Trojan Is mainly distributed through spam campaigns, compromised websites. malicious ads .. or other malware, 

In Cryptowall spam campaigns .. the emails usually contain a malicious. attachment and include a message attempting. to 
convince the user lo download the file. The email could claim that the attachment Is an Invoice. an undelivered package notice, 
or an incoming fax report. If the user opens the attachment, then their computer will be infected with Trojan.Cryptowall. 

The Trojan may also be distributed through exploit kits hosted on compromised websites or malicious ads. Some of the exploit 
kits. that have been used to compromise users' computers with the threat Include the Rig exploit kit and the Nuclear exploit kit. 
Symantec has extensive IPS protections In place against these kits. 

The Trojan may also. arrive. through other. threats that have already compromised the oomputer, such as. Downloader.Upatre or 
Trojan.Zbot. 

Functionality 
The Trojan was designed to prevent the user from accessing their files and force them to pay the attacker in order to regain 
access. It does this by encrypting a wide variety of files on the compromised computer using pub lie/private key encryption with a 
strong 2048-blt RSA key. 

Once the mes are encrypted. the Trojan displays a text document or HTML page with a message.. The message.Informs the 
user that their files have been encrypted and gives instructions on how to obtain the decryption k.ey needed to unlock the files. It 
may also warn users that the decryption key will be deleted after a certain time period to pressure the user Into paying sooner. 
The attacker may demand hundreds of US.dollars in payment and. the amount may Increase after.a specified time period. 

Search Threats 

Search by name 
Example: 
W32.Beagle.AG@mm 

15T~20 

2015 Internet Security 
Threat Report, Vol 20 
Symantec data and 
analysis on the 2014 
threat li!Rdicapfl 

FTC-0002870 

hnp://www.symantcc.com/security _rcsponsc/writcup.jsp?docid: 2014-061923-2824-9917114/20 15 11 :47:35 ~\Ml 

mailto:W32.Beagle.AG@mm
http:Windows.XP


Trojan.Crypiowa\1 1 Symantec 

U""tnts on your C0"4>Uttr art tneryptt 

El'crypt1on ~u produced usfn9 1 unique publi< key -SA· 20•1 g•n•raud for this COPpuur. To Ootrypt
tllo you nttd to obutn cl't private ~ty. 

!~~.!:~·t~:Pr.,~~r~~~:prlvu• Lty. •filch will 111 ..... you co decrypt th• flits. located on a ucroc 

~~~.!~r1;tl' ..111 dtstroY the Ley 1fur • -.>nth. Afur thlt, nobocly ind""'"' wi l l be Ible to rutore 

rn Of'4tr to dmvPt ct>t fllu. ootn YOY• ~~'T.:fi.,e•r~.07.,!~~u~:l:ns. 

If 
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Your •trson11 PAGl (u>fng TOl'IJrO•"$tr) : 
Your Ptrson1l CODC ( lt you optn Jilt d1rectly): 

The.message also contains a link to a website. where the user can make the. payment. These sites are typically hosted on the 
anonymous Tor network, which helps the attacker hide their Identity. The threat may ask the user to download a Tor network 
browser In order to view. the site •. though newer versions or. the threat do. not require the user to do this. The user may. have. to 
pay using cryptocurrencies such as bitcoln to further prevent the attacker's identity from being traced. 

Yourflies ~re encrypted. 

To 11e1 the key 10 decrypt files you have to pay 500 USO/EUR npayment 1s not made before 02/04114 • 09:03 tl'le costot 


deCl)'IJIJng fifes V'l!ll Increase 2 times and w1abe 1000 USO/EUR 
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l bitcoin 

2. Purclrnslng 8i1coh>$ - Altho11gh ifs notye1easy10 buy ~llcolns. 11'$ genln9 slm11le1 every d•y. 

Hut nr• our r..:ommer1rl.1tlons: 
, Th•• f•ntastlc seNice allows you to seen:h for people in your community Willing to sen 

bltcoins 10 you duectty 
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'.. Ple.ue check lhe p.1yn1ent fnfomM1ion 111ul Click ,,AV ... 

PAY 

Even If Iha user pays the ransom, there's no guaranlee lhal lhe attacker will provide the decryption key needed lo unlock lhelr 

files. 

Geographical d istribution 
Symantec has observed the following geographic distribution of this threat 
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Prevalence. 

Symantec has observed the following global Infection trends between April and October 2014: 


l l 
-~ -

Apr II May June July August September October 

Symantec protection 
The following Symantec detections protect against lhis lhreat family 

AV 
• Trojan.Cryptodefense 
• Trojan.Cryptdeflgen1 
• Trojan.Cryptde0gen2 
• Trojan.Cryptdeflgen3 
• Trojan.Cryptdeflgen4 
• Trojan.Cryptdaftgen8 
• Trojan.Cryptdeflgen9 
• Trojan.Cryptdeflgen10 
• Trojan.Cryptdeflgm 

IPS 
• System Infected: Trojan.Cryptodefense Activity 

Heuristic detections 
• WS.Trojan.H 
• SONAR.Heuristic.112 
• SONAR.Heuristlc.113 
• SONAR.Cryptdefenselg1 

Reputation detections 
• Susplcious.Cloud.2 
• Susplcious.Cloud.5.A 
• Susplcious.Cloud.5.0 

Antivlrus Protection Dates 
• Initial Rapid Release version June 19, 2014 revision 034 
• Latest Rapid Release version June 5, 2015. revision 039 
• Initial Dally Certified vers ion June 20, 2014 revision 002 
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• Latest Dally Certified version June 6, 2015 revision 001 
• Initial Weekly Certified release date June 25, 2014 

Click here 0 for a more detailed description of Rapid Release and Daily Certified virus definitions. 

Writeup By: Laura O'Brien, Jeel Morparla 
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IiGreenbergTraurig 
.. CONFIDENTIAL 

Andrew G. Berg 
Tel 202.331.3181 
Fax 202.331.3101 
berga@gtlaw.com 

Apri l 7, 2015 

Susan Pope, Esq. 
Federal Trade Commission 
600 Pennsylvania Ave., N.W. 
Mailcode: CC-9528 
Washington, DC 20580 

Re: LifeLock. Inc. 

Dear Ms. Pope: 

This completes our response to your request letter dated March 13, 2015, supplementing our 
responses. dated March 31. , 2015.. We have set forth the requested information as set forth in 
your letter. (Please note that your questions are set forth below in bold typeface). 

SPECIFICATIONS 

1. With respect to the "Internet" acquisition channels identified in Annex 2 of your 
March 11, 2015 response, you identified five (5) separate Internet channel subcategories 
(affiliate, paid search, display,email, and mobile app enrollments). For the relevant 
period, 

d. For each of the five (5) Internet channel subcategories, identify the top five 
(5) advertisements or promotional materials disseminated by LifeLock, or on 
behalfof LifeLock, by both: (i) dissemination, and (ii) enrollment revenues, for 
each month. 

Please see the requested information set forth in Annex 1. 

e. Provide enrollment and revenue information for each top 5 advertisement 
or promotional material, identified in Ld., above. 

Please see the requested information set forth in Annex 1. 

2. With respect to the "TV" acquisition channel, for the relevant period, to the 
extent not previously provided, 

a. Identify the top 3 TV advertisements aired by LifeLock, or on behalf of 
LifeLock, by both: (i) dissemination, and (ii) enrollment revenues, for each 

GREENBERG T RAURIG, LLP 0 ATTORNEYS AT LAW 0 WWW.GTLAW.COM 

LIFELOCK-0134767 

http:WWW.GTLAW.COM
mailto:berga@gtlaw.com
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month, and provide. for each, the Date, Time, Station, Show, Title and Market 
identifying when and where these advertisements were run. 

Please see the requested information set forth in Annex 2. 

b. Provide enrollment and revenue information for each advertisement, 
identified in 2.a., above. 

Please see the requested infom1ation set forth in Annex 2. 

3. With respect to the "Radio" acquisition channel, for the relevant period, to 
the extent not previously provided, 

a. Please describe any Radio acquisition channel subcategories. LifeLock 

uses to maintain enrollment and/or revenue information, if any. 

Radio can be grouped into three categories: A-List, which is top national radio personalities; 
Non A-List, which is lower-performing radio personalities and other radio assets such as drive 
time radio; and Testing, which is comprised of new shows, markets and formats that LifeLock is 
testing. 

b. Identify the top 5 Radio advertisements (broken down by each 
subcategory referenced in response to 3.a., above, if any) aired by LifcLock, or 
on behalf of LifeLock, by both: (i) dissemination, and (ii) enrollment revenues, 
for each month, and provide for each, the Date, Time, Station, Show, Title and 
Market identifying when and where these advertisements were aired. 

Please see the requested information set forth in Annex 3. 

c.. Provide. enrollment and revenue information for each top. 5 
Radio advertisements, identified in 3.b., above. 

Please see the requested information set forth in Annex 3. 

4. With respect to the "Direct Mail" acquisition channel, for the relevant 
period, to the extent not previously provided, 

a. Identify the top 5 Direct Mail advertisements disseminated by Life.Lock, 
or on behalf of Life.Lock, by both: (i) dissemination, and (ii) enrollment 
revenues, for each month. 

Please see the requested information set forth i11 Annex 4. 

LIFELOCK-0134768 
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b. Provide enrollment and revenue. information for each Top 5 Direct 
Mail advertisement, identified in 4.a., above. 

Please see the requested infom1ation set forth in Annex 4. 

5. With respect to the "Other Marketing Promotions" acquisition channel, for 
the relevant time period, to the extent not previously provided, 

c. Identify the top 5 Other Marketing Promotion advertisements or 
materials disseminated by LifeLock, or on behalf of LifeLock, by both: (i) 
dissemination,. and (ii) enrollment revenues, for each month. 

Please see the requested information set forth in Annex 5. 

d . Provide enrollment and revenue information for each top 5 Other 
Marketing Promotion advertisement, identified in 5.c., above. 

Please see the requested information set forth in Annex 5. 

7. To the extent not previously provided, provide a copy of all advertisements 
or promotional materials identified by LifeLock in r esponse to questions 1 through 
6, above. 

These mate1ials are being produced on a CD which is being separately del ivered to you. 

Please advise whether you have any questions regarding the foregoing; please accord the 

foregoing info1mation confidential treatment under the Commission's Rules ofPractice. 


Very truly yours, 


Andrew G. Berg 

Counsel to LifeLock, inc. 


cc: Gregory Madden, Esq. 

LIFELOCK-0134769 



FfC has subrnjtted 'Ex. 5 - LIFELOCK-0135515 (TV Air Dates).x lsx' in native format on CD 
with its contemporaneously filed Motion for Leave to Allow the Non-Electronic Fi ling of 
Exhibits. 
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UFELOCI< INC. 
RISK ASSESSMfNT DETAIL 

1'1PE 

SOURCE 
Govt!rnance 

Plannl1111 & Allocation 

~ Majer Initiatives. 

Brand &. Communlc.atkm 

soles & MarkollflR 
Member ServicM 

.. Purchasing & Su pplv 

~ 
People/l-luman Resources 

F<Jinllment 

MSO!I 

Conduct 

~ leg>I8 
Regulatory 

Liquidity 

AeeountlnR & R<lPOrtlt13 

z 
Till< 

Capital 

Market 

lntemal control Q.tei' Ftnr Reporting 

ITfulvernance 

IT Structure 

Ardute<ture 

Pre>j M•MR"'"•nl/SDLC 

Entotprl~ Security 
I: Applk atlons/Oatabases 

Operation$ 

S\lppo11 

Dhaster Recove<v 

lttfrastruclute 

011~ ~IJlttA• I 

Aodltabl e Risks 

RISK 

Risk M elrlCS 

I I ,I ICon1rol 
Overall 

Name Ukellnood lmoact Velocl tv ComolexJtv Maturltv Risk Score 

REF W elaht 
D~J·ili( liCl.41 

0.25 Likelihood 
0.2> lmP•<l 
0. 10 Velocity 
0.15 Comple•itv 
o.2s control M~turir; 

Risk is low as e:.i!iling contrnh in place and 
1 h.a-.ie been documented, 11med 

Risk ls medium i1$ exlnl1111 conuols are In 
2 

3 

4 

plac" O..t ""t lotmollv documented or toned 
Risk Ci hl8h as controls ilre not consistentty 
followed or are not In place 
R.l<k i. very hjgh •• exlsti"JI control• h..e 
"'ll•d prevlou.ly or ar not do<Umentod 

1.00 
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UFElOCK INC. 


RISK ASSESSMENT OVERVIEW 


Risk Metrics 

Auditab!e Risks Name 1 
1 I I I Control 

likelihood lmoa ct Velocitv Comolexitv Ma turitv 

ove rall 

Risk 

Score 
TYPE SOURCE RISK REF Wei11tht 

111lHllfl~o)'4) 

IT Enterprise Security 
ll)iluil j,\iJ,.4 ) 

COMP Regulatory 

FINL Internal Control Over Finl Reporting 

IT Architecture 

IT Applications/Databases 

IT Infrastructure 

IT Disaster Re,overy 

STRAT M3j0f Initiatives 

COMP Legal 

FINL Accounting & Reporting 

OPER sales & Marketlng 

FINL Tax 

IT Proj Management/SDLC 

IT Operations 

STRAT Governance 

STRAT Planning & Allocation 

OPER Member Services 
STRAT Btand & communication 

OPER Purchasing & Supply 

IT fT Governance 

IT fl Structure 

IT SupPort 

OPER People/Human Resources 
COMP Conduct 

FINL tiquidit·v 

FINL Capital 

FINL Market 

OPER Assets 

0.25 llkellhood 

0 .25 fmpMt 

0.10 Velo<ltv 

O.lS Complexity 

~Control Maturity 

1.00 

flisk is low as exJsting controls Jn place and 
have been dowmented, tested 
Risk Is medium as e.xisting controls are In 
plice but not formally documented or 
tested 

Risk is high as controls arf! not consisttmtly 
followed or are not in place 

Risk Is very high .as eKistlng controls have 
failed previousty or are not documented 
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Ex. 1.e • Welocft.C)OS179l...du 

HIGH ~PN ZOl 1 tev 


Risk Information Asse1 
ID# Type 

fnfOOT1ation, 
Harctware. 
Soll'Waro, Phys<-31 
Assets.People. 
S..rvfcos 

1 Information 
Member Oata\ 

41 slcatAssets 
S6 p..... 

66 s.Mees 
67 Setvices 
24 H3irctNatO 

25 HarctN\llte 
57 People 

10 Information 
li:Member Data\ 

10 11 Information 
ltMcmbOr Data\ 

11 12 lnf0rmattOt1 
MemberD<'ta\ 

12 62 P-e 
13 63 People 

Threal Vulnerabil1ty 

1Pu1iir•,e 1.:i; 

Security Concern 

C oCo<>f 
I • Integrity 
A o AvoJ 

C, I 

I A 
c 

A 

A 
c 

c 

c 
Cl 

A 

Probability lmpact Risk Ateas 

~ !.: L: • D. 1 L .. 10 
M: •0.5 1.1 • 50 
H: • 1.0 H • 100 

:ii i tj:! 
~ ... 

. . . • 
x •

• x . x 

• x 

. • . x . • 
x
• 

Initial Risk 

~ 
ProbX Imp

! 
l -~10.8 l.1 • 25,50

E.. H· 100 

"' 
• .10''-"'!lt.~1 

x 

• 
x 

•. 
x 

• 
x 

• 
x 
x 

Chance of 
detection 

Very easy • 1 
ReJa!Mtty easy • 2 
Effort needed • 3 
Low lltelllood • 4 
Very difficult • 5 

Risk Priority 
Number 

RiskX 
Chance of 
OetecHon 

Risk Rating 

L: • O · 49 
l.1: • 50· 199 

H: • 200 · 500 

Uftlod: toftfidel'IUll 90F') 
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berga@gtlaw.com 

December 24, 2014 

Gregory Madden, Esq. 
Federal Trade Commission 
600 Pennsylvania Ave., N.W . 
Mailcode: CC-9528 
Washington, DC 20580 

Re: LifeLock, Inc. 

Dear Mr. Madden: 

This responds Lo your letter dated December 12, 2014 in which you made fo llow-up inquires to 
our December 9th submission relating to LifeLock's information and data security compl iance. 
We have set forth the requested information following the order of the questions in your letter. 
(Please note that your questions are set forth below in bold typeface). 

1. 	 Describe fully and in detail the purpose(s) for, and content of, a "Member Services 
remediation case file," and include in your description an identification of any and 
all personal information that is included in any such file. 

b Jl,j):6(1),(b )( 4) 
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(b)(3}:6(f),(b)(4) 

2. 	 Explain what the term "inactive" means and identify in your explanation how many 
such files were affected, how many of the affected files were for individuals who 
were Lif'eLock members at the time of the attack, and how many of the affected files 
were for individuals that were former LifeLock members at the time of the attack. 

The term " inactive" as used in our December 9111 response refers to a closed or completed 
remediation case. of a LifeLock member who alleged that they had expe rienced identity theft. In 
the database affected by the referenced ransom ware attack there were a total of 254 remediation 
case files (described above) and 54 other (non-remediation related) files affected . The other non
remediation re lated files consisted of Specialist and Member Services Agent resources, such as 
call scripts, outbound call tracking sheets, and team performance metr ics. Outbound tracking 
sheets may have contained some Personal Information that included member name, phone 
number, and email address. Of the 254 remediation case files affected there are only 7 cases that 
were still acti ve or open at the time of the. occurrence of the ransomware. attack (all of the others 
were c losed and inactive). 

o 	 At the time of the ransomware attack: 
• 	 25 1 members out of the 254 remed·iation case files were current members 

LIFELOCK-0134218 
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• 	 3 members out of the 254 remediation case files had cancelled their 
LifeLock service. before the. occlU'rence.of the ransomware attack 

o 	 After the time of the ransomware attack: 
• 	 7 members out of the 254 remediation case files have cancelled their 

LifeLock service (these cancellations were not related to or as a 
consequence of the ransom ware attack but were. non-renewals. for other 
reasons or cancellations for 11011-payment of membership fees - the 
cancellations had occurred prior to LifeLock and the members becoming 
aware of the ransom ware attack) 

3. 	 Describe fully and in detail all other information affected by the attack. 

As stated above, 54 of the affected files were not remediation case fi les. Given that the fi les 
were encrypted as a result of the. ransomware attack and are therefore. inaccessible, UfeLock is 
unable to precisely document the data in these files; however, these resource files typically 
include resources such as call scripts, outbound call tracking sheets, and team perfo1mance 
metrics. Outbound tracking sheets typically contain member name, phone number, and email 
address;. while they may contain member identification they do not contain member SSN or DOB 
data. Call scripts are used for outbound campaigns for various purposes, such as a "welcome to 
LifeLock" message or adv isory of new service. Outbound call tracking sheets are used to track 
agent work, whether or not a member has been reached, a message left, inability to contact, and 
notes. on the interaction with the member. Team performance metrics are. fo lders created at the 
discretion of the agent team w track performance against internal KPis such as average handling 
time for calls, conversions per day (to membership), upgrade statistics, quality performance 
surveys and results. 

4. 	 Identify and describe all files with. any member's personal information that were 
affected by the ransomware attack and include in your description an identification 
of any and all personal information that is included in any such file. 

As noted in response to Question 3 above, 54 files were non-remediation related internal 
document files used by Specialists and Member Services Agents to track various perforn1ance
related information . . (Please refer to our response to Question 3 for a description of the content 
of those files.) The remainder of the files affected (254 in number) were remediation case files 
(which are described in response to Question I above). l(b}(3):5<tl.(b)(4) I 
(b)(3):6(f),(b)(4) 
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(b)(3):6(f),(b)(4) 

5. 	 Identify the number of LifeLock members whose personal information was affected 
by the ransomware attack. Identify how many of these members were LifeLock 
members.at the time of the attack, and how many were not LifeLock members at 
the time of the attack. 

Please see the response to Question 2 above. 
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6. 	 For any individuals affected by the ransornware attack that were not Lif eLock 
members at the. time of the attack, identify the personal information that LifeLock 
had for such members, and explain the basis for LifeLock's retention of that 
personal information. 

Please see our response to Question I above for detail s pertaining to the Personal 
Information that LifeLock may have retained for former members that had closed 
remediation files in the database at the time of the ransomware attack. As a result of the 
encryplion used by the attack (LifeLock is unable to access those files, as slated in our 
December 9th letter) we, are unable to confirm the specific Personal Information contained 
in each member file but they may have included any or. all of the data described above. in 
the response to Question 1. 

7. 	 Provide. a description of how the ransomware attack impacts LifeLock's. ability to 
provide its alert service. Include in your description an explanation of how 
LifeLock provides its alert service to LifeLock members affected by the 
ransomwarc attack. 

The ransomware attack did not and does nol impact, in any manner, LifeLock's ability to 
provide its alerl service to its members; LifeLock' s alert services are provided through an 
entirely separate platform/system. As stated previously in our December 9th letter, the 
ransomware attack only affected the resolution database by making certain limited files 
and data inaccessible to LifeLock. 

8. 	 Describe how the ransomware attack impacts LifeLock's ability to provide any 
other services that LifeLock provides its members. 

The ransomware attack potentially impacts only 7 LifcLock members with current 
"open" active remediation cases, and even then in only a very limited manner. In the 
event that one of the documents contained in the affected remediation case files is 
needed lo provide continued assistance in the resolution of a member's identity theft, 
LifeLock would need to obtain another copy of that document from the specific 
member. LifeLock expects that, as needed, all such documents should be readily 
obtainable from the member as the member was the original source of these. documents. 
and in most cases these documents would have been sent electronically by the member 
(via PDF or fax) to LifeLock. With the very limited exception of these case 
remediations for these 7 me mbers only, the ransomware attack does not impact 
LifeLock' s ability to provide any other services to its members. 

9. 	 Produce all versions of notifications provided to current or former LifeLock 
members. Describe how the notifications were provided, and identify the number of 
members that received each such notification. Include in your response an 

LIFELOCK-0134221 
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We want to assure you that the security of your information has been maintained and, we 
apologize for any inconvenience this may cause. Thank you for your Li feLock 
membership, we look forward to continue helping you live. freely in an always-connected 
world. 

10. Identify the total revenue that LifeLock nceived from affected members during the 
time that their membership services were affected. 

(b)(3) 6(f),(b)(4) 

Please advise whether you have any questions regarding the foregoing; please accord the 
foregoing information confidential treatment under the Commission's Rules of Practice. 

Very truly yours, 

Andrew G. Berg 

Counsel to LifeLock, fnc. 


LIFELOCK-0134223 
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berga@gtlaw.com 

December 9, 2014 

Gregory Madden, Esq. 
Federal Trade Commission 
600 Pennsylvania Ave., N.W. 
Mailcode: CC-9528 
Washington, DC 20580 

Re: LifeLock, lnc. 

Dear Mr. Madden: 

This supplements our December 3, 2014 response to your letter dated November 18, 2014 in 
which you made fo llow-up inquires (as modified in your December 4111 email to me) to our 
previous submissions relating to LifeLock's infonnation and data secmity practices. We have 
set forth the requested supplemental information below, which supplements our response 
appearing on page. 5 of our December 3rd.response; your supplemental reques~ is set forlh below. 
in bold typeface. 

Identify all LifeLock employee and member information that H~~m:5(f), lwas able to access, 
and all employee and member information (b)(

3
)o(t), would have been able to access, at that 

time. Include in your response data that is input or known by LifeLock as part of its use 
into databases that were accessible through this attack scenario and identify any metadata 
that is associated with these databases including whetber any fields are encrypted within 
the database. For employee information, identify the roles and privileges, including any 
administrative rights, that were accessible. 

Identify all privileges and capabilities that were or could be obtained by the attacker such 
as the ability to modify objects of the domain (e.g., add/remove software, modify/disable 
security mechanisms, add/modify accounts) including the ability to interact with other 
domains or components of LifeLock's network that are beyond the initial attack clomain. 
Identify each department that has objects within the domain(s) that could be compromised 
by au attacker. In addition, please provide the Metranet data dictionary. 

Domain Admin access to a domain in Active Directory gives. a user. "su eruser" 
- a-c-ce_s_s-to_ a_d....omain and is the highest level of access that a user can have. (bl(3l:5(f),(bJ(4l 

(b)(3):6(f),(b)(4) 
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(b)(3)6(f),(b)(4) 

Separately, LifeLock also wanted to notify you of a recent ransomware attack that it 
experienced. The incident, which occurred in late September 2014 and was reported ly also 
expelienced by several hundred companies, was directed at companies runnino- an older version 
of Adobe Flash. LifeLock was running an older version of Adobe Flash on its <~\l' 4 servers 
which were awai ting updated versions of that software. LifeLock's deployment o · t 1e updated 
Adobe Flash version (which was to be automatic) was delayed clue to deployment issues f(bi1 
attr.ibutable to (b) 3 • ( ),( <4l product. The ransomware in question infected LifeLock'stlfilJ 
andlfil)drives a ong wit one 1 e ock Member Services employee's local drive. l/~~/~r5<fl. I 
LifeLock's information security consultant that was retained to assess the attack, confamed that 
no PIT of any type was exfil trated or either viewed or accessed by any unauthorized 
individuals. The ransornware simply resulted in certain member information (mostly relating to 
inactive Member Services re mediation case files) being encrypted and therefore unavailable to 
LifeLock without access to the ransom "key" (LifeLock did not pay the ransom that was 
demanded). Although not required by applicable law, LifeLock has notified all of the impacted 
members of the incident and has requested their assistance in restoring member information. 

Please advise whether you have any questions regarding the foregoing, and accord the foregoing 
information confidential treatment under rhe Commission's Rules of Practice. 

Very truly yours, 

Andrew G. Be rg 

Counsel to LifeLock, lnc. 
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January 2, 2015 

Gregory Madden, Esq. 
Federal Trade Commission 
600 Pennsylvania Ave., N.W. 
Mailcode: CC-9528 
Washington, DC 20580 

Re: LifeLock, Inc. 

Dear Mr. Madden: 

This responds Lo your letter dated December 16, 20 L4 in which you made follow-up inquiries ro 
our December 9th submission relating to LifeLock's information and data security compliance. 
We have set forth the requested information following the order of the questions in your letter. 
(Please note that your questions are set forth in bold typeface.) 

1. 	 Identify the specific "ransomware" that was used in tbe attack on 
LifeLock. Include in your response any identifying characteristics or 
information regarding the ransomware used in the attack on LifeLock. 

The specific ransomware used in Lhe LifeLock attack was "Cryptowall" . Identifying 
characteristics of Cryptowall include the ransom message/decryption instructions; network 
traffic to known addresses associated with this wave of Cryptowall attacks; and the presence 
of artifacts on the file system of the affected system consistent with a Cryptowall payload 
execution. 

2. 	 Describe all known capabilities of the ransomware, including but not 
limited to whether it read LifeLock data and or made changes to 
LifeLock data. Include in your description how the encryption occurred. 

The Cryptowall ransomware targets Windows operating s ystems. Once executed, 
CryptowalJ searches for files that match a number of file extensions commonly associated 
with documents and other files likely to contain information necessary to conduct business 
on the affected system as we ll as any network file shares that are mapped on the system. It 
then reaches out to Command and Control (C2) servers to get a unique encryption 
- key in order to encrypt the files on the affected system. lt uses this key to encrypt 
(with a secure lff!•Jtl!l!bit encryption) Lhe files matching its filters and for which it has 
read/write permissions. The Cryptowall ransomware has no other known capabilities. 
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Notably, it has not been found to petform data exfiltration nor install other malware that has 
this capability. 

3. 	 Provide the exact dates and times: (a) the ransomware attack began; (b) 
the attack was detected by LifeLock; and (c) LifeLock halted the attack. 
Include in your description the duration of the attack. 

The attack began on September 23, 201 4 at 12:37 p.m. whenl(b)(3)5(f),(b)(4) kw ho is a 
LifeLock Resolution Specialist I , Member Services) browsed to a website that contained a 
malicious ad redirect. Within this same minute, the malware was downloaded and unpacked 
into memory in the process of execution. The attack was detected by LifeLock on 
November 4th at approximately 8:48 a.m. 

Due to the nature of the configuration for the LifeLo (b)(3l:5 ·ysrems, the attack was halted 
the afternoon (at 4:36 p.m.) of . ber 23rd when i~lm 5<1>· logged off of her session on 
the (~)(~):~ system. (The use o ~~i~~(~ by LifeLock's Member Services agents is described in 
more detail in response to Questions 7 and 8 below.) The attack was halted at that time 
because upon logoff, lhe local temp files for each terminal session are deleted. The 
Cryptowall ransomware was nol able to install itself onto (~l<3>:5(f),(b) fi le system or to obtain 
persistence through the Windows Registry. 

4. 	 Describe in detail how LifeLock identified and resolved the ransomware 
attack. Your description should include, at a minimum, how the attack 
was discovered (e.g., automated monitoring tool(s), specific alert(s)), each 
person who was told of the attack, each person who took action as a 
result of the attack, all actions taken in response to the attack, and an 
identification of all documents related oi· referring to the attack or 
LifeLock's response to the attack. 

The following series of events describe in detail bow LifeLock discovered, identified, 
addressed and resolved the Cryptowall ransomware attack. 

ffiEDACTED 3) was 

(b)(3):6 . d I . . k h (b}(3):6 0 n Tues day, N b , . at 8 43 ovem er 4 201 4 : a.m. (f),(b)( ss1gne t 1e service tic ct to t e (f),(b)(4) 
(b)(3)6(f),(b)(4) rou because the issue initially appeared to be a file permissions issue (which 
the (b)( ):5(1),(b)( ·oup controls). At 9: J5 a.m. (b · < ,(b (4) 0 erations Analyst ll, 
lnfonnatton ecunty team) was assigned the service ticket by b :5(t),(b <4 Info Sec Ops 
Technician) when it appeared that a permissions issue might not e t 1e source of the 

PHX 331352736v1 
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(http://www.sophos .com/en-us/threat-center/threat-ana 1yses/viruses-and
spywarerrro j-Agenl-AJ BH/detailed-analysis .aspx) bad been reviewed wllich provided more 
information about the command-and-control used by one variant of the Cryptowall malware 
(all the command-and-control traffic was found to. be communicating with a single Citrix 
';!!'ft!'!'' machine). The tea1n also discussed next steps, which included. restoring the 
environment and retaining a third party to continue to search for the source of the infection 
(because al that point the LifeLock internal team had nee:u-ly exhausted their resources). 

then had a subsequent discussion wherein they agreed thatHgl/;\~~' 
·~~,,......-\to do. a more i11-depth review and to provide expert advice on 

was. co ntacted and a SOW was created for (b)(3):6(f),(b) retention. 
11.1.1.Wil.l..---I 

investigation is described in detail in LifeLock's response. to Question 21 below.) 

5. 	 Provide the basis for the statement that this attack was experienced by 
several hundred companies and identify those companies that LifeLock 
knows experienced this attack. 

DeJI Secure Works published a Threat Analysis on Crypto Wall, (located at 

http://www.secu reworks.comic yber-threal-i n tel Ii genee/th reats/cryptowal I-ransom ware/) 

where they state that " Between mid-March and August 24, 20 14, nearly 625,000 systems 

were infected with CryptoWall." Additionally, another article 

(http://www.networkworld.com/article/2688993/security/maJvertisinrz-campaign-dclivers

digitally-signed-cryptowall-ransomware.html) discusses. the same "wave" of infections of an 

undiscovered variant. of Cry toWall that LifeLock was affected by. . This. conclusion was. 

also. generally confirmed by (~)(~):5(f), in its forensic investigation of the attack. 


6. 	 Identify the Adobe Flash version that LifeLock was running on each (~)(~)~ 
server at the time of the ransomware attack. 

Each /~~/~~(~) server was running Adobe Flash Player 12.0.0.4 at the time. of the. attack. 

7. 	 Specifically identify and describe fully the purpose(s) of each l/gl/~l(;1 Iserver 
that was running an older version of Adobe Flash at the time of the 
ransomware attack. Identify any personal information held on each such 
server at that time. 

(b)(3):6(f),(b)(4) 
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8. 	 For each identified ~server, describe all of the server's functions, all 
data that it processes, through either storage or remote access (including 
mapped network drives), and its position in LifeLock's computing 
environment, including other network(s) and system(s) to which it is 
attached. 

(b)(3):6(t),(b)(4) 

9. 	 Specifically identify the Microsoft SCCM product that is referenced in your 
response, including the version of the Microsoft SCCM product. 

System Center Configuration Manager 2007 R3. 

PHX 331352736v1 
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10. 	 Describe in detail the deployment issues that delayed the update of Adobe 
Flash. 

LifeLock utilizes (b)(3l 5(f),(b)(4 

:5(b < : < ),( < to ep oy so tware an pate es to 1ts en pornts. < ) is used to er 

patches, deploy softwru·e, and to inventory LifeLock's windows software/hardware. i~'.~~~t~l is 
used to manage the distribution of updates to com uters on LifeLock' s network. Both products 
are froml(b)(3)6(f},(b) I~upplies a (b)( >:5< ,(b <4> catalo · r 
to simplit'y the. deplo- rnd management of Adobe Flash. (bl<3>:5 is a tool used witl i~~i~r6(f), 
to increase the efficiency in installing, updating and patch ing software. 

The s ecific issue that LifeLock encountered that caused the. deployment issues is that the 
(b (3):6(f),(b)(4 received an internal a lication error and refused to 
publish updates to th (b)(3):6 server. LifeLock's (b)(3l 5(f),(b)(4l team could 
see the updates in <)( : < ,(b)(4) but the actuaJ contents o· · e pate were not a e to be 
uploaded. Since the UTS team was. unable to resolve the error,. the UTS teams. contacte...,,,..,.,,,.....,..,.,........, 
Microsoft seeking assistance with a resolution of the i.ssue. UTS then manually created <~><~> 5<n. 
packages (instead of relying on the l/~>;;~i~ ' ~atalog supplied byHg>;~1;~ 1 Ito push the updates to 
____...._ These packages were tested and used to update Adobe Flash on the referenced 

on November 12. 2014. 

11. 	 Identify how long the update of Adobe F lash had been delayed, state whether 
the decision to delay the update was documented, identify each person 
involved in the decision to delay the update, and identify all documents 
relating or referring to that decision. 

The fo llowing table identifies the sequence of events that occurred in connection with the 
updating of Adobe Flash. Notably, there was no formal decision or documentation to delay the 
update; the delay was an ongoing condition caused by the technical issues encountered during 
the deployment of the updates. 

Date 
9/1 l/1 4 

1016114 

10/9/14 

11/11/14 

ll/ 11/20l 4
1 l/1 2/2014 

PHX 331352736v1 
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12. 	 State whether any of the vulnerability scans that LifeLock used detected the 
older version of Adobe Flash as a potential vulnerability, If so, identify the 
specific scan(s), provide the. date. of each.such scan, and. identify all 
documents. related to. each such scan.. IfLifeLock decided not to address the. 
vulnerability, state the basis for tbat decision, identify each person involved 
in that decision, and identify all documents related to that decision. 

(b)(3)6(f),(b)(4) 

13. 	 Describe. in detail how the ransomware attack penetrated and infected 
LifeLock's computer system(s). 

As described above in response to Question 4, the Cryptowall ransomware attack infected 
LifeLock' s system when a LifeLock agent, 1<6)(3):6(r),(6)(4) Itogged into li'!'ftl''! via a 
(b)(3):6 thin client and was. the victim of a malve1t ising attack . . The investigation conducted. by 
(b)(3)6(f), determined that while. viewing a website,. a malicious. flash adve1tisement was. displayed. 
within the browser. The browser was then redirected, without the user's interaction or 
knowledge, to a malicious. website where. the Cryptowall p ayload was. downloaded and unpacked 
into the. system memory . . Once. downloaded, the. malware. encrypted. files. onto. h~.......,,.,...·..,...,.,,,....___....., 
session as well as files within her shared network drives (also referred to as the (b)( ): 


l (b)(3):6(t),(b)(4) I·For additional detail. please see our response to Question __. 


PHX 331352736v1 
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14. 	 For each of the infected LifeLock drives, describe the purpose(s) of each 
drive, identify the network(s) on which each resides, and identify how each 
drive is mapped. 

(b)(3) 6(f),(b)(4) 

15. 	 Identify any personal information that was held on: (a) LifeLock's (b)(3):B(t), 

(b) LifeLock' (b)(3>6<1). and (c) each network on which LifeLock's (~)(~):5(t), 
drive resides. 

(b)(3):6(f),(b)(4) 

PHX 331352736v1 
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16. Identify the employee whose local drive was infected. Include in your 
identification the employee's name, job title, and department. 

l@}o6!Q,(bI!4I 

17. Describe what information, including but not limited to member or employee 
personal information, was accessible to the employee. Include in your 
description the roles and privileges the employee had in LifeLock's network, 
as well as the applications and categories of documents and files to which the. 
employee had access rights, and the nature of the access permitted (e.g.~ 
read-only or read-write permissions where applicable). 

(b)(3):6(f),(b)(4) 

PHX 331352736v1 
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b)(3):6(f),(b)(4) 

18. 	 To the extent Lif eLock determined that the ransom ware infected only 
"LifeLock'sl~~~m:B(tJ, ~rives along with one LifeLock Member Services 
employee's local drive" describe the basis for that determination. Your 
description should include, at a minimum~ the specific actions LifeLock took 
in making this determination, an identification of each person involved in 
that determination, and an identification of all documents relating or 
referring to that determination. 

PHX 331352736v1 
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(b}(3):b\l),(b)(4) 

22. 	 Produce all documents identified in response to 1-21 above. 

Responsive documents (Bates numbers LlFELOCK-0134241 through LlFELOCK-0134666) are 
being produced in conjunction with this response. 

23. 	 To the extent not produced in response to 22, produce any and all documents 
referring or relating to the ransomware attack and LifeLock's response 
thereto, including but not limited to any alerts, incident response reports, 
third party evaluations, reviews, or assessments, or reports to LifeLock 
senior management or members of the Board of Directors. 

Responsive documents (Bates numbers LIFELOCK-01 34241 through LlFELOCK-0134666) are 
being produced in conjunc tion with this response. 

Please advise whether you have any questions regarding the foregoing; please accord tJ1e 
foregoing information and attached documents confidential treatment under the Commission's 
Rules of Practice. 

Very truly yours, 

Andrew G. Berg 

Counsel to LifeLock, Inc. 
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Expert Report of Dr. Eric B. Cole. 
Federal Trade Commission v. LifeLock, Inc., et al. 

l . 	My name is Dr. Eric Cole and I am the principal of Secure-Anchor Consulting, 

LLC located in Ashburn, Virginia. I am a professional in the field of cyber

security and I was retained by Plaintiff, Federal Trade Commission (FTC), to offer 

my expert opinion on whether LifeLock, Inc. ("LifeLock"} established,. 

implemented, and thereafter maintained a comprehensive information security 

program (ISP) designed to protect the security, confidentiality, and integrity of 

personal information collected from or about consumers. 1 My opinion is based on 

my expertise and over 25 years of experience working with ISPs of organizations 

in a wide-range of industries (e.g. , health care, national retail, financial services 

and control system environments), including organizations of a similar size 

($300+ million in annual revenue) as LifeLock and with information security 

needs similar to LifeLock (such as financial institutions needing to protect 

consumers' personal information). 2 My opinion is also based on my experience in 

leading industry injtiatives, creating industry certifications, and developing and 

teaching cun-iculum for several core courses for information security professionals 

at the SANS Institute. 

2. 	 I evaluated LifeLock' s information security practices to determine whether 

LifeLock met the minimum information security standards for organizations of a 

1 1 am being compensated $275.00 per hour by the FTC for my work in this matter. 
2 While different indust1ies might have different best practices, the core/fundamental 
secmity practices are the same across different industries. 
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similar size and with similar information security needs, not whether. LifeLock 

followed the best practices identified by the information security industry. 

3. 	 I also offer my opinion on whether LifeLock's ISP satisfied minimum information 

security standards for financial institutions. 

4. 	 Finally, I offer my opinion on whether LifeLock should have received a Payment 

Card Information Data Security Standard (PCI DSS) Attestation of Compliance 

(AOC) in July 2013. 

Professional Background 

5. 	 I hold a master's degree in computer science. from the New York Institute of 

Technology (1993) and a doctorate in information secmity from Pace University 

(2003). I have worked in the cyber and technicaJ information security industry for 

over 25 years. 

6. 	 My education is summarized in my curdculum vitae (CV) attached hereto as 

Attachment I of this Report. 

7. 	 I am a contributing author of the report from, and served as a commissioner for, 

3the Commission on Securing Cyberspace for the 441 
h Presidency. I have wtitten 

multiple books on cyber security including Network Security Bible - 211
d Edition, 

Advanced Persistent Threat, and Insider Threat which have become cyber security 

3 Commission on Cybersecurity for the 441
h Presidency, Center for Strategic and 

International Studies, Securing Cyberspace for the 441
'1 Presidency (2008) 

<http://csis.org/files/media/csis/pubs/081208_securingcyberspace_ 44.pdf>. 
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industry standards. 4 I am one of just 26 members. of the lnfosecurity Europe Hall 

of Fame, 5 an honor requiring professional nomination and election by a panel of 

industry experts. 

8. 	 The details of my p ublications, including those I have authored within the last 10 

years, are summarized in my CV in Attachment l. 

9. 	 I am the founder of Secure Anchor Consulting where I provide cutting edge cyber 

security consulting services. Jn addition, I lead research and development 

initiatives to advance the state-of-the-art in information systems secmity. In this 

role and throughout my career, I have. performed, and continue to perform, 

security assessments for organizations, such as financial service organizations that 

are similar in size to LifeLock and have functions requiring the retention of large 

amounts of sensitive consumer information. 

10. Since 1989, I have been an integral part of The SANS Institute (SANS).6 SANS is. 

the largest source for information security training and security certifications in 

the. world. Over 12,000 people a year take courses at SANS, and over 165,000 

information security professionals currently participate in SANS programs. 7 

4 Eric Cole, Network Security Bible (211
d ed. 2009); Eric Cole, Advanced Persistent 


Threat: Understanding the Danger and How to Protect Your Organization (2012); Eric. 

Cole and Sandra Ring, Insider Threat: Protecting the Enterprise from Sabotage, Spying, 

and Theft (2006). 

5 Infosecurity Europe, The Infosecurity Europe Hall ofFame (viewed on Jul. 10, 2015) 

<http://www.infosecuri.tyeurope.com/en/education/hall-of-fame-nomjnations/fame/>. 

6 The SANS Institute website (visited Jul. 10, 2015) <http://www.sans.org/>. 

7 The SANS Institute, About (visited Jul. 10, 2015) <http://www.sans.org/about/>. 
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11. From 1999 to present, T served as the Dean of Faculty, the Director of Research -: 

Computer Network Attack - Enterprise Security Architecture, and the Director of 

the Cyber Defense Initiative at SANS. In these roles, I helped design information 

security curricula, created a degree-granting information security institution, 

developed several Global Information Assurance Certification (GIAC) 

certifications, and led industry initiatives such as the top 10/20 vulnerabilities lists 

and the Cyber defense initiative. I also contributed to the development of several 

Global Information Assurance Certification (GIAC) certifications including GIAC 

Certified Security Essentials (GSEC), GIAC Certified Advanced Incident 

Handling Analysts (GCIH) and GIAC Certified Firewall Analysts (GCFW). 

GIAC is the industry leading provider of information security certifications. 8 

12. I have authored and taught the SEC401: Security Essentials and SEC501: 

Advanced Security Essentials -: Enterprise Defender courses at SANS for over 14 

years. I have also taught the SEC566: Implementing and A.uditing the Critical 

Controls - In Depth course. All of these courses distinguish among mfoimum, 

customary, and best practices in information security. 

13. I worked as a government employee for 8 years and have worked as a government 

contractor with several government agencies. I have held various high level 

security clearances with the United States Department of Defense (DOD), the 

Central Intelligence Agency (CIA), and the Nuclear Regulatory Commi.ssion 

8 Global Information Assurance Certification website (visited Jul. 10, 2015) 
<http://www.giac.org/>. 

4 
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(NRC). I have worked for a wide range of government organizations including the 

Federal Bureau of Investigation (FBI), the National Security Agency (NSA), CIA, 

the United States Depattment of Energy (DOE), DOD, NRC, and the United 

States Treasury, including the Secret Service. 

14.As a CIA Senior Officer from 1991 to 1996, I was the Program 

Managerffechnical Director for the Internet Program Team with the Office of 

Technical Services. The Internet Program Team designed, developed, tested, and 

deployed internet security products. I designed and developed several secure 

communication systems and provided technical direction, technical design, 

security assessments, and programming modules. For the Internet Program Team, 

I also secured servers to protect them from attack, performed intrusion detection 

analysis, and reviewed audit logs. While with the Internet Program Team, I 

performed independent security reviews and penetration testing of World Wide 

Web servers for other projects and offices within the government. I was 

responsible for identifying information security weaknesses (such as vulnerability 

services or unpatched applications) and implementing methods of securing those 

systems. During my CIA tenure, I received six Exceptional Performance Awards. 

15. As a member of the CIA Information Security Assessment Team with the Office 

of Security, I also evaluated and performed security assessments of network 

operating systems and identified potential vulnerabilities and ways to remediate 

those vulnerabilities . For the Office of Security, I also designed a large scale 

s 
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auditing system with automated review capability and worked on several 


investigations into viruses that penetrated/attacked CIA systems. 


16. From 1999 to 2000, as Chief Information Officer for the American Institutes for 

Research, I repaired and developed informatio n technology (IT) infrastructures for 

various organizations such as large academic testing sites .. I also. provided 

technical support for the Defense Advanced Research Projects Agency (DARPA), 

a DOD agency responsible for the development of new technologies for military 

use. 

17. As Chief Scientist and Senior Fellow for Lockheed Martin from 2001 to 2009, I 

performed research and development to advance the state-of-the-art in Lockheed 

Martin information systems security. I specialized in: evaluating and designing 

secure computer networks, network pe1imeter defense, vulnerability discovery, 

penetration testing, and intrusion detection systems. At Lockheed Martin, I played 

a lead technical advisory role in multiple high profile secmity-focused projects for 

Federal government clients. 

18. As Chief Technical Officer for McAfee, from 2009 to 2010, I executed the 

technology strategy for technology platforms, pa1tnerships, and external 

relationships for achieving McAfee's goals and business strategies. I worked 

closely with commercial organizations similar to LifeLock and helped them build 

out their secmity programs to protect client information. 

19. Since 2010, I have led and been the principal for Secure Anchor Consulting 

specializing in working with customers to implement effective. security. solutions. 

6 
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During this time, Ta1so continued to teach cyber security classes. For both areas, l 

have been engaged with a variety of customers similar in size and with similar 

information security needs as LifeLock. 

20. I am intimately familiar with the PCI assessment process and the require ments an 

organization must meet to obtain PCI certification. I have worked with several 

organizations performing both gap analysis and assisting them in becoming PCI 

certified. These organizations included financial institutions with net worth 

greater than $4 billi.on in revenue. I have performed over 7 engagements 

involving PCI over the last several years and all were for entities that were PCI 

Level I like LifeLock.9 I have also taught classes and given presentations on PCI. 

2 1. In addition to the PCI work, I have worked with several financial institutions in 

building minimal baselines of security and referenced architectures for 

implementing security within these environments. While many financiaJ 

institutions require additional security measures beyond just the minimal level of 

security to protect the sensitivity of information, there. was always a clear 

distinction made between the levels of security that were implemented. 

22. 	The details of my work experience and research are summarized in my CV 


attached as Attachment 1 to this Report. 


9 Any merchant that process over 2.5 million American Express, 1 million JCB, 6 million 
Mastercard, or 6 million Visa transactions per year is designated PCI Level 1. See Auric 
Systems lnt' I. , The PC/ Standard Simpl~fied (viewed on Jul. 14, 2015) 
<http://www.pcistandard.com/merchant-Jevels/>. 
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23. I have also served as a consultant or expert witness in a number. of cases . . I have 

identified the cases in which l have testified either at trial or at a deposition in the 

past 4 years in my CV attached as Attachment 1 to this Report. 

Case Background 

24. On March 15, 2010, the United States District Court for the District of Arizona 

issued a Stipulated Final Judgment and Order ("Order") in FTC v. lifelock, Inc. et 

al., CV- 10-000530-PHX-NVW. LO 

25. Part II of that Order mandates that Life.Lock "establish and implement, and 

thereafter maintain, a comprehensive information security program that is 

designed to protect the security, confidentiality, and integrity of personal 

information collected from or about consumers. Such program, the content and 

implementation of which must be fully documented in writing, shall contain 

administrative, technical, and physical safeguards appropriate to the entity's size 

and complexity, the nature and scope of the entity' s activities, and the sensitivity 

of personal information collected ..." 11 

26. As part of that ISP, Life.Lock must have a program that includes: 

* * * * 

B. identification of material internal and external risks to the security, 

confidentiality, and integrity of personal information that could result in the 

10 Att. 2, Stipulated Final Judgment and Order for Permanent Injunction and Other 

Equitable Relief as to Defendants Life.Lock and Davis (ECF No. 9, entered March 15, 

2010) (FTC-0002009-29). 

11 id. at FfC-0002014. 
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unauthorized disclosure, misuse, 1oss, a1teration, destruction, or other 

compromise of such information, and assessment of the sufficiency of 

safeguards put in place to control these risks. . .. ; 

C. the design and implementation of reasonable safeguards to control the 

risks identified through risk assessment, and regular testing or. monitoring 

of the effectiveness of the safeguards' key controls, system, and procedures; 

* * * * 

E. the evaluation and adjustment of [LifeLock's] information security 

program in bght of the results of the testing and monitoring required by 

Subsection C above of this Section, any material changes to [LifeLock's] 

operations or business arrangements, or any other circumstances that 

[LifeLock] know[s] or ha[s] reason to know may have a material impact on 

the effectiveness of their information security program. 12 

27. I was hired by the FTC to determine whether LifeLock met these requirements. 

My opinion and analysis is primarily for LifeLock's ISP from the period of 

September. 2012 through March 2014 because the LifeLock materials that I 

reviewed and considered were largely restricted to this period. This Report also 

offers my opinion o n whether LifeLock's ISP meets the information security 

standard that is customary for financial i nstitutions and on whether LifeLock 

should have received its PCI AOC in July 201 3. 

12 id. at FfC-0002014-15. 
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Methodology 

28. I examined LifeLock 's ISP using the minimum information security standard. The 

minimum information security standard is the term I use in this Report to denote 

the general consensus in the information security industry for the processes that an 

ISP must have to provide the. lowest acceptable level of protection to a ne twork 

from unauthorized access. Without preventing unauthorized access, LifeLock's 

ISP cannot protect the security, confidentiality, and integrity of its customers' 

personal information as required by the Order. The required processes cover 

vulnerability remeclliation, patching, configuration and password management, and 

database monitoring. Each of these processes is required to meet the minimum 

information security standard. These processes are essential for preventing and 

remediating in a timely manner network vulnerabilities that an attacker could 

exploit to gain access to the network. The timeframes incorporated into these 

processes represent the industry consensus on the outside timeframes for 

correcting vulnerabilities without creating an unreasonable Jevel of risk .. No 

credible argument could be made that an ISP provides an acceptable level of 

protection without implementing all of the described processes. 

29.The minimum information security standard that I use in this Report recognizes 

that cyber security is not a "one size fits all" approach. For example, a small 

manufacturer that sells only to retailers would have significantly different levels of 

acceptable security than a publicly traded company whose business is the 

protection and control of sensitive consumer information. In choosing the. 

10 
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standard, I first considered that LifeLoclk' s business involves collecting sensitive 

personal information from consumers. I also considered the size of LifeLock with 

its $300 million in annual revenue and over 600 employees. I use in this Report 

the minimum information security standard for an organization that handles 

consumers' sensitive personal information and is similar in size to LifeLock. I 

detail each of these processes encompassed by this standard in the sections below 

and evaluate whether LifeLock' s ISP had these processes in the relevant pe1iod. 

30. My expertise on the minimum information secmity standard comes from my 

education and experience in the information security industry as described in 

Paragraphs 5 through 23 above and in my attached CV. 13 Over my 25 years in the 

industry, I have designed and implemented JSPs and advised numerous clients in 

managing their ISPs. I have been involved in key industry organizations, am 

recognized in the industry as one of the leading experts, and maintain regular 

professional and personal relationships with other leading experts in the industry. 

AU of the foregoing experience gives me a deep understanding of the industry and 

the industry consensus on the minimally acceptable level of protection for an ISP. 

31. All of the processes that I have identified as being part of the minimum 

info1m ation security standard are also covered in the SEC40 I: Security 

Essentials 14 and SEC501: Advanced Security Essentials - Enterprise Defender 15 

13 Att. I , Curriculum Vitae of Dr. Eric B. Cole (FTC-0002203-07). 
14 Att. 3, Syllabus for SEC401: Security Essentials (FTC-0002208-28). 
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courses that I developed and have taught at SANS for 14 years. These courses 

cover the foundational elements of cyber security and distinguish between best 

practices and the minimum information security standard. A key focus of these 

courses is understanding the basic level of .information secmity that must be 

implemented within an organization based on its size and function .. The minimum 

information security standard is also part of the SEC566: Implementing and 

Auditing the Critical Controls 16 course that I teach. The course focuses on 

assessing an organization and identifying the level of security that should be 

implemented to properly protect the critical information an organization has at its 

disposal. 

32. These courses reflect the industry consensus on the topics covered. Course 

curriculum at SANS undergo a robust approval process involving both an initial 

and annual review by industry experts of the curriculum's technical content to 

ensure that the curriculum speaks to current industry standards. The different 

information security professionals who have taught the classes also review the 

curriculum prior to teaching the classes. For example, over 35 different industry 

experts have reviewed SEC401 Security Essentials as part of the review or 

teaching process since 2001. I have published papers in academic peer-reviewed 

journals, and I find the approval process at SANS to be more rigorous. 

15 Att. 4, Syllabus for SEC501: Advanced Security Essentials - Enterprise Defender 

(FfC-0002229-40). 

16 Att. 5, Syllabus for SEC566: Implementing and Auditing the Critical Security Controls 

-In-Depth (FTC-0002241 -53). 
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33. These. courses. also play a role in propagating the industry consensus as. they have 

been taught to numerous practicing information security professionals. SEC401 

Security Essentials. for example, has been taught over 500 times to approximately 

15,000 students since 2001. The vast majority of the students are people who are 

either practicing or prepa1ing to practice as information security professionals. 

34. I also referenced the following published standards to ensure that the standard 

used in this Report captures the industry's understanding of the processes 

necessary for the lowest acceptable level of protection and not best practices: 

• 	 The Critical Security Controls/or Effective. Cyber Defense 4.0 

("Critical Security Controls"); 17 

• 	 PC! Standard version 2.0; 18 

• 	 Guide fo r Assessing the Security Controls in Federal Information 

Systems and Organizations - NIST Special Publication 800-53A; 19 

35.The published standards cited above vary in scope and methodology. 

Nonetheless, the published standards encapsul ate the understanding of certain 

groups of experts regarding emerging cyber thieats and security practices and 

serve as useful resources to validate the minimum information security standard. 

17 Att. 6, The Critical Security Controls for Effective Cyber Defense, Version 4.0, Council 
on Cyber Security (2012) (FTC-0002254-2342). 
18 Att. 7, Payment Card Industry Data Security Standard, Requirements and Security 
Assessment Procedures, v. 2.0, PCl Security Standards Council (Oct. 2010) (FTC
0002094-2168). 
19 Att. 8, Guide for Assessing the. Security Controls in Federal Information Systems and 
Organizations, National Institute of Standards and Technology (June 2010) (FTC
0002343-2741). 
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36. I re1ied mainly on Critical Security Controls. Critical Security Controls is an 

important industry standard for security and protecting computer systems. As 

stated in its introduction, "[t]he Critical Controls draw on the knowledge gained in 

combating myridad attacks launched regularly against networks" and represent the 

efforts of numerous cybersecurity experts and organizations, including the U.S. 

Department of Defense, the U.S. Computer Emergency Readiness Team, the FBI, 

and civilian penetration testers. 20 These standards are the product of top experts 

from multiple organizations pooling their extensive first-hand knowledge in 

defending against actual cyber-attacks to develop a consensus list of defensive 

techniques to prevent or track them. The Critical Security Controls are one of the 

most effective and specific set of technical measures avai lable to detect, prevent, 

respond, and mitigate damage from the most common to the most advanced 

attacks. 

37. Critical Security Controls provides a comprehensive analysis protocol focusing on 

core areas: "The Critical Controls represent the sum total of efforts over the last 

decade to develop standards to identify common vulnerabilities and their severity, 

define secure configurations, inventory systems and platforms, and pinpoint 

application weaknesses."21 The prioritized, highly focused components emphasize 

the base level of security that organizations need to meet. The following are the 

controls most applicable to my analysis: 

20 Att. 6 at FTC-0002256-58. 
21 id. at FfC-0002257. 
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CSC 3: Secure Configurations. for Hardware and Software on 

Mobile Devices, Laptops, Workstations, and Servers 

CSC 4: Continuous Vulnerability Assessment and Remediation 

CSC 14: Maintenance, Monitoring, and Analysis of Audit Logs 

CSC 16: Account Monitoring and Control 

CSC 17: Data Loss Prevention22 

38. For my analysis of LifeLock's 20 13 PCI assessment,. I relied primarily on PCT 

Standard Version 2.0 and my extensive expe1ience with the PCI assessment 

process as detailed in Paragraph 20 above. 

39. I also have expertise in the information security practices customarily 

implemented by financial institutions. My expertise comes from my experience in. 

the information security industry as detailed above, and specifically, from my 

work in advising financial institution clients in managing their ISPs. Over my 

career, I have taught and consulted with many of the top financial services 

organizations on prope r methods of implementing effective security. Thj s work 

has inc1uded penetration testing, risk assessments, network architecture 

design/review, and security assessments. I understand both the challenges and 

requirements of protecting and securing sensitive client information. 

22 id. at FfC-0002254. 
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Materials Considered 

40. My opinions are. based on information I have reviewed to date,. including the. 

materials referenced herein and in the exhibits attached to this Report, and are 

based on my know1edge and experience in the fields of computer and network 

security. I expect to review any reports submitted by LifeLock, and I expressly 

reserve the right to amend or supplement this Report, as appropriate, after 

considering the opinions set forth in any such reports or any additional information 

produced by LifeLock after the date of this Report. For example, if LifeLock has 

another breach incident similar to the one discovered in November 2014,. this 

information would !be used to update and supplement my opinion. 

4 1. I reviewed a large volume of information that LifeLock provided to the FTC for 

the purpose of describing in detail its ISP, including vulnerability remediation 

logs, patching logs, and internal emails, reports, and other documents from its 

information security staff. Although I did not go onsite and perform a full secmity 

assessment, these LifeLock documents provided me sufficient evi.dence of whether 

its ISP actually pe1formed the processes that constitute the minimum information 

security standard. 

42. I also evaluated security assessments of LifeLock's ISP from three different 


organizations: rl(3):6(f),(b)(4) 


(b)(3)6(/).(b)(4) I 
I reviewed the methodology summarized in the assessment l

reports and confirmed that they are consistent with the industry standard for these 

types of assessments. 
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43. While the third-party assessments are useful for identifying network 

vulnerabilities, it is important to note that by their very nature, these assessments 

cannot provide all of the information necessary to demonstrate compliance with 

the Order. The assessments provide a snapshot of the vulnerabilities in a network 

at the time of the. assessment. This point-in-time. analysis differs. from the. Order's 

requirement for an information security program, which involves recurring 

processes defined by policies, supported by technology tools, and actually 

implemented by staff. To use an illustration, compare a photograph of an office 

building showing that all of the front doors are closed, and a 24/7 security video of 

that same building showing the building staff checking and closing any open front 

doors every hour. T he point-in-time assessments a.re the former; compliance with 

the Order ' s ISP provisions requires the latter. 

44. A point-in-time analysis, of course, is not iITelevant to evaluating the quality of an 

ISP. An assessment finding few vulnerabilities in a network could be an indicator 

that an ISP has all of the processes necessary to meet the minimum security 

standard. However, some organizations mask their failure to have these processes 

in place by scrambling to remediate long-outstanding vulnerabilities right before 

an assessment. These assessment-driven ISPs do not meet the minimum 

information security standard despite the fact that a particular assessment may 

show that they did not have many vulnerabilities at the time. 

45. I did not see anything in the assessments indicating that the third-party assessors 

ran any analysis of the. vulnerability remediation and patching logs to calculate 
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how quickly LifeLock responded to discovery of vulnerabilities or release of new 

patches. Such an analysis. is crucial to evaluating LifeLock's performance of the 

processes required to meet the minimum information security standard. 

46. The assessments, however, were useful in identifying vulnerabilities existing at the 

time of the assessments. that suggested a problem with LifeLock's ISP. In general, 

these vulnerabilities were well-known in the industry and required minimal time 

and effort to remediate. They would have been remediated if LifeLock' s TSP had 

the basic processes encompassed in the minimum information security standard. 

47. Although some of the findings in these assessments sound neutral, and in some 

instances mildly positive, I would characterize these assessments as some of the 

more negative that I have seen in my experience of reviewing hundreds of these 

types of reports. As detailed later in this Repo1t, the negative findings in the 

assessments are highly specific and focused on deficiencies in significant areas of 

information security components. In general, these negative findings outweighed 

the positive or neutral findings in the. assessment reports. in terms of their value in 

evaluating the quality of an ISP. 

48. In reviewing all of the documents and reports, I found sufficient evidence to 

understand LifeLock' s information security environment and to conclusively 

determine the ways in which LifeLock fell below the minimum information 

security standard. A list of the materials I have considered in forming my 

opinions are cited in this Report and in the attached Appendix. 
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Minimum Information Security Standard 

49. As mentioned, the minimum information security standard is the general 

consensus in the information security industry for the processes that an ISP must 

have to provide the lowest acceptable level of protection to a network from 

unauthorized access. The processes must be defined by policy, supported by the 

necessary technology tools, and actually performed by staff. None of these 

processes can provide network protection if they either are ad hoc or remain just 

words on a policy document. A brief description of the areas that each process 

covers is below. A fuller discussion follows with requirements and timeframes 

specific to organizations similar in size and inf01mation security needs as 

LifeLock. 

• 	 Vulnerability Remediation. Vulnerabilities are weaknesses in a system 

that would allow unauthorized system access. A vulnerability is a 

known exposure in a system that can be used by an adversary as a point 

of compromise. The longer a vulnerability is not properly fixed or 

remediated, the greater the exposure of sensitive information. Scanning 

for vulnerabilities is important, but ultimately, remediating and 

controlling identified vulnerabilities. in a timely manner is what reduces 

the overall risk of compromise. 

• 	 Patching. A patch is computer code designed to be inserted into 

existing software to fix a problem in the software. When a vendor 

releases a patch, it is announcing that there is a vulnerability in their 
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software . . Therefore, an unpatched system is in a known exposed state 

because patches are publicly available to both organizations and 

potential attackers. The longer a system is not patched, the greater the 

exposure and risk of compromise. The same analysis applies when 

vendors release new versions of a software. Vendors often stop 

supporting older versions of software and release new versions to 

address known vulnerabilities. To maintain a secure network, an 

organization must apply patches and install new versions in a timely 

manner. 

• 	 Configuration and Password Management. Changes in the network, 

such as the installation of new software or patches, could create 

vulnerabilities if not properly managed. For example, installing new 

software could introduce unneeded services or vendor default 

parameters that attackers could exploit to gain unauth01ized access to 

the network. For these reasons, an organization must properly track any 

changes. to the network, test the changes,. and take the remediation steps 

necessary (such as removing the unneeded service or changing the 

default parameters in the preceding ·example) to ensure. that the changes 

do not degrade the level of ne twork security. In addition, an 

organization must manage password access to network resources so that 

employees' use of weak passwords does not compromise an otherwise 

well-configured network. 
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• 	 Database Monitoring and Documentation. Even a secure network will 

face intrusions, so an organization must have the ability to monitor for 

such intrns ions. If an organization does not monitor, it will not be able 

to stop or mitigate an attack in a timely manner. An organizati·on must 

also have the ability to monitor its vulnerability remediation, patching, 

and configuration and password management processes to ensure that 

they are running properly. Critical to effective monito1ing is consistent 

documentation of the activities involved in each of these processes. 

Without consistent documentation, an organization will not have 

informatiion of sufficient quality or detail to evaluate the performance of 

its ISP and make necessary adjustments. 

Vulnerability Remediation 

50. The minimum information security standard requires implementation of a formal 

vulnerability remediation process. Vulnerabilities are weaknesses in a system that 

an attacker could exploit to obtain unauthorized access to the system. The 

vulnerability remediation process. must have a comprehensive. scanning protocol 

for regularly scanning the system for vulnerabilities. Critical Security Controls 

requires running scans "on a weekly or more frequent basis."23 PCI DSS requires 

scans less frequently, on a quarterly basis and whenever any significant changes 

23 Att. 6, The Critical Security Controls for Effective Cyber Defense, Version 4.0, Council 
on Cyber Security (2012) at FfC-0002275. 
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occur in the network. 24 In my expert opinion and experience, PCI DSS represents 

the minimum level of scanning for systems that contain or have access to sensitive 

information. 

5 1. Generating a large number of vulnerabilities through scans, however, is ineffective 

without a robust process for catego1izing each vulnerability, prioritizing each 

vulnerability based on the criticality of the security risk posed, allocating resources 

so that the vulnerability can be fixed, and verifying the vulnerability has been 

resolved. Vendors often provide a criticality rating of the vulnerabilities present in 

their software using their own rating system; the National Vulnerability D atabase 

(NVD) uses a separate rating system called the Common Vulnerability Scoring 

System (CVSS) to provide a criticality rating.25 An organization must take the 

baseline vulnerability ratings provided by the vendors and NVD and determine 

whether to adjust the rating to account for the peculiarities of their network. For 

instance, a vulnerability with a medium level of criticality may require an upgrade 

to a high level of cdticality if the vulnerability is on an extremely sensitive system. 

24 Att.. 7,.Payment Card Industry Data Security Standard, Requirements and Security 
Assessment Procedures, v. 2.0, PCI Security Standards Council (Oct. 2010) (FTC
0002094-2168) at FTC-0002153. 
25 The NVD is part of the National Institute for Standards and Technology (NIST) and i.s 
the U.S. government repository of standards based vulnerability management data. Two 
common uses of CVSS are prioritization of vulnerability remediation activities and 
calculation of the severity of vulnerabilities discovered on one's systems. The NVD 
provides CVSS scores for almost all known vulnerabilities. For each vulnerability, NVD 
assigns numeric CVSS scores and corresponding severity rankings of "Low" (0.0 to 3.9), 
"Medium" (4.0 to 6.9), and "High" (7.0 to 10.0). See National Institute of Standards and 
Technology, NVD Common. Vulnerability Scoring System Support v2 (visited Jul. 10, 
2015) <https://nvd.nist.gov/cvss.cfm>. 
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52.The process must ensure that all of these steps, from discovery of the vulnerability 

to verification of remediation, are completed within a timeframe that does not 

place the network at an unreasonable risk of attack. LifeLock's policy as of July 

l , 2013, states that vulnerabilities it rates as Critical should be remediated within 

30 days, High within 60 days, and Medium/Low within 90 days. 26 These 

timeframes match the minimum information security standard. After the 

vulnerability has been fixed, retesting and follow-up are necessary to ensure that 

vulnerabilities stay rernediated. 

53. A vulnerability remediation program must also full y document each step of the 

remediation process. For each vulnerability, the documentation must provide a 

description, the date of discovery, the date a vulnerability remediation ticket was 

created, the date and description of all remediation efforts, and the date the 

remediation was validated. If an organization decides either to downgrade the 

criticality of a vulnerability or to not remediate a vulnerability at all, it must justify 

that decision by documenting the rationale. The. documentation must clearly show 

the risk analysis performed and the remediation measures in place to reduce the 

risk to an acceptable level. 

54.The documentation process is crucial to the vulnerability remediation program. 

Without proper doc umentation, an organization is essentially blind, having no 

reliable way of tracking the progress of efforts to remediate vulnerabilities. An 

26.A.tt.· 9·, E. m. a·1·1 .from.1(b}(3)il(f),(b)(4) I I (J 1 l 20·13) (LL 0053865 . et a. u y , - 
66). ......____________, 
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organization cannot effectively make the decisions necessary to remediate. 

vulnerabilities without consistent, detailed documentation of its remediation 

efforts. 

55. As explained in more detail below, LifeLock did not have a vulnerabi lity 

remediation process meeting the minimum information security standard. 

LifeLock' s documents, including its vulnerability remediation logs and internal 

emails, demonstrate a consistent pattern of numerous vulnerabilities throughout its 

network, inconsistent or ad hoc tracking of vulnerability remediation requests 

(VRR), 27 significant delays remediating vulnerabilities (including those identified 

by penetration tests and required by its 2013 PCI assessor for remediation), and 

incomplete documentation of its remediation efforts. 

56. LifeLock's failures were consistent and widespread, and in my professional 

opinion, render their ISP well below the minimum information security standard. 

LifeLock Did Not Properly Categorize its Vulnerabilities, Understating Their 
Number and Severity 

57. lnterna] emails from LifeLock's onsite information security consultant reveal that 

by January 2013, LifeLock had thousands of high priority vulnerabilities that it 

27 Vulnerability remediation requests, or VRRs, are service tickets that LifeLock creates 
for network vulnerabilities to initiate and track remediation efforts. 
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masked by: (a) grouping multiple vulnerabilities as a single VRR; and/or (b) 

unilaterally downgrading the vulnerabilities to, low priority. 28 

58. On January 17, 2013, LifeLock's information secmity consultant, Gwen Ceylon, 

emailed LifeLock's Senior Director of Infrastructure, Director of Infrastructure, 

and Internal Auditor to explain that although there appeared to be approximately 

200 VRRs in the LifeLock's vulnerability remediation management system, that 

was not the reality as there were currently "4669 vulnerabilities on the systems in 

the PCI environment. Most of them are ranked critical." 29 Specifically, Ms. 

Ceylon identified 2.,906 vulnerabilities ranked "high" in LifeLock's PCI 

environment, when applying the Common Vulnerability Scoring System (CVSS) 

score of 7- 10.30 Vulnerabilities with a CVSS "high" ranking are considered in the 

info1mation security industry to be critical vulnerabilities requiring priority 

remediation. 

59. In addition to lumping vulnerabilities together, LifeLock would downgrade the 

criticality of vulnerabili ties without documented justification. Ms. Ceylon 

explained that Information Security staff VRRs would often contain multiple 

vulnerabilities and that LifeLock Information Security staff had set the VRR ticket 

28 Att. 10, Email from Gwen Ceylon to Tony Valentine (Jan. 17, 2013) (LlFELOCK
0085248-50); Att. 11, Email from Gwen Ceylon to Tony Valentine (Jan. 7, 2013) 

(LIFELOCK-038588-89). 

29 Att. I 0 at LIFELOCK-0085248. 

30 id. at LIFELOCK-0085250 ("Overview Charts" worksheet). 
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priority to low. 31 Likewise, in an earlier email, Ms. Ceylon told the Internal 

Auditor that: 

A bunch of Microsoft vulnerabilities -- VRR went in as low. But note that 
the actual risk ranking from the scan engine (which comes from the 
industry standard Mitre/NIST CVE scores and based on what Microsoft 
says) is critical and severe. This VRR is a week from being late. They 
can'tjust lower the. risk ranking to avoid patching systems. 32 

Included in this V RR were 20 Microsoft patches, 14 of which were ranked by 

Microsoft as "critical" and 6 of which were ranked " important."33 Nonetheless, 

the VRR priority assigned by Information Security staff was "low."34 Although 

detected on an October 11,. 20I 2 scan, a VRR was not created until October 29 ,. 

2012 and was not closed until May 15, 2013, based on a March 26, 2013 scan.35 

31 
. Id. at LIFELOCK-0085248. 


32 Att. 11 at LIFELOCK-0038588. 

33 Id. at LIFELOCK-0038588-89; Att. 12, Email from l(b)(3):5(f},(b)(4) Ito Austin Appel (Jun. 

06, 2013) (LIFELOCK-0030 131-32). The "critical" Microsoft patches were MS10-077, 

MSl 1-028, MSl 1-039, MSl 1-078, MSl 1-100, MS12-016, MS12-025, MS12-035, 

MS12-036, MS12-038, MS 12-045, MS 11-044, MS12-052, and MS12-054. The 

"important" Microsoft patches were MS12-048, MS12-041 , MS12-047, MS 12-049, 

MS12-055, and MS12-056. See Microsoft Corporation, Security Advisories and Bulletins. 

(viewed on Jul . 11,. 2015). <https://technet.microsoft.com/library/security/>. 

34 Att. 12; Att. 13, LifeLock's VRR Logs (322 Open Requests WO Tables with Notes , 

generated byl(b)(3):5(f),(b}(4) ICMax 27 2015; VRRs- June 2012 to September 2012 ARC 

Table with Notes, generated by (b)(3):5(t),(b)(4) (May 29, 2015); VRRs - October 2012 to 

March 2013 ARC Table with Notes, generated byl<b)(3):5(t),(b)(4) I(Ma 29 2015 · VRRs 
April 2013 to December 2014 ARC Table with Notes. generated by (b < : ,(b <4 (Ma 29, 

2015); VRRs -April 2012 to May 2015 ARC Table with Notes, generated by (b)(3>: ( ,(b)(4l 


(May 29, 2015); VRRs - April 2012 to May 2015 WO Table with Notes and Priority, 

generated by l<b><3l 5(f),(bH4l l(May 29, 2015)) (LIFELOCK-0135783-86, 0138077-78) at 

LIFELOCK-0135785 (line 143). 

35 Att. 13 at LIFELOCK-0135785 (line 143). 
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Even accepting the March 26, 2013 date, that is over five months after detection, 

well beyond the timeframe for remediating critical and high vulnerabilities. 


3 4

60. LifeLock's 2013 PCI Assessor, r...._H_):B_m_.<_b)(- )______.....Iapparently 

discovered this downgrading practice in conducting its PCI review, noting that an 

Information Security employee had "unilatera11y downgraded [a] Critical patch."36 

As a result, the PCI Assessor required that LifeLock provide evidence that there 

was now a documented process in place for downgrading a "Ciitical" 

vulnerability, and that if downgrades had occurred since the implementation of the 

documented process, LifeLock provide "evidence of the non-unilateral 

decision." 37 

61. On July 1, 2013, in an email to all remediation teams, LifeLock announced it was 

changing the VRR process to eliminate the ability to unilaterally downgrade 

criticality ratings generated by the automated scans, instead "using the criticality 

service" and only allowing a downgrade upon a 

formal request with a business justification. 38 

62.LifeLock' s detailed logs of closed VRR activities confirm these internal emails. 39 


The logs contain unrealistically few vulnerabilities identified as Critical or High 


for significant periods oftime, specifically from September 1, 2012 to February 


36 Att. 14, LifeLock, Inc., PCI Audit Augmented Punch List (June 11, 2013) 
(LIFELOCK-0039701-07) at LIFELOCK-0039705. 
37 Id. 
38 Att. 9 at LIFELOCK-0053865. 
39 Att. 13. 
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21, 2013, and from March 13, 2013 to June 25, 2013.40 During those. two periods, 

the logs do not contain any Critical and just two High vulnerabilities. These 

months-long gaps with no C1itical or High vulnerabilities are highly unlikely and 

strongly suggest that LifeLock was downgrading the c1iticality rating as indicated 

in the emai ls. 

63. Arbitrarily lumping multiple vulnerabilities into a single VRR and downgrading 

criticality ratings without any formal process artificially decrease the number of 

serious vulnerabilities existing in a network. Such practices serve only to prevent 

the effective operation of the vulnerability remediation process and therefore 

render LifeLock's ISP below the minimum security standard. 

LifeLock Failed to Remediate, or Timely Remediate, Penetration Test 
Vulnerabilities 

64. ln November 2012, i~~/;~: (f), rated LifeLock' s internal network as "Below 

Average" and ident ified "Patch and Vulnerability Management" as a major 

problem area for LifeLock. (~)(~):5(t), xplained that it "observed vulnerability 

trends across. multiple. information system ..... [that] can be attributed to a weak 

patch and vulnerability management process, or to a weak implementation of (or 

. ) . d ,,41gaps m sa1 process. 

40 Att. 27, Declaration of Elizabeth Anne Miles Pursuant to 28 U.S.C. § 1746 (FTC
0002742-2851) at FTC-0002747. 
4 1 Att. 15, Li eLock, Inc.: In ormation Assurance Services Enterprise Security 
Assessment, (b)C l (t),(bl(4l (Nov 13, 2012) (LIFELOCK-0053403-61) at LIFELOCK
0053407, 0053449. 
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65. A striking example of LifeLock's vulnerabihty remediation management failures 

is found in its response to vulnerabjiities identified in late 2012 penetration tests. 

By July 2013, LifeLock had not yet rernediated all of the vulnerabilities identified 

by the penetration tests and only attempted to do so when their PCT assessor, /~i,/~): 

demanded proof of their remediation during the PCI certification process. 42 

Although the PCI assessor ultimately adopted LifeLock's claim that it "corrected 

and retested" the vlil.lnerabilities identified by ~~\i~\6(t), 43 the evidence provided by 

Lif eLock demonstra tes otherwise. 44 

66. The following page from LifeLock's 2013 PCI Report on Compliance ("PCI 

RoC") has the list of vulnerabifaies that LifeLock claimed to have remediated 

(corrected and retested): 45 

42 Att. 16, Email froml<bJ<
3

l= 
5

<f).(bJ<
4 
l leral. (Jul. 16, 2013) (LIFELOCK

0025172-74). 

43 Att. 17, PCI Report on Compliance for LifeLock,l(b)(3l:5(tJ,(b)( 

4l ICJuly 2013) 

(LIFELOCK-0097021-229) at LIFELOCK-0097204-05. 

44 LifeLock's failure to correct and retest the penetration test vulnerabi li ties is one of the 

reasons it should not have received its PCI AOC in 2013. See infra ~[<JI 152- 157. 

45 Att. 17 at LlFELOCK-0097204-05. 
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67. I examined the documents LifeLock provided to l!~'~" las "documenting" that 

LifeLock "c01Tected and retested" these penetration test vulnerabilities. 46 The 

documents do not substantiate that these were remediated, and other internal 

documents establish that a number of them were not "corrected and retested" until 

wel1 after July 2013. 

68. Internal emails in October 201347 and November 201348 show that some of these 

vulnerabilities had not been addressed al most a year after being identified. The 

October 2013 email states, "These are vulnerabilities that were identified in 

assessments completed in September and November 2012 and should have been 

remediated months ago." (Emphasis supplied.)49 

69. LifeLock even admitted in its responses to the FTC' s information requests that a 

number were "closed ... without documentation of evaluation." 50 1n September 

2014, almost two years after the penetration tests identified the vulnerabilities, 4 

vulnerabilities remained unremediated. Three of these VRRs - 81915 (Cookie 

46 Att. 18, LifeLock's Documentation of Penetration Test Vulnerability Remediation 

Submitted to (bl<3>:5<f).(b)(4l (submitted Jul. 2013) (LIFELOCK-00132479-516). 

47 Att. 19, Emai rom nne ane Ison to Michele Grant and l(bl<3>5<fl.(bl<4l l<Oct. 11, 

2013) (LIFELOCK-0081949-56). 

48 Att. 20, Email from Austin Appel to (bl(

3
):e(t).(b)(

4 (Nov. 5, 2013) (LIFELOCK
0032898-99) (categorizing vulnerabilities I ent1 1e rn 2012 penetration tests as "(t]ickets 

we don't know status on", "[t]ickets that are waiting on us", or "tickets waiting on other 

teams"). 

49 Att. 19 at LIFELOCK-008194. 

50 Att. 21, Letter from Andrew Berg, Counsel to LifeLock, Inc. , to Greg Madden, 

Attorney, Federal Trade Commission (Sept. 19, 2014) (LIFELOCK-0110772-81) at 

LIFELOCK-0110774-75. The specific VRRs that were dosed without documentation of 

evaluation are VRR Nos. 8 1911, 81915, 81916, and 81932. 
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Settings), 81916 (HTTP Response), and 81932 (Clickjacking) - were reopened by 

LifeLock after being previously "closed... without documentation of 

evaluation."51 As {bl<3l 5<fl. explained in September 2012, these three 

vulnerabilities would have required "minimal" effort for LifeLock to remediate. 52 

70. LifeLock closed the fourth, VRR 8191 I (Disable Auto Complete), after 

eiToneously concluding that it could not disable the Auto Complete function. The 

Auto Complete function automatically populates fields on a webpage usimg 

information that a user had previously inputted. An attacker accessing a user's 

browser would then be able to use the Auto Complete function to login to 

restricted sites as the user. LifeLock closed this VRR after concluding that this 

function could only be turned off by the individual user. 53 Thi.sis plainly wrong. 

LifeLock could have turned off this function using the application setting with 

minimal effort. Both this vulnerability and its remediation are well-known in the 

industry. 

7 J. For the other vulnerabilities, tbe documents LifeLock provided l\~h" ldo not show 

that LifeLock "corrected and retested" the vulnerabilities. In most instances, the 

documents are notations that an action was taken without attaching any 

corroborating documentation, such as documented steps that were taken, 

s1 Id. 
52 Att. 22, LifeL · · 
Report - Portal, (bl<

3
) 
5

<fl.(b)(
4
) 

.Assurance Services Enterprise Security Assessment 
(Sept. 12, 2012) (LIFELOCK-2081-122) at 

LIFELOCK-2 10-4_,._1...,...J0,.,..,"""'"2..,...J1,......,4-. 
53 Att. 21 at LlFELOCK-0110774. 
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screenshots to prove that the changes were made, and documented tests to show 

the vulnerabilities were actually fixed. 54 

72. Even crediting LifeLock' s uncorroborated assertions that it corrected and retested 

the penetration test vulnerabilities, the docume nts it provided to lfil:]show that 

"remediation" took over 4 months after they were identified in the penetration 

tests for all but two of the vulnerabilities. As LifeLock acknowledged in July 

20 13, and as required by the minimum information security standard, Critical 

vulnerabilities should be remediated in 30 days, High in 60 days, and 

Medium/Low in 90 days. 55 The table in the following pages summarizes 

LifeLock's remediation efforts as described in its "corrected and retested" 

documents with respect to each of the penetration test vulnerabi li ties: 

54 Att. J8. 
455 Att. 9, Email from l(b)(

3):5(l).(b)( ) Ft al. (July I, 2013) (LIFELOCK
0053865-66). ---------
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VRR Documentation Penetration Description LL Priority Date Con-ected Time to 
Ticket Suppo1ts Test of Designation and Retested LifeLock 
Number Co1Tected and 

Retested? 
Vulnerability Documentation 

Shows 
Purportedly 
Resolved 

Claimed 
Resolution 
from 
Penetration 
Test Discove1y 

81253 No. 
Documentation 
does not show 
vulnerability 
was corrected 
and retested. 

(b)(3):6(f),(b)(4) SNMP 
community 
strings can be 
used to gain 
access to a 
system 

Low March 26, 
2013. 

Over 4 
montbs. 56 

81254 No. 
Documentation 
does not show 
vulnerability 
was c01Tected 
and retested. 

SNMP 
community 
strings can be 
used to gain 
access to a 
system 

Low March26, 
2013. 

Over4 
months. 

81256 No. 
Documentation 
does not show 
vulnerability 
was corrected 
and retested. 

SNMP 
community 
stiings can be 
used to gain 
access to a 
sv~tem 

Low March 25, 
2013. 

Over 4 
months. 

81262 No. 
Documentation 
does not show 
vulnerability 
was coITected 

SNMP 
community 
sttings can be 
used to gain 
access to a 

Low March26, 
2013. 

Over4 
months. 

56 VRRs 81253, 81254, 81256, and 81262 were initially discovered by an October 11, 
2012 hlternal PCI scan, so they were actually unresolved for a longer period than 
indicated in the table above. See Att. 13, LifeLock's VRR Logs (322 Open Requests WO 
Tables with Notes, ge11erated by (b)(3l:5(fJ,(b)(4l (May 27, 2015 ; VRRs - June 2012 to 
September 2012 ARC Table with Notes, generated by (bl(3l 5<tJ,(bl(4l (May 29, 2015); VRRs 
- October 2012 to March 2013 ARC Table with Notes, generate · y (b)(3l 6(f),(b)(4l (May 
29, 2015 ; VRRs - April 2013 to December 2014 ARC Table with Notes, generated by 
(b)(J):5(t),(b)(4) (May 29, 2015); VRRs - April 2012 to May 2015 ARC Table with Notes, 
generated by (bH3>:5<fl.(b (4l (May 29, 2015 · VRRs - April 2012 to May 2015 WO Table 
with Notes an riority, generated by< : (f ,(b <4> (May 29, 2015)) (LIFELOCK
0135783-86, 0138077-78) at LIFELOCK-081253 (lines 1042, 1044, 1048, 1052). 
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and retested. system 
81592 No. 

Documentation 
does not show 
vulnerability 
was con-ected 
and retested. 

{b)(J):6(t},(b)(4) Open SSL 
and Apache 
update 
lllJSSlllg 

Low Never. Documentatio 
n indicates 
unresolved. 

81911 No. 
Documentation 
does not show 
vulnerability 
was conected 
and retested. 

Disable auto 
complete 

High Never. Never. 

81913 No. 
Documentation 
does not show 
vulnerability 
was conected 
and retested. 

Caching 
directory 
lSSUe 

High November 28, 
2012. 

2 weeks. 

81915 No. 
Documentation 
does not show 
vulnerability 
was coITected 
and retested. 

Cookie 
setting 

High Never. Never. 

81916 No. 
Documentation 
does not show 
vulnerability 
was con-ected 
and retested. 

HTTP 
response 
information 
disclosure 

High Never. Never. 

81926 No. 
Documentation 
does not show 
vu.lnera bili ty 
was coITected 
and retested. 

Hidden 
directory 
enumeration 

High Never. Never. 

81932 No. 
Documentation 
does not show 
vulnerability 
was conected 
and retested. 

No 
clickjacking 
protection 

High Never. Never. 
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(b)(3) 6(f),(b)(4) 83219 No. Directory High Never. Documentatio 
Documentation traversal n indicates 
does not show unresolved. 
vulnerability 
was conected 
and retested. 

83228 No. Local admin Medium April 4, 2013. Almost 5 
Documentation password months. 
does not show 
vulnerability 
was conected 
and retested. 

83232 No. Guessable High April 2, 201 3. Almost 5 
Documentation Tomcat months. 
does not show manager 

vulnerability 
 credentials 

was conected 

and retested. 


83627 No. Web VPN- Low March 15, Over4 
Documentation no longer 2013. months. 
does not show needed? 

vulnerability 

was conected 

and retested. 


83629 No. Check MK - Low March 19, Over4 
Documentation no 2013. months. 
does not show autheutjcation 

vulnerability 

was coITected 

and retested. 


lib)(3) 6 INo. Low December 20, 5 weeks. 
Documentation 

83631 'f) lb\14 

2012. 

does not show 


information 
disclosure 


vulnerability 

was corrected 

and retested. 


36 

FTC-0002974 



73. Directory Traversal (VRR 83219), Local Administrator Password Reuse (VRR 

83228), and Default or Guessable Tomcat Manager Credentials (VRR 83232) 

were all identified by i~li4l:6<fl. as "High" severity vulnerabilities with CVSS scores 

of 10.57 LifeLock' s response to these three vulnerabi lities demonstrates the 

deficiencies in its vulnerability remediation management. 

74. Directory Traversal - VRR 83219. Normally, an organization would implement 

strict access controls in order to limit a user accessing an application on its website 

to files located i.n the web server's document root. A Directory Traversal 

vulnerability allows the user to potentially read files outside the. web. server' s 

document root. The document root provides access to the entire storage device 

that contains all of the sensitive information. Based on the server it was identified 

on, this could lead to exposure of sensitive information. A storage device contains 

information in a hierarchy fashion, with the root being the top of the tree. 

Someone who can access the root has access to all of the information that resides 

below it. In its November 2012 penetration test, (bl<3>:5<fl. exploited this 

. . l f hj(b)(3):6(fi),(b)(4) Id . ss Ad . . vu neI rab1 
.1Ity to gam contro o . t 'l.________. omam. . . omarn is a 

group of systems that can access each other's resources. If an adversary can gain 

control of a domain, they would be able to potentially access all of the data that 

resides on those systems and exploit sensitive information. 

57 Att. 15,. Li eLock, Inc.: In ormation. Assurance Services Enterprise Security 

Assessment, (bl(3l:5<fl.<bl<4l (Nov 13,. 2012) (LIFELOCK-0053403-61) at LIFELOCK
0053421-23. 

58 Att. 15 at LlFELOCK-0053408, 0053421, 0053430-437. 
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75.~identified Directory Traversal as a High severity vulnerability with an 

estimated CVSS score of 10.59 LifeLock' s response to this vulnerability was as 

follows: 

• 	 Although identified in the November 13, 2012 ~~\m6(t), Report as a High 

severity vulnerability with an estimated CVSS score of J0, a VRR was 

not submitted until December 6, 2012, over 3 weeks later; 60 

• 	 Notwithstanding its "high" priority VRR designation by the. Director of 

Information Security on December 6, 2012, with an assigned due date of 

December 26, 2012, LifeLock's first identified action takes place March 

20, 2013, approximately three and a half months later;61 

• 	 On March 20, 2013,. LifeLock noted the problem was related to an 

outdated appJication that could not be updated and asked if the server 

was still required;62 

• 	 Over two months later, on May 31, 2013, LifeLock indicated the server 

was. still needed;63 

• 	 One. month later, July I , 2013, LifeLock staff suggested a possible 

solution but explained that he was uncertain how to proceed;64 

59 ld. at LIFELOCK-0053421. 

60 Att. 13 at LIFELOCK-0138078 (line 1,,,.1....,7.,...;..,,,
.· ,...,...,.,...------. 
61 Att. 23, Email from Jenner Holden to (b)(

3l:5(f ,(b)(
4
) (Dec. 6, 2012) (LIFELOCK

0089119-120). 
62 Att. I 3 at LIFELOCK-0 I38078 (lines 117, 118). 
63 ld. at LIFELOCK-01 38078 (line l 19). 
64 id. at LIFELOCK-0138078 (line 120). 
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• 	 On July 19, 2013, the PCI RoC identified the issue as con:ected and 

retested, but the reportedly supporting documentation only notes the 

uncertain status of this VRR as of July l , 2013 without any indication it 

has been corrected and retested;65 

• 	 Finally, on July 3 1, 2013, LifeLock staff note "both url's return 404 

errors" indicating the issue has been resolved.66 

For this high priority penetration test vulnerability, LifeLock took over 3 weeks to 

submit a remediation request, over 3 months from that point to begin working on 

the vulnerability and discovering there was an outdated application, more than an 

additional two months to confirm the server involved was still needed, another 

month to propose a potential solution, and yet another month to provide any 

confirmation that a solution had been implemented. 

76. Because of delays in ticketing after detection, initially responding to this high 

priority VRR, evaluating the need for the server, identifying a solution, and 

implementing and verifying the solution, it was over 8 months between 

identification and "verification" of resolution. 67 

77.Jf this were a brand new vulnerability without a known solution, it would be 

conceivably reasonable that the fix was not timely implemented. But that is not 

65 Att. 18 at LIFELOCK-0132503-04. 

66 Att. 13 at LIFELOCK-0138078 (line 121). 

67 As discussed below, LifeLock's configuration management issues are significant. If 

LifeLock had followed basic secmity p1inciples, such as system hardening or 

configuration management, this problem could have easily been avoided all together. 
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the case. Directory Traversal vulnerabilities have been a known problem since the 

late 1990s, and every web server software supports the ability to remediate this 

vulnerability. 

78. Local Administrator Password Reuse - VRR 83228. User credentials, which 

include a user name and a password, allow system access. If a password is easy to 

guess, or the same password is used for e very system,. it provides an attacker the 

opportunity to gain system access. Passwords must be periodically changed to 

minimize or reduce the chance of compromise. Administrative or manager 

credentials are extremely sensitive in computer systems because, if compromised, 

they allow an adversary significant control over the system. 

79. Manager credentials can be used to gain access to a system. A local administrator 

is similar to a store manager, with privileged access and the ability to see what 

people are doing throughout the store. In a computer system, a manager has the 

same level of visibility to access some information on the system, including 

reading, changing or deleting informatio n. 

80. i~lm 6(f). identified Local Administrator Password Reuse as a High severity 

vulnerability, with a CVSS score of 10, and identified the issue as "Enterprise

wide."68 In its November 20 12 penetration test, i~\(~\6(1), exploited this 

68 Att. 15 at LIFELOCK-0053422. 
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vulnerability to gain control of the r b)(
3)B(f),(b)(4l ldomain.69 LifeLock's 

response to this vulnerability was as follows: 

• 	 Although identified in the November I 3, 2012 i~ii~iB(f), Report as a High 

severity vulnerability with a CVSS score of I 0, a VRR was not 

submitted until December 6, 2012,. over three weeks later; 70
. 

• 	 Notwithstanding its "medium" priority VRR designation by the Director 

of Information Security on December 6, 2012, with an assigned due date 

of January L5,. 2012, LifeLock's first identified action takes place March 

20, 2013, three and a half months later; 71 

• 	 On March 20, 2013, over four months after the ~~)(4): ( ' ·eport, LifeLock 

(b)(3):6(f),(b) 
staff noted that it had implemented (4) recommendation and 

"[u]pdated both default domain GPO's for the local administrator to 

authenticate over the network" ; 72 

• 	 On April 4, 2013, a LifeLock Information Secmity staffer notes, 

"Verified manually that the 'Deny access from the network' GPO 

setting was. successfully propagated .. Will investigate using unique local 

administrator passwords in the future"; 73 

69 Id. at LIFELOCK-0053408, 0053422, 0053430-437. 

70 Att. 13 at LIFELOCK-0138077 (line 1257). 

71 Att. 24, Email from (b)(3):B(f).(b)(4l to Jenner Holden (Dec. 6, 2012) (LIFELOCK
0088573-74). 

72 Att. J3 at LIFELOCK-0138077 (line 1257). 

73 Id. 
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• 	 On July 19, 201 3, the PCI RoC identified the issue as con:ected and 

retested, but the reportedly supporting documentation only included 

LifeLock staff' s notes without any documentation that it has been 

retested beyond a manual verification; 74 

• 	 LifeLock's documents do not identify what, if anything, resulted from 

lnf01mation Security staff's plan to explore using "unique local 

passwords in the future."75 

For this High severity penetration test vulnerability, LifeLock took over 3 weeks 

to submit a remediation request, over 3 months from that point to begin working 

on the issue, and almost 4 months to purportedly resolve. the. issue. 

8 L. Because of delays in ticketing after detection, initially responding to a medium 

priority VRR, and implementing and verifying the solution, it was 4.5 months 

between identification and purported resolution, even accepting that LifeLock' s. 

manual verification was sufficient to resolve this Enterp1ise-wide issue. 

82. Default or Guessable Tomcat Passwords - VRR 83232. Having guessable 

manager credentials means an attacker could easily figure out the password, login 

as a manager and gain manager access to the system. Tomcat is a web server that 

74 Att. 18, LifeLock's Documentation of Penetration Test Vulnerability Remediation 
Submitted to l(bl(3l 6<1»<bl(4l !(submitted Jul. 2013) (LIFELOCK-00132479-516) at 
LIFELOCK-0132505. While a manual verification can be acceptable, documentation 
and proof of the change is necessary. 
75 Att. 13 atLIFELOCK-01 38077 (line 1257). This suggests LifeLock was still using 
local administrator password at that time and had not systematically resolved the issue by 
ceasing use of local administrator passwords Enterprise-wide. 
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provides front-end access to back-end databases containing sensitive info1mation. 

Guessable manager credentials make it easier for an attacker to login to Tomcat as 

a manager and access sensitive information on the back-end databases. In this 

3 5	 5 4
instance, i~li!r5<t), found one of the login credentials was ....H): <f),<)< ___r_-	 _ ___ ) ___. 

This is a well-known vulnerability in the information security industry with a 

simple and easy solution - using non-guessable, unique passwords. 

83. i~li~\5<tl, identified Default or Guessable Tomcat Passwords as a High severity 

vulnerability with an estimated CVSS score of 10.76 In its November 2012 

penetration test, i~li;l:5(t), exploited this vulnerability to launch a successful 

attack. 77 LifeLock' s response to this vulnerability was as follows: 

h .d .f. d. .h N .b 13 2012 (b){3):6(t), R H. h• 	 A] h 1 entr 1 m t e overn er , . (b)(4) eport as a ig . t oug e 

severity vuJnerability with an estimated CVSS score of .IO, a VRR was 

not submitted until December 6, 2012, over 3 weeks later; 78 

• 	 Notwithstanding its "high" priority VRR designation by the Director of 

Information Secur ity on December 6, 2012, with an assigned due date of 

76 Att. 15 at LIFELOCK-0053423. 
77 Id. at LIFELOCK-0053409, 0053423, 0053437-440. 
78 Att. 13 LifeLock's VRR Logs (322 Open Requests WO Tables with Notes, generated 
by (b)(3l 5<fl.(b)(4l (Ma 27, 2015); VRRs - June 2012 to September 2012 ARC Table with 
Notes, generated by Cbl(3):5<t),(bl(4l (Ma 29, 2015 ; VRRs- October 2012 to March 2013 
ARC Table with Notes, generated by (blC3l:5cn.Cbl<4> (May 29, 2015); VRRs -April 2013 to 
December 2014 ARC Table with Notes, generated by l<b)(3):5(t),(b)(a) ICMay 29, 2015); VRRs 
- April 2012 to May 2015 ARC Table with Notes, generated by < ( :6(f), b 4 (May 29, 
2015); VRRs - April 2012 to May 2015 WO Table with Notes an . Priority, generated by 

l<b)(3):6(f),(b)(4) ICMay 29, 2015)) (LIFELOCK-0135783-86, 0138077-78) at LIFELOCK
0138078 (line 123). 
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December 26, 2012, LifeLock's first identified action takes place March 

27, 2013, over three and a half months later;79 

• On March 27, 2013, LifeLock noted it had removed the default 

credentials, "[u]pdated thel(b)(3):6(l),(b}(a) lfile," and was waiting for 

Tomcat to reboot so that these fixes could be applied;80 

• 	 On April 2, 2013, LifeLock staff simply state "[t]his has been resolved" 

without any further explanation; 81 

• 	 On July 19, 2013, the PCI RoC identified the issue as conected and 

retested, but the reported supporting documentation only incJuded 

LifeLock staff's notes without any documentation it had been retested;82 

• 	 Not until May 6, 201583 does LifeLock verify its resolution, citing to an 

October 22, 2013 internal PCI scan as verifying the issue was 

resolved. 84 

For this high priority penetration test vulnerability, LifeLock took over 3 

weeks to submit a remediation request, over 3 months from that point to begin 

working on the issue, almost 4 months to purportedly resolve the issue, and 

over two more years to confirm its resolution. 

79 Att. 25, Email from (b)(3):5(t),(b)(4) to Jenner HoJden (Dec. 6, 2012) (LIFELOCK
0089186-87). 

so Att. 13 at LIFELOCK-0138078 (line 123). 

81 Id. at LIFELOCK-0138078 (line 124). 

82 Att. 18 at LIFELOCK-0132506-08. 

83 Due to the FTC's investigation, LifeLock apparently began trying to find 

documentation of its activities for many outstanding vulnerabi lities in May 2015 . 

84 Att. 13 at LIFELOCK-0138078 (line 124). 
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84. LifeLock knew these vulnerabihties. were givenl~~\i3):a<l),(b) !highest criticality rating 

of "High" and yet took anywhere from 4.5 months to over two years to confirm 

remediation of the vulnerabilities - well beyond the 30 days required by both 

LifeLock' s policy and the minimum information security standard. In addition, 

LifeLock maintained inadequate documentation of its remediation efforts .. 

85. The same is true of LifeLock's handling of the penetration test vulnerabilities as a 

whole. LifeLock had not addressed 4 of the penetration test vulnerabi lities at all 

by September 2014, almost two years later. Of the remaining 13 vulnerabilities, 

only two were. addressed in a timely fashion. For. every other instance, 

remediation took over 4 months ... In virtually no instance did LifeLock provide 

sufficient documentation that the issue had been corrected and retested .. These 

failings are symptomatic of a vulnerability remediation process that falls well 

below the minimum information security standard. 

LifeLock Did Not Have a Process for Remediating Vulnerabilities in a Timely 
Manner 

86. LifeLock' s documents show. a consistent pattern of remediating vulnerabilities 

well past the timeframes necessary to meet the minimum security standard. For 

instance, a LifeLock email dated August I , 20 14, identified a list of 322 VRRs 
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that were open more than 150 days on August I, 2014.85 

F' l(b)(3)6(f).(b)(4) 

SUIKC • 

"'' 


I 
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Among these are 34 Critical and 107 High VRRs. 

87. LifeLock's vulnerability remediation logs also evidence unacceptable delays in 

correcting vulnerabilities. I reviewed the logs provided by LifeLock covering its 

VRR tickets generated in the period from Apri l 2012 to May 2015.86 At my 

direction, the FTC prepared for me a statistical analysis of the 1,941 VRR tickets 

contained in those logs. 87 I summarize the results of this analysis in Tables l to 4 

below. 

88. The. statistical analysis. demonstrates that LifeLock did not have a process that 

resolved vulnerabilities within the timeframes required by the minimum 

information security standard. The standard requires that all steps in the 

3 485 Att. 26, Email from l(bl( >:e(f).(bl( ) '(Aug. 1, 2014) (LIFELOCK
0134378-385). 

86 Att. 13. 

87 Att. 27, Declaration of E lizabeth Anne Miles Pursuant to 28 U.S.C. § 1746 (FfC
0002742-285 l) at PTC-0002744-48. 
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vulnerabi1ity remedliation process - from discovery of vulnerability to verification 

of remediation - occur within 30 days for vulnerabilities that LifeLock rates as 

Critical. Table l below shows that LifeLock missed the 30-day timeframe for 

133, or 60.5%, of its 220 Critical VRRs. LifeLock's handling of its Critical VRRs 

even exceeded the 90 day timeframe for 80 or 36.4% of its 220 Critical VRRs. 

Table 1: Analysis of VRRs with Resolution Date Outside 30 and 90 Day Timeframes 

VRR 
Criticality 
Level 

Number.of 
VRRs with 
Resolution 
Date.Outside 
30 Days from 
Date of 
Discovery of 
Vulnerability 

Number.of 
VRRs with 
Resolution 
Date Outside. 
90 Days from 
Date of 
Discovery of 
Vulnerability 

VRRs.with No 
Dates for 
Either 
Resolution or 
Discovery of 
Vulnerability 

Total Number. 
ofVRRs 

Critical 133 80 85 220 
Hil~h 153 109 141 295 
Medium 250 112 121 371 

Low 516 288 192 708 

No Criticality 
Level Assigned 

176 74 167 347 

Total 1,228 663 706 1,941 

89. The minimum information security standard also requires that LifeLock fully 

remediate High vulnerabiJities within 60 days and Medium/Low vulnerabilities 

within 90 days. Thus, LifeLock' s ISP cannot meet the standard if its vulnerability 

remediation process leaves VRRs of any criticality level unaddressed for more 

than 90 days. Table I shows that LifeLock exceeded this 90 day timeframe for 

663 or 34.2% of its 1,941 VRRs. 
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90. LifeLock's inability to meet the minimum information security standard spanned 

across most of the period covered by the logs. Table 2 below shows that for 9 out 

of the 13 quarters covered by the logs, LifeLock failed to meet the 90 day 

timeframe for at least 20% of its VRRs. In some of the quarters, LifeLock failed 

to meet the 90 day timeframe for over 50% of its VRRs. 

Table 2: Analysis of VRRs with Resolution Date Outside 90 Day Timeframe by 
Quarter 

Quarter Number of VRRs 
with Resolution 
Date Outside 90 
Days from Date 
of Discovery of 
Vulner ability 

VRRs with No 
Dates for 
Either 
Resolution or 
Discovery of 
Vulnerability 

Total 
Number of 
VRRs 

Percentage 
Outside 90 
Day 
Timeframe 

2ndQuarter 2012 73 50 242 30.2% 
3ra Quarter 2012 50 27 213. 23.5% 
4t1i Qua1ter 2012 74 94 178 4 1.6% 
1st Quarter 2013 83 20 170 48.8% 
2110 Quarter 2013 119 66 185 64.3% 
3rd Quruter 20 13 90 62 156 57.8% 
4111 Quarter 2013 53 109 206 25.7% 
1st Quarter 2014 77 49 292 26.4% 
2110 Quarter 2014 32 21 53 60.4% 
3rcJQuarter 2014 1 30 32 3. 1% 
4111 Quarter 2014 2 27 30 6.7% 
1st Quarter 20 15 9. 129 160 5.6% 
211 

d Quarter 2015 0 22 24 0.0% 

9 1. Not only did LifeLock fail to complete all of the remediation steps within the 

proper timeframes, but in many cases, LifeLock did not even take its fi rst step to 

address the VRR within those timeframes. The logs indicate the date that 

LifeLock noted its fisst action to address a VRR. Table 3 below shows that 

LifeLock noted its first action for a VRR more than 30 days after discovery of the 
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vulnerabi1ity for 147 or 66.8% of the 220 Critical VRRs. For 47 or 21.4% of the 

Critical VRRs, LifeLock' s noted its first action more than 90 days after discovery 

of the vulnerability. For VRRs of all criticality level.s, LifeLock noted its first 

action after the 90 day period for 499 VRRs or 25.7% of the VRRs. 

Table 3: Analysis of VRRs with First Action Date Outside 30 and 90 Day 
Timeframes 

VRR 
Criticality 
Level 

Number of 
VRRs.with 
First Action 
Date Outside 
30 Days from 
Date of 
Discovery of 
Vulnerability 

Number of 
VRRs with 
First Action 
Date Outside 
90 Days from 
Date of 
Discovery. of 
Vulnerability 

VRRs with No 
Dates for 
Either First 
Action or 
Discovery of 
Vulnerability 

Total Number 
ofVRRs. 

Critical 147 47 28 220 
High 162 107 75 295 
Medium 190 73 94 371 

Low 410 221 200 708 

No Criticality 
Level Assigned 

153 51 139 347 

Total 1,062 499 536 1,941 

92. LifeLock's delays in initiating remediation measures were not isolated incidents. 

Table 4 below shows. that for 5 out of the 13 quarters covered by the Logs, the first 

noted action exceeded the 90 day timeframe for at least 20% of its VRRs. In some 
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of these quarters, LifeLock exceeded the 90 day timeframe for 50% of its. VRRs, 

including one quarter with 80. l % of its VRRs exceeding the timeframe. 88 

Table 4: Analysis of VRRs with First Action Date Outside 90 Day Timeframe by 
Quarter 

Quarter Number ofVRRs 
with First Action 
Date Outside 90 
Days from Date 
of Discovery of 
Vulnerability 

VRRs with No 
Dates for 
Either First 
Action or 
Discovery of 
Vulnerability 

Total 
Number of 
VRRs 

Percentage 
Outside 90 
Day 
Timeframe 

2na Quarter 2012 38 132 242 15.7% 
3rd Quarter 2012 47 66 213 22.1% 
4 111 Quarter 2012 91 45 178 51.l% 
1st Quarter 2013 24 44 170 14.1% 
2°a Quarter 2013 98. 16 185 53.0% 
3rd Quarter 2013 125 12 156 80.1% 
4u1 Quarter 2013 50 29 206 24.3% 
l st Quarter 2014 13 64 292 4.5% 
2110 Quarter 2014 l 25 53 1.9% 
3rd Quai1er. 2014 5 4 32 15.6% 
4m Quai1er 2014 2 12 30 6.7% 
l st Quarter 2015 5 74 160 3.1 % 
211 a Quarter 2015 0 13 24 0.0% 

93. The logs reveal an additional problem with LifeLock's vulnerability remediation 

process. An ISP meeting the minimum information security standard must have a 

formal process to rate the criticality of e ach vulnerability. However, as shown by 

Tables l and 3, LifeLock 's logs have 347 VRRs (17.9%) with no criticality rating. 

88 The analysis in Tables 1 through 4 above most likely understates the number of VRRs 
that LifeLock failed to remediate in a timely fashion for a couple reasons. First, the 
number of VRRs outs ides the 30/90 day timeframes c ited in the Tables do not include 
VRRs which are mjssing their first action dates or resolution dates. Second, as e xplained 
in Paragraphs 57 to 63 supra, LifeLock downgraded numerous. Critical VRRs. and most 
likely addressed them using the longer timefrarne for non-Cri tical VRRs. 
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Without properly rating each vulnerability, LifeLock has no effective way to 

ensure that it remediates the more serious vulnerabilities first. ln short, from at 

least April 2012 through March 2014, LifeLock's internal emails and vulnerability 

remediation logs reveal an ISP that failed to properly categorize and prioritize 

vulnerabihties and that exhibited significant de lays throughout its vulnerability 

remediation process. These deficiencies rendered LifeLock's vulnerability 

remediation process incapable of remediating vulnerabilities within the ti meframes 

necessary to meet the minimum information security standard. 

LifeLock Lacked a Process for Applying Patches and Updating Outdated Software 
in a Timely Manner 

94. A patch is a software fix issued by a vendor to remediate an exposure or 

vulnerability in their software. New exposures are found in software on a regular 

basis. Therefore, an organization should apply available patches to software 

running on its system on a regular basis. The minimum information security 

standard requires a formal patching process that identifies, prioritizes, applies, and 

tests all patches for operating systems and critical applications in a timely manner. 

A determination of whether an application is critical and the importance of 

applying a particular patch relative to other patches must be based on a formal 

policy. The timeframe for patching must be designated based on priority and an 

implementation plan put in place with proper documentation. If for some. reason 

the patch cannot be applied, a formal exception report must be generated with 
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appropriate remediation measures put in place. Finally, all patches must be tested 

prior to system production. 

95. When a software vendor releases a. patch, both an organization and attackers are 

placed on notice that there is a method for compromising a system. Therefore, the 

longer the software goes unpatched, the greater the probability that the system will 

be compromised. While the Critical Security Controls recommends that critical 

patching be applied within 48 hours, 89 the minimum information security standard 

requirns that critical patches be applied within 30 days of the patch being released, 

with other high patches applied within 60 days, and medjum to low within 90 

days. These timeframes also align with. LifeLock' s stated patching policy. 90 

96. Organizations must also upgrade outdated software. When software is re leased it 

often contains. vulnerabilities that have. not been discovered. . The longer a piece of 

software is publicly available, the greater the chance that vulnerabilities are 

discovered. Although patching is one method a vendor uses to fix known 

vulnerabilities, very often releasing a patch requires too much work, so vendors 

will release a new version of the software instead. Outdated software has 

exposures and known methods of compromise. When a new software version is 

released, vendors often stop supporting the earlier versions. Therefore, failing to 

upgrade software places an organization at serious risk of an attacker exploiting 

89 Att. 6, The Critical Security Controls for Effective Cyber Defense, Version 4.0, Council 

on Cyber Security (201 2) at FTC-0002275. 

90 Att. 9, Email froml(b)(3):5(t),(b){4l ~t al. (July l , 201 3) (LL-0053865
66). 
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publicly known vulnerabilities in the outdated software. An organization must 

follow the same protocol for upgrading software as for patching in order to meet 

the minimum information security standard. 

97. The minimum information security standard also requires a consistent process for 

documenting an organization's patch management activity. The documentation 

process must identify the available patches and their severity ranking, set 

timeframes for patching, and log all of the steps taken to deploy the patches. 

Without consistently documenting such details, an organization will not have the 

info1mation necessary to keep track of their efforts to timely deploy all required 

patches. 

98. In its September 21, 201 2 report,l/~l:6 lissued a broad recommendation targeting 

LifeLock' s lack of an effective strategy for patching and updating: 91 

Track all .~cr~·t•r. sof~war<:.' components ftH secm·hy updatt·~~;. Monit(Jr server softwar~ for se
curity advisories and software updates. Develop a strntegy to be able to quickly respond to se.cu· 
rity advisorie$ and integrate security fix.es and software. updates into production ~nvironments. 

Keeping security fi'x€$ and pa.tc.::h~s t.1p-to-date can avoid exposing serious: se~rity holes tb Jt 

tackers and the genera.I public. 

99. 	 Among the evidence l!il;~, Icited to support its recommendation were 94 Critical 

or Important Linux patches released from 2007 to 201 J that LifeLock had fa iled 

to apply as of September 2012 on just the three servers it examined. 92 

91 ..A	 28 F' l .R... Lif. Lo k S . R . V: . 1 1 (bl<3>5<tl.<bl<4> (S 21tt. , ma eport - t.Je c ecunty eview, erswn . , 	 ept. , 
2012) (LIFELOCK-2123-181) at LIFELOCK-2 130. ....________. 
92 id. 	at LIFELOCK-2174-77. 
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6 
Similarly, for just the one Windows server Cb)(~):~ examined, l\?'.~~r lidentified 18 

Microsoft patches that had not been applied . 93 

100. Instead of addressing the long delays in patchjng, LifeLock downgraded the 

severity/c1iticality of patches or mislabeled patches. As the LifeLock 

information security consultant explained: "This is just not right." 94 

From: Gwen Ceylon 
Sent: Monday, January 07, 2013 7:06 PM 
To: Tony Valentine ITony.Valeotjoe@ljfelock...co.m) 
Subject: The thinks that make me shake my head 

Check this out. This is one of t he metranet sq! server database systems. A bunch of Microsoft vulnerabilities - VRR went 
in as low. But note that the actual risk ranking from the scan en,gine (which comes from the industry standard 
Mitre/NIST CVE scores and based on what Miscrosoft says) is critical and severe. This VRR is a week from being late. 
They can' t just lower the risk ranking to avoid patching systems. Notice also how they lump many vulnerabilities into one 
VRR - makes it look like vulnerability situation is less than it is when VRR reports are run from service desk. Only 252 

open VRRs, but the number of vulnerabilities the 252 VRRs cover Is In the lOOO's. 

This is particularly troublesome when many of the patches (especially for Linux systems) are not only security updates, 
but also bug fixes to the OS, kernel fixes, etc .... The systems are not getting patched- and the company wonders why 
there's stability problems? 

This is just not right. 

recommendation and the warning from its onsite information 

secutity consultant, LifeLock continued to neglect patching. LifeLock provided 

logs showing Microsoft and Linux patching activity from September 2012 

through March 2013. 95 At my instruction, the FfC ran a statistical analysis on 

these logs that are summarized in the tables in Paragraphs 102 to 106 below. 96 

93 Id. at LIFELOCK-2177. 

94 Att. 11, Email from Gwen Ceylon to Tony Valentine (Jan. 7, 2013) (LIFELOCK
0038588-89). 

95 Att. 29, LifeLock' s Patching Logs (LIFELOCK-0136812-13, 0138079-80). 

96 Att. 30, Declaration of Vinayak Balasubramanian Pursuant to 28 U.S.C. § 1746. 
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102. The analysis shows me that LifeLock consistently missed the timeframes 

necessary to meet the minjmum security standard. For Mjcrosoft patches that 

Microsoft rated as critical, LifeLock fai led to apply 56.6% of them within 30 

days: 

Microsoft Patch Spreadsheet - Summary Statistics 

Importance of Patch (Microsoft Ratings) 
All Critical Important Moderate 

Total 4755 
Number 

2290 2421_ 44 

Percent 100 
of Whole 

48.160 50.915 0.9253 

Mean 44.387 59.775 29.478 63.909 
>30days 2622 
(#) 

1297 1280 44 

>30 days 55. l42 
(%) 

56.638 52.871 100 

>60 days 884 
(#) 

741 109 36 

>60 days 18.591 
(%) 

32.358 4.502 81.818 

>90days 469 
(#) 

403 66 0 

>90 days 9.863 
(%) 

17.598 2.726 0 

SS 
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103. The results do not change significantly even if the analysis uses the criticality 

rating assigned by LifeLock as opposed to Microsoft's criticality rating. Using 

LifeLock ' s criticality rating, LifeLock fai led to apply 54.4% of the critical 

patches within 30 days: 

Microsoft Patch Spreadsheet - Summary Statistics 

Importance of Patch (LifeLock Ratings) 
All Critical Important Med/Moderate Low 

Total 4755 
Number 

2193 2381 53 128 

Percent 100 
of Whole 

46. 120 50.074 1. 115 2 .692 

Mean 44.387 58.404 28.972 68.679 80.922 
>30days 2622 
(#) 

1193 1247. 53 128 

>30 days 55. l42 
(%} 

54.400 52.373 100 100 

>60 days 884 
(#) 

696 91 43 54 

>60 days 18.591 
(%) 

31.737 3.822 81. 132 42. 188 

>90days 469 
(#) 

359 47 9 54 

>90 days 9.863 
(%) 

16.370 1.974 16.981 42. 188 
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104. 	 LifeLock ' s logs do not show it applying any patches that Linux rates as critical, 

so I looked at whether LifeLock applied Linux patches of any criticality level 

within the required 90 day timeframe. The table below shows that LifeLock 

failed to apply 48% of the Linux patches within 90 days. 

'Linux Patches (no duplicates)' worksheet- Summary 
Statistics 

Importance of Patch (Linux Ratings) 

Total 
Number 
Percent 
of Whole 
Mean 
>30 days 
(#) 
>30 days 
(%) 
>60 days 
(#} 
>60 days 
(%) 
>90 days 
(#) 
>90 days 
(%) 

All 
1141 

JOO 

153.787 
695 

60.9 11 

566 

49.606 

548 

48.028 

Important 
29 

Moderate 
561 

2.542 49. 167 

70.966 
20 

177.888 
412 

68.966 73.440 

8 369 

27.586 65 .775 

5 363 

] 7.241 64.706 

Low 
551 

48.291 

133.608 
263 

47.73 1 

189 

34.301 

180 

32.668 
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105. 	 The servers that LifeLock failed to patch in a timely manner included servers in 

its PCl environment. As shown in the tables below, for the PCI servers, 

LifeLock fa iled to apply 55.4% of the critical Microsoft patches within 30 days 

and I 7.4% of the Linux patches within 90 days. 

Microsoft Patch Spreadsheet (PCT IP Addresses Only) 
- Summar 11 Statistics 

Importance of Patch (Microsoft Ratings) 
All 
Data 

Critica l Important Moderate 

Total 1929 
Number 

839 1064 26 

Percent 100 
of Whole 

43.494 55. 158 1.345 

Mean 42.900 55.461 32.422 66.385 
>30 days l234 
(#) 

465 743 26 

>30 days 63.971 
(%) 

55.423 69.83 1 100 

>60days 290 
(#) 

229 39 22 

>60 days 15.034 
(%) 

27.294 3.665 84.6 15 

>90days 133 
(#) 

107 26 0 

>90 days 6.895 
(%) 

12.753 2.444 0 
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Linux Patches (no duplicates) (PCI IP Addresses 
Only) - Summary Statistics 

Importance of Patch (Linux Ratings) 
All Important Moderate Low 
Data 

Total 23 8 9 6 
Number 
Percent 100 34.783 39.130 26.087 
of Whole 
Mean 86.043 82.500 94.778 77.667 
>30 days 20 6 8 6 
(#) 
>30 days. 86.957 75 88.889 100 
(%) 
>60 days 14 3 5 6 
(#) 
>60 days. 60.870 37.5 55.556 100 
(%) 
>90 days 4 2 2 0 
(#) 
>90 days 17.391 25 22.222 0 
(%) 
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106. 	 Again, the results do not change significantly for the Microsoft critical patches 

even if we run the analysis. using Lifelock's ow11 criticality rating. The table 

below shows that LifeLock failed to apply 50.7% of the Microsoft patches that it 

rated as critical within the 30 day timeframe. 

Microsoft Patch Spreadsheet (PCI IP Addresses Only) - Summary 
Statistics 

Importance of Patch (LifeLock Ratings) 
AD 
Data 

Critical Important Med/Moderate Low 

Total 1929 
Number 

763 1033 33 100 

Percent 100 
of Whole 

39.554 53.551 l.711 5.184 

>30 days 1234 
(#) 

387 714 33 100 

>30days 63.971 
(%) 

50.721 69.1 l9 100 100 

>60 days 290 
(#) 

194 23 29 44 

>60 days 15.034 
(%) 

25.426 2.227 87.879 44 

>90days 133 
(#) 

72 10 7 44 

>90 days 6.895 
(%) 

9.436 0.968 21.212 44 

107. 	 LifeLock's patching Jogs, however, only tell part of the story because the logs 

only cover the patches that LifeLock actually applied and not the uni verse of 

patches that LifeLock should have applied. For instance, during the 6 month 

period covered by the logs, Microsoft released 17 critical operating system 
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98patches.97 LifeLock had 17 Windows servers in its PCI environment and so 

should have applied 289 patches (17 servers times 17 patches) to these servers. 

LifeLock 's logs show that it only applied 139 of these critical operating system 

patches to these servers. In addition, LifeLock's logs do not indicate that it 

applied any critical Linux patches dtu-ing the 6 month period. In fact, from 

September 2012 through December 2012, there was only one Linux patch of any 

c1iticality level applied to only one of the 189 Linux servers identified by 

LifeLock.99 Given the number of Linux se1vers in LifeLock's network, it is 

highly unlikely that none of its servers required a critical Linux patch . 

108. 	 LifeLock's own assessment and the PCI assessor' s obse1vations confirm my 

analysis ofLifeLock' s pa tching logs. 

97 The 17 patches and thei1· respective published date are MS12-052 (8/14112), MS12-054 
(8/14/12), MS12-060 (8/14/12), MS12-063 (9/21/12), MS12-071 (11/13/12), MS12-072 
(11113/12), MS12-074 (11/13/12), MS12-075 (1 1113/ 12), MS12-077 (12/ 11/12) MS12
078 (12/11112), MS12-081 (12/11112), MS13-002 (1/8/13), MS13-008(1/14/13), MS13
009 (2/12/13), MS 12-010 (2/12/ 13), MS13-0l l (2/12/13), and MS13-020 (2112113). See 
Microsoft C01poration, Sec11rUy Bulletins 2012 (viewed ou Jul. 11, 2015) 
<https://technet.microsoft.com/en-us/library/secmi /dn632605.as x>. 
98 The 17 PCI Windows se1ver addresses am 

These 189 se1vers do not include the 276 decommissioned Linux servers that were 
active during the relevant time period from September 2012 to March 2014. See Att. 31, 
Letter from William C. MacLeod, Counsel to LifeLock, Inc., to Susan Pope, Federal 
Trade Commission (June 12, 2015) (FTC-0002169-2174) at FTC-00021 73-74; Att. 32, 
LifeLock's List ofDecommissioned Servers (submitted on JUll. 12, 2015) (LIFELOCK
0138076). LifeLock has stated that it does not have any info1mation regarding whether it 
applied all of the necessary patches in a timely manner on these decommissioned servers. 
See Att. 31 at FTC-0002174. 
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a. 	 In an internal email, LifeLock acknowledged fai ling to apply all required 

Windows and Linux systems patches from approximately December 6, 

2012 to March 6, 2013 and explained it was behind "at least by 3 

100months": 

From: 
Sent: 
To: 
Subject: 

Importance: 

Good Morning Everyone, 

As part of PCI Readiness UfeLock must have a quarterly vulnerability scan and remediate vulnerabilities through system changes or by patching the systems. 

For various reasons (ISi for example) patching for Windows and Linux systems have gotten behind, at least by 3 months. PCI requires that High, Medium and Low 
vulnerabililles be re111edla1ed In 30, 60, 90 day> respectlvelv. Whal lhls means is lhal UfeLock Is behind in remedla\lng most vulnerabllllles (all high, most 
mediums and lows) and the remediation efforts need to be complete In this quarter (by end of March) so that we have a clean scan/remediation to provide to 
the Auditor. 

I have been working with Information Security (Austin) and with key personnel onl~;f~~tblteam (Richard anJ(bl to get back into a regular patching I 
vulnerabllrty remedlatron cvcle. I he guys were challensed l weeks ago to review! s that Austin proJaecl, patches that still need to be ;pplred, and 
systems that need to be patched and how the systems could be grouped to patched. 

b. 	 As part of the PCI assessment process, in April 2013 the PCI assessor 

discovered LifeLock's patching deficieocies when "the Linux team showed 

3 6)(__ l)- )(4)the Auditor their Satellite system and specificall~-(b_ ): (_,(b-______ 

which showed [the assessor] several critical outstanding patches that are 

months old." 101 

c. 	 The PCI Audit punch list from April 19, 2013 notes: "Main database 

patches not applies [sic] for some time. Many critical patches over 30 days 

4100 Att. 33, Email from <bH3l:5(fl,(bl< l to Rich Stebbins (Mar. 6, 2013) (LIFELOCK
0019638-39). 

101 A 34 E ·1 f A . A 1 D .dB ·ct d (bl 3 :5<l.(bl 4l
tt. , mm rom ustm ppe to av1 n gman an (Apr. 26, 
2013) (L.fFELOCK-0053824-25) at LIFELOCK-0053825. 
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old. Patch classification downgraded without documented justification." 102 

(Emphasis added). 

109. 	 Because LifeLock arbitrarily downgraded the crit icality rating of the patches, the 

analysis in tables in Paragraphs 102 to 106 above understates the number of 

cri tical patches that LifeLock failed to deploy within the lowest acceptable 

timefrarne. 

110. 	Moreover, arbitrarily downgrading the criticality rating of patches independently 

falls below the mi nimum information security standards. An organization 

cannot consistent1y deploy patches on a timely basis without accurate 

information regarding the criticality of their patches. 

111. A major part of the reason that LifeLock missed so many patches was because it 

failed to maintain an operational patch deployment system and properly 

document its patching. LifeLock usedl....(b-)(J-):-5(f-).(-b)-(
4
-) ___________, 

l(b)(3):6(1).(b)(4) 	 I 
.....___________....and Windows Server Update Services (WSUS), 

to deploy patches. 103 However, in November 2012, ~~lm 6(f). and WSUS [were] 

both broke" and LifeLock's "Windows team refuse[d] to patch systems 

102 Att. 35, LifeLock, Inc. PCI Audit Punch List (Apr 19, 2013) (LIFELOCK-0009259
61) at LIFELOCK-0009260. 

103 Att. 36, Letter from Andrew Berg, Counsel to LifeLock, Inc., to Greg Madden, 

Federal Trade Commission, (Jan. 2, 2015) (LIFELOCK-0134224-40) at LIFELOCK
0134231. 


63 

FTC-0003001 



manua1ly ..." The result was that "vulnerabilities [were] increasing in number 

putting the company at greater risk," 104 a fac t confinned by the patch analysis. 

112. 	 It appears LifeLock did not begin to resolve this issue until late-May 2013, over 

six months later. 105 In my opinion, LifeLock should have identified this issue 

within 30 days of it first arising and resolved it within two to three months. The 

failure to systematically deploy patches to remediate vulnerabilities for at least 7 

months falls below minimum information security program standards. 

113. 	 Problems with LifeLock 's patch deployment system resurfaced in November 

2014 when technical problems with (~l<~l 5(fl. SUS and....- _ _ _ _ _4ll(b)(3l 6(fl,(bl<______ 

6 4 ....	r_)i3_)_<_t),-(bl_t _) ____.I Prevented LifeLock from using the system to apply Adobe 

F lash updates/patches. 106 

114. 	 LifeLock' s lack of an effective patch management process created serious 

vulnerabilities by leaving Windows and Linux systems exposed for significant 

periods of time. A patch fixes a known point of exploitation so fai ling to patch 

greatly increases the risk of exposure and is unacceptable from a security 

perspective. In addition to unpatched Windows and Linux systems, li~\m atn. 

warned that "[m]ultiple instances of outdated software were identified. These 

outdated systems could contain a number of flaws which could be exploited to 

104 Att. 37, Email from Jenner Holden to Gwen Ceylon (Nov. 16, 2012) (LIFELOCK
0088187-88) at LIFELOCK-0088187. 

105 Att. 38, LifeLock PowerPoint Presentation, Q2-lmplement Monitoring Phase 1 

Project (AP) (20 13) (LIFELOCK-0077845) at 10. 

106 See infra~[ 165. 
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compromise the system or deny service to legitimate users." 107 For example, 

LifeLock's Tomcat application was out ofdate by at least one year and 

contained "nlllDerous vulnerabilities" : 108 

(b)(3):6(f},(b}(4) 

115. Tomcat is software that nms websites. Websites are the front end interface to 

back end databases that store critical inf01mation. Having access to a web server 

provides an easy way for an adversary to compromise sensitive info1mation. At 

least one internal document suggests this was a "false positive" penetration test 

findiog109 and thus it was never fonnally addressed as a response to a penetration 

test vulnerability. LifeLock's vulneralbility logs, however, make clear it was not 

a false/positive and the vulnerability was even greater than what the penetration 

test identified. 

107 
Art. 15, Y~ff'8R"· Inc.: Intrmation Assurance Services Enterprise Security 

Assessment, {b ( ): (),(bl( 
4l (Nov. 13, 2012) (LIFELOCK-0053403-61) at LIFELOCK

0053408-09. 
108 Id. at LIFELOCK-0053423. 
109 Att. 18, LifeLock's Documentation of Penetration Test Vulnerability Remediation 

3)5Submitted to l(b}( <f},(b)(a) ksubmitted Jul. 2013) (LIFELOCK-00132479-516) at 
LIFELOCK-132486. 

65 

FTC-0003003 



116. According to the vulnerability remediation management logs, two months after 

the penetration test, January 15, 2013, a VRR ticket was created explaining: 

During the network Ren test the pen testors [sic] found that the installed 
version of tomcat on l(b)(3):5(f),(b)(4) Ihas numberous [sic] vulnerabilities 
including multiple denial of service bugs, multiple XSS vulnerabilities and 
other significant vulnerabili ties. While the pen testers scanner detected 
version 5.5.30 installed according to the banner, this server is actually 
running version 5.5.23 which has even more vulnerabilities. 

(Emphasis supplied). 110 The VRR ticket details 36 vulnerabilities with the Tomcat 

version LifeLock was then using. 111 The publish date for these vulnerabi lities 

dated from June 14, 2007 to November 30, 2012, with 27 of these vulnerabilities 

published prior to 2012. 112 

117. Although these vulnerabilities were identified in the November 13, 2012 

penetration test, no VRR ticket was apparently created until January 15, 2013. 

The Tomcat web server application was apparently not updated for almost three 

more months. On April 2, 2013, a note in the Jog indicates that LifeLock 

"[u]pgraded the system to the latest version and for this server the latest 3):5(t),. (b)((b)(4) 

110 Att. 13, LifeLock's VRR Logs (322 Open Requests WO Tables with Notes, generated 
by (b)(3) 5(t),(b)(4) (Ma 27, 2015); VRRs - June 2012 to September 2012 ARC Table. with 
Notes, generated by (b ): (t), b 4> (Ma 29 2015 · VRRs - October 2012 to March 2013 
ARC Table with Notes, generated by (b)(

3 
:
5

(1), b)(
4
) (Ma 29, 20 15); VRRs - April 2013 to 

December 2014 ARC Table with Notes, generate by (b)(3):G(t),(b)(4) (Ma 29, 2015); VRRs 
- April 2012 to May 2015 ARC Table with Notes, generated by (b)<3>5<fl.(b)(4) (May 29, 
2015); VRRs -April 2012 to May 2015 WO Table with Notes and Priority, generated by 

l(b)(3):6(1),(b){4) lcMay 29, 2015) (LIFELOCK-0135783-86, 0138077-78) atLIFELOCK
0135783 (line 143). 
111 Att. 39, Email from (b)(3):G(f),(b)(4) to Austin Appel (April 03, 2013) (LIFELOCK
0033 129-33). 
112 Id. 
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3 5	 4 
r_ _)<_>:_<_f),_<b_H_) ___t· LifeLock did not close this request until April 22, 20.15, 

without any explanation beyond a "N/A" designation. Thus, which Tomcat 

version is currently in use is unclear as is the status of vulnerabilities fro m the 

outdated software . 11 3 

118. 	 LifeLock's Tumbleweed is another example of LifeLock's deficient patch 

management process creating vulnerabilities in critical software. Tumbleweed is 

software that provides a method for transfening sensitive files in a secure 

manner. Tumbleweed vulnerabilities provide an easy gateway for an adversary 

to compromise these sensitive files. 

119. 	 In October 2013, LifeLock's Security Engineer, Andrew Citro, explained, "We 

are - WAY-out of date on updating Tumbleweed, and have been even when I 

first started." 114 (Emphasis original. ) Mr. Citro identified two vulnerabilities 

resulting from the outdated Tumbleweed, one dating from 2003 and another 

dating from 2011, but he could not upgrade the software to resolve the 

vulnerability as the software was too outdated. 11 5 Apache, which is the web 

server that is used by Tumbleweed, had exposures that would allow someone to 

access sensitive information and/or perform a denial of service attack to make 

the system unavailable. Since Tumbleweed was out of date, Apache could not 

be updated and the exposures could not be remediated. Further, the software 

11 3 Att. 13 at LIFELOCK-0135783 (line 143). 

11 4 Att. 40, LifeLock, Security Exception Risk Assessment Form (June 30, 2014) 

(LIFELOCK-0034400-01) at LIFELOCK-0034400. 

11s Id. 
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version was so out-of-date that the vendor did "not have patches for the version 

of tumbleweed that [LifeLock was] running." 116 

120. 	 Although the identified vulnerabilities had existed since 2003 and 2011 

respectively, LifeLock did not seek a "Security Exception" to continue running 

the software with this. vulnerability in place. until October 2013. 11 7 
. Because. 

LifeLock had "no plan to upgrade Tumbleweed," the proposed resolution in 

October 201 3 was to " mitigate the 1isk by encrypting the fie lds as they traverse 

Tumbleweed." 118 

121. Over four months later, in late-February 2014, LifeLock concluded that it could 

resolve one of the vulnerabilities after all and did so. The other vulnerability 

was granted a security exception with the mitigating control of "encrypting the 

fields with the information as they traverse Tumbleweed." 119 

122. 	 LifeLock' s patch management process also did not have sufficient 

documentation to support the gaps in the patching that existed. The analysis of 

the patch logs shows that the patches were not applied consistently across all 

servers,. and for a given server, not all of the applicable patches were applied. If 

a patch is not applied, LifeLock should have had in place a formal process for 

verifying and documenting that the lack of a patch did not create a security 

exposure. 

11 6 Id. 
117 ld. 
118 Id .. 
119 Id. 
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123. Problems with its patch deployment software,. insufficient documentation, and 

other technical and non-technical reasons likely contributed to LifeLock's patch 

management failures. In any event, from at least September 2012 to March 

2013, LifeLock consistently fai led to deploy critical patches within 30 days and 

all patches within 90 days. Accordingly, LifeLock's ISP did not have an 

effective patching process necessary to meet the minimum information security 

standard for at least that time period. 

LifeLock Did Not Have Effective Processes for Configuration Management and 
Password Management 

124. 	 Changes in the network, such as the installation of new software or patches, 

could create vulnerabilities if not properly managed. New software introduces 

new services which may serve. as additional avenues for an attacker to gain 

unauthorized access into the network. New software may also have default 

parameters set up by the vendor for installation convenience and that are known 

by all purchasers of the software. Leaving these default parameters i.n place 

would make unauthorized access to the system more likely. Also, patches 

remediate vulnerabilities in the patched software but could cause unexpected 

vulnerabilities elsewhere in the network that an attacker could exploit. 

125. 	 For these reasons, the minimum information security standard requires an 

organization to implement all system changes through a formal change 

management process to ensure that the changes are secure and do not degrade 

the security of the system .. A change management process mitigates this risk 
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through system hardening, which involves configuring software in the system to 

reduce exposure points introduced by the system change. For instance, system 

hardening would remove unnecessary servi.ces or change the default parameters 

in new software. An effective change management process aJso tests the change 

and scans the system for vulnerabilities prior to putting the. change into 

production. All of these steps require thorough documentation so that the 

organization can track and verify its change management efforts. 

126. 	 In addition, the mfoimum information secmity standard requires an organization 

to manage password access to network resources so that employees' use of weak 

passwords does not compromise an otherwise well-configured network. User 

credentials, which include a user name and a password, allow system access. If 

a password is easy to guess, or the same password is used for multiple systems, it 

provides the opportunity for an adversary to gain access to a system and 

compromise sensitive client information. In particular, administrative or 

manager credentials are extremely sensitive because if compromised they allow 

an attacker (either internal or external) wider system access. Manager 

credentials can provide full access to a system, including the ability to read, 

change, or delete information. 

127. 	 An organization must have a process for ensuring that employee passwords are 

unique, properly protected, and only available to those needing account access. 

Passwords must also be periodically changed to minimize or reduce the chance 

70 

FTC-0003008 



of compromise. An organization must also monitor account credentials (which 

include passwords) for any adverse activity or signs of an attack. 

(b)(3)"6(f) ~ .128. Both the Nov. 2012 (b)(4 · • and Sept. 2012~secunty assessments noted 

configuration management vulnerabilities, 8 of which it rated "High" or 

"Medium" severity. 120 i~~i~r6(f), identified two "High" and 7 "Medium" severity 

configuration management vulnerabilities as .indicated in the figure below. 121 

12 
11 \. 

10 i 
9 ' 

I 
8 •
7 

6 I 
5 

4 I 

3 ' ,. 


2 
1 
0 I . 

; . 
, 

' 
• . 

' ; 
' 
~' ~ ~~ 
l ' , 

, ' 
jl' • ,I' 

·' 
' • 

i· 
! / 

Patch and Vullnerdbility 

Mana1ement 

Figure 1: Vulner.abillty Summary- By Root Cause and Severity Level 

120 A 28 F' l R . ;+. . k S . R . \!'. . 11 (bl(3l:5(fl,(bl(4l (S. ct. , tna . .eport - L11 eLoc ecunty ev1ew, erswn . , ept. 
21, 2012) (LIFELOCK-2123-81) at LIFELOCK-2137. !)~!~;'.:~ lciescr.... es __,.,......e....1 - -. a _ 
severity vulnerability as "[i]ndividual user's information is at risk, exploitation would be 
bad for client's reputation, moderate financial impact or possible legal implications for 
client." It describes a "High" severity vulnerability as "[l]arge number of users, very bad 
for client's reputation or serious legal and or financial implications." Id. at LIFELOCK
2135. 

Att. 15, l~felock, Inc.: Information Assurance Services Enterprise Security 
Assessment, bl( l.<b (4 (Nov 13, 2012) (LIFELOCK-0053403-61) at LIFELOCK
0053409. <~l(~l:5(fl. describes a "Medium" severity vulnerability as causing "[t]angible 
impact; potentia arnage to data and resources" and a "High" severity vulnerability as 
causing "f s]ignificant impact; probable damage to data and resources." Id. at 
LIFELOCK-005 344 7. 
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129. i~l/4r6(f), "observed default or insecure configuration standards throughout the 

infrastructure." 122 For example, SMB Null Sessions, SNMP Default Community 

Strings, and clear text protocols are all vulnerabilities associated with the use of 

default instaJlations. 123 I would also include Directory Traversal vulnerability as 

a default installation problem. 124 These are all well-known vulnerabilities that a 

configuration management process meeting the minimum information security 

standard would have prevented. Accordingly, i~~i~) (f), offered recommendations 

aimed at correcting basic deficiencies in LifeLock' s configuration management 

process: 

• 	 "LifeLock should review the change and configuration management 
procedures to ensure that system hardening is integrated into each 
step of the change management process." 

• 	 also recommends that regular vulnerability 
assessments e performed on the internal network to quickly identify 
outdated or misconfigured systems." 125 

130. LifeLock' s internal documents confirm l~~(<3l 5(f),(b) Ifindings regarding LifeLock' s 

configuration management deficiencies. On May 13, 2013, LifeLock identified 

as a goal "Create/Implement Database Auditing and Database Secmity Standards 

t22 Id. at 0053449. 
123 Id. at LIFELOCK-0053424, 0053426, 0053429. 
124 Id. at LIFELOCK-0053421. Default installation or misconfiguration of the system are 
the only methods by which a Directory Traversal vulnerability could have occuned. 
Given LifeLock's practices, it is more likely this occurred due to a default installation. 
As explained earlier, a Directory Traversal vulnerability allows bypassing of access 
controls, allowing an attacker access to system information, including sensiti~~·~'"""""" 
(bl<3J:5<f). xploited the Directory Traversal vulnerability to gain control of the ~~\<3J:G(f),(b) 
(~l(3J:G(f),(b) omai n. See infra 'lm 7 4-77. 

Att. 15 at LIFELOCK-0053409. 
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and Procedures, and Database Hardening Standards and Procedures" by the third 

and fourth quarter of 2013. 126 More than three months later, LifeLock was still 

in the process of hardening and seeming its databases, and developing security 

and hardening procedures. In late August, LifeLock charted its progress as: 

• 	 Imple ment Database Secmity Standards - 50% complete; 
• 	 Implement Database Hardening Standards - 50% complete; 
• 	 Update Database Security Standards and Procedures - 25% 

complete; 
• 	 Update Database Hardening Standards and Procedures - 25% 

complete. 127 

According to LifeLock's documents, as of late August 2013, LifeLock bad not put 

in place the system security and hardening that are basic elements of a 

configuration management process. 

131. LifeLock also lacked an effective charnge management process in 2012 and 

2013. In November 2012, LifeLock's information security consultant warned, 

"well defined change management plan not in place, people are not following the 

process." 128 

132. Four months later, in an emaH exchange between LifeLock's information 

. l(b)(3) 6(1).(b)(4) I 

secunty consu tant, 1 ....._____. and its Senior Director for Infrastructure, 

126 Att. 41, Email from Loretta Stagnitto to Rich Stebbins (May 13, 2013) (LIFELOCK
0023835-36) at LlFELOCK-0023836 (pg. 11). 

127 Att. 42, Email from Andy Doyle to Rich Stebbins (Sep. 30, 2013) (LIFELOCK
0077495-96) at LIFELOCK-0077496 (pg. 5). 

128 Att. 37, Email from Jenner Holden to Gwen Ceylon (Nov. 16, 2012) (LIFELOCK
0088187-88) at LIFELOCK-0088187. 
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l(b){3):6(f),(b)(4) IL'f L k k 1 d d . . h h 
....------- 1 e oc ac now e ge senous. gaps 111 t e. c ange 

management process: 

(b)(3)6 (b)(3)6(f) (b) f . . f
(fl,(b)(4) nd (4) · · as part o secunty best practice (and as pa1t o PCI 
compliance) JnfoSec will need to scan/review all major changes 
implemented in the environment. While this. has not occurred 
consistently in the past, we.are. putting steps. in place to ensure. that the 
scans are.part of the process. Since this is not fully documented and a 
process vetted (as to what works best in reality) I am asking for a ticket 
for a scan request at this time. Information Security is working with 

l\~~=~:?.IRenee on what the best process will be, not just for your team, but 
for all Infrastructure and Engineering teams when major changes 
occur. 

(Emphasis supplied). 129 LifeLock's change management process apparently had 

no. consistent scanning and was not even "fully documented and.. . vetted ... " 

133. Approximately two months later, in May 2013, LifeLock's PCI assessor found 

that "LifeLock is not performing security scans before major. system or code 

changes are released into the CDE environment." 130 Even in late July 2013, the 

lack of consistent scanning remained a problem ... A LifeLock internal email 

states that "one thing LL is really lacking is having significant changes scanned 

after they go into production." 131 

134. In short, LifeLock did not appear to have. any formalized process for 

configuration management. At least as of March 2013, LifeLock did not have a 

· · · · . l(b)(3):6(1) (b)(4) I129 Att. 43, Email from ' to Scott Watson et al. (Mar. 19, 2013) 
(LIFELOCK-0026183-84) at LIFELOCK-,...00..,,.,2,.,.,6 1,,,...,8,,....,3 ·.,.......-----. 
130 Att. 44, PC/ DSS Gap Analysis Report, l(b)<3>:5<fl.<b><4 

> l(May 21, 2013) 
(LIFELOCK-0095891-959 at LIFELOCK-0095896. 

. Att. 45, Email from (b < 6 · b 4 to AnneMarie Olson and Austin Appel (Jul. 25, 
2013) (LIFELOCK-0029627-28) at LIFELOCK-0029627. 
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"fuJly documented and ... vetted" configuration management process in place, 

and even as late as August 2013, it lacked hardening procedures for its database. 

To the extent LifeLock did have a process, "people [were] not following the 

process," and the process lacked a critical component - the consistent scanning 

of system changes. For these reasons, LifeLock' s configuration management 

process did not meet the minimum information security standard in 2012 and 

201 3. LifeLock's password management process also fell below the minimum 

failure to properly manage Local Administrator passwords as a significant 

b·1· (b(
3

): 
6 f d h ·c k ·1· d ' d th . ' vulnera i ity. (t),(b) oun t at L11eLoc utl 1ze 'passwor s at never expired ' 

for its Windows and Linux hosts, and that it used the same password across hosts 

d. 1 (b)(3):6 . d d on each p at orm. l f Accor mg y, (t),(b)(4) secunty assessment report recommen e 

that LifeLock implement basic password management protocols: 132 

Change the passwords for local Rnot and Administratm: clCCom:its. Apply this across t he 
einirunmeut a.n4 ensure that the -are ;.1.bo changed tvery 90 days. J\bq i;:hange the~root 
ac.counl password on lhe (b)(3 :5 t),(b) 4l 

135. <~><;>:G(f), confirmed that LifeLock's password management failures were 


widespread as "local administrator credentials were verified as being reused 


throughout the enterprise." 133 


132 Att. 28 at LIFELOCK-2129. 

133 Att. 15, Li elock, Inc.: In ormation Assurance Services Enterprise Security 

Assessment, (bl(3l (tl.<bl 4> (Nov 13, 2012) (LIFELOCK-0053403-61) at LIFELOCK
0053422. 
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136. The risk posed by LifeLock' s password man agement practices is demonstrated 

(b)(3):6(f), . . 
by the successful attack (b)(4) launched as part of its penetration test. ln the 

attack, "the reuse of local administrator passwords ultimately enabled the 

compromise of the domain." 134 LifeLock admitted this gave (~)(~J:5(t), o main 

administrator rights which is "'superuser' access to a domain and is the highest 

level of access tha t a user can have." 135 LifeLock explained: 

(~)(~) 6(1), was able to create a user with domain admin rights. W ith domain 
admin rights, one has full access (or the ability to give oneself full access) 
to any Windows system j oined to the do main, any fi le share or other 
systems connected to the Active Directory. 136 

The domain admin rights allowed access to the LifeLock database containing 

" member bi lling information" 137 and to the (b (
3l:5(f),(b)(

4 application "[u]sed by 

. . b , ,, 138 K . h.Mem er b Serv1ce agents to review mem ers accounts. nowmg t 1s one 

password allowed i~~m:6<f). administrative access to any other system across the 

organization that used the same password. 

h (b(3):5(f), 'd 'f' d h d I b' I' L 'C L 'k ..137 . Al h . t oug (b)(4) 1 ent1 1e t e passwor vu nera 11ty to 11e oc m it s 

November 13, 2012 report, it took more than 4 months before LifeLock 

134 Id. at LIFELOCK-0053437. This. highlights a discrepancy in the PCI Assessment. 

The PCI Assessment claims LifeLock passed the PCI DSS requirement for passwords, 

but other assessments show that LifeLock was deficient in this area. 

135 Att. 46, Letter from Andrew Berg, Counsel to LifeLock, Inc., to Greg Madde n, 

Federal Trade Commission (Dec. 9, 2014) (LIFELOCK-0134215-16) atLIFELOCK
0134215. 

136 Att. 47, Letter from Andrew Berg, Counsel to LifeLock, Inc., to Greg Madden, 

Federal Trade Commission (Dec. 3, 2014) (LIFELOCK-134056-65) at LIFELOCK
0134060. 

137 Id. at LIFELOCK-0134061. 

138 Id. at LIFELOCK-0134065 
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addressed this High severity vulnerabi lity that i~li4/6(f), exploited to gain 

"superuser" acces.s to the domain. 

138. 	 (~l<~l:5(f), launched a second successful attack as part of the penetration test by 

exploiting another password vulnerabi lity. The attack took advantage of 

LifeLock' s Apache Tomcat installations which had multiple "easily guessable 

administrative credentials of manger/manger." 139 Having such a guessable 

manager credentia ls means an internal or external attacker could easily fi gure out 

the password, login as a manager, and gain extensive access to the system. Once 

again, poor credential management at the administrator level enabled a 

successful attack. And here too, it was over 4 months before LifeLock resolved 

this vulnerabili ty. 

139. 	 IfLifeLock had a functioning process for managing passwords, it would have 

either prevented these password vulnerabilities, or at the very least, remediated 

these vulnerabi lities much earlier than the 4 months that it took. The basic level 

and the pervasiveness of LifeLock's problem with insecure local administrator 

credentials demonstrate that it lacked a password management process that 

meets minimum information security standards. 

LifeLock Did Not Have an Effective Process for Documenting Critical Information 
in Its Database Monitoring and Activity Logs 

140. 	To meet the minimum information security standard, an organization must 

monitor its network for intrusions. If an organization does not monitor, it will 

''' 	 . 
139 Att. 15 at LIFELOCK-0053437. 
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not be able to stop or mitigate an attack in a timely manner. An organization 

must also monitor its vulnerability remediation, patching, and configuration and 

password manage ment processes to ensure that they are running properly. 

141. 	 An organization cannot effectively monitor without logs that cover each of these 

processes. For instance, logs. feed the alerting. system for intrusions, and logs 

provide the information necessary to plan next steps of a remediation. Without 

logs, an organization is blind to what is happening on their system and cannot 

tell if an incident has occuJTed or a necessary system repair has taken place. 

142. 	 Because of the importance of these logs, the minimum information security 

standard requires a process for consistently documenting all of the relevant 

activities. 

143. 	 An organization must also archive its logs. Attacks are often not detected 

immediately, and an organization needs the ability to reconstruct a past attack 

and the condition of the network at the time using archived logs. 

144. 	 LifeLock' s logging falls below the minimum information security standard. On 

multiple occasions, LifeLock failed to provide logs that the FfC requested and 

that LifeLock should have maintained. The FTC requested that LifeLock 

produce the logs from its security incident and event management (SIEM) 

. 	 l (b)(3):6(f).(b)(4) d . 'd 'f d d . l .a ertrng. too I use to momtor, 1 ent1 y, an etect potentia secunty 

threats and incidents. LifeLock could not use the logs to reproduce the ~~~m 5<fl, 
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results. LifeLock claimed that their SIEM tool had analyzed all of the logs, but 

it was unable to process the logs through the SIEM tool to verify its claim. 140 

145. The FTC also requested the production of logs reflecting the Microsoft and 

Linux patch histories on LifeLock's servers for September 2012 through March 

2013. In response, LifeLock had one of its engineers create a script to "conduct 

an automated pull of patch history directly from these machines." 141 It appears 

that LifeLock did not maintain a central and readily accessible log of its patching 

activity. 

146. Moreover, LifeLock was unable to produce any Microsoft and Linux patch 

history logs for servers that are currently decommissioned but were in operation 

during the September 20'12 through March 2013 timeframe. 142 LifeLock is thus 

unable to document any of the Microsoft or Linux patching that took place on 

these servers for that time period. 143 

<1147 .. In my experience, LifeLock's fai lure to maintain its ~~lm 6 >· and patching logs 

represents a significant deficiency because the logs give an organization vital 

140 LifeLock' s deficient logging practices could explain the fact that LifeLock identified 
only 4 security breaches or incidents related to LifeLock's ISP from October 2012 to 
December 2014. See Att. 46 at LIFELOCK-134216; Att. 48, LifeLock Response to FTC 
3/1 3/14 Information Request (Apr. 15, 2014) (LIFELOCK-3166-74) at LIFELOCK
3 I73.. An organization of LifeLock' s size. and with the type. of infonnation it retains 
would be. targeted on a m1.11ch more. frequent basis .. Similarly sized organizations with 
p,roper detection systems identify incidents at least monthly, if not weekly. 
41 Att. 31, Letter from William C. MacLeod, Counsel to LifeLock, Inc., to Susan Pope, 

Federal Trade Commission (Jun. 12, 2015) (FTC-0002169-2174) at FfC-0002172. 
142 ld. at FfC-0002174. 
143 As noted in Paragraph 108, this is a timeframe when LifeLock was "at least" 90 days 
behind in applying Windows and Linux patches. 
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information regarding the secmity. state of its network. Without these logs, 

LifeLock did not have sufficient information to properly track security incidents 

and the progress of its patching activities. In short, LifeLock lacked a 

monitoring and logging process that met the minimum information security 

standard. 

LifeLock's PCI Assessment and Certification 

148. LifeLock obtains annual Payment Card Industry Digital Secmity Standard (PCI 

DSS) Attestation of Compbance (PCI AOC) as required by the major credit card 

companies for vendors to process. credit card payments from their customers. 

LifeLock' s PCI AOCs, however, do not prove that it had an ISP meeting 

minimum information security industry standards. The PCI AOC is a point-in

time assessment and does not indicate an ongoing commitment to security. 

More importantly, the LifeLock documents I reviewed show that LifeLock 

should never have received its PCI AOC, at least in 2013. LifeLock did not 

meet PCl DSS for significant periods in 2012, 2013, and 2014, and missed 

specific PCI requirements in its 2013 PCI assessment. 

PCI AOC Does Not Demonstrate On-Going Compliance 

149. 	LifeLock's PCI AOC does not demonstrate that LifeLock is continually 

maintaining an ISP that meets the requirements of the Order. The information 

security industry distinguishes between validation, which is "a point-in-time 

event ... that attempts to measure and describe the level of adherence to the 

standard," and compliance, which is "a continuous process of adheting to the 
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regulatory standard." 144 
. A PCI AOC is a point-in-time validation regarding the 

state of LifeLock' s ISP at the time of the assessment - not proof of compliance 

as required by the Order. 145 

150. Many organizatio ns that have had security breaches may have been previously 

adjudged PCI compliant at the time of the assessment but did not maintain 

compliance with PCI standards at the time of the breach. According to Bob 

Russo, General Manager Emeritus at PCI Security Standards Council: 

It's been our experience that none of the breaches that occutTed have been 
compliant at the time of the breach. Becoming compliant with the standard 
is pretty much a snapshot in time. An assessment company would come in 
and go through all those requirements and check that this stuff is in place. 
If everything is in place they issue a report on compliance. It is then your 
responsibility as a merchant to maintain that compliance. 146 

151. Some organizations, including LifeLock based on my review, focus on simply 

passing a PCl assessment. However, after the PCl assessors complete their 

yearly assessment, they do not maintain their information security. 

LifeLock's July 2013 PCI AOC Was Not Warranted 

152. LifeLock should not have received its PCI AOC in July 2013 because it did not 

meet all of the requirements for ce1tification. In order to receive certification, 

144 Att. 49, C .. Va11adares, PCJ DSS Compliance: More Carrot and Less Stick ?, 
Tripwire.com (May 17,. 2011) (FfC-0002852-60) at FTC-0002852-53. T1ipwire. is an 
industry leader in cybersecurity products. . 

5145 My explanation of how the 2012 assessments by i~~i~l·6 andl/~\~;\: (f), !differ in scope 
from the Order's requirement for a comprehensive ISP applies with equal force to this 
discussion. See supra <l[CJ[43-47. 
146 Att. 50, E. Mills, PC! compliance: What it is and why it matters (Q&A) , CNET.com 
(Feb. 8, 2010) (FfC-0002861 -69) at FTC-0002863. 
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LifeLock' s PCI assessor,~ required LifeLock to demonstrate that it 

remediated the vulnerabilities identified by the penetration tests in late 2012. 

Although LifeLock was able to persuade I\~\:.? . Ithat it had "corrected and 

retested" those vulnerabilities, as explained above, the evidence demonstrates 

147otherwise. LifeLock's documents submitted to l~~\:6 Ido not show that it 

remediated the penetration test vulnerabilities as of the assessment date, and 

LifeLock conceded that a number of vulnerabi lities remained unremediated even 

as late as September 2014. 

153. 	 In addition, in order to be PCI compliant all VLANs that contain cardholder data 

must be included within the scope of the report and scanned at least quarterly. 148 

Scanning all of the servers in the PCI environment is essential to system security 

because an attacker can exploit vulnerabilities on one server to access other 

servers in the system. Internals emails, however, show that not all PCI VLANs 

were in fact being scanned. In late March 2013, LifeLock's information security 

staff discovered that they had fai led to include. certain VLANs containing 

cardholder data in Life Lock's PCI scans but were "not prepared to declare that to 

the [PCI] Auditor." 149 Later, on July 15, 2013, just days before the PCI 

ce1tification was due, LifeLock' s information security consultant told LifeLock's 

147 See supra~[~[ 64-85. 
148 Att. 7, Payment Card Industry Data Security Standard, Requirements and Security 
Assessment Procedures, v. 2.0, PCI Security Standards Council (Oct. 2010) (FTC
0002094-2168) at FTC000-2100, 2153. 

149 Att. 51, Email from Austin Appel to David Bridgman (Mar. 25, 201 3) (LIFELOCK
24609-10) at LIFELOCK-24609. 
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internal auditor that LifeLock could not satisfy the PCI scanning requirement: 150 

Sent: on ay, u y 5, 2013 12:12 PM 

To: Tony Valentine 

Subject: FW: ROC - Updated list of Critical and Post-ROC Items - Version 3 

Importance: High 


Tony, 

Austin is able to do a screenshot of all scans run and dates that they ran. BUT - some of these scans were added after I 
came In because I had noticed (along with~ that not al l PCI vlans were being scanned. 

Now this Is oln to be noticed bym because not all vlans have a year's worth of scans when they should have 
(b)(3):6(f),(b)(4) 

~alternative request (DMZ and COE)....DMZ would be fine but the COE I think means all the COE vlans (which is all 
we scan anyway, and doesn't mean we can remove those vlans that have not been scanned all year) 

THOUGHTS? 

1~)(.l) 6(1),(b)(4) 

154. 	 In September 2014, LifeLock confirmed to the FTC that it had not conducted 

quarterly scans on all in-scope PCI VLANs. 15 1 This shows that LifeLock's PCJ 

RoC incorrectly states that LifeLock complied with PCI Requirement 11.2. 1 and 

3 6 4150 Att. 52, Email from Tony Valentine to (b < Cf),(b ( ) (Jul. 15, 2013) (LIFELOCK
0010367-74) at LIFELOCK-0010367. .....________. 

151 Att. 21, Letter from Andrew Berg, Counsel to LifeLock, Inc., to Greg Madde n, 

Attorney, Federal Trade Commission (Sept. 19, 2014) (LIFELOCK-0110772-8 1) at 

LIFELOCK-0 L10780. 
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152 that LifeLock should not have passed its PCI assessment: 

11.2.1 Pertorm quonerly 11.2.1.a Hev1ew the scan repons I VS 1merv1eweo AuStin Appel, lntormatlon Security Analyst I, 
internal vulne ra bility and verily that four quarterly interna l and de;ermined that vulnerability management processes 
scarui. scans occurred In the mos1 recen1 exist. Austin ~~~1 ~I~~ 1htt Internal vulfflrffi!I~ 

12-monlh period. scaunlng wltl fi l l:s pertorin.,ciji5Jm (b I 

Yes (b) reviewed sr.an re prts 1hai arP. r.1ea1ed an<;t stored (l11tln 
(b)(3):6(f).(b)(4) 

or e as morn s, l o,ce . . . . 
PCI (Application) IU.1U. 11.(J.f'NO, r>Ct (Authentication) 
10. 10.5 1 0 PNG, PCI Cilrix 10 10.5/W PNG, PCI Database 

155. Likewise, LifeLock failed to meet PCI Requirements 6.1 and 6.2. PCI 

Requirement 6.1 requires the installation of vendor supplied c1itical secmity 

patches "within one month of release." 153 As detailed above at Paragraph 105, 

from September 2012 through March 2013, LifeLock's average time for 

installing critical Microsoft patches in its PCI environment was 55.5 days, with 

55.4% of the critical patches taking more than 30 days to patch and almost 

27.3% taking longer than 60 days. LifeLock also did not install a single critical 

Linux patch even though it likely would have had several hundred given the size 

of its network. 

156. 	 PCI Requirement 6.2 states that an organization must "[e]stablish a process to 

identify and assign a risk ranking to newly discovered security 

vulnerabilities." 154 LifeLock failed to meet this requirement by unilaterally 

downgrading the rankings of critical patches and vulnerabilities. 155 

3 6 1152 Att. 17, PCI Report on Compliance for LifeLock, ....r _l(_l:_(_l,(-bl-(4)_____.louL 2013) 
(LIFELOCK-0097021-229) at LIFELOCK-0097199. 

153 Att. 7 at FTC-00021 3 1. 

154 Id. at 39. PCI DSS gives guidance for a ranking policy by providing the following 

example: "criteria for ranking 'High' risk vulnerabilities may include a CYSS base score 
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157. 	Because LifeLock did not meet these PCI requirements, it should not have 

received an unqualified PCI certification. 

LifeLock Did Not Have a PCI Compliant ISP in 2012, 2013, and 2014 

158. 	 July 2013 was not the only time that LifeLock did not have a PCI compliant ISP. 

LifeLock' s ISP did not meet PCI DSS for significant periods in 2012, 2013, and 

2014 because of the deficiencies, as detailed in this Repo11, in LifeLock 's 

vulnerability remediation management. patching processes, configuration 

management, and password management. 156 Among other violations, LifeLock 

did not "[a]lways change vendor-supplied defaults before installing a system on 

the network" (PCI Requirement 2.1), " [e]nsure that all anti-virus programs are 

capable of detecting, removing, and protecting against all known types of 

malicious software" (PCI Requirement 5.1.1 ), "[i]nstall critical security patches 

within one month of release" (PCI Requirement 6. 1 ), "[f]ollow change control 

processes and procedures" (PCI Requirement 6.4), and enforce unique password 

requi_rements (PCI Requirement 8.2). 157 

159. 	 Numerous LifeLock documents demonstrate its lack of continuous PCI 

compliance. For instance, a January 20, 2013 report identifies a Security 

of 4.0 or above, and/or a vendor-supplied patch classified by the vendor as 'critical,' 

and/or a vulnerability affecting a clitical system component." Id. 

155 See supra~[~[ 57-63, 108. 

156 PCI DSS is a higher standard than the lowest acceptable security standard that 

LifeLock failed to meet by exhibiting these ISP deficiencies. 

157 Att. 7, Payment Card Industry Data Security Standard, Requirements and Security 

Assessment Procedures, v .. 2.0, PCI Secmity Standards Council (Oct. 2010) (FTC
0002094-2168) at FTC-0002117, 0002130, 0002131, 0002133, and 0002139. 
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Department Goal for 20 13 as: "Ensure the organization is PCI compJiant by the 

end of Q2 2013", suggesting that LifeLock was not compliant at the time. 158 

Later, in May 2013, i~\i~\ 6<n. PCI Gap AnaJysis Report concluded that LifeLock 

was not compliant in several key areas:159 

PCI DSS Compliance % 

kP~11orPmPn1 I tnu~ll ~"~ m~1n1a1n ~ hr~v1~11 rnnt1eur~nnn rn 

R~Quii 001ent 2. OCJ 1101us" vcndoi->upplied defaults fo1 so1er11 
lloqulrcmont 3: Pro1ectstorod cardholdcr dota 

l\equlrement 4: Enr:rvlll •ransm1ss1on ofcardl\Older data across 
Requirement S: Useood rcgulorly updntc onti·virus $Ol1Wllrc or 

RequirQmgnt 6: Oevulop ;and maintain ,ecura ~tum' and 

Requirement 7: Remit ! access to cardholder data by hll)lnes.s 

Rcquircmmt 8: A>sign o unique ID to coth person with compute r 

~oqu..emont Y: He•tr lct phyu•lcal acct>Ss to cardholdcr d<lta 

Requirement JO; Track ond momtorall access to nctwOf'k 

Roqu11cmont 11: Regularly hist S<1cu11ty •Y•lom< ond proc"''"" 
Requirement 12: Maintain a policy that addresses 1nrormat1on 

-~iil<:«-~~~~l!@:~®)I 100% 
:rnit®<""!i¢i>fll«il..:wwmXmm'WFri'W~ 56% 

f!'<O:llak'W:U.-hl:ll-'.illl<.;;l~<i;((<V.!«O.'U-'.l<~IM<'!.~ '"~ 
:~..,~....,.).,...,,rt,....~.,.1'l""i....·~':4Y;tn-:S'"'·~...~.....,.o;AAv,~,..~.....~,;.o.~,~x·...~·.r:e·i.i"'~·}·fr~..--..~~·w-·~) 100% 

·~=~""~'!r<>=;~J-'l.~l~i.11 67% 
1~'oifflc-re•t~m:.i~Pau~~us.w~.;;1!~!1H1G~' 1'U:um1ce::p«1-t<"'~1 t(( 11U1~ 1u1crrrttz5W'<~' 10~ 

'~~ol\:ltt\\lli~Ui\MW!tl~'littt11llfu\t~m:uil\/1W"'1'~1.(l'.ll 100?6 

~Olmt~>.!ll<l"AA=l!!~==•""*M<•<-~l<llo'>;r;<:li>S 90% 
·\WHWH•·•nnqum?m mwm91:1.11.pmmp:m;;mm WU·U; immcprapmjl'@l';J 100% 

!:r·tma.m?:--;ztm\<nm:t:~f"1Xt:·mtmnwtt~·;swz.tt...·w~m..w-:trtm\:-"t0:m')iitt''.':1 1009' 

;~~~~75% 

1~~86% 
•,;,,......-~··········· ....······..···················................. ............ ............................. 


0% 	 10'% 20% 30% 40% :;<>% 60% 70% 80% 90% 100% ! 
..1 

The Gap Analysis findings included the following: 

• 	 "LifeLock's documented system security standards are not maintained or 
regularly updated, nor are they owned/provided by the Information Security 
department. The standards do not meet industry best practices or 
recommended hardening guidelines.by system vendors." 

• 	 "LifeLock is not performing security scans before major system or code 
changes are released into the CDE environment." 

• 	 "There are Generic IDs utilized in LifeLock systems that are part of the 
CDE." 160 

158 Att. 53, LifeLock, Security Department Goals 2013 (Jan. 30, 2013) (LIFELOCK
0010416-18) at LIFELOCK-0010416. 

3 5 4159 Att. 44, PC/ DSS Gap Analysis Report, (b)( > (t),(b)( > (May 21, 2013) 
(LIFELOCK-0095891-959) at LIFELOC 
160 Id. at LIFELOCK-095896-87. 
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160. 	 Even in March 2014, LifeLock' s internal risk assessment showed that it still 


lacked some of the most basic information security safeguards. LifeLock's. 2014 


Enterprise Risk Assessment Summary Repo1t states that "[t]here is a lack of 


daily security operational procedures" and that "[v ]ulnerability scans are not 


conducted on corporate systems." 161 

LifeLock's ISP Deficiencies Enabled the Ransomware Attack in Late 2014 

161. 	 Predictably, LifeLock's failure to meet minimum security standards led to the 


ransomware attac!k that occmTed in late September 2014. The incident illustrates 


a number of the deficiencies in LifeLock' s ISP discussed above. LifeLock 


describes the attack as follows: 162 


The attack began on September 23, 2014 at 12:37 p.m. whenl(b)(3):5(t),(b)(4) kwho is a 

LifeLock Resolution Specialist I, Member Services) browsed to a website that contained a 
malicious ad redirect. Within this same minute, the mahvare was downloaded and unpacked 
into memory in the process of execution. The attack was detected by LifeLock on 
November 4th a t approximately 8:48 a.m. 

162. 	 The malware (Cryptowall) had access to all of the drives that (b)(3l 5(t),(b)(4) ad 

access to, including the~and~rives containing members' personal 

information, that typically included ....r _><_ 3>_ 6(_r>._(b_l<4 _l _____________, 

rb 113)5(ij.(b)(4) 

161 Att. 54, LifeLock, 2014 Enterprise Risk Assessment Summary Report, by Anne Marie 

Olson (Mar. 12,. 2014) (LIFELOCK-0079743-44) at LIFELOCK-0079744. 

162 Att. 36, Letter from Andrew Berg, Counsel to LifeLock, Inc., to Greg Madden, 

Federal Trade Commission, (Jan. 2, 2015) (LIFELOCK-0134224-40) at LIFELOCK
0134225. 
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(b)(3):6(f),(b)(4) I 
__--------------------The attacker encrypted l
files and demanded a ransom to unencrypt the files. LifeLock only discovered 

the attack six weeks later and by happenstance when a LifeLock Resolution 

Specialist tried to open an encrypted file. 165 

163. The attack exploited a vulnerability in the outdated Adobe Flash software that 

LifeLock used in its system. 166 At the time of the attack, LifeLock had not 

updated its Adobe Flash Player for over 6 months and was using version 12.0.0.4 

which was more than 3 versions behind. 167 Adobe had released the following 

versions prior to the attack: 

a. Flash Player 15 released September 9, 2014 168 

b. Flash Player 14 released June 10, 2014169 

c. Flash Player 13 released Apri.1 8, 2014 170 

163 Id. at LIFELOCK-0134233-34. 

164 Id. LIFELOCK-0134234-35 

165 Id. at LIFELOCK-0134225 

166 Att. 46, Letter from Andrew Berg, Counsel to LifeLock, Inc., to Greg Madden, 

Federal Trade Commission (Dec. 9, 2014) (LIFELOCK-0134215-16) at LIFELOCK
0134216. 

167 Att. 36 at LIFELOCK-0134229. 

168 Adobe Systems, Release Notes - Flash Player 15 Air 15 (viewed on Jul. 14, 2015) 

<https://helpx.adobe.com/:flash-player/release-note/fp _15 _air_l5 _release_notes. html>. 

169 Adobe Systems, Release Notes - Flash Player 14 Air 14 (viewed on Jul. 14, 2015) 

<https://helpx.adobe.comlflash-p1ayer/re1ease-note/fp_14_air_ l4_re1ease_notes.htrnl>. 

170 Adobe Systems, Release Notes - Flash Player 13 Air 13 (viewed on Jul. 14, 20 15) 

<https://helpx.adobe.com/flash-player/release-note/fp_l 3_air_13_release_notes.html>. 
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164. 	 At the request of LifeLock, (~)~~) 5< • investigated the attack and deterrmned that 

the attack would not have occurred ifLifeLock had been using Adobe Flash 

version 13.0.0.26. or later. m. Adobe. released version 13.0.0.26 on Apri1 28,. 

2014 with a warning that the vulnerabilities addressed by the new version "could 

potentially allow. an attacker to take. control of the. system." in The. vulnerability 

was rated "critical" which meant that an attacker could potentially exploit the 

vulnerability without knowledge of the user. ID Adobe. gave. the. new. version its. 

highest priority rating of 1 which indicates that the vulnerability was currently 

being targeted or at a higher. risk of being targeted than other. vulnerabilities. 174 
. 

Accordingly, Adobe recommended that "administrators install the update as 

soon as possible .. (for. example, within 72 hours)." 175 
. On the. day of the. attack,. 

almost 5 months after the release of this update, LifeLock still had the outdated 

version 12.0.0.4 running. 

165. 	 A major part of the reason that LifeLock missed so. many critical updates to. its 

Adobe Flash Player is that LifeLock again, like in 2012-2013, bad technkal 

problems with its patch deployment system. On October 9, 2014, LifeLock 

4 
l7l Att. 55, DLA Piper, LLC - Digital Forensic Investigation Report, ( < • < ,(b 

(Nov. 26, 2014) (LIFELOCK-0135499-5 lO) at LIFELOCK-013550 . n t e course o 
their investigation, <~l(~l 5(f), also discovered a number of other vulnerabilities on the 
compromised computer,. noting "Java is out of date and is vulnerable. to. attack" and 
"[m]ultiple applications were out of date on the local endpoint." . Id. 
172 Att. 56, Adobe Systems, Adobe Security Bulletin (released on Apr. 28, 2014) (FTC
0002088-93) at FTC-0002088. 
173 Id. at FfC-0002090, 0002092. 
174 Id. atFTC-0002089, 0002092 
175 Id. at FTC-0002092. 
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discovered Adobe's System Center Updates Publisher "received an internal 

application error and refused to publish updates to the i~\/;;:6(f), server." 176 Over a 

month later, after failing to fix the technical problems with its patch deployment 

system, and after becoming aware of the ransomware attack exploiting this 

vulnerability, LifeLock manualJy updated Adobe Flash on November 11, 

2014. 177 

166. Compounding LifeLock's failure to update its Adobe Flash was the fact that its 

vulnerability detection software, i~\<3l:a(f),(b) was misconfigured and could not 

detect the vulnerability caused by the outdated Adobe Flash. In order to scan 

f. I b·1· . l(b)(3):B(f),(b) I h th . h d . I f' .servers or vu nera 1 itles,c4> must ave e ng t ere entia s or accessing 

the domain on which the servers reside. At the time of the attack, the m:~~lc~) 
(b)(3):6 

servers with the Adobe Flash vulnerability resided on the (f),(b)(4) omain. 

:5. I f I (bH3> d .the ere dent.Ia s or t 1e (f),(b)(4) omarn 

. . (b ( : . j (b)(3)·6(1) (b)(4)
because 1t m1stakenly thought the (f),(b)(4) servers resided on th'1__._ ·--

domain.178 

. l(b){3):6(f},(b)(4) I
167. L1feLock's-·______.should have detected this attack. The fact that it took 

LifeLock over a month to detect the attack, and that the detection occurred by 

happenstance when an employee attempted to open an encrypted file, indicates 

L.f L k . h . . . (b <3) 5(t), l l . d . that 1 e oc was eit er not momtonng its (b}(4) a erts, or as exp arne m 

176 Att. 36 at LIFELOCK-013423 1. 
177 Id. 
178 Id. at LIFELOCK-01 34232. 
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l(b)(3):6(f),(b)(4) I I f' d ff . 1Paragrap . h 144 , t hat ....._____was not proper y con 1gure toe ect1ve.y 

protect UfeLock' s network. This attack was a well-known, visible attack and 

(b)(3) 6(f) .
should have been detected by (b)(4) ' soon after 1t had occurred. 

L .f 	L .k l d 'd h h . f (b)(3):6(t),(b) 168 . 1 e oc a so 1 not appear to ave t e most cmTent signatures or (4) 


1....(b-)(3-):6- (f)_.(_b)-(4} ____,79 '(b}(3) 6(f),(b)(4) 
 !stops malware attacks by 

preventing the downloading or launching of code that matches the characteristics 

. I I 'd 'f' d . . d b (b < :6<f).(bunique to eac i ma ware t entJ 1e m its ata ase. (4) pdated its malware 

signature database with the signature for Cryptowall , the malware that attacked 

LifeLock' s network, on June 19, 2014, over three months prior to the attack. 180 

3 61	 4IfLifeLock had updated the malware signatmes, ...._ ___ _ -< _	 _.1<6>< ): <).(b) ) _______ 

would have stopped the attack. 

Conclusion 

169. 	 Based on the evidence discussed above, LifeLock's ISP fell below minimum 

information security industry standards for at least the period from October 

20 L2 through March 20 L4 for the folJowing reasons: 

a. 	 LifeLock did not have an effective vulnerability remediation process 

resulting in a failure to identify and fix vulnerabilities in a timely 

manner; 

3 5	 4180 Att. s7.l(bl< l <f).(bl< > !(updated Mar. 3, 2015) (FfC-0002870
73). 

3 6	 4180 Att. 57, ...._ _ _ _ _ _	 ____,lcupdated Mar. 3, 2015) (FTC-0002870l<bH l <r).<bH ) _______ 

73). 
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b. 	 LifeLock's patch management process was broken and incapab1e of 

applying necessary software patches and updates in a timely manner; 

c. 	 LifeLock's configuration management process had multiple 

deficiencies, including lack of a consistent and formalized change 

management process and failure to remove vendor software defau1t 

parameters and unneeded services; and 

d. 	 LifeLock did not properly manage passwords, including passwords for 

users with administrative or manager credentials. 

170. 	 Because LifeLock fe11 below the minimum information security standard, 

LifeLock also did not meet the information security standard customary for 

financial institutions. ISPs of financial institutions typically exceed the 

minimum security standard by implementing additional security components and 

requiring shorter timeframes for applying patches and remediating 

vulnerabilities. For instance, a typical financial institution will remediate critical 

vulnerabilities within 15 days from discovery. If a full remediation would take a 

longer period of time, a mitigating measure would be put in place within the 15 

day timeframe. Given the deficiencies described above, LifeLock clearly did not 

meet the higher standard for information security implemented by financial 

institutions. 

171 . LifeLock should not have received its PCI AOC in 2013. LifeLock failed to 

meet a number of PCI DSS requirements, including remediation of penetration 

test vulnerabilities, scanning of all VLANs, and patching of all critical patches 
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within 30 days. The serious delays in LifeLock's vulnerability remediation 

process also indicate that LifeLock did not continuously meet PCI DSS 

requirements from 2012 through 2014. 

172. In my opinion, these failures were due in significant part to the following 

characte1i stics of L ifeLock' s ISP during that time period: 

• 	 Lack ofprocesses and formal security procedures. Formal processes and 

procedures should drive security w ithin an organization and ensure security 

is implemented and properly maintained. An information security program 

must implement processes identifying the tasks needing to be performed 

and the specific methods for accomplishing those tasks. Written 

procedures need to be developed and followed to ensure security is 

implemented in a consistent scalable manner. Based on the information I 

reviewed,. LifeLock followed Little to no formal processes in implementing 

their information security program. Many of LifeLock's security program 

elements were informal, ad-hoc,. and manually driven processes. Formal 

security processes are automated, performed regularly, and schedu le driven. 

• 	 Third party assessments driving security. Internal organizational 

assessments should drive an organization's information secu1ity 

implementation. External organizational assessments should provide 

validation that information security is being properly implemented. At 

LifeLock, third party assessments were. used to determine security needs, as 

evidenced by the remediation efforts driven by the PCI Gap Analysis. 
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Third party assessments should not be the driver behind the security 

program because, inter alia, they are not performed frequently enough for 

remediating critical ri sks. Once a year assessments mean that the 

organization_could be exposed for up to a year before a problem is 

identified. 

• 	 Reactive vs proactive approach to information security. With the threat 

vectors that exist today, organizations need to proactive ly identify and fix 

security problems. With the sensitive c lient information LifeLock receives, 

a proactive security approach is necessary to: identify problems, perform 

risk analysis , identify timeframes for reducing each risk, and use risk 

analysis to drive change across the organization. An organization of 

LifeLock' s size and business should use full internal risk assessments as the 

primary driver for information security, with third party assessments, like 

PCI compliance, serving as a validation point. 
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------

T declare under penalty ofperjury, pw-suant to 28 U.S.C. § 1746, that the foregoing 

is true and correct. 

~~ 
Executed on: July 18 , 201 5 -=-- ----

'Of.Eric B. Cole 


95 

FTC-0003033 



UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

v. 

LifeLock, Inc., et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT _ 22_ TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains redactions which are identified in the document by 
blacked out text or the text "REDACTED." 



CONFIDENTIAL 


From: Gwen Ceylon (/O=LIFELOCK/OU=EXCHANGE ADMINISTRATIVE GROUP 
REDACTED =RECIPI ENTS/CN=GWEN. CEYLON] 

Sent: Monday, January 07, 2013 6:08 PM 
To : Tony Valentine 
Subject: RE: The thinks that make me shake my head 

Oops - typo above. "things" 

From: Gwen Ceylon 
Sent: Monday, January 07, 2013 7:06 PM 
To: Tony Valentine (Tony.Valentine@lifelock.com) 
Subject: The thinks that make me shake my head 

Check this out . This is one of the metranet sql server database systems. A bunch of M icrosoft vulnerabilit ies - VRR went 

in as low. But note that the actual r isk ranking from the scan engine (which comes from the industry standard 
Mitre/MIST CVE scores and based on what Miscrosoft says) is critical and severe. This VRR is a week from being late. 

They con't j ust lower the risk ronking to ovoid potching syst ems. Notice ::i lso how they lump m::iny vulnerabilities Into one 
VRR - makes it look like vulnerability situation is less than it is when VRH reports are run frooi\~/(3)6(1),(b) lonly 252 

open VRRs, but the number of vulnerabilities the 252 VRRs cover is in the lOOO's. 

This is particularly t roublesome when many of the patches (especially for Linux systems) are not only security updates, 
but also bug fixes to the OS, kernel fixes, etc.... The systems are not getting patched - and the company wonders why 

there's stabilit y problems? 

This is just not right. 

· -· 
:: 

.. : 

: : -· .. .. .. 

... .. .. .. .. .. .. ." 

: : 

: : : 

:: : : : 

: :.. ..: : 

: : 

" 

\(RR_.., 
: :" 

10/ 29/2012 Security 
81561 Open Austin Appel :13:38 ::Low Updates (low) Internal PCI Scan o n Oct U, 2012 

(b)(3)6 
(f),(b) 
(4) 

LIFELOCK-0038588 
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(b)(3):6 
(f),(b)(4) 

· ··· " 

Gwen Ceylon, CISSP CISM CISA 
Contractor - Information Securit /Compliance 
480.457.2101 Office I (b)(6J,(b)(7J(C) Cell 
gwen.ceylon@lifelock.com 
60 E. Rio Salado Parkway. Suite 400. Tempe. AZ 85281 
Lifelock® - Relentlessly Protecting Your Identity™ 
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CONFIDENTIAL 


l(b~3)6(f),(b)(4)From: 
Sent: iursoay, June 06, 2013 8:28 PIVI 
To: Austin.A!) el lifelock.com 
Subject: Updated (b)(3) 6(1),(b) Request: 81561 (VRR Security Updates REDACTED 

(low)) 

Austin Appel, 

Your support request has been updated. The details of your request are below. 

The stat 1s of this re uest can be tracked here: 
(b ):6(1),(b (4) 

Request ID: 81561 

Request Type: Service Request 

Priority: Low 


Category: lnfonnation Security 

Sub-Category: Vulnerability Remediation Requests 

Item: 


Group Assigned: Information Security 

Technic ian Assigned: Austin Appel 

Subj ect : VRR IREDACTED Security Updates (low) 

Description: 

Machine Name and/or IP: 

REDACTED 

Discovery Method & Date: 

Internal PCI Scan on Oct 11, 2012 


Yul~~~b!ljty Qetails !Links. CVE #'s etc): 
l(b)(3 : ( ),(b (4) 

Description & Remediation Info: 

MS10-077: Vulnerability in .NET Framework Could Allow Remote Code Execution (KB2160841 ) 

MS1 1-028: Vulneri:ihility in .NET Fri=imework could i:illow remote code exec11tion 

MS11 -039: Vulnerability in .NET Framework and Microsoft Silver1ight Could Allow Remote Code Execution (2514842) 

MS11-078: Vulnerability in .NET Framework and Microson Silver1ight Could Allow Remote Code Execution (2604930) 


LIFELOCK-0030131 


http:lifelock.com
http:Austin.AR


CONFIDENTIAL 


MS1 1-100: Vulnerabilities in .NET Framework Could Allow Elevation of Privilege (2638420) 

MS12-016: Vulnerabilities in .NET Frnmework and Microsoft Silverlight Could Allow Remote Code Execution (2651026) 

MS12-025: Vulnerability in .NET Framework Could Allow Remote Code Execution (2671605) 

MS12-035: Vulnerabilities in .NET Framework Could Allow Remote Code Execution (2693777) 

MS12-036: Vulnerability in Remote Desktop Could Allow Remote Code Execution (2685939) 

MS12-038: Vulnerability in .NET Framework Could Allow Remote Code Execution (2706726) 

MS12-045: Vulnerability in Microsoft Data Access Components Could Allow Remote Code Execution (2698365) 

MS12-048: Vulnerability in Windows S hell Could Allow Remote Code Execution (2691 442) 

MS12-041 : Vulnerabilities in Windows Kernel-Mode Drivers Cou1ld Allow Elevation of Privilege (2709162) 

MS12-047. Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Elevation of P1ivilege (2718523) 

MS11 -044: Vulnerability in .NET Framework Could Allow Remote Code Execution (2538814) 

MS12-049: Vulnerability In TLS Could Allow Information Disclosure (2655992) 

MS12-052: Cumulative Security Update for Internet Explorer (2722913) 

MS12-054: V11lniw1hllitiP.s in Windows Networking Componenls Could A llow RP.mote Code Exf!<:ulion (2733594) 

MS12-055: Vulnerability in Windows Kernel-Mode Drivers Couldl Allow Elevation of Privilege (2731847) 

MS12-056: Vulnerability in JScript and VBScript Engines Could Allow Remote Code Execution (2706045) 


Apply the appropriate patches or remove the vulnerable packages if not needed 

Thank you for contacting LifeLock Support. 

2 

LIFELOCK-0030132 



UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

v. 

LifeLock, Inc. , et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED EXHIBIT _ 24_ TO MEMORANDUM IN SUPPORT 
OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 

*This Exhibit contains redactions which are identified in the document by 
blacked out text or the text "REDACTED." 



CONFIDENTIAL 


From: l(b)(3):6(f),(b)(4) 
Sent: Frrday, June O/, 2013 1 :21 PM 
To: tony.valentine@tifelock.com 
Subject: New items were added to 'From Hoyt' 

6 41...<6_)1_3)_: _11l_,<b_)1_)___....lhas a~d~d a new filE?, 'N~w QSA Pl111lch List.d()cx' 

Fiie name: New QSA Punch Ust.docx 

Path: All Files I Tony Valentine/ 2013 PCI AUDIT I AOMI N, GENERAL I Ernm~ 

Uploaded by: l<b)(3):6(f),(b)(4) I 

Upload date. I :21 PM (GMT-07:00 MST) on Jun 7, 2013 


(b)(3):6(f),(b)(4) 

You can change email preferences by visitin1._(b_)(_3_):6_(f)_,_(b_H_4)_______, 

LIFELOCK-0022952 
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CONFIDENTIAL 


From: 
Se nt: 
To: 

Cc: 
Subject: 

To all remediation teams: 

In efforts to better al ign our VRR process with PCI requirements and our ever-changing environ ment, there have been some refinements to the VRR process 

which are addressed below. 

Frequency ofscans 

v l (b)(3)6(f),(b)(4) 


SLAs 
o Critical VRRs should be re mediated within 30 days 

o High VRRs should be remediated within 60 days 
o Medium and Low VRRs should be remediated within 90 days. 
o If lnfoSec (or any team) determines that a vulnerabil ity has an immediate threat, we will work w ith the appropriate Infrastructure team to create 

an action plan to remediate as soon as possible. 


How vulnerabilities are classified 


o We will mainly be usine the criticality rating as dictated by the Nexpose service rather thiin downgrading Instantly due to known compensating 
controls and other factors. 


v What this means is that there will be more "highs" and "crilicals", 

o You can request J downgrJde of J rating. Your request must include J business justificJtion. 

• l(b }(3):6(f}, ( I 
o All VRR t ickets are now Category: Information Security; Subcategory: Vulnerability Remediation Requests 
o 	 Due to changes withiri(b}(3):6(1),( Iclassifying the cri t icality of VHRs doesn't exactly match the tool. As such this is how we are handling tickets: 

Ail VRRs have the true critica'lity listed in t he subject name 

• For example: VRR , _ 71 ( ~ml"'l!:"l''7':4r"ldefault Installation/welcome page installed ( :-::)"' fujghl 
The " Priority" Field is to be ignored (this is now auto-generat e 
The Urgency Field Is where t he cr iticality is listed now 

Critical VRRs will have an urgency of " High» 


High VRRs will have an urgency of "Medium" 
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CONFIDENTIAL 

• Both Medium and Low VRRs will have an urgency of " Low" 
o VRR-speclfic:groups have been eliminated-tickets will go In your regular queues 

Please let Austin Appel or me know if you have any questions or concerns. 

Thank you! 
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CONFIDENTIAL 


From: Gwen Ceylon f/O=LIFELOCK/OU=EXCHANGE ADMINISTRATIVE GROUP 
I!I!iiitill151I RECIPIENTS/CN=GWEN.CEYLON] 

Sent: Friday, January 04, 2013 1 :46 PM 
To: Tony Valentine 
Subject: Pen Tests Results Remedia1ion Plan.xlsx 
Attachments: Pen Tests Results Remediation Plan.x1sx 

Tony, 

I'm going to drive remediJtion for t he findings from the Pen Tests ;ilso. Their ;itt;iched with my ;iddition;il comments on the findings. I'm t ired of pussy footing 

around. Pen tests were in September- hello, it's January of the following year. 

I'm putting a monster tracking spreadsheet together. I' ll add the Items from the risk assessment, the vulnerabilities scans, the pen tests, and the E&Y audit (if 
you want) - then I'm going to put my Doberman teetlh in and get to cracking on remediation. 

Let me have the E&Y spreadsheet - I l ike their format. Let's use that as a template for trackine everythine. 

Gwen 

LIFELOCK-0038509 
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!(b)(3) 6(f),(b)(4) From: 
Sent: Wednesday, March 06 2013 9:09 AM 
To: Rich Stebbins;!<bl(3)6(fl.(b)(4) IRenee Ramirez 
Subject: PLEASE READ FOR APPROVAL OR FURTHER DISCUSSION: Vulnerability Remediation and Patch Management -- for PCI 

Readiness 

Importance : High 

Good Mornl ng Everyone, 

As part of PCI Readiness Lifelock must have a quarterly vulnerability scan and remediate vulnerabilities through system changes or by patching the systems. 

For various reasons (ISi for example) patching for Windows and Linux systems have gotten behind, at least by 3 months. PCI requires that High, M edium and l ow 
vulnerabilities be remediated in 30, 60, 90 days respectively. What t his means is t hat Lifelock is behind in remediating most vulnerabilities (all high, most 
mediums and lows) and the remediation efforts need to be complete in lhis quarter (by end of March) so that we have a clean scan/remediation to provide to 

the I\~:~;~:~ I 
I have be e_n workin~ w_ith Information Security (Austin) and with key personn~I on l (b)(3):6(f),(b)(4) Ito get back int~ a regular patchin~ I 

0 vulnerability remediation cycle. The guys were challenged 2 weeks ago to review t I@: llEW 5Eafl5 tf\Jt A05tlll pl bvlded, patches that still need to be applied, and 

systems that need to be patched and how the systems could be grouped to patched. 

!(b)(3):6(fli(b) (4 lraised issues that they encounter (not just during this two weeks but issues that have come up in the past) that pushes back their patching 
efforts. They also provided me wi th two solutions that I am coming to all of you with for review , comments/changes, and hopefully approval. 

PLEASE REVIEW AND COMMENT/APPROVE. If you approve, I believe thatj(b )(3):6(1) land Renee will need to work out the logistics for their teams and 

communicat ions. 


Again, I know that both of these requests are a bit out of the norm and can be cha lie nging ifnot properly managed, especial ly with communications to 
appropriate teams. That is why I suggestHb)(3):6(f l and Renee work together to talk about challenges, impacts, and coordination. 
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You all are very busy but if you wish to have a deeper discussion about t his topic please let me know and I will schedule all of you (and others if you wish). We 

have 3 weeks left to remedlate In the first quarter so I would like to meet today, tomorrow or latest on Friday If possible. 


Thank you everyone! 


(b)(3) 6(1),(b) 

(4) 

2 
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UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF ARIZONA 


Federal Trade Commission, 

Plaintiff, 

V. 

LifeLock, Inc., et al, 

Defendants. 

No. CV -10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 


FTC PROPOSED EXHIBIT _ 32_ TO MEMORANDUM IN SUPPORT 

OF ITS MOTION FOR CONTEMPT AGAINST LIFELOCK, INC. 




DECLARATION OF ELIZABETH ANNE MILES 

PURSUANT TO 28 U.S.C. § 1746 


I, Elizabeth Anne Miles, hereby declare as follows: 

I. I am a citizen of the United States and am over eighteen years ofage. Unless 

stated otherwise, I have personal knowledge of the facts contained in this Declaration. Ifcalled 

as a witness, I could and would testify to the facts stated herein. 

2. I am a data analyst with the Federal Trade Commission ("FTC"), in the Bureau of 

Consumer Protection. I have been an employee of the FTC since December 2005. Among other 

things, my job involves the analysis ofelectronic information stored on computer systems and 

related data storage devices/media. 

3. My formal education includes a bachelor's degree in Economics and Spanish 

from the University ofKentucky and a graduate ce1tificate in Geographic Information Sciences 

from George Mason Univers ity. 

Alert Gap Analysis 

4 . I was asked by FTC counsel to analyze. data provided by LifeLock on gaps in 

their alerting services and provide basic summary statistics on these data. 

5. The data was provided to the FTC as Annex 3 and Annex 18 to LifeLock's July 2, 

20 14, response to the FTC ("Ju ly 2 Letter"). Both sets ofdata appear to have originated as 

spreadsheet tables, but were provided to the FTC as part ofa PDF. See Exhibit A (LifeLock's 

July 2, 2014, Annex 3) and Exhibit B (LifeLock's July 2, 2014, Annex 18). Accord ing to 

LifeLock' s July 2 Letter, Annex 3 documents a ll periods between October 2012 and March 2014 

when there was an hour of the day where no LifeLock alerts were sent out (e.g., if there were no 

alerts sent out between l :OOam and 1 :59am) and contains gaps in both LifeLock's IDA alerts and 

EWS alerts. Annex 18 to the July 2 Letter lists 42 weekends in which no EWS alerts were 
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processed. Each gap was more than 60 hours in potential duration and typically spanned from 

Friday evening to Monday morning. Each EWS gap was also listed in Annex 3. 

6. In the original presentation ofAnnex 3 from the July 2 Letter, the tables contained 

columns indicating a label, the sta1t date and time of the gap, the end date and time of the gap, 

LifeLock's calculation of the potential dmation of the gap, the number of alerts processed during 

the time frame, the number ofmembers impacted, and a note field. The tables were stn1ctured 

with rows a lternating between an "Alert Gap'', with most of the information listed above, then 

"Alert processed after gap" indicating a start date and time, the number of alerts processed, and 

number of members impacted. 

7. FTC staffconverted Annex 3 from the July 2 Letter from a PDF to a Microsoft 

Excel spreadsheet. I spot-checked several rows of the table to ensure they had been converted 

correctly. 

8. I conducted my analysis of the gap data using Microsoft Excel. [first categorized 

the gaps by the potential duration of the gap and by the presence or absence of the word 

"planned" in the notes field (i.e. "Planned Maintenance"). I then conducted basic cross

tabulations for these categories. 

9. Based on the data contained in LifeLock's Annex 3, dming the period covered, 

there were 1,258 gaps of at least an hour in LifeLock's data. Of these 1,258 gaps, 679 gaps were 

l hour in duration and 182 gaps were 2 hours. 

10. The data shows LifeLock had 287 gaps of 5 hours or longer during the relevant 

period, and, as stated above, 42 weekend gaps of more than 60 hours in which EWS alerts were 

not processed. 
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11. Exhibit C to this declaration shows the number of alert gaps, whether they were 

planned, unplanned, and in total for gaps ofany dusation, gaps 5-9 hours. gaps I 0-59 hours and 

gaps 60 or more hours in Annex 3. 

12. Ofthe 1,258 alert gaps, 28.0% at least partially overlapped the hours of 8am to 

6pm. 

VRR Analysis 

l3. FTC counsel a lso asked me to analyze data provided by LifeLock on the status of 

Vulnerability Remediation Request (VRR) tickets that were opened between April 2012 and 

May 2015. 

14. The data l reviewed were contained in two Excel spreadsheet files, 

"gmLIFELOCK-0135783.xlsx" and "hpLifelock-0135784-86.xlsx", 1 and two CSV files, 

"LIFELOCK-0138077.csv" and "LIFELOCK-0138078.csv". The Excel file "hpLifelock

0135784-86.xlsx" contained three worksheets, labelled with Bates numbers "Lifelock-0135784'', 

"Lifelock-0135785", and "Lifelock-0135786", while the other Excel file bad only one 

worksheet. All four files contained columns for "Request ID", "Created Time", "Subcategory", 

"Subject'', "Description",2 "Requester", "Techn ician", "Request Status", "Resolution", 

"Completed Time", "Note'', "Date of Note", and "Note Added By" . The rows were grouped by 

Request ID,. with the ID initially appearing alone on a row,. then followed by one or more rows 

with information on that request JD. Where more than one row was present, a ll colum10s were. 

duplicated except for those relating to the Note. 

1 I compared ' 'gmLlFELOCK-0135783.xlsx" with " Lifelock-0135783.csv" using Microsoft Excel and found that the 

data in the two files were identical. Using the same method, I also confirmed that "hpLifelock-0 135784-86.xlsx" 

contained the same data as "Lifeloek-0135784.csv", "Lifelock-0135785.csv'', and "Lifelock-0135786.csv". The four 

CSY files were Attachment .13 to the Expert Report of Dr. Eric B. Cole. 

2 In some of the files, this was rendered as "Request Description", but appeared in the same position and! had similar 

content. 
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15. I appended the VRR ticket data from the separate files and worksheets into one 

Excel file. I made manual corrections to two records. In "gmLIFELOCK-0135783.xlsx'', the 

text for the "Description" field in row 769 was so long that it had exceeded the maximum length 

for an Excel field and broke onto another line, with the. last several sentences. appearing in the 

"Request ID" fie ld in row 771, and the remaining fields fo llowing "Description" appearing in the 

columns next to "Request ID". Because the excess "Description" text did not appear relevant to 

my analysis, J deleted thi s text and transferred the remain ing fie lds to the appropriate columns in 

row 769. I performed the same type of correction to row 1,554 of "LIFELOCK-0138078.csv". 

16. I removed 1,741 duplicated records from the appended Excel fi le. By duplicate 

record, I mean the information in every column from "Request ID" to "Note Added By" was 

identical to the information in another record. 

17. I dropped 2,7 19 records that did not have a "Created Time", including the header 

row for each ticket. 

18. I used Excel's Find and Replace function to change each instance of ''N/A" to 

blank. 

19. I imported the appended VRR log data from the Excel file I created into Stata, a 

common statistical software package. Before beginning my analysis, I took the following steps 

to clean the data in Stata: 

a. 	 I dropped 116 tickets for which the "Subcategory" field did not state 

"Vulnerability Remediation Request" or for which "Description" field did not 

have the text "Discovery Method & Date" which is found in that fie ld for a 

"Vulnerability Remediation Request" ticket. 
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b. 	 I dropped tickets with the words "duplicate", "ignore'', or "test" in the "Subject" 

field, and I dropped tickets with the word "duplicate" in the "Resolution" field. 

Thirty-eight tickets were dropped. 

c. 	 I flagged a single instance. of the same "Request ID", so that each unique ticket 

could be counted once. 

d. 	 I used a text matching function to extract the criticali ty of each ticket from the 

"Subject" field. Most tickets contained the word "critical'', "high", "medium", or 

"low" in parentheses at the end of the "Subject" field, and I extracted whatever 

was in the parentheses into a new field. 

e. 	 Using a text matching function, I extracted the vulnerability discovery date from 

the "Description" field into a new fi eld. ln most tickets, a discovery date was 

listed near the beginning of the "Description" field in a fonn simi lar to: 

5 4Machine Name and/or IP:r l<3) <f),(b)( ) 	 fiscovery Method & 

Date:Internal PCI scan on April 4th, 2013Vulnerability Details ..." 

1created a matching logic using Stata's text matching functions to extra.ct any 

date contained in this type of text. Dates tbat were not readi ly matched by the 

computer but were easy to identify by the hwnan eye were captured manually. 

f. 	 Using a similar process to the one described above, I used Stata's text matching 

functions to extract a date, if any existed, from the "Resolution" into a new field. 

A common form of this fie ld with the date might be "Resolution verified by 

Internal PCl Scan on 10/31/13". 

20. Once the data was cleaned, I used to Stata to analyze the data as described in the 

following paragraphs. 
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21. I determined the oldest and newest "Created Time'', "Date ofNote", and 

"Completed Time" time in the. data .. A tabl.e of these dates is attached as Exhibit D to this. 

declaration. 

22. I counted the number. of tickets by criticality and "Request Status" .. Exhibit E to 

this declaration shows these counts. 

23. For each ticket, I calculated several timeframes: the number of days from the date 

of discovery of the vulnerability as determined in Paragraph L9(e) to the date in "Created Time", 

to the date in "Date ofNote", to the date of resolution as determined in Paragraph 19(f), and to 

the date in "Completed Time"; and the number of days from the date in "Created Time" to the 

date of resolution and the date in "Completed Time". I used June I , 2015 as the date of 

completion for tickets where "Request Status" was "Open". For tickets that had a discovery date 

more than a year before the ticket "Created Time'', I assumed the discovery was incorrectly listed 

as a year earlier than its actual occurrence-all instances had a January or February discovery 

date . . By calcul.ating these. timeframes for each ticket, I was able to generate the data analysis in 

Exhibits F, G, and H. 

24. In Exhibit F,. I calculated averages for. each of these. timeframes for. each. critica lity 

level (critical, high, medium, and low). l also calculated averages for each of these timeframes 

for. each quarter from second quaiter of 2012. to second quarter of201 5. 

25. In Exhibit G, l calculated the number of tickets with timeframes betwee11 

vulnerability discovery to "Date ofNote" greater than 30 days, 60 days, and 90 days. I 

performed this analysis separately for all tickets, for tickets by crit icality level, and for all t ickets 

by quarter from second quarter of2012 to second quarter of 2015. I noted in the column labeled 
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"indeterminable" the number of tickets for which I could not perform this analysis because no 

date was included in either the "Description" field or the "Date. ofNote". field. 

26. Similarly, in Exhibit H, I calculated the number of tickets with timeframes 

between vulnerabi lity discovery to. "Resolution" greater than 30. days, 60 days, and 90 days . . I 

performed this analysis separately for all tickets, for tickets by criticality level, and for all tickets 

by quarter from second quarter of2012 to second quarter of2015. I noted in the column labeled 

"Indeterminable" the number of tickets for which I could not perform this analysis because no 

date was included in either the "Description" field or the "Resolution" fie ld. 

27. In Exhibit T, T calculated the number of "critical" or "high" criticality level tickets 

with the date in "Created Time" during September 1, 2012, through February 21, 2013, and 

separately for tickets with the date in "Created Time" during March 13, 2013, though June 25, 

2013. 

I declare under penalty of perjury that the foregoing is trne and correct. 

Executed this 15th day of July 2015. 

Elizabeth Anne Miles 
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Potential 
Duration (in #of Alerts. #of Members 


Label Start Date Start Time End Date End Time hrs) Processed Impacted 

Alert Gap 10/6/2012 10:00 PM 10/6/2012 10:00 PM 1 0 

Alert processed after gap 10/6/2012 11:30 PM 2 2 

Alert Gap 10/16/2012 4:00 PM 10/16/2012 4:00 PM 1 0 

Alert processed after gap 10/16/2012 5:00 PM 319 318 

Alert Gap 10/16/2012 11:00 PM 10/17/2012 4:00AM 6 0 

Alert processed after gap 10/17/2012 5:00AM 393 391 

Alert Gap 10/18/2012 11:00 PM 10/19/2012 12:00 AM 2 0 

Alert processed after gap 10/19/2012 1:15 AM 64 64 

Alert Gap 10/24/2012 12:00 AM 10/24/2012 12:00 AM 1 0 

Alert processed after gap 10/24/2012 1:15 AM 94 94 

Alert Gap 10/26/2012 12:00 AM 10/26/2012 12:00 AM 1 

Alert processed after gap 10/26/2012 1:45 AM 47 47 

Alert Gap 11/8/2012 11:00 PM 11/9/2012 1:00 AM 3 

Alert processed after gap 11/9/2012 2:30 AM 106 104 

Alert Gap 11/11/2012 1:00 AM 11/11/2012 2:00AM 2 

Alert processed after gap 11/11/2012 3:00AM 63 63 

Alert Gap 11/14/2012 12:00 AM 11/14/2012 3:00AM 4 0 

Alert processed after gap 11/14/2012 4:45AM 101 99 

Alert Gap 11/15/2012 11:00 PM 11/16/2012 4:00 AM 5 

Alert processed after gap 11/16/2012 5:00AM 131 129 

Alert Gap 11/20/2012 9:00 PM 11/21/2012 ll:OOAM 15 

Alert processed after gap 11/21/2012 12:00 PM 573 573 

Alert Gap 11/29/2012 11:00 PM 11/30/2012 2:00AM 4 

Alert processed after gap 11/30/2012 3:00AM 164 164 

Alert Gap 12/4/2012 10:00 PM 12/5/2012 3:00AM 6 

Alert processed after gap 12/5/2012 4:00AM 187 184 


Notes 
[b)(3) 6(f),(b)(4) 
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Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 

12/5/2012 
12/5/2012 
12/5/2012 
12/6/2012 
12/6/2012 
12/7/2012 
12/7/2012 
12/8/2012 
12/8/2012 
12/9/2012 
12/9/2012 

12/10/2012 
12/10/2012 
12/11/2012 

12/11/2012 
12/12/2012 
12/13/2012 
12/14/2012 
12/14/2012 
12/15/2012 
12/15/2012 
12/16/2012 

1/8/2013 
1/9/2013 

1/10/2013 
1/11/2013 
1/15/2013 
1/15/2013 
1/17/2013 

5:00AM 
12:45 PM 
10:00 PM 
4:00AM 

10:00 PM 
4:00AM 

10:00 PM 
4:00AM 

10:00 PM 
4:00AM 

10:00 PM 
4:00AM 

10:00 PM 
4:00AM 

10:00 PM 
3:15AM 

11:00 PM 
1:30 AM 

11:00 PM 
1:30 AM 

11:00 PM 
12:30 AM 
11:00 PM 
4:00AM 

11:00 PM 
4:00AM 
5:00AM 

12:00 PM 
11:00 PM 

12/5/2012 

12/6/2012 

12/7/2012 

12/8/2012 

12/9/2012 

12/10/2012 

12/11/2012 

12/12/2012 

12/14/2012 

12/15/2012 

12/15/2012 

1/9/2013 

1/11/2013 

1/15/2013 

1/18/2013 

ll:OOAM 

3:00AM 

3:00AM 

3:00AM 

3:00AM 

3:00AM 

3:00AM 

2:00AM 

12:00 AM 

12:00 AM 

11:00 PM 

3:00AM 

3:00AM 

ll:OOAM 

2:00AM 

7 
618 

6 
90 

6 
365 

6 
174 

6 
93 

6 
281 

6 
212 

5 
83 

2 
101 

2 
82 

1 
27 

5 
108 

5 
141 

7 
127 

4 

615 

90 

363 

174 

93 

278 

211 

81 

101 

82 

27 

104 

139 

127 
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(b)(3) 6(f),(b)(4)Alert processed after gap 1/18/2013 3:00AM 110 109 
Alert Gap 1/18/2013 11:00 PM 1/18/2013 11:00 PM 1 
Alert processed after gap 1/19/2013 12:30 AM 17 17 
Alert Gap 1/20/2013 l :OOAM 1/20/2013 4:00AM 4 
Alert processed after gap 1/20/2013 5:00AM 163 163 
Alert Gap 1/20/2013 11:00 PM 1/21/2013 4:00AM 6 
Alert processed after gap 1/21/2013 5:00AM 199 197 
Alert Gap 1/21/2013 11:00 PM 1/22/2013 4:00AM 6 
Alert processed after gap 1/22/2013 5:00AM 332 329 
Alert Gap 1/22/2013 11:00 PM 1/23/2013 2:00AM 4 
Alert processed after gap 1/23/2013 3:00AM 93 93 
Alert Gap 1/24/2013 10:00 PM 1/25/2013 3:00AM 6 
Alert processed after gap 1/25/2013 4:00AM 125 125 
Alert Gap 1/28/2013 10:00 PM 1/29/2013 5:00AM 8 
Alert processed after gap 1/29/2013 6:30AM 211 211 
Alert Gap 1/31/2013 11:00 PM 2/1/2013 2:00AM 4 
Alert processed after gap 2/1/2013 3:00AM 115 115 
Alert Gap 2/1/2013 11:00 PM 2/2/2013 2:00AM 4 
Alert processed after gap 2/2/2013 3:00AM 117 117 
Alert Gap 2/2/2013 11:00 PM 2/3/2013 2:00AM 4 
Alert processed after gap 2/3/2013 3:00AM 81 81 
Alert Gap 2/3/2013 11:00 PM 2/4/2013 2:00 AM 4 
Alert processed after gap 2/4/2013 3:00AM 166 165 
Alert Gap 2/9/2013 7:00 PM 2/9/2013 8:00 PM 2 
Alert processed after gap 2/9/2013 9:45 PM 128 128 
Alert Gap 2/13/2013 12:00 AM 2/13/2013 3:00AM 4 
Alert processed after gap 2/13/2013 4:15AM 163 163 
Alert Gap 2/14/2013 11:00 PM 2/15/2013 2:00AM 4 
Alert processed after gap 2/15/2013 3:00AM 98 96 
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(b)(3) 6(f).(b)(4) 
Alert Gap 2/21/2013 11:00 PM 2/22/2013 2:00AM 4 
Alert processed after gap 2/22/2013 3:00AM 112 111 
Alert Gap 2/26/2013 11:00 PM 2/27/2013 10:00 AM 12 
Alert processed after gap 2/27/2013 ll:OOAM 322 318 
Alert Gap 3/7/2013 10:00 PM 3/8/2013 3:00AM 5 
Alert processed after gap 3/8/2013 4:00AM 140 139 
Alert Gap 3/12/2013 5:00AM 3/12/2013 6:00 PM 2 
Alert processed after gap 3/12/2013 7:45 PM 328 326 
Alert Gap 3/15/2013 12:00 AM 3/15/2013 1:00 AM 2 
Alert processed after gap 3/15/2013 2:30AM 104 104 
Alert Gap 3/19/2013 11:00 PM 3/20/2013 2:00AM 4 
Alert processed after gap 3/20/2013 3:00AM 102 102 
Alert Gap 3/20/2013 11:00 PM 3/21/2013 2:00AM 4 
Alert processed after gap 3/21/2013 3:00AM 295 295 
Alert Gap 3/21/2013 11:00 PM 3/22/2013 4:00AM 6 
Alert processed after gap 3/22/2013 5:30 AM 201 200 
Alert Gap 3/23/2013 8:00 PM 3/25/2013 9:00AM 38 
Alert processed after gap 3/25/2013 lO:OOAM 515 513 
Alert Gap 3/26/2013 l :OOAM 3/26/2013 l :OOAM 1 
Alert processed after gap 3/26/2013 2:15 AM 36 36 
Alert Gap 3/27/2013 12:00 PM 3/27/2013 1:00 PM 2 
Alert processed after gap 3/27/2013 2:00 PM 562 558 
Alert Gap 3/28/2013 11:00 PM 3/29/2013 6:00AM 8 
Alert processed after gap 3/29/2013 7:45 AM 101 100 
Alert Gap 3/29/2013 11:00 PM 3/30/2013 2:00AM 4 
Alert processed after gap 3/30/2013 3:00AM 121 119 
Alert Gap 3/30/2013 11:00 PM 3/31/2013 2:00AM 4 
Alert processed after gap 3/31/2013 3:00AM 207 207 
Alert Gap 3/31/2013 11:00 PM 4/1/2013 2:00AM 4 
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Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
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4/1/2013 
4/1/2013 
4/1/2013 
4/3/2013 
4/4/2013 
4/4/2013 
4/5/2013 

4/11/2013 
4/12/2013 
4/16/2013 
4/16/2013 
4/17/2013 
4/17/2013 
4/17/2013 

4/17/2013 
4/17/2013 
4/17/2013 
4/18/2013 
4/18/2013 
4/19/2013 
4/19/2013 
4/21/2013 
4/21/2013 
4/21/2013 
4/21/2013 
4/22/2013 
4/22/2013 
4/22/2013 
4/22/2013 

3:00AM 
6:00AM 
7:30AM 

11:00 PM 
3:00AM 

11:00 PM 
3:00AM 

10:00 PM 
5:00AM 
8:00 PM 
9:00 PM 

12:00 AM 
8:15AM 
9:00AM 

10:00 AM 
ll:OOAM 
12:15 PM 
7:00 PM 
9:30 PM 
l :OOAM 
2:00AM 
1:00 AM 
2:00AM 
3:00AM 
9:45AM 
l :OOAM 
8:30AM 
9:00AM 

lO:OOAM 

4/1/2013 

4/4/2013 

4/5/2013 

4/12/2013 

4/16/2013 

4/17/2013 

4/17/2013 

4/17/2013 

4/18/2013 

4/19/2013 

4/21/2013 

4/21/2013 

4/22/2013 

4/22/2013 

6:00AM 

2:00AM 

2:00AM 

4:00AM 

8:00 PM 

7:00AM 

9:00AM 

11:00 AM 

8:00 PM 

1:00 AM 

1:00 AM 

8:00AM 

7:00AM 

9:00AM 

32 
1 

66 
4 

158 
4 

99 
7 

285 
1 

49 
8 

164 
1 

74 
1 

351 
2 

121 
1 

95 
1 

7 
6 

510 
7 

341 
1 

164 

32 

66 

158 

98 

284 

49 

162 

73 

349 

119 

95 

7 

503 

339 

164 
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(b)(3) 6(f),(b)(4)Alert Gap 4/22/2013 12:00 PM 4/22/2013 12:00 PM 1 
Alert processed after gap 4/22/2013 1:00 PM 328 325 
Alert Gap 4/25/2013 11:00 PM 4/26/2013 3:00AM 5 
Alert processed after gap 4/26/2013 4:00AM 120 120 
Alert Gap 5/1/2013 10:00 AM 5/1/2013 12:00 PM 3 
Alert processed after gap 5/1/2013 1:00 PM 228 227 
Alert Gap 5/4/2013 5:00AM 5/4/2013 7:00AM 3 
Alert processed after gap 5/4/2013 8:00AM 88 88 
Alert Gap 5/7/2013 10:00 PM 5/8/2013 3:00AM 6 
Alert processed after gap 5/8/2013 4:00AM 127 125 
Alert Gap 5/11/2013 5:00AM 5/11/2013 5:00AM 1 
Alert processed after gap 5/11/2013 6:15 AM 50 50 
Alert Gap 5/11/2013 7:00AM 5/11/2013 7:00AM 1 
Alert processed after gap 5/11/2013 8:45AM 301 300 
Alert Gap 5/13/2013 10:00 AM 5/13/2013 10:00 AM 1 
Alert processed after gap 5/13/2013 11:15AM 164 164 
Alert Gap 5/13/2014 1:00 PM 5/13/2014 2:00 PM 2 
Alert processed after gap 5/13/2014 3:15 PM 483 478 
Alert Gap 5/14/2013 10:00 PM 5/15/2013 6:00AM 9 
Alert processed after gap 5/15/2013 7:30AM 108 108 
Alert Gap 5/16/2013 7:00 PM 5/16/2013 7:00 PM 1 
Alert processed after gap 5/16/2013 8:00 PM 45 45 
Alert Gap 5/20/2013 ll:OOAM 5/20/2013 11:00 AM 1 
Alert processed after gap 5/20/2013 12:30 PM 249 247 
Alert Gap 5/21/2013 11:00 PM 5/22/2013 3:00AM 5 
Alert processed after gap 5/22/2013 4:00AM 229 228 
Alert Gap 5/23/2013 11:00 PM 5/24/2013 3:00AM 5 
Alert processed after gap 5/24/2013 4:00AM 134 134 
Alert Gap 6/5/2013 9:00 PM 6/6/2013 7:00AM 11 

FTC-0002755 
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(b)(3) 6(f),(b)(4)Alert processed after gap 6/6/2013 8:00AM 1 1 
Alert Gap 6/8/2013 11:00 AM 6/8/2013 12:00PM 2 
Alert processed after gap 6/8/2013 1:15 PM 373 372 
Alert Gap 6/10/2013 2:00AM 6/10/2013 2:00AM 1 
Alert processed after gap 6/10/2013 3:00AM 1 1 
Alert Gap 6/13/2013 9:00 PM 6/14/2013 7:00AM 11 
Alert processed after gap 6/14/2013 8:00AM 36 36 
Alert Gap 6/18/2013 11:00 PM 6/19/2013 3:00AM 5 
Alert processed after gap 6/19/2013 4:00AM 139 139 
Alert Gap 6/19/2013 11:00 PM 6/20/2013 3:00AM 5 
Alert processed after gap 6/20/2013 4:00AM 218 217 
Alert Gap 6/20/2013 11:00 PM 6/21/2013 3:00AM 5 
Alert processed after gap 6/21/2013 4:00AM 88 88 
Alert Gap 6/25/2013 6:00 PM 6/26/2013 4:00AM 11 
Alert processed after gap 6/26/2013 5:30 AM 204 203 
Alert Gap 6/27/2013 11:00 PM 6/28/2013 10:00 AM 12 
Alert processed after gap 6/28/2013 11:45 AM 124 123 
Alert Gap 6/28/2013 11:00 PM 6/29/2013 3:00AM 5 
Alert processed after gap 6/29/2013 4:00AM 97 97 
Alert Gap 6/29/2013 11:00 PM 6/30/2013 3:00AM 5 
Alert processed after gap 6/30/2013 4:00AM 66 66 
Alert Gap 6/30/2013 11:00 PM 7/1/2013 3:00AM 5 
Alert processed after gap 7/1/2013 4:00AM 129 129 
Alert Gap 7/4/2013 lO:OOAM 7/4/2013 10:00 AM 1 
Alert processed after gap 7/4/2013 11:00 AM 257 257 
Alert Gap 7/8/2013 9:00PM 7/8/2013 9:00 PM 1 
Alert processed after gap 7/8/2013 10:00 PM 124 124 
Alert Gap 7/9/2013 7:00 PM 7/10/2013 4:00AM 10 
Alert processed after gap 7/10/2013 5:15 AM 239 233 
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Alert Gap 7/13/2013 10:00 PM 7/13/2013 10:00 PM 1 
Alert processed after gap 7/13/2013 11:00.PM 18 18 
Alert Gap 7/16/2013 11:00 PM 7/17/2013 3:00AM 5 
Alert processed after gap 7/17/2013 4:00AM 145 144 
Alert Gap 7/20/2013 9:00 PM 7/21/2013 6:00AM 10 
Alert processed after gap 7/21/2013 7:00AM 228 226 
Alert Gap 7/25/2013 3:00 PM 7/26/2013 4:00AM 14 
Alert processed after gap 7/26/2013 5:30AM 374 372 
Alert Gap 7/26/2013 7:00AM 7/26/2013 7:00AM 1 
Alert processed after gap 7/26/2013 8:00AM 122 121 
Alert Gap 7/27/2013 11:00 PM 7/27/2013 11:00 PM 1 
Alert processed after gap 7/28/2013 12:30AM 67 67 
Alert Gap 7/29/2013 8:00 PM 7/30/2013 2:00AM 7 
Alert processed after gap 7/30/2013 3:45AM 269 265 
Alert Gap 8/4/2013 9:00 PM 8/5/2013 4:00AM 8 
Alert processed after gap 8/5/2013 5:30AM 256 255 
Alert Gap 8/17/2013 11:00 PM 8/18/2013 12:00 AM 2 
Alert processed after gap 8/18/2013 l:OOAM 3 3 
Alert Gap 8/29/2013 7:00 PM 8/29/2013 7:00 PM 1 
Alert processed after gap 8/29/2013 8:00.PM 42 41 
Alert Gap 9/3/2013 11:00 PM 9/3/2013 11:00 PM 1 
Alert processed after gap 9/4/2013 12:30AM 78 76 
Alert Gap 9/5/2013 11:00 PM 9/6/2013 3:00AM 5 
Alert processed after gap 9/6/2013 4:00AM 155 154 
Alert Gap 9/10/2013 7:00 PM 9/11/2013 4:00AM 10 
Alert processed after gap 9/11/2013 5:30AM 159 156 
Alert Gap 9/12/2013 8:00 PM 9/13/2013 8:00AM 13 
Alert processed after gap 9/13/2013 9:15 AM 440 439 
Alert Gap 9/24/2013 8:00 PM 9/25/2013 7:00AM 12 

Miles Declaration Exhibit A 
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(b)(3):6(f),(b)(4) 
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Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 

Miles Declaration Exhibit A 

9/25/2013 
9/26/2013 
9/27/2013 
10/1/2013 
10/2/2013 
10/2/2013 
10/3/2013 
10/3/2013 
10/4/2013 
10/4/2013 
10/5/2013 

10/17/2013 
10/18/2013 
10/24/2013 

10/25/2013 
10/28/2013 
10/29/2013 
10/29/2013 
10/30/2013 
11/7/2013 
11/8/2013 
11/8/2013 
11/9/2013 

11/13/2013 
11/14/2013 
11/19/2013 
11/20/2013 
11/20/2013 
11/20/2013 

8:00AM 
8:00 PM 
5:15 AM 

11:00 PM 
4:00AM 

11:00 PM 
4:00AM 

11:00 PM 
4:00AM 

11:00 PM 
4:00AM 

10:00 PM 
4:00AM 

10:00 PM 
12:15 AM 
11:00 PM 
10:30AM 
10:00 PM 
4:00AM 
7:00 PM 
5:00AM 
7:00 PM 
7:30AM 
9:00 PM 
4:00AM 
7:00 PM 
7:45 AM 

12:00 PM 
1:15 PM 

9/27/2013 

10/2/2013 

10/3/2013 

10/4/2013 

10/5/2013 

10/18/2013 

10/24/2013 

10/29/2013 

10/30/2013 

11/8/2013 

11/9/2013 

11/14/2013 

11/20/2013 

11/20/2013 

4:00AM 

3:00AM 

3:00AM 

3:00AM 

3:00AM 

3:00AM 

11:00 PM 

9:00AM 

3:00AM 

4:00AM 

6:00AM 

3:00AM 

6:00AM 

12:00 PM 

546 

9 
352 

5 
255 

5 
149 

5 
142 

5 
132 

6 
488 

2 

1 
11 

741 
6 

531 
10 

774 
12 

659 
7 

247 
12 

1 
1 

331 

537 

351 

253 

147 

140 

131 

487 

1 

738 

527 

770 

656 

243 

1 

330 
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Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after.gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed aftergap 
Alert Gap 
Alert processed aftergap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processedafter gap 
Alert Gap 

11/20/2013 
11/20/2013 
11/21/2013 
11/21/2013 
11/26/2013 
11/27/2013 
12/5/2013 
12/6/2013 
12/6/2013 
12/7/2013 
12/7/2013 
12/8/2013 
12/8/2013 
12/9/2013 

12/10/2013 
12/11/2013 
12/11/2013 
12/12/2013 
12/12/2013 
12/12/2013 
12/12/2013 
12/13/2013 
12/13/2013 
12/14/2013 
12/14/2013 
12/15/2013 
12/15/2013 
12/16/2013 
12/16/2013 

2:00 PM 
4:30 PM 

lO:OOAM 
11:30AM 
9:00 PM 
5:15 AM 

10:00 PM 
4:00AM 

10:00 PM 
4:00AM 

10:00 PM 
4:00AM 

10:00 PM 
12:30AM 
10:00 PM 
4:00AM 

10:00 PM 
4:00AM 
2:00 PM 
3:45 PM 

10:00 PM 
4:00AM 

10:00 PM 
4:00AM 

10:00 PM 
4:00AM 

10:00 PM 
4:00AM 

10:00 PM 

11/20/2013 

11/21/2013 

11/27/2013 

12/6/2013 

12/7/2013 

12/8/2013 

12/8/2013 

12/11/2013 

12/12/2013 

12/12/2013 

12/13/2013 

12/14/2013 

12/15/2013 

12/16/2013 

12/17/2013 

3:00 PM 

10:00 AM 

4:00AM 

3:00AM 

3:00AM 

3:00 AM 

11:00 PM 

3:00AM 

3:00AM 

2:00 PM 

3:00AM 

3:00AM 

3:00AM 

3:00AM 

3:00AM 

2 
246 

1 
316 

8 
428 

6 
545 

6 
530 

6 
362 

2 
117 

6 
823 

6 
273 

1 
632 

6 
252 

6 
245 

6 
338 

6 
267 

6 

245 

316 

423 

540 

528 

360 

115 

817 

268 

626 

252 

240 

332 

265 
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CONFIDENTIAL 

Alert processed after gap 12/17/2013 4:00AM 238 238 
Alert Gap 12/18/2013 12:00 PM 12/18/2013 12:00 PM 1 
Alert processed after gap 12/18/2013 1:15.PM 149 149 
Alert Gap 1/11/2014 9:00 PM 1/12/2014 3:00AM 7 
Alert processed after gap 1/12/2014 4:00AM 176 172 
Alert Gap 1/15/2014 7:00 PM 1/15/2014 10:00 PM 4 
Alert processed after gap 1/15/2014 11:45.PM 44 44 
Alert Gap 1/16/2014 2:00AM 1/16/2014 7:00AM 6 
Alert processed after gap 1/16/2014 8:00AM 178 178 
Alert Gap 1/23/2014 7:00AM 1/23/2014 7:00AM 1 
Alert processed after gap 1/23/2014 8:30AM 33 33 
Alert Gap 1/25/2014 11:00 PM 1/25/2014 11:00 PM 1 
Alert processed after gap 1/26/2014 12:00 AM 11 11 
Alert Gap 1/28/2013 8:00 PM 1/29/2013 4:00AM 9 
Alert processed after gap 1/29/2013 5:15 AM 332 332 
Alert Gap 1/31/2014 7:00 PM 2/1/2014 3:00AM 9 
Alert processed after gap 2/1/2014 4:45 AM 24 24 
Alert Gap 2/11/2014 9:00 PM 2/12/2014 4:00AM 8 
Alert processed after gap 2/12/2014 5:00AM 530 530 
Alert Gap 2/13/2014 10:00 PM 2/14/2014 2:00AM 5 
Alert processed after gap 2/14/2014 3:30AM 167 164 
Alert Gap 2/25/2014 10:00 PM 2/26/2014 1:00 AM 4 
Alert processed after gap 2/26/2014 2:15 AM 98 98 
Alert Gap 3/13/2014 9:00 PM 3/13/2014 10:00 PM 2 
Alert processed after gap 3/13/2014 11:00 PM 71 70 

(b)(3) 6(f).(b)(4) 
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*Planned and Unplanned maintenance accounts for some portion of the gap; unable to determine the cause for the remaining time period 

** Initial review of data indicates potential planned/ unplanned outage however we are unable to definitvely determine 

FTC-0002761 
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CONFIDENTIAL 

Potential 

Duration (in #.of Alerts #of Members 


Label Start Date Start Time End Date End Time hrs) Processed Impacted 


Alert Gap 10/1/2012 12:00 AM 10/1/2012 4:00AM 5 0 


Alert processed after gap 10/1/2012 5:45AM 1 1 


Alert Gap 10/1/2012 7:00 PM 10/1/2012 8:00 PM 2 0 


Alert processed after gap 10/1/2012 9:00PM 1 1 


Alert Gap 10/2/2012 2:00AM 10/2/2012 2:00AM 1 0 


Alert processed after gap 10/2/2012 3:00AM 13 13 

Alert Gap 10/2/2012 5:00AM 10/2/2012 5:00AM 1 0 


Alert processed after gap 10/2/2012 6:15AM 1 1 


Alert Gap 10/2/2012 4:00 PM 10/2/2012 4:00 PM 1 0 


Alert processed after gap 10/2/2012 5:00 PM 2 2 


Alert Gap 10/3/2012 2:00AM 10/3/2012 2:00AM 1 0 


Alert processed after gap 10/3/2012 3:30AM 6 6 


Alert Gap 10/3/2012 4:00AM 10/3/2012 4:00AM 1 0 


Alert processed after gap 10/3/2012 5:45AM 2 2 


Alert Gap 10/3/2012 7:00 PM 10/3/2012 8:00 PM 2 0 


Alert processed after gap 10/3/2012 9:00PM 6 6 


Alert Gap 10/4/2012 2:00AM 10/4/2012 2:00AM 1 0 


Alert processed after gap 10/4/2012 3:30AM 3 3 


Alert Gap 10/4/2012 5:00AM 10/4/2012 5:00AM 1 0 


Alert processed after gap 10/4/2012 6:15AM 2 2 


Alert Gap 10/4/2012 8:00 PM 10/4/2012 8:00 PM 1 0 


Alert processed after gap 10/4/2012 9:00 PM 4 4 


Alert Gap 10/4/2012 10:00 PM 10/5/2012 5:00AM 8 0 


Alert processed after gap 10/5/2012 6:15AM 32 32 


Alert Gap 10/5/2012 10:00 AM 10/5/2012 10:00AM 1 0 


Alert processed after gap 10/5/2012 11:00AM 5 5 


Alert Gap 10/5/2012 5:00 PM 10/5/2012 5:00 PM 1 0 


Alert processed after gap 10/5/2012 6:15 PM 10 10 


Notes 
(b)(3) 6(f),(b)(4) 
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Alert Gap 10/5/2012 7:00 PM 10/5/2012 7:00 PM 1 0 

Alert processed after gap 10/5/2012 8:00 PM 1 

Alert Gap 10/6/2012 2:00 AM 10/6/2012 3:00 AM 2 0 

Alert processed after gap 10/6/2012 4:15AM 6 

Alert Gap 10/6/2012 6:00 AM 10/6/2012 6:00AM 1 0 

Alert processed after gap 10/6/2012 7:00AM 1 

Alert Gap 10/6/2012 1:00 PM 10/6/2012 2:00 PM 2 0 

Alert processed after gap 10/6/2012 3:45 PM 1 

Alert Gap 10/6/2012 8:00 PM 10/6/2012 10:00 PM 3 0 

Alert processed after gap 10/6/2012 11:00 PM 10 

Alert Gap 10/7/2012 12:00 AM 10/7/2012 2:00AM 3 0 

Alert processed after gap 10/7/2012 3:45AM 1 

Alert Gap 10/7/2012 4:00 AM 10/7/2012 4:00 AM 1 0 

Alert processed after gap 10/7/2012 5:45 AM 83 

Alert Gap 10/7/2012 lO:OOAM 10/7/2012 10:00 AM 1 0 

Alert processed after gap 10/7/2012 11:00 AM 20 

Alert Gap 10/7/2012 1:00 PM 10/7/2012 11:00 PM 11 0 

Alert processed after gap 10/8/2012 12:00 AM 1 

Alert Gap 10/8/2012 1:00 AM 10/8/2012 6:00 AM 6 0 

Alert processed after gap 10/8/2012 7:00AM 3 

Alert Gap 10/8/2012 8:00AM 10/8/2012 8:00 AM 1 0 

Alert processed after gap 10/8/2012 9:00AM 1 

Alert Gap 10/8/2012 10:00 AM 10/8/2012 10:00 AM 1 0 

Alert processed after gap 10/8/2012 11:15 AM 2 

Alert Gap 10/8/2012 1:00 PM 10/8/2012 1:00 PM 1 0 

Alert processed after gap 10/8/2012 2:30 PM 1 

Alert Gap 10/8/2012 7:00 PM 10/8/2012 10:00 PM 4 0 

Alert processed after gap 10/8/2012 11:00 PM 40 

Alert Gap 10/9/2012 12:00 AM 10/9/2012 5:00 AM 6 0 

Alert processed after gap 10/9/2012 6:15AM 1 

Alert Gap 10/9/2012 7:00 AM 10/9/2012 7:00AM 1 0 

(b)(3) 6(f),(b)(4) 

1 

5 

1 

1 

10 

1 

64 

18 

1 

3 

1 

2 

1 

40 

1 
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(b)(3):6(f),(b)(4) Alert processed after gap 10/9/2012 8:15 AM 1 1 

Alert Gap 10/9/2012 5:00 PM 10/9/2012 5:00 PM 1 0 

Alert processed after gap 10/9/2012 6:15 PM 14 14 
Alert Gap 10/9/2012 9:00 PM 10/10/2012 5:00AM 9 0 

Alert processed after gap 10/10/2012 6:00AM 259 258 

Alert Gap 10/10/2012 7:00 PM 10/10/2012 8:00 PM 2 0 

Alert processed after gap 10/10/2012 9:00 PM 5 5 

Alert Gap 10/11/2012 5:00AM 10/11/2012 5:00 AM 1 0 

Alert processed after gap 10/11/2012 6:30 AM 1 1 

Alert Gap 10/11/2012 4:00 PM 10/11/2012 5:00 PM 2 0 

Alert processed after gap 10/11/2012 6:15 PM 8 8 
Alert Gap 10/11/2012 7:00 PM 10/12/2012 6:00AM 12 0 
Alert processed after gap 10/12/2012 7:30AM 162 161 

Alert Gap 10/12/2012 11:00 AM 10/12/2012 11:00 AM 1 0 
Alert processed after gap 10/12/2012 12:00 PM 2 2 

Alert Gap 10/12/2012 4:00 PM 10/12/2012 4:00 PM 1 0 

Alert processed after gap 10/12/2012 5:45 PM 1 1 

Alert Gap 10/12/2012 7:00 PM 10/15/2012 7:00AM 61 0 

Alert processed after gap 10/15/2012 8:00AM 502 464 

Alert Gap 10/15/2012 7:00 PM 10/15/2012 7:00 PM 1 0 

Alert processed after gap 10/15/2012 8:00 PM 1 1 

Alert Gap 10/16/2012 3:00AM 10/16/2012 3:00 AM 1 0 

Alert processed after gap 10/16/2012 4:15AM 7 7 
Alert Gap 10/16/2012 5:00AM 10/16/2012 5:00 AM 1 0 
Alert processed after gap 10/16/2012 6:30 AM 1 1 

Alert Gap 10/16/2012 7:00 AM 10/16/2012 7:00 AM 1 0 
Alert processed after gap 10/16/2012 8:00AM 10/16/2012 1 1 

Alert Gap 10/16/2012 2:00 PM 10/16/2012 2:00 PM 1 0 
Alert processed after gap 10/16/2012 3:00 PM 1 1 

Alert Gap 10/16/2012 5:00 PM 10/16/2012 5:00PM 1 0 
Alert processed after gap 10/16/2012 6:15 PM 10 10 
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Alert Gap 10/16/2012 7:00 PM 10/16/2012 7:00 PM 1 0 

Alert processed after gap 10/16/2012 8:00 PM 2 

Alert Gap 10/16/2012 9:00 PM 10/17/2012 5:00 AM 9 0 
Alert processed after gap 10/17/2012 6:00AM 15 
Alert Gap 10/17/2012 4:00 PM 10/17/2012 4:00 PM 1 0 

Alert processed after gap 10/17/2012 5:00 PM 1 

Alert Gap 10/17/2012 7:00 PM 10/17/2012 7:00 PM 1 0 

Alert processed after gap 10/17/2012 8:15 PM 2 

Alert Gap 10/18/2012 2:00AM 10/18/2012 2:00 AM 1 0 

Alert processed after gap 10/18/2012 3:30AM 7 

Alert Gap 10/18/2012 5:00AM 10/18/2012 5:00AM 1 0 
Alert processed after gap 10/18/2012 6:15 AM 1 
Alert Gap 10/18/2012 9:00 PM 10/19/2012 4:00 AM 8 0 

Alert processed after gap 10/19/2012 5:45 AM 121 
Alert Gap 10/19/2012 7:00AM 10/19/2012 7:00 AM 1 0 

Alert processed after gap 10/19/2012 8:15AM 3 
Alert Gap 10/19/2012 9:00 AM 10/19/2012 9:00 AM 1 0 
Alert processed after gap 10/19/2012 10:00 AM 1 

Alert Gap 10/19/2012 4:00 PM 10/19/2012 4:00 PM 1 0 

Alert processed after gap 10/19/2012 5:30 PM 1 

Alert Gap 10/19/2012 7:00 PM 10/19/2012 8:00 PM 2 0 

Alert processed after gap 10/19/2012 9:00 PM 10 

Alert Gap 10/20/2012 ll:OOAM 10/20/2012 12:00 PM 2 0 

Alert processed after gap 10/20/2012 1:15PM 2 
Alert Gap 10/20/2012 2:00 PM 10/20/2012 3:00 PM 2 0 

Alert processed after gap 10/20/2012 4:45 PM 1 
Alert Gap 10/20/2012 7:00 PM 10/20/2012 7:00 PM 1 0 

Alert processed after gap 10/20/2012 8:00 PM 1 
Alert Gap 10/20/2012 9:00 PM 10/20/2012 9:00 PM 1 0 

Alert processed after gap 10/20/2012 10:45 PM 2 

Alert Gap 10/21/2012 12:00 AM 10/21/2012 12:00 AM 1 0 

(b)(3) 6(f),(b)(4) 

2 

15 

1 

2 

7 

1 

121 

3 

1 

1 

10 

2 

1 

1 

2 
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(b)(3) 6(f),(b)(4) Alert processed after gap 10/21/2012 l :OOAM 166 121 
Alert Gap 10/21/2012 3:00AM 10/21/2012 4:00 AM 2 0 

Alert.processed after gap 10/21/2012 5:15AM 3 3 
Alert Gap 10/21/2012 8:00AM 10/21/2012 8:00AM 1 0 
Alert processed after gap 10/21/2012 9:15AM 19 19 
Alert Gap 10/21/2012 11:00 AM 10/21/2012 5:00 PM 7 0 

Alert processed after gap 10/21/2012 6:15 PM 1 1 
Alert Gap 10/21/2012 7:00 PM 10/22/2012 5:00AM 11 0 
Alert processed after gap 10/22/2012 6:15 AM 1 1 

Alert Gap 10/22/2012 5:00 PM 10/22/2012 5:00 PM 1 0 
Alert processed after gap 10/22/2012 6:30 PM 16 16 
Alert Gap 10/22/2012 7:00 PM 10/22/2012 8:00 PM 2 0 
Alert processed after gap 10/22/2012 9:00 PM 2 2 
Alert Gap 10/23/2012 2:00 AM 10/23/2012 2:00 AM 1 0 
Alert processed after gap 10/23/2012 3:00AM 4 4 

Alert Gap 10/23/2012 4:00 AM 10/23/2012 6:00 AM 3 0 
Alert processed after gap 10/23/2012 7:15 AM 1 1 
Alert Gap 10/23/2012 8:00AM 10/23/2012 8:00AM 1 0 
Alert.processed after gap 10/23/2012 9:30AM 1 1 
Alert Gap 10/23/2012 12:00 PM 10/23/2012 12:00 PM 1 0 
Alert processed after gap 10/23/2012 1:15 PM 1 1 
Alert Gap 10/23/2012 4:00 PM 10/23/2012 5:00 PM 2 0 

Alert.processed after gap 10/23/2012 6:15 PM 10 10 
Alert Gap 10/23/2012 7:00 PM 10/24/2012 5:00AM 11 0 
Alert processed after gap 10/24/2012 6:00AM 195 195 

Alert Gap 10/24/2012 8:00AM 10/24/2012 8:00 AM 1 0 
Alert.processed after gap 10/24/2012 9:30AM 1 1 
Alert Gap 10/24/2012 5:00 PM 10/24/2012 5:00 PM 1 0 
Alert processed after gap 10/24/2012 6:00 PM 2 2 

Alert Gap 10/24/2012 7:00 PM 10/24/2012 7:00 PM 1 0 
Alert processed after gap 10/24/2012 8:00 PM 1 1 
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(b)(3) 6(f),(b)(4) 

3 

Alert Gap 10/25/2012 5:00 AM 10/25/2012 8:00AM 4 0 

Alert processed after gap 10/25/2012 9:00AM 3 

Alert Gap 10/25/2012 3:00 PM 10/25/2012 3:00 PM 1 0 
Alert processed after gap 10/25/2012 4:15 PM 3 
Alert Gap 10/25/2012 5:00 PM 10/25/2012 5:00 PM 1 0 

Alert processed after gap 10/25/2012 6:15 PM 6 
Alert.Gap 10/25/2012 7:00 PM 10/25/2012 7:00 PM 1 0 

Alert processed after gap 10/25/2012 8:00 PM 2 

Alert Gap 10/25/2012 9:00 PM 10/26/2012 5:00 AM 9 0 

Alert processed after gap 10/26/2012 6:00AM 80 

Alert Gap 10/26/2012 2:00 PM 10/26/2012 3:00 PM 2 0 
Alert processed after gap 10/26/2012 4:15 PM 1 
Alert Gap 10/26/2012 7:00 PM 10/26/2012 7:00 PM 1 0 

Alert processed after gap 10/26/2012 8:15 PM 1 
Alert Gap 10/27/2012 2:00 PM 10/27/2012 5:00 PM 4 0 

Alert processed after gap 10/27/2012 6:00 PM 17 

Alert Gap 10/27/2012 8:00 PM 10/27/2012 8:00 PM 1 0 
Alert processed after gap 10/27/2012 9:15 PM 154 

Alert.Gap 10/27/2012 10:00 PM 10/27/2012 10:00 PM 1 0 

Alert processed after gap 10/27/2012 11:00 PM 16 

Alert Gap 10/28/2012 1:00 AM 10/28/2012 1:00 AM 1 0 

Alert processed after gap 10/28/2012 2:00AM 359 

Alert.Gap 10/28/2012 7:00AM 10/28/2012 7:00AM 1 0 

Alert processed after gap 10/28/2012 8:00AM 1 
Alert Gap 10/28/2012 9:00 AM 10/28/2012 9:00 AM 1 0 

Alert processed after gap 10/28/2012 10:45AM 29 
Alert Gap 10/28/2012 12:00 PM 10/28/2012 1:00 PM 2 0 

Alert processed after gap 10/28/2012 2:15 PM 54 

Alert Gap 10/28/2012 4:00 PM 10/28/2012 6:00 PM 3 0 

Alert processed after gap 10/28/2012 7:30 PM 2 

Alert Gap 10/28/2012 8:00 PM 10/29/2012 7:00.AM 12 0 
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(b)(3) 6(f),(b)(4)Alert processed after gap 10/29/2012 8:30AM 1 1 

Alert Gap 10/29/2012 9:00AM 10/29/2012 9:00 AM 1 0 

Alert. processed after gap 10/29/2012 10:45AM 2 2 
Alert Gap 10/29/2012 12:00 PM 10/29/2012 12:00 PM 1 0 

Alert processed after gap 10/29/2012 1:00 PM 1 1 

Alert Gap 10/29/2012 7:00 PM 10/29/2012 7:00 PM 1 0 

Alert processed after gap 10/29/2012 8:00 PM 3 3 
Alert Gap 10/30/2012 1:00 AM 10/30/2012 l :OOAM 1 0 

Alert processed after gap 10/30/2012 2:00AM 6 6 

Alert Gap 10/30/2012 4:00AM 10/30/2012 5:00 AM 2 0 

Alert processed after gap 10/30/2012 6:45AM 1 1 
Alert Gap 10/30/2012 9:00AM 10/30/2012 9:00AM 1 0 
Alert processed after gap 10/30/2012 10:00 AM 1 1 

Alert Gap 10/30/2012 3:00 PM 10/30/2012 3:00 PM 1 0 
Alert processed after gap 10/30/2012 4:15 PM 2 2 

Alert Gap 10/30/2012 7:00 PM 10/30/2012 7:00 PM 1 0 

Alert processed after gap 10/30/2012 8:00 PM 1 1 

Alert Gap 10/30/2012 9:00 PM 10/31/2012 5:00AM 9 0 

Alert.processed after gap 10/31/2012 6:00AM 168 168 

Alert Gap 10/31/2012 7:00AM 10/31/2012 7:00 AM 1 0 

Alert processed after gap 10/31/2012 8:00AM 1 1 

Alert Gap 10/31/2012 lO:OOAM 10/31/2012 10:00 AM 1 0 

Alert.processed after gap 10/31/2012 ll:OOAM 2 2 
Alert Gap 10/31/2012 4:00 PM 10/31/2012 4:00 PM 1 0 
Alert processed after gap 10/31/2012 5:00 PM 1 1 

Alert Gap 10/31/2012 7:00 PM 10/31/2012 7:00 PM 1 0 
Alert.processed after gap 10/31/2012 8:00 PM 3 3 

Alert Gap 11/1/2012 2:00AM 11/1/2012 2:00 AM 1 0 
Alert processed after gap 11/1/2012 3:15 AM 1 1 

Alert Gap 11/1/2012 4:00AM 11/1/2012 4:00 AM 1 0 
Alert processed after gap 11/1/2012 5:00AM 6 6 
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(b)(3) 6(f),(b)(4)Alert Gap 11/1/2012 4:00 PM 11/1/2012 5:00 PM 2 0 

Alert processed after gap 11/1/2012 6:15 PM 10 10 

Alert Gap 11/1/2012 9:00 PM 11/2/2012 5:00 AM 9 0 
Alert processed after gap 11/2/2012 6:00AM 156 155 
Alert Gap 11/2/2012 8:00 AM 11/2/2012 8:00AM 1 0 

Alert processed after gap 11/2/2012 9:45AM 2 2 
Alert Gap 11/2/2012 2:00 PM 11/2/2012 2:00 PM 1 0 

Alert processed after gap 11/2/2012 3:45 PM 2 2 

Alert Gap 11/2/2012 6:00 PM 11/5/2012 7:00 AM 62 0 

Alert processed after gap 11/5/2012 8:00AM 363 328 

Alert Gap 11/5/2012 3:00 PM 11/5/2012 3:00 PM 1 0 
Alert processed after gap 11/5/2012 4:00 PM 1 1 
Alert Gap 11/5/2012 5:00 PM 11/5/2012 5:00 PM 1 0 

Alert processed after gap 11/5/2012 6:45 PM 1 1 
Alert Gap 11/5/2012 8:00 PM 11/5/2012 8:00 PM 1 0 

Alert processed after gap 11/5/2012 9:30 PM 1 1 

Alert Gap 11/6/2012 6:00 AM 11/6/2012 6:00 AM 1 0 
Alert processed after gap 11/6/2012 7:00AM 1 1 

Alert Gap 11/6/2012 5:00 PM 11/6/2012 5:00 PM 1 0 

Alert processed after gap 11/6/2012 6:15 PM 1 1 

Alert Gap 11/6/2012 8:00 PM 11/7/2012 5:00 AM 10 0 

Alert processed after gap 11/7/2012 6:00AM 191 191 

Alert Gap 11/7/2012 7:00AM 11/7/2012 7:00 AM 1 0 

Alert processed after gap 11/7/2012 8:00AM 3 3 
Alert Gap 11/7/2012 6:00 PM 11/7/2012 6:00 PM 1 0 

Alert processed after gap 11/7/2012 7:15 PM 10 10 
Alert Gap 11/7/2012 8:00 PM 11/7/2012 9:00 PM 2 0 

Alert processed after gap 11/7/2012 10:00 PM 1 1 
Alert Gap 11/8/2012 4:00 AM 11/8/2012 4:00 AM 1 0 

Alert processed after gap 11/8/2012 5:30AM 1 1 
Alert Gap 11/8/2012 4:00 PM 11/8/2012 6:00 PM 3 0 
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(b)(3)6(f),(b)(4) 
Alert processed after gap 11/8/2012 7:15 PM 9 9 

Alert Gap 11/8/2012 8:00 PM 11/9/2012 5:00 AM 10 0 

Alert processed after gap 11/9/2012 6:15AM 124 124 
Alert Gap 11/9/2012 6:00AM 11/12/2012 7:00AM 62 0 

Alert processed after gap 11/12/2012 8:00AM 165 158 

Alert Gap 11/12/2012 11:00 AM 11/12/2012 11:00 PM 13 0 

Alert processed after gap 11/13/2012 12:00AM 36 36 

Alert Gap 11/13/2012 1:00 AM 11/13/2012 3:00AM 3 0 

Alert processed after gap 11/13/2012 4:15AM 2 2 

Alert Gap 11/13/2012 5:00AM 11/13/2012 5:00 AM 1 0 

Alert processed after gap 11/13/2012 6:30AM 1 1 
Alert Gap 11/13/2012 7:00AM 11/13/2012 7:00AM 1 0 
Alert processed after gap 11/13/2012 8:00AM 1 1 

Alert Gap 11/13/2012 4:00 PM 11/13/2012 4:00 PM 1 0 
Alert processed after gap 11/13/2012 5:15 PM 2 2 

Alert Gap 11/13/2012 8:00 PM 11/14/2012 5:00 AM 10 0 

Alert processed after gap 11/14/2012 6:15AM 232 231 
Alert Gap 11/15/2012 5:00AM 11/15/2012 5:00AM 1 0 

Alert processed after gap 11/15/2012 6:00AM 1 1 

Alert Gap 11/15/2012 10:00 AM 11/15/2012 10:00 AM 1 0 

Alert processed after gap 11/15/2012 11:00 AM 2 2 

Alert Gap 11/15/2012 6:00 PM 11/15/2012 6:00 PM 1 0 

Alert processed after gap 11/15/2012 7:15 PM 9 9 
Alert Gap 11/15/2012 8:00 PM 11/16/2012 5:00AM 10 0 
Alert processed after gap 11/16/2012 6:00AM 11/16/2012 177 175 

Alert Gap 11/16/2012 5:00 PM 11/19/2012 7:00 AM 63 0 
Alert processed after gap 11/19/2012 8:00AM 506 475 

Alert Gap 11/19/2012 6:00 PM 11/19/2012 6:00 PM 1 0 
Alert processed after gap 11/19/2012 7:15 PM 1 1 

Alert Gap 11/19/2012 8:00 PM 11/19/2012 8:00 PM 1 0 
Alert processed after gap 11/19/2012 9:30 PM 1 1 
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Alert Gap 11/20/2012 4:00 AM 11/20/2012 4:00AM 1 0 (b)( )6(f),(b)(4) 

Alert processed after gap 11/20/2012 5:00AM 7 7 

Alert Gap 11/20/2012 6:00 AM 11/20/2012 7:00 AM 2 0 
Alert processed after gap 11/20/2012 6:15AM 1 1 
Alert Gap 11/20/2012 10:00 AM 11/20/2012 10:00 AM 1 0 

Alert processed after gap 11/20/2012 11:15 AM 1 1 

Alert.Gap 11/20/2012 5:00 PM 11/20/2012 6:00 PM 2 0 

Alert processed after gap 11/20/2012 7:15 PM 7 7 

Alert Gap 11/20/2012 8:00 PM 11/21/2012 5:00 AM 10 0 

Alert processed after gap 11/21/2012 6:00AM 226 226 

Alert Gap 11/21/2012 6:00 PM 11/ 21/2012 6:00 PM 1 0 
Alert processed after gap 11/21/2012 7:15 PM 10 10 
Alert Gap 11/21/2012 8:00 PM 11/21/2012 8:00 PM 1 0 

Alert processed after gap 11/21/2012 9:00 PM 1 1 
Alert Gap 11/22/2012 3:00AM 11/22/2012 4:00 AM 2 0 

Alert processed after gap 11/22/2012 5:15 AM 4 4 

Alert Gap 11/22/2012 6:00 AM 11/22/2012 8:00 AM 3 0 
Alert processed after gap 11/22/2012 9:15 AM 2 2 

Alert.Gap 11/22/2012 10:00 AM 11/22/2012 1:00 PM 4 0 

Alert processed after gap 11/22/2012 2:30 PM 1 1 

Alert Gap 11/22/2012 3:00 PM 11/22/2012 5:00 PM 3 0 

Alert processed after gap 11/22/2012 6:30 PM 1 1 

Alert.Gap 11/22/2012 7:00 PM 11/22/2012 11:00 PM 5 0 

Alert processed after gap 11/23/2012 12:00AM 30 30 
Alert Gap 11/23/2012 1:00 AM 11/23/2012 8:00 AM 8 0 

Alert processed after gap 11/23/2012 9:15 AM 1 1 
Alert Gap 11/23/2012 5:00 PM 11/26/2012 7:00 AM 63 0 

Alert processed after gap 11/26/2012 8:00AM 234 220 
Alert Gap 11/26/2012 5:00 PM 11/26/2012 6:00 PM 2 0 

Alert processed after gap 11/26/2012 7:15 PM 14 14 

Alert Gap 11/26/2012 8:00 PM 11/26/2012 8:00 PM 1 0 
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(b)(3) 6(f),(b)(4)Alert processed after gap 11/26/2012 9:00 PM 1 1 

Alert Gap 11/27/2012 3:00AM 11/27/2012 3:00 AM 1 0 

Alert processed after gap 11/27/2012 4:00AM 2 2 
Alert Gap 11/27/2012 6:00AM 11/27/2012 6:00AM 1 0 

Alert processed after gap 11/27/2012 7:00AM 1 1 

Alert Gap 11/27/2012 5:00 PM 11/27/2012 5:00 PM 1 0 

Alert processed after gap 11/27/2012 6:15 PM 1 1 

Alert Gap 11/27/2012 9:00 PM 11/28/2012 5:00 AM 9 0 

Alert processed after gap 11/28/2012 6:00AM 212 212 

Alert Gap 11/28/2012 7:00AM 11/28/2012 7:00 AM 1 0 

Alert processed after gap 11/28/2012 8:30AM 2 2 

Alert Gap 11/28/2012 9:00AM 11/28/2012 9:00AM 1 0 
Alert processed after gap 11/28/2012 10:00 AM 1 1 

Alert Gap 11/28/2012 12:00 PM 11/28/2012 12:00 PM 1 0 
Alert processed after gap 11/28/2012 1:45 PM 1 1 

Alert Gap 11/28/2012 3:00 PM 11/28/2012 3:00 PM 1 0 

Alert processed after gap 11/28/2012 4:00 PM 1 1 

Alert Gap 11/28/2012 6:00 PM 11/28/2012 6:00 PM 1 0 

Alert processed after gap 11/28/2012 7:15 PM 6 6 
Alert Gap 11/28/2012 8:00 PM 11/28/2012 9:00 PM 2 0 

Alert processed after gap 11/28/2012 10:00 PM 1 1 

Alert Gap 11/29/2012 5:00AM 11/29/2012 5:00 AM 1 0 

Alert processed after gap 11/29/2012 6:30AM 2 2 
Alert Gap 11/29/2012 8:00AM 11/29/2012 8:00 AM 1 0 
Alert processed after gap 11/29/2012 9:00AM 1 1 

Alert Gap 11/29/2012 6:00 PM 11/29/2012 6:00 PM 1 0 
Alert processed after gap 11/29/2012 7:15 PM 5 5 

Alert Gap 11/29/2012 8:00 PM 11/30/2012 5:00 AM 10 0 
Alert processed after gap 11/30/2012 6:15AM 171 171 

Alert Gap 11/30/2012 6:00 PM 12/3/2012 7:00 AM 62 0 
Alert processed after gap 12/3/2012 8:00AM 315 291 
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Alert Gap 12/3/2012 5:00 PM 12/3/2012 6:00 PM 2 0 

Alert processed after gap 12/3/2012 7:15 PM 13 

Alert Gap 12/3/2012 8:00 PM 12/3/2012 9:00 PM 2 0 
Alert processed after gap 12/3/2012 10:00 AM 2 
Alert Gap 12/4/2012 1:00 AM 12/4/2012 l :OOAM 1 0 

Alert processed after gap 12/4/2012 2:15AM 12 

Alert Gap 12/4/2012 6:00 AM 12/4/2012 6:00 AM 1 0 

Alert processed after gap 12/4/2012 7:45AM 1 

Alert Gap 12/4/2012 5:00 PM 12/4/2012 5:00 PM 1 0 

Alert processed after gap 12/4/2012 6:30 PM 4 

Alert Gap 12/4/2012 8:00 PM 12/5/2012 12:00 PM 17 0 
Alert processed after gap 12/5/2012 1:00 PM 251 
Alert Gap 12/5/2012 6:00 PM 12/5/2012 6:00 PM 1 0 

Alert processed after gap 12/5/2012 7:15 PM 12 
Alert Gap 12/5/2012 8:00 PM 12/5/2012 9:00 PM 2 0 

Alert processed after gap 12/5/2012 10:00 PM 3 

Alert Gap 12/6/2012 2:00 AM 12/6/2012 2:00 AM 1 0 
Alert processed after gap 12/6/2012 3:15 PM 1 

Alert Gap 12/6/2012 5:00 PM 12/6/2012 6:00 PM 2 0 

Alert processed after gap 12/6/2012 7:00AM 2 

Alert Gap 12/6/2012 6:00 PM 12/6/2012 6:00 PM 1 0 

Alert processed after gap 12/6/2012 7:00 PM 1 

Alert Gap 12/7/2012 3:00AM 12/7/2012 3:00 AM 1 0 

Alert processed after gap 12/7/2012 4:30AM 9 
Alert Gap 12/7/2012 6:00 AM 12/7/2012 7:00 AM 2 0 

Alert processed after gap 12/7/2012 8:00AM 2 
Alert Gap 12/7/2012 6:00 PM 12/10/2012 8:00 AM 63 0 

Alert processed after gap 12/10/2012 9:15 AM 444 

Alert Gap 12/10/2012 6:00 PM 12/10/2012 6:00 PM 1 0 

Alert processed after gap 12/10/2012 7:15 PM 26 

Alert Gap 12/10/2012 8:00 PM 12/10/2012 9:00 PM 2 0 

(b)(3) 6(f),(b)(4) 
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(b)(3) 6(f),(b)(4) Alert processed after gap 12/10/2012 10:00 PM 3 3 
Alert Gap 12/11/2012 3:00AM 12/11/2012 3:00 AM 1 0 

Alert processed after gap 12/11/2012 4:30AM 10 10 
Alert Gap 12/11/2012 6:00AM 12/11/2012 6:00AM 1 0 
Alert processed after gap 12/11/2012 7:15 AM 2 2 
Alert Gap 12/11/2012 4:00 PM 12/11/2012 4:00 PM 1 0 

Alert processed after gap 12/11/2012 5:15 PM 1 1 
Alert Gap 12/11/2012 6:00 PM 12/11/2012 6:00 PM 1 0 
Alert processed after gap 12/11/2012 7:15 PM 13 13 

Alert Gap 12/11/2012 8:00 PM 12/12/2012 5:00 AM 10 0 
Alert processed after gap 12/12/2012 6:00AM 6 6 
Alert Gap 12/12/2012 6:00 PM 12/12/2012 6:00 PM 1 0 
Alert processed after gap 12/12/2012 7:00 PM 1 1 
Alert Gap 12/12/2012 8:00 PM 12/12/2012 8:00 PM 1 0 
Alert processed after gap 12/12/2012 9:00 PM 3 3 

Alert Gap 12/13/2012 3:00 AM 12/13/2012 4:00 AM 1 0 
Alert processed after gap 12/13/2012 5:00AM 11 11 
Alert Gap 12/13/2012 4:00 PM 12/13/2012 4:00 PM 1 0 
Alert processed after gap 12/13/2012 5:30 PM 1 1 
Alert Gap 12/13/2012 8:00 PM 12/14/2012 6:00 AM 11 0 
Alert processed after gap 12/14/2012 7:45AM 171 171 
Alert Gap 12/14/2012 6:00 PM 12/17/2012 7:00 AM 62 0 

Alert processed after gap 12/17/2012 8:00AM 353 347 
Alert Gap 12/17/2012 8:00 PM 12/17/2012 9:00 PM 2 0 
Alert processed after gap 12/17/2012 10:00 PM 2 2 

Alert Gap 12/18/2012 5:00 AM 12/18/2012 6:00 AM 2 0 
Alert processed after gap 12/18/2012 7:00AM 1 1 
Alert Gap 12/18/2012 6:00 PM 12/18/2012 6:00 PM 1 0 
Alert processed after gap 12/18/2012 7:15 PM 8 8 
Alert Gap 12/18/2012 8:00 PM 12/18/2012 9:00PM 2 0 
Alert processed after gap 12/18/2012 10:00 PM 1 1 
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Alert Gap 12/19/2012 6:00 AM 12/19/2012 6:00AM 1 0 

Alert processed after gap 12/19/2012 7:00AM 1 

Alert Gap 12/19/2012 4:00 PM 12/19/2012 5:00 PM 2 0 
Alert processed after gap 12/19/2012 6:00 PM 1 
Alert Gap 12/19/2012 8:00 PM 12/19/2012 9:00 PM 2 0 

Alert processed after gap 12/19/2012 10:00 PM 2 

Alert.Gap 12/20/2012 1:00 AM 12/20/2012 1:00 AM 1 0 

Alert processed after gap 12/20/2012 2:00AM 9 

Alert Gap 12/20/2012 3:00AM 12/20/2012 3:00 AM 1 0 

Alert processed after gap 12/20/2012 4:00AM 2 

Alert Gap 12/20/2012 5:00AM 12/20/2012 5:00 AM 1 0 
Alert processed after gap 12/20/2012 6:30AM 1 
Alert Gap 12/20/2012 8:00 PM 12/20/2012 9:00 PM 2 0 

Alert processed after gap 12/20/2012 10:00 PM 1 
Alert Gap 12/21/2012 3:00AM 12/21/2012 3:00 AM 1 0 

Alert processed after gap 12/21/2012 4:30AM 6 

Alert Gap 12/21/2012 6:00 AM 12/21/2012 6:00 AM 1 0 
Alert processed after gap 12/21/2012 7:15 AM 1 

Alert.Gap 12/21/2012 5:00 PM 12/24/2012 7:00 AM 63 0 

Alert processed after gap 12/24/2012 8:00AM 302 

Alert Gap 12/24/2012 4:00 PM 12/24/2012 6:00 PM 3 0 

Alert processed after gap 12/24/2012 7:15 PM 7 

Alert.Gap 12/24/2012 8:00 PM 12/24/2012 9:00 PM 2 0 

Alert processed after gap 12/24/2012 10:00 PM 2 
Alert Gap 12/25/2012 5:00 AM 12/25/2012 11:00 AM 7 0 

Alert processed after gap 12/25/2012 12:30 PM 1 
Alert Gap 12/25/2012 1:00 PM 12/25/2012 11:00 PM 11 0 

Alert processed after gap 12/26/2012 12:00 AM 46 

Alert Gap 12/26/2012 1:00 AM 12/26/2012 7:00 AM 7 0 

Alert processed after gap 12/26/2012 8:00AM 3 
Alert Gap 12/26/2012 4:00 PM 12/26/2012 4:00 PM 1 0 

(b)(3) 6(f),(b)(4) 
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(b)(3) 6(f),(b)(4)Alert processed after gap 12/26/2012 5:30 PM 2 2 
Alert Gap 12/26/2012 6:00 PM 12/26/2012 6:00 PM 1 0 

Alert processed after gap 12/26/2012 7:15 PM 13 13 
Alert Gap 12/26/2012 8:00 PM 12/26/2012 9:00 PM 2 0 
Alert processed after gap 12/26/2012 10:00 PM 2 2 
Alert Gap 12/27/2012 2:00 AM 12/27/2012 3:00 AM 2 0 

Alert processed after gap 12/27/2012 4:30AM 7 7 
Alert Gap 12/27/2012 5:00AM 12/27/2012 6:00 AM 2 0 
Alert processed after gap 12/27/2012 7:30 AM 1 1 

Alert Gap 12/27/2012 6:00 PM 12/27/2012 6:00 PM 1 0 
Alert processed after gap 12/27/2012 7:15 PM 19 19 
Alert Gap 12/27/2012 8:00 PM 12/27/2012 8:00 PM 1 0 
Alert processed after gap 12/27/2012 9:00 PM 1 1 
Alert Gap 12/28/2012 2:00 AM 12/28/2012 3:00 AM 2 0 
Alert processed after gap 12/28/2012 4:00AM 1 1 

Alert Gap 12/28/2012 5:00 AM 12/28/2012 S:OOAM 1 0 
Alert processed after gap 12/28/2012 6:00AM 9 9 
Alert Gap 12/28/2012 7:00AM 12/28/2012 7:00AM 1 0 
Alert processed after gap 12/28/2012 8:30AM 2 2 
Alert Gap 12/28/2012 9:00AM 12/28/2012 9:00 AM 1 0 
Alert processed after gap 12/28/2012 10:00 AM 2 2 
Alert Gap 12/28/2012 6:00 PM 12/31/2012 7:00 AM 62 0 

Alert processed after gap 12/31/2012 8:00AM 371 331 
Alert Gap 12/31/2012 5:00AM 12/31/2012 6:00 AM 2 0 
Alert processed after gap 12/31/2012 7:15 PM 23 23 

Alert Gap 12/31/2012 8:00 PM 12/31/2012 8:00 PM 1 0 
Alert processed after gap 12/31/2012 9:00 PM 2 2 
Alert Gap 1/1/2013 3:00AM 1/1/2013 3:00AM 1 0 
Alert processed after gap 1/1/2013 4:00AM 1 1 

Alert Gap 1/1/2013 6:00AM 1/1/2013 7:00 AM 2 0 
Alert processed after gap 1/1/2013 8:30AM 1 1 
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Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert.Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert.Gap 

Alert processed after gap 

Alert Gap 
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Alert.Gap 
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Alert Gap 
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Alert Gap 
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Alert Gap 
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1/1/2013 
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1/9/2013 
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1/10/2013 

1/10/2013 

1/10/2013 
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1/10/2013 
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ll:OOAM 

1:00 PM 

12:00 AM 

2:00 AM 
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3:00 AM 

4:00AM 

5:00AM 

6:45AM 

8:00 PM 

6:00AM 

6:00 PM 

8:00AM 

8:00 PM 

9:00 PM 

6:00 AM 

7:15 AM 

5:00 PM 

6:00 PM 
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4:00 PM 
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5:00 AM 
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5:00 AM 
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(b)(3) 6(f).[b)(4)
Alert processed after gap 1/11/2013 6:00AM 20 20 
Alert Gap 1/11/2013 12:00 PM 1/11/2013 12:00 PM 1 0 

Alert processed after gap 1/11/2013 1:00 PM 3 3 
Alert Gap 1/11/2013 6:00 PM 1/14/2013 7:00AM 62 0 
Alert processed after gap 1/14/2013 8:00AM 343 319 
Alert Gap 1/14/2013 8:00 PM 1/14/2013 8:00 PM 1 0 

Alert processed after gap 1/14/2013 9:00 PM 2 2 
Alert Gap 1/15/2013 5:00AM 1/15/2013 6:00 AM 2 0 
Alert processed after gap 1/15/2013 7:00AM 1 1 

Alert Gap 1/15/2013 5:00 PM 1/15/2013 6:00 PM 2 0 
Alert processed after gap 1/15/2013 7:15 PM 18 18 
Alert Gap 1/15/2013 8:00 PM 1/15/2013 9:00 PM 2 0 
Alert processed after gap 1/15/2013 10:00 PM 2 2 
Alert Gap 1/16/2013 12:00AM 1/16/2013 5:00 AM 6 0 
Alert processed after gap 1/16/2013 6:00AM 21 21 

Alert Gap 1/16/2013 6:00 PM 1/16/2013 6:00 PM 1 0 
Alert processed after gap 1/16/2013 7:00 PM 2 2 
Alert Gap 1/16/2013 8:00 PM 1/16/2013 9:00 PM 2 0 
Alert processed after gap 1/16/2013 10:00 PM 1 1 
Alert Gap 1/17/2013 6:00AM 1/17/2013 6:00 AM 1 0 
Alert processed after gap 1/17/2013 7:45AM 1 1 
Alert Gap 1/17/2013 1:00 PM 1/17/2013 l:OOPM 1 0 

Alert processed after gap 1/17/2013 2:30 PM 1 1 
Alert Gap 1/17/2013 4:00 PM 1/17/2013 4:00 PM 1 0 
Alert processed after gap 1/17/2013 5:15 PM 1 1 

Alert Gap 1/17/2013 9:00 PM 1/18/2013 5:00 AM 9 0 
Alert processed after gap 1/18/2013 6:00AM 6 6 
Alert Gap 1/18/2013 6:00 PM 1/21/2013 7:00 AM 62 0 
Alert processed after gap 1/21/2013 8:00AM 374 334 

Alert Gap 1/21/2013 lO:OOAM 1/21/2013 11:00 AM 2 0 
Alert processed after gap 1/21/2013 12:00 PM 1 1 

FTC-0002778 

Miles Declaration Exhibit A LIFELOCK-0093576 



CONFIDENTIAL 

Alert Gap 1/21/2013 2:00 PM 1/21/2013 3:00 PM 2 0 

Alert processed after gap 1/21/2013 4:45 PM 1 

Alert Gap 1/21/2013 5:00 PM 1/21/2013 11:00 PM 7 0 
Alert processed after gap 1/22/2013 12:00 AM 13 
Alert Gap 1/22/2013 1:00 AM 1/22/2013 3:00AM 3 0 

Alert processed after gap 1/22/2013 4:00AM 2 

Alert Gap 1/22/2013 5:00 AM 1/22/2013 7:00 AM 3 0 

Alert processed after gap 1/22/2013 8:45AM 1 

Alert Gap 1/22/2013 8:00 PM 1/22/2013 8:00 PM 1 0 

Alert processed after gap 1/22/2013 9:00 PM 1 

Alert Gap 1/22/2013 11:00 PM 1/23/2013 5:00 AM 6 0 
Alert processed after gap 1/23/2013 6:00AM 313 
Alert Gap 1/23/2013 7:00 AM 1/23/2013 7:00 AM 1 0 

Alert processed after gap 1/23/2013 8:00AM 3 
Alert Gap 1/23/2013 6:00 PM 1/23/2013 6:00 PM 1 0 

Alert processed after gap 1/23/2013 7:15 PM 20 

Alert Gap 1/23/2013 8:00 PM 1/23/2013 8:00 PM 1 0 
Alert processed after gap 1/23/2013 9:30 PM 1 

Alert Gap 1/24/2013 1:00 AM 1/24/2013 1:00 AM 1 0 

Alert processed after gap 1/24/2013 2:00AM 15 

Alert Gap 1/24/2013 6:00 PM 1/24/2013 6:00 PM 1 0 

Alert processed after gap 1/24/2013 7:15 PM 14 

Alert Gap 1/24/2013 8:00 PM 1/25/2013 8:00 PM 13 0 

Alert processed after gap 1/25/2013 9:00AM 209 
Alert Gap 1/25/2013 5:00 PM 1/28/2013 7:00 AM 63 0 

Alert processed after gap 1/28/2013 8:00AM 88 
Alert Gap 1/28/2013 8:00 PM 1/29/2013 5:00 AM 10 0 

Alert processed after gap 1/29/2013 6:00AM 281 
Alert Gap 1/29/2013 8:00 PM 1/29/2013 9:00 PM 2 0 

Alert processed after gap 1/29/2013 10:15 PM 2 

Alert Gap 1/29/2013 11:00 PM 1/30/2013 4:00 AM 6 0 

(b)(3) 6(f),(b)(4) 

1 

13 

2 

1 

1 

310 

3 

20 

1 

15 

14 

208 

86 

281 

2 
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Alert processed after gap 

Alert Gap 

Alert.processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 
Alert Gap 

Alert.processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 

Alert.processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 
Alert.processed after gap 

Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 

1/30/2013 

1/30/2013 
1/30/2013 
1/30/2013 

1/30/2013 
1/30/2013 

1/30/2013 
1/30/2013 
1/30/2013 

1/31/2013 
1/31/2013 
1/31/2013 

1/31/2013 
1/31/2013 

2/1/2013 

2/1/2013 
2/1/2013 

2/1/2013 
2/4/2013 
2/4/2013 

2/4/2013 
2/4/2013 

2/4/2013 
2/5/2013 

2/5/2013 
2/5/2013 

2/5/2013 
2/5/2013 
2/5/2013 

2/5/2013 

2/5/2013 

5:15 AM 
6:00AM 

7:30AM 
8:00AM 

11:15 AM 
5:00 PM 

6:15 PM 
8:00 PM 
9:15 PM 

5:00AM 
6:15AM 

9:00AM 
10:00 AM 

9:00 PM 
6:00AM 

4:00 PM 

5:00 PM 
6:00 PM 
8:00AM 
6:00 PM 

7:15 PM 
8:00 PM 

10:00 PM 
1:00 AM 
2:00AM 

5:00AM 
6:30AM 
5:00 PM 
6:15 PM 

8:00 PM 
10:00 PM 

1/30/2013 

1/30/2013 

1/30/2013 

1/30/2013 

1/31/2013 

1/31/2013 

2/1/2013 

2/1/2013 

2/4/2013 

2/4/2013 

2/4/2013 

2/5/2013 

2/5/2013 

2/5/2013 

2/5/2013 

6:00 AM 

10:00 AM 

5:00 PM 

8:00 PM 

5:00 AM 

9:00AM 

5:00 AM 

4:00 PM 

7:00AM 

6:00 PM 

9:00 PM 

1:00 AM 

5:00 AM 

5:00 PM 

9:00 PM 

1 

3 

1 

1 

1 

1 

9 

1 

62 

1 

2 

1 

1 

1 

2 

164 
0 

1 
0 

11 
0 

1 
0 
2 

0 

5 
0 
1 

0 
198 

0 

2 
0 

439 
0 

24 
0 

3 
0 

11 

0 
2 

0 
1 

0 
1 

164 

1 

11 
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2 

5 

1 

196 

2 

411 

24 

3 

11 

2 

1 

1 

(b)(3) 6(f),(b)(4) 
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CONFIDENTIAL 

Alert Gap 2/6/2013 3:00 AM 2/6/2013 3:00AM 1 0 

Alert processed after gap 2/6/2013 4:30AM 4 

Alert Gap 2/6/2013 5:00 AM 2/6/2013 5:00 AM 1 0 

Alert processed after gap 2/6/2013 6:00AM 1 

Alert Gap 2/6/2013 8:00 PM 2/6/2013 9:00 PM 2 0 

Alert processed after gap 2/6/2013 10:00 PM 3 

Alert.Gap 2/7/2013 4:00 AM 2/7/2013 4:00 AM 1 0 

Alert processed after gap 2/7/2013 5:00AM 3 

Alert Gap 2/7/2013 6:00AM 2/7/2013 6:00 AM 1 0 

Alert processed after gap 2/7/2013 7:00AM 6 

Alert Gap 2/8/2013 4:00AM 2/8/2013 4:00 AM 1 0 

Alert processed after gap 2/8/2013 5:30AM 1 

Alert Gap 2/8/2013 4:00 PM 2/8/2013 4:00 PM 1 0 

Alert processed after gap 2/8/2013 5:30 PM 1 

Alert Gap 2/8/2013 6:00 PM 2/11/2003 7:00 AM 62 0 

Alert processed after gap 2/11/2013 8:00AM 522 

Alert Gap 2/11/2013 5:00 PM 2/11/2013 5:00 PM 1 0 

Alert processed after gap 2/11/2013 6:30 PM 1 

Alert.Gap 2/11/2013 8:00 PM 2/11/2013 9:00 PM 2 0 

Alert processed after gap 2/11/2013 10:30 PM 4 
Alert Gap 2/12/2013 9:00 PM 2/13/2013 5:00 AM 9 0 

Alert processed after gap 2/13/2013 6:15 AM 274 

Alert.Gap 2/13/2013 5:00 PM 2/13/2013 5:00 PM 1 0 

Alert processed after gap 2/13/2013 6:45 PM 1 

Alert Gap 2/13/2013 8:00 PM 2/13/2013 8:00 PM 1 0 

Alert processed after gap 2/13/2013 9:00 PM 1 

Alert Gap 2/14/2013 6:00AM 2/14/2013 6:00 AM 1 0 

Alert processed after gap 2/14/2013 7:45AM 2 

Alert Gap 2/14/2013 4:00 PM 2/14/2013 4:00 PM 1 0 

Alert processed after gap 2/14/2013 5:00 PM 1 

Alert Gap 2/14/2013 9:00 PM 2/15/2013 7:00.AM 11 0 

(b)(3) 6(f),(b)(4) 
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6 
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473 

1 

4 

274 

1 

1 

2 

1 
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[b)(3):6[f),(b)(4) 
Alert processed after gap 2/15/2013 8:00AM 213 213 

Alert Gap 2/15/2013 6:00 PM 2/18/2013 7:00AM 62 0 

Alert processed after gap 2/18/2013 8:00AM 512 475 

Alert Gap 2/18/2013 3:00 PM 2/18/2013 3:00 PM 1 0 
Alert processed after gap 2/18/2013 4:45 PM 1 1 

Alert Gap 2/18/2013 6:00 PM 2/18/2013 7:00 PM 2 0 

Alert processed after gap 2/18/2013 8:00 PM 1 1 

Alert Gap 2/18/2013 9:00 PM 2/18/2013 11:00 PM 3 0 

Alert processed after gap 2/19/2013 12:00AM 5 5 

Alert Gap 2/19/2013 l:OOAM 2/19/2013 3:00AM 3 0 
Alert processed after gap 2/19/2013 4:15AM 5 5 
Alert Gap 2/19/2013 5:00AM 2/19/2013 7:00AM 3 0 

Alert processed after gap 2/19/2013 8:15AM 1 1 
Alert Gap 2/20/2013 5:00AM 2/20/2013 5:00AM 1 0 

Alert processed after gap 2/20/2013 6:15AM 6 6 
Alert Gap 2/20/2013 6:00 PM 2/20/2013 6:00 PM 1 0 
Alert processed after gap 2/20/2013 7:15 PM 14 14 

Alert Gap 2/20/2013 8:00 PM 2/20/2013 9:00 PM 2 0 
Alert processed after gap 2/20/2013 10:00 PM 2 2 

Alert Gap 2/21/2013 2:00AM 2/21/2013 2:00AM 1 0 

Alert processed after gap 2/21/2013 3:15AM 1 1 

Alert Gap 2/21/2013 6:00AM 2/21/2013 6:00AM 1 0 

Alert processed after gap 2/21/2013 7:00AM 2 2 
Alert Gap 2/21/2013 8:00 PM 2/22/2013 4:00AM 9 0 

Alert processed after gap 2/22/2013 5:45 AM 78 78 
Alert Gap 2/22/2013 6:00 PM 2/25/2013 7:00AM 62 0 

Alert processed after gap 2/25/2013 8:00AM 355 299 
Alert Gap 2/25/2013 6:00 PM 2/25/2013 6:00 PM 1 0 

Alert processed after gap 2/25/2013 7:15 PM 18 18 
Alert Gap 2/25/2013 8:00 PM 2/25/2013 8:00 PM 1 0 

Miles Declaration Exhibit A LIFELOCK-0093580 
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(b)(3) 6(f).[b)(4) 
Alert processed after gap 2/25/2013 9:00 PM 1 1 
Alert Gap 2/26/2013 3:00AM 2/26/2013 3:00 AM 1 0 

Alert processed after gap 2/26/2013 4:00AM 1 1 
Alert Gap 2/26/2013 5:00 PM 2/26/2013 6:00 PM 2 0 
Alert processed after gap 2/26/2013 7:15 PM 11 11 

Alert Gap 2/26/2013 8:00 PM 2/27/2013 8:00 AM 13 0 

Alert processed after gap 2/27/2013 9:00AM 18 18 
Alert Gap 2/27/2013 8:00 PM 2/27/2013 8:00 PM 1 0 
Alert processed after gap 2/27/2013 9:00 PM 4 4 

Alert Gap 2/28/2013 4:00AM 2/28/2013 4:00 AM 1 0 
Alert processed after gap 2/28/2013 5:30AM 5 5 
Alert Gap 2/28/2013 8:00 PM 2/28/2013 8:00 PM 1 0 
Alert processed after gap 2/28/2013 9:15 PM 2 2 
Alert Gap 3/1/2013 3:00AM 3/1/2013 3:00 AM 1 0 
Alert processed after gap 3/1/2013 4:45AM 1 1 

Alert Gap 3/1/2013 6:00 PM 3/4/2013 7:00 AM 62 0 
Alert processed after gap 3/4/2013 8:00AM 167 157 
Alert Gap 3/4/2013 6:00 PM 3/4/2013 6:00 PM 1 0 
Alert processed after gap 3/4/2013 7:15 PM 29 29 
Alert Gap 3/4/2013 8:00 PM 3/4/2013 8:00 PM 1 0 
Alert processed after gap 3/4/2013 9:00 PM 1 1 
Alert Gap 3/5/2013 3:00AM 3/5/2013 3:00 AM 1 0 

Alert processed after gap 3/5/2013 4:15AM 3/5/2013 4 4 
Alert Gap 3/5/2013 5:00 AM 3/5/2013 5:00 AM 1 0 
Alert processed after gap 3/5/2013 6:15 AM 1 1 

Alert Gap 3/5/2013 3:00 PM 3/5/2013 3:00 PM 1 0 
Alert processed after gap 3/5/2013 4:30 PM 6 6 
Alert Gap 3/5/2013 8:00 PM 3/5/2013 8:00 PM 1 0 
Alert processed after gap 3/5/2013 9:00 PM 1 1 

Alert Gap 3/6/2013 4:00AM 3/6/2013 5:00 AM 2 0 
Alert processed after gap 3/6/2013 6:15AM 1 1 

FTC-0002783 
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(b)(3) 6(f),(b)(4) 

1 

Alert Gap 3/6/2013 7:00 AM 3/6/2013 7:00AM 1 0 

Alert processed after gap 3/6/2013 8:30AM 1 

Alert Gap 3/6/2013 8:00 PM 3/6/2013 9:00 PM 2 0 

Alert processed after gap 3/6/2013 10:00 PM 2 

Alert Gap 3/7/2013 2:00 AM 3/7/2013 2:00AM 1 0 

Alert processed after gap 3/7/2013 3:15AM 3 

Alert.Gap 3/7/2013 4:00 AM 3/7/2013 4:00 AM 1 0 

Alert processed after gap 3/7/2013 5:30AM 4 

Alert Gap 3/7/2013 6:00AM 3/7/2013 6:00 AM 1 0 

Alert processed after gap 3/7/2013 7:00AM 1 

Alert Gap 3/7/2013 9:00 PM 3/8/2013 5:00 AM 9 0 

Alert processed after gap 3/8/2013 6:15 AM 191 

Alert Gap 3/8/2013 6:00 PM 3/11/2013 7:00 AM 62 0 

Alert processed after gap 3/11/2013 8:00AM 166 

Alert Gap 3/11/2013 7:00 PM 3/11/2013 7:00 PM 1 0 

Alert processed after gap 3/11/2013 8:00 PM 1 

Alert Gap 3/12/2013 2:00 AM 3/12/2013 2:00 AM 1 0 

Alert processed after gap 3/12/2013 3:00AM 9 

Alert.Gap 3/12/2013 5:00 AM 3/12/2013 5:00 AM 1 0 

Alert processed after gap 3/12/2013 6:15 AM 1 

Alert Gap 3/12/2013 5:00 PM 3/13/2013 5:00 AM 13 0 

Alert processed after gap 3/13/2013 6:00AM 264 

Alert.Gap 3/13/2013 7:00 PM 3/13/2013 7:00 PM 1 0 

Alert processed after gap 3/13/2013 8:00 PM 2 

Alert Gap 3/14/2013 1:00 AM 3/14/2013 1:00 AM 1 0 

Alert processed after gap 3/14/2013 2:15 AM 1 

Alert Gap 3/14/2013 5:00AM 3/14/2013 5:00 AM 1 0 

Alert processed after gap 3/14/2013 6:00AM 1 

Alert Gap 3/14/2013 1:00 PM 3/14/2013 1:00 PM 1 0 

Alert processed after gap 3/14/2013 2:15 PM 2 

Alert Gap 3/14/2013 7:00 PM 3/15/2013 5:00.AM 11 0 

2 

3 

4 

1 

191 

149 

1 

9 

1 

263 

2 

1 

1 

2 
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(b)(3) 6(f),(b)(4)Alert processed after gap 3/15/2013 6:00AM 238 238 
Alert Gap 3/15/2013 6:00 PM 3/18/2013 6:00 AM 61 0 

Alert processed after gap 3/18/2013 7:45AM 85 80 
Alert Gap 3/18/2013 7:00 PM 3/18/2013 7:00 PM 1 0 
Alert processed after gap 3/18/2013 8:00PM 1 1 
Alert Gap 3/19/2013 2:00 AM 3/19/2013 2:00 AM 1 0 

Alert processed after gap 3/19/2013 3:00AM 5 5 
Alert Gap 3/19/2013 5:00AM 3/19/2013 5:00 AM 1 0 
Alert processed after gap 3/19/2013 6:00AM 2 2 

Alert Gap 3/19/2013 7:00 PM 3/20/2013 5:00 AM 11 0 
Alert processed after gap 3/20/2013 6:00AM 286 286 
Alert Gap 3/20/2013 8:00AM 3/20/2013 8:00AM 1 0 
Alert processed after gap 3/20/2013 9:00AM 3 3 
Alert Gap 3/20/2013 7:00 PM 3/20/2013 7:00 PM 1 0 
Alert processed after gap 3/20/2013 8:00 PM 1 1 

Alert Gap 3/20/2013 9:00 PM 3/21/2013 5:00 AM 9 0 
Alert processed after gap 3/21/2013 6:00AM 237 237 
Alert Gap 3/21/2013 5:00 PM 3/21/2013 5:00 PM 1 0 
Alert processed after gap 3/21/2013 6:00 PM 15 15 
Alert Gap 3/21/2013 9:00 PM 3/22/2013 5:00 AM 9 0 
Alert processed after gap 3/22/2013 6:00AM 20 20 
Alert Gap 3/22/2013 4:00 PM 3/22/2013 4:00 PM 1 0 

Alert processed after gap 3/22/2013 5:30 PM 1 1 
Alert Gap 3/22/2013 6:00 PM 3/25/2013 7:00 AM 62 0 
Alert processed after gap 3/25/2013 8:00AM 480 455 

Alert Gap 3/25/2013 7:00 PM 3/25/2013 7:00 PM 1 0 
Alert processed after gap 3/25/2013 8:00 PM 1 1 
Alert Gap 3/26/2013 6:00AM 3/26/2013 6:00 AM 1 0 
Alert processed after gap 3/26/2013 7:00AM 2 2 

Alert Gap 3/26/2013 9:00 PM 3/27/2013 5:00 AM 9 0 
Alert processed after gap 3/27/2013 6:15AM 104 104 

FTC-0002785 
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Alert Gap 3/27/2013 11:00 AM 3/27/2013 1:00 PM 3 0 

Alert processed after gap 3/27/2013 2:45 PM 24 

Alert Gap 3/27/2013 5:00 PM 3/27/2013 5:00 PM 1 0 

Alert processed after gap 3/27/2013 6:00 PM 1 

Alert Gap 3/27/2013 7:00 PM 3/27/2013 7:00 PM 1 0 

Alert processed after gap 3/27/2013 8:00PM 1 

Alert Gap 3/28/2013 1:00 AM 3/28/2013 1:00 AM 1 0 

Alert processed after gap 3/28/2013 2:15 AM 4 

Alert Gap 3/28/2013 5:00AM 3/28/2013 5:00 AM 1 0 

Alert processed after gap 3/28/2013 6:00AM 2 

Alert Gap 3/28/2013 7:00 PM 3/ 29/2013 5:00 AM 11 0 

Alert processed after gap 3/29/2013 6:00AM 7 

Alert Gap 3/29/2013 6:00 PM 4/1/2013 7:00 AM 62 0 

Alert processed after gap 4/1/2013 8:00AM 377 

Alert Gap 4/2/2013 12:00 AM 4/2/2013 12:00 AM 1 0 

Alert processed after gap 4/2/2013 l:OOAM 3 

Alert Gap 4/2/2013 2:00 AM 4/2/2013 2:00 AM 1 0 

Alert processed after gap 4/2/2013 3:00AM 10 

Alert Gap 4/2/2013 4:00 AM 4/2/2013 5:00 AM 2 0 

Alert processed after gap 4/2/2013 6:00AM 1 

Alert Gap 4/2/2013 7:00 PM 4/2/2013 7:00 PM 1 0 

Alert processed after gap 4/2/2013 8:00PM 3 

Alert Gap 4/3/2013 3:00AM 4/3/2013 5:00 AM 3 0 

Alert processed after gap 4/3/2013 6:00AM 1 

Alert Gap 4/3/2013 5:00 PM 4/3/2013 5:00 PM 1 0 

Alert processed after gap 4/3/2013 6:15.PM 17 

Alert Gap 4/3/2013 7:00 PM 4/4/2013 5:00 AM 11 0 

Alert processed after gap 4/4/2013 6:00AM 10 
Alert Gap 4/4/2013 11:00 AM 4/4/2013 11:00 AM 1 0 

Alert processed after gap 4/4/2013 12:00PM 1 

Alert Gap 4/4/2013 8:00 PM 4/5/2013 5:00 AM 10 0 

(b)(3) 6(f),(b)(4) 

24 
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1 

17 

10 

1 
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(b)(3):6(f),(b)(4) 
Alert processed after gap 4/5/2013 6:00AM 11 11 

Alert Gap 4/5/2013 6:00 PM 4/8/2013 7:00 AM 62 0 

Alert processed after gap 4/8/2013 8:00AM 467 450 

Alert Gap 4/8/2013 7:00 PM 4/8/2013 7:00 PM 1 0 

Alert processed after gap 4/8/2013 8:00PM 2 2 

Alert Gap 4/9/2013 2:00 AM 4/9/2013 2:00 AM 1 0 

Alert processed after gap 4/9/2013 3:15 AM 8 8 

Alert Gap 4/9/2013 5:00AM 4/9/2013 5:00 AM 1 0 

Alert processed after gap 4/9/2013 6:15 AM 1 1 

Alert Gap 4/9/2013 4:00 PM 4/9/2013 4:00 PM 1 0 

Alert processed after gap 4/9/2013 5:30 PM 1 1 

Alert Gap 4/9/2013 7:00 PM 4/9/2013 7:00 PM 1 0 

Alert processed after gap 4/9/2013 8:00PM 1 1 

Alert Gap 4/10/2013 12:00 AM 4/10/2013 1:00 AM 2 0 

Alert processed after gap 4/10/2013 2:30AM 1 1 

Alert Gap 4/10/2013 4:00 AM 4/10/2013 5:00 AM 2 0 

Alert processed after gap 4/10/2013 6:00AM 1 1 

Alert Gap 4/10/2013 7:00 PM 4/10/2013 8:00 PM 2 0 

Alert processed after gap 4/10/2013 9:00 PM 2 2 

Alert Gap 4/11/2013 2:00AM 4/11/2013 2:00 AM 1 0 

Alert processed after gap 4/11/2013 3:30AM 5 5 

Alert Gap 4/11/2013 4:00AM 4/11/2013 6:00 AM 3 0 

Alert processed after gap 4/11/2013 7:00AM 16 16 

Alert Gap 4/11/2013 5:00 PM 4/11/2013 5:00 PM 1 0 

Alert processed after gap 4/11/2013 6:00PM 3 3 

Alert Gap 4/11/2013 7:00 PM 4/11/2013 7:00 PM 1 0 

Alert processed after gap 4/11/2013 8:00 PM 2 2 

Alert Gap 4/11/2013 9:00 PM 4/12/2013 5:00 AM 9 0 

Alert processed after gap 4/12/2013 6:00AM 136 136 

Alert Gap 4/12/2013 6:00 PM 4/15/2013 7:00 AM 62 0 

Alert processed after gap 4/15/2013 8:00AM 226 216 

FTC-0002787 
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Alert Gap 4/15/2013 7:00 PM 4/15/2013 7:00 PM 1 0 

Alert processed after gap 4/15/2013 8:00 PM 1 

Alert Gap 4/16/2013 2:00 AM 4/16/2013 2:00 AM 1 0 
Alert processed after gap 4/16/2013 3:30AM 10 
Alert Gap 4/16/2013 4:00 AM 4/16/2013 5:00AM 2 0 

Alert processed after gap 4/16/2013 6:00AM 1 

Alert Gap 4/16/2013 5:00 PM 4/16/2013 5:00 PM 1 0 

Alert processed after gap 4/16/2013 6:15 PM 23 

Alert Gap 4/16/2013 7:00 PM 4/16/2013 7:00 PM 1 0 

Alert processed after gap 4/16/2013 8:00 PM 2 

Alert Gap 4/16/2013 9:00 PM 4/17/2013 5:00 AM 9 0 
Alert processed after gap 4/17/2013 6:00AM 98 
Alert Gap 4/17/2013 7:00 PM 4/17/2013 7:00 PM 1 0 

Alert processed after gap 4/17/2013 8:00 PM 3 
Alert Gap 4/18/2013 2:00AM 4/18/2013 2:00 AM 1 0 

Alert processed after gap 4/18/2013 3:30AM 7 

Alert Gap 4/18/2013 4:00 AM 4/18/2013 4:00 AM 1 0 
Alert processed after gap 4/18/2013 S:OOAM 2 

Alert Gap 4/18/2013 3:00 PM 4/18/2013 3:00 PM 1 0 

Alert processed after gap 4/18/2013 4:00 PM 1 

Alert Gap 4/18/2013 8:00 PM 4/19/2013 5:00 AM 10 0 

Alert processed after gap 4/19/2013 6:00AM 216 

Alert Gap 4/19/2013 7:00AM 4/19/2013 7:00 AM 1 0 

Alert processed after gap 4/19/2013 8:15AM 1 
Alert Gap 4/19/2013 6:00 PM 4/22/2013 7:00 AM 62 0 

Alert processed after gap 4/22/2013 8:00AM 96 
Alert Gap 4/22/2013 4:00 PM 4/22/2013 5:00 PM 2 0 

Alert processed after gap 4/22/2013 6:15 PM 22 

Alert Gap 4/22/2013 7:00 PM 4/22/2013 7:00 PM 1 0 

Alert processed after gap 4/22/2013 8:00 PM 1 
Alert Gap 4/23/2013 2:00 AM 4/23/2013 2:00 AM 1 0 

(b)(3):6(f),(b)(4) 
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(b)(3) 6(f),(b)(4) Alert processed after gap 4/23/2013 3:30AM 4 4 

Alert Gap 4/23/2013 4:00AM 4/23/2013 5:00 AM 2 0 

Alert.processed after gap 4/23/2013 6:00AM 1 1 

Alert Gap 4/23/2013 1:00 PM 4/23/2013 1:00 PM 1 0 

Alert processed after gap 4/23/2013 2:15 PM 1 1 

Alert Gap 4/23/2013 7:00 PM 4/23/2013 7:00 PM 1 0 

Alert processed after gap 4/23/2013 8:00 PM 1 1 

Alert Gap 4/24/2013 2:00AM 4/24/2013 2:00 AM 1 0 

Alert processed after gap 4/24/2013 3:30 AM 4 4 

Alert Gap 4/24/2013 4:00AM 4/24/2013 6:00 AM 3 0 

Alert processed after gap 4/24/2013 7:30AM 1 1 

Alert Gap 4/24/2013 5:00 PM 4/24/2013 5:00 PM 1 0 

Alert processed after gap 4/24/2013 6:15 PM 9 9 

Alert Gap 4/24/2013 8:00 PM 4/24/2013 8:00 PM 1 0 

Alert processed after gap 4/24/2013 9:00 PM 22 22 

Alert Gap 4/25/2013 4:00 AM 4/25/2013 4:00 AM 1 0 

Alert processed after gap 4/25/2013 5:15 AM 3 3 

Alert Gap 4/25/2013 7:00 PM 4/25/2013 7:00 PM 1 0 

Alert.processed after gap 4/25/2013 8:00 PM 2 2 

Alert Gap 4/25/2013 9:00 PM 4/26/2013 5:00 AM 9 0 

Alert processed after gap 4/26/2013 6:15 AM 238 235 

Alert Gap 4/26/2013 5:00 PM 4/29/2013 7:00 AM 63 0 

Alert.processed after gap 4/29/2013 8:00AM 427 410 

Alert Gap 4/29/2013 4:00 PM 4/29/2013 5:00 PM 2 0 

Alert processed after gap 4/29/2013 6:00 PM 1 1 

Alert Gap 4/30/2013 2:00AM 4/30/2013 2:00 AM 1 0 

Alert.processed after gap 4/30/2013 3:45AM 4 4 

Alert Gap 4/30/2013 4:00AM 4/30/2013 4:00 AM 1 0 

Alert processed after gap 4/30/2013 5:00AM 1 1 

Alert Gap 4/30/2013 6:00AM 4/30/2013 6:00 AM 1 0 

Alert processed after gap 4/30/2013 7:00AM 2 2 

FTC-0002789 
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CONFIDENTIAL 

(b)(3) 6(f),(b)(4) 

14 

Alert Gap 4/30/2013 5:00 PM 4/30/2013 5:00 PM 1 0 

Alert processed after gap 4/30/2013 6:15 PM 14 

Alert Gap 4/30/2013 7:00 PM 4/30/2013 7:00 PM 1 0 
Alert processed after gap 4/30/2013 8:00 PM 3 
Alert Gap 4/30/2013 9:00 PM 5/1/2013 12:00 PM 16 0 

Alert processed after gap 5/1/2013 1:00 PM 298 

Alert Gap 5/1/2013 7:00 PM 5/1/2013 7:00 PM 1 0 

Alert processed after gap 5/1/2013 8:00 PM 1 

Alert Gap 5/2/2013 1:00 AM 5/2/2013 1:00 AM 1 0 

Alert processed after gap 5/2/2013 2:15 AM 3 

Alert Gap 5/2/2013 3:00AM 5/2/2013 4:00 AM 2 0 
Alert processed after gap 5/2/2013 5:15 AM 6 
Alert Gap 5/2/2013 5:00 PM 5/2/2013 6:00 PM 2 0 

Alert processed after gap 5/2/2013 7:00 PM 1 
Alert Gap 5/2/2013 8:00 PM 5/2/2013 8:00 PM 1 0 

Alert processed after gap 5/2/2013 9:00 PM 1 
Alert Gap 5/3/2013 2:00 AM 5/3/2013 2:00 AM 1 0 
Alert processed after gap 5/3/2013 3:30AM 4 

Alert Gap 5/3/2013 4:00 AM 5/3/2013 5:00AM 2 0 

Alert processed after gap 5/3/2013 6:00AM 4 
Alert Gap 5/3/2013 6:00 PM 5/6/2013 7:00 AM 62 0 

Alert processed after gap 5/6/2013 8:00AM 365 

Alert Gap 5/6/2013 3:00 PM 5/6/2013 3:00 PM 1 0 

Alert processed after gap 5/6/2013 4:00 PM 1 
Alert Gap 5/6/2013 5:00 PM 5/6/2013 5:00 PM 1 0 

Alert processed after gap 5/6/2013 6:15 PM 28 
Alert Gap 5/6/2013 7:00 PM 5/6/2013 7:00 PM 1 0 

Alert processed after gap 5/6/2013 8:00 PM 5/6/2013 1 
Alert Gap 5/7/2013 9:00 PM 5/8/2013 4:00 AM 8 0 

Alert processed after gap 5/8/2013 5:45AM 277 

Alert Gap 5/8/2013 7:00 PM 5/8/2013 7:00 PM 1 0 

3 

298 

1 

3 

6 

1 

1 

4 


4 

338 

1 

28 

1 

276 
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(b)(3) 6(f),(b)(4) Alert processed after gap 5/8/2013 8:00 PM 1 1 
Alert Gap 5/9/2013 l :OOAM 5/9/2013 3:00 AM 3 0 

Alert processed after gap 5/9/2013 4:00AM 4 4 
Alert Gap 5/9/2013 2:00 PM 5/9/2013 3:00 PM 2 0 
Alert processed after gap 5/9/2013 4:00 PM 16 16 
Alert Gap 5/9/2013 7:00 PM 5/9/2013 8:00 PM 2 0 

Alert processed after gap 5/9/2013 9:00 PM 2 2 
Alert Gap 5/10/2013 2:00AM 5/10/2013 2:00 AM 1 0 
Alert processed after gap 5/10/2013 3:00AM 2 2 

Alert Gap 5/10/2013 6:00 PM 5/13/2013 7:00 AM 62 0 
Alert processed after gap 5/13/2013 8:00AM 423 403 
Alert Gap 5/13/2013 2:00 PM 5/13/2013 3:00 PM 2 0 
Alert processed after gap 5/13/2013 4:00 PM 54 53 
Alert Gap 5/13/2013 7:00 PM 5/13/2013 7:00 PM 1 0 
Alert processed after gap 5/13/2013 8:00 PM 1 1 

Alert Gap 5/14/2013 2:00 AM 5/14/2013 4:00 AM 3 0 
Alert processed after gap 5/14/2013 5:15 AM 3 3 
Alert Gap 5/14/2013 7:00 PM 5/14/2013 7:00 PM 1 0 
Alert processed after gap 5/14/2013 8:00 PM 1 1 
Alert Gap 5/14/2013 9:00 PM 5/15/2013 5:00 AM 9 0 
Alert processed after gap 5/15/2013 6:15 AM 244 244 
Alert Gap 5/15/2013 7:00 PM 5/16/2013 5:00 AM 11 0 

Alert processed after gap 5/16/2013 6:15AM 266 266 
Alert Gap 5/16/2013 6:00 PM 5/16/2013 7:00 PM 2 0 
Alert processed after gap 5/16/2013 8:00 PM 15 15 

Alert Gap 5/17/2013 2:00 AM 5/17/2013 2:00 AM 1 0 
Alert processed after gap 5/17/2013 3:15AM 1 1 
Alert Gap 5/17/2013 5:00AM 5/17/2013 5:00 AM 1 0 
Alert processed after gap 5/17/2013 6:30AM 1 1 

Alert Gap 5/17/2013 6:00 PM 5/20/2013 7:00 AM 62 0 
Alert processed after gap 5/20/2013 8:00AM 326 292 

FTC-0002791 
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Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

5/20/2013 

5/20/2013 

5/21/2013 

5/21/2013 

5/21/2013 

5/21/2013 

5/21/2013 

5/21/2013 

5/21/2013 

5/22/2013 

5/22/2013 

5/22/2013 

5/23/2013 

5/23/2013 

5/23/2013 

5/24/2013 

5/24/2013 

5/24/2013 

5/24/2013 

5/28/2013 

5/28/2013 

5/28/2013 

5/28/2013 
5/28/2013 

5/29/2013 

5/29/2013 

5/29/2013 

5/29/2013 

5/29/2013 

5/29/2013 

5/30/2013 

7:00 PM 

8:00 PM 

12:00 AM 

1:15 AM 

5:00 AM 

6:00AM 

12:00 PM 

1:00 PM 

9:00 PM 

7:00AM 

7:00 PM 

8:00 PM 

2:00 AM 

3:30AM 

7:00 PM 

6:15AM 

7:00 AM 

8:45AM 

6:00 PM 

8:00AM 

12:00 PM 

1:00 PM 

7:00 PM 

8:00 PM 

2:00 AM 

3:00AM 
5:00AM 

6:15 AM 
7:00 PM 

8:00 PM 

6:00 AM 

5/20/2013 

5/21/2013 

5/21/2013 

5/21/2013 

5/22/2013 

5/22/2013 

5/23/2013 

5/24/2013 

5/24/2013 

5/28/2013 

5/28/2013 

5/28/2013 

5/29/2013 

5/29/2013 

5/29/2013 

5/30/2013 

7:00 PM 

12:00 AM 

5:00AM 

12:00 PM 

6:00 AM 

7:00 PM 

2:00 AM 

5:00 AM 

7:00 AM 

7:00AM 

12:00 PM 

7:00 PM 

2:00 AM 

5:00 AM 

7:00 PM 

6:00 AM 

1 

1 

1 

1 

10 

1 

1 

11 

1 

86 

1 

1 

1 

1 

1 

1 

0 

2 

0 

4 

0 

2 

0 

8 

0 

157 

0 

2 

0 

1 

0 

93 

0 

15 

0 

383 

0 

2 

0 

4 

0 

18 

0 

2 
0 

1 

0 

2 

4 

2 

8 

157 

2 

1 

93 

15 

373 

2 

4 

18 

2 

1 

(b)(3) 6(f),(b)(4) 
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Alert processed after gap 

Alert Gap 

Alert.processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 
Alert Gap 

Alert.processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 

Alert.processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 
Alert.processed after gap 

Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 

5/30/2013 

5/30/2013 
5/31/2013 
5/31/2013 

6/3/2013 
6/3/2013 

6/3/2013 
6/4/2013 
6/4/2013 

6/5/2013 
6/5/2013 
6/5/2013 

6/5/2013 
6/5/2013 

6/5/2013 

6/5/2013 
6/6/2013 

6/6/2013 
6/6/2013 
6/6/2013 

6/6/2013 
6/7/2013 

6/7/2013 
6/7/2013 

6/10/2013 
6/10/2013 

6/10/2013 
6/10/2013 
6/10/2013 

6/11/2013 
6/12/2013 

7:00AM 
8:00 PM 

6:00AM 
6:00 PM 
8:00AM 
7:00 PM 

8:00 PM 
8:00 PM 

10:15 PM 

3:00AM 
4:15AM 

5:00AM 
6:15 AM 
7:00 PM 
8:00 PM 

9:00 PM 

6:00AM 
9:00AM 

10:15 AM 
7:00 PM 

8:00 PM 
2:00AM 

3:15AM 
6:00 PM 
8:00AM 

7:00 PM 
8:00 PM 

9:00 PM 
10:00 PM 

7:00 PM 
6:00AM 

5/31/2013 

6/3/2013 

6/3/2013 

6/4/2013 

6/5/2013 

6/5/2013 

6/5/2013 

6/6/2013 

6/6/2013 

6/6/2013 

6/7/2013 

6/10/2013 

6/10/2013 

6/10/2013 

6/12/2013 

5:00 AM 

7:00AM 

7:00 PM 

9:00 PM 

3:00 AM 

5:00AM 

7:00 PM 

5:00 AM 

9:00AM 

7:00 PM 

2:00 AM 

7:00 AM 

7:00 PM 

9:00 PM 

5:00 AM 

10 

62 

1 

2 

1 

1 

1 

9 

1 

1 

1 

62 

1 

1 

11 

1 
0 

2 
0 

341 
0 

2 
0 

79 
0 

5 
0 
1 

0 
1 

0 

301 
0 
2 
0 

3 
0 

5 
0 

252 

0 
3 

0 
17 

0 
93 

1 

2 

314 

2 

79 

5 

1 

1 

300 

2 

3 

5 

216 

3 

17 

93 

(b)(3):6(f),(b)(4) 
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Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

6/12/2013 

6/12/2013 

6/13/2013 

6/13/2013 

6/13/2013 

6/13/2013 

6/13/2013 

6/13/2013 

6/13/2013 

6/14/2013 

6/14/2013 

6/17/2013 

6/17/2013 

6/17/2013 

6/18/2013 

6/18/2013 

6/18/2013 

6/18/2013 

6/18/2013 

6/19/2013 

6/19/2013 

6/19/2013 

6/19/2013 
6/19/2013 

6/20/2013 

6/20/2013 

6/20/2013 

6/20/2013 

6/20/2013 

6/20/2013 

6/20/2013 

7:00 PM 

8:00 PM 

2:00 AM 

3:30AM 

4:00 AM 

6:15AM 

5:00 PM 

6:00 PM 

7:00 PM 

6:00AM 

6:00 PM 

8:30AM 

8:00 PM 

9:00 PM 

2:00AM 

4:30AM 

7:00 PM 

8:15 PM 

9:00 PM 

6:15 AM 

5:00 PM 

6:15 PM 

7:00 PM 

8:00 PM 

2:00 AM 

3:30AM 
4:00AM 

5:00AM 
6:00 AM 

7:15 AM 

8:00 AM 

6/12/2013 

6/13/2013 

6/13/2013 

6/13/2013 

6/14/2013 

6/17/2013 

6/17/2013 

6/18/2013 

6/18/2013 

6/19/2013 

6/19/2013 

6/19/2013 

6/20/2013 

6/20/2013 

6/20/2013 

6/20/2013 

7:00 PM 

2:00 AM 

5:00AM 

5:00 PM 

5:00 AM 

7:00 AM 

8:00 PM 

3:00 AM 

7:00 PM 

5:00AM 

5:00 PM 

7:00 PM 

2:00 AM 

4:00 AM 

6:00 AM 

8:00 AM 

1 

1 

2 

1 

11 

62 

1 

2 

1 

9 

1 

1 

1 

1 

1 

1 

0 

1 

0 

6 

0 

1 

0 

1 

0 

254 

0 

22 

0 

1 

0 

2 

0 

1 

0 

159 

0 

13 

0 

1 

0 

3 

0 

3 
0 

1 

0 

1 

6 

1 

1 

254 

22 

1 

2 

1 

159 

13 

1 

3 

3 

1 

(b)(3) 6(f),(b)(4) 

FTC-0002794 
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Alert processed after gap 

Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

6/20/2013 

6/20/2013 
6/20/2013 
6/20/2013 

6/21/2013 
6/21/2013 

6/24/2013 
6/24/2013 
6/24/2013 
6/25/2013 

6/25/2013 
6/25/2013 

6/26/2013 
6/26/2013 
6/26/2013 

6/27/2013 
6/27/2013 
6/27/2013 

6/27/2013 

6/27/2013 
7/1/2013 

7/1/2013 
7/1/2013 
7/2/2013 

7/2/2013 
7/2/2013 
7/2/2013 

7/3/2013 
7/3/2013 

7/3/2013 

9:00AM 

7:00 PM 
8:00 PM 

10:00 PM 
6:15AM 
5:00 PM 
8:00AM 

7:00 PM 
10:00 PM 

2:00AM 
3:45AM 
7:00 PM 
6:00AM 

7:00 PM 
8:00 PM 

2:00AM 
3:15 AM 
8:00AM 

9:00AM 

5:00 PM 
9:30AM 
7:00 PM 

8:00 PM 
4:00AM 

5:15 AM 
7:00 PM 

9:00 PM 
2:00AM 

3:15AM 
5:00AM 

6/20/2013 7:00 PM 1 

6/21/2013 5:00AM 8 

6/24/2013 7:00AM 63 

6/24/2013 9:00 PM 3 

6/25/2013 2:00AM 1 

6/26/2013 5:00AM 11 

6/26/2013 7:00 PM 1 

6/27/2013 2:00AM 1 

6/27/2013 8:00AM 1 

7/1/2013 8:00AM 88 

7/1/2013 7:00 PM 1 

7/2/2013 4:00AM 1 

7/2/2013 8:00 PM 2 

7/3/2013 2:00AM 1 

7/3/2013 5:00AM 1 

4 

0 

3 
0 

29 
0 

340 

0 
17 

0 
6 

0 
93 

0 
3 

0 
1 
0 

8 

0 
31 

0 
2 
0 

4 
0 

2 
0 
2 

0 

4 

3 

29 

328 

17 

6 

93 

3 

1 

8 

29 

2 

4 

2 

2 

(b)(3):6(f),(b)(4) 
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(b)(3) 6(f),(b)(4)Alert processed after gap 7/3/2013 6:00AM 1 1 
Alert Gap 7/3/2013 7:00 PM 7/3/2013 8:00 PM 2 0 

Alert processed after gap 7/3/2013 9:00 PM 3 3 
Alert Gap 7/4/2013 2:00AM 7/4/2013 2:00AM 1 0 
Alert processed after gap 7/4/2013 3:30AM 7 7 
Alert Gap 7/4/2013 7:00.AM 7/4/2013 8:00 AM 2 0 

Alert processed after gap 7/4/2013 9:00AM 1 1 
Alert Gap 7/4/2013 ll:OOAM 7/4/2013 12:00 PM 2 0 
Alert processed after gap 7/4/2013 1:15 PM 1 1 

Alert Gap 7/4/2013 2:00 PM 7/4/2013 8:00 PM 7 0 
Alert processed after gap 7/4/2013 9:45 PM 1 1 
Alert Gap 7/4/2013 10:00 PM 7/4/2013 10:00 PM 1 0 
Alert processed after gap 7/4/2013 11:00 PM 49 49 
Alert Gap 7/5/2013 12:00AM 7/5/2013 6:00 AM 7 0 
Alert processed after gap 7/5/2013 7:00AM 2 2 

Alert Gap 7/5/2013 5:00 PM 7/8/2013 6:00 AM 63 0 
Alert processed after gap 7/8/2013 8:00AM 285 269 
Alert Gap 7/8/2013 7:00 PM 7/8/2013 7:00 PM 1 0 
Alert processed after gap 7/8/2013 8:00 PM 2 2 
Alert Gap 7/8/2013 9:00 PM 7/8/2013 9:00 PM 1 0 
Alert processed after gap 7/8/2013 10:15 PM 101 101 
Alert Gap 7/9/2013 2:00.AM 7/9/2013 2:00 AM 1 0 

Alert processed after gap 7/9/2013 3:30AM 9 9 
Alert Gap 7/9/2013 7:00 PM 7/9/2013 7:00 PM 1 0 
Alert processed after gap 7/9/2013 8:00 PM 2 2 

Alert Gap 7/10/2013 2:00 AM 7/10/2013 2:00 AM 1 0 
Alert processed after gap 7/10/2013 3:45AM 1 1 
Alert Gap 7/10/2013 5:00 PM 7/10/2013 5:00 PM 1 0 
Alert processed after gap 7/10/2013 6:15 PM 22 22 

Alert Gap 7/10/2013 7:00 PM 7/10/2013 7:00.PM 1 0 
Alert processed after gap 7/10/2013 8:15 PM 1 1 

FTC-0002796 
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Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert.Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert.Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert.Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

7/11/2013 

7/11/2013 

7/11/2013 

7/11/2013 

7/11/2013 

7/11/2013 

7/11/2013 

7/11/2013 

7/12/2013 

7/12/2013 

7/12/2013 

7/12/2013 

7/12/2013 

7/12/2013 

7/13/2013 

7/13/2013 

7/13/2013 

7/13/2013 

7/13/2013 

7/14/2013 

7/14/2013 

7/14/2013 

7/14/2013 
7/14/2013 

7/14/2013 

7/15/2013 

7/15/2013 

7/15/2013 

7/16/2013 

7/16/2013 

7/16/2013 

2:00 AM 

3:45AM 

4:00 AM 

6:00AM 
5:00 PM 

6:15 PM 

7:00 PM 

8:00 PM 

2:00AM 

3:15 AM 

4:00AM 

5:30AM 

6:00 PM 

8:15 PM 
2:00 PM 

3:00 PM 

7:00 PM 

8:00 PM 

9:00 PM 

l:OOAM 

9:00 AM 

10:30AM 

ll:OOAM 

8:30 PM 

9:00 PM 

5:45 AM 
7:00 PM 

8:15 PM 

5:00 AM 

6:00AM 

5:00 PM 

7/11/2013 

7/11/2013 

7/11/2013 

7/11/2013 

7/12/2013 

7/12/2013 

7/12/2013 

7/12/2013 

7/13/2013 

7/13/2013 

7/14/2013 

7/14/2013 

7/14/2013 

7/15/2013 

7/15/2013 

7/16/2013 

7/16/2013 

2:00AM 

5:00 AM 

5:00 PM 

7:00 PM 

2:00 AM 

4:00 AM 

7:00 PM 

8:15 PM 
2:00 PM 

7:00 PM 

12:00 AM 

9:00 AM 

5:00 PM 

4:00 AM 

7:00 PM 

5:00 AM 

5:00 PM 

1 

2 

1 

1 

1 

1 

2 

1 

1 

4 

1 

7 

10 

1 

1 

1 

0 

5 

0 

1 

0 

18 

0 

2 

0 

2 

0 

3 

0 

2 

0 

1 

0 

2 

0 

38 

0 

1 

0 

135 

0 

1 

0 

1 
0 

1 

0 

5 

1 

18 

2 

2 

3 

2 

1 

2 

38 

1 

131 

1 

1 

1 

(b)(3):6(f),(b)(4) 
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[b)[3) 6(f),(b)[4)Alert processed after gap 7/16/2013 6:15 PM 17 17 
Alert Gap 7/16/2013 7:00 PM 7/16/2013 7:00 PM 1 0 

Alert processed after gap 7/16/2013 8:15 PM 1 1 
Alert Gap 7/17/2013 2:00AM 7/17/2013 2:00AM 1 0 
Alert processed after gap 7/17/2013 3:30AM 8 7 
Alert Gap 7/17/2013 6:00 AM 7/17/2013 6:00 AM 1 0 

Alert processed after gap 7/17/2013 7:00AM 2 2 
Alert Gap 7/17/2013 7:00 PM 7/17/2013 7:00 PM 1 0 
Alert processed after gap 7/17/2013 8:15 PM 2 2 

Alert Gap 7/18/2013 l :OOAM 7/18/2013 2:00 AM 2 0 
Alert processed after gap 7/18/2013 3:45AM 6 6 
Alert Gap 7/18/2013 7:00 PM 7/18/2013 7:00 PM 1 0 
Alert processed after gap 7/18/2013 8:00 PM 1 1 
Alert Gap 7/19/2013 2:00AM 7/19/2013 2:00 AM 1 0 
Alert processed after gap 7/19/2013 3:15 AM 2 2 

Alert Gap 7/19/2013 4:00 AM 7/19/2013 4:00 AM 1 0 
Alert processed after gap 7/19/2013 5:15 AM 1 1 
Alert Gap 7/19/2013 6:00 PM 7/23/2013 7:00AM 86 0 
Alert processed after gap 7/23/2013 8:00AM 558 499 
Alert Gap 7/23/2013 9:00AM 7/23/2013 9:00 AM 1 0 
Alert processed after gap 7/23/2013 10:30AM 473 419 
Alert Gap 7/23/2013 7:00 PM 7/23/2013 8:00 PM 2 0 

Alert processed after gap 7/23/2013 9:00 PM 1 1 
Alert Gap 7/24/2013 2:00AM 7/24/2013 2:00AM 1 0 
Alert processed after gap 7/24/2013 3:30 AM 9 9 

Alert Gap 7/24/2013 5:00AM 7/24/2013 5:00 AM 1 0 
Alert processed after gap 7/24/2013 6:00AM 1 1 
Alert Gap 7/24/2013 7:00 PM 7/24/2013 7:00 PM 1 0 
Alert processed after gap 7/24/2013 8:00 PM 5 5 

Alert Gap 7/25/2013 2:00 AM 7/25/2013 2:00 AM 1 0 
Alert processed after gap 7/25/2013 3:30AM 4 4 

FTC-0002798 
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Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert.Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert.Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert.Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

7/25/2013 

7/25/2013 

7/25/2013 

7/25/2013 

7/26/2013 

7/26/2013 

7/26/2013 

7/26/2013 

7/27/2013 

7/27/2013 

7/27/2013 

7/27/2013 

7/27/2013 

7/27/2013 

7/27/2013 

7/28/2013 

7/28/2013 

7/28/2013 

7/28/2013 

7/28/2013 

7/28/2013 

7/29/2013 

7/29/2013 

7/29/2013 

7/29/2013 

7/29/2013 

7/29/2013 

7/29/2013 

7/29/2013 

7/30/2013 

7/30/2013 

4:00 AM 

5:15AM 

7:00 PM 

8:00 PM 

1:00 AM 

3:30AM 

4:00 AM 

2:15 PM 

ll:OOAM 

12:15 PM 

2:00 PM 

3:15 PM 

7:00 PM 

8:00 PM 

9:00 PM 

12:00AM 

7:00 AM 

5:30 PM 

6:00 PM 

9:45 PM 

10:00 PM 

12:15 AM 

1:00 AM 

5:45AM 

8:00 AM 

9:00AM 

7:00 PM 

8:00 PM 

9:00 PM 

5:45AM 

5:00 PM 

7/25/2013 

7/25/2013 

7/26/2013 

7/26/2013 

7/27/2013 

7/27/2013 

7/27/2013 

7/27/2013 

7/28/2013 

7/28/2013 

7/28/2013 

7/29/2013 

7/29/2013 

7/29/2013 

7/30/2013 

7/30/2013 

4:00AM 

7:00 PM 

2:00AM 

1:00 PM 

11:00 AM 

2:00 PM 

7:00 PM 

11:00 PM 

4:00 PM 

8:00 PM 

11:00 PM 

4:00AM 

8:00 AM 

7:00 PM 

4:00 AM 

10:00 PM 

1 

1 

2 

10 

1 

1 

1 

3 

10 

3 

2 

4 

1 

1 

8 

6 

0 

2 

0 

3 

0 

11 

0 

42 

0 

19 

0 

1 

0 

1 

0 

108 

0 

73 

0 

1 

0 

1 

0 

1 

0 

4 

0 

1 

0 

44 

0 

2 

3 

11 

42 

19 

1 

1 

91 

63 

1 

1 

1 

4 

1 

44 

(b)(3):6(f),(b)(4) 

FTC-0002799 

Miles Declaration Exhibit A LIFELOCK-0093597 



CONFIDENTIAL 

(b)(3) 6(f),(b)(4)Alert processed after gap 7/30/2013 11:00 PM 172 168 

Alert Gap 7/31/2013 l :OOAM 7/31/2013 1:00 AM 1 0 

Alert processed after gap 7/31/2013 2:15AM 1 1 

Alert Gap 7/31/2013 4:00AM 7/31/2013 4:00AM 1 0 

Alert processed after gap 7/31/2013 5:15 AM 2 2 

Alert Gap 8/1/2013 2:00.AM 8/1/2013 3:00 AM 2 0 

Alert processed after gap 8/1/2013 4:00AM 5 5 

Alert Gap 8/1/2013 7:00 PM 8/1/2013 8:00 PM 2 0 

Alert processed after gap 8/1/2013 9:00 PM 14 14 

Alert Gap 8/2/2013 4:00AM 8/2/2013 5:00 AM 2 0 

Alert processed after gap 8/2/2013 6:00AM 2 2 

Alert Gap 8/2/2013 7:00 PM 8/5/2013 9:00AM 63 0 

Alert processed after gap 8/5/2013 10:45AM 308 306 

Alert Gap 8/6/2013 5:00AM 8/6/2013 5:00 AM 1 0 

Alert processed after gap 8/6/2013 6:00AM 1 1 

Alert Gap 8/6/2013 7:00 PM 8/6/2013 7:00 PM 1 0 

Alert processed after gap 8/6/2013 8:00 PM 1 1 

Alert Gap 8/7/2013 2:00 AM 8/7/2013 2:00AM 1 0 

Alert processed after gap 8/7/2013 3:30AM 13 13 

Alert Gap 8/7/2013 4:00AM 8/7/2013 4:00 AM 1 0 

Alert processed after gap 8/7/2013 5:45AM 1 1 

Alert Gap 8/7/2013 7:00 PM 8/7/2013 8:00.PM 2 0 

Alert processed after gap 8/7/2013 9:00 PM 20 20 

Alert Gap 8/8/2013 2:00AM 8/8/2013 2:00 AM 1 0 

Alert processed after gap 8/8/2013 3:30 AM 4 4 

Alert Gap 8/8/2013 5:00 AM 8/8/2013 5:00 AM 1 0 

Alert processed after gap 8/8/2013 6:00AM 3 3 

Alert Gap 8/8/2013 7:00 PM 8/8/2013 7:00 PM 1 0 

Alert processed after gap 8/8/2013 8:15 PM 2 2 

Alert Gap 8/9/2013 2:00.AM 8/9/2013 2:00 AM 1 0 

Alert processed after gap 8/9/2013 3:30AM 11 10 

FTC-0002800 

Miles Declaration Exhibit A LIFELOCK-0093598 



CONFIDENTIAL 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert.Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert.Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert.Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

8/9/2013 

8/9/2013 

8/9/2013 

8/9/2013 

8/10/2013 

8/10/2013 

8/10/2013 

8/10/2013 

8/11/2013 

8/11/2013 

8/11/2013 

8/12/2013 

8/12/2013 

8/12/2013 

8/12/2013 

8/12/2013 

8/13/2013 

8/13/2013 

8/13/2013 

8/13/2013 

8/13/2013 

8/13/2013 

8/14/2013 

8/14/2013 

8/14/2013 

8/14/2013 

8/14/2013 

8/14/2013 

8/15/2013 

8/15/2013 

8/15/2013 

4:00 AM 

6:30AM 

7:00 PM 

8:15 PM 

2:00 AM 

3:30AM 

1:00 PM 

2:15 PM 

7:00AM 

9:00 PM 

10:00 PM 

6:00AM 

4:00 PM 

6:00 PM 

7:00 PM 

8:30 PM 

5:00 AM 

6:00AM 

5:00 PM 

6:15 PM 

7:00 PM 

9:00 PM 

2:00AM 

3:30AM 

4:00 AM 

5:45 AM 

7:00 PM 

8:15 PM 

1:00 AM 

3:15 AM 

5:00 AM 

8/9/2013 

8/9/2013 

8/10/2013 

8/10/2013 

8/11/2013 

8/12/2013 

8/12/2013 

8/12/2013 

8/13/2013 

8/13/2013 

8/13/2013 

8/14/2013 

8/14/2013 

8/14/2013 

8/15/2013 

8/15/2013 

5:00AM 

7:00 PM 

2:00AM 

1:00 PM 

8:00 PM 

5:00 AM 

5:00 PM 

7:00 PM 

5:00 AM 

5:00 PM 

8:00 PM 

2:00AM 

4:00 AM 

7:00 PM 

2:00 AM 

5:00.AM 

2 

1 

1 

1 

14 

8 

2 

1 

1 

1 

2 

1 

1 

1 

2 

1 

0 

3 

0 

2 

0 

7 

0 

1 

0 

57 

0 

4 

0 

1 

0 

1 

0 

2 

0 

20 

0 

1 

0 

8 

0 

3 

0 

1 

0 

1 

0 

3 

2 

7 

1 

53 

4 

1 

1 

2 

20 

1 

8 

3 

1 

1 

(b)(3):6(f),(b)(4) 

FTC-0002801 

Miles Declaration Exhibit A LIFELOCK-0093599 



CONFIDENTIAL 

(b)(3)6(f),(b)(4) Alert processed after gap 8/15/2013 6:45AM 1 1 

Alert Gap 8/15/2013 10:00 PM 8/15/2013 10:00 PM 1 0 

Alert processed after gap 8/15/2013 11:00 PM 21 21 

Alert Gap 8/15/2013 1:00 PM 8/15/2013 4:00 PM 4 0 

Alert processed after gap 8/16/2013 5:45AM 59 59 

Alert Gap 8/16/2013 7:00 PM 8/16/2013 8:00 PM 2 0 

Alert processed after gap 8/16/2013 9:00 PM 22 22 

Alert Gap 8/17/2013 2:00AM 8/17/2013 2:00 AM 1 0 

Alert processed after gap 8/17/2013 3:30 AM 4 4 

Alert Gap 8/17/2013 6:00AM 8/17/2013 6:00 AM 1 0 

Alert processed after gap 8/17/2013 7:15 AM 1 1 

Alert Gap 8/17/2013 12:00 PM 8/17/2013 12:00 PM 1 0 

Alert processed after gap 8/17/2013 1:00 PM 2 2 

Alert Gap 8/18/2013 12:00 PM 8/18/2013 5:00 PM 6 0 

Alert processed after gap 8/18/2013 6:15 PM 56 55 

Alert Gap 8/18/2013 7:00 PM 8/19/2013 4:00 AM 10 0 

Alert processed after gap 8/19/2013 5:00AM 1 1 

Alert Gap 8/19/2013 5:00 PM 8/19/2013 5:00 PM 1 0 

Alert processed after gap 8/19/2013 6:15 PM 37 37 

Alert Gap 8/20/2013 2:00AM 8/20/2013 2:00 AM 1 0 

Alert processed after gap 8/20/2013 3:45AM 8 8 

Alert Gap 8/20/2013 7:00 PM 8/20/2013 7:00PM 1 0 

Alert processed after gap 8/20/2013 8:00 PM 1 1 

Alert Gap 8/20/2013 11:00 PM 8/21/2013 2:00 AM 4 0 

Alert processed after gap 8/21/2013 3:00AM 187 187 

Alert Gap 8/21/2013 5:00 PM 8/21/2013 5:00 PM 1 0 

Alert processed after gap 8/21/2013 6:15AM 23 23 

Alert Gap 8/21/2013 7:00 PM 8/21/2013 8:00 PM 2 0 

Alert processed after gap 8/21/2013 9:00 PM 1 1 

Alert Gap 8/22/2013 2:00AM 8/22/2013 2:00 AM 1 0 

Alert processed after gap 8/22/2013 3:30AM 6 6 

FTC-0002802 

Miles Declaration Exhibit A LIFELOCK-0093600 



CONFIDENTIAL 

Alert Gap 8/22/2013 4:00 AM 8/22/2013 4:00AM 1 0 

Alert processed after gap 8/22/2013 5:30AM 1 

Alert Gap 8/22/2013 7:00 PM 8/22/2013 7:00 PM 1 0 

Alert processed after gap 8/22/2013 8:00 PM 3 

Alert Gap 8/22/2013 9:00 PM 8/23/2013 5:00AM 9 0 

Alert processed after gap 8/23/2013 6:15AM 282 

Alert.Gap 8/23/2013 7:00 PM 8/23/2013 8:00 PM 2 0 

Alert processed after gap 8/23/2013 9:00 PM 13 

Alert Gap 8/24/2013 4:00AM 8/24/2013 5:00 AM 2 0 

Alert processed after gap 8/24/2013 6:00AM 1 

Alert Gap 8/24/2013 2:00 PM 8/ 24/2013 2:00 PM 1 0 

Alert processed after gap 8/24/2013 3:00 PM 2 

Alert Gap 8/24/2013 5:00 PM 8/24/2013 8:00 PM 4 0 

Alert processed after gap 8/24/2013 9:00 PM 1 

Alert Gap 8/24/2013 10:00 PM 8/24/2013 10:00 PM 1 0 

Alert processed after gap 8/24/2013 11:00 PM 34 

Alert Gap 8/25/2013 4:00 AM 8/25/2013 5:00 AM 2 0 

Alert processed after gap 8/25/2013 6:00AM 87 

Alert.Gap 8/25/2013 10:00 AM 8/25/2013 4:00 PM 7 0 

Alert processed after gap 8/25/2013 5:00 PM 63 

Alert Gap 8/25/2013 6:00 PM 8/26/2013 5:00 AM 12 0 

Alert processed after gap 8/26/2013 6:00AM 4 

Alert.Gap 8/26/2013 3:00 PM 8/26/2013 3:00 PM 1 0 

Alert processed after gap 8/26/2013 4:00 PM 2 

Alert Gap 8/26/2013 5:00 PM 8/26/2013 5:00 PM 1 0 

Alert processed after gap 8/26/2013 6:15 PM 30 

Alert Gap 8/26/2013 7:00 PM 8/26/2013 8:00 PM 2 0 

Alert processed after gap 8/26/2013 9:00 PM 1 

Alert Gap 8/27/2013 2:00 AM 8/27/2013 2:00 AM 1 0 

Alert processed after gap 8/27/2013 3:30AM 15 

Alert Gap 8/27/2013 4:00 AM 8/27/2013 4:00.AM 1 0 

(b)(3) 6(f),(b)(4) 

1 

3 

280 

13 

1 

2 

0 

1 

34 

80 

60 

4 

2 

30 

1 

15 

FTC-0002803 

Miles Declaration Exhibit A LIFELOCK-0093601 



CONFIDENTIAL 

(b)(3) 6(f),(b)(4)
Alert processed after gap 8/27/2013 5:00AM 2 2 

Alert Gap 8/27/2013 3:00 PM 8/27/2013 3:00 PM 1 0 

Alert processed after gap 8/27/2013 4:30 PM 2 2 

Alert Gap 8/27/2013 7:00 PM 8/27/2013 7:00 PM 1 0 

Alert processed after gap 8/27/2013 8:00 PM 3 3 

Alert Gap 8/27/2013 9:00 PM 8/28/2013 5:00 AM 9 0 

Alert processed after gap 8/28/2013 6:00AM 211 209 

Alert Gap 8/28/2013 7:00 PM 8/28/2013 7:00 PM 1 0 

Alert processed after gap 8/28/2013 8:00 PM 4 4 

Alert Gap 8/29/2013 5:00AM 8/29/2013 5:00 AM 1 0 

Alert processed after gap 8/29/2013 6:15AM 3 3 

Alert Gap 8/29/2013 7:00 PM 8/29/2013 7:00 PM 1 0 

Alert processed after gap 8/29/2013 8:00 PM 1 1 

Alert Gap 8/30/2013 12:00AM 8/30/2013 4:00 AM 5 0 

Alert processed after gap 8/30/2013 5:45 AM 43 43 

Alert Gap 8/30/2013 7:00 PM 8/30/2013 7:00 PM 1 0 

Alert processed after gap 8/30/2013 8:00 PM 2 2 

Alert Gap 8/31/2013 2:00 PM 8/31/2013 7:00 PM 6 0 

Alert processed after gap 8/31/2013 8:45 PM 6 6 

Alert Gap 8/31/2013 9:00 PM 8/31/2013 10:00 PM 2 0 

Alert processed after gap 8/31/2013 11:00 PM 22 22 

Alert Gap 9/1/2013 5:00AM 9/1/2013 7:00 AM 3 0 

Alert processed after gap 9/1/2013 8:00AM 1 1 

Alert Gap 9/1/2013 9:00AM 9/1/2013 9:00AM 1 0 

Alert processed after gap 9/1/2013 10:15 AM 1 1 

Alert Gap 9/1/2013 11:00 AM 9/1/2013 12:00 PM 2 0 

Alert processed after gap 9/1/2013 1:15 PM 1 1 

Alert Gap 9/1/2013 2:00 PM 9/1/2013 3:00 PM 2 0 

Alert processed after gap 9/1/2013 4:15 PM 113 99 

Alert Gap 9/1/2013 5:00 PM 9/2/2013 5:00 AM 13 0 

Alert processed after gap 9/2/2013 6:00AM 3 3 

FTC-0002804 

Miles Declaration Exhibit A LIFELOCK-0093602 



CONFIDENTIAL 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

9/2/2013 

9/2/2013 

9/2/2013 

9/2/2013 

9/2/2013 

9/2/2013 

9/2/2013 

9/2/2013 

9/2/2013 

9/2/2013 

9/3/2013 

9/3/2013 

9/3/2013 

9/3/2013 

9/3/2013 

9/4/2013 

9/4/2013 

9/4/2013 

9/5/2013 

9/5/2013 

9/5/2013 

9/5/2013 

9/5/2013 
9/6/2013 

9/7/2013 

9/7/2013 

9/7/2013 

9/7/2013 

9/7/2013 

9/7/2013 

9/8/2013 

8:00 AM 

l:OOPM 

2:00 PM 

3:30 PM 
4:00 PM 

5:30PM 

7:00 PM 

8:15 PM 

9:00 PM 

ll:OOPM 

12:00 AM 

5:45AM 

7:00 PM 

8:00PM 
9:00 PM 

6:15AM 

7:00 PM 

8:00PM 

2:00 AM 

3:30AM 

7:00 PM 

8:00PM 

9:00 PM 

6:15AM 

4:00 AM 

5:30AM 
3:00 PM 

4:00 PM 

5:00 PM 

10:45PM 

7:00 AM 

9/2/2013 

9/2/2013 

9/2/2013 

9/2/2013 

9/2/2013 

9/3/2013 

9/3/2013 

9/4/2013 

9/4/2013 

9/5/2013 

9/5/2013 

9/6/2013 

9/7/2013 

9/7/2013 

9/7/2013 

9/8/2013 

12:00 PM 

2:00 PM 

4:00 PM 

8:00 PM 

10:00 PM 

4:00 AM 

7:00 PM 

5:00 AM 

7:00 PM 

2:00 AM 

7:00 PM 

5:00 AM 

4:00 AM 

3:00 PM 

9:00 PM 

2:00 PM 

5 0 

1 

1 0 

1 

1 0 

1 

2 0 

1 

2 0 

29 

5 0 

2 

1 0 

3 

9 0 

376 

1 0 

1 

1 0 

8 

1 0 

2 

9 0 

251 

1 0 

57 

1 0 

1 

5 0 

1 

8 0 

1 

1 

1 

1 

29 

2 

3 

376 

1 

8 

2 

251 

55 

1 

1 

b)(3) 6(f),(b)(4) 

FTC-0002805 

Miles Declaration Exhibit A LIFELOCK-0093603 



CONFIDENTIAL 

Alert processed after gap 

Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 

Alert Gap 
Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

9/8/2013 

9/8/2013 

9/9/2013 

9/9/2013 

9/9/2013 

9/10/2013 

9/10/2013 

9/10/2013 

9/10/2013 

9/10/2013 

9/11/2013 

9/11/2013 

9/11/2013 

9/12/2013 

9/12/2013 

9/12/2013 

9/12/2013 

9/12/2013 

9/13/2013 

9/13/2013 

9/13/2013 

9/13/2013 

9/13/2013 
9/14/2013 

9/14/2013 

9/14/2013 

9/14/2013 

9/14/2013 

9/14/2013 

9/14/2013 

9/14/2013 

3:30 PM 

4:00 PM 

6:00AM 

7:00 PM 

8:15 PM 

3:00 AM 

4:00AM 

7:00 PM 

8:00AM 

9:00 PM 

6:00AM 

8:00 PM 

9:00 PM 

5:00 PM 

6:00 PM 

7:00 PM 

8:00 PM 
9:00 PM 

6:00AM 

8:00AM 

10:00 AM 

7:00 PM 

9:00 PM 

12:00 AM 

1:15 AM 

3:00AM 

4:30AM 

5:00AM 

6:30AM 

9:00AM 

10:45AM 

9/9/2013 

9/9/2013 

9/10/2013 

9/10/2013 

9/11/2013 

9/11/2013 

9/12/2013 

9/12/2013 

9/13/2013 

9/13/2013 

9/13/2013 

9/14/2013 

9/14/2013 

9/14/2013 

9/14/2013 

5:00 AM 

7:00 PM 

3:00 AM 

7:00 PM 

5:00 AM 

8:00 PM 

5:00 PM 

7:00 PM 

5:00AM 

9:00 AM 

8:00 PM 

12:00 AM 

3:00 AM 

5:00 AM 

9:00 AM 

14 

1 

1 

1 

9 

1 

1 

1 

9 

2 

2 

1 

1 

1 

1 

1 

0 

3 

0 

1 

0 

12 

0 

2 

0 

214 

0 

14 

0 

20 

0 

2 

0 

88 
0 

11 

0 

3 

0 

10 

0 

5 

0 
1 

0 

3 

1 

3 

1 

12 

2 

213 

14 

20 

2 

88 

11 

3 

10 

5 

1 

3 

(b)(3)6(f),(b)(4) 

FTC-0002806 

Miles Declaration Exhibit A LIFELOCK-0093604 



CONFIDENTIAL 

(b)(3):6(f),(b)(4) 

1 

Alert Gap 9/14/2013 12:00 PM 9/14/2013 12:00 PM 1 0 

Alert processed after gap 9/14/2013 1:00 PM 1 

Alert Gap 9/14/2013 4:00 PM 9/14/2013 6:00 PM 3 0 
Alert processed after gap 9/14/2013 7:15 PM 6 
Alert Gap 9/14/2013 9:00 PM 9/14/2013 10:00 PM 2 0 

Alert processed after gap 9/14/2013 11:00 PM 20 

Alert Gap 9/15/2013 12:00 AM 9/15/2013 12:00 AM 1 0 

Alert processed after gap 9/15/2013 1:15 AM 1 

Alert Gap 9/15/2013 2:00AM 9/15/2013 8:00 AM 7 0 

Alert processed after gap 9/15/2013 9:15 AM 1 

Alert Gap 9/15/2013 10:00 AM 9/15/2013 10:00 AM 1 0 
Alert processed after gap 9/15/2013 11:00 AM 1 
Alert Gap 9/15/2013 12:00 PM 9/15/2013 1:00 PM 2 0 

Alert processed after gap 9/15/2013 2:45 PM 1 
Alert Gap 9/15/2013 3:00 PM 9/16/2013 5:00 AM 15 0 

Alert processed after gap 9/16/2013 6:00AM 1 

Alert Gap 9/16/2013 7:00 PM 9/16/2013 7:00 PM 1 0 
Alert processed after gap 9/16/2013 8:00 PM 1 

Alert Gap 9/17/2013 12:00 AM 9/17/2013 12:00 AM 1 0 

Alert processed after gap 9/17/2013 1:30AM 3 

Alert Gap 9/17/2013 2:00AM 9/17/2013 2:00 AM 1 0 

Alert processed after gap 9/17/2013 3:15 AM 8 

Alert Gap 9/17/2013 7:00 PM 9/17/2013 7:00 PM 1 0 

Alert processed after gap 9/17/2013 8:15 PM 1 
Alert Gap 9/17/2013 9:00 PM 9/18/2013 5:00 AM 9 0 

Alert processed after gap 9/18/2013 6:00AM 147 
Alert Gap 9/18/2013 7:00 PM 9/18/2013 8:00 PM 2 0 

Alert processed after gap 9/18/2013 9:00 PM 14 

Alert Gap 9/19/2013 2:00 AM 9/19/2013 2:00 AM 1 0 

Alert processed after gap 9/19/2013 3:15 AM 2 

Alert Gap 9/19/2013 4:00 AM 9/19/2013 5:00 AM 2 0 

5 

20 

1 

1 

1 

1 

1 

1 

3 

8 

1 

147 

14 

2 

FTC-0002807 

Miles Declaration Exhibit A LIFELOCK-0093605 



CONFIDENTIAL 

(b)(3) 6(f),(b)(4) Alert processed after gap 9/19/2013 6:00AM 1 1 

Alert Gap 9/20/2013 2:00AM 9/20/2013 2:00 AM 1 0 

Alert.processed after gap 9/20/2013 3:30AM 7 7 

Alert Gap 9/20/2013 5:00 PM 9/20/2013 5:00 PM 1 0 

Alert processed after gap 9/20/2013 6:15 PM 28 28 

Alert Gap 9/20/2013 7:00 PM 9/20/2013 7:00 PM 1 0 

Alert processed after gap 9/20/2013 8:15 PM 3 3 

Alert Gap 9/21/2013 7:00 PM 9/21/2013 7:00 PM 1 0 

Alert processed after gap 9/21/2013 8:00 PM 2 2 

Alert Gap 9/21/2013 9:00 PM 9/21/2013 9:00 PM 1 0 

Alert processed after gap 9/21/2013 10:45 PM 3 3 

Alert Gap 9/22/2013 4:00AM 9/22/2013 5:00AM 2 0 

Alert processed after gap 9/22/2013 6:00AM 80 72 

Alert Gap 9/22/2013 10:00 AM 9/22/2013 10:00 AM 1 0 

Alert processed after gap 9/22/2013 11:30AM 1 1 

Alert Gap 9/22/2013 1:00 PM 9/22/2013 3:00 PM 3 0 

Alert processed after gap 9/22/2013 4:45 PM 41 40 

Alert Gap 9/22/2013 5:00 PM 9/22/2013 5:00 PM 1 0 

Alert.processed after gap 9/22/2013 6:30 PM 2 2 

Alert Gap 9/22/2013 7:00 PM 9/23/2014 12:00 AM 6 0 

Alert processed after gap 9/23/2013 l :OOAM 1 1 

Alert Gap 9/23/2013 2:00AM 9/23/2013 5:00 AM 4 0 

Alert.processed after gap 9/23/2013 6:00AM 6 6 

Alert Gap 9/23/2013 7:00 PM 9/23/2013 8:00 PM 2 0 

Alert processed after gap 9/23/2013 9:00 PM 4 4 

Alert Gap 9/24/2013 2:00AM 9/24/2013 2:00 AM 1 0 

Alert.processed after gap 9/24/2013 3:30AM 14 14 

Alert Gap 9/24/2013 7:00 PM 9/24/2013 7:00 PM 1 0 

Alert processed after gap 9/24/2013 8:00 PM 1 1 

Alert Gap 9/24/2013 9:00 PM 9/25/2013 5:00 AM 9 0 

Alert processed after gap 9/25/2013 6:00AM 96 96 

FTC-0002808 

Miles Declaration Exhibit A LIFELOCK-0093606 



CONFIDENTIAL 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

9/25/2013 

9/25/2013 

9/25/2013 

9/25/2013 

9/26/2013 

9/26/2013 

9/26/2013 

9/26/2013 

9/26/2013 

9/26/2013 

9/26/2013 

9/26/2013 

9/26/2013 

9/27/2013 

9/27/2013 

9/27/2013 

9/28/2013 

9/28/2013 

9/28/2013 

9/28/2013 

9/28/2013 

9/28/2013 

9/29/2013 
9/29/2013 

9/29/2013 

9/29/2013 

9/29/2013 

9/29/2013 

9/29/2013 

9/29/2013 

9/29/2013 

5:00 PM 

6:15 PM 

7:00 PM 

8:45 PM 

2:00 AM 

3:15AM 

4:00 AM 

6:00AM 

5:00 PM 

6:00 PM 

7:00 PM 

8:00 PM 

9:00 PM 

6:15 AM 

7:00 PM 

9:00 PM 

4:00 AM 

5:00AM 

2:00 PM 

3:45 PM 

5:00 PM 

8:00 PM 

4:00AM 

5:45AM 

12:00 PM 

2:00 PM 
3:00 PM 

6:15 PM 

7:00 PM 

10:00 PM 

11:00 PM 

9/25/2013 

9/25/2013 

9/26/2013 

9/26/2013 

9/26/2013 

9/26/2013 

9/27/2013 

9/27/2013 

9/28/2013 

9/28/2013 

9/28/2013 

9/29/2013 

9/29/2013 

9/29/2013 

9/29/2013 

9/30/2013 

5:00 PM 

7:00 PM 

2:00AM 

5:00 AM 

5:00 PM 

7:00 PM 

5:00 AM 

8:00 PM 

4:00 AM 

2:00 PM 

7:00 PM 

4:00 AM 

1:00 PM 

5:00 PM 

9:00 PM 

12:00 AM 

1 0 

15 

1 0 

16 

1 0 

2 

2 0 

1 

1 0 

3 

1 0 

2 

9 0 

3 

2 0 

15 
1 0 

3 

1 0 

1 

3 0 

1 
1 0 

39 

2 0 

38 

3 0 

1 
3 0 

1 
2 0 

15 

16 

2 

1 

3 

2 

3 

15 

3 

1 

1 

39 

36 

1 

1 

(b)(3) 6(f),(b)(4) 

FTC-0002809 
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CONFIDENTIAL 

(b)(3) 6(f),(b)(4)Alert processed after gap 9/30/2013 1:30AM 1 1 

Alert Gap 9/30/2013 2:00AM 9/30/2013 5:00 AM 4 0 

Alert.processed after gap 9/30/2013 6:00AM 3 3 

Alert Gap 9/30/2013 7:00 PM 9/30/2013 8:00 PM 2 0 

Alert processed after gap 9/30/2013 9:00 PM 3 3 

Alert Gap 10/1/2013 7:00 PM 10/2/2013 4:00 AM 10 0 

Alert processed after gap 10/2/2013 5:30AM 3 3 

Alert Gap 10/3/2013 2:00AM 10/3/2013 2:00AM 1 0 

Alert processed after gap 10/3/2013 3:30 AM 17 16 

Alert Gap 10/3/2013 5:00AM 10/3/2013 5:00 AM 1 0 

Alert processed after gap 10/3/2013 6:00AM 1 1 

Alert Gap 10/3/2013 7:00 PM 10/3/2013 7:00 PM 1 0 

Alert processed after gap 10/3/2013 8:00 PM 2 2 

Alert Gap 10/4/2013 5:00 AM 10/4/2013 5:00 AM 1 0 

Alert processed after gap 10/4/2013 6:45AM 2 2 

Alert Gap 10/4/2013 7:00 PM 10/4/2013 7:00 PM 1 0 

Alert processed after gap 10/4/2013 8:00 PM 10/4/2013 3 3 

Alert Gap 10/5/2013 6:00AM 10/5/2013 6:00AM 1 0 

Alert.processed after gap 10/5/2013 7:00AM 2 2 

Alert Gap 10/5/2013 7:00 PM 10/5/2013 7:00 PM 1 0 

Alert processed after gap 10/5/2013 8:00 PM 1 1 

Alert Gap 10/5/2013 9:00 PM 10/5/2013 10:00 PM 2 0 

Alert.processed after gap 10/5/2013 11:00 PM 34 34 

Alert Gap 10/6/2013 8:00AM 10/6/2013 12:00 PM 5 0 

Alert processed after gap 10/6/2013 1:45 PM 63 57 

Alert Gap 10/6/2013 3:00 PM 10/6/2013 5:00 PM 3 0 

Alert.processed after gap 10/6/2013 6:30 PM 1 1 

Alert Gap 10/6/2013 7:00 PM 10/6/2013 9:00 PM 3 0 

Alert processed after gap 10/6/2013 10:15 PM 1 1 

Alert Gap 10/6/2013 11:00 PM 10/7/2013 6:00 AM 8 0 

Alert processed after gap 10/7/2013 7:00AM 2 2 

FTC-0002810 

Miles Declaration Exhibit A LIFELOCK-0093608 



CONFIDENTIAL 

Alert Gap 10/7/2013 7:00 PM 10/7/2013 7:00 PM 1 0 

Alert processed after gap 10/7/2013 8:00 PM 1 

Alert Gap 10/8/2013 2:00 AM 10/8/2013 2:00 AM 1 0 

Alert processed after gap 10/8/2013 3:30AM 1 

Alert Gap 10/8/2013 5:00 AM 10/8/2013 5:00AM 1 0 

Alert processed after gap 10/8/2013 6:30AM 7 

Alert Gap 10/8/2013 5:00 PM 10/8/2013 5:00 PM 1 0 

Alert processed after gap 10/8/2013 6:00 PM 22 

Alert Gap 10/8/2013 7:00 PM 10/8/2013 7:00 PM 1 0 

Alert processed after gap 10/8/2013 8:00 PM 5 

Alert Gap 10/9/2013 5:00AM 10/9/2013 5:00 AM 1 0 

Alert processed after gap 10/9/2013 6:00AM 1 

Alert Gap 10/9/2013 7:00 PM 10/9/2013 7:00 PM 1 0 

Alert processed after gap 10/9/2013 8:00 PM 1 

Alert Gap 10/10/2013 2:00AM 10/10/2013 2:00 AM 1 0 

Alert processed after gap 10/10/2013 3:30AM 11 

Alert Gap 10/10/2013 5:00 AM 10/10/2013 5:00 AM 1 0 

Alert processed after gap 10/10/2013 6:15AM 1 

Alert Gap 10/10/2013 9:00 AM 10/10/2013 9:00AM 1 0 

Alert processed after gap 10/10/2013 10:00 AM 2 

Alert Gap 10/10/2013 7:00 PM 10/10/2013 7:00 PM 1 0 

Alert processed after gap 10/10/2013 8:00 PM 1 

Alert Gap 10/11/2013 2:00AM 10/11/2013 2:00 AM 1 0 

Alert processed after gap 10/11/2013 3:00AM 1 

Alert Gap 10/11/2013 5:00 PM 10/11/2013 5:00 PM 1 0 

Alert processed after gap 10/11/2013 6:00 PM 12 

Alert Gap 10/11/2013 7:00 PM 10/11/2013 8:00 PM 2 0 

Alert processed after gap 10/11/2013 9:00 PM 21 

Alert Gap 10/12/2013 6:00 AM 10/12/2013 6:00 AM 1 0 

Alert processed after gap 10/12/2013 7:00AM 1 

Alert Gap 10/12/2013 2:00 PM 10/12/2013 2:00 PM 1 0 

(b)(3) 6(f),(b)(4) 

1 

1 

7 

22 

5 

1 

1 

11 

1 

2 

1 

1 

12 

21 

1 

FTC-0002811 
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CONFIDENTIAL 

(b)(3):6(f),(b)(4) Alert processed after gap 10/12/2013 3:30 PM 2 2 

Alert Gap 10/12/2013 8:00 PM 10/12/2013 10:00 PM 3 0 

Alert processed after gap 10/12/2013 11:00 PM 33 33 
Alert Gap 10/13/2013 12:00AM 10/13/2013 3:00AM 4 0 

Alert processed after gap 10/13/2013 4:00AM 3 2 

Alert Gap 10/13/2013 9:00 AM 10/13/2013 11:00 AM 3 0 

Alert processed after gap 10/13/2013 12:45 PM 1 1 

Alert Gap 10/13/2013 1:00 PM 10/13/2013 2:00 PM 2 0 

Alert processed after gap 10/13/2013 3:00 PM 1 1 

Alert Gap 10/13/2013 4:00 PM 10/13/2013 4:00 PM 1 0 

Alert processed after gap 10/13/2013 5:45 PM 1 1 
Alert Gap 10/13/2013 6:00 PM 10/14/2013 5:00AM 12 0 
Alert processed after gap 10/14/2013 6:15 AM 2 2 

Alert Gap 10/14/2013 6:00 PM 10/14/2013 6:00 PM 1 0 
Alert processed after gap 10/14/2013 7:30 PM 2 2 

Alert Gap 10/14/2013 10:00 PM 10/14/2013 10:00 PM 1 0 

Alert processed after gap 10/14/2013 11:15 PM 91 91 

Alert Gap 10/15/2013 12:00 AM 10/15/2013 12:00 AM 1 0 

Alert processed after gap 10/15/2013 1:30AM 3 3 
Alert Gap 10/15/2013 2:00AM 10/15/2013 4:00 AM 3 0 

Alert processed after gap 10/15/2013 5:30AM 1 1 

Alert Gap 10/15/2013 4:00 PM 10/15/2013 4:00 PM 1 0 

Alert processed after gap 10/15/2013 5:00 PM 2 2 
Alert Gap 10/15/2013 7:00 PM 10/15/2013 7:00 PM 1 0 
Alert processed after gap 10/15/2013 8:00 PM 1 1 

Alert Gap 10/16/2013 2:00AM 10/16/2013 3:00 AM 2 0 
Alert processed after gap 10/16/2013 4:30AM 13 13 

Alert Gap 10/16/2013 5:00AM 10/16/2013 5:00 AM 1 0 
Alert processed after gap 10/16/2013 6:00AM 1 1 

Alert Gap 10/17/2013 2:00AM 10/17/2013 2:00 AM 1 0 
Alert processed after gap 10/17/2013 3:30AM 7 7 

FTC-0002812 

Miles Declaration Exhibit A LIFELOCK-0093610 



CONFIDENTIAL 

Alert Gap 10/17/2013 4:00 AM 10/17/2013 4:00AM 1 0 

Alert processed after gap 10/17/2013 5:45AM 3 

Alert Gap 10/17/2013 7:00 PM 10/17/2013 7:00 PM 1 0 
Alert processed after gap 10/17/2013 8:00 PM 2 
Alert Gap 10/17/2013 11:00 PM 10/18/2013 1:00 PM 3 0 

Alert processed after gap 10/18/2013 2:00AM 119 
Alert.Gap 10/18/2013 7:00 PM 10/18/2013 7:00 PM 1 0 

Alert processed after gap 10/18/2013 8:00 PM 2 

Alert Gap 10/19/2013 10:00 AM 10/19/2013 10:00 AM 1 0 

Alert processed after gap 10/19/2013 ll:OOAM 1 

Alert Gap 10/19/2013 2:00 PM 10/19/2013 3:00 PM 2 0 
Alert processed after gap 10/19/2013 4:15 PM 2 
Alert Gap 10/19/2013 7:00 PM 10/19/2013 7:00 PM 1 0 

Alert processed after gap 10/19/2013 8:45 PM 71 
Alert Gap 10/19/2013 9:00 PM 10/19/2013 9:00 PM 1 0 

Alert processed after gap 10/19/2013 10:45 PM 2 

Alert Gap 10/20/2013 4:00 AM 10/20/2013 5:00 AM 2 0 
Alert processed after gap 10/20/2013 6:00AM 71 

Alert.Gap 10/20/2013 7:00 AM 10/20/2013 7:00 AM 1 0 

Alert processed after gap 10/20/2013 8:30AM 28 

Alert Gap 10/20/2013 11:00 AM 10/20/2013 2:00 PM 4 0 

Alert processed after gap 10/20/2013 3:15 PM 1 

Alert.Gap 10/20/2013 5:00 PM 10/20/2013 5:00 PM 1 0 

Alert processed after gap 10/20/2013 6:15 PM 1 
Alert Gap 10/20/2013 8:00 PM 10/21/2013 4:00 AM 9 0 

Alert processed after gap 10/21/2013 5:45 AM 1 
Alert Gap 10/21/2013 9:00 PM 10/21/2013 9:00 PM 1 0 

Alert processed after gap 10/21/2013 10:15 PM 109 

Alert Gap 10/22/2013 4:00 AM 10/22/2013 4:00 AM 1 0 

Alert processed after gap 10/22/2013 5:00AM 1 
Alert Gap 10/22/2013 5:00 PM 10/22/2013 5:00 PM 1 0 

(b)(3) 6(f),(b)(4) 

3 

2 

119 

2 

1 

2 

63 

1 

67 

27 

1 

1 

1 

109 

1 

FTC-0002813 
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CONFIDENTIAL 

(b)(3):6(f),(b)(4)
Alert processed after gap 10/22/2013 6:00 PM 1 1 
Alert Gap 10/23/2013 2:00AM 10/23/2013 2:00 AM 1 0 

Alert processed after gap 10/23/2013 3:00AM 1 1 
Alert Gap 10/23/2013 4:00AM 10/23/2013 4:00AM 1 0 
Alert processed after gap 10/23/2013 S:OOAM 1 1 
Alert Gap 10/23/2013 5:00 PM 10/23/2013 8:00 PM 4 0 

Alert processed after gap 10/23/2013 9:00 PM 20 20 
Alert Gap 10/24/2013 S:OOAM 10/24/2013 5:00 AM 1 0 
Alert processed after gap 10/24/2013 6:00AM 1 1 

Alert Gap 10/24/2013 7:00 PM 10/25/2013 5:00 AM 11 0 
Alert processed after gap 10/25/2013 6:15AM 139 139 
Alert Gap 10/25/2013 7:00 PM 10/25/2013 9:00 PM 3 0 
Alert processed after gap 10/25/2013 10:15 PM 88 88 
Alert Gap 10/26/2013 4:00AM 10/26/2013 4:00 AM 1 0 
Alert processed after gap 10/26/2013 5:30AM 2 2 

Alert Gap 10/26/2013 11:00 AM 10/26/2013 11:00 AM 1 0 
Alert processed after gap 10/26/2013 12:00 PM 1 1 
Alert Gap 10/26/2013 5:00 PM 10/26/2013 5:00 PM 1 0 
Alert processed after gap 10/26/2013 6:00 PM 61 56 
Alert Gap 10/26/2013 7:00 PM 10/27/2013 12:00 AM 6 0 
Alert processed after gap 10/27/2013 1:15 AM 175 162 
Alert Gap 10/27/2013 4:00AM 10/27/2013 4:00 AM 1 0 

Alert processed after gap 10/27/2013 S:lSAM 57 so 
Alert Gap 10/27/2013 9:00 AM 10/27/2013 12:00 PM 4 0 
Alert processed after gap 10/27/2013 1:15 PM 1 1 

Alert Gap 10/27/2013 2:00 PM 10/27/2013 2:00 PM 1 0 
Alert processed after gap 10/27/2013 3:00 PM 62 51 
Alert Gap 10/27/2013 4:00 PM 10/28/2013 5:00 AM 14 0 
Alert processed after gap 10/28/2013 6:00AM 6 6 

Alert Gap 10/29/2013 S:OOAM 10/29/2013 5:00 AM 1 0 
Alert processed after gap 10/29/2013 6:45AM 2 2 

FTC-0002814 
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Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

10/29/2013 

10/29/2013 

10/29/2013 

10/30/2013 

10/30/2013 

10/30/2013 

10/31/2013 

10/31/2013 

10/31/2013 

10/31/2013 

11/1/2013 

11/1/2013 

11/1/2013 

11/1/2013 

11/1/2013 

11/4/2013 

11/4/2013 

11/4/2013 

11/5/2013 

11/6/2013 

11/6/2013 

11/6/2013 

11/6/2013 

11/6/2013 

11/7/2013 

11/7/2013 

11/7/2013 

11/7/2013 

11/7/2013 

11/7/2013 

11/7/2013 

9:00 AM 

8:00PM 

9:00 PM 

6:15AM 

7:00 PM 

9:00PM 

2:00 AM 

3:15 AM 

7:00 PM 

8:00PM 

3:00AM 

4:00AM 

5:00 AM 

6:00AM 

7:00 PM 

9:45AM 

8:00 PM 

9:00PM 

6:00 PM 

8:00AM 

6:00 PM 

7:00PM 

8:00 PM 

10:00 PM 

2:00 AM 

4:15 AM 

5:00AM 

6:00AM 

6:00 PM 

7:00PM 

8:00 PM 

10/29/2013 

10/30/2013 

10/30/2013 

10/31/2013 

10/31/2013 

11/1/2013 

11/1/2013 

11/4/2013 

11/4/2013 

11/6/2013 

11/6/2013 

11/6/2013 

11/7/2013 

11/7/2013 

11/7/2013 

11/8/2013 

9:00AM 

5:00 AM 

8:00 PM 

2:00 AM 

7:00 PM 

3:00 AM 

5:00 AM 

8:00 AM 

8:00 PM 

7:00 AM 

6:00 PM 

9:00 PM 

3:00 AM 

5:00 AM 

6:00 PM 

7:00 AM 

1 

9 

2 

1 

1 

1 

1 

62 

1 

14 

1 

2 

2 

1 

1 

12 

0 

3 

0 

314 

0 

6 

0 

2 

0 

1 

0 

5 

0 

7 

0 

209 

0 

1 

0 

278 

0 

1 

0 

4 

0 

5 

0 

1 

0 

1 

0 

3 

314 

6 

2 

1 

5 

7 

198 

1 

275 

1 

4 

5 

1 

1 

(b)(3) 6(f),(b)(4) 

FTC-0002815 
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Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 

Alert Gap 

11/8/2013 

11/8/2013 

11/13/2013 

11/13/2013 

11/14/2013 

11/14/2013 

11/14/2013 

11/14/2013 

11/14/2013 

11/15/2013 

11/15/2013 

11/15/2013 

11/15/2013 

11/16/2013 

11/16/2013 

11/16/2013 

11/16/2013 

11/17/2013 

11/17/2013 

11/17/2013 

11/17/2013 

11/17/2013 

11/17/2013 

11/17/2013 

11/17/2013 

11/17/2013 

11/18/2013 

11/18/2013 

11/18/2013 

11/19/2013 

8:00AM 

7:00 PM 

7:15 AM 

9:00 PM 

6:15AM 

8:00AM 

9:00AM 

8:00 PM 

9:00 PM 

2:00AM 

3:30AM 

8:00 PM 

9:00 PM 

3:00 PM 

7:45 PM 

8:00 PM 

11:00 PM 

5:00AM 

7:00AM 

8:00AM 

12:30 PM 

1:00 PM 

2:15 PM 

4:00 PM 

5:00 PM 
7:00 PM 

7:00AM 
8:00 PM 

10:00 PM 

6:00AM 

11/12/2013 

11/14/2013 

11/14/2013 

11/14/2013 

11/15/2013 

11/15/2013 

11/16/2013 

11/16/2013 

11/17/2013 

11/17/2013 

11/17/2013 

11/17/2013 

11/18/2013 

11/18/2013 

11/19/2013 

6:00AM 

5:00AM 

8:00AM 

8:00 PM 

2:00AM 

8:00 PM 

6:00 PM 

10:00 PM 

6:00AM 

ll:OOAM 

1:00 PM 

4:00 PM 

6:00AM 

9:00 PM 

6:00AM 

84 

9 

1 

1 

1 

1 

4 

3 

2 

4 

1 

1 

12 

2 

1 

267 

0 

74 

0 
131 

0 

1 

0 

2 

0 

10 

0 

4 

0 

1 

0 

20 

0 
79 

0 

107 

0 

49 

0 

15 

0 

5 

0 

1 

0 

267 

74 

131 

1 

2 

10 

4 

1 

18 

77 

94 

43 

14 

5 

1 

(b)(3) 6(f),(b)(4) 

FTC-0002816 
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Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 

Alert Gap 

11/19/2013 

11/19/2013 

11/20/2013 

11/20/2013 

11/22/2013 

11/22/2013 

11/22/2013 

11/23/2013 

11/23/2013 

11/23/2013 

11/23/2013 

11/23/2013 

11/23/2013 

11/23/2013 

11/23/2013 

11/24/2013 

11/27/2013 

11/27/2013 

11/27/2013 

11/27/2013 

11/27/2013 

11/27/2013 

11/27/2013 

11/28/2013 

11/28/2013 

11/28/2013 

11/28/2013 

11/28/2013 

11/28/2013 

11/28/2013 

7:15AM 

8:00 PM 

6:15 AM 

9:00AM 

1:45 PM 

9:00 PM 

10:00 PM 

3:00AM 

4:15AM 

7:00AM 

9:00AM 

8:00 PM 
9:00 PM 

10:00 PM 

11:45 PM 

8:00AM 

9:00AM 

4:00 PM 

5:00 PM 

6:00 PM 

7:00 PM 

8:00 PM 

9:00 PM 

3:00AM 

4:00AM 
6:00AM 

9:30AM 

lO:OOAM 

2:15 PM 

3:00 PM 

11/20/2013 5:00AM 10 

11/22/2013 12:00 PM 52 

11/22/2013 9:00 PM 1 

11/23/2013 3:00AM 1 

11/23/2013 8:00AM 2 

11/23/2013 8:00 PM 1 

11/23/2013 10:00 PM 1 

11/27/2013 8:00AM 73 

11/27/2013 4:00 PM 1 

11/27/2013 6:00 PM 1 

11/27/2013 8:00 PM 1 

11/28/2013 3:00AM 1 

11/28/2013 8:00AM 3 

11/28/2013 1:00 PM 4 

11/28/2013 7:00 PM 5 

1 

0 

187 

0 

218 

0 

1 

0 

122 

0 

1 

0 

56 

0 
1 

0 

195 

0 
1 

0 

15 

0 

1 

0 

5 

0 

1 

0 

1 

0 

1 

187 

207 

1 

114 

1 

50 

1 

0 

187 

1 

15 

1 

5 

1 

1 

(b)(3) 6(f),(b)(4) 
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(b)(3) 6(f),(b)(4)Alert processed after gap 11/28/2013 8:45 PM 1 1 
Alert Gap 11/28/2013 9:00 PM 11/28/2013 11:00 PM 3 0 

Alert processed after gap 11/29/2013 12:00AM 59 59 
Alert Gap 11/29/2013 1:00 AM 11/29/2013 6:00AM 6 0 
Alert processed after gap 11/29/2013 7:15 AM 1 1 
Alert Gap 11/29/2013 5:00 PM 11/29/2013 6:00 PM 2 0 

Alert processed after gap 11/29/2013 7:00 PM 11 11 
Alert Gap 11/29/2013 8:00 PM 11/29/2013 8:00 PM 1 0 
Alert processed after gap 11/29/2013 9:00 PM 6 6 

Alert Gap 11/30/2013 9:00 PM 11/30/2013 10:00 PM 2 0 
Alert processed after gap 11/30/2013 11:45 PM 1 1 
Alert Gap 12/1/2013 6:00AM 12/1/2013 6:00AM 1 0 
Alert processed after gap 12/1/2013 7:00AM 77 74 
Alert Gap 12/1/2013 9:00 AM 12/1/2013 9:00 AM 1 0 
Alert processed after gap 12/1/2013 10:00 AM 1 1 

Alert Gap 12/1/2013 11:00 AM 12/1/2013 1:00 PM 3 0 
Alert processed after gap 12/1/2013 2:45 PM 41 36 
Alert Gap 12/1/2013 4:00 PM 12/1/2013 5:00 PM 2 0 
Alert processed after gap 12/1/2013 6:00 PM 1 1 
Alert Gap 12/1/2013 7:00 PM 12/2/2013 5:00 AM 11 0 
Alert processed after gap 12/2/2013 6:30AM 1 1 
Alert Gap 12/2/2013 8:00 PM 12/2/2013 9:00 PM 2 0 

Alert processed after gap 12/2/2013 10:00 PM 22 22 
Alert Gap 12/3/2013 6:00AM 12/3/2013 6:00AM 1 0 
Alert processed after gap 12/3/2013 7:30 AM 1 1 

Alert Gap 12/3/2013 6:00 PM 12/3/2013 6:00 PM 1 0 
Alert processed after gap 12/3/2013 7:15 PM 18 18 
Alert Gap 12/3/2013 8:00 PM 12/3/2013 8:00 PM 1 0 
Alert processed after gap 12/3/2013 9:00 PM 2 2 

Alert Gap 12/4/2013 5:00AM 12/4/2013 5:00 AM 1 0 
Alert processed after gap 12/4/2013 6:00AM 2 2 

FTC-0002818 
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Alert Gap 12/4/2013 8:00 PM 12/4/2013 8:00 PM 1 0 

Alert processed after gap 12/4/2013 9:00 PM 1 

Alert Gap 12/5/2013 5:00 AM 12/5/2013 5:00 AM 1 0 
Alert processed after gap 12/5/2013 6:00AM 3 
Alert Gap 12/5/2013 8:00 PM 12/6/2013 5:00AM 10 0 

Alert processed after gap 12/6/2013 6:00AM 189 

Alert Gap 12/6/2013 9:00 PM 12/7/2013 12:00 AM 4 0 

Alert processed after gap 12/7/2013 1:15 AM 45 

Alert Gap 12/7/2013 2:00 PM 12/7/2013 3:00 PM 2 0 

Alert processed after gap 12/7/2013 4:00 PM 1 

Alert Gap 12/7/2013 5:00 PM 12/7/2013 8:00 PM 4 0 
Alert processed after gap 12/7/2013 9:00 PM 2 
Alert Gap 12/8/2013 5:00 AM 12/8/2013 6:00 AM 2 0 

Alert processed after gap 12/8/2013 7:00AM 93 
Alert Gap 12/8/2013 8:00AM 12/8/2013 11:00 AM 4 0 

Alert processed after gap 12/8/2013 12:30 PM 1 

Alert Gap 12/8/2013 1:00 PM 12/8/2013 2:00 PM 2 0 
Alert processed after gap 12/8/2013 3:45 PM 1 

Alert Gap 12/8/2013 5:00 PM 12/8/2013 6:00 PM 2 0 

Alert processed after gap 12/8/2013 7:15 PM 31 

Alert Gap 12/8/2013 8:00 PM 12/9/2013 6:00 AM 11 0 

Alert processed after gap 12/9/2013 7:00AM 4 

Alert Gap 12/9/2013 10:00 AM 12/9/2013 10:00 AM 1 0 

Alert processed after gap 12/9/2013 ll:OOAM 2 
Alert Gap 12/9/2013 8:00 PM 12/9/2013 8:00 PM 1 0 

Alert processed after gap 12/9/2013 9:00 PM 1 
Alert Gap 12/10/2013 7:00AM 12/10/2013 7:00 AM 1 0 

Alert processed after gap 12/10/2013 8:00AM 3 
Alert Gap 12/10/2013 5:00 PM 12/10/2013 6:00 PM 2 0 

Alert processed after gap 12/10/2013 7:00 PM 15 
Alert Gap 12/10/2013 8:00 PM 12/11/2013 3:00 AM 8 0 

(b)(3) 6(f),(b)(4) 

1 

3 

189 

45 

1 

2 

89 

1 

1 

28 

4 

2 

1 

3 

15 
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(b)(3):6(f),(b)(4) Alert processed after gap 12/11/2013 4:45AM 330 330 

Alert Gap 12/11/2013 5:00AM 12/11/2013 5:00 AM 1 0 

Alert.processed after gap 12/11/2013 6:15AM 3 3 
Alert Gap 12/11/2013 6:00 PM 12/11/2013 6:00 PM 1 0 

Alert processed after gap 12/11/2013 7:15 PM 13 13 

Alert Gap 12/11/2013 8:00 PM 12/12/2013 5:00 AM 10 0 

Alert processed after gap 12/12/2013 6:30AM 229 225 

Alert Gap 12/12/2013 ll:OOAM 12/12/2013 11:00 AM 1 0 

Alert processed after gap 12/12/2013 12:00 PM 25 25 

Alert Gap 12/12/2013 6:00 PM 12/12/2013 6:00 PM 1 0 

Alert processed after gap 12/12/2013 7:00 PM 9 9 
Alert Gap 12/12/2013 9:00 PM 12/13/2013 6:00AM 10 0 
Alert processed after gap 12/13/2013 7:00AM 263 262 

Alert Gap 12/13/2013 8:00 PM 12/13/2013 8:00 PM 1 0 
Alert processed after gap 12/13/2013 9:00 PM 1 1 

Alert Gap 12/14/2013 8:00 PM 12/14/2013 8:00 PM 1 0 

Alert processed after gap 12/14/2013 9:00 PM 185 176 

Alert Gap 12/14/2013 10:00 PM 12/14/2013 10:00 PM 1 0 

Alert.processed after gap 12/14/2013 11:30 PM 3 3 
Alert Gap 12/15/2013 5:00AM 12/15/2013 5:00 AM 1 0 

Alert processed after gap 12/15/2013 6:45AM 2 2 

Alert Gap 12/15/2013 ll:OOAM 12/15/2013 3:00 PM 5 0 

Alert.processed after gap 12/15/2013 4:00 PM 57 53 
Alert Gap 12/15/2013 5:00 PM 12/15/2013 6:00 PM 2 0 
Alert processed after gap 12/15/2013 7:15 PM 1 1 

Alert Gap 12/15/2013 9:00 PM 12/15/2013 10:00 PM 2 0 
Alert.processed after gap 12/15/2013 11:00 PM 1 1 

Alert Gap 12/16/2013 12:00 AM 12/16/2013 2:00 AM 3 0 
Alert processed after gap 12/16/2013 3:15 AM 1 1 

Alert Gap 12/16/2013 4:00AM 12/16/2013 4:00 AM 1 0 
Alert processed after gap 12/16/2013 5:00AM 1 1 
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(b)(3) 6(f),(b)(4) Alert Gap 12/16/2013 6:00 AM 12/16/2013 6:00AM 1 0 

Alert processed after gap 12/16/2013 7:00AM 10 10 

Alert Gap 12/16/2013 10:00 PM 12/17/2013 7:00 AM 10 0 
Alert processed after gap 12/17/2013 8:45AM 300 300 
Alert Gap 12/17/2013 6:00 PM 12/17/2013 6:00 PM 1 0 

Alert processed after gap 12/17/2013 7:00 PM 10 10 
Alert.Gap 12/17/2013 8:00 PM 12/17/2013 8:00 PM 1 0 

Alert processed after gap 12/17/2013 9:00 PM 3 3 

Alert Gap 12/18/2013 3:00AM 12/18/2013 3:00 AM 1 0 

Alert processed after gap 12/18/2013 4:00AM 5 5 

Alert Gap 12/18/2013 5:00AM 12/ 18/2013 5:00 AM 1 0 
Alert processed after gap 12/18/2013 6:00AM 2 2 
Alert Gap 12/18/2013 8:00 PM 12/18/2013 9:00 PM 2 0 

Alert processed after gap 12/18/2013 10:00 PM 14 14 
Alert Gap 12/19/2013 3:00AM 12/19/2013 3:00 AM 1 0 

Alert processed after gap 12/19/2013 4:00AM 4 4 

Alert Gap 12/20/2013 5:00 AM 12/20/2013 6:00 AM 2 0 
Alert processed after gap 12/20/2013 7:00AM 6 6 

Alert.Gap 12/20/2013 6:00 PM 12/20/2013 6:00 PM 1 0 

Alert processed after gap 12/20/2013 7:00 PM 2 2 

Alert Gap 12/21/2013 7:00 PM 12/21/2013 7:00 PM 1 0 

Alert processed after gap 12/21/2013 8:00 PM 86 78 

Alert.Gap 12/22/2013 5:00AM 12/22/2013 9:00AM 5 0 

Alert processed after gap 12/22/2013 10:30AM 217 195 
Alert Gap 12/22/2013 12:00 PM 12/22/2013 2:00 PM 3 0 

Alert processed after gap 12/22/2013 3:15 PM 53 48 
Alert Gap 12/22/2013 4:00 PM 12/22/2013 5:00 PM 2 0 

Alert processed after gap 12/22/2013 6:00 PM 1 1 
Alert Gap 12/22/2013 8:00 PM 12/22/2013 11:00 PM 4 0 

Alert processed after gap 12/23/2013 12:45 AM 1 1 
Alert Gap 12/23/2013 1:00 AM 12/23/2013 l :OOAM 1 0 
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Alert processed after gap 

Alert Gap 

Alert.processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 
Alert Gap 

Alert.processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 

Alert. processed after gap 
Alert Gap 
Alert processed after gap 

Alert Gap 
Alert.processed after gap 

Alert Gap 
Alert processed after gap 

Alert Gap 
Alert processed after gap 

12/23/2013 

12/23/2013 
12/23/2013 
12/23/2013 

12/23/2013 
12/24/2013 

12/24/2013 
12/24/2013 
12/24/2013 

12/24/2013 
12/24/2013 
12/24/2013 

12/24/2013 
12/25/2013 

12/25/2013 

12/25/2013 
12/25/2013 

12/25/2013 
12/25/2013 
12/25/2013 

12/26/2013 
12/26/2013 

12/26/2013 
12/26/2013 

12/26/2013 
12/27/2013 

12/27/2013 
12/27/2013 
12/27/2013 

12/27/2013 
12/27/2013 

2:15 AM 
3:00AM 

6:45AM 
8:00 PM 

10:00 PM 
3:00 AM 
4:45AM 

6:00AM 
7:00AM 

4:00 PM 
7:00 PM 
8:00 PM 

9:45 PM 
2:00 AM 

3:15 AM 

12:00 PM 

1:00 PM 
2:00 PM 

8:00 PM 
9:00 PM 

l :OOAM 
2:00AM 
5:00AM 

6:00AM 
7:00AM 

3:00AM 
4:00AM 
5:00AM 
6:30AM 

8:00 PM 
9:00 PM 

12/23/2013 

12/23/2013 

12/24/2013 

12/24/2013 

12/24/2013 

12/24/2013 

12/25/2013 

12/25/2013 

12/25/2013 

12/26/2013 

12/26/2013 

12/26/2013 

12/27/2013 

12/27/2013 

12/27/2013 

5:00 AM 

9:00 PM 

3:00 AM 

6:00AM 

6:00 PM 

8:00 PM 

2:00 AM 

12:00 PM 

7:00 PM 

12:00 AM 

4:00 AM 

6:00AM 

3:00 AM 

5:00 AM 

8:00 PM 

1 
3 0 

1 
2 0 

19 
1 0 

47 
1 0 

1 
3 0 

10 
1 0 

8 

1 0 
1 

1 0 

1 
6 0 

1 
4 0 

63 
3 0 

1 
1 0 

1 

1 0 
2 

1 0 
1 

1 0 
2 

1 

1 

19 

47 

1 

10 

8 

1 

1 

1 

63 

1 

1 

2 

1 

2 

(b)(3) 6(f),(b)(4) 
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b)(3) 6(f).(b)(4)Alert Gap 12/28/2013 3:00 PM 12/28/2013 3:00 PM 1 0 

Alert processed after gap 12/28/2013 4:00 PM 6 6 

Alert Gap 12/28/2013 6:00 PM 12/28/2013 6:00 PM 1 0 
Alert processed after gap 12/28/2013 7:00 PM 58 50 
Alert Gap 12/28/2013 10:00 PM 12/28/2013 10:00 PM 1 0 

Alert processed after gap 12/28/2013 11:45 PM 1 1 

Alert Gap 12/29/2013 9:00 AM 12/29/2013 9:00 AM 1 0 

Alert processed after gap 12/29/2013 10:00 AM 1 1 

Alert Gap 12/29/2013 ll:OOAM 12/29/2013 11:00 AM 1 0 

Alert processed after gap 12/29/2013 12:30 PM 2 2 

Alert Gap 12/29/2013 4:00 PM 12/29/2013 5:00 PM 2 0 
Alert processed after gap 12/29/2013 6:45PM 1 1 
Alert Gap 12/29/2013 8:00 PM 12/29/2013 8:00 PM 1 0 

Alert processed after gap 12/29/2013 9:30 PM 1 1 
Alert Gap 12/29/2013 10:00 PM 12/30/2013 6:00 AM 9 0 

Alert processed after gap 12/30/2013 7:00AM 2 2 

Alert Gap 12/31/2013 6:00 PM 12/31/2013 6:00 PM 1 0 
Alert processed after gap 12/31/2013 7:15 PM 23 23 

Alert Gap 12/31/2013 8:00 PM 12/31/2013 8:00 PM 1 0 

Alert processed after gap 12/31/2013 9:00 PM 1 1 

Alert Gap 1/1/2014 6:00AM 1/1/2014 6:00 AM 1 0 

Alert processed after gap 1/1/2014 7:00AM 1 1 

Alert Gap 1/1/2014 8:00AM 1/1/2014 8:00 AM 1 0 

Alert processed after gap 1/1/2014 9:30AM 8 8 
Alert Gap 1/1/2014 2:00 PM 1/1/2014 2:00 PM 1 0 

Alert processed after gap 1/1/2014 3:15 PM 1 1 
Alert Gap 1/1/2014 6:00 PM 1/1/2014 9:00 PM 4 0 

Alert processed after gap 1/1/2014 10:30 PM 1 1 
Alert Gap 1/1/2014 11:00 PM 1/2/2014 12:00 AM 2 0 

Alert processed after gap 1/2/2014 l:OOAM 74 74 

Alert Gap 1/2/2014 2:00 AM 1/2/2014 5:00 AM 4 0 
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(b)(3) 6(f),(b)(4)Alert processed after gap 1/2/2014 6:00AM 1 1 

Alert Gap 1/2/2014 8:00 PM 1/2/2014 8:00 PM 1 0 

Alert processed after gap 1/2/2014 9:00 PM 4 4 
Alert Gap 1/3/2014 3:00AM 1/3/2014 3:00AM 1 0 

Alert processed after gap 1/3/2014 4:00AM 1 1 

Alert Gap 1/4/2014 6:00 PM 1/4/2014 6:00 PM 1 0 

Alert processed after gap 1/4/2014 7:15 PM 47 42 

Alert Gap 1/4/2014 10:00 PM 1/4/2014 11:00 PM 2 0 

Alert processed after gap 1/5/2014 12:30 AM 125 116 

Alert Gap 1/5/2014 5:00AM 1/5/2014 5:00 AM 1 0 

Alert processed after gap 1/5/2014 6:45AM 104 95 
Alert Gap 1/5/2014 7:00AM 1/5/2014 9:00AM 3 0 
Alert processed after gap 1/5/2014 10:30AM 1 1 

Alert Gap 1/5/2014 12:00 PM 1/5/2014 12:00 PM 1 0 
Alert processed after gap 1/5/2014 1:15 PM 1 1 

Alert Gap 1/5/2014 4:00 PM 1/6/2014 5:00 AM 14 0 

Alert processed after gap 1/6/2014 6:1SAM 1 1 

Alert Gap 1/7/2014 5:00 AM 1/7/2014 5:00AM 1 0 

Alert processed after gap 1/7/2014 6:30AM 9 9 
Alert Gap 1/7/2014 8:00 PM 1/7/2014 8:00 PM 1 0 

Alert processed after gap 1/7/2014 9:00 PM 3 3 

Alert Gap 1/8/2014 3:00AM 1/8/2014 3:00 AM 1 0 

Alert processed after gap 1/8/2014 4:00AM 10 10 
Alert Gap 1/8/2014 8:00 PM 1/8/2014 8:00 PM 1 0 
Alert processed after gap 1/8/2014 9:45 PM 1 1 

Alert Gap 1/9/2014 3:00 AM 1/9/2014 3:00 AM 1 0 
Alert processed after gap 1/9/2014 4:00AM 6 6 

Alert Gap 1/9/2014 6:00AM 1/9/2014 6:00 AM 1 0 
Alert processed after gap 1/9/2014 7:30AM 2 2 

Alert Gap 1/9/2014 8:00 PM 1/9/2014 8:00PM 1 0 
Alert processed after gap 1/9/2014 9:00 PM 3 3 
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Alert Gap 1/10/2014 5:00 AM 1/10/2014 6:00AM 2 0 

Alert processed after gap 1/10/2014 7:00AM 1 

Alert Gap 1/11/2014 8:00 PM 1/11/2014 8:00 PM 1 0 
Alert processed after gap 1/11/2014 9:00 PM 1 
Alert Gap 1/11/2014 10:00 PM 1/12/2014 7:00AM 10 0 

Alert processed after gap 1/12/2014 8:00AM 204 

Alert.Gap 1/12/2014 12:00 PM 1/12/2014 2:00 PM 3 0 

Alert processed after gap 1/12/2014 3:00 PM 58 

Alert Gap 1/12/2014 6:00 PM 1/13/2014 3:00 AM 10 0 

Alert processed after gap 1/13/2014 4:00AM 1 

Alert Gap 1/13/2014 6:00AM 1/13/2014 6:00 AM 1 0 
Alert processed after gap 1/13/2014 7:00AM 1 
Alert Gap 1/14/2014 9:00 PM 1/14/2014 9:00 PM 1 0 

Alert processed after gap 1/14/2014 10:00 PM 2 
Alert Gap 1/15/2014 6:00AM 1/15/2014 6:00 AM 1 0 

Alert processed after gap 1/15/2014 7:00AM 1 

Alert Gap 1/15/2014 8:00 PM 1/16/2014 4:00 AM 9 0 
Alert processed after gap 1/16/2014 5:45 AM 304 

Alert.Gap 1/17/2014 3:00 AM 1/17/2014 3:00 AM 1 0 

Alert processed after gap 1/17/2014 4:00AM 10 

Alert Gap 1/17/2014 5:00 AM 1/17/2014 5:00 AM 1 0 

Alert processed after gap 1/17/2014 6:00AM 1 

Alert.Gap 1/17/2014 8:00 PM 1/17/2014 8:00 PM 1 0 

Alert processed after gap 1/17/2014 9:00 PM 1 
Alert Gap 1/18/2014 8:00 PM 1/18/2014 8:00 PM 1 0 

Alert processed after gap 1/18/2014 9:15 PM 101 
Alert Gap 1/18/2014 10:00 PM 1/19/2014 12:00 AM 3 0 

Alert processed after gap 1/19/2014 1:45AM 1 
Alert Gap 1/19/2014 2:00 AM 1/19/2014 4:00 AM 3 0 

Alert processed after gap 1/19/2014 5:30AM 3 
Alert Gap 1/19/2014 10:00 AM 1/19/2014 10:00.AM 1 0 

(b)(3) 6(f),(b)(4) 

1 

1 

192 

50 

1 

1 

2 

1 

303 

10 

1 

1 

79 

1 

3 
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Alert processed after gap 1/19/2014 11:45AM 1 1 (b)(3) 6(f),(b)(4) 

Alert Gap 1/19/2014 12:00 PM 1/19/2014 1:00 PM 2 0 

Alert processed after gap 1/19/2014 2:00 PM 1 1 
Alert Gap 1/19/2014 5:00 PM 1/19/2014 6:00 PM 2 0 

Alert processed after gap 1/19/2014 7:00 PM 1 1 

Alert Gap 1/19/2014 9:00 PM 1/19/2014 10:00 PM 2 0 

Alert processed after gap 1/19/2014 11:15 PM 1 1 

Alert Gap 1/20/2014 12:00 AM 1/20/2014 6:00 AM 7 0 

Alert processed after gap 1/20/2014 7:00AM 11 11 

Alert Gap 1/20/2014 3:00 PM 1/20/2014 3:00 PM 1 0 

Alert processed after gap 1/20/2014 4:00 PM 1 1 
Alert Gap 1/20/2014 6:00 PM 1/20/2014 6:00 PM 1 0 
Alert processed after gap 1/20/2014 7:15 PM 2 2 

Alert Gap 1/20/2014 10:00 PM 1/20/2014 10:00 PM 1 0 
Alert processed after gap 1/20/2014 11:00 PM 1 1 

Alert Gap 1/21/2014 12:00 AM 1/21/2014 12:00 AM 1 0 

Alert processed after gap 1/21/2014 l:OOAM 64 64 

Alert Gap 1/21/2014 2:00 AM 1/21/2014 2:00AM 1 0 

Alert processed after gap 1/21/2014 3:15 AM 6 6 
Alert Gap 1/21/2014 4:00AM 1/21/2014 6:00 AM 3 0 

Alert processed after gap 1/21/2014 7:15 AM 1 1 

Alert Gap 1/21/2014 8:00 PM 1/22/2014 5:00 AM 10 0 

Alert processed after gap 1/22/2014 6:00AM 432 431 
Alert Gap 1/22/2014 8:00 PM 1/22/2014 8:00 PM 1 0 
Alert processed after gap 1/22/2014 9:00 PM 6 6 

Alert Gap 1/23/2014 6:00 AM 1/23/2014 8:00 AM 3 0 
Alert processed after gap 1/23/2014 9:30AM 20 20 

Alert Gap 1/23/2014 8:00 PM 1/23/2014 8:00 PM 1 0 
Alert processed after gap 1/23/2014 9:00 PM 2 2 

Alert Gap 1/24/2014 5:00AM 1/24/2014 5:00 AM 1 0 
Alert processed after gap 1/24/2014 6:45AM 1 1 
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Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

1/25/2014 

1/25/2014 

1/25/2014 

1/25/2014 

1/26/2014 

1/26/2014 

1/26/2014 

1/26/2014 

1/26/2014 

1/27/2014 

1/27/2014 

1/27/2014 

1/27/2014 

1/27/2014 

1/28/2014 

1/28/2014 

1/28/2014 

1/28/2014 

1/28/2014 

1/29/2014 

1/29/2014 

1/29/2014 

1/30/2014 
1/30/2014 

1/30/2014 

1/31/2014 

1/31/2014 

1/31/2014 

1/31/2014 

2/1/2014 

2/1/2014 

7:00 PM 

9:15 PM 

10:00 PM 

11:45 PM 

4:00 AM 

6:30AM 

5:00 PM 

7:30 PM 

9:00 PM 

4:30AM 

6:00AM 

7:00AM 

9:00 PM 

10:15 PM 
5:00AM 

6:00AM 

8:00 PM 

9:00 PM 

10:00 PM 

6:45AM 

8:00AM 

9:00AM 

8:00 PM 

9:00 PM 

11:00 PM 

6:45AM 
8:00 PM 

9:15 PM 
10:00 PM 

7:30AM 

10:00 PM 

1/25/2014 

1/25/2014 

1/26/2014 

1/26/2014 

1/27/2013 

1/27/2014 

1/27/2014 

1/28/2014 

1/28/2014 

1/29/2014 

1/29/2014 

1/30/2014 

1/31/2014 

1/31/2014 

2/1/2014 

2/1/2014 

8:00 PM 

10:00 PM 

5:00AM 

6:00 PM 

3:00 AM 

6:00 AM 

9:00 PM 

5:00 AM 

8:00 PM 

5:00AM 

8:00 AM 

8:00 PM 

5:00 AM 

8:00 PM 

6:00 AM 

2:00 PM 

2 0 

25 

1 0 

1 

2 0 

9 

2 0 

2 

7 0 

1 

1 0 

3 

1 0 

37 

1 0 

1 

1 0 

1 

8 0 

32 

1 0 

2 

1 0 

3 

7 0 

55 

1 0 

4 

9 0 

539 

5 0 

23 

1 

9 

2 

1 

3 

37 

1 

1 

32 

2 

3 

55 

4 

521 

(b)(3) 6(f).(b)(4) 
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(b)(3) 6(f),(b)(4) Alert processed after gap 2/2/2014 3:1S AM 260 230 

Alert Gap 2/2/2014 8:00AM 2/2/2014 10:00 AM 3 0 

Alert.processed after gap 2/2/2014 11:00 AM S8 SS 
Alert Gap 2/2/2014 12:00 PM 2/2/2014 2:00 PM 3 0 

Alert processed after gap 2/2/2014 3:00 PM 4S 4S 

Alert Gap 2/2/2014 4:00 PM 2/2/2014 S:OO PM 2 0 

Alert processed after gap 2/2/2014 6:30 PM 1 1 

Alert Gap 2/2/2014 8:00 PM 2/2/2014 8:00 PM 1 0 

Alert processed after gap 2/2/2014 9:00 PM 1 1 

Alert Gap 2/2/2014 10:00 PM 2/3/2014 4:00 AM 7 0 

Alert processed after gap 2/3/2014 S: lS AM 1 1 
Alert Gap 2/4/2014 12:00 AM 2/4/2014 6:00AM 7 0 
Alert processed after gap 2/4/2014 7:00AM 306 306 

Alert Gap 2/4/2014 8:00 PM 2/4/2014 8:00 PM 1 0 
Alert processed after gap 2/4/2014 9:00 PM 2 2 

Alert Gap 2/S/2014 3:00 AM 2/5/2014 3:00 AM 1 0 

Alert processed after gap 2/5/2014 4:00AM 9 9 
Alert Gap 2/S/2014 S:OOAM 2/S/2014 5:00AM 1 0 

Alert.processed after gap 2/S/2014 6:00AM 2 2 

Alert Gap 2/S/2014 8:00 PM 2/S/2014 8:00 PM 1 0 

Alert processed after gap 2/S/2014 9:00 PM 1 1 

Alert Gap 2/6/2014 S:OOAM 2/6/2014 5:00 AM 1 0 

Alert.processed after gap 2/6/2014 6:1SAM 1 1 
Alert Gap 2/6/2014 8:00 PM 2/6/2014 8:00 PM 1 0 
Alert processed after gap 2/6/2014 9:00 PM 1 1 

Alert Gap 2/7/2014 3:00AM 2/7/2014 3:00 AM 1 0 
Alert.processed after gap 2/7/2014 4:00AM 9 9 

Alert Gap 2/7/2014 6:00AM 2/7/2014 6:00AM 1 0 
Alert processed after gap 2/7/2014 7:00AM 1 1 

Alert Gap 2/8/2014 7:00 PM 2/8/2014 7:00 PM 1 0 
Alert processed after gap 2/8/2014 8:4S PM 101 89 
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Alert Gap 2/8/2014 10:00 PM 2/8/2014 10:00 PM 1 0 

Alert processed after gap 2/8/2014 11:45 PM 1 

Alert Gap 2/9/2014 5:00 AM 2/9/2014 5:00 AM 1 0 
Alert processed after gap 2/9/2014 6:45AM 102 
Alert Gap 2/9/2014 7:00 AM 2/9/2014 8:00AM 2 0 

Alert processed after gap 2/9/2014 9:15AM 1 

Alert Gap 2/9/2014 11:00 AM 2/9/2014 12:00 PM 2 0 

Alert processed after gap 2/9/2014 1:45 PM 1 

Alert Gap 2/9/2014 3:00 PM 2/9/2014 3:00 PM 1 0 

Alert processed after gap 2/9/2014 4:00 PM 1 

Alert Gap 2/9/2014 5:00 PM 2/9/2014 5:00 PM 1 0 
Alert processed after gap 2/9/2014 6:45 PM 1 
Alert Gap 2/9/2014 7:00 PM 2/10/2014 4:00 AM 10 0 

Alert processed after gap 2/10/2014 5:45 AM 2 
Alert Gap 2/10/2014 6:00AM 2/10/2014 6:00 AM 1 0 

Alert processed after gap 2/10/2014 7:00AM 3 
Alert Gap 2/11/2014 9:00 PM 2/12/2014 6:00 AM 10 0 
Alert processed after gap 2/12/2014 7:00AM 78 

Alert Gap 2/12/2014 8:00 PM 2/12/2014 8:00 PM 1 0 

Alert processed after gap 2/12/2014 9:00 PM 1 

Alert Gap 2/12/2014 11:00 PM 2/13/2014 5:00 AM 7 0 

Alert processed after gap 2/13/2014 6:15 AM 129 

Alert Gap 2/13/2014 8:00AM 2/13/2014 8:00 AM 1 0 

Alert processed after gap 2/13/2014 9:00AM 5 
Alert Gap 2/13/2014 9:00 PM 2/14/2014 6:00 AM 10 0 

Alert processed after gap 2/14/2014 7:15 AM 30 
Alert Gap 2/14/2014 8:00 PM 2/14/2014 8:00 PM 1 0 

Alert processed after gap 2/14/2014 9:00 PM 2 
Alert Gap 2/14/2014 10:00 PM 2/15/2014 12:00 AM 3 0 

Alert processed after gap 2/15/2014 l :OOAM 250 

Alert Gap 2/15/2014 3:00 PM 2/15/2014 3:00 PM 1 0 

(b)(3) 6(f),(b)(4) 

1 

91 

1 

1 

1 

1 

2 

3 

78 

1 

129 

5 

30 

2 

250 
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(b)(3) 6(f),(b)(4) Alert processed after gap 2/15/2014 4:00 PM 1 1 

Alert Gap 2/15/2014 7:00 PM 2/15/2014 7:00 PM 1 0 

Alert processed after gap 2/15/2014 8:45 PM 106 97 
Alert Gap 2/16/2014 4:00AM 2/16/2014 5:00AM 2 0 

Alert processed after gap 2/16/2014 6:15AM 2 2 

Alert Gap 2/16/2014 2:00 PM 2/16/2014 2:00 PM 1 0 

Alert processed after gap 2/16/2014 3:00 PM 1 1 

Alert Gap 2/16/2014 8:00 PM 2/17/2014 6:00AM 11 0 

Alert processed after gap 2/17/2014 7:00AM 3 3 

Alert Gap 2/17/2014 4:00 PM 2/17/2014 4:00 PM 1 0 

Alert processed after gap 2/17/2014 5:15 PM 2 2 

Alert Gap 2/17/2014 9:00 PM 2/17/2014 11:00 PM 3 0 
Alert processed after gap 2/18/2014 12:00AM 16 16 

Alert Gap 2/18/2014 1:00 AM 2/18/2014 2:00 AM 2 0 
Alert processed after gap 2/18/2014 3:30AM 7 7 

Alert Gap 2/18/2014 5:00 AM 2/18/2014 6:00 AM 2 0 

Alert processed after gap 2/18/2014 7:00AM 1 1 

Alert Gap 2/18/2014 8:00 PM 2/18/2014 8:00 PM 1 0 

Alert processed after gap 2/18/2014 9:00 PM 3 3 
Alert Gap 2/19/2014 8:00 PM 2/19/2014 8:00 PM 1 0 

Alert processed after gap 2/19/2014 9:00 PM 1 1 

Alert Gap 2/20/2014 5:00AM 2/20/2014 5:00 AM 1 0 

Alert processed after gap 2/20/2014 6:15AM 1 1 
Alert Gap 2/21/2014 5:00AM 2/21/2014 5:00AM 1 0 
Alert processed after gap 2/21/2014 6:00AM 1 1 

Alert Gap 2/21/2014 8:00 PM 2/21/2014 8:00 PM 1 0 
Alert processed after gap 2/21/2014 9:00 PM 2 2 

Alert Gap 2/22/2014 4:00 PM 2/22/2014 4:00 PM 1 0 
Alert processed after gap 2/22/2014 5:30 PM 14 14 

Alert Gap 2/22/2014 8:00 PM 2/22/2014 8:00 PM 1 0 
Alert processed after gap 2/22/2014 9:00 PM 3 3 
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Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 
Alert Gap 

Alert processed after gap 

Alert Gap 

Alert processed after gap 

Alert Gap 

2/22/2014 

2/22/2014 

2/23/2014 

2/23/2014 

2/23/2014 

2/23/2014 

2/23/2014 

2/23/2014 

2/23/2014 

2/24/2014 

2/24/2014 

2/24/2014 

2/24/2014 

2/24/2014 

2/25/2014 

2/25/2014 

2/25/2014 

2/25/2014 

2/25/2014 

2/26/2014 

2/26/2014 

2/26/2014 

2/27/2014 
2/28/2014 

2/28/2014 

3/1/2014 

3/1/2014 

3/2/2014 

3/2/2014 

3/2/2014 

3/2/2014 

10:00 PM 

11:15 PM 

5:00 AM 

7:00AM 

8:00 AM 

12:00 PM 

1:00 PM 

2:15 PM 

5:00 PM 

4:00AM 

5:00AM 

6:00AM 

8:00 PM 

9:00 PM 

2:00AM 

3:00AM 

5:00 AM 

6:30AM 

8:00 PM 

6:30AM 

8:00 PM 

9:00 PM 

8:00 PM 

6:30AM 

11:00 PM 

1:45AM 
11:00 PM 

12:30 AM 

4:00 AM 

S:OOAM 

2:00 PM 

2/22/2014 

2/23/2014 

2/23/2014 

2/23/2014 

2/24/2014 

2/ 24/2014 

2/24/2014 

2/25/2014 

2/25/2014 

2/26/2014 

2/26/2014 

2/28/2014 

3/1/2014 

3/1/2014 

3/2/2014 

3/2/2014 

10:00 PM 

6:00 AM 

ll:OOAM 

1:00 PM 

3:00 AM 

5:00 AM 

8:00 PM 

2:00 AM 

5:00 AM 

5:00 AM 

8:00 PM 

5:00 AM 

12:00 AM 

11:00 PM 

4:00 AM 

3:00 PM 

1 

2 

4 

1 

11 

1 

1 

1 

1 

10 

1 

10 

2 

1 

1 

2 

0 

1 

0 

91 

0 

1 

0 

1 

0 

1 

0 

1 

0 

5 

0 

10 
0 

3 

0 

269 

0 

2 

0 

332 

0 

301 

0 

124 

0 

1 

0 

1 

81 

1 

1 

1 

1 

5 

10 

3 

269 

2 

331 

301 

104 

1 
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(b)(3) 6(f).[b)(4)
Alert processed after gap 3/2/2014 4:45 PM 2 2 

Alert Gap 3/2/2014 6:00 PM 3/2/2014 9:00 PM 4 0 

Alert processed after gap 3/2/2014 10:00 PM 1 1 
Alert Gap 3/2/2014 11:00 PM 3/3/2014 12:00 AM 2 0 

Alert processed after gap 3/3/2014 1:45AM 1 1 

Alert Gap 3/3/2014 2:00 AM 3/3/2014 5:00 AM 4 0 

Alert processed after gap 3/3/2014 6:00AM 1 1 

Alert Gap 3/4/2014 9:00 PM 3/5/2014 5:00AM 9 0 

Alert processed after gap 3/5/2014 6:30 AM 22 22 

Alert Gap 3/6/2014 3:00AM 3/6/2014 3:00 AM 1 0 

Alert processed after gap 3/6/2014 4:00AM 3 3 
Alert Gap 3/6/2014 5:00AM 3/6/2014 5:00AM 1 0 
Alert processed after gap 3/6/2014 6:00AM 2 2 

Alert Gap 3/6/2014 8:00 PM 3/7/2014 5:00 AM 10 0 
Alert processed after gap 3/7/2014 6:30AM 307 307 

Alert Gap 3/7/2014 8:00 PM 3/7/2014 8:00 PM 1 0 

Alert processed after gap 3/7/2014 9:00 PM 1 1 

Alert Gap 3/8/2014 7:00 PM 3/8/2014 7:00 PM 1 0 

Alert processed after gap 3/8/2014 8:00 PM 125 106 

Alert Gap 3/9/2014 7:00AM 3/9/2014 10:00 AM 4 0 

Alert processed after gap 3/9/2014 11:00 AM 1 1 

Alert Gap 3/9/2014 4:00 PM 3/9/2014 4:00 PM 1 0 

Alert processed after gap 3/9/2014 5:00 PM 91 86 
Alert Gap 3/9/2014 7:00 PM 3/9/2014 11:00 PM 5 0 
Alert processed after gap 3/10/2014 12:30 AM 1 1 

Alert Gap 3/10/2014 2:00AM 3/10/2014 3:00 AM 2 0 
Alert processed after gap 3/10/2014 4:30AM 1 1 

Alert Gap 3/10/2014 5:00AM 3/10/2014 5:00 AM 1 0 
Alert processed after gap 3/10/2014 6:00AM 4 4 

Alert Gap 3/10/2014 7:00 PM 3/10/2014 7:00 PM 1 0 
Alert processed after gap 3/10/2014 8:00 PM 4 4 
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Alert Gap 3/11/2014 4:00 AM 3/11/2014 4:00AM 1 0 


Alert processed after gap 3/11/2014 5:45 AM 9 9 


Alert Gap 3/12/2014 4:00 AM 3/12/2014 4:00 AM 1 0 


Alert processed after gap 3/12/2014 5:00AM 2 2 


Alert Gap 3/12/2014 8:00 PM 3/12/2014 8:00 PM 1 0 


Alert processed after gap 3/12/2014 9:00 PM 35 35 


Alert Gap 3/13/2014 5:00AM 3/13/2014 5:00 AM 1 0 


Alert processed after gap 3/13/2014 6:00AM 2 2 


Alert Gap 3/13/2014 9:00 PM 3/14/2014 4:00AM 8 0 


Alert processed after gap 3/14/2014 5:30AM 291 291 


* Planned and Unplanned maintenance accounts for some portion of the gap; unable to determine the cause for the remaining time period 

** Initial review of data indicates potential planned/ unplanned outage however we are unable to definitvely determine 

b)(3) 6(f).(b)(4) 
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EWS Alerts  list of Weekends where alerts were not processed 

Potential 
Duration (in #of Alerts #of Members GAP_START GAP_END 

Label Start Date Start Time End Date End Time hrs) Processed Impacted Notes MEM_COUNT MEM_COUNT 
Alert Gap 10/12/2012 7:00 PM 10/15/2012 7:00AM 61 0 Weekend alerts not processed 1677491 1680288 
Alert processed after gap 10/15/2012 8:00AM 502 464 
Alert Gap 11/2/2012 6:00 PM 11/5/2012 7:00AM 62 0 Weekend alerts not processed 1723296 1726202 
Alert processed after gap 11/5/2012 8:00AM 363 328 
Alert Gap 11/9/2012 6:00AM 11/12/2012 7:00AM 62 0 Weekend alerts not processed 1734657 1738692 
Alert processed after gap 11/12/2012 8:00AM 165 158 
Alert Gap 11/16/2012 5:00 PM 11/19/2012 7:00AM 63 0 Weekend alerts not processed 1748272 1750936 
Alert processed after gap 11/19/2012 8:00AM 506 475 
Alert Gap 11/23/2012 5:00 PM 11/26/2012 7:00AM 63 0 Weekend alerts not processed 1760500 1763303 
Alert processed after gap 11/26/2012 8:00.AM 234 220 
Alert Gap 11/30/2012 6:00 PM 12/3/2012 7:00AM 62 0 Weekend alerts not processed 1774594 1777313 
Alert processed after gap 12/3/2012 8:00AM 315 291 
Alert Gap 12/7/2012 6:00 PM 12/10/2012 8:00AM 63 0 Weekend alerts not processed 1786457 1788806 
Alert processed after gap 12/10/2012 9:15.AM 444 426 
Alert Gap 12/14/2012 6:00 PM 12/17/2012 7:00AM 62 0 Weekend alerts not processed 1797063 1799176 
Alert processed after gap 12/17/2012 8:00AM 353 347 
Alert Gap 12/21/2012 5:00 PM 12/24/2012 7:00AM 63 0 Weekend alerts not processed 1808945 1811310 
Alert processed after gap 12/24/2012 8:00AM 302 265 
Alert Gap 12/28/2012 6:00 PM 12/31/2012 7:00AM 62 0 Weekend alerts not processed 1818268 1820818 
Alert processed after gap 12/31/2012 8:00AM 371 331 
Alert Gap 1/4/2013 6:00 PM 1/7/2013 7:00AM 62 0 Weekend alerts not processed 1829782 1832526 
Alert processed after gap 1/7/2013 8:00AM 425 384 
Alert Gap 1/11/2013 6:00 PM 1/14/2013 7:00AM 62 0 Weekend alerts not processed 1843130 1846162 
Alert processed after gap 1/14/2013 8:00AM 343 319 
Alert Gap 1/18/2013 6:00 PM 1/21/2013 7:00AM 62 0 Weekend alerts not processed 1857584 1860410 
Alert processed after gap 1/21/2013 8:00AM 374 334 
Alert Gap 1/25/2013 5:00 PM 1/28/2013 7:00AM 63 0 Weekend alerts not processed 1870871 1874266 
Alert processed after gap 1/28/2013 8:00.AM 88 86 
Alert Gap 2/1/2013 6:00 PM 2/4/2013 7:00AM 62 0 Weekend alerts not processed 1885519 1888621 
Alert processed after gap 2/4/2013 8:00AM 439 411 
Alert Gap 2/8/2013 6:00 PM 2/11/2013 7:00AM 62 0 Weekend alerts not processed 1901233 1904828 
Alert processed after gap 2/11/2013 8:00.AM 522 473 
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Alert Gap 2/15/2013 6:00PM 2/18/2013 7:00AM 62 0 Weekend alerts not processed (incl 1916500 1920187 
Alert processed after gap 2/18/2013 8:00AM 512 475 
Alert Gap 2/22/2013 6:00PM 2/25/2013 7:00AM 62 0 Weekend alerts not processed 1932006 1935772 
Alert processed after gap 2/25/2013 8:00AM 355 299 
Alert Gap 3/1/2013 6:00PM 3/4/2013 7:00AM 62 0 Weekend alerts not processed 1949299 1954295 
Alert processed after gap 3/4/2013 8:00AM 167 157 
Alert Gap 3/8/2013 6:00PM 3/11/2013 7:00AM 62 0 Weekend alerts not processed 1969175 1973350 
Alert processed after gap 3/11/2013 8:00AM 166 149 
Alert Gap 3/15/2013 6:00PM 3/18/2013 6:00AM 61 0 Weekend alerts not processed 1986366 1990428 
Alert processed after gap 3/18/2013 7:45AM 85 80 
Alert Gap 3/22/2013 6:00PM 3/25/2013 7:00AM 62 0 Weekend alerts not processed 2003197 2006815 
Alert processed after gap 3/25/2013 8:00AM 480 455 
Alert Gap 3/29/2013 6:00 PM 4/1/2013 7:00AM 62 0 Weekend alerts not processed 2019029 2022357 
Alert processed after gap 4/1/2013 8:00AM 377 356 
Alert Gap 4/5/2013 6:00PM 4/8/2013 7:00AM 62 0 Weekend alert not processed 2034354 2037405 
Alert processed after gap 4/8/2013 8:00AM 467 450 
Alert Gap 4/12/2013 6:00PM 4/15/2013 7:00AM 62 0 Weekend alerts not processed 2051285 2055931 
Alert processed after gap 4/15/2013 8:00AM 226 216 
Alert Gap 4/19/2013 6:00PM 4/22/2013 7:00AM 62 0 Weekend alerts not processed 2068659 2072342 
Alert processed after gap 4/22/2013 8:00AM 96 94 
Alert Gap 4/26/2013 5:00PM 4/29/2013 7:00AM 63 0 Weekend alerts not processed 2084302 2088039 
Alert processed after gap 4/29/2013 8:00AM 427 410 
Alert Gap 5/3/2013 6:00PM 5/6/2013 7:00AM 62 0 Weekend alerts not processed 2100119 2103598 
Alert processed after gap 5/6/2013 8:00AM 365 338 
Alert Gap 5/10/2013 6:00PM 5/13/2013 7:00AM 62 0 Weekend alerts not processed 2115609 2118594 
Alert processed after gap 5/13/2013 8:00AM 423 403 
Alert Gap 5/17/2013 6:00PM 5/20/2013 7:00AM 62 0 Weekend alerts not processed 2129628 2133121 
Alert processed after gap 5/20/2013 8:00AM 326 292 
Alert Gap 5/24/2013 6:00PM 5/28/2013 7:00 AM 86 0 Weekend alerts not processed 2143911 2148433 
Alert processed after gap 5/28/2013 8:00AM 383 373 
Alert Gap 5/31/2013 6:00PM 6/3/2013 7:00AM 62 0 Weekend alerts not processed 2156924 2161250 
Alert processed after gap 6/3/2013 8:00AM 341 314 
Alert Gap 6/7/2013 6:00PM 6/10/2013 7:00.AM 62 0 Weekend alerts not processed 2172559 2175909 
Alert processed after gap 6/10/2013 8:00AM 252 216 
Alert Gap 6/14/2013 6:00PM 6/17/2013 7:00AM 62 0 Weekend alerts not processed 2186846 2189828 
Alert processed after gap 6/17/2013 8:30AM 22 22 
Alert Gap 6/21/2013 5:00PM 6/24/2013 7:00AM 63 0 Weekend alerts not processed 2201141 2204379 
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Alert processed. after gap 6/24/2013 8:00AM 340 328 
Alert Gap 6/27/2013 5:00 PM 7/1/2013 8:00AM 88 0 Weekend alerts not procssed (Incl 1 2212897 2219179 
Alert processed after gap 7/1/2013 9:30AM 31 29 
Alert Gap 7/5/2013 5:00PM 7/8/2013 6:00AM 63 0 Weekend alerts not processed 2228705 2231967 
Alert processed after gap 7/8/2013 8:00AM 285 269 
Alert Gap 7/19/2013 6:00PM 7/23/2013 7:00.AM 86 0 Weekend alerts not processed 2257416 2262983 
Alert processed after gap 7/23/2013 8:00AM 558 499 
Alert Gap 8/2/2013 7:00PM 8/5/2013 9:00AM 63 0 Weekend alerts not processed 2287211 2290802 
Alert processed after gap 8/5/2013 10:45 AM 308 306 
Alert Gap 11/1/2013 7:00 PM 11/4/2013 8:00AM 62 0 Weekend alerts not processed 2501493 2505851 
Alert processed after gap 11/4/2013 9:45AM 209 198 
Alert Gap 11/8/2013 7:00PM 11/12/2013 6:00AM 84 0 Weekend alerts not processed (Incl 2518875 2524572 
Alert processed after gap 11/13/2013 7:15 AM 74 74 
Alert Gap 11/24/2013 8:00AM 11/27/2013 8:00AM 73 0 0 PartialWeekend Oncludes Planned 2554739 2562169 
Alert processed after gap 11/27/2013 9:00AM 195 187 
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Number of Gaps in Alerts by Duration and Expectation 

Planned 
Unplanned 

or other 
Total 

5-9 hours 78 75 153 

10-59 hours 59 33 92 
60+ hours 4 38 42 
Any duration 155 1,103 1,258 
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Timespan of VRR Data 

Oldest Newest 
Created Time 6-Apr-12 7-May-15 
Date of Note 12-Apr-12 27-May-15 
Completed Time 18-May-12 18-May-15 
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Number of Tickets by Criticality and Request Status 

Request 
Status 

Critical High Medium Low 
Not 

stated 
Total 

Closed 210 245 331 685 253 1,724 
On Hold 0 2 0 0 2 4 
Open 10 48 40 23 92 213 
Total 220 295 371 708 347 1,941 
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Average Days from Vulnerability Discovery to Ticket Completed Date by Criticality and by 

Ticket Creation Date Calendar Quarter 

Criticality 
Discovery 
to ticket 
creation 

Discovery 
to first 
note 

Discovery 
to 

resolution 

Discovery 
to 

completion 

Ticket 
creation to 
first note 

Ticket 
creation to 
resolution 

Ticket 
creation to 
completion 

Critical 43 70 148 209. 27 107 166 
High 43 116 125 252 72 82 208 
Medium 28 67 l ll 184 39 88 159 
Low 24 94 122 206 68 101 182 
Not stated 25 75 I 15 189 49 97 168 
Total 30 86 122 206 55 96 177 

Ticket 
Creation 
Quarter 

Discovery 
to ticket 
creation 

Discovery 
to first 
note 

Discovery 
to 

resolution 

Discovery 
to 

completion 

Ticket 
creation to 
first note 

Ticket 
creation to 
resolution 

Ticket 
creation to 
completion 

2012 Q2 8 98 11 8 169 84 113 165 
2012 Q3 12 91 120 163 80 108 15 1 
2012 Q4 20 121 162 315 10 1 14 1 295 
2013 Q l 22 65 108 189 45 87 172 
2013 Q2 48 116 148 244 68 99 197 
2013 Q3 78 145 150 283 66 75 204 
2013 Q4 49 79. 148 234 32 95 187 
2014 Q l 16 40 92 171 30 78 156 
2014 Q2 33 41 131 189 18 92 185 
20 14 Q3 30 66 106 301 34 73 268 
2014 Q4 6 36 76 207 31 7 1 190 
2015 Q l 42 53 89 126 12 51 85 
2015 Q2 12 38 8 48 19 4 35 
Total 30 86 122 206 55 96 177 
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Tickets with Vulnerability Discovery to First Date of Note greater than 30 Days, 60 Days, and 90 

Days by Criticality and by Ticket Creation Date Calendar Quarter 

Criticality 

Discovery 
to first note 
greater than 

30 days 

D.iscovery 
to first note 
greater than 

60 days 

Discovery 
to first note 
greater than 

90 days 

lndeterminable1 
Total 

number of 
tickets 

Critical 147 69 47 28 220 
High 162 148 107 75 295 
Medium 190 119. 73 94 371 
Low 410 280 221 200 708 
Not stated 153 106 5 1 139 347 
Total 1,062 722 499 536 1,941 

Ticket 
Creation 
Quarter 

Discovery 
to first note 
greater than 

30 days 

Discovery 
to first note 
greater than 

60 days 

Discovery 
to first note 
greater than 

90 days 

Tndeterminable1 
Total 

number of 
tickets 

2012 Q2 85 60 38 132 242 
2012 Q3 74 73 47 66 213 
2012 Q4 126 116 91 45 178 
2013 Ql 11 0 41 24 44 170 
2013 Q2 169 127 98 16 185 
2013 Q3 142 142 125 12 156 
2013 Q4 177 57 50 29 206 
2014 Ql 45 41 13 64 292 
2014 Q2 21 10 l 25 53 
2014 Q3 23 14 5 4 32 
2014 Q4 10 3. 2. 12 30 
2015 Ql 70 36 5 74 160 
2015 Q2 10 2 0 13 24 
Total 1,062 722 499 536 1,941 

1 Indeterminable because no date was included in either the "Description" field or the "Date of 

Note" field. 
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Tickets with Vulnerability Discovery to Resolution Date greater than 30 Days, 60 Days, and 90 

Days by Criticality and by Ticket Creation Date Calendar Quarter 

Criticality 

Discovery 
to resolution 
date greater 
than 30 days 

D.iscovery 
to resolution 
date greater 
than 60 days 

Discovery 
to resolution 
date greater 
than 90 days 

lndeterminable1 
Total 

number of 
tickets 

Critical 133 132 80 85 220 
High 153 152 109 141 295 
Medium 250 247 112 121 371 
Low 5 16 448 288 192 708 
Not stated 176 159 74 167 347 
Total 1,228 1,138 663 706 1,941 

Ticket 
Creation 
Quarter 

Discovery 
to resolution 
date greater 
than 30 days. 

Discovery 
to resolution 
date greater 
than 60 days 

Discovery 
to resolution 
date greater 
than 90 days 

Tndeterminable1 
Total 

number of 
tickets 

2012 Q2 189 173 73 50 242 
2012 Q3 186 183 50 27 213 
2012 Q4 84 78 74 94 178 
2013 Ql 150 89 83 20 170 
2013Q2 119 119 119 66 185 
2013 Q3 94 91 90 62 156 
2013 Q4 97 97 53 109 206 
2014 Ql 243 243 77 49 292 
2014 Q2 32 32 32 21 53 
2014 Q3 l I I 30 32 
2014 Q4 3 2 2 27 30 
2015 Ql 30 30 9 129 160 
2015 Q2 0 0 0 22 24 
Total L,228 1,138 663 706 1,941 

1 Indeterminable because no date was included in either the "Description" field or the 

"Resolution" field. 
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Tickets with Critical or High Criticality 

Ticket Created Date Critical High 
September 1, 2012 through 
February 21, 2013 0 1 

March 13, 2013 through 
June 25, 2013 

0 1 
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