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I. INTRODUCTION 

LifeLock, Inc. (''LifeLock'') violated this Court's March 15, 20 I 0 Permanent 

Injunction Order 1 by failing to establish, implement, and thereafter maintain a 

comprehensive information security progrum. lnsteud, LifeLock's information security 

program fell below even minimum information security industry standards. LifeLock 

compounded this failure by misrepresenting the protection it provided for customers' 

highly sensitive personal infotmation. Addi tionally, LifeLock misrepresented its 

identity theft protection service claiming relentless 2417 monitoring and alerting when, 

in fact. there were multiple gaps in the promised services. 

Moreover, LifeLock did not implement even basic elements or a well-designed 

information security program, unilaterally downgrading the importance of parches; 

failing to apply critical and readily available system patches for months at a ci me; foiling 

to timely remediate, losing track of. and fai ling to remediate, high priority system 

vulnerabilities for months. and in some instances almost two years; failing to scan new 

production systems for security vulnerabilities before making them operational; and 

failing to perform required vulnerability scans on all its systems that contained 

members' credit card information. These fai lures led to a successful. 2014 

"ransomware'' attack that infiltrated LifeLock·s system and denied it access ro some of 

its own consumer files. 

1 Ex. I, D.E. #9, Stipulated Final Judgment and Order for Permanent Injunction and 
Other Equitable Relief as to Defendants Li.feLock and Davis ("Order"). 
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All the while, LifeLock misrepresented that it protected consumers' personal 

information at the highest levels like al fi nancial institutions, that it was meeting 

Payment Card Industry Data Security Standards (PCI DSS). and assuring consumers it 

would "Protect Your. Identity," guan.l your "social security number," and "No One" 

protected your identity heller. 

Additionally, in advertisements dramatically depicting the dangers of identity theft. 

LifeLock unmistakably and unequivocalJy trumpeted its identity theft protection service 

as 2417, every minute of every day. alerting customers "as soon as'' it detected a threat 

in its network. In rc<il ity. LifeLock did not have 24/7 alerting capabilities for credi t 

inquiry alerts, did not process bank account ale1ts on weekends for eight months. and 

delayed alerts. during planned maintenances on its alert system computers. 

These failures violate the Order LifeLock entered pursuant to the complaint the FTC 

filed in March 2010. That suit alleged that LifeLock's data system was vulnerable, 

LifeLock did not employ "reasonable and appropriate measures" protecting customers' 

personal information, and LifeLock misrepresented its identify theft protection 

services. 2 The parties concurrently filed an 01·der settling the case. which prohibiced 

LifcLock from: fail ing to protect consumers' personal information with a 

comprehensive information security program (Section II); misrepresenting its protection 

of consumers' personal information (Section l.B): misrepresenting the means. methods, 

procedures, effects. effect iveness. coverage, or scope of its identity protection services 

(Section I.A); and. fa il ing to create and retain all records necessary to document its 

2 Ex. 2. Cmpl. ~I'll. 17-20, 23-34, 35-37, D.E. #I. 

2 
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Order compl iance (Section Ylll.A.7).3 Because LifeLock's actions violated these core 

Order provisions cusromers. are lt!gally entitled to a refund for each month that LifeLock 

did not deliver on its promises. 

fl. LifeLock's Post-Order Business Activities 

A. LifeLock Claimed It Protected Consumers' Personal Information At 
or Above Industry Standards. 

LifeLock, through its post-Order advertisements, claimed it was meeting PCI 

DSS standards; 4 protected consumers' personal information at the highest level, 

equivalent to that of financial institutions; and that "No One" protected consumers from 

identity theft better. Indeed, "a fundamental component" of LifeLock's identity theft 

protection business is securing its customers' information and doing so at a ''greater 

level" than companies not in the identity theft protection business. 5 

Specifically, LifeLock flooded television airwaves with infomercials claiming its 

high level of protection for consumers' personal information.'' In two infomercials, 

3 Ex. I, Order, D.E. #9. 
"' The Payment Card Industry Data Security Council, founded by American Express, 
Discover Financial Services, JCB International, MasterCard, and Visa Inc., developed 
the. PCI DSS as the technical requjrcments of each of their data security compliance 
programs that merchants must satisfy. See 
https:/lwttw.pcisecuritystandards.org/organiwti011_infol. 
5 See Ex. 3. PC/ Report 0 11 Co111pliance.for l!feLock, ~l(b"'"")( .... 3)."""5("'"f),"""(b""")(4""") ____ Puly 2013, 
LIFELOCK-009702 1-229, 0097023. The FTC is providing the full Bates range cite for 
LifeLock documents cited herein. but the attached Exhibits may be excerpted and/or 
redacted versions. 
"Ex. 4, LifeLock Monte! Williams l11fomercials, 
LKOC I 024_LIFELOCK_MONTEL_ VI _2_25_ 13_ VANITY STOP.mp4 (Ref. 137); 
LKOC I 044_MONTEL_2.0_STOP _LOCI 044_ V ANITY.mov (Ref. 138); 
LKOC I 06 7 _MONTEL_2.5_STOP _2.5_STOP _ LKOC I 067 _I 229 13_small.mp4 (Ref. 
139); and LKOC I060_MONTEL_2.5_HOLl.DAY _ YANITY.mp4 (Ref. 140). LifeLock 

3 
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celebrity Monte[ Williams and LifeLock CEO Todd Davis stand in front of a thick glass 

wall looking into LifoLock's customer call center as Davis explains: 

fWle take security very seriously. In fact, we meet the high levels of security 
data handling, PCI level 1. These are the same kind of certifications that 
your financial institutions have. So we have to make sure that that data of 
those members does not get out. We can't even tape audio there in our 
Command Center. 7 

(Emphasis supplied.) The Muntel Williams infomercials with PCI Level I certification 

and financial institution level information security claims aired over 48,000 ti mes from 

20 I 0 through March 26, 201 5. 11 

LifeLock's website reinforced its al leged high level information security. 

assuring consumers it was ''safeguarding the Personal Information of I its] members.'''' 

It repeatedly claimed it met PCI DSS standards, IC) including consistently 

hyping its ''credentials" as "Level I comp! iant under the Payment Card Industry Darn 

Security Standard." 11 Moreover, the "Frequently Asked Questions" on its current 

produced advertisements and assigned reference numbers to the advertisements and for 
ease of identification the FTC is utilizing those reference numbers in this filing. 
7 Ex. 4, Ref. 137 at 16:03 and Ref. 138 at 17: 18: sel' also Ref. 139 at 17 :48 and Ref. 140 
at 17:49. 
x See Ex. 5, Letter from Andrew Berg, Greenberg Traurig, LLP to Susan Pope, Federal 
Trade Commission, (April 7, 2015) LIFELOCK-0134767-69, 0134767-68 and Annex 2 
UFELOCK-01355 15 and Ex. 73, Declaration of Yinayak Balasubramanian 
("Balasubramanian Deel.") (H 42. Exhibit J (July 17, 20 15). 
9 Ex. 6, Declaratjon of David Hendrickson, Investigator, Federal Trade Commission 
(Sept. 16, 20 14) with Exhibit A, LifeLock Websi te, Nov. 5, 2013, 
http://www.lifelock.com/ captured at [ 11 /5/2013 2:40:0 I PM] FfCOOOOOl -674, 0000025 
see also Ex. 7, Exhibit B to Hendrickson Declaration, LifeLock Website. August 18, 
20 14, http://www.l(f'elock. com captured [8/18/201 4 9:20:04 AM]. FfC-0000675-2008, 
00007 11 
10 Ex. 6, at FTC-0000029: Ex. 7. at FI'C-00007 15. 

4 
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website assures consumers it maintains "a high level of protection of member data" and 

is "compliant as a Level I merchant under the PCl-DSS.'' 1 ~ 

Finally. Life Lock fortified these. claims through its ubiquitous advertising. Its 

trademarked tagline wus, "Relentlessly Protecting Your Identity." u It repeatedly 

claimed "No One Protects You Better Than Li feLock." 14 anti th al it provided the "most 

comprehensive identity theft protection" available. 15 guard ing a consumer's "social 

security number" 16 and telling consumers it would "Protect Your ldentity." 17 

11 Ex. 6. at FTC-0000062: Ex. 7. al FrC-0000755. Under PCJ Level I. evaluation or 
PCI DSS compliance must be performed by a third party rather than an internal 
assessor. 
12 Ex. 8, Lif<d .. ,ock Freq11e111/y Asked Question, Hmr do I know my i11/omwticm is ,\'C'cure 
wi1h Life lock.? July 14. 2015. h11ps:///ij(,/ock.£·11.whelp.co111/app/a11swersll/e1ailla_ 
id/149. FTC-0002202; see Ex.73. Balasubrramanian Deel. 'II 41. 
13 Ex. 12. Trademark Reg. No. 4165 11 4. "Relendes11ly Protecting Your Identity," at 
FfC-0002086; see, e.g., Ex. 4, Ref. 137 at 10:46 and 28:26; Ref. 138 at J 2:00 and 
29:41 : Ref. 139 at I 0:42 and 28:35; Ref. 140 at I 0:42 and 28:35; Ex. 6, at FTC-
0000004, FTC-0000006, FTC-0000008, FTC-000001 4, FTC-00000 19, FTC-
0000071; Ex. 7. at FTC-0000675-76, FTC-0000745, FTC-0000917; Ex. 9, 
UFELOCK-0132739-43 (diret:t mail )(Ref. 144): LLFELOCK-0132855-60 (direct 
mail)(Rcf. 165); Ex. JO, LIFELOCK-0133006-11 (dirnct mail) (Ref. 194); LlFELOCK-
0133109-0133111 (dirnct mail) (Ref. 214); Ex. IL LLFELOCK-0133365-70 (direct 
mail)(Ref. 266); LIFELOCK-0133458-62 (direct mai l) (Ref. 286): and LIFELOCK-
0133607- 10 (direct mail) (Ref. 317). 
1 ~ See, e.g .. Ex. 13, LifeLock Short Form Television advertisemencs. 
ZTVT4783_LL_HOLI DAY _2012.mp4 at I :33 
(Ref. 106); ZTVT4783_LL_HOUDAY _2013.mov at I: 13 (Ref. 107); ZTVT4727 
bn_PLdoc I 20_ZTVT4727 uniqueURL_OnGuard 960x540.mp4 at I :20 (Ref. 122); 
ZTVT4946 PARALLEL LIVES OPT W-GIU DOCTOR 130806_H264.MP4. at I: 16 
(Ref. 123). 
15 SC'e, e.g .. Ex. 4. Ref. 137 at 19:30. and 28:05; Ref. 138 at 11 :55; Ref. 139 at 10:38; 
Ex. 13. LKOC IOO I H FFultl20vlO LKOCIOO IH vanjty.mp4. at :30 (Ref. 112); 
ZTVT4944_PL_Orig_opt_w_Giuliani_ l20_ ZTVT4944_ Vanity.mp4. at :26 and :49 
(Ref. 116); Ref. 122 al :44; LKOC1034H PLsoc60 LKOCI034H vanity. mp4 at :33 
(Ref. 128); Ex. 6, at FTC-0000048, FTC-0000069, and FTC-0000073-74; Ex. 7. at 

5 
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In fact, LifeLock had numerous significant deficiencies in its information 

security program, making a mockery of sud claims. Internal emails and documents, 

third party reports, and Dr. Eric Cole's expert report establish not only th~1t LifeLock 

failed to establish, implement, and thereafter maintain a comprehensive information 

security program at the high level it claimed, but, shockingly, that it fai led lo meet even 

the minimum industl'y standards for a business of its kind and size. 

8. LifeLock's Information Security Suffered Critical Weaknesses. 

To provide its identity theft protection service, LifeLock obtained its members' 

• • I • & • l(b)(3}:6(1).(b)(4) sens1t1ve persona 1mormatmn .... __________________ ___. 

'~(b-)(3-)-6(-0,(-b)-(4_) ______________________ __,1'8 The 

Order requires LifeLock to protect this sensitive information with a comprehensive 

information security program. Such a comprehensive information security program 

requires proactive assessments, issue tracking, and timely addressing any identified 

deficiencies and vu lnerahilities. 19 LifeLock's system did not even come c lose. 

I. LifeLock Did Not Implement and Maintain an Information 
Sc<.·urity Program Meeting Minimum Information Security 
Industry Standards. 

Multiple internal assessments flagged LifeLock's information security 

weaknesses. yet it did not take timely steps to fix them. For example, in February 2013. 

FTC-0000747, FfC-0000750, and FTC-0000754; see also Ref. 137 at 12:26; Ref. 
138 at 13:40, 20:43. and 29:2 1 
111 See, e.g., Ex. 13, Ref. 11 6 al :53; 
LKOC 1055H_LifeLock_PLmary60_LKOC 1055H_vanity.mp4 at :33 (Ref. 120); Ref. 
122 at 1: 13; Ref. 128 at :34. 
17 See, e.g .. Ex. 13. Ref. 116 at :53; Ref. 120 at :33; Ref. 122 at I: 13. 
18 Ex. 6, at .. TC-0000032. 
1~ Ex. 20. Expert Report of Dr. Eric B. Cole ("Cok Rpt.") 11[ 49. 
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almost three years after entry of the Order. LifeLock's Internal Auditor presented the 

Board of Director's Audi t Committee with a Risk Assessment identifying the 

company's high risk areas. The auditor described LifoLock's IT "Enterprise Security" 

risks as "Lack of overall securi ty strategy for compliance, access management issues, nu 

threat analysis. no configuration standards"20 and scored company-wide Enterprise 

Sec.:urity as LlfeLuck's highest ac.:tual risk, scoring a 3.0 because ''controls are nut 

consistently followed or are not in place."'.! 1 IT-Applications/Database risks scored a 

2.9 due to risks from "No change management. no patch management, poor data quality 

. . . ,,?? 
or mtegnty. access management issues. --

That internal report was appanmtly derived from an outside consultant's early 

201 3 risk assessment highlighting LifeLock's multiple high risk issues, including a high 

number of critical and exploitable vulnerabilities. as well as system changes made 

without adhering lo the change control management procedures.2> The consu ltant' s 

20 Ex. 14. Lifel ock, Inc. Risk Assessment 01'en •iew. UFELOCK-005 1793-002, "Sorted 
2013 RA" Worksheet; st~e also Ex. 68, Lifelock, Inc. /11 rernal Audit, 20/J lnremal 
Audit P!a11. (Feb. 21 . 20 13), Life Lock PowerPoinl Presentation. LlFELOCK-0051 795-
1-1 9, 0051 795-9. 
21 Ex. 14, LlFELOCK-0051793-002. The assessment scored risks on a I to 4 point 
scale. 3 representing ''Risk is high as controls arc not consistently followed or arc not in 
place." and 2 rt!presenting ''Risk is medium as existing controls are in place hut not 
formally documented or tested." Id. 
22 Id. 
~-' Ex. 69, Email from Gwen Ceylon to Tony Valentine, Subject 2012 RA Workbook -
Update 121920 12.xlsx (Dec. 20. 2012), ("Sorted RPN 20 12" worksheet). LIFELOCK-
0084027-28. 0084028-003. See also. Ex. I 5, 2013 Risk Assessment Report. u1st 
Update April 15. 20J 3. ("Sorted RPN 2012" worksheet), LIFELOCK-0075439, 
0075439-002. LifeLock identified LlFELOCK-0075439 as an internal information 
sccUiity risk assessment. Ex. 70, Letter from Andrew G. Berg, Greenhcrg Traurig. LLP 
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action plan warned LifeLock that "P&T Management and staff need to take 

vulnerability and patch management more seriously and ensure that VRR · s 

I Vulnerability Remediation Request tickets ! are submitted and worked to remediate 

vulnerabi lities'' as well as to "le lnforce the Change Control Munagement Procedure" lo 

ensure changes are tested before they are put into production. 24 
.... l(b_l<

3
_i _

5
(t-),(-bl-(

4
l ___ ___. 

(bl(3J:5 'd . ~ ~.. . I h' I . d .. I ' I" d ·11 . (f),(b)(4) an outs1 c reviewer, co1umneu t 1s ana ys1s an 1ucnt1 1e st1 more secunly 

issues (e.g., security standards not maintained or regularly updated, standards not 

meeting vendor recommended guidelines.)25 

Despite tht!se admonitions. Lifel..ock continued to fail to patch. update, scan. 

monitor, and properly configure its systems. This failure le<l to a success ful September 

201 4 "ransomware" attack. The hacker compromised LifeLock's system. encrypted 

certain of its files so LifeLock could not access them, and demanded a ransom payment 

for a decryption key. 26 That attack succeeded because LifeLock was using long-

to Gregory J. Madden, Federal Trade Commission. (October 22, 2014), LIFELOCK-
0134032-49, 0134046. 
~ .. Ex. 69, Ll FELOCK-0084028-002 (clarificatio111 supplied). See also. Ex . 15, 
LI FELOC K-007 54 39-002. 
1~ Ex. 16, PC/ DSS Gap Amtlysis Report for Lijd -<1ck.1(b)(J)B(f},(b)(4) l(May 21, 
2013) LIFELOCK-009589 1-959. 0095896 .. 
26 Ex. 18. Letter from Andrew G. Berg. Greenberg Traurig. LLP. to Gregory I . Madden, 
(Dec. 9. 20 14), LIFELOCK-0 134215-216. 01.'~42 1 6. The attack resul ted in LifeLock 
losing access to 254 consumers' remediation case files. Because LifeLock could not 
access the files. it is unable to specifically identify the personal information in those 
fil s Howcv ·r s 1ch files ·ontai co s rsml'll in for n icn th· t often includes 
b < ): < l.< <4 Ex. 17, Letter 
from Andrew G. Berg. Greenberg Traurig, LLP to Gregory J. Madden, Federal Trade 
Commission (Dec. 24. 20 14) LIFELOCK-0 134217-223, 0134217-2 19. 
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outdated Adobe Flash software, 27 Adobe Flash l 2.0.0.4 - three versions behind the then-

most rnnent available, Adobe Flash 15. 2~ lndeed, Adobe issued a Security Bulletin on 

April 28, 2014 urging users to update to at least Flash Player 13.0.0.206 because earlier 

versions had a ·'critical vulnerability'' suscepti ble to malicious code. Adobe rated the 

update a Priority I. recommending that "administrators install the update us soon as 

possible. (for example within 72 hours)."29 (Emphas is supplied. ) 

LifeLock did not heed this warning, failing to update this software for six 

months because its automated deployment system for Windows updates and patches 

was not working. ~0 l ifeL01,;k apparently did not even notice this deployment problem 

for fi ve months.31 Even then, it did not fix the Adobe vulnerability for almost another 

month, and then only after it became aware of the ransomware attack.' '.! 

Moreover, although the rnnsomware attack occum:d on September 2~ . 201 4. 

LifeLock did not detect it until November 4, 2014 due to additional failures.3:l 

Specifically, LifeLock's dai ly monitoring systems never ale11ed it to the attack because 

LifeLock's misconfigured daily vulnerability scan program did not detect the older 

27 Ex. 19. Letter from Andrew G. Berg. Greenberg Traurig, LLP. lo Gregory J. Madden. 
Federal Trade Commission (Jan. 2, 2015) LIFELOCK-01 34224-40, 013423 1 and Ex. 
18. at LIFELOCK-01 3421 6. 
28 Ex. 19. at LIFELOCK-0134229; Ex. 20. Cole Rpt. < 163-64. Se<' Ex. 71 . DLA 
Piper .. LLC · Di~iral Forensic lnvesri~arion Report. (b)(

3
) B(f),(b)(

4l (Nov. 26, 201 4) 
LIFELOCK-0135499-510. 0135509. 
21

' Ex. 21, Adobe Security Bulletins, FTC-0002088-93,0002092 
https://help.r.adr>be. c0111/.\'ec11ri ty/pmductsljlash-17/ayerlapsh 14-13. html. 
:io See Ex. 19, at LIFELOCK-013423 1. 
31 Id. 
32 Id. 
33 Id. 
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Adobe Flash software. 34 Indeed, LifeLock discovered the attack only after a LifeLock 

employee could not open a file and reported it to the service desk. JS 

Overall. Li feLock did not: ( I ) adequately patch and update its systems; (2) track 

identified security vulnerabili ties; (3) perform vulnerabili ty scans before making new 

systems operational; or (4) perform all PCI mandated scans. for merchants handling 

credit car<l holder' s financial information. Compounding these failures, LifeLock 

cannot document its Order compliance as required. 

As a result, LifeLock's information security program <lid not meet even 

minimum information security industry standards. leaving its systems vulnerable and its 

consumers· personal information exposed. 

(a) LifeLock Did Not Manage Security Vulnerabilities from 
Unpatched and Outdated Software. 

LifoLock's patching program had at least two fatal, systematic deficiencies from 

at least September 201 2 to July 2013. First, LifeLock was woefu lly deficiem in 

identifying. timely remc<liating, and documenting its patch management issues and 

resolutions. Second. prior to July 2013. U feLock improperly downgraded the urgency 

rating of vendor issued system patches. 

(1) LifcLock Failed to Implement An Effective and 
Timely Patch Management System. 

A patch is a vendor issued software fix for remediating an exposure or 

vulnerability in its software. When a vendor releases a patch, it puts both users and 

.1
4 Id. at Llf'ELOCK-01 34232 .. 

35 Id. at LIFELOCK-0134225. 
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attackers on notice of the vulnerahili1y.-'6 Thus. it is critical to apply lhe patch quickly.37 

PCl DSS requires that critical patches be applied no more than 30 days after the patch· s 

release to the public. ~ti Financial institutions apply critical patches within fifteen days. 39 

LifeLock was repeatedly warned that it had significant palching deficiencies, yet 

did not implemenl a patch management system address ing those issues for months. In 

September 2012. a third party review. describe<l Life Lock's patching failures. us a "high" 

severity vulnerability and identified web servers using outdated software with "multiple 

vulnerabil ities.''40 Three months later, Life Lock's information security consultant told 

its Director of Internal Audits these issues still had not been addressed.4 1 Two months 

after that, on March 6, 201 3, <1 new information security consultant told senior LifeLock 

managers that LifeLock's Windows and Linux systems patching was behind by "at 

least'' three months ... 2 An analysis of LifeLock's Microsofl and Linux patching activity 

:\ll Ex. 20, Cole Rpt. cl 95. 
37 Id. Vendors often provide instructions to patch in much less than 30 days. For 
example, the Adobe warning about the vulnerability resulting in the successful 
ransomware recommended application within 72 hours. Ex. 21, at FTC-0002092. 
3x Ex. 27, PCI DSS 2.0, Requirement 6.L FTC0002094-2168, 000213 1. Li fcLock's 
VRR policy. established on July I, 2013, confirms LifcLock's understanding of this PC! 
requirement. Ex. 26, Email from (b)(3>5<fl.(b)(4) to multiple recipients, Subject: VRR 
Process Changes (Ju I y I , 2013) L 3865. 
:w Ex. 20. Cole R t. 1 170. 
40 Ex. 28. (b)(3)5(t).(b)(4) Life lock Security. Reviei1· Se tcmber 21 201 2) 
LIFELOCK-2123-2181, 2137, 2141, 2147; Jee also Ex. 29, (b < Lifelock, 
/11£'., !1iforma1i011 Assurance Servi<'es Enterprise Security Asse.\'sme11t (November 13, 
2012). LIFELOCK-0053403-6 1, 0053423 . 
.ii Ex. 30, Email from Gwen Ceylon to Tony Valentine. Subject: Pen Tests Remediation 
Plan.xlsx (January 4, 201 3) LIFELOCK-0038509. 
-12 Ex. 31, Email froml<b)(3>:5(t),(b)(4) Ito Rich Stebbins,l(b)(3):B(f),(b)(4) I 
(b)(3):6(t),(b) Renee Ramirez, Subject; PLEASE READ FOR APPROVAL OR FURTHER 
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from Seplemher 2012 through March 2013 shows Li feLock fai led to apply crilical 

Microsoft patches wilhin the required 30 days 56.6% of the time,'n and applied less than 

48% of the Linux non-critical patches within 90 days. -1-1 

LifeLock · s patching records, however, tell only part of tht! story because they 

only cover patches LifeLock actually applied and not the universe it should have 

applied. For instance, during September 2012-March 2013, Microsoft released 17 

critical operating system patches. LifeLock had 17 Windows servers in ics PCI 

environment and lherefore, should have applied 289 patches ( 17 servers times 17 

patchcs).~5 LifeLock's patching information. however. shows that it only applied 139. 

less than half, of these crilical operat ing system patches by the end of March 20 I 3.'111 

(2) LifeLock Improperly Downgraded Vendor 
Patches as "Low" Priority Vulnerabilities. 

Further compounding these problerms Li fe Lock Information Security ("lnfoSec") 

staff unilaccrally downgraded system patches, such as Microsoft and Linux. tnat. 

software vendors rated "critical" or "importanl," to low priority without any 

documentedjuscification. 47 In January 2013. LifeLock's information security 

consultant warned LifeLock's Internal Auditor of th is practice, showing him a 

DISCUSSION: Vulnerability Remediation aml Patch Management- for PCI Readiness 
(March 6. 20 I 3) LJFELOCK-00 19638-39. 
43 Ex. 20. Cole Rpt. C( 102. 
44 Id. at 9[ 104. 
4~ Id. at <J[ 107. 
-16 ld. 
47 See Ex. 22, Email from Gwen Ceylon to Tony Valentine, Subject: The thinks that 
make me shake my head (Jan. 7, 20 13) LIFELOCK-0038588-89. Moreover, multiple 
vendor identified patches were included in single remediation tickets, masking the 
thousands of vu lnerabilities as hundreds. Id. 
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Vulnerahility Remediation Request (VRR) ticket with multiple critical and severe 

vulnerabilities that lnJoSec staff had submitted as a "low" priority in October 2012 . .ix In 

fact, of the 20. Microsoft patches identified on this VRR. Microsoft ranked 14 "Critical" 

and 6 "Important," but lnfoSec staff downgraded the overall VRR to a "low" priority.49 

LifeLock's PCI assessor discovered LifeLock's downgrading practice when 

conducting his. PCI DSS review, noting that an lnfoSec employee had ''unilaterally 

downgraded la] Critical patch."50 As a result, the PCJ Assessor required that LifeLock 

provide evidence lhat there was now a documented process in place for downgrading a 

''Critical'' vulnerahility and that if downgrades had occurred since the implementation 

of the documented process that Lil'eLock provide "evidence or the non-unilateral 

decision.''51 In response. in a July I , 2011 email to all remediation teams. LifeLock 

final ly announced it was changing the VRR process to eliminate the ability to 

unilaterally downgrade criticality ratings generated by the automated system scans, 

instead "using the criticality rating as dictated by the Nexpose service" and 011ly 

allowing a downgrade upon a formal request with a business justification. 52 

.ix Id.; see Ex. 23, VRR ticket 81561. LIFELOCK-0030131-32. 
~''Ex. 22. at LIFELOCK-0038588: see Ex. 23. at LIFELOCK-0030 131-32. Ex. 73, 
Balasubramanian Decl. 1 39. 
~u Ex. 24. Lifeloc:k. Inc., PC/ Augmented Audir Clteck List, June 7, 2013 LIFELOCK-
0039701-07, 0039705. See also Ex. 25, Life l ock. Inc., PC/ Audit Check Lisi , April 19, 
201 3, LIFELOCK-0009259-61 , 0009260 (noting ''Main database patches not appl ies 
f sic] for some. time. Many critical patches over 30 days .. Patch classification 
downgraded without documented justificanion.") 
51 Ex. 24, at LlFELOCK-0039705. 
52 Ex. 26, at LIFELOCK-0053865. 

13 

Page 22 of 57 

http:priority.49


(b) LifeLock's Vulnerability Remediation Management 
System Was Not Working. 

LifeLock compounded its patching failures by haphazardly tracking 

vulnerabilities. An effective vulnerability remediation management process timely and 

systematicalJy: identifies vulnerabilities. creates remediation tickets. addresses the 

vulnerabilities, veri fies their resolution. and doclllments the actions addressing the 

vulnerahilitics.5~ LifcLock's vulncrnbility rcmediution management system neither 

systematically. nor timely addressed idemified vulnerabilities. Therefore. many 

vulnerabilities remained unremediated for months at a time. and in a number of 

instances, were. closed without any resolution. These systemic deficiencies are 

demonstrated by both LifeLock's fail ure to address vulnerabilities identified during 

third party penetration tests and an analysis of its VRR tickets. 

(1) LifeLock Did Not Timely Address Known 
Penetration Test Vulnerabilities for Months, If at 
All. 

Li fcLock's process for addressing vulnerabilities bega11 with creation of a VRR 

ticket identifying a remediation need. Tel 1 i ngly. LifeLock failed to. remedy the vast 

majority of VRRs from two thi rd-party penetration Lcsls in September-November 2012 

for months, if at a11. ·~~ Indeed, LifcLock lost track of a number of these VRRs more 

than once. 

5
:1 Ex. 20. Cole Rpt. '1150-54. 
~ A penetration test is an attempt to compromise a computer system through ~1n 
authorized attack. The results are used to evaluate infrastructure security and identify 
security weaknesses. l(b)(3):B(f),(b)(4) I conducted penetration tests on 
LifeLock's systemS, during October-November 20 12. Ex. 29. at LIFELOCK-0053407. 
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Th I 20 2 (b)( >5(1), . d . L'f L k' . f e ate I (b)(4) penetration tests resulte 111 r e oc s Director o 

Information Security submitting multiple '•high" priority VRRs.55 Shockingly. 

Lifel ock resolved only one of these. high priority penetration test VRRs in less than two 

months56 and completely lost track of others. Moreover. Li feLock recognized this fuct 

only when its PCI assessor asked for the remediation documentation.57 

Spe<.:ifically, on July 16, 20 13, just days before LifoLock "obtained" its annual 

PCI DSS certification - and 8 to I 0 months after lhese vulnerabilities were identified -

55 Ex. 33. LifeLock Vulnerability Remediation Request emails. VRR 819 11. 
U FELOCK-0089185; VRR-81913, LIFELOCK-0089 109- 10; VRR 81915, 
LlFELOCK-008921 2-13; VRR 81916 LIFELOCK-00892 14-15;VRR 81926. 
LlFELOCK-0089223-24; VRR 81932, LlFELOCK-0089225-26; VRR 832 19, 
LlFELOCK-00891 19-20; VRR 83232. LIFELOCK-0089186-87. l~rii~\~ lalso conducted 
penetrat ion tests as part of its security review in September 2012 for which LifcLock's 
Director of Information Security also submitted "high" prioriry tickets. Ex. 34. VRR 
82259, LIFELOCK-0089258; VRR 8226 1. LIFELOCK-0089259-60;VRR 82263. 
LIFELOCK-0089261 -62; VRR 82267, LIFELOCK-0089263-64;VRR 82269, 
LIFELOCK-0089330-3 1 ;VRR-82271. LIFELOCK-0033794; VRR 82273. LI FELOCK-
0089265-66. For both li~~);~:6(f), land~ lhe priority assigned by LifeLock was 
sometimes higher and sometimes lower thun those assigned by the third party. 
56 Resolving one (b)(

3J 5
(f), and oncl~6i~~~ !high priority vulnerability in under 30 <lays. 

Ex. 35, Email from (b l : ( ),( to Jenner Holden, Subject: Request id:##S 1913## has 
been closed (Nov. 28. 2012) LIFELOCK-0089 107-08; Email from <~l(3>:5(t),(b) to Jenner 
Holden. Subject: Request id:##82273## has been closed (Dec. 7. 20 12) LIFELOCK-
0089336-37. 
57 E ".16 E · 1 f' (b)(3>:5(f),(b)(4> D 'd B . d A M . 01 M. h I x .. 1 • mm rom to av1 n geman. nne ane son. 1c ac 
Peters · ony Valen me. u ~ec : Pen Test and Remediation Internal Conversation 
from (~)<~>~ for PCI (July 16, 2013) LIFELOCK-0073557. To process credit card 
payments LifeLock needed sign off on its Report on Complia ce o its 
Anestation of Compliance (AOC). See Ex. 37. Email from (b)(

3
):
5
(t),(b (

4
) 

(b)(3l:5(t), Brian Kao. cc: Connie Suoo, Tony Valentine. (b)(3):6(t),(b)(4l 
(b)(3l 5(f).(b)(4) Subject: Urgent Request: PCI EvidenceL,:G.,...a-:th-e""""ri,.....n_g __ wmr:,..,...,....,.,.mi 

819 11 (July 16, 2013). LIFELOCK-0025 172-175. 0025172 ("our rev1ous PCI 
compliance certification is expired. and our lpaymentj Processor ~~'.i;~% is requesting 
our new RoC."). 
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LifeLock employees began looking for evidence chat ii had addressed them.511 An 

internal email to lnfuSel: department staff and Life Lock's internal auditor reveals: (I) 

Lifelock had no idea whether any work had been done on the VRRs; (2) Life Lock 

desperately hoped thut there hm.l been ··some plan;" and (3) LifeLo<.:k believed its PCI 

auditor would "dance around" LifeLock's failure and still provide the PCI RoC: 

Michael and Anne-Marie. if these items were not addressed somehow. (through. a 
remediation plan or something like this), then what will suffice for the [PCI] 
auditor 1oday is a plan to address the findings in the pen test. This will not hold 
up the RoC. Hoyt I the auditor] tells me that he will dance around it. 

HOPEFULLY, there was some plan, even if not completely remedialed. Dave? 
Do you know? 

(Bold emphasis supplied, capitals original. )'w 

In response, LifeLock frantically spent that day determining whelher anything 

had been done to address the penetration test VRRs. It discovered that. for many, 

nothing had heen. 1' 11 Indeed. six ''high" priority VRRs were backlogged and non-

prioritized.''1 Nonetheless, the next day, July 17. 2013. LifeLock incredibly presented 

evidence to the PCI assessor that all of these VRR tickets had been ··corrected and 

retested."62 

58 Ex. 36. LIFELOCK-0073557. 
w Id. 
(\(I Ex. 37, UFELOCK-0025172-75. 
1
'
1 Id. LIFELOCK-0025172-75 ("Please find the attached xis with all of !he security 

requests that 1 have on my backlog (initiated by Jenner).'' 
"
2 Ex. 3, at UFELOC K-0097204-05. Moreover, for all of the ~~lm:6(f), penetration tests, 

regardless of priority, LifeLock did not provide adequate documen a ion supporting 
they had been "corrected and retested." Ex. 20, Cole Rpt. 1ft~ 64-72. 
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In reali ty, LifeLock had not resolved these VRRs. In October 201 J, three 

months after LifeLock ''pas~eJ'' its PCI certification, an JnfoSec employee email 

confi rms. these six VRRs had not been addressed: 

These are vulnerabilities that were identified in assessments completed in 
September an<l November 2012 and should have been remediated months ago. 
Unfortunately, the tickets were clos,ed when they were moved to ~so we didn ' t 
know ... 

(Emphasis supplicc.l).<•J In November 2013. another lnfoScc employee reiterated that 

L·c L k h d d...1. d d'd k h t' I . I (b)(3l:5(f), d (b) 11e oc a not a w·esse , or 1 not now t e status o , mu tip e (b)(4) an (3):6(t 

VRRs. He idemifictl 22 penetration test VRR~ as "[llickets we don't know status on," 

"[t lickets that are waiting on us," or "l t]ickets waiting on other teams.''c..i 

Astoundingly, another ten months !mer, in September 201 4, some still remained 

unresolved. Specifically. LifeLock now admi ts four of these "high" priority VRRs<>5 

were "closed without documentation of evaluation" in August 2014.''6 The failure to 

''-' Ex. 38, Email from Anne Marie Olson to Michelle Grant,l<b)(3):6(f),(b)(4) I Subject: 
Securit Vulnerabilities (October 11, 2013) LLFELOCK-0081949-56. Five were 
(b)(3>:5(f), vulnerabilities and one was an ~vulnerability. l~~\m5(I), !vulnerabilities were: 
EAD-61 Vulnerability Fix- Disable AutoComplete (VRR 819 11 ); EAD-63 
Vulnerabili ty Remediation-Cookie Settings (VRR 819 15): EAD-64 Vulnerability 
Remediation- HTTP Response Information Di sclosure(VRR 81916); EAD-112 
Vulnerability Remediation- No Clickjacking Protection (VRR 81932); EAD-60 ..,,..,..,.,~ 

Vulnerability Remediation - Hidden Directory Enumeration (VRR 81926). The~~{,~~~:~ 
vulnerability was EAD-95 Vulnerabilit Remediation- Reflected XSS (V RR 8 1 53). 
'"~ Ex. 39, Email from Austin Appel t (b)(3 6(1),(b <4 Subject: Outstanding Penetration 
Test issues (November 5, 20 13) LIFE -99. 
f•

5 The four vulnerabilities were ticket numbers VRR Nos. 81911 , 819 15, 81916, and 
81 932. See supra footnote 55. 
"" Ex. 40, Letter from Andrew G. Berg, Greenberg Traurig, LLP, to Gregory J. 
Madden, Federal Trade Commission(Sept. 19. 2014) LIFELOCK-0110772-81. 
0110774-76. LifeLock .. re-opened" three in September 2014 after the FTC requested 
documentation regarding their resolution. A fourth. identifying the need to disable auto 
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address penetration test vulnerabilities is a fundamental information security program 

d l" . (17 e 1c1cncy. 

For those high priority penetration lest vulnerabilities that LifeLock did not lose. 

LifeLock's response to the three highest rated /~~i~r5<1>· vulnerahi lities is te lling: 

Directory Traversal Arbitrary File Read, Local Administrator Password Reuse, and 

Default or Guessable Application Server Management Console Password. Ml Each 

received a /~;1~;:5<1>· CVSS score of 10,69 and each was exploited by i~;m5<f). in a 

successful attack against LifeLock's systems. 70 The combination or password and 

Directory Traversal vulnerabilities is particularly troublesome because an easily 

guessable pm;sword used to access one directory can lead to other directories containing 

complete functions on its web site forms, was "closed" in September 2014. Life Lock 
claims the disahlc auto complete ·'cannot be controlled with in the application settings. 
It is controlled by the user's browser." Id., LIFELOCK-0110774. As our expert 
explains, this is nonsensical and false. Ex. 20, Cole Rpt. <JI 70. 
"
7 Ex. 20, Cole Rep. '1185. 

6x Ex. 29, at UFELOCK-005342 1-23. 
<>'>Id. The Common Vulnerability Scoring System (CVSS) is the metric used by the 
National Vulnerabi lity Database (NVD) to rate the severity of a vulnerability and is part 
of the National fnsl itute for Standards and Technology (NIST). For each vulnerability, 
NVD assigns numeric CVSS scores and corresponding severity rankings or ·'High.'' 
"Medium," and "Low." Vulnerabilities are labeled "High" if a base score of 7.0-10.0, 
.. Medium" if a base score of 4.0-6.9, and "Low'' if a base score of 0.0-3.9. See 
h ttps://111 •d.11 ist.gm ·/c1 ·ss. ljin. 
70 Ex. 29. at LIFELOCK-005342 1-23. 0053430-40. 
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sensitive information. 71 A !though identified in m(3):
5
(f),(b) November 13, 20 12 report, 

Li fcLock took no aclion on any of these for over four. monthsv 72 

(b)(3)6 
Similarly. LifeLock took nearly seven months to respond to (f),(b)(4) identification 

of a high severi ty vu lnerability, No Effective Anti-Virus Scanning. 7J In its September 

2 1. 201 2 rcport. l\~l:.~" !explained this affected two sets of servers, the MetraNet 

Windows servers am.I the Microsoft SQL servers: 

either have no AV I anti-virus I installed or had the real cime scanner disabled. As 
shown below the host did noc have the /~l(3):5(f),(b) ervice installed or enabled. 

* ~ * * 
EXPLOIT SCENARIO: It was possible duri111g testing to take advantage of this 
vulnerability to nm hacking tools 011 the s~rvers. This allowed password hashes 
to be recovered. 

(Emphasis original. ) H 

The Metranet bill ing application servers containing cardholder information were 

outdated and could not run with anti-virus protec1ion. 75 However, LifeLock did not 

resolve this fundamental vulnerability until mid-April 2013, almost seven months after 

71 Ex. 29, at LIFELOCK-0053437 ("Although the directory traversal initially enabled 
system exploitation. the reuse of local administrator passwords ultimately enabled the 
compromise of the domain.") 
72 See Ex. 41 A, excerpt from vulnerabi lity remediation log reports, LIFELOCK-
01 38077-78 . The expe11 report details the significance of th is vulnerabi lity and 
LifeLock's deficient remediation management for these vulnerabilities. Ex. 20. Cole 
Rpt. 'TI<JI 73-84. 
7
-' Ex. 28. at LIFELOCK-2 148. 
7~ Id. Metranet servers are LifeLock's bill ing application servers and thu~ contain 
can.lholder information, including Pll. See Ex. 3. at LIFELOCK-0097025. 
75 Ex. 42. Sec11rity Exception Risk Accepfl/nce Form. RAF 00 I April 18, 2013) 
LIFELOCK-0095646. Ex. 43, Email from (b : C ,(b 

4 lo AnneMarie Olson, 
Subject: Re: RAFOOI Lack of Antivirus on. etn.111et erver(s) (April 17,. 20 13) 
LfFELOC K-0032489. 
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(bl<3l:5 · · 11 'd 'f' d . 76 T k . h L.f L k I (f),(b)(4) ngrna y 1 e1111 1e 11. o ma e matters worse, H appears t at 1 e oc ost 

track of <~'.(b)(~) warnings about the Metrunet vulnerabilities and only. address~d the 

problem after rediscovering it during the run up to their 2013 PCI certification. 77 

Similarly, it appears LifeLock took almost seven months to address the fact that the 

Microsoft SQL servers 78 had no anti -virus. 79 

(2) Statistical Analysis of LifeLock's VRR Logs and 
LifeLock's Own Docume.nt" Amply Demonstrate 
the Systemic Failures of Its Vulnerability 
Management Remediation System. 

LifeLock chronically fa iled to address YR Rs because it poorly managed its VRR 

system. Jn January. 2013, LiJeLock's. information security consultanr repo11ed:. 

The listed VRRs are past due for remediation of vulnerabilities ranked high. 
It will be important to demonstrate to our PCI auditors that we have an effective 
vulnerability/patch management process in place to meet the PCI requirement of 
remediating vulnerabilities - critica~ (high) within I month. And timely for all 
other securi ty patches. 

* * * * 
VRR process needs to be improved to ensure timely deployment of critical 
patches to servers. 

7
h Id. Moreover, LifeLock never really fixed the problem, instead instituting mitigating 

controls as a short term solution and identifying replacement of the MetraNet product in 
20 14 as a long term solution. Even so, although the RAF indicates the servers will be 
replaced in 2014, the October 2014 LifcLock RoC still has the clui m of p lanncd 
re lacement in 2014. Ex. 45. Excerpts from PC/ Report oft Compliancefor Lifel ock, 
( : < ,(b <4 October 2014, LIFELOCK-0 135732, 0135958-59. 

Id. Although identified by ~seven months earlier, the RAF explained: "During 
the PCJ readiness, it was discovered that anti-virus is not installed or running on the 
Metranet servers'' without reference to the months old (b)( l 5 findin 

n See, Ex. 3, at LIFELOCK-0097078 (identifying patch application on April JO, 201 3). 
Notably LifeLock's VRR logs do not document this installation as part of its m·esponse to 
this vulnerability ticket. 

20 

Page 29 of 57 



(Emphasis supplied.)80 On January 17, 201 3, LifeLock's information security 

consultant shurc<l her analysis with LifcLock's Senior Director. and the Dirn<.:tor or 

Infrastructure, warning that the vulnerabilities were masked so that over 4600 

vulnerabilities in the PCI environment (most ranked "critical") looked like 200; the 

VRRs wen: impropt:rly submi lled as " low'' priority; and the PCl auditor would have a 

problem with this because PCL DSS now required resolving critical vulnerabilities 

within a month: 

Currently there are about 200 VRRs in (b)(
3

)
6

(fl,(b)(
4
) 136 arc past due. Now 

some might s<1y 200 VRRs - 200 vulncra 1 tt1es, t at s not so bad. But that's 
not the reality, Currently there are 4669 vulnerabilities on the systems in 
the PCI environment. Most of them ranked critical. 

* >(< * >(< 

Some of the VRRs the securi ty guys enter contain hundreds of vu lnerabili ties in 
them. Plus they set the priority of the ticket to low - making everyone believe 
even more it's not such a big deal. But the auditor is not going to like seeing this 
many cri tical vulnerabilities especially. since control 6.2 of the PCI DSS is now 
a re.quirement that you remediate critical vulnerabilities within a month. 

(Emphasis supplied.)i< 1 Thal same day the analysis was shared wi1h Li feLock 's Internal 

Auditor. x2 

The VRR logs confirm LifeLock was downgrading pa1ches. For two periods or 

over three months. from September I. 201 2 to February 21. 2013, and from March 13. 

iso Ex. 46, Email from Gwen Ceylon to Jim Shoemaker: Andrew Ureta, Subject: Here's 
all your Documents and Findings on Your Systems for You to Review/Update and 
Remediate, with attachment, Pre·PCJ 2013 Remediation Task List, LCFELOCK· 
0085232, LIFELOCK·008528 I. 
ll l Ex. 47. Email from Gwen Ceylon to l<b)(3):6(f),(b)(4) !Subject: PCI 
Environment Full Vulnerability CSV Report January Scan.xlsx. (January 17, 201 3), 
LIFELOCK·0085248·49. 
X2 Id. 
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201 3 to June 25. 201 3, LifeLock did not identify any critical YRRs and only 2 high 

VRRs. a~ On June 26-28, 2013, ))hortly after the PCI assessor idernified the need for 

evidence supporting downgraded tickets. LifeLock suddenly. created 83 critical and high 

VRRs - upparently regrading its vulnerabi li ties."" Requiring documentation of 

downgrade justifications apparently yielded 83 critical and high YR Rs. To address this 

problem. LifeLock' s information security l:onsulwnt circulated. an email announcing a 

new procedure that LifeLock would now have for downgrading: critical VRRs should 

be remediated in 30 days. high in 60, and medium and low in 90 days.R5 

An analysis of LifeLock's VRR logs from April 201 2 to May 20 15 show it 

systematically. failed to meet these standards. confirming there was no effective 

"vu lnerability/patch management process in place" to meet PCI DSS requirements. K6 

For no criticali ty category did LifeLock resolve discovered vulnerabilities in Less than 

111 days.x7 Even for the lowest rated vulnerabilities, Li feLock' s average time for VRR 

resolution was more than the 90 days LifeLock's policy established. KX For each 

x.i Cole Rpt. 1D 62. 
x~ Id.; Ex. 73, ~ 43; Ex. 41 B, VRR log excerpt. 
85 Ex. 26, LIFELOCK-0053865. Earlier drafts of this new policy had recommended 
addressing critical priority VRRs in 48 hours, high in ? w s · m in 4 weeks, and 
low in 8 weeks. Ex. 48, Email from Karen Overton l (b)(

3 
:
5

(f},(b (
4

) Subject: Updated 
SOPs (March 22, 201 3) LIFELOCK-0018299, 00183 1 1- 1 .. 
~6 Ex. 46, at LJFELOCK-0085281-01 2. 
x? This analysis understates the delays for patch related VRRs because there was also a 
delay between vendor release and LifeLock discovery. 
>il( Ex. 26. at LIFELOCK-0053865. 
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category, low, medium, high, Li feLock did not meet che PCI DSS requirement of 

installing critical patch VRRs withjn 30 days or vendor relt~ase.1«1 

LifeLock VRR Log Mean Days from Mean Days From Mean Days From 
Criticality90 LifeLock Discovery LifeLock Discovery LifeLock Discovery 

to VRR Tickec to Resolution co Documented 
Created Complete 

Critical 43 148 209 
High 43 125 252 
Medium 28 I l 1 184 
Low 24 122 206 

Li feLock's own data on the 220 VRRs that it self-rated as critical show it~ 

vulnerability remediation management process fai led.41 LifcLock exceeded the 

absolute outside 30 day timeframe for remediating critical vulnerabilities for 133 VRRs, 

or 60.50,,~. of its critical VRRs.'J2 Moreover. 80 VRRs, or over 36.4% of the critical 

VRRs, were not resolved for over 90 days. 9-' 

Moreover, LifeLock's internal documents show its vulnerability remediation 

management problems persisted well into 20 14. 9-1 In January 2014, Li Fe Lock was still 

searching for a VRR procedure lo prevent fu ture occurrences because "we already have 

111
' Ex.. 27. PCI DSS 2.0. Requirement 6.1, FTC-0002131. 

90 Ex. . 32, Declaration of Elizabeth A. Miles 1fi 24 ("Miles Deel.") 
11 1 As ex.plained above. LifeLock downgraded numerous critical VRRs to low, so the 
220 understates the number or LifeLock's critical VRRs. However, as the table shows, 
for VRRs categorized as low. LifeLock was well beyond resolving the vulnerabilirics in 
90 days. 
lp 
- Ex. 20. Cole Rpt. Cf 88. 

93 Id. 
94 /ti. at 1( 90. 
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the problem of a numher of vulnerabilities in the hacklog."95 As late as August I, 2014, 

Li feLock sliU had over 100 ''high" or "critical" VRRs that were more than 150 days 

old.96 

(c) LifeLock Did Not Perform Security Evaluations Before 
Making New Production Systems Operational. 

From November 2012 through at least February_ 2014,. Li l'eLock failed to 

implement a "change management" process to effectively scan new systems for security 

vulnerabilities. A change management process reviews information security system 

changes to ensure they are secure when they become operational. 97 A robust change 

. k . I 1'x I management process is a ey component to ensunng systems are constant y secure. n 

N be ?01 2 (b)(
3

):S(f), Id L"' L k. ' h Id . . h d r· . ovcm r _ . (b)(4) to 11e 0<; it • s ou review tls c angc an con 1gurat1on 

management procedures to ensure that system hardening is integrated into each step of 

the change management process."w At that time LifeLock's information security 

consultant told its Director of Information Security: "well defined change management 

plan not in place, people are not following the process." 1110 On March 19. 201 3 

LifeLock's information security consuhant explained to senior LifeLock Infrastructure 

'J
5 Ex. 49, Email from Austin Appel to Mike Wan, ~~~(J):S(f),(b) Brain Kao, Subject: 

Web-based vulnerabi l" · s · 3 -52. 0003~450. 
IJh Ex. 50. Email from (b ' b 

4
) Subject: FW: Requests Over 150 

Days Still Open, (Aug. I , 20 14) LlFELOC K-0 134378-385. 
ll

7 Ex. 20. Cole Rpt. 'I~! 124-25. 
IJX Id. 
1111 

Ex. 29. at LIFELOCK-0053409. 
icwi Ex. 51 , Emai l from Gwen Ceylon to Jenner Holden, Subject: RE: RA, (November 
15, 201 2) LIFELOCK-00881 87-88. 
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employees that major changes had not been scanned in the past, it needed to happen in 

the future, and there was no process in place ensuring such scans would happen: 

li~i/~~?4 land (bl<3l 5(t),(b) as part of security best practice (and as part of PCI 
compliance) lnfoSec will need to scan/review all major changes implemented in 
the environment. While this has not occurred consistently in the past, we are 
putting steps in place to ensure that the scans are part of the process. Since 
this is not fully documented and a process vetted (as to what works best in 
reality) I am asking for a ticket for" scan request at this time. Information 
Security is working with~Renec on what tht! best proct!ss will be, not j ust 
for your team but for all Infrastructure and Engineering teams when major 
changes occur. 101 

(Emphasis supplied. ) In May 201 3, liw~~Jround this issue remained unaddressed: 

LifeLock is not performing security scans before major system or code changes 
are released into the CDE lcardholder data environment] environment. 

. .. A system could potentially be active in the COE environment up to six 
weeks with security. vulnerahilities still in place . 

. . . LifeLock should incorporate into its change management process u step that 
requires a security scan upon implementation into the Stage environment and 
before implementation into Production environment. 1112 

On July 25, 2013. LifcLock's information security consultant again flagged this issue, 

emailing lnfoSec staff: "Change Management - one thing LL is really lacking is having 

significant changes scanned after they go into production.'"u.i Amazingly. LifeLock did 

not develop and approve u Change Management :standard until. February 2014, at least 

IOI E 2 E . . (b)(3):6(f),(b)(4) s . . s b' x. 5 , ~ mail from to colt Watson, David Bridgman, u ~ect : 

rnfoScc Scans (March 19, 201 3) UFELOCK-0026 183. 
102 Ex. 16, LIFELOC ),,-~~~,.,.__ ....... 
IOJ E 53 E ·1 ,. (b)(3):G(f),(b)(4) A M . 01 A . A I s b' x. , ma1 rom to nne ane. son, ustm ppe , u ~ect: 
Final Thoughts/Comments n o, u y 25, 20 I 3) LIFELOCK-0029627. 
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one and a half years after the problem was first identified by a /~\m:B(f), penetration 

lest. 11~ 

(d) LifeLock Did Not Perform All Required Scans Necessary 
to Protect Consumers' Information. 

LifeLock did not run all PCl-required vulnerability scans on its virtual local area 

networks (VLAN). VLANs are groups of workstations. servers and network devices 

that appear to be on the same local area network despite their geographical distances. Hi~ 

Each is susceptible to attack and must be systematically monitored. 10" PCI DSS 

requires evidence of quarterly scans for each in-scope PCI VLAN to protect cardholder 

data from attack. 107 On April 4. 2013, LifeLock began scanning some of its VLANs. 

over nine months coo late. LifcLock's information securi ty consullant announced to its 

Internal Auditor just days before LifeLock 's ?Cl DSS certification was due that it could 

not provide the quarterly scanning evidence because ·• ... not all PCI vlans were being 

scanned" and "this is going co be noticed by Hoyt because not all vlans. have a year's 

• l(b)(3):6(1),(b)(4) I l<IX worth of scans when they should have _______ ...... (Emphasis supplied.) 

The PCI DSS requires four quarterly internal scans in the most recent 12 month period 

104 Ex. 54, Email froml(b)(J):5(t),(b)(4) Ito AnneMaric Olson, Subject: RE: Change 
Management Standard, (February 11, 2014) LIFELOCK-0033420-23. 
1 0~ See http://www.tedwpedia.('()m/deftnitim1/480411'irtual-loa1/-area-11etwork-vlan. 
10

'' Ex. 20, Cole Rpt. 1B~! 50, 153. 
107 Ex. 27, PCI DSS 2.0. Rcquirem~nt 11.2. 1.a at FfC-0002153: see also .rnpra footnote 
4 (explaining PCI DSS~·=~~__,,, 
iox Ex. 55, Email from<) to Tony Valentine, Subject: RE: ROC - Updated 
list of Critical and Post- tems - Version 3. (July 15, 20 13) LIFELOCK-0010367-
74. 0010367. 
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least quarterly for the last 12 months." 109 However, LifeLock admits that, in fact, these 

VLANs had not been scanned before April 4, 2013. I IO LifeLuck thus left its customers ' 

credit card information vulnerable between July 20 12 and April 2013. 

(e) LifeLock Did Not Document it Compliance. 

Consistent documentation of activities is critical to an effective information 

security program. 111 Yet. LifcLock could not produce compulur logs documenting the 

I f. . I . '1(6)(3):6(1),(b) I . s . I 'd d E a erts sent rom Its a ertmg too c4l to us ecunty nc1 ent an vent 

Management (SIEM) monitoring tool. These tools monitor LifeLock's systems for 

intrusion or attacks . . These logs are the core component for monitoring and evaluating 

LifeLock's ability to detect i1musions or attacks us well as its rcsponse. 11 2 

Additional ly, Lifelock could not produce patch history logs for its computers for 

September 20 12 through March 2013. Instead, LifeLock had to create patch history 

logs by pull ing the information directly from the available servers. 1 u However. for 

over 550 "decommissioned" servers, LifeLock has no record of when, or if, they were 

ever patched. or when they were "decommissioned." 114 Without patch history logs. 

Lifelock does not have sufficient information to evaluate its information security 

11~) Ex. 3, at LLFELOCK-0097 L 99-200. 
110 Ex. 40, al LIFELOCK-0110780. 
Il l Ex. 20. Cole Rpt. 1n<n 54,97 . 141 -4~ and 147. 
11' - Id. at <JI 147. 
113 See Ex. 56, Letter from William C. Macleod, Kelley Drye & WatTen, LLP, to Susan 
Pope, Federal Trade Commission (June 12, 2015) FTC-0002169-74, 0002 172. 
114 Id. at FfC-0002 173-74. Notably. the nine servers that were identified as having the 
most vulnerabilities in January 2013. were all subsequently decommissioned. LifeLock 
does not have a record of addressing those_ vulnerabilities. Ex. 47. LIFELOCK-
0085250; Ex. 57, LiJeLock "decommissioned server'' spreadsheet produced with Ex. 
56. LIFELOCK-01 3.8076.1-1 .1 Ex. TJ. B<:1lasubramunian Deel. 18 40. 
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program, to make necessary adjustments, or to document it is running a comprehensive 

infonnation security program .. 

2. LifeLock Needed More lnfoSec Staff. 

Li feLock's multiple fai lures were due in part lo the fact it had loo few people to 

meet its information secu1ity responsibilities. lnfoSec personnel raised this issue on 

multiple occasions. In September 201 2, LifeLock 's Director of Information Security 

emailed LifeLock's Chief Information Officer (ClO) explaining that Life Lock had 

insufficient security staff in place: 

As we have discussed, [have an immediate need for a Senior Security 
Analyst FTE. The position would focus on signi ficantly broadening and 
deepening our efforts to discover and reme<liate technical security vulnerabilities 
in our environment. Currently, we cover our production systems with rngular 
automated vulnerabili ty scans. This is probably about 20% of our systems .. . . 
Simply put, our current coverage for discovering system vulnerabilities 
before the bad guys is not adequate. For example. the large m~jority of issues 
found by the due diligence security audit were of areas that we have not yet 
inspected ourselves. 

(Emphasis supplied.) 115 At that time. the Information Security Director also. requested 

two additional fu ll-ti me employees. 116 In April/May 2013. lnfoSec employees 

identified monitoring activities as unattainable absent additional staffing. saying lnfoSec 

could not monitor recommended account creation. user activity, and inactive 

1
" Ex. 58, Email from Jenner Holden to Patrick Pendleton, Subject: Q4 Staffing 

(September 26, 20 13) LIFELOCK-0089026-27,. 0089026. 
116 Id. at LIFELOCK-0089027. 
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accoums. 117 In November 2013, LifeLockjs CISO commented "Ir's been a bumpy ride 

for mt:! without an AppSec pt:!rson." 118 

Despite these constant warnings, Li f eLock did nol commit additional resources 

until after a former employee threatened suit 11
'' and the FTC began asking questions -

15 months after the Information Security Director told LifeLock's CIO they were only 

covering "20%'' of their system and could not discover "system vulnerabilities before 

the bad guys." 120 LifeLock did not finally begin augmenting its lnfoSec staff, growing 

from 5 to 15 employees between December 2013 and December 2014 in an attempt Lo 

build a comprehens ive infonnation security program. 1 ~ 1 

C. LifeLock Advertised " Relentless" "2417" Protection. 

LifeLock sold its identity theft protection services nationwide by advertising a 

··proactive alen system'' notifying customers via email. voicemail. mobile app. and/or 

text when their personal information appeared in applications for credi t or services: 

''We ale11 you whenever we detect your personal information being used lO apply for 

117 Ex. 59, 20/J Risk Assessme111 Re1wr1, Loxt Updated April 15. 2013. LIFELOCK-
0043045-001to005. 0 ·ee "4/0 l/ 13amo" in Notes/References column. 
i ix Ex. 60. Emai l from (b)(J):

5
(f).(b)(

4
) to Brian Kao, Subject: Refer-a-Friend Release 

into Stage (November 13, 2013) LIFELOCK-0033750-52. 0033750. 
11

" Notably, Michael Peters, hired as LifeLock's CISO for a short period of time (29 
days in July 2013), is suing LifeLock and alleges, iflfer alia, that LifeLock had serious 
information security deficiencies and ''fal large part of this problem was staffing." Ex. 
61. Peter.'\ 11• life lock. inc. et al., I 4-cv-00576-ROS, Cmpl.11 16, 18-2 1, 31 D.E. #I 
(D. Ariz. March 2, 2014), FTC-0002175-90 . 
1211 Ex. 58, at LIFELOCK-0089026. 
121 See Ex. 62, FTC Mandated l1ulepnule111A.uessmcmt1~f Lifelock /11 (mnati<m 
Security Program, Third Reportin!? Period 911612012 - 911512014, (b)(3):5Ct),(b)(4) 

(September 23, 20 14) LIFELOCK-0133853-939, 0133860; Ex. 63, Letter from Andrew 
G. Berg, Greenberg Traurig, LLP to Gregory J. Madden, Federal Trade Commission 
(Mar. 11 , 2015), UFELOCK-0134680-8, 0 134682. 
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wireless services, retail credit. utilities, and mortgage loans within our extensive 

nelwork."122 (Emphasis supplied.) LifeLock repeatedly claimed it ''continuously 

monitorls l" for. threats and it notifies its customer. "[a ls soon as we. receive any 

indication that your personal information has been compromised." (Emphasis 

supplied.) 12
·
1 

The sine qua non of LifeLock's advertising was. that it would catch an<.J 

immediately alert its customers about threats to their identity. lndeed, in June 20 I 0, 

LifeLock trademarked the phrase "Relentlessly Protecting Your Identity" and used it 

through at least December 20 14. 114 Moreover. LifeLock emphasized the importance of 

immediate notification to protect against identity theft. 1 2~ For example, LifeLock's 

television adve11isennents dramatically depicted the dangers of identity theft, showing 

nefarious characters stealing consumers' identities and draining their bank accounts. Its 

advertisements claimed "2417" vigilance and consumer ulerts ··us soon us" a threat. 

attack, or suspicious activity was detected within LifeLock's network, enabling 

customers to prevent identity theft. l2fl LifeLock coupled these claims with warnings 

m. Ex. 6, FTC-000004-05. 
123 Id. at FTC-000008-09. 
u-1 Ex. 12, FTC-0002086-87. 
12~ See Ex. 13. Ref. 11 2 at :54- 1:01 ; File: ZTVT4730h_vanity.mp4 al :52-1:06 (Ref. 
11 4); Ref. I 16 ut :30-48; 
ZTVT4991_PL_Original_OPT _ W _GIU_Michargcr_PL_l 20_ 1 I 08 I 3_AJ_Desktop.mp 
4, at :30-:48 (Ref. I n): Ref. 123 at :32-55. 
1211 See e.g .. Ex. I J. Ref. I 06 ut I :06- 1: 16, Ref. 1114 ut :52-1 :06, Ref. 11 6 at :36-:48. and 
Ref. 123 at :32-:55. 
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that other identity thefl protection services notified consumers too late. L!
7 For example. 

Li feLock told consumers in a late 20 12 Holiday advertisement 

You can't be on the lookout 24n. but LifeLock can .. They're. relentless about 
protecting your identity every minute of every day. 

When someone tries to take over your bank accounts, drain the equity in 
your home, or even tries to buy a car in your mime. LifeLock is on guard. 

Anti with LifeLock's 24n alerts they contact you by text, phone, or t mail as 
soon as they llcted suspicious activity in their network. 

(Emphasis supplied.) l lK In November 2013, LifeLock's website said: 

Our mission is to provide relentless protection for members. 
* * * * 

Lif eLock is more than just a credit monitoring service. We help protect your 
personal information using a combination of data surveillance techniques and 
outstanding member service. 24 hours a day, seven days a weeks, 365 days a 
year. 

* * * 
LifeLock's monitoring services relenllessly prolect your credil and personal 
information from identity theft and frm1d, 24 hours a day, seven days a week, 
365 days a year. 

(Emphasis supplied.) 129 

The "proactive alert" services no LifeLock touced included "Identity Alen-" that 

are "sent as soon as LifeLock detects. within ics network database. its members' Social 

Security number, name, address. or <late or birth in applications for credi t and 
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services.''u1 LifeLock's Ultimate membership included "Checking and Savings 

Account Application Alerts" 1 '
2 and "Bank Account Takeover Alerts." JJ.1 (Collectively 

"Bank Account Alerts.") The Ultimate service also included Credit Inquiry Activi ty 

Alerts ("Credit Inquiry Alerts'') when "inquiries are made" against a member' s credit 

t .. I L'-1 I e. 

Although LifeLm;k painted <lire consequences from notification delays and 

trumpeted its 2417 monitoring and notifications, it did not live up to its promjses. In 

reaUty, LifeLock never had a system for providing Credit Inquiry Alerts "as soon as" 

detected. did not provide Bank Account Alerts on w1:ekends, and delayed alerts during 

planned mainLenance activities. 

1. LifeLock Systematically Delayed Credit Inquiry Alerts. 

While continuing 10 tlood the market with its 2417 claims. at no point did 

LifeLock provide Credi t Inquiry Alerts "as soon as" its network detected a threat. 

attack, or suspicious activity. 135 In fact. delays built into LifeLock's system ensured 

that it could not fulfill its promise. 

111 Id. at LIFELOCK-2307. LifcLock advertisements noted that its alc1ts were limited 
to activities "withi n its network." Id. All of the ale11 deficiencies discussed herein were 
within LifeLock's network. 
IJl Id. LifeLock provides "when the member's personal information is identified in new 
bank account applications." 
133 Id .. LifcLock provides when there are "changes to identity data or attempts to add 
new account holders to existing checking and savings accounts at financial institutions 
within the LifeLock network." 
1.1.i Id. 
1 ·'~ Ex. 13, Ref. 11 2 at :49-:57. 114 at :54-1:0 1. 123 at :32-:55. 
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(b)(3) 6(f),(b)(4) 

(b)(3):t:i(T),(b)(4) 

Finally, LifeLock 

did nol then immediately transmit this alert, but in accordance with its own processing 

cycle, delayed up to another three hours. before akr1ing its members. n~ 

2. LifeLock Suppressed Bank Account Alerts on Weekends. 

In addition to these systematic delays, from early-November 2012 to early-July 

201 3, (eight months). LifeLock elecred not to process Bank Account Alerts on the vast 

majority of weekends, IJ'J telling its vendor lo "de lay the transmission of such alerts to 

Li feLock over these weekend ti me. periods." l4.o For 42 weekends from October 2012 IQ 

November 2011 LifeLock memhers could not receive a notification "as soon as" or 

I.I<• Ex. 65. 1n 7, Declaration of Steve Seoane, Chief Product Officer, LifeLock, Inc., 
(March 6, 2015) (''Scoanc. Deel.''}. The three credit bureaus are TransUnion. Equi fax, 
and Experian. 
m Id. It is unclear from Mr. Seoanc's Declaration how long ( I hour. 6 hours, 12 hours) 
it takes for csro to go through the file. 
"" Id. at~[ 8. Nol until November 201 3 did Life Lock begin processing these alerts as 
received from CSID. Id. 
139 Ex. 67, Letter from Andrew G. Berg. Greenberg Traurig, LLP. to Gregory J. 
Madden, Federal Trade Commission (July 2. 2014). LIFELOCK-0093533-44 and 
0093632-35 (Annex 18). 
1
"
0 

Id. at LLFELOCK-0093539. 
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"whenever'' LifeLock detected a threat in its network. 1"'
1 Moreover, a review of the 

weekend alerts information shows the "weekend" actually ran from Friday evening to 

Monday morning. 142 

3. LifeLock Did Not Send Alerts During "Planned Maintenance" 
Activities. 

Finally,_ LifeLock did not provide i1s promised ''2417" alerts during planned 

maintenance activities. In fact. LifcLock's own "gaps" analysis identified several 

periods when ic did nor send alerts. i.i.1 From October 2012 to March 2014, there were 

141 ·'planned maintenance" periods of at least five hours when LifeLock failed to send 

identity Alerts or Bank Account alerts. 1"'4 Among these. Li feLock did nm send identity 

Alerts for fi ve hours or more 46 limes. and Bank Account Alerts for five hours or more 

95 times. i.is This is particularly egregious becnuse LifeLock used the supposed 2417 

immediacy of its alerts to distinguish its services from its competitors. i.u, 

Ill. DISCUSSION 

A. Lif'eLock Violated the Order. 

This Court has the inherent authority to enforce its Order through civil 

contempt. 147 The FTC has the burden of showing by clear and convincing evidence that 

141 See id. ; Ex. 32, Miles Deel. 'H<ff 5, 10. 
142 Id., Ex. 67, Annex 18, LIFELOC K-0093632-35; Ex. 32, Miles Deel. ~[~ 5. 10. 
1 4 ~ Ex. 32, Data Deel. ~l<K 4- 12. 
1
•
14 Id. al Ex. C. 

1 4~ S .d E B ee 1 • at x. . 
146 Ex. 13, Ref. 122 at :49- 1: I I. 
1
•
17 Shillita11i v. United States, 384 U.S. 364, 370, 86 S. Ct. 153 1, 1535, 16 L. Ed. 2d 

622 ( 1966). 
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LifeLock knew of, and violated, a specific and definite order of the Court. 14x Because 

there is d ear and convincing evidence that LifeLock violated specific and definite 

provisions of the Order they negotiated and signed in four ways, LifeLock is in 

Joli) contempt. 

1. LifeLock Violated the Order's Information Security Provision. 

The Order requires LifeLock Lo "establish and implement, and thereafter 

maintain, a compreh·ensive information security program that is designed to protect the 

security, confidentiality, and integri ty of personal information collected from or about 

consumers.'' Section II. The Order requires that its information security program be 

appropriate in light of "the nature and scope of the entity's activities" and "the 

sensitivity of the I consumer's! personal information collected." Id. Additionally. the 

progrnm. its content, and implementation .. must be fully documented in writing." Id. 

Life Lock mui ntains consumers' most sensitive personal information. l~~l(3):5cn.Cb) I 

l(b)(3):6(f).(b)(4) I ..... ___________________________ ... Thus. it is 

not surprising that L.ifeLock's own documents state chat its protection of highly 

sensitive personal infonnation should be at. or above, that for businesses collecting 

personal information as a corollary to their main business. 150 Specifically. LifcLock's 

own ~ecurity assessment explains: 

LifeLock's product is the protection of a consumer's. identity. A fundamental 
component of the protection is that LifeLock itself not be the source of 
information that would enable che compromise of a member's identity. 

I-IN FTC 1•. Affordable Media, LLC, 179 F.3d 1228. 1239 (9th Cir. 1999). 
141

' See id 
150 Ex. 62. at LIPELOCK-0133868. 
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Therefore, lhe focus or Li feLock's operation is to protecl the member's 
sensilive Pit to a greater level that lsicJ would be done by other companies 
lhat have collected 1'\uch information as a byproduct of !heir business. 

(Emphasis supplied. ) 151 

In fact, LifeLock's program was woefull y deficient in basic securi ty functions -

security patch/software update managemcnl, responding to identified vulnerabilities. 

securely managing production systems changes. ~md conducting and managing all 

necessary scanning. and monitoring activities. 

Not surprisingly. these failures were glaringly apparent to LifeLock information 

security employees. In September 201 2. two and a half years l{f;er enlry of the. Order 

against LifeLock for having inadequate information security, LifcLock's Director of 

fnformation Security told its CIO that LifeLock was only covering 20% of its 

production systems with automated scans und ''our current coverage for discovering 

system vulnerabilities before the bad guys is not adequate." 152 (Emphasis :;upplied.) 

A September 2012 third party due diligence audit discovered issues that 

LifeLock was completely unaware of because the audit was of "areas we have not yet 

inspected ourselvcs."" 53 In January 201 3, LifeLock's informacion security consultant 

told its f ntcrnul Auditor 1hat penetration test findings from September 201 2 hnd not 

been addressed and_ " [pJen tests were in September- hello, its January of the following 

15 1 Id. 
152 Ex. 58, at LIFELOCK-0089026. 
15~ Id. As a result, the email requested three. additional full time employees for the 
upcoming year. Id. at U FELOCK-0089027. 
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year." 154 In February 2013, lhe Internal Auditor reporled to the Board of Directors 

Audit Committee that LifeLock's top ranked risk was IT Enterprise Security. m 

LifcLock's own risk assessmenl scored this risk as "high as controls arc nol consistently 

fo llowed or are not in place.'' 1.~<i Across all the areas assessed - Financial, Operational, 

Compliance, Strategic, Information Technology - Enterprise Security was the highest 

risk due to risks from "I l]ack of overall sccurily strategy for compliance, access. 

. h I . f' . d d ,, I ~7 IT management issues, no t reat ana ys1s, no con 1gurnt1on sran ar s. · 

Applications/Databases lied for 1he second highest risk. The Internal Auditor described 

1his risk as ''[n]o change management. no patch management, poor data quali ty or 

. . . ..1511 mtegnty, access. management issues. 

lmpommtly. LifeLock knew it was failing to provide critical security patches 

within the 30 days of their relea~e required by PCI DSS. Yet this failure persisted for 

months .. In September 2012. 1~~'.~~i:a jreporte<l to LifeLock that it was missing 94 

important/critical patches. 1 ~'1 In December 2012, a risk assessment sent to LifeLock's 

Internal Auditor states that "P & T staff and managemenl need to take vuloerabili1y and 

patch management more seriously and ensure that VRR's are submiued and worked to 

remediate vu lnerabilities to gel 1he numbers down to an acceptable level." 1611 Three 

months later, LifeLock's information security consultant told senior LifeLock managers 

154 Ex. 30, at LIFELOCK-0038509. 
155 Ex. 68, at LIFELOCK-005 1795-1 O. 
156 Ex. 14, at LIFELOCK-005 1793-002. 
ts1 Id. 
l .'iX Id. 
1 ~'' Ex. 28, atLlFELOCK-2147, 2174-76. 
160 Ex. 69. LIFELOCK-0084028-003. 
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that Windows and Linux system patching was behind by at least 3 months and was thus 

well outside the 30 day PCI DSS requirement for remediating high vulnerabilities and 

outside the 60 and 90 day requirements for medium and low vulnerabilities.161 

Predictably, in June 201 3, the PCI assessor noted that on the server he examined, a 

miss ing "Critical" patch had not been applied for months. and that no patches had been 

applied at all for many months. 162 The mason Li fcLock identi fie<l for. this critical 

failure was "resources" and priorities. r<iJ 

An analysis of LifeLock's patching information, such as it was, confim1s 

Lifel ock's patching did not meet PCl-mandated timeframes - i.e .. 56.6% of critical 

Microsoft patches were not applied within 30 days and 48% of non-critical patches were 

not applied wichin 90 days. l<H Obviously, this does not even approach the two week 

timeframe use<.! by financial institutions that hc>ld such sensi ti ve personal information. 

This. problem was compounded because LifeLock improperly downgraded risks. 

and untimely applied patches. Specifically. LifeLock uuilateralJ y downgraded vendor 

patch ratings without documentation, masking critical vulnerabil ities as low 

priorities. 1115 In April 2013. their PCI assessor discovered this practice and demanded it 

stop. 1611 However. LifeLock did not require documentation until July 2013. 167 

16 1 Ex. 31, at UFELOCK-0019638. 
I<,, FE 9 - Ex. 24, at LI LOCK-3 705. 
16.i Id. 

ll>-1 Ex. 20, Cole Rpt. 'ftrll I 02 and I04. 
165 Ex. 22. at LIFELOCK-0038588; see Ex. 73, Balasubramanian Deel. 1 39. 
1116 See Ex. 24, at LIFELOCK-0039705. See also Ex. 25, at LIFELOCK-0009260 
(noting "[ p jatch c lassi ti cation downgraded without documented j us ti ficali on.' ') 
167 Ex. 26. at LIFELOCK-0053865. 
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Implementing a process documenting downgrading apparently yielded 83 critical and 

high VRRs after months with only two. 1"x 

Similarly. an analysis of LifeLock's VRR logs establish it did not timely 

discover, remediate. or document identified vulnerabilities regardless or categorization 

as cri tical, high, medium, or low. For example, 60.5% of LifeLock's self-reported 

critical VRRs were. not resolved in 30 days and over 36.4% were not resolved for over 

90 days.169 Considering the sensitive personal infonnation LifeLock held, this is well 

beyond the 15 days that it should have taken LifeLock to resolve these vulnerabilities if 

. . h I I 4· 1·· . I . . . 110 It was operating at t e eve 01 a 111anc1a 1 nstltutlon. 

Importantly. but not surprisingly given LifoLock's vulnernbitity remediation 

management system, LifeLock did not even look at the vast majority of YRRs from the 

late-2012 penetration tests for months. 171 In fact. Life Lock ignored the highest severity 

vulnerabilities (missing anti-virus, directory traversal. guessable manuger passwords, 

d . I I d . . d f' . d' (bJ(3J 6(tl d (bJ(3J:6 an reusmg oca a m1 mstrator passwor s) rom its own au ttors, (b)(4)· · an (t),(b)(4) 

until March 2013. leaving LifeLock's system and consumers' information vulnerable. 172 

Moreover. LifeLock lost. found. and lost again multiple high priority penetration 

test vulnerabilities, and they remained unresolved for over u year. For example, 

LifeLock lost track of six of the vulnerabilities identified in late 2012 penetration tests 

lllK Ex. 73, Balasubramanian Deel. 'Il 43. 
16\1 Ex. 20. Cole Rpt. ~ 88. 
1711 Id. at 11[ 170. 
171 Id. at~[ 72. 
172 St•e di.'irnssion supra at pp. 18-20. 
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unti l July 2013. m then erroneously reported five FishNet vulnerabilities as "conected 

and retested" in the 2013 PCI report. J7.I Jn October 2013, Life Lock again identified five 

vulnerabilities remained unresolved into August 2014. In fact, in August 20 14, 

LifeLock confessed that four penetration test VR Rs were closed ·'without 

documentation of evaluation." 1711 As late as January 2014, LifeLock' s. process for 

managing VRRs was unclear. 177 In August 2014, LifeLock sti ll had 322 VRRs that had 

been open over 150 days, 138 or them ranked Critical or High. l7K 

A central element of an effect ive information security program is managing 

system changes so systems remain secure. But LifeLock failed to implement a change 

management system. 179 LifeLock 's third party penetration tester highlighted its failures 

in November 2012. 1110 hs infonnation securi[y consultant again highlighted the same 

fai lure in March 20 1 3. 1 ~ 1 LifcLock's PCI assessor did so yet again in May 20 13. 1
!1
2 An 

on-s.ite information security consultant highlighted the problem once again in July 

173 Ex. 37, at LIFELOCK-0025172, 0025172 .. 
17

" Ex. 3, at 0097204-05 ; Ex. 20, Cole Rpt. <![11 64-72. 
m St1e Ex. 38, at LIFELOCK-008194950. 008 1954. 
176 Ex. 40. at LJFELOCK-0110774-75. As of the September 19, 2014 response. three of 
these were "reopened" and awaiting resolution. Id. 
177 Ex. 49. LIFELOCK-0033450-452. 
m Ex. 50, LIFELOCK-0 134378-85. 
1711 Ex. 20. Cole Rpl . <Jl'll 128-34. 
INll Ex. 29, at LIFELOCK-0053409. 
181 Ex. 52, LI FELOCK-0026183. 
INl Ex.16, at LIFELOCK-0095896. 
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20 I J. 183 Despite these warnings, Life Lock fai led to develop and approve a new Change 

Management Standard until February 2014. 184 

Finally. LifeLock failed to run PCI-required vulnerability scans on all of its 

. l k . h ' . PCl . IX~ E . h v111ua networ · w1L m its environment · nsunng t at systems are secure 

requires scanning all of the servers in the PCI environment. IR<> This is panicularly 

important because vulnerabilities on one server can lead to access Lo other servers. 1117 

Although PCI DSS requires quarterly scans, Life Lock first scanned two of its VLANs 

after three quarters had already passed. Trnus, unbelievably, LifeLock had opt!rated in 

the PC! environment for nine months without any scanning. tRR 

Using a number of these deficiencies a ransomware attacker successfully 

compromised LifeLock 's system (e.g .. outdated and unpatched software, flawed daily 

scanning). Simply put, for years. after entry or Lhe Order. LifeLock failed to .. establish, 

implement and thereafter mainrnin" anything remotely close to an appropriate 

information securi ty program pursuant to the Order. 

2. LifeLock Misrepresented Its Protection of Consumers' 
Personal Information. 

This Court's Order enjoins LifeLock from ''misrepresenting. in any manner, 

expressly or by implication. the manner or extent to which they muin1ain and protect the 

privacy, confidentiality, or security of any personal information collected from or about 

ix~ Ex. 53, LIFELOCK-0029627. 
i x.+ Ex. 54, LJFELOCK-0033420-23. 
t x~ Ex. 40, at LJFELOCK-0110780. 
186 Ex. 20, Cole Rpt. cfi'I[ 50 and 153. 
IX7 Id. 
ixx Ex. 40, LJFELOCK-0110780. 
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consumers." Section l.B.18
'> A central component of LifeLock's identity theft 

protection service is securing its custome-rs' highly sensitive personal information. 

In a ubiquitous commercial featuring Monte) Williams, LifeLock's CEO Todd 

Davis claimed "we meet the high levels of security data handling, PCI Level I ." 190 

Li feLock claimed tens of thousands of times in commerciuls and constant1y on its 

web~ite that it "mecls''. PCL standard~. LifeLock · s CEO. further. claimed LifeLm.:k 

secured consumers' sensitive information to the level of "your financial institution." 1'" 

LifeLock drove home their claims that it prntected consumers' sensitive information al 

that highest level by tell ing consumers it prntected consumers' information 

"relentlessly," "no one'' protected them belier. it would "Protect Your Identity," and it 

'd d h • h . 'd . h f . ,. I'>' prov1 e t e most · compre ens1ve 1 entity t e t protection. -

Yet LifeLock delivered nowhere near its promises while making these claims. 

First. contrary to its promises, because of the failures detailed above (patch 

management. vulnerabi lity management, change management. PCI scanning), 

LifeLock's protection did not continuously meet PCI requirements. To pass PCI DSS. 

LifeLock falsely claimed it "corrected and retested" penetration test vulnerabmlities. In 

fact. LifeLock's own records show some of these vulnerabi lities were not addressed for 

months after it "passed" its 2013 PCI certification. 193 This fact is further demonstrated 

by the May 201 3 PCl compliance gap analysis confirming that for 6 of the 12 PCI DSS 

IR9 Ex. I . 
l 'IU See supra footnote 4. 
I'l l fd. 
l 'P • • St>e supra, footnotes 13-17. 
I'" . Ex. 40, at LIFELOCK-110774-75; .~t>e s111Jl'a footnote 63. 
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requirements LifeLock was not fully PC! complianc. 194 Perhaps most damning, 

Li feLock failed to apply critical patches in the PCl-mandate<l timc period of 30 days. 11>!' 

A fa ilure noted by two of LifeLock's information security consultants on separate 

o<.:casions and confirmed by its own patching records. l<Jti Even if LifeLock had met PC! 

standards at one point. which it did not, it plainly did not meet them on an ongoing basis 

as CEO Davis and LifeLock's website dai mcd. 

LifeLock also fal sely claimed it protected consumers' information like financial 

institutions, and beuer thdn anyone else. In realily, LifeLock's information security 

program did not even meet minimum information security standards, so it certainly was 

not the information security expected of financial insti tutions nor did it protect 

' . f . b h I 197 consumers 111 ormatlon etter t an anyone e se. 

3. LifeLock Also Misrepresented Its Identify Theft Protection 
Services. 

Tbe Order prohibits LifeLock from misrepresenting in any manner. expressly or 

by implication ''the means, methods, procedures. effects. effectiveness. coverage. or 

scope of such product. service. or program." Section l.A.5. LifeLock represented that it 

··relentlessly" protected members· identity by continually monitoring its network on a 

2417 busis to protect its members "every minute of every day." 198 Jts adve11isements 

claimed consumers would get alens "as soon as" or ''whenever" a threat, attack, or 

1
''

4 Ex. 16, at LIFELOCK.-0095895. 
l !>

5 Ex. 20, Cole Rpl. 'Ilcll I 05-08. 
iw, Ex. 47, al LJFELOCK-0085248; Ex. 3 I , at LIFELOCK-0019638; Ex. 20, Cole Rpt. 

<Jl'Il 105-08. 
i•n Ex. 20, Cole Rpt.~[<ll 169-70. 
l '>K See supra footnotes I 22-29. 
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suspicious activity was detected within LifeLock's network. 199 LifeLock coupled these 

I . . h . h I ' . 'I" d I ion Tl c auns wit warnmg.s t at ol 1ers services not1 1e consumers too ate. - iese 

misrepresentations violated Section l.A.5 for three reasons. 

First, LifeLock did not provide members Credit Inquiry Ale1ts "as soon as" or 

"whenever'' activity was detected in its network, but rather suspicious activity detected 

in LifeLock's network could have been delayed for almost 24 hour~(b)(3):G(t),(b)(4) 

i~'.i~)(~) and then delayed again .... r _><3_>_5<f)_.(_b)_<4_) ____ !before it got to LifeLock. 201 Prior 

to November 2013, LifeLock then delayed up to 3 additional hours before notifying 

nistomers.202 To this day, Credit Inquiry Alerts are no l provided as soon as a member's 

information is <.letected in LifeLock's network ..... r_H3
-):-

5(-t),_(b)-(4_) _______ __, 

l(b)(3) 6(1),(5)(4) 

Second. every weekend from November 2-3. 2012 to July 6-7. 2013, (42 

weekends) Life Lock delayed processing Bank Account Alerts, ... r _>13_)_611_>.1_5)_<4_> ____ _, 

.... r _l(3- ):_
5<_1l·<_b>-(4_> ______________ pver. these weekend time periods." 20

" 

All the while, LifeLock's advertisements did not tell its premium-paying Ultimate 

customers that the service did not include weekends. 

1
"'

1 See e.f: . ., Ex. 13, Ref. I 06 at I :06-1: 16, 11 4 at :52- 1 :06, 116 at :36-:48. and 123 at 
:32-:55; Ex. 6, at FfC-000004-05. 
,CMI • - Ex. l3, see e.g .. Ex. 13, Ret. 122 at :49-1 : I I. 
, 01 
- See Ex. 65, Seoane Deel. 'H111 7-8. 
201 During Apri l-November 20 I J there was up to a 3-hour gap from receipt 10 

processing. Prior lo March 2013, LifeLock did identify when it processed these alerts 
after receipt. Ex. 64. al LI FELOCK-23 15- 16. 
20

·
1 Ex. 67, at LIFELOCK-0093539. 
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Lastly, from at least 0 ctober 2012 through March 2014, LifeLock did not send 

alerts during planned system maintenances. On at least 141 occasions from October 

201 2 through March 2014. those outages lasted 5 hours or more. 21» LifeLock never 

disclosed this fact to its customers, all the while daiming consumers should purchase its 

service because unlike competitors LifeLock notified consumers as soon as it detected a 

threat in its network. 

4. LifeLock Violated the Order's Recordkeeping Requirements. 

Section Ylll of the Order requires LifeLock to create and retain all documents 

necessary to demonstrate full compliance with the Order. Section Ylll.A.7. Proper 

log storage and archiving. and the ability to review them and re-create events, arc 

necessary and critical parts of a comprehensive information security program. 20~ 

Without documentation, a company cannor know its own security status. :mfl LifeLock 

did not even come d ose to retaining all documents necessary to show Order 

compliance. For example. Li feLock did not retain and was unable to recreate the daily 

logs generated by ~~li1r6(t), its Security lnC'ident and Event Management tool. 

Significantly, LifeLock does not have records reflecting the patch histories for the over 

550 servers it has dl.!commissiont!d. ~07 LifcLock is also unable lo identify when those 

1<» Ex. 32, Miles Deel.. ~- 11. Ex . . C. 
w~ Ex. 20, Cole Rpt. <1[1H 54, 97. 14 1-43. and 147. 
206 Id. al~[ 14 1. 
207 See Ex. 56, at FTC-0002172-73. 
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servers were decommissioned. wx LifeLock's recordkeeping failures therefore violate 

the Order. 

B. Consumers Are Entitled to Redress 

Civil contempt sam:tions can either coerce the defendant into compliance or 

compensate victims for losses sustained by the contempt. 209 If consumers suffer losses, 

. . h . d ~ 111 C d . . ·1 compensauon 1s t e appropriate reme y.w ompensatory amages in c1v1 contempt 

are based on actual loss21 1 and injured consumers are entitled to full remedial relief.212 

Civil contempt damages need only be proven by a preponderance of the evidence. m 

In an FTC enforcement action (in either a contempt motion or in a new case214
), 

the fraud occurs at the time of the selling.2 1 ~ The Ninth Circuit found that inj11.1ry in an 

2011 Id. Life Lock became aware of the FTC' s investigation in December 2013 and on 
March 13. 2014. the FTC first requested information and notified LifcLock of its 
obligation to suspend document uestruction procedures and take other measures to 
prevent destruction of documents relevant to the investigation. Ex. 72. FTC Letter from 
Gregory Madden. Federal Trade Commission. to Andrew Berg. Greenberg Traurig. 
LLP, (March 13. 2014) FTC-0002196-2201 , FTC-0002200. 
icri United Swtes 1•. United Mine Workers, 330 U.S. 258, 303-04. 67 S. Ct. 677, 70 I. 91 
L. Ed. 884 ( 1947); Alieam ex rel. NLRB 1•. /111 'I /__,(mvlwre & Warelum.\·e Union, locals 
31 & 24, 721 F.3d I 122, 11 31 (9th Cir. 201 3 ): see also McGref{or 1•. Chierico. 206 FJd 
1378. 1385 n.5 (11th Cir. 200()) (FTC contempt action). 

2'° See FTC 11
• £Debit Pay. LLC. 695 F.3d 938, 945 (9th Cir. 2012); McGre!!,or, 206 F.3d 

1378, 1387-89 ( I Ith Cir. 2000). 
21 1 United Mine Workers. 330 U.S. al 303-04. 
211 McComb'" Jack.Hm1•ille Pa/)(! r Co., 336 U.S. 187, 193, 69 S. Ct. 497. 500, 93 L. Ed. 
599 (1949). 
213 See FTC 11• Kuykendall. 37 1 FJd 745, 767 ( I 0th Cir. 2004) (en [Jlmc): McGregor, 
206 F.3d at 1387. Ahearn, 72 1 F.3d at 1129 (noting every circuit to consider the issue 
has adopted the preponderance standard). 
w FTC 1•. Figl{ie Int ' /, 994 F.2d 595, 605-06 (9th C ir. 1993): FTC v. BlueHippo 
F1111di11!!.. LLC, 762 F.3d 238. 244-45 (2d Cir. 2014) 
m See Figgie /111 'I, 994 F.2d at 606; BfueHippo Funding. 762 F.Jd at 244 (in FfC 
contempt cases, "the injury occurs at the moment the seller makes those 
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FTC matter is not the diminution of value in the thing sold. but rather the fact that 

b d d . b d . I . . ,,11, consumers pure ase goo s or serv1ct!s ase on matena m1srepresentatmns. -

Therefore. once the FTC proves defendants have made a widespread, material 

misrepresentation, each consumer's reliam.:e on those misrepresentations is presumed 

and damages. therefore. are presumed to be defendants' gross revenues. 217 The burden 

then shifts to the defendants to prove with particularity that individual consumers did 

nor rely on defendants' misrepresentations.21
x Here, LifeLock's information security 

and alerting claims were widely disseminated through extensive television advertising 

and LifeLock's website. They were both express and related to a central charncteristic 

of LifeLock's service and are thus presumed material for both reasons.~ 1 '' As det<iiled 

above, these information security and alerting claims were misrepresentations. 

LifeLock members. therefore, are presumed to have relied on such widely 

disseminated misrepresentations and are entitled to full redress. ~20 LifeLuck did not 

deUver what it promised. and thus, customers did not gel what they paid for. LifeLock 

misrepresentations''); Kuykendall, 37 1 F.3d at 766 (citing FiRgie in rejecting argument 
that value of magazines consumers actually received should offset customer's. 
recovery). 
211

' Kuykendall. 37 1 F.3d at 766 (citing Figgie in rejecting the argument that the value of 
magazines consumers actually received should offset consumers ' recovery). 
217 BlueHippo Funding, 762 F.3d at 245 (quoting McGreROI', 206 F.3d at 1388). 
2 111 See Kuykendall, 371 F.3d at 766-67 ("I T]he defendants may put forth evidence 
showing offset hecause certain tons11mers ... were satisfied with their purchases.") 
(Emphasis supplied). 
2 11

' FTC v. Pa11tro11 I Corp.,33 F.3d I 088, I 095-96 (9th Ci r. J 994); In the Matter of 
Tlw111p.wm Medirnl Co .. I 04 F.T.C. 648, l 984 FfC LEXIS. 6, at *375 (November 23, 
1984) a.ff'd TJ10111p.mn Medico/ Co., Inc. v. FTC. 791 F.2d 189 (D.C. Cir. 1986). 
2211 Figgie Int '/, 994 F.2d at 605-06 (''A presumption of actual reliance arises once the 
IFTCI has proved that the defendant made material misrepresentations, that they were 
widely disseminated. and that consumers purchased the defendant' s product."). 
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is thus liable for the hundre.ds of millions of dollars consumers spent in monthly 

payments for those undelivered services. unless i'l can rebut that presumption by proving 

that particular customers did not rely on its fal se claims.221 

IV. CONCLUSION 

For the foregoing reasons, the Court should grant the FTC's request for a 

Contempt Order against LifeLock. 

Dated: July 21 , 20 15 

Respectfully submitted, 

s/ Gregory J. Madden 
GREGORY J. MADDEN 
SUSAN H. POPE 
HONG PARK 
Fede ml Trade Commission 
Division of Enforcement 
Mailcode: CC-9528 
600 Pennsylvania Ave .. NW 
Washington. DC. 20580 
(202) 326-2426, gma<lden@ftc.gov 
(202) 326-3302, spope@ftc.gov 
(202) 326-2 158, hpark@ftc .gov 
(202) 326-3 197 (facsimile) 

Allorneys l'or Plaintiff 
Federal Trade Commission 

22 1 Kuykendall, 37 1 F.3d at 766-67: see also FTC \I. Bronson Partners, LLC. 654 F.3d 
359, 369 (2d Cir. 20 11 ); Blue Hippo Fu11di11g, LLC, 762 F.3d at 244 and 245 (quoting 
McGregor. 206 F.3d at 1388). 
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LlFELOCK-0134403 Email from to Tim Oliver (Oct. 6, 2014) 
LIFELOCK-0134404 Email from Tim Oliver to (b}(3):6(f),(b)(4) (Oct. 17, 2014) 
LIFELOCK-01 34407- Email from Tim Oliver to (Sep. 11 , 2014) 
08 
LIFELOCK-01 34409 Email from Tim Oliver to l(b)(3J:G(f),(OJ<4> kSep. 26, 201 4) 
LIFELOCK-0134435- Open Vulnerability Remediation Requests - Windows,. 
441 generated by Austin Appel (Jul. 14, 2014) 
LIFELOCK-0134484- Email from Matt Kennedy,l<bl<31:5(f),(b)(4> pun. 
85 17, 2014) 
LIFELOCK-0134486- Email from Matt Kennedy, l(b)(3):G(t),(b)(4) IC Jun. 
87 19, 2014) 
LIFELOCK-01 34488- Email from Cyberheist News to l(b)(3):G(f),(b)(4l kOct. 28,. 
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492 2014) 
LIFELOCK-0134495 Email from 

(DJ(JJ:6(f),(b)(4) 
Ito Rich Stebbins (Sep. 26, 2014) 

LIFELOCK-0134496 Email from (b)(J):o(T),(o)\4) I Resolution Manager, 
LifeLock to DL-Nicole Directs, LifeLock 

LIFELOCK-0134534 Untitled Document 
LIFELOCK-0134680- Letter from Andrew Berg, Counsel to LifeLock,. Inc. ,. to 
88 Gregory Madden, Federal Trade. Commission (Mar. 11, 

2015) 
LIFELOCK-0135517- VRRs-. Jun .. 2012. to. Sev .. 2012. ARC Table. with Notes .. 
588 LifeLock, generated by 1<bl(3):acrJ.(b)(4) kMay 5, 2015) 
LIFELOCK-0 I 3567 I- VRRs-Apr. 2013 to Dec. 2014ARC Table with Notes .. 
78 1 LifeLock, generated by l<bl(3):o\rJ,(b)(4l l(May 5, 2015} 
LIFELOCK-0009498 ;. Documents Rel.ated to Risk Assessment Form 023. 
0034028-82; 0034099-
101; 0034108;. 
0034122-24; 0034164-
65; 0034252-53;. 
0034264-65. 
LIFELOCK-0075676;. Documents Related to Risk Assessment Form 001. 
0017100-02; 0020092-
93; 0078701-02; 
0078749;. 0032489;. 
0100936;. 0102384;. 
0096327; 0095646; 
0032208;0037396; 
0025145;. 0035976;. 
0010756;. 0027040;. 
0026961 ; 0036021; 
0037213 
LIFELOCK-0053520- Documents. Related to. Risk Assessment Form 002. 
21; 00 I 01589-590; 
OIOJ600-01 ~ 010183l-

32; 0079676-77; 
0099922~ 0102235-39; 

0101667-69; 0101681-
82~0101998~0101586-
88; 0101835-38; 
0102212-13; 0102240-
42 
LTFELOCK-0101829- Documents Related to Risk Assessment Form 003. 
30; 0100145-151; 
0100216-221; 
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0081780-86;0081764-
771; 0034212-13; 
0040892; 0105395-
401; 0042286; 
0107563-64;0034214-
15; 0032082-83; 
0079722-730; 
0078047-053; 
0034185; 0034311-12; 
0017268-273; 
0040888; 0105377-
384;0034163; 
0024049-054; 
0033580-81;0033894-
99;0042278;0107546-
51; 0052673-75; 
0053834-38;0102187-
88; 0082277-78; 
0078036-37;0078449-
450 
LIFELOCK-0009463- Documents Related to Risk Assessment Form 007 
64;0034070 
LIFELOCK-0009465- Documents Related to Risk Assessment Form 008 
66;0082724 
LIFELOCK-0009467- Documents Related to Risk Assessment Form 009 
68; 0034133-34; --
39814; 0103309; 
0074962-64;0075163-
65 
LIFELOCK-0034116- Documents Related to Risk Assessment Form 010 
18; 0034362-63; 
0034365-66;0101829-
30; 0100162-63; 
0100145-151; 
0100216-221; 
0081780-86;0081764-
71;0040892;0105395-
401; 0042286; 
0107563-64;0079722-
730; 0096117; 
0078047-53;0101640-
41;0040888;0105377-
84; 0034399-401; 
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0042278; 0107546-51 ; 
0053834-38;0102187-
88; 0082277-78; 
0034373-75; 0078036-
37; 0078449-50 
LIFELOCK-0009503- Documents Related to Risk Assessment Form 01 1 
04; 0034212-13; 
0040892; 0105395-
401 ; 0042286; 
0107563-64; 0034214-
15; 0079722-730; 
0 I0 1829-830; 
0 100162-63; 0 100145-
151 ; 0100216-221 ; 
0081780-86;0081764-
771 
LIFELOCK-0009500- Documents Related to Risk Assessment Form 012. 
01; 0034163; 0024049-
054 
LIFELOCK-0034203- Documents Related to Risk Assessment Form 013 
05; 0034350-52; 
0034167-69;0033580-
81; 0033894-99; 
0042278;. 0107546-551 
LIFELOCK-00341 87; Documents Related to Ri.sk Assessment Form OJ4 
0034171; 0034316-20; 
0034955-58; 0040983; 
0105615-25;0040979; 
0105505-15; 0034384-
89; 0034138-44; 
0042983; 0108678-89; 
0039805; 0105488-98; 
0039788; 0103278-89; 
0039783;0103251-62; 
0103233-44;0034969-
76; 0053834-38; 
0034960-66;0034196-
202; 0034390-98 
LIFELOCK-00094 7 6- Documents Related to Risk Assessment Form 015 
77; 0034176-77; 
0034321-22 
LIFELOCK-00094 7 8- Documents Related to Risk Assessment Form 016 
82; 0034094-95; 
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0034178-79;0034323-
24 
LIFELOCK-0009483- Documents Related to Risk Assessment Form 017 
84; 0034180-81; 
0034325-26 
LIFELOCK-0009485- Documents Related to Risk Assessment Form 0.18 
86; 0034190-91; 
0034191 ; 0034327-28; 
0078036-37 
LIFELOCK-0034219- Documents Related to Risk Assessment Form 019 
223; 0009487-88; 
00 13 7 J 6-1 7; 0021090-
91 
LIFELOCK-0010010 VRR 81560 
LIFELOCK-0030131- VRR 81561 
32 
LIFELOCK-0038581- VRR 81562 
82 
LIFELOCK-00385 84- VRR 81563 
85 
LIFELOCK-0022582- VRR 81564 
83 
LIFELOCK-0010952- VRR 81565 
53 
LIFELOCK-0013015- VRR 81572 
16 
LIFELOCK-0013275- VRR 81573 
76 
LIFELOCK-0022612- VRR81574 
13 
LIFELOCK-0024802- VRR 81575 
03 
LIFELOCK-0025121 - VRR 81577 
22 
LIFELOCK-0030123- VRR 81578 
24 
LIFELOCK-0020432- VRR 8 1579 
33 
LIFELOCK-0026864- VRR 81580 
65 
LIFELOCK-0029168- VRR 81581 
69 
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LIFELOCK-0023431 - VRR 81582 
32 
LIFELOCK-0021107- VRR 81583 
08 
LIFELOCK-0020173- VRR 81584 
74 
LIFELOCK-0022182- VRR 81585 
83 
LIFELOCK-0030405- VRR 81586 
06 
LIFELOCK-002594 7- VRR 81588 
48 
LIFELOCK-0026096- VRR 81589 
97 
LIFELOCK-0020012- VRR 84002 
13 
LIFELOCK-00 l 0814- VRR 85243 
23 
LIFELOCK-0018181- VRR 87147 
82 
LIFELOCK-0015968- VRR 87343 
69 
NIA Letter from Gregory Madden, Federal Trade Commission, to 

Andrew Berg, Counsel to LifeLock, Inc. (Dec. 12, 2014) 
NIA Letter from Andrew Berg, Counsel to LifeLock, Inc. to 

Gregory Madden, Federal Trade Commission (Dec. 24, 
2014) 

NIA FTC REPORT VS FINAL 20121116 
NIA E mail from Sharon Schiavetti, Counsel to LifeLock, Inc., to 

Gregory Madden, Federal Trade Commission (Jun. 5, 20 15) 
LIFELOCK-0136811 CR Tasks 05-13-15, generated byl(b)(3):6(f),(b)(4) l(May 26, 

2015) 
LIFELOCK-0134689- Miscellaneous LifeLock Procedures Documents Produced to. 
759 Federal Trade Commission 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF ARIZONA 

Federal Trade Commission, 

Plaintiff, 

V. 

LifeLock, Inc., et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED ATTACHMENT 1 
TO EXPERT REPORT OF DR. ERIC B. COLE 



Dr. Eric B. Cole 
43605 Edison Club Ct 
Ashburn, VA 20147 
Tel: (703)-675-2055 

Dr. Cole is an industry expert with breadth and depth experience 
across integrated cyber security. He focuses on creating, enhancing 
and growing technology based teams/organizations by bridging the 
gap between a business and technology mindset, with a focus on 
security and innovation . . 
Dr. Cole is an invited speaker, expert witness and member of many 
key organizations including member of the Commission on Cyber 
Security for the 44'11 President (25 industry experts), the Purdue 
University Executive.Advisory Board and a seniorfellow with SANS. 

Summary of Professional Experience: 

Secure Anchor Consulting Services: 2005-Present 
Continuously execute on high-end consulting services to Fortune 500, Fortune 50, financ ial 
institutions, international organjzations and the federal government. One of many assignments 
included a major system design and assessment for an international financial institution in Hong 
Kong. Continually stays abreast of cutting edge technology and technical components. (network 
security, network architecture, and incident response, NOC/SOC design) to provide solutions that 
meet the business goals of an organization. Acts as an expert witness for several government and 
commercial companies in a variety of Litigation (i.e. FTC vs. Microsoft and Nomadix. vs. Second 
Rule). Frequently invited keynote speaker at a va1iety of conferences and security events around 
the world. Writes for a variety of publications and ilas authored several books. 

McAfee: 2009-2010 
SVP, CTO of the. Americas. 
McAfee's visionary and evangelist responsible for strongly influencing the company' s technical 
diTection in alignment with our CEO, EYP, Product Operations and other key product executives 
and technologist across the. world. Played an integral role in the company's strategic direction, 
development, and future growth as the global leader in digital security solutions. Key leader in 
the execution of technology strategy for technology platforms, partnerships, and external 
relationships. Worked closely with the CEO, EVP of Product Operations and other key 
stakeholders to establish a product vision and road map to achieve McAfee's goals and business 
strategies. Works closely with identifying and capturing intellectual property and driving new 
innovation across the company. 

Lockheed Martin: 2005-2009 
IS&GS Chief Scientist 
LM Senior Fellow 
The Sytex Group, Inc. (TSGI) was acquired by Lockheed M a1tin with a key component be ing the 
intellectual property created under the CTO leadership. Lockheed Martin selected Dr. Cole into 
its prestigious fellowship program, an award it makes to less than I% of its 130,000 employees. 
Moreover, Dr. Cole was the first Fellow within Lockheed Martin's Information Technology 
Division. As a Lockheed Martin Senior Fellow, he is a frequently invited speaker at a variety of 
conferences and security events. As Lockheed M artin Chief Scientist, Dr. Cole's current role 
includes pe1forming research and. development to advance the state-of- the. art in information 
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systems security. Dr. Cole specializes in: secure network design, perimeter defense, vulnerability 
discovery, penetration testing, and intrusion detection systems. Over his 5+ years at Lockheed 
Martin, he. has played. a lead technical advisory role in many high profi le, security-focused 
projects for Federal clients to include civil, Intel and department of defense, including the FBI 
Sentinel, DHS Eagle, JPL, Hanford and FBl lATI programs. Dr. Cole brings Lockheed Martin 
clients. the benefit of his wealth of information security knowledge, with demonstrated excellence 
spanning industry, academia, and government computing e nvironments. 

The Sytex Group, Inc. (TSGI): 2001-2005 
Chief Technology Officer (CTO) 
Positioned company to accomplish corporate growth and meeting financial targets by utilizing 
and enhancing technology. Work as an executi ve team to determine and implement technical 
direction and focus of company. Extensive experience with running projects including managing 
development efforts to exceed client requirements. Successfully created an intellectual property 
base (to include patents, journals, books and white papers) - this effort resulted in an overall 
increase in market value. The effo1ts of the research teams intellectual prope1ty increased 
advertising, market share and customer satisfaction through conferences, proposal and magazine 
articles .. Maintained. full accountabi lity for revenue of $55million. and indirectly involved in 
revenue of over $80 million. Provide continuous leadership to research team of over 20 people 
that creates intellectual property that competes and surpassed teams thal were twenty times their 
size. Yearly patents. were inline with the top 1000 producing patent companies in the United 
States. Develop and executed on creative techniques for influx ing technology into non-technical 
business units to dri ve revenue and profit. Interfaces with government officials to include the 
pentagon, White House and Capital Hill and corporate. executives to identify critical network 
security problems that need to be addressed and researched. 

SANS Institute: 1999-Present 
Dean of Faculty 
Member of a 5 person team tasked with creating a degree granting insti tution and receiving 
certification from the state of Maryland. Currently offering two Master's degree program focused. 
on techojcal people that need managerial skills and managers who need technkal skills. 
Successfully passed first two phases of certification and should have official certification by the 
end. of 2011. Designed and implemented cutTiculum and provide leadership to faculty to 
successful de liver the degrees. 

SANS:.1999-Present 
Director of Research-Computer Network Attack-Enterprise Security Architecture 
Director of the Cyber Defense. Initiative 
Lead instructor and course developer for several security courses. One of the highest rated 
instructors and one of the few instructors that teaches a variety of courses. Executed and 
contributed to the development of several of the GlAC ce1tifications including GJAC Certified 
Security Essentials (GSEC), GlAC Certified Advanced lncident Handling Analysts (GCIH) and 
GJAC Certified Firewall Analysts (GCFW). Responsible for staying up on technology and 
developing new course material that teaches students the state of the art in networking and 
security. Created and Jed several key efforts including the Levelone Notebook, top 10/20 
vulnerability list and the Cyber defense initiative. Developed business plans for and created new 
technological initiatives. Constantly researched, tested and evaluated new security products and 
research efforts. 
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GraceIC: 2000-2001 
Chief Security Officer (CSO) 
Designed and executed in establishing GraceTC as a leader in the network security arena. 
Developed the product line and executed on the expertise to build the services. Provided 
management and gave direction to successfully delivery on technical skills of security employees. 
Provided leadership and implemented the proper internal security infrastructure within G race 
such as secure email, proper protection of data and security policies. Presented at several national 
and international conferences and wrote several articles. Performed and documented research 
into the area of fu ture applications and solutions to the network security problem that exists in the 
cun-ent market. Trained sales people, program managers and engineers on how to sell, manage 
and de liver security services. Maintained a pulse on technology in the market place to produce 
trending and markets plans. 

American Institutes. for Research: 1999-2000. 
Cl1ieflnformation Officer (CIO) 
Brought in to fix and revamp the entire IT infrastructure based on the organization having several 
security breaches, virus oucbreaks and unreliable performance on the network. Within 3 months 
stabilized the entire IT infrastructure and within 9 months rebuilt the entire infrastructure. 
Network designed to achieve a balance between functionality and security while minimizing the 
monetary impact to the organization. After 1 year, there were no severe security breaches and all 
attempted breaches were contained p1ior to causing any significant monetary loss. Virus. 
proble ms were contained a111d controlled and network uptime was 99.999%. Security and 
performance was greatly iocreased while overall IT costs were reduced by 15%. In addition, 
provided technical support for DARPA sponsored research projects. 

Vista Information Technologies: 1998-1999 
VP of Enterprise Security Services 
Developed and executed the Enterprise Security Services. Group and responsible for all internal 
and external security issues. Tracked and managed separate P&L (profit and loss) center for 
security. Grew the team from one person to over 12 people and executed on several million in 
annual revenue in less than a year. Setup the security and other monitoring services for the 
NOC/SOC. Created all of the security services offerings and generated all necessary marketing 
and sales material. Followed and assured compliance to business plan and fi nancial tracking of 
security group. Performed security assessments and consu lt on all areas of security. Design, 
implement and monitor security solutions including fi rewall design, intrusion detection, 
vulnerabi lity assessment and penetration testing. Performed evaluation and analysis of secu1i ty 
tools and provided techn ical recommendations and product improvements for VC funded 
startups. Tracked on a large number of security and hacker tools. Key presenter at Cisco 
sponsored security seminars around the country and performed partnership activities with Fortune 
500 organizaUons. 

Teligent: 1996-1998 
Director of Security 
Created and in charge of IT Corporate Security Department. Central point of contact for all 
security concerns. Evaluate strategic plans and operational activities by performing risk 
assessment and determine. bow it might impact corporate. security . . Architected and designed 
security solutions to meet operational needs. Integrated security and help create NOC to provide 
for proper monitoring of network. Developed the company's security policy and all required 
security gu idelines across the company. Setup an intrusion detection system for critical 
components of the network. Designed setup and maintained a perimeter network with PIX and 
Gauntlet firewalls. Setup security lab to properly test and enhance the security features of the 
network. Performed and executed on several computer investigations . . Assisted and advised the 
legal depaitment on researching laws, regulations, and policies relating to computer and 
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information security. Evaluated several secure email solutions and installed POP Company 
wide. Established and setup web traffic monitoring and password tracking systems. 

Central Intelligence. Agency: 1991 - 1996 
Received 6 Exceptional Performance A wards. 
Program Manager I Technical Director for the. Internet Program Team with Office of Technical 
Services 
A Senior Officer of the agency that implemented the Internet Program Team that specializes in 
rapid development and in exploiting the latest Internet technologies that meet customer's 
requirements. The team designs, develops, tests, and deploys products in 3 to 6 month intervals. 
Designed and developed several secure communication systems . . Responsible for providing 
technical direction, technical design, security assessment, a nd programming modules. Setup and 
maintained several servers (NT and Unix) and routers (Cisco 2500 and 3600 series) . . Secured 
internal servers, continually pe1form intrusion detection, and reviewed audit logs. Pe1formed 
independent security reviews and penetration testing of (World Wide Web) servers for other 
offices .. Identified several weaknesses and ways to fix those problems and secure the system. 
Currently, the team has had several successful deployments. Received letter of appreciation from 
the DCl (Director of Central Intelligence) and several Exceptional Performance Awards fo.r this 
project. 

Computer Engineer with Office of Security 
Member of the information security assessment team. Evaluated and performed security 
assessment of network operating systems. Identified potential vulnerabilities and ways to secure 
the. holes. Designed a large scale auditing system with automated review capability. Worked on 
several virus investigations . . 

Education: 
Pace University - 2003 

Doctorate degree in Network Security 

M. S., New York Institute of Technology - 1993 
Major: Computer Science 
GPA: 4.0/4.0 
Honors: Harry Schure Graduate Memorial Award (awarded to one graduating senior) 

B.S., New York Institute of Technology - 1992 
Major: Computer Science 
Minor : Business 
GPA: 3.7/4.0 
Honors: Graduated Magna Cum Laude, Dorothy Schure Memorial Award, Jules Singer 

Award, Grace Hopper Award from Computer Associates, Presidential Academic 
Award (4.0 semesters), Presidential Service Award, Dean's List, Member of 
Who's Who Among Students in American Universities, and Member of Nu 
Ypsilon Tau Honor Society. 

Certifications I Organizations 
CISSP (Certified Information Systems Security Professional), MCSE (Microsoft Certified 
Systems Engineer), CCNA (Cisco Certified Network Associate) and ISS internet Scanoer and 
Real Secure Certification. Created several of the GlAC certification programs and exams. 
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Member of ACM,. IEEE, . International Who's Who in Information Technology, CSI Computer. 
Security Institute), ISSA (Information Systems Security Association), and !CSA (International 
Computer Security Associa tion). Member of the editorial board fo r CVE (Common 
vulnerability and exposures) and member of the. Honey Net project. Both are. invitation only 
memberships. Author and speaker for SANS l nstit11.1re. 

Publications 

Network Security Bible, 2°d Edition 

• Paperback: 936 pages 

• Publisher: Wiley; 2 edition (September 8, 2009) 

• Language: English 

• ISBN-1 O: 0470502495 

• ISBN-13: 978-0470502495 

• Product Dimensions: 7.4 x 1.8 x 9.3 inches 

Insider Threat 

• Paperback: 350 pages 

• Publisher: Syngress; 1 edition (March 1, 2006) 

• Language: English 

• ISBN-1O: 1597490482 

• ISBN-13: 978-1597490481 

• Product Dimensions: 7 x 1.1 x 8.9 inches 

Advanced Persistent Threat 

• Paperback: 320 pages 

• Publisher: Syngress; 1 edition (November 27, 2012) 

• Language: English 

• ISBN-1O:1597499498 

• ISBN-13: 978-1597499491 

• Product Dimensions: 7.5 x 0.6 x 9.2 inches 

Monthly column on TechTarget - http://www.techtarget.com/contributor/Eric-Cole 

Expert Witness Testimony at Trial or Deposition in Past 4 Years 

National Union Fire Insllrance Company of Pittsburgh, Pennsylvania v. Tyco Integrated 
Security, LLC et al. , Case No. 13-080371-CIV-BLOOM/HUNT (S.D. Fla. filed Apr. 16, 
2013) 

Finjan, Inc. v. Blue Coat Systems, Inc., Case No. 13-cv-03999-BLF (N.D. Cal. filed Aug. 
28, 2013) 
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UNITED STATES DISTRICT COURT 
DISTRICT OF ARIZONA 

Federal Trade Commission, ) 
) 

Plaintiff, ) 
) 

v. ) 
) 

L ifeLock, Inc. ) 
a corporation; Robert J. Maynard , Jr., ) Civil No. CVl0-530-PHX-NVW 
individua lly and as an officer of LifeLock,) 
Inc. ; and ) STIPULATED FINAL JUDGMENT AND 
Richard Todd Davis, ) ORDER FOR PERMANENT 
individually and as an officer of ) INJUNCTION AND OTHER 
Life Lock, Inc., ) EQUITABLE RELIEF AS TO 

) DEFENDANTS UFELOCK AND DA VIS 
Defundau~. ) 

~~~~~~~~~~~~~~) 

STIPULATED FINAL J Ul)GMENT AND ORDER FOR PERMANENT IN.JUNCTION 
AND OTHER EQUITABLE RELIEF AS TO DEFENDANTS LIFELOCK ANO DAVl.S 

Plaintiff, the Federal Trade Commission ("FT "or ·'Commission"). has concurrently 

fi led its Complaint. which alleges that Defendants LifeLock, Inc. ("Li feLock''), Robert J. 

Maynard, Jr. ("M::iynard"), and Richard Todd Davis (''Davis") have engaged in violations o f 

Section 5 of the FTC Act, 15 U.S.C. § 45. The Commission and Defendants LifeLock and Dav is 

("Settl ing Defendants'') have agreed to the entry of this Stipulated Fina l Judgment and Order for 
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Permanent Injunction and Other Equitable Relief ('"Order" ') to resolve all matters in dispute in 

this action without trial or adj ud ication of any issue o f law or fact herein and without Settling 

Defendants admitting the truth ot: or liability for, any of the matters alleged in the Complaint. 

Settl ing Defendants have waived service of the Summons and Complaint. 

THEREFORE, IT IS HEREBY ORDERED, ADJUDGED, AND DECREED as 

follows: 

FIND.TN GS 

I. This Court has jurisdiction over the subject matter of this case and over Settling 

Defendants LifeLock and Davis. 

2. Venue in this district is proper under 28 U.S.C. § 1391(b) and (c), and 15 U.S.C. 

§ 53(b). 

3. The acts and practices of Settling Defendants are in or affecting commerce, as 

"commerce" is defined in Section 4 of the Federal Trade Commission Act, 15 U.S.C. § 44. 

4. The Complaint states claims upon which relief may be granted against Sell ling 

Defendants under Sections 5 and I 3(b) of the FTC Act, 15 U.S.C. §§ 45 and 53(b). 

5. Settling Defendants make no admission to the allegations in the Complaint, other 

than the jurisdictional facts. 

6. Senling Defendants waive: (:.i) all riglhcs ro seek appellate review or otherwise 

challenge or contest the validity of this Order; (b) any claim they may have aga inst the 

Commission, its employees, representatives, or agents that re late to the matter stated herein; (c) 

all claims under the Equal Justice Act. 28 U.S.C. § 241 2) as amended by Pub. L. 104-12 1, 110 

Stat. 847, 863-64 (l 996); and: (d) any rights to altorneys' fees that may arise under said provision 
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of law. 

7. Settling Defendants have t:nlered into this Order free ly and without coercion. and 

they acknowledge that they have read the provisions of this Order and are prepared to abide by 

them. 

8. Entry of this Order is in the public interest. 

9. LifeLock is concurrently agreeing lo orders resolving related complaints brought 

by the Attorneys General of the States of Alaska. Arizona, Cali fornia, Delaware, Florida, 

Hawaii, Idaho, I Iii no is, Indiana, lowa, Kentucky, Maine. Maryland, Massachusetts, Michigan, 

Missouri, Mississippi, Montana, Nebraska, Nevada, New Mexico, New York, North Carolina, 

North Dakota, Ohio, Oregon, Pennsylvan ia, South Carolina , South Dakota, Tennessee, Texas. 

Vermont, Virgin ia, Washington, and West Virginia (the "Participating States"). These state 

orders will require LifeLock to pay $1 million to the Office of the Attorney General of Ill inois 

fo r distribution among the Participating States. 

DEFINITJONS 

I . "Individual Defendant" shall mean Davis. 

2. "Corporate Defendant'' shall mean Li feLock, Inc. and its successors and assigns. 

3. "Settl ing Defendants'' shall mean Individual Defendant and Corporate Defendant, 

individually. collectively, or in any combinotion. 

4. '·Personal in fo rmation'· shall mean indiviclua.lly identifinble information from or 

about an individual consumer including, but not limited to: (a) a first and last name; (b) a home 

or other physical address, including street name and name of city or town; (c) an email address 

or other on line contact information, such as an instant messaging user identifier or a screen 
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name. that reveals an individual's email add ress: (d) a telephone number; (e) a Socia l Security 

number: (f) cred it or debit card in formation. including card number. expiration date, and/or data 

stored on the magnetic strip of a credit or debit card; (g) checking account information. inc luding 

the ABA rout ing number, account number, and/or check number: (h) a driver's license, mil itary, 

or state identification number; (i) a persistent identifier, such as a customer number held in a 

"cookie,. or processor serial number, that is combined with other available data that identifies an 

indiv idual consumer; or (j) any information that is combined with any of (a) through (i) above. 

5. "Subscribing Consumer" shal l mean any person or entity that paid for Corporate 

Defendant's service at any time between Apri l I, 2005 and March 31 , 2009. 

ORDER 

I. PROHIBITED DUSJNESS ACTIVITIES 

IT IS ORDERED that Settling Defendants and their officers, agents. servants. and 

employees and all persons in active concert or partic ipation with any of them, who receive actual 

notice of this Order by personal service or otherwise, whether acting directly or through any sole 

proprietorship, partnership, limited liab ility company, corporation, subsidiary, branch, division, 

or other entity, are hereby permanently restrained and enjoined from: 

A. in connection with the advertising, distributing, promoting, offering for safe. or 

sale of any product, service, or program designed for the purpose of preventing, mitigating. or 

recovering from any form or identity theft as de fined in 18 U . . C. § 1028. misrepresenting in 

any manner. expressly or by implication: 

I . that such product, service, or program provides complete protection 

against all forms or identity theft by making customers' personal 
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information useless to identity thieves; 

2. that such product, service, or program prevents unauthorized changes ro 

customers' address in formation; 

3. that such product, service, or program constantly monitors activity on each 

of its customers' consumer reports; 

4. that such product, service, or program ensures that a customer will always 

receive a phone ca ll from a potential cred itor before a new credit account 

is opened in the customer's name; 

5. the means, methods, procedures, effects, effectiveness, coverage, or scope 

of such product, service, or program; 

6. the risk of identity theft to consumers; 

7. whether a particular consumer has become or is likely to become a victim 

of identity the rt; and/or 

8. the opinions, beliefs, findings, or experiences of an individual or group of 

consumers related in any way to any such product, service, or program. 

Such products, services, or programs include, but are not limited to, the placement of fraud alerts 

on behalf of consumers, searching the internet fo r consumers' personal data. monitoring 

commercial transactions for consumers' personal data, identity theft protection for minors, and 

guarantees of any such products, services. or programs. 

B. misrepresenting in any manner, expressly or by implication, the manner or extent 

to which they maintain and protect the privacy. confidentiality, or security of any personal 

info rmation collected from or about consumers. 
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U. INFORMA TJON SECURITY PROGRAM 

IT IS FURTHER ORDERED that Corporate Dcfon<lant and any business entity that 

Individual Defendant controls, directly or indirectly, wh ich collects, maintains, or stores personal 

in formation from or about consumers. shall, upon operation of this business. establish and 

implement, and thereaner maintain, a comprehensive in formation security program that is 

designed to protect the security, confidentia lity, and integrity of personal information collected 

from or about consumers. Such program, the content and implementation of which must be fully 

documented in writing, shall contain administrative, technical, and physical safeguards 

appropriate to the entity' s size and complexity, the nature and scope of the entity's activities, and 

the sensitivity of the personal information collected from or about consumers, inc luding: 

A. the designation of an employee or employees to coord inate and be accountable fo r 

the information security program; 

B. the identification of material internal and ex t·ernal risks to the security, 

confidentiality, and integrity of personal information that could result in the unauthorized 

disclosure, misuse, loss, alteration. destruction, or other compromise of such information, and 

assessment of the sufficiency of any safeguards in place to control these risks. At a minimum, 

this risk assessment should irnclude consideration of risks in each area of relevant operation, 

including. but not limited to. {l ) employee training and management. (2) information systems, 

including network and software design, information process ing. storage. transmission. and 

disposal, and (3) prevention. detection, and response to attacks, intrusions. or other systems 

fa ilure; 

C. the design and implementation of reasonable safeguards to control the risks 
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identified through risk assessment. and regular testing or moni toring of the effectiveness of the 

safeguards' key controls, system, and procedures; 

D. the development and use of reasonable steps to retain service prov iders cap.able of 

appropriately safeguarding personal info rmation received from Sett ling Defendants and 

requiring service providers by contract to implement and maintain appropriate safeguards; and 

E. the evaluation and adjustment of Settling Defendants' information security 

program in light of the results of the testing and monitoring required by Subsection C of this 

Section, any material changes to Settling Defendants' operations or business arrangements, or 

any other circumstances that Settling Defendants know or have reason to know may have a 

material impact on the effectiveness of their in formation security program. 

Ill. BIENNlAL ASSESSMENT REQUIREMENTS 

A. TT IS FURTHER ORDERED that Corporate Defendant and any business entity 

that Ind iv idual Defendant controls, directly or indirectly, which collects, maintains, or stores 

personal information from our about consumers, shall, in connection with their compliance with 

Section ll of this Order, obtain initial and biennial assessments and reports ("Assessments") from 

a qualified, o~jective, independent third-party professional, who uses procedures and standards 

generally accepted in the profession. The reporting period for the Assessments shall cover: ( I) 

the first one hundred eighty days after service of the Order for the initial Assessment; and (2) 

each two (2) year period thereat1er for twenty (20) years after service of the Order for the 

biennial Assessments. Each Assessment shall: 

I. set forth the specific administrative, technical, and physical safeguards 

implemented and maintained during the reporting period; 
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2. explain how such safeguards are appropriate to Settling Defendants- size 

and complex ity, the nature and scope o f" Settling Defondants' activities, and the sensitivity of the 

personal in formation collected from or about consumers; 

3. explain how the safeguards that have been implemented meet or exceed 

the protections required by Section II of this Order; and 

4. certify that Settling Defendants' security program is operating with 

sufficient effectiveness to provide reasonable assurance that the security, confidentiality, and 

integrity of personal information is protected and has so operated throughout the reporting 

period. 

B. Each Assessment shall be prepared and completed within sixty (60) days after the 

end of the reporting period to which the Assessment applies by a person qualified as a Certified 

informat ion System Security Profess ional (CISSP) or as a Certified Information Systems Auditor 

(CISA); a person holding Global Informat ion Assurance Certification (GIAC) from the 

SysAdmin, Audit, Network, Security (SANS) Institute; or a similarly qual ified person or 

organization approved by the Associate Director for Enforcement, Bureau of Consumer 

Protection, Federal Trade Commission, Washington, D.C. 20580. 

C. Settling Defendants shall provide the jnitial Assessment within ten ( I 0) days aner 

the Assessment has been prepared. All subsequent bienn ia l Assessments shall be retained by 

ettling Dercndants unti l the Order is terminated and provided lo !he Commission within ten 

(I 0) days of request. 

IV. CONSUMER REDRESS 

IT IS .FURTHER OllOERED that: 
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A. Judgment in the amount of$35.000,000.00 is hereby entered jointly and severally 

against Settling Defendants. Full payment for the fo regoing judgment is suspended, subject to 

the fo llowing conditions: 

I. Corporate Defendant shall pay eleven mi l lion dollars ($ 11 ,000,000), 

which Corporate Defendant represents their undersigned counsel ho·lds in 

escrow for no purpose other than payment to the Commission. Such 

payment shall be made within seven days of entry of this Order by 

electronic fund transfer in accordance with instructions previously 

provided by a representative of the Commission. 

2. Individual Defendant shall pay ten thousand dollars ($ 10,000), which 

Individual Defendant represents their undersigned counsel holds in escrow 

for no purpose other than payment to the Commission. Such payment 

sha ll be made within seven days of entry of this Order by electronic fund 

transfer in accordance with instructions previously provided by a 

representative of the Commission. 

B. In the event of any default in payment, which default continues for ten ( I 0) days 

beyond the due date of payment, the entire unpaid amount, together with interest, as computed 

pursuant to 28 U.S.C. § 1961 from the date of default to the date of payment, shall immediately 

become due and payable. 

C. A II funds paid lo the FTC pursuant to the Order shat I be deposited into an account 

administered by the Commission or its agent to be used for equitable relief which will include, 

but not be limited to. consumer redress, and any attendant expenses for the ad ministration of 
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such equitable relief. Acceptance of redress from the FTC sha ll constitute an acknowledgment 

by the consumer that, to the extent that the consumer makes a subsequent claim, the defendant is 

entitled to deduct the amount of the redress received from the FTC from any other or additional 

redress ordered. Upon completion of consumer redress, Commission shall supply to Defendants 

the names of consumers that received redress and the amount received. fn the event that funds 

remain after redress is attempted, the Commission may app ly any remaining funds for such other 

equitable relief (including consumer information remedies) as it determines to be reasonably 

related to Settling Defendants' practices alleged in the Com1plaint. Any funds not used for such 

equitable relief shal l be deposited to the United States Treasury as disgorgement. Settling 

Defendants shall have no right to challenge the Commission's choice of remedies under this 

Section. Settling Defendants shall have no right to contest the manner of distribution chosen by 

the Commission. 

D. Settling Defendants relinquish all dominion, control, and title to the funds paid to 

the fullest extent permitted by law. Settling Defendants shall make no claim to or demand return 

of the funds, directly or indirectly, through counsel or otherwise. 

E. Settling Defendants agree that the facts as alleged in the Complaint fi led in th is 

action shall be taken as true without further proof in any bankruptcy case or subsequent civil 

litigation pursued by the Commission to enforce its rights to any payment or money judgment 

pursuant to this Order, including but not limited to a nondischargeability complaint in any 

bankruptcy case. Settling Defendants further stipulate and agree that the facts alleged in the 

Complaint establish all elements necessary to sustain an action pursuant to, and that this Order 

shall have collatera l estoppel effect for purposes ot: Section 523(a)(2)(A) of the Oankruptcy 
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Code. 11 U.S.C. § 523(a)(2)(A). 

F. Settling Defendants shall, within ten ( 10) days of the date of entry of this Order, 

provide to the Commission. an encrypted fi le containing, in Access database format, for each 

Subscribing Consumer: ( I) the consumer' s name; (2) most recent known mailing address, e

mail address. and telephone number; (3) the beginning and end date for the consumer' s 

subscription to the service; and (4) the month ly rate paid by the consumer. The database shall be 

formatted with a separate field for each piece of in format ion requested. and, for the mailing 

address, separate fie lds for street number, bui lding/apartment number, city, state, and zip code. 

Settling Defendants shall cooperate in good fa ith with the Commission or its representative to 

obtain and provide any add itional information required to administer consumer redress and take 

all reasonable steps to ensure that all data provided is accurate, up-to-date, and in a secure and 

useable for mat. ln the event the Defendants fail to provide data that is accurate, up-to-date, and 

in a secure and useable format, the Commission may apply any remaining funds for such other 

equitable relief (including consumer information remedies) as it determines to be reasonably 

related to Sett I ing Defendants' practices alleged in the Complaint. Any funds not used for such 

equitab le relief shall be deposited to the Un ited States Treasury as disgorgement. 

V. RIGHT TO REOPEN AS TO MONETARY JUDGMENT 

IT I FURTHER ORDERED that the Commission's agreement to this Order is 

expressly prcmist:d upon the truthfu lness, accuracy and completeness of Settling DefcnJanLs' 

sworn financial statements and supporting documents submitted to the Commission, which 

include material information upon which the Commission relied in negotiating and a&,rreeing to 

this Order. H; upon motion by the Commission, this Court finds that any Settling Defondant has 
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fa iled to disc lose any material asset, or materially misstated the value of any asset in the 

financial statements and information submitted to the Commiss ion, or has made any other 

material misstatement or omission in the financial statements and related documents described 

above, then this Order shall be reorened and suspension of the judgment against that particu lar 

Settling Defendant shall be lifted for the purpose of requiring payment in the full amount of the 

judgment ($35,000,000). Provided, however, that in all other respects this Order shall remain in 

fu ll force and effect, unless otherwise ordered by the Court. 

VI. COMPLIANCE MONITORING 

lT IS FURTHER ORDERED that, for the purpose of (i) monitoring and investigating 

compliance with any provision of this Order, and (ii) investigating the accuracy of any Settling 

Defendant's financial statements upon which the Commission's agreement to this Order is 

expressly premised: 

A. Within ten ( I 0) days of receipt of written notice from a representative of the 

Commission, Settling Defendants each shall submit additional written reports, wh ich are true and 

accurate and sworn to under penalty of perjury; produce documents for inspection and copying; 

appear for deposition; and provide entry during normal business hours to any business location 

in each Settling Defendant' s possession or direct or indirect control to inspect the business 

operation; 

B. In add ition, the Commission is authorized to use all other lawful means, including 

but not limited to: 

I. obtaining discovery from any person, without further leave of court, using 

the procedures prescribed by Fed. R. Civ. P. 30, 31, 33, 34, 36, 45 and 69; 
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2. posing as consumers and suppliers to Settling Defendants, the ir 

employees. or any other entity managed or controlled in whole or in part by any Sellling 

Defendant, without the necessity of identification of prior notice; and 

C. Settling Defendants each shall permit representatives of the Commission to 

interview any employer, consultant, independent contractor, representative, agent, or employee 

who has agreed to such an interview, relating in any way Lo any conduct subject to this Order. 

The person interviewed may have counsel present. 

Provided however, that nothing in this Order shal I limit the Commission's lawful use of 

compulsory process, pursuant to Sections 9 and 20 of the FTC Act, 15 U.S.C. § § 49, 57b- I, to 

obtain any documentary material, tangible things, testimony, or information relevant to un fa ir or 

deceptive acts or practices in or affecting commerce (within the meaning of 15 U.S.C. 

§ 45(a)( I )). 

VU. COMPLIANCE REPORTING 

IT IS FURTHER ORDERED that, in order that compliance with the provisions of th is 

Order may be monitored: 

A. For a period of five (5) years from the date o f entry of th is Order for Corporate 

Defendant and a period of three (3) years from the date of entry of this Order for Individua l 

Defendant. 

l. Individual Defendant shall notify the Commission of the fo llowing: 

a. Any changes in Individual De fondant's residence, ma iling 

addresses, and telephone numbers, within ten (10) days of the date 

of the change; 
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b. Any changes in Individual Defendant's employment status 

(including self:·employment), and any change in Ind ividual 

Defendant's ownership in any business entity, within ten ( I 0) days 

of the date of such change. Such notice shall include the name and 

address of each business that Individual Defendant is affiliated 

with, employed by, creates or forms, or performs services for; a 

detailed description of the nature of the business; and a deta iled 

description of Jndividual Defendant's duties and responsibi li ties in 

connection with the business or employment; and 

c. Any changes in Individual Defendant' s name or use of any a liases 

or fictitious names. 

2. Settling Defendants shall notify the Commission of any changes in 

structure of Corporate Defendant or any business entity that any Defendant directly or indirectly 

controls, or has ownership interest in, that may affect compliance obligations under this Order, 

including but not limited to: incorporation or other organization; a dissolution, assignment, sale, 

merger, or other action; the creation or dissolution of a subsidiary, parent, or affiliate that 

engages in any acts or practices subject to this Order; or a change in the business name or 

address, at least thirty (30) days prior to such change, provided that, with respect to any proposed 

change in the business enti ty which a Defendant learns less chan th irty (J O) days prior to the date 

such action is to take place, such Defendant shall notify the Commiss ion as soon as practicable 

after obtaining such knowledge. 

B. One hundred eighty ( 180) days after the date of entry of this Order and annually 
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thereafter for a period of five (5) years for Corporate Defendant and three (3) years for 

Individual Defendant, Settling Defendants each shal I provide a written report to the FTC, which 

is true and accurate and sworn to under penally of perjury, setting forth in detail the manner and 

form in which they have complied and are complying with this Order. This report shall include, 

but not be I im ited to: 

I. For Jndividual Defendant: 

a. Individual Defendant's then-current residence address, mailing 

address, and telephone numbers; 

b. Individual Defendant' s then-current employment status (including 

self-employment), including the name, addresses, and telephone 

numbers of each business that Individual Defendant is aflilia ted 

with, employed by, or performs services fo r; a detailed description 

of the nature of the bus iness; and a detailed description of 

Individual Defendant's duties and responsibilities in connection 

with the business or employment; and 

c. Any other changes required lo be reported under Subsecti on A of 

this Section. 

2. For all ettling Defendants: 

a. I\ copy of each acknowledgment of rece ipt of this Order, obtained 

pursuant to the Section titled " Distribution of Order;" 

b. Any other changes requ ired to be reported under Subsection A of 

this Section. 
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C. Each Defendant shall noti fy the Commission of the filing of a bankruptcy petition 

by such Defendant within fifteen ( 15) days of filing. 

D. For the purposes of this Order. Settlirng Defendan1s shall. unless otherwise 

directed by the Commission's authorized representatives, send by overnight courier all reports 

and notifications required by this Order to the Commission, to the following address: 

Associate Director for Enforcement 
federa l Trade Commission 
600 Pennsylvania Avenue. N.W., Room NJ-2122 
Washington, D.C. 20580 
RE: FTC v. LifeLock, Inc. 

Provided that, in lieu of overnight courier, Settling Defendants may send such reports or 

notifications by first-class mail. but only if Settling Defendants contemporaneously send an 

electronic version of such report or notification to the Commission at: DEBrief@ftc.gov. 

E. For purposes of the compliance reporting and monitoring required by this Order. 

the Commission is authorized to communicate direct ly with each Defendant. 

VIU RECORD KEEPING PROVISIONS 

IT IS FURTHER ORDERED that Settling Defendants and their agents, employees, 

officers, corporations, and those persons in acti ve concert or participation with them who receive 

actual notice of this Order by personal service or otherwise. in connection with, are hereby 

re~trnined and enjoined from failing to create anu retain the following records for the fol lowing 

periods: 

A. For a period of eight (8) years from the date of entry of this Order for Corporate 

Defendant and six (6) years from the date of entry of this Order for Individual Defendant, the 

following records in connection wilh the sale or provision of products or services related to 
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identity theft: 

l . Accounting records that reflect the cost of goods or services sold, 

revenues generated, and the disbursement of such revenues; 

2. Personnel records accurately reflecting: the name. address, and telephone 

number of each person employed in any capacity by such business, 

includ ing as an independent contractor; that person's job title or position; 

the date upon which the person commenced work; and the date and reason 

for the person's termination, if applicable; 

3. Customer files containing the names, addresses, phone numbers, dollar 

amounts paid, quantity of items or services purchased, and description of 

items or services purchased, to the extent such information is obtained in 

the ordinary course of business; 

4. Complaints and refund requests (whether received directly, indirectly, or 

through any third party) and any responses to those complaints or 

requests; 

5. Copies of all sales scripts, training materials, advertisements, or other 

marketing materials; 

6. Any documents, whether prepared by or on behalf of Settling Defendants, 

that contradict, qualify. or call into question Settling Defendants' 

compliance with Sections l, 11,. and Ill of this Order; and 

7. All records and documents necessary to demonstrate fu ll compliance with 

each provision of th is Order, includ ing but not limited to. copies of 
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acknowledgments of receipt of this Order required by the Sections t itled 

'"Distribution of Order" and ·'Acknowledgment of Receipt of Order" and 

all reports submitted to the FTC pursuant to the Section titled 

·'Compliance Reporting;" 

B. For a period of three (3) years after the date of preparation of each Assessment 

required under the Section titled "Biennial Assessment Requirements'·: All materials relied upon 

to prepare the Assessment, whether prepared by or on behalf of any Settling Defendant, 

including but not limited to all plans, reports. studies, reviews, audits, audit trails. policies, 

training materials, and assessments, and any other rnaterials relating to Settling Defendants' 

compliance with the Section titled "Biennial Assessment Requirements." 

IX. DISTRIBUTION OF ORDE'R 

IT IS FURTHER ORDERED that for a period of five (5) years from the date of entry 

of this Order for Corporate Defendant and three (3) years from the date of entry of this Order for 

Individual Defendant, Settling Defendants shall deliver copies of the Order as directed below: 

A. Corporate Defendant: Corporate Defendant must deliver a copy of this Order to 

( I) all of its principals, officers, directors, and managers; (2) all of its employees, agents, and 

representatives who engage in conduct related to the subject matter of the Order; and (3) any 

business entity resulting from any change in structure set forth in Subsection A.2 of the Section 

titled ''Compliance Reporting." For current personnel, del ivery shall be within live (5) days or 

service of this Order upon such Defendant. For new personnel, delivery shall occur prior to 

them assuming their responsibilities. For any bus iness entity resulting from any change in 

structure set forth in Subsection A.2 of the ecrion titled "Compliance Reporting," delivery shall 
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be at least ten ( I 0) days prior to the change in structure. 

B. Individual Defendant as Control Person: For any business that Ind ividual 

Defendant controls, directly or indirectly. or in which Individual Defendant has a majority 

ownership interest, Individual Defendant must deli ver a copy of this Order to ( I) all principals, 

officers, directors, and managers of that business; (2) al I employees, agents, and representatives 

of that business who engage in conduct related to the subject matter of the Order; and (3) any 

business entity resulting from any change in structure set fo rth in Subsection A.2 of the Section 

titled "Compliance Reporting." For current personnel, delivery shall be within five (5) days of 

service of this Order upon such Defendant. For new personnel, delivery shall occur prior to 

them assuming their responsibilities. For any business entity resulting from any change in 

structure set forth in Subsection A.2 of the Section titled "Compliance Reporting," deli very shall 

be at least ten ( I 0) days prior to the change in structure. 

C. Individual Defendant as employee or non-control person: For any business where 

Individual Defendant is not a controlling person of a business but otherwise engages in conduct 

related to the subject matter of this Order, such Individual Defendant must deliver a copy of this 

Order to all principals and managers of such business before engaging in such conduct. 

0 . Settling Defendants must secure a signed and dated statement acknowledging 

receipt of the Order, within thirt) (30) days ofde li \ ery, from all persons receiving a copy of the 

Order purl>uant LO th is Section. 

X. ACKNOWLEDGMENT OF RECEIPT OF TH IS ORDER 

IT IS FURTHER ORDERED that each Defendant. within five (5) business days of 

receipt of this Order as entered by the Court, must submit to the Commission a truthful sworn 
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statement acknowledging receipt of this Order. 

XI. COOPERATION WITH COMMISSION COUNSEL 

IT JS FURTHER ORDERED that the Settling Detendants shall, in connection with this 

action or any subsequent in vestigation related to or associated with the transaction or the 

occurrences that arc the subject of the Complaint, cooperate in good fai th with the Commission 

and appear at such places and times as the Commission sha ll reasonably request, after written 

notice, for interviews, conferences, pretria I discovery, review of documents, and for such other 

matters as may be reasonably requested by the Commission. If requested in writing by the 

Commission, the Settling Defendants shall appear or cause their officers, employees, 

representatives or agents to appear, and provide truthful testimony in any trial , deposition, or 

other proceeding related to or associated with the transactions or the occurrences that are the 

subject of the Complaint, without the service of a subpoena. 

XU. RETENTION OF JURISDICTION 

IT IS FURTHER ORDERED that this Court shall retain jurisdiction of this matter for 

purposes of construction, modification, and enforcement of this Order. 

XIII. COSTS AND ATTORNEYS' FEES 

IT IS FURTHER ORDERED that each party shall bear its own costs and attorneys' 

foes incurred in connection with this action. 
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XIV. NOTICE OF ENTRY OF ORDER 

IT IS FURTHER ORDERED that entry in the docket of this Order by the Clerk o f 

Court shall constitute notice to Settling Defendants of the terms and conditions of this Order, and 

that Settling Defendants waive all rights to contest in any future proceeding whether Settling 

Defendants were properly served with this Order. 

The parties hereby stipulate to the entry of the foregoing Order, which shall constitute a 

final Order in this action. 

IT IS SO ORDERED: 

DATED this 1Y11 day of March, 2010. 

Neil V. Wake ---
United States District Judge 
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SEC401 · Security Essentials Bootcamp 
Style 

Contents I Additional Info 

Delivery Methods: 

J.1Y.e. I Qnline. 

GSEC Certification 

Affiliate Pricing 

46 CPEs 

Laptop Required 

Masters Program 

Very well rounded. Great that he(the instructor) was able to bring real world examples to class. Made 
the class flow smoothly. 
Robin Mahon. Kapstone Paper 

SEC401 provides an excellent overview of security fundamentals delivered by experienced industry 
professionals. 

Jathan Watso. Department of Finance 

Learn the most effective steps to prevent attacks and detect 

adversaries with actionable techniques that you can directly apply 

when you get back to work. Learn tips and tricks from the experts so 

that you can win the battle against the wide range of cyber 

adversaries that want to harm your environment. 

Is SEC401 : Security Essentials Bootcamp Style the right course for 

you? 

STOP and ask yourself the following questions: 

1. Do you fully understand why some organizations get compromised and others do not? 

2. If there were compromised systems on your network, are you confident that you would be able to find 

them? 

3. Do you know the effectiveness of each security device and are you certain that they are all configured 

correctly? 

4. Are proper security metrics set up and communicated to your executives to drive security decisions? 

If you do not know the answers to these questions, SEC401 course will provide the information security training 

you need In a bootcamp-style format that Is reinforced with hands-on labs. 

Assessment Available 
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Information Security Training Course I SANS SEC401 I Security Essentials 

Test your security knowledge with our free SANS Security Essentials Assessment Test. 

Notice: This course prepares you for the GSEC cerllficallon that meets the requirement of the 

DoD 8570 IAT Level 2 

r&b1!1 
l!::P 

Course Content Overlap Notice: Please note that some course material for SEC401 and 

MGT512 may overlap. We recommend SEC401 for those interested in a more technical course 

of study, and MGT512 for those primarily interested in a leadership-oriented but less technical 

learning experience. 

Course Collapse All 

Syllabus 

Course Contents 

SEC401. 1: Networking Conceots 

Overview 

A key way lhat attackers gain access to a 

company's resources is through a network 

connected lo the Internet. A company wants to 

try to prevent as many attacks as possible, but in 

cases where it cannot prevent an attack, it must 

detect it in a timely manner. Therefore, an 

understanding of how networks and the related 

protocols like TCP/IP work is critical to being 

able to analyze network traffic and determine 

what is hostile. It is just as important to know 

how to protect against these attacks using 

devices such as routers and firewalls. These 

essentials, and more, will be covered during this 

course day in order to provide a firm. foundation 

for the consecutive days of training. 

CPE/CMU Credits: 8 

Topics 

Setting Up a Lab with Virtual Machines 

• Use 
• Implementation 

• Security 

Network Fundamentals 

• Network types (LANs, WANs) 

• Network topologies 

• LAN protocols 

• WAN protocols 

• Network devices 

IP Concepts 

• Packets and addresses 

• IP service ports 

• IP protocols 

• TCP 

• UDP 

• ICMP 

• DNS 

IP Behavior 

• TCP dump 
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SEC401 2; Defense In-Depth 

Overview 

To secure an enterprise network, you must have 

an understanding of the general principles of 

network security. In this course. you wlll learn 

about six key areas of network security. The day 

starts with 1nformauon assurance foundaUons. 

Students look at both current and historical 

computer security threats, and how they have 

impacted confident1ality, 1ntegnty, and ava1lab11ity. 

The first half of the day also covers creating 

sound security policies and password 

management, including tools for password 

strength on both Unix and Windows platforms. 

The second half of the day Is spent on 

understanding the information warfare threat and 

the six steps of Incident handling. The day draws 

to a close by looking at attack strategies and 

how the offense operates. 

CPE/CMU Credits: 8 

• Recognizing and understanding 

• UDP 

• ICMP 

• UDP behavior 

Virtual Machines 

• Use 

• Implementation 

• Security 

Topics 

Information Assurance Foundations 

• Defense In-depth 

• Confidentiality, integnty, and availab1hty 

• Risk model 

• Authentication vs. authorization 

• Vulnerabilities 

• Defense in-depth 

Computer Security Policies 

• Elements when well written 

• How policies serve as Insurance 

• Roles and responsibilities 

Contingency and Continuity Planning 

• Business continuity planning (BCP) 

• Disaster recovery planning (DRP) 

• Business Impact analysis 

Access Control 

• Data classification 

• Authenticat10n, authorization. accountab1hty 

(AAA) 

• MAC and DAC 

Password Management 

• Password cracking for Windows and Unix 

• Alternate forms of authentication (tokens, 

biometrics) 

• Single sign-on and RADIUS 

Incident Response (IR) 

• Preparation, Identification, and containment 
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SEC401 3 Internet Security Technologies 

Overview 

Milttary agencies, banks, and retailers offenng 

electronic commerce programs, as well as 

dozens of other types of organizations. are 

striving to understand the threats they are facing 

and what lhey can do to address those lhreats. 

On day 3, you will be provided with a roadmap to 

help you understand the paths available to 

organizations that are considering deploying or 

planning to deploy various security devices and 

tools such as Intrusion detection systems and 

firewalls. When It comes to securing your 

enterprise, 1here Is no single technology that is 

going to solve all your secunty issues. However, 

by implementing an in-depth defense strategy 

that includes multiple risk-reducing measures, 

you can go a long way toward securing your 
enterprise. 

CPEICMU Credits: 8 

• Eradication, recovery, and lessons learned 

• Investigation techniques and computer crime 

• Legal issues associated with IR 

Offensive and Defensive Information Warfare 

(IW) 

• Types of IW 

• APT 

• Asymmetric warfare 

• Offensive goals 

Attack Strategies and Methods 

• How the adversary breaks Into systems 

• Mitnick attack 

• Attack methods 

Topics 

Vulnerability Scanning and Remediation 

• Approaches and methods of remediation 

• Building a network vis1biltty map 

• Host Identification 

• Port scanning 

• Vulnerability scanning 

• Penetration testing 

Web Security 

• Web communication 

• Web security protocols 

• Active content 

• Cracking web applications 

• Web application defenses 

Firewalls and Perimeters 

• Types of firewalls 

• Pros and cons of firewalls 

• Firewall placemen! 

• Packet filtering, stateful, and proxies 

Honeypots 

• Forensics 

• Honeypots 

• Honeynets 

• Honey tokens 
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SEC401 4: Secure Communications 

Overview 

There Is no sliver bullet when 1t comes to 

secunty However, there ts one technology that 

would help solve a lot of secunty issues, though 

few companies deploy it correctly. This 

technology is cryptography Conceahng the 

meaning of a message can prevent unauthorized 

parties from reading sensitive Information. Day 4 

looks at various aspects of encryption and how it 

can be used to secure a company's assets. A 

related area called steganography, or 

information hiding, is also covered. The day 

finishes by looklng at using lhe Critical Security 

Controls for metrics based dashboards and 

performing risk assessment across an 

organization. 

CPE/CMU Credits: 8 

Host-based Protection 

• Intrusion detection 

• Intrusion prevention 

• Tripwire 

• Pros and cons 

Network-based Intrusion Detection and 

Prevenbon 

• Pros and cons 

• Deployment strategies 

• Snort 

• Development and advances 

Topics 

Cryptography 

• Need for cryptography 

• Types of encryption 

• Symmetric 

• Asymmetric 

• Hash 

• Ciphers 

• Digital substitution 

• Algorithms 

• Real-world cryptosystems 

• Crypto attacks 

• VPNs 

• Types of remote access 

• PKI 

• Digital certificates 

• Key escrow 

Steganography 

• Types 

• Apphcations 

• Detection 

Critical Security Controls 

• Overview of the controls 

• Implementing the controls 

• Auditing the Controls 

• Specific controls and metrics 

Risk Assessment and Auditing 
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SEC401 5 Wmdows Secunty 

Overview 

Windows is the most widely-used and hacked 

operating system on the planet. At the same 

time, the complexities of Active Directory, PKI, 

BitLocker, AppLocker, and User Account Control 

represent both challenges and opportunities. 

This section will help you quickly master the 

world of Windows security while showing you the 

tools that can simplify and automate your worl<. 

You will complete the day with a solid grounding 

in Wmdows security, by looking at automation. 

auditing and rorens1cs 

CPEJCMU Cred its: 8 

Risk assessment methodology 

• Risk approaches 

• Calculating risk 

• SLE 

• ALE 

Topics 

Security Infrastructure 

• Windows family of operating systems 

• Workgroups and local accounts 

• What is Active Directory? 

• Domain users and groups 

• Kerberos, NTLMv2, smart cards 

• Forests and trusts 

• What is group policy? 

Service Packs, Patches, and Backups 

• Service packs 

• E-mail security bulletins 

• Patch installation 

• Automatic updates 
• Windows server update services 

• Windows backup 

• System restore 

• Device driver rollback 

Permissions and User Rights 

• NTFS permissions 

• File and print sharing service 

• Shared folders 

• Bitlocker drive encryplton 

Security Policies and Templates 

• Group policy ob1ects 

• Password policy 

• Lockout policy 

• Anonymous access 

• Software restriction policies 

Securing Network Services 

• Firewalls and packet filtering 

• IPSec and VPNs 

• Wireless networking 

• Security configuration wizard 

• Remote desktop protocol (RDP) 
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SEC401 6· Unix/Linux Security 

Overview 

While organizations do not have as many 

Unix/Linux systems, those that they do have are 

often some or the most cntical systems that 

need to be protected. Day 6 provides step-by. 

step guidance to improve the security or any 
Linux system. The course combines practical 

"how to" instructions with background informallon 

for Linux beginners, as well as secunty advice 

and best practices ror administrators of all levels 

or expertise. 

CPE/CMU Credits: 6 

Auditing and Automation 

• Microsoft baseline security analyzer 

• SECEDIT EXE 

• Windows event logs 

• NTFS and registry auditing 

• llS logging 

• Creating system baselines 

• Scripting tools 

• Scheduling jobs 

Topics 

Linux Landscape 

• Different variants or and uses for Linux 

• Ways processes are started 

• Network 1nterrace Information 

• Process information 

• Directory hierarchy 

• Partitions and OS installation 

Permissions and User Accounts 

• Setting permissions 

• SUID and SGID 

• Controlling access 

• Root vs. user accounts 

• Setting password controls 

• Pluggable authentication module (PAM) 

Linux OS Security 

• Dangerous services 

• Helpful services 

• Running and stopping programs 

• Configuration changes and restartmg services 

• File system permissions, ownership, and 

systems 

• Mounting drives 

Maintenance, Monitoring, and Auditing Linux 

• Common causes or compromise 

• Patching 

• Backing up data 

• Syslog 

• Analyzing log flies 

• Other logging 
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Linux Security Tools 

• File integrity verifications 

• Chkrootk1t 

• CIS hardening guides 

• Bastille hnux 

• Sniffers 

• Snort 

- -

Add11ional Information 

Testimonial 

To give you an Idea of the effectiveness of the course, here is what a few former students have said 
about it: 

"SEC401 provides an excellent overview of security fundamentals delivered by experienced industry 

professionals • - Jathan Watso. Department of Rnance 

"Excellent matenal for secunty professionals wanting a deeper level of knowledge on how to implement 

security policies, procedures. and defensive mechanisms in an org • - Brandon Smit. Dynet1cs 

"SEC401 took what I thought I knew and truly explained everything to me. Now, I also UNDERSTAND 

the security essentials fundamentals and how/why we apply them. Loved the training. cannot wait to 

come back for more." - Nicholas Blanton, ManTech International 

Laptop Regu1rod 

Security 401 : Security Essentials Bootcamp Style consists of course Instructions and hands-on 

sessions. To reinforce the skills covered In class and gain experience with the tools needed to 

implement effective security, there are hands-on labs every day. These lab sessions are designed to 

enable students to use the knowledge gained throughout the course in an instructor-led environment 

Students will have the opportunity to tnslall, configure, and uttlize the tools and techniques that they 

have learned. 

Students will require a system running Wtndows 8.x and Kali Linux with the followtng requirements. 

• Adm1n1strator access to the operating system and all security software installed Changes need to be 

made lo personal firewalls and other host-based software in order for the labs to work. 

• Anti-virus software will need to be disabled in order to install some of the tools. 

• A DVD player Is required to Install the tools that will be provided In class. 

Students are required lo bring their own laptops that are properly configured. There is not enough time 

in class to help you Install your laptop, so please note that your laptop must be properly Installed and 

configured before you come to class. Students are also required to test their systems prior to coming to 

class. Do not bring a regular production laptop to this class! When installing software. there is always a 

chance of breaking something else on the system. Students should assume that all data could be lost. 
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Students must bring a laptop with Windows 8.x installed. The recommended configuration Is Windows 8 

as the host operating system running Kall Linux as a virtual machine with VMWare Player. Students can 

use a Mac or Linux system with a different virtual machine product running both Windows and Kall Linux 

on virtual machines, but the specific details for setting it up are left to the student. 

Students MUST also downloadfinstall VMWare Player and Kall Linux pnor to coming to class . 

The following 1s a step by step guide for configuring your system on a Windows platform ~ 
lnstallallon Gurde 

In summary, before you arrive for the course you should: 

• Confirm that Windows 8.x Is Installed and working 

• Download and Install VMWare Player 

• Install Kall Linux 

• Confirm that you can start up Kall Linux and run a program. 

NOTE: All of the screen shots that show installation and running of the tools are In Window 8. The labs 

are written for Windows 8; however all of the tools will run In windows 7 and the screen shots for 

running the tools are the same. The only difference is since there Is no start menu In Windows 8 the 

method for accessing a DVD and initially running a program are different. If you know how to open a 

DVD and run a program in Windows 7. you will be able to use Windows 7 for the labs 

By property preparing, you will have a knowledge-rich and enjoyable lab experience 

If you have any questions, feel free to contact us. 

Sincerely, 

Dr. Eric Cole 

Track Lead/Course Author 

E-mail: erlc@sans.org 

If you have additional questions about the laptop specifications, please contact laptop prep@sans erg. 

Who Should Atlend 

Anyone who works in secunty, is interested in security, or has to understand secunty should take this 

course, including: 

• Security professionals who want to fill the gaps in their understanding of technical Information 

security 

• Managers who want to understand Information security beyond simple terminology and concepts 

• Operations personnel who do not have security as their primary job function but need an 

understanding of security to be effective 

• IT engineers and supervisors who need to know how to build a defensible network against attacks 

• Administrators responsible for building and maintaining systems that are being targeted by attackers 

• Forensic analysts, penetration testers, and auditors. who need a solid foundation of security principles 

so they can be as effective as possible at their jobs 

• Anyone new to Information security with some background in information systems and networking. 

FTC-0002216 
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Prerequisites 

SEC401 Secunty Essentials Bootcamp Style covers all of the core areas or secunty and assumes a 

basic understanding or technology, networl<s. and secunty. For those who are brand new to the field with 

no background knowledge. SEC301 . Intro to Information Security would be the recommended starting 

point. While SEQJ01 is not a prerequisite, it will provide the introductory knowledge that will help 

maximize the expenence with SEC401 

Other Courses Pegple Haye Taken 

Other Courses People Have Taken 

For those who are more advanced, SEC501 · Enterprise Defender might be the more appropriate course 

to take. 

What You Will Receive 

In this course you will receive the following materials: 

• Course books with labs 

• Glossary and acronym list 

• DVD 

• TCP/IP reference guide 

You Wm Be Able To 

• Apply what you learned directly to your job when you go back to work 

• Design and build a network architecture using VLANs, NAC. and 802.1x based on advanced 

persistent threat indicators of compromise 

• Run Windows command hne tools to analyze the system looking for high-nsk items 

• Run Linux command line tools (ps, Is, netstat, etc.) and basic scripting to automate the running of 

programs to perform conhnuous monitonng of various tools 

• Install VMWare and create virtual machines to create a virtual lab to test and evaluate tools/security 

of systems 

• Create an effective policy that can be enforced within an organization and design a checklist to 

validate security and create metrics to tie into training and awareness 

• Identify visible weaknesses of a system using various tools and, once vulnerabilities are discovered, 

cover ways to configure the system to be more secure 

• Build a network vlslblllty map that can be used for hardening of a network • validating the attack 

surface and covering ways to reduce that surface by hardening and patching 

• Sniff open protocols like telnet and ftp and determine the content, passwords, and vulnerabllltles 

using WlreShark. 
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Hands-on Training 

SEC401 is an interactive hands-on training course. The following are some of the lab activities that 

students will carry out: 

• Setup of virtual lab environment 

• Windows/Linux tutorial 

• TCP dump analysis 

• WireShark decoding of VoIP traffic 

• Password cracking 

• Host-based discovery with Dumpsec 

• Hashing1 to preserve digital evidence 

• Analyzing networks with hping and nmap 

• Event correlation with Splunk 

• Use of steganography tools 

• Securing a Windows system with MBSA and SCA 

Author Statement 

"One of the things I love to hear from students after teaching Security 401 Is 'I have worked in security for 

many years and after taking this course I realized how much I did not know.' With the latest version of Security 

Essentials and the Bootcamp, we have really captured the critical aspects of security and enhanced those 

topics with examples to drive home the key points. After you have attended Security 401, I am confident you 

will walk away with solutions to problems you have had for a while, plus solutions to problems you did not even 

know you had." 

- Eric Cole 

Additional Resources 

View Pr. Cole's security videos 

Learn even more about computer and information security in the SANS Reading Room, where more than 

1,600 White Papers authored by industry professionals are available for free. The. papers cover such topics as: 

• Network fundamentals 

• Core security design principles for networks 

• Protocol behavior 

• Analysis and decoding of packets 

• Information assurance foundations 

• Computer security policies 

• Contingency and continuity planning 

• Password management and access control 

• Incident handling 

• Offensive and defensive information warfare 

• Host-based intrusion detection and prevention 

• Network-based intrusion detection and prevention 

• Offensive methods of attack 

• Firewalls and perimeters 

• Risk assessment and auditing 

• Cryptography 

hnps://www .sans.org/coursc/security-csscntials-boo1camp-sryler719/20 15 5 :43:48. PM I 
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• Steganography 

• Wireless security 

• Operations security 

• Windows security 

• Unix/Linux security 

Take your learning beyond the classroom. Explore our site network for additional resources related to this 

course's subject matter. 

Cyber Oefense 

'CPE!CMU credits not offered for the Se/fStudy delivery met/Jod 

Online options available. Train from any location. 

61 Training Results All I Training Events I Community SANS I Mentor I Virtual I Online 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

SEC401 : Security Essentials Bootcamp Style 

SANS London In the Summer 2015 

London, United Kingdom 

Stephen Sjms 

SEC401 : Security Essentials Bootcamp Style 

SANS San Jose 2015 

San Jose. CA 

Bryan Simon 

SEC401 : Security Essentials Bootcamp Style 

SANS Minneapolis 2015 

Minneapolis, MN 

Russell Eubanks 

SEC401 · Security Essentials Bootcamp Style 

SANS Boston 2015 

Boston, MA 

hnps://www.sans.org/coursc/sccuriry-csscntinls·boo!cnmp-st.ylc[7/9/20 15 5 :43:48 PMI 

Jul 13, 2015. -

Jul 18, 2015 

Jul 20, 201 5 -

Jul 25, 2015 

Jul 20, 2015 -

Jul 25, 2015 

Aug 3, 2015 -

Aug 8, 2015 

Register 

'A'artlng List 

---- ~ 

Register Now 

Register Now~ 

Register Now 
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Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training. Event 

Ted Demopoulos 

SEC401 : Security Essentials Bootcamp Style 

SANS San Antonio 2015 

San Antonio, TX 

Keith Palmgren 

SEC401 : Security Essentials Bootcamp Style 

SANS Virginia Beach 2015 

Virginia Beach, VA 

Qr. Eric Cole 

SEC401 : Security Essentials Bootcamp Style 

SANS Chicago 2015 

Chicago, IL 

Paul A Henry 

SEC401 · Security Essentials Bootcamp Style 

SANS Milan 2015 

Milan, Italy 

Bryan Simon 

SEC401 · Security Essentials Bootcamp Style 

SANS Crystal City 2015 

Crystal City, VA 

Tim Garcia 

SEC401: Security Essentials Bootcamp Style 

SANS Network Security 2015 

Las Vegas, NV 

Dr Eric Cole 

SEC401 · Security Essentials Bootcamp Style 

SANS Baltimore 2015 

Baltimore, MD 

Paul A Henry 

SEC401 : Security Essentials Bootcamp Style 

hnps://www.sans.org/coursc/sccuriry-csscntinls-bootcnmp-st.ylc[7/9/20 15 5 :43:48 PM! 

Aug 17. 2015 -

Aug 22, 2015 

Aug 24, 2015 -

Sep 4, 2015 

Aug 30, 2015 -

Sep 4, 2015 

Sep 7, 2015 -

Sep 12, 2015 

Sep 8, 2015 -

Sep 13, 2015 

Sep 12, 2015 -

Sep21, 2015 

Sep 21 , 2015 -

Sep 26, 2015 

- . 
Register Now 

- . -
Regis!ei Now 

---~ -
Register Now 

Register Now 

-
Register Now 

Register Now 

- 'el"-
Register Now · 
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Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training. Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

SANS Seattle 2015 

Seattle,. WA 

Bryce Galbraith 

SEC401 · Security Essentials Bootcamp Style 

SOS· SANS October Singaoore 2015 

Singapore, Singapore 

Mark Hofman 

SEC401: Security Essentials Bootcamp Style 

SANS Tysons Corner 2015 

Tysons Comer. VA 

Bryan Simon 

SEC401 : Security Essentials Bootcamp Style 

SANS Gulf Region 2015 

Dubai, United Arab Emirates 

Jonathan Ham 

SEC401: Security Essentials Bootcamp Style 

SANS Cyber Oefense San Diego 2015 

San Diego, CA 

Dr Eric Cole 

SEC401: Security Essentials Bootcamp Style 

SANS South Florida 2015 

Fort Lauderdale, FL 

Bryan Sjmon 

SEC401 · Security Essentials Bootcamp Style 

SANS Sydney 2015 

Sydney, Australia 

Or. Eric Cole 

SEC401 · Secyrjty Essentials Bootcamp Stvle 

SANS London 2015 

London, United Kingdom 

Stephen Sjms 

hnps://www.sans.org/coursc/sccuriry-csscntinls-bootcnmp-st.ylc[7/9/20 15 5 :43:48 PMJ 

Oct 5, 2015 -

Oct 10,. 2015 

Oct 12, 2015 -

Oct24, 2015 

Oct 12, 2015 -

Oct 17, 2015 

Oct 17, 2015 · 

Oct 29, 2015 

Oct 19, 2015 -

Oct24, 2015 

Nov 9, 2015 -

Nov 14, 2015 

Nov 9, 2015 -

Nov21, 2015 

Nov 14, 2015 -

Nov 23, 2015 

-
Register Now 

. 
Register Now 

Register Now 

-
Register Now 

- . 
Register Now 

Register Now 

-- . 
Register Now 

Register Now 
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SEC401 · Security Essentials Bootcamp Style 

Essentials 
S8t:,!S San Ernrn;;isQQ 2Q15 Nov 30, 2015. -

San Francisco, CA Dec 5, 2015 

- - "7'· 
Register Now 

Training Event 
Bryce Galbraith 

SEC40l · Security Essentials Boctcamp Sivie 

fi1 Essentials 
SANS Cape Town 201 s Nov 30, 2015 -

Cape Town, South Africa Dec 5, 2015 
Register Now 

Training Event 
Dave Shackleford 

SEC401 : Security Essentials Boctcamp Style 

Essentials 
S8t:IS Cyber Defense Initiative 2015 Dec 12, 2015 -

Washington, DC Dec 19, 2015 

. 
Register Now 

Training Event 
Paul A Henry 

SEC4Q1: Security Essentials Bootcamp Stvle 

SANS Las Vegas 20l6 Jan 9, 2016 -
Essentials 

Las Vegas, NV Jan 14, 2016 

--- . 
Register Now 

Training Event 
Bryce Galbraith 

SEC4Q:l · Security Esseotials Eloctcamr;i Style 

fi1 Essentials 
SAt:IS Brussels Winier 2QH:l Jan. 18, 2016 -

Brussels, Belgium Jan 23, 2016 

. 
Register Now · 

Training Event 

Pr Eric Cole 

SEC4Q1: Security Esseotials Bootcamp Style 

SANS Security East 20:16 Jan 25, 2016 -
Essentials 

New Orleans, LA Jan 30, 2016 
Register Now 

Training Event 
Bryan Simon 

SEC4Q:l; Sec!Jritv Esl:leolials 6octc'-!mo Sivie 

Ci1 Essentials 
S8t:IS Muolcb Winter 2QHl Feb 15, 2016 -

Munich, Germany Feb 20, 2016 
~ 

Register Now 

Training Event 

Cbris Cbrislianson 

SEC4Ql · Security Essentials Eloctcamp Sivie 

Essentials 
SANS London Soring Feb 29, 2016 -

FTC-0002222 
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-
London, United Kingdom Mar 5, 2016 

Register Now 

Training Event 
Dr. Eric Cole 

SEC401 · Security Essentials Bootcamp Style 

Cyber Defense Summit & Training Aug11 , 2015 -
Essentials 

Nashville, TN Aug 18, 2015 

. 
Register Now 

Summit 
Dr Eric Cole 

SEC1Q1: Sei;ucity Essentials 6Qotl<amp Style 

" Cyber Security Enforcement Summit & Training Sep 21 , 2015 -
Essentials 

Dallas, TX Sep 26. 2015 
Register Now 

Summit 
Chris Christianson 

SEC4Q1: Security Essentials 6Qotcamp Style 

Essentials 
Security Leadership Summit & Training Dec 3, 2015 -

Dallas, TX Dec 10, 2015 

-
Register Now 

Summit 
Russell Eubanks 

SEC401 · Security Essentials Bootcamp Style 

Essentials 
Ibi:eal tluatiag aad lacideal BespQase Summit Apr 12, 2016 -

New Orleans, LA Apr 19, 2016 

- . 
Register Now 

Summit 
Staff 

SEC401: Security Esseatlals Bootcamp Style 

Essentials 
CQmmualty S81':,1S CQlumbia SEC101 Sep?, 2015-

Columbia, MD Sep 12, 2015 
Register Now 

Community SANS 

Cbris Chrjstlaason 

SEC1Q1 · Security Essentials Bootcamp Style 

Commualty S8NS Milwaukee SEC4Q1 Sep 14, 2015 -
Essentials 

Milwaukee,. WI Sep.19, 2015 

-- ' 

Register Now 

Community SANS 
Staff 

SEC101 · Securjty Esseatia!s Bootcamp SMe 

Commuaity S8NS Bumaby SEC101 Sep21 , 2015 -
Essentials 

Burnaby, BC Sep 26, 2015 
Register Now 

Community SANS 
Staff 

FTC-0002223 

hnps://www.sans.org/coursc/sccuriry·csscntinls-boo!cnmp·st.ylc[7/9/20 15 5 :43:48 PM! 



lnformmion Security Training Cour;,e I SANS SEC401 I Security Essentia ls 

Essentials 

Community SANS 

m Essentials 

Community SANS 

Essentials 

Community SANS 

Essentials 

Community SANS 

Essentials 

Community SANS 

Essentials 

Community SANS 

Essentials 

Community SANS 

Essentials 

SEC401 · Security Essentials Bootcamp Style 

Co[rnrn.inily SANS Qtt<!wa SEC~Q1 

Ottawa, ON 

Staff 

SEC~Ql · Security Essentials Boctc;amp Style 

Community S8~S !Sansas City SEC~Ql 
Kansas City, MO 

Staff 

SEC4Q1: Security Essentials Boctc;amp Style 

Community S8!':'.lS MadiSQO SEC4Q1 

Madison, WI 

Qoc Blackburn 

SEC4Q1: Security Essentials Bootcamp SMe 

Community S8NS Jacksonville SEC40l 

Jacksonville, FL 

Staff 

SEC4Q1 · Security Essentials Boctcamp Style 

Community SANS Rockville SEC40l 

Rockville, MD 

Staff 

SEC4Q1 · Security Essentials Bootc;amo Style 

Community SANS Paris SEC4Ql lin French) 

Paris, France 

Christophe RENARQ 

SEC4Q1: Security Essentials Bootc;amp Style 

Community S8NS 8naheim SEC4Q1 

Anaheim, CA 

Staff 

SEC4Q1 · Security Essentials Boctc:amp Sivie 

Community SANS New YQ(k SEC4Q1 

hnps://www.sans.org/coursc/sccuriry·csscntinls-boo!cnmp·st.ylc[7/9/20 15 5 :43:48 PMI 

Sep21 , 2015-

Sep 26, 2015 

Sep 28, 2015 -

Oct 3, 2015 

Oct 5, 2015 -

Oct 10, 2015 

Oct 12, 2015 -

Oct 17, 2015 

Oct 19, 2015 -. 

Oct24, 2015 

Oct 26, 2015 -

Oct 31, 2015 

Oct 26, 2015 -

Oct 31, 2015 

Nov 9, 2015 -

- - "7'· 
Register Now 

Register Now 

. 
Register Now 

--- . 
Register Now 

. 
Register Now · 

Register Now 

~ 
Register Now 
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Community SANS 

Essentials 

Community SANS 

Essentials 

Community SANS 

Essentials 

Community SANS 

Essentials 

Mentor 

Essentials 

Mentor 

Essentials 

Mentor 

Essentials 

Mento r 

New York, NY 

Doc Blackburn 

SEC401 · Security Essentials Bootcamp Style 

Community SANS Sao Antonio SEC401 

Sao Antonio, TX 

Staff 

SEC401: Security Essentials Bootcamp Style 

Community SANS Salt Lake City SEC401 

Salt Lake City, UT 

Staff 

SEC401 · Security Essentials Bootcamp Style 

Community SANS Toronto SEC401 

Toronto,. ON 

Staff 

SEC401: Security Essentials Bootcamp Style 

Mentor Sessjoo 

Chantilly, VA 

Patrick Ouellette 

SEC401 : Security Essentials Bootcamp Style 

Mentor Session 

Singapore, Singapore 

Yee Ching Tok 

SEC401 · Security Essentials Bootcamp Style 

Mentor Session 

Raleigh, NC 

Allen Hadder 

SEC401 · Secyrjty Essentials Bootcamp SMe 

Mentor Session 

Charleston, SC 

Janice Pryor 

hnps://www.sans.org/coursc/sccuriry-csscntinls-bootcnmp-st.ylc[7/9/20 15 5 :43:48 PMI 

Nov.14, 2015 

Nov 9, 2015 -

Nov 14, 2015 

Nov 16, 2015 -

Nov 21, 201 5 

Dec 7, 2015 -

Dec 12, 2015 

Jul 20, 2015 -

Sep 28, 201 5 

Aug 14, 2015 -

Oct 16, 201 5 

Aug 20, 201 5 -

Oct 22, 2015 

Sep 17, 201 5 -

Nov 19, 2015 

-
Register Now 

. 
Register Now 

Register Now 

-
Register Now 

- . 
Register Now 

Register Now 

-- . 
Register Now 

Register Now 
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SEC401 · Security Essentials Bootcamp Style 

Essentials Online 

Simulcast Or Erjc Cole 

hnps://www.sans.org/coursc/sccuriry·csscntinls-bootcnmp-st.ylc[7/9/20 15 5 :43:48 PM! 

Aug 13, 2015 -

Aug 18, 201 5 

- - "7'· 
Register Now 

Register Now 

. 
Register Now 

--- . 
Register Now 

Register Now 

Register Now 

-- . 
Register Now 

- -----· . 
Register Now 
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SEC401 : Security Essentials Bootcamp Style 

Essentials Online 

Simulcast Or Eric Cole 

SEC401 · Security Essentials Bootcamp Style 

Essentials Online 

Simulcast Paul A Henr:y 

SEC401 · Security Essentials Bootcamp Style 

Essentials Online 

SelfStudy 

All Private Training Course of Your Choice 

Private Training 

'Course contents may vary depending upon location. see specific event description for details. 

hnps://www.sans.org/coursc/sccuriry-csscntinls-bootcnmp-st.ylc[7/9/20 15 5 :43:48 PMI 

Sep 14, 2015 -

Sep 19, 2015 

Dec 14, 2015 -

Dec 19, 2015 

Anytime 

Your Choice 

. 
Register Now 

-

Register Now 

Register Now 

----

Learn More 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF ARIZONA 

Federal Trade Commission, 

Plaintiff, 

V. 

LifeLock, Inc., et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED ATTACHMENT 4 
TO EXPERT REPORT OF DR. ERIC B. COLE 
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Find Training Live Training Online Training Programs Resources Vendor About 

SEC501: Advanced Security Essentials 
Enterprise Defender 

Contents I Additional Info 

Delivery Methods: 

J.iY.e. I Qnline. 

GCED Certification 

Affiliate Pricing 

36 CPEs 

Laptop Required 

For an intensive and In-depth course, I found SEC501 to be extremely educational yet fun and 
entertaining. 
Hisham Al Muhareb. Saudi Aramco 

Best class I've ever taken. Instructor has far more real-world experience than instructor from global 

knowledge with whom I've taken many classes. 
Bruce Henkel. Harris Corporation 

Effective cybersecurity is more important than ever as attacks 

become stealthier, have a greater financial impact, and cause broad 

reputalional damage. SEC501 : Advanced Security Essentials -

Enterprise Defender builds on a solid foundation of core policies and 

practices to enable security teams to defend their enterprise. 

It has been said of security that "prevention is ideal, but detection is 

a must." However, detection without response has little value. 

Network securi ty needs to be constantly improved to prevent as 

many attacks as possible and to swiftly detect and respond 

appropriately to any breach that does occur. This PREVENT - DETECT - RESPONSE strategy must be in 

place both externally and internally. As data become more portable and networks continue to be porous, there 

needs to be an increased focus on data protection. Critical information must be secured regardless of whether 

it resides on a server, In a robust network architecture, or on a portable device. 

Of course, despite an organization's best efforts to prevent network attacks and protect its critical data, some 

attacks will still be successful. Therefore, organizations need to be able to detect attacks in a timely fashion. 

This is accomplished by understanding the traffic that is flowing on your networks, looking for Indications of an 

attack, and performing penetration testing and vulnerability analysis against your organization to identify 

problems and Issues before a compromise occurs. 

Finally, once an attack is detected we must react quickly and effectively and perform the forensics required. 

Knowledge gained by understanding how the attacker broke In can be fed back Into more effective and robust 

preventive and detective measures. completing the security lifecycle. 

hnps://www.sans.org/coursc/ndvanced-sccurity·csscnl ials-cntcrprisc-dcfcndcr[7/912015 5:35: 19 PM'[ 
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Course Collapse All 

Syllabus 

CoL1rse Contents 

SEC501 1: Pefensjye Network Infrastructure 

Overview 

Making your network secure from attack starts 

with designing, building, and. implementing a 

robust network infrastructure. There are many 

aspects to implementing a defense-in-depth 

network that are often overlooked when 

companies focus only on functionality. Achieving 

the proper balance between business drivers 

and core information securi ty requires that an 

organization build a secure network that is 

mission-resilient to a variety of potential attacks. 

On the first course day students will learn how to 

design and build a secure network that can both 

prevent attacks and recover after a compromise. 

They will also learn how to retrofit an existing 

network to achieve the level of protection that is 

required. Building a network is not that 

complicated, but it takes special skills to 

integrate all of the. components so the network 

can withstand a variety of attacks and support 

the organization's mission. Students. will learn 

how to design and implement a functionality-rich, 

secure network and how to. maintain and update 

it as the threat landscape evolves. 

CPE/CMU Credits: 6 

SEC501 2· Packet Analysis 

Overview 

"Prevention is ideal, but detection is a must" is a 

critical motto for network security professionals. 

While organizations always want to prevent as 

many attacks as possible, some adversaries will 

Topics 

• Introduction to network security infrastructure 

as the target for. attacks 

• Impact of compromised routers and switches 

• Escalating privileges at Layers 2 and 3 

• Weaknesses in Cisco router. and switch 

architecture 

• Integrating and understanding existing 

network devices to defend against attacks 

• Implementing the C isco Gold Standard to 

improve security 

• CISecurlty Levels 1 and. 2 benchmarks for 

routers 

• SANS Gold Standard switch configuration 

• Implementing security on an existing network 

and rolling out new devices 

• Advanced Layer 2 and 3 Controls 

• Filtering with access control lists 

• DHCP, ARP snooping, and port security 

• Introduction to network admission control and 

802.1x 

Topics 

• Architecture design and preparing filters 

• Building intrusion detection capability into a 

network 

• Understanding the components currently in 

hnps://www .sans.org/coursc/advanccd-sccuri1y-csscn1ials·cn1crprise-dcfcnder[7/9/2015. 5:35: 19 PMl 
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still sneak into the network. In cases where an 

attack cannot be prevented, security 

professionals must detect the Indications that the 

attack 1s in progress and stop 1t before significant 

harm is caused. Packet analysis and intrusion 

detection are at the core of such timely 

detection Orgamzahons need to not only detect 

attacks but also to react in a way that ensures 

those attacks can be prevented in the future. 

Because of the changing landscape of attacks. 

detecting them is an ongoing challenge. Today's 

attacks are more stealthy and difficult to find 

than ever before. Only by understanding the 

core principles of tratric analysis can you 

become a skilled analyst able to differentiate 

between normal and attack traffic. New attacks 

are surfacing all the time, so security 

professionals must be able to write rules that 

detect the latest advanced zero-day attacks 

before they compromise a network. 

Traffic analysis and intrusion detection used to 

be treated as a separate d1sC1phne within many 

organizations Today. prevention, detection, and 

reaction must be closely knit so that once an 

attack 1s detected, defensive measures can be 

adapted, proactive forensics implemented, and 

the orgamzahon can to continue to operate. 

CPE/CMU Credits: 6 

SEC501 .3· Pentest 

Overview 

Security Is all about understanding, mitigating, 

and controlling the risk to an organizal.lon's 

critical assets. An organization must understand 

the changing threat landscape and have the 

capacity to compare it against its own 
vulnerabilities that could be exploited to 

compromise its network. While this was never an 

easy task. It is becoming much more difficult 

because threats are evolving rapidly and 

organizations are so complex. On day three, 

students will learn about the variety of tests that 

can be run against an organization and how to 

perform effective penetration testing. 

Finding basic vulnerabilities is easy but not 

necessarily effective If these are not the 

vulnerabilities attackers exploit to break Into a 

place 

• Detection techniques and measures 

• Understanding various types of traffic 

occurring on a network 

• Knowing how normal traffic works 

• Differentiating between attacks and normal 

users on a network 

• Advanced IP packet analysis 

• Performing deep packet 1nspectJon and 

understanding usage of key fields 

• Event correlation and analysis 

• Analyzing an entire network Instead of a 

single device 

• Building advanced snort rules 

• Intrusion detection tools 

• Installing and using analysis software 

• Wireshark 

• Building custom filters 

Topics 

• Variety of penetration testing methods 

• Frequency and use of vulnerabillty analysis, 

penetration testing, and security assessment 

• Vulnerabillty analysis 

• How to perform vulnerability analysis 

• Key areas to identify and ways to fix potenltal 

problems 

• Key tools and techniques 

• Tools, techniques. and methods used in 

testing 

• Basic penetration testing 

• Methods and means of performing a 

penetration test 

• Focus, requirements, and outputs of a 

successful test 

• Prioritizing and remediation of Issues 

• Advanced penetration testing 

hnps://1<·ww.\.~n~ orefcou..Wad' aoccd·'L'Curity· C\\Cn11al~-cntcrpri-e-dcfcnder{7/9/2015 5:35: 19 P\1 ) 
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system. Advanced penetration testing involves 

understanding the variety of systems and 

applications on a network and how they can be 

compromised by an attacker. Students will learn 

about both external and internal penetration 

testing and the methods of black, gray, and 

white box tesung 

Penetration testing is cntical to identify an 

organization's exposure points. but students will 

also learn how to prionllze and llx these 

vulnerabillbes to increase the organization's 

overall security. 

CPEJCMU Credits: 6 

SEC501 4· first Responder 

Overview 

Any organization connected to the Internet or 

that has employees 1s going to have attacks 

launched against 1t Even with a keen focus on 

robust network design, preventive secunty, and 

identifying vulnerab1hties through penetration 

testing, some attacks will sllll occur In these 

cases, Identifying, analyzing, and responding 

effectively to the attack is critical. 

Security professionals need to understand how 

to perform Incident response, analyze what is 

occurring, and restore their organization back to 

its normal state as soon as possible. Day four 

will provide students with a proven six-step 

process to follow In response to an attack: 

Prepare, Identify, Contain, Eradicate, Recover, 

and Learn from previous incidents. Cyber 

incidents are a lot hke a fire-the sooner you 

detect them, the easier they are to contain, and 

the less damage they cause. Therefore prompt 

incident response is a key follow-on to intrusion 

analysis 

Another key aspect of incident response is 

forensic analysis and discovery Students will 

learn how to perform forensic investigation and 

identify indications of an attack. This Information 

will be fed Into the incident response process to 

ensure that the attack Is prevented from 

occurring again In the future. 

CPE/CMU Credits: 6 

• Understanding and mapping to an 

organization's infrastructure 

• Application testing and system analysis 

Topics 

• Incident handling process and analysis 

• Preparing for an incident 

• Identifying and responding 

• Containing a problem to preserve mission 

resilience 

• Identifying and eradicating the problem 

• Recovery system data, Including restoring to 

normal operation 

• Lessons learned and follow-up reporting 

• Forensics and incident response 

• Windows response skills 

• Windows forensics tool chest 

• Linux/Unix response and analysis 

• Linux/Unix tools and system analysis 
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SEC5Q1 5 Malware 

Overview 

As secunty professionals continue to build more 

proactive secunty measures, the methods or 

attackers will continue to evolve. A common way 

for attackers to target, control, and break into as 

many systems as possible Is through the use of 
malware. Students must thererore understand 

what type of malware Is currently available to 

attackers, as well as future trends and methods 

of exploiting systems. With this knowledge, 

students can then learn how to analyze, defend, 

and detect malware on systems and minimize its 

impact on the organization. 

CPE/CMU Credits: 6 

SEC5Q1 6· Data Loss Prevention 

Overview 

Cybersecurity is all about managing, controlling, 

and mltigalhng risk to your critical assets. In 

almost every organization, critical assets are 

made up of data or Information. Whether it is a 

customer list, research plans, intellectual 

property, classlfled Information, or a marketing 

plan, these data represent your organization's 

lifeline and must be property protected. 

Perimeters are still Important and cnlical, but as 

our networks become more porous and our data 

more portable, we are mov10g away from a 

fortress model and moving towards a focus on 

data 

lnrormation no longer solely resides on servers 

where properly configured access control lists 

can limit access and protect our Information. The 

same Intellectual property that Is protected on a 

server behind a strong perimeter can now be 

copied to laptops (I.e., portable servers) and 

plugged Into networks (I.e., hotels, airports, and 

coffee shops). Those venues have no firewalls 

or security devices In place. This means that you 

must be able to protect the data no matter where 

Topics 

• Malware 

• Types or malware and corresponding behavior 

• Dealing with malware 

• Tying malware into intrusion analysis and 

incident response 

• Windows malware 

• Using Microsoft Windows basic built-In CU 
tools 

• Using Microsoft Windows advanced built-in 

CU tools 

• Using Microsoft Windows built-In GUI tools 

• External tools and analysis 

• Using external tools to fight BHO 

• Fighting rootklts with basic and advanced tools 

• Inspecting acltve processes 

• Using online resources to get help 

Topics 

• Risk management 

• Calculating and understanding risk across an 

organization 

• Building proper risk mitigation plans 

• Applying proactive risk management 

processes 

• Incorporating risk management into all 

business processes 

• Understanding insider threats 

• Data classification 

• Building a data class1ficabon program 

• Key aspects or deploying and 1mplementtng 

classification or cnttcal tnfonnallon 

• Staged roll-out of classifying new and existing 

information 

• Managing and maintaining portable data 

classification 

• Digital rights management 

• Understanding digital rights 

• Balancing digital rights with data classification 

• Managing access across the enterprise 

• Balancing functionality and security 

• Data loss prevention (OLP) 

• Identifying requirements and goals roe 
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It resides. A compromise of sensitive data will 

have an impact on your company-no matter how 

or where it was stolen. 

Building a strong perimeter defense is a cnllcal 

first step, but focusing on protecting and 

controlling cntical data from loss 1s also cribcal to 

building strong preventive measures. Proactive 

security must be implemented to property protect 

critical informatton and minimize its exposure. 

CPE/CMU Credits: 6 

preventing data loss 

• Identifying practical OLP solutions that work 

• Managing, evaluating, Implementing, and 

deploying OLP 

-

Adcllllonal lniormat1on 

Testimonial 

°This is the best technical training course I have ever taken. SEC501 exposed me to many valuable 

concepts and tools but also gave me a solid introduction to those tools so that I can conllnue to study 

and improve on my own.• • Curt Smtih. Htldago Medical Services 

"SEC501 offers a great explanation of Net Defense best practices that often get overlooked • • Kirk G., 

U.S. Navy 

"For an Intensive and In-depth course. I found SEC501 to be extremely educational yet fun and 

entertaining." -H1sham Al-Muhareb, Saudi Aramco 

Laptop ReQulred 

A properly configured laptop Is required to partlclpate In SEC501 : Advanced Security Essentials -

Enterprise Defender. Students must have Administrator privileges. Antivlrus software Is not 

recommended and may need to be disabled or uninstalled. If you have a production system already 

Installed with data on it that you do not want to lose, it is recommended that you replace it with a clean 

hard drive 

Prior to the start of class, you must install the necessary software as descnbed below. The following are 

minimal hardware requirements for your laptop: 

• DVD-RW dove 

• 4 GB RAM (more memory is strongly recommended) 

• 40GB of available disk space (more space is recommended) 

• 4GB USB memory stick 

• Windows 7 32-blt virtual machine 

Please note: Windows 7 32·blt and VMWare Workstation Is an expllclt requirement for SEC501. 

You will use VMware to simultaneously run multiple virtual machines when performing hands-on 

FTC-0002234 
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exercises. You must have VMware Workstation installed on your system. If you do not own VMware, 

you can download a free 30-day trial copy from the VMware website. If taking advantage of the trial 

offer, please make sure that the license will not expire before you complete the course. You will also 

need W1nRAR installed 

While most labs will run fine for MAC/Fusion students, this configuration has not been tested and 1s not 

supported 

Final Checklist 

We suggest going over the following checklist lo make sure that your laptop Is prepared for SANS 

SEC501 : Advanced Security Essentials - Enterprise Defender: 

• The laptop meets hardware requirements outlined in this note. 

• If you use a trial copy of VMware Workstation, make sure that the VMware license will not expire 

before the class ends. 

• You created a Windows 7 32·blt virtual machine image (no latest updates from Microsoft needed). 

• The Windows VMware machine runs using host-only networking mode. 

If you have additional questions about the laptop specifications, please contact laptop prep@sans.org. 

Who Should Attend 

• Incident response and penetration testers 

• Security Operallons Center engineers and analysts 

• Network security professionals 

• Anyone who seeks technlcal In-depth knowledge about implementing comprehensive secunty 

solutions 

Preregu !sites 

While not required, ii is recommended that students take SEC40l Secunty Essea11als or have the skills 

taught in that class. This includes a detailed understanding of networks, protocols, and operating 

systems 

You Will Be Able To 

• Identify network security threats against infrastructure and build defensible networks that minimize 

the impact of attacks 

• Access tools that can be used to analyze a network lo prevent attacks and detect the adversary 

• Decode and analyze packets using various tools to identify anomalies and Improve network defenses 

• Understand how the adversary compromises systems and how to respond to attacks 

• Perform penetration testing against an organ ization to determine vulnerabilities and points of 

compromise 

• Apply the six-step Incident handling process 

FTC-0002235 
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• Use various tools to Identify and remediate malware across your organization 

• Create a data classification program and deploy data-loss-prevention so~utlons at both a host and 

network level 

Hands-on Training 

The students will participate in labs that: 

• Analyze network configurations for routers 

• Perform detailed analysis of traffic using various sniffers and protocol analyzers 

• Identify and track attacks and anomalies in network packets 

• Use various tools to perform penetration testing and network discovery 

• Analyze both Windows and Unix systems during an incident to identify signs of a compromise 

• Find, identify, and clean up various types of malware 

Author Statement 

After I finish teaching SEC401-the precursor to the SEC501 course-it is always a thrill to see students leave 

with fire in their eyes and an excitement about them. They walked into class feeling overwhelmed that security 

Is a lost cause, but now they leave class understanding what they need to do, and they have a focus and drive 

to do the right thing to secure their organizations. 

The next question we receive on a constant basis Is, what course should I take next? How do I continue my 

journey? Well, it depends on your focus area. Do you want to get more into perimeter protection, IDS, operating 

system security , etc.? The challenge is that many students work in jobs that do not allow them to focus on one 

area; they need to understand all of the key areas across security. 

What students are telling us is that they want a Sec.urity Essentials Part 2 or a 500-level continuation of 

Security Essentials covering the next level of technical knowledge. With SEC501, SANS has decided to give 

students just what they have been asking for. I am beyond thrilled with the results: we have identified core 

foundation areas that complement SEC401 with no overlap and continue. to build a solid security foundation for 

network practitioners. 

After one recent class, a student ran up and gave me a big hug (he was a retired football player, so I did not 

argue) and said, "SANS is awesome. I have been frustrated in my job for over a year and had lost hope that 

you really could secure an organization and that anything I did made a difference. Just as my light of hope was 

burning out, I decided to take the Security Essenliars course, figuring it was a lost cause. After this class. the fire 

Is burning brighter than it ever was. I feel like a kid again and cannot wait to go back to my company and make 

a difference. However, I think my boss is scared because I called him eight times throughout the week, telling 

him all of the great Information and practical knowledge I learned!" 

Having taught thousands of students, I am confident you will be just as excited and get similar results from 

SEC501. However, just for reference, hugs are optional. 

- Eric Cole 

Additional Resources 
Take your learning beyond the classroom. Explore our site network for additional resources related to this 

course's subject matter. 

Cyber Defense 
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·cPEICMU credits not offered for the SelfStudy delivery method 

Online options available .. Train from. any location. ~I OnDemand 

17 Training Results All I Training Events I Community SANS I Mentor I Virtual I Online 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

SEC501: Advanced Security Essentials - Enterprise 

Defender 

SANS Minneapolis 2015 

Minneapolis, MN 

Keith Palmgren 

SEC501 · Advanced Securjty Essentials - Enterorjse 

Defender 

SANS Boston 2015 

Boston, MA 

Keith Palmgren 

SEC501 : Advanced Security Essentials - Enterorjse 

Qefender 

SANS Vlrajnja Beach 2015 

Virginia Beach, VA 

Or Eric Cole 

SEC501 · Advanced Security Essent ials - Enterorise 

Qefender 

SANS Chicago 2015 

Chicago, IL 

Bryan Simon 

SEC501: Advanced Security Essentials - Enterprise 

Qefender 

SANS Network Security 2015 

hnps://www.sans.org/coursc/ndvanced-sccurity·csscnl ials-cntcrprisc-dcfcndcr[7/9120 I 5 5:35: 19 PM[ 

Jul 20, 2015 -

Jul25, 2015 

Aug 3, 2015 -

Aug 8, 2015 

Aug 24, 2015 -

Sep 4, 2015 

Aug 30, 2015 -

Sep 4, 2015 

Sep 12, 2015 -

Register 

---- -
Register Now 

Register Now 

~--~ ~ 

Register Now 

---- -
Register Now 
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Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Essentials 

Training Event 

Las Vegas, NV 

Paul A Henrv 

SEC501. Advanced Security Essentials - Enterprise 

Oefender 

SANS Seattle 2015 

Seattle, WA 

Bryan Simon 

SEC501. Advanced Security Essentials - Enterprise 

Pefender 

SANS Tysons Comer 2015 

Tysons Comer, VA 

Keith Palmgren 

SEC501: Advanced Security Essentials - Enterprise 

Oefender 

SANS Cyber Qefense San Qlego 2015 

San Diego, CA 

Paul A Henry 

SEC501. Advanced Security Essentials - Enterprise 

Defender 

SANS Sydney 2015 

Sydney, Australia 

Dr Eric Cole 

SEC501. Advanced Security Essentials - Entemrjse 

Defender 

SANS London 2015 

London, United Kingdom 

Paul A. Henry 

SEC501: Advanced Security Essentials - Entemrise 

Defender 

SANS Cyber Pefense Initiative 2015 

Washington, DC 

Bryan Simon 

. . vance -sccunty-csscn11als-cntcrprisc-dcfcndcr[7/912015 5:35: 19 PMI hnps://www.sans org/coursc/nd d . · . 

Sep 21 , 2015 

Oct 5, 2015 -

Oct 10, 2015 

Oct 12, 2015 -

Oct 17, 2015 

Oct 19, 2015 -

Oct 24, 2015 

Nov 9, 2015 -

Nov 21, 2015 

Nov 14, 2015 -

Nov 23, 2015 

Dec 12, 2015 -

Dec 19, 2015 

-- -
Register Now 

-
Register Now 

Register Now 

-
Register Now · 

- -- - -

-

Register Now 

--- ~ -
Register Now 

- -
Register Now 
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Summit 

Community 

SANS 

On Demand 

Simulcast 

Self Study 

Private Training 

Essentials 

Essentials 

Essentials 

Essentials 

Essentials 

All 

SEC501: Advanced Security Essentials - Enterprise 

peteoder 

Security Awareness Summit & Training 

Philadel1phia, PA 

Bryan Simon 

SEC501 · Advanced Security Essentials - Enterorise 

Defender 

Community SANS Columbia SEC501 

Columbia, MD 

Bryan Simon 

SEC501 · Adyanced Security Essentials - Enterprise 

Oefender 

Online 

SEC501 · Advanced Security Essentials - Enterprise 

Oefender 

Online 

Paul A. Henry 

SEC501: Advanced Security Essentials - Enterprise 

Defender 

Online 

Private Training Course of Your Choice 

·course contents may vary depending upon location, see specific event descnption for details. 
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Aug 17, 2015 -

Aug 25, 2015 

Aug 3, 201 5 -

Aug 8, 2015 

Anytime 

Sep 14, 201 5 -

Sep 19, 2015 

Anytime 

Your Choice 

-
Register Now 

-
RegJSter Now 

Regtster Now 

. -
Register Now 

Register Now 

---
Learn More · 
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SANS. Critical Security Controls Training Course l 20. CriLict~ Comro ls l SEC566 

Find Training Live Training Online Training Programs Resources Vendor About 

SEC566: Implementing and Auditing the 
Critical Security Controls - In-Depth 

Contents I Additional Info 

Delivery Methods: 

~IQnline. 

GCCC Certification 

Affiliate Pricing 

30 CPEs 

Laptop Required 

Provides greater structure to the basic controls good methodology provided in implemenating controls. 
Jalal Moloo. JB Shenker 

Leaving the class with a great mind set for evaluating current environment and controls. 
Tom Kozelsky Nexeo Solution 

Cybersecurity attacks are increasing and evolving so rapidly that it 

Is more difficult than ever to prevent and defend against them. Does 

your organization have an effective method in place to detect, 

thwart, and monitor external and internal threats to prevent security 

breaches? 

As threats evolve, an organization's security should too. To enable 

your organization to stay on top of this ever-changing threat 

scenario, SANS has designed a comprehensive course on how to 

Implement the Twenty Critical Security Controls, a prioritized, risk-

based approach to security. Designed by private and public sector experts from around the world, the Controls 

are the best way to block known attacks and mitigate damage from successful attacks. They have been 

adopted by the U.S. Department of Homeland Security, state. governments, universities, and numerous private 

fi rms. 

The Controls are specific guidelines that CISOs, CIOs, IGs, systems administrators, and Information security 

personnel can use to manage and measure the effectiveness of their defenses. They are designed to 

complement existing standards, frameworks, and compliance schemes by prioritizing the most critical threat 

and highest payoff defenses, while providing a common baseline for action against risks that we all face. 

The Controls are an effective security framework because they are based on actual attacks launched regularly 

against networks. Priority is given to Controls that (1) mitigate known attacks (2) address a wide variety of 

attacks, and (3) Identify and stop attackers early in the compromise cycle. 

The British government's Center for the Protection of National Infrastructure describes the Controls as the 

"baseline of high-priority information security measures and controls that can be applied across an organisation 

in order to improve its cyber defence." 
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SANS'. in-depth, hands-on training will teach you how to master. the specific techniques and tools needed to 

Implement and audit the Critical Controls. It will help security practitioners understand not only how to stop a 

threat, but why the threat exists, and how to ensure that security measures deployed today will be effective 

against the next generation of threats. 

The course shows security professionals how to implement the controls in an existing network through cost

effective automation. For auditors, CIOs, and risk officers, the course is the best way to understand how you 

will measure whether. the Controls. are effectively implemented. 

Course Collapse An 

Syllabus 

Course Contents 

SEC566 1 · Introduction and Oyervjew of the 20 Crjtjcal Controls 

Overview 

During day 1, we wil l cover an introduction and overview of the 20 Critical Controls, laying the 

foundation for the. rest of the class. For each control the. following. information will be covered,. and we 

will follow the same outline for each control: 

1. Overview of the Control 

2. How it is Compromised 

3. Defensive Goals 

4. Quick Wins 

5. Visibility &. Attribution 

6. Configuration & Hygiene 

7. Advanced 

8. Overview. of Evaluating the. Control 

9. Core Evaluation Test(s} 

10. Testing/Reporting Metrics 

11. Steps for Root Cause Analysis of Failures 

12. AudiVEvaluation Methodologies 

13. Evaluation Tools 

14. Exercise to Illustrate Implementation Or Steps for Auditing a Control 

In addition, Critical Controls land 2 wi ll be covered in depth. 

Critical Control 1: Inventory of Authorized and Unauthorized Devices 

Any time a new device is installed on a network, the risks of exposing the. network to unknown 

vulnerabilities or hampering its operation are present. Malicious. code can take advantage of new 

hardware that is. not configured and patched with appropriate security updates at the time of installation. 

Attackers. can use these. vulnerable systems to install backdoors. before they are hardened. In 

automating critical control 1, it's critical for all devices to have an accurate and up-to-date inventory 

control system in place. Any device not in the database should be prohibited from connecting to the 

hnp:/lwww .sans.org/coursc/i mpl cmcnt ing-m1d it i ng-critical -sccuri ty-cont rols#coursc_morc_i n fo_scct ion I 719110 I 5 5 :44 :32 PM] 

FTC-0002242 



SANS Cri1icul s~curi1 y Controls 1'rnln111g Cnur~c 120 Critical Coi11rnl• I SEC566 

network. Some organizations maintain asset Inventories by using specific large-scale enterprise 

commercial products or by using free solutions to track and sweep the network periodically. To evaluate 

the implementation of Control 1 on a periodic basis, the evaluation team will connect hardened test 

systems lo at least 10 locations on the network. This will include a selection of subnets associated with 

DMZs, workstations, and servers 

Critical Control 2 Inventory of Authonzed and Unauthorized Software 

An organization without lhe ability to inventory and control its computer's installed programs makes its 

systems more vulnerable to attack. Furthermore, poorly controlled machines are more likely to be 

running software that is unneeded for business purposes, introducing potential security naws. 

Compromised systems become a staging point for attackers to collect sensitive Information. In order to 

combat this potential threat, an organization should scan a network and Identify known or responding 

applications. Commercial software and asset inventory tools are widely available. The best tools provide 

an Inventory check of hundreds of common applications, pulling information about the patch level of 

each Installed program. This ensures that It's the latest version and that It leverages standardized 

application names, !Ike those found In the Common Platform EnumeraUon (CPE) specification. In 

addition to Inventory checks, tools that implement whitelists (allow) and blacklists (deny) of programs are 

included in many modern end-point security suites. To evaluate the Implementation of Control 2 on a 

periodic basis, the team must move a benign software test program that is not included In the 

authorized software list on 10 systems on lhe network. The team must then verify that the software Is 

blocked and unable to run. 

CPE/CMU Credits: 6 

SEC566 2· Cnhcal Controls 3 4 5 and 6 

Overview 

During day 2, we wlll cover Critical Controls 3, 4, 5 and 6. 

Critical Control 3: Secure Configurations for Hardware and Software on Laptops, Workstations, and 

Servers 

Default configurations of software are often geared to ease-of-deployment and ease-of-use and not 

security, leaving some systems exploitable in their default state. Attackers attempt to exploit both 

network-accessible services and client software using various forms of malware Without the ability to 

inventory and control Installed and running, enterprises make their systems more vulnerable 

OrganizaUons can implement this control by developing a series of images and secure storage servers 

for hosl!ng these standard images. Configurabon management tools can be employed to measure the 

settings of the installed software and to look for deviations from the standard image configurations used 

by the organization To evaluate the implementation of Control 3 on a periodic basis, an evalual!on team 

must move a benign test system (one that does not contain the official hardened image, but does 

contain additional services, ports, and configuration files changes) onto the network The evaluation 

team must then verify that the systems generate an alert or e-mail notice regarding the changes to the 
software. 

Critical Control 4: Continuous Vulnerability Assessment and Remediation 

Soon after new vulnerabllltles are discovered and reported by security researchers or vendors, attackers 

engineer exploit code and launch It against targets of interest. Any significant delays flnding or fixing 

software with critical vulnerabilities provides ample opportunity for persistent attackers to break through 

and gain control of vulnerable machines. A large number of vulnerability scanning tools are available to 
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evaluate the security configuration of systems. The most effective vulnerability scanning tools compare 

the results of the current scan with previous scans to determine how the vulnerabilities in the 

environment have changed over lime. All machines identified by the asset Inventory system must be 

scanned for vulnerabihhes. To evaluate the Implementation of Control 4 on a periodic basis, the 

evaluation team must venfy that scanning tools have successfully completed their weekly or daily scans 

CnUcal Control 5 Malware Defenses 

Malicious software is an integral and dangerous aspect of Internet threats. It targets end users and 

organizations via Web browsing, e-mail attachments, mobile devices, and other vectors. Malicious code 

may tamper with a system's contents, capture sensitive data, and spread to other systems. To ensure 

anti-virus signatures are up-to-date, effective organizations use automation. They use the built-in 

administrative features of enterprise endpoint security suites to verify that anti-virus, antl-spyware, and 

host-based Intrusion Detection Systems ODS) features are active on every managed system. They also 

run automated assessments dally and review the results to find and mitigate systems that have 

deactivated such protections or do not have the latest malware definitions. The system must Identify any 

malicious software that Is either Installed, attempted to be installed, executed, or attempted to be 

executed, on a computer system. To evaluate the implementation of Control 5 on a periodic basis, the 

evaluation team must move a benign software test program appearing to be malware onto a system and 

make sure It ls properly discovered and remediated. 

Cntical Control 6 Application Software Security 

Criminal organizations frequently attack vulnerabilities in both web-based and non-web-based 

appllcat10n software In fact, it's a top prionty for criminals. 

Applicallon software 1s vulnerable to remote compromise in three ways. 

• It does not properly check the size of user input 

• It falls to sanitize user input by filtering out potentially malicious character sequences 

• It does not initialize and clear variables properly 

To avoid attacks, internally developed and third party application software must be carefully tested to 

find security Haws. Source code testing tools, web application security scanning tools, and object code 

testing tools have proven useful In securing appl ication software. Another useful tool Is manual 

application security penetration testing by testers who have extensive programming knowledge and 

application penetration testing expertise. The system must be capable of detecting and blocking an 

application-level software attack, and must generate an alert or send e-mail to enterprise administrative 

personnel. To evaluate the Implementation of Control 6 on a monthly basis, an evaluation team must 

use a web application vulnerability scanner to test software security Haws. 

CPE/CMU Credits: 6 

SEC566,3 Cntrcal Controls 7 8 9 10 and 1 1 

Overview 

During day 3, we will cover Critical Controls 7, 8, 9, 1 O and 11 . 

Critical Control 7: Wireless Device Control 

Attackers who gain wireless access to an organization from nearby parking lots have Initiated major data 

thefts. This allows attackers to bypass an organization to maintain long-term access Inside a target. 
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Effective organizations run commercial wireless scanning, detection, and discovery tools as well as 

commercial wireless intrusion detection systems. The system must be capable of Identifying 

unauthorized wireless devices or configurations when they are within range of the organization's 

systems or connected to its networks To evaluate the implementation of Control 7 on a periodic basis, 

the evaluation team staff must configure unauthorized but hardened wireless chants and wireless access 

points to the organization's network. It must also attempt to connect them to the organization's wireless 

networks These access points must be detected and remed1ated in a timely manner 

Cntical Control a· Data Recovery Capability (validated manually) 

When attackers compromise machines, they often make significant changes to configurations and 

software. Sometimes attackers also make subtle alterations. of data stored on compromised machines, 

potentially jeopardizing organizational effectiveness with polluted information. Once per quarter, a 

testing team should evaluate a random sample of system backups by attempting to restore them on a 

test bed environment. The restored systems should be. verified to. ensure that the operating system, 

application, and datum from the backup are all Intact and functional. 

Critical Control 9: Security Skills Assessment and Appropriate Training to Fill Gaps (validated manually) 

An organization hoping to find and respond to attacks effectively relies on its employees and contractors 

to find the gaps and fill them. A solid security skills assessment program can provide actionable 

information to decision makers about where security awareness needs to be Improved. It can also help 

determine proper allocation of hm1ted resources to improve security practices The key to upgrading 

skills 1s measurement. not with cert1ficat1on examinations, but with assessments that show both the 

employee and the employer where knowledge is sufficient and where there are gaps. Once the gaps 

have been identified. those employees who have the requisite knowledge can be called upon to mentor 

the employees who do not The organization can also develop tra1n1ng programs that directly maintain 

employee readiness. 

Cnlical Control 10: Secure Configurations for Network Devices such as Firewalls, Routers, and Switches 

Attackers penetrate defenses by searching for electronic holes in firewalls, routers, and switches. Once 

these network devices have been exploited, attackers can gain access to target networks, redirect tramc 

on that network (to a malicious system masquerading as a trusted system), and Intercept and alter 

information while In transmission. Organizations can use commercial tools that will evaluate the rule set 

of network filtering devices, which determine whether they are consistent or In connlct and provide an 

automated check of network niters. Additionally, these commercial tools search for errors In rule sets. 

Such tools should be run each time significant changes are made to firewall rule sets, router ACLs, or 

other filtering technologies. To evaluate the implementation of Control 10 on a periodic basis, an 

evaluation team must make a change to each type of network device plugged into the network. At a 

minimum, routers, switches. and firewalls need to be tested. If they exist, IPS, IDS, and other network 

devices must be included 

Cntical Control 11 · L1m1tation and Control of Network Ports, Protocols. and Services 

Attackers search for remotely accessible network services that are vulnerable to exploitation Many 

software packages automatically install services. and tum them on as part or the installation of the main 

software package. When this occurs, the software rarely informs a user that the services have been 

enabled. Port scanning tools are used to determine which services are listening on the network for a 

range of target systems. In addition to determining which ports are open, effective port scanners can be 

configured to identify the version of the protocol and service. listening on each discovered opon port. 

The system must be capable of identifying any new unauthorized listening network ports that are 

connected lo the network. To evaluate the Implementation of Control 11 on a periodic basis, the 

evaluation learn must Install hardened test. services with network listeners on ten locations on the 

network, Including a selection of subnets associated with DMZs, workstations, and servers. 

CPE/CMU Credits: 6 
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SEC566 4 ' Cnllcal Controls 12 13 14 and 15 

Overview 

Duong day 4, we will cover Cnttcal Controls 12, 13, 14 and 15. 

Critical Control 12. Controlled Use of Administrative Privileges 

The most oommon method attackers use to infiltrate a target enterprise is through an employee's own 

misuse of administrator privileges. An attacker can easily convince a workstation user to open a 

malicious e-mail attachment, download and open a file from a malicious site, or surf to a site that 

automatically downloads malicious content. If the user is logged in as an administrator, the attacker has 

full access to the system. Built-In operating system features can extract lists of accounts with superuser 

privlleges, both locally on Individual systems and on overall domain controllers. These accounts should 

be monitored and tracked very closely. To evaluate the implementation of Control 12 on a periodic 

basis, an evaluation team must verify that the organization's password policy is enforced and 

administrator accounts are carefully controlled. The evaluation team does this by creatmg a temporary. 

disabled, limited privilege test account on ten different systems. It then attempts to change the password 

on the account to a value that does not meet the organization's password pohcy 

Critical Control 13· Boundary Defense 

By attacking lntemet-facmg systems, attackers can create a relay point to break into other networks or 

internal systems. Automated tools can be used to exploit vulnerable entry points into a network. To 

control the flow or traffic through network borders and to look ror attacks and evidence or compromised 

machines, boundary defenses should be multi-layered. These boundaries should consist of firewalls, 

proxies, DMZ perimeter networks, and network-based intrusion prevention systems and intrusion 

detection systems. Organizations should regularly test these sensors by launching vulnerability-scanning 

tools. These tools verify that the scanner traffic triggers an appropriate alert. The captured packets of 

the Intrusion Detection Systems (IDS) sensors should be reviewed using an automated script each day, 

which ensures log volumes are within expected parameters, are formatted properly, and have not been 

corrupted. To evaluate the Implementation of Control 13 on a periodic basis, an evaluation team must 

test boundary devices. This Is done by sending packets from outside a trusted network, which ensures 

that only authorized packets are allowed through the boundary. All other packets must be dropped. 

Critical Control 14· Maintenance, Monitoring, and Analysis of Audit Logs 

At times, audit logs provide the only evidence of a successful attack. Many organizations keep audit 

records for compliance purposes but rarely review them. When audit logs aren't reviewed, organizations 

don't know their systems have been compromised. Attackers rely on this Most free and commercial 

operating systems. network services, and firewall technologies offer logging capab1ht1es Such logging 

should be acltvated, and logs should be sent to centralized logging servers. The system must be 

capable of logging all events across the network. The logging must be validated across both network 

and host-based systems. To evaluate the implementation of Control 14 on a periodic basis, an 

evaluation team must review the security logs of various network devices, servers, and hosts. 

Critical Control 15: Controlled Access Based On Need to Know 

Some organizations do not carefully Identify and separate sensitive data from less sensitive, publicly 

available Information within an Internal network. In many environments, Internal users have access to all 

or most of the Information on the network. Once_ attackers have penetrated such a network, they can 

easily find and exflltrate Important Information with little resistance. This control is often Implemented 
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using the built-In separation of administrator accounts from non-administrator accounts. The system 

must be able to detect all attempts by users to access files without the appropriate privileges and must 

generate an alert or e-mail for administrative personnel. This includes information on local systems or 

network accessible file shares To evaluate the Implementation of Control 15 on a periodic basis, the 

evaluation team must create test accounts with limited access and verify that the account Is unable to 

access controlled information. 

CPEJCMU Credits: 6 

SEC566 5 Cnl!cal Controls 16 17 18 19 and 20 

Overview 

During day 5, we will cover Critical Controls 16, 17, 18, 19 and 20. 

Critical Control 16: Account Monitoring and Control 

Attackers frequently Impersonate legitimate users through inactive user accounts This method makes it 

difficult for network watchers to identify attackers' behavior. Although most operating systems include 

capabilities for logging information about account usage, these features are sometimes disabled by 

default. Secunty personnel can configure systems to record more detailed information about account 

access and utilize homegrown scripts or third-party log analysis tools to analyze this information. The 

system must be capable of Identifying unauthorized user accounts when they exist on the system. To 

evaluate the implemental!on of Control 16 on a periodic basis, the evaluation team must venfy that the 

list of locked out accounts, disabled accounts, accounts with passwords that exceed the maximum 

password age, and accounts with passwords that never expire has successfully been completed daily. 

Critical Control 17: Data Loss Prevention 

The loss of protected and sensitive data is a serious threat to business operations, and potentially, 

national security. While some data is leaked or lost as a result of theft or espionage, the vast majority of 

these problems result from poorly understood data practices. These Include, but are not limited to, a 

lack of effective policy architectures and user error. The phrase "Data Loss Prevention" (OLP) refers to a 

comprehensive approach covering people, processes, and systems that identify, monitor, and protect 

data In use (e.g., endpoint actions). data In motion (e.g .. network actions), and data at rest (e.g .. data 

storage) through deep content Inspection and with a centralized management framework. Commercial 

OLP solutions are available to look for exfiltration attempts and detect other suspicious activities 

associated with a protected network holding sensitive information. The system must be capable of 

identifying unauthonzed datum leaving the organization's systems whether via network file transfers or 

removable media. To evaluate the implementation of Control 17 on a periodic basis, the evaluation team 

must attempt to move test datum sets (that trigger OLP systems but do not contain sensitive data) 

outside of the trusted computing environment via both network file transfers and via removable media. 

Critical Control 18. Incident Response Capability (validated manually) 

Without an Incident response plan, an organization may not discover an attack In the first place. Even If 

the attack Is detected, the organization may not follow proper procedures to contain damage, eradicate 

the attacker's presence, and recover In a secure fashion. Thus, the attacker may have far higher Impact 

on the target organization, causing more damage, infecting more systems, and possibly exflltratlng more 

sensitive data than would otherwise be possible. After defining detailed Incident response procedures, 

the incident response team should engage in periodic scenario-based training. This Includes. but Is not 

limited to, working through a series of attack scenarios that are fine-tuned to the threats and 
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vulnerabilities the organization faces. 

Critical Control 19: Secure Network Engineering (validated manually) 

Security controls can be circumvented in networks that are poorly designed. Without carefully planned 

and properly implemented network architecture, attackers can pivot through the network to gain access 

to target machines To help ensure a consistent, defensible network. the architecture of each network 

should be based on a template that describes the overall layout of the network and the services it 

provides. Organizations should prepare network diagrams for each of their networks. Network diagrams 

should show components such as routers, firewalls, switches, significant servers, and groups of client 
machines. 

Critical Control 20. Penetration Tests and Red Team Exercises (validated manually) 

Attackers penetrate networks and systems through social engineering and by exploiting vulnerable 

software and hardware. Penetration testing involves mimicking the actions of computer attackers, and 

exploiting them to determine what kind of access an attacker can gain. Each organization should define 

a clear scope and the rules of engagement for penetration testing and red team analyses. The scope of 

such projects should include, at least, systems with the highest value Information and production 

processing functionality. 

CPE/CMU Credits: 6 

Additional Information 

Laptop Regwed 

SANS courses consist of Instruction and hands-on sessions. The hands-on sessions are designed to 

allow students to utilize the knowledge gained throughout the course in an Instructor-led environment. 

Students will have the opportunity to install, configure, and use the tools and techniques that they have 

learned. USB drives will be provided that will contain all of the tools required for the exercises, therefore 

the student's computer should have the ability to open and execute flies from a USB drive. 

NOTE: Please test to make sure that the computer you bring to class is not blocked from using USB 

disks. Lab files will only be distributed to students via USB drives in class. 

Students attending this course are requited to bring their own computers that are properly configured. 

There is not enough lime in class to help you install your computer. Please note that your computer 

must be properly installed and configured before you come to class. 

NOTE. Do not bring a regular production computer for this class! When installing software, there 1s 

always a chance of breaking something else on the system. Students should assume that all data could 

be lost. 

NOTE: It is critical that students have administrator access to the operating system and all security 

software installed. This Includes access to the computer's BIOS settings. If the student's computer's 

BIOS is password protected, they will need to have access to that password during class. 

NOTE: Changes will likely need to be made to personal firewalls and other host-bAsed software in order 

for the labs to work. Any antl-malware software may need to be disabled in order to install some of the 

tools. Therefore students must also be able to disable any anli-malware software and have the specific 

anti-malware software administrator passwords prior to coming to class. 
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RECOMMENDATION: For maximum nexibility, students can run both Microsoft Windows and Linux 

operating systems under virtual machines as long as the hardware on the computer can support this 

The host operating system can be Windows, Linux. or Apple OSX, as long as tt supports to most recent 

version or VMware software (Player, Workstation, or Fusion depending on the OS). 

Bnng a computer loaded with Microsoft Windows 7 or later with VMware Player (or similar VMWare 

product) loaded Virtual box 1s generally not recommended for class. In either case the computer a 

student brings to class must support v1rtualization in the computer's BIOS. The Windows installation 

should be a default installation of the operating system with all of the options loaded. This system 

should be up to date on operating system patches prior to coming to class, including all updates for the 

.NET Framework and Microsoft Windows PowerShell. Either 32-bit or 64-blt systems will work. fine for 

class, but the student should know which version of the operating system they have with them. 

For the Linux portion of the exercises, Linux. can be run from VMware image that wilt be provided in 

class. VMware can be downloaded/purchased from the VMware website. For students bringing a 

computer w ith Microsoft Windows as the host operating system, they may either choose to download the 

latest version of the free VMware Player software or bring the latest version of VMware Workstation (9.x 

or later). For students bringing a computer with Apple OSX as. the host operating system, they should 

download and install the latest version or VMware Fusion instead. 

Your computer should also have a properly configured 802.11 wireless card that works only under the 

host operating system, and Ethernet NIC (network interface card). In addition, the system should have a 

minimum of 2GB of hardware RAM, but the more RAM that is available, the easier 1t will be for students 

to complete the hands-on exercises Pnor to coming to class, the network Interfaces should be tested to 

prove that they can be configured and that all of the proper drivers have been installed. 

If you have add1llonal questions about the laptop specifications, please contact laptop prep@sans org. 

Who Should Attend 

Who Should Attend: 

• Information assurance auditors 

• System Implementers or administrators 

• Network security engineers 

• IT administrators 

• Department of Defense (DoD) personnel or contractors 

• Federal agencies or chants 

• Private sector organizations looking to improve information assurance processes and secure their 

systems 

• Secunty vendors and consulting groups looking to stay rurrent with frameworks for information 

assurance 

• Alumni of 

• SEC/AUO 440 20 Crll!cal Secyrily Controls· Planning Implementing and Aydihng 

• SEC401 · SANS Secyrity Essentials Bootcamp Style 

• SEC501 : Advanced Security Essentials - Enterprise Oefender 

• MGT512: SANS Secyrlty Leadership Essentials For Managers with Knowledge Compresslpn •M 

• Other SANS Audit cpyrses 
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You Will Be Able Io 

• Apply a security framework based on actual threats that is measurable, scalable, and reliable in 

stop- ping known attacks and protecting organizations' Important Information and systems 

• Understand the importance of each control, how it is compromised if ignored, and explain the 

defesive goals that result in quick wins and increased visibility of network and systems 

• Identify and utilize tools that implement controls through automation 

• Learn how to create a scoring tool for measuring the effectiveness of each controls the effectiveness 

of each control 

• Employ specific metrics to establish a baseline and measure the effectiveness of security controls 

• Understand how critical controls map to standards such as NIST 800-53, ISO 27002, the Australian 

Top 35,. and more 

• Audit each of the critical security controls, with specific, proven templates, checklists, and scripts 

provided to facilitate the audit process 

Author Statement 

As we've had the opportunity to talk with information assurance engineers, auditors, and managers over the 

past ten years, we've seen frustration in the eyes of these hardworking Individuals who are trying to make a 

difference in their organizations by better defending their data systems. It has even come to the point where 

some organizations have decided. that it's simply too hard to protect their information, and many have started to 

wonder, is the fight really worth it? Will we ever succeed? We see companies and agencies making headway, 

but the offense keeps pushing. The goal of this course is to give direction and a realistic hope to organizations 

attempting to secure their systems. 

The 20 Critical Security Controls: Planning, Implementing, and Auditing offers direction and guidance from 

those in the industry who think through the. eyes of the attacker as. to what security controls will make. the most 

impact. What better way to play defense than by understanding the mindset of the offense? By implementing 

our defense methodically and with the mindset of a hacker, we think organizations have a chance to succeed in 

this fight. We hope this course helps turn the tide. 

- Eric Cole, Ph.D. and James Tarala 

Additional Resources 
Take your learning. beyond the classroom. Explore our site network for additional resources related to this 

course's subject matter. 

Cyber Oefense 

*CPEICMU credits not offered for the Se/fStudy delivery method 

Online options available. Train from any location. 
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Date. Register 
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Controls - In-Depth 

Audit Sep 8, 2015 -
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SANS Crystal City 2015 
Sep 13, 2015 Training Crystal City, VA 
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Register Now 

Event 
Randy Marchaoy 
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Controls - lo-Depth 
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IT 
SANS Network Sei;;urilY 2015 

Training Las Vegas, NV Sep 21, 2015 

. 
Register Now 

Event 
James Tarala 

SEC566: lrnplerneoliog aod 8udiliog lbe Ccitii;;al Sei;;ucity 
Controls - lo-Deptb 

Audit 
Dec 12, 2015 -
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Washington, DC Dec 19, 2015 

·v · Register Now 
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James Tarala 
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Reg1stei Now 
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James Taraia 
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Cyber Defense Summit & Iraining 
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Security Awareoess Summit & Training 
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Register Now 

- ---

Jasoo Eosseo 
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Kenton Smith 
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Randy Marchany 
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·course contents may vary depending upon location, see specific event description for details 
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Introduction 

Critical Controls for Effective Cyber Defense 

Version 4.0 

To secure organizations from cyber attacks, networks and systems must vigorously defend 
against a variety of internal and external threats. Defenses must also be prepared to detect and 
thwait follow-on attacks inside a network that has a lready been compromised. Two guiding 
principles are: "Prevention is ideal but detection is a must" and "Offense informs defense." 

The Goal 

The goal of the Critical Controls is to strengthen the defensive posture of your organization's 
information security; reduce compromises, recovery efforts, and associated costs; and protect 
critical assets and infrastructure. The Controls provide. continuous, automated monitoring of the 
riskiest porti.ons of your information technology infrastructure. Having them in place will allow 
your organization to focus on its primary mission. 

The Methodology 

The Critical Controls provide a prioritized, risk-based approach to security based on actual 
threats. The Controls focus on automation to provide cost efficiency, measurable results, 
scalabil ity, and reliability. The four critical tenets of an effective cyber defense system as 
reflected in the Critical Controls are: 

• Offense Informs Defense: Use knowledge of actual attacks that have compromised 
systems to provide. the foundation to build effective defenses. 

• Metrics: Establish common metrics to provide a shared language for executives, IT 
special ists, auditors, and security officials to measure the effectiveness of security 
measures within an organization so that required adjustments can be identified and 
implemented quickly. 

• Continuous monitoring: Carry out continuous monitoring/auditing to test and validate 
whether current secmity measures are proactively remediating vulnerabilities in a timely 
manner. 

• Automation: Automate defenses so that organizations can achieve reliable, scalable, and 
continuous measurements of their adherence to the controls and related metrics. 

Why the Controls Work 

The Criti cal Controls draw on the knowledge gained in combating the myriad attacks launched 
regularly against networks. Top cybersecurity experts have joined forces to make the Controls 
the most effective and specific set of technical measures available to detect and prevent the most 
common and damaging of those computer attacks .. Thjs consensus process is the foundation of 
the Controls. because. it provides first-hand knowledge of actual attacks and the best defensive 
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techniques to stop them. It aJso ensures that the. Controls will address. the root causes of attacks 
so that security measures deployed today wi ll be effective against the. next generation of 
advanced threats. 

The CriticaJ Controls represent the sum total of efforts over the last decade to develop standards 
to identify common vulnerabilities and their severity, define secure configurations, inventory 
systems and platforms, and pinpoint application weaknesses. These efforts include. the 
Associated Manageable Network Plan Milestones and Network Security Tasks developed by the. 
National Security Agency (NSA), and the Security Content Automation Program sponsored by 
the National Institute of Standards and Technology (NIST). 

How. to. Apply the Controls 

The Critical Controls. are specific guidelines that C1SOs, CIOs, IGs, and vatious. computer 
emergency response teams can provide to their technical system administration and information 
security personnel to ensure that their systems have the most critical baseline controls in place. 
To help organizations with different levels of information security capabilities design a sound 
security baseline and then improve. beyond that, the sub-controls included in each of the. Critical 
Control summaries specify actions that organizations can take to improve their defenses: 

• Quick wins on fundamental aspects of information security to help an organization 
rapidly improve its security stance without major procedural, architectural, or technical 
changes to its. environment. 

• Visibility and attribution measures to improve the process, architecture, and technical 
capabilities of organizations to monitor thefr networks. and computer systems to detect 
attack attempts,. locate points of entry, identify already-compromised machines, interrupt 
infiJtrated attackers' activities, and gain information about the sources of an attack. 

• Improved information security configuration and hygiene to reduce the number and 
magnitude of security vulnerabilities and improve the operations of networked computer 
systems, with a focus on protecting against poor security practices by system 
administrators and end-users that could give an attacker an advantage. 

• Advanced sub-controls that use new technologies that provide maximum security but are 
harder to deploy or more expensive than commoditized security solutions. 

Prioritizing the Controls 

As a result of the rigorous process of analysis, debate, and consensus that is the basis of their 
design, the Critical Controls are categorized by thejr attack migration impact and their 
importance in providing a direct defense against attacks. The rankings can be tailored to the 
cybersecurity needs and capabilities of a particular organization. Priority is given to Controls that 
(1) mitigate known attacks, (2) address a wide variety of attacks, and (3) identify and stop attacks 
early in the. compromise cycle. 
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Contributors 

The strength of the. Critical Controls. is. in the many. organizations that contributed input to 
identifying and designing them. These include. the U.S. Departments of Defense and Energy, the 
U.S. Computer Emergency Readiness Team,. the FBI and other law enforcement agencies, and 
civilian penetration testers. 

The Critical Controls Document 

The presentation of each Critical Control in th is document includes: 

• A step-by-step. breakdown of the procedures and tools required to implement and 
automate it; 

• An explanation of how attackers exploit the absence of this control; 
• Entity relationship diagrams. to show how the controls can be. implemented; 
• An outline. of the most appropriate sub-controls to implement, automate, and measure 

effecti veness; 
• Summaries of metiics and tests that can be used to evaluate implementation ; and 
• A list of associated NIST controls and NSA tasks. 

After organizations implement the Controls and gain experience with automation, CIOs can use 
the. document as an audit guide to ensure that they are taking the right actions. fo r effective cyber 
defense, and IGs can use it to verify the CIOs' tests. 

The Controls are meant to deal with multiple kinds of computer attackers, including malicious 
internal employees and contractors, independent individual external actors, organized crime 
groups, te1Torists, and nation-state actors, as well as mixes of these different threats. The 
Controls are not l imited to blocking the initial compromise of systems, but also to detecting 
already-compromised machines and preventing or disrupting an attacker's actions. The defenses 
identified through these. controls deal with reducing the initial attack surface by harde1ting 
security,. identifying compromised machines. to address. long-term threats inside. an organization 's 
network. controlling super-user privileges on systems, and disrupting attackers' command-and
control of implanted malicious code. 

Finally, each control included in this document describes a series of tests that organjzations can 
conduct on a periodic or continual basis to ensure that appropriate defenses are in place. 

Moving Ahead 

The consensus effort to define critical security controls is an evolving process. Changing 
technology and attack patterns wi ll necessitate future changes to the current set of Critical 
Controls. In a sense, thjs will be a li ving document moving forward, but the Controls described 
here are. a solid start toward making fundamental computer security defenses a well-understood, 
replicable, measurable, scalable, and reliable process .. 
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Description of Controls 

Critical Control 1: . Inventory of Authorized and Unauthorized Devices 

The processes and tools used to track/control/prevent/correct network access by devices 
(computers, network components, printers, anything with IP addresses) based on an asset 
inventory of which devices are allowed to connect to the network .. 

How Do Attackers Exploit the Absence of this Control?. 

Many criminal groups and nation-states deploy systems that continuously scan address spaces of 
target organizations, waiting for new and unprotected systems to be attached to the network. The 
attackers also look for laptops. not up to date with patches because they are not frequently 
connected to the network. One common attack takes advantage of new hardware that is installed 
on the network one evening and not configured and patched with appropriate security updates 
until the following day. Attackers from anywhere in the world may quickly find and exploit such 
systems that are accessible via the Internet. Furthermore, even for internal network systems,. 
attackers who have. already gained internal access. may hunt fo r and compromise additional 
improperly secured internal computer systems. Some attackers use the local nighttime window to 
install backdoors on the systems before they are hardened. 

APTs (advanced persistent threat) target internal users. with the goal of compromising a system 
on the private network that can be used as a pivot point to attack internal systems. Even systems 
that are connected to the private network, without visibility from the Internet, can still be a target 
of the advanced adversary. Any system,. even test systems that are connected for a short period 
of time, can still be used as a relay point to cause damage to an organization. 

As. new technology continues to come out, BYOD (bring your own device)- where employees 
bring personal devices into work and connect them to the network- is becoming very common. 
These devices could already be compromised and be used to infect internal resources. 

How to Implement., Automate, and Measure. the. Effectiveness of this Control 

l . Quick wins: Deploy an automated asset inventory discovery tool and use it to build a 
preliminary asset inventory of systems connected to. an organization 's. publ ic and private. 
network(s). Both active tools that scan through network address ranges and passive tools 
that identify hosts based on analyzing their traffic should be employed. 

2. Quick wins: Deploy DHCP Server logging, and utilize a system to improve the asset 
inventory and help detect unknown systems through this DHCP information. 

3. Quick wins: All equipment acquisitions should automatically update the inventory 
system as new, approved devices are connected to the network. A robust change control 
process can also be used to validate and approve all new devices .. 

4. Visibility/Attribution: Maintain an asset inventory of all systems connected to the 
network and the network devices themselves, recording at least the network addresses, 
machine name(s), purpose of each system, an asset owner responsible for each device, 
and the department associated with each device. The inventory should include every 
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system that has an Internet Protocol (IP) address on the network, includjng but not 
limited to desktops, laptops, servers, network equi pment (routers, switches, firewalls, 
etc.), printers, storage area networks, Voice Over-IP telephones, m ulti-homed addresses, 
virtual addresses, etc. The asset inventory created must also include data on whether the 
device is a portable and/or personal device. Devices such as mobile phones, tablets, 
laptops, and other portable e lectronic devices that store. or process data must be. 
identified, regardless of whether or not they are attached to the organization's network. 

5. Configuration/Hygiene: Make sure the asset inventory database is properly protected and 
a copy stored in a secure location. 

6. Configuration/Hygiene: In add ition to an inventory of hardware, organizations. should 
develop an inventory of information assets that identifies their critical information and 
maps critical information to the hardware assets (including servers, workstations, and 
laptops) on which it is located. A department and individual responsible for each 
information asset should be identified, recorded, and tracked .. 

7. Configuration/Hygiene: Deploy network level authentication via 802.1 x to limit and 
control which devices can be connected to the network. 802. l x must be tied into the 
inventory data to dete rmine authoiized vs. unauthorized systems. 

8. Configuration/Hygiene: Deploy network access control (NAC) to monitor authorized 
systems so if attacks occur, the impact can be remediated by moving the untrusted system 
to a vi11ual local area network that has minimal access. 

9. Configuration/Hygiene: Create separate VLANs for BYOD (bring your own device) 
systems or other untrusted devices. 

10. Advanced: Utilize client certificates to validate and au thenticate systems prior to 
connecting to the private network. 

Associated NIST Special Publication 800-53, Revision 3, Priority 1 Controls 

CM-8 (a, c, d, 2, 3, 4), PM-5, PM-6 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Milestone 2: Map the Network 
Milestone 3: Network Architecture 
Network Access Protection/Control (NAP/NAC) 

Procedures. and Tools to Implement and Automate. this Control 

Organizations must first establish information/asset owners, deciding and documenting which 
organizations and individuals are responsible for each component of a business process that 
includes information, software, and hardware. Some organizations maintain asset inventories 
using specific large-scale enterprise commercial products dedicated to the. task, or they use free 
solutions to track and then sweep the network periodically for new assets connected to it. In 
particular, wbeo organizatioll1S acquire new systems, they record the owner and features of each 
new asset, including its network interface media access control (MAC) address and location. 
This mapping of asset attributes and owner-to-MAC address can be stored in a free or 
commercial database management system. 
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Then, with the asset inventory assembled, many organizations use tools to pull information from 
network assets such as switches and routers regarding the machines connected to the network. 
Using securely authenticated and encrypted network management protocols, tools can retrieve 
MAC addresses and other infonnation from network devices that can be reconciled with the 
organization's asset inventory of servers, workstations, laptops, and other devices. Once MAC 
addresses are confirmed, switches should implement 802.1 x and NAC to only allow authorized 
systems that are properly configured to connect to the network. 

Going further, effective organizations configure free or commercial network scanning tools to 
perfonn network sweeps. on a regular basis, sending a vatiety of different packet types to identify 
devices connected to the network. Before such scanning can take place, organizations should 
verify that they have adequate bandwidth for such periodic scans by consulting load history and 
capacities for their networks . In conducting inventory scans, scanning tools could send 
traditional ping packets (ICMP Echo Request) looking for ping responses to identify a system at 
a given lP address. Because some systems block inbound ping packets, in addition to traditional 
pings, scanners can also identify devices on the network using transmission control protocol 
(TCP) synchronize (SYN) or acknowledge (ACK) packets .. Once they have identified IP 
addresses of devices on the network, some scanners provide robust fingerprinting features to 
determine the operating system type of the discovered machine. 

In addition to active scanning tools that sweep the network, other asset identification tools 
passively listen on network interfaces looking for devices to announce their presence by sending 
traffic. Such passive tools can be connected to switch span ports at critical places in the network 
to view all data tlowing through such switches, maximizing the chance of identifying systems 
communicating through those switches. 

Wireless devices (and wi red laptops) may periodically join a network and then disappear, 
making the inventory of cun-ently available systems churn significantly. Likewise, virtual 
machines can be difficult to track in asset inventories when they are shut down or paused. 
Additiooally, remote machines accessing the network usiog virtual private oetwork (VPN) 
technology may appear on the network for a time, and then be disconnected from it. Whether 
physical or virtual, each machine using an IP address should be included in an organization' s 
asset inventory. 

Control 1 Metric. 

The system must be capable of identifying any new unauthorized devices that are connected to 
the network within 24 hours, and of alerting or sending e-mail notification to a list of enterpri se 
administrative. personnel. The system must automatically isolate the unauthorized system from 
the network within one hour. of the initial alert and send a follow-up alert or e-mail notification 
when isolation is achieved. Every 24 hours after tha t point, the system must alert or send e-mail 
about the status of the system until the unauthorized system has been removed from the network. 
The asset inventory database and alerting system must be able to identify the location, 
department, and other details of where authorized and unauthori zed devices are plugged into the 
network. While the 24-hour and one-hour timeframes represent the cun-ent metric to help 
organizations improve their state of security, in the future organizations should strive fo r even 
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more rapid alerting and isolation. With automated tools, notification about an unauthorized asset 
connected to the network can be sent wi thin two minutes and isolation achieved within five 
mjnutes. 

Control 1 Test 

To evaluate. the implementation of Control l on a periodic basis, the evaluation team will 
connect hardened test systems to at least 10 locations on the network, including a selection of 
subnets associated with demilitarized zones (DMZs), workstations, and servers. Two of the 
systems. must be included in the. asset inventory database,. while the other systems are. not. The 
evaluation team must then verify that the systems. generate an alert or e-mail notice regarding the 
newly connected systems within 24 hours of the test machines being connected to the network. 
The evaluation team must verify that the system provides details of the location of all the test 
machines connected to. the. network. For those test machines. included in the asset inventory,. the 
team must also verify that the system provides information about the asset owner. 

The evaluation team must then verify that the test systems. are automatically isolated from the 
production network within one hour of initial notification and that an e-mail or alert indicating 
the isolation has occurred. The team must then verify that the connected test systems are isolated 
from production systems by attempting to ping. and use other protocols to access systems 0 11 the 
production network and checking that connectivity is not allowed. 

Control 1 System Entity Relationship Diagram (ERD) 

Organizations will find that by diagramming the. entities necessary to fully meet the goals 
defined in this control, it will be easier to identify how to implement them, test the controls, and 
identify where potential failures in the. system might occur. 
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Passive Delectloo 

Inventory Q 
Network Access Control 

ormneAssel 

A control system is a device or set of devices used to manage, command, direct, or regulate the 
behavior of other devices or systems. In this case, we are examining hardware devices on the 
organization's network. These systems. should be able to identify if new systems are. introduced 
to the envi ronment that have not been authorized by enterprise personnel. The fo llowing list of 
the steps in the above diagram shows how the entities work together to meet the business goal 
defined in this control. The list also helps identify each of the process steps in order to help 
identify potential failure points in the overall control. 

Step 1: Active device scanner scans network systems 

Step 2: Passive device scanner captures system information 

Step 3: Active scanner reports to inventory database 

Step 4: Passive scanner reports to in.vent01y database 

Step 5: Inventory database siored ofjlin.e 

Step 6: Inventory database initiates alerting system 

Step 7: Alert system notifies security def enders 

Step 8: Security defenders monitor. and secure inventory database 

Step 9: Security def enders updates secure inventory database 
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Step 10: Network access control (NAC) continuously monitors network 

Step 1 J: Network access control checks and provides updates to the asset inventory database 
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Critical Control 2: Inventory of Authorized and Unauthorized Software. 

The processes and tools organizations use to track/control/prevent/correct installation and 

execution of software on computers based on an asset inventory of approved software. 

How Do Attackers Exploit the Absence of this Control? 

Computer attackers deploy s ystems. that continuously scan address. spaces of target organizations 
looking for vulnerable versions of software that can be remotely exploited. Some attackers also 
distribute hostile web pages, document files, media files, and other content via their own web 
pages or otherwise trustworthy third-party sites. When unsuspecting victims. access this content 
with a vulnerable browser or other client-side program, attackers compromise thei r machines, 
often installing backdoor programs and bots that give the. attacker long-term control of the. 
system. Some sophisticated attackers may use zero-day exploits, which take advantage of 
previously unknown vulnerabilities for which no patch has yet been released by the software 
vendor. Without proper knowledge or control of the software deployed in an organization, 
defenders cannot properly secure. their assets. 

Without the ability to inventory and control which programs are installed and allowed to run on 
their machines,. enterprises make. their systems more vulnerable. Such poorly controlled 
machines are more likely to ibe either running software tha t is unneeded for business purposes, 
introducing potential security flaws, or running malware introduced by a computer attacker after 
a system is compromised. Once a single machine. has been exploited, attackers often use it as. a 
staging point for collecting sensitive. information from the. compromised system and from other 
systems connected to it. In addition, compromised machines are used as a launching point for 
movement throughout the network and partnering networks. In this way, attackers may qu ickly 
tum. one compromised machine into many. Organizations that do not have. complete software 
inventories are unable to find systems running vulnerable or malicious software to mitigate 
problems or root out attackers. 

How to Implement, Automate,. and. Measure the. Effectiveness of this Control 

I. Quick wins: Devise a li st of authorized software that is required in the enterprise for each 
type of system, including servers, workstations,. and laptops of various kinds and uses .. 
This. list should be tied to file integrity checking software to validate that the software has 
not be modified. 

2. Quick wins: Perform regular scanning and generate. alerts when unapproved software is. 
installed on a computer. A strict change control process should also be implemented to 
control any changes or installation of software to any systems on the network. 

3. Visibility/Attribution: Deploy application white listing technology that allows systems to 
run only approved software and prevents execution of all other software on the system. 

4. Visibility/Attribution: Deploy software inventory tools throughout the. organiza tion 
covering each of the operating system types in use, including servers, workstations, and 
laptops. The. software inventory system should track the version of the underlying 
operating system as well as the applications installed on it. Furthermore, the tool should 
record not only the. type of software installed on each system, but also its version number 
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and patch level. The software inventory should be tied to vulnerability reporting/threat 
intelligence services to fix vulnerable software proactively. 

5. Visibility/Attribution: The software inventory systems must be tied into the hardware 
asset inventory so all devices. and associated software. are tracked from a single location .. 

6. Configuration/Hygiene: The software inventory tool should also monitor for 
unauthorized software installed on each machine. This unauthorized software also 
includes legitimate system administration software installed on inapprop1iate systems 
where there is no business need for it. Dangerous file types (e.g., exe, zip, msi, etc.) 
should be closely monitored and/or blocked. 

7. Configuration/Hygiene: Software inventory and application white listing should also be 
deployed on all mobile devices that are utilized across the organization. 

8. Advanced: Virtual machines and/or air-gapped systems should also be used to isolate 
and run applications that are required but based on higher risk and that should not be 
installed within a networked environment. 

9. Advanced: Configure client workstations with nonpersistent virtuaJized operating 
environments. that can be quickly and easily restored to a trusted snapshot on a periodic 
basis. 

IO. Advanced: Deploy software that only provides signed software ID tags . . A software 
identification tag is an XML file that is installed alongside software, and uniquely 
identifies the software, providing data for software inventory and asset management. 

Associated NIST Special Publication 800-53, Revision 3, Priority l Controls 

CM-1, CM-2 (2, 4, 5), CM-3, CM-5 (2, 7), CM-7 (1 , 2), CM-8 (1 , 2, 3, 4, 6), CM-9, PM-6, SA-
6, SA-7 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Milestone 7: Baseline Management 
Executable Content Restticti.ons 

Procedures. and Tools to Implement and. Automate this Control 

Commercial software and asset inventory tools are widely available and in use in many 
enterprises today. The. best of these tools provide an inventory check of hundreds. of common 
applications used in enterprises, pulling information about the patch level of each installed 
program to ensure that it is the latest version and leveraging standardized application names, 
such as those found in the common platform enumeration specification. 

Features that implement white and black lists of programs allowed to run or blocked from 
executing are included in many modern endpoint security suites. Moreover, commercia l 
solutions are increasingly bundling together anti-virus, anti-spyware, personal firewall, and host
based intrusion detection systems (IDS) and intrusion prevention system s (JPS), along with 
application white and black listing. In particular, most endpoint security solutions can Look at the. 
name, file system location, and/or cryptographic hash of a given executable to determine whether 
the application should be allowed. to run on the protected machine. The most effective of these 
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tools offer custom white and black lists based on executable path, hash, or regular expression 
matching. Some even include a gray-list function that allows administrators to define ru les for 
execution of specific programs. only by certain users and at certain times. of day, and black lists 
based on specific signatures .. 

Control 2 Metric 

The system must be capable of identifying unauthorized software by detecting either an attempt 
to install it or execute it, notifying enterpri se administrative personnel within 24 hours through 
an alert or e-mail. Systems must block installation, prevent execution, or quarantine unauthorized 
software within one additional hour, alerting or sending e-mail when this action has occurred. 
Every 24 hours after that point, the system must alert or send e-mail about the status of the 
system until the unauthorized system has been removed from the network .. While the 24-hour 
and one-hour timeframes represent the cun-ent metric to help organizations improve their state of 
security, in the future organizations should sllive for even. more rapid alerting and isolation. 

Control 2 Test 

To evaluate the implementation of Control 2 on a periodic basis, the evaluation team must move 
a benign software test program that is not included in the authorized software list to lO systems 
on the network. Two of the systems must be included in the asset inventory database, while the 
other systems do not need to be included. The evaluation team must then verify that the systems 
generate an alert or e-mail notice regarding the new software within 24 hours. The team must 
also verify that the. alert or. e-mail is. received within one additional hour indicating that the 
software has been blocked or quarantined .. The evaluation team must verify that the system 
provides details of the location of each machine with this new test software, including 
information about the asset owner. 

The evaluation team must then verify that the software is blocked by attempting to execute it and 
verifying that the software is not allowed to run. 

Control 2 System Entity Relationship Diagram (ERD) 

Organizations will find that by diagramming the entities necessary to fully meet the goals 
defined in this control, it will be easier to identify how to implement them, test the controls, and 
identify where potential failures in the system might occur. 
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A control system is a device or set of devices to manage, command, direct, or regulate the 
behavior of other devices or systems. In this. case, we. are examining software installed on the 
organization's network systems. These systems sho uld be able to identify if new software is 
introduced to the environment that has not been authorized by enterpri se personnel. The 
following List of the steps in the above diagram shows how the entities work together to meet the 
business goal defined in this. control. The list also helps identify what each of the. process steps. is. 
in order to help identify potential failure points in the overall control. 

Step 1: Active device scanner 

Step. 2: Active scanner reports to inventory database 

Step 3: In ventory database compares to inventory baseline 

Step 4: inventory database initiates alerting system 

Step 5: Alert system notifies .security defenders 

Step 6: Security defenders monitor and secure inventory database. 

Step 7: Security defenders updates software inventory database 

Step 8: White listing tool continuously monitors all systems on the network 

Step 9: White listing checks and makes updates to the software inventory database 
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Critical Control 3: Secure Configurations for Hardware and Software. on 
Mobile Devices, Laptops, Workstations, and Servers 

The processes and tools organizations use Lo tracklcontrol/prevent/correct security weaknesses 
in the configurations of the hardware and software of mobile devices, laptops, workstations,. and 
servers based on a.formal configuration. management and change control process. 

How Do Attackers Exploit the Absence of this Control? 

On both the Internet and internal networks that attackers. have already compromised, automated 
computer attack programs constantly search target networks looking for systems that were 
configured with vulnerable. software. instaJled the. way it was delivered from manufacturers and 
reseJlers, thereby being immediately vulnerable to exploitation. Default configurations are often 
geared to ease-of-deployment and ease-of-use and not security, leaving extraneous services. that 
are exploitable in their default state. Jn addition , patches are not always applied in a timely 
manner and software updates often introduce unknown weaknesses into a piece of software that 
can be exploited by zero-day exploits. Attackers attempt to exploit both network-accessible 
services and browsing client software using such techniques. 

Defenses against these automated exploits include. procuring computer and network components 
with the secure configurations already implemented, deploying such pre-configured hardened 
systems, updating these configurations on a regular basis,. and tracking them in a configuration 
management system. 

How to Implement, Automate, and Measure the Effectiveness. of this Control 

1. Quick wins: Strict configuration management should be. followed, building a secure 
image that is used to build aJI new systems that are deployed to the enterprise. Any 
existing system that becomes compromised is re-imaged with the secure build. Regular 
updates to this image are integrated into the organiization's change management 
processes. Images should be created for both workstations and servers. 

2. Quick wins: System images must have documented secmity settings that are tested 
before deployment, approved by an organization change control board, and registered 
with a central image library for the organization or multiple organizations. These. images 
should be validated and refreshed on a regular basis to update their security configu ration 
in light of recent vulnerabilities and attack vectors. 

3. Quick wins: Standardized images should represent hardened versions of the. underlying 
operating system and the applications installed on the system, such as those released by 
the NIST, NSA, Defense Information Systems Agency (DISA), Center for Internet 
Security (CIS), and others. This hardening would typically include removal of 
unnecessary accounts, di sabling or removal of unnecessary services, and configuring 
nonexecutable stacks and heaps. Such hardening a lso involves, among other measures, 
applying patches, closing open and unused network ports,. implementing intrusion 
detection systems and/or intrusion prevention systems, and erecting host-based firewalls. 

4. Quick wins: The master images themselves. must be stored on securely configured 
servers, with integrity checking tools and change management to ensure. that only 
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authorized changes to the images are possible. Alternatively, these master images can be 
stored in offline machines, air-gapped from the production network, with images copied 
via secure media to move them between the image. storage servers and the production 
network . . Images. should be tested at the hot or warm disaster recovery site if one is 
available . 

5. Quick wins: . Run the last version of software and make sure it is fu lly patched. Remove 
outdated or older software from the. system. 

6. Visibility/A ttribution.: Any deviations from the. standard build or updates to the standard 
build should be approved by a change control board and documented in a change 
management system. 

7. Visibility/A ttribution: Negotiate contracts to buy systems configured securely out of the 
box using standardized images, which should be devised to avoid extraneous software 
that would increase their attack surface and susceptibility to vulnerabilities. 

8. Visibility/Attribution.: Utilize application. white listing to. control and manage any 
configuration changes to the software running on the system. 

9. Configuration/Hygiene:. All remote administration of servers,. workstation, network 
devices, and similar equipment shall be done over secure channels. Protocols such as 
telnet, VNC, RDP, or. others that do not actively support strong encryption. should only be 
used if they are performed over a secondary encryption channel, such as SSL or IPSEC. 

10. Configuration/Hygiene: Utili ze file integrity checking tools on at least a weekly basis to 
ensure that critical system files (including sensitive system and application executables, 
libraries, and configurations) have not been a ltered. All a lterations to such files should be 
automatically reported to security personnel. The reporting system should have the ability 
to account for routine and expected changes, highl ighting unusual or unexpected 
alterations. 

11 . Conftguration/Hygiene: Implement and test an automated configuration monitoring 
system that measures. all secure configuration elements that can be. measured through 
remote. testing, using features such as those. included with tools compliant with Secmity 
Content Automation Protocol (SCAP) to gather configuration vulnerability information. 
These automated tests should analyze both hardware and software changes, network 
configuration changes, and any other modifications affecting security of the system. 

12. Configuration/Hygiene: Deploy system configuration management tools,. such as Active 
Directory Group Policy Objects for Microsoft Windows systems or Puppet for Unjx 
systems that will auto matically enforce. and redeploy configuration settings to systems at 
regularly scheduled i11tervals. 

13. Advanced:. Organizations need to adopt a formal process and management infrastructure 
for configuration control of mobile devices. The process needs to include secure remote 
wi ping of lost or stolen devices,. approval of corpo rate apps, and denial of unapproved 
apps. If the device is owned by the organization, a full wipe should be perfo1med. If it is 
a BYOD system, a selective wipe should be performed, removing the organjzation's 
information. 
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Associated NIST Special Publication 800-53, Revision 3, Priority 1 Controls 

CM-1, CM-2 (J , 2), CM-3 (b, c, d, e, 2, 3), CM-5 (2), CM-6 (1, 2, 4), CM-7 (1), SA- l (a), SA-4 
(5),. ST-7 (3), PM-6 

Associated NSA Manageable Network Plan Milestones. and Network Security Tasks. 

Milestone 7: Baseline Management 
Configuration and Change Management 

Procedures and Tools to Implement and Automate this Control 

Organizations can implement this control by developing a series of images and secure storage 
servers for hosting these standard images. Commerci.al and/or free configuration management 
tools can then be employed to measure. the. settings operating system and applications. of 
managed machines to look for deviations from the standard image configurations used by the. 
organization. Some configuration management tools requjre that an agent be installed on each 
managed system, while others. remotely log in to each managed machine. using administrator 
credentials. Either approach or a combination of the two approaches can provide the infonnation 
needed for this control.. 

Control 3 Metric. 

The system must be. capable of identifying any changes to an official hardened image. that may 
include modifications to key files, services, ports, configuration files , or any software installed 
on the system .. Modifications include deletion. changes, or additions of new software to any part 
of the operating systems, services, or applications running on the system. The configuration of 
each system must be checked against the official master image database to verify any changes to 
secure configurations that would impact security. Any of these changes to a computer system 
must be detected within 24 hours and notification performed by alerting or sending e-mail 
notification to a list of enterprise adminisu·ative personnel. Systems must block installa tion, 
prevent execution, or quarantine unauthorized software within one additional hour, alerting or 
sending e-mail when this action has occurred .. Every 24 hours after that point, the system must 
alert or send e-mail about the status. of the system until. the unauthorized system has been 
removed from the network or remediated. While the 24-hour and one-hour timeframes represent 
the current metric to help organizations improve their state of security, in the future 
organizations should strive. for even more rapid alerting and isolation. 

Control 3 Test 

To evaluate the implementation of Control 3 on a periodic basis, an evaluation team must move a 
benign test system that does. not contain the. official hardened. image,. but that does contain 
additional services, ports, and configuration files changes onto the network. This must be 
petformed on 1.0 different random segments using either real or virtual systems. The evaluation 
team must then verify that the. systems generate. an alert regarding the changes to the. software 
within 24 hours. It is important that the evaluation team verify that all unauthorized changes have. 
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been detected. The team must aJso verify that the a]ert or e-mail is received within one additionaJ 
hour indicating that the. software has been blocked or quarantined. The evaluation team must 
verify that the. system provides details. of the location of each machine with the unauthorized 
changes, including information about the asset owner. 

The evaluation team must then verify that the software is blocked by attempting to execute it and 
verifying that it is not allowed to run. In addition to these tests, two additional tests must be 
performed: 

l. File integrity checking tools must be run on a regular basis. Any changes to criticaJ 
operating system, services, and configuration files must be checked on an hourly basis. 
Any changes must be blocked and foJlow the above notification process. 

2.. System scanning tools that check for software version, patch levels, and configuration 
files must be run on a daily basis. Any changes must be blocked and fo llow the above e
mail notification process. 

Control 3 System Entity Relationship Diagram (ERD) 

Organizations will find that by diagramming the entities necessary to fully meet the goals 
defined in this control, it will be easier to identify how to implement the, test the controls, and 
identify where potential fai lures in the system might occur. As with any configurations, all 
changes must be approved and managed by a change control process. 
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A control system is a device or set of devices to manage, command, direct, or regulate the 
behavior of other devices or systems. ln this case, we are examining the. devices, software, and 
entities used to manage and implement consistent configuration settings to workstations, laptops, 
and servers on the network. We will be. discussing other network devices later in the course. The 
following list of the steps in the above diagram shows how the entities work together to meet the 
business. goal defined in this controL The. list also helps identify each step in order to identify 
potential fa ilure points in the overal l control. 

. Step 1: Secured system images applied to computer systems 

Step 2: Secured system images stored in a secure manner 

Step 3: Configuration management system validates and checks system images 

Step 4: Configuration policy enforcement system actively scans production systemsfor 
misconfigurations or deviations from baselines 

Step 5: File integrity assessment systems monitor critical system binaries and data sets 

Step 6:. White listing tool monitors systems configurations and software 
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Step 7: SCAP configuration scanner validates configurations 

Step 8: File integrity assessment system sends deviations 10 alerting system 

Step 9: White listing tool sends deviations to alerting system 

Step 10: SCAP configuration scanner sends deviations to alerting system 

Step 11 and 12: Management reports document configuration status 
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Critical Control 4: Continuous Vulnerability Assessment and Remediation 

The processes and tools used to. detect/prevent/correct security vulnerabilities in the 

configurations of devices that are listed and approved in the asset inventory database. 

How Do Attackers Exploit the. Absence. of this Control?. 

Soon after new vulnerabilities are discovered and reported by security researchers or vendors,. 
attackers engineer exploit code and then launch that code against targets of interest. Any 
significant delays in finding or fixing software with dangerous vulnerabilities provides ample 
opportunity for persistent attackers to break through , gaining control over the vulnerable 
machines and getting access to the sensitive data they contain. Organizations that do not scan for 
vulnerabilities and address. discovered flaws proactively face a significant likelihood of having 
their computer systems. compromised. Vulnerabilities must also be tied to threat intelligence and 
be properly prioritized. 

As vulnerabi)jty scans become more common, attackers are utilizing them as a point of 
exploitation. lt is important to carefu lly control authenticated vulnerability scans and the 
associated administrator account. Attackers will take. over one machine with local privileges, 
and wait for an authenticated scan to occur against the. machine. When the scanner logs in with 
domain admin privileges, the attacker either grabs the token of the logged-in scanning tool, or 
sniffs the challenge response and cracks it. Either way, the attacker then can pivot anywhere else 
in the organization as domain admin. 

How to Implement, Automate, and Measure. the. Effectiveness of this Control 

l .. Quick wins: .. Run automated vulnerability scanning tools against all systems on their 
networks on a weekly or more frequent basis using a SCAP-vaUdated vulnerability 
scanner that looks for both code-based vulnerabili t ies (CVE) and configuration-based 
vulnerabi lities (CCE). Where feasible, vu lnerability scanning should occur on a daily 
basis using an up-to-date vulnerability scanning tool. . Any vulnerability identified should 
be remediated in a timely manner, with critical vulnerabilities fixed within 48 hours. 

2. Quick wins: Event logs should be correlated with information from vulnerability scans to 
fulfill two goals. First, personnel should verify that the activity of the regular 
vulnerability scanning tools themselves is logged. Second, personnel should be able to 
coffelate attack detection events with earlier vulnerability scanning results to determine 
whether the given exp.loit was used against a target known to be vulnerable. 

3. Quick wins: Utilize a dedicated account for authenticated vulnerability scans. The 
scanning account should not be used for any other administrative activities and tied to 
specific IP addresses. Ensure only authorized employees have access to the vulnerability 
management user interface and that roles are applied to each user. 

4. Quick wins: Subscribe to vulnerability intelligence services in order to stay aware of 
emerging exposures .. 

5.. Visibility/Attribution: Deploy automated patch management tools and software update 
tools. for operating system and software/applications on all systems for which S1llch tools 
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are avaj Jable and safe. Patches should be applied to all systems, even systems that are 
pro perly air gapped. 

6. Visibility/Attribution: Carefull y monitor logs associated with any scanning acti vity and 
associated administrator accounts to ensure. that all scanning acti vity and associated 
access via the privileged account is limited to the timeframes of legitimate scans. 

7 . Con.figuration/Hygiene: In addition to unauthenticated vulnerabili ty scann ing, 
organizations should ensure that all vulnerability scanning is performed in authenticated 
mode either with agents running locally on each end system to anal yze. the security 
configuration o r with re mo te scanners that are given administrative rights on the system 
being tested. _ 

8. Configuration/Hygiene: Compare the results from back-to-back Vll lnerability scans. to 
verify that vulnerabilities were addressed either by patching. implementing a 
compensating control , or documenting and accepting a reaso nable business risk. Such 
acceptance. of business. risks for. existing vulnerabilities. should be periodically reviewed 
to determine if newer compensating controls or subsequent patches can address 
vulnerabilities that were previously accepted. or if conditions have changed increasing 
the risk. 

9. Con.figuration/Hygiene:_ Vulnerability scanning tools should be_ tuned to compare 
services that are listening on each machine against a list of authorized services. The tools 
should be further tuned to. identify changes over time on systems for both authorized and 
unauthori zed services. 

10. Con.figuration/Hygiene: Measure the delay in patc hing new vulnerabilities and_ ensure 
that the. delay is equal to or less than the benchmarks set forth by the organizatio n. 
Alternative countermeasures should be considered if patches are not avai lable . 

11. Configuration/Hygiene: Critical patches must be evaluated in a test environment before 
being pushed into p roduction o n enterprise systems. If such patches break critical 
business applications on test machines, the. o rganization must devise other mitigating 
controls that block exploitation on systems where the patch cannot be deployed because 
of its impact on business functionality. 

12. Configuration/Hygiene: _ Address the_ most damaging vul nerabili ties first. Prioritize the 
vulnerable. assets based on both the techn ical and organization-specific bus iness 
risks. An industry-wide or corporate-wide vulnerability ranking may be inadequate to 
prioritize which specific assets to address first. A phased rollout can be used to minimize 
the. impact to. the organizatio n. 

Associated NIST Special Publication 800-53, Revision 3, Priority l Controls 

RA-3. (a, b,. c, d), R A-5 (a, b, l , 2, 5, 6) 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Milestone_ 6: Patch Managem ent 

Procedures and Tools to Implement and Automate this Control 
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A large number of vulnerability scanning tools are available to evaluate the security 
configuration of systems. Some enterpri ses have also found commercial services using remotely 
managed scanning. appliances. to be effective. To he lp standardize. the definitions of discovered 
vulnerabilities in multiple departments of an organization or even across organizations, it is 
preferable to use vulnerability scanning tools that measure security flaws and map them to 
vulnerabilities and issues categorized using one or more of the following industry-recogn ized 
vulnerability, configuration, and platform classification schemes and languages: CVE, CCE,. 
OVAL, CPE, CVSS, and/or XCCDF .. 

Advanced vulnerability scanning tools can be configured with user credentials to log in to 
scanned systems and pe1form more comprehensive scans than can be achieved without login 
credentials. The frequency of scanning activities, however, should increase as the d iversity of an 
organization's systems increases to account for the varying patch cycles of each vendor. 

In addition to the scanning tools that check for vulnerabilities and misconfigurations across the 
network, various free and commercial tools can evaluate security settings and configurations of 
local machines on which they are installed. Such tools can provide fine-gra ined insight into 
unautho1ized changes. in configuration or the inadvertent introduction of security weaknesses by 
administrators. 

Effective organizations link their vulnerability scanners with problem-ticketing systems that 
automatically monitor and report progress on fixing problems, and that make unmitigated critical 
vulnerabilities visible to higher levels of manageme nt to ensure the problems are solved. 

The most effective vulnerability scanning tools. compare the results of the current scan with 
previous scans to determine how the vulnerabilities in the environment have changed over time. 
Security pe rsonnel use these features to conduct vulnerability tre nding from month to month. 

As vulnerabilities related to unpatched systems are discovered by scanning tools, security 
personne l should determine a nd document the amount of t ime that elapses between the public 
release of a patch for the system and the. occurrence of the. vulnerability scan. If this time window 
exceeds. the organization' s benchmarks for. deployment of the given patch 's criticality level, 
security personnel should note the delay and determine if a deviation was formally docu mented 
for the system and its patch. lf not, the security team should work with management to improve 
the patching process. 

Additionally, some automated patching tools may not detect or install certain patches due to 
error. by the vendor or administrator. Because. of this, all patch checks should reconcile system 
patches with a list of patches each vendor has announced on its website. 

Control 4 Metric 

All machines identified by the asset inventory syste m associated with Critical Control 1 must be 
scanned for vulnerabilities. Additionally, if the vulnerability scanner identifies any devices not 
included in the asset inventory, it must alert or send e-mail to enterprise administrative. personnel 
within 24 hours. The system must be able to alert or e-mail enterprise administrative personnel 
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within one hour of weekly or daily automated vulnerability scans being completed. If a scan 
cannot be completed successfully, the system must alert or send e-mail to administrative 
personnel within one hour indicating that the. scan has. not completed successfully. Every 24. 
hours after that point, the system must alert or send e-mail about the status of uncompleted scans, 
until normal scanning resumes. 

Automated patch management tools must alert or send e-mail to administrative personnel within 
24 hours of the successful installation of new patches. While the 24-hour and one-hour 
timeframes represent the current metric to. help organizations improve their state of security, in 
the future, organizations should strive for even more rapid alerting, with notification about an 
unauthorized asset connected to the network or an incomplete vulnerability scan sent within two 
minutes. 

Control 4. Test 

To evaluate the implementation of Control 4 on a periodic. basis, the evaluation team must verify 
that scanning tools have successfully completed the ir weekly or daily scans for the previous 30 
cycles of scanning by reviewing archived alerts and reports to ensure that the scan was 
completed. If a scan could not be completed in that timeframe, the evaluation team must verify 
that an alert or e-mail was. generated indicating that the. scan did not finish. 

Control 4 System Entity Relationship Diagram (ERO) 

Organizations will find that by diagramming the entities necessary to fully meet the goals 
defined in this control, it will be easier to identify how to implement tern, test the controls, and 
identify where potential failmes in the system might occur. 
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Log Management Vulnerability~ 

""'t'- Service 
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Syslem ~ Scanner l ,_,;-,.,.-
8 
Configuration 

Baselines Management Reports 
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A control system is a device or set of devices to manage, command, direct, or regulate the 
behavior of other devices or systems. In this case, the vulnerability scanners, management 
system,. patch management systems, and configuration baselines all work together to address an 
organization's vulnerability management and remediation strategy. The following list of the 
steps in the above diagram shows how the entities work together to meet the business goal 
defined in this control. The I ist also helps identify what each of the process steps is in order to 
help identify potential failure points in the overall control. . 

Step 1: Vulnerability intelligence service provides inputs to vulnerability scanner 

Step 2: Vulnerability scanners scan production systems 

Step 3: Vulnerability scanners report detected vulnerabilities to a vulnerability management 
system (VMS) 

Step 4: The VMS compares production systems to configuration baselines 

Step 5: The VMS sends information to log management correlation system 

Step 6: The VMS produces reports for management 

Step 7: A patch management system applies software updates to production systems 
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Critical Control 5: Malware. Defenses 

The. processes and tools used to detect/prevent/correct installation. and execution of malicious 

software on all devices. 

How Do Attackers Exploit the Absence of this Control? 

Malicious software is an integral and dangerous aspect of Internet threats, targeting end-users 
and organizations via web browsing, e-mail. attachments, mobile devices, the cloud, and other 
vectors. Malicious code may tamper with the system's contents, capture sensitive data,. and 
spread to other systems. Modern malware aims to avoid signature-based and behavioral 
detection, and may disable anti-virus tools running on the targeted system. Anti-virus and anti
spyware software, collectively referred to as anti-malware tools, help defend against these. threats. 
by attempting to detect malware and block its execution. 

How to Implement, Automate, and Measure the Effectiveness of this Control 

l. Quick wins: Employ automated tools to continuously monitor workstations. servers. and 
mobile devices for active, up-to-date anti-malware protection with anti-virus, anti
spyware, personal firewalls, and host-based IPS functionality. All malware detection 
events should be sent to enterprise anti-malware administration tools and event log 
servers. The endpoint securi ty solution shou ld include zero-day protection such as 
network behavioral heuristics. 

2. Quick wins: Employ anti-malware software and signature auto-update features or have 
administrators manually push updates to all machines. on a daily basis. After applying an 
update, automated systems should verify that each system has received its signature 
update. 

3. Quick wins: Configure laptops, workstations,. and servers so that they will not auto-run 
content from USB tokens (i.e., "thumb drives"), USB hard drives, CDs/DVDs, Fi.rewire 
devices,. external serial advanced technology attachment devices, mounted network 
shares, or other removable media. If the. devices a re not required fo r business use, they 
should be disabled. 

4. Quick wins: Configure systems so that they conduct an automated anti-ma) ware scan of 
removable media when it is inserted. 

5. Quick wins: All e-mail attachments entering the organization's e-mail gateway should be 
scanned and blocked if they contain malicious code or file types unneeded for the 
organization's business. This scanning should be done before the e-mail is placed in the 
user 's inbox. This includes e-mail content filtering and web content filtering. 

6. Quick wins: Apply anti -virus scanning at the Web Proxy gateway. Content fil tering for 
file-types should be applied at the perimeter. 

7. Quick wins: Deploy features and toolkits such as Data Execution Prevention (DEP) and 
Enhanced Mitigation Experience Toolkit (EMET)., products that provide sandboxing 
(e.g., run browsers in a VM),. and other techniques that prevent malware exploitation. 

8. Quick wins: Limit use of external devices to those that have business need. Monitor for 
use and attempted use of external devices. 

27 
FTC-0002280 



9. Visibility/Attribution: Block access to external e-mail systems, instant messaging 
services and other social media tools. 

10. Visibility/Attribution: Automated monitoring tools should use behavior-based anomaly 
detection to complement and enhance traditional signature-based detection. 

l L Visibility/Attribution: Utilize network-based anti-malware tools to analyze all inbound 
traffic and fi lter out malicious content before it arrives at the endpoint. 

12. Advanced: Continuous monitoring should be performed on all inbound and outbound 
traffic. Any large transfers of data or unauthorized traffic should be flagged and, if 
validated as malicious, the computer should be moved to an isolated VLAN. 

13. Advanced: Implement an incident response process. that allows their IT Support 
Organization to. supply their Security Team with samples. of malware running undetected 
on corporate systems. Samples should be provided to the security vendor for '"out-of
band" signature creation and deployed to the enterprise by system administrators. 

14. Advanced: Utilize network-based flow analysis tools to analyze inbound and outbound 
traffic looking for anomalies, indicators of malware, and compromised systems. 

15. Advanced: Deploy "reputation-based technologies" on all endpoint devices to cover the 
gap of signature based technologies. 

16 .. Advanced: . Enable domain name system (DNS) query logging to detect hostname lookup 
for known malicious C2 domains. 

17. Advanced: Apply proxy technology to all communication between internal network and 
the Internet. 

Associated NIST Special Publication 800-53, Revision 3, Priority 1 Controls 

SC-18,.SC-26, SI-3 (a, b, l , 2, 5, 6) 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Virus Scanners and Host Intrusion Prevention Systems (HIPS) 
Personal Electronic Device (PED) Management 
Network Access Protection/Control (NAP/NAC) 
Security Gateways, Proxies, and Firewalls 
Network Security Monitoring 

Procedures and Tools to Implement and. Automate this Control 

Relying on policy and user action to keep anti-malware tools up to date has been widely 
discredited, as many users have not proven capable of consistently handling this task. To ensure 
anti-virus signatures are up to date, organizations use automation. They use the built-in 
administrative features of enterprise endpoint security sui tes to verify that anti-virus, anti
spyware, and host-based IDS features are active on. every managed system. They run automated 
assessments daily and review the results to find and mitigate systems that have deactivated such 
protections, as well as systems that do not have the latest malware definitions. 

Some. enterprises. deploy free or commerc ial honeypot and tarp.it tools to identify attackers. in 
their environment. Security personnel should continuously monitor honeypots and tarpits to 
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determfoe whether traffic is directed to them and account logins are attempted. When they 
identify such events, these pe rsonnel should gather the source address from which this traffic 
originates and other details associated with the. attack for follow-on investigation. 

Control 5 Metric. 

The system must identify any malicious. software that is. installed, attempted to be installed, 
executed, or attempted to be executed on a computer system within one hour, alerting or sending 
e-mail notification to a list of enterprise personnel via their centralized anti-malware console or 
event log system. Systems must block installation, prevent execution, or quarantine. malicious 
software within one hour, alerting or sending e-mail when this action has occuned .. Every 24 
hours after that point, the system must alert or send e-mail about the status of the malicious code 
until such time as the threat has been completely mitigated on that system. While the one-hour 
timeframe. represents the current metric to he.Ip organizations improve their state of security, in 
the future organizations should strive for even more rapid detection and malware isolation. 

Control 5 Test 

To evaluate the implementation of Control 5 on a periodic basis,. the evaluation team must move 
a benign software test program that appears to be malware (such as an EICAR fi le or benign 
hacker tools) but that is not included in the official authorized software list to 10 systems on the 
network via a network share. The selection of these systems must be as random as possible and 
include a cross-section of the organization's systems and locations. The eva.luation team must 
then verify that the systems generate an ale rt or e-mail notice regarding the benign malware 
within one hour. The team must also verify that the alert or e-mail indicating that the software 
has been blocked or quarantined is received within one ho ur. The evaluation team must verify 
that the system provides deta ils of the location of each machfoe with thi s new test file, including 
information about the asset owner. The team must then verify that the file is blocked by 
attempting to execute or open it and verifying that iit is not allowed to be accessed. 

Once. this test has. been performed transfen"ing the fi les to organization systems. via removable. 
media, the same test must be repeated, but this time transferring the benign malware to 10 
systems via e-mail instead. The organization must expect the same notification results as noted 
with the removable media test. 

Control 5 System Entity Relationship Diagram (ERD) 

Organizations will find that by diagramming the entities. necessary to full y meet the. goals. 
defined in this control, it will be easier to identify how to implement them, test the. controls, and 
identify where potential failures in the system might occur. 
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A control system is a device or set of devices to manage, command, direct, or regulate the 
behavior of other devices. or. systems. In thi s. case, we. are examining anti-malware systems. and 
threat vectors such as. removable. media. The following list of the steps in the above diagram 
shows how the entities work together to meet the business goal defined in this control. The list 
also helps identify what. each of the process steps is in order to help identify potential failure 
points in the overall control.. 

Step 1: Anti-ma/ware systems analyzes production systems and removable media 

Step 2: Removable media is analyzed when connected to production systems 

Step 3: Email/web and network proxy devices analyze all incoming and outgoing traffic 

Step 4:. Network access control monitors all systems connected to the. network 

Step 5: Intrusion I network monitoring systems performs continuous monitoring looking for signs 
ofmalware 
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Critical Control 6: Application Software Security 

The processes and tools organizations use to detect/prevent/correct security weaknesses in the 

development and acquisition of software applications. 

How Do Attackers Exploit the. Absence. of this Control?. 

Attacks against vulnerabi lities in web-based and other application software have been a top 
priority for criminal organizations in recent years. Application software that does not properly 
check the size of user input, fails to sanitize user input by filtering out unneeded but potentially 
malicious character sequences, or does. not initialize and clear variables. properly could be 
vulnerable to remote compromise. Attackers can inject specific exploits, including buffer 
overflows, SQL injection attacks, cross-site. scripting, cross-site. request forgery, and click
jacking of code to gain control over vulnerable machines. In one attack, more than 1 million web 
servers. were exploited and turned into infectio11 engines for visitors. to those sites. using SQL 
injection. During that attack, trusted websites from state governments and other organizations 
compromised by attackers. were. used to infect hundreds. of thousands of browsers that accessed 
those websites. Many more web and non-web application vulnerabilities are discovered on a 
regular basis. 

To avoid such attacks, both internally developed and third-party application software m ust be 
carefully tested to find security flaws. For third-party application software, enterpri ses should 
ve1ify that vendors have conducted detailed security testing of their products. For in-house 
developed applications, enterprises must conduct such testing themselves. or engage an outside 
firm to conduct it. 

How to. Implement, Automate, and. Measure. the. Effectiveness of this Control 

I. Quick wins: Protect web applications by deploying web application firewalls (WAFs) 
that inspect all traffic flowing to the web application for common web application 
attacks, including but not limited to cross-site. scripting, SQL injection, command 
injection, and directory traversal attacks. For applications that are not web-based, specific 
application firewalls should be deployed if such tools are available for the given 
application type. If the. traffic is encrypted, the device. should either sit behind the 
encryption or be capable of decrypting the traffic prior to analysis. If neither option is 
appropriate, a host-based web application firewall should be deployed. 

2.. Visibility/Attribution: At a minimum, explicit error checking should be done for all 
input. Whenever a variable is created in source code, the size and type should be 
determined. When input is provided by the user it should be verified that it does not 
exceed the size or the data type of the memory location in which it is stored or moved in 
the future. 

3. Visibility/Attribution: Test in-house-developed and third-party-procured web 
appl ications for common security weaknesses using automated remote web application 
scanners prior to deployment, whenever updates are made to the application and on a 
regular recurring basis. Organizations should understand how their appl ications behave 
under denial of service or resource exhaustion attacks. 
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4. Visibility/Attribution: System error messages should not be displayed to end-users 
(output sanitization). 

5. Visibility/Attribution: Maintain separate environments for production and nonproduction 
systems. Developers should not typically have unmonitored access to production 
environments. 

6. Configuration/Hygiene: Test in-house-developed and third-party-procured web and other 
application software for coding errors and malwar-e insertion, including backdoors, prior 
to deployment using automated static code analysis software. If source code. is not 
available, these organizations should test compiled code. using static binary analysis tools. 
In particular, inp ut validation and output encoding routines of application software should 
be carefully reviewed and tested. 

7. Configuration/Hygiene: For applications that rely on a database, organizations should 
conduct a configuration review of both the operating system housing the database and the 
database software itself, checking settings to ensure that the database system has been 
hardened using standard hardening templates. All systems that are part of critical 
business processes should also be. tested. 

8. Configuration/Hygiene:. Ensure that all software. development personnel receive training 
in writing secure code for their specific development environment. 

9. Configuration/Hygiene: Sample scripts, libraries, components, compilers, or any other 
unnecessary code that is not being used by an application should be uninstaHed or 
removed. from the system . . 

Associated NIST Special Publication 800-53, Revision 3, Priority 1 Controls 

CM-7, RA-5 (a, 1 ), SA-3, SA-4 (3), SA-8, SI-3, SI-1.0 

Associated NSA Manageable Network Plan Milestones. and Network Security Tasks. 

Milestone 3: Network Architecture 
Milestone 7: Baseline Management 
Security Gateways, Proxies, and Firewalls 

Procedures and Tools to Implement and Automate this Control 

Source. code testing tools, web application security scanning tools, and object code testing tools 
have proven useful in securing application software, along with manual application security 
penetration testing by testers.. who have extensive. programming knowledge and application 
penetration testing expertise. The. Common Weakness Enumeration (CWE) inj tiative is used by 
many such tools to. identify the weaknesses that they find. Organizations can also use CWE to 
determine which types of weaknesses they are mos t interested in addressing and removing. 
When evaluating the effectiveness. of testing for these weaknesses, MITRE's Common Attack 
Pattern Enumeration and Classification can be used to organize and record the breadth of the 
testing for the CWEs and to enable testers to think like attackers in their development of test 
cases. 
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Control 6 Metric 

The system must be capable of detecting and blocking an application-level software attack, and 
must generate an alert or send e-mail to enterprise admini strative personnel within 24 hours. of 
detection and blocking . . 

All Internet-accessible web applications must be scanned on a weekly or daily basis, alerting or 
sending e-mail to administrative personnel within 24 hours of completing a scan. If a scan cannot 
be completed successful ly, the system must alert or send e-mail to administrative personnel 
within one hour indicating that the scan has. been unsuccessful. Every 24 hours after that point, 
the system must alert or send e-mail about the status of uncompleted scans, until normal 
scanning resumes. 

Additionally, all high-risk vulnerabilities in Internet-accessible web applications identified by 
web application vulnerability scanners, static analysis tools, and automated database 
configuration review tools must be mitigated (by ei ther fixing the flaw or implementing a 
compensating control) within 15 days of discovery of the flaw. 

Whlle the 24-hour and one-hour timeframes represent the current metric to help organizations 
improve their state of security, in the future organizations should strive for even more rapid 
alerting, with notification about an application attack attempt sent within two minutes .. 

Control 6 Test 

To evaluate the implementation of Control 6 on a monthly basis, an evaluation team must use. a 
web application vulnerability scanner to test for each type of flaw identified in the regularly 
updated list of the "25 Most Dangerous Programming Errors" by MITRE and the SANS 
Institute .. The. scanner must be configured to assess all of the organization's Internet-accessible 
web applications to identify such errors. The evaluation team must verify that the scan is 
detected. within 24 hours and that an alert is generated. 

Jn addition to the web application vulnerability scanner, the evaluation team must also run static 
code analysis tools and database configuration review too ls against Internet-accessible 
applications to identify security flaws on a monthly basis. 

The evaluation team must verify that all high-risk vulnerabilities identified by the automated 
vulnerability scanning tools or static code analysis tools have been remediated or addressed 
through a compensating control (such as a web application firewall) within 15 days of d iscovery. 

The evaluation team must verify that application vulnerability scanning tools have successfully 
completed their regular scans for the previous 30 cycles of scanning by reviewing archjved alerts 
and reports to ensure that the scan was completed. If a scan was not completed successfully,. the 
system must alert or send e-mail to enterprise administrative personnel indicating what 
happened. If a scan could not be completed in that timeframe, the evaluation team must verify 
that an alert or e-mail was generated indicating that the scan did not finish. 
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Control 6 System Entity Relationship Diagram (ERD) 

Organizations wil l find that by diagramming the entities necessary to full y. meet the goals 
defined in this control , it will be easier to identify how to implement them, test the controls, and 
identify where potential failures in the system might occur. 

Security Training 
Program 

Database 
System 

Web 
Application 

Firewall 

SOLC 

A control system is a device or set of devices used to manage, command, dfrect, or regulate the 
behavior of other devices or systems. In this case, we are examining the process of monito1ing 
applications and using tools that enforce a security style when deveJoping applications. 

The following list of the steps in. the above diagram. shows how. the entities work together to 
meet the business goal defined in this control. The list also helps identify what each of the 
process steps is in order to help identify potential failure points in the overall control. 

Step 1: Web application f irewalls protect connections to internal web applications. 

Step. 2: Software applications securely connect to database. systems 

Step 3: Code analysis and vulnerability scanning tools scan application systems and database 
systems 
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Critical Control 7: Wireless Device. Control 

The processes and tools used to track/control/prevent/correct the security use of wireless LANS 

(local area networks), access points, and wireless client systems. 

How Do Attackers Exploit the Absence of this Control? 

Major thefts of data have been initiated by attackers who have gained wireless access to 
organizations from outside the physical building, bypassing organizations' security perimeters by 
connecting wirelessly to access points. inside the organization. Wireless clients accompanying 
traveling officials are infected on a regular basis through remote exploitation during air travel or 
in cyber cafes. Such exploited systems are then used as back doors when they are reconnected to 
the network of a target organization. Still other organizations have reported the discovery of 
unauthorized wireless access points on their networks, planted. and sometimes hidden for 
unrestricted access to an internal. network. Because. they do not require direct physical 
connections, wireless devices are a convenient vector for attackers to maintain long-term access 
into a target environment. 

How to Implement, Automate, and Measure the Effectiveness of this Control 

l. Quick wins: Ensure that each wireless device connected to the network matches an 
authoiized configuration and security profile, with a documented owner of the. connection 
and a defined business need. Organizations should deny access to those wireless devices 
that do not have such a configuration and profile. 

2. Quick wins: Ensure that all wireless access points are manageable using enterprise 
management tools. Access points designed for home use often lack such enterp1ise 
management capabil ities, and should therefore be avoided in enterprise environments. 

3. Quick wins: Network vulnerability scanning tools should be configured to detect 
wireless access points connected to the wired network. Identified devices should be 
reconciled against a !1st of authorized wireless access points. Unauthorized (i.e., rogue) 
access points should be deactivated. 

4. Visibility/Attribution: Use wireless intrusion detection systems (WIDS) to identify rogue 
wireless devices and detect attack attempts and successful compromises. In addition to 
WIDS, aU wireless. traffic should be. monitored by WIDS as traffic passes into the. wired 
network. 

5. Visibility/Attribution: 802. lx should be used to control which devices are allowed to 
connect to the wireless network. 

6. Visibility/Attribution: A site survey should be performed to. determine what areas within 
the organization need coverage. After the wireless access points are strategically placed, 
the signal strength should be tuned to minjmize leakage to areas that do. not need 
coverage. 

7. Configuration/Hygiene: .. Where. a specific business need for wireless access has been 
identified, configure wireless access on client machines to allow access only to 
authorized wireless networks. 

8. Configuration/Hygiene: . For devices that do not have an essential wireless business 
purpose, disable wireless access in the hardware. configuration (basic input/output system 
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or extensible firmware interface), with password protections to lower the possibility that 
the. user will override such configurations. 

9. Configuration/Hygiene: Ensure that all wireless traffic leverages at least Advanced 
Encryption Standard (AES) encryption used with at least WiFi Protected Access 2 
(WP A2) protection. 

10. Con.figuration/Hygiene: Ensure that wireless networks use. authentication protocols such 
as Extensible Authentication Protocol-Transport Layer Security (EAP/TLS), which 
provide credential protection and mutual authentication. 

1 L Configuration/Hygiene: Ensure that wireless clients use strong, multi-factor 
authentication credentials to mitigate the risk of unauthori.zed access. from compromised 
credentials. 

12. Configuration/Hygiene: Disable peer-to-peer wire less network capabilities on wireless 
clients, unless such functionality meets a documented business need. 

13. Con.figuration/Hygiene: , Disable wireless peripheral access of devices (such as. 
Bluetooth), unless such access. is required for a documented business need. 

14. Configuration/Hygiene: Wireless access points should never be directly connected to the 
pri vate network. They should either be placed behind a fi rewall or put on a separate 
VLAN so all traffic can be examined and filtered. 

15. Configuration/Hygiene: All mobile devices, including personnel devices, must be 
registered prior to connecting to the wireless network. AH registered devices must be 
scanned and follow the corporate policy for host hardening and configuration 
management. 

16. Advanced: Configure all wireless clients used to access private nelworks or handle 
organization data in a manner so that they cannot be used to connect to public wireless 
networks or any other networks beyond those specifically a11owed by the organization. 

Associated NIST Special Publication 800-53, Revision 3, Priority 1 Controls 

AC-L7, AC-l8 (1, 2, 3, 4), SC-9 (l), SC-24, Sl-4 (1 4, LS) 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Remote Access. Security 

Procedures. and Tools to Implement and Automate this Control 

Effective organizations run commercial wireless scanning, detection, and discovery tools as well 
as commercial wi reless intrusion detection systems. 

Additionally, the security team should periodically capture wiseless traffic from within the 
borders of a fac ility and use. free and commercial analysis. tools. to. determine. whether the 
wireless traffic was transmitted using weaker protocols or encryption than the organization 
mandates. When devices relying on weak wireless security settings are identified, they should be 
found within the organization 's asset inventory and either reconfigured more securely or denied 
access to the organization network. 
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AdditionaJly, the secmity team should employ remote management tools on the wired network to 
pull information about the wireless capabilities and devices connected to managed systems. 

Control 7 Metric 

The system must be capable of identifying unauthorized wireless. devices or configurations when 
they are within range of the organization's systems or connected to their networks. The system 
must be capable of identifying any new unauthotized wireless devices that associate or join the 
network within one hour, alerting or sending e-mai L notifi cation to a li st of enterpri se personne l. 
The system must automatica lly isolate. an attached wireless. access point from the network within 
one hour and alert or send e-mail notification when isolation is achieved. Every 24 hours after 
that point, the system must alert or send e-mail about the status of the system until it has been 
removed from the network. The asset inventory database. and alerting system must be able to. 
identify the location, department, and other details of where authorized and unauthorized 
wireless devices are plugged into the network. While the 24-hour and one-hour timeframes 
represent the current metric to help organizations improve their state of security, in the future 
organizations should strive for even more rapid alerting and isolation,. with noti fica tion about an 
unautho1ized wireless devices sent within two minutes and isolation witbfo five minutes. 

Control 7 Test 

To evaluate the implementation of Control 7 on a periodic basis,. the evaluation team staff must 
configure 10 unauthorized but hardened wireless clients and wireless access points to the 
organization's network and attempt to connect them to its wireless networks. In the case of 
wireless access. points, these access points must not be directly connected to the organization's 
trusted network. Instead, they must simply be configured to act as a wireless gateway without 
physically connecting to a w i_red network interface. ln the case of scamling for wireless access 
points from. a wired interface, the. connected access point must have. the wireless radio. disabled 
for the duration of the test. These systems must be configmed to test each of the following 
scenarios: 

• A wireless. client with an unauthotized service set identifier configured on it. 
• A wireless client with improper encryption configured. 
• A wireless. client with improper authentication configured. 
• A wireless access point with improper encryption configured. 
• A wireless access point with improper authentication configured. 
• A completely rogue wireless access point using an unauthorized configuration. 

When any of the above-noted systems attempt to connect to the wireless network, an alert must 
be generated and enterprise staff must respond to the alerts to isolate. the detected device or 
remove the device from the network. 

Control 7 System Entity Relationship Diagram (ERO) 
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Organizatjons will find that by djagramming the entities necessary to fully meet the goals 
defined in this control, it will be easier to identify how to implement them, test the controls, and 
identify where potential failures in the system might occuJ. 

Configuration 

"~\, ~ t ' 
j~_ 0 ~ 

Wireless Access Points Wireless IDS I 
Scanners 

Managemenl Syslem Active Scanner 

A control system is a device or set of devices used to manage, command, direct, or regulate the 
behavior of other devices or systems. In this case, we are examining the configuration and 
management of wireless devices, wireless IDS/scanners, wireless device management systems, 
and vulnerabi lity scanners. The following list of the steps in the above diagram shows how the 
entities. work together to meet the business goal defined in this control.. The list also helps 
identify what each of the process steps is in order to he lp jdentify potential failure poin ts in the 
overall control. 

Step 1: Hardened conjlgurarions applied to wireless devices 

Step 2: Hardened configurarions managed by a configuration management system 

Step 3: Configuration management system manages the configurations on wireless devices 

Step 4: Wireless IDS monitor usage of wireless communications 

Step 5: Vulnerability scanners scan wireless devices for. potential vulnerabilities 

Step 6: Wireless clients utilize wireless infrastructure systems in a secure manner 
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Critical Control 8: Data Recovery Capability 
The processes and tools used to properly back up critical information with a proven 

methodologyfor timely recovery of it ... 

Note: This control has one or more sub-controls that must be validated manually. 

How Do. Attackers Exploit the Absence of this Control? 

When attackers compromise machines, they often make significant changes to configurations 
and software. Sometimes attackers also make subtle alterations of data stored on compromised 
machines, potentially jeopardizing organizational effectiveness with polluted information. When 
the attackers are discovered, it can be extremely difficult for organizations without a trustworthy 
data recovery capability to remove all aspects of the attacker's presence on the machine. 

How to Implement, Automate,. and Measure the Effectiveness of this Control 

L Quick wins: Ensure that each system is. automatically backed up on at least a weekly 
basis, and more often for systems storing sensitive. information. To help ensure the ability 
to rapidly restore a system from backup, the operating system, application software, and 
data on a machine should each be included in the overall backup procedure. These three 
components of a system do not have to be. included in the same backup file or use the 
same backup software. All backup policies should be compliant with any regulatory or 
official requirements. 

2. Quick wins: Data on backup media should be tested on a regular basis by performjng a 
data restoration process to ensure that the backup is properly working. 

3. Quick wins: Key personal should be trained on both the backup and restoration 
processes. To be ready in case a major incident occurs, alternative personnel should also 
be trained on the restoration process just in case the primary IT point of contact is not 
available. 

4. Configuration/Hygiene: Ensure that backups are properly protected via physical security 
or encryption when they are stored, as. well as when they are moved across. the network. 
This includes remote backups and cloud services. 

5 .. Configuration/Hygiene: Backup media, such as hard drives and tapes, should be stored 
in physically secure, locked facilities. End-of-life backup media should be securely 
erased/destroyed. 

Associated NIST Special Publication 800-53, Revision 3, Priority l Controls 

CP-9 (a, b, d, l , 3), CP-10 (6) 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Backup Strategy 

Procedures and Tools to Implement and Automate. this Control. 
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Once per quarter (or whenever new backup equipment is p urchased), a testing team should 
evaluate a random sample of system backups by attempting to restore them on a test bed 
environment. The restored systems should be verified to ensure that the operating system, 
application, and data from the backup are all intact and functionaJ. 

Control 8 System Entity Relationship Diagram (ERD) 

Organizations will find that by diagramming the entities necessary to fu lly meet the goals 
defined in this control, it wi 11 be easier to identify how to implement them, test the controls, and 
identify where potential failures in the system might occur. 

e.olMnS-- • r 
1. OperaUng Systems ~ 

2. AppllcaUon Software Backup System ,,..... ~ 

~ 
Secure Storage Facilities 

A control system is a device or set of devices. used to manage,. command, direct, or regulate the 
behavior of other devices or systems. In this case, we are examining an organization' s capability 
to restore systems in the event that data needs to be restored because of a data loss or breach of a 
system. While backups are certain ly an important part of thi s process, the abili ty to restore data is 
the critical component. The following list of the steps in the above diagram shows how the 
entities work together to meet the business goal defined in this. control. The list also helps 
identify what each of the process steps is in order to help identify potential failure points in the 
overall control. 

Step 1: Production business systems backed up on a regular basis to authorized organizational 
backup systems 

Step 2: Backups created are stored offline at secure storage facilities .. 
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Critical Control 9: Security Skills Assessment and Appropriate Training to Fill 
Gaps 
The process and tools to make sure an organization understands the technical skill gaps within 

its workforce, including an integrated plan to fill the gaps through policy, training, and 

awareness. 

Note:. This control has one or more sub-controls that must be validated manually. 

How Do Attackers Exploit the Absence of this Control? 

The following are the skills of five groups of people constantly being tested by attackers: 

l. End-users are fooled via social engineering scams in which they are tricked into 
providing passwords, opening attachments, loading software from untrusted sites, or 
visiting malicious web sites. 

2. System administrators are also fooled in the same manner as nonnal users but are. also 
tested when attackers attempt to trick the administrator into setting up unauthorized 
accounts. 

3. Security operators and analysts are tested with new and innovative attacks introduced on 
a continual basis. 

4. Application programmers are tested by criminals who find and exploit the vulnerabilities 
in the code that they write. 

5. To a lesser degree, system owners are tested when. they are asked to invest in cyber 
security but are unaware of the devastating impact a compromise and data exfiltration or 
alteration would have on their mission. 

Any organization that hopes to be ready to find and respond to attacks effectively must find the 
gaps in its knowledge and provide exercises and training to. fill those gaps. A solid security skills 
assessment program can provide actionable information to decision-makers about where. security 
awareness needs to be improved, and can also help detenuine proper allocation of limi ted 
resources to improve security practices. 

Training is also closely tied to policy and awareness. Policies tell people what to do, training 
provides them the skills to do it, and awareness changes behaviors so that people follow the 
policy. Training should be mapped against the skills required to pe1form a given job. If after 
training, users are still not following the policy, that policy should be augmented with awareness. 

How to Implement, Automate, and Measure the Effectiveness of this Control 

I. Quick wins: Perform gap analysis to see wh ich security areas employees are not adhering 
to and use this as the basis for an awareness program . . Organizations shouJd devise 
periodic security awareness assessments to be given to employees and contractors on at 
least an annual basis in order to determine whether they understand the information 
secutity policies and procedures, as well as their role in those procedures. 

41 
FTC-0002294 

http:analys.is


2. Quick wins: Develop security awareness trainfog for various personnel job descriptions. 
The training should include specific, incident-based scenarios showing the threats. an 
organization faces, and should present proven defenses against the. latest attack 
techniques. 

3. Quick wins: Awareness should be carefully validated with policies and training . Policies 
tell users what to do, training provides. them the skills to do it, and awareness. changes 
their behavior so that they understand the importance of following the policy. 

4. Visibility/Attribution: Metrics should be created for all policies and measured on a 
regular basis. Awareness should focus on the areas that are receiving the lowest 
compliance score. 

5. Configuration/Hygiene: Conduct periodic exercises to verify that employees and 
contractors are fulfilling their infonnation security duties by conducting tests to see 
whether employees will click on a link from suspicious e-mail or provide sensitive. 
information on the telephone without following appropriate procedures for authenticating 
a caller. 

6. Configuration/Hygiene: Provide awareness sessions for users who are. not following 
policies. after they have received appropriate training. 

Associated NIST Special Publication 800-53, Revision 3, Priority l Controls 

AT-1,.AT-2 (1), AT-3 ( I) 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Training 

Procedures. and Tools to Implement and. Automate this Control 

The key to upgrading skills is measurement through assessments that show both the employee 
and the employer where knowledge is sufficient and where the gaps are. Once the gaps have 
been identified, those employees who have the requisite skills. and knowledge can be called upon 
to mentor the. employees who need to improve their skills . Jn addition, the organization can 
develop training programs tllat directly fill the gaps and maintain employee readiness. 

Control 9 System Entity Relationship Diagram (ERD) 

Organizations will find that by diagranuning the entities necessary to fully meet the goals 
defined in this. control, it will be easier. to identify how to implement them, test the controls, and 
identify where. potential fai lures in the system might occur. 
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A control system is a device or set of devices used to manage, command, direct, or regulate the 
behavior of other devices or systems. In this case, we are examining the importance of educating 
workforce members in the security knowledge that they need in order to best perform their roles 
and responsibi lities within the organization. The following list of the steps in the above diagram 
show how the entities work together to meet the business goal defined in this control. The list 
also helps identify what each of the. process steps is io order to help identify poteotia1 fai lure 
points in the overall control. 

Step 1: Create training and awareness programs about the organization 1 s information security 
policies and procedures 

Step 2: Design quizzes and assessments about the organization 's information. security policies 
and procedures 

Step 3: Present the training and awareness program to the organization's workforce 

Step 4: Present the quizzes and assessments to the organization 's worleforce and valida te the 
understanding of the information presented in the training and awareness program 
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Critical Control 10: Secure Configurations for Network Devices. such as 
Firewalls, Routers, and Switches 

The processes and tools used to track/control/prevent/correct security weaknesses in the 

configurations in network devices such as firewalls, routers, and switches based on formal 

configuration management and change control processes. 

How Do Attackers Exploit the. Absence of this Control? 

Attackers take advantage of the fact that network devices may become. less securely configured 
over time as users. demand exceptions. for specific and temporary business needs, as the 
exceptions are deployed, and as those exceptions are not undone when the business need is no 
longer applicable. Making matters worse, in some. cases, the security risk of the exception is 
neither properly analyzed nor measured against the associated business need and can change 
over time. Attackers search for electronic holes in firewalls, routers, and switches and use those 
to penetrate defenses. Attackers have exploited flaws in these network devices to gain access to 
target networks, redirect traffic on a network (to a mal icious system masquerading as a trusted 
system), and intercept and alter information while in transmission. Through such actions, the 
attacker gains access to sensitive data, alters important information , or even uses one 
compromised machine to pose as another trusted system on the network. 

How to Implement, Automate, and Measure the Effectiveness of this. Control 

I. Quick wins: Compare firewall, router, and switch configuration against standard secure 
configurations defined for each type of network device in use in the organization. The 
security configuration of such devices should be. documented,. reviewed,. and approved by 
an organization change control board. Any deviations from the standard configuration or 
updates to the standard configuration should be documented and approved in a change 
control system. 

2. Quick wins: At network interconnection points- such as Internet gateways, inter
organization connections, and internal network segments with different security 
controls-implement ingress and egress filtering to allow only those ports and protocols 
with an explicit and documented business need. All other ports and protocols should be 
blocked with default-deny rules by firewalls, network-based IPS, and/or routers. 

3. Configuration/Hygiene: All new configuration rules beyond a baseline-hardened 
configuration that allow traffic to flow through network security devices, such as 
firewalls and network-based IPS, should be documented and recorded in a configuration 
management system, with a specific business reason for each change, a specific 
individual 's name responsible for that business need,. and an expected duration of the 
need. 

4. Configuration/Hygiene: Network filtering technologies employed between networks 
with different secmity levels (firewalls, network-based JPS tools, and routers with access. 
controls lists) should be deployed with capabilities to filter Internet Protocol version 6 
(1Pv6) traffic. However, if lPv6 is. not currently being used it should be disabled. Since 
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many operating systems today ship with 1Pv6 support activated, filtering technologies 
need to take it into account. 

5. Configuration/Hygiene: Network devices s hould be managed using two-factor 
authentication and encrypted sessions. 

6. Configuration/Hygiene: The latest stable version of any security-related updates must be 
installed within 30. days of the update being released from the device vendor. 

7. Advanced: The network infrastructure should be managed across network connections 
that are separated from the business use of that network, relying on separate VLANs or, 
preferably, on entirely different physical connectivity for management sessions for 
network devices. 

Associated NIST Special Publication 800-53, Revision 3, Priority l Controls 

AC-4 (7, 10, l l , 16), CM- l, CM-2 ( I ), CM-3 (2), CM-5 (1. 2, 5), CM-6 (4), CM-7 ( l. 3), IA-2 
(1, 6), IA-5, IA-8, RA-5, SC-7 (2, 4, 5, 6, 8, 11, 13, 14, 18), SC-9 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Milestone 7: Baseline Management 
Configuration and Change Management 

Procedures. and Tools to Implement and Automate. this Control 

Some organizations use com mercial tools that evaluate. the. rule set of network filtering dev ices. to 
detennine whether they are consistent or in conflict, providing an automated sanity check of 
network filters and search for errors in rule sets or access controls lists (ACLs) that may allow 
unintended services through the device. Such tools should be run each time significant changes 
are made. to firewall rule sets, router ACLs,. or. other fi ltering technologies. 

Control 10 Metric 

The system must be. capable of identifying any changes to network devices, including routers, 
switches, firewalls, and IDS and IPS systems. These. changes include any modifications to key 
files, services, ports, configuration fi les, or any software installed on the device. Modifications 
include deletions, changes, o r additions of new software to. any part of the device configuration. 
The configuration of each system must be checked against the official master image database to 
verify any changes to secure configurations that would impact security. This includes both 
operating system and configuration fi les. Any of these changes to a device must be detected 
within 24 hours and notification performed by alerting or sending e-mail notification to. a list of 
enterprise personnel. If possible, devices must prevent changes to the system and send an alert 
indicating the change was not successfu l. Every 24 hours after that point, the system must alert 
or send e-mail about the status of the system until it is investigated and/or remediated. 

Control 10 Test 
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To evaluate the implementation of Control 10 on a periodic basis, an evaluation team must make 
a change to each type of network device plugged into the network. At a minimum, routers, 
switches, and firewalls need to be tested. If they exist, IPS, IDS, and other network devices must 
be included. Backups must be made prior to making any changes. to critical network devices. It is 
critical that changes not impact or weaken the security of the device. Acceptable changes include 
but are not limited to making a comment or adding a duplicate entry in the configuration. The 
change must be performed twice for each critical device. The evaluation team must then verify 
that the systems generate. an alert or e-mai l notice regarding the changes to the device within 24 
hours. It is important that the evaluation team verify that all unauthorized changes have been 
detected and have resulted in. an alert or e-mail notification. The evaluation team must verify that 
the system provides details of the location of each device, including information about the asset 
owner. While the 24-hour timeframe represents the cunent metric to help organizations improve 
their state of security, in the futw·e organizations should strive for even more rapid alerting and 
isolation, with, notification about unauthorized configuration changes in network devices sent 
within two. minutes. 

If appropriate, an additional test must be perfonned on a daily basis to ensure that other protocols 
such as IPv6 are properly being fi ltered. 

Control 10 System Entity Relationship Diagram (ERD) 

Organizations will find that by diagramming the entities necessary to fully meet the goals 
defined in this control, it will be easier to identify how to implement them, test the controls, and 
identify where potential failures in the system might occur. 

Device 
Configurations & 

IOS 

Configurauon Management 
System 

~ u 
~ 

Management 
Network 

Production Network Devices 

Patch Manageme"t 
System 

~~ r 
ProKy I ~Network 

Monitoring Systems 

A control system is a device or set of devices used to manage, command, di rect, or regulate the 
behavior of other devices or systems. Jn thi s case we. are examining the network devices, test lab 
network devices, configuration systems, and configuration management devices. The following 
list of the steps. in the diagram shows how the entities work together to meet the business goal 
defined in this control. The list also helps identify each step in order to help identify potential 
fail ure points in the overall control. 

Step 1: Hardened device configurations applied to production devices 
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Step 2: Hardened device configuration stored in a secure configuration management system 

Step 3: Management network system validates configurations on production network devices 

Step 4: Patch management system applies tested software updates to production network devices 

Step 5: Two-factor authentication system required.for administrative access to production 
devices 

Step 6: Proxy/firewall/network monitoring systems analyzes all connections to production 
network devices 
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Critical Control 11: Limitation and Control of Network Ports, Protocols,. and 
Services 

The processes and tools used to track/control/prevent/correct use of ports, protocols, and 

services on networked devices. 

How Do Attackers Exploit the. Absence. of this Control? 

Attackers search for remotely. accessible network services that are. vulnerable. to exploitation .. 
Common examples include poorly configured web servers, mail servers, file and print services, 
and domain name. system (DNS) servers installed by default on a variety of different device 
types, often without a business need for the given service. Many software packages 
automatically install services and turn them on as. part of the installation of the main software 
package without informing a user or administrator that the services have been enabled. Attackers. 
scan for such issues and attempt to exploit these services, often attempting default user lDs and 
passwords or widely available exploitation code. 

How to Implement, Automate, and Measure the Effectiveness of this Control 

l . Quick wins: . Any service that is not needed should be. turned off for 30 days and after 30 
days uninstalled from the system. 

2. Quick wins: Host-based fi rewalls or port filtering tools should be applied on end 
systems, with a default-deny rule that drops all traffic except those services and ports that 
are. explicitly allowed. 

3. Quick wins: Automated port scans should be. performed on a regular basis against all key 
servers and compared to a known effective baseline. If a change that is not listed on the 
organization's approved baseline is discovered, an alert should be generated and 
reviewed. 

4. Quick wins: . All services should be kept up to. date and any unnecessary components 
uninstalled and removed from the system. 

5. Visibility/Attribution: Any server that is visible from the Internet or an untrusted network 
should be verified, and if it is not required for business purposes, it should be moved to 
an internal VLAN and given a private address. 

6. Configuration/Hygiene: Services needed for business use across the internal network 
should be reviewed quarterly via a change control group, and business units should 
rej ustify the business use. Services that are turned on for projects. or limited engagements. 
should be turned off when they are. no longer needed and properl y. documented. 

7. Con.figuration/Hygiene: Operate critical services on separate physical or logical host 
machines, such as DNS, fi le, mail, web, and database servers. 

8. Advanced: Application firewalls should be placed in front of any. critical servers to verify 
and validate the traffic going to. the server. Any unauthorized services or traffic should 
be blocked and an alert generated. 

Associated NIST Special. Publication 800-53, Revision 3,. Priority 1 Controls 
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CM-6 (a, b, d, 2, 3), CM-7 (1), SC-7 (4, 5, 11, 12) 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Milestone. 3: Network Archi tecture 
Security Gateways,. Proxies, and Firewalls 

Procedures. and Tools to Implement and Automate this Control 

Port scanning tools are used to determine. which services. are. listening on the network for a range 
of target systems. In addition to determining which ports are open, effective port scanners can be 
configured to identify the version of the protocol alld service listening on each discovered open 
port. This list of services and their versions are compared against an inventory of services 
required by. the organization for each server and workstation in an asset management system .. 
Recently added features in these port scanners are. being used to determine the changes in 
services offered by scanned machines on the netwo rk since the previous scan, helping security 
personnel identify. differences over time .. 

Control 11 Metric. 

The system must be capable of identifying any new unauthorized listening network ports that are 
connected to the network within 24 hours, alerting or sending e-mail notification to a list of 
enterprise personnel. Every 24 hours after that point, the system must alert or send e-mail about 
the status of the system until the listening network port has been di sabled or has been authorized 
by change management. The. system service baseline. database and alerting system must be able. 
to identify the. location, department, and other details about the system where authorized and 
unauthorized network ports a re running. While the 24-hour timeframe represents the current 
metric to help organizations improve their state of security,. in the future organizations should 
strive for even more rapid alerting. 

Control 11 Test 

To evaluate the implementation of Control 11 on a periodic basis, the evaluation team must 
instaJJ hardened test services with network li steners on 10 locations on the network, including a 
selection of subnets. associated with DMZs, workstations,. and servers. The selection of these 
systems. must be as random as possible. and include a cross-section of the organization's systems 
and locations. The evaluation team must then verify that the systems generate an alert or e-mail 
notice regarding the newly installed services within 24 hours of the services being installed on 
the network. The team must verify that the system provides detai ls of the location of an of the 
systems where test services. have been installed. 

Control 11 System Entity Relationship Diagram (ERD) 

Organizations will find that by diagramming the entities necessary to fully meet the goals 
defined in this control, it will be easier to identify how to implement them, test the controls, and 
identify where potential failures in the system might occu-r. 
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A control system is a device or set of devices used to manage, command, direct, or regulate the 
behavior of other devices or systems. In this case, we are examining how active scanning 
systems gather information on network devices and evaluate that data against the authorized 
service baseline database. The following list of the steps in the above diagram shows how the 
entities work together to meet the. business goal defined in this control.. The. list also helps 
identify what each of the process steps is in order to help identify potential failure points in the 
overall control. 

Step 1: Active scanner analyzes production systems.for unauthorized ports, protocols, and 
services 

Step 2: System baselines regularly updated based on necessary/required services 

Step 3: Active scanner validates which ports, protocols and services are blocked or allowed by 
the application firewall 

Step 4: Active scanner validates which ports, protocols and services are accessible on business 
systems protected with host based.firewalls 
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Critical Control 12: Controlled Use. of Administrative. Privileges 

The processes and tools used to track/control/prevent/correct the use, assignment, and 

configuration of administrative. privileges on computers,. networks, and applicatfons. 

How Do Attackers Exploit the. Absence of this Control? 

The misuse of admjnistrator privileges is a primary method for attackers. to. spread inside a target 
enterprise. Two very common attacker techniques take advantage of uncontrolled administrative 
privileges. In the first common attack technique, a workstation user, running as a privileged user, 
is fooled into opening a malicious e-mail attachment, downloading and opening a file from a 
malic ious website, or simply surfing to a website hosting attacker content that can automatically 
exploit browsers. The file or exploit contains executable code that runs on the victim's machine 
either automatically or by tricking the user into executing the attacker's content. If the victim 
user's account has administrative privileges, the attacker can take over the victim's machine 
completely and install keystroke loggers, sniffers, and remote control software. to find 
administrator passwords and other sensitive data. Similar attacks occur with e-mail. An 
administrator inadvertently opens an e-mail that contains an infected attachment and this is used 
to obtain a pivot point within the network that is used to attack other systems. 

The second common technique used by attackers is elevation of privileges by guessing or 
cracking a password for an administrative user to gain access to a target machine. Cf 
administrative privileges are loosely and widely distributed, the attacker. has a much easier time. 
gaining full control of systems,. because there. are many more accounts that can act as avenues. for 
the attacker to compromise admin istrative privileges. 

How to Implement, Automate, and Measure. the Effectiveness of this Control 

I. Quick wins: Use automated tools to inventory all administrative accounts and validate 
that each person with administrative privileges. on desktops, laptops, and servers is 
authorized by a senior executive. 

2. Quick wins: Configure all administrative passwords to be complex and contain letters, 
numbers and special characters intermixed with no dictionary words present in the. 
password. Strong passwords. should be. of a sufficient length to increase the difficultly it 
takes to crack the password. Pass phrases containing multiple dictionary words, along 
with special characters, are acceptable .if they are of a reasonable length. 

3. Quick wins: Configure all administrative-level accounts to require regular password 
changes on a frequent interval tied to the complexity of the password . . 

4. Quick wins: Before deploying any new devices in a networked environment, 
organizations should change all default passwords for applications, operating systems, 
routers, firewalls, wireless access. points, and other systems to a difficult-to-guess value . . 

5. Quick wins:. Ensure aJl service. accounts have long and difficult-to-guess passwords that 
are changed on a periodic basis, as is done for traditional user and administrator 
passwords, at a frequent interval of no longer than 90 days. 

6. Quick wins: . Passwords for all systems should be stored in a well-hashed or encrypted 
format, with weaker formats e liminated from the environment.. Furthermore, fil.es 
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containing these encrypted or hashed passwords required for systems to authenticate 
users should be readable only with super-user privileges. 

7. Quick wins: Utilize access control lists to ensure that administrator accounts ar e used 
only for system administration activities, and not for reading e-mail, composing 
documents, or surfing the Internet. Web browsers and e-mail clients especially must be 
configured to never run as administrator. 

8. Quick wins: Through policy and user awareness, require that administrators establish 
unique, different passwords. for their administrator and nonadministrator accounts. Each 
person requiring administrative access should be given his/her own separate account. 
Administrative accounts should never. be shared. Users should only use. the Windows. 
"administrator" or Unix "root" accounts in emergency situations. Domain administration 
accounts should be used when required for s ystem administration instead of local 
administrator accounts. 

9. Quick wins: . Configure operati ng systems so that passwords cannot be. re-used within a 
certain timeframe, such as six months. 

10. Visibility/Attribution: . Implement focused auditing on the use of administrative privileged 
functions and monitor for anomalous behavior (e.g., system reconfigurations during the 
night shift). 

11. Visibility/Attribution: Configure systems to issue a log entry and alert when an account is 
added to or removed from a domain administrators group. 

12. Configuration/Hygiene: All administrative access, including domain administrative 
access, should use two-factor authentication. 

13. Configuration/Hygiene: Access to a machine (either remotely or locally) should be 
blocked for administrator-level accounts. Instead, administrators should be required to 
access a system using a fully logged and nonadministrative account. Then, once logged in 
to the machine without administrative privileges, the administrator should trans ition to 
administrative privileges using tools such as Sudo on Linux/UNIX, RunAs on Windows, 
and other similar facilities for other types of systems. Users would use their own 
administrator accounts and enter a password each time that is different that their user 
account. . 

14. Configuration/Hygiene: If services are outsourced to third parties, language should be 
included in the contracts to ensure that they properly protect and control administrative. 
access. It should be validated that they are not sharing passwords and have 
accountability to hold administrators. liable for. the ir actions. 

Associated NIST Special Publication 800-53,. Revision 3~ Priority l Controls 

AC-6 (2, 5), AC-17 (3), AC- 19, AU-2 (4) 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Milestone 5: User Access 
Milestone 7: Baseline Management 

Procedures and Tools to Implement and Automate this Control 
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Built-in operating system features can extract lists of accounts with super-user privileges, both 
locally on individual systems and on overall domain control.lers. To verify that users w1th high
privileged accounts do. not use such accounts for day-to-day web surfing and e-mail reading, 
security personnel should periodically gather a list of running processes to determine whether 
any browsers or e-mail readers. are running with high privileges. Such information gathering can 
be scripted, with short shell scripts searching for a dozen or more different browsers, e-mail 
readers,. and document editing programs running with high privileges on machines .. Some 
legitimate system administration activity may require the execution of such programs over the 
short term, but long-term or frequent use of such programs with adm.inistrative privileges could 
indicate that an administrator is not adhering to this control. 

To enforce the requirement for strong passwords, built-in operating system features for minimum 
password length can be configured that prevent users from choosing short passwords. To enforce 
password complexity (requiring passwords to be a string of pseudo-random characters), built-in 
operating system settings or third-party password complexity enforcement tools can be applied. 

Control 12 Metric 

The system must be configured to comply with password policies at least as stringent as those 
described in the controls above. Additionally, security personnel must be notified via an alert or 
e-mail within 24 hours of the addition of an account to a super-user group, such as a domain 
administrator. Every 24 hours after that point, the system must alert or send e-mail about the 
status of administrative privileges until the unauthorized change has been corrected or authorized 
through a change management process .. While the 24-hour timeframes represent the. cunent 
metric to help organizations improve their state of security, in the future organizations should 
strive for even more rapid alerting. 

Control 12 Test 

To evaluate the implementation of Control 12 on a period ic basis, an evaluation team must verify 
that the. organization's password policy is enforced. by creating a temporary, disabled, limited 
privilege test account on 10 different systems and then attempting to change the password on the 
account to a value that does not meet the organization's password policy. The selection of these 
systems must be as random as possible and include a cross-section of the organization's systems 
and locations. After complerjon of the test, this. account must be removed. Furthermore, the 
evaluation team must add a temporary disabled test account to a super-user group (such as a 
domain administrator group) to verify that an alert or e-mail is generated within 24 hours. After 
thi s test, the account must be removed from the group and di sabled. 

Finally, on a periodic basis, the evaluation team must run a script that determines which browser 
and e-mai l client programs are. running on a sample of 10 test systems, including five cl ients. and 
five servers. Any browsers or mail client software running with Windows administrator or 
Linux/Unix UID. 0 privileges must be identified. 

Control 12 System Entity Relationship Diagram (ERD) 
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Organizatjons will find that by djagramming the entities necessary to fully meet the goals 
defined in this control, it will be easier to identify how to implement them, test the controls, and 
identify where potential failures in the system might occuJ. 

a ___, U•• ~ooP• 
Q~'::'.:':: 

Production Business 
Systems with ACLs Log Managemeni 

System I SIEM 

A control system is a device or set of devices used to manage, command, direct, or regu late the 
behavior of other devices or systems. Jn thi s case, we are examining the components of user 
account provisioning and user authentication. The following list of the steps in the above 
diagram shows how the entities work together to meet the business goal defined i11 this control. 
The list also helps identify w hat each of the process steps is in order to help identify potential 
failure points in the overall control. 

Step 1: Production systems use proper authenticatfon systems 

Step 2: Standard and administrative user accounts use proper authentication systems 

Step. 3:. Standard and administrative user accounts properly managed via group memberships 

Step 4: Administrative access to systems properly logged via log management systems 

Step 5: Password assessment system validates the strength of the authentication systems 
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Critical Control 13: Boundary Defense 

The processes and tools used to detect/prevent/correct the flow of i1~formation transferring 

networks of different trust levels with a focus on security-damaging data. 

How Do Attackers Exploit the Absence of this Control?. 

Attackers focus on exploiting systems that they can reach across the Internet,. including not onl y 
DMZ systems but also workstation and laptop computers that pull content from the Inte rnet 
through network boundaries. Threats such as organized crime groups and nation-states use 
configuration and architectural weaknesses found on perim eter systems, network devices, and 
Internet-accessing client machines to gain initial access into an organization. Then, with a base 
of operations on these machines, attackers often pivot to get deeper inside the boundary to steal 
or change information or to. set up a persistent presence for later attacks against internal hosts. 
Additionally, many attacks occur between business partner networks, sometimes referred to as 
extranets,. as attackers hop from one organ ization' s network to another, exploiting vulnerable 
systems on extranet perimeters. 

To control the flow of traffic through network borders and police content by looking for attacks 
and evidence. of compromised machines,. boundary defenses should be. multi-layered, relying on 
firewalls, proxies, DMZ perimeter networks,. and ne twork-based JPS and IDS. l t is also critical 
to fi lter both inbound and outbound traffic. 

lt should be noted that boundary lines between internal and external networks are. diminishing as 
a result of increased interconnectivity within and between organizations as well as. the rapid d se 
in deployment of wireless technologies. These. blurring lines sometimes allow attackers to gain 
access. inside networks while bypassing boundary systems. However, even with this blurring of 
boundaries, effective security deployments still rely on carefully configured boundary defenses 
that separate networks with different threat levels, sets of users, and levels of control. And 
despite the blun-ing of internal and external networks, effective multi-layered defenses of 
perimeter networks help lower the number of successful attacks, allowing security personnel. to 
focus on attackers who have devised methods to bypass boundary restrictions. 

How to. Implement, Automate, and Measure the Effectiveness of this. Control 

l. Quick wins: Deny communications with (or limit data flow to) known malicious IP. 
addresses (black lists), or limit access only to trusted sites (white lists). Tests can be. 
periodically catTied out by sending packets from bogon source lP addresses (unroutable 
or otherwise unused IP addresses) into the network to verify that they are not transmitted 
through network perimeters. Lists of bogon addresses are publicly avai lable on the 
Internet from various sources,. and indicate. a series of IP addresses that should not be 
used for legitimate traffic traversing the Inte rnet. 

2. Quick wins: On DMZ networks, monitoring systems (which may be built in to the IDS 
sensors or deployed as. a separate. technology) should be. configured to record at least 
packet header information, and preferably full packet header and payloads of the traffic 
destined for or passing through the network border.. This traffic should be sent to a 
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properly configured Security Event Information Management (SEIM) or log analytics 
system so that events can be correlated from all devices on the network. 

3 .. Quick wins: To lower the chance of spoofed e-mail messages, implement the Sender 
Policy Framework (SPF) by deploying SPF records in DNS and enabling receiver-side 
verification in mail servers. 

4.. Visibility/Attribution: Deploy network-based IDS sensors on Internet and extranet DMZ 
systems and networks that look for unusual attack mechanisms and detect compromise of 
these systems. These network-based IDS sensors may detect attacks through the use of 
signatures, network behavior analysis, or other mechanisms to analyze traffic. 

5. Visibility/Attribution: Network-based JPS devices should be deployed to compliment 
IDS by blocking k11own bad signature or be havior of attacks. As attacks become 
automated, methods such as IDS typically delay the amount of time it takes for someone 
to react to an attack. A properly configured network-based JPS can provide automation 
to block bad traffic. 

6. Visibility/Attribution: Design and implement network perimeters so that all outgoing 
web, file transfer protocol (Ff P), and secure shell traffic to the Internet must pass through 
at least one proxy on a DMZ network. The proxy should support logging individual TCP 
sessions; blocking specific URL-;, domain names, and IP addresses to implement a black 
list; and applying white lists of allowed sites that can be accessed through the proxy 
while blocking all o ther sites. Organizations should force outbound traffic to the Internet 
through an authenticated proxy server on the enterprise perimeter. Proxies can also be 
used to encrypt all traffic leaving an organization. 

7. Visibility/Attribution: Require all remote login access (including VPN, dial-up, and other 
forms of access that allow login to internal systems) to use two-factor authentication. 

8.. Configuration/Hygiene: All devices remotely logging into the internal network should be 
managed by the enterprise, with remote control of their configuration, installed software, 
and patch levels. 

9.. Configuration/Hygiene: Periodically scan for back-channel connections to the Internet 
that bypass the DMZ, including unauthorized VPN connections and dual-homed hosts 
connected to the ente rpri se network and to o ther networks via wireless, dial-up modems, 
or other mechanisms. 

10. Configuration/Hygiene: To limit access by an insider or malware spreading on an 
internal network, organizations should devise internal network segmentation schemes to 
limit traffic to only those services needed for business use across the internal network. 

11. Configuration/Hygiene: Develop plans to rapidly deploy filters on internal networks to 
help stop the spread of malware or an intruder. . 

12 .. Advanced: To minimize the impact of an attacker pivoting between compromised 
systems, only allow DMZ systems to communi.cate with private network systems via 
application proxies or application-aware firewalls over approved channels 

13. Advanced: To help identify covert channels exfiltrating data through a fo·ewall , built-in 
firewall session tracking mechanisms included in many commercial firewalls should be 
configured to identify TCP sessions that last an unusually long time for the given 
organization and firewall device, alerting personnel about the source and destination 
addresses associated with these long sessions. 

14 .. Advanced: Deploy NetFlow collection and a nalysis to DMZ network flows to detect 
anomalous activity. 
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Associated NIST Special Publication 800-53, Revision 3, Priority 1 Controls 

AC- 17 (J ), AC-20, CA-3, IA-2 (1 , 2), lA-8, RA-5, SC-7 ( l , 2, 3, 8, 10, 11 , 14), SC-18, ST-4 (c, 
1,.4,. 5,. 11 ), PM-7 

Associated NSA Manageable Network. Plan Milestones. and Network Security Tasks. 

Milestone 3: Network Architecture 
Security Gateways, Proxies, and Firewalls. 
Remote Access Security 
Network Security Monitoring 

Procedures and. Tools. to Implement and Automate this Control 

The boundary defenses included in this control build on Ciitical Control IO. The additional 
recommendations here focus on improving the overall architecture and implementation of both 
Internet and internal network boundary points. Internal network segmentation is central to this 
control because once inside a network, many intruders attempt to target the most sensitive 
machines. Usually, internal network protections are not set up to defend against an internal 
attacker. Setting up even a basic level of security segmentation across the network and protecting 
each segment with a proxy and a firewall will greatly reduce an intruder's access to the other 
parts of the network. 

One element of this control can be implemented using free or commercial IDS and sniffers. to 
look for attacks from external sources directed at DMZ and internal systems, as well as attacks 
originating from internal systems against the DMZ or Internet. Secmi ty personnel should 
regularly test these sensors by launching vulnerability-scanning tools against them to verify that 
the scanner traffic triggers an appropriate. alert.. The. captured packets of the IDS sensors should 
be reviewed using an automated script each day to ensure that log volumes are within expected 
parameters and that the logs are formatted properly and have not been corrupted. 

Additionally, packet sniffers should be deployed on DMZs to look for Hypertext Transfer 
Protocol (HTTP) traffic that bypasses HTTP proxies. By sampling traffic regularly, such as over 
a three-hour period once. per week, information security personnel can search for HTTP traffic 
that is neither sourced by nor destined for a DMZ proxy, implying that the requirement for proxy 
use is being bypassed. 

To identify back-channel connections that bypass approved DMZs, network security personnel 
can establish an Internet-accessible. system to. use as a receiver for testing outbound access. This. 
system is configured with a free or commercial packet sniffer. Then, security personnel can 
connect a sending test system to various points on the organization's internal network, sending 
easily identifiable traffic to the sniffi ng receiver on the Internet. These packets can be generated 
using free or commercial tools with a payload that contains a custom file used for the test. When 
the packets arrive at the receiver system, the. source address of the packets should be verified 
against acceptable DMZ addresses allowed for the organization. If source addresses are 
discovered that are not included in legitimate, registered DMZs, more detail can be gathered by 
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using a traceroute tool to determine the path that packets take from the sender to the receiver 
system. 

Control 13 Metric 

The system must be capable of identifying any unauthorized packets sent into or out of a trusted 
zone and ensure that the packets are properly blocked and/or trigger alerts. Any unauthori zed 
packets must be detected within 24 hours, with the system generating an alert or e-mai] for 
enterprise administrative personnel. Alerts must be sent every hour thereafter until the boundary 
device is reconfigured. Whil·e the. 24-hour timeframe represents the current metric. to help 
organizations improve their state of security, in the future organizations should strive for even 
more rapid alerting. 

Control 13 Test 

To evaluate the implementation of Control 13 on a periodic basis, an evaluation team must test 
boundary devices by sending packets from outside any trusted network to ensure that only 
autho1ized packets are. allowed through the boundary. All other packets must be. dropped. In 
addition, unauthorized packets must be sent from a trusted network to an untrusted network to 
make sure egress filtering is functioning properly. The evaluation team must then verify that the 
systems generate an alert or e-mail notice regarding the unauthori zed packets within 24 hours. It 
is important that the evaluation team verify that all unauthorized packets have been detected. The 
evaluation team must also verify that the alert or e-mail indicating that the unauthorized traffic is 
now being blocked is received within one hour. The evaluation team must verify that the system 
provides. details of the. location of each machine. with this. new test software, including 
information about the asset owner. It is also important that the evaluation team test to ensure that 
the device fails in a state where it does not forward traffic when it crashes or becomes flooded. 

Control 13 System Entity Relationship Diagram (ERD) 

Organizations will find that by diagramming the entities necessary to fully meet the goals 
defined in this control, it will be easier to identify how to implement them, test the controls, and 
identify where potential failures in the system might occur. 
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A control system is a device or set of devices used to manage, command, direct, or regulate the 
behavior of other devices or systems. In this case we are examining the network boundary 
devices and the supporting systems such as authentication servers1 two-factor authentication 
systems, network monitoring systems, and network proxy devices. The following list of the steps 
in the above diagram shows how the entities work together to meet the business. goal defined in 
this control. This also helps identify what each of the steps is in order to help identify potential 
failure points in the overall control. 

Step I: Hardened device configurations applied to production devices 

Step 2: TwoJactor authentication systems required.for administrative access to. production 
devices 

Step 3: Production network devices send even.ts to log management and correlation system 

Step 4:. Network monitoring system analyzes network traffic 

Step 5: Network monitoring system sends even.ts to log management and correlation system 

Step 6:. Outbound trajj-/cpasses through and is examined by network proxy devices 

Step 7:. Network systems scanned.for potential weaknesses. 
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Critical Control 14: Maintenance, Monitoring,. and Analysis of Audit Logs 

The processes and tools used to detect/prevent/correct the use of systems and information based 

on audit logs of events that. are considered significant or could impact the security of an 

organization.. 

How Do Attackers Exploit the Absence of this Control? 

Defic iencies in security logging and analysis allow attackers. to hide their location, mat icious 
software used for remote control,. and activities on victim machines. Even if the victims know 
that their systems have been compromised, without protected and complete logging records they 
are blind to the details of the attack and to subsequent actions taken by the attackers. Without 
solid audit logs, an attack may go unnoticed indefinitely and the particular damages done may be 
irreversible. 

Sometimes logging records. are the only evidence. of a successful attack. Many organizations 
keep audit records for compliance purposes, but attackers rely on the fact that such organizations 
rarely look at the audit logs, so they do not know that thefr systems have been compromised. 
Because of poor or nonexistent log analysis processes, attackers sometimes control victim 
machines for months or years without anyone in the target organization knowing, even though 
the evidence. of the attack has been recorded in unexamined log files. 

How to. Implement, Automate, and Measure the Effectiveness of this Control 

l. Quick wins: Each organization should include at )east two synchronized time sources 
(i.e., Network T ime Protocol - NTP) from which all servers and network equipment 
retti.eve time infom1ation on a regular basis so that timestamps. in logs are. consistent.. 

2. Quick wins:. Validate audit log settings for each hardware device and the software 
installed on it, ensuring that logs include a date, ti mes tamp, source addresses, destination 
addresses, and various other useful elements of each packet and/or tt·ansaction. Systems 
should record logs in a standardized format such as syslog entries or those outlined by the 
Common Event Expression initiative .. If systems cannot generate logs in a standardized 
format, log normal i.zation tools can be deployed to convert logs into such a format. 

3. Quick wins: Ensure that all systems that store logs have adequate storage space for the 
logs generated on a regular basis, so that log files will not fill up between log rotation 
intervals. The logs must be archived and digitally signed on a periodic basis. 

4. Quick wins: Develop a log retention policy to make sure that the logs are kept for a 
sufficient period of time. As APT (advanced persistent threat) continues to stealthily 
break into systems, organizations are often compromised for several months without 
detection. The logs must be kept for a longer period of time than it takes an organization 
to detect an attack so they can accurately determine what occurred. 

5. Quick wins: All remote access to a network,. whether to the DMZ or the interna l network 
(i.e., VPN,. dial-up, or other. mechanism), sh.ould be logged verbosely. 

6. Quick wins: Operating systems should be configured to log access control events 
associated with a user attempting to access a resource (e.g., a file or directory) without 
the appropriate permissions. Failed logon attempts must also be logged. 
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7. Quick wins: Security personnel and/or system admi nistrators. should run biweekly 
reports that identify a nomalies in logs. They should then actively review the ano malies, 
documenting their findings. 

8. Visibility/Attribution: Network boundary devices. including firewalls, network-based 
IPS, and inbound and outbound proxies, should be configured to verbosely log alJ traffic 
(both allowed and blocked) arriving at the device. 

9. Visibility/Attribution: For all servers, organizations should ensure that logs are written to 
write-only devices or to dedicated Jogging servers running on separate machines from 
hosts generating the event logs, lowering the chance that an attacker can manipulate logs 
sto red locally on compromised machines. 

LO. Visibility/Attribution: Deploy a SIM/SEM (security incident management/secmity event 
management) or log analytic tools for log aggregation and consolidation from multiple 
mach ines and for log correlation and analysis. Usjng the SIM/SEM tool, system 
administrators and security personnel should devise profiles of common events from 
given systems so that they can tune detection to focus on unusual activity, avoid fa lse 
positives, more rapidly identify anomalies, and prevent overwhelming analysts with 
insignificant alerts .. 

l 1. Advanced: Carefully monitor for service creation events. On Windows system s, many 
attackers use psexec functionality to spread from system to system. Creation of a service 
is an unusual event and should be monitored closely. 

Associated NIST Special Publication 800-53, Revision 3, Priority l Controls 

AC-17 (1), AC-19, AU-2. (4), AU-3 (1 ,2), AU-4, AU-5,. AU-6(a, 1, 5), AU-8,. AU-9. (1 , 2), AU-
12 (2), SI-4 (8) 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Remote Access Security 
Log Management 

Procedures and Tools to Implement and Automate this Control 

Most free and commercial operating systems, network services, and firewall technologjes offer 
logging capabilities. Such logging should be activated, with logs. sent to centralized logging 
servers. Firewalls, proxies, and remote access syste ms (VPN, dial-up, etc.) should a ll be 
configured for verbose logging, storing all the information available for logging in the event a 
follow-up investigation is required. Furthermore, operating systems, especially those of servers, 
should be. configured to create access control logs when a user attempts to access resources 
without the appropriate privileges. To. evaluate whether such logging is in place, an organization 
should periodically scan through its logs and compare them with the asset inventory assembled 
as part of Critical Control 1 in order to ensure that each managed item actively connected to the 
network is periodically generating logs. 

Analytical programs such as SIM/SEM solutions for reviewing logs can provide value, but the 
capabilities employed to analyze audit logs are quite extensive, including, importantly, even just 
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a cursory examination by a person. Actual coffelation too]s can make audit Jogs far more useful 
for subsequent manual inspection. Such tools can be quite helpful in identifying subtle attacks. 
However, these. tools are neillher a panacea nor a replacement for skilled information security 
personnel and system administrators. Even with automated log analysis tools, human expertise 
and intuition are often required to identify and understand attacks. 

Control 14 Metric 

The system must be capable of logging all events across the network. The logging must be 
validated across. both network-based and host-based systems. Any event must generate a log 
entry that includes a date,. timestamp, source address, destination address, and other details about 
the packet. Any activity perfonned on the network must be logged immediately to all devices 
along the cri.tical path. When a device detects that it is not capable of generating logs (due to a 
log server crash or other issue), it must generate an alert or e-mai l for ente1vrise administrati ve 
personnel within 24 hours. While the 24-hour timeframe represents the cuffent metric to help 
organizations improve their state of security, in the future organizations should strive for even 
more rapid alerting. 

Control 14 Test 

To evaluate. the implementation of Control 14 on a pe1iodic basis, an. evaluation team must 
review the security Jogs of various network devices, servers, and hosts. At a minimum the 
following devices must be tested: two routers, two firewalls, two switches, I 0 servers, and lO 
client systems., The. testing. team should use traffic-generating tools to send packets through the 
systems under analysis to verify that the traffic is logged. This analysis is done by creating 
controlled, benign events and determining if the information is properly recorded in the logs with 
key information, including a date, timestamp, source address, destination address, and other 
details about the packet. The evaluation team must verify that the. system generates audit logs 
and, if not, an alert or e-mail notice regarding the failed logging must be sent within 24 hours. It 
is important that the team verify that all activity has been detected. The evaluation team must 
verify that the system provides details of the location of each machine, including information 
about the asset owner. 

Control 14 System Entity Relationship Diagram (ERD) 

Organizations wi ll find that by diagramming the entities necessary to fully meet the goals 
defined in this control,. it will be easier to identify how to implement them, test the. controls, and 
identify where potential failures in the system might occur. 
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A control system is a device or set of devices used to manage, command, direct, or regulate the 
behavior of other devices or systems. Jn thi s case, we are examining audit logs, the central log 
database system, the central time system, and log analysts. The following list of the steps in the 
above diagram shows how the entities work together to meet the business goal defined in this 
control. It also helps identify what each of the steps is in order to help identify potential fa ilure 
points in the overall control.. 

Step 1: Production systems generate logs and send them to a centrally managed log database 
system 

Step 2: Production systems and log database system pulls synchronize time with central time 
management systems 

Step 3:. Logs analyzed by a log analysis system 

Step 4: Log analysts analyze. data generated by log analysis system 
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Critical Control 15: Controlled Access Based on the Need to Know 

The processes and tools used to track/control/prevent/correct secure access to information 

according 10 . the formal determination of which persons,. computers, and applications have a 

need and right to access information based on an approved classification. 

How Do Attackers Exploit the Absence of this Control? 

Some organizations do not carefully identify and separate. the ir most sensitive data from less 
sensitive,. publicly available information on their. internal networks. In many environments, 
internal users have access to all or most of the information on the network. Once attackers have 
penetrated such a network, they can easily find and exfiltrate important info rmation with little 
resistance. In several high-profile breaches. over the past two years, attackers were able. to gain 
access to sensitive data stored on the same servers with the same level of access as far less 
important data. 

How to Implement, Automate, and Measure the Effectiveness of this Control 

l. Quick wins: . Any sensitive information should be located on separated VLANS with 
proper firewall filtering. All communication of sensitive information over less-trusted 
networks needs to be. encrypted. 

2. Visibility/Attribution: . Establish a multi-level data identification/classification scheme 
(e.g., a three- or four-tiered scheme with data sepa rated into categories based on the. 
impact of exposure of the data). 

3. Visibility/Attribution: Enforce detailed audit logging for. access. to nonpublic data and 
special authentication for. sensitive data. 

4 .. Configuration/Hygiene: The network should be segmented based on the trust levels of 
the information stored on the servers. Whenever information flows over a network of 
lower trust level, the information should be encrypted. 

5 .. Advanced: Host-based data loss prevention (DLP} should be used to enforce ACLs even 
when data is copied off a server. In most organizations, access to the data is controlled 
by ACLs that are implemented on the. server. Once the data have been copied to a 
desktop system, the ACLs are no longer enforced and the users can send the data to 
whomever they want. 

Associated NIST Special Publication 800-53, Revision 3, Priority 1 Controls 

AC-1, AC-2 (b, c), AC-3 (4), AC-4, AC-6, MP-3, RA-2 (a) 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Milestone 3: Network Architecture 

Procedures and Tools to Implement and Automate this Control 
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It is important that an organization understand what its sensitive information is, where it resides, 
and who need s access to it. To derive sensitivity level.s, organizations need to put together a li st 
of the. key types of daca and the overall importance to the organi zation. This analysis would be 
used to create an overall data classification scheme for the organization. At a base level, a data 
classification scheme is broken down into two levels: public (unclassified) and private 
(classified). Once the private information has been identified, it can then be further subdivided 
based on the impact it would have. to the organization if it were compromised .. 

Once the sensitivity of the data has been identified, it needs to be traced back to business 
applications and the physical servers that house those applications. The network then needs to be 
segmented so that systems of the same sensitivity level are on the same network and segmented 
from systems of different trust levels. If possible, f irewalls need to control access to each 
segment. If data are flowing over a network of a lower trust level, encryption should be used. 

Job requirements should be created for each user group to determine what information the group 
needs access to in order to perform its jobs. Based on the requirements, access should only be 
given to the segments or servers that are needed for each job function. Detai led logging should 
be. turned on for all servers so that access can be tracked and situations where someone is 
accessing data that they should not be accessing can be examined. 

Control 15 Metric 

The system must be capable of detecting all attempts by users to access files on local systems or 
network-accessible file shares without the appropriate privileges, and it must generate an alert or 
e-mail for administrative personnel within 24 hours .. While. the 24-hour timeframe represents the. 
current metric to help organizations improve their state of security, in the future organizations 
should strive for even more rapid alerting. 

Control 15 Test 

To evaluate the implementation of Control 15 on a periodic basis, the evaluation team must 
create two test accounts each on lO representative systems in the enterprise: five server machines 
and five client systems. For each system evaluated, one account must have limited privileges, 
while the other must have privileges necessary to create files on the systems. The evaluation 
team must then verify that the nonprivileged account is unable to access the files created for the 
other account on the system. The team must also verify that an alert or e-mail is generated based 
on the attempted unsuccessful access. within 24 hours. Upon completion of the test,. these. 
accounts must be removed. 

Control 15 System Entity Relationship Diagram (ERD) 

Organizations will find that by diagramming the entities necessary to fully meet the. goals 
defined in this control, it will be easier to identify how to implement them, test the controls, and 
identify where potential failures in the. system might occur. 
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A control system is a device or set of devices used to manage, command, direct, or regulate the 
behavior of other devices or systems. ln this. case, the data classification system and permission 
baseline is. the blueprint for h ow authentication and access of data is. controlled. The fo11owing 
list of the steps in the above diagram shows how the entities work together to meet the business 
goal defined in this control. The List also helps identify what each of the process steps is in order 
to help identify potential failure poi.nts in the overall control. 

Step 1: An appropriate data classification system and permissions baseline applied to production 
data systems 

Step 2: Access appropriately logged to a log management system 

Step 3: Proper access control applied to portable media/USB drives 

Step 4: Active scanner validates, checks access and checks data classification 

Step 5: Host based encryption and data loss prevention validates and checks all. access requests 
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Critical Control 16: Account Monitoring and Control. 

The.processes and tools used to track/control/prevent/correct the. use of system and application 

accounts. 

How Do Attackers. Exploit the Absence of this Control? 

Attackers frequently discover and exploit legitimate but inactive user accounts to impersonate 
legitimate users, thereby making discovery of attacker behav ior difficult for network watchers. 
Accounts of contractors. and employees who have been terminated have often been misused in 
this way. Additionally, some malicious imiders or former employees have accessed accounts left 
behind in a system long after contract expiration, maintaining their access to an organization's 
computing system and sensitive. data for unauthorized and sometimes malicious purposes. 

How to Implement, Automate, and Measure the Effectiveness of this Control 

1. Quick wins: Review all system accounts. and disable any account that cannot be 
associated with a business process and owner. 

2. Quick wins: All accounts should have an expiration date associated with the account. 
3. Quick wins: Systems should automatically create. a report on a daily basis that includes a 

list of locked-out accounts, disabled accounts, accounts with passwords that exceed the 
maximum password age, and accounts with passwords that never expire. This list should 
be sent to the associated system administrator in a secure fashion. 

4. Quick wins: Establish and follow a process. for revoking system access by disabling 
accounts immediately upon termination of an employee or contractor. 

5.. Quick wins: Regularly monitor the use of all accounts, automatically Jogging off users 
after a standard period of inactivity. 

6. Quick wins: . Monitor account usage to determine dormant accounts that have not been 
used for a given period, such as 45 days, notifying the user or user's manager of the 
dormancy. After a longer period, such as 60 days, the account should be disabled. 

7. Quick wins: .. When a dormant account is. disabled,. any files associated wi th that account 
should be encrypted and moved to a secure file server for analysis by security or 
management personnel. 

8.. Quick wins: All nonadministrator accounts. should be. required to have strong passwords 
that contain letters, numbers, and special characters, be changed at least every 90 days, 
have a minimal age of one day, and not be allowed to use the previous 15 passwords as a 
new password. These. values can be. adjusted based on the. specific business needs of the 
organization. 

9 .. Quick wins: .. Account lockout should be. used and configured such that after a set number 
of fai led login attempts the account is locked for a standard period of time. 

10. Visibility/Attribution: On a periodic basis, such as quarterly or at least annually, 
organizations should require that managers match active employees and contractors with 
each account belonging to their managed staff. Security or system administrators should 
then disable accounts that are not assigned to active employees or contractors. 

1 L Visibility/Attribution:. Monitor attempts to access deactivated accounts through audit 
logging. 
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12. Configuration/Hygiene: Profile each user's typical account usage. by determining normal 
time-of-day access and access duration for each user. Daily reports should be generated 
that indicate users who have logged in during unus ual hours or have exceeded their 
normal login duration by 150 percent.. This includes flagging the use of user's credentials 
from a computer other than computers usually used by the user. 

Associated NIST Special Publication 800-53, Revision 3, Priority 1 Controls 

AC-2 (e, f, g, h, j, 2, 3, 4, 5), AC-3 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Milestone 5: User Access 

Procedures and Tools to Implement and. Automate this Control 

Although most operating systems include capabilities for logging information about account 
usage, these features are sometimes disabled by default. Even when such features are present and 
active, they often do not provide fine-grained detail about access to the system by default. 
Security personnel can configure systems to record more detailed information about account 
access, and use. home-grown scripts or third-party log analysis tools to analyze this .information 
and profile user access of various systems. 

Accounts must also be tracked very closely. Any account that is dormant must be disabled and 
eventually removed from the system. All active accounts must be traced back to authorized 
users of the system and it must be ensured that their. passwords are robust and changed on a 
regular basis. Users must also be logged out of the system after a period of no activity to 
minimize the possibility of an attacker using their system to extract information from the. 
organization. 

Control 16 Metric 

The system must be capable of identifying unauthorized user accounts when they exist on the 
system. An automated list of user accounts on the system must be created every 24 hours and an 
alert or e-mail must be sent to administrative personnel within one hour of completion of a list 
being created. While the one-hour timeframe represents the cunent metric. to. help organizations 
improve their state of security, in the future organizations should stri ve for even more rapid 
alerting. 

Control 16 Test 

To evaluate the implementation of Control 16 on a periodic basis, the evaluation team must 
verify that the )jst of locked-out accounts, disabled accounts, accounts with passwords that 
exceed the maximum password age, and accounts with passwords that never expire has 
successfully been completed on a daily basis for the previous 30 days by reviewing archived 
alerts and reports to ensure that the lists were completed. In addition, a comparison of a baseline 
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of allowed accounts must be compared to the accounts that are active in all systems. The report 
of all differences must be created based on this comparison. 

Control System 16 Entity Relationship Diagram (ERO) 

Organizations will find that by diagramming the entities. necessary to fully meet the. goals. 
defined in this control, it will be easier to identify how to implement them, test the controls, and 
identify where potential failures in the system might occur. 
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Log ~nagement' ~ .... ~ """ 6 , 
..i. ""'""""" .... -. ·-. ~0k-0 
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Data Systems Encryption Systems 

ManagementRePo~s 

A control system is a device or set of devices used to manage, command, direct, or regulate the 
behavior of other devices or systems. In this case, we are examining user accounts and how they 
interact with the data systems and the log management systems. Another key component of these 
systems is the reports generated for management of user accounts. 

The. fo llowing list of the. steps in the. above diagram shows how the entities work together to 
meet the business goal defined in this control. It also helps identify what each of the process 
steps is in order to help identify potential failure points in the overall control. 

Step 1: User accounts are properly managed on production systems 

Step 2: User accounts are assigned proper permissions to production data sets 

Step 3: User account access is logged to log management. system 

Step 4: Log management systems generate user account and access reports for management 

Step 5: Account baseline information is sent to log management system 
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Step 6: Critical information is properly protected and encrypted for each user account 
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Critical Control 17: Data Loss Prevention 

The processes and tools used to track/control/prevent/correct data transmission and storage, 

based on the data's content and associated classification. 

How Do Attackers Exploit the Absence of this Control? 

In recent years, attackers have ex fil trated significant amounts of often-sensitive data from 
organizations of all shapes and sizes. Many attacks occurred across the network, while others 
involved physical theft of laptops and other equipment holding sensitive information. Yet in 
most cases, the. victims were not aware that the sensitive data was leaving their systems because 
they were not monitoring data outflows. The movement of data across network boundaries both 
electronically and physically must be carefully scrutinized to minimize its exposure to attackers. 

The loss of control over protected or sensitive data by organizations is a serious threat to. 
business operations and a potential threat to national security. While. some data are. leaked or lost 
as a result of theft or espionage, the vast majority of these problems result from poorly 
understood data practices, a lack of effective policy architectures,. and user error. Data loss can 
even occur as a result of legitimate activities such as e-Discovery during litigation, particularl y 
when records retention practices are ineffective or nonexistent. 

The phrase "data loss prevention" refers to a comprehensive approach covering people, 
processes, and systems that identify, monitor, and protect data in use (e.g., endpoint actions), 
data in motion (e.g., network actions), and data at rest (e.g., data storage) through deep content 
inspection and with a centralized management framework. Over the last several years, there. has 
been a noticeable shift in attention and investment from securing the network to securing systems 
within the network, and to securing the data itself. Data loss prevention (DLP) controls are. based 
on policy, and include classifying sensitive data, discovedng that data across an enterprise, 
enforcing controls, and reporting and auditing to ensure policy compliance. 

How to Implement, Automate, and Measure the Effectiveness of this Control 

l . Quick wins: Deploy approved bard drive encryption software to mobile devices and 
systems that hold sensitive data. 

2. Visibility/Attribution: Deploy an automated tool on network perimeters that monitors for 
certain sensitive information (i.e., personally identifiable information), keywords, and 
other document characteristics to. discover unauthorized attempts to exfiltrate data across. 
network boundaries and block such transfers while alerting information security 
personnel. 

3. Visibility/Attribution: Conduct periodic scans of server machines using automated tools 
to determine. whether sensitive data (i.e., personally identifiable information, health, 
credit card, and classified information) is present on the system in clear text. These tools,. 
which search for. patterns that indicate the presence of sensitive. information, can help 
identify if a business or technical process is leaving behind or otherwise leaking sensitive 
information. 
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4. Configuration/Hygiene: Data should be moved be tween networks using secure, 
authenticated, and encrypted mechanisms. 

5. Configuration/Hygiene: If there is no business need for supporting such devices, 
organizations should configure systems. so that they will not write data to. USB. tokens. or 
USB hard drives. If such devices. are required, enterprise software should be used that can 
configure systems to allow only specific USB dev ices (based on serial number or other 
unique property) to be accessed, and that can automatically encrypt all data placed on 
such devices .. An inventory of all authorized devices must be maintained. 

6. Configuration/Hygiene: Use network-based OLP solutions to monitor and control the 
flow of data within the network. Any anomalies that exceed the normal traffic patterns 
should be noted and appropriate action taken to address them. 

7. Advanced: Monitor all traffic leaving the organization and detect any unauthorized use 
of encryption. Attackers often use an encrypted clhannel to bypass network security 
devices. Therefore it is essential. that organizations be able ta, detect rogue. connections, 
terminate the connection, and remediate the infected system. 

8. Advanced: . Block access to known file transfer and e-mail exfi ltration websites. 

Associated NIST Special Publication 800-53, Revision 3, Priority 1 Controls. 

AC-4, MP-2 (2), MP-4 (1), SC-7 (6, 10), SC-9, SC-13, SC-28 (1), SI-4 (4, 11 ), PM-7 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

Personal Electronic. Device (PED) Management 
Data-at-Rest Protection 
Network Security Monitoring 

Procedures. and Tools. to Implement and Automate. this Control 

Commercial DLP solutions are available to look for exfiltration attempts and detect other 
suspicious activities associated with a protected network holding sensitive information. 
Organizations deploying such tools should carefull y inspect their logs and follow up on any 
discovered attempts, even those that are successfully blocked, to transmit sensitive information 
out of the organization without authorization .. 

Control 17 Metric 

The system must be. capable of identifying unauthorized data leaving the organization, whether 
via network file transfers or removable. media .. Within one. hour of a data ex filtration event or 
attempt, enterprise administrative personnel must be alerted by the appropriate monitoring 
system. Once the alert has been generated it must also. note the. system and location where. the 
event or attempt occuffed. lf the system is in the organization's asset management database, the 
system owner must also be included in the generated alerts. Every 24 hours after that point, the 
system must alert or send e-mail about the status of the systems until the source of the event has 
been identified and the risk mitigated. While the one-hour timeframe represents the current 
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metric to help organizations improve their state of security, in the future organizations should 
strive for even more rapid alerting. 

Control 17 Test 

To evaluate the implementation of Control 17 on a periodic basis, the evaluation team m ust 
attempt to move test data sets that trigger DLP systems but do. not contain sensiti ve data outside 
of the tm sted computing environment via both network file transfers and removable media. Each 
of the following tests must be performed at least thsee times: 

• Attempt to transfer large data sets across network boundaries from an internal system. 
• Attempt to transfer test data sets. of personally identifiable information (that trigger DLP 

systems but do not contain sensitive data) across network boundaiies from an internal 
system (using multiple keywords. specific. to the business). 

• Attempt to maintain a persistent network connectio n for at least 10 hours across network 
boundaries between an internal and external system, even though little data may be 
exchanged. 

• Attempt to maintain a network connection across network boundaries using an 
anomalous service po rt number between an internal and external system. 

• Insert a USB token into an organization sys tem and attempt to transfer example test data 
to the USB device . . 

Each of these tests must be performed from multiple, widely distributed systems on the 
organization's network in order to test the effecti veness of the monitoring systems. Once each of 
these events has occuITed, the time it takes for enterprise staff to respond to the. event must be 
recorded . . 

Control System 17 Entity Relationship Diagram (ERD) 

Organizations will find that by diagrainming the entities necessmy to fully meet the goals 
defined in this control, it will be easier to identify how to implement them, test the controls, and 
identify where potential failures in the system might occur. 

Dala Scanning Syslem '"~~ Q 
••1D•l~·Ne1wo~ Proxy I OLP 

Removable Media Dela Encryplion System 
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A control system is a device or set of devices used to manage, command, direct, or regulate the 
behavior of other devices or systems. Jn this case, we are examining the flow of information in 
and out of the organization in an attempt to limit potential data loss via network or removable 
media sources .. The following list of the. steps in the above diagram shows. how the entities work 
together to meet the business goal defined in this control. It also helps identify what each of the 
process steps is in order to help identify potential failure points in the overall control. 

Step 1: Data encryption system ensures that appropriate hard disks are encrypted 

Step 2: Sensitive network traffic encrypted 

Step 3: Data connections monitored at the network's perimeter by monitoring systems 

Step 4: Stored data scanned to identify where sensitive information is stored 

Step 5:. Offline media encrypted 
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Critical Control 18: Incident Response and Management 

The process and tools to make sure an organization has a. properly tested plan with appropriate 

trained resources for dealing with any adverse. events or threats of adverse events. 

Note: This control has one o r more sub-controls that must be validated manually. 

How Do Attackers Exploit the Absence of this Control? 

Considerable damage has been done to organizational reputations and a great deal of information 
has been lost in organizations that do not have fully effective incident response plans in place. 
Without an incident response plan,. an organization. may not discover an attack in the first place, 
or, if the attack is detected, the organization may not follow proper procedures to contain 
damage, eradicate the attacker's presence, and recover in a secure. fashion. Thus, the attacker. 
may have a far greater impact, causing more damage, infecting more systems, and possibly 
exfiltrating more sensitive data than would otherwise be possible were an effective incident 
response plan in place. 

NTST Special Publication 800-61 contains detailed guidelines for creating and running an 
incident response team. 

How to Implement, Automate, and Measure the Effectiveness of this Control 

l. Quick wins: Ensure that there are w1·itten incident response procedures that include a 
definition of personnel roles for handling incidents. The procedures should define the. 
phases of incident handling. 

2. Quick wins: Assign j ob titles and duties for handling computer and network incidents. to 
specific individuals. 

3. Quick wins: Define management personnel who will support the. incident handl ing 
process by acting in key decision-making roles. 

4. Quick wins: .. Devise organization-wide standards for the time required. for system 
administrators and other personnel to report anomalous. events. to the incident handling 
team, the mechanisms for such reporting, a111d the kind of information that should be 
included in the incident notification. This reporting should also include. notifying the 
appropriate Community Emergency Response Team in accordance with all legal or 
regulatory requirements for involving that organization in computer incidents. 

5. Quick wins: Assemble and maintain information on third party contact information to be 
used to report a securi ty incident (i.e., maintain an e-mail. address of 
secmity@organization.com or have a web page http://organization.com/security). 

6. Quick wins:. Publish information for all personnel, including employees and contractors, 
regarding reporting computer anomalies and incidents to the incident handling team. 
Such information should be included in routine. employee. awareness activities . . 

7. Cor1;figuration/Hygiene: Conduct periodic incident scenario sessions for personnel 
associated with the incident handling team to ensure that they understand current threats 
and risks, as well as their responsibilities in supporting the incident handling team. 

75 
FTC-0002328 

http://organization.com/security
mailto:security@organization.com


Associated NIST Special Publication 800-53, Revision 3, Priority 1 Controls 

JR-1, IR-2 (I), IR-4, IR-5, IR-6 (a), IR-8 

Associated NSA Manageable Network Plan Milestones and. Network Security Tasks 

Incident Response and Disaster Recovery Plans 
Training 

Procedures and Tools. to Implement and Automate. this Control. 

After defining detailed incident response. procedures, the incident response. team should engage 
in periodic scenario-based training, working through a seties of attack scenarios fine-tuned to the 
threats and vulnerabilities the organization faces. These scenruios help ensure that team members 
understand their role. on the incident response. team and also help prepme them to handle 
incidents. 

Control 18 System Entity, Relationship Diagram (ERD) 

Organizations will find that by diagramming the. entities necessary to fully meet the goals 
defined in this control, it will be easier to identify how to implement them, test the controls, and 
identify where potential fai lures in the system might occur. 

Incident Handling 
Policies & Procedures 

Workforce Members 

Incidents Handlers Incident Handing 
Scenarios 

A control system is a device or set of devices. used to manage,. command, direct, or regulate. the 
behavior of other devices or systems. In this case, we are examining the incident handling 
process and how prepared organizations are in the event that an incident occurs. The following 
list of the steps. in the above. diagram shows how the entities work together to meet the business 
goal defined in thi s control. The list also helps identify what each of the process steps is in order 
to help identify potential failure points in the overall control. 
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Step 1: Incident handling policies and procedures educate workforce members as to their 
responsibilities during an incident 

Step 2: Some workforce members designated as incident handlers 

Step 3: Incident handling policies and procedures educate management as to their 
responsibilities during an incident 

Step 4: Incident handlers participate in incident handling scenario tests 

Step 5: Incident handlers report incidents to management 

Step 6: Organization's management reports incidents to outside law enforcement and the 
appropriate computer emergency response team (CERT), (f necessary 
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Critical Control 19: Secure Network Engineering 
The process and tools used to build, update, and validate a network infrastructure that can 

properly withstand attacks from advanced threats .. 

Note: This control has one or more sub-controls that must be validated manually. 

How Do Attackers Exploit the Absence of this Control? 

Many controls in thjs document are. effective but can be circumvented in networks that are 
poorly designed. Without a carefully planned and properly implemented network architecture. 
attackers can bypass security controls on certain systems, pivoting through the network to gain 
access to target machines. Attackers frequently map networks looking for unneeded connections 
between systems, weak filtering,. and a lack of network separation. Therefore, a robust, secure 
network engineering process must be. employed to complement the detailed controls being 
measured in other sections of this document. 

How to Implement, Automate, and Measure the Effectiveness of this Control 

l. Quick wins: The network should be designed using a minimum of a three-tier 
architecture (DMZ, middleware, and private network) . . Any system accessible from the 
Internet should be on the DMZ, but DMZ systems. never contain sensitive data. Any 
system with sensitive data should reside on the private network and never be directly 
accessible from the Internet. DMZ systems should communicate with private network 
systems through an application proxy residing on the middleware tier. 

2. Configuration/Hygiene: To support rapid response and shunning of detected attacks, the 
network architecture and the systems that make it up should be engineered for rapid 
deployment of new access control lists, rules,. signatures, blocks, black.holes, and other 
defensive measures. 

3. Visibility/Attribution: DNS should be deployed in a hierarchical,. structured fas hion, with 
all internal network client machines configured to send requests to intranet DNS servers,. 
not to DNS servers located on the. Internet. These. jnternal DNS. servers should be. 
configured to forward requests they cannot resolve to DNS servers located on a protected 
DMZ .. These DMZ servers, in tum, should be the only DNS servers. allowed to send 
requests to the Internet. 

4.. Configuration/Hygiene: Segment the enterprise network into multiple, separate trust 
zones to provide more granular control of system access and additional intranet boundary 
defenses. 

Associated NIST Special Publication 800-53, Revision 3, Priority 1 Controls 

IR-4 (2), SA-8, SC-7 (1, 13), SC-20,. SC-21, SC-22, PM-7. 

Associated NSA Manageable Network Plan Milestones and Network Security Tasks 

MiJestone 3: Network Architecture 
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Procedures and Tools to Implement and Automate this Control 

To help ensure a consistent, defensible network,. the. architecture. of each network should be 
based on a template that describes the network's overall layout. and the services it provides. 
Organizations should prepare diagrams for each of their networks that show network components 
such as routers, firewalls, and switches, along with significant servers and groups of client 
machines. 

Control System 19 Entity Relationship Diagram (ERD) 

Organizations will find that by diagramming the entities necessary to fully meet the goals 
defined in this. control, it will be easier to identify how to implement them, test the controls, and 
identify where potential failures in the system might occur. 

Productlon Network 
Devices with VLANs 

~Q LJ External DNS Servers w t w·--
Central Network Device 
Management System 

Network Engineering 
Policies & Procedures 

DHCP Servers 

A control system is a device. or set of devices used to manage, command, di rect, or regulate. the 
behavior of other devices. or systems. In this case, we are examining. the network engineering 
process and evaluating the controls that work together in order to create a secure and robust 
network architecture. The following list of the steps in the above diagram shows bow the entities 
work together. to. meet the. business goal defined in. this control. The list also. helps identify what 
each of the process steps. is in order to help identify potential failure points in the overall control. 

Step I: Network engineering policies and procedures dictate how network systems function to 
include DHCP (dynamic host configuration protocol) servers 

Step 2: DHCP servers provide IP addresses to systems on the network 

Step 3: Network devices perform DNS lookups to internal. DNS servers 
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Step 4: Internal DNS servers petjorm DNS lookups to external DNS servers 

Step 5: Network engineering policies and procedures dicrare how a cenrral network management 
system fu.nctions 

Step 6: Central network management systems configure network devices 
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Critical Control 20: Penetration Tests and Red Team Exercises. 
The process and tools used to simulate attacks against a network to validate the overall security 

of an organization. 

Note: This control has one or more sub-controls that must be validated manually. 

How Do Attackers Exploit the Absence of this Control? 

Attackers penetrate networks and systems through social engineering and by exploiting 
vulnerable software and hardware. Once they get access, they often burrow deep into target 
systems and broadly expand the number of machines over which they have control. Most 
organizations do not exercise their defenses, so they are uncertain about their capabilities and 
unprepared for identifying and responding to attack. 

Penetration testing involves mimicking the actions of computer attackers to identify 
vulnerabilities in a target organization, and exploiting them to determine. what kind of access. an 
attacker can gain. Penetration tests typically provide a deeper analysis of security flaws than a 
vulnerabi lity assessment. Vulnerability assessments focus on identifying potential vulnerabilities, 
while penetration testing goes deeper with controlled attempts at exploiting vulnerabilities, 
approaching target systems. as. an attacker would. The result provides deeper insight into the 
business risks of various vulnerabilities by showing whether and how an attacker can 
compromise machines, pivot to other systems inside a target organization, and gain access to 
sensitive information. 

Red team exercises go further than penetration testing. Red team exercises have the goals of 
improved readiness of the organization, better training for defensive practitioners, and inspection 
of current performance levels. Independent red teams can provide valuable and objective insights 
about the existence of vu lnerabil ities and about the efficacy of defenses and mitigating controls 
already in place and even those planned for future implementation. 

How to Implement, Automate, and Measure the Effectiveness of this Control 

l. Quick wins: Conduct regular external and internal penetration tests to identify 
vulnerabilities and attack vectors that can be used to exploit enterprise systems 
successfully. Penetration testing should occur from outside the network perimeter (i.e., 
the Internet or wireless frequencies around an organization) as well as from within its 
boundaries (i.e., on the internal network) to simulate both outsider and insider attacks . . 

2. Quick wins: lf any user or system accounts are used to perform penetration testing, those 
accounts should be carefu lly control led and monitored to make sure they are only being 
used for legitimate purposes. 

3. Visibility/Attribution: Perform peiiodic red team exercises to test the. readiness of 
organjzations to identify and stop attacks or to respond quickly and effectively. 

4. Visibility/Attribution: Ensure that systemic problems. discovered in penetration. tests and. 
red team exercises are fully tracked and mitigated. 

5. Visibility/Attribution: Measure how well the organization bas reduced the significant 
enablers for attackers by setting up automated processes to find: 
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o Cleartext e-mails. and documents with "password" in the filename or body 
o Critical network diagrams stored on line and in cleartext 
o Critical configuration files stored online and in cleartext 
o Vulnerability assessment, penetration test reports, and red team finding 

documents stored online and in elem.text 
o Other sensitive information identified by management personnel as criti cal to the 

operation of the enterprise during the scoping of a penetration test or red team 
exercise. 

6. Visibility/Attribution: Social engineering should be included within a penetration test. 
The human element is often the weakest link in an organization and one that attackers 
often target. 

7. Visibility/Attribution: . Plan clear goals of the penetration test itself with blended attacks 
in mind,. identifying the goal machine or target asset.. Many APT-style attacks deploy 
multiple vectors, often social engineering combined with web or network exploitation. 
Red team manual or automated testing that captures pivoted and multi-vector attacks 
offers a more realistic assessment of security posture and risk to critical assets. 

8. Configuration/Hygiene: . Use. vulnerability scanning and penetration testing tools in. 
concert. . The results of vulnerability scanning assessments should be used as a starting 
point to guide and focus penetration testing efforts. 

9. Advanced: Devise a scoring method for determining the results of red team exercises so 
that results can be. compared over time . . 

10 .. Advanced:. Create a test bed that mimics a produc tion environment for specific 
penetration tests and red team attacks against elements that are. not typically tested in 
production, such as attacks against supervisory control and data acquisition and other 
control systems .. 

Associated NIST Special Publication 800-53, Revision 3, Priority 1 Controls 

CA-2 ( 1, 2), CA-7 (l, 2), RA-3,. RA-5 (4, 9), SA-l2 (7) 

Associated NSA Manageable Network Plan Milestones. and Network Security Tasks. 

Milestone 3: Network Architecture 

Procedures and Tools to Implement and Automate this Control 

Each organization should define a clear scope. and rules of engagement for penetration testing 
and red team analyses. The scope of such projects should include, at a minimum, systems with 
the highest value information and. production processing functionality of the. organization. Other 
lowered value. systems may also be. tested to see if they can be used as pivot points to 
compromise higher-value targets. The rules of engagement for penetration tests and red team 
analyses should describe, at a minimum, times of day for testing, duration of tests, and overall 
test approach. 

Control 20 System Entity Relationship. Diagram (ERD) 
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Organizatjons will find that by djagramming the entities necessary to fully meet the goals 
defined in this control, it wi ll be easier to identify how to implement them, test the controls, and 
identify where potential failures in the system might occuJ. 

Scoring System 

A control system is a device or set of devices used to man age, command, direct, or regulate the 
behavior of other devices or systems. In this case, we are. examining red team and penetration 
exercises and how those efforts can be valuable to enterprise personnel when identifying which 
vulnerabilities are present in the organization. The follow1ng list of the steps in the above 
iliagram shows how the entities work together to meet the busjness goal defined in this control. 
The list also he lps identify what each of the process. steps is in order to help identify potential 
faj lure points in the overall control. 

Step l: Penetration testers.perform penetration tests of production systems 

Step 2: Automated pen-testing tools per.form penetration tests of production systems 

Step 3: Automated pen-testing tools inform. penetration tester of vulnerabilities discovered 

Step 4:. Penetration testers perform more extensive penetration tests of test lab systems 

Step 5: Auditors evaluate and inspect the work performed by automated pen-testing tools 

Step 6: Auditors evaluate and inspect the work performed by penetration testers. 

Step 7: Penetration testers generate reports and statistics about the vulnerabilities that have 
been discovered 
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Summary and Action Plan 

This. document has been developed through the collaboration of a diverse set of security experts. 
While there is no such thing as absolute protection, proper implementation of the security 
controls identified .in th is document will ensure that an organization is protecting itself against 
the most significant attacks. As attacks change, additional controls or tools become available, or 
the. state of common security practice advances, this document will continue to be. updated to 
reflect what is viewed by the collaborating authors as the most important security controls to 
defend against cyber attacks. 

Action Plan 

Given that these critical controls so closely track current threats and attacks, we recommend that 
CIOs and CISOs consider. several immediate actions to ensure the effectiveness of their secu1ity. 
programs:. 

l) Conduct a gap assessment to compare the o rganization's current security stance to the 
detailed recommendations of the. critical controls 

2) Implement the "quick win" ciitical controls to address the gaps identified by the 
assessment over the next one or two quarters 

3) Assign security personnel to analyze and understand how critical controls beyond the 
quick wins can be deployed in the organization's environment 

4) Devise detailed plans to implement the "visibility and attribution" and "hardened 
configuration and improved information security hygiene" ciitical controls over the next 
year 

5) Plan for deployment of the "advanced controls" over the longer term 
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Appendix A: Mapping between the Critical Security Controls and 
National Institute of Standards and Technology Special Publication 
800-53, Revision 3, Priority 1 Items 

This mapping relates the controls set forth in this document to NIST Special Publication 800-53 
Revision 3. Please note that the NIST controls may impose additional requirements beyond those 
explicitly stated in this document. 

I Control I References 

[Critical Control I: Lnventory of Authorized and 
Unauthorized Devices 

F-8 (a, c, d, 2, 3, 4), PM-5, PM-6 

Critical Control 2: Lnventory of Authorized and 
CM-1, CM-2 (2,4, 5), CM-3, CM-5 (2, 7), 

Unauthorized Software 
CM-7 ( 1, 2), CM-8 (1, 2, 3, 4, 6), CM-9, PM-
6, SA-6, SA-7 

~ -Critical Conlrol 3: Secure Configurations for 
M-1, CM-2 (1, 2), CM-3 (b, c, d, e, 2, 3), 

Hardware and Software 
M-5 (2), CM-6 (1, 2, 4), CM-7 (1), SA- 1 (a). 

-4 (5), Sl-7 (3), PM-6 

Critical Control 4 : Continuous Vulnerability 
IRA-3 (a, b, c, d), RA-5 (a, b, 1, 2, 5, 6) 

Assessment and Remediation 

[Q::itical Control 5: Malw:ue Defenses 
--

JsC-1 8, SC-26, Sl-3 (a, b, 1, 2,. 5, 6) 
--

~ ICM-7 RA-5 (a 1) SA-3 SA-4 (3) SA-8 S I-tical Control 6· Application Software Security ' ' ' ' ' ' · 
· 3, si10 

Critical Control 7: Wireless Device Control 
AC- 17, AC- 1. 8 (1, 2, 3, 4), SC-9 (1), SC-24, 
SI-4 (14, 15) 

!c ritical Control 8: Data Recovery Capabil it~ lcP-9 (a, b, d, l , 3), CP-10 (6) 

Critical Control 9: Secmity Ski lls Assessment 
IAT- J' AT-2 ( I), AT-3 ( I) and Appropriate Training to FilJ Gags 

~ -
· l c l lO S C f . f'. AC-4 (7, 10, 11, 16), CM-1, CM-2 (1), CM-3 

tica ontr.o : ecure . on 1gurat1ons or (2) CM-5 (l 2 5) CM-6 (4) CM-7 (l 3) 
~work Devices such as Firewalls, Routers, and IA~2 (1 , 6), TA-S, iA-8, RA-5: SC-7 (2,'4, s, 6, 

itches 8, 11 , 13, 14, 18), SC-9 

[Critical Control l l : Limitation and Control of 
Network Ports, Protocols, and Services 

~-6 (a, b, d, 2, 3), CM-7 (1), SC-7 (4, 5, 11 , 
) 

Critical Control 12: Controlled Use of 
IAC-6 (2, 5), AC-17 (3), AC-19, AU-2 (4). 

Adminjstrative Privileges 

~ -
-17 (1 ), AC-20, CA-3, IA-2 (l , 2), IA-8, 

Critical Control 13: Boundary Defense -5, SC-7 (1, 2, 3, 8, 10, 11, 14), SC-18, SI-
c, 1, 4, 5, 11), PM-7 

Critical Control L4: Maintenance, Monitoring, AC-17 (1), AC- 19, AU-2 (4), AU-3 (1,2), AU-
and Analysis of Security Audit Logs 4 , AU-5, AU-6 (a, 1, 5), AU-8, AU-9 (1 , 2), 

85 
FTC-0002338 



IAU-12 (2), SI-4 (8) 

!Critical Control 15: Controlled Access Based on IAC-1, AC-2 (b, c), AC-3 (4), AC-4, AC-6, 
lthe Need to Know MP-3, RA-2 (a) 

~ical Control 16: Account Monitoring and IAC-2 (e f 
0 

h · 2 . 3 .4 5) AC-3 ---i 

l~trol • ' o• • J, ' • • • 

IC .. al c l 17 D L p . IAC-4,. MP-2 (2), MP-4 (1), SC-7 (6, 10), SC-
I n t1c ontro : ata oss revent1on 9,SC-l 3,.SC-28 (1), Sl-4 (4, l l), PM-7 

!Qitic~l _Control 18:. lncident Response IJR-L IR-2 (l) IR-4 IR-5 IR-6 (a) IR-8 
[~pabtl1ty ' ' ' ' ' 

!c ritical Control 19: Secure Network Engineering IIR-4 (2), SA-S, SC-7. ( l , I 3), SC-20, SC-21, 
I SC-22, PM-7 • 

.------~~~~~~~~~~~~~~! 

!Critical Control 20: Penetration Tests and Red ICA-2 Cl, 2), CA-7 (I, 2), RA-3, RA-5 (4, 9), 
!Team Exercises SA-12 (7) 
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Appendix B: Attack Types 

As described in the Introduction, numerous contributors who are responsible for responding to 
actual attacks or conducting red team exerc ises. were involved in the. creation of this document. 
The resulting controls are therefore based on first-hand knowledge or real-world attacks and the 
associated defenses. 

Attack Summary 

Attackers continually scan for new,. unprotected systems, including test or 

expeiimental systems, and exploit such systems. to gain control of them. 

-
Attackers distribute hostile content on Internet-accessible (and sometimes 

Most 
Directly 
Related 
Control 

internal) websites that exploi ts unpatched and improperly secured client software 2, 3 

running on victim machines. 

~ 
Attackers continually scan for vulnerable. software and exploit it to gain control 

of target machines. 

~A-t-ta_c_k-er_s_u_s_e_. c-u-n--e-n-tl_y_i_n~-e-c-te_d_o_r_c_o_m_p_r_o_IUJ_·_se_d_. _m_a_c_ru_· n-e-s-to- id_e_n-t1-. f_y_a_n_d_e_x_p-lo-it ~ 

other vulnerable machines across. an internal network.. I ' 

ackers exploit weak default configurations of systems that are more geared~, --
3, 10 

e of use than security. 

Attackers exploit new vu lnernbilities on systems that lack critical patches in 

organizations that do not know that they are vulnerable because they lack 

continuous vulnerability assessments and effective remediation. 

Attackers compromise target organizations that do not exercise their defenses to 

dete1mine and continually improve their effectiveness. 

F
ackers use malicious code to gain and maintain control of target machines,-

ture sensitive data, and then spread it to other systems, sometimes wielding 

de that disables or dodges signature-based anti-virus tools. 

4,5 

4, 5, 11, 20 

5, 15, 17 

Attackers scan for remotely accessible services. on target systems. that are often ~1-5-,.-1-0-, _l _l _ 

unneeded for business activities,. but provide an avenue of attack and compromise 
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lof the organization. I 

F
ackers exploit weak application software, particularly web applications, .------

ough attack vectors such as SQL injection, cross-site scripting, and similar 6, 20 
Is. 

Attackers exploit wireless access points to gain entry into a target organization's 

internal network, and exploit wi reless client systems to steal sensitive 7 

information. 

Attackers exploit users. and system administrators via social engineering scams F 
9, 12, 16 

that work because. of a lack of security skills. and awareness. 

Attackers exploit and infiltrate through network devices whose security 

configuration has been weakened over time by granting, for specific short-term 10, 13. 
business needs, supposedly temporary exceptions that are never removed. 

-
Attackers trick a user with an administrator-level account into opening a 

phishing-style e-mail with an attachment or surfing to the attacker' s content on 

an Internet website, allowing the. attacker's malicious code or exploit to run on 
the. victim machine. with full administrator privi leges. 

9, 12. 

ftlackers exploit boundary systems on Internet-accessible DMZ networks, and-1
13 19 

ltnen pivot to gain deeper access on internal networks. I ' 

Attackers exploit poorly designed network architectures b y locating unneeded or 

unprotected connections, weak fil tering, or a lack of separation of important 

systems or business functions. 

13, 19 

Attackers operate. undetected for extended periods of time on compromised ~ 
systems because of a lack of logging and log review. I 

- -..------
Attackers gain access to sens itive documents in an organization that does not 

properl y identify and protect sensitive information or separate it from 15, 17 
nonsensitive information. 

-
Attackers compromise inactive user accounts left behind by temporary workers, 

contractors, and former employees, including accounts left behind by the 

attackers themselves who are former employees. 
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Attackers escalate their privileges on victim machines by launching password 
guessing, password cracking, or privilege escalation exploits to gain 

administrator control of systems, which is then used to propagate to other victim 

machines across an enterprise. 

12, 16 

Attackers gain access to internal enterprise systems gather and exfiltrate sensitive ~ 
information without detection by the victim organization. I 

[AUackers compromise systems and alter important data, potentially jeopardizing I is 
17 

-

lorganizational effectiveness via polluted information. I ' 

Attackers operate undiscovered in organizations without effective incident
response capabilities, and when they are discovered, such organizations often 

cannot properly conta in the attack, eradicate the attacker's presence, or recover to 

a secure production state. 
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Date Version Description 
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October 
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2008 Audit Procedures v1 .1. For complete information, see PCI Data Security Standard Summary of Changes 

from PCI DSS Version 1.1 to 1.2. 

Add sentence that was incorrectly deleted between PC/ DSS v1.1 and v1.2. 

Correct "then" to "than" in testing procedures 6.3. 7.a and 6.3. 7.b .. 

July 
1.2.1 Remove grayed-out marking for "in place" and "not in place" columns in testing procedure 6. 5.b. 

2009 
For Compensating Controls Worksheet- Completed Example, correct wording at top of page to say "Use 

I this worksheet to define compensating controls for any requirement noted as 'in place' via compensating 
controls. n 

October 
2.0 

Update and implement changes from v1.2.1. For details, please see "PCI DSS - Summary of Changes from 
2010 PCI DSS Version 1.2.1 to 2.0." 
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Introduction and PCI Data Security Standard Overview 

The Payment Card Industry (PCI) Data Security Standard (DSS) was developed to encourage and enhance cardholder data security and facilitate 
the broad adoption of consistent data security measures globally. PCI DSS provides a baseline of_ technical and operational requirements 
designed to protect cardholder data. PCI DSS applies to all entities involved in payment card processing - including merchants, processors, 
acquirers, issuers, and service providers~ as well as all other entities that store, process or transmit cardholder data. PCI DSS comprises a 
minimum. set of requirements for protecting cardholder data. and may be enhanced by additional controls and practices to further mitigate risks. 
Below is a high-level overview of the 12 PCI DSS requirements. 

PCI Data Security Standard - High Level Overview 

Build and Maintain a 
Secure Network 

Protect Cardholder Data 

Maintain a Vulnerability 
Management Program 

Implement Strong Access 
Control Measures 

Regularly Monitor and 
Test Networks 

Maintain an Information 
Security Policy 

1. 
2. 

3. 

4. 

5. 

6. 

7. 
8. 

9. 

Install and maintain a firewall configuration to protect cardholder data 

Do not use vendor-supplied defaults for system passwords and other 
security parameters 

Protect stored cardholder data 

Encrypt transmission of cardholder data across open, public networks 

Use and regularly update anti-virus software or programs 

Develop and maintain secure systems and applications 

Restrict access to cardholder data by business need to know 

Assign a unique ID to each person with computer access 

Restrict physical access to cardholder data 

10. Track and monitor all access to network resources and cardholder data 

11. Regularly test security systems and processes. 

12. Maintain a policy that addresses information security for all personnel. 

This document, PC/ Data Security Standard Requirements and Security Assessment Procedures, combines the 12 PCI DSS requirements and 
corresponding testing procedures into a security assessment tool. It is d!esigned for use during PCI DSS compliance assessments as part of an 
entity's validation process. The following sections provide detailed guidelines and best practices to assist entities prepare for, conduct, and report 
the results of a PCI DSS assessment. The PCI DSS Requirements and Testing Procedures begin on page 19. 
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The. PCI Security Standards Council (PCI SSC) website (www.pcisecuritystandards.org) contains a number of additional resources, including: 

• Attestations of Compliance 

Navigating PC/ OSS: Understanding the Intent of the Requirements 

• The PC/ DSS and PA-DSS Glossary of Terms, Abbreviations and Acronyms 

Frequently Asked Questions (FAQs) 

• Information Supplements and Guidelines 

Please refer to www.pcisecuritystandards.org for more information. 

PC/ OSS Requirements and Security Assessment Procedures, Version 2.0 
Copyright 2010 PC/ Security Standards Council LLC 

Note: Information Supplements 
complement the PC/ DSS and identify 
addWonal considerations and 
recommendations for meeting PC/ DSS 
requirements. - they do not change, 
eliminate or supersede the PC/ DSS or any 
of its requirements. 
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PCI DSS Applicability Information 

PCI DSS applies wherever account data is stored, processed or transmitted. Account Data consists of Cardholder Data plus Sensitive 
Authentication Data, as follows~ 

Cardholder Data includes: 

• Primary Account Number (PAN) 

Cardholder Name 

Expiration Date 

• Service Code 

Sensitive Authentication Data includes: 

• Full. magnetic stripe data or equivalent 
on a chip 

• CAV2/CVC2/CVV2/CID 

• PINs/PIN blocks 

The primary account number is the defining factor in the applicability of PC/ DSS requirements. PCI DSS requirements are applicable if a 
primary account number (PAN) is stored, processed, or transmitted. If PAN is not stored, processed or transmitted, PCI DSS requirements do not 
apply. 

If cardholder name, service code, and/or expiration date are stored, processed or transmitted with the PAN, or are otherwise present in the 
cardholder data environment, they must be protected in accordance with all PCI DSS requirements except Requirements 3.3 and 3.4, which apply 
only to PAN. 

PCI DSS represents a minimum set of control objectives which may be. enhanced by local, regional and sector laws and. regulations. Additionally, 
legislation or regulatory requirements may require specific protection of personally identifiable information_ or other data elements (for example, 
cardholder name), or define an entity's disclosure practices related to consumer information. Examples include legislation related to consumer 
data protection, privacy, identity theft, or data security. PCI DSS does not supersede local or regional laws, government regulations, or other legal 
requirements. 

The. following table illustrates commonly used elements of cardholder and sensitive authentication data. whether storage of each data element is 
permitted or prohibited, and whether each data element must be protected. This table is not exhaustive, but is presented to illustrate the. different 
types of requirements that apply to each data element. 
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ftl -ftl 
Q -c: 
::I 
0 
u u 
< 

Card holder 
Data 

Sensitive 
Authentication 

Data 1 

Data Element 

Primary Account Number (PAN) I 
Cardholder Name I 

- I Service Code 

Expiration Date 

Full Magnetic Stripe Data 2 

CAV2/CVC2/CVV2/CID 
-

PIN/PIN Block 

Storage Render Stored Account Data 
Permitted Unreadable per Requirement 3.4 

Yes Yes 

Yes No 

Yes No 

Yes No 

No Cannot store per Requirement 3.2 

No Cannot store_ per Requirement 3.2 
- ~ 

No Cannot store per Requirement 3.2 
-

PCI DSS requirements 3.3 and 3.4 apply only to PAN. If PAN is stored with other elements of cardholder data, only the PAN must be rendered 
unreadable according to PCI DSS Requirement 3.4. 

PCI DSS only applies if PANs are stored, processed and/or transmitted. 

2 
Sensitive authentication data must not be stored after authorization (even if encrypted). 

Full track data from the magnetic stripe, equivalent data on the chip, or elsewhere. 
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Relationship between PCI DSS and PA-DSS 

Use of a PA-DSS compliant application by itself does not make an entity PCI DSS compliant, since that application must be implemented into a 
PCI DSS compliant environment and according to the PA-DSS Implementation Guide provided by the payment application vendor (per PA-DSS 
Requirement 13.1 ). 

The requirements for the Payment Application Data Security Standard (PA-DSS) are derived from the PC/ DSS Requirements and Security 
Assessment Procedures (this document), The PA-DSS details what a payment application must support to facilitate a customer's PCI DSS 
compliance. 

Secure payment applications, when implemented in a PCI DSS-compliant environment, will minimize the potential for security breaches leading to 
compromises of full magnetic stripe data,. card verification codes and values (CAV2, CID, CVC2. CW2). and PINs and PIN blocks. along with the 
damaging. fraud resulting from these breaches. 

Just a few of the ways payment applications can prevent compliance include: 

Storage of magnetic stripe data and/or equivalent data from the chip in the customer's network after authorization; 

• Applications that require customers to disable other features required by the PCI DSS, like anti-virus software or firewalls, in order to get 
the payment application to work properly; and 

Vendors'. use of unsecured methods to connect to the. application to provide support to the customer. 

The. PA-DSS. applies. to software vendors and others who develop payment applications that store, process, or. transmit cardholder data. as part of 
authorization or settlement, where. these payment applications are sold, distributed, or licensed to third parties. 

Please note the following regarding PA-DSS applicability: 

• PA-DSS does apply to payment applications that are typically sold and installed "off the shelf' without much customization by software 
vendors. 

PA-DSS does not.apply to payment applications.developed by merchants and service providers if used only in-house (not sold, 
distributed, or licensed to a third party), since this in-house developed payment application would be covered as part of the merchant's or 
service provider's. normal PCI DSS compliance. 

For detailed guidance on determining whether PA-DSS applies to a given payment application, please refer to the PA-DSS Requirements and 
Security Assessment Procedures,. which can be. found. at www.pcisecuritvstandards.org. 
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Scope of Assessment for Compliance with PCI DSS Requirements 

The PCI DSS security requirements apply to all system components. In the context of PCI. DSS, "system components" are defined as any network. 
component, server, or application that is included in or connected to the cardholder_ data environment. "System components" also include any 
virtualization components such as virtual machines, virtual switches/routers, virtual appliances, virtual applications/desktops, and hypervisors. The 
cardholder data environment is comprised of people, processes and technology that store, process or transmit cardholder data or sensitive 
authentication data. Network components include but are not limited to firewalls, switches, routers, wireless access points, network appliances, 
and other security appliances. Server types include, but are not limited to the following~ web, application, database, authentication, mail, proxy, 
network time protocol (NTP), and domain name server (DNS). Applications include all purchased and custom applications, including internal and 
external (for example, Internet) applications. 

The first step of a PCI DSS assessment is to. accurately determine. the scope of the review. At least annually and prior to the annual assessment, 
the assessed entity should confirm the accuracy of their PCI DSS scope by identifying all locations and flows of cardholder data and ensuring they 
are included in the PCI DSS scope. To confirm the accuracy and appropriateness of PCI DSS scope, perform the following: 

• The assessed entity identifies and documents the existence of all cardholder data in their environment, to verify that no cardholder data 
exists outside of the currently defined cardholder data environment (CDE). 

Once all locations of cardholder data are identified and documented, the entity uses the results to verify that PCI DSS scope is appropriate 
(for example, the results may be a diagram or an inventory of cardholder data locations). 

• The entity considers any cardholder data found to be in scope of the PCI DSS assessment and part of the CDE unless such data is 
deleted or migrated/consolidated into the currently defined CDE. 

The entity retains documentation that shows how PCI DSS scope was. confirmed and the results, for assessor review and/or for reference. 
during the next annual PCI sec scope. confirmation activity. 

Network Segmentation 

Network segmentation of, or isolating (segmenting), the cardholder data environment from the remainder of an entity's network is not a PCI DSS 
requirement. However, it is strongly recommended as a method that may reduce: 

• The scope of the PCI DSS assessment 

The cost of the PCI DSS assessment 

The. cost and difficulty of implementing and maintaining PCI DSS controls 

• The risk to an organization (reduced by consolidating cardholder data into fewer, more controlled locations) 
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Without adequate network segmentation (sometimes called a "flat network") the entire network is in scope of the PCI DSS assessment. Network 
segmentation can be achieved through a number of physical or logical means. such as properly configured internal network firewalls, routers with 
strong access control lists, or other technologies that restrict access to a particular segment of a network. 

An important prerequisite to reduce_ the scope of the cardholder data environment is a clear understanding of business needs and processes 
related to the storage, processing or transmission_ of cardholder data. Restricting cardholder data to_ as few locations as possible by elimination of 
unnecessary data, and consolidation of necessary data. may require reengineering of long-standing business practices. 

Documenting cardholder data f lows via a dataflow diagram helps fully understand all cardholder data flows and ensures that any network 
segmentation is effective at isolating the cardholder data environment. 

If network segmentation is in place and being used to reduce the scope of the PCI DSS assessment, the assessor must verify that the 
segmentation is adequate to reduce the scope of the assessment. At a high level, adequate network segmentation isolates systems that store, 
process, or transmit cardholder data from those that do not. However, the adequacy of a specific implementation of network segmentation is highly 
variable and dependent upon a number of factors, such as a given network's configuration, the technologies deployed, and other controls that may 
be implemented. 

Appendix D.: Segmentation and Sampling of Business Facilities/System Components provides more_ information on the effect of network 
segmentation and sampling on the_ scope of a PCI DSS assessment. 

Wireless 

If wireless technology is used to store, process, or transmit cardholder data (for example, point-of-sale transactions, "line-busting"), or if a wireless 
local area network (WLAN) is connected to, or part of, the cardholder data environment (for example, not clearly separated by a firewall), the. PCI 
DSS requirements and testing procedures for wireless environments app ly and must be performed (for example, Requirements 1.2. 3, 2.1.1, and 
4.1.1 ). Before wireless technology is implemented, an entity should carefully evaluate the need for the technology against the risk .. Consider 
deploying wireless_ technology only for non-sensitive data transmission. 

Third Parties/Outsourcing 

For service providers required to undergo an annual onsite assessment. compliance validation must be performed on all system components in 
the cardholder data environment. 

A service provider or merchant may use a third-party service provider to store, process, or transmit cardholder data on their behalf, or to manage 
components such as routers, firewalls, databases, physical security, and/or servers. If so, there may be an impact on the security of the cardholder 
data environment. 

For those entities that outsource storage, processing, or transmission of cardholder data to third -party service providers, the Report on 
Compliance (ROC) must document the role of each service provider, clearly identifying which requirements apply to the assessed entity and which 
apply to the service provider. There are two options for third-party service providers to validate compliance: 
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1) They can undergo a PCI DSS assessment on their own and provide evidence to their customers to demonstrate_ their compliance; or 

2) If they do not undergo their own PCI DSS assessment, they will need to have their services reviewed during the course of each of their 
customers' PCI DSS assessments. 

See the_ bullet beginning "For managed service provider (MSP) reviews," in Item 3, "Details about Reviewed Environment," in the "Instructions and 
Content for Report on Compliance" section, below, for more information. 

Additionally, merchants and service providers must manage and monitor the PCI DSS compliance of all_ associated third-party service providers 
with access to cardholder data. Refer to Requirement 12.8 in this document for details. 

Sampling of Business Facilities/System Components 

Sampling is not a PCI DSS requirement. However, after considering the overall scope and complexity of the environment being assessed, the 
assessor may independently select representative samples of business facilities/system components in order to assess PCI DSS requirements. 
These samples must be defined first for business facilities and then for system components within each selected business facility. Samples must 
be a representative selection of all of the types and locations of business facilities, as well as types of system components within selected 
business facilities. Samples must be sufficiently large to provide the assessor with assurance that controls are implemented as expected. 

Sampling of business_ facilities/system components for an assessment does not reduce the scope of the cardholder data environment or the 
applicability of PCI DSS requirements. Whether or not sampling is to be used, PCI DSS requirements apply to the entire cardholder data 
environment. If sampling, is used, each sample must be assessed against all applicable PCI. DSS requirements. Sampling of the PCI DSS 
Requirements themselves is not permitted. 

Examples of business facilities include but are not limited to: corporate offices, stores, franchise locations, processing facilities, data centers, and 
other facility types in different locations. Sampling should include system components within each selected business facility. For example, for each 
business facility selected, include a variety of operating systems, functions, and applications that are applicable to the area under review. 

As an example, the assessor may define a sample at a business facility to include Sun servers running Apache WWW, Windows servers running 
Oracle, mainframe systems running legacy card processing applications, data transfer servers_ running HP-UX, and Linux Servers running 
MYSQL. If all applications run from a single version of an OS (for example, Windows 7 or Solaris 10), then the sample should still include a variety 
of applications (for example, database servers, web servers, data transfer servers). 

When independently selecting samples of business facilities/system components, assessors should consider the_ following: 

• If there are standard, centralized PCI DSS security and operational processes and controls in place that ensure consistency and that each 
business, facility/system component must follow, the sample can be smaller than if there are no standard processes/controls in place. The 
sample must be large enough to provide the assessor with reasonable assurance that all business facilities/system components are 
configured per the standard processes. 

• If there is more than one type of standard security and/or operational process in place (for example, for different types of business 
facilities/system components), the sample must be large_ enough. to include business facilities/system components secured with each type 
of process. 
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If there are no standard PCI DSS processes/controls in place and each business facility/system component is managed through non
standard processes, the sample must be larger for the assessor to be assured that each business facility/system component has 
implemented PCI DSS requirements appropriately. 

For each instance where sampling is used, the assessor must: 

• Document the rationale behind the sampling technique and sample size, 

• Document and validate the standardized PCI DSS processes and controls used to determine sample 
size, and 

Explain how the sample is appropriate and representative of the overall population. 

Assessors must revalidate the sampling rationale for each assessment. If sampling is to. be used, different 
samples of business. facilities and system components must be selected for each assessment. 

Compensating Controls 

Please also refer to: 
Appendix. D:. Segmentation 
and Sampling of Business 
Facilities/System 
Components. 

On an annual basis, any compensating controls must be documented, reviewed and validated by the assessor and included with the Report on 
Compliance submission, per Appendix B: Compensating Controls and Appendix C: Compensating Controls Worksheet. 

For each and every compensating control, the Compensating Controls Worksheet (Appendix C) must be completed. Additionally, compensating 
control results should be. documented in the ROC in the corresponding PCI DSS requirement section. 

See the above-mentioned Appendices Band C for more details on "compensating controls." 
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Instructions and Content for Report on Compliance 

This document must be used as the template for creating the Report on Compliance. The assessed entity should follow each payment brand's 
respective reporting requirements to ensure each payment brand acknowledges the entity's compliance status. Contact each payment brand to 
determine reporting requirements and instructions. 

Report Content and Format 

Follow these instructions for report content and format when completing a Report on Compliance: 

1. Executive Summary 

Include. the following: 

• Describe the entity's payment card business, including: 

Their business role with payment cards, which is how and why they store, process, and/or transmit cardholder data 

Note: This is not intended to be a cut-and-paste from the entity's web site, but should be a tailored description that shows the 
assessor understands payment and the entity's role. 

How they process payment (directly. indirectly, etc.) 

What types of payment channels they serve, such as card-not-present (for example, mail-order-telephone-order (MOTO), e
Commerce}, or card-present 

Any entities that they connect to for payment transmission or processing, including processor relationships 

A high-level network diagram (either obtained from the entity or created by assessor) of the entity's networking topography that 
includes: 

Connections into and out of the network 

Critical components within the cardholder data environment, including POS devices, systems, databases, and web servers, as 
applicable 

Other necessary payment components, as applicable 
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2. Description of Scope of Work and Approach Taken 

Describe the. scope, per the Scope of Assessment section of this document, including the following: 

Document how the assessor validated the. accuracy of the PCI DSS scope for the assessment, including: 

The methods or processes used to identify and document all. existences. of cardholder data 

How the results were evaluated and documented 

How the effectiveness and accuracy of the methods used were verified 

That the assessor validates. that the scope of the assessment is accurate and appropriate. 

Environment on which assessment focused (for example, client's. Internet access points, internal. corporate network, processing 
connections) 

If network segmentation is in place and was used to reduce. scope of the PCI DSS review, briefly explain that segmentation and 
how assessor validated the effectiveness of the segmentation 

If sampling. is used during the assessment, for each sample set selected (of business facilities/system components) document the 
following: 

Total population 

Number sampled 

Rationale for sample selected 

Description of the standardized PCI DSS security and operational processes and. controls used to determine sample size, and 
how the processes/controls were validated 

How the sample is appropriate and representative of the overall population 

Description of any locations or environments that store, process, or transmit cardholder data that were EXCLUDED from the 
scope of the review, and why these locations/environments were excluded 

List any wholly-owned entities that require compliance with the. PCI DSS,. and whether they are reviewed separately or as part of 
this assessment 

• List any international entities that require compliance with the PCI DSS, and whether they are reviewed separately or as part of this 
assessment 

List any wireless LANs. and/or wireless payment applications (for example, POS terminals) that are connected to, or could impact 
the security of the cardholder data environment, and describe security in place for these wireless environments 

• The version of the PCI DSS Requirements and Security Assessment Procedures document used to conduct the assessment 
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3, Details about Reviewed Environment 
Include the following details in this section: 

• A diagram of each piece of the communication link, including LAN, WAN or Internet 

Description of cardholder data environment, for example: 

Document transmission and processing of cardholder data, including authorization, capture, settlement. chargeback and other 
flows. as applicable 

List of files and tables that store cardholder data, supported by an inventory created (or obtained from the client) and retained 
by the assessor in the work papers. This inventory should include, for each cardholder data store (file, table, etc.): 

• List all of the elements of stored cardholder data 

• How data is secured 

• How access to data stores are logged 

• List of hardware and critical software in use in the cardholder data environment, along with description of function/use for each 

• List of service providers and other third parties with which the entity shares cardholder data 

Note: These entities are subject to PC/ DSS Requirement 12.8.) 

List of third-party payment application products and versions numbers in use, including whether each payment application has 
been validated according to PA-DSS. Even if a payment application has been PA-DSS validated, the assessor still needs to verify 
that the application has been implemented in a PCI DSS compliant manner and environment, and according to the payment 
application vendor's PA-DSS Implementation Guide. 

Note: It is not a PC/ DSS requirement to use. PA-DSS validated applications. Please consult with each payment brand individually 
to understand their PA-DSS compliance requirements.) 

• List of individuals interviewed. their organizations, titles, and topics covered 

• List of documentation reviewed 

For managed service provider (MSP) reviews, the assessor must clearly identify which requirements in this document apply to the 
MSP (and are included in the review). and which are not included in the review and are the responsibility of the MSP's customers 
to include in their reviews. Include information about which of the MSP's IP addresses are scanned as part of the. MS P's. quarterly 
vulnerability scans, and which IP addresses are the responsibility of the MSP's customers. to include. in their own quarterly scans. 
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4. Contact Information and Report Date 

Include: 

• Contact information for merchant or service provider and assessor 

Timeframe of assessment-specify the duration and the time period over which the assessment occurred 

• Date of report 

5. Quarterly Scan Results 

• Summarize the four most recent quarterly ASV scan results in the Executive Summary as well as in comments at Requirement 
11.2.2. 

Note: It is not required that four passing quarterly scans must be. completed for initial PC/ DSS compliance if the assessor 
verifies: 

1) The most recent scan result was a passing scan, 

2) The entity has documented policies and procedures requiring quarterly scanning going forward, and 
3) Any vulnerabilities noted in the initial scan have been corrected as shown in a re-scan. 

For subsequent years after the initial PC/ OSS review, four passing quarterly scans must have occurred. 

• Scan must cover all externally accessible (Internet-facing) IP addresses in existence at the entity, in accordance with the PC/ 
Approved Scanning Vendors (ASV) Program Guide. 

6. Findings and Observations 

Summarize in the Executive Summary any findings that may not fit into the. standard Report on Compliance template format. 

All assessors must: 
Use the Detailed PCI DSS Requirements and Security Assessment Procedures template to provide detailed report descriptions 
and findings on each requirement and sub-requirement. 
Ensure that all N/A responses are clearly explained. 

Review and document any compensating controls considered to. conclude that a control is in place. 

See "Compensating Controls" section above and. Appendices Band C for more details on compensating controls. 

Revalidation of Open Items 

A "controls in. place" report is required ta. verify compliance< The report is considered non-compliant if it contains "open. items." or items that will. be. 
finished at a future date. The merchant/service provider must address these items before validation. is completed. After open items are addressed 
by the merchant/service provider, the assessor will then reassess to validate that the remediation occurred and that all requirements are satisfied. 
After revalidation, the assessor will issue a new Report on Compliance, verifying that the cardholder data environment is fully compliant, and 
submit it consistent with instructions (see below). 
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PC/ DSS Compliance - Completion Steps 

1. Complete the Report on Compliance (ROC) according to the section above entitled "Instructions and Content for Report on Compliance .... 

2. Ensure passing vulnerability scan(s) have been completed by a_ PCI SSC. Approved Scanning Vendor (ASV), and obtain evidence of 
passing scan(s) from the ASV. 

3. Complete the. Attestation of Compliance for Service Providers. or Merchants, as applicable, in its entirety. Attestations of Compliance are 
available on the PCI SSC website (www.pcisecuritystandards.org). 

4. Submit the ROC, evidence of a passing scan, and the Attestation of Compliance, along with any other requested documentation, to the 
acquirer (for merchants) or to the. payment brand or other requester (for service providers). 
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Detailed PCI DSS Requirements and Security Assessment Procedures 

For the PC/ OSS Requirements and Security Assessment Procedures, the following defines the table column headings: 

• PCI DSS Requirements - This. column defines the Data Security Standard and lists requirements to achieve PCI DSS compliance; 
compliance will be validated against these requirements. 

Testing Procedures - This column shows processes to be followed by the assessor to validate that PCI DSS requirements are "in place." 

• In Place - This column must be used by the assessor to provide. a brief description of 
the controls which were validated as "in place" for each requirement. including 
descriptions of controls found to be in place as a result of compensating controls, or as a 
result of a requirement being "Not Applicable." 

Note: This column must not be used for 
controls that are not yet in place or for open 
items to be completed at a future date. 

• Not in Place - This column must be used by the assessor to provide a brief description of controls that are. not in place. Note that a non
compliant report should_ not be submitted to a payment brand or acquirer unless specifically requested. , For further instructions on non
compliant reports, please refer to the Attestations of Compliance, available. on the. PCI SSC website (www.pcisecuritystandards.org). 

Target Date/Comments - For those controls "Not in Place" the assessor may include a target date that the merchant or service provider 
expects to have controls "In Place." Any additional notes or comments may be included here as well. 
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Build and Maintain a Secure Network 

Requirement 1: Install and maintain a firewall configuration to protect cardholder data 

Firewalls are devices that control computer traffic allowed between an entity's networks (internal) and untrusted networks (external), as well as 
traffic into and out of more sensitive areas within an entity's internal trusted networks. The cardholder data environment is an example. of a more 
sensitive. area within an entity's. trusted network. 

A firewall examines. all network traffic and blocks those transmissions that do not meet the specified security criteria. 

All systems must be protected from unauthorized access from untrusted networks, whether entering the system via the. Internet as e-commerce, 
employee Internet access through desktop browsers, employee e-mail access, dedicated connections such as business-to-business connections, 
via wireless networks, or via other sources. Often,. seemingly insignificant paths to and from untrusted networks can provide unprotected pathways 
into key systems. Firewalls are a key protection mechanism for any computer network. 

Other system components may provide firewall functionality, provided they meet the. minimum requirements for firewalls as provided in 
Requirement 1. Where other system components are used within the cardholder data environment to provide firewall functionality, these devices 
must be included within the scope and assessment of Requirement 1. 

PCI DSS Requirements 

1.1 Establish firewall and router 
configuration standards. that include the 
following~ 

1.1 .1 A formal process for approving 
and testing all network connections and 
changes to the. firewall and router 
configurations 

1.1.2 Current network diagram with all 
connections to cardholder data, 
including any wireless networks 

1. 1 .l Requirements for. a firewall. at 
each. Internet connection and between 
any: demilitarized zone. (DMZ} and the. 
internal network zone. 

Testing Procedures 

1.1 Obtain and inspect the firewall and router configuration 
standards and other documentation specified below to verify that 
standards are complete. Complete the following: 

1.1.1 Verify that there. is a formal process for testing and approval 
of all network connections and changes to firewall and router 
configurations, 

1.1.2.a Verify that a current network diagram (for example, one 
that shows cardholder data flows over the network). exists. and that 
it documents all connections to cardholder data, including any 
wireless networks. 

1.1.2.b Verify that the. diagram is kept current. 

1.1.3.a Verify that firewall configuration standards. include. 
requirements. for. a firewall. at each. Internet connection and. 
between any: DMZ and the. internal network zone ... 

1.1.3.b Verify that the. current network diagram is. consistent with. 
the firewall configuration standards. 
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PCL DSS Requirements 

1.1.4 Description of groups. roles, and 
responsibilities for logical management 
of network components 

1.1.5 Documentation and business 
justification for use of all services, 
protocols, and ports allowed. including. 
documentation of security. features. 
implemented for those protocols 
considered. to be insecure. 

Examples of insecure. services, 
protocols, or. ports include. but are not 
limited to FTP, Telnet, POP3, IMAP, 
andSNMP. 

1.1 .6. Requirement to review. firewall 
and router. rule sets at least every six 
months. 

1.2 Build firewall. and router. 
configurations that restrict connections 
between untrusted networks and any 
system components. in. the. cardholder. 
data. environment.. 

Note: An ~untrusted network". is. any 
network that is external to the networks 
belonging to the entity under review. 
and/or which is out of the entity's ability to 
control or manage. 

1.2.1 Restrict inbound and outbound 
traffic to that which is necessary. for the. 
cardholder data environment. 

Testing Procedures. 

1.1.4. Verify that firewall and router configuration standards include 
a description. of groups, roles. and responsibilities for logical 
management of network components. 

1.1.5.a Verify that firewall and router configuration standards 
include. a documented. list of services, protocols and ports 
necessary for business-for example, hypertext transfer protocol 
(HTIP) and Secure Sockets Layer (SSL), Secure Shell (SSH), 
and Virtual Private. Network (VPN) protocols. 

1.1.5.b Identify insecure services. protocols, and ports. allowed; 
and verify they are necessary and that security features are 
documented and implemented by examining firewall and router 
configuration. standards. and. settings for each service ... 

1.1.6.a Verify. that firewall. and router. configuration. standards 
require review of firewall and router rule sets at least every. six 
months_ 

1.1.6.b Obtain and examine documentation to. verify that the rule 
sets are reviewed at least every six months. 

1.2 Examine firewall and router. configurations. to verify that 
connections are restricted between untrusted networks and system 
components in the. cardholder data environment, as follows: 

1.2.1.a Verify that inbound and outbound traffic is limited to that 
which is necessary. for the. card holder. data environment, and that 
the. restrictions. are. documented .. 

1.2.1.b Verify that all other inbound and outbound. traffic is. 
specifically denied. for example. by using an explicit "deny. all". or. 
an implicit deny after. allow. statement.. 
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PCI DSS Requirements 

1.2.2 Secure and. synchronize. router 
configuration files. 

1.2.3 Install perimeter firewalls between 
any. wireless networks and the 
cardholder data environment, and 
configure these firewalls to deny or 
control (if such traffic is. necessary for. 
business purposesi any traffic from the 
wireless environment into. the. 
cardholder data environment. . 

1.3 Prohibit direct public access between 
the Internet and any. system component 
in the cardholder data environment. 

1.3.1 Implement a DMZ to limit inbound 
traffic to. only system components that 
provide authorized publicly accessible 
services. protocols, and ports. 

1.3.2 Limit inbound Internet traffic to IP 
addresses. within the DMZ. 

1.3.3 Do not allow any direct 
connections. inbound or. outbound for 
traffic between the. Internet and the. 
cardholder data environment. 

Testing Procedures 

1.2.2 Verify. that router configuration. fifes are secure and 
synchronized-for example .. running configuration files (used for 
normal running of the. routers) and start-up configuration files 
(used when machines are re-booted). have_ the same, secure. 
configurations .. 

1.2.3 Verify that there are perimeter firewalls installed between 
any wireless networks and systems. that store. cardholder. data. 
and that these firewalls. deny or control (if such traffic is necessary 
for business purposes).any traffic from the wireless environment 
into. the. cardholder. data environment. 

..,_ 
1.3 Examine firewall and router configurations- including but not 
limited to the. choke. router at the. Internet, the DMZ router and 
firewall, the DMZ card holder. segment,. the perimeter. router. and the. 
internal cardholder network segment- to determine that there is no 
direct access between the Internet and system components in the 
internal cardholder network segment, as detailed below .. 

1.3.1 Verify that a DMZ is implemented to limit inbound traffic to 
only system components that provide. authorized publicly. 
accessible services, protocols, and ports. 

1.3.2 Verify that inbound Internet traffic is limited to IP addresses 
within the. DMZ. 

1.3.3. Verify direct connections. inbound or outbound are not 
allowed for traffic. between the I 11Jternet and the card holder data. 
environment. 

1.3.4 Do not allow internal addresses to. 1.3.4 Verify that internal addresses cannot pass. from the. Internet 
pass from the Internet into the DMZ. into the DMZ, 

In Place Not in 
Place. 

Target Date/ 
Comments 

~_._~~~~~~~~~~~~~~~~~~~~~~~~~.,-~~~~-t-~~~~~+-~~~~~-

1. 3. 5 Do not allow unauthorized 1.3.5. Verify that outbound traffic from the. cardholder data 
outbound traffic from the. cardholder environment to the. Internet is explicitly authorized 
data environment to the Internet. 
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PCL DSS Requirements. 

1.3.6 Implement stateful inspection, 
also known as dynamic packet filtering. 
(That is. only "established ... connections 
are allowed into. the. network.) 

1.3.7 Place system components. that 
store cardholder data (such as a. 
database) in. an. internal network zone, 
segregated from the DMZ and other 
untrusted networks. I 
1.3.8 Do not disclose private IP 
addresses. and routing information. to 
unauthorized. parties. 

Note: Methods to obscure IP 
addressing may include, but are not 
limited to: 

• Network Address Translation (NAT) 

Placing servers containing 
cardholder data behind proxy 
servers/firewalls or content caches, 

• Removal or filtering of route 
advertisements for private networks 
that employ registered addressing, 

•. Internal use of RFC1918 address 
space instead of registered 
addresses. 

Testing. Procedures . 

1.3.6 Verify that the firewall performs stateful inspection (dynamic 
packet filtering). (Only. established connections should be allowed 
in, and only if they are associated with a previously established 
session.) I 

1.3.7 Verify that system components that store. cardholder data 
are on an internal network zone~ segregated. from the. DMZ and 
other untrusted. networks. 

1.3.8.a Verify that methods are in place. to prevent the disclosure 
of private IP addresses. and routing. information. from internal. 
networks to. the Internet. 

1.3.8.b Verify that any disclosure of private IP addresses and. 
routing information to external. entities is authorized. 

1.4. Install personal firewall software on j 1.4.a Verify. that mobile. and/or employee-owned computers. with 
any mobile. and/or employee-owned direct connectivity to. the. Internet (for example, laptops used. by 
computers. with direct connectivity to the employees), and which are used to access the organization's 
Internet (for example, laptops used by network, have. personal firewall software installed and. active. 

employees), which are used to. access. 1.4.b Verify. that the personal. firewall software is. configured. by the. 
the organization's network. I organization to specific standards .and is not alterable by users of 

~bile and/or employee-owned computers. 
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Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters 

Malicious. individuals (external and internal to an entity) often use vendor default passwords and other vendor default settings to compromise 
systems. These passwords and settings are well known by hacker communities and are easily determined. via public information. 

PCt DSS Requirements 

2.1 Always change vendor-supplied 
defaults before installing a system on the 
network., including but not limited to 
passwords, simple network management 
protocol (SNMP) community strings. and 
elimination of unnecessary accounts. 

2.1.1 For wireless environments. 
connected to the cardhotder data 
environment or transmitting cardholder 
data, change. wireless vendor defaults, 
including but not limited to default 
wireless. encryption keys, passwords, 
and. SNMP community strings. 

Testing Procedures 

2.1 Choose a sample of system components. and. attempt to log on 
(with system administrator help} to the devices using default 
vendor-supplied accounts and. passwords, to verify that default 
accounts and passwords have been changed. (Use vendor manuals 
and sources on the. Internet to find vendor-supplied 
accounts/passwords.) 

2.1.1 Verify the following regarding. vendor default settings for 
wireless environments: 

2.1.1.a Verify. encryption keys were changed from default at 
installation, and are changed anytime anyone with knowledge of 
the keys leaves. the company or changes positions 

2.1.1.b Verify default SNMP community. strings on wireless 
devices. were changed. 

2.1.1.c Verify default passwords/passphrases on access points. 
were. changed. 

2.1.1.d Verify firmware on wireless. devices. is. updated. to support 
strong encryption for authentication and transmission over 
wireless networks. 

f--- ---

2.1.1.e Verify other security-related wireless vendor defaults were 
changed, if applicable. 
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PCI DSS Requirements 

2.2 Develop_ configuration standards for 
all system components. Assure that 
these standards_ address all known 
security vulnerabilities. and are consiste 
with_ industry-accepted system hardenin 

nt 
g 

standards. 

Sources of industry-accepted system 
hardening_ standards may include, but a re 
not limited to: _ 

Center for Internet Security (CIS) 

International Organization for 
Standardization (ISO) 

SysAdmin Audit Network Security 
(SANS) Institute 

National Institute_ of Standards 
Technology (NIST) 

-
2.2 .1 Implement only one_ primary 
function per server to prevent function 
that require different security_ levels 
from co-existing on the same server. 
(For example. web_ servers. database_ 
servers, and DNS_ should be_ 
implemented on separate servers.). 

s 

Note: Where virtualization technologi 
are in use,_ implement only one primary 
function per virtual system componen 

es 

t. 

Testing Procedures 

2.2.a Examine the organization's system configuration standards for 
all types of system components_ and verify the system configuration 
standards are consistent with industry-accepted hardening 
standards. 

2.2 .b Verify that system_ configuration standards are updated as_ 
new vulnerability issues are identified, as defined in Requirement 
6.2. 

2.2.c Verify that system configuratiion standards are applied when 
new systems are configured. 

2.2.d Verify that system configuration standards. include each item 
below (2.2.1 - 2.2.4 ). 

-
2.2 .1.a For. a sample of system components,_ verify that only one_ 
primary function is implemented. per server. 

2.2.1.b If virtualization technologies are used,. verify that only one 
primary function is_ implemented per. virtual. system component or 
device._ 
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PCL DSS. Requirements 

2.2.2 Enable only necessary and 
secure services, protocols, daemons, 
etc., as required for the function of the 
system. 

Implement security features for any 
required services, protocols. or 
daemons that are considered to be 
insecure-for example, use secured. 
technologies such as SSH, S-FTP, 
SSL, or IPSec VPN to protect insecure 
services such as NetBIOS, file-sharing. 
Telnet, FTP, etc . . 

2.2.3 Configure system. security 
parameters to. prevent misuse. 

Testing Procedures 

2.2.2.a For a sample of system. components, inspect enabled 
system services, daemons,. and protocols. Verify. that only. 
necessary services or. protocols. are. enabled. 

2.2.2.b Identify any enabled insecure services, daemons, or 
protocols. Verify they are. justified and that security features are 
documented and. implemented. 

2.2.3.a. Interview system. administrators and/or. security managers 
to verify that they have. knowledge. of common security parameter 
settings for. system components .. 

2.2.3.b Verify that common security parameter settings are 
included in the system. configuration standards. 

2.2.3.c For a sample of system. components, verify that common 
security parameters are set appropriately. 

~~~~~~~~~~~~~~~~__,~~~~~~~ 

2.2.4 Remove. all unnecessary 
functionality, such as scripts .. drivers, 
features, subsystems, file systems, and 
unnecessary web. servers. 

2.2.4.a For a sample of system components. verify that all 
unnecessary. functionality (for example. scripts,. drivers, features,. 
subsystems, file systems, etc.) is removed. 

2.2.4.b . Verify enabled functions are documented and support 
secure configuration. 

2.2.4.c. Verify that only documented functionality is. present on 
the sampled system components. 
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PCI DSS. Requirements Testing Procedures 

-
2.3 Encrypt all non-console 2.3 For a sample of system components, verify that non-console. 
administrative. access using strong administrative access is encrypted by performing the following: 
cryptography. Use technologies such 2.3.a Observe an administrator log on to each system to verify 
as SSH, VPN, or SSUTLS for web- that a strong encryption method is invoked. before the 
based management and other non- administrator's password is requested. 
console. administrative access. 

2.3.b Review services and parameter files on systems to 
determine that Telnet and other remote login commands. are not 
available. for use internally .. 

2.3.c. Verify that administrator. access to the web-based 
management interfaces is encrypted with strong cryptography. 

-
2.4 Shared hosting. providers must 2.4 Perform testing procedures A.1.1. through A.1 .4. detailed in 
protect each entity's hosted environment Appendix A: Additional PC/ DSS Requirements for Shared Hosting 
and card holder data. These providers Providers for PCI DSS assessments of shared hosting. providers .. to. 
must meet specific requirements as verify that shared hosting providers protect their entities' (merchants 
detailed in Appendix A: Additional PC/ and service providers).hosted environment and data .. 
DSS Requirements for. Shared Hosting 
Providers. 
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Protect Cardholder Data 

Requirement 3: Protect stored cardholder data 

Protection methods such. as encryption, truncation, masking, and hashing are. critical components of cardholder data protection. If an intruder 
circumvents. other security. controls and gains. access to encrypted data,. without the proper cryptographic keys, the data is unreadable and 
unusable to. that person. Other effective methods of protecting stored data should be. considered as. potential risk mitigation opportunities. For 
example, methods. for minimizing. risk include not storing cardholder. data unless absolutely necessary, truncating cardholder data if full PAN is not 
needed, and not sending unprotected PANs using end-user. messaging technologies~ such as e-mail and instant messaging. 

Please refer to the PC/ DSS and PA-DSS Glossary of Terms .. Abbreviations, and Acronyms for definitions of "strong cryptography" and other PCI 
DSS terms. 

PCI DSS Requirements. Testing Procedures 

3.1 Keep cardholder data storage to a 3.1 Obtain and examine the policies, procedures and processes for 
minimum by implementing data retention data retention. and disposal, and perform the. following: 
and disposal. policies, procedures. and 
processes,. as follows. 

3.1.1 Implement a data retention and 3.1.1.a Verify that policies and procedures are implemented and 
disposal policy that includes: include. legal. regulatory,. and business requirements. for data . Limiting. data storage amount and retention, including specific requirements. for. retention of 

retention time to that which. is_ card holder data (for example, cardholder data needs to be held 

required for legal, regulatory, and for X period for Y business, reasons). 

business requirements 3.1.1.b Verify. that policies and procedures include provisions for . Processes. for secure deletion of secure. disposal of data when no. longer needed for. legal,. 
data when no longer needed regulatory,. or business. reasons~ including. disposal of. card holder . Specific retention. requirements. for data. 
cardholder data 3.1.1.c Verify that policies and procedures. include coverage for all . A quarterly_ automatic or manual. storage of cardholder data . 
process for identifying and securely 

3.1.1.d Verify that policies and procedures include. at least one of. 
deleting stored cardholder data that 

the_ fol lowing: . 
exceeds defined retention 
requirements. A programmatic. process (automatic or manual) to remove, at 

least quarterly,. stored cardholder data that exceeds. requirements 
defined in the. data retention policy 
Requirements for a review,. conducted at least quarterly, to verify 

I 
that stored card holder data does not exceed requirements. defined 
in the. data retention policy. 
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PCI. DSS Requirements Testing. Procedures 

3.1.1.e For a sample of system components that store cardholder 
data, verify that the. data stored does not exceed the requirements. 
defined in. the. data retention policy. 

In Place. 

3.2 Do not store sensitive authentication 
data after authorization (even. if 
encrypted). 

3.2.a For issuers and/or companies that support issuing services I . . 

Sensitive authentication. data includes the 
data as cited in the. following 
Requirements 3.2. 1 through 3.2.3: 

No te: It is permissible for issuers and 
companies that support issuing services 
to store sensitive authentication data if 
there is a business justification and the 
data is stored securely. 

3.2.1 Do not store the. full contents of 
any track (from the magnetic stripe 
located on the back of a card, 
equivalent data contained on a chip, or 
elsewhere}. This data is alternatively 
called full track, track,. track 1, track 2, 
and magnetic-stripe data. 

Note: In the normal course of business,. 
the following data elements from the 
magnetic stripe may need to be 
retained: 

The. cardholders name 

Primary account number (PAN) 

Expiration date 

Service code . 

To minimize risk,. store. only these data 
elements as needed for business, 

and store sensitive authentication. data,. verify there is a business 
justification. for the storage of sensitive authentication data, and that 
the data is secured. 

3.2.b. For all other entities, if sensitive authentication data is 
received and deleted, obtain and review the processes for securely 
deleting the data to verify that the data is unrecoverable. 

3.2.c. For each item of sensitive authentication data below,. perform 
the following steps: 

3.2.1 For. a sample of system components, examine. data sources, 
including but not limited to the following, and verify that the. full 
contents of any track from the magnetic stripe on. the back of card 
or equivalent data on. a chip are not stored under any 
circumstance: 

Incoming transaction. data 
All. logs (for example, transaction, history, debugging, error) 

History files 

Trace. files. 

Several database schemas. 

Database contents 
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PCL DSS Requirements. 

3.2.2 Do not store the card verification 
code or value (three-digit or four-digit 
number printed on the front or back of a 
payment card) used to verify card-not
present transactions. 

3.2.3. Do. not store the personal 
identification number (PIN) or the 
encrypted PIN block. 

3.3 Mask PAN when displayed (the first 
six and last four digits are the maximum 
number of digits to be displayed). 

Notes: 

• This requirement does not apply to. 
employees. and other parties. with a 
legitimate business. need to see. the 
full PAN. 

• This requirement does not supersede 
stricter. requirements. in place for. 
displays of cardholder data-for I 
example,. for point-of-sale (POS) 
receipts. 

Testing Procedures 

3.2.2 For a sample of system components, examine data sources, 
including but not limited to the. following, and verify that the three
digit or four-digit card verification code. or value printed on the 
front of the card or the signature panel (CW2, CVC2, CID, CAV2 
data) is not stored under any circumstance: 

• Incoming transaction data 

• All logs. (for example, transaction, history, debugging, error) 

• History files 

• Trace files 

• Several database schemas 

• Database contents 

3.2.3 For a sample of system components, examine data sources, 
including but not limited to the following and. verify that PINs and 
encrypted PIN blocks are not stored under any circumstance: 

• Incoming transaction data 

• All logs (for example, transaction, history,. debugging, error) 

• History files 
• Trace files 

• Several database schemas 

• Database contents 

3.3 Obtain and examine written policies and examine displays of I · 
PAN (for example, on screen, on paper receipts) to verify that 
primary account numbers (PANs) are masked when displaying 
cardholder data, except for those. with a legitimate business need to 
see full PAN. 
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PCI DSS Requirements .. 

3.4 Render. PAN_ unreadable anywhere it 
is stored (including on portable digital. 
media. backup media. and in logs).by 
using any of the following. approaches: 

• One-way hashes based on strong 
cryptography (hash must be. of the. 
entire. PAN). 

• Truncation (hashing. cannot be used 
to replace the. truncated segment of 
PAN) 

• Index tokens and pads (pads. must 
be. securely stored} 

• Strong cryptography with associated 
key-management processes and 
procedures 

Note: It is a relatively trivial effort for a 
malicious individual to reconstruct original 
PAN data if they have access to both the 
truncated and hashed version of a PAN, 
Where hashed and truncated versions of 
the same PAN are presentin an entity's 
environment, additional controls should 
be in place to ensure that the hashed and 
truncated versions cannot be correlated 
to reconstruct the original PAN. 

3.4.1 If disk encryption is used (rather 
than file- or column-level database 
encryption), logical access must be. 
managed independently. of native. 
operating system access control. 
mechanisms (for example, by not using 
local. user account databases). 
Decryption keys must not be tied to 
user accounts. 

Testing. Procedures . 

3.4.a Obtain and examine. documentation about the system used to 
protect the PAN. including. the vendor, type of system/process, and 
the. encryption algorithms. (if applicable), Verify that the. PAN is. 
rendered unreadable using any of the. following methods:. 

• One-way hashes. based on striong. cryptography 

• Truncation 

• Index tokens. and pads. with. tine. pads being. securely stored 

• Strong. cryptography, with associated. key-management 
processes and. procedures 

3.4.b. Examine. several. tables. or files from a sample. of data 
repositories to verify the. PAN is rendered. unreadable. (that is, not 
stored in plain-text). 

3.4.c. Examine a sample. of removable. media (for. example. back-up 
tapes) to confirm that the PAN_ is. rendered unreadable. 

3.4.d Examine a sample of audit logs to confirm that the. PAN is 
rendered unreadable. or removed from the. logs. 

3.4.1.a If disk encryption is used, verify that logical access to 
encrypted file systems is implemented. via a mechanism that is 
separate from the. native operating systems mechanism (for 
example, not using local user.account databases). 

3.4.1.b Verify that cryptographic keys are stored securely (for 
example, stored on removable. media that is adequately protected 
with strong access controls), 

3.4.1.c Verify that cardholder. data on removable media is 
encrypted wherever stored .. 

Note: If disk encryption is not used to encrypt removable media, 
the data stored on this media will need to be rendered unreadable 
through some other method. 
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PCI DSS. Requirements. 

3.5 Protect any keys used to secure 
cardholder data against disclosure and 
misuse: 

Note: This requirement also applies to. 
key-encrypting keys used to protect data
encrypting keys-such key-encrypting 
keys must be. at least as strong as the. 
data-encrypting key. 

3.5.1 Restrict access to cryptographic 
keys. to the. fewest number of 
custodians. necessary .. 

3.5.2 Store cryptographic. keys securely 
in. the fewest possible locations. and 
forms. 

3.6 Fully document and implement all 
key-management processes and. 
procedures for cryptographic keys used 
for encryption of cardholder data, 
including the following: 

Note: Numerous industry standards for 
key management are available from 
various resources including NIST,. which 
can be found at http://csrc.nist.gov. 

3.6.1 Generation of strong 
cryptographic. keys 

3.6.2 Secure cryptographic key 
distribution 

3.6.3 Secure cryptographic key storage 

Testing. Procedures .. 

3.5 Verify processes to protect keys used for encryption of 
cardholder data against disclosure and misuse by performing the 
following: 

3.5.1 Examine user access lists to verify that access to keys is. 
restricted to the. fewest number of custodians necessary .. 

3.5.2.a Examine system configuration files to verify that keys are 
stored in encrypted format and that key-encrypting keys. are 
stored separately. from data-encrypting keys .. 

3.5.2.b Identify key. storage. locations. to verify. that keys are stored 
in the fewest possible locations and forms. 

3.6.a Verify the existence of key-management procedures for keys 
used. for encryption of card holder. data .. . 

3.6.b For service providers only~ If the service provider shares. keys 
with their. customers. for. transmission or. storage of cardholder. data, 
verify. that the. service. provider. provides. documentation to 
customers that includes guidance on how to securely transmit. store 
and update. customer's keys,. in accordance. with. Requirements 
3.6.1 through 3.6.8 below. 

3.6.c Examine the. key-management procedures and perform the 
following: 

3.6.1 Verify that key-management procedures are implemented to 
require the. generation. of strong. keys. 

3.6.2 Verify that key-management procedures. are implemented to 
require secure key distribution. 

3.6.3 Verify that key-management procedures are implemented to 
require secure key storage. 
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PCI DSS. Requirements. 

3.6.4 Cryptographic key changes for 
keys that have reached the end of their 
cryptoperiod (for example, after a 
defined period of time has passed 
and/or after a certain amount of cipher
text has been produced by a given 
key), as defined by the associated 
application vendor or key owner,. and 
based on industry best practices and 
guidelines (for. example, NIST Special. 
Publication 800-57) . . 

3.6.5 Retirement or replacement (for 
example, archiving, destruction, and/or_ 
revocation} of keys as deemed 
necessary when the. integrity of the. key 
has been weakened (for example, 
departure of an employee with 
knowledge of a clear-text key), or keys 
are suspected of being compromised. 

Testing. Procedures . 

3.6.4 Verify that key-management procedures. are implemented to 
require periodic key changes at the end of the defined 
cryptoperiod. 

3.6.5.a Verify that key-management procedures are implemented 
to require the. retirement of keys when the integrity of the. key has 
been weakened .. 

implemented to require the replacement of known or suspected 
compromised keys. 

In. Place Not in 
Place 

Target Date/. 
Comments. 

Note: If retired or replaced 
cryptographic keys need to be retruned, 
these keys must be. securely archived 
(for example,. by using a key encryption 
key) . Archived cryptographic keys 
should only be used for 
decryption/verification purposes. 

3.6.5.b Verify. that the key-management procedures are 1 · 

~-!-~~~~~~~~~~-"-~~~~~~ 

3.6.5.c If retired or replaced cryptographic keys are retained, 
verify that these keys are not used for encryption operations. 
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PCL DSS Requirements 

3.6.6 If manual clear-text cryptographic 
key. management operations are used, 
these operations must be managed 
using split knowledge and dual control 
(for example,. requiring two or three 
people,. each knowing only. their own. 
key component,. to. reconstruct the 
whole key). 

Note: Examples of manual key 
management operations include, but 
are not limited to.: key generation, 
transmission, loading, storage and 
destruction. 

3.6.7. Prevention of unauthorized 
substitution of. cryptographic keys. 

3.6.8. Requirement for cryptographic 
key custodians to formally acknowledge 
that they understand and accept their 
key-custodian responsibilities. 

Testing Procedures 

3.6.6 Verify that manual clear-text key-management procedures 
require split knowledge and dual control of keys. 

3.6.7. Verify that key-management procedures are implemented to 
require the. prevention of unauthorized substitution of keys_ 

3.6.8 Verify that key-management procedures are implemented to 
require key custodians. to acknowledge (in. writing or electronically) 
that they understand and accept their key-custodian. 
responsibilities. 
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Requirement 4: Encrypt transmission of cardholder data across open~ public networks 

Sensitive information must be encrypted during transmission over networks that are easily accessed by malicious individuals. Misconfigured 
wireless networks and vulnerabilities in legacy encryption and authentication protocols continue to be_ targets of malicious individuals who exploit 
these vulnerabilities to gain privileged access to card holder data environments. 

PCI DSS Requirements, 

ity 4.1 Use strong cryptography and. secur 
protocols (for example, SSUTLS, IPSE 
SSH, etc.) to safeguard sensitive 
cardholder data during transmission ov 

c. 

er 
open,. public. networks_ 

Examples of open, public networks tha 
are in scope of the PC/ DSS include bu 

t 
t 

are not limited to: 

• The Internet 

• Wireless. technologies,. 

• Global System for Mobile 
communications (GSM) 

• General Packet Radio Service 
(GPRS). 

-

Testing Procedures 

4.1_ Verify the. use of security protocols wherever. cardholder data is 
transmitted_ or received over open. public networks. 

Verify. that strong cryptography is. used during data transmission. as. 
follows: 

4.1.a Select a sample of transactions as they. are received. and 
observe transactions as they occur to verify that cardholder data is 
encrypted during transit. 

4.1.b Verify that only. trusted keys and/or certificates are accepted. 

4.1.c Verify that the. protocol is implemented to use only secure 
configurations, and does not support insecure versions or 
configurations. 

4.1.d Verify that the proper encryption strength is implemented for 
the. encryption methodology. in. use. (Check vendor. 
recommendations/best practices.) 
--

4.1 .e For SSLfTLS implementations: . Verify that HTTPS appears as a part of the browser Universal 
Record Locator (URL). . Verify that no card.holder, data is. required when HTTPS does 
not appear in the_ URL. 
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PCI DSS Requirements. 

4.1 .1. Ensure wireless networks 
transmitting cardholder data or 
connected to the cardholder data 
environment, use industry best 
practices (for example, IEEE. 802.11 i) to 
implement strong. encryption for 
authentication and transmission .. 

Note: The use of WEP as a security 
control was prohibited as of 30 June 
2010. 

4.2 Never send unprotected PANs by 
end-user messaging technologies (for 
example, e-mail. instant messaging. chat. 
etc.) .. 

Testing Procedures 

4.1.1 For. wireless. networks transmitting. card holder data or 
connected to the cardholder data environment, verify that industry 
best practices (for example, IEEE 802.11 i) are used to implement 
strong encryption. for authentication and transmission. 

4.2.a Verify that PAN is. rendered unreadable or secured with strong 
cryptography whenever it is sent via end-user messaging 
technologies .. 

4.2.b Verify the. existence. of a policy stating. that unprotected PANs 
are. not to be sent via end-user messaging technologies. 
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Maintain a Vulnerability Management Program 

Requirement 5: Use and regularly update anti-virus software or programs 

Malicious software, commonly referred to as "malwaren - including virus·es, worms. and Trojans-enters the network during many business
approved activities including employee e-mail and use. of the Internet, mobile. computers, and storage devices, resulting in the exploitation of 
system. vulnerabilities. Anti-virus software must be used on all systems commonly affected by malware to protect systems from. current and 
evolving malicious software threats. 

PCI DSS Requirements .. Testing Procedures 

5.1. Deploy anti-virus software on all 5. l For a sample of system components including alt operating 
systems commonly affected by malicious system types commonly affected by malicious software. verify that 
software (particularly personal computers. anti-virus software is deployed if applicable anti-virus technology 
and servers) .. exists . .. 

-
5.1.1 Ensure that all anti-virus. 5.1. t For. a sample of system components,. verify that all anti-virus 
programs are. capable of detecting, programs detect, remove, and protect against all known types of 
removing, and protecting against all malicious software (for example, viruses,. Trojans, worms, 
known types of malicious software. spyware, adware, and rootkits). 

-
5.2 Ensure that all anti-virus mechanisms 5.2 Verify. that all anti-virus software is current. actively running, and 
are current. actively running, and generating. logs. by performing the. following:. 
generating. audit logs. 5.2.a Obtain and examine the policy and verify that it requires 

updating of anti-virus. software and definitions. 

5.2.b Verify that the master installation of the software is enabled 
for automatic updates and periodic scans. 

5.2.c For a sample of system components including all operating 
system types commonly affected by malicious. software, verify that 
automatic updates and periodic scans are enabled, 

5.2.d For a sample of system components, verify that anti-virus 
software log generation is enabled and that such logs are retained 
in accordance. with PCI. DSS. Requirement 10.7 .. 
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Requirement 6: Develop and maintain secure systems and applications 

Unscrupulous individuals use security vulnerabilities to gain privileged access_ to systems. Many of these vulnerabilities are fixed by vendor
provided security patches, which must be installed by the entities that manage the systems._ All critical systems must have the most recently 
released, appropriate_ software patches to protect against exploitation and compromise_ of cardholder data by malicious individuals and malicious 
software. __ 

Note: Appropriate software patches are those patches that have been evaluated and tested sufficiently to determine that the patches do not 
conflict with existing security configurations. For in-house developed applications, numerous vulnerabilities can be avoided by using standard 
system development processes and secure coding techniques. 

PCI DSS Requirements 

6.1. Ensure. that all system components 
and software are_ protected from known 
vulnerabilities by having the. latest 
vendor-supplied security patches 
installed. Install critical security patches 
within one month of release. 

Note: An organization may. consider 
applying a risk-based approach to 
prioritize their patch installations. For 
example, by prioritizing critical 
infrastructure (for example~ public-facing 
devices and systems, databases) higher 
than less-critical internal devices,. to 
ensure high-priority systems and devices 
are addressed within one month, and 
addressing less critical devices and 
systems within three months. 

Testing Procedures 

l 6.1.a For a sample of system components. and related software. 
compare the list of security patches installed on each system to the. 
most recent vendor security patch list. to verify that current vendor 
patches are installed. 

6.1 .b Examine policies related to security_ patch installation to verify 
they require installation of all critical new security patches within 
one month. 
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PCI DSS Requirements 

6.2 Establish a process to identify and 
assign a risk ranking to newly discovered 
security vulnerabilities .. 

Notes=. 
Risk rankings should be based on 
industry best practices. For example, 
criteria for. ranking "High" risk 
vulnerabilities may include a CVSS 
base score of 4.0 or above, and/or a 
vendor-supplied patch classified by 
the vendor as "critical, n and/or a 
vulnerability affecting a critical 
system component. 

The. ranking of vulnerabilities as 
defined in 6.2.a is considered a best 
practice until June 30, 2012, after 
which it becomes a requirement. 

6.3. Develop software. applications 
(internal and external, and including. web
based administrative access to 
applications). in accordance with PCI DSS 
(for example, secure authentication and 
logging), and based on industry best 
practices. Incorporate. information 
security throughout the software 
development life cycle. These processes 
must include the following~ 

6.3.1 Removal of custom application 
accounts, user IDs, and passwords 
before. applications. become active or 
are released to customers 

Testing Procedures 

6.2.a Interview responsible personnel. to verify tha processes are. 
implemented to identify new security. vulnerabilities, and that a risk 
ranking. is assigned to such vulnerabilities .. (At minimum, the most 
critical, highest risk vulnerabilities should be ranked as. "High.". 

6.2.b Verify that processes to identify new security. vulnerabilities. 
include using. outside sources for security vulnerability information. 

6.3.a Obtain and examine written software development processes 
to verify that the. processes. are. based on industry. standards and/or 
best practices. 

6.3.b. Examine written software development processes. to verify 
that information security is included throughout the life cycle. 

6.3.c. Examine. written software. development processes to verify. 
that software applications. are developed in accordance with PCI 
DSS. 

6.3.d From an examination of written software development 
processes, and interviews. of software. developers. verify. that:. 

6.3. t Custom application accounts, user IDs and/or passwords 
are removed before system goes into. production or is released to 
customers. 
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PCI DSS Requirements 

6.3.2. Review o cus om code. pnor. o 
release to production or customers in 
order to identify any potential coding 
vulnerability. 

Note: This requirement for code. 
reviews applies to all custom code 
(both internal and public-facing), as part 
of the system development life cycle. 

Code. reviews can be conducted by 
knowledgeable internal personnel or 
third parties. Web applications are also 
subject to additional controls, if they are 
public facing, to address ongoing 
threats and vulnerabilities after 
implementation,. as defined at PCL DSS 
Requirement 6.6. 

6.4. Follow change control processes. and 
procedures. for all. changes to system 
components. The processes must include 
the. following: 

6.4.1 Separate developmenUtest and 
production environments 

6.4.2 Separation of duties between 
development/test and production 
environments 

6.4.3 Production data (live PANs) are 
not used for testing or development 

6.4.4 Removal of test data and 
accounts before. production systems 
become. active 

I 

Testing Procedures 

6.3.2.a Obtain and review policies o. confirm that all cus om 
application code changes must be reviewed (using either manual 
or automated processes) as. follows: 

• Code. changes are reviewed by individuals other than the. 
originating code author, and by individuals who are 
knowledgeable in code. review techniques and secure coding 
practices. 

• Code reviews ensure code is developed according to secure 
coding. guidelines (see. PCI DSS Requirement 6.5). 

• Appropriate corrections are implemented prior to release. 

• Code. review results. are. reviewed and approved by 
management prior to release. 

6.3.2.b Select a sample of recent custom application changes and 
verify that custom application code is. reviewed according to 
6.3.2.a, above. 

6.4 From an examination of change control processes, interviews 
with system and network administrators, and examination of 
relevant data (network configuration documentation,. production and 
test data, etc.), verify the following: 

6.4.1 The development/test environments are. separate. from the 
production environment, with. access control in place to enforce. 
the separation. 

6.4.2 There. is a separation of duties between personnel assigned 
to the development/test environments and those. assigned to the 
production environment. 

6.4.3 Production data (live PANs) are not used for testing or 
development. 

6.4.4 Test data and accounts are. removed before a production 
system becomes active .. 
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PCl DSS Requirements. 

6.4.5 Change. control procedures for the. 
implementation of security patches and 
software modifications. Procedures 
must include. the following: 

6.4.5.1. Documentation of impact. 

6.4.5.2 Documented change. approval. 
by authorized parties. 

6.4 .5.3 Functionality testing to verify. 
that the change. does not adversely 
impact the security. of the. system. 

6.4.5.4 Back-out procedures. 

Testing. Procedures. 

6.4.5.a Verify that change-control. procedures related to. 
implementing security patches and software. modifications are 
documented and require items 6.4.5. 1 - 6.4.5.4 below .. 

6.4.5.b For a sample of system components and recent 
changes/security patches, trace those changes back to related 
change control. documentation .. For each change. examined, 
perform. the following: 

6.4 .5 . t Verify that documentation of impact is included in the 
change control. documentation. for. each. sampled. change .. 

6.4.5 .2. Verify that documented approval by authorized parties is. 
present for each sampled change. 

6.4.5 .3.a For each sampled change, verify. that functionality. 
testing is performed to verify that the change does not adversely 
impact the. security of the. system. 

6.4 .5.3.b For custom code changes, verify that all updates. are. 
tested for compliance with PCI DSS Requirement 6.5. before being 
deployed into production. 

6.4 .5.4 Verify. that back-out procedures. are. prepared for each. 
sampled change. 

--,--

6.5 Develop applications based on 
secure. coding guidelines_ Prevent 
common coding vulnerabilities in 
software development processes, to. 
include the following: 

Note: The. vulnerabilities listed at 6.5. 1 
through 6.5.9 were current with industry 
best practices. when this version of PC/ 
DSS was published. However, as 
industry best practices for vulnerability 
management are. updated (for. example,. 
the. OWASPGuide, SANS CWE Top 25, 
CERT Secure Coding, etc.), the current 
best practices must be used for these 
requirements .. 

6.5.a Obtain and review software. development processes. Verify 
that processes. require training in secure. coding techniques for 
developers, based on industry best practices and guidance. 

6.5.b Interview a sample of developers and obtain. evidence. that 
they are. knowledgeable. in secure. coding techniques .. 

6.5 .c .. Verify that processes are. in place. to ensure. that 
applications are. not vulnerable to, at a minimum, the. following: 
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PCI DSS. Requirements Testing Procedures 

6.5.1 Injection flaws, particularly SQL injection. (Validate input to 
verify user data cannot modify meaning of commands and 
queries. utilize. parameterized queries. etc.) 

6.5.1 Injection flaws, particularly SQL 
injection. Also consider OS Command 
Injection. LDAP and XPath injection 
flaws as well as other injection flaws I I 

6.5.2 Buffer overflow. 

6.5.3. Insecure cryptographic storage 

6.5.4 Insecure communications 

6.5.2 Buffer overflow (Validate. buffer boundaries. and truncate 
input strings.) 

6.5.3 Insecure cryptographic storage (Prevent cryptographic 
flaws). 

6.5.4 Insecure communications (Properly_ encrypt all authenticated 
and sensitive communications). 

--~-

6.5.5. Improper error handling. 

6.5.6 All "H~h" volnernb;i;i;.,, ~entlfi'"1 
in the vulnerability identification process 
(as defined in. PCI. DSS Requirement 
6.2). 

Note: This requirement is considered a 
best practice until June 30,. 2012, after 
which it becomes a requirement. 

Note~ Requirements 6.5.7 through 
6.5.9, below, apply to web applications 
and application interfaces (internal or 
external): 

I 

6.5.7 Cross-site scripting. (XSS) I 

6.5.8. Improper Access Control (such as 
insecure direct object references,. failure 
to restrict URL access, and directory. 
traversal). 

6.5.9. Cross-site. request forgery. (CSRF). 

6.5.5 Improper error handling (Do not leak information via error 
messages) 

6.5.6 All "High". vulnerabilities. as identified in PCI DSS 
Requirement 6.2. 

6.5.7 Cross-site scripting (XSS) (Validate. all parameters before 
inclusion. utilize. context-sensitive escaping. etc.} 

6.5.8 Improper Access Control, such as insecure direct object 
references, failure to restrict URL access, and directory. traversal 
(Properly authenticate. users and sanitize input.. Do not expose 
internal object references. to. users.). 

6.5.9 Cross-site request forgery (CSRF) .. (Do not reply. on 
authorization credentials and tokens automatically submitted by 
browsers.) 
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PCI DSS Requirements 

6.6. For public-facing web applications, 
address_ new threats and vulnerabilities 
on an ongoing basis and ensure these. 
applications are protected against known 
attacks by either of the following 
methods: 

Reviewing public-facing web 
applications via manual. or 
automated application vulnerability 
security assessment tools or 
methods, at least annually and after 
any changes 

Installing a web-application firewall in 
front of public-facing web 
applications 

Testing Procedures_ 

6.6 For public-facing web applications. ensure. that either one. of the. 
following methods are in place as follows: _ 

• Verify that public-facing web applications_ are reviewed (using 
either manual. or automated vulnerability security assessment 
tools or. methods), as_ follows: 

- At least annually 

- After any changes 

- By an organization that specializes. in application security 

- That all vulnerabilities are-corrected 

- That the application is re-evaluated after the corrections 

• Verify that a web-application. firewall is in place in front of 
public-facing web applications_ to detect and prevent web-based 
attacks .. 

Note:_ uAn organization that specializes in application 
security" can be either a_ third-party company or an 
internal organization, as long as the reviewers specialize 
in application security and can demonstrate independence from the 
development team. 
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Implement Strong Access Control Measures 

Requirement 7: Restrict access to cardholder data by business need to know 

To ensure. critical data can only be accessed by authorized personnel, systems and processes must be in place to limit access based on need to 
know and according to job responsibilities . . 

"Need to know" is. when access rights are. granted to only the least amount of data and privileges needed to perform a job. 

PCl DSS Requirements 

7.1 Limit access to system components 
and cardholder data to only those. 
individuals whose. job. requires_ such 
access. Access. limitations must include. 
the. following: 

7 .1.1 Restriction of access. rights. to 
privileged user IDs. to. least privileges 
necessary_ to perform job. 
responsibilities 

7 .1.2 Assignment of privileges. is based 
on individual personnel's job 
classification and function 

7.1.3_ Requirement for a documented 
approval by authorized parties. 
specifying required privileges .. 

7.1.4 Implementation of an automated 
access control system 

7.2_ Establish_ an. access. control system 
for systems components with multiple 
users that restricts access based on a 
user's need to know. and is set to "deny 
all" unless. specifically allowed. 

This access control system must include 
the following: 

7.2.1 Coverage of all system 
components 

Testing Procedures 

7 1 Obtain and examine written policy for data contro , and verify 
that the. policy incorporates the following~ 

7 .1 .1 Confirm that access. rights. for privileged user. IDs are 
restricted to least privileges necessary to perform job. 
responsibilities. 

7 .1.2 Confirm that privileges. are assigned to individuals based on 
job classification. and function (also called "role-based access. 
control" or RBAC)._ 

7 .1.3. Confirm that documented_ approval by_ authorized parties is. 
required (in. writing_ or electronically) for all. access, and that it must 
specify. required privileges. 

7 .1.4. Confirm_ that access controls_ are_ implemented via an 
automated access. control system. 

7.2 Examine. system settings and vendor documentation to verify 
that an access control system is implemented as follows: 

7 .2.1 Confirm that access control systems are in place on all. 
system components. 
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PCI DSS Requirements 

7.2.2 Assignment of privileges to 
individuals. based on job classification 
and function 

7.2.3 Default "deny-all" setting 

Note: Some access control systems 
are set by default to "allow-all," thereby 
permitting access unless/until a rule is 
written to specifically deny it. 

Testing Procedures 

7.2.2 Confirm. that access. control systems are configured to 
enforce. privileges assigned. to. individuals based on job 
classification and function. 

7.2.3 Confirm that the access control systems have a default 
"deny-all" setting. 
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Requirement 8:. Assign a unique ID to each person with computer access 

Assigning. a unique identification (ID) to each person with access ensures that each individual is uniquely accountable for his or her actions._ When 
such accountability is in place, actions taken on critical data and systems_ are performed by, and can be traced to, known and authorized users. 

Note: These requirements are applicable for all accounts, including point-of-sale accounts, with administrative capabilities and all accounts used 
to view or access cardholder data or to access systems with cardholder data. However, Requirements 8. 1, 8.2 and 8.5.8 through 8.5. 15 are not 
intended to apply to user accounts within a point-of-sale payment application that only have access to one card number at a time in order to 
facilitate a single transaction (such as cashier accounts). 

PCI DSS_ Requirements 

8.1 _Assign. alt users a unique ID_ before 
allowing_ them to access_ system 
components or cardholder: data. 

8.2 In addition. to_ assigning a unique ID,. 
employ at least one of the following 
methods. to authenticate. all users: 

•_ Something you know. such. as_ a 
password or passphrase 

•_ Something you have. such. as. a 
token. device or smart card 

• Something you are, such. as a 
biometric 

Testing Procedures_ 

8.1_ Verify that all users are assigned_ a unique ID_ for access to 
system components_ or cardholder data._ 

8.2 To verify that users_ are authenticated using unique ID and 
additional authentication (for example, a password) for: access_ to 
the cardholder. data environment. perform the_ following~ 

•_ Obtain. and examine documentation. describing the 
authentication method(s) used. 

•_ For each type of authentication method_ used and for. each type 
of system component. observe_ an authentication to verify 
authentication. is_ functioning consistent with documented 
authentication method(s). 
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PCL DSS Requirements 

8.3_ Incorporate. two-factor authentication 
for remote access (network-level access 
originating from outside the. network) to 
the. network by employees, 
administrators, and third parties. (For 
example. remote authentication and dial
in service (RADIUS) with. tokens; terminal 
access controller access control system 
(TACACS} with tokens; or other 
technologies. that facilitate two-factor 
authentication.) 

Note: Two-factor authentication requires 
that two of the three authentication. 
methods (see Requirement 8.2 for 
descriptions of authentication methods) 
be used for authentication. Using one. 
factor twice (for example, using two 
separate passwords) is not considered 
two-factor authentication .. 

8.4 Render all passwords unreadable. 
during transmission and storage on all 
system components using strong 
cryptography. 

8.5 Ensure proper. user identification and 
authentication management for non
consumer users and administrators on all 
system components as. follows: 

8.5.1 Control. addition, deletion, and 
modification of user IDs, credentials, 
and other identifier objects. 

Testing Procedures 

8.3 To verify that two-factor authentication is implemented for all 
remote network access, observe am employee. (for example, an 
administrator) connecting remotely to. the network and verify that 
two of the. three authentication metihods are used . . 

8.4.a For a sample of system components, examine password. files 
to verify that passwords are unreadable. during transmission and 
storage. 

8.4.b For service providers only. observe password files to. verify 
that customer passwords are encrypted. 

8.5 Review procedures and interview personnel to verify that 
procedures. are implemented for user identification and. 
authentication management, by performing the following: 

8.5.1 Select a sample. of user IDs, including both administrators. 
and.general users. Verify that each user is authorized to use the 
system according to policy by performing the following: 

• Obtain and examine an authorization form for each ID. 

• Verify that the. sampled. user IDs. are implemented in 
accordance with the. authorization forrn (including with 
privileges as specified and. all signatures obtained),. by tracing 
information from the authorization form to. the system. 
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PCI DSS Requirements Testing. Procedures_ 
-

8.5.2 Verify user identity before 8.5.2 Examine password/authentication procedures and observe 
performing password resets. security personnel to. verify that, if a user requests a password 

reset by phone, e-mail ,. web, or o·ther non-face-to-face method, 
the. user's. identity is verified before. the password is reset. 

- -

8.5.3. Set passwords for first-time. use 8.5.3. Examine password procedures and observe security 
and. resets to a unique value for each personnel. to verify. that first-time passwords. for new users, and 
user and change immediately after the. reset passwords for existing users, are set to a unique value for 
first use. each user and changed after first use. 

-
8.5.4. Immediately revoke access. for. 8.5.4. Select a sample of users. terminated in the past six months, 
any terminated users. and review current user access lists to verify that their IDs have. 

been deactivated or removed. 

8.5.5 Remove/disable inactive. user 8.5.5 Verify. that inactive accounts over 90 days old. are either 
accounts. at least every. 90 days. removed or disabled. 

8.5.6. Enable. accounts used by vendors 8.5.6.a. Verify. that any accounts used by. vendors. to access, 
for remote access only during the time support and maintain system components are disabled, and 
period needed. Monitor vendor remote enabled only when needed by the vendor. 
access accounts. when in use. 8.5.6.b Verify that vendor remote access accounts are monitored 

while being used. 
-

8.5. 7 Communicate. authentication 8.5.7 Interview the users from a sample of user IDs, to verify that 
procedures and policies to all users they are familiar with authentication procedures and policies. 
who. have. access to cardholder data. 

-
8.5.8 Do not use group. shared, or 8.5.8.a. For a sample. of system components,. examine user ID lists. 
generic accounts and passwords. or to verify the. following: 
other authentication methods. . Generic user IDs. and accounts are disabled or removed . Shared user IDs for system administration activities. and other 

critical. functions do not exist . Shared and generic user IDs are not used to administer any 
system components 

8.5.8.b Examine authentication. policies/procedures to verify that 
group and shared passwords or other authentication methods are 
explicitly prohibited. 

8.5.8.c Interview system administrators to verify that group and 
shared passwords. or other authentication methods are. not 
distributed, even if requested. 
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PCI DSS Requirements Testing Procedures 

8.5.9 Change user passwords_ at least 8.5.9.a For a sample of system components. obtain and inspect 
every 90 days. system configuration settings. to verify that user password 

parameters are set to require_ users. to. change passwords at least 
every. 90 days. 

8.5.9.b For service providers. only , review internal processes. and 
customer/user documentation to verify that non-consumer user 
passwords are required to change periodically and. that non-
consumer users are given guidance as to when, and under what 
circumstances, passwords must change. 

8.5.10 Require a minimum password 8.5.1 O.a For a sample of system components, obtain. and inspect 
length of at least seven characters. system configuration settings to verify. that password parameters. 

are set to require passwords to be at least seven characters long. 

8.5.1 O.b For service providers only, review internal processes and. 
customer/user documentation to. verify that that non-consumer 
user. passwords are required to meet minimum length 
requirements. 

8.5.1 1 Use passwords containing both. 8.5.11.a For a sample of system components, obtain and inspect 
numeric and alphabetic characters. system configuration settings. to verify that password parameters 

are. set to require. passwords to contain both. numeric and 
alphabetic. characters. 

8.5.11 .b For service providers only,. review internal processes and. 
customer/user documentation to. verify that non-consumer user 
passwords are required to. contain both numeric and alphabetic 
characters .. 

8.5.12 Do not allow an individual to 8.5.12.a For a sample of system components, obtain.and inspect 
submit a new password that is the. system configuration settings to verify that password parameters 
same as any of the last four passwords are. set to require that new passwords cannot be. the same as. the 
he or she has used. four previously used passwords. 

8.5.12.b For service providers only, review internal processes and 
customer/user documentation. to verify that new non-consumer 
user passwords cannot be. the. same as the previous four 
passwords. 

-
8.5.13 Limit repeated access. attempts 8.5.13.a For a sample of system ·components, obtain and inspect 
by. locking out the. user ID after not system configuration settings. to verify that authentication 
more than six attempts. parameters are. set to require that a user's account be locked out 

after. not more than six invalid logon attempts. 
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-

Testing Procedures 

8.5.13.b For service providers only, review internal processes and 
customer/user. documentation to verify that non-consumer user. 
accounts. are. temporarily_ locked-out after. not more than six invalid. 
access attempts. 

8.5.14 Set the lockout duration to a 8.5.14 For. a sample of system components. obtain and inspect 
minimum of 30 minutes or until system configuration settings to verify that password parameters 
administrator. enables. the user. ID. are. set to. require that once. a user account is locked out, it 

remains. locked for a minimum of 30 minutes or until a system 
administrator resets the account 

8.5.15 If a session has. been idle_ for 
more_ than 15 minutes, require. the user. 
to re-authenticate. to. re-activate the_ 
terminal or session. 

8.5.16. Authenticate_ alt access to any 
database. containing. cardholder. data. 
This includes access by_ applications, 
administrators, and all other users .. 

Restrict user. direct access or queries to 
databases to. database administrators, 

8.5.15 For. a sample of system components. obtain and inspect 
system configuration settings to verify that system/session idle 
time out features have been set to 15 minutes or less. 

8.5.16.a Review database and application configuration. settings 
and verify that all. users. are. authenticated prior to access. 

8.5.16.b Verify that database. and. application configuration. 
settings. ensure that all user. access to. user. queries of, and user 
actions on (for example. move. copy, delete}, the database. are 
through. programmatic methods. only {for example. through. stored 
procedures). 

8.5.16.c Verify that database. and. application configuration 
settings. restrict user direct access or queries to databases to 
database administrators. 

8.5.16.d Review database. applications and the related. application 
IDs. to verify. that application. IDs can only be used. by. the 
applications (and not by individual users or. other processes). 
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Requirement 9: Restrict physical access to cardholder data 

Any physical access. to data or systems that house cardholder data provides the. opportunity for. individuals. to. access devices or data and to 
remove systems or hardcopies, and. should be. appropriately restricted. For the purposes of Requirement 9, "onsite personnel" refers to full-time 
and part-time employees, temporary employees, contractors and consultants who are. physically present on the entity's premises. A "visitor" refers 
to. a vendor,. guest of any onsite personnel. service. workers, or anyone who needs to enter the facility for. a short duration. usually not more than 
one. day. "Media". refers to all paper and electronic media containing cardholder data. 

PCL DSS Requirements. 

9.1. Use appropriate facility entry controls 
to limit and monitor physical access to 
systems. in the. cardholder data 
environment. 

Testing Procedures 

9.1. Verify the existence of physical. security controls for each 
computer room, data center, and other physical areas with systems 
in the cardholder data environment. 

• Verify that access is controlled with badge readers or other 
devices including authorized badges and lock and key. 

• Observe a system administrator's attempt to. log into consoles 
for randomly selected systems in the cardholder environment 

In Place Not in 
Place. 

Target Date/ 
Comments. 

and verify that they are. '1ocked" to prevent unauthorized use. I 
~+-~~~~~~~~~~~~~~~~~-+~~~-t-~~~--+~~~~-

9.1.1 Use video cameras and/or access 9.1.1.a. Verify that video cameras and/or access control I 
control mechanisms to monitor mechanisms are in place to monitor the entry/exit points to 
individual physical access to sensitive sensitive areas. 
areas. Review collected data and l 9.1 .1.b Verify that video cameras and/or access control 
correlate with other entries. Store. for at mechanisms are protected from tampering or disabling. 
least three months, unless. otherwise 
restricted by law. 9.1.1.c Verify that video cameras and/or access control 

mechanisms. are monitored and that data. from cameras or. other 
Note: "Sensitive areas" refers to any mechanisms. is stored for at least three months .. 
data center, server room or any area 
that houses systems that store, 
process, or transmit cardholder data. 
This. excludes the areas where only 
point-of-sale terminals are present, 
such as the cashier. areas in. a retail 
store. 

9.1.2. Restrict physical access to 
publicly. accessible. network jacks. 

-· 

For example, areas accessible. to. 
visitors should not have. network ports. 
enabled unless network access. is 
explicitly. authorized. 

9.1.2 Verify by interviewing network. administrators. and by 
observation that network.jacks are enabled. only. when needed. by. 
authorized onsite. personnel. Alternatively, verify that visitors. are. 
escorted at all times. in areas with active network.jacks .. 
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9.1 .3_ Restrict physical access to 
wireless_ access points,_ gateways, 
handheld devices, 
networking/communications. hardware, 
and_ telecommunication lines. 

9.2. Develop_ procedures to_ easily 
d istinguish between onsite_ personnel and 
visitors, especially in areas_ where 
cardholder data is accessible. 

9.3_ Make sure all visitors_ are handled as 
follows: 

9.3.1 Authorized before entering. areas 
where cardholder data is processed or 
maintained. 

9.3.2 Given a physical token (for 
example, a badge_ or access device) 
that expires and that identifies the 
visitors as not onsite personnel. 

9.3.3 Asked to surrender. the_ physical 
token before leaving the facility or at the 
date of expiration. 

Testing Procedures 

9.1 .3_ Verify that physical access to_ wireless_ access points,_ 
gateways, handheld devices, networking/communications_ 
hardware, and telecommunication lines is appropriately restricted._ 

9.2.a Review processes and procedures for assigning badges_ to_ 
onsite personnel and visitors. and verify these processes include 
the following: 

Granting new badges, 

Changing access requirements, and_ 

Revoking terminated onsite_ personnel and expired_ visitor_ 
badges 

9.2.b Verify that access to_ the badge system is limited to_ authorized 
personnel. 

9.2.c Examine_ badges in use to verify that they clearly identify_ 
visitors and it is easy to distinguish between onsite_ personnel and 
visitors. 

9.3 Verify that visitor controls. are in place as follows: 

9.3.1. Observe_ the_ use of visitor I[) badges. to_ verify that a visitor 
ID. badge does not permit unescorted access to_ physical areas_ 
that store_ cardholder data. 

9.3.2-.a Observe_ people_ within the facility to verify_ the use of visitor 
ID badges, and that visitors are easily distinguishable from onsite_ 
personneL 

9.3.2.b Verify that visitor_ badges expire. 

9.3.3_ Observe_ visitors_ leaving the_ facility to verify visitors are. 
asked to surrender their ID badge upon departure or expiration. 
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PCI DSS Requirements Testing Procedures 

-
9.4 Use a visitor log to maintain a 9.4.a Verify that a visitor log is in use to_ record physical access to 
physical audit trail of visitor activity. the facility as well as for computer rooms and data centers where 
Document the visitor's_ name, the firm cardholder data is stored or transmitted. 
represented, and the onsite_ personnel 9.4.b Verify that the_ log contains the_ visitor's_ name, the firm 
authorizing physical access on the log. represented, and the_ onsite_ personnel authorizing_ physical_ access,_ 
Retain this log for a minimum of three and is retained for at least three_ months_ 
months, unless otherwise restricted by 
law. 

9.5 Store media back-ups in a secure 9.5.a Observe. the storage location's physical security to confirm 
location, preferably an off-site facility, that backup_ media storage is secure. 
such as an alternate or back-up site, or a 9.5.b Verify_ that the storage location security is reviewed at least 
commercial storage facility. Review the annually. 
location's security at least annually. 

-
9.6_ Physically secure_ all. media. 9.6. Verify. that procedures_ for_ protecting cardholder data include. 

controls for physically securing all media (including but not limited to 
computers, removable electronic media, paper receipts, paper 
reports, and faxes). 

9.7 Maintain. strict control over. the 9.7 Verify that a policy exists to control distribution of media, and 
internal or external distribution of any that the policy covers all. distributed media including that distributed 
kind of media, including the following: to individuals. 

9.7.1 Classify media so the sensitivity 9. 7. l Verify that all media is classified so the sensitivity ot the. data 
of the. data can be. determined. can be determined. 

-
9. 7 .2 Send the_ media by secured 9.7.2 Verify that all media sent outside the. facility is logged and 
courier or other delivery method. that authorized by_ management and sent via secured courier or other 
can_ be accurately tracked. delivery method that can be tracked. 

-
9.8 Ensure management approves any 9.8. Select a recent sample of several days of offsite tracking logs 
and. all media that is moved from a for: all media, and verify the_ presence in the. logs of tracking details_ 
secured area (especially when media is and proper management authorization. 
distributed to individuals). 

9.9_ Maintain strict control. over. the. 9.9_ Obtain and examine the. policy for. controlling storage_ and 
storage and accessibility of media. maintenance of all media and verify that the policy requires periodic 

media inventories. 

9.9. t Property maintain inventory logs of. 9.9. l Obtain and review the. media inventory log to_ verify_ that 
all media and conduct media inventories periodic media inventories are performed at least annually. 
at least annually_ 
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9.10 Destroy media when it is no longer_ 
needed. for business. or. legal reasons as 
follows: 

9.10. t Shred, incinerate. or. pulp 
hardcopy materials so that cardholder 
data cannot be. reconstructed. 

9.10.2. Render card holder. data on 
electronic media unrecoverable so that 
cardholder data cannot be 
reconstructed. 

Testing Procedures. 

9.10 Obtain and examine. the. periodic media destruction policy and 
verify. that it covers all media, and confirm the following: 

9.10.1.a Verify that hard-copy materials. are crosscut shredded, 
incinerated,. or pulped such that there is. reasonable. assurance the. 
hard-copy materials. cannot be. reconstructed. 

9.10.1.b. Examine storage containers used for information to be 
destroyed to verify that the. containers are secured. For example, 
verify_ that a "to-be-shredded" container has a lock preventing 
access to its contents. 

9.10.2 Verify that card holder. data on electronic media is rendered 
unrecoverable via a secure wipe program in accordance with 
industry-accepted standards for secure deletion, or. otherwise 
physically destroying the media (for example, degaussing), 
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Regularly_ Monitor and Test Networks 

Requirement 10: Track and monitor all access to network resources and cardholder data 

Logging mechanisms and the ability to track user. activities are critical in preventing, detecting, or minimizing the impact of a data compromise. The 
presence of logs in all environments_ allows thorough tracking, alerting, and analysis when something does go wrong. Determining the cause. of a 
compromise is very difficult, if not impossible,_ without system activity logs. 

PCI DSS Requirements 

10.t Establish a process for linking all 
access_ to system components 
(especially access done with. 
administrative_ privileges such as root) to 
each individual user. 

10.2. Implement automated audit trails for 
all system components to. reconstruct the_ 
following events:. 

10.2.1 All individual accesses to 
cardholder data_ 

10.2.2. All actions taken by any 
individual. with root or. administrative 
privileges_ 

10.2.3_ Access to all audit trails_ 

10.2.4_ Invalid logical. access attempts 

10.2 5 Use of identification and_ 
authentication mechanisms_ 

10.2.6_ Initialization of the audit logs 

10.2.7 Creation and deletion. of 
system-level objects 

10.3 Record at least the following audit 
trail_ entries_ for. all. system. components_ 
for each event:. 

Testing Procedures 

10.1 Verify through observation and interviewing the system 
administrator, that audit trails are_ enabled and active for system 
components. 

10.2 Through interviews, examination of audit logs, and 
examination. of audit. log settings, perform. the_ following:_ 

10.2.1 Verify. all individual access to cardholder data is logged. 

10.2.2. Verify actions_ taken by any individual with root or. 
administrative privileges. are logged. 

10.2.3 Verify access. to all audit trails is logged. 

10.2.4. Verify invalid logical access attempts are logged .. 

10.2.5 Verify use of identification and authentication 
mechanisms is logged. 

10.2.6 Verify initialization of auditlogs is logged. 

10.2.7. Verify creation and deletion of system level objects are 
logged .. 

10.3 Through interviews and observation, for each auditable 
event (from 10.2), perform the. following: 
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PCI DSS Requirements Testing Procedures 

10 3 1 u ·d rn r . . ser 1 en 1 ca ion 10 3 1 v "f .d ffi r . . I d d . .. en y user 1 en 1 1ca ion is. inc u e in og en nes. 

10.3.2 Type of event 10.3.2. Verify type of event is included in log entries. 

--
10.3.3 Date and time 10.3.3. Verify date and time stamp is included in log entries. 

10.3.4. Success or failure indication 10.3.4 Verify success or failure indication is included in log 
entries. 

10.3.5 Origination of event 10.3.5 Verify. origination. of event is included in log entries. 

10.3.6 Identity or name of affected 

I 
10.3.6. Verify identity or name of affected data,. system 

data, system component. or resource. component,. or resources. is included in log entries. 

10.4 Using time-synchronization 10.4.a Verify that time-synchronization technology is 
technology. synchronize all critical implemented and kept current per. PCI DSS Requirements 6.1 
system clocks. and times and ensure and 6.2. 
that the. following is. implemented for 10.4.b Obtain and review the process for acquiring,. distributing 
acquiring, distributing, and storing time. and storing the correct time. within. the. organization, and review. 

Note: One example of time the. time-related system-parameter settings for a sample of 
synchronization technology is Network system components. Verify the. following. is included in the. 
Time Protocol (NTP). process and implemented: 

10.4.1 Critical systems have. the. 10.4.1.a Verify that only. designated central time servers receive 
correct and consistent time. time signals. from external. sources. and time signals from 

I 
external sources are based on International Atomic Time or 
UTC. 

10.4.1.b Verify. that the designated central. time servers peer 

I 
with. each other to keep. accurate time,. and other internal. servers 
receive time only from the. central time servers. 

10.4.2 Time data is protected. 10.4.2.a Review system. configurations. and time-synchronization 
settings. to verify that access to time data is restricted to only 
personnel with a business need to access time data .. 

10.4.2.b Review system configurations and time synchronization 
settings and processes to verify that any changes to time 
settings on critical systems are logged, monitored, and reviewed .. 

PC! DSS Requirements and Security. Assessment Procedures, Version 2.0 
Copyright 2010 PC! Security Standards Council LLC 

In Place. Not in Place 

. . 

- . . . . 

.. 
-

~ 

I 

. . 

Target Date/ 
Comments 

. . 

--
. . 

.. 

FTC-0002149 

October 201 o 
Page56 



PCl DSS Requirements. 

10.4.3. Time settings. are. received. from 
industry-accepted time sources. 

Testing Procedures. 

10.4.3 Verify that the time servers, accept time. updates. from 
specific, industry-accepted external sources (to prevent a 
malicious individual from changing the clock)_ Optionally, those 
updates can be encrypted with. a symmetric key, and access. 
control lists. can be created that specify the IP addresses. of 
client machines. that will be. provided with. the. time updates (to 
prevent unauthorized use. of internal time servers) .. 

--+----

10.5 Secure audit trails so they cannot 
be altered .. 

10.5 Interview system administrator and examine permissions to 
verify that audit trails. are secured so that they cannot be. altered 
as.follows: 

10.5. t Limit viewing of audit trails to 
those. with. a job-related need. 

10.5.2. Protect audit trail files. from 
unauthorized modifications. 

10.5.1 Verify that only individuals who have a job-related need 
can view. audit trail files. 

10.5.2 Verify that current audit trail files are protected from 
unauthorized modifications via access control mechanisms, 
physical segregation, and/or network segregation. 

10.5.3. Promptly back up. audit trail. files. 11o.5.3 Verify that current audit trail. files are. promptly backed up 
to a. centralized log server or: media to a centralized log server or media that is difficult to alter. 
that is difficult to. alter .. 

10.5.4. Write logs for external-facing 
technologies onto a log server: on the 
internal LAN. 

10.5.5 Use file-integrity monitoring or 
change-detection software on logs to. 
ensure that existing log data cannot be 
changed without generating alerts. 
(although new data being added 1 
should not cause an alert). 

10.5.4 Verify that logs for external-facing. technologies (for 
example. wireless, firewalls, DNS. mail) are offloaded or copied 
onto a secure centralized internal log server or media. 

10.5.5 Verify the use. of file-integrity monitoring or change
detection software for logs by examining system settings. and 
monitored files and results from monitoring activities .. 
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10.6 Review logs for all system 
components at least daily Log reviews 
must include. those. servers that 
perform security functions like 
intrusion-detection system (IDS) and 
authentication, authorization, and 
accounting protocol (AAA) servers. (for 
example, RADIUS). 

Note: Log harvesting, parsing, and 
alerting tools may be used to meet 
compliance with Requirement 10.6. 

10.7 Retain audit trail history for at least 
one. year, with a minimum of three 
months immediately available. for. 
analysis. (for example, online, archived. 
or restorable. from back-up). 

I 
I 

Testing Procedures 

10.6.a Obtain and examine security policies and procedures to 
verify that they include procedures to review security logs at 
least daily and that follow-up to. exceptions is required. 

10.6.b Through observation and interviews. verify that regular 
log reviews are performed for all. system components. 

1 10.7.a Obtain and examine security: policies and procedures and 
verify that they include audit log retention policies. and require 
audit log retention for. at least one year_ 

j 10.7.b Verify that audit logs are. available for at least one year and 
processes are in place. to. immediately restore at least the. last 
three months' logs for. analysis. 

--
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Requirement 11: Regularly test security systems and processes. 

Vulnerabilities are being_ discovered continually by. malicious individuals and researchers, and being introduced. by new software. System 
components,. processes, and. custom software. should be tested frequently to ensure security controls continue to. reflect a changing. environment.. . 

PCI DSS Requirements 

11.1 Test for the presence of wireless 
access. points and detect unauthorized. 
wireless access points on. a quarterly 
basis ... 

Note: Methods that may be used in the. 
process include but are not limited to. 
wireless network scans, physical/logical 
inspections of system components and 
infrastructure, network access control 
(NAG), or wireless /OSI /PS. 

Whichever methods are used, they must 
be sufficient to detect and identify any 
unauthorized devices. 

Testing Procedures 

11.1 .a Verify that the entity has a documented process to detect 
and. identify wireless. access. points. on. a quarterly basis .. 

11.1 .b Verify that the. methodology is adequate to detect and 
identify. any unauthorized wireless. access points. including at least 
the following: 

• WLAN cards inserted into system components 
• Portable wireless devices. connected to system components 

(for example,. by USB, etc.) 
•. Wireless devices attached to a network port or network device 

11.1.c Verify that the documented. process to identify unauthorized 
wireless access points is performed at least quarterly for all system 
components and facilities. 

11 .1.d If automated monitoring is utilized (for example, wireless 
IDS/IPS,. NAC, etc.), verify the.configuration will generate alerts to 
personnel. 

11.1 .e Verify the organization's. inddent response plan 
(Requirement 12.9) includes. a response. in the. event unauthorized 
wireless devices are detected. 
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PCI DSS Requirements. 

11.2. Run internal and. external network 
vulnerability scans at least quarterly and 
after any significant change_ in the 
network (such as. new system component 
installations, changes in network 
topology, firewall. rule modifications. 
product upgrades). 

Note: It is not required that four passing 
quarterly scans must be. completed for 
initial PC/ DSS compliance_ if the 
assessor verifies 1) the most recent scan 
result was a passing scan, 2) the entity 
has documented policies and procedures 
requiring quarterly scanning, and 3) 
vulnerabilities noted in the scan results 
have been corrected as. shown in a re
scan. For subsequent years after the 
initial PC/ DSS review, four passing 
quarterly scans must have occurred. 

11.2.1. Perform. qvarterly internal. 
vulnerability scans. 

Testing. Procedures 

11 .2. Verify that internal. and. externa I vulnerability scans are 
performed as follows:_ 

11.2.1.a Review the scan reports. 
internal scans occurred in the mo 

and verify that fou~ quarterly 
st recent 12-month period. 

and verify that the. scan process 11.2.1.b Review the scan reports_ 
includes rescans until passing res 
vulnerabilities as defined in PCI D 

ults are. obtained,. or all "High" 
SS Requirement 6.2 are 

resolved .. 

s performed by a qualified 
ernal third party, and if 

dence of the. tester exists (not 

11.2.1.c Validate that the scan wa 
internal. resource(s) or qualified ext 
applicable, organizational indepen 
required to be a QSA or ASV). 

PC! DSS Requirements and Security Assessment Procedures, Version 2.0 
Copyright 2010 PCL Security Standards Council LLC 

In Place Not in 
Place 

. . 

. ' 

.. 

--

Target Date/. 
Comments 

- - -

- .. 

- . 

FTC-0002153 

October 201 o 
Page 60 



PCI DSS Requirements. 

11.2.2 Perform quarterly external 
vulnerability scans via an Approved 
Scanning Vendor (ASV), approved b 
the Payment Card Industry Security 
Standards. Council (PCI SSC). 

y 

Note: Quarterly external vulnerability 
scans must be performed by an 
Approved Scanning Vendor (ASV), 
approved by the Payment Card 
Industry Security Standards Council 
(PC/ SSC). Scans conducted after 
network changes may be performed by 
internal staff .. 

11.2.3. Perform internal and external. 
scans after any significant change. 

s Note: Scans conducted after. change 
may be performed by internal staff. 

Testing Procedures 

11.2.2.a Review output from the. four most recent quarters of 
external vulnerability scans and verify that four quarterly scans 
occurred in the most recent 12-month period. 

11.2.2.b Review the. results. of. each quarterly. scan to ensure that 
they satisfy the ASV Program Guide requirements (for example, 
no vulnerabilities rated higher than a 4 .0 by the CVSS and no 
automatic failures). 

11.2.2.c. Review the. scan reports to verify that the scans were 
completed by an Approved Scanning Vendor (ASV), approved by 
the. PCI SSC. 

11.2.3.a Inspect change control documentation and scan reports 
to verify that system components_ subject to any significant 
change. were scanned. 

11.2.3.b Review scan reports and verify that the scan process 
includes rescans until: 

• For external scans, no vulnerabilities exist that are scored . 
greater than a 4.0 by the CVSS, . . For internal scans,. a passing result is obtained or all "High" . 
vulnerabilities as defined in PCI. DSS Requirement 6.2. are 
resolved. 

11.2.3.c. Validate that the scan was. performed by a qualified 
internal resource(s) or qualified external. third party, and if 
applicable, organizational. independence. of the. tester exists (not 
required to be a QSA or.ASV). 

PC/ DSS Requirements and Security Assessment Procedures, Version 2.0 
Copyright 2010 PCL Security Standards Council LLC 

In Place 

I 
I 

Not in 
Place 

Target Date/ 
Comments 

.. . 

--

.. -

.. 

--

FTC-0002154 

October 201 o 
Page 61 



PCI DSS Requirements 

11 3 Perform external and internal 
penetration testing at least once a year 
and after any significant infrastructure or 
application upgrade or modification (such 
as an operating system upgrade, a sub
network. added. to the environment, or. a. 
web server. added. to the environment). 
These penetration tests must include the 
following: 

11.3.1 Network-layer penetration tests. 

11.3.2 Application-layer penetration 
tests 

11.4 Use intrusion-detection systems, 
and/or intrusion-prevention_ systems to 
monitor all traffic at the perimeter of the 
cardholder data environment as well as 
at critical points inside of the cardholder 
data environment, and alert personnel to 
suspected compromises. 

Keep all intrusion-detection. and 
prevention engines, baselines, and 
signatures up-to-date. 

Testing Procedures 

11.3.a Obtain and examine the results from the most recent 
penetration test to. verify that penetration testing is performed. at 
least annually and after any significant changes to the environment. 

11 .3.b Verify that noted exploitable vulnerabilities were. corrected 
and testing repeated. 

11 .3.c Verify that the test was. performed by a qualified internal. 
resource or qualified external third party, and if applicable, 
organizational independence of the tester exists (not required to be 
a QSA or ASV). 

11.3.1 Verify that the penetration test includes network-layer 
penetration tests .. These tests should include. components that 
support network functions as well as operating systems. 

11.3.2 Verify that the penetration test includes. application-layer 
penetration tests. The tests shoutd include, at a minimum. the 
vulnerabilities listed in Requirement 6.5. 

11.4.a Verify. the use of intrusion-detection. systems. and/or 
intrusion-prevention systems and that all traffic. at the perimeter of 
the cardholder data environment as well as at critical points in the 
card holder data environment is monitored. 

11 .4.b Confirm IDS and/or IPS are configured lo alert personnel of 
suspected. compromises .. 

11.4.c. Examine IDS/IPS configurations and confirm IDS/IPS 
devices. are configured, maintained. and updated per vendor 
instructions to ensure optimal protection._ 
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PCI DSS Requirements 

11 .5 Deploy file-integrity monitoring tools 
to alert personnel to unauthorized 
modification of critical system files, 
configuration files, or content files; and 
configure the software to perform critical 
fi le comparisons at least weekly. 

Note: For file-integrity monitoring 
purposes, critical files are usually those 
that do not regularly change, but the. 
modification of which. could indicate a 
system compromise or. risk of 
compromise_ File-integrity monitoring 
products usually come pre-configured 
with critical files for the related operating 
system. Other critical files, such as those 
for. custom applications, must be 
evaluated and defined by the entity (that 
is, the merchant or service provider). 

Testing Procedures 

11 .5.a Verify the use of file-integrity monitoring tools within the 
card holder data environment by observing system settings and 
monitored files, as well as reviewing results. from monitoring 
activities. 

Examples of files that should be monitored:. 

• System executables 

• Application executables 

• Configuration and parameter files 

• Centrally stored, historical or archived, log and audit files 

11.5.b Verify the tools are configured to alert personnel to 
unauthorized modification of critical files, and to perform critical file. 
comparisons at least weekly. 
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Maintain an Information Security Policy 

Requirement 12: Maintain a policy that addresses information security for all personnel. 

A strong security policy sets the security tone. for the whole entity and informs personnel what is expected of. them. AIL personnel should be aware. 
of the. sensitivity of data and their responsibilities for protecting it. For the purposes of Requirement 12, "personnel" refers to full-time and part-time 
employees, temporary employees, contractors and consultants who. are_ "resident" on the entity's site. or otherwise have access to. the cardholder 
data environment. 

PCI DSS. Requirements Testing Procedures 

-
12.1. Establish, publish, maintain, and 12.1. Examine the information security policy and verify that the. 
disseminate. a security policy that policy is. published and. disseminated to. all relevant personnel 
accomplishes the. following: (including vendors. and. business. partners). 

12.1. l Addresses. all PCI DSS 12.1.1 Verify that the policy addresses all PCI DSS requirements. 
requirements. 

12.1.2 Includes. an. annual process. that 12.1.2.a Verify. that an annual risk assessment process is 
identifies threats, and vulnerabilities, documented that identifies threats, vulnerabilities. and results in a 
and results in a formal risk assessment. formal risk assessment. 

(Examples of risk assessment 12.1.2.b Review risk assessment documentation. to verify that the 
methodologies. include but are. not risk assessment process is performed at least annually. 
limited to.OCTAVE, IS0.27005 and. 
NIST SP 800-30.) 

12.1.3 Includes. a review atleast 12.1.3 Verify that the. information security policy is reviewed at 
annually and updates when the least annually and updated as needed to reflect changes to 
environment changes. business objectives or the risk environment. 

12.2 Develop daily operational. security 12.2 Examine the daily operational security procedures. Verify that 
procedures that are consistent with they are consistent with this specification, and include 
requirements in this specification (for administrative and technical procedures for each of the. 
example, user account maintenance. requirements. 
procedures,. and log review procedures). 
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PCI DSS Requirements Testing Procedures 

12.3 Develop usage policies. for critical 12.3 Obtain and examine the. usage policies for critical technologies 
technologies (for example, remote- and perform the following: 
access technologies, wireless 
technologies, removable electronic 
media, laptops, tablets,. personal 
data/digital assistants (PDAs), e-mail 
usage and Internet usage) and define 
proper. use of these. technologies. Ensure 
these usage policies require the. 
following: 

-
12.3.1 Explicit approval by authorized 12.3.1 Verify that the. usage policies require explicit approval from 
parties authorized parties to use the technologies. 

12.3.2. Authentication for use of the 12.3.2 Verify that the usage policies require. that all technology 
technology use be authenticated with user ID and password or other 

authentication item (for example, token). 
-- --

12.3.3 A list of all such devices and 12.3.3 Verify that the usage policies require a list of all devices 
personnel with access and personnel authorized lo use the. devices. 

12.3.4 Labeling of devices to determine. 12.3.4 Verify that the usage policies require. labeling of devices 
owner,_ contact information and. purpose with. information that can be. correlated to. owner, contact 

information and purpose. 
-

12.3.5 Acceptable. uses of the. 12.3.5 Verify that the usage policies require. acceptable. uses for. 
technology the. technology .. 

12.3.6. Acceptable. network locations for 12.3.6 Verify that the usage policies require acceptable network 
the technologies locations for the. technology. 

12.3. 7. List of company-approved 12.3.7 Verify that the usage. policies. require_ a. list of company-
products approved products. 

12.3.8. Automatic disconnect of 12.3.8. Verify that the usage policies require. automatic disconnect 
sessions. for. remote-access of sessions for remote-access. technologies. after. a specific period 
technologies after a specific period of of inactivity. 
inactivity 

12.3.9 Activation of remote-access 12.3.9 Verify that the usage policies require activation of remote-
technologies for vendors and business access technologies used by vendors. and business partners. only 
partners only when needed by vendors. when needed by vendors and business partners,_ with immediate 
and business partners, with immediate deactivation after use. 
deactivation after use 
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PCL DSS Requirements Testing Procedures 

12.3.10 For personnel accessing 12.3.10.a Verify that the usage policies prohibit copying, moving, 
cardholder data via remote-access or storing of card holder data onto local_ hard drives and removable 
technologies, prohibit copy, move, and electronic_ media when accessing such data via remote-access 
storage of cardholder data onto local technologies. 
hard drives and removable electronic 12.3.10.b For personnel with proper authorization,. verify that 
media, unless explicitly authorized for. a usage policies require the protection of cardholder data in 
defined business need. accordance with PCI DSS Requirements. 

12.4 Ensure that the. security. policy_ and 12.4. Verify that information security policies clearly define 
procedures clearly define_ information information security responsibilities_ for all personnel. 
security responsibilities for all personnel. 

12.5. Assign to an individual or team the 12.5. Verify the. formal assignment of information security to a Chief 
following information security Security Officer or other security-kriowledgeable member of 
management responsibilities: management. 

Obtain and examine information security policies and procedures to 
verify that the following information security responsibilities are 
specifically and formally assigned: --

12.5.1 Establish,. document, and 12.5.1. Verify that responsibility for_ creating. and distributing 
distribute security policies and security policies and procedures is formally assigned. 
procedures_ 

-
12.5.2 Monitor and analyze security 12.5.2 Verify that responsibility for monitoring and analyzing 
alerts and information, and distribute to security alerts. and distributing information to appropriate 
appropriate personnel. information security and business unit management personnel is 

formally assigned. --
12.5.3 Establish, document, and 12.5.3 Verify that responsibility for creating and distributing 
distribute security incident response security incident response and escalation procedures is formally 
and escalation procedures to ensure assigned. 
timely and effective handling_ of all 
situations. 

12.5.4 Administer user accounts, 12.5.4 Verify that responsibility for administering user account and. 
including additions, deletions, and authentication management is formally assigned. 
modifications 

12.5.5 Monitor and control all access to 12.5.5 Verify that responsibility for monitoring and controlling all 
data. access to_ data is formally assigned. 
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PCI DSS Requirements 

12.6 Implement a formal security 
awareness program to make all 
personnel. aware. of the importance of 
cardholder data security. 

12.6.1 Educate personnel upon hire 
and at least annually. 

Note: . Methods can vary depending on 
the role of the personnel and their level 
of access to the cardholder. data .. 

12.6.2 Require personnel to 
acknowledge at least annually that they 
have read and understood the security 
policy and procedures. 

12.7 Screen potential personnel prior to 
hire_ to minimize. the. risk of attacks. from 
internal sources. (Examples of 
background checks. include previous 
employment history, criminal record, 
credit history, and reference checks.} 

Note: . For those potential personnel to 
be hired for certain positions such as 
store cashiers who only have access to. 
one card number at a time when 
facilitating a transaction, this requirement 
is a recommendation only. 

12.8 If cardholder data is shared with 
service. providers, maintain and 
implement policies and procedures to 
manage service providers. to include. the. 
following: 

12.8.1 Maintain a list of service 
providers . . 

Testing Procedures 

12.6.a Verify the_ existence of a format security awareness. program 
for all personnel. 

12.6.b Obtain and examine security awareness program 
procedures and documentation and perform the following: 

12.6.1.a Verify that the_ security awareness program provides 
multiple methods of communicating awareness and educating 
personnel (for example, posters, letters, memos, web based 
training,. meetings, and promotions). 

12.6.1.b Verify that personnel attend awareness training upon hire. 
and at least annually. 

12.6.2 Verify that the security awareness program requires 
personnel to acknowledge,. in writing or electronically. at least 
annually that they have read and understand the information 
security policy. 

12.7 Inquire with Human Resource department management and 
verify that background checks are conducted (within the constraints. 
of local laws} on potential personnel prior. to hire who will have 
access. to card holder data or the. cardholder data environment.. 

12.8 If the entity shares card holder data with service providers (for 
example, back-up tape storage facilities. managed service providers 
such as Web hosting companies or security service providers, or 
those. that receive data for fraud modeling_ purposes}, through. 
observation, review of. policies. and procedures, and review of 
supporting documentation, perform the following: 

12.8.1 Verify that a list of service providers is maintained. 
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PCI DSS Requirements 

12.8.2 Maintain. a written agreement 
that includes. an acknowledgement that 
the. service providers are responsible 
for the. security of cardholder data the 
service providers possess. 

12.8.3 Ensure there is an established 
process for engaging service providers 
including proper due diligence prior to 
engagement. 

12.8.4 Maintain a program to monitor 
service providers'. PCI. DSS compliance. 
status at least annually. 

12.9 Implement an incident response. 
plan. Be prepared to respond 
immediately to a system breach. 

12.9.1 Create the incident response 
plan to be. implemented in the event of 
system breach. Ensure the plan 
addresses the following. at a minimum: 

Roles, responsibil ities. and. 
communication and contact 
strategies in the event of a 
compromise including notification 
of the payment brands, at a 
minimum 

Specific incident response 
procedures 

Business recovery and continuity 
procedures 

Data back-up processes 

• Analysis of legal requirements for 
reporting compromises 

Coverage and responses of all 
critical. system components 

Reference or inclusion of incident 
response procedures from the 

Testing Procedures. 

12.8.2 Verify that the written. agreement includes an 
acknowledgement by the. service providers of their responsibility 
for securing cardholder data. 

12.8.3 Verify that policies. and procedures are documented and 
were followed including proper due diligence prior to engaging any 
service provider. 

12.8.4 Verify that the entity maintains. a program to monitor its 
service providers' PCI DSS compliance status at least annually. 

12.9 Obtain and examine the Incident Response Plan and related 
procedures and perform the following: 

12.9.1.a Verify that the incident response plan includes: 

• Roles, responsibilities, and. communication strategies in the 
event of a compromise including notification of the payment 
brands, at a minimum: 

• Specific incident response procedures 

• Business recovery and continuity procedures 

• Data back-up processes. 

• Analysis of legal requirements for reporting compromises (for. 
example, California Bill 1386 which. requires. notification of 
affected consumers in the event of an actual or suspected 
compromise for. any business with. California residents in their 
database) 

• Coverage. and. responses for all critical. system components 

• Reference or. inclusion of incident response procedures from 
the. payment brands 

In Place 

12.9.1.b Review doc_u_m_e_n-ta- tion from a previously. reported j _ .. 
incident or alert to verify that the documented incident response 
plan. and procedures were followed. 

Not in 
Place 
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PCL DSS Requirements 

12.9.2 Test the plan at least annually .. 

12.9.3 Designate specific personnel to 
be. available. on a 24/7 basis to respond. 
to alerts. 

12.9.4 Provide appropriate training to 
staff with. security breach response 
responsibilities. 

Testing Procedures 

12.9.2. Verify that the. plan is tested at least annually .. 

12.9.3 Verify through observation and, review of policies, that 
designated personnel are available for 24/7 incident response and 
monitoring coverage for any evidence of. unauthorized activity, 
detection of unauthorized wireless access points. critical IDS 
alerts, and/or reports of unauthorized critical system or. content file. 
changes. 

12.9.4 Verify through observation and review of policies that staff 
with. responsibilities. for security breach. response. are periodically 
trained. 

--+--

12.9.5 Include alerts from intrusion
detection, intrusion-prevention, and. file
integrity monitoring systems .. 

12.9.6 Develop a process to. modify and 
evolve. the incident response plan 
according to. lessons. learned and to 
incorporate industry developments. 

12.9.5 Verify through observationi and_ review of. processes that 
monitoring and responding to alerts from security systems 
including detection. of. unauthorized wireless access points_ are 
covered in the Incident Response Plan. 

12.9.6_ Verify through observationi and_ review of policies that there 
is a process to modify. and evolve the incident response plan 
according to lessons. learned and to incorporate. industry 
developments. 
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Appendix A: Additional PCI DSS Requirements for Shared Hosting Providers 

Requirement A. 1: Shared hosting providers must protect the cardholder data environment 

As referenced in Requirement 12.8, all service. providers with access to cardholder data (including shared hosting providers) must adhere to the 
PCI DSS .. In addition, Requirement 2.4 states that shared hosting providers must protect each entity's hosted environment and data. Therefore, 
shared hosting providers must additionally comply with the requirements in this Appendix. 

Requirements. 

A.1 Protect each entity's (that is. 
merchant, service. provider, or 
other entity) hosted 
environment and data, per: A.1 .1. 
through A.1 k 

A hosting provider must fulfil l 
these requirements as well as 
all other. relevant sections of the 
PCl.DSS .. 

Note: Even though a hosting 
provider may meet these. 
requirements, the compliance of 
the entity that uses the hosting 
provider is not guaranteed .. 
Each entity_ must comply with 
the PC! DSS and validate 
compliance as applicable. 

A.1.1 Ensure that each entity 
only. runs processes that have 
access to that entity's 
cardholder data environmenL 

Testing Procedures 

A.1 Specifically for a PCL DSS. assessment of a shared hosting provider, to 
verify that shared hosting providers. protect entities' (merchants and service. 
providers) hosted environment and data, select a sample of servers 
(Microsoft W indows.and Unix/Linux) across a representative sample of 
hosted merchants and service providers, and perform A.1.1 through A.1.4 
below: 

A.1.1 If a shared hosting provider allows. entities (for. example. merchants 
or service. providers) to run. their own. applications,. verify these application. 
processes. run using the unique ID. of the. entity. For example: 

No. entity. on the. system can use. a shared web. server user ID. 

All. CGI. scripts. used by. an entity. must be created and run as the. entity's 
unique user ID. 
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Requirements 

A.1 .2 Restrict each entity's. 
access and privileges to. its 
own cardholder data 
environment only. 

Testing Procedures 

A.1.2.a Verify the user ID of any application. process is not a privileged 
user (root/admin). 

A.1.2.b Verify each. entity (merchant, service provider) has read, write, or 
execute permissions only for files and. directories it owns. or for necessary. 
system files (restricted via file system permissions, access control lists, 
chroot,jailshell, etc.) 

Important~ An entity's files may not be shared by group. 

A.1.2.c Verify that an entity's users do not have write access to shared. 
system binaries. 

~d Verify that viewing. of log entries is. restricted to. the owning ent~. 
r· A.1.2:e To ensure. each entity cannot monopolize server resources. to. 

exploit vulnerabilities (for example, error .. race, and. restart conditions, 
resulting in, for example, buffer overflows), verify restrictions are in place 
for: the. use of these system resources: . 

Disk space 

• Bandwidth 

In Place 

A.1.3. Ensure logging and 
audit trails are enabled and 
unique to each entity's 
cardholder data environment 
and consistent with PCI DSS 
Requirement 10. 

• Memory 

h• CPU r--

A.1.3. Verify the shared hosting provider has enabled logging as follows. 
for each merchant and service provider environment: 

A.1 .4 Enable processes. to. 
provide for timely forensic 
investigation in the event of a 
compromise to any hosted 
merchant or service provider. 

Logs. are enabled for common third-party. applications. 

Logs. are active by default. 

Logs are. available for review by the. owning entity. 

Log locations are clearly communicated to. the. owning entity. 

A.1.4. Verify the. shared. hosting provider has written policies that provide 
for a. timely forensics investigation of related servers in the event of a 
compromise. 
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Appendix B: Compensating Controls. 

Compensating controls. may be. considered for most PCI DSS requirements when an entity cannot meet a 
requirement explicitly as stated, due to legitimate technical or documented business constraints,. but has 
sufficiently mitigated the risk associated with the requirement through implementation of other, or 
compensating, controls . . 

Compensating controls must satisfy the following. criteria: 

1. Meet the intent and rigor of the. original PCI DSS requirement. 

2. Provide a similar level of defense as. the original PCI DSS requirement, such that the compensating 
control sufficiently offsets the risk that the. original PCI DSS requirement was designed to defend 
against. (See Navigating PC/ OSS for. the. intent of each. PCI. DSS requirement.). 

3. Be "above and beyond" other PCI DSS requirements. (Simply being in compliance with other PCI 
DSS requirements is not a compensating. control.) 

When evaluating "above and beyond" for. compensating controls, consider the. following: 

Note: The items at a) through c) below are intended as examples only. All compensating controls must be 
reviewed and validated for sufficiency by the assessor. who conducts the PCl OSS review .. The. 
effectiveness of a compensating control is dependent on the specifics of the environment in which the 
control is implemented, the surrounding security controls, and the configuration of the control. Companies 
should be aware that a particular compensating control will not be effective in all environments. 

a) Existing PCI DSS requirements CANNOT be considered as compensating controls if they are 
already required for the. item under review .. For. ·exampl·e,. passwords for non-console 
administrative access must be sent encrypted to mitigate the risk of intercepting clear-text 
administrative. passwords. An entity cannot use other PCI. DSS. password requirements (intruder. 
lockout, complex passwords, etc.) ta. compensate for lack. of. encrypted passwords, since. those. 
other password requirements do not mitigate the. risk of interception of clear-text passwords. Also,. 
the other password controls are. already, PCI DSS requirements. for the item. under review 
(passwords). 

b) Existing. PCI DSS requirements MAY be considered as compensating controls if they are required 
for another area, but are not required for the item. under review. For example, two-factor 
authentication is a PCI. DSS requirement for remote access .. Two-factor authentication from within 
the internal network can also. be. considered as. a compensating control for non-console. 
administrative access when transmission of encrypted passwords cannot be. supported. Two
factor authentication may be an acceptable compensat ing control if: (1) it meets the. intent of the 
original. requirement by addressing. the risk of intercepting clear-text administrative passwords; 
and (2) it is set up properly and in a secure. environment. 

c) Existing PCI DSS. requirements may be combined with new controls to become a compensating 
control.. For example, if a company is unable to render cardholder data unreadable per. 
Requirement 3.4 (for example, by encryption), a compensating control could consist of a device 
or combination of devices, applications, and controls that address all of the following: ( 1) internal 
network segmentation; (2) IP address or MAC address. filtering; and (3) two-factor authentication 
from within the internal network .. 

4. Be. commensurate. with the. additional. risk imposed by not adhering to the. PCI DSS requirement 

The assessor is. required to thoroughly evaluate compensating controls during each annual PCI. DSS 
assessment to validate. that each compensating control adequately addresses the risk the original PCI 
DSS requirement was designed to address, per items. 1-4 above .. To maintain compliance, processes. and 
controls. must be. in place to ensure compensating controls remain effective after the. assessment is 
complete. 
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Appendix C:. Compensating. Controls. Worksheet 

Use this worksheet to define compensating controls for any requirement where compensating controls 
are used to meet a PC/ OSS requirement. Note that compensating controls should also be documented in 
the Report on Compliance in the corresponding PC/ OSS requirement section. 

Note: Only companies that have undertaken a risk analysis and have legitimate technological or 
documented business constraints can consider the. use. of compensating controls to achieve compliance. 

Requirement Number and Definition: 

1. Constraints 

2. Objective 

3. Identified Risk 

4. Definition of 
Compensating 
Controls 

5. Validation. of 
Compensating 
Controls 

6. Maintenance 

Information Required 

List constraints precluding compliance 
with. the. original requirement. 

Define the. objective of the. original. 
control; identify the objective met by the 
compensating control. 

Identify any additional risk posed by the 
lack of the original control. 

Define the compensating controls and 
explain. how they address the. objectives. 
of the. original control. and the increased 
risk, If any. 

Define how the. compensating controls. 
were validated and tested. 

Define process and controls. in place ta. 
maintain. compensating controls .. 

Explanation 
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Compensating Controls Worksheet - Completed Example. 
Use this worksheet to define. compensating controls for. any requirement noted as. "in place''. via 
compensating controls. 

Requirement Number: 8. 1-Are all users identified with a unique user name before allowing them to 
access system components or card holder data? 

1. Constraints. 

2. Objective 

3.. Identified Risk 

4. Definition of 
Compensating 
Controls 

5. Validation of 
Compensating 
Controls. 

6. Maintenance 

Information Required 

List constraints precluding 
compliance with the original 
requirement.. 

Define the objective of the 
original. control;. identify the 
objective met by the. 
compensating control. 

Identify. any additional. risk 
posed by the lack. of the 
original. control.. 

Define the compensating 
controls and. explain how 
they address the objectives 
of the. original control. and 
the. increased risk,. if any. 

Define. how the. 
compensating. controls. were 
validated and tested. 

Define process and controls 
in place to maintain 
compensating controls. 

Explanation 

Company XYZ employs stand-alone Unix 
Servers without LDAP. As such, they each 
require a "root" login. It is not possible for 
Company XYZ to manage the "root''. login nor 
is it feasible to log all "root" activity by each 
user .. 

The objective of requiring unique logins is 
twofold. First,. it is not considered acceptable 
from a security perspective to share login 
credentials. Secondly, having shared logins 
makes it impossible to state. definitively that a 
person is responsible for a particular action . . 

Additional risk is introduced to the access 
control system by not ensuring all users have 
a unique ID and are able to be tracked. 

Company XYZ is going to require all users to 
log into the servers from their desktops using 
the SU command. SU allows a user to access 
the. "root" account and perform actions under 
the. "root" account but is able to be logged in 
the SU-log directory. In this. way, each user's 
actions can be tracked through the SU 
account .. 

Company XYZ demonstrates to assessor that 
the SU command being executed and that 
those individuals utilizing the command are 
logged to identify that the individual is 
performing actions under root privileges. 

Company XYZ documents processes and 
procedures to ensure SU configurations are 
not changed, altered, or removed to allow 
individual users to execute root commands 

[ without being individually tracked or logged. 

FTC-0002167 
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Appendix D: Segmentation and Sampling of Business Facilities/System 
Components 

0--· 

Segmentation 
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Reports on Computer Systems Technology 

The Information Technology Laboratory (ITL) at the National Institute of Standards. and 
Technology (NlST) promotes the. U.S. economy and public. welfare by providing technical 
leadership for the nation's measurement and standards. infrastructure. ITL develops. tests, test 
methods, reference. data, proo( of concept implementations, and technical analyses. to. advance the 
development and productive use. of information technology. ITL's. responsibi lities include the. 
development of management,. administrative, technical,. and physical standards and guidelines for 
the. cost-effective security a nd. privacy of other. than nationa l security-related information in 
federal information systems. The. Special. Publication 800-series. reports on TTL's. research, 
guidelines, and outreach efforts in information system security, and its collaborative activities 
with industry, government,. and academic organizations. 
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Authority 

Trus. publicatio11 has. been developed by NIST to further its statutory responsibilities under the. 
Federat Informat ion. Security Management Act (FISMA), Public Law (P.L.). 107-347 .. NlST. is 
responsible for developing information secmity standards and guidelines, including minimum 
requirements for federal information systems, but such standards and guidelines shall not apply to 
national. security systems without the. express approval of appropriate. federal officials exer·c ising 
policy authority over such systems .. This. guideline is consistent with the. requirements. of the 
Office of Management and Budget (OMB) C ircular A-130 , Section 8b(3), Securing Agency. 
Information Systems, as analyzed in. C ircular A-130, Appe111dix IV: Analysis of Key Sections. 
Supplemental information is. provided in Circular. A-130, Appendix Ill, Securi(V of Federal 
Automated b1formation Resources .. 

Nothing in this. publ.ication should be taken to contradict the. standards and guidelines made 
mandatory and binding on federal agenc ies by the Secretary of Commerce under statutory 
authority. Nor should these guidelines be interpreted as altering or superseding the. existing 
authorities o t: the Secretary of Commerce. Directo r of the OMB, or any. other federal officia l. 
This. publication may be used by nongovernmental organ izations on a voluntary basis. and is. not 
subject to copyright in the. United States. Attribution would, however, be. appreciated by NIST. 

NIST Special. Publication 800-53A,. Revision. 1, 399 pages 

(June 2010) 

Certain commercial entities, equipment, or materials may be identified. in this document in order to 
describe an experimental procedure. or concept adequately. Such identification is not intended. to imply 
recommendation. or endorsement by NTST, nor. is. it intended to imply. that the entities,. materials, o r 
equipment are necessarily the best available for the purpose. 

There. may be references in this. publication to other publications currently under development by NIST 
in accordance. with its assigned. statutory responsibilities . . The information in this. publication,. including 
concepts and methodologies, may be. used by federal agencies even before the completion of such 
companiort publications. Thus, until each publication is completed, current requirements, guidelines, 
and. procedures, where. they. exist, remain operative . . For planning and transition purposes,. federal 
agencies may wish to. closely follow the. development of these new publications by NIST .. 

Organizations are encouraged to. review. all draft publications during public commenl periods and 
provide .feedback to. NIST . . All NIST publications, other than the. ones noted above, are. available a t 
http://csrc.nist.gov/publications. 

Comments on this publication may be submitted to: 

National Institute of. Standards and Technology 
Attn: Computer. Security Division, Information Technology. Laboratory 

100 Bureau Drive (Mail Stop 8930) Gaithersburg, MD 20899-8930 
Electronic. mail: sec-cert@nist.gov 
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Compliance with NIST Standards and Guidelines 

In accordance. with the provisions of FISMA, 1 the Secretary of Commerce shall, on the basis of 
standards. and guidelines developed by NIST. prescribe standards. and guidelines pertaining to. 
federal information systems .. The Secretary shall make standards compulsory and binding to the 
extent determined necessary by the Secretary to improve the efficiency of operation or security of 
federal information systems . Standards. prescribed shall include information. security standards. 
that provide mi nimum information security requirements. and are otherwise necessary to improve 
the security of federal information and information systems .. 

• Federal Information Processing. Standards (FIPS). are approved by the. Secretary of 
Commerce and issued by NIST in accordance with. FISMA . . FIPS are compulsory and 
binding for federal agencies.2

. FIS MA requires that federal agencies comply with these. 
standards,. and therefore, agencies. may not waive their use. 

• Special Publications (SPs) are developed and issued by NTST as recommendations and 
guidance documents. For other than national security programs and systems, federal 
agencies must follow those NIST Special Publicatmons mandated in a Federal [nformation 
Processing Standard. FIPS 200. mandates. the use of Special Publication 800-53, as 
amended .. ln addition, OMB policies (including OMB Reporting Instructions. for FlSMA 
and. Agency Privacy Management) state that for other than national security programs 
and systems, federal agencies must follow certain specific. NIST Special Publications.3 

• Other security-related publications, including interagency reports (NJSTIRs) and. ITL 
Bulletins, provide technical and other information about NIST's activities. These 
publications are mandatory only when spec ified by OMB .. 

• . Compliance. schedules. for NIST security standards and guide lines are. established by 
OMB in policies,. directives, or memoranda (e.g.,. annual FJSMA Reporting Guidance).4 

1 The. E-Govemment Act (P.L.. 107-347) recognizes the. importance of information security to the economic. and 
national security interests of the United States. Title m of the E-Government Act, entitled the Federal Information 
Security Management Act (FJSMA), emphasizes the. need. for organizations to develop, document, and implement an 
organization-wide program to provide security for the. informatioa systems. that supporl its operations. and asse1s. 
2 The term agency is. used in this publication in lieu of the. more general term organization, only in those. circumstances. 
where its usage. is directly related to other source. documents such as federal. legislation or policy. 

3 While federal agencies are required to follow certain specific NIST Special Publications in accordance with OMS 
policy, there is nexibili ty in how agencies. apply the guidance .. Federal agencies apply the security concepts and. 
principles. aniculated in the NIST Special Publications in accordance wi.th and in the context of the. agency's nlissions, 
business fu nctions, and environment of operation . . Consequent ly, the. application of NIST guidance by federal agencies. 
can result in. different security solutions that are equally acceptable, compliant wi th the guidance. and meet the. OMS 
definition of adequate. security for. federal information systems. Given the. higl1 priority of information sharing and 
transparency within the. federal government, agencies also. consider reciprocity in developing their information security 
solutions. When assessing federal agency compliance with NIST Special Publications, Inspectors General, evaluators, 
auditors, and assessors consider the. iment of the security concepts. and principles articulated within the. specific 
guidance documeut and how the agency applied the guidance in the context of its mission/business responsibllities, 
operational environment, and unique organizational conditions. 

4 Unless otherwise. stated, all references to NIST publications in this. document (i.e., Federal Information Processing 
Standards and Special. Publications) are. to the. most recent version of the publication .. 
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DEVELOPING COMMON INFORMATION SECURITY FOUNDATIONS 

COLLABORATION AMONG PUBLIC.AND PRIVATE.SECTOR ENTITIES 

In. developing standards and guidelines required by FJSMA, NTST consult$ with other. federal agencies 
and offices as well as the private sector to improve information security, avoid unnecessary and costly 
duplication of e ffort, and ensure that NIST publications arc complementary with the standards and 
guidelines employed for the protection of national security systems. In addition to its comprehensive 
public review and vetting process,. NIST is colJaborating with Lhc. Office. of the Director. of National 
Intelligence. (ODNI), the. Department of Defense (DOD), and the Committee on Nationa\ Security 
Systems (CNSS) to establish a common foundation for information security across the federal 
government. A common. fo undation for information security will provide the Intelligence .. Defense. 
and Ci vii sectors of the. federal government and their contractors, more uniform and consistent ways to. 
mannge the risk to organizational operation~ and assets,. individuals,. other organizations, and the 
Nation that results. from the. operation and use. of information systems .. A common foundation for 
information security will also provide. a strong basis for reciprocal acceptance. of security authorization 
decisions and facilitate information shar ing .. NIST. is. also working with public. and private sector 
entities. to. establish specific mappings and relationships. between the. security standards. and guidelines 
developed by. NIST and the. International Organization for Standardizario11 and International 
Electrotechnical Commission (lSO/IEC} 2700 l,. Jn formation Security Management System (ISMS) .. 
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Prologue 

" ... Through the process of risk management, leaders must. consider risk to U.S. interests.from 
adversaries. using cyberspace to. 1heir. advantage. andfrom our own efforts to employ the. global 
nature. of cyberspace to achieve objectives in military, intelligence, and business operations ... " 

" ... For operational plans development, the combination o.f threats, vulnerabilities, and impacts 
must be evaluated in order. to idenlffy. important. trends and decide where effort should be. applied 
to eliminate. or reduce. threat. capabilities; eliminate or reduce. vulnerabilities; and assess,. 
coordinate, and deconjlict all cyberspace operations ... " 

" ... Leaders at all levels are accountablefor ensuring readiness and security to the same degree 
as. in any. other. domain ... ''. 

-- THE NATIONAL STRATEGY FOR CYBERSPACE OPERATIONS 

OFFICE OF THE CHAIRMAN, J OINT.C HIEFS OF STAFF, U.S .. DEPARTMENT. OF DEFENSE. 
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Preface. 

Security control assessments are not about checklists, simple pass-fail results, or generating 
paperwork to pass inspections. or audits- rather,. security. controls. assessments. are the pri ncipal. 
vehicle used to verify that the implementers and operators of information systems. are meeting 
their stated security goals and objectives. Special Publicalion 800-53A, Guide.for Assessing the 
Security Controls in. Federal. Information Systems. and. Organizations,. is. written. to. faci litate 
security control assessments conducted within an effective risk management framework. The 
assessmenl results. provide. organizational officials with:. 

• Evidence. about the effectiveness of security controls. in organ izational information systems;. 

• An iJ1dication of the quality of the. risk management processes employed within the 
organization; and 

• . Information about the strengths and weaknesses of information systems which are supporting 
organizational missions and business functions in a global environment of sophisticated and 
changi ng threats .. 

The findings produced by assessors are used to determine the overall effectiveness of the secu1ity 
controls. associated with an information system (including. system-specific, common, and hybrid 
controls) and to provide credible and meaningful inputs to the organization's risk management 
process. A well-executed assessment helps to: (i) determine the. validity of the security controls. 
contained in the. security, plan and subsequently employed in the information system. and its 
environment of operation; and (ii) facilitate a cost-effective approach to correcting weaknesses or 
deficiencies in the system in an orderly and discipfo1ed manner consistent with organizational 
mission/business. needs .. 

Special Publication 800-53A is a companion guide! ine to Special Publication 800-53,. 
Recommended Security. Controls/or Federal Information. Systems and Organizations. Each 
publication provides guidance for implementing specific steps in. the Risk Management 
Framework (RMF).5 Special Publication 800-53 covers Step 2 in the RMF, security control 
selection (i.e., determining what security controls are needed to manage risks to organizational 
operations and assets, individuals, other organizations, and the Nation). Special Publication 800-
53A covers RMF Step 4, security control assessment, and RMF Step 6, continuous monitoring, 
and provides guidance on the security assessment process. This guidance includes how to build 
effective security assessment plans and how to analyze and manage assessment results .. 

Special Publication 800-53A allows organizations to tailor and supplement the basic assessment 
procedures provided . . The concepts of tailoring and supplementation used in. this document are 
simi lar.to the concepts described in Special Publication 800-53 .. Tailoring involves scoping the. 
assessment procedures to more closely match the characteristics of the information system and its 
environment of operation . . The tailoring process gives organizations the flexibil ity needed to 
avoid assessment approaches that are unnecessari ly complex or costly while simultaneously 
meeting the assessment requirements established by applying the fundamental concepts in the 
RMF. Supplementation involves. adding assessment procedures or assessment details. to 
adequately meet the risk management needs of the organization (e.g., adding organization
specific details such as system/platform-specific information for selected securi ty. controls). 
Supplementation. decisions. are. left to the discretion of the. organization in. order. to. maximize 

5
· Special Publication 800-37 provides. guidance ort applying the RMF to federal information systems .. 
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flex ibility in developing security assessment plans when applying the results. of 1isk assessments 
in determining the extent, rigor, and level of intensity of the assessments. 

While. flexibi lity continues to. be an important factor. in developing security assessment plans, 
consistency of assessments is also an important consideration. A major design objecti ve for 
Special Publication. 800-53A is to provide an assessment framework and initial starting poinl for 
assessment procedures. that are essential for. achieving such consistency. Jn addition to the 
assessment framework and initial starting point for assessment procedures, NIST initiated a n 
Assessment Case Development Project.6 The purpose of the. project is fourfo ld: (i). to actively 
engage experienced assessors from multiple. organizations in the. development of a representative 
set of assessment cases corresponding to the assessment procedures in Special Publication. 800-
53A; (ii) to provide organi zations and the assessors. supporting those. organizations. with an 
exemplary set of assessment cases for each assessment procedure in the catalog of procedures in 
this publication; ( iii) to provide a vehicle for ongoing community-wide review of the assessment 
cases. to. promote. continuous improvement in the assessment process. for. more consistent, cost
effective security assessments. of federal information systems;. and (iv} to serve as a basis for 
reciprocity among various communities of interest. The Assessment Case. Development Project 
is. descri bed in Appendix H. 

In addition to the assessment case project supporting this publ ication,. NIST also initiated the 
Security Content Automation Protocol (SCAP) 7 project that supports and complements. the 
approach for achieving consistent, cost-effective security control assessments .. . The primary 
purpose of the SCAP is. to. improve the. automated application, verification, and reporting of 
information technology product-specific security configuration settings, enabling organizations to 
identify and reduce the vulnerabilities associated with products that are not configured properly. 
As part of this initiative, an Open Checklist Interactive. Language. (OCIL)8 provides the capability 
to express. the. determination statements in the assessment procedures. in Appendix.F in a 
framework that will establish interoperabi lity with the validated tool sets supporting SCAP. 

6 An. assessment case represents. a worked example of an assessment procedure. that provides specific actions. that. an 
assessor might carry. out during !he assessmcm o[ a security. control or conlrol enhancement in an informatfon system .. 
7
. Special. Publicatioa 800- 126 provides. guidance on the technical. specification of the SCAP. Additional details on the. 

SCAP initiative, as well. as freely available. SCAP reference. data, can be. found at http://nvd.nist.gov. 
8 OCIL is a framework for expressing security checks that cannot be evaluated without some human interaction or 
feedback. It is used to determine the state of a system by presenting one or more questionnaires to its intended users. 
The. language includes. constructs. for questions, instructions for guiding users. towards. an answer, responses to 
questions. artifacts, and evaluation results. 
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CAUTIONARY. NOTES. 

Organizations should carefully. consider. the potentia l impacts of employing the assessment 
procedures defined in this. Special Publication when assessing the security controls in 
operational information. systems. Certain assessment procedures,. particularly those procedures. 
that directly impact the. operation of hardware, software, or firmware components of an 
information system, may. inadvertently affect the routfoe processing, transmission,. or storage of 
information supporting organizational missions. or. business functions . . For example,. a critical 
information system component may be. taken offline for assessment purposes. or a component 
may suffer a fault or. failure during the. assessment process. Organizations. should also take. 
necessary precautions. during security assessment periods to ensure that organizational missions 
and business. functions. continue. to. be supported by the. informatio11 system and that any potential 
impacts to operational effectiveness. resulting from the. assessment are. considered in advance .. 
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CHAPTER ONE 

INTRODUCTION 
THE NEED. TO ASSESS SECURITY CONTROL EFFECTIVENESS IN. INFORMATION SYSTEMS 

T oday's information systems9
. are. complex. assemblages of technology (i.e., hardware, . 

software, and firmware) , processes,. and people, working together to provide. organizations 
with the capability to process, store, and transmit information in a timely manner to 

support various missions. and business functions . . The degree to which organizations have come 
to depend upon these information systems to conduct routine, important, and critical missions and 
business functions means that the protection of the underly ing systems is paramount to the 
success of the. organization ... The. selection of appropriate. security controls. for an information 
system is an important task that can have major implications on the operations and assets of an 
organization as well as the. welfare of individuals.10 Security controls are. the management, 
operational,. and technical safeguards or countermeasures prescribed for an information system to 
protect the confidentiality, integrity (including non-repudiation and authenticity), and availability 
of the system and its information ... Once. employed within a n information system, security 
controls. are assessed to provide the. information necessary to determine. their overall 
effectiveness; that is, the extent to which the controls are imple mented correctly, operating as 
intended, and producing the desired outcome with respect to. meeting the security requirements 
for the system. Understanding the overall effectiveness of the security controls implemented in 
the information system and its envirnnment of operation is essential in determining the risk to the 
organization's operations and assets,. to individuals,. to other organizations, and to the Nation 
resulting from the use of the system .. 

1.1 . PURPOSE AND APPLICABILITY 

The purpose of this publication is to provide guidelines for building effective security assessment 
plans and a comprehensive set of procedures for assessing the effectiveness of security controls 
employed i_n information systems supporting the executive agencies of the federal government. 
The guidelines apply to the security controls defined in Special Publication 800-53 (as amended), 
Recommended Security Controls/or Federal Information Systems and Organizations. The 
guidelines have been developed to help achieve more secure information systems within the 
federal government by: 

• . Enabling more. consistent, comparable, and repeatable assessments of security controls with 
reproducible results; 

• Facilitating more cost-effective assessments. of security controls contributing to the 
determination of overall control effectiveness; 

• Promoting a better understanding of the. risks. to. o rganizational operations, organ izational 
assets, individuals, other organizations, and the Nation resulting from the operation and use 
of federal information systems; and 

9 An information system is. a discrete seL of infonnation resources. organized expressly for the collection, processing,. 
maintenance. use, shariJ1g. dissemination, or disposition of information. 

10 When selecting security controls for. an information system, the organization also considers potentia l impacts. to. other 
organizations and, in accordance with the. USA PATRIOT Act of 2001. and Homeland Security Presidential Directives, 
potential national-level impacts. 
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• Creating more. complete, reliable, and trustworthy. information for organizational officials. to 
support risk management decisions, reciprocity of assessment results, information sharing, 
and FISMA compliance. 

This publication satisfies the requirements of the Federal Information Security Management Act 
(FISMA) and meets. or exceeds the. information security requirements established for executive. 
agencies 11 by the Office of Management and Budget (OMB) in. Circular A- 130,. Appendix.III, 
Security of Federal Automated information Resources. The guidelines in this. publication are 
applicable to all federal information systems. other Lhan those systems designated as. national 
security systems as defined in 44 U.S.C., Section 3542 . . The guidel ines have been broadly 
developed from a technical perspective to complement similar guidelines for national security 
systems and may. be used. for such. systems. with the. approval of appropriate federal officials. 
exercising policy authority over such systems. State,. local, and tribal governments, as well as. 
private sector organizations are encouraged to consider using these guidelines, as appropriate. 12 

Organizations use. this publication in conjunction with an approved security plan in developing a 
viable. security assessment plan for producing and compiling the. information necessary to 
determine the effectiveness. of the secuiity controls employed in the. information system. This. 
publication has been developed with the intention. of enabling organizations to tailor and 
supplement the basic assessment procedures. provided. The assessment procedures are used as a 
starting point for. and as input to. che security assessment plan. In developing effective. security 
assessment plans, organizations take into consideration existing information about the security 
controls to be assessed (e.g., results. from organizational assessments of risk,. platform-specific 
dependencies in the hardware, software, or firmware, and any assessment procedures needed as. a. 
result of organization-specific controls not included in Special Publication 800-53). 11 

The selection of appropriate assessment procedures and the rigor,. intensity, and scope. of the 
assessment depend on three factors: 

• The security categorization of the information system; 14 

• The. assurance. requirements that the. organization intends to meet in determining the. overall 
effectiveness of the security controls; and 

11 An executive. (lgency is: (i) an executive department specified in. 5. U.S.C .• Section 101 :. (ii). a military department 
specified in 5 U.S.C., Section 102; (iii) an independent establishment as_ defined in 5. U.S.C., Section 104(1); and (iv) a 
wholly owned government corporation fully subject to the provisions of 31. U.S.C.,. Chapter 9 J .. In this publication, the 
term executive. agency is. synonymous. with the. term federal. agency. 

12 ln accordance. with the. provisions. of FISMA and OMB policy, whenever the. interconnection of federal information. 
systems to information systems operated by state/local/tribal governments, contractors,. or grantees. involves the. 
processing, storage, or transmission of federal information, the. information security standards and guidelines described 
in this. publication apply. Specific information. security, requirements. and the. terms and conditions. of the. system 
interconnections, are. expressed in the. Memorandums_ of Understanding and [nterconnection Security Agreements 
established by. participating organizations. 

13 For example, detailed test scripts. may need to be developed for the specific operating system, network component, 
middleware, or appljcalion employed within the_ information system to. adequately assess certain characteristjcs of a 
particular security control. Such test scripts are at a lower !eve I of detail than provided by. the assessment procedures 
contained in Appendix. F (Assessment Procedures. Catalog) and are. therefore. beyond the. scope of this. publication. 
Additional details for assessments are provided in the supporting assessment cases described in Appendix H. 
14

. For national security systems, security categorization is accomplished. in accordance with CNSS lnstructio11 1253 .. 
For other than national. security systems, security categorization is accomplished in accordance. with FIPS. 199. and 
Special Publication 800-60. 
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• The selection of security controls from Special Publication 800-53 as identified in the 
approved security plan. 15

· 

The assessment process is an information-gathering activity, not a security-producing acti vity. 
Organizations determine the most cost-effective implementation of this key element in the 
organization's information security program by applying the. results of risk assessments, 
considering the maturity and quality level of the organization's risk management processes, and 
taking advantage. of the. flexibility in the concepts. described in this. publication .. The. use of 
Special Publication. 800-53A as. a starting point in the. process of defining procedures for. 
assessing the. sectuity controls. in information systems. and organizations. promotes. a consistent 
level of security and offers the needed flexibility to customize the assessment based on 
organizational policies and requirements, known threat and. vulnerability. information, operational 
considerations, information_ system and platform dependencies,. and tolerance for risk. 16

. The 
information produced during security control assessments can be. used by an organization to:. 

• Identify potential problems or shortfalls in the organization's implementation of the Risk 
Management Framework; 

• Identify information system weaknesses and deficiencies; 

• Prioritize. risk mitigation decisions and associated risk mitigation activities; 

• Confirm. that identified weaknesses and deficiencies in. the informat ion system. have been 
addressed; 

• . Support continuous. monit01-il1g activities and information security situational awareness; 

• Facilitate security authorization decisions; and 

• . Inform budgetary decisions and the capital investment process. 

Organizations are not expected to employ all of the assessment methods and assessment objects 
contained withtn the assessment procedures identified in this publication for the. associated 
security controls deployed. within. or inherited. by. organizational information. systems. Rather, 
organizations have. the. inherent tlexibi li ty. to.determine. the. level of effort needed for. a particular 
assessment (e.g., which assessment methods and assessment: objects are deemed to be the most 
useful in obtaining the desired results). This. determination. is. made. on the basis. of what will 
accomplish the assessment objectives in the most cost-effective manner and with sufficient 
confidence to support the subsequent determination of the resulting mission or business risk .. 

1.2. TARGET AUDIENCE 

This publication is intended to serve a diverse group of information system and information 
security professionals including: 

• Individuals with information system development and integration responsibilities (e.g., 
program managers, information technology. product developers,. information system 
developers, systems integrators. information security architects); 

15 The. security controls. for. Lhe i11forrnation system are. documented in the. security plan after the. initial selection, 
tailoring, and supplementation of the controls. as described in NIST Special Publication 800-53 and CNSS. Instruction 
1253 .. . The. security plait is. approved by the. authorizing official with recommendations. from other appropriate 
organizational officials prior to. the start of the security control assessment .. 

16 In this publication, the. term risk is used to mean. risk to organizational operations (i.e ... mission, functions, image. and 
reputation), organizational assets, individuals, other organizations. and the Nation .. 

CHAPTER 1. PAGU 
FTC-0002356 



Special Publication. 800-53A . Guide. for Assessing the. Security. Controls in 
. Federal. Information Systems and Organizations 

• Individuals with information security. assessment and continuous. monitoiing responsibilities. 
(e.g., system evaluators/testers, penetration testers, security control assessors, independent 
verifiers and validators, auditors, information system owners, common control provide rs); 

• . Individuals. with informatjon system and security. management and oversight responsibilities 
(e.g., authorizing officials, senior information security. officers,n information. security 
managers); and 

• Individuals with information security implementation and operational responsibilities (e.g., 
information. system. owners,. common. control providers, information owners/stewards, 
mission owners, systems. admini.strators. information. system security officers). 

1.3 RELATED PUBLICATIONS AND ASSESSMENT PROCESSES 

Special Publication. 800-53A is. designed to. support Special Publication 800-37, Guidefor 
Applying the Risk Management Framework to Federal. Information Systems: A Security Life 
Cycle Approach. In particular, the assessment procedures contained in this publication and the 
guidelines provided for. developing security assessment pla ns for organizational information 
systems directly. support the. security control assessment and continuous. monitoring activities. that 
are integral to the risk management process. This includes providing near real-time information 
to. organizational officials. regarding the. ongoing. security state. of their in formation syste ms ... 

Organizations are encouraged, whenever possible, to take advantage of the assessment results and 
associated assessment-related documentation and evidence. avai lable on information system 
components. from previous. assessments. including independent third-party testing, evaluation,. and 
validation. 1

& . . Product testing, evaluation, and validation may be conducted on cryptographic 
modules and general-purpose information technology products such. as operating syste ms, 
database. syste ms, firewalls , intrusion. detection devices, Web browsers, Web applications, smart 
cards, biometrics devices, personal identity verification devices, network devices, and hardware. 
platforms using national and international standards. If an information system component 
product is identified as providing support for the implementation of a particular security control 
in Special Publication 800-53, then evidence produced during the. product testing. evaluation,. and 
validation. processes (e.g., security specifications, analyses and test results, validation reports,. and 
validation certificates)19 is used to the extent that it is applicable. This evidence. is. combined with 
the assessment-related evidence obtained from the a pplication of the assessment procedures in 
this. publication, to cost-effectively produce. the. informatio11 necessary. to determine. whether. the. 
security contrnls are effect.itve in their application. 

17 At the age11cy level. this position is. known as. the. Senior Agency Information Security Officer. Organizations. may 
also refer to. this position. as the. Chief fi!f'ormarion Security Officer .. 
18 Assessment results can be. obtained from many activities that occur routinely during the system development life 
cycle. For example,. assessment results. are produced during the testing and evaluation of new information system 
components. during system upgrades or system intef:,'l«Uion activities .. Organizations. can. take. advantage of previous 
assessment results. whenever possible, to reduce. the overall cost of assessments. and to make the assessment process 
more. efficient. 
19 Organizations review the available information. from component information technology. products to determine: (i) 
what security controls. are. implemented by. the product; (ii) if those security controls. meet. the. intended control 
requirements. of the information. system under assessment; (iii) if the configuration of the product. and the environment 
in. which the product operates. are consistent with the. environmental and product configuration stated by the. vendor 
and/or developer;. and (iv) if the assurance. requirements stated in the developer/vendor specification satisfy. the 
assurance requirements for. assessing. those. controls .. Meeting the. above criteria provides a sound rationale thal the. 
product is. suitable. and meets the intended security control. requirements. of the information system under assessment.. 
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1.4 . ORGANIZATION OF THIS SPECIAL PUBLICATION. 

The. remainder. of tl1is spec ial. publication is. organized as. follows: 

• Chapter Two. describes. the fundamental. concepts associated with security control 
assessments including:. (i) the. integration of assessments. into the system development l ife. 
cycle~ (ii) the importance of an organization-wide strategy for conducting security control 
assessments;. (i ii) the. development of effective assurance cases to help increase. the grounds. 
for confidence in the effectiveness of the security controls being assessed; and (iv) the format 
and content of assessment procedures. 

• Chapter Three describes the. process of assessing the. security controls in organizational 
information systems and the ir environments. of operation including: (i) the activities. carried 
out by organizations. and assessors to prepare. for security control assessments; (ii) the 
development. of security assessment plans;. (iii) the. conduct. of security control assessments. 
and the. analysis, documentation . and reporting of assessment results;. and (iv) the. post
assessment report analysis and follow-on activities can-ied out by organizations. 

• Supporting appendices provide detailed assessment-related information including: (i) 
general references; (ii) definitions and terms;. ( ii i) acronyms; (iv) a description of assessment 
methods;. (v) penetration testing guide lines; (vi) a master. catalog of assessment procedures. 
that can be used to develop plans for assessing security controls; (vii} content of security 
assessment reports; and (viii) the definition, format,. and use of assessment cases. 
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CHAPTERlWO 

THE FUNDAMENTALS 
BASIC CONCEPTS ASSOCIATED WITH SECURITY CONTROL ASSESSMENTS 

T his chapter describes the. basic. concepts associated with assessing the. security controls. in 
organizational information systems including:. (i) the. integration of assessments. into the. 
system development life cycle;. (ii) the importance of an organization-wide strategy. for 

conducting security control assessments; (i ii). the development of effective assurance cases. to. help 
increase the. grounds for confidence in the effectiveness of the security controls; and (iv) the. 
format and content of assessment procedures. 

2.1 ASSESSMENTS WITHIN THE. SYSTEM DEVELOPMENT LIFE CYCLE 

Security assessments can be effectively carried out at various stages in the system development 
life cycle20 to increase the. grounds for. confidence that the. security conrrnls employed within or 
inherited by an information system are. effective in their application. This. publication provides a 
comprehensive set of assessment procedures to support security assessment activities throughout 
the. system development life. cycle .. For. example,. security assessments are. routinely conducted by 
information system developers and system integrators during the development/acquisition and 
implementation phases of the life cycle to help ensure that the required security controls for the 
system are properly. designed and developed, correctly implemented,. and consistent with the. 
established organizational information security architecture. Assessment activities in the initial 
system development life cycle phases include, for example,. design and code reviews, appl ncation 
scanning, and regression testing .. Security weaknesses and deficiencies identified early in the 
system development l ife cycle can. be resolved more. quickly and in. a much more cost-effecti ve 
manner before proceeding to subsequent phases in the. life cycle. The objective is. to identify the 
information security architecture. and security controls. up front and to ensure that the system 
design. and testing validate the implementation. of these controls. The assessment procedures 
described in Appendix F can support these. types of assessments carried out during the initial 
stages. of the. system development life. cycle .. 

Security. assessments. are. also routinely. conducted. by information system owners,. common. 
control providers, information system security officers, independent. assessors, auditors, and 
Inspectors General during the operations and maintenance. phase of the life cycle to ensure that 
security controls are. effective. and continue to. be effective. in the operational environment where 
the system is deployed. For example, organizations assess all security controls employed within 
and inherited by the. information system during the. initial security authorization. Subsequent to 
the initial authorization, the. organization assesses. the security controls. (i nc luding management, 
operational, and technical controls) on an ongoing basis. The frequency of such monitoring is 
based on the continuous monitoring strategy developed by the information system owner or 
common control provider a nd approved by the. authorizing official.2 1 

. Finally, at the end. of the life. 
cycle,. security assessments. are conducted as. part of ensuring that important organizational 
information is purged. from the information. system prior to. d isposal. 

20 There. are typically five phases in a generic system development li fe cycle: (i) initiation; (i i) development/acquisition;. 
(iii). implementalion: (iv). operation& and maintenance;. and (v) disposition. (disposal) .. 

21
. Special. Publication 800-37. provides. guidance. on the continuous monitoring of security. controls. 
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2.2. STRATEGY FOR CONDUCTING SECURITY CONTROL. ASSESSMENTS 

Organizations are encouraged to develop a broad-based,. organization-wide strategy for 
conducting security assessments. facilitating more. cost-effective and consistent assessments. 
across the. inventory of information systems .. An organization-wide strategy begins by applying. 
the initial steps of the Risk Management Framework to all information systems within the 
organization, with an organizational view of the security categorization process and the security 
control selection process (including the identification of common controls). Categorizing 
information systems as an organization-wide activity taking into consideration the. enterprise 
architecture and the information security architecture helps to ensure that the individual systems 
are categorized based on the. mission and business objectives of the organization . . Maximizing the. 
number of common controls. employed within an organization: (i). significantly reduces. the cost of. 
development,. implementation, and assessment of security controls;. (ii) allows. organizations to 
centraUze security control assessments and to amortize. the cost of those. assessments across all 
information. systems organization-wide; and (iii) increases. overall security control consistency. 
An organization-wide approach to identifying common controls early in the application of the 
RMF fac ilitates a more global strategy. for assessing those controls. and sharing essential 
assessment results. with information system owners and authorizing officials .. . The shari ng of 
assessment results among key organizational officials across information system boundaries has 
many important benefits including:. 

• Providing the capability to review assessment results for. all information systems and to make. 
organization-wide,. mission/business-related decisions on. risk mirigation activities according 
to organizational priori ties, the security categorization of the information systems supporting 
the organization, and risk assessments; 

• Providing a more global view of systemic weaknesses and deficiencies occurring in 
information systems across the organization; 

• Providing an opportunmty to develop organization-wide solutions to information secmity 
problems; and 

• . Increasing the organization' s knowledge base regarding. threats, vulnerabil ities, and strategies 
for. more cost-effective. solutions. to. common information security problems .. 

Organizations. can also promote a more. focused and cost-effective assessment process by: (i) 
developing. more. specific assessment procedures that. are tailored for their specific organizational 
environments of operation and requirements (instead of relegating these tasks to each security 
control assessor or assessment team)~ and (ii) providing organization-wide tools, templates, and 
techniques to. supporr more. consistent assessmenrs. throughout the. organization .. 

While. the conduct of security control assessments. is. the. primary responsibility. of information 
system owners. and common control providers with oversight by their respective authorizing 
officials, there is also significant involvement in the assessment process by other parties within 
the. organization. who. have. a vested interest in. the. outcome. of assessments ... Other. interested 
parties include,. for example, mission/business owners, information owners/stewards (when those. 
roles. are filled by someone other than the information system owner). information security 
officials, and the risk executive. (function). It is. imperative that .information system owners. and 
common control providers coordinate with the other parties in the organization having an interest 
in security control assessments. to help ensure that the. organization's core missions and business. 
functions are. adequately. addressed in. the selection of security controls to be assessed. 
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2.3 BUILDING AN EFFECTIVE ASSURANCE CASE 

Building an effective assurance casc22 for security conu·ol effectiveness is a process that involves: 
(i) compiling evidence from a variety of activities conducted during the system development l ife 
cycle that the controls employed in the. information system are. implemented correctly, operating 
as. intended, and producing the desired outcome. with respect to meeting the. security requirements 
of the. system; and (ii) presenting this evidence in a manner that decision makers are able to use. 
effectively in makjng risk-based decisions about the operation or use of the system. The evidence 
described above. comes from the implementation of the sec urity controls in the information 
system and inherited by the system (i.e., common controls) and from the assessments. of that 
implementation. Ideally, the assessor is building on previously developed materials that started 
with the. specification of the organization's information security needs and was. further developed 
during the design,. development,. and implementation of the. information system ... These. materials,. 
developed while. implementing. security throughout the. li fe cycle of the information system, 
provide. the. initial evidence. for an assurance. case .. 

Assessors. obtain the. required evidence during the. assessment process. to. allow. the. appropriate 
organizational officials to make. objective. detem1inatjons about the. effectiveness of the. security 
controls and the overall secw·ity state of the information system . . The assessment evidence. 
needed to make. such determinations can be. obtained from a variety of sources. inc luding,. but not 
limited to, information technology product and system assessments . . Product assessments (also 
known as product testing, evaluation, and validation} are typically conducted by independent, 
third-party testing. organizations .. These. assessments examine. the. security functions. of products. 
and established configuration settings .. Assessments can be. conducted against industry, national, 
or international information security standards as well as developer/vendor claims. Since many 
information technology products. are assessed by. commercial testing organizations. and then 
subsequently deployed in millions of information systems, these types of assessments can be 
carried out at a greater level of depth and provide. deeper insights into the. security capabilities of 
the particular products. 

System assessments are typically conducted by. information systems developers, systems. 
integrators,. information system owners, common control providers, assessors, auditors,. Inspectors. 
General, and the information security staffs of organizations. The assessors or assessment teams 
bring together available. information about the. information system such as the. results. from 
individual component product assessments, if available,. and conduct additional. system-level 
assessments using a variety of methods and techniq ues. System assessments are used to compile 
and evaluate. the evidence. needed by organizational officials to. determine how effective the 
security controls. employed in the information system are likely to be in mitigating risks to 
organizational operations and assets, to individuals, to other organizations, and to the. Nation. 
The. results. from assessments conducted using information system-specific. and organization
specific assessment procedures derived from the guidelines in this publication contribute to 
compiling the necessary evidence to determine security control effectiveness in accordance with 
the assurance requirements. documented in the. security plan .. 

22 An assurance case is a body of evidence organized into. an argument demonstrating that some. claim about an 
information system holds (i.e., is assured) .. An assurance. case. is. needed when it is important to show that a system 
exhibits some complex. property such as safety,. security, or reliability .. Additional information can be. obtained at 
htlps ://buildsccuri1yin.us-ccrt .gov/daisy/bsi/articlcs/knowlcdgc/assurancc/643.hllnl. 
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An assessment procedure consists. of a set of assessment objectives, each witb an associated set of 
potential assessment methods. and assessment objects. An assessment objective includes a set of 
determination statements related to. the. security control under assessment. The determination 
statements are. linked to the content of the. security control (i.e., the. security control functionality) 
to ensure traceability of assessment results back to the fundamental control requirements. The 
application of an assessment procedure to a security control produces assessment.findings. These 
assessment findings reflect, or are subsequently. used,. to. help determine the overall effectiveness. 
of the security. control. 

Assessment objects. identify. the specific items. being assessed and include. specifications, 
mechanisms, activities, and individuals. Specifications are. the document-based artifacts (e.g., 
poUcies, procedures, plans,. system security. requirements,. functional specifications, and 
architectural designs) associated with an information system . . Mechanisms are the specific. 
hardware, software, or firmware safeguards and countermeasures employed within an information 
system.23

. Activities are the. specific. protection-related pursuits. or actions. supporting an 
information system that involve. people. (e.g., conducting system backup operations, monit01ing 
network traffic, exercising a contingency plan). lndividuals, or groups of individuals, are people 
applying the specifications, mechanisms, or activities. described above. 

Assessment methods define Lbe nature of the assessor actions and include examine, interview,. and 
test. The examine method is the. process ot: reviewing. inspecting, observing,. studying, or 
analyzing one or more assessment objects (i.e., specifications,. mechanisms, or activities). The 
purpose of the examine me thod is to faci litate assessor understanding, achieve clarification, or 
obtain evidence .. The interview method is. the. process. of holding discussions. with individuals or 
groups. of individuals within an organization to once again. facilitate assessor understanding, 
achieve clarification, or obtain evidence. The. test method is. the process of exercising one or 
more assessment objects (i.e .• activities. or. mechanis ms) under. specified. conditions. to compare 
actual with expected behavior. In all three assessment methods, the results are used in making 
specific. determinations. called for in the determination statements and. thereby achieving the. 
objectives for the. assessment procedure .. A complete. description of assessment methods and 
assessment objects is provided in Appendix D. 

The. assessment methods. have a set of associated attributes,. depth and coverage, which help. 
define the level of effort for the assessment. These attributes are hierarchical in_ nature, providing 
the means. to define the rigor and scope of. the. assessment for. the increased assurances that may 
be. needed for some information systems. The depth attribute addresses. the rigor of and level of 
detail in the examioation, interview, and testing processes .. Values for tbe depth attribute i_nclude 
basic.focused, and comprehensive. The. coverage attribute. addresses the. scope. or breadth of the 
examination, interview, and testing processes including the number and type of specifications, 
mechanisms, and activities. to be. examined or tested and tbe. number and types. of individuals. to 
be interviewed .. S imilar. to the depth attribute, values. for the. coverage attTibute include. basic,. 
focused, and comprehensive. The appropriate depth and coverage attribute values for a particular 
assessment. method are based on the. assurance requirements. specified by the. organization.24

. As. 
assurance. requirements. increase. with regard to the. development,, implementation. and operation 

23 Mechanisms also include. physical protection devices associated with an information system (e.g., locks, keypads, 
security. cameras, fire. protection devices, fireproof safes, etc.). 

24 For other than national security systems,. organizations. meet minimum assurance requirements. specified in. Special 
Publication 800-53,. Appendix E. 
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of secu1ity controls within or inherited by the information system, the rigor and scope. of the 
assessment activities (as reflected in the selection of assess ment methods and objects and the 
assignment of depth and coverage attribute. values), tend to. increase. as. well. Appendix D 
provides a detailed description of assessment method attributes. and attribute. values .. 

While tlexibility continues to be an important factor in developing security assessment plans, 
consistency of assessments. is also. an important consideration .. A major. design objective. for 
Special Publication. 800-53A is to provide an assessment framework and initial starting point for 
assessment procedures. that are. essential for achieviJ1g. such consistency. Tn addition to. the 
assessment framework and initial sta1ting. point for assessment procedures, Appendix H describes. 
the Assessment Case Development Project. . The purpose of this project is fourfold: (i) to actively 
engage. experienced assessors in the development of a representative set of assessment cases. 
corresponding to the assessment procedures in Appendix F; (ii) to provide organizations and the 
assessors supporting those o rganizations with an exemplary set of assessment cases for each 
assessment procedure. in the. catalog of procedures in Appendix. F; (i ii) to provide. a vehicle. for 
ongoing community-wide review of the assessment cases to promote continuous improvement in 
the assessment process fo r more. consistent, cost-effective security assessments of federal 
information systems; and (iv) to. serve as. a basis of reciprocity among various communities of 
interest. Appendix H contains. several examples of assessment cases. 

AN EXAMPLE ASSESSMENT PROCEDURE 

SECURITY CONTROL 

CP-2 CONTINGENCY. PLAN. 

Control; The. organization: 
a .. Develops a contingency plan for. the information. system that:. 

- ldentifies essential missions. and business functions. and associated contingency 
requirements; 

- Provides. recovery objectives, restoratjon priorities, and metrics; 

- Addresses. contingency roles, responsibilities, assigned individuals. with contact 
information; 

- Addresses maintaining essential miss~ons and business functions despite an 
information system. disruption,. compromise, or. fai lure; 

- Addresses. eventual, full information system restoration without deterioration of the. 
security measures originally planned and implemented; and 

- ls reviewed and approved by, designated officials within the organization; 
b .. Distributes. copies of the. contingency plan to [Assignment: organization-de.fined list. of key 

contingency personnel (iden1ijied by name and/or by role) and organiza1ion.al elements]; 

c. Coordinates contingency. planning activities. with incident handling activities; 

d. Reviews. the contingency plan for. the. information system [Assignment: organization-
definedfrequency]; 

e. Revises the contingency plan to address changes to the organization, information system, 
or. environment of operation and problems. encountered during. contingency plan. 
implementation, execution, or testing; and 

f.. Communicates. contingency plan. changes. to. [Assignment: organizatio11-defined list of key 
contingency fJersonnel (identified by name and/or by. role). and organizational elements] .. 
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SECURITY. CONTROL 

CP-2 CONTINGENCY. PLAN 

SuQQlemental Contingency planning for information systems j s part of an overall organizational 
Guidance:. program fo r achieving continuity of operations. for mission/business. operations. 

Contingency planning addresses. both information system restoration and implementation 
of alternative mission/business processes when systems. are compromised .. Jn fonm1tion 
system recovery objectives are consistent with applicable laws, Executive Orders,. 
dLrectives, policies, standards,. or regulations. In addition to information system 
availability, contingency plans also address. other security-related events resulting in a 
reduction in mission/business. effectiveness, such as. malicious attacks cornpromisLng the. 
confidentiality. or integrity of the. information system .. Examples. of actions. to call out in 
contingency plans include, for example,. graceful degradation, information system 
shutdown, fall back to a manual. mode, alternate. information flows, or. operating in_ a 
mode. that is reserved solely. for when the system is under. attack . . Related controls:. AC-
1.4, CP-6,. CP-7, CP-8, LR-4, PM-8, PM-11. 

The first assessment objective for CP-2 is derived from the basic control statement. Potential 
assessment methods and objects are added to the assessment procedure. 

ASSESSMENT. PROCEDURE 

CP-2.1 ASSESSMENT_ OBJECTIVE:. 

Determine if'. 
(i) the. organization develops a contingency plan for the information system that: 

- identifies essenlial missions and business.functions and associated contingency 
requirements; 

- provides. recovery objectives, restora1ionpriorities,. and metrics;. 

- addresses contingency roles .. responsibilities. assigned individuals with contact 
information.: 

- addresses maintaining essential missions and business.functions despite an 
i1~formation system disruption. compromise, or failure;. and 

- addresses eventua/,ji1ll information system restoration without deterioration of 
rhe. securi1y measures originally planned. and implemenred;. and 

- is reviewed and approved by designared o.fficia/s wirhin the organization; 

(ii) the organization defines key contingency personnel (identified by name. and/or by 
role). and organization.a/ elements designated to receive. copies. of the con1ingency 
plan;. and 

(iii) the organization distributes copies of the contingency plan. 10 orga11ization-dejlned 
key conlingency personnel. and organizational elements .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 
Examine: [SELECT FROM; Contingency planning policy; procedures addressing contingency operations 

for the. information system; contingency. plan; security plan; other relevant documents or 
records].25 

Interview:. [SELECT FROM: Organizational personnel with. contingency planning and plan 
implementation responsibilities] .. 

25 Although not explicitly noted with each identified assessment method in the assessment procedure format in 
Appendix F .. the anribute values of deplh and coverage. described in Appendix D are assigned by the organizatio11 and 
applied by.1he. assessor/assessment team. i1t the execution of lhc. assessmenl method againsl a11 assessment object. 
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In a similar manner, the second assessment objective and potential assessment methods. and 
objects for CP-2 are established. 

ASSESSMENT PROCEDURE 

CP-2.2 Determine if: 

(i) the organization coordinates. contingency planning. activities with incident. handling. 
activities: 

(ii) the organiwtion de.fines. the frequency of contingency plan. reviews.; 

(iii) the. organization reviews the. contingency. plan for the information system in 
accordance with the. organ.ization-de.finedfrequency; 

(iv) the orga.nization revises the contingency plan to address changes to the 
organization.,. information system, or environment <~f operation and problems 
encountered during contingency plan implementation,. execution. or testing; and 

(v) the orgm1ization communicates contingency plan changes to the key contingency 
personnel and organizational elements as idenrified in CP-2. I (ii). 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: Contingency planning policy; procedures addressing contingency. operations 
for the. information system; contingency. plan; security plan; other. relevant documents. or 
records]. 

Interview: [SELECT FROM: Organizational. personnel. with contingency. planning. and plan. 
implementation responsibilities; organizational personnel with incident handling 
responsibilities]. 

The. assessment objectives. within a particular. assessment procedure are numbered sequentially 
(e.g., CP-2.1 , ... , CP-2.n). Uthe security control has any enhancements, assessment objectives are 
developed for. each enhancement using the same process as for. the base. control. . The resulting 
assessment objectives. within. the assessment procedure are. numbered sequentially (e.g., CP-2(1). l 
indicating the fi rst assessment objective for the firs t enhancement for security control CP-2). 
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CHAPTER THREE 

THE PROCESS 
CONDUCTING EFFECTIVE SECURITY CONTROL ASSESSMENTS 

T his chapter describes the process of assessing the security controls in organizational 
information systems including: (i) the activities carried out by organizations and assessors 
to prepare for security. control assessments; (ii) the. development of security assessment 

plans; (iii) the conduct of security control assessments. and the analysis, documentation, and 
reporting of assessment results; and (iv) post-assessment report analysis and follow-on activities 
carried out by organizations. 

3.1 PREPARING. FOR SECURITY CONTROL ASSESSMENTS. 

Conducting security control assessments in today's complex environment of sophisticated 
information technology infrastructures and high-visibility, mission-critical applications can be 
difficult, challenging,. and resource-intensive. Success requires the cooperation and collaboration 
among all parties having a vested interest in the organization's information security posture, 
including. information system owners,. common control providers,. authorizing officials, chief 
information officers, senior information security officers, chief executive officers/heads of 
agencies, Inspectors General, and the OMB. EstabUshing an appropriate set of expectations 
before, during,. and after. the assessment is. paramounr. to. achieving. an acceptable. outcome-that 
is, producing information necessary to help the authorizing official make a credible, risk-based 
decision on whether to place the information system into operation or continue its operation. 

Thorough preparation by the organization and the assessors is an important aspect of conducting 
effective security control assessments. Preparatory activities address a range of issues relating to 
the. cost, schedule,. and performance. of the assessment. . From the organizationa l perspective, 
preparing for a security control assessment includes the following key activities: 

• Ensuring that appropriate policies covering secmity control assessments 1ue in place and 
understood by all affected organizational elements; 

• Ensuring that all steps. in the RMF prior to the security control assessment step, have been 
successfully completed and received appropriate management oversight;26 

• Ensuring that security controls identified as. common controls (and. the common portion of 
hybrid controls) have been assigned to appropriate organizational entities (i.e., common 
control providers) for development and implementation ;27 

• Establishing the objective and scope of the security control assessment (i.e., the purpose of 
the assessment and what is. being assessed); 

26 Conducting security control assessments in parallel wi th the development/acquisition and implementation phases of 
the life cycle permits the. identification of weaknesses. and. deficiencies. early. and provides the. most cost-cffect.ivc 
method for initiating co1Tective. actions. Issues found during these. assessments. ca11 be. referred to. authorizing officials 
for. early resolution, as appropriate .. The resulls. of security control assessments carried out during system development 
and implementation can also be. used (consistent with reuse criteria) during the security authorization process to avoid 
system fielding delays or costly repetitiotl of assessments .. 
27 Security control assessments include common controls that are. the. responsibi li ty. of organizational entitie& other than 
the information system owner inheriting the. controls. or hybrid controls. where there is shared responsibility among the 
system owner and designated organizational entities. 
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• Notifying. key organizational. officials. of the. impending secu1ity. control assessment and 
allocating necessary. resources. to carry out the assessment;. 

• . Establishing appropriate. communication channels. among organizational officials having an 
interest in tJ1e security. control assessment;28 

• Establishing time frames for completing the security control assessment and key milestone 
decision points. required by the. organization to e ffectively. manage. the. assessment;. 

• Identifying and selecting a competent assessor/assessment team that will be responsibl·e for. 
conducting the security control assessment, considering issues of assessor independence; 

• Collecting artifacts to provide to ilie assessor/assessment team (e.g., policies, procedures, 
plans, specifications, designs, records, administrator/operator manuals, information system 
documentation, interconnection agreements,. previous assessment results);. and 

• Establishing. a mechanism. between. the. organization and the assessor and/or assessment team 
to minimize ambiguities or misunderstandings about security control implementation or 
security control weaknesses/defic iencies identified during the assessment 

Security control assessors/assessment teams begin preparing for the assessment by: 

• . Obtaining a general understanding of the. organization' s operations (including mission, 
functions, and business processes) and how. the informa tion system that is the. subject o f the. 
security control assessment supports those. organizational operations; 

• . Obtaining an understanding of the structure. of the information system (i.e ., system 
architecture); 

• Obtaining a thorough understanding of the. security controls. being assessed (including 
system-specific, hybrid,. and common controls); 

• Identifying the organizational. entities. responsible. for the development and implementation of 
the common controls (or the. common portion of hybrid controls) supporting the infmmation 
system;. 

• Establishing appropriate. organizational points of contact needed to carry out the security 
control assessment;. 

• Obtaining artifacts. needed for the. security. control assessment (e.g., polic ies, procedures, 
plans, specifications, designs, records, administrator/operator manuals, information system 
documentation, interconnection agreements, previous assessment results); 

• Obtaining previous. assessment results. that may. be. apprnpriately. reused for. the security. 
control assessment (e.g .,. Inspector General reports, audits, vulnerability scans, physica l 
security. inspections, prior assessments, developmental testing and evaluation, vendor flaw 
remediation activities. , ISO/IEC 15408. lCommo n Crite ria I. evaluations); 

• Meeting with appropria te organizational officia ls to. ensure common understanding for 
assessment objectives and the. proposed rigor and scope of the. assessment;. and 

• Developing a security assessment plan. 

28Typically, these individuals include authorizing officials, information system owners, common control providers, 
mission and information owners/stewards (if other than the infolTllation system owner), chief information officers, 
senior information security officers, lnspeclors General, infonnation system security officers, users. from organizations 
that the infonnatio11 system supports, and assessors. 
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In preparation for. the assessment of security controls, the. necessary background information. is 
assembled and made available to the assessors or assessment team.29 To the extent necessary to 
support the. specific assessment, the. organization identifies and arranges access. to:. (i) elements. of 
the organization responsible for developing, documenting, disseminating, reviewing, and 
updating all security policies and associated procedures for implementing policy-compliant 
controls;. (ii) the security po Licies for the. information system and any associated implementing 
procedures; (iii) individuals or groups responsible for the development, implementation, 
operation, and maintenance of security controls; (iv) any materials (e.g., security plans, records, 
schedules,. assessment reports,. after-action reports, agreements,. authorization packages). 
associated with the implementation and operation of security controls; and (v) the. objects to be 
assessed.30

. The availability of essential documentation as well as access to key organizational 
personne l and the. information system being assessed are. paramount to. a successful assessment of 
the security controls. 

Organizations. consider both the. technical expertise. and level of independence required in. 
selecting security control assessors . . Organizations ensure. that security control assessors possess 
the required skills and techn ical expertise to successfully can-y out assessments of system
specific, hybrid,. and common controls. This includes knowledge of and experience with the 
specific hardware. software. and firmware components. employed by the organization . . An 
independent assessor is any individual or group capable of conducting an impartial assessment of 
security controls employed within or. inhetited by an in formation system . . Impartiality implies 
that assessors are. free from any perceived or actual conflicts of interest with respect to the 
development, operation, and/or management of the in format ion system or the determination of 
security control effectiveness.31 The. authorizing official or designated representative. determines 
the required level of independence for security control assessors based on the results of the 
security categorization process for the information system and the ultimate risk to organizational 
operations. and assets. individuals,. other organizations. and the. Nation ... The. authorizing official 
determines if the level of assessor independence is sufficient to provide confidence that the 
assessment results produced are sound and can be used to make a risk-based decision on whether 
to place. the. information system into operation or continue its operation. Independent security. 
control assessment services can be obtained from other e lements within the organization or can be. 
contracted to a publ ic or private sector entity outside. of the. organization . . Jn. special situations,. for. 
example when the organization that owns the information system is small or the organizational 
structure. requires that the security control assessment. be accomplished by individuals that are in 
the developmental, operational, and/or management chain of the system owner, independence in 
the assessment process can_ be achieved by ensuring that the assessment results are carefully 
rev iewed and analyzed by an independent team of experts. to validate the completeness, 
consistency, and veracity of the results.32 

29 Information system owners and organizational entities. developing, implementing, and/or administering common 
controls. (i.e., common control providers} are. responsible for providing needed information ll) assessors. 
30 In situations where there. are multiple. security. assessments. ongoing or. planned withi11 an. organization, access to 
organizational elements. individuals, and artifacts supporting the assessments. is centrally. managed by the organization 
to ensure. a cost-effective use. of Lime and resources .. 
31 Contracted assessment services are considered independent if the. information system owner is. not directly involved 
in. the. contracting process or cannot unduly influence the. independence of the. assessor(s) conducting. the. assessment of 
the security controls. 
32 The authorizing official consults with the Office of the. Inspector General, the senior information security officer, and 
the chief information officer to. discuss. the. implications of any decisions. on assessor independence in the. types_ of 
special circumstance& described above. 
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3.2 DEVELOPING. SECURITY ASSESSMENT PLANS 

The security assessment plan provides the objectives, for the secu1ity control assessment and a 
detailed roadmap of how to conduct such an assessment. . The. following steps. are considered by 
assessors in developing plans. to assess. the. security controls in organizational information systems 
or. inherited by those systems: 

• . Determine. which security controls/control enhancements are. to be. included in the. assessment 
based upon the contents of the security plan and the purpose/scope of the. assessment;. 

• Select the appropriate assessment procedures to be used during the. assessment based on the 
security controls and control enhancements that are. to be. included in the. assessment;. 

• Tailor the selected assessment procedures. (e.g., select appropriate assessment methods and 
objects, assign depth and coverage attribute. values);. 

• Develop additional assessment procedures to address. any security requirements. or. controls. 
that are not sufficiently covered by Special Publication 800-53; 

• Optimize the assessment procedures to reduce duplication of effort (e.g., sequencing and 
consolidating assessment procedures) and provide cost-effective assessment solutions; and 

• Finalize the. assessment plan and obtain the necessary approvals. to execute the. plan. 

3.2. 1. Determine which security controls are to be assessed. 

The security plan provides an overview of the security requirements for the information system 
and describes. the security controls in place. or planned for meeting those requirements .. The. 
assessor starts. with the security controls described in the security plan and considers the purpose 
of the assessment. A secrnity control assessment can be a complete assessment of all security 
controls i11 the information system or inherited by the. system (e.g., during an initial security 
authorization process) or a partial assessment of the security controls in the. information system 
or inherited by the system (e.g., during system development, during continuous monitoring where 
controls are. assessed on an ongoing basis and as a result of changes. affecting the. controls, or 
where controls were previously assessed and the. results accepted in the reciprocity process).33 

For partial assessments, information system owners. and common control providers collaborate 
with organizational officials having an interest in the assessment (e.g., senior information security 
officers, mission/information owners,. Inspectors General, and authorizing officials) to determfoe 
which security controls. are. to be assessed. The. selection of the security controls depends. on the 
continuous monitoring strategy established by the information system owner or common control 
provider to ensure. that: (i) all controls. are assessed during the. authorization period established by 
federal legislation, policies, directives, standards, and guidel ines;. (ii) items. on the. plan of action 
and milestones receive adequate oversight~ (iii) controls with greater volatility or importance to 
the organization are. assessed more. frequently; and (iv) control implementations that have 
changed since the last assessment are reevaluated.34 

33
. Partial assessments. of security controls can be. conducted in the initial phases of system. development life cycle to 

promote early detection of weakness and deficiencies and a more cost-effective approach to risk mitigation .. 

.l
4 Special Publication 800-37. provides guidance. on continuous monitoring as part of the risk management process. 
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3.2.2 Select appropriate procedures to assess the security controls. 

Special Publication. 800-53A,. Appendix F, provides. an assessment procedure. for each security 
control and control enhancement in Special Publication 800-53. For each security control and 
control enhancement in the security plan to be included in the assessment,. assessors. select the 
coJTesponding assessment procedure from Appendix F. The. selected assessment procedures vary 
from assessment to assessment based on the current content of the security plan and the pu.rpose 
of the security assessment (e.g., complete security control assessment, partial security control 
assessment). 

3.2.3 Tailor assessment procedures. 

In a similar manner to. how the security controls from Special Publication 800-53 are tailored for 
the organization's mjssion, business functions , characteristics of the information system and 
operating. environment, organizations tailor the assessment procedures. listed in Appendix. F to. 
meet specific organizational needs. Organizations have the flexibility to. perform the. tailoring 
process at the organization level for all information systems,. at the individual information system 
level, or using a combination of organization-level and system-specific approaches .. Security 
control assessors determine if the. organization provides additional tailoring guidance. prior to 
initiating the tailoring process. Assessment procedures are_ tailored by: 

• Selecting the appropriate assessment methods and objects needed to satisfy the stated 
assessment objectives;. 

• Selecting the. appropriate. depth and coverage attribute values to define the rigor and scope of 
the assessment; 

• Identifying common controls. that have been assessed by a separately-documented security 
assessment plan, and do nol require the repeated execution of the assessment procedw-es; 

• Developing information system/platform-specific and organjzation-specific assessment 
procedures (which may be adaptations to those procedures in Appendix. F); 

•. Incorporating assessment results from previous. assessments where the. results are deemed 
applicable; and 

• Making appropriate adjustments in assessment procedures to be. able to obtain the. requisite 
assessment evidence fr.om external providers. 

Assessment method and object-related considerations-: 

lt is recognized that organizations can specify, document, and configure their information systems. 
in a variety of ways and that the. content and appljcabiljty of existing assessment evidence will 
vary . . This may result in the need to. apply a variety of assessment. methods. to various assessment 
objects to generate. the assessment evidence needed to determine whether the secmity controls are 
effective in their application. Therefore. the assessment. methods and objects provided with each 
assessment procedure are termed potential to reflect the ne·ed to be able to choose the methods 
and objects most appropriate for a specific assessment. The assessment methods and objects 
chosen are those deemed as necessary to produce the evidence needed to make. the. determinations 
described in the determination statements. The potential methods and objects in the assessment 
procedure are provided as a resource to assist in the selection of appropriate methods and objects, 
and not with the intent to limit. the. selection .. Organizations use. their judgment in selecting from. 
the potential assessment methods and the list of assessment objects associated with each selected 
method. Organizations select those methods and objects that most cost-effectively contribute. to 
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making the determinations associated with the assessment objective.35
. The measure of the quality 

of assessment results is based on the soundness of the rationale provided, not the specific set of 
methods. and objects applied. It will not be necessary, in most cases. to apply every assessment 
method to every assessment object to obtain. the desired assessment results. And for certain 
assessments. it may be appropriate to employ a method not currently listed in the set of potential 
methods. 

Depth and coverage-related considerations-

ln addition to selecting appropriate assessment methods and objects, each assessment method 
(i.e. , examine, interview, and test} is. associated with depth and coverage. attributes. that are. 
described in Appendix D. The attribute values identify the rigor and scope of the assessment 
procedures executed by the assessor. The values selected by the. organization are based on the 
characteristics of the. information. system being assessed (including. assurance. requirements) and 
the specific determinations to be made. The depth and coverage attribute values are associated 
with. the assurnnce requirements specified by the organization. (i .e., the rigor and scope of the 
assessment increases in direct relationship to the assurance requirements). 

Common control-related considerations~ 

Assessors note which security controls (or parts of security controls) in the security plan are 
designated as. common controls.36 Since. the assessment of common controls is the responsibility 
of the organizational entity that developed and implemented the controls (i.e., common control 
provider), the. assessment procedures in Appendix Fused to assess. these controls incorporate 
assessment results from that organizational entity. Common controls may have been previously 
assessed as. part of the. organization's information security program or as. part of an information 
system providing common controls inherited by other organizational systems .. There may also be 
a separate plan to. assess the common controls. In either situation, information system owners 
coordinate the assessment of common controls with appropriate organizational officials (e.g., 
chief information officer, senior information security officer, mission/information owners, 
authorizing officials) obtaining the results. of common control assessments or, if the common 
controls have not been assessed or are due to be reassessed, making the necessary arrangements 
to include. or reference the common control assessment results in the current assessment.37 

Another consideration in assessing common controls is that there. are occasionall y system-specific 
aspects of a common. control that are. not covered by the organizational entities responsible for the. 
common aspects of the control. These types of security controls are referred to as hybrid 
controls .. For example, CP-2,. the. contingency planning security control, may be deemed a hybrid 
control by the organization if there is a master contingency plan developed by the. organization 
for all organizational information systems .. Following up on the initial master contingency plan, 

35 The selecti01l of assessment methods. and objects (including 1hc number. and type of assessment objects) can. be. a 
significant factor in cost-effectively meeting the assessment objectives .. 

36 Common controls support multiple. information systems. within the. organization and the. protection measures. 
provided by those controls. arc. inherited by. the individual systems . . Thernforc, the organization. determines the 
appropriate set of common controls. to ensure that both. the. strength of the controls (i.e., security capability) and level of 
rigor. and intensity. of the control assessments. are commensurate. with the criticality and/or sensitivity. of the. individual 
information systems inheriting those controls ... Weaknesses. or deficiencies. in common controls have the. potential to. 
adversely affect large. portions. of the organizatio1i and thus. require sigttificant anention. 

n If assessment results are not. currently available for the. common controls,. the assessment plans for the. information 
systems under assessment that. depend on those. controls. are duly noted .. The. assessments cannot be. considered 
complete until the assessment results for. the common controls are made. available. to information system owners .. 
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info rmation system owners are expected to adjust, tailo r,. or. supplement the. contingency plan as 
necessary, when there are system-specific aspects of the plan that need to be defined for the 
particular system where the control is. employed. For each hybrid control, assessors. include in the 
assessment plan, the portions of the assessment procedures from. Appendix. F related to the parts. 
of the control that are system-specific to ensure that, along with the results from common control 
assessments, all aspects of the security control are assessed . 

System/platform. and organization-related considerations-

The assessment procedures.. in Special Publication 800-53A may be adapted to address 
system/platfonn-specific or organization-specific dependencies. This situation arises frequently 
in the assessment procedures associated with the security controls from the technical families in 
Special Publication 800-53 (i.e., access control, audit and accountability, identification and. 
authentication, system and communications protect] on) .. For example, the. assessment of a UNIX 
implementation of the IA-2 control for identification and authentication of users might include an 
explicit examjnation of the .rhosts file for UNIX systems since improper entries in that fi le can 
result in bypassing user authentication. Recent test results may also be applicable to the current 
assessment if those test methods provide a high degree of transparency (e.g., what was tested, 
when was it tested, how was it tested). Standards-based testing protocols such as the Security 
Content Automation Protocol (SCAP) provide an example of how organizations can help achieve 
this level of transparency. 

Reuse of assessment. evidence-related considerations-

Reuse of assessment results from previously accepted or approved assessments. are. considered in 
the. body of evidence for determining overall security control effectiveness. Previously accepted 
or approved assessments include: (i) those assessments of comm on controls that are managed by 
the. organization and support multiple information systems; or (ii) assessments of secmity controls 
that are reviewed as part of the control implementation (e.g., CP-2 requires a review of the 
contingency plan). The. acceptability. of using previ.ous. assessment results in a security control 
assessment is. coordinated with and approved by the users of the assessment results. It is. essential 
that information system owners and common control providers collaborate with authorizing 
officials and other approprmate organizational offic ia ls in. determining the acceptabi lity of using 
previous assessment results. When considering the reuse of previous assessment results. and the 
value of those results to the current assessment, assessors determine: (i) the credibil ity of the 
assessment evidence;. (ii) the appropriateness of previous ana lysis; and (iii) the applicability of the 
assessment evidence to current infomrntion system operating conditions. If previous assessment 
results are reused, the date of the original assessment and type of assessment are documented in 
the security assessment plan and security assessment report. . It may be necessary, in certrun 
situations, to supplement previous assessment results under consideration for reuse with 
additional assessment activities to fu lly address the assessment objectives. For example, if an 
independent evaluation of an information technology product did not test a particular 
configuration setting that is employed by the organization in an. information system, then tlhe 
assessor may need to supplement the. original test results with additional testing to cover that 
configuration setting for the current information system environment. The decision to reuse 
assessment results is documented in the security assessment plan and the final security 
assessment report and is consistent with federal legislation, policies, directives, standards, and 
guidelines with respect to the security control assessments. 
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The. following items. are considered in validating previous assessment results for reuse: . 

• Changing conditions associated with. security controls over time .. 

Security controls that were. deemed effective. during previous assessments may have become 
ineffective due to changing conditions within the information system or its envi ronment of 
operation. Assessment results that were found to be previously acceptable may no longer provide 
credible evidence for the determination. of security control effectiveness, and there fore, a 
reassessment would be. required . . Applying previous assessment results. to a current assessment 
necessitates the identification of any changes that have occurred since the previous assessment 
and the impact of these changes on the previous results .. Fo r example, reusing previous 
assessment results from examining an organization's security policies and procedures may be 
acceptable if it is. determined that there. have not been any s ignificant changes to the. identified 
policies and procedures. Reusing assessment results produced during the previous authorization 
of an information system is a cost-effective method for supporting continuous monitoring 
activities and annual FISMA reporting requirements when the. related controls. have not changed 
and there are. adequate. reasons. for. confidence in their. continued application. 

• Amount o{ time. that has transpired since previous. assessments .. 

In general, as. the time. period between current and previous assessments. increases, the. 
credibi lity/utility of the previous. assessment results. decreases ... This. is. primarily due. to the. fact 
that the information system or the environment in which the information. system operates is more 
ljkely to change. with the passage of time, possibly invalidating the. original conditions or 
assumptions on which the previous assessment was based. 

• Degree of independence of previous assessments. 

Assessor independence can be a cri tical fac tor in certain types. of assessments. The degree of 
independence required from assessment to assessment is consistent. For example, it is not 
appropriate. to. reuse results. from a. previous. self-assessment where. no assessor independence was. 
required,. in a cu1Tent assessment requiring a greater degree. of independence. 

External information system-related considerations-. 

The assessment procedures in Appendix F need to be adjusted as appropriate to accommodate the 
assessment of external information systems.38 Because. the. organization does not always. have. 
direct control over the security controls used in. external. information systems, or sufficient 
visibility into the development, implementation, and assessment of those controls, alternative 
assessment approaches may need to. be. applied,. resulting in the. need to tai lor the. assessment 
procedures described in Appendix F. Where required assurances of agreed-upon security controls 
within an information system or inherited by the system are documented in contracts or service
level agreements,. assessors review these. contracts or agreements and where appropriate, tailor the 
assessment procedures to assess either the security controls or the. security control assessme nt 
results. provided through these agreements. In addition, assessors take into. account any other 
assessments that have been conducted, or are in the process of being conducted, for external 
info rmation systems that are rel ied upon with regm·d to. protecting the. information system under 

38
. An exrerno/ ilifor111otio11 system is. an information system or. component of an information system that is outside of 

the authorization boundary established by the organization and for which the organization typically has no direct 
control. over. the application of required. security controls. or rhe assessment of security control effectiveness. Special. 
Publications 800-37 and 800-53 provide addi tional guidance on external information systems and the effect of 
employing security. controls. in those types of environments. 
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assessment... Applicable information from these. assessments,. if deemed reliable, is incorporated. 
into the security assessment report. 

3.2.4 Develop assessment procedures for organization-specific security controls. 

Based on organizational policies,. mission or business. function requirements, and an assess ment 
of risk, organizations may choose to develop and implement additional (organization-specific) 
security controls or control enhancements. for their information systems that are beyond the scope. 
of Spec.ial Publication 800-53. Such security controls are documented in the security plan for the. 
information system as contrnls not found in Special Publication 800-53. To assess the security 
controls in this situation, assessors use the guidelines in Chapter. Two to develop assessment 
procedures for those controls. and control enhancements. The assessment procedures developed 
are. subsequently integrated into the security assessment plan. 

3.2.5 Optimize selected assessment procedures to ensure maximum efficiency. 

Assessors have a great deal of flexibility in organizing a security assessment plan that meets the 
needs. of the organization ai1d that provides. the best opportunity for obtaining the necessary 
evidence to determine. security control effectiveness, while reducing overall assessment costs. 
Combining and consolidating assessment procedures is one area where this flexibi lity can be 
applied. During the. assessment of an information system, assessment methods are. applied 
numerous. times to a variety of assessment. objects within a particular family of security controls . . 
To save time, reduce assessment costs, and maximize the usefulness of assessment results, 
assessors review the selected assessment procedures for the security control families and combine 
or consolidate the procedures (or parts of procedures) whenever possible or practicable .. For 
example, assessors. may wish to. consolidate. interviews. with key organizational officials deali ng 
with a variety of security-re lated topics. Assessors may have other opportunities for significant 
consolidations. and cost savings by examining all security. policies and procedures from the. 
eighteen fami lies of security controls at the same time or organizing groups of related poJjcies 
and procedures that could be exami ned as. a unified enrity. Obtaining and examining 
configuration settings from similar hardware. and so ftware components within the information 
system is. another example that can provide significant assessment efficiencies. 

An additional area for consideration in optimizing the assessment process is the sequence. in 
which security controls. are. assessed ... The. assessment of some security controls before others may 
provide information that facilitates understanding and assessment of other controls .. For example, 
security controls such as CM-2 (Baseline Configuration). CM-8 (Information System Component 
Inventory). PL-2 (System Security Plan), RA-2. (Security Categorization), and RA-3 (Risk 
Assessment) produce general. descriptions of the. information system . . Assessing these security 
controls early in the assessment process may provide a basic understanding of the information 
system that can aid in assessing other security controls .. The. supplemental guidance of many 
security controls. also identifies related controls. that can provide. useful information in organizing 
the assessment procedw·es. 39 For example, AC-19 (Access Control for Portable and Mobile 
Devices) lists security controls MP-4 (Media Storage) and MP-5. (Media Transport) as be ing 
related to AC-19. Since AC-19 is related to MP-4 and MP-5. the sequence in which assessments. 
are conducted for AC-19, MP-4, and MP-5 may facilitate the. reuse. of assessment information 
from one. control in assessing other related controls .. 

.1
9 Security. control assessment sequencing is also. addressed in the assessmenL cases. described. in Appendix H. 
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3.2.6 Finalize security assessment plan and obtain approval to. execute plan. 

After selecting the. assessment procedures (including developing necessary procedures not 
contained in the Special Publication 800-53A catalog of procedures), tailoring the procedurns for 
information system/platform-specific and organization-specific conditions, optimizing the 
procedures for efficiency, and addressing the. potential for unexpected events impacting the 
assessment, the assessment plan is fi nalized and the schedule is established including key 
milestones. for the assessment process. Once the security assessment plan is. completed, the plan 
is reviewed and approved by approp1iate. organizational officials40. to ensure. that the. plan is 
complete, consistent with the security objectives of the organization and the organ ization' s 
assessment of risk, and cost-effective with regard to the resources. allocated for the assessment. 

3.3 CONDUCTING SECURITY CONTROL ASSESSMENTS 

After the security assessment plan is approved by the organization. the assessor or assessment 
team executes the plan in accordance with the agreed-upon schedule. Determ ining the size and 
organizational makeup of the. security assessment team (i.e., skill sets, technical expertise, and 
assessment experience of the. individuals composing the team) is part of the risk management 
decisions. made by the. organization requesting and initiating the assessment.. 

The. output and end result of the security control assessment is the security assessment report, 
which documents the assurance case for. the information system and is one of three. key 
documents in the security authorization package developed by information system owners. and 
common control providers. for authorizing officials. 41 The security assessment report includes 
information from the assessor (in the form of assessment findings) necessary to determine the 
effectiveness of the secu1ity controls employed within or inherited by the information system. 
The. security assessment report is. an important factor in an authorizing official's determination of 
risk. Organizations may choose to develop an assessment summary from the detailed findings 
that are generated by the assessor during the security control assessment. An assessment 
summary can provide an authorizing official with. an abbreviated version a of Security Assessment 
Report focusing on the higtilights of the assessment, synopsis of key findings, and/or 
recommendations for addressing weaknesses and deficiencies in the security controls. Appendix 
G provides additional infor mation on the recommended content of security assessment reports .. 

Assessment objectives are achieved by applying the designated assessment methods to selected 
assessment objects and compiling/produc ing the. evidence necessary to make. the determination 
associated with each assessment objective . . Each detennina tion statement contained within an 
assessment procedure executed by an assessor produces one of the following findings: (i) 
sati:;fied (S); or (ii) other than sati.1fied (0 ). A finding. of satisfied indicates. that for the portion of 
the security control addressed by the determination statement, the assessment information 
obtained (i.e., evidence. collected) indicates that the. assessment objecti ve for the control has been 
met producing a fully acceptable result. A finding of other than satisfied indicates. that for the 
portion of the security control addressed by the determination statement, the assessment 
information obtained indicates. potential anomalies in the. operation or. implementation of the 
control that may need to. be addressed by the. organization .. A finding. of other than satisfied may 

40 Organizations establish. a security assessmenl plan. approval process with the. specific organizational officials. (e.g., 
informatio11 systems owners, con101011 control providers, informalioll system security officers, senior information 
security officers, authorizing officials) designated as approving authorities. 

41 Ill accordance witl1 Special Publication 800-37, the security authorization. package consists of the. security plan. 
(including the risk assessment), the. security. assessment report, and the plan of action and milestones. (POAM) .. 
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also indicate. that for reasons specified in the assessment report,. the assessor was. unable. to obtain 
sufficient information to make the particular determination called for in the determination 
statement.. For assessment findings. that are. other than satisfied, organizations may choose. to 
define. subcategories of findings indicating the. seve rity and/or criticality of the weaknesses or 
deficiencies discovered and the potential adverse effects on organizational operations (i.e., 
mission,. functions, image, or reputation), organizational assets,. individuals, other organizations, 
and the Nation .. Defining such subcategories can he lp to establish prio1ities for needed risk. 
mitigation actions. 

Assessor. findings. are. an unbiased, factual reporting of what was found concerning the. security 
control assessed. For each find ing of other than. satisfied, assessors. indicate which parts of the. 
security control are. affected by the. finding. ( i.e.,. aspects. of the control that were deemed not 
satisfied or were not able to be assessed) and describe how the control differs from the planned or 
expected state. The potential for compromises to confidentiality, integrity, and avai lability due to 
other than satisfied findings are also noted by the. assessor. in the. security assessment report . . This 
notation reflects the lack of a specified protection and the exploitation that could occur as a result 
( i.e. workstation, dataset, root level access). Risk determination and acceptance activities are. 
conducted by. the organization post assessment as. part of the. risk management strategy 
established by the organization. These risk management activities involve. the senior leadership 
of the organization including for example, heads of agencies, mission/business owners, 
information owners/stewards, risk executive. (function),. and authorizing officials, in consultation 
with appropriate organizational support staff (e.g., senior information security officers, chief 
information officers,. information. system owners,. common control providers, and assessors). 
Security control assessment results. are documented at the level of detail approptiate for the 
assessment. in. accordance. with the reporting format prescribed by organizational policy, NIST 
guidelines,. and OMB. policy. The reporting format is. appropriate. for the type of security. control 
assessment conducted (e.g., self-assessments by information system owners. and common control 
providers, independent verification and validation, independent assessments supporting the 
security authorization process, or independent audits or ins pections). 

Information system owners and common control providers. rely on the security expertise. and the 
technical judgment of assessors to: (i) assess. the. security controls. in the. information system and 
inherited by the system; and (ii) provide recommendations on how to correct weaknesses or 
deficiencies in the controls and reduce or eliminate. identified vulnerabilities .. The assessment 
results produced by the assessor (i.e., find ings of satisfied or other than sati.~f'ied,. identification of 
the parts of the security control that did not produce a satisfactory result, and a description of 
resulting potential for. compromises to the information system or. its environment of operation) are 
provided to information system owners and common control providers in the initial security 
assessment report.. System owners and common control providers may choose to act on selected 
recommendations of tbe. assessor before the security. assessment report is. finalized if there. are 
specific opportunities. to correct weaknesses or deficiencies. in security controls. or to correct 
and/or clarify misunderstandings or interpretations of assessment results.42

. Security controls that 

42 The. correction of weaknesses. or deficiencies in security. controls or. carrying out of selected recommendations during 
the review of the initial security assessment report by informalion system owners. or common control providers. is not 
intended to replace the formal risk mitigation process by the organization which occurs. aftei: the. delivery of the. final 
report.. Rather,. it provides the. information system owner or common control provider with an opportunity 10 address 
weaknesses. or. deficiencies. that may be quickly corrected .. However. in situations. where. limited resources exist foi: 
remediating weaknesses. and deficiencies. discovered during the security control assessment, organizations may decide 
without prejudice. that waiting for the. risk assessment to. prioritize remediation efforts. is the. better course. of action. 
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are modified,. enhanced, or added during this. process are reassessed by the. assessor p1ior to the. 
production of the final security assessment report.. 

3.4 . ANALYZING. SECURITY ASSESSMENT REPORT RESULTS 

Since results of the security control assessment ultimately infl uence the content of the security 
plan and the plan of action and milestones, information system owners and common control 
providers. review the security assessment report and the updated risk assessment and with. the. 
concurrence of designated organizational officials (e.g., authorizing officials, chief information. 
officer, senior information security officer, mission/information owners), determine the 
appropriate steps requfred to correct weaknesses. and deficiencies identified during the 
assessment.. By using the labels of satisfied and other than sati~fied, the reporting. format for the. 
assessment findings provides visibility for organizational officials into specific weaknesses and 
deficiencies in secu1ity controls within the information system or inherited by the system and 
facilitates a disciplined and structured approach to mitigating risks in accordance with 
organizational priorities. For example, information system owners. or common control providers 
in consultation with. designated organizational officials, may decide that certain assessment 
findings marked as other than satisfied. are of an inconsequential nature and present no significant 
risk to the organization. Conversely, system owners or common control providers may decide 
that certain findings marked as other than satisfied are significant,. requiring immediate 
remediation actions. In all cases, tJ1e organjzation reviews each assessor finding of other than 
satisfied and applies its judgment with regard to the severity or seriousness. of the finding a nd 
whether the finding is significant enough to be worthy of further investigation or remedial action. 

Senior leadership. involvement in. the. mitigation process may be. necessary in order to. ensure. that. 
the. organization's resources are effectively allocated in accordance with organizational priorities, 
providing resources first to the information systems. that are supporting the most critical and 
sensitive missions for. the. o rganization or co1Tecting the. deficiencies that pose. the greatest degree 
of risk. Ultimately, the security control assessment findings and any subsequent miti.gation 
actions (informed by the updated iisk assessment) initiated by information system owners or 
common. control providers in. collaboration. with designated organizational officials. trigger 
updates to the key documents used by authorizing. officials to determine the security status of the 
information system and its suitability for authorization to operate. These documents include the 
security plan with. updated risk assessment, security assessmenL report, and plan of action and 
milestones .. 
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Figure I provides an overview of the. secLu·ity control asse~sment process. including the activities 
carried out during pre-assessment, assessment, and post-assessment.. 
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FIGURE 1 :. SECURITY. CONTROL ASSESSMENT PROCESS OVERVIEW. 
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T his a.· ppendix. provides definitions for security terminology used within Special Publication 
800-53A. The terms. in the glossary are consistent with the. terms used in the suite of 
FISMA-related security standards and. guideJines. developed by NIST .. Unless otherwise. 

stated, all terms used in this publication are also. consistent with the. definitions contained in the. 
CNSS Instruction 4009, National information Assurcmce Glossary. 

Ac ti vi ties .. 

Adequate Secu1ity 
[OMB CiJcular A-130, Appendix Ull 

Agency 

Assessment 

Assessment Findings . 

Assessment Method 

Assessment Object 

Assessment Objective . 

Assessment Procedure 

Assessor 

Assurance 

Assurance Case. 
[Software Engineering Institute, 
Carnegie. Mellon University] 

APPENDIX B. 

An assessment object. that includes specific protection
related pursuits or actions supporting an information 
system that Envolve. people (e.g.,. conducting, system 
backup operations. monitoring network traffic) . . 

Security commensurate. with the risk and the magnitude . 
of harm resulting from the loss, misuse, or unauthorized 
access to or modification of information .. 

See. Executive Agency. 

See. Security. Control Assessment. 

Assessment results produced by. the. application of an 
assessment procedure. to. a security control or control. 
enhancement to achieve. an assessment objective; the. 
execution of a determination statement within an 
assessment procedure by an assessor that results i11 either 
a satisfied or other: than satiJfied condition .. 

One of three types of actions. (i.e., examine,. interview, 
test) taken by assessors. in obtaining evidence. during an 
assessment. 

The item (i.e ., specifications, mechanisms, activities, 
individuals) upon which an assessment method is applied 
during an assessment.. 

A set of determination statements. that expresses the 
desired outcome for the assessment of a security control 
or control enhancement. 

A set of assessment objectives and an associated set of 
assessment methods and assessment objects. 

See Security_ Control Assessor. 

The grounds. for confidence that the set of intended 
security controls. in an. information system are effective in 
their application. 

A structured set of arguments and a body of evidence. 
showing that an information system satisfies specific 
claims. with respect to a given quality attribute .. 
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Authentication 
lFIPS.200] 

Authenticity 

Authorization 
(to operate) 

Authorization Boundary 
[NIST SP 800-37] 

Authorizing Official 
[NIST SP 800-37] 

Authorizing Official Designated 
Representative 
l~IST SP 800-37 J 

Availabi lity 
[44 U.S.C.,. Sec .. 3542J 

Basic Testing 

Black Box Testing 

APPENDIX B 
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Verifying the i.denti ty of a user, process, or device, o ften 
as a prerequisite to allowing access. to resources. in an 
information system. 

The property of being genuine and being able to be 
verified and trusted; confidence in the validity of a 
transmission, a message, or message originator. See 
Authenlicati on. 

The. official management decision given by a senior. 
organizational offid al to authorize operation of an 
information system and to explicitly accept the risk to 
organizational operations (including mission, functions,. 
image, or reputation), organizational assets, individuals,. 
other organizations, and the Nation based on the 
implementation of an agreed-upon set of security. 
controls .. 

All components. of an information system to be 
authorized for operation by an authorizing official and 
excludes separately authorized systems,. to which the. 
information system is connected. 

A senior (federal) official or executive with the authority 
to formally assume responsibility for operating an 
information system. at an acceptable level of risk to 
organizational operations (including mission, functions, 
image, or reputation), organizational assets, individuals, 
other organizations, and the. Nation .. 

An organizational official acting on behalf of an 
authorizing official in carrying out and coordinating the 
required activities associated with securi ty authorization .. 

Ensuring timely and reliable access to and use. of 
information .. 

A test methodology. that assumes no knowledge. of the. 
internal structure and implementation detail of the 
assessment object. Also known as black box testing. 

See Basic Testing .. 

PAGE.B-2. 
FTC-0002382 



Special Publication 800-53A 

Chief Information Officer 
lPL 104-106, Sec .. 5125(b)J 

Chief Information Security Officer 

Conunon Control 
[NIST SP 800-37] 

Common Control Provider 
[NIST SP 800-37] 

Compensating Security Controls 
[NIST SP 800-53] 

Comprehensive. Testing 

Confidentiality 
(44 U.S.C., Sec, 3542) 

Controlled Unclassified 
Information 
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Agency official responsible for: 

(i). Providing advice. and other assistance. to the. head of 
the executive agency and other senior management 
personnel of the. agency to ensure that information 
technology is acquired and information resources are. 
managed in a manner that is consistent with laws, 
Executive. Orders, directives, policies, regulations, and 
priorities. established by the head of the agency; 

(ii) Developing, majntaining, and facilitating the 
implementation of a sound and integrated information 
technology architecture for the agency; and 

(iii) Promoting the effective and efficient design and 
operation of all major information resources management 
processes for. the agency, including improvements. to 
work processes of the agency. 

See Senior Agency information Securi~v Officer. 

A security control that is inherited by one or more 
organizational information systems . . See Security Control 
Inheritance. 

An organizational official responsible for the. 
development, implementation,. assessment, and 
monitoring of common controls (i.e.,. security controls. 
inherited by information systems). 

The management, operatjonal, and technical controls 
(i.e., safeguards or countermeasures) employed by an 
organization in lieu of the. recommended controls in the. 
baselines. described in NIST Special Publication 800-53 
and CNSS Instruction 1253, that provide equivalent or 
comparable protection for an information. system. 

A test methodology that assumes explicit and substantial 
knowledge of the internal structure and implementation 
detail of the assessment object. Also known as white box 
testing. 

Preserving authorized restrictions on information access 
and disclosure, including means. for protecting personal 
privacy and proprietary information. 

A categorical designation that refers to. unclassified 
information that does not meet the standards for National 
Security ClassiJicatjon under Executive Order 12958, as. 
amended, but is (i) pertinent to the national interests. of 
the United States or to the important interests of entities 
outside the federal government, and (ii) under law or 
policy requires protection from unauthorized disclosure, 
special handliog safeguards, or prescribed limits on 
exchange or dissemination. Henceforth, lhe. designation 
CUT replaces Sensitive. But Unclassified (SBU). 
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Coverage. 

Depth 

Environment of Operation 
[NIST SP 800-37] 

Examine 

Executive Agency 
[41 U.S.C., Sec. 403] 

Federal Agency 

Federal Information 
System 
r40U.S.C.,Sec.1133 1l 

Focused Testing 

Gray Box Testing 

Hybrid Securi ty Control 
(NlST SP 800-53] 

Individuals. 
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An attribute associa ted with an assessment method that 
addresses. the scope. or breadth of the. assessment objects. 
included in the assessment (e.g., types of objects to be 
assessed and the number of objects to be assessed by 
type). The. values for the coverage attribute, 
hierarchically from less. coverage to. more coverage, are 
basic,. focused, and comprehensive. 

An attribute associa ted with an assessment method that 
addresses the rigor and level of detail associated with the 
application of the method. The values for the depth 
attribute, hierarchically from less depth to more depth, 
are basic, focused, and comprehensive. 

The physical surroundings in which an information 
system processes, stores, and transmits. information. 

A type of assessment method that is. characterized by the 
process. of checking, inspecting, reviewing,. observing, 
studying, or analyzing one or more. assessment objects to 
facil itate understanding, achieve c larification, o r obtain 
evidence, the results of which are used to support the 
determination of security control effectiveness over. time. 

An executive department specified in 5 U.S.C., Sec. I 0 I;. 
a military department specified in 5 U.S.C., Sec. l 02;. an 
independent establishment as defined in 5 U .S.C., Sec. 
I 04( I); and a wholly owned Government corporation 
fully subject. to the provisions of 31 U.S.C. , Chapter 9 L 

See. Executive Agency .. 

An information system used or operated by an executive 
agency, by a contractor of an executive agency, or by 
another. organization on behalf of an. executive agency. 

A test methodology that assumes. some. knowledge of the. 
internal structure and implementation detail of the 
assessment object. Also known as gray box testing. 

See Focused Testing. 

A security control that is implemented in. an information. 
system in part as a common control and in part as a 
system-specific control. 

See Common Control and System-Specific Security 
Control .. 

An assessment object that includes. people applying 
specifications, mechanisms, or activities .. 
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Industrial Control System. 

Information 
[PIPS 199] 

Information Owner 
[CNSSl 4009] 

Information Resources 
[44 U.S.C., Sec. 3502] 

Information Security 
[44 U.S.C., Sec. 3542] 

Information Security Program Plan 

[NIST SP 800-53] 

Information. System 
r44 U.S.C., Sec, 35021 

Information System Boundary 

Information System Owner 
(or. Program Manager) 

Information System 
Security Officer 

Information System-related 
Security Risks. 
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An information system. used to control industrial 
processes such as. manufacturing, product handling,. 
production, and distribution. Industrial control syst·ems 
include. supervisory control and data acquisition systems. 
used to control geographically dispersed assets,. as well as 
distributed control systems. and smaller control systems. 
using programmable. logic controllers. to control localized 
processes. 

An instance. of an information type. 

Official. with statutory or operational authority for 
specified information and responsibility for establishing 
the controls for its generation, collection, processing, 
dissemination,. and disposal. 

Information and related resources, such as. personnel, 
equipment, funds, and information technology .. 

The protection of information and information systems. 
from unauthorized access,. use, disclosure, d isruption, 
modification, or destruction. in. order. to provide. 
confidentialti ty, integrity, and avaiJabi lity. 

Formal document that provides an overview of the 
security requirements for an organization-wide. 
information security program and describes the program 
management controls and common controls in place or 
planned for meeting those requirements. 

A discrete. set of information resources organized for. the 
collection, processing, maintenance, use, sharing,. 
dissemination, or di sposition of information. 

See. Authorization. Boundary. 

Official responsible for. the. overall procuremenl, 
development, integration. modification, or. operation and 
maintenance of an information system. 

Individual assigned responsibility by the senior agency 
information security officer, authorizing official, 
management offic ial , or information system owner. for. 
maintaining the appropriate operational secu1ity posture. 
for an information system or program. 

In formation system-related security risks are those risks 
that arise through the loss of confidentiality, integrity, or. 
availability of information or information systems and 
consider impacts lo the. organization (including assets, 
mission, functions, image,. or. reputation) ,. individuals, 
other organizations,. and the Nation. See Risk. 
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Information Technology 
[40 U.S.C., Sec .. 1401] 

Information Type 
[FIPS 199J 

Integrity 
[44 U.S.C., Sec. 35421 

Interview 

Management Controls. 
[FIPS 200] 

Mechanisms 

National Security 
Information 
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Any equipment or interconnected system or subsystem of 
equipment that is. used .in the. automatic. acquisition, 
storage, manipulation, management, movement,. control, 
display, switching, interchange, transmission,. or 
reception of data or information by the executive agency. 
For purposes of the preceding sentence, equipment js 

used by an executive agency if the equipment is used by 
the executive agency directly or is used by a contractor 
under a contract with the executive agency which: ( i) 
requires the use of such equipment; or ( ii) requires the 
use, to a significant extent, of such equipment in the 
performance of a service or the furnishing of a product. 
The. term information technology inc ludes computers, 
ancillary equipment, software, firmware, and similar 
procedures, services (including support services), and 
related resources .. 

A specific category. of information (e.g., privacy, 
medical, proprietary, financial, investigative, contractor 
sensitive, security management) defined by an 
organization or in some instances, by a specific law, 
Executive 01·der, directive, policy, or regulation. 

GuaJding against improper information modification or 
destruction,. and inc ludes. ensuting infonnation non
repudiation and authenticity. 

A type of assessment method that is characterized by the 
process. of conducting discussions. with individuals or 
groups withi.n an organization to fac iljtate understanding, 
achieve clarification, or lead to the location of evidence, 
the. results. of which are used to. support the determination 
of security control effectiveness over. time. 

The security. contro1s (i.e., safeguards. or 
countermeasures) for an information system that focus on 
the management of risk and the. management of 
information system security. 

An assessment object that includes. specific. protection
related items. (e.g., hardware, software. or. firmware} 
employed within or at the boundary of an information 
system. 

Information that has been determined pursuant to 
Executive. Order 12958 as. amended by. Executive Order 
13292, or any predecessor order, or by the Atomic 
Energy Act of 1954, as amended, to require protection 
against unauthorized disclosure and is. marked to. indicate 
its classified status. 

PAGE.B-6. 
FTC-0002386 



Special Publication 800-53A 

National Security_ System 
[44 U.S.C., Sec .. 3542J 

Operational Controls. 
[FIPS 200) 

Organization 
[FTPS 200, Adapted] 

Penetration Testing 

Plan of Action and 
Milestones 
[OMB Memorandum 02-0 I] 

Reciprocity. 

Records 
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Any information system (including any 
telecommunications system) used or operated by an 
agency or by a contractor of an agency, or other 
organization on behalf of an. agency-(i) the. function. 
operation,. or use of which involves intelligence activities; 
involves. cryptologic activities. related to national secmity; 
involves command and control of military. forces; 
involves equ ipment that is an integral part of a weapon or 
weapons system; or is critical to the direct fu lfi llme nt of 
military or intelligence. missions. (excluding a system that 
is to be used for routine administrative and business 
applications, for example, payroll, finance, logistics, and 
personnel management applications); or (ii) is protected 
at all times. by procedures established for information that 
have. been specifically authorized under cri te ria 
established by an Executive Order or an Act of Congress 
to be kept classified in the interest of national defense or 
foreign policy. 

The. security controls (i.e., safeguards or 
countermeasures) for an information. system that are 
primarily implemented and executed by people (as 
opposed to systems). 

An entity of any. size, complexity, or positioning within 
an organizational structure. (e.g., a federal agency or, as 
appropriate, any of its. operational elements). 

A test. methodology_ in which assessors, using all 
available documentation (e.g.,. system design,. source 
code, manuals) and working under specific constraints, 
attempt to circumvent the. security features. o( an 
information system .. 

A document that identifies tasks needing to be. 
accomplished. It details resources required to accomplish 
the elements of the. plan,. any milestones in meeting the 
tasks,. and scheduled completion dates for the. m.ilest.ones .. 

Mutual agreement among participating organizations to 
accept each other's security assessments in order to. reuse. 
information system resources and/or. to accept each 
other's assessed security posture in order to share 
information. 

The. recordings (automated and/or manual) of evidence. of 
activities performed or results. achieved (e.g., forms, 
reports,. test results), which serve as a basis for verifying 
that the. organization and the. information system are. 
performing as intended .. Also used to refer to units of 
related data fields (i.e., groups of data fields that can be. 
accessed by a program and that contain the complete. set 
of information on particular items). 
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Risk 
[CNSSl 4009] 

Risk Assessment 

Risk Executive (Function) 
[NIST SP 800-37] 

Risk Management 
[CNSSl 4009] 

Security Authorization 

APPENDIXB. 

. Guide for Assessing the Security Controls in 
. Federal Information Systems and Organizations 

A measure. of the extent to. wh ich an e ntity is. threatened 
by a potential circumstance or event, and typically a 
function of: (i) the adverse impacts that would arise if the 
circumstance or. event occurs; and ( ii) the. likelihood of 
occurrence. 
LNote: lnformatio11 system-related security risks are those risks. that 
arise. from the loss. of confidentiality, integrity, or.availability o.f 
information or information systems and reflect the potential adverse. 
impacts to organizational operations (including mission. functions, 
image, or reputation), organizational assets,. individuals,. other 
organizations, and the Nation. Adverse impacts to. the Nation inc lude, 
for example. compromises. to information systems that support critical 
infrastructure applications or are paramount to government continuity 
of operations. as defined by the Department of Homeland Security.). 

The process of identifying risks to organizational 
operations (includi ng mission, functions, image, 
reputation), organizational assets, individuals, other 
organizations, and the Nation, resulting from the 
operation of an. information. system. 

Part of r isk management, incorporates threat and 
vulnerability analyses, and considers mitigations 
provided by security controls. planned or in place . . 
Synonymous with risk analysis. 

An individual or group with in a11 organization that helps 
to. ensure that:. (i) security risk-related considerations. for. 
individual information systems, to include. the 
authorization decisions, are viewed from an organization
wide perspective with regard to the overall strategic goals 
and objectives. of the organization in ca11'ying out its 
missions and business functions; and (ii) managing 
information system-related security risks is consiste nt 
across. the organization, reflects organizational risk 
tolerance, and is considered along with other. 
organizational risks. affecting mission/business. success .. 

The process of managing risks to organizational 
operations (includi ng mission, functions, image, 
reputation),. organizational assets, individuals,. other 
organizations, and the Nation, resulting from the 
operation of an information system, and includes: (i) the 
conduct of a risk assessment; (ii) the implementation, of a 
risk mitigation strategy; and (iii) employment of 
techniques a nd procedures for the. continuous. monitoring 
of the. securi ty state. of the information system. 

See. Authorization. 
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Security Categorization 

Security Control Assessment 

Security, Control Assessor 

Security Control Baseline. 
[FIPS 200. Adapted]. 

Security Control Enhancements 

Security Control Inheritance 

Security Controls 
lFIPS 199,.CNSS14009J 

Security Impact Analysis 
[NIST SP 800-37] 

Security Objective 
[FIPS 199] 

Security Plan 
[NIST SP 800-18] 
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The process of determining the security category fo r 
information or an information system .. Security 
categorizatio n methodologies are described in CNSS 
Instruction 1253 for national security systems and in 
FIPS 199 for other than national security systems .. 

The testing and/or evaluation of the management,. 
operational, and technical security contrnls in an 
information system to determine the. extent to which the. 
controls are implemented correctly, operating as 
intended, and proc!L1cing the desired outcome with r·espect 
to. meeting the security requirements for. the system. 

The. individual, group. or. organization responsible for. 
conducting a security control assessment. 

One of the sets of minimum security controls defined for 
federal infor mation systems in NIST Special Publication 
800-53 and CNSS Instruction 1253. 

Statements. of security capability to: (i) build in 
additional, but related. functionality to a basic control; 
and/or. (i i) increase the. strength of a basic control. 

A situation in which an information system or application 
receives protection from security controls (or portions of 
security controls) that are. developed, implemented, 
assessed, authorized, and monitored by entiti.es. other than 
those responsible. for the system or application;. entities. 
either internal or external to the organization where the 
system or application resides . . See Common Control. 

The management, operational, and technical controls. 
(i.e., safeguards or countermeasures) prescribed for an 
information system to. protect the. confidentiality, 
integrity, and availability of the system and its 
information. 

The analysis conducted by an organizational official to 
determine. the exten t to which changes to the information 
system have affected the. security state. of the system. 

Confidentiality, integrity, or availability. 

Formal document that provides an overv.iew of the 
security requirements for an information system or an 
information security program and describes the security 
controls. in place or planned for. meeting those. 
requirements. 

See. System Security Plan or Information Security 
Program. Plan. 
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Security Requirements 
lFIPS.200] 

Senior Agency 
Information Security 
Officer 
[44 U.S.C., Sec. 3544] 

Senior Infonnatjon Security. 
Officer 

Specification 

Subsystem 

Supplementation (Assessment 
Procedures) 

Supplementation (Security 
Controls). 

System 

System Security. Plan 
[NIST SP 800- l8J 

System-Specific. Security Contrnl 
[N IST SP 800-37 J 
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Requirements levied on an information system that are 
derived from applicable laws, Executive. Orders,. 
directives, policies, standards, instructions, regulations, 
procedures, or organizational. mission/business. case needs 
to ensure. the confidentiality, integrity, and availabil ity of 
the. information being. processed, stored,. or transmitted .. 

Official responsible. for carrying out the Chief 
Information Officer responsibil ities under FTSMA and 
serving as the Chief Information Officer's p1imary. liaison 
to the. agency's authorizing officials, information system 
owners,. and informat ion system security officers. 
[Note: Organizations. subordinate to federal agencies may use. the. term 
Se11ioi: ii!formario11 Security Officer or Chief lnfonnation Security 
Officer to denote. individuals. fi !ling position& with similar 
responsibilities. to Senior Agency l11formutio11 Security Officers.] 

See Senior Agency Information Security Officer. 

An assessment object that includes document-based 
artifacts (e.g., policies, procedures, plans, system security 
requirements, functional specificat ions, and architectural 
designs) associated with an information system. 

A major subdivision or component of an information 
system consisting of information, information 
technology, and. personnel that performs one. or more. 
specific functions. 

The process of adding assessment procedures or 
assessment details to. assessment procedures in order to 
adequately meet the organization's risk management 
needs. 

The process of adding security controls or control 
enhancements to a security control baseline. from NlST 
Special Publication 800-53 or CNSS. Instruction 1253 in 
order to adequately meet the organization's risk 
management needs. 

See lnforma1ion System. 

Formal document that provides an overview of the. 
security. requirements for an information system and 
describes the security controls in place. or planned. for 
meeting those. requirements .. 

A security control for an information system that has. not 
been designated as a common control or the portion of a 
hybrid control that is to. be. implemented within an 
information system .. 
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Tailoring 
lNIST SP 800-53, CNSSl 4009] 

Tailoring. (Assessment Procedures) 

Tailored Security Control Baseline 

Technical Controls. 
[FIPS 200] 

Test 

Threat 
[CNSSI 4009]. 

Threat Assessment 
[CNSSl 40091 

Threat Somce 
lFlPS 200] 

Vulnerability 
lCNSSl 4009] 
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The process. by which a security control baseline. is. 
modified based on: (i) the application of scoping 
guidance~ (ii) the specification of compensating security 
contrnls, if needed; and (iii) the. specification of 
organization-defi ned parameters in the security controls 
via explicit assignment and selection statements .. 

The. process by which assessment procedures. defined in 
Special Publ.ication 800-53A are adjusted, o r. scoped, to 
match the characteristics of the information system under 
assessment, providing organizations with the flexibility 
needed to meet specific organizational requirements. and 
to avoid overly-constrained assessment approaches. 

A set of security controls resulting from the application 
of tailoring guidance to the security control baseline . . See. 
Tailoring. 

The security controls (i.e., safeguards. or 
countermeasures) for an information system that are. 
primarily irnplemeoted and executed by the information 
system through mechanisms. contained in the hardware, 
software, or firmware components of the system .. 

A type of assessment method that is characterized by the 
process of exercising. one or. more assessment objects. 
under specified conditions to compare actual with 
expected behavior, the results of which are used to 
support the. determination of security control 
effectiveness over time. 

Any circumstance or event with the potential to adversely 
impact organizational operations. (including mission. 
functions , image,. or reputation), organizational assets,. 
individuals, other organizations, or the Nation through an 
information system via unauthorized access, destruction, 
disclosure,. modification of information. and/or denial of 
service. 

Process of formally evaluating the degree of threat to. an 
information system or enterprise and describing the. 
nature of the threat.. 

The intent and method targeted at the intentional 
exploitation of a vulnerability or a situation and method 
that may accidentaUy trigger a vulnerability. 
Synonymous with threat agent.. 

Weakness in an information system, system security 
procedures,. internal contro l.s, or. implementation that 
could be. exploited or triggered by a threat source. 
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Vulnerabil ity Assessme nt 
[CNSSL4009] 

White. Box Testing 
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Systematic. examination of an information system OJ. 

product to determine. the. adequacy of security measures, 
identify security deficiencies, provide data from which to 
predict the. effective ness of proposed security measures,. 
and confirm the adequacy of such measures after 
implementation .. 

See. Comprehensive. Testing. 
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ACRONYMS. 
COMMON ABBREVIATIONS 

CIO 

CNSS 

CUL 

COTS. 

DoD 

FIPS 

FlSMA 

lCS 

1EC 

ISO 

NIST 

NSA 

ODNI 

OMB 

PKl 

POAM 

RMF 

SCAP 

SP 

U.S.C. 

VoIP. 

APPENDIX C 

Chief Information. Officer . 

Committee. on National Security Systems . 

Controlled Unclassified Info rmation 

Commercial Off-The-Shelf . 

Department of Defense 

Federal Information Processing Standards 

Federal Information Security Management Act. 

Industrial Control System 

International Electrotechnical Commission. 

International Organization for Standardization 

National Institute of Standards and Technology 

National Security Agency 

Office of the Director of National Intelligence 

Office of Management and. Budget . 

Public Key Infrastructure . 

Plan of Action and Milestones 

Risk Management Framework 

Security. Content Automation Protocol 

Special Publication 

United States. Code . 

Voice over Internet Protocol . 
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ASSESSMENT METHOD DESCRIPTIONS 
ASSESSMENT METHOD. DEFINITIONS,. APPLICABLE OBJECTS,. AND ATIRIBUTES 

This appendix. defines the three assessment me thods. that can be. used by assessors during 
security control assessments: (i) examine; (ii) interview; and (iii) test. Included in the 
definilion of each assessment method are types of objects to which the method can be 

applied. The appl ication of each method is described in terms of the attributes. of depth and 
coverage, progressing from basic to focused to comprehensive. The attribute values con-elate to 
the assurance requirements. specified by the organization.43 The depth attribute addresses the 
rigor and level of detail of the assessment.. For the depth attribute, the.focused attribute value 
includes and builds upon the assessment rigor and level of detail defined for the basic attribute 
value; the comprehensive attribute value includes and builds upon the assessment rigor and level 
of detail defined for the.focused attribute value. The coverage attribute addresses the scope or 
breadth of the assessment. For the coverage attribute, the focused attribute value includes and 
builds. upon the number and type. of assessment objects defined for. the. basic attribute. value; the. 
comprehensive attribute value includes and builds upon the number and type of assessment 
objects defined for the focused attribute value. The use. of bolded text in the assessment method 
description indicates. the content that was. added ta. and appears. for the. first time, in the 
description indicating greater rigor and detail for the attribute value. 

43
. For other than national security systems, organizations meet minimum assurance requirements specified in. Special. 

Publication 800-53,. Appendix E. 
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ASSESSMENT METHOD: Examine 

ASSESSMENT OBJECTS: Specifications (e.g., policies,. plans, procedures, system requirements, designs) 
Mechanisms. (e.g., functionality implemented in hardware, software, firmware) 
Activities (e.g .•. system operations. administration. management ;. exercises). 

DEFINITION:. The. process of checking, inspecting, reviewing, observing,. studying, or. analyzing one. or. more. 
assessment objects to faci litate understanding, achieve darification, or obtain evidence, the results of which 
are. used. to. support the. determination of security. control existence, functionality, correctness, completeness, 
and potential for improvement over time. 

SUPPLEMENTAL GUIDANCE: Typical assessor actions may. include, for example: reviewing information 
security policies, plans,. and procedures; analyzing system design documentation and interface. 
specifications; observing system backup operations, reviewing the. results of contingency. plan exercises;. 
observing incident response activities; studying technical manuals and user/administrator guides; checking, 
studying, or observing the operation of an information technology mechanism in the information system 
hardware/software; or checking, studying, or. observing physical security measures related to the operation 
of an information system. 

ATTRIBUTES:. Depth,. Coverage 

• . The depth attribute. addresses. the rigor. of and. level of detail in the. examination process .. There are. 
three. possible values. for the. depth attribute:. (i) basic;. (ii) focused; and (iii) comprehensive. 

Basic examination: Examination that consists of high-level reviews, checks, observations, or inspections of 
the. assessment object... Thi.s. type. of examination is. conducted. using a limited body. of evidence or. 
documentation (e.g., fonctional-level descriptions for mechanisms; high-level process descriptions for 
activities; and actual documents for. specifications). Basic. examinations provide a level of understanding. of 
the. security control necessary for determining whether the. control. is implemented and. free of obviou.s. errors. 

Focused examination: Examinatio1\ that consists. o( high-level reviews, checks, observations, or inspections 
and more. in depth studies/analyses of the assessment object.. Tl1is type of examination is conducted using a 
subst11ntial body or evidence. or documentation, (e.g., functional-level, descriptions. a nd where. appro priate 
and available, high-level design information for mechanisms; high-level process. descriptions. and 
implementation procedures. for. activities; and the actual. doc.uments. and related documents for 
specifications). Focused examinations provide a level of understanding of the security control nece&sary for 
determining whether. the. control is. implemented and free of obvious errors and whether. there are increased 
grounds for confidence that the. control is. implemented. correct.ly and operating as intended. 

Comprehensive examination: Examination that consi.sts of high-level reviews, checks, observations, or 
inspections and more in depth,. d eta iled,. a nd tboroug b st.udies/analyses. of the. asscssmenl obj ect. This type. 
of examination is conducted using an. extensive body. of evidence. or. documentation. (e.g .. functional- level 
descriptions. and. where appropriate and available. hig h-level design information,. low-level design 
information, and implementation information for. mechanisms;. high-level process descriptions and 
detajJcd implementatio n procedures for activities;. and the actual documents and related documents for 
specifications 

44
). Comprehensive. examinations. provide. a level. of understanding of the. security. control 

necessary for. determining whether. the. control. is. implemented and free. of obvious errors and whether there. 
are further increased grounds for confidence that the control is implemented correctly. and operating. as 
intended on an ongoing and consistent basis, and that there is suppor t for continuous improvement in 
the. effectiveness of. the control. 

44 While. additional documentation is. likely for mechanisms. when. moving. from basic. to focused to comprehensive 
examinations, the documentatio11 associated with specifications and activities may be the same or similar. for focused 
and comprehensive. examinations, with. the. rigor of the. examinations. o[ these. documents being increased al the. 
comprehensive level.. 
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• The coverage. attribute addresses the scope or. breadth of the examination process and includes the 
types of assessment objects to be examined, the number of objects. to be examined (by type), and 
specific objects to. be. examined.45 There are three possible. values for. the coverage. attribute: (i) basic, 
(ii).focused, and (iii} comprehensive. 

Basic. examination:. Exa mination that uses a representative sample of assessment objects (by type. and number 
within type). l(l provide. a level o f coverage necessary for determining whether the security, control is. 
implemented and free of obvious errors. 

Focused. examination: Examination that uses. a representative sample of assessment objects (by type and 
number within type) and other specific assessment obj ects deemed particularly important to achieving 
the assessment objective to provide. a level of coverage necessary for determining whether the. secur ity 
control is. implemented and free. of obvious errors and. whether there arc increased grounds for. confidence 
that the. control is implemented correctly and operating as intended. 

Comprehensive examination: Examinatio1t that uses a sufficiently. lal'gc sample of assessment objects (by. 
type. and number within type) and other specific assessment objects. deemed particularly important to. 
achieving the. assessme nt objective to provide. a level or coverage. necessary for determining. whether the 
security control is implemented and free of obvious e rrors and whether there are further increased grounds 
fur. confidence. that. the control is implemented correctly, and operating as. intended on an ongoing and 
consistent basis, and that. there is support for continuous improvement in the effectiveness. of the 
control. 

45
. The. organization, considering a variety of factors. (e.g., avai lable. resources, importance. of the. assessment, the 

organization's overall assessment goals. and objectives), confers. with assessors and provides. direction on the type. 
number, and specific objects to be. examined for the. particular attribute value. described. 
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ASSESSMENT METHOD: Interview 

ASSESSMENT. OBJECTS:. Individuals or groups. of individuals. 

DEFINITION:. The process of conducting discussions. with. individuals. or groups within an organization to 
facilitate understanding, achieve clarification, or lead Lo the location of evidence, the results of which are 
used. to. support the. determination of security control existence, functionality, correctness,. completeness, 
and potential for improvement over time. 

SUPPLEMENTAL GUIDANCE:. Typical assessor actions may include, for example, interviewing agency 
heads, chief information officers, senior agency information security officers, authorizing officials, 
informatio11 owners, information system and mission owners, information system security officers, 
information system security managers,. personnel officers, human. resource. managers, facilities. managers. 
training officers, information system operators, network and system administrators,. site managers, physical 
security officers, and. users. 

ATIRIBUTES: Depth, Coverage 

• The depth attribute addresses the. rigor of and level of detail. in the interview process. There are three 
possible values for the depth attribute:. (i) basic; (ii) focused; and (ii i) comprehensive. 

Basic interview:. Interview that consists of broad-based, high-level discussions witli individuals. or groups of 
individuals. This type ·Of interview. is conducted using a set of generalized, high-level questions .. Basic 
interviews provide a level of understanding of the security control. necessary for determining whether the 
control is implemented. and free of obvious. errors .. 

Focused interview: Interview. that consists. of broad-based, high-level discussions. and more. in depth 
discussions in specific. areas with individuals. or groups. of individuals. This type. of interview is conducted 
using a set of generalized, high-level questions and more in depth <1ucstions in SJ>ecific areas. where 
responses indicate a need for more. in depth investigation .. Focused interviews. provide a level of 
understanding of the security co111rol necessary for determining whether the control. is implemented and free 
of obvious errors. and whether there. are increased grounds for confidence that the control is. 
implemented correctly and operating as. intended. 

Comprehensive interview: Interview that consists. of broad-based. high-level discussions. and more in depth, 
probing discussions. in specific areas with individuals or groups of individuals .. . This type of interview is 
conducted using a set of generalized, high-level questions and. more in depth,. probing questions in. specific. 
areas where. responses indicate a need for more in depth investigation. Comprehensive interviews provide a 
level of understanding or the security control necessary. for determining whether the. control is implemented 
and free of obvious errors and whether there. are further increased grounds. for confidence that the control is 
implemented correctly. and operating as intended on an ongoing and consistent basis, and that. there is. 
support for. continuous improvement in the. effectiveness of the. control .. 

• . The coverage attribute addresses the scope or breadth of the interview process and includes the types 
of individuals. to be. interviewed (by organizational role and associated responsibility), the. number of 
individuals. to be. interviewed. (by type), and specific. individuals. to be. interviewed.46

. There are three 
possible values for the coverage attribute: (i) basic, (ii)focused; and (iii) comprehensive. 

Basic. interview: interview that uses a representative sample. of individuals. in key organizational roles to 
provide a level of coverage necessary for determining. whether the security control is implemented. and free of 
obvious errors, 

Focused interview: Interview that uses a representative sample or individuals. in. key organizational roles. an<L 
other specific individuals deemed particularly important to achieving the assessment objective to. 
provide. a level of coverage. necessary for. determining. whether the. security. control. is. implemented and free. of 
obvious errors. and whether. there are increased grounds for confidence. that the control is. implemented 
correctly and operating. as. intended. 

46 The. organization, considering a variety of factors (e.g., available. resources, importance of the assessment, the. 
organization's overall. assessment goals and objectives), confers with assessors and provides direction on the. type, 
number, and specific individuals to be. interviewed for the particular attribute. value described. 
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Comprehensive interview:. Interview. thal uses. a, sufficiently large. sample. of individuals. in key. organizational. 
roles and other specific. individuals. deemed particularly important to achieving the assessment objective to 
provide a level of coverage. necessary. for determining whether. the. security control is implemented. and free. of. 
obvious. errors. and whether. there. are. further increased grounds for. confidence. that the. control is 
implemented correctly and operating. as intended on. an ongoing and consistent basis, and that there. is. 
support. for continuous improvement in the effectiveness of the control.. 
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ASSESSMENT METHOD: Test 

ASSESSMENT OBJECTS: .. Mechanisms (e.g.,. hardware,. software. firmware) 
Activities (e.g., system operations, administration, management; exercises) 

DEFINITION:. The process of exercising one or more assessment objects under specified conditions to 
compare actual with expected. behavior, the. results of which are used to support the determination of 
security control existence, functionality, co1Tectness, completeness, and potential for improvement over 
Lime.47 

SUPPLEMENTAL GUIDANCE~ Typical assessor. act.ions may include,. for example:. testing. access control,. 
identification and authentication,. and audit mechanisms; testing security configuration settings; testing 
physical access control devices; conducting penetration testing of key. information system components; 
testing info1111ation system backup operations; testing incident response capab.ility; and exercising 
contingency planning capabili ty. 

ATIRIBUTES: Depth, Coverage 

• The depth auribute addresses the types of testing to be conducted. There are three possible values for 
the depth attribute: (i) basic testing; (ii) focused testing; and (iii) comprehensive testing. 

Basic testing: Test methodology (also known as black box testing) that assumes no knowledge of the. internal. 
structure and implementatio11 detail of the assessment object.. . This type o[ testing is conducted using. a 
functional. specification for. mechanisms and a high-level. process. description. for activities. Basic testing 
provides a level of understanding of the security control necessary for determining whether the control is 
implemented and free of obvious. errors .. 

Focused testing: Test methodology (alsok11ow11 as. gray. box testing) that assumes. some. knowledge. of the. 
internal. structure. and implementation detail. of the. assessment object.. This. type. of testing is. conducted. using 
a functional specificatio11 and limited system architectural information (e.g., high-level design) for 
mechanisms. and a high-level process. description and high-level descri1>tio11 of integration into. the 
operational environment for activities . . Focused testing provides a level of understanding of the. security 
control necessary. for determining whether. the. contro l is implemented and free of obvious errors and 
whether there. are increased grounds for. confidence that the. control is implemented correctly a nd 
operating as. intended .. 

-. Comprehensive. testing: Test methodology. (also. known as. wili1e box. testing) that assumes. explicit and 
substantial knowledge of the. internal structure. and implementation. detail. of the. assessment object. This. 
type. of testing is conducted using a functional specification, extensive system architectural infonnatio11 (e.g., 
high-level. design, low-level design) and implementation representation (e.g., source. code, schematics) 
for. mechanisms and a high-level. process description and deta iJed description. or integration into. the 
operational environment for activities . . Comprehcnsi vc. testing provides. a level of understanding of. the 
security control. necessary for. determining whether the. control is. implemented and free or obvious errors. and 
whether there. are. further increased. grounds. for confidence that. the. control is. implemented correctly. and 
operating as. intended on an ongoing and consistent basis, and that there. is support for continuous 
improvement. in. the effectiveness of the control .. 

• The coverage. attribute addresses the. scope. or breadth of the testing process and includes the types of 
assessment objects to. be. tested, the number of objects to be tested (by type), and specific objects lo be. 
tested.48

. There. are three possible. values for. the coverage attribute: (i) basic; (ii)focused; and (iii) 
comprehensive .. 

47 Testing is typically. used to. determine. if mechanisms or. activities. meet a set of predefined specifications. Testing can 
also be performed to determine characteristics of a security control that are not commonly associated with predefined 
specifications,. with. an example of sucl1 testing being penetration. testing ... Guidelines. for conducting penetration testing 
are provided in Appendix. E .. 

48 The. organization, considering a variety of factors. (e.g., available resomces, importance of the assessment, the 
organization' s. overall assessmenl goals. and objectives), confers. with assessors and provides d.irection on the type, 
number, and. specific objects to. be tested for the. particular attribute. value described ... For. mechanism-related testing, the. 
coverage attribule. also. addresses. the. exl.elll of 1he testing conducted (e.g., for software, the number. of test cases. and 
modules tested; for hardware, the. range. of inputs, number. of components. tested,. and range. of environmental factors. 
over which the. testing is conducted). 
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Basic testing~ Testing that uses a representative sample. o( assessment objects. (by, type. and number within 
type) to provide a level of coverage necessary for determining whether the. security control is. implemented 
and free of obvious. en-ors, 

Focused testing: Testing that uses. a representative. sample of .assessment objects (by. type. and number within. 
type} and other specific assessment objects deemed particularly important to achieving the assessment 
objective to. provide a level of coverage necessary. for. determining whet he( the security control is 
implemented. and free of obvious. errors and whether there arc. increased grounds. t'or. confidence that the. 
control is implemented correctly and operating as. intended .. 

Comprehensive testing: Testing that. uses. a. sufficiently large sample of assessment objects. (by type. and 
number. withii1 type) and other. specific assessment objects deemed particularly important to. achieving the. 
assessment objective. to provide. a. level of coverage. necessary for. determining whether the. security. control is. 
implemented and free o f' obvious en-ors and whether there. are further increased grounds for conlidence. that 
the. control i& implemented correctly. and operating as intended on an ongoing and. consistent basis, and 
that there. is support. for. continuous improvement in the effectiveness of the. control. 
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ASSESSMENT TOOLS AND. TECHNIQUES TO IDENTIFY INFORMATION SYSTEM WEAKNESSES 

0 rganizations should. consider adding controlled penetration testing to. their arsenal of tools. 
and techniques used to assess the security controls in organizational information systems . . 
Penetration testing is a specific type of assessment in which assessors. simulate the. 

actions of a. given class. of attacker by using a defined set of documentation. (that is, the 
documentation representative of what that class of attacker is likely to possess} and working 
under other specific constra ints to. attempt to. circumvent the security features of an informatfon 
system .. Penetration testing is. conducted as a controlled attempt to breach the. security controls 
employed within the information system using the attacker's techniques and appropriate hardware 
and software. tools . . Penetration testing represents the. results. of a specific assessor or group of 
assessors at a specific point in time using agreed-upon rules of engagement. Considering the 
complexity of the information technologies commonly employed by organizations today, 
penetration testing should be viewed not as a means to verify the security of an information 
system, but rather as a means. to:. (i} enhance. the organization 's understanding of the. system ; (i i) 
uncover weaknesses or deficiencies. in the system; and (iii). indicate. the. level of effort required on 
the part of adversaries to breach the syste m safeguards . . 

Penetration testing exercises can be scheduled and/o r random in. accordance with organizational 
policy and organizational assessments. of risk. Consideration should be given to. perfom1ing 
penetration tests: (i) on any newly developed information system (or legacy system undergoing a 
major upgrade). before. the. system is. autho rized for. operation;. (ii) after important changes are 
made. to the environment in which the information system operates; and (iii) when a new type of 
attack is discovered that may impact the system. Organizations actively moni tor the information 
systems environment and the. threat landscape (e.g., new. vulnerabilities, attack techniques, new 
technology deployments, user security awareness and training) to identify changes that require 
out-of-cycle penetration testing. 

Organizations specify which components. within the information system are subject to penetration 
testing and the attac ker's profile to be adopted throughout the penetration testing exercises . 
Organizations. train selected personnel in the use and maintenance. of penetration testing tools. and 
techniques .. Effective penetration testing tools should have the capability to readi ly update the list 
of attack techniques and exploitable vulnerabilities. used during the exerc ises . . Organizations 
should update. the list of attack techniques and explo itable vulnerabilities used in penetration 
testing in accordance. with an organizational assessment of risk or when significant new 
vulnerabilities. or threats. are identified and reported .. Whenever possible,. organizations should 
employ tools and attack techniques that include the capabiEity to perform pe netration testing 
exercises on information systems. and security controls in an automated manner.. 

The information obtained from the penetration testing process should be. shared with appropriate. 
personne l throughout the organization to help prioritize the vulnerabilities in the information 
system that are. demonstrably subject to compromfae by attackers. of a profile equivalent to the. 
ones used in the penetration testing exercises. The prio1itization he lps to determine effective 
strategies for eliminating the identified vulnerabilities and mitigating associated risks to the 
organization 's operations a nd assets, to. indi viduals,. to other organizations, and to. the Nation 
resulting from the operation and use. of the information system . . Penetration testing should. be 
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integrated into the network security testing process and the patch and vulnerability management 
process. Special Publication 800-40 provides guidance on patch and vulnerability management .. 
Special Publication 800-42 provides guidance on ne twork security testing. Special Publication 
800-115 provides guidance on information security testing. 

Penetration Testing Considerations 

Organizations consider. the following criteria in developing and implementing a controlled 
penetration testing program. An effective penetration test: 

• Goes beyond vulnerability scanning, to. provide an explic it and often dramatic proof of 
mission risks. and an indicator of the level of effort an adversary would need to. expend in 
order to cause harm to the organization' s. operations and assets, to individuals, to other 
organizations. or to the Nation; 

• Approaches the information system as the adversary would, considering vulnerabil ities, 
incorrect system configurations, trust relalionships belween organizations, and 
architectural weaknesses. in the. environment under. test;. 

•. Has a clear ly defin.ed scope and contains as a minimum: 

- A definition of the environment subject to test (e.g., faci lities, users, organizational 
groups, etc .); 

- A definition of the attack surface to be tested (e.g., servers, desktop systems, wireless 
networks,. Web applications,. intrusion detection and prevention systems, firewalls, 
email accounts, user security awareness a:nd training posture, incident response posture, 
etc.); 

- A definition of the threat sources to simulate (e.g., an enumeration of attacker's profiles 
to. be. used: internal. attacker,. casual attacker, single or. group of external. targeted 
attackers, criminal organization, etc.); 

- A definition of level of effort (time and resources) to be expended; and 

- A definition of the rules of engagement. 

• Thoroughly documents all activities performed during the test, including all explonted 
vulnerabilities,. and how the. vulnerabilities. were. combined into attacks;. 

• Produces results indicating a likelihood of occurrence for a given attacker by using the 
level of effort the. team needed to expend in penetrating the. information system as an 
indicator of the penetration resistance. of the system;. 

• Validates existing secwity controls (including risk mitigation mechanisms. such as. 
firewal ls,. intrusion detection and prevention systems); 

• Provides. a verifiable and reproducible log of all lhe activities performed during the test; 
and 

• Provides actionable results with information about possible remediation measures for the 
successfu l attacks performed. 
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APPENDIX F 

ASSESSMENT PROCEDURE CATALOG 
OBJECTIVES, METHODS,. AND. OBJECTS FOR ASSESSING SECURITY CONTROLS 

T his appendix provides a catalog of procedures to assess the security controls. and control 
enhancements in Special Publication 800-53 .49 Assessors select assessment procedures 
from the catalog in accordance. with the. guidance provided in Section 3.2 .. Since the 

contents of the security plan affect the. development of the security assessment plan and the 
assessment,. there will likely be assessment procedures. in the catalog that assessors will not use 
because: (i) the. associated security. controls. or control enhancements. are. not contained. in the. 
security. plan for the information system;50 or. ( ii) the security controls. or control enhancements 
are not being assessed at this particular time (e.g., during an assessment of a subset of the controls 
as. part of continuous monitoring activities). 

The same assessment object may appear in multiple object lists in a variety of assessment 
procedures .. The. same. object may be. used in multiple contexts to. obtain needed information or 
evidence for a particular aspect of an assessment. Assessors use the general references as 
appropriate to obtain the necessary information. to make the. specified determinations required by. 
the assessment objective. For example, a reference. to access control policy. appears in the. 
assessment procedures for AC-2 and AC-7 . . For. assessment procedure AC-2, assessors use. the. 
access control policy. to find information about that portion of the policy that addresses. account 
management for. the information system . . For. assessment procedure. AC-7, assessors use the. 
access control policy. to find information about that portion of the policy that addresses 
unsuccessful login attempts. for the information system. 

Assessors are responsible for combining and consolidating. the. assessment procedures whenever 
possible or practical. Optimizing assessment procedures can save time,. reduce assessment costs, 
and. maximize the usefulness of assessment results .. Assessors. optimize assessment procedures by 
determining the. best sequencing of the. procedures . . The assessment of some security. controls 
before others may provide information. that fac ilitates unde rstanding and assessment of other 
controls. 

49 In the event of any differences between the assessment objectives identified. for assessing the. security. controls. and 
the. underlining intent expressed by the. security control statements. defi11ed i11 the. most recent version of Special 
Publicatio11800-53, Special. Publication 800-53 remains the. definitive. expression of. the control. or enhancement.. 

50
. The. execution of the. RMF includes the. selection of an initiali. set of security. controls. employed within or inherited by. 

an. organizational. information system. followed by a control tailoring. and supplementation process. The tailoring and 
supplementation. process. will. likely change the. set of security. controls. that will be. contained in the. final security plan .. 
Therefore, the selection. of assessment procedures from the. catalog of available. procedures. is based solely on the. 
content of the security. plan after the. tailoring and supplementation activities. are completed .. 
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Implementation Tips 

TIP #1 : .. Select only. those. assessment procedures. from. Appendix F. that correspond to. the security 
controls and control enhancements in the approved security plan and. that are to be included in the 
assessment. 

TIP. #2: The assessment procedures selected from. Appendix F. are simply example procedures that 
serve as a starting point for organizations preparing for assessments. These. assessment procedures 
are. tailored and supplemented as necessary, in. accordance. with the guidance. in Section. 3.2 to adapt 
the. procedures to. specific organizational requirements and operating. environments ... 

TIP #3: With respect to the assessment procedures in Appendix F, assessors need apply only those. 
procedures. methods, and objects necessary for making a final. determination. that a particular security. 
control. objective is. satisfied. or not satisfied (see Section. 3.3) .. 

TIP. #4: Assessors apply to each. assessment method, values for depth and coverage (described in 
Appendix 0) that are commensurate with the. characteristics. of the information. system (including. 
assurance requirements). and the specific assessment activity that supports making a determination of 
the. effectiveness of. the. security controls. under review . . The. values selected for the. depth and coverage 
attributes indicate. the. relative effort. required in applying an assessment method. to an. assessment object 
(i.e., the rigor and scope. of the. activities associated with the. assessment) .. The. depth. and coverage 
attributes, while not repeated. in every assessment procedure in this appendix, can be represented as. 
follows: 

Interview: [ASSIGN ATTRIBUTE VALUES: <depth>, <Coverage>] . .. 
[SELECT FROM; Organizational personnel with. contingency, planning. and plan implementation 
responsibilities]. 

TIP #5: . Assessors may find useful. assessment-related Information in. the. Supplemental Guidance. 
section. of. each security control described in Special. Publication. 800-53 . . This information can. be. used 
to carry out more effective a.ssessments with regard to the application of assessment procedures. 

Note: When assessing. agency compliance with NIST guidance,. auditors, Inspectors General,. evaluators,. and/or. 
assessors. consider. the. intent of the security concepts. and principles. articulated within the. particular. guidance 
document and how. the. agency. applied the guidance. In the. context of Its specific. mission responsibilities,. operational. 
environments,. and unique organizational conditions ... . 
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Whereas a set of potential assessment methods have been included in the following catalog of. 
assessment procedures,. these are not intended to be. mandatory or exclusive and, depending on 
the particular. circumstances. of. the. information system. to. be assessed,. not all methods may be 
required or. other assessment methods. may also. be used. In. addition, the. potential assessment 
objects. listed are. not intended to. be. a. mandatory set,. but rather. a set. from which the necessary 
and sufficient set of objects for a given assessment can be selected to make the. appropriate 
determinations ... For specific recommendations regarding. current. best practices. for. security 
control. assessments,. organizations can consult the. assessment case. development project 
described in Appendix H and the. assessment cases listed on the. NIST Web site. 
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FAMILY: ACCESS CONTROL .. . CLASS: TECHNICAL 

AC·1 

AC-1.1 

AC·1.2 

APPENDIX F-AC 

ASSESSMENT. PROCEDURE 

ACCESS CONTROL POLICY AND PROCEDURES 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the. organization develops and formally documents access control policy; 

(ii) the organization access control policy addresses:. 

- pu1pose; 

scope;. 

roles and responsibilities;. 

- managemenl commitment;. 

- coordination among organizational entities; , and 

- compliance;. 

(iii) the organization disseminates formal documented access control policy to elem.en1s 
within the organization having associated access control roles and responsibilities; 

(iv) the organization devefnps andformafly documents access control procedures; 

(v) the. organization access control procedures facilitate implementation of the access 
control policy and associated. access controls; and 

(vi) 1he organization disseminatesformal. documented access control. procedures to. 
elements. within the. organization having associated access control. roles. and 
responsibili1ies .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [S£L£CT FROM: Access. control policy and procedures; other relevant documents. or records). 

Interview:. [SELECT FROM.: Organizational personnel with access. control responsibilities). 

ASSESSMENT OBJECTIVE: 

Determine !f" 
(i). the organization de.fines the.frequency of access control policy reviews/updates;. 

(ii) 1he organization reviews/updates access control policy in accordance with 
organiza1ion-defined.frequency; 

(iii) the. organization defines the frequency of access control procedure reviews/updates; 
and 

(iv J !he. organization. reviews/updates access. control procedures. in. accordance. with. 
organization-definedfrequency .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [S£L£CT. FROM: Access control policy. and procedures; other. relevant documents. or records) .. 

Interview:. [SELECT FROM:. Organizational personnel with access control responsibilities). 
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FAMILY: ACCESS CONTROL . . CLASS: TECHNICAL. 

AC·2 

AC-2.1 

APPENDIX F-AC. 

ASSESSMENT PROCEDURE 

ACCOUNT MANAGEMENT. 

ASSESSMENT OBJECTIVE: 

Determine. if:. 

(i) the organization manages information system accounts,. including; 

- ident (fying account types (i. e .. individual, group, system, application, 
guest/anonymous, and temporary); 

- establishing conditions.for group membership; 

- identifying authorized users of the information system and specifying access 
privileges;. 

- requiring appropriate approvals for requests to establish accounts; 

- establishing, activating, modify frig, disabling, and re1noving accounts; 

- specifically authorizing and monitoring the use of guest/anonymous. and 
temporary accounts; 

- notifying account managers when temporary. accounts are no longer required 
and when i11formation system users.are. terminated, transferred, or information. 
system usage or need-to-know/need-w-share changes; 

- deactivating: i) temporary accounts that are no longer required; and ii) accounts 
of terminated or transferred users; and 

- granting access to the system based on:. 

- a valid access authorization;. 
. intended system usage;. and 

- other. artributes as. required by the. organization. or associated 
missions/business functions; and 

(ii) the organization defines the.frequency of it~formalion. sys1e1n account review.~; and 

(iii) the. organization reviews. i11forma1ion system accounts. in accordance. wi1h 
organization-defined.frequency. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Access control. policy;. procedures addressing. account management; security. 
plan; list of active system accounts. along with the. name. of the. individual associated with 
each account; list of. guesVanonymous and temporary accounts along with the. name of the 
individual. associated with each account and the date. the. account expires; lists. of recently 
transferred, separated, or. terminated employees;. list of recently. disabled information 
system accounts. along with the. name. of the. individual associated with each account; 
system-generated records with user. IDs and last login date;. other. relevant documents or. 
records] .. 

Interview: [SELECT. FROM: Organizational. personnel with. account management responsibil ities] .. 
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AC-2(1).1 

AC-2(2) . 

AC·2(2).1 

AC·2(3). .. 

AC-2(3).1. 

APPENDIX F-AC 

Federal Information. Systems and Organizations 

ACCOUNT MANAGEMENT 

ASSESSMENT. OBJECTIVE:. 

Determine. if the organization employs. automated mechanisms. to. support. ir!formation 
system. account managementfimctions. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: Procedures addressing account management;. information system design 
documentation; information system configuration settings and. associated. documentation; 
other. relevant. documents. or records) .. 

Test:. [SELECT FROM: Automated mechanisms implementing. account management functions]. 

ACCOUNT MANAGEMENT. 

ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the. organization defines a time. period for each type of account. after which the 
information system. terminates. temporary and emergency accounts; and 

(ii) the information system automatica/ ly terminates temporary and emergency accounts 
aft et'. organization-defined rime period fol'. each type of account. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: Security. plan; information system. design documentation; information. system. 
configuration settings and associated documentation; information system-generated list of. 
active. accounts; information system. audit records; other. relevant documents. or. records] .. 

Test: [SELECT FROM; Automated mechanisms. implementing. account management functions). 

ACCOUNT MANAGEMENT 

ASSESSMENT. OBJECTIVE: 

Determine if:. 

(i} the organization defines in a time period afier which the. information system disables 
inactive accounts; and 

(ii). the. information. system automaticafly. disables inactive. accounts. afte1'. organization-
defined time period .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 
Examine:. [SELECr FROM: Procedures. addressing. account management; security plan; information 

system design documentation; information system configuration settings and. associated 
documentation; information system-generated list of last login dates; information system-
generated list of. active accounts; information system audit records; other. relevant 
documents. or records].. 

Test: [SELECT FROM.: Automated. mechanisms. implementing account management functions). 
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AC·2(4) . . 

AC-2(4).1 

AC·2(5) . 

AC-2(5).t 

AC-2(6) .. 

AC·2(6).1 

APPENDIX F-AC 

ACCOUNT. MANAGEMENT 

ASSESSMENT OBJECTIVE:. 

Determine. !f'. 
(i) the information system automaticafly audits: 

- account creation; 

- modification;. 

- disabling;. and 

- termination. actions;. and 

(ii) the information system nOl!fies, as required,. appropriate. individuals .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM; Procedures. addressing account management; information system design. 
documentation; Information system configuration settings and associated. documentation; 
information system audit records; other relevant documents. or records]. 

Test: [SELECT FAOM.: Automated. mechanisms implemernting account management functions]. 

ACCOUNT. MANAGEMENT. 

ASSESSMENT. OBJECTIVE:. 

Determine. if'. 

( i) the organization defines the. time. period of expected inactivity and/or description of 
when users log out; 

(ii) 1he organization requires 1hat 11sers log our in accordance. with 1he. organizatio11.-
defined time-period of inactivity and/or: description of when to. log out;. 

(ili) the organization determines normal lime-of day and duration usage for informal ion 
system accounts;. 

(iv) 1he organization. monitors for atypical usage. of in.formation system. accounts;. and 

(v) !he organization reports atypical usage to designated organizational officials. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 
Examine: [SELECT FROM; Procedures. addressing. account management;. security. plan;. information. 

system design documentation; information system configuration settings and associated 
documentation; security violation reports; information system audit records; other. relevant 
documents. or records). 

Interview: [SELECT. FROM: Organizational. personnel with. account management responsibil ities) .. 

ACCOUNT. MANAGEMENT. 

ASSESSMENT. OBJECTIVE: 

Determine if the information system dynamically manages user: privileges and associated 
access authorizations. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Procedures. addressing account management; information. system design 
documentation;. information. system. configuration settings and. associated documentation; 
information system audit records; other relevant documents or records] .. 

Interview:. [SELECT FROM.: Organizational personnel with account management responsibilities] .. 

Test:. [SELECT FROM: Automated mechanisms implementing account management functions). 
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AC·2(7). , 

AC-2(7).1 

APPENDIX F-AC. 

ACCOUNT MANAGEMENT 

ASSESSMENT OBJECTIVE: 

Determine. !f'. 
(i) the organization establishes and administers privileged user accounts in accordance 

with a role-based access scheme. thal. organizes in.formation system and network 
privileges into. roles; and 

(ii) !he organization tracks and monitors. privileged role assignments. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Procedures. addressing account management;. information. system design. 
documentation;. information system configuration settings and associated documentation; 
information. system-generated list of. privileged. user. accounts and associated. role;. 
information system audit records; audit tracking and monitoring reports;. other relevant 
documents. or records). 

Interview:. [SELECT FROM.: Organizational personnel. with account management responsibil ities] .. 
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FAMILY: ACCESS CONTROL . . CLASS: TECHNICAL 

AC-3. 

AC-3.1 

AC-3(1) 

AC-3(1).1 

AC-3(2) .. 

AC-3(2).t 

APPENDIX F-AC 

ASSESSMENT PROCEDURE 

ACCESS ENFORCEMENT 

ASSESSMENT OBJECTIVE~ 

Determine if the. information sys rem enforces approved authorizations.for logical access 
to the system in accordance with applicable policy. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine: [SELECT FROM: Access control policy; procedures addressing. access enforcement; 
information system configuration se·ttings. and associated documentation; list of approved. 
authorizations (user privileges); information system audit records; other relevant documents 
or records). 

Test: [SELECT. FROM: Automated mechanisms. implementing access enforcement policy). 

ACCESS ENFORCEMENT 

[Withdrawn: Incorporated into AC-6). 

ASSESSMENT OBJECTIVE:. 

(Withdrawn: Incorporated Into. AC-6). 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

[Withdrawn; Incorporated into AC-6) .. 

ACCESS. ENFORCEMENT 

ASSESSMENT. OBJECTIVE~ 

Determine if:. 

(i} the. organization defines, in organizational policies and procedures, the privileged 
commands.for. which dual authorization. is to. be. enforced;. and 

(ii) the. information system enforces dual authorization based on organizational policies 
and procedures for organization-de.fined privileged commands. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Access control policy; procedures addressing access enforcement and dual 
authorization; security plan; information system. design documentation; information system 
configuration settings and associated documentation; list of privileged commands. requiring 
dual authorization; list of approved authorizations (user privileges); other relevant 
documents or records). 

Interview:. [SELECT FROM:. Organizational personnel. with access enforcement responsibilities). 

Test: [SELECT FROM: Dual authorization mechanisms. implementing access. control policy] .. 
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AC-3(3).t 

AC-3(4) . 

AC·3(4).1 

APPENDIX F-AC 

ACCESS ENFORCEMENT 

ASSESSMENT. OBJECTIVE: 

Determine. (f', 

(i) the organization defines the users. and resources. over which the information system 
is to er~force nondiscretionary access control policies; 

(ii) the organization. defines nondiscretionary access control policies. to. be. enforced over 
the organization-defined set. of users. and resources, where the . rule setfor each 
pol icy. spec(fies:. 

- access control information (i.e., attributes) employed by the. policy rule. set (e.g., 
position, nationality, age, project, time of day); and 

- required relmionships among the. acce.•;s control information JO permit access;. 
and 

(iii) the information system enforces organization-defined nondiscretionary access 
control. policies. uver the. organization-de.fined set of users and resources .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Access. control policy; nondiscretionary access control policies; procedures 
addressing access enforcement: security plan; information system design documentation; 
information system configuration settings and. associated documentation; list of users and 
resources. requiring enforcement. of. nondiscretionary access control. policies; other. relevant 
documents. or records]. 

Interview: [SELECT FROM: Organizational personnel with access. enforcement responsibilities). 

Test: [SELECT FROM: Automated mechanisms implementing. nondiscretionary. access control policy]. 

ACCESS ENFORCEMENT 

ASSESSMENT. OBJECTIVE: 

Determine if the information system enforces a Discretionary Access Control ( DAC) 
policy that: 
- allows. users to. specify and control. sharing by named individuals. or. groups. of 

individuals, or by both;. 

- limits. propaga1ion of access. rights; and 
- includes or. excludes. access to. the. granularity of a. single. user. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Access control policy; discretionary. access. control policy; procedures_ 
addressing. access. enforcement: security. plan;. information. system design documentation; 
information system configuration settings and. associated documentation; other. relevant 
documents or records). 

Test:. [si:u:cT FROM.: Automated. mechanisms implementing. discretionary access control policy] . 
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APPENDIX F-AC 

Federal Information. Systems and. Organizations 

ACCESS ENFORCEMENT 

ASSESSMENT. OBJECTIVE: 

Determine !f'. 
(i) the organization defines the. security-relevant information 10 which the information 

system prevents access except during secure,. nonoperable sys/em slates; and 

(ii). 1he. information sys/em prevents. access.10 organization-defined security-relevant. 
information excepT during secure, nonoperable system states .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Access control policy;. procedures. addressing. access enforcement; security 
plan; information. system design. documentation;. information system configuration settings 
and. associated. documentation; information system. audit records; other relevant documents 
or records]. 

Interview:. [SEu:cr FROM: Organizational personnel with access enforcement responsibilities]. 

Test: [SELECT FROM.: Automated mechanisms preventing. access to security-relevant information within 
the information system) .. 

ACCESS ENFORCEMENT 

ASSESSMENT OBJECTIVE: 

Determine. if:. 

( i) 1he. organization defines the user and/or system information to be. enc1ypted or 
stored oflline. in. a secure. location; and 

(ii). the organization encrypls, or. stores. off-line in a. secure location, organization-
defined user and/or system information. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Access control policy;. procedures addressing access. enforcement; 
information. system design documentation; information. system configuration settings and 
associated documentation; information system audit records; other. relevant documents. or. 
records). 

Interview:. [SELECT FROM:. Organizational personnel with access enforcement responsibilities]. 
Test: [SELECT. FROM.: Automated mechanisms. implemernting access. enforcement functions). 

PAGE F-11 
FTC-0002413 



Special Publication 800-53A Guide. for Assessing the Security Controls. in. 
Federal Information Systems and Organizations. 
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AC-4 

AC-4.l 

AC-4(1) 

AC·4(1).1 

AC-4(2) . 

AC-4(2).1 

APPENDIX F-AC. 

ASSESSMENT PROCEDURE 

INFORMATION FLOW ENFORCEMENT 

ASSESSMENT OBJECTIVE~ 

Determine if:. 

(i) the. organization defines applicable policy/or controlling thejlow of in.formation 
within.1'1e. sys/em and be/ween interconnected systems; 

(ii) the organization defines approved authorizationsfor: controlling the flow of 
inform.ation within the system and between. interconnected systems in accordance 
with applicable.policy;. and 

(iii) the information. system e11forces approved authorizations.for controlling theffow of 
infonnation within the system. and between. interconnected systems in accorda11ce 
with applicable policy. 

POTENTIAL ASSESSMENT. METHODS AND OBJECTS~ 

Examine:. [SELECT FROM: Access. control policy; procedures addressing information flow enforcement; 
information system design documentation;. information system configuration settings and. 
associated documentation; information system baseline. configuration; list of information 
flow authorizations; information system audit records; other relevant documents. or records). 

Test:. (SELECT FROM; Automated. mechanisms implementing information. flow enforcement policy). 

INFORMATION FLOW. ENFORCEMENT 

ASSESSMENT OBJECTIVE: 

De/ermine. if the information. system enforces information .flow conlrof. using explicit 
security attributes on information, source, and destinalion objects. as a basis forflow 
control decisions. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Access. control policy; procedures addressing information flow enforcement; 
information system design documentation;. information system configuration settings and. 
associated documentation; information system audit records; other. relevant documents. or 
records). 

Test: [SELECT. FROM: Automated. mechanisms. implementing information flow enforcement policy). 

INFORMATION FLOW ENFORCEMENT 

ASSESSMENT OBJECTIVE:. 

Determine if the. information system enforces informationflow control using protected 
processing domains (e.g., domain type-enforcement). as. a basisf01Jlow control. decisions. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Access. control policy; procedures addressing information flow enforcement; 
information system design documentation;. information system configuration settings and. 
associated documentation; information system audit records; other relevant documents. or 
records]. 

Test:. [SELECT FROM; Automated. mechanisms implementing information flow enforcement policy). 
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AC-4(3) .. 

AC-4(3).t 

AC-4(4) 

AC-4(4).1 

AC-4(5) .. 

AC-4(5).1 

APPENDIX F-AC 

INFORMATION FLOW ENFORCEMENT. 

ASSESSMENT OBJECTIVE~ 

Determine. !f' 
(i) the organization defines policy that allows or. disallows informationflows based on 

changing conditions or operational consideration; and 

(ii) the information system enforces. dynamic information flow comrol based on policy 
that allows or disallows informationjlows based on changing conditions or 
operational considerations. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Access. control policy; procedures addressing information flow enforcement; 
information system design documentation:. information system configuration settings and. 
associated documentation; information system audit records; other relevant documents. or 
records]. 

Test:. [SELECT FROM.'. Automated. mechanisms. implementing information flow enforcement policy]. 

INFORMATION FLOW ENFORCEMENT 

ASSESSMENT OBJECTIVE:. 

De1errni11e if the information system prevents encrypled claw .from bypt1ssing content-
checking mechanisms .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Access control. policy; procedures. addressing. information flow enforcement; 
information system design documentation; information system configuration settings and 
associated documentation; information system audit records; other relevant documents or. 
records]. 

Test:. [SELECT FROM.: Automated mechanisms. implementing information flow enforcement policy). 

INFORMATION FLOW ENFORCEMENT. 

ASSESSMENT OBJECTIVE:, 

Determine. if' 

( i) the organization. defines the limitations. on. the ernbedding of data. types. with other 
data types; and 

(ii) !he i1~formation system e1~forces organization-defined limitations on !he. embedding 
of data types within other data types. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine:. (SELECT FROM; Access. control. policy;. procedures. addressing. information flow enforcement; 
information system design documentation;. information system configuration settings and 
associated documentation; information system audit records; other. relevant documents. or 
records]. 

Test:. [SELECT. FROM.: Automated. mechanisms implementing. information flow. enforcement policy] .. 
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AC-4(6) . . 

AC-4(6).t 

AC-4(7) ., 

AC-4(7).1 

AC-4(8) . . 

AC·4(8).t 

APPENDIX F-AC 

INFORMATION FLOW. ENFORCEMENT 

ASSESSMENT OBJECTIVE~ 

Determine if the information system enforces. in.formation flow. control on metadata. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Access. control policy; procedures addressing information flow enforcement; 
information system. design documentation: information. system configuration settings and. 
associated documentation; Information. system audit records; other relevant documents. or 
records]. 

Test:. [SELECT FROM.: Automated. mechanisms. implementing information flow enforcement policy]. 

INFORMATION FLOW ENFORCEMENT. 

ASSESSMENT OBJECTIVE~ 

De1errni11e. if: 

( i) the organization. de.fines. the one-way information.flows. to be er!forced by the. 
in.formation. system;. and 

(ii) the information. system e11forces organization-de.fined one-way information flows 
using hardware 1nechanisms. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Access control policy;. procedures addressing. Information flow enforcement; 
information system design documentation; information system configuration settings and 
associated documentation; informal ion system audit records; other. relevant documents or. 
records]. 

Test:. [SELECT FROM: Hardware. mechanisms. implementnng information. flow enforcement policy] .. 

INFORMATION FLOW. ENFORCEMENT 

ASSESSMENT OBJECTIVE~ 

Determine if:. 

(i) the. organization defines the security policy .filters to be eriforced by the information 
system; and 

(ii) the if!formation system et(forces infonnationfiow control using organization-de.fined 
security policy.filters as a basis.forj1ow control decisions. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Access. control policy; procedures addressing information flow enforcement; 
information system design documentation;. information system. configuration settings and. 
associated documentation; list of. security. policy. filters; information system audit records; 
other. relevant documents. or records] .. 

Test: [SELECT FROM; Automated mechanisms implementing information. flow enforcement policy). 
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AC-4(10) 
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APPENDIX F-AC. 

INFORMATION FLOW. ENFORCEMENT. 

ASSESSMENT OBJECTIVE:. 

Determine. !f' 
(i) the. organization defines the security policy.filters that the information system. 

enforces/or the use. of human review; a11.d 

(ii) the. information system e1~forces the use of human. review /01'. the. organization-
defined security policy filters, when the system is not capable. of making an 
information flow control decision. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS:. 

Examine:. [SELECT FROM: Access. control policy; procedures addressing information flow enforcement; 
information system design documentation: information. system configuration settings and 
associated documentation; information system audit records; other. relevant documents. or 
records]. 

Interview:. (SELECT FROM.: Organizational personnel with responsibilities for making information. flow 
control decisions when the. information system is not capable of doing so]. 

INFORMATION FLOW ENFORCEMENT. 

ASSESSMENT OBJECTIVE: 

Determine !f' 
(i) the. organization defines the. security po/ icy filters that privileged administrators 

have. the. capability to enable/disable; and 

(ii) the information system provides the. capability /or a. privileged administrator to 
enable/disable organization-defined security policy filters. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Access. control. policy; procedures addressing Information flow enforcement; 
information system design documentation; information. system. configuration settings and 
associated documentation; information. system audit records; other relevant documents or. 
records]. 

Interview:. [SELECT FROM.: Organizational personnel with responsibilities. for enabling/disabling security 
policy filters]. 

Test:. (SELECT. FROM.: Automated mechanisms. implementing. information flow enforcement policy]. 
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AC-4(13) .. 

AC-4(13).1 

APPENDIX F·AC. 

INFORMATION FLOW ENFORCEMENT. 

ASSESSMENT OBJECTIVE:. 

Determine.({". 

(i) the. organization defines the. security policy filters that privileged administrators 
have. the. capability 10. cor~figure; and 

(ii) the information system provides. the. capability. for a.privileged administrator to. 
configure organization-defined security policyfilters to support different security 
policies. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Access. control policy; procedures addressing information flow enforcement; 
information system design documentation;. information system configuration settings and. 
associated documentation; information system audit records; other relevant documents or 
records]. 

Interview: (SELECT FROM.: Organizational personnel with responsibilities for configuring security policy 
fillers). 

Test: [SELECT FROM: Automated mechanisms. implementing. information flow enforcement policy]. 

INFORMATION FLOW ENFORCEMENT. 

ASSESSMENT OBJECTIVE: 

Determine. if the. information system, when transferring information between different 
security domains, identifies infonnation.flows by. data type specification. and usage. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Access. control policy; procedures addressing information flow enforcement; 
information system design documentation;. information system configuration settings. and. 
associated documentation; information system audit records; other relevant. documents or 
records]. 

Test:. (SELECT FROM: Automated mechanisms. implementing information flow enforcement policy]. 

INFORMATION FLOW ENFORCEMENT. 

ASSESSMENT OBJECTIVE: 

Determine. if the. informa1io11 system, when transferring information between differem 
security domains, decomposes information into policy-relevant subcomponents for 
submission. to. policy enforcemen1 mechanisms .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Access. control. policy; procedures. addressing. information flow enforcement; 
information system. design documentation; information system configuration settings. and 
associated documentation; information. system audit records;. other. relevant documents. or. 
records]. 

Test: [SELECT FROM.: Automated. mechanisms implementing information. flow enforcement policy]. 
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AC-4(15).t 

AC-4(16) 

AC-4(16).1 

APPENDIX F-AC 

INFORMATION FLOW. ENFORCEMENT 

ASSESSMENT OBJECTIVE:. 

Determine. !f' 
(i) the organization. defines the. security policy requirements for constraining data 

structure and conten1;. and 

(ii). the. information. system,. when transferring information between. different. security 
domains, implements policy.filters that constrain data structure. and content in 
accordance. with organizcrtion-dejined information security.policy requirements. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS~ 

Examine: [SELECT FROM: Access. control policy; procedures addressing information flow enforcement; 
information system. design documentation: information system configuration settings and 
associated documentation; list of policy filters; information system audit records;. other 
relevant documents or. records). 

Test:. [SELECT FROM: Automated mechanisms implementing information flow enforcement policy). 

INFORMATION FLOW ENFORCEMENT 

ASSESSMENT OBJECTIVE: 

Determine if: 

(i). the. i1~formation system,. when. 1ran.,ferring. information between. d(fferefll. security 
domains, detects unsanctioned ir!formation; and 

(ii) the information system prohibits the tran~fer of unsanc1io11ed information in. 
accordance with !he security policy. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Access. control policy: procedures addressing information flow enforcement; 
information system. design documentation; information system. configuration settings and 
associated documentation; lnforma1ion system. audit records; other relevant. documents or. 
records]. 

Test:. [S£LECT FROM: Automated mechanisms. implementing information flow enforcement policy). 

INFORMATION FLOW ENFORCEMENT, 

ASSESSMENT OBJECTIVE~ 

Determine. if the information system enforces. security.poficie.~. regarding i1!formation on 
interconnected systems .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: (SELECT FROM: Access. control policy; procedures addressing information flow. enforcement; 
information system design documentation;. information system. configuration settings and 
associated documentation; information system audit records; other. relevant documents. or 
records]. 

Test:. [SELECT FROM: Automated mechanisms implementing. information flow enforcement policy]. 
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AC-4(17).t 

APPENDIX F-AC 

Federal Information Systems and Organizations. 

INFORMATION FLOW ENFORCEMENT 

ASSESSMENT OBJECTIVE:. 

Determine. !f" 
(i) the information system uniquely identifies source domainsfor. information transfer; 

(ii) the. information system uniquely authenticates source. domains for information 
transfer;. 

(iii). the. il~formation system uniquely. identifies destination. domains for information 
transfer; 

(iv). the. i1~formation system uniquely. authenticc1tes. destinc1tion. domains.for information. 
transfer;. 

(v) the. information system binds security attributes to inj(1rmation 1ofacilitate 
information.flow. pol icy e1!force111ent; 

(vi) the information. system tracks. problems associated with. the security attribute 
binding; and 

(vii) the i1~forma1ion system tracks problems associated with the information transfer. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [ S£L£CT FROM: Access. control policy; procedures addressing information flow enforcement; 
procedures addressing source and destination domain. Identification and authentication, and. 
information transfer error handling; information system design. documentation; information 
system configuration settings and associated documentation; information system audit 
records;. other relevant documents. or records]. 

Test:. [SELECT FROM.: Automated. mechanisms. implementing. information flow enforcement policy]. 
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AC-5. 

AC-5.1 

APPENDIX F-AC 

ASSESSMENT PROCEDURE 

SEPARATION. OF DUTIES 

ASSESSMENT OBJECTIVE:. 

Determine. if:. 

(i) the organization separates duties of individuals as necessary, to prevent malevolent. 
ac1ivity without. collusion;. 

(ii) the organization documents separation.. of duties; and 

(iii) the organization implements separation of duties through assigned information 
sys/em access authorizalions .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Access control policy; procedures addressing divisions. of responsibility and 
separation of duties; information system conf iguration settings and. associated 
documentation; list of divisions. of responsibil ity and separation of duties;. information. system 
audit records; othe[ relevant documents or. records]. 

Interview:. [SELECT FROM.: Organizational personnel with. responsibilities. for. defining appropriate 
divisions. of. responsibility and. separation of. duties] .. 

Test: [SELECT FROM: Automated mechanisms implementing. separation of duties policy]. 
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AC-6.1 

AC-6(1) 

AC·6(1).1 

APPENDIX F-AC 

ASSESSMENT PROCEDURE 

LEAST PRIVILEGE 

ASSESSMENT OBJECTIVE:. 

Determine if the. organiza1ion employs the. concept of least privilege. allowing only. 
alllhorized accessesfor users (and processes. acting on behalf of users) which are. 
necessary. 10 accomplish assigned /asks in. accordance. with organ.izalional. missions. and 
business.functions. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: Access control. policy;. procedures addressing. least privilege; list of. assigned 
access authorizations. (user privileges);. information system configuration settings and. 
associated documentation; information system audit records; other relevant documents or 
records]. 

Interview: [SELECT FROM: Organizational personnel with responsibilities for. defining. least privileges 
necessary to accomplish specified. tasks). 

LEAST PRIVILEGE 

ASSESSMENT OBJECTIVE:. 

Determine if. 

(i) the. organization defines. the security func1ions. (deployed in hardware,. software,. and 
firmware) and security-relevant information for which access must. be. explicitly. 
authorized;. and 

(ii) rile. organization. explicitly aulhorizes. access. to. /he. organiza1ion-defined securi1y. 
jimctions and security-relevant information. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Access. control policy; procedures addressing least privilege; list of security 
functions. and. security-relevant information for which access must be explicitly authorized; 
information system configuration se·ttings and. associated documentation;. information 
system audit records; other relevant documents. or records). 

Interview: [SELECT FROM: Organizational personnel with responsibilities for defining least privileges 
necessary to accomplish specified tasks] .. 
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APPENDIX F-AC. 

Federal Information Systems and Organizations 

LEAST PRIVILEGE 

ASSESSMENT OBJECTIVE:. 

Determine.({'. 

(i) the organization defines the security functions or security-relevant. information . to 
which users of i1~formation system accounts, or roles, have access;. and 

(ii) the. organization requires that. users of information system accounts, or roles, with 
access to organization-defined security functions or . security-relevant information, 
use non-privileged accounts, or roles, when accessing other systemjimctions; and 

(iii). the organization, if deemed.feasible, audits any use of privileged accounts, or. roles,. 
with access to organization-defined security/unctions or security-relevant 
information, when accessing other system functions. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Access control. policy; procedures addressing least privilege; list of system-
generated. security. functions or. security-relevant information. assigned to information system 
accounts or. roles; information system configuration settings and associated documentation; 
information system audit records; other. relevant documents. or records). 

Interview:. [SELECT FROM: Organizational. personnel with responsibilities for defining least privileges 
necessary. to. accomplish. specified tasks] .. 

LEAST PRIVILEGE 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the organization defines the privileged commands to which network access is to be 
authorized onlyf or compelling operational needs; 

(ii) the. organization authorizes network access to. organization-defined privileged 
conunan.ds only for compelling operational needs; and 

(iii). the organization documents the. ratio11alefor authorized network access to 
organization-defined privileged commands in the security plan/or the. information 
system. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Access. control. policy; procedures. addressing. least privilege; security plan; 
information system configuration settings. and. associated documentation;. information 
system audit records; other. relevant documents. or records] .. 

Interview: [SELECT FROM:. Organizational personnel with responsibilities for defining least privileges. 
necessary. to. accomplish specified tasks] .. 

LEAST PRIVILEGE 

ASSESSMENT OBJECTIVE: 

Determine if the. information system provides separate processing domains to enable 
finer-grained allocation of user privileges .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Access. control policy; procedures addressing least privilege; information 
system design documentation;. information. system configuration settings and. associated 
documentation;. information system audit records; other relevant documents. or records], 

Interview:. [SELECT FROM:. Organizational personnel. with responsibilities for defining least privileges 
necessary to. accomplish. specified tasks). 
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APPENDIX F-AC 

LEAST. PRIVILEGE 

ASSESSMENT OBJECTIVE~ 

Determine. if the. organization limits authorization to super user accounts. on the 
information system to designated system administration personnel. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS: 

Examine: [SELECT FROM; Access. control policy: procedures addressing. least privilege; list of system-
generated super user. accounts; list of system administration. personnel; information system 
configuration settings and. associated. documentation; information system. audit records; 
other. relevant documents. or records). 

Interview:. [SELECT FROM: Organizational personnel with responsibilities. for. defining. least privileges. 
necessary to accomplish specified. tasks). 

LEAST PRIVILEGE 

ASSESSMENT OBJECTIVE: 

Determine. if the organizarion prohibirs privileged access 10 the. information system. by 
non-organizational. users. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Access. control. policy; procedures addressing. least privilege; list of system-
generated privileged accounts; list of non-organizational users; information. system 
configuration settings and associated documentation; information system. audit records; 
other relevant documents or records). 

Interview:. [SELECT FROM: Organizational personnel with. responsibilities. for. defining. least privileges. 
necessary to. accomplish specified tasks) .. 
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APPENDIX F-AC 

ASSESSMENT. PROCEDURE 

UNSUCCESSFUL LOGIN. ATIEMPTS. 

ASSESSMENT OBJECTIVE: 

Determine. if:. 

(i) the. organization defines the maximwn number of consecutive. in.valid login attempts 
10 the. i1(forma1ion system by. a user and the. rime.period in. which. the consecu1ive. 
invalid atlempls occur;. 

(ii) the information system enforces the organization-defined limit of ccmsecutive invalid 
login at1emp1s by a user during 1he organization-defined time period;. 

(iii) the organization defines action to be taken by the. system when the maximum number 
of unsuccessful login attempts is exceeded as: 

- lock our the account/node for a. specified time period; 
- lock out the. account/note. until released by. an administrator; or. 
- delay the. next login prompt according to organization-defined delay 

algorithm;. 

(iv) the information system either automatically. locks. the account/node for 1he 
organizaiion-defined rime. period, locks the account/node until released by an 
adminisrra1or, 01: delays. nexr. login.promp1.for. 1he. organization-defined delay. period 
when the. maximum number of unsuccessful login au empts is exceeded;. and 

(v) 1he information system pe1fonns the. organization-defined actions when the 
maximum number of unsuccessful login at/empts is exceeded regardless of whether 
!he login occurs. via a local or network connection .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

E.xamine:. [SELECT FROM; Access. control. policy;. procedures. addressing. unsuccessful. login. attempts; 
security plan; information system configuration settings and associated documentation; 
information system audit records; other relevant documents. or records). 

Test: [SELECT FAOM: Automated mechanisms. implementing the access control. policy for unsuccessful 
login attempts]. 

UNSUCCESSFUL LOGIN ATIEMPTS 

ASSESSMENT OBJECTIVE:. 

Determine. if the infonnation system automatically locks the account/node until released 
by an admi11istra1or when the maximum number of unsuccessful login attempts is 
exceeded. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM; Access. control. policy; procedures addressing unsuccessful. login attempts; 
information system. design documentation; information system configuration settings and 
associated documentation; list of. information system. accounts; information. system audit 
records;. other relevant documents or. records] .. 

Test:. [SELECT FAOM: Automated. mechanisms implementing the. access control policy for unsuccessful. 
login attempts]. 
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AC·7(2). 

AC-7(2).1 

APPENDIX F-AC. 

UNSUCCESSFUL LOGIN ATIEMPTS. 

ASSESSMENT OBJECTIVE: 

Determine. !f' 
(i) the. organization defines the number of consecutive, unsuccessful login attempts 

allowed/or accessing a mobile device be.fore the. in.formation system.purges 
information.from the. device; and 

(ii) the information system provides protect ion for mobile devices accessed via login by 
purging information from such devices after the organization-defined number of 
consecutive, unsuccessful login attempts to the device. is. exceeded .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Access. control. policy; procedures addressing. unsuccessful login attempts. on 
mobile devices; information system design documentation; information system configuration 
settings and. associated documentation; Information. system audit records;. other relevant 
documents or records). 

Test: [SELECT. FROM.: Automated. mechanisms. implementing the access. control. policy for. unsuccessful. 
login attempts] .. 
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AC-8 

AC-8.1 

AC-8.2. 

APPENDIX F-AC 

ASSESSMENT PROCEDURE 

SYSTEM USE NOTIFICATION 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the. organization approves the. information system use. notification m.essage. or 
bcmner to. be displayed by the information system be.fore granting access ro the. 
system;. 

(ii) the irifonnation system displays the. approved system use. notification message. or 
banner before. granting access. to the. system. that provides privacy. and security 
notices consistent with applicable.federal laws, Executive. Orders,. directives, 
policies,. regulations,. standards,. ancl guidance. and states. that:. 

- users are. accessing. a U.S. Governme/lf infonnation system;. 

- system usage may be. nwnitored,. recorded,. and subject to audit;. 

- unauthorized use of the. system is prohibited and subject to criminal. and civil 
penalties:. and 

- use of the. system indicates consent to. nwnitoring and recording; and 

(iii) the information system retains the notification message or banner on the screen until 
the. use1: takes. explicit actions to. log on. to or further access. the information. system .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Access control. policy; privacy and. security policies; procedures addressing 
system use. notification:. documented approval. of Information system. use notification. 
messages or banners; information system notification messages; information system 
configuration settings and associated. documentation; information system audit records for. 
user. acceptance. of notification message or banner; other relevant documents or records]. 

Test:. [SELECT. FAOM; Automated. mechanisms implementing. the. access. control. policy. for. system use. 
notification]. 

ASSESSMENT OBJECTIVE:. 

Determine. if: 

(i) the il'!f'ormation system (for publicly accessible systems) displays. the system use 
information when appropriate, before grantingfurther.access; 

(ii) the information system . (for publicly accessible systems) displays references,. if any, 
to m.onitoring, recording, or auditing that a re consistent with privacy 
accommodations for such systems that generally prohibit those.activities; and 

(iii) the information system . (for publicly accessible. systems) iHcludes in the. notice. given 
to. public users of the iriformation system, a description of the. authorized uses of the 
information system. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM; Access control. policy;. privacy and. security. policies;. procedures. addressing. 
system use notification;. documented approval of information system use notification 
messages or. banners; information system notification messages; information system. 
configuration settings and associated documentation; other. relevant documents. or records] .. 

Test:. [SELECT. FROM.: Automated. mechanisms implementing. the. access. control. policy. for. system use. 
notification]. 
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FAMILY:. ACCESS CONTROL . CLASS:. TECHNICAL 

AC·9. 

AC-9.1 

AC·9(1) 

AC-9(1).t 

AC·9(2) 

AC-9(2).1 

APPENDIX F-AC. 

ASSESSMENT. PROCEDURE 

PREVIOUS. LOGON (ACCESS) NOTIFICATION 

ASSESSMENT OBJECTIVE: 

Determine. if the information system, upon successful user log on (access),. displays to. the. 
user the date cmd time of the last logon (access). 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT: FROM: Access control policy;. procedures addressing previous logon notification; 
information. system configuration. se·ttings. and associated documentation;. information. 
system notification messages; information system design documentation;. other. relevant 
documents. or records) .. 

Test:. [SELECT FROM: Automated mechanisms implementing. the. access control. policy for previous 
logon notification] .. 

PREVIOUS LOGON (ACCESS) NOTIFICATION 

ASSESSMENT OBJECTIVE~ 

Determine if the. information system,. upon succes.1:ful user logon/access,. displays to. the. 
user the number <~f unsuccessful fogon/access attempts since the. fast successfid 
fogon/access .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: Access control policy; procedures addressing previous logon notificat1ion; 
information system. design documentation; information system configuration settings and 
associated documentation; information system audit records; other relevant documents. or 
records]. 

Test: [SELECT FROM; Automated mechanisms. implementing the access. control. policy for previous 
logon notification) .. 

PREVIOUS. LOGON (ACCESS) NOTIFICATION 

ASSESSMENT OBJECTIVE:. 

Determine if 

(i) the organization defines the time period during which the number <4 successful 
logins/accesses and/or unsuccenfuf user login/access al/empts occurs; and 

(ii) the information sys rem notifies the. user of the. number. of successful logins/accesses 
and/or unsuccessful login/access a !tempts that occur during the organization-
defined time. period. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Access control policy; procedures addressing. previous logon notification; 
information system design documentation;. information system configuration settings and. 
associated documentation; information system audit records; other. relevant documents. or. 
records]. 

Test: [SELECT FROM.: Automated mechanisms implementing the access control. policy for previous 
logon notification] .. 
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AC-9(3) 

AC-9(3).1. 

APPENDIX F-AC 

PREVIOUS LOGON (ACCESS) NOTIFICATION 

ASSESSMENT OBJECTIVE:. 

Determine. !f' 
(i) the. organization defines the. time periodfo''. which security-related changes. to the. 

user's account occur; and 

(ii) the. i1~formation system notifies the user of the organization-de.fined security-related 
changes to the user's account. that occur during. the organization-defined time 
period. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [S£L£CT FROM: Access control. policy; procedures. addressing. previous logon. notificatiion; 
information system. design documentation; Information. system configuration settings and 
associated documentation; information. system audit records; other. relevant documents. or 
records], 

Test: [SE:L£CT FAOM: Automated. mechanisms. implemernting the access control policy for previous 
logon. notification] .. 
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FAMILY: ACCESS CONTROL . ... CLASS:. TECHNICAl 

AC-10 .. 

AC-10.1 

APPENDIX F-AC. 

ASSESSMENT PROCEDURE 

CONCURRENT SESSION CONTROL 

ASSESSMENT OBJECTIVE: 

Derermine. if· 
(i) the organization defines the. maximum number. of concurrent sessions to. be allowed 

.for each system accounl; and 

(ii) the. information system limits. the number. <~f concurrent sessions.for each system 
account to the organization-de.fined nwnber of sessions. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM; Access. control policy;. procedures. addressing. concurrent session. control ~ 
information system design documentation: information system configuration settings and 
associated documentation;. security plan; other relevant documents. or. records]. 

Test:. [SELECT FROM.: Automated. mechanisms implementing. the. access control. policy. for concurrent 
session. control]. 
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FAMILY:. ACCESS CONTROL . . .. CLASS:. TECHNICAL 

AC-11. .. 

AC-11.1 

AC-11(1) . 

AC-11 (1).1 

APPENDIX F-AC. 

ASSESSMENT. PROCEDURE 

SESSION. LOCK, 

ASSESSMENT OBJECTIVE: 

. Derermine if· 
(i) the. organization de.fines the. time. period of user inactivity. ajier which the. 

i11formarion system initiates. a session lock;. 

(ii) the. information system initiates. a session lock after rhe. organizarion-defined time 
period of inactivity or upon receiving a request.from a user; 

(iii) the. information system retains the. session. lock until the. user. reestablishes access 
using established identification and authentication procedures. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Access control policy;. procedures addressing. session lock; information 
system. design documentation; information system configuration settings and. associated 
documentation; security plan; other relevant documents or records). 

Test:. [SELECT FROM: Automated mechanisms impleme111ting the access. control policy. for. session lock]. 

SESSION LOCK 

ASSESSMENT. OBJECTIVE:. 

Determine if the. information system session lock mechanism, when activared on a device 
with a display screen, places a publicly viewable. pattern onto. the. associated display,. 
hiding what was previously visible. on rhe screen. 

POTENTIAL. ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Access control policy;, procedures addressing session lock; display screen 
with session lock activated; information system design documentation; information system 
configuration settings and associated documentation; other relevant documents or records]. 

Test: [SELECT FROM: Information system session lock mechanisms]. 
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ASSESSMENT PROCEDURE 

AC-12 , 

AC-12.1 

APPENDIX F-AC. 

SESSION. TERMINATION 

[Withdrawn:. Incorporated into SC-10]. 

ASSESSMENT OBJECTIVE: 

[Withdrawn: Incorporated into SC-10] .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

(Withdrawn: Incorporated. Into SC-1 O]. 
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ASSESSMENT PROCEDURE 

AC-13 .. SUPERVISION. AND REVIEW.-, ACCESS CONTROL. 

[Withdrawn: Incorporated into AC-2 and AU-6) .. 

AC-13.1 ASSESSMENT OBJECTIVE: 

[Withdrawn: Incorporated into AC-2 and AU-6). 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

(Withdrawn:. Incorporated. Into. AC-2. and AU-6) .. 

APPENDIX F-AC 

. CLASS:. TECHNICAL. 
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AC-14 . 

AC-14.1 

AC-14(1) . 

AC-14(1 ).1. 

APPENDIX F-AC. 

ASSESSMENT PROCEDURE 

PERMITTED ACTIONS. WITHOUT IDENTIFICATION OR AUTHENTICATION 

ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the. organization identifies specific user actions that can be. perform.eel on the 
i11formario11 sys/em wi1hout identificc11io11. or c1111hentication: and 

(ii) the. organization documents. and provides. supporting rationale. in the. security plan 
for the. information system, user actions not requiring identification and 
authe11tica1ion. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 
Examine:. [SELECT FROM.: Access. control. policy; procedures addressing permitted. actions without 

identification and authentication; information system configuration settings and associated. 
documentation;. security plan; list of Information system actions that can be performed 
without identification and authentication; information system audit records; other. relevant 
documents. or records]. 

PERMITTED. ACTIONS WITHOUT. IDENTIFICATION. OR AUTHENTICATION 

ASSESSMENT. OBJECTIVE: 

Determine. if the. organization permits. actions. to. be. pe1.formed wit how. identification. and 
authentication only to the extent neces.m1)•. to accomplish mission/business objectives. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 
Examine: [SELECT FROM; Access. control policy; procedures addressing permitted actions without 

identification and authentication; information system configuration settings and associated. 
documentation; security. plan; list of information. system actions that can. be performed 
without identification and authentication; information system audit records; other relevant 
documents or records]. 
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.. CLASS: TECHNICAL 

ASSESSMENT PROCEDURE 

AC-15 

AC-15.1. 

APPENDIX F-AC 

AUTOMATED MARKING 

[Withdrawn: Incorporated. into MP-3].. 

ASSESSMENT OBJECTIVE~ 

[Withdrawn: Incorporated. into MP-3]. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

(Withdrawn: Incorporated. Into MP-3). 
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AC-16 .. 

AC-16.1 

AC-16(1) .. 

AC-16(1).1 

APPENDIX F-AC. 

ASSESSMENT PROCEDURE 

SECURITY. ATTRIBUTES. 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the organization de.fines the. securily allributes the. information system binds 10. 
information: 

- in storage;. 
- in process; and 

- in..1ransmission; a11d 

(ii) 1he information .1y.1·tem supports anti main la ins !he. binding of the organization-
defined security attributes to information in. storage,. in process,. and in transm.ission. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 
Examine: [SELECT FROM: Access control. policy; procedures addressing. the binding. of. security 

attributes to Information In storage, in process, and in. transmission; information system 
design documentation; information. system configuration settings and associated 
documentation; other relevant documents. or records]. 

Test:. [SELECT FROM: Automated. mechanisms. supporting and maintaining the. binding. of. security. 
attributes. to information in storage,. in. process,. and in transmission]. 

SECURITY ATTRIBUTES. 

ASSESSMENT_ OBJECTIVE:. 

Detennine. if the information system dy11amically reconfigures security auri/nttes in 
accordance. with. an. identified securiry policy as. information is. created and combined. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Access control policy; procedures addressing the. dynamic reconfiguration of 
security. attributes; information system design documentation;. information system 
configuration settings and. associated documentation;. other. relevant documents. or. records] .. 

Test:. [SELECT. FROM.: Automated mechanisms. implemernting. the. dynamic reconfiguration. of. security 
attributes. to information]. 
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AC-16(2) 

AC-16(2).1. 

AC-16(3) 

AC·16(3).1 

AC-16(4) .. . 

AC-16(4).1. 

APPENDIX F-AC. 

SECURITY ATTRIBUTES. 

ASSESSMENT. OBJECTIVE:. 

Determine !f" 
(i) the. organization identifies. the entities authorized to change. security allributes; and 

(ii) the information system allows authorized entities to change. security auributes .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Access. control policy; procedures. addressing the change of security 
attributes; information system design documentation;. information system configuration 
settings. and. associated. documentation; list of. entities. authorized to change. security 
attributes; information system audit records; ·other relevant documents. or records]. 

Interview: [SELECT. FROM: Organizational personnel with responsibilities for changing security 
attributes]. 

Test: [SELECT FROM: Automated. mechanisms. allowing. the. change of security attributes]. 

SECURITY ATTRIBUTES. 

ASSESSMENT OBJECTIVE:, 

Determine if the infonnation. system maintains. the binding of security attributes to 
ir!formation 1·vith sufficient. as.rnrance that the information-allribute. association can be 
used as the basis for automated policy actions. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:, 

Examine: [SELECT FROM; Access control policy; procedures addressing. the binding of security 
attributes to information; information. system design documentation; information system 
configuration settings and associated. documentation; other. relevant documents. or records] .. 

Test: [SELECT FROM: Automated. mechanisms. maintaining the binding. of security attributes to. 
Information]. 

SECURITY. ATTRIBUTES 

ASSESSMENT_ OBJECTIVE:. 

Determine if'. 

( i) the organization identifies users authorized to associate security allributes with 
i11forma1ion; and 

(ii) the information system allows authorized users to. associate security atJributes with 
information. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM; Access. control. policy; procedures. addressing. the association of security. 
attributes. to information; information system design documentation; information system 
configuration settings and. associated documentation;. list. of users authorized to associate 
security attributes with information; information system audit records; other relevant 
documents or records]. 

Interview:. [SELECT FROM: Organizational personnel. with responsibilities for associating security 
attributes with information]. 

Test: [SELECT FROM; Automated mechanisms allowing. users to associate security attributes with 
information]. 
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AC-16(5).1 

APPENDIX F-AC 

Federal Information Systems and Organizations 

SECURITY. ATTRIBUTES. 

ASSESSMENT OBJECTIVE:. 

Determine. !f" 
(i) the organization defines the. set of special dissemination, handling, or distribution 

instructions to be used.for each object output.from the. h1for111ation system;. 

(ii) the. organization de.fines. standard 1ia111ing conventions.for the security attributes to 
be displayed in human-readableform on each object outputfrom the system to 
system output devices; and 

(iii) the. information. system displays. security attributes in human-readable form on. each 
object. outputfrom the system to system output devices to identify the. organization-
defined set. of special dissemination, handling,. or distribution instructions. using 
organization-defined human readable, standard naming conventions. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Access control. policy; procedures addressing. display. of. security attributes in 
human-readable. form; special instructions. for the. dissemination,. handling,. or distribution of 
object output from. the information system; in'formation system design documentation;. 
information system configuration settings and associated documentation;. information 
system. audit records; other. relevant documents. or, records] .. 

Test:. [SELECT FROM: System output devices. displaying security attributes. in human-readable. form on. 
each object] .. 
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AC-17 .. . 

AC-17.1 

AC-17(1) 

AC-17(1).1 

APPENDIX F-AC 

ASSESSMENT PROCEDURE 

REMOTE ACCESS 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the. organization documents allowed methods of rem.ore access: to !he. information 
system; 

(ii) . the organization establishes. usage. restrictions. and irnplementation.. guidance for 
each af/owetl renwte. access method; 

(iii) 1he organiza/ion. monilorsfor unauthorized remole. access to. the information system;. 

(iv). the. organization. authorizes remote. access. to the. information. system. prior to 
connection; and 

(v) 1he. organizalion e11forces requireme111sfor remote conneclions to 1he. information 
sys/em. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Access control policy; procedures addressing remote access to the 
information system; information system configuration settings and associated 
documentation;. information. system audit records;. other relevant documents. or records]. 

Interview: [SELECT FROM.: Organizational personnel with remote access authorization, monitoring, and 
control. responsibilities] .. 

Test: [SELECT FROM: Remote. access methods. for. the. information. system]. 

REMOTE ACCESS 

ASSESSMENT. OBJECTIVE:. 

Determine. (f the organization. employs automated mechanisms lo facilitate the monitoring 
and control of remole. access. methods. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Access. control policy; procedures addressing remote access to the. 
information system; information system configuration settings and associated. 
documentation; other relevant documents. or records]. 

Test. [SELECT FROM; Automated mechanisms implementing the. access control. policy. for. remote. 
access]. 
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AC·17(2) . . 

AC-17(2).1. 

AC-17(3). 

AC-17(3).1 

AC·17(4) .. 

AC-17(4).1 

APPENDIX F-AC. 

REMOTE ACCESS 

ASSESSMENT. OBJECTIVE:. 

Determine. if the. organization uses c1yptography to. protecr the. cor~fidentiali~Y. and 
in.teg rity of remote access sessions. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM; Access. control. policy; procedures addressing. remote. access. to. the. 
information system; information system design documentation; information system 
configuration settings and associated documentation;. other relevant documents. or. records]. 

Test:. [SELECT FROM: Automated mechanisms implementing cryptographic protections. for remote. 
access]. 

REMOTE ACCESS 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the organ.izcllion. de.fines a limited numbel'. of man.aged access controlpoin1sfol'. 
remote. access to the. ir!formation system; and 

(ii) !he information system routes. all remote accesses through managed. access. control 
points. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Access control policy; procedures addressing remote. access to the 
information system; Information system design documentation; list of managed access 
control points; information. system configuration settings and associated documentation; 
information system audit records; other relevant documents or records]. 

Test: [SELECT FROM: Automated mechanisms implementing. the. access control policy for remote. 
access]. 

REMOTE ACCESS 

ASSESSMENT OBJECTIVE: 

Determine. (f: 

(i) the organization. authorizes the. execution of privileged commands and access lO. 

security-relevant information via remote access only.for compelling operational 
needs;. a.nd 

(ii) the orga.nization documents the rationalefor such access in the securi1y planfol'. the. 
i11formation system. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Access control policy; procedures addressing remote access to the 
information. system; information system configuration settings and associated 
documentation; security plan; information system audit records; other relevant documents. 
or. records] .. 
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AC-17(6) ... 

AC-17(6).1 

APPENDIX F-AC. 

REMOTE ACCESS 

ASSESSMENT. OBJECTIVE~ 

Determine !f' 
(i) the organization defines the frequency of monitoring.for unauthorized remote 

connections to the information system; 

(ii). the. organization. monitors.for. unauthorized remo1e connecrions to rhe. b!forma1ion 
system in accordance wi1h the organization-defined.frequency; 

(iii) the organization defines the. c1ppropriate action(s) to be taken if cm unauthorized 
connection is discovered;. and 

(iv) the organization takes organization-defined appropriate. action( s) if an unauthorized 
connection is discovered. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Access control policy;. procedures. addressing remote. access to. the 
information system; information system design documentation; information system 
configuration settings and associated documentation; information system audit records;. 
other relevant documents or records). 

Interview:. [SELECT FROM: Organizational personnel. with. responsibilities. for. monitoring remote. 
connections to. the. information system] .. 

REMOTE ACCESS. 

ASSESSMENT OBJECTIVE~ 

Determine if the organization ensures. that users protect il~formation about. remote. access 
mechanismsfrom unauthorized use and disclosure. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM; Access control. policy; procedures addressing. remote access. to. the 
information system; other. relevant documents. or records]. 

Interview: [SELECT FROM:. Organizational, personnel with responsibilities for. implementing or. monitoring 
remote. access. to. the information system;. information system users with. knowledge of. 
information about remote. access mechanisms] .. 

PAGE F-39 
FTC-0002441 



Special Publication 800-53A . Guide. for Assessing the Security Controls. in 
.... Federal Information. Systems and. Organizations 

AC·17(7). 

AC-17(7).1 

AC-17(8) . 

AC-17(8).1 

APPENDIX F-AC. 

REMOTE ACCESS 

ASSESSMENT. OBJECTIVE: 

Determine.({". 

(i) the organization defines the securityfunctions and security-relevant information that 
can be accessed using remote sessions;. 

(ii). the. organization de.fines the additional security measures to. be. employedfor remote 
sessions used to access organization-de.fined security functions and security-relevant 
ir!formation;. 

(iii) the organization employs. organization-defined additional security. measures for 
remote sessions used to access organization-defined securityfunctions and security-
relevant. information;. and 

(iv). the. organization audits. remote. sessions.for accessing organization-defined. security. 
functions and security-relevant i11formati01r.. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Access control policy:. procedures. addressing. remote access to the 
information system; information system design documentation; information. system 
configuration settings. and associated documentation; information system audit records; 
olher relevant documents or records]. 

Test: [SELECT. FROM: Automated. mechanisms implementing the. access control policy. for. remote. 
access]. 

REMOTE ACCESS 

ASSESSMENT OBJECTIVE:. 

Determine if: 

(i) the. organization defines the networking protocols within the. information system 
deemed lo be nonsecure; and 

(ii) the organization disables the. organization-defined neiworking protocols within the. 
information system deemed to be. nonsecure. except.for explicitly ident(fied 
components in support of specific operational requirements. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECr FROM: Access control policy;. procedures. addressing remote. access to the. 
information system; information. system design documentation; Information. system 
configuration. settings and associated. documentation; security plan; list of. networking. 
protocols. deemed to be non-secure; other relevant documents or records) .. 

Test: [SELECT FROM; Automated. mechanisms. disabling networking. protocols. deemed to be non -
secure]. 
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AC-18 , . 

AC-18.l 

AC-18(1) .. 

AC-18(1).1 

APPENDIX F-AC 

ASSESSMENT PROCEDURE 

WIRELESS. ACCESS. 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the. organization establishes usage restrictions and implementation guidancefor 
wireless access;. 

(ii) the organization monitors for unauthorized wireless access to the information 
system; 

(iii) the organization authorizes wireless access to. 1he information system.prior to 
connection.; and 

(iv) the organization er~forces requirements/or wireless conneclions to the information 
system. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: Access. control policy; procedures addressing wireless implementation and 
usage. (including restrictions); activities related to. wireless monitoring, authorization, and 
enforcement; information system audit records; other relevant documents or records]. 

Interview:. [SELECT. FROM.: Organizational. personnel. responsible. for authorizing, monitoring. or. 
controlling the. use. of wireless technologies. in_ the. information system]. 

Test: [SELECT FROM: Wireless access usage and restrictions]. 

WIRELESS. ACCESS. 

ASSESSMENT OBJECTIVE: 

Determine. if the information. system protects wireless access IO the system using 
au1hentication and encryption. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM; . Access. control. policy; procedures. addressing. wireless. implementation and 
usage (including restrictions); information. system design. documentation; information_ 
system configuration. settings and associated documentation; information system audit 
records; other relevant documents or records]. 

Test: [SELECT. FROM.: Automated mechanisms. implementing. the access. control policy, for. wireless. 
access to the_ Information system]. 

PAGE_ F-41 
FTC-0002443 



Special Publication 800-53A Guide for Assessing the. Security Controls in 
.... . Federal Information. Systems and. Organizations 

AC-18(2) . 

AC-18(2).1 

AC-18(3) 
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AC-18(4) 

AC-18(4).1 

APPENDIX F-AC 

WIRELESS. ACCESS. 

ASSESSMENT. OBJECTIVE: 

Determine !f". 
(i) the. organization defines the frequency. of monitoring for unauthorized wireless 

connectio11s to the information sys1e111, including scans for unawhorized wireless 
access points;. 

(ii) !he. organization monilorsfor unauthorized wireless connections to the information 
system, h1cluding scanning for unaurhorizecl wireless access points, in accordance 
with organization-definedfrequency; 

(iii) the. org(mization defines the. appropriale action( s) to be. taken. (f'an unauthorized 
connection is. discovered;. and 

(iv) the. organization takes. appropriate. action(s) if an unauthorized connection 
discovered. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM: Access control. policy: procedures addressing. wireless implementation and. 
usage. (including. restrictions); wireless scanning reports;. other. relevant documents or 
records]. 

Interview: [SELECT FROM:. Organizational personnel responsible for monitoring wireless. connections. to. 
the information system]. 

Test: [SELECT FROM: Scanning procedures for detecting unauthorized wireless connections and access 
points). 

WIRELESS. ACCESS. 

ASSESSMENT. OBJECTIVE:. 

Determine if the. organization disables, when not intended/or. use, wireless networking 
capabilities internally embedded within the information system components prior to. 
issuance. and deployment .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: . Access. control policy; procedures. addressing wireless. implementation and 
usage. (including. restrictions); information. system design. documentation; information 
system configuration settings and. associated documentation; information system audit 
records; other relevant documents. or records]. 

Test:. [SELECT FROM: Automated mechanisms. controlling the. disabling of wireless. networking 
capabilities internally embedded within the. information system components]. 

WIRELESS. ACCESS. 

ASSESSMENT. OBJECTIVE: 

Determine if the. organization does not allow users to independently configure wireless 
networking. capabilities. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Access control policy: procedures addressing wireless implementation and 
usage (including restrictions); information system design documentation; information 
system configuration settings and associated documentation; information system audit 
records;. other. relevant documents. or. records] .. 

Test:. [SELECT FROM: Automated mechanisms. preventing independent configuration of wireless 
networking capabilities). 
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APPENDIX F-AC. 

WIRELESS ACCESS 

ASSESSMENT. OBJECTIVE:. 

Determine if the. organization. cor!fines. wireless. ca1nmunicatior1s to. organization-
controlled boundaries. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine:. [SELECT FROM: . Access control. policy; procedures. addressing. wireless. implementation and. 
usage (including restrictions); information system design documentation; information_ 
system configuration settings and. associated documentation; information system audit 
records;. other relevant documents or records]. 

Test:. [SELECT FROM; Automated mechanisms. implementing the. access. control. policy for. wireless. 
access to the information system; Wireless connections. and access points outside of 
organizational. boundaries using. scanning. devices.). 
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AC-19 

AC-19.l 

APPENDIX F-AC. 

ASSESSMENT PROCEDURE 

ACCESS CONTROL FOR MOBILE DEVICES 

ASSESSMENT OBJECTIVE: 

. Derermine if· 
(i) the organization establishes usage restrictions. and implementation guidancefor 

orgcmization-contro/fed portable. and mobile devices; .. 

(ii) the organization authorizes connection o,f mobife devices meeting organizational 
usage restrictions and implementation guidance to organiza1ional information. 
systems;. 

(iii) the organization monitors for unauthorized connections of mobile devices to 
organizali<mal informatio11 systems; 

(iv) !he. organization. e1~forces requirements.for !he. connection of mobile. devices to 
organization.al i~formation. systems;. 

(v) 1he organization disables i11forma1ion systemfunctionality !hat provides the. 
capability.for a111onwtic execulion of code. on mobile. devices without user direcrion; 

(vi) 1he organization issues speciafly configured mobile. devices to individuals traveling 
10 Local ions 1ha1. 1he orga11iza1ion. deems lo be of sign!flcant risk in accordance. wi1h 
organizalional policies and procedures; 

(vii) !he organizalion defines the inspection and preventative measures to be applied to. 
mobile. devices returning.from loca1ions. tftat. the. organization deems. to be. of 
significant risk;. and 

(viii) 1he. organization applies organization-defi1ied inspection and preventative. measures 
10 mobile. devices re1urni11g ji"01n. loca1ions that the. organizc11ion deems 10 be. of 
significant risk in. accordance wi1h organizational policies and procedures .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Access control. policy: procedures. addressing. access control for portable and 
mobile devices; information system design documentation; information system configuration 
settings and. associated. documentation; information. system. audit records;. other. relevant 
documents. or. records] .. 

Interview: [SELECT FROM: Organizational personnel. who. use portable and. mobile. devices. to access. 
the information system) .. 

Test:. [SELECT FROM; Automated. mechanisms. implementing access control. policy for portable and 
mobile. devices]. 
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AC-19(1 ).1. 

AC-19(2) 

AC-19(2).1 

AC-19(3) 

AC-19(3).1 

APPENDIX F-AC 

ACCESS. CONTROL FOR MOBILE DEVICES. 

ASSESSMENT. OBJECTIVE: 

Determine if the organization restricts the use of writable, removable 1nedia in 
organizational information systems. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM; Access. control policy; procedures. addressing. access. control for portable and. 
mobile devices; information system design documentation; information system configuration 
settings. and. associated. documentation; information system audit records;. other. relevant 
documents. or records). 

Interview:. [SELECT FROM.: Organizational personnel who use portable and mobile. devices to access 
the. information system). 

Test:. [SELECT. FROM; Automated mechanisms. implementing. access control policy for. portable and 
mobile devices). 

ACCESS CONTROL FOR. MOBILE DEVICES 

ASSESSMENT. OBJECTIVE:. 

Determine if the organization prohibits the use of personally. owned,. removable media in 
organization.al information systems. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM; Access. control policy; procedures. addressing. access. control for portable and. 
mobile. devices; information system design documentation; information system configuration 
settings. and. associated. documentation; information system audit records;. other. relevant 
documents or records].. 

Test:. [SELECT. FROM: Automated. mechanisms implementing access control policy. for portable and 
mobile. devices] .. 

ACCESS CONTROL FOR MOBILE DEVICES. 

ASSESSMENT OBJECTIVE: 

Determine if 1 he. organization prohibits !he. use of removable. media. in organization.al 
ir1forma1ion sys1ems when the. media has no identifiable owner .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM; Access. control policy; procedures addressing. access control for portable 
and mobile devices; information. system design. documentation;. information. system 
configuration settings and associated documentation; information system audit records; 
other relevant documents or records]. 

Test:. [SELECT FROM; Automated mechanisms. implementing access control policy for portable and 
mobile. devices]. 
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ACCESS. CONTROL FOR. MOBILE DEVICES. 

ASSESSMENT. OBJECTIVE~ 

Determine. !f" 
(i) the organization prohibits the use of unclassified mobile devices infacilities 

containing information systems proce.l'.l'ing, storing, or transmitting classified 
information unless specifically permitted by the appropriate authori(.ing o.fficial(s); 

(ii) the. organization defines the security officialsauthoriwd to randomly review/inspect 
mobile. devices and the. information stored on those devicesfor classified 
ir!formation; and 

(iii) the org(mization enforces the.following restrictions on individuals permitted to use 
mobile. devices in.facilities. con wining information systems processing, storing,. or. 
transmit!ing classified information: 

- connection of unclassified mobile devices to. classified information systems is 
prohibited; 

- connection. of unclassified mobile. devices to. unclassified information systems. 
requires approval.fr·om the. appropriate authorizing official(s); 

- use. of internal or, external. modems or wireless. i11.te1faces. within the mobile. 
devices is prohibited; and 

- mobile devices and the information stored on those devices are subject to random 
reviews/inspections by organization-defined security officials,. and if classified 
information isfound,. the incident handling policy is enforced. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine: [SELECT FROM: Access control policy; procedures addressing access control. for. portable. and 
mobile. devices; evidentiary documentation for random inspections of mobile. devices; 
information system audit records; other. relevant documents. or. records] .. 

Interview: [SELECT FROM.: Organizational personnel responsible for randomly reviewing/inspecting 
mobile devices; Organizational personnel using. mobile devices in facilities containing. 
information systems processing, storing, or transmitting. classified information]. 

Test: [SELECT FROM.: Test automated mechanisms. prohibiting the. use of. internal. or. external modems. 
or wireless interfaces with mobile devices). 
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AC·20 . . 

AC-20.l 
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AC-20(1).t 

APPENDIX F-AC. 

ASSESSMENT PROCEDURE 

USE OF EXTERNAL. INFORMATION SYSTEMS 

ASSESSMENT OBJECTIVE~ 

Determine. if: 

(i) the. organization identifies individuals authorized 10:. 

- acce.~s. the. information system from. the external information. systems: and 

- process, store, and/or transmit. organization-controlled i11formarion using the. 
external iriformation systems; and 

(ii) the. organization establishes terms cmd conditions, consistent. with any trust. 
relationships established with other organizations owning, operating,. and/or 
maintaining external information systems, allowing authorized individuals to:. 
. access the. information systemfrom the. external information systems;. and 

- process, store, and/or transmit. organization-controlled iriformation. using the 
external information system. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Access. control policy; procedures addressing the use. of external. information 
systems; external. information. systems terms. and. conditions; list of types. of applications 
accessible. from external in.formation systems;. maximum security. categorization for. 
information processed, stored, or transmitted on external. information systems; information 
system configuration settings and associated documentation; other relevant documents or. 
records]. 

Interview:. [SELECT FROM: Organizational personnel with. responsibilities for defining terms and 
conditions. for use of external. information systems to access organizational systems]. 

USE OF. EXTERNAL INFORMATION SYSTEMS. 

ASSESSMENT OBJECTIVE: 

Determine. if the. organization. permits. authorized individuals. to. use. an. external 
information system to access. the information system or to process,. store,. or transmit 
organization-controlled information only when the. organization:. 

- can ver(fy the implementation. of required security. controls. on the. external system as. 
specified in the organization's information security policy and security plan; or 

- has approved inf on-nation system. connection or processing agree1nenls with the 
organizational. entity hosting the. external information. system .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS:. 

Examine: [SELECT FROM; Access. control policy; procedures addressing the use of external. Information 
systems; security, plan; information. system connection or processing agreements; account 
management documents; other relevant doctJments or records]. 
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AC-20(2).1 

APPENDIX F-AC. 

USE OF. EXTERNAL INFORMATION SYSTEMS 

ASSESSMENT OBJECTIVE:. 

Determine. if the. organization limits. the. use. of organization-controlled portable. storage. 
media by authorized individuals on external information systems. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Access control policy: procedures. addressing the. use of external information 
systems; security plan; information system configuration settings and associated 
documentation; information system connection or processing. agreements; account 
management documents; other. relevant documents or records]. 
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AC·21 . . 

AC-21.1. 

AC-21(1). .... 

AC-21 (1 ).1. 

APPENDIX F-AC 

ASSESSMENT. PROCEDURE 

USER-BASED. COLLABORATION AND. INFORMATION. SHARING 

ASSESSMENT OBJECTIVE: 

Derermine if· 

(i) the organization de.fines the circumstances where user discretion is required to 
facilitate i11formation sharing; 

(ii) the organization facilitates i11formation sharing by enabling authorized users to. 
determine whe1her access au1horizatio11s assigned 10 the. sharingpar/ner match the 
access restrictions on the information for the organiza1ion-defined circumstcuu:es; 

(iii) the. organization defines the information sharing circumstances and automated 
mechanisms or manual processes required to. assist users in making information 
sharing/collaboration. decisions; and 

(iv) the. organization employs organization-defined circumstances. and automated 
mechanisms or manual processes to assisr users in making information 
sharing/collaboration decisions. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM; Access control. policy; procedures addressing. user-based. collaboration and 
information sharing (including restrictions); information system design documentation; 
information system configuration se·ttings and. associated documentation; list of users. 
authorized to. make. information sharing/collaboration decisions; list of. information sharing 
circumstances requiring. user. discretion; other. relevant documents. or records] .. 

Interview:. [SELECT FROM.: Organizational. personnel responsible for. making information 
sharing/collaboration decisions] .. 

Test: [SELECT. FROM: Automated mechanisms or. manual. process. implementing. access authorizations. 
supporting information sharing/user collaboration decisions]. 

USER·BASED. COLLABORATION. AND. INFORMATION SHARING 

ASSESSMENT. OBJECTIVE: 

Determine. if the. i1·!formation. system employs automated. mechanisms to enable authorized 
users 10 nwke. information-sharing decisions based on access authorizations of sharing 
partners ancl access restrictions on information. /.o. be shared .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM:. Access. control. policy; procedures addressing user-based collaboration and 
information sharing (including restrictions);. information system. design. documentation; 
information. system configuration settings and. associated documentation; system-generated 
list ot. users. authorized to make information sharing/collaboration decisions;. system· 
generated list of. sharing. partners and. access authorizations; system-generated list of. 
access restrictions regarding information to. be. shared; other. relevant documents. or. 
records]. 

Test: [SELECT FROM: Automated. mechanisms implemernting access. authorizations supporting. 
information sharing/user collaboration decisions]. 
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AC·22 

AC-22.1 

APPENDIX F-AC 

ASSESSMENT PROCEDURE 

PUBLICLY ACCESSIBLE CONTENT. 

ASSESSMENT OBJECTIVE: 

Derermine if· 
(i) the. organization designates individuals authorized to post information onto an 

organizational i1(formatio11 system, that. is publicly accessible;. 

(ii) the. organization. trains authorized individuals to ensure. that publicly accessible 
informal.ion does not coma in nonpublic ir!f'ormation; 

(iii) the. organization. reviews the proposed content. of publicly accessible. information for 
nonpublic. information. prior. to posting onto the. organizational information system;. 

(iv) the organization de.fines thefrequency of reviews of the. content on the. publicly 
accessible organizational information system for nonpublic. ir(formation;. 

(v) the organization reviews the content on the publicly accessible organizational 
information system for nonpublic information in accordance with the organization· 
defined frequency; and 

(vi) the organization removes nonpublic. information from the publicly accessible. 
organiza1ion.al information. system, if discovered. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Access control policy;. procedures addressing publicly. accessible content; list 
of users authorized to post publicly accessible content on organizational information 
systems; training materials. and/or records; records. of. publicly accessible information 
reviews;. records of. response. to. nonpublic information on. public. Web. sites; system audit 
logs; security awareness training records; other relevant documents or records). 

Interview:. [SELECT FROM:. Organizational personnel responsible for. managing publicly accessible 
information posted on organizational information systems). 
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AT·1 

AT·1.l 

AT-1.2 

APPENDIX F-AT 

ASSESSMENT. PROCEDURE 

SECURITY AWARENESS AND. TRAINING POLICY. AND PROCEDURES. 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the. organiwtion develops and formally docum.ents security cnvareness and training 
policy; 

(ii) the organization security awareness and training policy addresses: 

- purpose; 

- scope; 

- roles. and responsibilities;. 

- management. commitment:. and 

- coordination among organizational entities, and compliance; 

(iii) the organization disseminc1tes formal documented security awareness and. training 
policy. to elements within the organization having associated security awareness and 
training roles and responsibilities; 

( i v) the. organization develops and formally documents security. awareness and training 
procedures; 

(v) the organization security awareness and training procedures.facilitate 
implementation of the security. awareness and training policy. and associated 
security awareness and training controls; and 

(vi) 1he organiza1ion dissemina/es formal. documented security awareness and training 
procedures to. elements. within the. organization having associated. security. 
awareness. and training role~: and responsibilities. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Security awareness. and training. policy. and procedures; other. relevant 
documents. or records].. 

Interview:. [SELECT FROM: Organizational. personnel with security awareness and. training. 
responsibilities]. 

ASSESSMENT OBJECTIVE:. 

Determine if: 

(i) the organization. defines the.frequency o.f security. awareness. and training policy. 
reviews/updates; 

(ii) the organization reviews/updates security awareness and training policy in 
accordance with organization-definedfrequency;. 

(iii) the organization de.fines thefrequency. of security. awareness. and training procedure 
reviewslupda1es; and 

(iv) 1he. organization. reviews/updates securi1y. awareness and training procedures in 
accordance. with organization-defined.frequency. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Security awareness. and training. policy and procedures; other. relevant 
documents or. records].. 

Interview:. [SELE'CT FROM: Organizational personnel with. security awareness and. training. 
responsibilities]. 
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AT·2. 

AT·2.1 

AT·2(1) 

AT·2(1).1 

APPENDIX F·AT 

ASSESSMENT PROCEDURE 

SECURITY AWARENESS 

ASSESSMENT OBJECTIVE~ 

Determine if: 

(i) the organization provides basic. security awareness training to all information 
system users (including managers, senio1'. e.xecutives,. and contractors) as.part. of 
initial training for new users and when required by system changes; 

(ii) the organiw tion dejines the.frequency of re.fi'esher security awareness. training;. 

(iii) the. organization.provides refresher.security awareness training in accordance with 
the. organization-definedfrequency; 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Security awareness. and. training policy; procedures. addressing security. 
awareness. training implementation;. appropriate codes. of federal regulations; security 
awareness training. curriculum:. security. awareness. training materials; security. plan;. training 
records;. other relevant documents or records]. 

Interview:. [SELECT FROM: Organizational. personnel. comprising. the. general. information system user 
community). 

SECURITY AWARENESS. 

ASSESSMENT OBJECTIVE:. 

Determine if rfle. organization includes practical. exercises in security. awareness training 
that. simulate. actual cyber attacks. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM:. Security awareness. and. training policy; procedures addressing. security 
awareness training implementation; security awareness training curriculum; security 
awareness training materials; other relevant documents or records]. 

Interview:. [SELECT FROM: Organizational personnel. that participate. in security awareness training). 
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AT·3. 

AT·3.1 

AT-3(1) . 

AT·3(1).1 

APPENDIX F-AT. 

ASSESSMENT PROCEDURE 

SECURITY. TRAINING. 

ASSESSMENT OBJECTIVE~ 

Determine if:. 

(i) the organization provides role-based security-re/med training before authorizing 
access to the system or pe1formi11g assigned duties, and when required by system 
changes; 

(ii) the organizc11ion de.fines the frequency. of refresher role-based securiiy-relared 
training; 

(iii) the organization provides refresher role-based security-related training in 
accordance. wirh the organizarion-deflned.frequency. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM; Security awareness. and. training. policy; procedures addressing security 
training implementation: codes of. federal regulations; security. training.curriculum: security 
training materials; security plan; training records; other relevant documents. or records) .. 

Interview: [SELECT FROM: Organizational personnel with responsibilities for role-based,. security-related 
training; organizational personnel with significant information system security 
responsibilities). 

SECURITY. TRAINING. 

ASSESSMENT. OBJECTIVE:. 

Determine. if:. 

(i} the. orgcuiization provides employees with initial training in ihe employment and 
operarion. of environmenr conrrols;. 

(ii) the organization de.fines the frequency of refresher lraining in the employment and 
operation of environmental. controls; and 

(iii). the. organ.izarion provides refresher. training in rhe. employmenr. and operarion of 
environmenra/ controls in accordance wirh the organization-defined frequency. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Security awareness. and training policy;. procedures. addressing security 
training implementation; security training curriculum; security training materials;. security 
plan;. training records; other relevant documents or records], 

Interview: [SELECT FROM: Organization. personnel with security training responsibilities; organizational 
personnel with significant information system. security. responsibil ities]. 
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AT·3(2), . 

AT·3(2).1 

APPENDIX F-AT 

SECURITY. TRAINING 

ASSESSMENT. OBJECTIVE: 

Determine if:. 

(i) the. organization provides employees with initial. training in the. employment and 
operation of physical security controls; 

(ii) the. organization defines. the frequency o.f refresher training in the employment and 
operation. of physical security controls; and 

(iii) 1he. organization provides refresher training in the. employment and opera.lion of 
physical security controls in accordance w;th the. organiza1ion-de.finedfrequency . . 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Security. awareness and training. policy; procedures addressing security 
training implementation;. codes. of federal. regulations;. security training curriculum; security. 
training materials; security. plan; training records; other. relevant documents. or. records] .. 

Interview: [SELECT FROM: Organizational. personnel with. security training responsibilities;. 
organizational. personnel with significant information system security responsibilitles]I. 
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AT·4. 

AT·4.1 

APPENDIX F-AT 

ASSESSMENT PROCEDURE 

SECURITY. TRAINING. RECORDS. 

ASSESSMENT OBJECTIVE~ 

Determine if: 

(i) the organization documents and monitors individual information. system security 
training activities including basic security awareness training and specific 
information system security training ;. 

(ii) the organization dejines the time period for retaining individuclf training records; 
and 

(iii) the. organization retains individual training records in accordance with the 
organization-defined time period. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM; Security. awareness. and. training. policy; procedures addressing. security 
training records; security. awareness and training. records; other relevant documents or. 
records]. 

Interview:. [SELECT FROM.: Organizational personnel with security training record retention 
responsibilities]. 
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AT·S 

AT·S.1 

APPENDIX F-AT 

ASSESSMENT PROCEDURE 

CONTACTS WITH SECURITY GROUPS. AND ASSOCIATION 

ASSESSMENT OBJECTIVE: 

Determine if the organization establishes and institutionalizes contact. with selected 
groups and association.1·. within the. security community:. 

- to.facilitate. ongoing securiry education and !raining.for organizational personnel;. 

- to stay up to. date with the latest recommended security practices, techniques, and 
technologies; and 

- to.share. current.security-related it!formation including th rears, vu/nerabiliries, and 
incidents .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM: Security awareness. and training policy; procedures addressing contacts 
with security groups and associations; list of organization-defined key contacts to obtain 
ongoing information system security. knowledge,. expertise. and. general information; other 
relevant documents. or. records] .. 

Interview:. [SELECT FROM.: Organizational. personnel with. security. responsibilities (e.g., individuals that 
have. contacts with selected groups and. associations. within the. security community)). 
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AU-1.1. 

AU-1.2. 

APPENDIX F-AU 

ASSESSMENT PROCEDURE 

AUDIT. AND ACCOUNTABILITY POLICY. AND PROCEDURES. 

ASSESSMENT OBJECTIVE:, 

Determine. if: 

(i) the organiwtion develops cmdformally documents audit and accountability policy; 

(ii). the. organization. audit and accountability. policy. addresses:. 

- . pur/Jose: 

- scope; 

- roles. and responsibilities;. 

- m.anagement commitment;. 

- coordination among organizational entities;. and 

- compliance; 

(iii) the. organization disseminates formal documented audit and accountability poi icy to 
elements. within the. orgcmiw tion ha ving associated. audit. and accountability roles 
and responsibilities; 

(iv) the. organization develops. cmdfonnally documents audit. and accountability 
procedures; 

(v) the organization audit and accountability procedures.facilitate. implementation of 
the. audit and accountability policy and associated audit. and accountability controls; 
and 

{vi) the organization disseminatesfornwl documented audit and accountability 
procedures. to elements within the organiza tion having associated audi1 and 
accountability roles and responsibilities .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Audit and accountab·ility policy. and. procedures; other. relevant documents. or 
records] .. 

Interview:. [SELECT FROM: Organizational. personnel. with. audit and. accountabil ity responsibilities] .. 

ASSESSMENT. OBJECTIVE: 

Determine if" 

(i) !he organization defines thefrequency of audit and accountability policy 
reviews/updates;. 

(ii) the organization. reviews/updates audit and accountabi/i1ypolicy in accordance. with 
organization-dejinedfrequency;. 

(iii) the organization defines the.frequency of audit and accountability procedure 
reviews/updates; ancl 

(iv) the. organization reviews/updates. audit. and accountability procedures. in 
accordance. with organization-defined frequency. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS:. 
Examine:. [SELECT FROM: Audit and. accountability. policy and procedures; other relevant documents or. 

records]. 

Interview: [SELECT FROM: Organizational. personnel with audit and accountability. responsibilities]. 
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AU-2. 

AU-2.l 

AU-2(1) ... 

AU-2(1).1 

APPENDIX F-AU. 

ASSESSMENT PROCEDURE 

AUDITABLE EVENTS. 

ASSESSMENT. OBJECTIVE: 

Determine. if: 

(i) the organization defines the. list of events the. information system musr be capable of 
auditing based on a risk assessment and mission/business. needs;. 

(ii) the organization coordinates. the. security audit/unction. with other organizational 
entities requiring audit-related information to enhance mutual support and help 
guide the selection. of audirab/e events; 

(iii) the organization provides a rationale for why the list of auditable. events are deemed 
IO. be. adequate. to :mpport. aper-the-fact investigations. of security. incidents;. 

(iv) the organization de.fines the. subset of audi1t1ble events. defined in. (i) that. are. to be 
audited within the information system and thefrequency of (or situation requiring) 
auditing for each ident!fied event; and 

(v) the organization determines,. based on current threat information and ongoing 
assess1nent of risk, the subset of auditable events defined in (i) to be audited within 
the information. system,. and the. fr"equency of (or. situation. requiring). auditing for 
each identified event . 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM; Audit and accountability policy; procedures. addressing. auditable events; 
security plan; information system configuration settings and associated documentation; 
information system audit records; list of information system auditable. events; other relevant 
documents or records]. 

Interview: [SELECT FROM.: Organizational personnel. with auditing. and. accountability. responsibilities]. 

Test:. [SELECT. FROM: Automated mechanisms implementing. information system auditing of. 
organization-defined audltable. events]. 

AUDITABLE. EVENTS 

[Withdrawn:. Incorporated. into. AU-12). 

ASSESSMENT. OBJECTIVE: 

[Withdrawn: Incorporated. into. AU-12). 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

[Withdrawn: Incorporated into AU-12). 
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AU·2(3) . 

AU-2(3).t 

AU·2(4) . . . 

AU·2(4).t 

APPENDIX F-AU 

Federal Information Systems and Organizations 

AUDITABLE. EVENTS 

[Withdrawn: Incorporated into. AU-12]. 

ASSESSMENT OBJECTIVE: 

[Withdrawn:. Incorporated. into AU-12]. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

[Withdrawn: Incorporated into. AU-12]. 

AUDITABLE EVENTS 

ASSESSMENT. OBJECTIVE: 

Derermine. if· 
(i) the organization defines the.frequency <4 reviews. and updates to. the. list. of 

organization-defined auditab/e. events; and 

(ii) the organization. reviews. and updates. the. list of organization-de.fined auditabfe. 
events in accordance. with the. organization-defined.frequency. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. (SELECT FROM; Audit and accountability. policy; procedures. addressing. auditable. events; 
security plan; list of organization-defined auditable. events; auditable. events review and 
update records; information system. audit records; information system. incident reports; other. 
relevant documents or records]. 

Interview:. (SELECT FROM.: Organizational. personnel with. auditing. and accountability. responsibilities) .. 

AUDITABLE EVENTS 

ASSESSMENT OBJECTIVE~ 

Determine if the organization includes execution of privileged .functions in the list. of 
events to. be audited by the. information system. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Audit and accountability policy; procedures addressing auditable. events; 
information system configuration settings. and associated documentation;. list of 
organization-defined auditable. events; list of. privileged security functions; other relevant 
documents or. records). 
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AU-3 

AU-3.1 

AU-3(1) 

AU-3(1).1 

APPENDIX F-AU 

ASSESSMENT. PROCEDURE 

CONTENT OF AUDIT RECORDS 

ASSESSMENT. OBJECTIVE: 

Determine if the. information system produces. audit records that. contain sufficient 
ir!formation. to,. at a. rninim.um,. establish:. 

- what type of event. occurred; 

- when (date and time) the event. occu.rred;. 

- where the event occurred; 

- the. source. of the. evefll; 
- the. outcome. (success. or.failure). of the. event;. and 
- rhe identity of any user/subject associated with the event .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Audit and accountability. policy; procedures addressing content of. audit 
records; list of organization-defined auditable. events; information system audit records; 
information system incident reports;. other relevant documents or. records] .. 

Test. [SELECT FAOM: Automated mechanisms implementing information system auditing of au di table 
events] .. 

CONTENT OF AUDIT RECORDS 

ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organization defines the. additional, more detailed information to be included in 
audit records for audit events id en/ ified by type, location, or subject; and 

(ii) the. information. system. includes the organization-defined additional,. more. detailed 
information in the. audit records/or. audit events identified by type,. location, or 
subject. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Audit and. accountability policy; procedures addressing content of audit 
records; list of. organization-defined auditable. events; information system design 
documentation;. security plan; information system configuration settings and associated 
documentation;. other. relevant documents or. records) .. 

Test:. [SELECT FAOM.: Information system audit capability to Include. more. detailed. information. in audit 
records. for. audit events identified. by. type,. location, or. subject]. 
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APPENDIX F-AU. 

Federal Information. Systems and. Organizations 

CONTENT. OF AUDIT RECORDS 

ASSESSMENT. OBJECTIVE~ 

Determine if: 

(i) the. organization de.fines the. iriformation system components for. which. the content of 
audit records generated is centrally managed;. and 

(ii) the. organization centrally man.ages the con.tent of audit records generated. by. 
organization-defined iriformation system. components .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: . Audit and. accountability policy; procedures addressing content of audit 
records;. information system design documentation;. list of organization-defined. auditable. 
events; information system configuration. settings. and associated documentation; 
information system audit records; other. relevant documents. or records] .. 

Test . (SELECT FROM; Automated. mechanisms implementing. centralized management of audit record. 
content). 
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AU-4.1. 

APPENDIX F-AU. 

ASSESSMENT. PROCEDURE 

AUDIT STORAGE CAPACITY 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the organization allocates audit record storage. capacity; and 

(ii) the organization cm~/igures auditing to reduce the likelihood of audit record. storage 
capacity. being exceeded. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Audit and accounlability. policy; procedures. addressing audit storage 
capacity; information system design documentation; organization-defined audit record 
storage. capacity. for. information system components. that store. audit records;. list of. 
organization-defined auditable. events; information. system configuration settings and. 
associated documentation; information system audit records; other. relevant. documents. or 
records]. 

Test: [SELECT FROM; Audit record storage. capacity. and related configuration settings]. 
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AU-5.1 

AU-5(1 ~ 

AU-5(1).1 

APPENDIX F-AU 

ASSESSMENT PROCEDURE 

RESPONSE TO AUDIT PROCESSING FAILURES 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the organization defines designated organizational officials to be. alerted in the. event. 
of an audit processing failure;. 

(ii) the information system alerts designated organizational officials. in the. event r~f an 
audit processing.failure; 

(iii) the organization defines additional. actions to. be. taken in the even/ <~fan audit. 
processing.failure; and 

(iv) the information system takes the. additional organization-defined actions in the. event 
of an aut:lit. processing.failure .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Audit and. accountability policy; procedures addressing response to audit 
processing failures; information system design documentation; security plan;. information 
system configuration settings and. associated documentation; list of personnel to be. notified 
in case. of an audit processing. failure; information system audit records; othe~ relevant 
documents or records]. 

Test:. [SELECT. FROM; Automated mechanisms implementing. information system response. to audit 
processing failures]. 

RESPONSE TO AUDIT PROCESSING FAILURES 

ASSESSMENT OBJECTIVE: 

Determine if: 

( i). the. organization defines. the. percentage. of maximum. audit record storage. capacity 
that, if reached, requires a warning to be provided; and 

(ii). the information system provides. a warning when the. allocMed audit. record storage. 
volume. reaches the organization-defined percentage. of maximum. audit. record 
storage. capacity. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Audit and accountability policy; procedures addressing response to audit 
processing failures; information system design documentation; security plan;. information 
system configuration. settings. and associated documentation; information system audit 
records; other. relevant documents. or records]. 

Test:. [SELECT FROM.: Automated mechanisms implementing. audit storage limit warnings] .. 
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APPENDIX F-AU 

Federal Information Systems and Organizations 

RESPONSE TO AUDIT. PROCESSING FAILURES. 

ASSESSMENT. OBJECTIVE: 

Determine. !f'. 
(i) the. organization defines audit failure. events requiring real-time alerts: and 

(ii) the iriformation system provides a real-time. alert when organization-defined audit 
failure events. occur. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Audit and accountability policy; procedures addressing response. to audit 
processing failures; information system. design documentation; security plan;. information 
system configuration settings and associated documentation; information system audit 
records; other relevant documents or records], 

Test: [SELECT FROM: Automated mechanisms implementing real. time. audit alerts. when organization-
defined audit failure events. occur]. 

RESPONSE TO AUDIT. PROCESSING FAILURES. 

ASSESSMENT. OBJECTIVE:. 

Determine. if:. 

(i) the information system enforces configurable traffic volume. thresholds representing 
auditing capacity.for network traffic;. 

(ii) the organization defines if the. network traffic above configurable. traffic volume 
thresholds. are rejected or delayed; and 

(iii) the. information system. rejects. or delays •. as defined by the. organization, network 
traffic generated above configurable. traffic volume thresholds .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT: FROM: Audit and accountability. policy; procedures addressing response. to audit 
processing failures; information system design documentation; security plan;. information 
system configuration settings and associated documentation; information. system audit 
records; other relevant documents. or records]. 

Test: [SELECT FROM: Information. system capability implementing configurable. traffic volume 
thresholds] .. 

RESPONSE TO AUDIT. PROCESSING FAILURES 

ASSESSMENT. OBJECTIVE: 

Detennine if the information system invokes a system shutdown in the. event. of an audit. 
failure,. unless. an. alternative. audit capability exis ts .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Audit and. accountability policy; procedures addressing response to. audit 
processing failures; information system. design documentation; security plan;. information 
system configuration settings and associated documentation; information system audit 
records;. other relevant documents or records]. 

Test: [SELECT FROM: Information system capability. invoking system shutdown in the event of an audit 
failure]. 
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AU-6.1 

AU-6.2. 

APPENDIX F-AU 

ASSESSMENT. PROCEDURE 

AUDIT REVIEW, ANALYSIS, AND. REPORTING 

ASSESSMENT OBJECTIVE~ 

Determine. if: 

(i) the organization defines the.frequency of information system. audit record reviews 
and analyses; 

(ii) the. organization reviews. and analyzes information system audit records.for. 
indica1ions of inappropriate or unusual activity in accordance with the organizatio11· 
defined.fi·equency;. and 

(iii) the. organization report.1·.findings. of inappropriate/unusual activities .. to designated 
organizational officials . . 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Audit and. accountability policy; procedures addressing audit review,. 
analysis, and reporting; reports of audit findings; records. of. actions. taken in. response to. 
reviews/analyses. of. audit records;. other relevant documents or. records]. 

Interview: [SELECT FROM: Organizational personnel. with information system audit review, analysis, and 
reporting responsibilities]. 

Test: [SELECT FROM.: Information system audit review, analysis, and reporting capability]. 

ASSESSMENT OBJECTIVE:. 

De1ermine. if the. organization. adjus1s. the. level of audit. review,. analysis, and reporting 
within the. information sys/em. when there is a change in risk to. organiza1ional opera/ions,. 
m·ganizational assets,. individuals, other organizations, or the Nmion based on law 
enforce.men/. i1!forma1ion .. intelligence information, or. other credible sources. of 
information. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Audit and accountability policy; procedures. addressing. audit review,. 
analysis, and reporting; threat information documentation from law enforcement, 
intelligence community,. or other sources; information system configuration settings and 
associated documentation; information system audit records:. other relevant documents. or 
records]. 

Interview:. [SELECT FROM:. Organizational personnel with. information system audit review, analysis, and 
reporting responsibilities] .. 
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AU·6(2) .. 
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AU·6(3) .. 

AU·6(3).1 

APPENDIX F-AU. 

AUDIT. REVIEW,. ANAL VSIS, AND REPORTING. 

ASSESSMENT. OBJECTIVE: 

Determine if the. infonnation system integrates audit. review, analysis, and reporting 
processes to support organizational processes fo·r investigation and response to 
suspicious activities .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Audit and accountability policy; procedures addressing audit review, 
analysis .. and reporting; information. system design documentation:. information. system. 
configuration settings and associated documentation; procedures for investigating and 
responding to suspicious activities; other. relevant documents or records). 

Interview:. [SELECT FROM:. Organizational. personnel with. information system audit review, analysis, and 
reporting responsibilities]. 

Test:. [SELECT FAOM: Information system capability integrating audit review, analysis, and reporting into. 
an. organizational process. for. investigation and response to. suspicious activities]. 

AUDIT REVIEW,. ANAL VSIS,. AND. REPORTING. 

(Withdrawn: Incorporated into. Sl-4]. 

ASSESSMENT. OBJECTIVE: 

[Withdrawn:. Incorporated into Sl-4). 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

[Withdrawn: Incorporated into Sl-4). 

AUDIT. REVIEW,. ANAL VSIS, AND REPORTING. 

ASSESSMENT_ OBJECTIVE~ 

Determine. if the. organization analyzes and correlates audit. records. across different. 
repositories to gain organization-wide situational awareness. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Audit and accountab·ility policy; procedures addressing. audit review, 
analysis, and reporting; information system design documentation;. information system 
configuration settings and associated documentation; information system audit records. 
across. different repositories; other relevant documents or records]. 

Interview:. [SELECT FROM: Organizational. personnel with information system audit review, analysis, and 
reporting responsibilities]. 
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APPENDIX F-AU 

Federal Information. Systems and. Organizations 

AUDIT REVIEW,. ANAL VSIS, AND REPORTING. 

ASSESSMENT OBJECTIVE:. 

Determine. if the infonnation system. centralizes the. review. and analysis. of audit. ree<Jrds. 
from multiple components within the system. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Audit and accountability. policy; procedures addressing audit review, 
analysis, and. reporting; information system design. documentation; information system 
configuration. settings and. associated documentation; security. plan; information. system 
audit records;. other relevant documents or records] .. 

Interview:. [SELECT FROM.: Organizational personnel with. information. system audit review, analysis,. and 
reporting responsibilities). 

Test:. [SELECT. FROM: Information system capability for. centralizing. review and analysis. of audit records. 
from multiple. information. system components]. 

AUDIT REVIEW, ANAL VSIS, AND. REPORTING 

ASSESSMENT_ OBJECTIVE:. 

Detennine. if the orga11.ization integrates analysi:; of audit records with analysis of 
vulnerability .~canning information,.performance data,. and network. monitoring 
information to enhance the ability to identify inappropriate. or unusual activity. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Audit and accountab·ility policy; procedures addressing audit review, 
analysis, and reporting; information. system design. documentation; information system 
configuration. settings and associated documentation;. integrated analysis of. audit records,. 
vulnerability scanning information, performance. data, network monitoring information and 
associated documentation; other relevant documents. or. records). 

Test: [St:Lt:Cr F~OM.: Information system capability for centralizing review and analysis of audit records 
from multiple information system components). 

AUDIT REVIEW,. ANAL VSIS,. AND REPORTING. 

ASSESSMENT. OBJECTIVE: 

Determine. if the. organization correlates information.fi·om audir records with infonnation 
obtained.from monitoring physical. access to. enhance !he abi!ily 10. identify suspicious, 
inappropriate, unusual, or malevolent activity .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine: [SELECT.FROM; Audit and accountability policy; procedures addressing audit review,. 
analysis, and reporting; information. system design. documentation; information. system 
configuration settings and associated. documentation; documentation providing evidence. of 
correlated. information obtained from audit records. and. physical access monitoring. records; 
security plan; other. relevant documents. or. records]. 

Test:. [SELECT FROM: Information system capability for centralizing. review and analysis of audit records. 
from multiple information system. components]. 
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AU-6(8) 

AU-6(8).t 

AU·6(9) 

AU-6(9).t 

APPENDIX F-AU. 

AUDIT REVIEW, ANAL VSIS, AND. REPORTING 

ASSESSMENT OBJECTIVE:. 

Determine. if the. organization. specifies. the permitted actions/or each authorized 
information system process, role, and/or user in the audit and accountability policy. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM; Audit and. accountability policy; procedures addressing audit review,. 
analysis, and. reporting; security plan; other relevant documents. or records]. 

AUDIT REVIEW, ANAL VSIS, AND REPORTING 

[Withdrawn: Incorporated. into Sl-4). 

ASSESSMENT OBJECTIVE:. 

[Withdrawn: Incorporated into Sl-4]. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

[Withdrawn: Incorporated into. Sl-4]. 

AUDIT REVIEW, ANAL VSIS, AND REPORTING. 

ASSESSMENT. OBJECTIVE:. 

De1ennine. if I he organization performs jl11/-tex1 analysis. of privi!egedfunc1ions execu1ed 
in a physically dedicated. i11.forma1ion. sys1em. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM; Audit and accountability policy; procedures addressing audit review, 
analysis,. and reporting; information system design documentation;. information system 
configuration settings. and. associated documentation;. other relevant documents. or. records). 

Interview:. [SELECT FROM:. Organizational personnel with. information system audit review, analysis,. and 
reporting. responsibilities]. 
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AU-7(1).1 

APPENDIX F-AU 

ASSESSMENT PROCEDURE 

AUDIT. REDUCTION AND REPORT. GENERATION. 

ASSESSMENT OBJECTIVE:, 

Determine. if the information system provides an audit. reduction and report. generation 
capability. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Audit and accountability. policy; procedures addressing audit reduction and 
report generation; information system design. documentation; audit reduction,. review,. and 
reporting tools; information system audit records; other relevant documents or records). 

Interview: [SELECT FROM:. Organizational personnel with information system. audit review, analysis, and 
reporting. responsibilities]. 

Test:. [SELECT FAOM: Audit reduction. and. report generation capability). 

AUDIT REDUCTION. AND REPORT GENERATION. 

ASSESSMENT. OBJECTIVE:. 

Determine. if the information system. provides the. capability. to automatically. process audit. 
records.for evenrs. of interest. based on selectable. event. criteria .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine:. [SELECT FROM: Audit and accountability policy; procedures addressing audit reduction and. 
report generation; information system design documentation; information system 
configuration settings and. associated documentation;. documented criteria for. selectable. 
events. to audit; audit reduction,. review,. and reporting tools;. information system audit 
records; other. relevant. documents. or records) .. 

Test: [SELECT FAOM: Audit reduction and report generation capability]. 
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AU-8.l 

AU-8(1), 
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APPENDIX F-AU. 

ASSESSMENT PROCEDURE 

TIME.STAMPS 

ASSESSMENT OBJECTIVE: 

Determine. if the information system uses internal system clocks ro generate. time stamps 
for audit records. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Audit and accountability policy; procedures addressing time. stamp 
generation; information system design documentation; information system configuration. 
settings and associated documentation; information system audit records;. other. relevant 
documents or records). 

Test: [SELECT FROM: Automated. mechanisms implementing time stamp generation). 

TIME STAMPS. 

ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the. organizatio11 defines the.frequency of internal clock synchronizationfo1'. the 
ir!formation system; 

(ii) the. organization de.fines the authoritative ti'me. source for internal. clock 
synchronization;. and 

(iii) the. organization synchronizes internal information system clocks with the. 
organization-defined authoritative. lime source in accordance with the organization-
definedfrequency .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Audit and. accountability policy; procedures addressing time. stamp 
generation; security. plan; information system design documentation; information system 
configuration settings and. associated documentation;. other relevant documents. or. records]. 

Test:. [SELECT FROM: Automated. mechanisms implementing internal information system clock 
synchronization). 

PAGE. F·70. 
FTC-0002472 



Special Publication 800-53A .. . Guide. for Assessing the Security Controls in. 
Federal Information Systems and. Organizations 

FAMILY:. AUDIT AND ACCOUNTABILITY . CLASS:. TECHNICAl 

AU-9. 

AU-9.l 

AU-9(1) . 

AU-9(1).1 

APPENDIX F-AU 

ASSESSMENT PROCEDURE 

PROTECTION. OF AUDIT: INFORMATION 

ASSESSMENT OBJECTIVE:, 

Determine. if the. information sys rem protects audit. i11.forma1ion and audit. toolsfrom 
unauthorized: 

- access:. 
- modification; and 
- deletion. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT: FROM; Audit and. accountability. policy; procedures addressing protection of. audit 
information; access control policy and procedures; information system design 
documentation; information system configuration settings and. associated documentation, 
information system audit records; audit tools;. other relevant documents or records]. 

Test: [SELECT. FROM: Automated. mechanisms. implementing audit information. protection] .. 

PROTECTION OF AUDIT: INFORMATION 

ASSESSMENT. OBJECTIVE~ 

Determine. if the. information system produces. audit. records on. hardware-enforced,. write-
once 1nedia .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS~ 

Examine:. [SELE Cr: FROM; Audit and accountability policy; procedures addressing protection of audit 
information;. access control policy and. procedures; information. system design. 
documentation;. information system hardware settings; information system configuration. 
settings and associated. documentation, Information system audit records; other relevant 
documents or. records). 

Test:. [SELECT FROM; Media storage devices. to. hold audit records] .. 
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AU-9(2).1 

AU·9(3) 

AU·9(3).1 

AU·9(4) . .. 

AU·9(4).1. 

APPENDIX F-AU. 

PROTECTION OF AUDIT INFORMATION 

ASSESSMENT OBJECTIVE:. 

Determine !f'. 
(i) the organization de.fines the. system or media/or storing back up audit. records that is. 

a d{fferent system. or media than the system being. audited; 

(ii). the. organization. de.fines the.frequency of information. system backups of audit. 
records;_ and 

(iii). the information sys rem backs up audit records,. in accordance_ wi1h the orgcmiwtion-
definedfrequency, onto. organization-defined systern or media .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 
Examine:. [SELECT FROM: Audit and accountat>ility policy; procedures addressing protection of audit 

information;. security. plan; information system design documentation; information. system 
configuration settings and. associated. documentation, system or media storing backups of 
information system. audit records; information system. audit records; other. relevant 
documents. or. records]. 

Interview:. [SELECT FROM: Organizational personnel with. auditing. and accountability responsibilities) .. 

PROTECTION_ OF AUDIT INFORMATION 

ASSESSMENT OBJECTIVE: 

Determine. if the information system uses cryptographic mechanisms to protect the_ 
integrity of audi1. information and audit. tools .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Audit and accountat>ility policy; procedures addressing protection of audit 
information;. access control policy. and. procedures; information system design. 
documentation;. information. system hardware. settings; information system configuration. 
settings and associated. documentation, information system audit records; other relevant 
documents or records]. 

Interview:. [SELECT FROM: Organizational personnel. with. auditing and accountability responsibilities) .. 

PROTECTION. OF. AUDIT INFORMATION 

ASSESSMENT OBJECTIVE:. 

Determine. if:. 

(i) !he organization authorizes access .to management. of audit fun.c1ionality. to only a 
limited subset. of privileged users:. and 

(ii) the organization protects. the. audit records of non-focal accesses to.privile!?ed 
accounts and the execution ofprivilegedfunctions. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: Audit and. accountat>ility. policy; procedures. addressing. protection. of audit 
information: access control policy. and procedures; information system design 
documentation;. information. system configuration settings and. associated. documentation, 
information. system audit records; other relevant documents. or records]. 

Interview:. [SELECT FROM: Organizational personnel. with auditing and accountability responsibilities). 
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AU-10 .. 

AU-10.1 

AU-10(1) 

AU-10(1 ).1. 

AU-10(2) 

AU-10(2).1. 

APPENDIX F-AU. 

ASSESSMENT. PROCEDURE 

NON-REPUDIATION 

ASSESSMENT OBJECTIVE: 

Determine if the information system protects agains1 an individual falsely denying having 
performed a particular ac1ion. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine:. [SELECr FROM: Audit and. accountability policy; procedures addressing non-repudiation; 
information system design. documentation; information system configuration. settings and 
associated documentation; information system audit records; other relevant documents or 
records]. 

Test: [SELECT FROM: Automated mechanisms implementing. non-repudiation. capability]. 

NON-REPUDIATION. 

ASSESSMENT. OBJECTIVE: 

Determine if the. information system. associates the. identity of the. information producer 
with the. i1~for111ation. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine:. [SELECT FROM; Audit and accountability policy; procedures addressing non-repudiation; 
information. system. design documentation;. information. system. configuration. settings and. 
associated. documentation; informalion system. audit records; other. relevant documents. or. 
records]. 

Test:. [SELECT FROM.: Automated mechanisms implementing non-repudiation. capability]. 

NON-REPUDIATION. 

ASSESSMENT. OBJECTIVE:. 

Determine if the information. system validates the. binding of the il1formatio11 producer's 
identity to. the. information. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. (SELECT FROM; Audit and accountability policy ; procedures addressing non-repudiation; 
information. system design documentation;. information system configuration settings and. 
associated documentation.; information system audit records; other relevant documents. or. 
records] .. 

Test:. [SELECT FROM.: Automated mechanisms. implementing non-repudiation. capability]. 
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AU·10(3) ... 

AU-10(3).t 

AU·10(4) 

AU·10(4).1. 

AU·10(S) .... 

AU-10(5).1 

APPENDIX F-AU. 

NON-REPUDIATION 

ASSESSMENT. OBJECTIVE:. 

Determine if the infonnation system rnaintains reviewel!releaser identi(Y and credentials 
within the established chain of custody for all information reviewed or released. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Audit and accountability. policy; procedures addressing non-repudiation; 
information system design documentation; information system configuration settings and 
associated documentation; information system audit records; other. relevant. documents. or. 
records]. 

Test: [SELECT FROM: Automated mechanisms. implementing. non-repudiation capability]. 

NON·REPUDIA TION 

ASSESSMENT. OBJECTIVE~ 

Determine. if the information system validates the binding of the reviewer's identity to the. 
information al the transfer/release point. prior to release/transferfrom one. security 
domain to. another. security domain. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine:. [SELECT FROM: Audit and accountability policy; procedures addressing non-repudiation; 
information system design documentation;. information system configuration settings and 
associated documentation; information system audit records; other. relevant documents. or 
records]. 

Test: [SELECT FROM: Automated mechanisms. implementing non-repudiation capability]. 

NON·REPUDIATION 

ASSESSMENT OBJECTIVE: 

Determine if 

(i) the organization defines whether FIPS-valillated or NSA -approved cryptography is 
employee/ to implement digital signatures; and 

(ii). the. organization employs. the organization-defined cryptography to. implement. 
digital signatures. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Audit. and accountability. policy; procedures. addressing non-repudiation; 
information system design documentation; information system configuration settings and 
associated documentation; information system audit records; other. relevant documents. or 
records]. 

Test:. [SELECT FROM: Cryptographic mechanisms. Implementing. digital signature. capability within. the. 
information system]. 
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AU-11 .. 

AU-11.1 

APPENDIX F-AU. 

ASSESSMENT PROCEDURE 

AUDIT. RECORD RETENTION. 

ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organization defines the. retention periodfor audit records; .. 

(ii) the rete11rionperiod jot'. audir records is consistent. with. rhe records retenrionpolicy;. 
and 

(iii) the. organization retains audit records.for the organization-defined time. period 
consist en! wirh rhe. records retention policy to. provide. support.for. after-the'.fact 
investigations of security incidents. and to meet regulatory and organizational. 
ir!f'ormation retention requirements .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: Audit and accountability policy; procedures addressing audit record 
retention; security plan; organization-defined retention period for audit records; Information 
system audit records; other. relevant documents or records]. 

Interview:. [S£L£CT FROM.: Organizational personnel. with information system. audit record retention 
responsibilities]. 
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AU-12 

AU-12.1. 

AU-12(1) .. 

AU-12(1).1 

APPENDIX F-AU 

ASSESSMENT PROCEDURE 

AUDIT GENERATION 

ASSESSMENT OBJECTIVE~ 

Determine. if: 

(i) the organization defines the information system components 1ha1, provide audit 
record generation. capability for 1he list of auditable events defined in.AU-2;. 

(ii) the. information system provides audit record generation. capability, at organization-
defined information system components.for the fist of auditable events defined in 
AU-2; 

(iii) the. information. system allows. designated organizational. personnel to select. which. 
auditable. events are to be. audited by specific components t~f the. system; and 

(iv) the. ir(formation system ge11erates audit. records for the. list. of audited events. defined 
in A U-2 with the. content as. defined in A U-3 ... 

POTENTIAL. ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: Audit and accountability policy; procedures addressing audit record 
generation; security plan; information system design documentation;. information system 
configuration settings and. associated documentation; information. system audit records;. 
other. relevant documents or records]. 

Interview:. [SELECT FROM.: Organizational. personnel with. information system audit record generation 
responsibilities]. 

Test: [SELECT FROM: Automated mechanisms implementing audit record generation capability]. 

AUDIT GENERATION 

ASSESSMENT. OBJECTIVE~ 

Determine !f' 
( i) the. information system produces a system-wide (logical or physical) audit. trail of 

i1iformation system audit records; 

(ii) 1he organization. de.fines the. informa1ion sys1em componen1s.from which audit 
records are to. be compiled into the. system-wide audit trail; 

(iii) 1he information system. compiles audit. records from organization-defined 
in.format.ion sys/em componen1s into the system-wide audit trail; 

(iv) the organization defines the. acceptable level of tolerance for relationship between 
time. swmps. of individual. records. in. the. system-wide. audi1.1rail; and 

(v) !he. sys/em-wide. audit trail. is. time-correlated to within. the organization-defined level. 
of tolerance to achieve. a. time. ordering of audit records .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Audit and. accountability policy; procedures addressing audit record 
generation; information system design documentation; information system configuration 
settings and associated. documentation; information system audit records; other relevant 
documents. or records). 

Test: [SELECT FROM.: Automated mechanisms. implementing. audit record generation capability) .. 
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AU-12(2) . .. 

AU-12(2).1 

APPENDIX F-AU. 

AUDIT. GENERATION 

ASSESSMENT OBJECTIVE:. 

Determine. if the. infonnation system. produces. a system-wide. (logical or physical) audit 
trail composed of audit records in a. standardized format. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine: [SELECT FROM: Audit and accountability. policy; procedures addressing audit record 
generation; information system design documentation; information system configuration 
settings and associated documentation; information system audit records; other relevant 
documents or records]. 

Test:. [SELECT FROM: Automated mechanisms. implementing audit record generation capability]. 
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AU-13 . 

AU-13.1 

APPENDIX F-AU. 

ASSESSMENT PROCEDURE 

MONITORING FOR. INFORMATION DISCLOSURE 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the organization defines the.fi"equency of monitoring open source. infonnation for 
evidence of unauthorized exfiltration or disclosure. of organization. information; and 

(ii) the. organization monitors open. source information for evidence of unauthorized 
exfiltration or disclosure of organizational information in accordance. with the. 
organiza1ion-defined frequency. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Audit and accountability policy; procedures addressing information 
disclosure. monitoring;. information. s.ystem design documentation; information. system 
configuration. settings. and associated documentation; information system audit records;. 
other. relevant documents. or records). 

Interview:. [SELECT FROM: Organizational personnel with responsibilities for monitoring open source 
information for. evidence. of. unauthorized exfiltration or. disclosure). 

PAGE. F-78. 
FTC-0002480 



Special Publication 800-53A ... Guide for. Assessing the. Security Controls. in. 
... Federal Information Systems and Organizations 

FAMILY: AUDIT AND. ACCOUNTABILITY CLASS:. TECHNICAL 

AU-14. 

AU-14.1. 

AU-14(1). 

AU-14(1).1 

APPENDIX F-AU. 

ASSESSMENT PROCEDURE 

SESSION AUDIT. 

ASSESSMENT. OBJECTIVE~ 

Determine if:. 

(i) the information system provides the capability LO. capture/record and log all content 
rela1ed to c1 user session; and 

(ii) the. information system provides the capability. to remotely view/11ea1'. all content 
related to an established user session in real time. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM: Audit and. accountability policy; procedures addressing user session auditing; 
information system design documentation: information system configuration settings. and. 
associated. documentation; information system audit records; other. relevant documents. or. 
records]. 

Test: [SELECT. FROM: Automated mechanisms implementing. user. session auditing capability). 

SESSION AUDIT. 

ASSESSMENT OBJECTIVE:. 

Determine. if the. information system initiates session audits at system start-up 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM; Audit and accountability policy; procedures addressing user session 
auditing;. information system design documentation;. information system configuration 
settings and associated documentation; information system audit records; other relevant 
documents. or records]. 

Test:. [SELECT FROM; Automated mechanisms implementing. user. session auditing capability]. 
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ASSESSMENT PROCEDURE 

CA·1 SECURITY ASSESSMENT AND AUTHORIZATION POLICIES AND PROCEDURES 

CA-1.l ASSESSMENT OBJECTIVE:. 

Determine if: 

(i) the organiwtion develops cmdformally docum.ents security assessment and 
authorization. pol icy;. 

(ii) the. organization security assessment and authorization policy addresses:. 

- purpose; 

- scope; 

- roles. and responsibilities;. 

- management. commitment; 

- coordination among organizational entities; and 

- compliance; 

(iii) the. organization disseminates.formal. documented security assessment. and. 
authorization policy lo elements within the organization having associated security 
assessment C1nd authorization roles C111d responsibilities;. 

(iv) the. orgC/11ization develops andfornwfly documents. security assessment. and 
authorization procedures; 

(v) the. organizC1tion security assessment. and authorizationproceduresfacilitate. 
implementation of the security assessment and authorization policy and associated 
security assessment and authorization controls; and 

(vi) the. organization disseminates formal documented security assessment. and 
authorization procedures to elements within the organization having associated 
security assessment and authorization role.\· and responsibilities. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Security assessment and authorization policies and. procedures; other 
relevant documents or. records] .. 

Interview:. [SELECT FROM:. Organizational personnel. with security assessment and authorization 
responsibilities]. 

CA·1.2. ASSESSMENT. OBJECTIVE:. 

Determine if'. 
(i) the organization defines the.frequency of security assessment and au1horization 

policy reviews/updates; 

(ii) 1he. organization. reviews/updates security assessment. and authorization policy in 
accordance. with organization-defined.frequency; 

(iii) the. organization defines the.frequency of security assessnienr and authorization 
procedure. reviews/updates;. and 

(iv) . the organization reviews/updates. security assessment. and authorization.procedures 
in accon/ance with organiza1ion-definedfrequency. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Security assessment and. authorization policies. and. procedures ~ other. 
relevant documents or. records]. 

Interview: [SELECT FROM.: Organizational. personnel with security. assessment. and. authorization. 
responsibilities]. 
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ASSESSMENT PROCEDURE 

CA·2. SECURITY. ASSESSMENTS 

CA-2.l ASSESSMENT OBJECTIVE~ 

Determine. if: 

(i) the. organization develops a security assessment plan fo r. the information system;. and 

(ii) the security assessment. plan describes the scope. of the. assessment. including:. 

- security controls. and control. enhancements under. assessment;. 

- assessment procedures to be used to determine security control effectiveness; and 

- assessment environment, assessment. team, and assessment roles and 
responsibilities. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Security assessment and authorization policy; procedures addressing. 
security assessments;. security. assessment plan; other. relevant documents. or records) .. 

CA-2.2. ASSESSMENT. OBJECTIVE: 

Determine. if: 

(iJ the. organization. defines the.frequency of assessing the. security controls in. the. 
information system to determine the extent. lo which the controls are implemented 
correctly, operating as intended, and.producing the desired outcome. with. res/7ect to 
meeting the security requirements for the. system; 

(ii) the organization assesses the security controls in the information system ar the 
organization-definedfreq11ency; 

(iii) the. organization produces a security. assessment. report that. documents. the. resMlts of 
the security control assessment; an.cl 

(iv) the results of the. security control assessment are provided, in writing, to the 
authorizing official. or authorizing official. designated representative .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Security assessment and authorization policy;. procedures. addressing 
security. assessments; security. plan;. security. assessment plan; security. assessment report;. 
security assessment evidence; plan of action and milestones; other. relevant documents. or 
records). 

Interview:. [SELECT FROM: Organizational. personnel. with. security assessment responsibilities] .. 
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CA-2(1).t 

CA·2(2). 

CA·2(2).1. 

APPENDIX F-CA 

SECURITY ASSESSMENTS. 

ASSESSMENT OBJECTIVE:. 

Determine. if the organization e1nploys an independent. assesso1'. or assessment. team to. 
conduct an assessment of the. security controls in the information system. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Security assessment and. authorization policy; procedures. addressing 
security assessments; security authorization package (including security plan, securi1ty 
assessment report, plan. of. action and. milestones .. authorization. statement); other relevant 
documents or records). 

Interview:. [SELECT FROM.'. Organizational. personnel with security assessment responsibilities). 

SECURITY ASSESSMENTS 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the organization dejines: 

- the.forms. o,f security resting to. be included in security. control assessments, 
selecting from in-depth monitoring,. maficious user resting .. penetration. testing,. 
red ream exercises, or an. organization-defined form of security testing; 

- the frequency/or. conducting each.form. of security testing; 

- whether the security testing wilf be announced or unannounced; and 

(ii) the organization con.ducts security control assessments using organization-defined 
forms of 1esting in. accordance with organization-defined ji·equency and assessment 
techniques established for eachform of testing. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Security. assessment and. authorization. policy; procedures. addressing 
security assessments; security. plan ; security. assessment plan; security assessment report; 
assessment evidence; other relevant documents. or records) .. 

Interview:. [SELECT FROM.: Organizational. personnel. with. security. assessment responsibilities] .. 
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ASSESSMENT PROCEDURE 

CA-3 INFORMATION SYSTEM. CONNECTIONS, 

CA-3.1 ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the organization identifies connections to external information systems (i.e., 
i11formar ion sys/ems. outside. of 1he. authoriza1ion boundary);. 

(ii) the organization. authorizes. connections.from the. information system to. external 
information sys/ems through the. use. of Interconnection Security Agreements; 

(iii) 1he organization. documents,Jot'. each connection, the interface characteristics, 
security requirements,. and the. nature. of the information communicated; and 

(iv) the organization. monilors the information system connections on an ongoing basis 
10 verify enforcement of security requiremem s. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Access control policy; procedures addressing information system 
connections; system and communications. protection policy;. information system 
interconnection security agreements; security plan;. information system design 
documentation; security assessment report; plan of. action and milestones; other relevant 
documents orrecords]. 

Interview:. [SELECT. FROM: Organizational. personnel with. responsibility for. developing, implementing, o~ 
approving information. system interconnection agreements]. 

CA-3(1) INFORMATIOtt SYSTEM CONNECTIONS 

CA-3(1).1 ASSESSMENT OBJECTIVE: 

Determine if the organization prohibits the direct connec1ion of an unclassified, ncuional 
security system to an. external network .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Access control policy; procedures addressing information system. 
connections; system and communications protection policy; information system 
interconnection security. agreements; security. plan; information. system design 
documentation;. security assessment report;. plan of action and milestones; other relevant 
documents. or. records] .. 

CA-3(2) INFORMATION SYSTEM CONNECTIONS 

CA-3(2).1 ASSESSMENT OBJECTIVE: 

Determine. if the. organization. prohibits the. direct connection of a classified, national 
security system 10. cm ex1emal network. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Access control policy; procedures addressing. information system 
connections; system and. communications protection policy; Information system 
interconnection. agreements; security. plan; information system design documentation;; 
security. assessment report; plan of. action and milestones; other. relevant documents. or. 
records] .. 
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ASSESSMENT PROCEDURE 

CA-4 SECURITY CERTIFICATION 

[Withdrawn:. Incorporated. into CA-2] .. 

CA-4.1 ASSESSMENT OBJECTIVE: 

[Withdrawn: Incorporated into CA-2]. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

(Withdrawn:. Incorporated Into CA-2]. 

CA-4(1) . , SECURITY, CERTIFICATION 

[Withdrawn:. Incorporated into CA-2] .. 

CA-4(1).1 ASSESSMENT OBJECTIVE: 

[Withdrawn: Incorporated into CA-2]. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

[Withdrawn:. Incorporated into CA-2]. 
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ASSESSMENT. PROCEDURE 

CA-5 PLAN. OF ACTION AND MILESTONES 

CA-5.1 ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organization develops a plan of action and m.ilestonesfor the it1formation 
system;. 

(ii) the plan of action. and milestones documents. the organization 's planned remedial 
actions ro correct weaknesses or deficiencies noted during the assessment of the 
security controls and to reduce. or e liminate known vulnerabilities in the system ; 

(iii) the organization defines thefrequency of plan of action an.d milestone. updates; and 

(iv) the organization updates the.plan of action and milestones at. an organization-
defineclfrequency with .findings..fi·om: 

- security controls. assessments:. 

- security impact analyses; and 

- continuous. monitoring activities. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Security assessment and authorization policy;. procedures addressing. plan of 
action and. milestones; security plan; security assessment plan; security. assessment report;. 
assessment evidence;. plan of action and. milestones;. other relevant documents. or. records]. 

Interview: [SELECT FROM: Organizational personnel with plan. of action and milestones. development 
and implementation responsibilities]. 

CA-5(1). . PLAN OF ACTION AND MILESTONES 

CA-5(1).1 ASSESSMENT OBJECTIVE: 

Determine. if the. organization. employs automated mechanisms to help ensure that the plan 
r~f action and milestonesfor. the information. system is:. 
- accurate; 

- up to date; and 

- readily available. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Security assessment and authorization policy; procedures addressing. plan of 
action and. milestones; information. system design. documentation,. information. system. 
configuration. settings and associated documentation; plan of action and milestones; other 
relevant documents. or. records]. 

Interview: [SELECT FROM: Organizational personnel with plan of action and milestones development 
and. implementation. responsibilities] .. 

Test: [SELECT FROM: Automated. mechanisms. for developing,. implementing and maintaining. plan of 
action and milestones]. 
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ASSESSMENT PROCEDURE 

CA·6. SECURITY AUTHORIZATION 

CA-6.1 ASSESSMENT OBJECTIVE: 

Determine. if:. 

(i) the organization assigns a senior-level executive. or manager to the role. of 
authorizing official/or the. information system;. 

(ii) the. authorizing official authorizes the information. system for. processing before. 
commencing operations; 

(iii) the organization defines the.frequency (~f security authorization updates; and 

(iv). the. organization. updates. the. security. authorization in. accordance. with an.. 
organization-definedfrequency .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT: FROM: Security assessment and. authorization policy; procedures addressing 
security authorization; .. security authorization. package (including security plan; security 
assessment report; plan. of action and. milestones;. authorization statement);. other relevant 
documents. or records] .. 

Interview:. [SE'L£CT: FROM: Organizational personnel. with. security. authorization responsibilities). 
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ASSESSMENT PROCEDURE 

CA-7. CONTINUOUS. MONITORING. 

CA-7.1. ASSESSMENT OBJECTIVE~ 

Determine if:. 

(i) the organization establishes a continuous monitoring strategy and program; 

(ii) the organization de.fines the.ji·equency for reporting the security ~·tale of the 
in.formation system to appropriate organizational officials; 

(iii) the organization de.fines organizational officials to whom the security state of the 
in.format.ion system. should be. reported; and 

(iv) the. organization implements a continuous monitoring program that. in.eludes: 

- a configuration management process.for the information system and its 
consrituent. components;. 

- a. determination of the security impact of changes to. the information. system and 
environment of operation.; 

- ongoing security control assessments in accordance with the organizational. 
continuous monitoring strategy; and 

- reporting the. security state. of the information system. lO appropriaie. 
organizational officials in accordance with organization-defined frequency .. . 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Security. assessment and. authorization policy; procedures addressing 
continuous monitoring of information system security controls; procedures addressing 
configuration management;. security plan;. security assessment report; plan of. action. and 
milestones; information system monitoring. records;. configuration management records, 
security impact analyses; status reports; other relevant documents or records]. 

Interview: [SELECT FROM: Organizational. personnel with continuous monitoring responsibilities; 
organizational. personnel with. configuration management responsibilities]. 

CA-7(1) CONTINUOUS MONITORING. 

CA-7(1).1 ASSESSMENT OBJECTIVE: 

Detennine. if the organization employs an independent assessor or: assessm.ent team to 
monitor the security controls in the. information system on. an ongoing basis. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SE:LE:CT FROM: Security assessment and. authorization policy; procedures. addressing 
continuous monitoring. of information system. security, controls; security. plan; security. 
assessment report; plan. of. action and. milestones;. information system. monitoring records; 
security. impact analyses; status reports; other relevant documents or records]. 

Interview: [SELECT FROM.: Organizational. personnel with continuous monitoring responsibilities). 
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CA·7(2) . 

CA-7(2).1 

APPENDIX F-CA 

CONTINUOUS MONITORING 

ASSESSMENT OBJECTIVE: 

Determine !f' 
(i) the organization defines: 

- theforms of security testing to be included in.planning, scheduling,. and security 
conrrol. assessments. selecring from. in-depth. moniroring,. malicious. user testing,. 
penetration .. tesrin.g, red team exercises, or an organization-definedform of 
security resring to en.sure. compliance. with all vulnerability. mirigation 
procedures; 

- the.frequency for conducting eachform of security testing; 

- wherher rhe. security testing will. be. announced or unannounced; and 

(ii) the organization plans, schedules, and conducts assessments using organization-
defined forms of security testing in accordance with the organization-defined 
frequency and assessrnent techniques established/or each form of testing to ensure 
compliance with all vulnerability mitigation procedures. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Security assessment and authorization policy; procedures addressing 
continuous. monitoring of. information system. security. controls; procedures addressing 
vulnerability mitigation; security plan; security assessment. report; plan. of action and 
milestones; information system monitoring records; security impact analyses; status. reports;. 
other. relevant documents. O[ records]. 

Interview: (SELECT FROM: Organizational personnel with continuous monitoring responsibilities]. 
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FAMILY: CONFIGURATION MANAGEMENT CLASS: .. OPERA TIONAl 

CM·1. 

CM·1.l 

CM·1.2 

APPENDIX F-CM. 

ASSESSMENT PROCEDURE 

CONFIGURATION MANAGEMENT POLICY. AND PROCEDURES, 

ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organiwtion. develops and formally doc um.en ts configuration management. 
policy; 

(ii) the organization configuration management policy addresses: 
. purpose; 
. scope; 
. roles. and responsibilities; 
. management. commitment; . 
. coordination among organizational entities; and 
. compliance; 

(iii) the organization. disseminates formal documented co11figuration management policy 
to elements within the organization having associated configuration management 
roles. and responsibilities; 

(iv) the organiw tion develops and formally documents configuration management 
procedures; 

(v) the organization. conJiguration management procedures.facilitate. implementation <~f 
the configuration. management. policy and associated configuration management. 
controls; and 

(vi) the organization dissem.inates formal documented configuration management 
procedures to elements within the organization having associated configuration 
management roles and responsibili1ies. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM: Configuration management policy and. procedures; other relevant documents. 
or. records]. 

Interview: [SELECT FROM:. Organizational. personnel with configuration management and control 
responsibilities]. 

ASSESSMENT. OBJECTIVE: 

Determine if' 
(i) the organization de.fines the.frequency of configuration managemen1.policy 

reviews/updates; 

(ii) the organization. reviews/updates configuration management policy in accordance 
with organization-defined frequency;. 

(iii) the organization defines theji-equency of configura1ion management procedure 
reviews/updates;. and 

(iv) . rhe. organization reviews/updates. configuration management procedures in. 
accordance. with organization-defined.frequency. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: Configuration management policy. and procedures; other. relevant documents. 
or records]. 

Interview:. [SELECT FROM: Organizational. personnel with. configuration management and control 
responsibilities]. 
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FAMILY: CONFIGURATION MANAGEMENT CLASS: OPERATIONAL 

CM-2 

CM-2.1. 

CM-2(1) .. 

CM-2(1).1 

APPENDIX F-CM 

ASSESSMENT PROCEDURE 

BASELINE CONFIGURATION 

ASSESSMENT OBJECTIVE~ 

Determine if: 

(i) the organization develops and documents a baseline. configuration of the. information 
system and 

(ii) the organization maintain.1· .. under configuration control,. a current. baseline. 
configuration of the. information system. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM; Configuration management policy; configuration. management plan; 
procedures addressing the. baseline configuration of the information system; enterprise 
archilecture documentation; information. system design. documentation; information system. 
architecture and configuration documentation; other. relevant documents or. records] .. 

BASELINE CONFIGURATION 

ASSESSMENT. OBJECTIVE: 

Determine. if: 

(i) 1he organization defines: 
. the.frequency of reviews and updates to. the baseline. cm~figuration of the . 

information. system; and 

- the. circumstances that. require reviews and updates to the. baseline configuration 
of the information system;. and 

(ii). the. organization. reviews and updates the. baseline configuration. of the. information. 
system. 
. in ac.cordance with the organization-de.finedfrequency; 
. when. required due. to organization-defined circumstances; and 
. as an integral part of information. system. component inslallations and upgrades . 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Configuration management policy; configuration management plan; 
procedures addressing the baseline configuration of the information system; informa1ion 
system architecture and configuration documentation; other relevant documents or records]. 

Interview: [SELECT FROM: Organizational. personnel with configuration change. control. responsibilities] .. 
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CM-2(2).1 

CM-2(3) 

CM·2(3).t 

CM·2(4) .. 

CM·2(4).t 

APPENDIX F-CM 

Federal Information Systems and Organizations 

BASELINE CONFIGURATION 

ASSESSMENT. OBJECTIVE: 

Determine if the. organization employs automaled mechanisms lo. maintain an up-to-date, 
complete, accurate, and readily available baseline con.figuralion of the. information 
system .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Configuration management policy; configuration management plan; 
procedures. addressing the baseline. configuration of. the. information system; information 
system design documentation; information system architecture and configuration 
documentation; other. relevant documents or. records] .. 

Test:. [SELECT FROM: Automated mechanisms. implementing baseline. configuration maintenance). 

BASELINE CONFIGURATION 

ASSESSMENT. OBJECTIVE: 

Dererm.ine if the orga11izario11 retains older versions of baseline. configurations as deemed 
necessary. 10 support rollback .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Configuration management policy; configuration management plan; 
procedures addressing the baseline. configuration of. the. information system; information 
system architecture. and configuration documentation; historical. copies of. baseline. 
configurations; other relevant documents. or records] .. 

BASELINE. CONFIGURATION 

ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) 1/ie organizcuion develops and 111ain1ains a list of software.programs nOI. au1horized 
10 execute. on the information system;. and 

(ii) 1he organiza1ion employs an allow-all, deny-by-exception authorization policy.10 
identify sof1ware allowed to execu/e. on.1he informa1ion sys/em. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Configuration management policy; configuration management plan; 
procedures addressing the. baseline configuration. of the information system: list of software 
programs not authorized to execute on the. information system; information system 
architecture. and. configuration documentation;. security. plan; other relevant documents. or. 
records] .. 
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CM-2(5). t 

CM-2(6) ... 

CM·2(6).t 

APPENDIX F-CM 

Federal Information. Systems and. Organizations 

BASELINE CONFIGURATION 

ASSESSMENT. OBJECTIVE:. 

Determine. !f' 
(i) the organization develops and maintains a list of software.programs authorized to 

execute on the. information system;. and 

(ii) 1he organiza1ion employs a deny-al/, permit-by-exception awhoriza1io11 policy to 
identify software allowed to execute on the information system .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Configuration management policy; configuration. management plan; 
procedures addressing the. baseline. configuration of the. information system; list of software 
authorized to. execute on the. information system; information system architecture. and 
configuration documentation; security plan; other relevant documents. or records]. 

BASELINE CONFIGURATION 

ASSESSMENT OBJECTIVE:. 

Def ermine. if 1he orga11izatio11 mair11ai11s a baseline. configuration for development a11d test 
environments that. is managed separately from the operational baseline. con.figuralion. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Configuration management policy; configuration management plan; 
procedures addressing the. baseline configuration of the. information system; information 
system design documentation; information. system. architecture. and configuration 
documentation; other relevant documents or records]. 

Test:. [SELl:CT FAOM: Automated mechanisms. implementing baseline. configuration. environments] .. 
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CM-3. 

CM-3.1. 

APPENDIX F-CM 

ASSESSMENT PROCEDURE 

CONFIGURATION. CHANGE CONTROL 

ASSESSMENT. OBJECTIVE~ 

Determine if: 

(i) the organization determines the types of changes to the. information system that. are 
configuration. controlled; 

(ii) the organization approves configuration-controlled changes to the system with 
explicit consideration.for security impact analyses; 

(iii) the organization documents approved coriflguration-controlled changes to the 
system; 

(iv) the organization retains and reviews records of configuration-controlled changes to 
the. system; 

(v) the organization audits. activities a.~sociated with configuration-controlled changes 
10 the system; 

(vi) the. organization de.fines: 

- the configuration change control element (e.g.,. committee,. hoard) responsible.for 
coordinating and providing oversight for configuration change control activities;. 

- rhe frequency with which the configuration change control. elernenr convenes;. 
and/or; 

- configuration change conditions that pr:ompt the conjiguration change control 
element. to convene. 

(vii} the organization coordinates and provides oversight for configuration change 
control activities through the organization-defined configuration change con1rol 
element that convenes at the organizarion-de_fined frequency and/or.for any 
organiza1ion-de.fined configuration change. conditions .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM; Configuration management policy; configuration management plan; 
procedures addressing information system configuration change control; information system 
architecture and. configuration documentation; security plan; change control records; 
information system audit records; other relevant documents or records). 

Interview:. [SELECT. FROM: Organizational personnel with. configuration change. control responsibilities). 
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CM-3(1).1 

CM·3(2) 

CM-3(2).t 

APPENDIX F-CM 

CONFIGURATION CHANGE CONTROL 

ASSESSMENT. OBJECTIVE:. 

Determine. !f' 
(i) the. organization de.fines the. time period after which approvals that have not been 

received for proposed changes to the. information system are highlighted; and 

(ii) 1he organization employs. automated mechanisms to:. 

- document proposed changes to the in.forma1ion system; 

- notify designated approval authorities; 

- highlight approvals tha1. have. not been received by the organization-defined 
time. period; 

- inhibil change until designated approvals are received; and 

- document c01n.pleted changes 10 the information sys1e111 .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Configuration. management policy; configuration management plan; 
procedures addressing Information system configuration change control; Information_ system 
design documentation; information. system. architecture. and. configuration documentation; 
automated configuration. control mechanisms; change control. records;. information system 
audit records;. other relevant documents or. records] .. 

Test:. [SELECT FROM.: Automated. mechanisms. implemerntlng. configuration change control] .. 

CONFIGURATION CHANGE CONTROL 

ASSESSMENT OBJECTIVE: 

Determine. if the. organization tesls,. validares,. and documents changes. ro. the information. 
system before. irnplementing the. changes. on the operational system .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Configuration. management policy; configuration. management plan; 
procedures addressing information. system configuration. change control; information. system 
design documentation; information system architecture and configuration documentation: 
change control. records:. information. system audit records; other relevant documents or. 
records] .. 

Interview:_ [SELECT FROM: Organizational. personnel with configuration. change control. responsibilities]. 

PAGE. F-94 
FTC-0002496 



Special Publication. 800-53A .. .... Guide for Assessing the. Security. Controls. in 
Federal Information Systems and Organizations. 
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CM-3(3).1 

CM·3(4) 

CM·3(4).t 

APPENDIX F-CM 

CONFIGURATION CHANGE CONTROL 

ASSESSMENT. OBJECTIVE:. 

Determine. !f' 
(i) the organization employs automated mechanisms. to implement changes to the 

current information system baseline; and 

(ii). 1he. organization deploys the updated baseline. across. 1he ins/ailed base .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Configuration management policy; configuration management plan; 
procedures addressing information. system. configuration. change control; information. system 
design documentation; information. system architecture. and configuration documentation;. 
automated configuration control mechanisms; change. control. records;. information. system 
audit records; other relevant documents. or records] .. 

Test:. [SELECT FROM: Automated mechanisms implementing changes to the. information system 
baseline] .. 

CONFIGURATION CHANGE CONTROL 

ASSESSMENT_ OBJECTIVE~ 

Determine if the orgcmizarion. requires an informarion securi1y represel//ative ro. be a 
member of the configuration change control elemenl as defined by the organization in 
CM-3 . .l (vi). 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine: [SELECT FROM; Configuration management policy; configuration. management plan; 
procedures addressing information system configuration change control; security plan; 
other relevant documents or. records]. 

Interview:. [SELECT. FROM: Organizational personnel with configuration change control responsibilities]. 
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CM-4 

CM-4.1 

CM-4(1) 

CM-4(1).1 

APPENDIX F-CM 

ASSESSMENT PROCEDURE 

SECURITY IMPACT ANALYSIS 

ASSESSMENT. OBJECTIVE:, 

Determine if the organization analyzes changes to the. information system to determine 
polential security impaclsprior: to change implementation. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Configuration management policy; configuration. management plan; 
procedures addressing security impact analysis. for changes to the. information system;. 
security impact analysis. documentation; information system architecture. and configuration 
documentation;. change. control records; information. system audit records;. other. relevant 
documents. or records). 

Interview:. [SELECT FROM:. Organizational personnel with responsibilities for determining security 
impacts. prior. to. implementation of. information. system changes) .. 

SECURITY IMPACT ANALYSIS 

ASSESSMENT. OBJECTIVE: 

Determine. if' 

(i) the organization analyzes new sojiware in a separa/e test environment before 
ins1allation in. an operational environment; and 

(ii) the. organization, when analyzing new. software in a separate. test environment, looks 
Jot'. security. impacts due. to.flaws .. weaknesses, in.compmibility,. or intentional malice. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Configuration management policy; configuration management plan; 
procedures. addressing security impact analysis. for changes to. the information. system:. 
security impact analysis documentation; information system design documentation; 
information system architecture and configuration documentation; change control records; 
information system audit records; information system test and operational environments; 
other. relevant documents. or records) .. 

Interview:. [SELECT FROM: Organizational personnel with. responsibilities for determining security 
impacts. prior. to. implementation. of information system. changes). 
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CM-4(2).1 

APPENDIX F-CM 

SECURITY. IMPACT ANAL VSIS 

ASSESSMENT. OBJECTIVE: 

Determine !f the organization, qfter. the in.formation system. is. changed .. checks the securi(Y 
fimctions to. verify that thefunctions are: 

- hnplemented correctly; 

- operating as. intended;. and 

- producing the desired outcome with regard 10. meeting the. security requirements.for 
the sys.tern. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM; Configuration management policy; configuration management plan; 
procedures addressing security impact analysis for changes. to the information system; 
security impact analysis. documentation; change control records; information system. audit 
records;. other relevant documents. or records]. 

Interview:. [SELECT. FROM.: Organizational personnel. with. responsibilities for. determining security 
impacts prior to implementation. of information system changes]. 

PAGE F-97 
FTC-0002499 



Special Publication. 800-53A . Guide. for Assessing the. Security Controls. in. 
. Federal Information. Systems and. Organizations 

FAMILY: CONFIGURATION. MANAGEMENT CLASS: OPERATIONAL 

CM-5 

CM-5.1. 

CM-5(1 ). 

CM-5(1).1. 

CM-5(2) . 

CM-5(2).1 

APPENDIX F-CM 

ASSESSMENT PROCEDURE 

ACCESS RESTRICTIONS FOR CHANGE. 

ASSESSMENT. OBJECTIVE~ 

Determine if the. organization defines,. documenLs, approves,. and enforces physical and 
logical access restrictions associa1ed with changes to the. information system. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM; Configuration management policy; configuration management plan; 
procedures. addressing access. restrictions. for changes. to. the. information. system; 
information. system architecture. and configuration. documentation; change. control records; 
information. system audit records; other relevant documents or records] .. 

Interview: [SELECT FROM: Organizational personnel with logical. access control responsibilities; 
organizational personnel with physical access control responsibilities]. 

Test: [SELECT. FROM.: Change. control. process and. associated restrictions for changes. to. the 
information. system]. 

ACCESS RESTRICTIONS FOR CHANGE. 

ASSESSMENT. OBJECTIVE: 

Determine if the. organization employs automa1ed mechanisms to. enforce access. 
restrictions and support auditing of the. enforcement ac1ions. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT. FROM: Configuration management policy; configuration. management plan; 
procedures. addressing access. restrictions. for changes to the. information. system; 
information. system. design. documentation; information. system architecture. and 
configuration documentation;. change control. records;. information system audit records; 
other. relevant documents. or records] .. 

Test:. [SELECT FROM.: Automated mechanisms implementing. access restrictions. for changes. to. the 
information. system] .. 

ACCESS. RESTRICTIONS FOR CHANGE 

ASSESSMENT. OBJECTIVE~ 

Determine if:. 

(i} !he. organization defines thefrequencyfor conducting audits of information. system 
changes;. and 

(ii) 1he organizarion. conducts audits of information system changes in accordance. wirh. 
the organization-dejinedfrequency and when indications so warrant to determine. 
whether unat11horized. changes. have. occurred. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Configuration. management policy; configuration management plan; 
procedures addressing access restrictions. for. changes. to. the information system; 
information system design documentation; information system architecture. and 
configuration. documentation; security. plan; change. control. records; information system 
audit records;. other relevant documents or records]. 

PAGE. F-98. 
FTC-0002500 



Special Publication. 800-53A ... Guide. for Assessing the Security Controls in. 
. Federal. Information. Systems and. Organizations 

CM·5(3) .. 

CM-5(3).1 

CM·5(4) 

CM-5(4).1. 

APPENDIX F-CM 

ACCESS. RESTRICTIONS. FOR. CHANGE 

ASSESSMENT. OBJECTIVE: 

Determine. !f' 
(i) the organization defines critical software pro grains that the information system will 

prevent from being installed if such software programs are not signed with a 
recognized and. approved certificate; and 

(ii) the information system prevents. the installation of organization-defined critical 
software programs. that. are. not signed with. a certificate !hat is. recognized and 
approve</ by the. organization .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Configuration. management policy; configuration. management plan; 
procedures addressing access restrictions. for changes. to the information. system; list of 
critical software programs to be prohibited from installation. without an approved certificate; 
information. system design documentation;. information. system architecture and 
configuration documentation; security plan; change control records; information. system 
audit records; other relevant documents or records). 

Test: [SELECT FROM; Information. system mechanisms preventing installation of software programs not 
signed with an organization-approved certificate). 

ACCESS. RESTRICTIONS. FOR. CHANGE. 

ASSESSMENT OBJECTIVE: 

Determine !f' 
( i) the organization defines information system componenls and system-level. 

information requiring enforcement of a two-person rule fm'. information system. 
changes; and 

(ii) the organization enforces a two-person rule for changes to organization-de.fined 
information system components and system-level in.formation. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: Configuration. management policy; configuration management plan; 
procedures addressing access. restrictions for changes. to the information system; security 
plan; information system design documentation;. information. system architecture. anc:I 
configuration documentation; change control. records;. information system audit records;. 
other. relevant documents. or records) .. 

Interview:. [SELECT FROM:. Organizational personnel. responsible for enforcing a two-person rule. for 
system changes). 
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CM-5(6). 

CM·5(6).1. 

CM-5(7). .. 

CM·5(7).1 

APPENDIX F-CM 

ACCESS RESTRICTIONS FOR CHANGE 

ASSESSMENT OBJECTIVE:. 

Determine. !f' 
(i) the. organization limits information system developer/integrator privileges. to change 

hardware, software,. andfirmware components and system information directly 
within a production. environment;. 

(ii) the organization defines thefrequency for reviews and reevaluations of information 
system developer/integrator privileges; c111d 

(iii) 1he. organization reviews and reevaluates information system developer/integrator 
privileges in accordance. with the organization-definedfrequency . 

. POTENTIAL ASSESSMENT METHODS ANID OBJECTS:. 

Examine:. [SELECT FROM; Configuration. management policy; configuration. management plan; 
procedures addressing access restrictions for changes to the information system; security 
plan: information. system design. documentation: information system. architecture ancl. 
configuration documentation; change control records; information system. audit records; 
other relevant documents or records). 

Interview:. [SELECT FROM:. Organizational personnel with. logical access control responsibilities; 
organizational personnel with physical. access. control responsibilities). 

ACCESS RESTRICTIONS FOR CHANGE 

ASSESSMENT. OBJECTIVE; 

Determine if the. organization limits privileges to change. software resident within 
software. libraries. (including.privileged programs) .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS; 

Examine:. [SELECT FROM; Configuration management policy; configuration management plan; 
procedures. addressing access. restrictions for changes. to the. information. system; 
information system design. documentation;. information system. architecture. and 
configuration. documentation;. change control. records;. information. system audit records ;. 
other relevant documents. or records]. 

ACCESS RESTRICTIONS FOR. CHANGE 

ASSESSMENT OBJECTIVE:. 

Determine. if: 

(i). the. organization defines safeguards and countermeasures to. be employed by the 
ir!formation ~:ysteni if security.functions (or mechanisms) are changed 
inappropriately; and 

(ii) the. information system automaticafly implements organization-defined safeguards 
and countermeasures if security/unctions (or mechanisms) are changed 
inappropriately. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: Configuration management policy; configuration. management plan; 
procedures addressing access restrictions. for changes. to the information system; 
information system design documentation; information. system architecture. and 
configuration documentation;. change control. records;. information. system audit records;. 
other relevant documents or records). 

Test:. [SELECT FAOM: Information system implementing safeguards and countermeasures for 
inappropriate changes to security functions]. 
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ASSESSMENT PROCEDURE 

CM-6 CONFIGURATION SETIINGS 

CM-6.1. ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the organization defines security configuration checklists. to be used to establish and 
document mandatory configuration. sellings.for the. information system 1echnology. 
producls employed; 

(ii) the organization-defined security configuration checklists refiec1 the nwst restrictive. 
mode consiste111 with operational requirements; 

(iii) the organization establishes. and documents. mandatory configuration settings.for 
iliformation technology products employed within the information system. using 
organization-defined security configuration checklists; 

(iv) the. organization implements the security configuration. settings;. 

(v) the organization identifies, documents, and approves exceptionsfrom the mandatory. 
configuration seftings for individual componenls. within !he. in.formation system 
based on explicit. operational requirements; and 

(vi) the. organization. monilors an.cl conirols cha11ges. 10 1he. con.figuration sellings in. 
accordance wi1h organizational policies and procedures .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Configuration management policy; configuration management plan; 
procedures addressing configuration settings. for the information system; security plan; 
information system configuration se·ttings and associated documentation; security 
configuration checklists;. other. relevant documents. or records] .. 

Interview: [SELECT FROM: Organizational personnel with security configuration responsibilities]. 

CM-6(1) . CONFIGURATION SETIINGS. 

CM-6(1). t ASSESSMENT. OBJECTIVE: 

De1er1nine if rhe organization employs automc11ed mechanisms 10 cenlrally manage, apply, 
and verify configuration selfin.gs .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Configuration management policy; configuration. management plan; 
procedures addressing configuration settings for the. information system; information system 
design documentation; information system. configuration settings. and associated. 
documentation;. security configuration checklists; other relevant documents or recorcls]. 

Test:. [SELECT FROM: Automated. mechanisms implementing the. centralized. management, application, 
and verification of configuration settings]. 
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CM·6(2) . . 

CM-6(2).1 

CM-6(3) 

CM-6(3).1 

CM-6(4) 

CM-6(4).1 

APPENDIX F-CM 

CONFIGURATION SETTINGS. 

ASSESSMENT OBJECTIVE:. 

Determine !f' 
(i) the. organization defines configuration settings that, if modified hy unauthorized 

changes, initiate the. automated mechanisms to be employed to respond to such 
changes:. and 

(ii) the organization employs automated mechanisms to respond to unauthorized 
changes to organization-defined configurarion se11ings .. 

POTENTIAL. ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [S£L£CT FROM: Configuration. management policy; configuration management plan; 
procedures addressing configuration settings for the. Information system; security. plan; 
information system design documentation;. information system configuration settings and 
associated documentation; security. configuration checklists; other. relevant documents. or. 
records]. 

Test: [S£L£CT FROM: Automated. mechanisms. implementing responses to. unauthorized changes to. 
configuration. settings] .. 

CONFIGURATION SETTINGS 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the. organization incOt/J<>rates. detection of unauthorized,. security-relevant 
configuration. changes. into the. organization's incident response capability; and 

(ii) the. organization ensures that such detected events are tracked, monitored, 
correctu l, and available for historical pu17Joses. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

E.xamlne:. [S£L£CT FROM: Configuration management policy; configuration management plan; 
procedures addressing configuration settings for the. information system; procedures 
addressing incident response planning; information. system design documentation;. 
information. system configuration se·ttings and associated documentation; incident response. 
plan; other relevant documents or records]. 

Interview: [SELECT FROM:. Organizational, personnel with security configuration responsibilities; 
organization personnel with. incident response planning responsibilities]. 

CONFIGURATION SETTINGS 

ASSESSMENT OBJECTIVE: 

Determine if the. information. system (including modifications to the. baseline. 
configuration) demonstrates conformance to security configuration. guidance (i.e., 
security checklists), prior to being introduced into a production environment. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 
Examine:. [SELECT FROM; Configuration. management policy; configuration management plan; 

procedures. addressing configuration settings lo~ the. information system; information system 
design documentation; information system configuration settings and associated 
documentation; security configuration checklists; other relevant documents or. recorc:ls]. 

Interview:. [SELECT FROM: Organizational personnel with security configuration responsibilities]. 
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FAMILY: CONFIGURATION MANAGEMENT CLASS~ . OPERATIONAl 

CM-7 

CM-7.1 

APPENDIX F-CM 

ASSESSMENT. PROCEDURE 

LEAST FUNCTIONALITY. 

ASSESSMENT OBJECTIVE~ 

Determine if:. 

(i) the organization defines/or the. information system prohibited or restricted:. 
. functions: 
. ports; . 

- protocols; and 
. services; 

(ii) the organization configures the. information. system to provide. only essential 
capabilities; and 

(iii) the orgm1.ization configures the inform.at ion system to specifically prohibit or restrict 
the use of organization-defined: 
. functions; 
. ports; 
. protocols; and/or 
. services .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: Configuration management policy; configuration management plan; 
procedures addressing least functionality. in the information system; security. plan; 
information system configuration settings and associated documentation; security 
configuration checklists; other relevant documents or records]. 

Test:. [SELECT FROM: Information system for disabling or restricting functions, ports,. protocols, and 
services] .. 
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CM·7(1 ) LEAST FUNCTIONALITY 

CM-7(1).t ASSESSMENT. OBJECTIVE: 

Determine !f'. 
(i) the. organization defines the frequency of information system reviews to. identif y and 

eliminate. unnecessary: 

- functions; 

- ports; 

- protocols;. and/or 

- services; and 

(ii) 1he. organizatio11 reviews the information system i11 c1ccordc111ce with organization-
defined frequency to identify and eliminate unnecessary: 

- .functions; 

- ports;. 

- protocols; and/or 

- services. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT: FROM: Configuration. management policy; configuration management plan; 
procedures addressing least functionality in the information system; security plan; 
information system. configuration settings. and associated documentation; security, 
configuration checklists;. other relevant documents. or records]. 

Interview:. [SELECT. FROM.: Organizational. personnel. with. responsibilities. for. identifying and. eliminating 
unnecessary functions, ports,_ protocols, and_ services on the information system]. 

CM-7(2) __ LEAST FUNCTIONALITY_ 

CM·7(2).1 ASSESSMENT. OBJECTIVE~ 

Determine. if: 

(i) the. organization develops and 1naintai11s on.e. or more of the.following specifications 
lo prevent software program execution on the information system: 

- a /isl of software programs authorized lo execute on 1he_ information system; 

- a list. of software programs not authorized. to execute. on the infonnation system;. 
and/or 

- rules_ awhorizing the. lerms and conditions of software. program usage on the. 
information system;. and 

(ii) the organization employs automated mechanisms to prevent software program 
execution on the information syste111 in accordance with the organization-defined 
specifications. 

POTENTIAL ASSESSMENT METHODS. AND_ OBJECTS:. 

Examine: [SELECT FROM: Configuration management policy; configuration management plan; 
procedures addressing least functionality in the. information system; security plan;. 
information system design documentation;. specification of. preventing software. program 
execution; information. system configuration settings and. associated. documentation; other 
relevant documents. or. records). 

Test: [SELECT FROM: Automated mechanisms preventing software program execution on the 
information system]. 
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CM·7(3) .. LEAST FUNCTIONALITY. 

CM-7(3).t ASSESSMENT. OBJECTIVE:. 

Determine !f'. 
(i) the organization defines registration requirements.for: 

- ports; 

- protocols; and 

- services;. and. 

(ii) the. organization ensures compliance. with organization-defined. registration 
requirements.for:. 

- ports; 

- protocols; and 

- services .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM; Configuration management policy; configuration management plan; 
procedures addressing least functionality in the information system; security plan; 
information system. configuration settings and associated documentation; other. relevant 
documents or records]. 
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FAMILY: CONFIGURATION. MANAGEMENT CLASS: OPERATIONAL 

CM·8 

CM-8.1. 

CM-8(1} 

CM-8(1).1 

APPENDIX F-CM 

ASSESSMENT PROCEDURE 

INFORMATION. SYSTEM COMPONENT. INVENTORY. 

ASSESSMENT OBJECTIVE~ 

Determine if:. 

(i) the. organization defines information deemed necessary to achieve. effective property 
accou11tability; and 

(ii) the organization develops, documents, and maintains an inventory of i1~/ormation 
system components that: 

- accurately ref7ects. the current information system; 

- is consistent. with the. authorization boundary of the information system;. 

- is at the level of granularity. deemed necessary for tracking and reporting; 

- includes organization-defined information deemed necessat)' to achieve effective 
property accountability; and. 

- is available.for review. and audit by designated organizational officials .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Configuration management policy; configuration management plan; 
procedures addressing information system component inventory; security plan; information 
system inventory records; other relevant documents or records]. 

INFORMATION SYSTEM. COMPONENT INVENTORY. 

ASSESSMENT. OBJECTIVE: 

Determine if the organization. updates the. invento1y. of information system components as 
an integral part. of component:. 

- installations; 

- removals;. and 

- information system updates. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Configuration management policy; configuration management plan; 
procedures. addressing information system component inventory; information system 
inventory. records; component installation records; other. relevant documents. or records] .. 

Interview:. [SELECT FROM:. Organizational personnel with information system installation. and inventory 
responsibilities]. 
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CM·8(2) .. . INFORMATION SYSTEM COMPONENT INVENTORY 

CM-8(2).1 ASSESSMENT. OBJECTIVE:. 

Determine !f the organization employs automated mechanisms to maintain an up-to-date .. 
complete, accurate .. and readily available inventory of information system components. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine:. [SELECT FROM: Configuration. management policy; configuration. management plan; 
procedures addressing information system component inventory; information. system design 
documentation; information system inventory. records; component installation records; other. 
relevant documents. or. records]. 

Test: [SELECT FROM; Automated mechanisms implementing. information system component inventory 
management] .. 

CM·8(3) INFORMATION SYSTEM. COMPONENT INVENTORY 

CM-8(3).1 ASSESSMENT OBJECTIVE: 

Determine. if:. 

( i) the. organization. defines the.frequency of employing automated mechanisms .. to. 
detect. the addition. of unauthorized components/devices into the. information. system;. 

(ii) the organization employs automated mechanisms. in accordance with the 
organization-defined.frequency, to detect the addition of unauthorized 
components/devices into the information system; and 

(iii) the. organization. disables network access. by such components/devices or notifies 
designated organizational officials. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine:. [SELECT FROM; Configuration. management policy; configuration. management plan; 
procedures addressing information system component inventory; security plan; information. 
system design. documentation; information. system. inventory records; component installation. 
records; change control. records;. other relevant documents or. records]. 

Test: [SELECT FROM; Automated mechanisms for detecting unauthorized. components/devices on the 
information system]. 

CM·8(4) INFORMATION SYSTEM. COMPONENT INVENTORY 

CM-8(4).1 ASSESSMENT OBJECTIVE: 

Determine. if the. organization. includes in property accountability information for 
il!formation system components,. a means.fol'. identifying by name,. position, 0 1'. role,. 
individuals. responsible for administering those. components .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Configuration. management policy; configuration management plan; 
procedures addressing information. system component inventory; information system 
inventory records; component installation records; other relevant documents or records]. 
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CM·8(5) . 

CM-8(5). t 

CM·8(6) . 

CM-8(6).t 

APPENDIX F-CM 

Federal Information. Systems and. Organizations 

INFORMATION SYSTEM. COMPONENT. INVENTORY. 

ASSESSMENT. OBJECTIVE: 

Determine if the. organization. verifies. that. all. componen1s. within. the. authorization. 
boundary of the. information system are either inventoried as a part of the system or 
recognized by another system as a co111ponen1. within tha1 system. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Configuration management policy; configuration management plan; 
procedures. addressing information system component inventory;. security plan; information 
system inventory records; component installation records;. other relevant documents. or 
records]. 

Interview: [SELECT FROM: Organizational personnel with information system inventory. responsibilities; 
organizational. personnel with. responsibilities. for defining information system components. 
within the. authorization boundary of the system]. 

INFORMATION SYSTEM COMPONENT INVENTORY 

ASSESSMENT OBJECTIVE:. 

Dererm.ine if the organization includes assessed component configurations and any 
approved deviations to current deployed con.figurarions in 1he in.formation system. 
componenr invenfory. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Configuration. management policy; configuration. management plan; 
procedures addressing information system component inventory;. information system design 
documentation; information system. inventory. records; component installation records; other. 
relevant documents. or records]. 

Interview:. [SELECT FROM: Organizational personnel. with inventory. management and. assessment 
responsibilities for information. system components]. 
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FAMILY:. CONFIGURATION. MANAGEMENT . CLASS: OPERATIONAL 

ASSESSMENT PROCEDURE 

CM-9. CONFIGURATION MANAGEMENT PLAN 

CM-9.t ASSESSMENT. OBJECTIVE~ 

Determine if the. organization develops, documents, and implements a cor!figuration 
management plan/or the ir!formation system thc11: 
- addresses roles .. responsibilities, and con.figuration management. processes. and 

procedures; 

- defines. the configuration items for the infonna1ion sys rem and when in the system 
development. life. cycle. the. configuration items are placed under configuration 
management;. and 

- establishes the. means for ident(fyin.g cm;figuration items throughout. the system. 
development life cycle and a process.for managing the configuration of the 
configuration items. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Configuration. management policy; configuration. management plan; 
procedures addressing configuration management planning; security plan; other relevant 
documents. or records). 

CM-9(1) CONFIGURATION MANAGEMENT. PLAN 

CM-9(1).1 ASSESSMENT. OBJECTIVE: 

Determine. if rhe organization assigns responsibility for developing the. COt!figuration 
management.process. to. organizational personnel that. are. not. directly. involved in. system. 
development. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM; Configuration management policy; configuration. management plan; 
procedures addressing responsibilities for configuration management process development; 
security plan other. relevant documents or records} .. 

Interview:. [SELECT FROM:. Organizational personnel with responsibilities for configuration management 
proc·ess development] .. 
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FAMILY: CONTINGENCY PLANNING . .. CLASS~ OPERATIONAL 

ASSESSMENT PROCEDURE 

CP·1 CONTINGENCY. PLANNING POLICY AND. PROCEDURES. 

CP·1.1 ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organiwtion develops cmdformally documents comingencyplc111ningpolicy; 

(ii) the. organization contingency planning policy addresses: 
- purpose; 
- scope;. 

- roles. and responsibilities;. 

- rn.anagement. commitment;. 

- coordination among organizational entities;. and 

- compliance; 

(iii) the. organization disseminates formal docum.ented contingency planning policy to 
elements. within the. orgcmiwtion having associated contingency planning roles. and 
responsibilities; 

(iv) the organization develops andfonnafly documents contingency planning 
procedures; 

(v) the organization contingency planning procedures.facilitate implementation of the 
contingency.planni11gpolicy and associated contingency planning controls;. and 

(vi) the. organization disseminates formal. documented contingency. planning procedures. 
to elements within the. organization. having associated contingency planning roles 
and responsibilities . . 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: Contingency planning policy and procedures; other relevant documents or 
records]. 

Interview:. [SELECT FROM.: Organizational. personnel. with. contingency planning responsibilities]. 

CP-1.Z ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organization de.fines the frequency of contingency planning policy 
reviews/updates; 

(ii) the orga.nization reviews/updates contingency planning policy in accordance with 
organization-definedfrequen.cy;. 

(iii) the. organization defines the .fi"equen.cy. of contingency planning procedure. 
reviewslupda1es;. and 

(iv) the. organization reviews/updates. conlingency planning procedures in accordance. 
with org.anization.-definedfrequency. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM; Contingency planning, policy and procedures; other. relevant documents. or 
records]. 

Interview:. [SELECT FROM:. Organizational personnel with contingency planning responsibilities]. 
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FAMILY: CONTINGENCY PLANNING . CLASS: OPERATIONAL 

ASSESSMENT PROCEDURE 

CP-2 CONTINGENCY. PLAN. 

CP-2.1 ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the. organization develops a conlingencyplanfor: the. information system that:. 
- ide11t ifies. essential. missions. and business.functions. a11d. associated co111inge11cy 

requirements;. 
- provides recovery objectives, restoration.priorities,. and metrics; 
- addresses contingency roles,. responsibilities .. assigned individuals with contact: 

information:. 
- addresses maintaining essential missions. and business functions despite cm 

information system disruption,. compromise, or.failure; and 
- addresses. eventual.full in.formation system restoration without deterioration of 

the security measures originally planned and implemented;. and 

- is. reviewecl and approved by, designated officials. within. the. organization; 

(ii) the organization. defines key contingency personnel (identified by name. and/or by 
role) and organizational elements. designated to receive copies of the contingency 
p/an;.and 

(iii) the. organization. distributes copies of the. contingency plan to organization-defined 
key contingency personnel and organizational elements. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [ S£L£CT. FROM: Contingency. planning. policy; procedures addressing contingency operations 
for the. Information system; contingency. plan; security plan; other relevant documents or 
records] .. 

Interview: [SELECT. FROM.: Organizational personnel with contingency planning and plan 
implementation responsibilities]. 

CP-2.2 ASSESSMENT. OBJECTIVE~ 

Determine. !f'. 
(i) the organization coordinates contingency planning activities with incident handling 

activities: 

(ii) the. organization defines the.frequency o.f contingency plan reviews; 

(iii) the organization reviews the contingency plan for the information system in 
accordance. with rhe. organization-defined.frequency;. 

(iv) the organization revises rhe. contingency plan to address changes to the 
organization, information system, or environment of operation and problems 
encountered. during comingency. p/an implementation, execution or. testing;. and 

(v) the organization communicates contingency plan changes to. the. key contingency 
personnel and.organizational elements as identified in CP-2.I (ii). 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [S£L£CT. FROM: Contingency. planning. policy; procedures. addressing contingency operations 
for the. information system; contingency plan; securily plan; other. relevant documents. or 
records]. 

Interview: [ S£L£CT FAOM.: Organizational personnel with contingency. planning and plan 
implementation responsibilities; organizational personnel. with incident handling. 
responsibilities] .. 
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CP·2(1) .. 

CP-2(1).1 

CP-2(2) . 

CP-2(2).1 

CP-2(3) 

CP-2(3).1 

APPENDIX F-CP. 

CONTINGENCY. PLAN 

ASSESSMENT. OBJECTIVE:. 

Determine !f the. organization. coordinates. the. contingency plan. development with other 
organizational elements responsible.for related plans. 
Examine:. [SELECT FROM: Contingency planning policy; procedures addressing contingency operations. 

for. the. information. system; contingency plan; other related plans; other relevant documents 
or records] .. 

Interview: [SELECT. FROM: Organizational personnel with. contingency. planning. and plan 
implementation responsibilities and responsibilities in related. plan areas]. 

CONTINGENCY PLAN 

ASSESSMENT OBJECTIVE: 

Determine (f' the organization. conducts. capacity. planning so. that necessary. capacity.for 
information processing,. telecommunications, and en.vironm.ental support exists during 
comingency operations .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: Contingency planning. policy; procedures addressing. contingency operations 
for the. information. system; contingency. plan; capacity. planning documents; other. relevant 
documents. or records]. 

Interview:. [SELECT FROM.: Organizational personnel with. contingency planning. and plan 
implementation responsibilities] .. 

CONTINGENCY PLAN. 

ASSESSMENT. OBJECTIVE~ 

Detennine if: 

(i) the. organization de.fines the time period..forplcmning the. resumption of essemfol. 
missions and. business .functions as a result of contingency plan activation; and 

(ii) the organization plans for the resumption of essential missions and businessfunction 
within organization-defined time period. of contingency plan activation. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Contingency planning policy; procedures addressing. contingency operations 
for the information system; contingency plan; security plan; business impact assessment; 
other. related plans; other. relevant documents or records] .. 

Interview: [SELECT. FROM: Organizational personnel with. contingency. planning. and plan 
implementation responsibilities]. 
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CP·2(4} CONTINGENCY. PLAN 

CP-2(4).1. ASSESSMENT. OBJECTIVE:. 

Determine. !f" 
(i) the organization defines the time period for planning thefull resumption of affected 

missions and business fimctions as a result of contingency plan. activation; and 

(ii). the. organization plansfor thefull resumption of ciffected missions and business 
functions within organization-defined time period of contingency plan activation. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Contingency, planning policy; procedures addressing contingency operations 
for the information system; contingency plan~ security plan; business impact assessment; 
other. relevant documents or records]. 

Interview: [SELECT FROM:. Organizational personnel with contingency planning and plan 
implementation responsibilities]. 

CP-2(5} .. CONTINGENCY PLAN 

CP-2(5).1 ASSESSMENT OBJECTIVE~ 

Determine if 

(i) the organization plans for the. continuance. of essential missions and business 
functions with /i11le. or no loss of operational. continuity; and 

(ii) the organization sustains operational continuity until full information system 
restoration at primary processing and/or storage sites. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine: [SELECT FROM; Contingency planning policy;. procedures addressing contingency. operations. 
for the information system; contingency plan: business. impact assessment: other relevant 
documents or records]. 

Interview:. [SELECT FROM.: Organizational personnel with contingency planning and plan 
implementation responsibilities] .. 

CP·2(6} . CONTINGENCY PLAN. 

CP-2(6).1 ASSESSMENT OBJECTIVE: 

Determine if: 

(i). the organization provides for the. tramfer of all essential missions. and business 
functions to alternate.processing and/or storage. sites with little or no loss of 
operational. continuity; and 

(ii) the. organization. sustains operational continuity through restoration to prilnary 
processing and/or storage sites .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Contingency planning policy;. procedures addressing. contingency. operations 
for. the information system; contingency plan; alternate processing site agreements; 
alternate. storage site. agreements; contingency plan testing. and/or exercise documentation; 
contingency plan. test results; other relevant documents. or records]. 

Interview: [SELECT FROM: Organizational personnel. with contingency planning. and plan 
implementation responsibilities]. 
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FAMILY:. CONTINGENCY PLANNING . CLASS: OPERATIONAL 

CP·3 

CP-3.l 

CP·3(1) 

CP-3(1).1 

CP-3(2) 

CP-3(2).1 

APPENDIX F-CP. 

ASSESSMENT. PROCEDURE 

CONTINGENCY. TRAINING 

ASSESSMENT. OBJECTIVE~ 

Determine if:. 

(i) the. organization provides ini1ial contingency training to personnel with contingency 
roles and responsibilities wi1h respect to the infonnationsystem; 

(ii) the organization defines the frequency of refresher contingency !raining; and 

(iii) the organizalion provides refresher training in accordance. with organization-
defined.frequency .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS~ 

Examine:. [SELECT FROM: Contingency planning policy; contingency plan; procedures addressing 
contingency training; contingency. training curriculum; contingency. training material;. security. 
plan; contingency training records; other relevant documents. or. records] .. 

Interview: [SELECT FROM.: Organizational. personnel. with contingency. planning, plan implementation, 
and training responsibilities]. 

CONTINGENCY TRAINING 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i). the organization. incorporates simulated events into contingency training:. and 

(ii). the incorporation of simulated events into contingency trainingfacilitates effective. 
response by personnel in crisis situations. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM; Contingency planning policy; contingency plan; procedures addressing 
contingency training; contingency training curriculum;. contingency training. material;. other 
relevant documents. or. records]. 

Interview: [SELECT FROM: Organizational. personnel. with contingency planning, plan implementation,. 
and. training responsibilities]. 

CONTINGENCY TRAINING 

ASSESSMENT. OBJECTIVE: 

Determine if the. organization employs automa1ed mechanisms !hat provide a more 
thorough and realistic. contingency training e11.viro11ment. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS~ 

Examine:. [SELECT FROM: Contingency. planning policy; contingency plan; procedures addressing 
contingency. training; automated mechanisms supporting. contingency. training; contingency. 
training curriculum; contingency training material; other relevant documents or records] .. 

Interview: [SELECT FROM: Organizational. personnel with contingency planning, plan. implementation,. 
and t raining responsibilities]. 
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FAMILY:. CONTINGENCY PLANNING . CLASS:. OPERATIONAL 

CP-4. 

CP-4.1. 

CP-4(1) . 

CP-4(1).1 

CP-4(2). 

CP-4(2).l 

APPENDIX F-CP 

ASSESSMENT. PROCEDURE 

CONTINGENCY PLAN TESTING AND. EXERCISES 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the. organization defines the. contingency plan tests and/or. exercises to. be. conducted; 

(ii). the organization defines. the ji·equency. of contingency plan tests and/or exercises;. 

(iii) the organization tests/exercises the contingency. plan using organization-defined 
tests/exercises in accordance with organization-defi.ned.frequency; and 

(iv) the organization reviews the. co111inge11cy plan test/exercise. results and takes 
corrective actions .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: Contingency planning policy; contingency plan, procedures addressing 
contingency plan. testing and exercises; security plan;. contingency plan testing. and/or 
exercise. documentation; other relevant documents or records] .. 

Interview:. [SELECT. FROM: Organizational personnel. with responsibilities for. reviewing or. responding to 
contingency plan tests/exercises] .. 

CONTINGENCY PLAN TESTING AND. EXERCISES 

ASSESSMENT OBJECTIVE:, 

Determine. if. the. organization coordinates contingency.plan testing and/or exercises. with 
organizational elements responsiblefor related plans. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: Contingency. planning policy; contingency plan; procedures addressing 
contingency plan. testing and exercises;. contingency plan testing and/or exercise 
documentation; other relevant documents. or records]. 

Interview:. [SELECT. FROM.: Organizational personnel with. contingency planning, plan implementation, 
and testing. responsibilities; organizational personnel with. responsibilities. for. related plans]. 

CONTINGENCY PLAN TESTING AND. EXERCISES 

ASSESSMENT. OBJECTIVE: 

Determine. if the organization conducts contingency plan testing/exercises at the. alternate. 
processing site. to.familiarize. contingency personnel with.1he.facility. and. available. 
resources and to evaluate. the site's capabilities to support contingency operations. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine:. [SELECT FROM: Contingency. planning policy; contingency plan, procedures addressing 
contingency plan testing and exercises; contingency plan testing and/or exercise 
documentation;. contingency plan test results ; other relevant documents or records]. 
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CP-4(3} 

CP-4(3).t 

CP-4(4) ... 

CP-4(4).t 

APPENDIX F-CP. 

CONTINGENCY PLAN. TESTING AND EXERCISES 

ASSESSMENT OBJECTIVE: 

Determine if the. organization employs automated mechanisms to more. thoroughly and 
effectively test/exercise the contingency plan by providing more complete coverage of 
contingency i.~sues, selec1ing more realistic test/exercise scenarios and environments, and 
more effectively stressing the information system and supported missions. 

POTENTIAL ASSESSMENT. METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Contingency planning policy; contingency plan; procedures. addressing 
contingency plan testing and exercises;. automated mechanisms. supporting contingency 
plan testing/exercises; contingency plan testing and/or exercise documentation; other 
relevant documents or records]. 

CONTINGENCY. PLAN TESTING AND EXERCISES 

ASSESSMENT OBJECTIVE: 

Determine. if the. organization includes. a. fitll reco very. and reconstitution of the. 
information sys/em to a known state as par/ of conlingency plan 1esting .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELE Cr FROM: Contingency planning. policy;. contingency. plan; procedures addressing 
information system recovery and reconstitution; contingency plan testing and/or exercise. 
documentation;. contingency. plan test results ; other. relevant documents. or records] .. 

Interview: [SELECT FROM.: Organizational personnel. with information system recovery. and 
reconstitution responsibilities; organizational personnel with contingency plan testing1 and/or. 
exercise. responsibilities). 
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FAMILY: CONTINGENCY PLANNING. 

ASSESSMENT PROCEDURE 

CP-5, CONTINGENCY. PLAN. UPDATE 

[Withdrawn: Incorporated. into CP-2] .. 

CP-5.1 ASSESSMENT. OBJECTIVE~ 

[Withdrawn: Incorporated into CP-2]. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

(Withdrawn:. Incorporated Into CP-2] .. 

CP-5.2. ASSESSMENT. OBJECTIVE~ 

[Withdrawn: Incorporated. into CP-2] .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

[Withdrawn: Incorporated into CP-2]. 

APPENDIX F-CP 

. CLASS:. OPERATIONAL 
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FAMILY: CONTINGENCY PLANNING . CLASS:. OPERATIONAL 

ASSESSMENT PROCEDURE 

CP-6. ALTERNATE STORAGE SITE 

CP-6.1 ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the organization establishes an alternate. storage. site; and 

(ii) the organization initiates necessary. alternate storage. site. agreements to permit the. 
storage and recovery of ir1formation system backup information. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Contingency. planning policy; contingency. plan; procedures addressing 
alternate. storage sites; alternate. storage site. agreements; other relevant documents. or 
records]. 

CP-6(1) . ALTERNATE S'TORAGE SITE 

CP-6(1).1 ASSESSMENT OBJECTIVE: 

Determine. if. 

(i). the contingency plan identifies the. primary storage. site hazards; and 

(ii) the alternate storage site is separated/mm the primary slorage site so as no! to be 
susceptible to the same hazards. identified at the.primary site. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Contingency planning policy; contingency plan; procedures addressing 
alternate. storage sites; alternate. storage site ; other relevant documents or records] .. 

CP-6(2) ALTERNATE STORAGE SITE 

CP-6(2).1 ASSESSMENT. OBJECTIVE: 

Determine if the. alternate. storage site is configured tofacilitate. recovery opera/ions in 
accordance with recove1y lime. objectives and recovery poim. objectives. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine: [SELECT FROM: Contingency planning. policy;. contingency plan; procedures addressing 
alternate. storage sites; alternate storage site. agreements; alternate. storage. site; other 
relevant documents. or records). 
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CP·6(3} .. ALTERNATE STORAGE SITE 

CP-6(3).1 ASSESSMENT OBJECTIVE: 

Determine ({". 

(i) the organization identifies potential accessibility problems to the. alternate storage 
site in tire. event of an area-wide disruption or disaster; and 

(ii) 1he. organization outlines explicit.111 i1igation. actions.for. organization identified 
accessibility problems to. the. alternate storage. site. in the event of an area-wide 
disruption or disaster .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [S£L£CT FROM: Contingency. planning. policy;. contingency. plan; procedures addressing 
alternate storage sites; alternate. storage. site ; mitigation actions. for. accessibility. problems to. 
the. alternate storage. site;. other relevant documents or records]. 
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FAMILY:. CONTINGENCY PLANNING . . . CLASS~ OPERATIONAL 

ASSESSMENT PROCEDURE 

CP·7. ALTERNATE PROCESSING SITE 

CP-7.1 ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the. organization establishes. an alternate. processing site;. 

(ii). the organization de.fines. the. time. period.for achieving the. recovery. time. objectives. 
within ·,vhich processing must be. resumed. at the. alternate processing. site:. 

(iii) the organization includes necessary alternate processing site. agreements to permit 
the resumption of information system operations for essential. missions and business. 
function.1· within organization-defined time. period; and 

(iv) the equipment and supplies required to resume. operations are available. at the. 
alternate. site. or. contracts. are. in place. to. .w-1pport delive1y. to. the site in. time. to 
support the organization-defined time period.for resumption. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM; Contingency. planning policy;. contingency. plan; procedures addressin.g 
alternate processing sites; alternate processing site. agreements; security plan; spare 
equipment and supplies. at alternate. processing. site; equipment and supply. contracts;. 
service. level agreements; other. relevant documents. or records]. 

CP-7(1) . ALTERNATE PROCESSING SITE 

CP·7(1).l ASSESSMENT. OBJECTIVE: 

Determine. if: 

(i) the contingency plan identifies the. primary processing site. hazards;. and 

(ii) the alternate. processing site. is. separated from the. primmy processing site. so as not. 
to. be. susceptible. to the. same. hazards identified at the. prima1y site .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Contingency planning policy; contingency plan; procedures addressing 
alternate. processing. sites; alternate. processing. site; other. relevant documents. or. records] .. 

CP-7(2) . ALTERNATE PROCESSING SITE 

CP-7(2).1. ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the org{/)1ization. identifies potential accessibility problems to the alternate 
processing site in. the. event. of an. area-wide. disruption. or disaster;. and 

(ii) the organization outlines explicit mitigation action sf or organization identified 
accessibility problems to the alternate.processing site in the event of an. area-wide. 
disntption or disaster .. 

POTENTIAL ASSESSMENT. METHODS AND OBJECTS: 

Examine: [SELECT FROM: Contingency planning policy; contingency plan; procedures addressing 
alternate. processing. sites; alternate. processing. site; other. relevant documents. or records) .. 
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CP·7(3) . ALTERNATE PROCESSING SITE 

CP-7(3).1 ASSESSMENT OBJECTIVE~ 

Determine. !f the. organization. develops alternate processing site. agreements. that contain. 
priority-<4-service provisions in. accordance with the. organization's availability 
requirements. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Contingency planning policy; contingency plan; procedures addressing 
alternate. processing. sites; alternate. processing site agreements:. other relevant documents 
or records]. 

CP-7(4) . ALTERNATE PROCESSING SITE 

CP-7(4).1 ASSESSMENT. OBJECTIVE~ 

Determine. if the. alternate.processing site. is configured so. that. it. is ready to. be. used as the 
operational slte. to. support essential missions. and business functions .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM: Contingency planning policy; contingency plan; procedures addressing 
alternate processing. sites; alternate processing site; alternate processing site agreements; 
other. relevant documents. or records) .. 

Test [SELECT FROM: Information system at the alternate. processing site]. 

CP-7(5) . ALTERNATE PROCESSING SITE 

CP-7(5).1 ASSESSMENT OBJECTIVE:. 

Determine if the alternate processing site provides information security measures 
equivalent. to. that. of the primary sire .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Contingency planning policy; contingency plan; procedures addressing 
alternate. processing. sites; alternate. processing site; other. relevant documents. or records) .. 
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FAMILY:. CONTINGENCY PLANNING .. . CLASS:. OPERATIONAL 

CP-8. 

CP-8.1. 

CP-8(1) . 

CP-8(1).1 

APPENDIX F-CP 

ASSESSMENT. PROCEDURE 

TELECOMMUNICATIONS SERVICES 

ASSESSMENT. OBJECTIVE: 

Determine. if:. 

(i) the. organization establishes alternate teleconununications services to support. the. 
i11formarion sys1e111;. 

(ii) the. organization defines in the. time. period within which resumption of information 
system operations must take. place;. and 

(iii) the. organization establishes necessary altema/e 1elecommunications service 
agreements lo. permit the resumption of telecommunications services for essential 
1nissions and business.functions within the orga11izatio11-defined time period when 
the. primary telecommunications capabilities are unavailable. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM; Contingency planning. policy; contingency plan; procedures addressing 
alternate. telecommunications. services;. security plan;. primary. and alternate. 
telecommunications service agreements; list of. essential missions. and business. functions; 
other. relevant documents. or records) .. 

TELECOMMUNICATIONS SERVICES 

ASSESSMENT OBJECTIVE:. 

Determine if: 
(i) the organization develops primary and alternate telecommunications service. 

agreements that contain priority-of service provisions in accordance with 
organiza1ional availability requirements; and 

(ii) 1he organization requests. Telecommunications Service Priority for all 
telecommunications services used.for national security emergency preparedness in 
the event. that the.prim.ary and/or alternate telecommunications services are. 
provided by a common carrier. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Contingency. planning. policy; contingency plan; procedures addressing 
alternate telecommunications services; primary and alternate telecommunications. service 
agreements; Telecommunications. Service Priority. documentation; other relevant 
documents or. records). 
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CP·8(2} .. 

CP-8(2).1 

CP-8(3) 

CP·8(3).1 

CP-8(4} 

CP-8(4).1 

APPENDIX F-CP 

TELECOMMUNICATIONS SERVICES 

ASSESSMENT. OBJECTIVE:. 

Determine if the. organization. obtains. alternate. telecommunications services with. 
considerationfor reducing the. likelihood of sharing a single point offailure with primmy 
telecommunications services .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS~ 

Examine:_ [SELECT FROM: Contingency planning policy; contingency plan;. procedures addressing 
alternate. telecommunications. services; primary. and. alternate. telecommunications. service 
agreements; other. relevant documents. or records). 

Interview: [SELECT FROM.: Organizational. personnel with. contingency. planning. and plan 
implementation responsibilities; telecommunications service. providers). 

TELECOMMUNICATIONS_ SERVICES_ 

ASSESSMENT_ OBJECTIVE:_ 

Determine if 

(i) the. organization identifies the primary. provider's telecommunications service. 
hazards; and 

(ii) the. alternate telecommunications service providers are sepc1rated.fi·om the primary 
telecommunications. service. providers so. as not to. be. susceptible to. the same. 
hazards. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Contingency planning. policy; contingency plan; procedures addressing. 
alternate telecommunications_ services; primary and_ alternate_ telecommunications_ service 
agreements; alternate telecommunications service provider's. site; primary. 
telecommunications_ service provider's site; other_ relevant documents. or records). 

Interview: [SELECT FROM: Organizational. personnel with contingency planning. and plan 
implementation responsibilities; telecommunications. service. providers). 

TELECOMMUNICATIONS SERVICES 

ASSESSMENT_ OBJECTIVE:. 

Determine. if the organization requires primary. and alternate telecommunications service 
providers. to have contingency plans .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Contingency planning, policy;_ contingency_ plan; procedures addressing 
alternate telecommunications services; primary and alternate. telecommunications. service 
agreements; other. relevant documents or records] .. 

Interview:_ [SELECT. FROM.: Organizational. personnel with_ contingency planning, plan implementation, 
and. testing responsibilities; telecommunications service. providers] .. 
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FAMILY:. CONTINGENCY PLANNING ... .. CLASS: OPERA TIONAl 

CP-9 

CP-9.1. 

CP-9.2 

APPENDIX F-CP. 

ASSESSMENT PROCEDURE 

INFORMATION SYSTEM. BACKUP 

ASSESSMENT. OBJECTIVE~ 

Determine if: 

(i) the. organization defines the.frequency of conducting user-level information backups 
10. support. recovery time. objec1ives and recoverypoinr objec1ives;. 

(ii) the. organization defines the.frequency of conducting system-level information. 
backups to support recovery tfrne. objectives and recovery point objectives; 

(iii) 1he. organization defines the frequency of conducting information. system 
documentation backups (including security-related information) lo support recovery 
time objectives and recovery point objectives; 

(iv) 1he. organization backs up user-level information in accordance with the. 
organization-defined frequency; 

(v) 1he organization. backs up system.-level it~formation in. accordance. with the 
organization-defined.frequency; and 

(vi) 1he organization backs up information sys1em documentation in. accordance. wi1h the 
organiza1ion-dejinedfrequency .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Contingency. planning. policy; contingency plan; procedures. addressing 
information. system backup; security. plan; backup. storage location(s); information system 
backup logs. or records; other relevant documents or records]. 

Interview: [SELECT FROM: Organizational personnel with information system backup responsibilities]. 

ASSESSMENT OBJECTIVE: 

Determine if the. orga11ization protects the. confidentiality a11d in1egrity of backup 
informalion. at !he. storage location. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS:. 

Examine:. [SELECT FROM: Contingency planning policy; contingency plan; procedures addressing 
information system backup;. information system. design documentation; information system 
configuration settings and associated documentation; backup storage location(s); other 
relevant documents. or records]. 

Interview:. [SELECT FROM.: Organizational personnel with. information system backup responsibil ities]. 
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CP·9(1) 

CP-9(1).1. 

CP-9(2} .. 

CP·9(2).1. 

CP-9(3} .. 

CP·9(3).1. 

CP·9(4) .. 

CP-9(4).1. 

APPENDIX F-CP. 

INFORMATION SYSTEM. BACKUP 

ASSESSMENT. OBJECTIVE:. 

Determine !f" 
(i) the organization defines the frequency of information system backup testing; and 

(ii) the. organization con.ducts information system backup testing in accordance. with 
organization-defined.frequency to. verify backup. media. reliability. and information. 
integrity. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT: FROM; Contingency planning policy; contingency plan; procedures addressing. 
information system backup; security plan; inf·ormation system backup test results; backup 
storage location(s); other relevant documents or records] .. 

INFORMATION SYSTEM. BACKUP 

ASSESSMENT. OBJECTIVE: 

Determine if the. organization uses a sample of backup information in the restoration of 
selected information. system functions as part of contingency plan testing. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM: Contingency. planning policy; contingency plan; procedures addressing 
information system backup; Information system backup test results; contingency. plan. 
testing and/or exercise. documentation; contingency. plan test results; other relevant 
documents or. records] .. 

INFORMATION SYSTEM. BACKUP 

ASSESSMENT. OBJECTIVE: 

Determine if the organization stores backup copies of operating syste1n and other critical 
information systen1 software, as well as copies of the information system inventory 
(including hardware, software, and.firmware components). in a separate.facility or in a . 
.fire-rated container that is not collocated with the operational system. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine: (SELECT FROM: Contingency. planning policy;. contingency. plan; procedures addressing 
information system backup; backup storage location(s); other relevant documents or 
records] .. 

Interview:. [SELECT FROM.: Organizational. personnel. with contingency planning. and plan 
implementation responsibilities; organizational. personnel with. information system backup 
responsibilities). 

INFORMATION SYSTEM. BACKUP. 

[Withdrawn:. Incorporated. Into CP-9). 

ASSESSMENT. OBJECTIVE: 

[Withdrawn:. lnc<Jrporated. into CP-9). 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

[Withdrawn:. lncmporated into CP-9]. 
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CP·9(5} .. 

CP-9(5).1 

CP-9(6} ... 

CP-9(6).1 

APPENDIX F-CP. 

INFORMATION SYSTEM BACKUP. 

ASSESSMENT. OBJECTIVE:. 

Determine (f", 

(i) the organization de.fines the time period and rate. of transferring information system 
backup information to the alternate storage site to support recovery time. objectives 
and recovery point objectives;. and 

(ii) the organization transfers information system backup information to the alternate 
storage. s ite. in accordance with the organization-defined frequency and tran~f'er 
rate .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Contingency planning policy; contingency. plan; procedures addressing. 
information system backup; security plan; information system backup test results;. alternate. 
site service. agreements; backup storage location(s); other. relevant documents or. records]. 

INFORMATION SYSTEM. BACKUP. 

ASSESSMENT. OBJECTIVE: 

Determine (f', 

(i) the organization maintains a redundant, secondary backup system that is not 
collocated. with the.primary backup. system .for the infonnation. system; and 

(ii) the redundant,. secondary backup system can be activated lO acco1nplish. i1if'ormation 
system backups without. causing loss of information or disruption to the operation. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Contingency. planning policy;. contingency. plan; procedures. addressing 
information system backup; information. system backup test results; contingency plan test 
results; contingency plan testing and/or exercise documentation; secondary backup storage. 
location(s); redundant secondary. system for. information system backups; other relevant 
documents. or. records). 
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FAMILY:. CONTINGENCY PLANNING ... CLASS:. OPERA TIONAl 

CP-10 

CP-10.1 

CP-10(1) 

CP-10(1).1 

CP-10(2) 

CP-10(2).1 

APPENDIX F-CP 

ASSESSMENT. PROCEDURE 

INFORMATION SYSTEM RECOVERY AND RECONSTITUTION 

ASSESSMENT. OBJECTIVE: 

Determine if the organization provides automated mechanisms and/or manual procedures 
for the.recovery and reconstitution of the information system. to known state after a. 
disruption, compromise, or.failure. 

POTENTIAL ASSESSMENT. METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: Contingency. planning policy; contingency. plan; procedures addressing 
information system recovery. and reconstitution; information system configuration settings 
and associated. documentation; Information system design documentation; other relevant 
documents or records). 

Test: [SELECT FROM: Automated. mechanisms. and/or manual procedures for implementing information 
system recovery. and. reconstitution operations]. 

INFORMATION SYSTEM RECOVERY AND. RECONSTITUTION 

[Withdrawn: Incorporated into CP-4(4)). 

ASSESSMENT OBJECTIVE: 

[Withdrawn: Incorporated into CP-4(4)]. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

(Withdrawn:. Incorporated into. CP-4(4)). 

INFORMATION SYSTEM RECOVERY. AND. RECONSTITUTION 

ASSESSMENT OBJECTIVE: 

Determine if the. information system implements transaction recovery.for systems that. are 
transact ion-based. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

E.xamlne:. [SELECT FROM: Contingency planning policy; contingency plan; procedures addressing 
information system. recovery and. reconstitution; information system design documentation;. 
information system configuration settings and associated documentation:. contingency plan 
test results; other. relevant documents. or records], 

Test: [SELECT FROM: Automated. mechanisms implementing transaction recovery capability]. 
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CP-10(3) INFORMATION SYSTEM RECOVERY AND. RECONSTITUTION 

CP-10(3).1 ASSESSMENT OBJECTIVE:. 

Determine.({". 

(i) the. organization defines in the. security plan,. explicitly OI'. by reference, the. 
circumstances that can inhibit reco ve1y. a11d reconstitution of the. information system. 
to. a known state; and 

(ii) the organization provides compensating security controls for organization-defined 
circumstances that can inhibit recovery and reconstitution of the information sys I em 
to. a known state .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine:. [SELECT FROM: Contingency. planning. policy;. contingency. plan; procedures addressing 
information system recovery and reconstitution; contingency. plan test procedures;. security 
plan;. other relevant documents or. records]. 

Interview: [SELECT FROM:. Organizational personnel. with information system recovery. and 
reconstitution responsibilities]. 

CP-10(4) INFORMATION SYSTEM RECOVERY AND RECONSTITUTION 

CP-10(4).1 ASSESSMENT OBJECTIVE~ 

Determine. if. 

(i) the organization defines the. time-periods within which information system 
components must he reimagedfrom configuration-controlled and integrity-protected 
disk images representing a secure,. operational state.for the components;. and 

(ii) the. organization provides the. capability to re image information system. components .. 
within organization-defined time-periods,.from cor(figuration-controlled and 
integrity -protected disk images representing a secure, operational state for the. 
components. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM; Contingency planning. policy; contingency plan; procedures addressing 
information system recovery and. reconstitution; information system design documentation;. 
information system. configuration settings. and associated documentation;. other. relevant 
documents or. records]. 

Interview:. [SELECT. FROM.'. Organizational. personnel. with information system recovery. and 
reconstitution responsibilities]. 
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CP-10(5) 

CP-10(5).1. 

CP-10(6) 

CP-10(6).1 

APPENDIX F-CP 

INFORMATION SYSTEM RECOVERY AND. RECONSTITUTION 

ASSESSMENT OBJECTIVE~ 

Determine. (f', 

(i) the. organization defines the type of failover capability for the information system 
(including whether the capability will be real-time. or near real-time); and 

(ii). 1he. organization provides the organizc11ion-defined f ailover capability. for the 
informar.ion sys/em. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT: FROM: Contingency planning. policy;. contingency. plan; procedures addressing 
information system recovery and reconstitution; security plan; other relevant documents or 
records]. 

Interview: [SELECT. FROM: Organizational personnel. with information system recovery and 
reconstitution responsibilities] .. 

Test: [SELECT: FROM.: Failover capability. for. the information system]. 

INFORMATION SYSTEM RECOVERY AND RECONSTITUTION 

ASSESSMENT_ OBJECTIVE: 

Detennine if the. organization protects. backup and res/oration hardware, firmware, and 
software. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT. FROM: Contingency planning policy; contingency plan; procedures addressing 
information system recovery. and reconstitution; location(s) of backup and. restoration. 
hardware, firmware, and software; other relevant documents or records]. 

Interview:. [SELECT FROM:. Organizational. personnel. with. information system. recovery. and 
reconstitution responsibiliiies]. 
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FAMILY:. IDENTIFICATION AND. AUTHENTICATION . CLASS: .. TECHNICAL 

ASSESSMENT. PROCEDURE 

IA-1 IDENTIFICATION, AND AUTHENTICATION POLICY AND. PROCEDURES. 

IA-1 .1 ASSESSMENT OBJECTIVE: 

Determine. if:. 

(i) the organization develops andformally documents identification and authentication 
policy;. 

(ii) the organization. identification and authentication policy addresses: 

- purpose; 
. scope; 
. roles and responsibilities; 
. managemelll. commitment; . 
- coordination among organizational entities; and 
. compliance; 

(iii) the organization disseminates formal documented identification and awhentication 
policy to elements within the organization having associated identification and 
authentica1ion roles and respomibifities; 

(iv) the organization develops and formally docum.ents. identification and authentication 
procedures; 

(v) 1he organization iden1ificatio11 and authentica1io11 procedures facilitate 
implementation of the. ident!fication and authentication policy and associated 
identification. and authentication controls; and 

(vi) 1he organization disserninates formal documented icle11tification and awhentication 
procedures to elements within the organization having associated identification and 
authenticalion roles and responsibilities. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 
Examine:. [SELEC7: FROM: Identification and authentication policy and. procedures; other relevant 

documents or records]. 
Interview:. [SELECT FROM.: Organizational personnel. with identification and. authentication 

responsibilities). 

IA·1 .2. ASSESSMENT OBJECTIVE: 

Derermine if" 

(i). 1he organization. de.fines the.frequency of identifica1ion and aurhenlicatio11.policy. 
reviews!upda/es; 

(ii) !he orga.11.ization reviews!updares identifica1ion and authentication policy in 
accordance wi!h. organiwtion-de.finedfi·equency; and 

(iii) . the organization de.fines the.frequency of identification and authentication 
procedure. reviewslupda1es; . 

(iv) . !he organization reviews/updates identification. and authentication procedures in 
accordance wilh. organization-defined frequency. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELEC"T: FROM: Identification and authentication policy. and procedures; other relevant 
documents. or records]. 

Interview:. [SELECT FROM:. Organizational personnel. with identification and. authentication 
responsibilities). 
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FAMILY: IDENTIFICATION AND.AUTHENTICATION CLASS:. TECHNICAL 

ASSESSMENT PROCEDURE 

IA-2 IDENTIFICATION AND. AUTHENTICATION (ORGANIZATIONAL USERS). 

IA-2.1. ASSESSMENT OBJECTIVE~ 

Determine. if the. information system uniquely identifies and authenticates organizational 
users (or processes acting on behalf of organizational users). 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Identification and authentication policy; procedures addressing. user. 
identification and authentication; information system design documentation; information 
system configuration settings and associated documentation; information system audit 
records; list of. information. system accounts; other relevant documents. or records]. 

Test:. [SELECT. FROM: Automated mechanisms implementing. identification and authentication capability. 
for the. information system]. 

fA-2(1) ... . IDENTIFICATION AND AUTHENTICATION. (ORGANIZATIONAL USERS). 

IA-2(1).1 ASSESSMENT OBJECTIVE~ 

Determine if the i17;formation system uses. multifacto1'. authentication for. network access to 
privileged accounts. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS~ 

Examine:. (SELECT. FROM: Identification and. authentication policy;. procedures addressing user 
identification and. authentication;. information system design documentation; information 
system configuration. settings. and associated documentation; list of. privileged information. 
system accounts: other relevant documents. or records]. 

Test: [SELECT FROM: Automated. mechanisms. implementing identification and authentication. capability. 
for the. information system]. 

IA-2(2) IDENTIFICATION AND. AUTHENTICATION (ORGANIZATIONAL USERS). 

IA-2(2).1 ASSESSMENT OBJECTIVE:. 

Determine. if the. informa1ion. sys/em uses mul1ifac101'. authe/1/ication for. ne1work access to. 
non-privileged accounts .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Identification and. authentication policy; procedures addressing. user 
identification and authentication; information system design documentation; information 
system configuration sett ings and. associated documentation; list of non-privileged 
information system accounts; other relevant documents. or records]. 

Test:. [SELECT. FROM: Automated. mechanisms. implementing. identification and. authentication capability. 
for the information system]. 
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IA·2(3) .... 

IA-2(3).1 

IA·2(4) 

IA·2(4).1 

IA·2(5) 

IA·2(5).1 

APPENDIX F-IA 

IDENTIFICATION AND. AUTHENTICATION. (ORGANIZATIONAL, USERS) 

ASSESSMENT OBJECTIVE: 

Determine if the information system. uses mu It if actor authentication.for local. access. to. 
privileged accou/'lfs. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM; Identification and. authentication policy; procedures. addressing. user. 
identification and. authentication; information system design documentation; information 
system configuration settings and. associated documentation; list of privileged information 
system accounts; other relevant documents. or records]. 

Test:. [SELECT FROM: Automated mechanisms. implementing identification and. authentication capability. 
for. the. information. system]. 

IDENTIFICATION. AND AUTHENTICATION. (ORGANIZATIONAL USERS) 

ASSESSMENT OBJECTIVE: 

Determine. if the. information system. uses. 111ul1ifactor c11~tlrentication.for focal access. to. 
non-privileged accounis .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM; Identification and authentication policy; procedures addressing. user 
identification and authentication; information system design documentation; information 
system configuration settings and. associated. documentation; list of. non-privileged 
information system accounts; other relevant documents or records]. 

Test: [SELECT. FROM: Automated. mechanisms implementing Identification and authentication capability 
for the information system]. 

IDENTIFICATION. AND. AUTHENTICATION (ORGANIZATIONAL USERS) 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the. organization allows the, use. o,f group. authenticators. only when used in. 
conjunction with an individual/unique. authenticator; and 

(ii) the orgc1.nization requires individuals to be authenticated with an individual 
authenticator prior to. using a. grouv. authenticator. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM; Identification and. authentication policy; procedures addressing user 
identification and authentication; information system design documentation; information. 
system configuration. settings and associated documentation; other. relevant documents. or 
records], 

Test:. [SELECT. FROM: Automated. mechanisms implementing identification. and. authentication capability 
for the. information. system]. 
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IA·2(6). 

IA-2(6).1 

IA·2(7) 

IA·2(7).l 

IA-2(8) . 

IA·2(8).1 

APPENDIX F-IA 

IDENTIFICATION AND. AUTHENTICATION (ORGANIZATIONAL USERS). 

ASSESSMENT OBJECTIVE: 

Determine. !f the. information. system. uses. multifa.ct01'. authenticationfor. network. access. to. 
privileged accou/'lfs where. one. of the factors is provided by a. device. separate.from the. 
h1formation system being accessed .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Identification and authentication policy; procedures addressing user 
identification and. authentication:. information system design documentation; information 
system configuration settings and associated documentation; list of privileged information 
system accounts; other relevant documents or records]. 

Test:. [SELECT FROM: Automated mechanisms. implementing identification and. authentication capability 
for. the information system]. 

IDENTIFICATION AND. AUTHENTICATION (ORGANIZATIONAL USERS). 

ASSESSMENT OBJECTIVE~ 

De/ermine. if the information system uses mul1ifactor authenticarionJor network access. to 
non-privileged accoun1s where one of 1he factors is provided by a device separatefrom 
the. information system being accessed. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine: [SELECT FROM: Identification and authentication policy; procedures addressing user 
identification and authentication;. information system design documentation; information 
system configuration settings and associated documentation; list of non-privileged 
information. system accounts; other relevant documents. or records]. 

Test: [SELECT FROM: Automated mechanisms. implementing identification and authentication capability. 
for the information system]. 

IDENTIFICATION AND. AUTHENTICATION (ORGANIZATIONAL USERS) 

ASSESSMENT OBJECTIVE: 

Determine. if 

(i) 1he orga.nization defines. the replay-resistant authentication. mechanisms to be used 
for network access ro. privileged accounts;. and 

(ii) !he informalion system uses !he. organization-defined replay-resistant authenlicalion 
mechanismsfot'. network access to privileged accoun.1s .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Identification and aut hentication policy; procedures addressing. user 
identification and authentication; information system design documentation; information 
system configuration. settings. and. associated documentation~ list of. privileged information 
system. accounts; other relevant documents or records). 

Test: [SELECT FROM: Automated mechanisms. implemernting identification and authentication capability 
for the information system]. 
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IA·2(9). 

IA-2(9).1 

APPENDIX F-IA 

IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS). 

ASSESSMENT OBJECTIVE~ 

Determine.({". 

(i) the organization defines the replay-resistant authentication mechanisms 10 be. used 
for network access to non-privileged accounts; and 

(ii) the info,.mation system uses the. organization-defined replay-resistant. authentication. 
mechanisms for network access to non-privileged accounts. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: Identification and. authentication policy;. procedures. addressing. user. 
identification and authentication;. information system design documentation; information 
system configuration settings and associated documentation; other relevant documents or 
records] .. 

Test:. [SELECT. FROM.: Automated. mechanisms. implementing. identification and. authentication capability. 
for. the information system] .. 
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FAMILY:. IDENTIFICATION AND AUTHENTICATION ... CLASS:. TECHNICAL 

IA-3. 

IA-3.1 

IA-3(1). , 

IA-3(1).1. 

APPENDIX F·IA 

ASSESSMENT PROCEDURE 

DEVICE IDENTIFICATION AND. AUTHENTICATION. 

ASSESSMENT OBJECTIVE:, 

Determine if:. 

(i) the organization de.fines the. specific and/or types of devices for which identification 
and authentication is required before es1t1blishi11g a connection ro. the information 
system;. and 

(ii) the information system uniquely identifies and authentica1es 1he. organization-
defined devices. before. establishing a connec1ion to the information system. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Identification and authentication policy; procedures addressing device 
identification and. authentication;. information. system design documentation;. list of. devices 
requiring unique identification and authentication; device. connection reports; information 
system configuration settings and associated documentation; other relevant documents or 
records] .. 

Test: [SELECT FROM.: Automated mechanisms implementing. device identification and authentication]. 

DEVICE IDENTIFICATION AND. AUTHENTICATION, 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i} !he informal ion sys/em au1hen1ica1es devices before es1ab/ishi11g remo1e ne1work 
connec1ions. using bi-direc1ional. authentica1ion. be1ween. devices that is 
cryptographically based; and 

(ii) the. information system. au1hen1icates. devices be.fore establishing wireless ne1work 
connections. using bi-direc1ional.authentication. be/Ween. devices. that is 
c1)1ptographically based. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Identification and authentication policy;. procedures. addressing device. 
identification and. authentication;. information system design documentation; device 
connection reports; information system configuration settings and associated 
documentation;. other. relevant documents. or. records] .. 

Test:. [SELECT FROM.: Automated mechanisms implementing device. identification and aulhentication] .. 
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IA·3(2) .. DEVICE IDENTIFICATION AND. AUTHENTICATION. . 

IA-3(2).1 ASSESSMENT OBJECTIVE: 

Determine. !f the infonnation. system. authenticates. devices. before establishing network 
connections. using bidirectional authentication between devices that is cryptographically 
based. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: Identification and. authentication policy; procedures addressing device 
identification and authenticalion: information system design documentation:. device 
connection reports; information system configuration settings and. associated. 
documentation;. other relevant documents or. records]. 

Test: [SELECT FROM.: Automated mechanisms. implementing device identification and authentication). 

IA·3(3) DEVICE IDENTIFICATION AND. AUTHENTICATION. 

IA·3(3).t ASSESSMENT OBJECTIVE~ 

Determine if 

(i) 1he organization. standardizes. with regard to dynamic address al/oca1ion, Dynamic 
Host Comrol Protocol (DHCP) lease. information and the time assigned 10 DHCP-
enabled. devices; cmd 

(ii) the organization audits DHCP lease. information (including IP addresses) when. 
assigned to a DHCP-enabled devices. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: Identification and. authentication policy; procedures addressing device 
identification and authentication; information system design documentation; information 
system configuration. settings. and associated. documentation; DHCP lease information; 
device connection reports ~ other rel~vant documents or records]. 
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FAMILY: IDENTIFICATION AND. AUTHENTICATION . CLASS:. TECHNICAl 

IA-4. 

IA-4.1 

IA-4(1 ) .. 

IA-4(1).1. 

APPENDIX F-IA 

ASSESSMENT PROCEDURE 

IDENTIFIER MANAGEMENT 

ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organization de.fines the time period.for preventing reuse. of user or device 
identifiers;. 

(ii) the organization defines the time period of inactivity after which a user identifier is 
to be disabled; and 

(iii) the organization manages information system ident!f iersfor users and devices by:. 

- receiving authorizationfrom a. designated organizational official ro assign a user 
or device identifier; 

- selec1ing an. identifier !hat. uniquely idemijles an individual. 0 1: device; 

- assigning the user identifier to the. inte1uled party or the device. identifier to. the 
intended device; 

- preventing reuse. of user or device. idenrijiersfor rhe. organization-defined rime. 
period;. and 

- disabling the. user identifier after the organization-defined time period of 
inactivity. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Identification and. authentication policy; procedures addressing identifier 
management; procedures addressing account management; security. plan; information 
system design documentation;. information system configuration settings and associated 
documentation; list of information system accounts; list of identifiers generated from 
physical access control devices; other relevant documents. or records]. 

Interview:. [SELECT FROM: Organizational personnel with identifier. management responsibilities]. 

IDENTIFIER MANAGEMENT. 

ASSESSMENT OBJECTIVE: 

Determine if organization prohibits the use. o.f information. system account 
identifiers as public identifiers for user electronic mail accounts (i.e., user 

identifier portion of the e lectronic mail address). 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Identification and. authentication policy; procedures addressing identifier. 
management; procedures. addressing. account management; information system design 
documentation;. information system configuration settings and. associated documentation; 
other relevant documents or. records]. 
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IA·4(2) IDENTIFIER MANAGEMENT 

IA-4(2).1. ASSESSMENT OBJECTIVE: 

Determine.({". 

(i) the organization requires. that registration to receive. a user ID and password 
include. authorization by a. supervisor; and 

(ii) 1he organization requires. !hat regis1ration to receive. a user ID. and password be. 
done in person before a designated registration authority. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM; Identification and authentication policy;. procedures. addressing. identifier 
management; procedures addressing account management; user 10. and password 
registration documentation; ID and. password authorization records; registration authority 
records; other relevant documents. or records] .. 

Interview:. [SELECT FROM: Organizational. personnel. with. identifier management responsibilities]. 

IA-4(3). IDENTIFIER MANAGEMENT 

IA-4(3).1. ASSESSMENT OBJECTIVE: 

Determine if the organization requires multiple forms of certification. of individual 
identification such (IS documentary evidence. or a combination of docu1nents and 
biometrics be presented to. the. registration authority. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. (SELECT FROM: Identification and authentication policy; procedures addressing identifier 
management; procedures addressing account management; identifier certification. 
documentation;. organizational. personnel. biometrics. records; other relevant documents. or 
records]. 

Interview:. [St'LECT !'ROM: Organizational personnel. with identifier management responsibilities]. 

IA-4(4) .. IDENTIFIER MANAGEMENT 

IA-4(4).1 ASSESSMENT OBJECTIVE:. 

Determine if'. 

(i) the organization defines the characteristic lO be used to ident(fy user status; and 

(ii) !he orga.nization manages user identifiers by uniquely iden.1ifying the. user with the. 
organization-defined characteristic identifying user status. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Identification and authentication policy; procedures addressing identifier 
management;. procedures addressing account management; list of characteristics 
identifying. user status; other. relevant documents. or records]. 
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IA·4(5). . IDENTIFIER MANAGEMENT. 

IA-4(5).1 ASSESSMENT OBJECTIVE: 

Determine if the information. system dynamically, manages:. 
- identifiers;. 
- Ct1tribu1es;. and 

- associated access ciuthorizcuions .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Identification and authentication policy; procedures addressing identifier 
management; information. system design documenlation; information. system configuration 
settings and associated documentation; other relevant documents. or records). 

Test: [SELECT FAOM: Aulomated. mechanisms implementing Identifier management functions] .. 
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FAMILY:. IDENTIFICATION AND AUTHENTICATION . CLASS: TECHNICAL 

ASSESSMENT PROCEDURE 

IA-5. AUTHENTICATOR MANAGEMENT 

IA-5.1 ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the organization defines the. tim.e period (by authenticator type). for 
changing/refreshing authenticators;. and 

(ii) the organization manages information system authenticators for users and devices 
by: 
. verifying,. as part of the initial authenticator. distribution, the. identity of the . 

individual and/or device. receiving the authenticator;. 

- establishing initial authenticator content.for authenticators. defined by the. 
organization;. 

. ensuring thar authenticators have. sufficienr strength of mechanism/or their 
intended use;. 

. establishing and implementing administrative procedures for initial 
authenticator distribution; 

. establishing and implementing administrative procedures/or lost/compromised 
Of'. damaged authenticators; 

. establishing and implementing administrative.proceduresfOI'. revoking 
authenticators; 

. changing dejt1ulr content. of a11thenticators. upon. information system. i11stallatio11; . 

. establishing minimum and maximum life time restrictions and reuse conditions 
for authenticators (if deemed to be. appropriate by the organization); 

. changing/refreshing awhenticarors. in accordance. wirh the. organizarion-definecl 
time period by authenticator type; 

. protecting authenticator contemfrom unauthorized disclosure and modification; 
and 

. requiring users to. rake,. and having devices implement .. specific measures to . 
safeguard authenticators .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELEC7: FROM: Identification and authentication policy; procedures. addressing. authenticator 
management; information system design documentation; information system configuration 
settings and associated documentation; list of information system accounts; other relevant 
documents. or records]. 

Interview:. [SELEC7: FROM.: Organizational personnel with responsibilities for. determining initial 
authenticator content]. 

Test [SELECT FROM: Automated mechanisms. implementing authenticator management functions] . 
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IA-5(1) AUTHENTICATOR MANAGEMENT. 

IA-5(1).1. ASSESSMENT OBJECTIVE:. 

Determine.({". 

(i) the. organization de.fines the minimum. password complexity requirements. to be. 
enforced fol'. case. sensitivity, the. number of characters, and the. mix of upper-case 
letters .. lower-case. letters .. numbers. and special characters in.eluding minimum. 
requirementsfol'. each 1ype; 

(ii). 1he. organization defines. the minimum. number. of characters. that must. be. changed 
when new.passwords are. created; 

(iii) the orga.nization defines !he restrictions to be enforced for password minimum 
lifetime and password maximum lifetime. parameters;. 

(iv) the. organization defines. the number of generations.for which password reuse is 
prohibited; and 

(v) !he information system.for password-based autheruication.:. 

- et!forces the. minimum. password complexity standards that meet. the. 
organization-defined requirements; 

- enforces the. organizcuion-defi11ed minimum number of characters tha1 must be 
changed when new passwords are created;. 

- encrypts passwords in storage and in transmission; 

- er!forces the organization-defined restrictionsfor password 1ninimum lifetime 
and password maximum. lifetime. parameters;. and 

- prohibits password reuse.for. /he. organization-de.fined numbel'. of generations .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Identification and authentication policy; password policy; procedures 
addressing authenticator management; security plan; information. system design 
documentation; information system configuration settings and associated documentation; 
other. relevant documents. or records). 

Test:. [SELECT. FAOM: Automated mechanisms. implementing authenticator management functions] .. 
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IA-5(2) 

IA-5(2).1 

IA-5(3) 

IA-5(3).l 

APPENDIX F-IA 

AUTHENTICATOR MANAGEMENT. 

ASSESSMENT OBJECTIVE: 

Determine. if the. infonnation system, for PKl-based authentication: 

- validates certificates by constructing a certification path with status information to an 
accepted trust anchor; 

- enforces awhorized access 10 the corresponding private key; and 

- maps the. au1hen1ica1ed. idenlity to. 1he. user. accoum .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Identification and. authentication policy;. procedures. addressing authenticator. 
management;. security plan; information system design documentation; information system 
configuration settings and associated.documentation; PKI cerlification revocation lists; other. 
relevant documents or records]. 

Interview:. [SELECT. FROM: Organizational personnel with. responsibilities for PK I-based authentication. 
management]. 

Test: [SELECT. FROM.: Automated mechanisms implementing PK I-based authenticator management 
functions]. 

AUTHENTICATOR MANAGEMENT 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) !he organization defines the 1ypes of and/or specific. au1hen1ica10rs for which 1he 
registration process. must be carriecl out. in person before a designated registration 
authority with authorization by a designated organizational official; and 

(ii). 1he. organizalio11. requires !hat. the. registralim~ process. to. receive. organization-
defined types of and/or specific authenticators he. carried out in person before. a 
designated regis1ration authority with authorization by a designated organizational 
official (e.g .. a. supervisor). 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Identification and authentication policy; procedures addressing authenticator. 
management; list of authenticators that require in-person registration; authenticator 
registration documentation;. other relevant documents. or records]. 

Interview:. [SELECT FROM.: Organizational personnel. with. authenticator management responsibil ities]. 
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IA-5(4). 

IA-5(4).1 

IA·5(5) 

IA-5(5).1 

IA·5(6) .. 

IA-5(6).1 

APPENDIX F-IA 

AUTHENTICATOR MANAGEMENT 

ASSESSMENT OBJECTIVE:. 

Determine if the organization. e1nploys automated tools to determine if authenticators. are. 
sufficiently strong to resist attacks in.tended to discover or otherwise compromise the 
authenticators. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Identification and. authentication policy; procedures addressing authenticator. 
management:. information system design documenlation: information system.configuration 
settings and. associated. documentation: automated. tools. for testing authenticators; other 
relevant documents or records]. 

Interview: [SELECT FROM: Organizational personnel with authenticator management responsibil ities]. 

Test:. [SELECT FROM.: Automated. mechanisms for authenticator strength]. 

AUTHENTICATOR MANAGEMENT 

ASSESSMENT OBJECTIVE: 

Determine if the organization requires. vendors. and/01'. manufacturers of itiformation 
system. components to provide unique. authenticators or change default authen1icators 
prior lo delivery .. 

POTENTIAL ASSESSMENT. METHODS AND OBJECTS: 

Examine: [SELECT FROM: Identification and authentication policy; system and services acquisition 
policy; procedures. addressing. authenticator. management; procedures addressing the 
integration of security requirements into. the. acquisition process; acquisition documentation; 
acquisition. contracts. for. information. system procurements. or services;. other relevant 
documents or records] .. 

Interview: [SELECT FROM.: Organizational personnel with authenticator management responsibil ities; 
organizational personnel. with information system. security,. acquisition, and contracting 
responsibilities] .. 

AUTHENTICATOR MANAGEMENT 

ASSESSMENT OBJECTIVE: 

Determine if the. organizalion protects authenticators commensurate. with !he 
classification or sensitivity of the. information accessed.. 

POTENTIAL. ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: Identification and authentication policy; procedures. addressing authenticator. 
management; information, classification or. sensitivity. documentation; security catego.rization 
documentation for. the. information system; security assessments. of authenticator 
protections; risk assessment results; security plan; other. relevant documents. or. records] .. 

Interview:. [SELECT FROM: Organizational personnel with authenticator. management responsibil ities; 
organizational personnel Implementing and/or maintaining authenticator protections] .. 
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IA-5(7) 

IA-5(7).1 

IA-5(8) 

IA-5(8).1 

APPENDIX F-IA 

AUTHENTICATOR MANAGEMENT 

ASSESSMENT OBJECTIVE:. 

Determine. if the. organization ensures. that. unencrypted static. authenticators. are. not. 
embedded in applications or access scripts or stored onf unction keys. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS; 

Examine: [SELECT FROM; Identification and. authentication policy; procedures addressing. authenticator 
management; information system design documentation; information system configu ration 
settings and. associated documentation;. logical access scripts; application. code. reviews for. 
detecting unencrypted. static. authenticators; other relevant documents. or records]. 

AUTHENTICATOR MANAGEMENT 

ASSESSMENT OBJECTIVE: 

Determine. if:. 

(i) the. organization de.fines measures. taken to manage. the risk of compromise due. to 
individuals having accounts on multiple irlformation systems; and 

(ii) the. organization takes organizatio11-deji11ed measures to. manage. the. risk of 
compromise. due to individuals having accounts on multiple information systems .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Identification and. authentication policy; procedures. addressing authenticator. 
management; security plan; list of individuals. having accounts on. multiple information 
systems; list of measures intended. to manage risk of compromise. due to individuals having 
accounts on multiple information systems :. other relevant documents. or records]. 
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ASSESSMENT PROCEDURE 

IA-6. AUTHENTICATOR. FEEDBACK 

IA-6.1 ASSESSMENT OBJECTIVE:, 

Determine. if the information sys rem obscuresfeedback of authentication information 
during the authenJication process to. protect the information from possible 
exploi1ationluse. by. unau1horized individuals. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Identification and. authentication policy; procedures. addressing authenticator. 
feedback; information system design documentation; information system configuration 
settings and associated documentation; other relevant documents or records] .. 

Test:. [SELECT FROM.: Automated. mechanisms. implementing authenticator feedback). 
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IA-7. 

IA-7.1 

APPENDIX F·IA 

ASSESSMENT PROCEDURE 

CRYPTOGRAPHIC MODULE AUTHENTICATION. 

ASSESSMENT OBJECTIVE:, 

Determine. if the. information sys rem uses mechanismsfor. aurhen.tication to. a 
cryprographic module. that. meet. the. requirements of applicab/efederal laws,. Executive. 
Orders, directives, policies,. regulations. standards,. and guidance for such authentication. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Identification and. authentication pol Icy; procedures addressing cryptographic 
module. authentication; information system design. documentation; information system 
configuration settings and. associated. documentation;. other relevant documents or. records]. 

Test:. [SELECT. FROM.: Automated. mechanisms. implemernting cryptographic module. authenticatio·n). 
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ASSESSMENT PROCEDURE 

IA-8. IDENTIFICATION AND AUTHENTICATION.(NON-ORGANIZATIONAL USERS) 

IA-8.1. ASSESSMENT OBJECTIVE~ 

Determine if the information sys rem uniquely identifies and authenticates non-
organizational users (or processes acting on behalf of non-organizational users). 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT: FROM: Identification and aut hentication policy; procedures addressing user 
identification and authentication; information system design documentation; information 
system configuration settings and associated documentation; information system audit 
records; list of information. system accounts; other relevant documents. or records] . 

Test: [SELECT. FROM: Automated mechanisms implementing. identification and authentication capability 
for the. information system]. 
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IR-1 

IR-1 .1 

IR-1 .2. 

APPENDIX F·IR 

ASSESSMENT PROCEDURE 

INCIDENT RESPONSE POLICY AND. PROCEDURES. 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the organization develops andformally documents incident response policy; 

(ii) the organization incident response.policy. addresses:. 
. pu1pose; 

- scope;. 
. roles_ and responsibilities;_ 
. management commitment; 
. coordination among organizational entities;. and 
. compliance; . 

(iii) the organization disseminates formal docurnentecl incident response.policy. to 
elements. within. the. organization having associated incident. response. roles and 
responsibi Li ties; 

(iv) the organization develops and.fonnally documents incident response procedures; 

(v) the. organization. incident response procedures facilitate implementation of the 
incident. response. policy. and associated incident. response. controls; and 

(vi) the organization disseminatesformal documented incident. response.procedures to 
elements. within the. organization having associated incident. response roles. and 
responsibilities .. 

POTENTIAL ASSESSMENT METHODS_ AND OBJECTS: 

Examine: [SELECr FROM: Incident response policy. and procedures; other relevant documents or 
records]. 

Interview: [SELECT FROM: Organizational personnel with incident response, responsibilities). 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the. organization de.fines the.frequency of incident. response policy reviews/updates; 

(ii) the organization reviews/updates incident response_ policy in accordance with 
organization-dejinedfreq11ency; 

(iii) the organization defines the frequency of incident response procedure 
reviewslupda1es; and 

(iv) the organization reviews/updates incident. response.procedures. in accordance. with 
organization-defined frequency. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine: (SELECT FROM; Incident response policy. and procedures; other. relevant documents or 
records]. 

Interview:_ (SELECT FROM.: Organizational personnel with. incident response responsibilities). 
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ASSESSMENT PROCEDURE 

IR-2. INCIDENT RESPONSE. TRAINING 

IR-2.1. ASSESSMENT. OBJECTIVE~ 

Determine if: 

(i) the. organization identifies personnel with incident. response roles and 
responsibili1ies wilh respect to 1he information sys1em; 

(ii) the organization provides incident response training to personnel with incident 
response roles and responsibilities with respect 10 the information system; 

(iii) incident response training material addresses. !he procedures and acrivities 
necessary to fulfill idenrified organizational incident. response roles and 
responsibilities; 

(iv) the. organization defines the.frequency of refresher incident response training:. and 

(v) !he. organization provides refresher incident response training in accordance. with 
rhe organization-dejinedfrequency. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine: [SELEC7: FROM: Incident response policy; procedures. addressing incident response training; 
incident response training material; security plan; incident response plan; incident response 
training records; other relevant documents. or records]. 

Interview: [SELECT FROM.: Organizational. personnel with incident response training and operational. 
responsibilities]. 

IR-2(1). INCIDENT RESPONSE. TRAINING. 

IR-2(1 ).1 ASSESSMENT. OBJECTIVE: 

Determine if the. organization inc01porates simulated events into incident response. 
training to facilitate effective response by personnel in crisis situations. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS:. 

Examine: [SELEC7: FROM: Incident response policy; procedures addressing incident response training; 
incident response. training material; other relevant documents or. records] .. 

Interview:. [SELECT FROM: . Organizational personnel with incident response training and operational 
responsibilities] .. 

IR-2(2) INCIDENT. RESPONSE TRAINING. 

IR-2(2).1. ASSESSMENT. OBJECTIVE~ 

Determine. if the. organization employs. automated mechanisms to. provide a more 
lhorough and realistic incident response training environment. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 
Examine: [SELECT FROM; Incident response. policy; procedures. addressing incident response training; 

incident response training material ~ automated mechanisms supporting. incident response 
training; other relevant documents or records] .. 

Interview: [SELECT FROM: Organizational. personnel with incident response training and operational. 
responsibilities] .. 
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ASSESSMENT PROCEDURE 

IR-3. INCIDENT. RESPONSE TESTING. AND EXERCISES 

IR-3.1 ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organization defines incident response. tests/exercises;. 

(ii) the organization de.fines. the.ji'equency of incident response. tests/exercises;. 

(iii). the organization, tests/exercises the. incident. response capability for the. in.formation 
system icsing organization-defined tests/exercises in accordance with organization-
de.fined.frequency;. 

(iv) the organization documents the. results of incident response tests/exercises; and 

(v) the organization dezermines the effectiveness of the incident response. capabili.ty .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Incident response policy; procedures. addressing incident response. testing 
and exercises; security plan;. incident response testing material; incident response test 
resulls; incident response. plan; other. relevant documents or. records] .. 

Interview: (SELECT FROM: Organizational personnel with. incident response testing responsibilities]. 

IR-3(1) INCIDENT RESPONSE. TESTING AND. EXERCISES 

IR-3(1 ).1 ASSESSMENT. OBJECTIVE: 

Determine. if the organization employs automated mechanisms to more thoroughly and 
effectively rest/exercise the incident response. capability for the information system. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Incident response policy;. procedures. addressing incident response. te·sting 
and. exercises; security. plan; incident response testing. documentation; automated 
mechanisms. supporting incident. response tests/exercises; Incident. response. plan; other 
relevant documents. or. records). 

Interview: [SELECT FROM:. Organizational personnel with incident response testing responsibilities]. 
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ASSESSMENT PROCEDURE 

IR-4 INCIDENT HANDLING. 

IR-4.1. ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the. organization implements an incident handling capability/or security incidents 
Iha/. includes:. 
. preparation; . 

- detection and analysis; 

- containment; 

- eradication; and 
. recovery; 

(ii) the organization coordinates incident handling activities with. contingency planning 
activities; and 

(iii) the organization incorporates. lessons leam edfrom ongoing incident handling 
activities into: 

- incident response procedures: 

- training; and 
. testing/exercises; and 

(iv) the. organization implements the. resulting changes to incident response procedures, 
training and testing/exercise. accordingly .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Incident response policy; procedures addressing incident handling; incident 
response. plan;. other relevant documents or. records]. 

Interview:. [SELECT FROM.: Organizational. personnel with incident handling responsibilities; 
organizational personnel with contingency. planning responsibilities] .. 

Test: [SELECT FROM: Incident handling capability for the. organization]. 

IR-4(1). INCIDENT HANDLING. 

IR-4(1 ).1 ASSESSMENT OBJECTIVE:. 

Determine. if the organization. employs automated mechanisms to. support. the incident 
handling process. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Incident response policy; procedures addressing incident handling; 
automated mechanisms. supporting incident handling;. other relevant documents. or. records). 

Interview:. [SELECT FROM: Organizational. personnel with incident handling responsibilities]. 
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IR·4(2).1 

IR·4(3) 

IR·4(3).1 

IR·4(4) 

IR-4(4).1. 

IR·4(5) 

IR-4(5).1. 

APPENDIX F·IR 

INCIDENT HANDLING. 

ASSESSMENT OBJECTIVE: 

Determine. if the organization includes. dynamic recot!figuratio11 of the. ir(formation .~ystem. 

as part of the. incident response capability. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Incident response. policy; procedures addressing incident handling; 
automated mechanisms. supporting incident handling; other relevant documents or records). 

Interview:. [SELECT FROM.: Organizational personnel. with incident handling. responsibilities) .. 

INCIDENT HANDLING 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the organization ident(fies classes of incidents; and 

(ii) 1/ie. organization defines the. appropriate actions to take. in response to each clc1ss of 
incidents to. ensure. continuation of organizational. missions and business.functions .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT:FROM: Incident response policy; procedures addressing incident handling; 
automated mechanisms supporting. incident handling; security. plan; incident response plan; 
other. relevant documents. or records] .. 

Interview:. [SELECT FROM.: Organizational personnel. with incident handling. responsibilities) .. 

INCIDENT HANDLING. 

ASSESSMENT. OBJECTIVE:. 

Determine if the. organization correlates incident information. and individual incident 
responses. to. achieve. an. organizc1tion·wide. perspective. on incident. awareness. and 
response .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECr FROM: Incident response. policy;. procedures addressing incident handling; incident 
response. plan; automated mechanisms supporting incident handling; other relevant 
documents. or. records) .. 

Interview: [SELECT FROM:. Organizational personnel with incident handling responsibilities]. 

INCIDENT HANDLING 

ASSESSMENT OBJECTIVE~ 

Determine if:. 

(i) the organization de.fines a list of security violations. that,. if detected, initiate a 
cot!figurable capability to automatically disable. the information system; and 

(ii) the organization implements a. configurable capability to automatically disable. the 
ir!format.ion. system. if any of the organization-defined security violations. are. 
detected .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Incident response. policy; procedures addressing incident handling; 
automated mechanisms. supporting incident handling; security plan; incident response plan; 
other relevant documents or records]. 

Interview: [SELECT FROM: Organizational. personnel with incident handling responsibilities). 
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ASSESSMENT PROCEDURE 

IR-5 INCIDENT MONITORING 

IR-5.1. ASSESSMENT. OBJECTIVE: 

Determine. if the. organization tracks and documents in.formation system security. incidents .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine: [SELECT FROM: Incident response. policy; procedures addressing incident monitoring; 
incident response. records and documentation; incident response plan; other relevant 
documents. or records) .. 

Interview:. [SEL£CT FROM.: Organizational personnel with incident monitoring responsibi lities]. 

Test: [SELECT. FROM: Incident monitoring capability for the. organization]. 

IR·5(1) . INCIDENT MONITORING 

IR-5(1 ).1 ASSESSMENT OBJECTIVE: 

Determine if". 
(i) the organization employs.automated mechanisms to assist. in the tracking of security 

incidents; 

(ii) the organization. employs. automated mechanisms to. assist in. the. collection, of 
security incident. information;. and 

(iii) the organization employs automated mechanisms to assist in the. analysis of security. 
incident infonnation .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT. FROM: Incident response policy; procedures addressing incident monitoring; 
information system design documentation; information system. configuration. settings and 
associated documentation; automated mechanisms supporting incident monitoring; incident 
response plan;. other relevant documents or. records]. 

Interview: [SEL£CT FROM.: Organizational personnel with incident monitoring responsibi lities]. 

Test [SELECT. FROM; Automated. mechanisms. assisting in tracking of security incidents. and in. the 
collection and analysis of incident information]. 
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ASSESSMENT. PROCEDURE 

IR-6 INCIDENT REPORTING 

IR-6.1. ASSESSMENT. OBJECTIVE: 

Detennine. 1f" 

( i) the organization de.fines in the time. period required to report suspected securiJy 
i11cide11ts to rhe orga11iza1io11al incidenl response capability: 

(ii) the organization requires personnef to. report suspected security incidents. to the. 
organizational incident response capability within the organization-de.fined tirne. 
period: and. 

(iii) the organization reports security incident in.formation to designated authorities. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. (SELECT FROM: Incident response. policy; procedures. addressing incident reporting;. incident 
reporting records and documentation; security plan; incident response plan; other relevant 
documents. or, records] .. 

Interview: [SELECT FROM: Organizational personnel with incident reporting. responsibilities] .. 

IR-6(1) .. INCIDENT REPORTING. 

IR·6(1).t ASSESSMENT OBJECTIVE:. 

Determine. if the organization employs automated mechanisms to assist in the reporJing of 
security incidents. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Incident response policy; procedures addressing incident reporting; 
automated mechanisms. supporting, incident reporting; incident response plan; other. 
relevant documents or records]. 

Interview: (SELECT FROM: Organizational. personnel with. incident reporting responsibilities] .. 

IR-6(2) , INCIDENT REPORTING. 

IR-6(2).1. ASSESSMENT OBJECTIVE:, 

Determine if the. organization reports information system weaknesses,. deficiencies,. and/or 
vulnerabilities. associated with reported security incidents to. appropriate organizatfonal 
officials .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine: [SELECT FROM: Incident response policy; procedures addressing incident reporting; 
automated mechanisms. supporting. incident reporting; incident response. plan; other 
relevant documents or records] .. 

Interview: (SELECT FROM: Organizational. personnel with. incident reporting responsibilities] .. 
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IR-7. 

IR-7.1 

IR-7(1) . 

IR-7(1 ).1. 

IR-7(2) . 

IR-7(2).t 

APPENDIX F·IR 

ASSESSMENT PROCEDURE 

INCIDENT RESPONSE ASSISTANCE. 

ASSESSMENT. OBJECTIVE:, 

Determine. if: 

(i) the organization provides an incident response support resource. that offers advice 
and assistance. to users of the. information system for the. handling cmd reporting of 
security incidents; and 

(ii) the incident response support. resource is an integral part of the organization's 
incident response. capability. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine:. [SELECT FROM; Incident response policy; procedures addressing incident response 
assis.tance; incident response plan; other. relevant documents or records). 

Interview:. [SELECT FROM: Organizational personnel with incident response assistance. and support 
responsibilities] .. 

INCIDENT RESPONSE ASSISTANCE 

ASSESSMENT OBJECTIVE: 

Determine if the organization employs automated mechanisms to increase the availability 
of incident response-related iriformation and support .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine: [SELECT FROM: Incident response policy; procedures addressing incident response 
assistance; automated mechanisms. supporting. incident response. support and assistance; 
incident response plan; other relevant documents. or records]. 

Interview:. [SELECT FROM.: Organizational. personnel with incident response support and. assistance 
responsibilities; organizational personnel that require incident response support ancl. 
assistance] .. 

INCIDENT RESPONSE ASSISTANCE 

ASSESSMENT. OBJECTIVE:. 

Determine. if: 

(i} the organization establishes a direct, cooperative relationship between its incident 
response. capability. and external providers. of information system protection 
capability; and 

(ii) the organization identifies organizational incident response team members to the 
external providers. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine: [SELECT FROM; Incident response policy; procedures addressing incident response 
assistance; automated. mechanisms. supporting. incident response support and assistance; 
incident response plan; other relevant documents. or records). 

Interview:. [SELECT FROM: Organizational. personnel with incident response support and. assistance 
responsibilities; external providers of. information system protection capability]. 
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IR-8. 

IR-8.1 

IR-8.2 

APPENDIX F-IR 

ASSESSMENT. PROCEDURE 

INCIDENT RESPONSE. PLAN. 

ASSESSMENT. OBJECTIVE~ 

Determine if the organization develops an incident response plan that:. 

- provides the organization with a roadmap.for i1nplemen.ting its incident response 
capc1bility; 

- describes the structure and organization of the incident response capability; 
- provides a high-level approach for how the incident response capabilityfits into the. 

overall organization; 
- meets. the unique. requirements of the. organization,. which relate. to. mission, size,. 

structure, and functions; 

- defi11es reportable incidents;. 

- provides. metrics fo1'. measuring. the. incident. response. capability within the. 
organization.; 

- defines. the. resources and management support needed to. effectively. maintain and 
mature. an incidenl. response. capability;. and 

- is reviewed and approved. by designated r~fficials within the organization. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 
Examine: [SELECr FROM: Incident response policy: procedures addressing incident response. 

assistance; incident response plan; other relevant documents or records). 

Interview:. [SELECT FROM: Organizational. personnel with. Incident response planning. responsibilities]. 

ASSESSMENT. OBJECTIVE: 

Determine if". 
(i) the organization defines, in the incident. response.plan, incident. response personnel 

(identified by name and/or role) and organizational elements;. 

(ii) the. organization. distributes copies. of the. incident. response plan. to. incident 
response personnel and organizational elements. identified in the.plan.;. 

(iii) the organization defines, in the incident. response.plan,. the.frequency to review the. 
plan: 

(iv) the. organization reviews. the. incident response plan in accordance. with the. 
organiza1ion-deji11ed frequency; 

(v). the organization revises the incident response plan to. address system/organizational 
changes or problems encountered during plan. irnplementation, execution, or 
testing;. and 

(vi) the. organization communicates. incident. response plan changes. to incident. response 
personnel and organizational elements identified in the plan. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECr FROM: Incident response policy: procedures addressing incident response. 
assistance; incident response plan; other relevant documents or records]. 

Interview: [SELECT FROM:. Organizational personnel with. Incident response planning responsibilities] . 
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MA-1. 

MA-1 .1 

MA-1 .2_ 

APPENDIX F-MA 

ASSESSMENT. PROCEDURE 

SYSTEM MAINTENANCE. POLICY. AND. PROCEDURES 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the. organization develops andformally documents system nwintenance policy; 

(ii) the organization system maintenance. policy addresses:. 
. pu1pose; . 

- scope; 
. roles_ and responsibilities;_ 
. management commitment; . 
. coordination among organizational entities; and 
. compliance; . 

(iii) the organization disseminatesformal. documented system maintenance.policy to. 
elements. within the. organiza1ion having associated system. mainlenance. roles and 
responsibi Li ties; 

(iv) the organization develops and.fonnally documents system 1naintenance procedures; 

(v) !he organization system maintenance proced11resfacilitare implementation. of the 
system. maintenance policy and associated system maintenance controls:. and 

(vi) the organization disseminates.formal documented sys1em mainlenance procedures 10 
elements within the. organizalion having associated system maintenance. roles and 
responsibili1ies .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECr FROM: Information system maintenance policy. and procedures;. othe~ relevant 
documents. or. records). 

Interview:. [SELECT FROM: Organizational personnel with. information system maintenance, 
responsibilities]. 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i). the. organization de.fine!!. the-frequency. of system. maintencmce. policy 
reviews/updates:. 

(ii) the organization reviews/updates system maintenance policy in accordance with 
organization-definedfrequen.cy;_ and 

(iii) the. organization defines the .frequency of system maintenance procedure 
review~lupdates;_ 

(iv) the organization. reviews/updates system maintenance procedures. in. accordance. 
with. organization-de;fined.frequency. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT. FROM: Information system maintenance policy. and procedures;. other relevant 
documents or records). 

Interview: (SELECT FROM.: Organizational personnel. with information system maintenance. 
responsibilities]. 
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ASSESSMENT PROCEDURE 

MA-2 CONTROLLED MAINTENANCE 

MA-2.1 ASSESSMENT OBJECTIVE~ 

Determine if: 

(i) the. organization schedules, performs, documents, and reviews records . 

of mai111enance. and repairs. on information sys/em co111ponen1s in accordance with 
mam4acturer: or vendor: specifications and/or organizational requirements; 

(ii) the. organization controls all maintenance activities, whether performed on site or 
remotely and whether the. equipment. is serviced on site or: removed to another 
location; 

(iii) the. organization requires that. a designated official explici1ly approve the rem.oval of 
/he. information system 0 1'. system. componemsfrom organizational.facilities.for o.tf-
site maintenance. or repairs;. 

(iv) /he organization sanitizes equipment ro remove. afl information from associated 
media prior to removal.from organizational.facilities for off-site. maintenance or 
repairs;. and 

(v) the. organization checks all.potentially imp.acted securily controls to. verify that. the 
controls are stillfunctioning properly.following maintenance or repair. actions .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Information system maintenance. policy; procedures addressing controlled. 
maintenance. for the information system; maintenance. records;. manufacturer/vendor 
maintenance specifications; equipment sanitization records: media sanitization records; 
other. relevant documents. or records]. 

Interview:. [SELECT FROM: Organizational personnel with information system maintenance. 
responsibilities). 

MA-2(1) CONTROLLED. MAINTENANCE 

MA-2(1 ).1 ASSESSMENT OBJECTIVE~ 

Determine. if the. organization maintains maintenance. records for the. information system 
that. include: 
- date and time of maintenance; 
- name of the. individual performing the maintenance; 

- name of escort, if necessary; 

- a. description. of the. maintenance pe1fon11ed; an.d 
- a list. o,f equipment. removed or replaced (including identification numbers .. if 

applicable). 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Information system maintenance policy; procedures addressing controlled 
maintenance for. the. information system; maintenance. records; other relevant documents or. 
records) .. 
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MA·2(2) . 

MA-2(2).t 

APPENDIX F-MA 

CONTROLLED. MAINTENANCE 

ASSESSMENT. OBJECTIVE~ 

Determine !f' 
(i) the organization employs automated mechanisms. to schedule, conduct,. and 

docume11t maintenance and repairs as required; and 

(ii). the. organization employs. automated mechanisms to. produce. up-to-date, accurate,. 
complete,. and available records of all. maintenance and repair actions needed, in 
process. and complete .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [ S£L£CT: FROM: Information system maintenance policy; procedures addressing. controlled 
maintenance. for. the. information system; automated mechanisms supporting. information 
system maintenance activities;. information system configuration settings and associated 
documentation; maintenance records; other. relevant documents. or records]. 
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ASSESSMENT PROCEDURE 

MA-3. MAINTENANCE TOOLS. 

MA-3.l ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the. organization approves, controls,. and monitors the. use. o.f information system. 
mainrenance tools; and 

(ii) the organization maintains in.formation system maintenance tools. on. an ongoing 
basis. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM; Information system. maintenance. policy; information system. maintenance 
tools. and associated. documentation; proced1Jres addressing information system 
maintenance tools;. maintenance records; other relevant documents or. records] .. 

MA·3(1 ). . MAINTENANCE TOOLS. 

MA-3(1 ).l ASSESSMENT. OBJECTIVE~ 

Determine. if the organization inspects all maintenance. tools carried imo afacilily by 
maintenance personnel fol'. obvious improper modifications .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Information system maintenance. policy; information system maintenance 
tools and associated. documentation; proced1Jres addressing. information system 
maintenance tools;. maintenance records; other relevant documents or records]. 

Interview; [SELECT. FROM.: Organizational personnel with. information system maintenance. 
responsibilities). 

MA-3(2) MAINTENANCE TOOLS. 

MA-3(2).1 ASSESSMENT. OBJECTIVE:. 

De1errnine if the organization checks all media containing diagnostic and lest.programs 
(e.g., software. or.firmware used.for infonnation system maintenance or diagnostics).for 
malicious code before the media. are used in the information system. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM; Information. system. maintenance. policy; information system. maintenance 
tools. and associated documentation; proced1Jres addressing. Information system 
maintenance tools; information system media containing maintenance. programs (including 
diagnostic. and test programs); maintenance. records;. other. relevant documents or. records]. 

Interview: [SELECT. FROM.: Organizational. personnel. with information. system maintenance 
responsibilities). 

Test [SELECT.FROM; Media checking process fo[ malicious code detection]. 
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MA·3(3). 

MA-3(3).t 

MA·3(4). 

MA·3(4).1. 

APPENDIX F-MA 

MAINTENANCE. TOOLS. 

ASSESSMENT OBJECTIVE:. 

Determine (f the. organization prevents rhe unauthorized removal of maintenance. 
equipmenr by one of the following: 

- verifying that rhere. is no organizational information contained on the. equipment; 

- saniti<.ing or destroying the equipment;. 
- retaining the. equipment within. the facility;. or 

- obtaining an exemptionfrom a designated organization official explicitly authorizing 
removal. of the. equipment .from the.facility. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM; Information system maintenance. policy; information system maintenance. 
tools. and associated. documentation; procedmes addressing. information system 
maintenance. tools; information system media containing maintenance. programs (including 
diagnostic. and. test programs); maintenance. records;. equipment sanitization records; media 
sanitization records; exemptions for equipment removal; other relevant documents. or 
records] .. 

Interview:. [SELECT FROM: Organizational personnel with information system maintenance 
responsibilities). 

MAINTENANCE TOOLS 

ASSESSMENT OBJECTIVE:. 

Determine. if the. organization employs automated mechanisms. to restrict the use of 
111ainte11ance tools to aurhorizedperson11el only .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: Information system maintenance policy; information system maintenance 
tools and associated documentation; procedLires addressing information system 
maintenance tools;. automated. mechanisms supporting information system maintenance 
activities; information system. design documentation; information. system configuration 
settings and. associated. documentation; maintenance records; other relevant documents or 
records]. 

Test:. [SELECT FROM; Automated mechanisms. supporting information system maintenance activities]. 
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ASSESSMENT PROCEDURE 

MA-4 NON-LOCAL MAINTENANCE 

MA-4.1 ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the organization authorizes,. monitors, and controls non-local maintenance. and 
diagnostic. activities;. 

(ii) the organization documents, in. the o rganizational policy and security plan for the 
information syste1n, the acceptable conditions/or allowing the use of non-local 
maintenance and diagnostic. tools;. 

(iii) the organization allows the use (~f non-local maintenance. and diagnostic. tools_ only 
as consistent with organizational policy and as documented in the security pla11; 

(iv) the organization. employs strong identification and authentication techniques i.11 the 
establishment of non-local maintenance and diagnostic sessions; 

(v) 1he. organization maintains records/or non-local maintenance. and diagnostic. 
activities; and 

(vi) 1he organization (or informal ion sys/em in. certain cases) terminates all sessions and 
network connections when non-local main1e11.ance. or diagnostics is completed. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: Information system maintenance. policy; procedures. addressing non-local. 
maintenance. for the. information system; seclJrity plan; information system design 
documentation; information system configuration settings and associated documentation; 
maintenance. records; other relevant documents or. records]. 

Interview:. [SELECT FROM: Organizational. personnel. with information system maintenance. 
responsibilities]. 

MA-4(1) NON-LOCAL MAINTENANCE 

MA-4(1).1 ASSESSMENT. OBJECTIVE: 

Determine. if' 
(i) the organization audits non-local. maintenance and diagnostic sessions; and 

(ii) designated organizational personnel review the maintenance records of the sessions. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Information system maintenance. policy; procedures. addressing. non-local. 
maintenance. for the. information system; maintenance records;. audit records; other relevant 
documents or records]. 

Interview:_ [SELeCT FROM.: Organizational personnel with information system maintenance. 
responsibilities]. 
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MA·4(2). 

MA-4(2).1. 

MA·4(3) . . 

MA-4(3).1. 

MA·4(4) 

MA-4(4).1 

APPENDIX F·MA 

NON·LOCAL MAINTENANCE 

ASSESSMENT OBJECTIVE: 

Determine !f the. organization doc um en.ts the installation and use. of non-local. 
maintenance and diagnostic connections in the security plan for the information system. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM; Information system. maintenance. policy; procedures. addressing. non-local. 
maintenance for the. information system; security plan; maintenance. records; audit records; 
other. relevant documents. or records] .. 

NON-LOCAL MAINTENANCE 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the orga.nization requires and ensures non-local maintenance and diagnostic 
services are pe1formed j i·om an information. system that implements. a. level of 
security at least as high as the level of security implemented on the ir!formation 
system being serviced; OI'. 

(ii) the organization removes .. the component to be serviced.from the information system 
and prior to non-local maintenance or diagnostic services, sanitizes the component. 
(with regard to organizational information) before removal ji·om organiza1ional 
facilities; and 

(iii) the organization after the removed cmnponent service ispelj'ormed, inspects and 
sanitizes the component. (with. regard to potentially malicious. software. and 
surreptitious implants) before reconnecting to the information system. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM; Information system. maintenance. policy; procedures addressing. non-local. 
maintenance for the information system; service. provider contracts and/or service level 
agreements; maintenance records; audit records:. other. relevant documents. or records] .. 

Interview: [SELECT FROM: Organizational. personnel with information system maintenance 
resp·onsibilities; information system. maintenance. provider) .. 

NON-LOCAL MAINTENANCE 

ASSESSMENT. OBJECTIVE~ 

Determine if' 

(i) 1he organization protects non-local maintenance. sessions through the use of a strong 
authentica1or tightly bound 10 the user; and 

(ii) the organization protects non-local maintenance sessions by separating the 
maintenance sessionfro1n. other network. sessions with the information system by: 

- either physically separated co111111unicarions.paths; or. 

- logically separated communications paths based upon. encryption. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM; Information system maintenance. policy; procedures addressing. non-local. 
maintenance for. the information system; information system design documentation: 
information system configuration se·ttings and associated documentation: maintenance 
records; audit records;. other. relevant documents. or records). 

Interview:. [SELECT FROM:. Organizational. personnel with. information. system maintenance. 
responsibilities] .. 
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MA·4(5) 

MA-4(5). t 

MA-4(6) 

MA·4(6).1 

MA·4(7) 

MA-4(7).t 

APPENDIX F·MA 

Federal Information Systems and Organizations. 

NON·LOCAL MAINTENANCE 

ASSESSMENT. OBJECTIVE: 

Determine. !f' 
(i) the organization defines the. organizational personnel to be. notified when non-local. 

maintenance is planned; 

(ii). 1he. organization requires that maintenance. personnel. notify organization-defined 
personnel when non-local maintenance is planned (i.e., date/time); and 

(iii) 1he organization requires 1hat c1 designcaed organizational oj]icial with specific 
informar.ion security/information system, knowledge approves. 1he. non-local 
maintenance. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT: FROM: Information system maintenance. policy; procedures addressing, non-local 
maintenance. for the. information system; security plan; maintenance. records;. audit records; 
other relevant documents or records]. 

Interview: [ SEL£CT FROM.: Organizational. personnel with information system maintenance. 
responsibilities]. 

NON-LOCAL MAINTENANCE 

ASSESSMENT. OBJECTIVE~ 

Determine. if the organization employs cryptographic mechanisms to protect the. integrity 
and co11/ide11tiality of non-local maintenance. and diagnostic communications. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM; Information system. maintenance. policy; procedures. addressing, non-local. 
mainlenance. for. the information system; cryptographic. mechanisms supporting information. 
system maintenance. activities;. information system. design documentation; informatiol'\ 
system configuration. settings and associated. documentation; maintenance. records; audit 
records; other relevant documents. or records]. 

Test:. [SELECT FROM: Cryptographic mechanisms. supporting information system. maintenance. 
activities]. 

NON-LOCAL. MAINTENANCE 

ASSESSMENT. OBJECTIVE: 

Def ermine if the. organiza1ion employs remote. disconnect verification at the. termination of 
non-local maintenance and diagnos1ic. sessions .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT: FROM: Information system maintenance. policy; procedures addressing non-local. 
maintenance. for. the. information system; information system design documentation; 
information system configuration se·ttings and. associated documentation;. maintenance. 
records; audit records;. other. relevant documents or records]. 
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MA-5 

MA-5.1. 

MA-5(1) 

MA·5(1).1. 

APPENDIX F-MA 

ASSESSMENT PROCEDURE 

MAINTENANCE PERSONNEL 

ASSESSMENT OBJECTIVE~ 

Determine. if: 

(i) the. organization establishes a processfor maintenc111ce personnel authorization;. 

(ii). the organization. main/C/ins a. current. list of authorized maintenance. organizations or. 
personnel:. and 

(iii) personnel performing maintenance. on the infonn.ation system either have the. 
required access authorizations or are supervised by designated organizational. 
personnel with. the. required access authorizations. and technical competence deemed 
necessary to supervise information system maintenance. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Information system maintenance policy; procedures addressing maintenance 
personnel; service. provider contracts and/or. service. level. agreements; list of. authorized 
personnel; maintenance. records; access control. records;. other relevant documents. or 
records]. 

Interview: [SELECT FROM:. Organizational personnel with information system maintenance 
responsibilities]. 

MAINTENANCE PERSONNEL 

ASSESSMENT. OBJECTIVE~ 

Detennine if the organization. maintains procedures for the use of maintenance personnel 
that lack appropriate. security clearances or are not. U.S .. citizens, that include. the 
following requirements: 

- maintenance.personnel who do not. have needed access authorizations, clearances, or 
forma l access approvals are. escorted and supervised during the. pe1formance of 
maintenance. and diagnostic activities on. the. inj(>rmation system by approved 
organizational personnel who are fully cleared, have. appropriate access 
authorizations,. and are technically qual(fied: 

- prior to initiating maintenance or diagnostic activities by.personnel who do not have 
needed access authorizations, clearances, or formal access approvals, all volatile 
information storage components wi1 hin the information. system are sanitized and all 
nonvolatile storage. media are. removed or physically disconnected from the system 
cmd sec:ured; tmd 

- in the. event. cm infornwtion system component. cannot. be. sanitized,. the. procedures. 
contained in the. security. planfor the. system. are enforced .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Information system maintenance. policy; procedures addressing. maintenance. 
personnel; information system media protection policy; physical and environmental 
protection. policy;. security. plan; list of. maintenance. personnel. requiring escorVsupervision; 
maintenance records; access control. records; other. relevant documents. or records] .. 

Interview:. [SELECT FROM.: Organizational personnel. with information system maintenance 
responsibilities; organizational personnel with personnel security responsibilities; 
organizational personnel with physical access control responsibilities]. 
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MA·5(2) .. MAINTENANCE. PERSONNEL 

MA-5(2).1 ASSESSMENT OBJECTIVE:. 

Determine. if personnel performing maintenance. and diagnostic activities. on an. 
information system processing, storing, or transmitting classified information are. cleared 
for the highesJ level of information on the. system. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Information system maintenance. policy; procedures addressing maintenance. 
personnel;. maintenance. records; access control records:. access authorizations; access. 
credentials; other relevant documents. or records]. 

Interview:. [SELECT. FROM: Organizational personnel with. information system maintenance. 
responsibilities; organizational personnel with personnel security responsibilities). 

MA·5(3) .. MAINTENANCE PERSONNEL 

MA·5(3).1 ASSESSMENT. OBJECTIVE:. 

Determine if personnel pe1forming maintenance and. diagnostic activities on the. 
information system processing,. storing, or transmilting. classified information are U.S. 
citizens. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT. FROM: Information system maintenance policy; procedures. addressing maintenance. 
personnel; maintenance records; access. control records; other. relevant documents. or. 
records]. 

Interview: [SELECT FROM: Organizational personnel with information system maintenance 
responsibilities, organizational personnel with personnel security responsibilities]. 

MA·5(4) MAINTENANCE. PERSONNEL 

MA·5(4).t ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) cleared foreign nationals are used to conduct maintenance and diagnostic activities 
on. an in.formation. system only. when. the. system is jointly owned and operated by the. 
United States and.foreign allied governments,. or owned and. operated solely by 
foreign allied. governments; and. 

(ii) the. organization documents. in. a. Memorandum. of Agreement. the approvals,. 
consents, and. de1ailed operational conditions under which foreign. nationals are. 
allowed to. conduct. maintenance. and. diagnostic. activities on an information system .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Information system maintenance. policy; procedures. addressing. maintenance. 
personnel;. information. system media protection policy; access control policy and. 
procedures; physical and environmental protection policy and. procedures; memorandum of 
agreement; maintenance. records;. access control. records; other. relevant documents or. 
records]. 

Interview: [SELECT FROM: Organizational personnel. with information system maintenance 
responsibilities, organizational personnel with personnel security responsibilities]. 
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FAMILY:. MAINTENANCE. . CLASS: OPERATIONAL 

MA-6. 

MA-6.1 

APPENDIX F-MA 

ASSESSMENT PROCEDURE 

TIMELY. MAINTENANCE 

ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organization defines security-critical information sys/em components and/or key 
i11formario11 technology componen1s for which it will ob1ain maintenance supporr 
and/or spare parts; 

(ii) the. organization defines the time period within which suppor/ and/or spare parts 
musr be. obtained after a failure;. and 

(iii) the. organization o/Jtains maintenance. support and/or spare.parts for the 
organization-defined list of security-critical information system compo11ents and/or 
key informarion technology components within the organization-defined time period 
of.failure. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM; Information system maintenance policy; procedures addressing timely. 
maintenance for the. information system; service. provider contracts and/or service. level 
agreements; inventory and availability of spare. parts:. security plan; other relevant 
documents or records]. 

Interview: [SELECT FROM.: Organizational personnel with. information system maintenance 
responsibilities]. 
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FAMILY:. MEDIA PROTECTION .. CLASS: . OPERATIONAL 

ASSESSMENT PROCEDURE 

MP-1 MEDIA PROTECTION POLICY AND. PROCEDURES 

MP-1.1 ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the. organization develops andformally documents media protection policy; 

(ii). the organization media protection policy addresses:. 

- purpose; 

- scope; 

- roles_ and responsibilities;_ 

- managemen/ commitment; 

- coordination among organizarional entities;. and 

- compliance;. 

(iii) the organization disseminatesformal docurnented media protection policy to 
elements. within the_ orga11iza1ion having associated media protec1ion roles and 
responsibi Li ti es; 

(iv) the organization develops andfonnally documents media protection procedures; 

(v) the organization media proteclion procedures.facilitate. implementation. of the. media 
protection policy and associated media protection controls; and 

(vi) the. organization disseminates.formal documented media protection procedures to 
elements within. the. organization having associated media protection. roles and 
responsibilities .. 

POTENTIAL ASSESSMENT METHODS AND_ OBJECTS:. 

Examine:. [SELECr FROM: Media protection policy and procedures; other relevant documents or 
records]. 

Interview: [SELECT FROM.: Organizational personnel. with information system media protection 
responsibilities]. 

MP-1.2. ASSESSMENT OBJECTIVE: 

Determine if: 

( i) the. organization define!!. the ji·equency of media.protection policy reviews/updates; 

(ii) the organization reviews/updates media protection policy in accordance with 
organization-defined.frequency; and 

(iii) the organization de.fines the.frequency of media.protection procedure 
reviews/updates; 

(iv) the organization reviews/updates media protection procedures in accordance with 
organization-defined frequency. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS:. 

Examine: [SELECr FROM: Media protection policy and procedures; other relevant documents or 
records], 

Interview: [SELECT FROM.: Organizational personnel with information system media protection 
responsibilities). 
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FAMILY: MEDIA PROTECTION . . CLASS: . OPERATIONAL 

MP-2 

MP-2.1. 

MP-2(1) 

MP-2(1).1 

MP-2(2) 

MP-2(2).1 

APPENDIX F·MP 

ASSESSMENT. PROCEDURE 

MEDIA ACCESS 

ASSESSMENT. OBJECTIVE: 

Determine. if:. 

(i) the organization defines: 

- digital and non-digital. media requiring restricted access; 

- individuals. authorized to. access. the. media;. 

- security measures taken 10 restrict access;. and 

(ii) the organization restricts access to organization-defined information system media 
to organization-defined authorized individuals using organization-defined security 
measures. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Information system media protection policy; procedures. addressing media 
access; access control policy and procedures; physical and environmental protection policy 
and. procedures; media storage. facilities; access. control records; other. relevant documents. 
or records]. 

Interview:. [SELECT FROM: Organizational personnel. with Information system media protection 
responsibilities). 

MEDIA ACCESS 

ASSESSMENT. OBJECTIVE~ 

Detennine. if: 

(i) the. organization. employs autonwted mechanisms. 10 restrict access to media storage. 
areas;. and 

(ii) the. organization employs automated mechanisms to c1udi1 c1ccess al/empts and 
access granted to media storage areas .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Information system media protection policy; procedures. addressing media 
access; access. control policy. and procedures;. physical. and environmental protection. policy 
and. procedures; media storage facilities; access. control devices; access. control records; 
audit records;. other relevant documents or records]. 

Test: [SELECT FROM: Automated mechanisms implementing access. restrictions to media storage 
areas). 

MEDIA ACCESS 

ASSESSMENT OBJECTIVE: 

Determine if the infonnation system uses cryptographic mechanisms to protect and 
restrict. access to. information on portable digital. media. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Information system media protection policy; procedures addressing media 
access; other relevant documents or records]. 

Test:. [SELECT FROM.: Cryptographic mechanisnns protecting and restricting. access. to. information 
system information on portable digital media] .. 
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FAMILY:. MEDIA PROTECTION ... CLASS~ . OPERATIONAl 

ASSESSMENT PROCEDURE 

MP-3. MEDIA MARKING 

MP-3.1 ASSESSMENT. OBJECTIVE~ 

Determine if: 

(i) the. organization defines removable media types and il~formation system output that 
require. marking;. 

(ii) the. organization marks. removable. media and information syste1n. output. in 
accordance with organizational policies and procedures, indica1ing the distribution 
limirations,. handling. caveats,. and applicable. security markings (if any) of the. 
information; 

(iii) the. organization defines: 

- removable. media types. and infor111ation system output exemptfrom marking; 

- controlled areas.designated/or. retaining removable. media and information 
output exemp1.from marking; and 

(iv). removable. media and information sysrem ou1put. exempt from marking remain. wi1hin 
designated controlled areas . . 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine: [SELECT FROM: Information system media protection policy; procedures addressing media 
labeling; physical and environmental protecti'On policy and procedures; security plan; 
removable storage media and information system output; other relevant documents or 
records]. 

Interview: [SELECT FROM:. Organizational personnel with information system media protection and 
marking. responsibilities]. 
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FAMILY: MEDIA PROTECTION CLASS: OPERATIONAL 

MP·4 

MP-4.1 

MP-4(1 ). 

MP-4(1). t 

APPENDIX F·MP 

ASSESSMENT. PROCEDURE 

MEDIA STORAGE 

ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the. organization defines: 

- types. of digital and non-digital media physically. controlled and securely. stored 
within designated controlled areas; 

- controlled areas designated to physically. control and securely store. the. media; 

- security measures to physically control. and securely. store. the media within. 
designated controlled areas;. 

(ii) the organization physically controls and securely stores organization-defined 
information system media within. organization-defined controlled areas. using 
organization-defined security. measures;. arrd 

(iii) the organization protects information system media until the media are. destroyed or 
sanitized using approved equipment,. techniques,. and procedures .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Information system media protection. policy; procedures addressing media 
storage; physical and environmental protection policy and. procedures; access control policy. 
and procedures; security plan; information system media; other relevant documents or 
records]. 

Interview: [SELECT FROM.: Organizational personnel with information. system media protection and 
storage responsibilities]. 

MEDIA STORAGE 

ASSESSMENT OBJECTIVE: 

Determine. if the. organization employs cryptographic. mechanisms to. protect information 
in storage .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Information. system media protection. policy; procedures addressing media 
access; access. control policy. and procedures;. physical and environmental protection. policy 
and procedures; media storage facilities; access control devices; access control records; 
audit records; other relevant documents or records). 

Test: [SELECT FROM.: Cryptographic mechanisms protecting. information in storage]. 
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FAMILY: MEDIA PROTECTION . CLASS: . OPERATIONAL 

MP·5. 

MP-5.1 

MP·5(1) 

MP·5(1). t 

APPENDIX F·MP 

ASSESSMENT PROCEDURE 

MEDIA TRANSPORT 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the organization defines: 

- types of digital and non-digital media protected and controlled during transport 
outside of controlled areas; 

- security measures (e.g., locked container, encryption)for such media transported 
outside. of controlled areas; 

(ii) the organization protects and controls organization-defined. information. system 
media during transport. outside. of controlled areas using organization-defined 
security measures:. 

(iii) 1he organization. main1ains accountability.for information system media during 
transport outside. of control/eel areas; 

(iv) 1he organization iden1ijies.personnel au1horized to Jrcmsport information system 
media. outside of controlled areas;. and 

(v) the organization restricts the activities associated with tran.1por1 of i1!for111ation. 
system media to. aU/horizecl personnel. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM; Information system media protection policy; procedures addressing media 
transport; physical. and environmental. protection policy. and procedures;. access. control 
policy and procedures; security plan; list of organization-defined personnel authorized to 
transport information system media outside of controlled areas; information system media; 
information system media transport records; information system audit records;. other 
relevant documents. or. records]. 

Interview: [SELECT FROM.: Organizational. personnel with information system media transport 
responsibilities]. 

MEDIA TRANSPORT 

[Withdrawn: lnc<Jrporated. into. MP-5]. 

ASSESSMENT. OBJECTIVE~ 

[Withdrawn: Incorporated into. MP-5). 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

[Withdrawn: Incorporated. into. MP-5]. 
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MP-5(2) MEDIA TRANSPORT 

MP-5(2).1 ASSESSMENT. OBJECTIVE:. 

Determine. if the organization documents. activities. a.l'sociated with the. transport. of 
information system media. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Information system media protection policy; procedures. addressing media 
transport; physical and environmental protec1ion policy and. procedures; access control 
policy and procedures; security plan; information system media transport records; audit 
records;. other relevant documents. or records] .. 

MP-5(3) MEDIA TRANSPORT 

MP-5(3).1 ASSESSMENT. OBJECTIVE: 

Determine. if the organization employs cm ident(fied custodian throughout. the. transport. of 
information system media .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS:. 

Examine: [SELECT FROM: Information system media protection policy; procedures addressing media 
transport; physical and environmental protec1ion policy and procedures; information system 
media transport records; audit records; other. relevant documents or. records], 

Interview:. [SELECT FROM.: Organizational personnel with information system media transport 
responsibilities). 

MP-5(4). MEDIA TRANSPORT 

MP-5(4).t ASSESSMENT OBJECTIVE: 

Determine if the organization employs cryptographic mechanisms to protect the 
confidentiality and integrity of information stored on digital media during transport 
outside. of controlled areas .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Information system media protection policy; procedures addressing media 
transport; information system media transport records;. audit records; other. relevant 
documents or records]. 

Test: [SELECT FROM: Cryptographic mechanisms protecting information during transportation outside 
controlled areas]. 
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FAMILY: MEDIA PROTECTION . . . CLASS:. OPERATIONAL 

MP-6 

MP-6.1 

MP-6(1). 

MP-6(1).1 

MP-6(2) 

MP-6(2).1. 

APPENDIX F·MP. 

ASSESSMENT PROCEDURE 

MEDIA SANITIZATION. 

ASSESSMENT. OBJECTIVE~ 

Determine if:. 

(i) the. organization scmi1izes information system media both digital and non-digital 
prior. 10: 

- disposal; 

- release out of organizational control; or 

- release/or reuse; and 

(ii) 1he organization employs sanitization mechanisms wilh strength and integrity 
commensurate with the classification or sensitivity of the information. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 
Examine:. [SELECT FROM: Information system media protection policy; procedures addressing media 

sanitization and disposal; media sanitization records;. audit records; other relevant 
documents or. records). 

Interview:. [SELECT FROM: Organizational. personnel with information system media sanitization 
responsibilities] .. 

MEDIA SANITIZATION 

ASSESSMENT OBJECTIVE: 

Determine if the. organization tracks .. documents, and verifies media sanitization. and 
disposal actions .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS~ 

Examine: [SELECT FROM: Information system media protection policy. and procedures;. media 
sanitization records;. audit records; other relevant documents. or records]. 

Interview:. [SELECT. FROM: Organizational. personnel with. information system media sanitization 
responsibilities]. 

MEDIA SANITIZATION. 

ASSESSMENT_ OBJECTIVE: 

Determine it". 
(i) 1he organization de.fines the.frequency for. 1esting sanitization. equipment. and 

procedures to verify correct performance; and 

(ii). the. organization tests sanitiza1ion equipmenl and procedures to verify correct 
performance in accordance wi1h organization-defined frequency .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine:. [SELECT. FROM: Information system media. protection policy; procedures addressing media 
sanitization and disposal; media sanitization equipment test records; information system 
audit records; other relevant documents or records). 

Interview: [SELECT FROM: Organizational personnel with information system media sanitization 
responsibilities]. 
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MP·6(3). MEDIA SANITIZATION 

MP-6(3).1. ASSESSMENT. OBJECTIVE:. 

Determine. if'. 
(i) the. organization de.fines circumstances requiring sanitization of portable,. removable 

storage. devices prior to connecting such devices to. the information. system;. and 

(ii) the. organization san.i1izes. portable,. removable. storage. devices prior. to connecting 
such devices to the information system under organization-defined circumstances .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Information system media protection policy. and procedures;. media 
sanitization records; audit records;. other. relevant documents. or records]. 

Interview: [SELECT FROM:. Organizational personnel with information system media sanitization. 
responsibilities]. 

MP·6(4) MEDIA SANITIZATION. 

MP-6(4).1 ASSESSMENT. OBJECTIVE~ 

Determ.ine if the organization scmitizes information system media containing CUI or other 
sensitive. information in. accordance with applicable organizational and/orfederal 
standards and policies. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Information system nnedia protection policy; procedures. addressing media 
sanitization and disposal; media sanitization equipment test records; Information system 
audit records: other relevant documents or records). 

Interview:. [SELECT FROM:. Organizational personnel with. information system media sanitization. 
responsibilities]. 

MP-6(5) MEDIA SANITIZATION 

MP·6(5).1. ASSESSMENT. OBJECTIVE~ 

Determine if the organization sanitizes information system. media containing classified 
ir!formation. in accordance. with NSA standards. and policies .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Information system media protection policy and procedures; media 
sanitization records: audit records;. other. relevant documents. or. records) .. 

Interview: [SELECT. FROM: Organizational personnel with information system media sanitization. 
responsibilities] .. 

MP·6(6) MEDIA SANITIZATION 

MP-6(6).t ASSESSMENT OBJECTIVE: 

Determine. if the. organization implements. the. media destruction process.for. information 
system media that cannot be. sanitized .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: (SELECT FROM: Information system media. protection policy; procedures. addressing media 
sanitization and disposal; media sanitization. equipment test records;. information system 
audit records;. other relevant documents or records). 

Interview:. [SELECT FROM: Organizational personnel with. information system media sanitization 
responsibilities]. 
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FAMILY:. PHYSICAl AND. ENVIRONMENTAL PROTECTION . CLASS~ OPERATIONAl 

ASSESSMENT PROCEDURE 

PE-1 PHYSICAL AND ENVIRONMENTAL PROTECTION POLICY AND PROCEDURES 

PE-1.1. ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organization develops cmdformally docwnentsphysical and environmental 
protection policy; 

(ii) the organization physical and environmental protection policy addresses: 

- purpose;. 

- scope;. 

- roles. and responsibilities: 

- management commitment;. 

- coordination among organizational entities; and 

- compliance;. 

(iii) the. organization. disseminates formal documenred physical. and environ.mental. 
protection policy to elements within the organization having associated physical and 
environmental protection roles and responsibilities; 

(iv) the organization develops and.formally. documents physical and environmental 
protection procedures; 

(v) the orga nizcition. physical and en vi ronme11tc1l protection proceduresfacil itate 
implementation of the. physical and environmental protection policy and associated 
physical and environmental protection controls: and 

(vi) Jhe organization. disseminates.formal documenled physical. and e11vironmen1a/ 
protection procedures to elemenls. within the. organization having associated 
physical and environmental protection. roles and responsibilities .. . 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Physical. and. environmental protection policy and procedures; other. relevant 
documents. or records). 

Interview:. [SELECT FROM:. Organizational personnel with physical. and. environmental protection 
responsibilities] .. 

PE-1.2 ASSESSMENT_ OBJECTIVE: 

Determine if: 

( i) the organization defines the.frequency. of physical and environmental.protection 
policy reviews/updates; 

(ii) 1he organization reviews/updates physical and environ.mental. protection policy. in. 
accordance. with organization-definedfrequency; and 

(iii) the. organization defines the frequency of physical and environmental protection 
procedure. reviews/updates; 

(iv) the. orga11iza1ion reviewslupda1es.physical and environmental protection procedures 
in accortlance. with organization-definedji·equen.cy. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Physical and environmental protection policy and procedures; other relevant 
documents or records].. 

Interview:. [SELECT FROM.: Organizational. personnel. with. physical. and. environmental. protection 
responsibilities). 
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FAMILY: PHYSICAL AND. ENVIRONMENTAL PROTECTION CLASS: OPERATIONAL 

ASSESSMENT PROCEDURE 

PE·2. PHYSICAL ACCESS. AUTHORIZATIONS. 

PE-2.1 ASSESSMENT. OBJECTIVE: 

Determine if:. 

(i) the organization identifies areas. wt'1hin 1hefacili1y tha! are publicly accessible; 

(ii) 1he organization develops and keeps currenl lists. of personnel with authorized 
access to the.facility where the in.formation system resides (except.for those areas 
within the.facility officially designated as publicly accessible); and 

(iii) !he organization issues ai11horization credentials (e.g ... badges .. idenl(fication cards, 
smart cards) .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS:. 

Examine:. [SELECT FROM: Physical. and environmental protection policy; procedures addressing 
physical access. authorizations; authorized. personnel. access. list; authorization credentials; 
list o~. areas. that are. publicly. accessible;. other. relevant documents. or. records]. 

PE·2.2. ASSESSMENT. OBJECTIVE:. 

Determine (f:' 

(i) the organization defines the .frequency for review. and approval of the physical 
access list and authorization credentials for thefacilily; 

(ii). organization. reviews and approves. the. access. I isl and authorization credentials in 
accordance wilh the organization-defined.frequency; and 

(iii) the organization removesfrom the access list personnel no longer requiring access .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Physical and environmental protection policy; procedures addressing 
physical. access authorizations; security. plan ; authorized personnel. access. list; 
authorization credentials; other relevant documents or records]. 

PE-2(1) PHYSICAL ACCESS. AUTHORIZATIONS 

PE-2(1).1 ASSESSMENT_ OBJECTIVE:. 

Determine if: 

(i) 1he. organization identifies personnel posi1ions or roles auihorized for physical 
access to the facility where the information system resides; and 

(ii) 1he organization authorizes physical access 10 1he.facilily where the. information 
system resides. based on position or: role .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Physical and environmental protection policy; procedures addressing 
physical access authorizations; physical access control logs or records; information system 
entry and exit points; other relevant documents. or records) .. 
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PE-2(2) 

PE-2(2).1 

PE-2(3) 

PE-2(3).1. 

APPENDIX F·PE 

PHYSICAL ACCESS AUTHORIZATIONS 

ASSESSMENT. OBJECTIVE:. 

Determine if the. organization. requires two.forms <~f identification to gain access to. !he 
facility where the information system resides .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM; Physical and environmental protection policy; procedures addressing 
physical. access authorizations; physical access control logs or records; information system 
entry and. exit points; other. relevant documents. o~ records) .. 

Interview:. [SELECT FROM: Organizational. personnel with physical. access authorization responsibilities; 
organizational personnel with. physical access to. information. system facility]. 

PHYSICAL. ACCESS. AUTHORIZATIONS 

ASSESSMENT. OBJECTIVE: 

Determine if: 

(i). 1he organization identifies awhorized personnel with appropriate. clearances. and 
access au1horizations for gaining physical access 10. the facility containing an 
information system that processes classified information;. and 

(ii) 1he organization res1ricts physical access to the .facili1y con ruining an in.formation 
system that. processes. classified information to authorized personnel with 
appropriate. clearances. and access authorizations. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM; Physical and environmental protection policy; procedures addressing 
physical. access authorizations; authorized personnel. access list; physical. access control 
logs or records; information. system. entry and exit points;. other relevant documents or. 
records]. 
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FAMILY:. PHYSICAl AND ENVIRONMENTAL PROTECTION . CLASS~ . OPERATIONAL 

ASSESSMENT PROCEDURE 

PE·3. PHYSICAL. ACCESS. CONTROL. 

PE-3.1 ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organization er!forces. physical access. auihorizations.for all physical access. 
points. (including designated e111rylexi1 points).10 the facility where the information 
system resides (excluding those. areas within the.facility officially designated as 
publicly accessible); 

(ii) the organization. verifies. individual access. authorizations. before. granting access. ro. 
the facility; 

(iii) . the organization controls ent1:i1 to the.facility containing the information system 
using physical access devices (e.g ... keys, locks, combinations, card readers) and/or 
guards; 

(iv) tile organization controls access to areas officially designated as publicly. accessible 
in accordance with the. organization 's assessment. of risk; an.cl 

(v) the organization secures keys, combinations, and other physical access devices .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: Physical. and environmental protection policy; procedures addressing 
physical access control; physical access. control. logs or. records; information system entry 
and. exit points; storage. locations for physica I access devices;. other. relevant documents or 
records]. 

Interview: [SELECT FROM.'. Organizational. personnel with. physical. access control responsibilities) .. 

Test: [SELECT FROM.: Physical access. control capability; physical access control devices]. 

PE-3.2. ASSESSMENT OBJECTIVE:. 

Determine. if: 

(i) the. organization de.fines the frequency for conducting inventories of physical access 
devices; 

(ii) the. organization inventories physical access devices in accordance. with the 
organization-defined frequency; 

(iii) 1he organization defines the.frequency o.f changes to combinations ancL keys;. and 

(iv) the organization. changes combinations and keys in accordance with the. 
organization-defined frequency .. and when. keys are. lost, combinations. are. 
compromised,. or. individuals are. 1mmferred or. terminated. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS; 

Examine:. [SELECT FROM; Physical and. environmental protection policy; procedures addressing 
physical access. control;. security plan; physical access control. logs or records; inventory. 
records of physical access. devices; records. of. key. and. lock combination changes: storage 
locations for physical access devices;. other. relevant documents. or records]. 

Test:. [SELECT FROM: Physical access. control. devices] .. 
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PE·3(1) PHYSICAL ACCESS CONTROL 

PE-3(1).t ASSESSMENT. OBJECTIVE: 

Determine if the. organization eriforces physical access authorizations to the itiformation 
system independent of the physical access controlsfor thefacility. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Physical and environmental protection policy; procedures addressing 
physical access control; physical access control logs or records; information system entry 
and exit points; list of. areas within the. facility. containing high concentrations of information. 
system components or. information system components requiring additional physical 
protection; other. relevant documents or. records) .. 

PE·3(2), PHYSICAL ACCESS CONTROL 

PE-3(2).1 ASSESSMENT OBJECTIVE~ 

Determine if the. organization performs security checks at the. physical boundary of the 
facility OI'. information. system for u11at11horized e.xfiltration of ir!formation or i11fomwtion 
system components .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECTFROM: Physical and environmental protection policy; procedures addressing 
physical access control; physical access control logs or. records; records of. security checks; 
facility. layout documentation; information system entry. and exit points; other. relevant 
documents or. records) .. 

Interview: [SELECT.FROM:. Organizational. personnel with physical. access control responsibilities]. 

PE·3(3) PHYSICAL ACCESS. CONTROL 

PE-3(3).t ASSESSMENT OBJECTIVE~ 

Detennine if the. organization guards,. alarms, and monitors every. physicat access point to. 
thefacility where the. information system resides 24 hours per day, 7 days per week. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Physical and environmental protection policy; procedures addressing 
physical access control;. physical access. control logs. or records; facility surveillance. 
records;. facility. layout documentation; information. system entry. and exit points; other. 
relevant documents. or records]. 

Interview:. [SELECT. FROM: Organizational. personnel. with. physical. access. control responsibilities]. 
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PE·3(4). PHYSICAL ACCESS. CONTROL 

PE-3(4).1 ASSESSMENT. OBJECTIVE:. 

Determine !f' 
(i) the organization defines inform.a/ion system components to. be . protected from 

unauthorized physical access using lockable physical casings; and 

(ii). 1he organization uses lockable. physical casings to prOlect. organization-defined 
information system components.from unauthorized physical access. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Physical and. environmental protection policy; procedures addressing 
physical access control;. security plan; list of information system components. requiring 
protection through lockable. physical. casings;. lockable. physical casings;. other relevant 
documents or records]. 

PE-3(5) PHYSICAL ACCESS CONTROL 

PE·3(5).t ASSESSMENT. OBJECTIVE:. 

Del ermine. if the. infor111a1ion. system de1ectslpreve111s physical tampering or alteration. of 
hardware compone111s within the. system. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Physical and. environmental protection policy; procedures addressing 
physical access. control;. physical access control logs or. records; information system design 
documentation;. other. relevant documents or. records]. 

Test:. [SELECT FAOM; Physical access control. capability). 

PE·3(6) PHYSICAL ACCESS. CONTROL 

PE-3(6).t ASSESSMENT. OBJECTIVE~ 

Determine. if: 

( i) the organization. defines the.frequency o.f unannotmced allempts. lo be in.eluded in. a 
penetration testing process 10 bypass or circumvent security co111rols associated with 
physical access points to thefacili1y; and 

(ii) !he. organization employs a penetra1ion testing process that includes unannounced 
attempts,. in accordance with the organization-defined frequency, to bypass or 
circumvent security comrols: associated wi1 h physical access poiflls 10 the.facility. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Physical. and. environmental protection policy; procedures addressing 
physical access control;. procedures. addressing. penetration testing; rules of engagement 
and. associated. documentation; penetration test results; security plan;. other relevant 
documents or. records] .. 

APPENDIX F-PE. PAGE F-181. 
FTC-0002583 



Special Publication 800-53A Guide for Assessing the. Security Controls in 
Federal Information. Systems and. Organizations 

FAMILY: PHYSICAL., AND. ENVIRONMENTAL PROTECTION CLASS~ . OPERATIONAL., 

ASSESSMENT PROCEDURE 

PE-4 ACCESS. CONTROL. FOR TRANSMISSION MEDIUM 

PE-4.1 ASSESSMENT. OBJECTIVE~ 

Determine if the. organization controls physical access to information system .. distribution 
and transmission lines. within organizational facilities .. 

POTENTIAL. ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Physical and environmental protection policy; procedures addressing access 
control. for transmission medium; information. system design documentation; facility 
communications and wiring diagrams; other relevant documents. or records]. 
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FAMILY: PHYSICAL AND ENVIRONMENTAL PROTECTION . CLASS:. OPERATIONAL 

ASSESSMENT PROCEDURE 

PE-5 ACCESS CONTROL. FOR. OUTPUT DEVICES 

PE-5.1 ASSESSMENT. OBJECTIVE: 

Determine. if the organization controls physical access to information system output. 
devices to.prevent unauthorized individualsfroni obtaining 1he. outpur. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Physical and environmental p rotection policy; procedures addressing access. 
control for display. medium; facility layout of. information system components; actual. displays 
from information system components;. other relevant documents or. records]. 
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FAMILY:. PHYSICAL AND ENVIRONMENTAL PROTECTION .. CLASS: OPERATIONAL 

ASSESSMENT. PROCEDURE 

PE-6 MONITORING. PHYSICAl ACCESS 

PE-6. t ASSESSMENT. OBJECTIVE: 

Determine. if: 

(i) the organization monitors physical access .to. the. information system to. detect. and 
respond to physical security incidents;. 

(ii) the organiwtion defines the frequency to review physical access logs;. 

(iii) the organization reviews physical access logs in accordance with the organization-
defined.frequency;. and 

(iv). the organization coordinates results of reviews and investigations. with the. 
organization's incident response. capability. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [S£LECT: FROM: Physical and environmental. protection policy; procedures addressing 
physical access. monitoring: security. plan: physical access. logs or records: other relevant 
documents. or records). 

Interview:. [SELECT FROM: Organizational personnel with physical access monitoring responsibrnities]. 

Test [SELECT FROM: Physical access monitoring capability]. 

PE-6(1). MONITORING. PHYSICAL ACCESS. 

PE-6(1).1. ASSESSMENT. OBJECTIVE:. 

Determine. if the organization monitors. real-time. physical intrusion. alarms and 
surveillance equipm.ent. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM; Physical and. environmental protection policy; procedures addressing 
physical access monitoring; physical intrusion alarm/surveillance equipment logs or. 
records;. other relevant documents. or records] .. 

Interview: [SELECT FROM:. Organizational personnel. with physical access monitoring responsibrnities]. 

Test [SELECT FROM; Physical access monitoring capability] .. 

PE-6(2) MONITORING. PHYSICAl ACCESS 

PE-6(2).1 ASSESSMENT OBJECTIVE: 

Determine. if the organization employs automated mechanisms to recognize potential 
intrusions and initiate designated response actions. 

POTENTIAl ASSESSMENT METHODS AND OBJECTS: 

Examine: [S£LECT FROM: Physical and. environmental protection policy; procedures addressing 
physical access monitoring: Information system design documentation: other. relevant 
documents or records]. 

Test:. [SELECT FROM: Automated mechanisms implementing physical access monitoring capability]. 
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FAMILY: PHYSICAl AND ENVIRONMENT Al PROTECTION _ CLASS~ OPERATIONAL 

ASSESSMENT PROCEDURE 

PE-7 VISITOR CONTROL 

PE-7.1 ASSESSMENT OBJECTIVE~ 

Determine. if the. organization controls physical access. to the. information system. by 
au1hentica1ing visitors before authorizing access_ to 1hefacili1y where the. information 
system resides o/her than areas designaled as publicly accessible. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:_ [SELECT FROM: Physical. and environmental protection policy; procedures addressing visitor. 
access. control; visitor. access. control logs or records;. other relevant documents or records]. 

Interview:_ (SELECT FROM:_ Organizational personnel with visitor access control responsibilities]. 

Test:. [SELECT FROM; Visitor. access control. capability] .. 

PE-7(1). VISITOR CONTROL 

PE-7(1).1 ASSESSMENT. OBJECTIVE~ 

Determine if the organization escorts visitors and monitors visitor activity, when required. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS:. 

Examine:_ [SELECT FROM: Physical and environmental protection policy; procedures. addressing visitor 
access control; visitor access control. logs or records; other relevant documents_ or records]. 

Interview:. (SELECT FROM:. Organizational personnel. with visitor access. control responsibilities]. 

PE-7(2). VISITOR CONTROL 

PE-7(2).1 ASSESSMENT OBJECTIVE: 

Determine if the. organization. requires twoforms of ident(ficalion for visilor, access to. the 
facility. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Physical, and. environmental protection policy; procedures addressing visitor. 
access control; visitor access control logs or records;. other relevant documents. or. records]. __ 

Interview:. [SELECT FROM.: Organizational personnel. with visitor access. control responsibilities] .. 
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FAMILY: PHYSICAl AND. ENVIRONMENTAL PROTECTION CLASS:OPERATIONAl 

PE-8. 

PE-8.1 

PE-8(1) 

PE-8(1).1 

PE-8(2). 

PE-8(2).t 

APPENDIX F-PE 

ASSESSMENT. PROCEDURE 

ACCESS. RECORDS. 

ASSESSMENT OBJECTIVE~ 

Determine if:. 

(i) the organization maintains visitor access records to the.facility where the 
i11formario11 sys/em resides ( exceprfor those areas. within thefacili1y officially 
designated as publicly accessible); 

(ii) the organization defines the.frequency to review visitor access records; 

(iii) the organization reviews the visitor access records in accordance with the 
organization-defined frequency. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM; Physical. and environmental protection policy; procedures. addressing. facility. 
access records; security plan; facility access control. records; other relevant documents. or 
records] .. 

Interview:. [SELECT FROM: Organizational. personnel with. responsibilities. for. reviewing. physical. access. 
records] .. 

ACCESS RECORDS 

ASSESSMENT. OBJECTIVE:. 

Determine. if the. organization employs automa1ed mechanisms. to.facililate the. 
maintenance. and review o,f access records .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT: FROM: Physical and environmental protection policy; procedures addressing facility 
access. records; automated mechanisms supporting management of access. records; facility 
access control. logs or. records; other. relevant documents. or. records]. 

Interview:. [SELECT FROM:. Organizational. personnel. with responsibilities for reviewing physical. access 
records] .. 

ACCESS RECORDS. 

ASSESSMENT. OBJECTIVE: 

Determine if the organization maintains. a. record r~f all physical access,. both visitor and 
authorized individuals. 

POTENTIAL ASSESSMENT. METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: Physical. and environmental protection policy; procedures. addressing facility. 
access. records; facility access. control logs or. records;. other. relevant documents. or. 
records] .. 
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FAMILY:. PHYSICAL AND. ENVIRONMENTAL PROTECTION .. CLASS: OPERATIONAL 

ASSESSMENT PROCEDURE 

PE-9 POWER. EQUIPMENT. ANO POWER. CABLING 

PE-9.1 ASSESSMENT. OBJECTIVE: 

Determine. if the organization protects power equipment and power cabling.for the 
ir~formation system .from damage and destruction. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECr FROM; Physical and environmental protection policy; procedures addressing power 
equipment and cabling protection;. facility housing power equipment and cabling; other 
relevant documents or records) .. 

PE-9(1) POWER. EQUIPMENT AND POWER CABLING. 

PE-9(1).1 ASSESSMENT. OBJECTIVE: 

Detennine if the organization employs redundant and parallel power cabling paths .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELE Cr FROM: Physical and environmental protection policy; procedures addressing power 
equipment and. cabling protection; facility housing power. equipment and cabling; other 
relevant documents or records) .. 

PE-9(2) POWER EQUIPMENT AND. POWER. CABLING. 

PE-9(2).1 ASSESSMENT. OBJECTIVE:. 

Deter1nine. if: 

(i) the organization defines the. critica l information. system components that. require 
automatic voltage controls;. and 

(ii) the. organization employs automatic voltage controls/or organization-de.fined 
critical informc1tion system components 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS~ 

Examine:. [SELECT FROM; Physical and environmental protection policy; procedures addressing voltage 
control ; security plan; list of critical information system components requiring. automatic. 
voltage. controls; other relevant documents. or records]. 
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FAMILY:. PHYSICAL AND. ENVIRONMENTAL PROTECTION .. CLASS:. OPERATIONAL 

ASSESSMENT PROCEDURE 

PE-10 EMERGENCY SHUTOFF. 

PE-10.1. ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the organization provides the capabilily of slut/ting off power to the. ir!formation. 
sysrem or individual system componenrs in emergency si1uatio11s; 

(ii) the organization defines the location r4 emergency shuu~ff switches or devices by 
information sys1e1n or system component; 

(iii) the organization p/cices emergency sh1110,ff switches or devices in an organization-
defined location by information system or. system component to.facilitate safe and 
easy access for personnel; and 

(iv) the. organization. protects. the. emergency power: shutoff capability.from. unauthorized 
activation .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Physical and environmental protection policy; procedures. addressing power 
source emergency shutoff; security. plan; emergency shutoff controls. or. switches; other 
relevant documents or. records] .. 

PE-10(1) EMERGENCY SHUTOFF. 

[Withdrawn: Incorporated into PE-1 OJ. 

PE-10(1).1 ASSESSMENT. OBJECTIVE~ 

[Withdrawn: Incorporated into. PE-1 OJ. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

[Withdrawn:. Incorporated into PE· 1 OJ .. 
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FAMILY: PHYSICAL AND. ENVIRONMENTAL PROTECTION CLASS:. OPERATIONAL 

ASSESSMENT PROCEDURE 

PE-11. EMERGENCY POWER. 

PE-11.1 ASSESSMENT. OBJECTIVE:, 

Determine if the. organization provides a short-term uninterruptible power supply to 
facilitate. an o·rderly shutdown of the information system in the event of a primwypower 
source. loss .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Physical. and. environmental protection policy; procedures addressing 
emergency. power; uninterruptible power supply documentation; uninterruptible power 
supply test records; other relevant documents or. records] .. 

Test:. [SELECT. FROM: Un interruptible power supply] .. 

PE-11(1) EMERGENCY POWER. 

PE-11(1).1 ASSESSMENT. OBJECTIVE: 

Deter1nine if the. organization provides a long-tem1 alternate. power supply.for the. 
ir1formc11io11 system that is capable. of ma intaini11g 111i11imally required operational 
capability in the event of an extended loss of the. primary power source. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine: [SELEC7: FROM: Physical and. environmental protection policy; procedures. addressing 
emergency. power; alternate. power. supply documentation;. alternate power test records; 
other relevant documents or records). 

Test:. [SELEC7: FROM.: Alternate. power supply] .. 

PE-11(2) EMERGENCY POWER. 

PE-11(2).1 ASSESSMENT. OBJECTIVE: 

Determine if the. organization provides a long-term alternate. power supply for the. 
ir1formation system that. is. se(f-contain.ecl and nor reliant: on external. powe1: genermfon. .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [ SELECr FROM: Physical and. environmental protection policy; procedures addressing 
emergency power; alternate. power supply documentation; alternate power test records; 
other relevant documents. or records]. 

Test:. [SELEC7: FROM: Alternate power supply). 
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FAMILY:. PHYSICAL AND. ENVIRONMENTAL PROTECTION . CLASS~ OPERATIONAL 

ASSESSMENT. PROCEDURE 

PE-12. EMERGENCY. LIGHTING 

PE-12.1 ASSESSMENT OBJECTIVE~ 

Determine if: 

(i) the organization employs automatic. emergency lighting/or the ir(formation system 
Iha/. activates in the. event. o.f a. powe1'. outage. or disruplion.;. 

(ii) the organization employs. automatic emergency lighting.for the information. system 
that covers emergency exits and evacuation rou1es within the facility; and 

(iii) !he organization maintains the automatic. emergency lighting for the information 
system. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Physical and. environmental protection policy; procedures addressing 
emergency. lighting; emergency lighting documentation; emergency lighting test records; 
emergency exits and evacuation routes; other. relevant documents or records] .. 

Interview: [SELECT FROM.: Organizational. personnel with emergency. planning responsibilities]. 

Test: [SELECT FROM: Emergency lighting. capability]. 

PE-12(1) EMERGENCY. LIGHTING 

PE-12(1).t ASSESSMENT. OBJECTIVE: 

Determine. if the organization provides emergency lighting for all. areas. within the.facility. 
supporling essential missions and business.functions .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Physical and environmental protection policy; procedures addressing 
emergency lighting; emergency lighting. documentation; emergency. lighting test records; 
emergency. exits. and evacuation routes; other relevant documents or. records). 

Interview: [SELECT. FROM.: Organizational personnel. with emergency planning. responsibilities). 

Test: [SELECT FROM: Emergency lighting capability]. 
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FAMILY: PHYSICAL., AND. ENVIRONMENT Al PROTECTION .. CLASS~ . OPERATIONAL., 

ASSESSMENT PROCEDURE 

PE-13. FIRE. PROTECTION. 

PE-13.1 ASSESSMENT. OBJECTIVE: 

Determine. if: 

(i) the organization employs fire. suppression and de/ection devices/systems for the 
i11formario11 sys1em thar are. supported by an independent energy source;. and 

(ii) the. organization maintains.fire suppression and detection devices!~ystems for. the 
information system that are supported by an independent energy source. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM; Physical and environmental protection policy; procedures. addressing fire. 
protection; fire suppression and detection devices/systems: fire suppression and detection 
devices/systems documentation; test records of fire suppression and detection 
devices/systems; other relevant documents. or. records] .. 

Interview:. [SELECT. FROM.: Organizational. personnel. with. responsibilities. for. f ire. detection. and 
suppression devices/systems). 

PE-13(1) FIRE PROTECTION 

PE-13(1).1 ASSESSMENT. OBJECTIVE:. 

Determine if the. organization. employs fire detection. devices/systems.for the. information 
system that, without manual intervention, activate. automatically and notify the 
organiw tion. and emergency responders. in the. event of a fire. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

E.xamine:. [SELECT. FROM: Physical. and environmental protection policy; procedures addressing fire 
protection;. faci lity housing the information system; alarm. service level agreements; test 
records of fire suppression and detection. devices/systems; fire suppression and detection 
devices/systems. documentation; other. relevant documents or records] .. 

Interview:. [SELECT. FROM.: Organizational personnel. with responsibilities for fire. detection and. 
suppression. devices/systems) .. 

Test: [SELECT FROM: Simulated activation of. fire detection. devices/systems. and automated 
notifications). 

PE-13(2) FIRE. PROTECTION. 

PE-13(2).1 ASSESSMENT. OBJECTIVE~ 

Determine. if the organization employs fire suppression devices!5ys1ems..for 1he 
information S)'Slem that provide automatic notification of any activation to the 
organization and emergency responders. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 
Examine:. [SELECT. FROM: Physical. and environmental protection policy; procedures addressing fire 

protection;. fire suppression. and detection. devices/systems documentation; facility housing 
the. information. system; alarm service. level agreements;. test records of. fire. suppression and 
detection devices/systems; other re levant documents or records). 

Interview:. [SELECT. FROM: Organizational personnel with responsibilities for fire detection and 
suppression. devices/systems] .. 

Test: [SELECT FROM: Simulated activation of. fire suppression devices/systems and automated 
notifications). 
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PE-13(3) FIRE PROTECTION 

PE-13(3).1 ASSESSMENT OBJECTIVE~ 

Determine if the. organization employs an. automatic fire suppression. capability.for. Jhe 
information system when the facility is not staffed on a continuous basis. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: Physical and environmental protection policy; procedures addressing fire. 
protection; facility housing the information system; alarm service. level agreements; facility 
staffing plans; test records. of fire. suppression and detection devices/systems;. other 
relevant documents. or records]. 

Interview:. [SELECT FROM: Organizational personnel with responsibilities. for. fire. detection and 
suppression devices/systems). 

Test: [SELECT FROM.: Simulated activation of fire. suppression devices/systems]. 

PE-13(4) FIRE. PROTECTION 

PE-13(4).1 ASSESSMENT OBJECTIVE:. 

Determine. if:. 

(i) the organization defines the frequency of fire marshal inspectionsfor the facility; 

(ii) the facility undergoes fire marshal inspections in accordance. with the. 
organization-definedfrequency;. and 

(iii) the organization promptly resolves deficiencies identified by fire marshal 
inspections .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: Physical and environmental protection policy; procedures addressing fire. 
protection; security plan; facility. housing the information system; fire. marshal inspection 
results; test records. ot tire. suppression and detection devices/systems; other relevant 
documents or records].. 

Interview:. [SELECT FROM.: Organizational personnel with responsibilities for fire detection and 
suppression devices/systems]. 
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FAMILY: PHYSICAlAND ENVIRONMENTAL PROTECTION . CLASS~ OPERATIONAL 

ASSESSMENT PROCEDURE 

PE-14. TEMPERATURE. AND HUMIDITY. CONTROLS 

PE-14.1. ASSESSMENT. OBJECTIVE:. 

Determine if:. 

(i) the. organization defines the acceptable temperature and humidity levels within. the. 
facility where the. ir!formation system resides;. 

(ii) the. or!Janization maintains temperature and humidity levels within the facility where. 
the information. system resides in accordance. with organization-defined acceptable 
levels;. 

(iii) the or!Janization defines. the f requency to monitor temperature. and humidity levels;. 
and 

(iv) the. organization monitors the temperature and humidity levels within the facility 
where. the. information system. resides in accordance with the. organization-defined 
frequency. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: Physical and environmental protection policy; procedures addressing 
temperature and humidity. control; security plan;. temperature and. humidity controls; facility 
housing the information system; temperature and humidity controls. documentation; 
temperature and humidity records;. other relevant documents or records]. 

PE-14(1) TEMPERATURE AND. HUMIDITY. CONTROLS 

PE-14(1).1 ASSESSMENT OBJECTIVE~ 

Determine. if the. organization employs automatic temperature. and humidity. controls in 
thefacility to preventfluctuations potentially harmfitl to the inform.a/ion system. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: Physical and environmental protection policy; procedures addressing 
temperature and humidity. controls; facility housing the Information system; automated 
mechanisms. for. temperature and humidity; other. relevant documents. or. records] .. 

Test: [SELECT FROM; Automated mechanisms. implementing. temperature. and humidity controls] . 

PE-14(2) TEMPERATURE AND. HUMIDITY. CONTROLS 

PE-14(2).1. ASSESSMENT. OBJECTIVE: 

Determine if the. organization employs temperature. and humidity monitoring that provides. 
an alarm or notification of changes potentially harmful to personnel or: equipment .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS:. 

Examine:. [SELECT FROM: Physical. and environmental protection policy; procedures addressing 
temperature and humidity monitoring; facility housing the. information. system; logs or 
records of temperature. and humidity. monitoring;. records of. changes. to. temperature. and 
humidity. levels that generate. alarms or notifications; other. relevant documents. or records] .. 

Test:. [SELECT. FROM; Temperature and humidity monitoring capabi lity] .. 
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FAMILY: PHYSICAL AND. ENVIRONMENTAL PROTECTION . CLASS:. OPERATIONAL 

ASSESSMENT PROCEDURE 

PE-15. WATER DAMAGE PROTECTION 

PE-15.1 ASSESSMENT. OBJECTIVE:, 

Determine. if: 

(i) the organization protects the. information system from damage. resultingfrom water 
leakage. by. providing master. shutoff valves. that are accessible. and. working 
properly;. and 

(ii) key personnel within the organization have. knowledge of 1he master water shutoff 
valves .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Physical and environmental protection policy; procedures addressing water 
damage protection; facility housing 1he information system; master shutoff. valves; list of. key 
personnel with knowledge of location and. activation procedures for master shutoff. valves 
for the. plumbing system; master shutoff valve. documentation; other relevant documents. or 
records]. 

Interview:. [SELECT FROM: . Organization. personnel with physical and. environmental protection. 
responsibilities]. 

Test: [SELECT FROM: Master. water-shutoff valv·es; process for activating master water-shutoff]. 

PE-15(1). WATER DAMAGE PROTECTION 

PE-15(1).1. ASSESSMENT. OBJECTIVE: 

Determine. if the. organization employs. mechanisms that, without the. need.for manual 
i111erven1ion, pro1ec1.1he informc11ion. system.from waler damage. in 1/ie. even/. of a. water 
leak. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Physical and environmental protection policy; procedures addressing water. 
damage protection; facility housing the information system; automated. mechanisms for 
water shutoff valves; other relevant documents. or records]. 

Test:. [SELECT. FROM.: Automated mechanisms implementing. master water. shutoff valve. activation]. 
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FAMILY: PHYSICAL AND. ENVIRONMENTAL PROTECTION CLASS: OPERATIONAl 

ASSESSMENT PROCEDURE 

PE-16 DELIVERY. AND REMOVAL 

PE-16.1 ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the. organization defines the. types of infonnation system components to. be. 
authorized,. monitored, and controlled as such components are. entering or exiting 
1hefacility; 

(ii) the organization authorizes, moni1ors, and controls organization-defined 
i11for111at.io11 system components entering and exiting the.facility; and 

(iii) the organization maintains records. of i11formation system components. entering and 
exiting the.facility. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Physical and. environmental protection policy; procedures addressing 
delivery. and removal of. information system components. from the facility; security. plan; 
facility housing the. information system; records. of items. entering and exiting the facility; 
other relevant documents or records]. 

Interview:. [SELECT FROM: Organization personnel with responsibilities for controlling. informatio.n 
system components entering and exiting the. facility] .. 

Test: [SELECT. FROM.: Process. for. controlling information system-related items. entering. and. exiting the. 
facility]. 
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FAMILY: PHYSICAL AND. ENVIRONMENTAL PROTECTION CLASS: OPERATIONAL 

ASSESSMENT PROCEDURE 

PE-17 ALTERNATE WORK SITE 

PE-17.1 ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the organization defines 1he m£magement,. operational, and technical ir~formation 
system security controls to be employed Ct!. al1ernc11e. work si1es;. 

(ii) the. organiwtion employs organizalion-defined management,. operational. and 
technical information system security con/rots at alternate work si1es; 

(iii) the. organization assesses, as.feasible, 1he. effectiveness o,f security controls. at 
allernate. work sites; and 

(iv) the. organization provides a means.for e1nployees to communicate with info rmation 
security. personnel in. case. of securi(y incidents. or.problems .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Physical and environmental protection policy; procedures addressing 
alternate. work sites for organizational personnel; security. plan; list of management,. 
operational, and technical. security controls. required. for alternate work sites; assessments 
of security controls at alternate work sites; other relevant documents or records]. 

Interview:. [SELECT FROM: Organization personnel using alternate. work sites]. 
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FAMILY: PHYSICAL AND ENVIRONMENT Al PROTECTION .. CLASS: OPERATIONAL 

ASSESSMENT PROCEDURE 

PE-18. LOCATION OF. INFORMATION SYSTEM. COMPONENTS 

PE-18.1 ASSESSMENT OBJECTIVE~ 

Determine if:. 

(i) the organization posi1ions information syste1n. components within the.facility to 
minimize potential damage.from. physical and e11.vironmen1al hazards;. and 

(ii) the. organization positions. information. system components within. the .facility to. 
1ninimize the oppor1unityfor unauthorized access. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM; Physical and. environmental protection policy; procedures addressing 
positioning of information system components; documentation providing the location and. 
position of. information. system components within. the. facility;. other. relevant documents. or 
records]. 

PE-18(1) LOCATION OF. INFORMATION SYSTEM. COMPONENTS. 

PE-18(1).1 ASSESSMENT. OBJECTIVE~ 

Determine if: 

(i) the. orga.nization plans the location or site. of thefacility where. the. in.formation 
system resides with regard to. physical and environmental hazards:. and 

(ii) the. organization.for existing.facilities, considers the physical and environmental 
hazards in its risk mitigation strategy .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Physical. and environmental protection policy; physical sile. planning 
documents; organizational assessment of risk,. contingency plan; other relevant documents 
or. records] .. 

Interview: [SELECT. FROM.: Organization personnel with. site selection responsibilities for the. faci lity 
housing. the information system]. 
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FAMILY:. PHYSICAL AND. ENVIRONMENTAL PROTECTION ... CLASS:. OPERATIONAL 

ASSESSMENT PROCEDURE 

PE-19. INFORMATION, LEAKAGE 

PE-19.1. ASSESSMENT. OBJECTIVE: 

Determine. if the. organization protects the. i1~formation system fron1 information leakage 
due to electromagnetic. signals. emanations. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT: FROM: Physical. and environmental protection policy; procedures addressing 
information leakage due to electromagnetic signals emanations; mechanisms protecting the 
information system against electronic signals. emanation;. facility housing the information 
system; records. from electromagnetic signals emanation tests;. other relevant documents. or. 
records]. 

Test:. [SELECT. FROM: Information system for information leakage due to. electromagnetic signals. 
emanations]. 

PE-19(1 ) INFORMATION. LEAKAGE 

PE-19(1).1 ASSESSMENT OBJECTIVE: 

Derermine if the information system. components,. associated data communications, and 
nerworks are protected in accordance. with: 
- not ion.al emissions. and TEMP EST policies and procedures;. and 
- rhe sensitivity of the information being transmitted. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine:. [SELECT: FROM: Physical and environmental protection policy; procedures addressing 
information leakage that comply with national emissions and TEMPEST policies. and 
procedures;. information system. component design. documentation; information system. 
configuration settings. and associated. documentation other relevant documents. or records]. 

Test:. [SELECT. FROM.: Information system components. for compliance. with. national emissions. and 
TEMPEST policies and. procedures]. 
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FAMILY:. PLANNING .. CLASS: MANAGEMENT 

PL· l 

PL-1 .1. 

PL-1.2 

APPENDIX F-Pl 

ASSESSMENT PROCEDURE 

SECURITY. PLANNING POLICY AND. PROCEDURES 

ASSESSMENT OBJECTIVE:, 

Determine. if: 

(i) the organization develops andformally documents security planning policy; 

(ii) the organization security planning policy at/dresses: 

- pu1pose;. 

- scope; 
. roles. and responsibilities; 

- management. commitment; 

- coordination among organizational. entities;. and 

- compliance; 

(iii) the organization disseminatesformal docurnented security planning policy to 
elements. within 1he. organization having associated security planning roles and 
responsibi Li ti es;. 

(iv) the organization develops andfonnally documents security planning procedures; 

(v) the organization security planning procedures facilitate implementation of the 
security planning policy and associated security planning controls;. and 

(vi) the organization disseminates formal documented security planning procedures to. 
elements within the organization having associated security planning roles and 
responsibilities. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELEC7: FROM: Security planning policy. and procedures;. othe~ relevant documents or 
records]. 

Interview:, [SELECT FROM: Organizational. personnel. with, security planning responsibilities) .. 

ASSESSMENT. OBJECTIVE: 

Determine. if: 

(i) the organization de.fines the.frequency of security planning policy reviews/updates; 

(ii) 1he organization reviews/updates security planning policy in accordance with 
organic,ation·dejinedfrequency; and 

(iii) the. organization defines. the.frequency r~f security planning procedure 
reviews/updates;. 

(iv) !he organization reviews/updates. security p/an11.i11.g procedures. in accordance with 
organization-defined frequency. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS: 

Examine: (SELEcr FROM: Security planning. policy. and procedures; other relevant documents or 
records). 

Interview: [SELECT FROM: Organizational personnel with security. planning. responsibilities). 

PAGE F-199 
FTC-0002601 



Special Publication 800-53A Guide. lo~ Assessing the. Security Controls. in 
Federal Information. Systems and. Organizations. 

FAMILY: PLANNING CLASS: MANAGEMENT 

PL·2 

PL-2.1 

APPENDIX F-PL. 

ASSESSMENT PROCEDURE 

SYSTEM SECURITY PLAN 

ASSESSMENT. OBJECTIVE:. 

Determine if'. 

(i) the. organization develops a security plan/or the. ir!formation sysiem. that:. 
. is consistent. with the. organizalion 's enterprise architeclure; 
. explici1ly defines. the. au1horization boundary fot'. the. system; 

- describes the opermional con1ex1 of !he information system in lerms of mission 
and business processes; 

. provides !he security categorization of the information system including 
supporting rationale; 

- describes the operational environment for the. information system; 

- describes relc11ionships with or connections 10 01'1er information systems; 

- provides an overview of the security requirements/or the. system;. 

- describes. the security controls. in place or: plannedfor meeting those. 
requirements. including a ralionalefor the. tailoring and supplemen1al. decisions; 
and 

- is reviewed and approved by the authorizing official or designated representative 
prior to. plan implementation; 

(ii). the. organization defines the.frequency. of security plan reviews; 

(iii) the. organiza1ion reviews the securily plan in accordance wilh the organization-
definedfrequency;. and 

(iv) rhe. organization updates. the plan to. address changes. to. the. information 
system/environment of opera/ion or problems identified during plan irnp/emen tat ion 
or. security control assessments .. 

POTENTIAL ASSESSMENT. METHODS AND. OBJECTS:. 

Examine:. (SELECT FROM: Security planning policy;. procedures addressing security plan development 
and. implementation; procedures addressing security plan. reviews. and. updates;. enterprise 
architecture. documentation;. security plan for. the. information. system; records. of security 
plan 1reviews. and. updates; other relevant documents or records] .. 

Interview: [SELECT FROM: Organization personnel with security planning. and plan. implementation 
responsibilities for the. information system]. 
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PL·2(1) • 

PL-2(1).1 

PL-2(2) 

PL-2(2).1 

APPENDIX F-Pl 

SYSTEM SECURITY. PLAN 

ASSESSMENT. OBJECTIVE:. 

Determine (f', 

(i) the. organization develops a security Concept of Operations (CONOPS)fo1'. the 
information system. containing, at er. minimum:. 

- the. purpose. of the. system;. 

- a description o.f the. system architecture; 

- the security authorization schedule; and 

- the security categorization and associated.factors considered. in determinin.g the. 
categorization; 

(ii) the organization de,fi.nes the.frequency of reviews and updates to the. CONOPS; and 

(iii). the. organization reviews and updates the. CONOPS in accordance. with the 
organization-defined frequency. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: Security planning policy; procedures. addressing security CONOPS 
development; procedures addressing. security CONOPS reviews and updates; security 
CON OPS. for. the. Information system; security plan. for. the. information system; records of. 
security CONOPS. reviews. and updates; other relevant documents. or records]. 

Interview:. [SELECT FROM.: Organization perso11nel with security planning. and. plan implementation 
responsibilities. for the. information system] .. 

SYSTEM SECURITY PLAN. 

ASSESSMENT OBJECTIVE: 

Determine (f the. organization develops afunctional architecturefor. the information 
system that identifies and maintain.1·:. 

- external. ;n1e1:faces,. the. informa1ion being. exchanged across. the. inte1:faces, and the 
protection mechanisms associated with each inte1:face; 

- user roles. and the access. privileges assigned to each role;. 

- unique. security requirements;. 

- types of information processed, stored, or transmitted by the il1formation system and 
any specijic protection needs in accordance with applicable federal laws, Executive 
Orders, directives, policies,. regulations,. standards,. and guidance;. and 

- restoration priority of information or in.formation system services .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM; Security. planning. policy; access. control policy; contingency. planning. policy; 
security plan. for the. information sys.tern; contingency plan for the. information system; 
information system design documentation;. other. relevant. documents. or. records]. 

Interview: [SELECT FROM.: Organization perso11nel with security planning and plan implementation 
responsibilities for. the. information. system]. 
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FAMILY: PLANNING 
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CLASS: .MANAGEMENT 

ASSESSMENT PROCEDURE 

PL·3. 

PL·3.1. 

APPENDIX F-PL 

SYSTEM SECURITY. PLAN UPDATE 

[Withdrawn: Incorporated into PL-2]. 

ASSESSMENT OBJECTIVE~ 

[Withdrawn: Incorporated. into PL-2]. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

(Withdrawn: Incorporated. Into. PL-2). 
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FAMILY: PLANNING CLASS: MANAGEMENT 

PL-4. 

PL-4.1 

PL-4(1) 

PL-4(1).1 

APPENDIX F·Pl 

ASSESSMENT PROCEDURE 

RULES OF BEHAVIOR 

ASSESSMENT OBJECTIVE: 

Determine. if' 

(i). the organization establishes. the. rules. that describe. h!fomwtion system user 
responsibilities. and expected behavior with regard to information anc/, information 
system usage;. 

(ii) the organization makes the rules. available to all infonnation system users; and 

(iii) the organization receives a.signed acknowledgement from users indicating that they 
have read,. understand, and agree to abide. by the rules of behavior, be.fore 
authorizing access to information and the information system. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS: 

Examine: [SELECT FROM: Security planning policy; procedures addressing rules. of behavior for 
information system users; rules of behavior; other relevant documents or records]. 

Interview:. [SELECT FROM:. Organizational. personnel. who. are authorized. users of. the information 
system and have. signed. rules. of. behavior]. 

RULES OF BEHAVIOR 

ASSESSMENT. OBJECTIVE~ 

Determine. if the organization includes. in the rules. of behavior: 

- explicit. restrictions. on the use of social networking sites; 

- posting information on commercial Web sites; and 

- sharing information system account. information .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine:. [SELECT FROM: Security planning policy; procedures addressing rules. of behavior for 
information system users; rules of behavior; other relevant documents or records]. 

Interview:. [SELECT FROM: Organizational personnel who. are. authorized. users. of the. information 
system and have. signed. rules. of. behavior] .. 
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PL·S. 

PL-5.1 

APPENDIX F-PL 

ASSESSMENT PROCEDURE 

PRIVACY IMPACT ASSESSMENT 

ASSESSMENT. OBJECTIVE:. 

Determine. if:. 

(i) the organization conducts a privacy impact assessment on the. i11fonnation syslem; 
and 

(ii) the. privacy impact. assessment. is in accordance. with OMB policy. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Security planning policy; procedures addressing privacy impact assessments 
on the information system; privacy impact assessment; other relevant documents Of 
records]. 
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PL·6. 

PL-6.1 

APPENDIX F-PL 

ASSESSMENT PROCEDURE 

SECURITY-RELATED ACTIVITY PLANNING. 

ASSESSMENT. OBJECTIVE~ 

Determine. if the. organization plans and coordinates security-related activities. affecting 
the. information system before conducting such activities in order to reduce the. impact on 
organizational operations (i.e., mission,.funcrions,. image,. and reputation),. organizational. 
assets,. and individuals. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [S£L£CT FROM: Security. planning. policy; procedures. addressing. security-related activity. 
planning for the. information system; other relevant documents or records]. 

Interview: (SELECT FROM.: Organizational personnel with security planning. and plan implemenlalion 
responsibilities]. 
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PM-1. 

PM-1.1 

APPENDIX F·PM 

ASSESSMENT PROCEDURE 

INFORMATION. SECURITY. PROGRAM PLAN 

ASSESSMENT OBJECTIVE~ 

Determine if: 

(i) the organization develops an information. security. program plan/or !he organization 
Iha/: 

- provides. an. overview. of the requirements /01: the security program;. 

- provides a description of the security program management controls and 
common cm11rols in.place. or pla11nedfor. meeting security. program. 
requirements; 

- provides sufficient information abo!ll !he.program numagement con1rols and 
common controls (including specificalion of parame/ers for any assignment and 
selection operations either explicitly or by reference) to enable an 
implemen1a1ion th ell is unambiguously comp/icmt wi1h 1he in1en1. of 1he. plan and a 
determ.inmion of the risk to be incurred if the plan is implemented as intended;. 

- in.du.des roles, responsibilities, 1nan.agemen.t commitmenl,. coordinalion among 
organizational. enlities, and complicmce;. 

- is approved by a senior. official. with responsibility. and accountability/or the. risk 
being incurred to organizational operations (including m.ission,functions, image, 
and repulation), organiza1ional asse1s,. individuals,. 01/ier organizations. and the. 
Nation; .. 

(ii) the ()rganization defines the.frequency of i11.fomwtion security pr() gram plan 
reviews; 

(iii) the. organization reviews the. organization-wide. information. security. program plan 
in. accordance with the. organization-definedfrequency; 

(iv) the. orga11iza1ion revises 1he. plan to address organizalional changes and problems 
identified during plan implemen1ation or security control assessmenls; and 

(v) the organization disseminates 1/ie most. recent information security program plan to 
appropriate enlities. in 1he organiz.ation. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Information security program policy; procedures addressing information 
security. program plan development and implementation; procedures addressing information 
security program plan reviews. and updates; information security program plan; program 
management controls. documentation;. common controls. documentation;. records. of. 
information security program plan reviews. and updates; other relevant documents. or 
records]. 

Interview:. [SELECT FROM: Organizational personnel. with. security planning. and plan implementation 
responsibilities for the. information. security program]. 
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PM-2 

PM-2.1 

APPENDIX F-PM 

ASSESSMENT PROCEDURE 

SENIOR INFORMATION SECURITY OFFICER 

ASSESSMENT OBJECTIVE~ 

Determine if: 

(i) organization appoints a. senior information security officer to. coordinate, develop, 
implement, and maintain an organization-wide. i11formct1ion security program; and 

(ii) the organization. empowers the senior. information security officer. with. the mission 
and resources required to coordinate, develop, imple1nent, and maintain an 
organization-wide. in.formation security program .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS~ 

Examine:. [SELECT FROM: Information security program policy; Information security program plan; 
documentation. addressing roles. and responsibilities. of the. senior. information. security 
officer position; information security. program_ mission statement; other relevant documents 
or records] .. 

Interview:. [SELECT FROM.: Organizational person. appointed. to the. senior information security officer 
position]. 
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ASSESSMENT PROCEDURE 

PM-3. INFORMATION SECURITY RESOURCES. 

PM-3.1 ASSESSMENT. OBJECTIVE: 

Determine. if: 

(i) the. organization includes in its capital. planning and investment. requests the 
resources needed. lo implement the. infon11a1ion securiry program.:. 

(ii) the. organization documents all exceptions to the. requirement that all. capital 
planning and investm.ent requests include the resources needed to implem.ent the 
i11for111at.ion security. program;. 

(iii) the organization employs a business. case/Exhibit 300/Exhibit 53 to. record the. 
resources required; and 

(iv) the. organization makes the required . information security resources. available.for 
expenditure as planned. 

POTENTIAL. ASSESSMENT. METHODS AND OBJECTS: 

Examine: [SELECT FROM: Information security. program policy;. capital. planning and. investment policy; 
procedures addressing management and oversight for information security-related. aspects 
of. the capital planning. and investment control. process;. capital. planning and. investment 
documentation; documentation. of exceptions supporting. capital. planning and. investment 
requests; business. cases; Exhibit 300;. Exhibit 53;. other relevant documents or records]. 

Interview:. [SELECT FROM: Organizational. personnel. managing and. overseeing the. information security-
relat·ed aspects. of. the. capital planning. and investment control process] .. 
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FAMILY:. PROGRAM MANAGEMENT . CLASS~ MANAGEMENT 

PM·4 

PM-4.1. 

APPENDIX F-PM 

ASSESSMENT PROCEDURE 

PLAN. OF. ACTION AND MILESTONES PROCESS . 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the. organiza1ion implemenls a process to maintain plans of action and milestones:for 
the securi1y program and !he. associated organizetlional informal ion. sys1e111s;. and 

(ii) the organization. implements a process to documem the remedial information security 
aclions !hat mitigate risk to organizational operations and assets, individuals, 01her 
organizations, and !he. Na1ion .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM; Information security program policy; plan of action and milestones. policy; 
procedures addressing plan of action and milestones process; plan of action and. 
milestones for the security program; plan of action and milestones for organizational 
information systems;. other. relevant documents. or. records] .. 

Interview: [SELECT FROM.: Organizational personnel with plan of action. and milestones. development 
anct implementation. responsibilities]. 
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PM·5. 

PM-5.1 

APPENDIX F-PM. 

ASSESSMENT PROCEDURE 

INFORMATION SYSTEM. INVENTORY . 

ASSESSMENT OBJECTIVE~ 

Determine if: 

(i) the. organization develops cm inventory of its i1!formation systems;. and 

(ii). the. organization maintains an inventory of its. information systems .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM; Information security program policy;. procedures addressing information 
system inventory. development and maintenance; information system Inventory. records, 
other. relevant documents. or records]. 

Interview: [SELECT FROM:. Organizational personnel with information. system inventory development 
and. maintenance. responsibilities]. 
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PM-6. 

PM-6.t 

APPENDIX F-PM 

ASSESSMENT PROCEDURE 

INFORMATION SECURITY MEASURES OF. PERFORMANCE 

ASSESSMENT OBJECTIVE~ 

Determine. if: 

(i) the. organization develops information security. measures ofpet:formance; 

(ii) the organization. monitors. information. securily. measures. of performance;. and 

(iii) !he organization. reports. on !he. results. of informalion. securily. measures. of 
performance. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT: FROM; Information security. program. policy;. procedures addressing. development .. 
moniloring, and reporting of information security performance measures; information 
security performance. metrics; information security. performance measures; results. of: 
information security performance measures; other relevant documents or records]. 
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PM-7 

PM-7.1 

APPENDIX F-PM 

ASSESSMENT PROCEDURE 

ENTERPRISE ARCHITECTURE 

ASSESSMENT. OBJECTIVE:, 

Determine. if the organization develops an enterprise. architecture. with consideration.for 
ir~formation security and the resulting risk to organizational operations, organizational 
assets,. individuals,. other organizations,. and the. Nation .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: Information security program policy; enterprise architecture policy; 
procedures addressing information security-related aspects of. enterprise architecture 
development; system development life cycle documentation; enterprise architecture 
documentation;. enterprise security architecture. documentation; other relevant documents. or 
records]. 
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PM·8 

PM-8.l 

APPENDIX F-PM. 

ASSESSMENT PROCEDURE 

CRITICAL. INFRASTRUCTURE PLAN 

ASSESSMENT. OBJECTIVE~ 

Determine if:. 

(i) the organization develops and documents a critical il~frastructure and key resource 
protection.plan;. 

(ii) the organization. updates the critical. infrastructure and key resource protection 
plan; and 

(iii) the. organization. addresses information. security. issues. in the. critical ir!frastructure 
and key. resource. protection. plan. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Information security. program. policy;. critical. infrastructure. protection policy; 
procedures addressing critical. infrastructure plan development and implementation; 
procedures. addressing critical infrastructure. plan reviews and updates; records of. critical. 
infrastructure plan reviews. and updates; other relevant documents. or records). 

Interview:. [St:LECT FROM: Organizational personnel with. critical infrastructure plan development and 
implementation responsibilities]. 
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ASSESSMENT PROCEDURE 

PM·9. RISK MANAGEMENT STRATEGY. 

PM-9.1 ASSESSMENT OBJECTIVE: 

Determine. if:. 

(i) the. organization develops a. comprehensive. strategy to manage risk to. 
organizational operations. and assets, individuals,. other. organizations, and the. 
Nation associated with the. operation and use. of information systems;. and 

(ii) the organization implements that strategy consistently across the organization. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Information security program. policy;. risk management policy; procedures 
addressing risk management strategy, development and implementation: risk management 
strategy. (including risk identification, assessment, mitigation,. acceptance,. and monitoring 
methodologies): other relevant documents. or records). 

Interview: [SELECT FROM: Organizational. personnel with risk management strategy. development and 
implementation responsibilities] .. 
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ASSESSMENT PROCEDURE 

PM-10 SECURITY. AUTHORIZATION PROCESS 

PM-10.1 ASSESSMENT. OBJECTIVE~ 

Determine if: 

(i) the organization manages (i.e., docum.ents,. tracks, and reports) the security state of 
organizational information systems. through security. authorization processes;. 

(ii) the organization designates individual.I· tofulfill specific roles. and responsibilities. 
within the organizational risk management. process;. and 

(iii) the organization .fully integrates the. security authorization processes into an. 
organization-wide. risk management.program. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Information security. program. policy;. security. assessment and. authorization. 
policy; risk management policy; procedures addressing security authorization processes; 
security authorization package (including security plan, security assessment report, plan of 
action and milestones, authorization statement); other relevant documents. or records]. 

Interview:. [SELECT FROM.: Organizational personnel with security authorization responsibilities for. 
information systems; organizational personnel with. risk management responsibilities]. 
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ASSESSMENT PROCEDURE 

PM-11 MISSION I BUSINESS PROCESS DEFINITION 

PM-11.1. ASSESSMENT OBJECTIVE: 

Determine. if:. 

(i) the. organization defines mission/business processes with considerationfor 
i11formario11. securiry and the resulting risk fo organizational operations,. 
organizational assets,. individuals, other organizations,. and !he. Nation;. and 

(ii) the organization detennines information protection needs arising.from the defined 
mission/business. processes. and re1rises. the. processes as necessa1y,. until. an. 
achievable set. of protection needs is obtained. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Information security. program policy;. risk management policy; procedures 
addressing security categorization of organizational information and information systems; 
organizational. mission/business processes; risk management strategy. (including. risk 
identification, assessment, mitigation, acceptance, and monitoring methodologies); other 
relevant documents or. records]. 

Interview:. [SELECT FROM.: Organizational personnel with mission/business. process definition 
responsibilities; organizational. personnel with security, categorization and. risk management 
responsibilities for the. information security program]. 
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PS· 1. 

PS-1.1. 

PS-1.2 

APPENDIX F-PS 

ASSESSMENT PROCEDURE 

PERSONNEL SECURITY, POLICY AND PROCEDURES. 

ASSESSMENT OBJECTIVE:, 

Determine if: 

(i) the organization develops andformally documents personnel security policy; 

(ii) the organization personnel security policy addresses: 

- pu1pose;. 

- scope; 
. roles_ and responsibilities; . 

- managemen/ commitment;. 

- coordination among organiza1ional entities; and 

- compliance; 

(iii) the organization disseminates.formal docurnented personnelsecurily policy to 
elemenls. within the. organiza1io11 having associated personnel security roles and 
responsibi Li ties; 

(iv) the organization develops andfonnally documents personnel security procedures; 

(v) !he. organization personnel security. procedures.facilitale. implementation. of the 
personnel security policy and associated personnel security. controls; and. 

(vi) the organization disseminates.formal documented personnel. security procedures to 
elements. within the. organization having associaied personnel. security. roles and 
responsibilities .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:_ 

Examine:. [SELECT FROM: Personnel. security. policy. and procedures,. other. relevant documents or 
records]. 

Interview: [SELECT FROM.: Organizational personnel with personnel security responsibilities]. 

ASSESSMENT OBJECTIVE~ 

Determine. if: 

(i) the organization defines the frequency of personnel security policy reviews/updates; 

(ii) 1he organization reviews/updates personnel security policy in.accordance with 
organic,ation·dejinedfrequency; and 

(iii) . the organization defines the.fi·equency r4 personnel security procedure 
reviewslupda!es;. 

(iv) the. organ.izcllion reviews/updates.personnel security procedures in accordance with 
organization-definedfrequency .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: (SELECT: FROM; Personnel security. policy. and procedures; other. relevant. documents. or 
records] .. 

Interview:. [SELECT: FROM: Organizational. personnel with. personnel. security. responsibilities] .. 
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ASSESSMENT PROCEDURE 

PS·2 POSITION CATEGORIZATION 

PS-2.1 ASSESSMENT. OBJECTIVE: 

Determine if:. 

(i) the organization assigns a risk designation 10 all positions. within the. organization; 

(ii) the organization establishes a screening criteria..f'or individuals.fl/ling 
organizational positions; 

(iii) the organization defines the frequency of risk designation reviews and updates for 
organizational.positions; and 

(iv) the. organization reviews. and revises position risk designations in accordance with 
the organization-definedfrequency. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT: FROM: Personnel. security policy;. procedures addressing. position categorization;. 
appropriate codes of federal regulations; list of. risk designations for organizational 
positions; security. plan; records. of risk designation. reviews. and updates; other relevant 
documents or records) .. 

Interview:. [SE'L£CT: FROM:. Organizational. personnel with personnel. security. responsibilities) .. 
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PS·3 

PS-3.t 

PS-3(1) 

PS-3(1).t 

PS-3(2) 

PS-3(2).1. 

APPENDIX F-PS. 

ASSESSMENT PROCEDURE 

PERSONNEL SCREENING. 

ASSESSMENT. OBJECTIVE~ 

Determine if:. 

(i) the. organization screens individuals prior to authorizing access. to. the. infonnation 
system;. 

(ii) the. organization defines conditions requiring re-screening and, where re-screening. 
is so indicated, the.frequency of such re-screening; and 

(iii) the organization. re-screens. individuals according to organization-defined conclitions 
requiring re-screening and, where re-screening is so indicated, the organization-
defined.frequency of such re-screening .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: Personnel. security policy; procedures addressing. personnel screening; 
records. of screened personnel; security. plan ; other. relevant documents or records] .. 

Interview: [SELECT FROM.: Organizational. personnel with personnel security. responsibilities] .. 

PERSONNEL SCREENING. 

ASSESSMENT. OBJECTIVE:. 

Determine if: 

(i) the. organization ensures that every user accessing mi. information system 
processing .. storing,. or. transmitting classified i1~formation is cleared to. the highest. 
classification level of the information on the system; and 

(ii) the organization ensures that every user accessing an infornwtion system 
processing,. storing, or. transmitting classified ir(formation is. indoctrinated to the. 
highest classification level of the information on the system. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS: 

Examine:. [SELECT FROM: Personnel. security. policy;. procedures addressing. personnel screening; 
records of screened. personnel; other. relevant documents. or records]. 

Interview:. [SELECT. FROM:. Organizational personnel with. personnel security responsibilities). 

PERSONNEL SCREENING 

ASSESSMENT. OBJECTIVE:. 

Determine if the. organization.formally indoctrinates every user accessing an information 
system that processes, stores,. 01: transmits types of classified itifonnation requiring formal 
indoctrination.for all. of the relevant types of in.formation. on. the. system. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM: Personnel security policy; procedures. addressing. personnel. screening; 
records of screened personnel; other relevant documents. or records) .. 

Interview:. [ SEL£CT. FROM.: Organizational personnel with. personnel security responsibilities). 
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ASSESSMENT PROCEDURE 

PS-4 PERSONNEL TERMINATION 

PS-4.1 ASSESSMENT. OBJECTIVE: 

Determine if:. 

(i) the organization terminates information system access upon termination of 
individual employment; 

(ii) the organization. conducts exit interviews of terminated personnel; 

(iii) the organization retrieves all security-related organizational information system-
related propertyfrom terminated personnel;. and 

(iv). the. organization retains. access to. organiza.tional information. and information. 
systems.formerly controlled by terminated personnel. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: Personnel. security policy; procedures addressing. personnel termination; 
records. of personnel termination actions; list of information system accounts; other relevant 
documents or records).. 

Interview:. [SELECT FROM:. Organizational personnel with personnel security responsibilities]. 
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ASSESSMENT PROCEDURE 

PS-5 PERSONNEL TRANSFER 

PS-5.1 ASSESSMENT. OBJECTIVE~ 

Determine if: 

(i) the. organization reviews. logical and physical access authorizations. to information 
systems(facilities when personnel are reassigned or transferred to other positions 
within the. organization;. 

(ii) the. organization defines the transfer or reassignment actions and the time period 
within which the actions must. occur.fo flo wingformal tran.~fer or reassignment; and 

(iii) the. organization initiates. the. organization-defined tran.~fer. or. reassignment actions. 
within cm organization-defined tilne periodfollowin.gformaf tran.1fer or 
reassignment .. 

POTENTIAL ASSESSMENT. METHODS AND OBJECTS~ 

Examine:. [SELECT FROM; Personnel. security policy; procedures addressing personnel transfer; 
security plan;. records of. personnel transfer. actions;. list of. information. system. and facility. 
access authorizations; other. relevant documents. or records). 

Interview: [SELECT FROM.: Organizational. personnel with personnel security. responsibilities] .. 
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PS-6 

PS-6.1 

PS-6(1) 

PS-6(1).1 

APPENDIX F-PS 

ASSESSMENT PROCEDURE 

ACCESS AGREEMENTS. 

ASSESSMENT. OBJECTIVE~ 

Determine if:. 

(i) the. organization identifies appropriate. access agreementsfor individuals requiring 
access ro organizational information ancl information systems;. 

(ii) individuals. requiring access. to organizational information and information system.~ 

sign appropriate access agreements prior to being granted access; 

(iii) the organization defines. the frequency of reviews/updates.for access agreements;. 
and 

(iv) the. organization reviews/updates the. access agreements in accordance with the. 
organization-defined.frequency .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS~ 

Examine:. [SELECT FROM: Personnel security policy; procedures addressing access agreements for 
organizational information and information systems; security plan; access agreements; 
records of access agreement reviews and updates; other relevant documents or records]. 

Interview: [SELECT FROM: Organizational personnel with personnel security responsibilities] .. 

ACCESS. AGREEMENTS 

ASSESSMENT. OBJECTIVE: 

Determine if the organization grants access to information with special protection 
measures only to individuals who: 

- have. a valid access authorization that is demonstrared by assigned. official. 
government. duties; and 

- satisfy associated personnel security criteria .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM: Personnel security. policy;. procedures addressing access. agreements for 
organizational Information and Information systems; access agreements; access 
authorizations; personnel security. criteria; other relevant documents. or. records]. 

Interview: [SELECT FROM:. Organizational personnel with personnel security responsibilities]. 
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PS·6(2) ACCESS. AGREEMENTS. 

PS-6(2).t ASSESSMENT. OBJECTIVE~ 

Determine. if the organization grants access to classified information with special 
protection measures only to individuals who: 

- have a valid access authorization that is demonstrated by assigned official 
government. duties;. 

- satisfy associated personnel security criteria; and 

- have. read, understood, and signed a nondisclosure. c1greement .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Personnel security policy; procedures addressing access. agreements for 
organizational information and information. systems; access agreements; access 
authorizations; personnel. security, criteria; signed nondisclosure. agreements;. other relevant 
documents or records]. 

Interview:. [SELECT FROM: Organizational personnel. with. personnel security responsibilities). 

APPENDIX F·PS. PAGE F-223. 
FTC-0002625 



Special Publication 800-53A . .. Guide for Assessing the. Security. Controls in 
... Federal Information. Systems and. Organizations 

FAMILY:. PERSONNEL. SECURITY . CLASS:. OPERATIONAL. 

ASSESSMENT PROCEDURE 

PS·7 THIRD-PARTY. PERSONNEL SECURITY. 

PS-7.1 ASSESSMENT OBJECTIVE~ 

Determine. if:. 

(i) the. organization establishes. personnel. security. requirements, including security. 
roles and responsibiliries,.for third-party.providers. 

(ii) the. organization. documents personnel. security. requirements.for third-party 
providers; and 

(iii) the. organization monitors. third-party.provider compliance. with personnel security 
requirements. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine: [SELECT FROM: Personnel security. policy;. procedures addressing third-party. personnel 
security; list of personnel. security requirements; acquisition documents; compliance 
monitoring process;. other relevant documents or. records]. 

Interview: [SELECT FROM: Organizational. personnel with personnel security responsibilities; third-party 
providers). 
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PS·8. 

PS-8.t 

APPENDIX F-PS 

ASSESSMENT. PROCEDURE 

PERSONNEL SANCTIONS 

ASSESSMENT OBJECTIVE~ 

Determine if the organization. employs a.formal sanctions processforpersonnelfailing 10 

comply wirh established information security policies amlprocedures. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: Personnel security. policy;. procedures addressing personnel sanctions; rules 
of behavior;. records. of formal sanctions; other. relevant documents or records]. 

Interview:. (SELECT FROM: Organizational personnel. with. personnel security responsibilities). 
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RA·1. 

RA-1.1 

RA·1.2. 

APPENDIX F-RA 

ASSESSMENT PROCEDURE 

RISK ASSESSMENT POLICY. AND. PROCEDURES. 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the organization develops and formally documents risk assessment policy; 

(ii) the organization risk assessment policy addresses: 

- pu1pose;. 

- scope; 
. roles_ and responsibilities;_ 

- management commitment; 
. coordination. among organizational entities;. and 

- compliance; 

(iii) the organization disseminatesformal documented risk assessment policy to elements 
within the. organization having associated risk assessmem roles and responsibilities; 

(iv) the organization. develops and formally documents risk assessment procedures: 

(v) the organization risk assessment procedures.facilitate implementation of the. risk 
assessment. policy and associated risk assessment. controls;_ and 

(vi) the organization disseminates formal. documented risk assessment procedures to 
elements within the organization having associated risk assessmem roles. arul 
responsibilities. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: Risk assessment policy and. procedures: other relevant documents_ or 
records]. 

Interview :_ [SELECT FROM.: Organizational. personnel with risk assessment responsibilities]. 

ASSESSMENT OBJECTIVE: 

Determine if-

(i) the organization. de.fines. the.Ji·equency of risk assessment policy reviews/updares; 

(ii) the organization reviews/updates risk assessment policy in accordance with 
organization-defined frequency; and 

(iii) the. organization. de.fines the.frequency of risk assessment. procedure_ 
reviews/updates;. 

(iv) the organization reviews/updates risk assessment procedures in accordance with 
organization-defined.frequency. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECT S:_ 

Examine:_ [SELECT FROM: Risk assessment policy and. procedures: other relevant documents. or_ 
records]. 

Interview: [SELECT FROM:. Organizational personnel with risk assessment responsibilities] .. 
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FAMILY: RISK ASSESSMENT . CLASS: . MANAGEMENT 

ASSESSMENT PROCEDURE 

RA·2. SECURITY CATEGORIZATION 

RA-2.1. ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the organization categorizes il~formation and the. information. sys1em in. accordance 
wilh applicable.federal laws, Execu/ive. Orders, directives, policies, regula1ions, 
standards, and guidance; 

(ii) the. organization documents the security categorization results (including supporti11g 
rationale) in the. security plan ftn the. iriformation. system;. and 

(iii) the. authorizing official or authorizing official designated representative reviews and 
approves the security categorization decision. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: Risk assessment policy; procedures. addressing security categorization of 
organizational Information and Information systems; security planning policy and. 
procedures; security plan; security categorization documentation; other relevant documents 
or. records] .. 

Interview:. [SELECT FROM:. Organizational. personnel with. security categorization and risk assessment 
responsibilities]. 
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FAMILY:. RISK ASSESSMENT .. CLASS: MANAGEMENT 

RA-3 

RA-3.1 

APPENDIX F-RA 

ASSESSMENT PROCEDURE 

RISK ASSESSMENT. 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the organization conducts an assessment. of risk of the. information system and the. 
i11formarion it.processes,. stores, 01'. transmits that includes the. likelihood and 
magnitude ofharm,from the unauthorized: 

- access;. 

- use;. 

- disclosure; 

- disruption;. 

- modification; or 

- destruction; 

(ii). the. organization de.fines the. document in which risk assessment results are. 
documented, selecting front the. security plan, risk assessment report,. or other 
organization-defined document; 

(iii) the. organization documents risk assessment results. in the organization-defined 
document; 

(iv). the organization de.fines the frequency.for review, of the risk assessment results; 

(v) the organization reviews risk assessment results in accordance. with the 
organization-defined.frequency; 

(vi). the organization. defines the.frequency that risk assessments are updated: and 

(vii). the. organization updates the risk assessment in. accordance with 1he organiza1 ion-
defined.frequency or whenever there. are significant changes to 1he. information 
sysrem or environment. of operation, or other conditions that may impact the. securi1y 
state of the. system .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM; Risk assessment. policy; security. planning. policy. and procedures;. procedures. 
addressing organizational assessments of risk; security. plan; risk assessment; other 
relevant documents or records] .. 

Interview: [SELECT FROM: Organizational personnel with. risk assessment responsibilities]. 
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FAMILY:. RISK ASSESSMENT 

. Guide for Assessing the Security Controls in 
. Federal Information Systems and Organizations 

. CLASS: . MANAGEMENT 

ASSESSMENT PROCEDURE 

RA-4. 

RA-4.1 

APPENDIX F-RA 

RISK. ASSESSMENT. UPDATE 

[Withdrawn:. lnc<:lrporated into RA-3] .. 

ASSESSMENT OBJECTIVE~ 

[Withdrawn: Incorporated into RA-3]. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

[Withdrawn: Incorporated into RA-3]. 
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FAMILY:. RISK ASSESSMENT ... CLASS: MANAGEMENT 

ASSESSMENT. PROCEDURE 

RA-5 VULNERABILITY SCANNING 

RA-5.l ASSESSMENT OBJECTIVE~ 

Determine if: 

(i) the. organization defines: 
. the.frequency for conducting vu.lnerability scans on the. information system. and 

hosted applications and/or; 

- the organization-defined process for conducting random vulnerability scans on 
the information system and hosted applications;. 

(ii) the. organization scans.for vulnerabilities in the ir~fonnation sysrem. and hosted 
applications in accordance with the organizarion-definedfrequency and/or the. 
organization-defined process for random. scans:. 

(iii). 1he organizarion scans for vulnerabiliries in the in.forma1ion sysrem. and hosted 
applications when new vulnerabilities. potentially affec1ing the system/applications 
are iden1(/iecl and reported:. 

(iv) 1he organization employs vulnerab;/ity scanning tools and 1echniques tha1 use 
s1andards to promote interoperabil i1y among 1ools and automate parts of rhe 
vulnerability management process that.focus on: 

- enumerating platforms, software.flaws,. and improper configurations; 
. formatting/and making transparenr checklists and test procedures; and 
. measuring vulnerabi/i1y impac11 and 

(v). 1he organization analyzes vulnerability scan reports and results from security 
control assessments. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECr FROM: Risk assessment policy; procedures addressing. vulnerability scanning; risk 
assessment; security plan; vulnerability scanning results; patch and vulnerability 
management records; other relevant documents or records]. 

Interview:. [SELECT FROM: Organizational personnel with risk assessment and. vulnerability scanning 
responsibilities). 

RA-5.2 ASSESSMENT OBJECTIVE: 

Determine if:. 
(i) the. organization defines the response. timesfor remediating legitimate 1111/nerabilities 

in accordance. with an organiza1io11al assessment of risk;. 

(ii). 1he. organization remediates legitimate. vulnerabilities in. accordance with 
organizalion-defined response. times; and 

(iii). 1he orgcinization shares i1!formation obtained from the. vulnerability scanning 
process and security control.assessments with designated personnel throughout the. 
organization to help eliminate. shnilcir vulnerabilities in other information systems 
(i.e., systemic weaknesses or deficiencies). 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [ SELECr FROM: Risk assessment policy; procedures addressing vulnerability scanning; risk 
assessment; security. plan; vulnerability scanning results; patch and vulnerability. 
management records; other relevant documents or. records] .. 

Interview: [SELECr FROM: Organizational personnel with risk assessment and. vulnerability. scanning 
responsibilities). 
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.... . Federal Information. Systems and. Organizations 

RA·5(1). 

RA-5(1).t 

RA-5(2) .. 

RA·5(2).1 

RA·5(3) 

RA-5(3).1 

RA·5(4) . 

RA·5(4).1 

APPENDIX F-RA 

VULNERABILITY SCANNING 

ASSESSMENT. OBJECTIVE~ 

Determine. if the. organization uses vulne mbility. scanning tools. that have the. capability to. 
readily update the. list of information system vulnerabilities scanned. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM; Risk assessment policy; procedures addressing vulnerability scanning; 
vulnerability scanning tools. and techniques documentation; records. of updates to 
vulnerabilities. scanned;. other relevant documents. or. records). 

Test: [SELECT FROM: Vulnerability scanning capability and associated scanning tools). 

VULNERABILIT Y. SCANNING 

ASSESSMENT OBJECTIVE: 

Determine. if:. 

(i) the. organization defines. the frequency of updates.for information sys rem 
vulnerabilities scanned; and 

(ii) the organization. updates rhe list of informa1ionsystem. vulnerabilities scanned in 
accordance wi1h the organizc11ion-defined frequency or when new vulnerabilities are. 
identified and reported. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Risk assessment policy; procedures addressing. vulnerability scanning; risk 
assessment; security plan; list of vulnerabilities scanned; records of updates to 
vulnerabilities. scanned;. other. relevant documents or. records] .. 

VULNERABILITY SCANNING 

ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organization employs vulnerability scanning procedures that can de111onstra1e 
!he bread1h of coverage (i.e., in.formation system components scanned); and 

(ii) !he organization employs vulnerability scanning procedures !hat can demonstrate. 
the. depth of coverage (i.e .. vulnerabilities checked). 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS:. 

Examine: [SELECT FROM: Risk assessment policy; procedures addressing vulnerability. scanning; risk 
assessment; list of vulnerabilities. scanned. and information system. components checked; 
other relevant documents or records]. 

VULNERABILITY SCANNING 

ASSESSMENT OBJECTIVE:. 

Determine if the orgcmizarion arrempts 10 discern. what in.formation abow the. information 
sys1em is discoverable. by adversaries. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECr FROM; Risk assessment policy; procedures addressing vulnerability scanning; 
penetration test results; vulnerability scanning results; other relevant documents. or 
records]. 
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RA·5(5) .. VULNERABILITY SCANNING. 

RA-5(5).t ASSESSMENT. OBJECTIVE~ 

Determine !f' 
(i) the. organization defines the list. of r'nfonnation system components to which 

privileged access is authorized/or selected vulnerability scanning activities;. and 

(ii). 1he. organization includes privileged access. authorizcuion to organiza1ion-defi11ed 
informar.ion system components idemifiedfor selected vulnerability scanning 
activities tofacilitate more. thorough scanning .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Risk assessment policy; procedures addressing. vulnerability. scanning; 
security plan;. list of. information system components for. vulnerability scanning; personnel. 
access. authorization. list; authorization credentials; access. authorization. records; other 
relevant documents or. records) .. 

RA·5(6). . VULNERABILITY SCANNING 

RA·5(6).1 ASSESSMENT. OBJECTIVE: 

Determine if the organization employs automated mechanisms lo. compare the results of 
vulnerability scans over 1ime.10 determine. trends. in informa1ion sys1em. vulnerabili1ies. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [S£LECT FROM: Risk assessment policy; procedures addressing vulnerability scanning; 
vulnerability. scanning tools. and techniques documentation; vulnerability. scanning results; 
other relevant documents. or records). 

Test:. [SELECT FROM.: Vulnerability scanning capability and. associated scanning tools). 

RA-5(7). VULNERABILITY SCANNING. 

RA-5(7).t ASSESSMENT. OBJECTIVE:. 

De1ermine. if: 

( i) !he organization de.fines the frequency for employing automated mechanisms to 
detec1.1he presence of unau1horized so,f!ware. on orgcmizational information systems 
and no1ify designated organizational. officials; and 

(ii). the. organization employs automated mechanisms to detect the presence of 
unauthorized software on organizational informa1ion systems and notify. designated 
officials in accordance with the organization-definedji·equency. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 
Examine:. [SELECT FROM: Risk assessment policy; procedures addressing vulnerability. scanning; 

security plan;. information system design documentation;. list of unauthorized. software; 
notifications. or. alerts. of. unauthorized software. on organizational information. systems; other. 
relevant documents or. records]. 

Test:. [SELECT FROM: Vulnerability scanning capability. and associated scanning tools). 
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RA·5(8). 

RA-5(8).t 

RA-5(9) . 

RA·5(9).t 

APPENDIX F-RA 

VULNERABILITY. SCANNING. 

ASSESSMENT. OBJECTIVE: 

Determine. if the organization reviews. historic. audit. logs. to. detennine. if a. vulnerability 
identified in the. information system has been previously. exploited. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: Risk assessment policy; procedures addressing. vulnerability scanning; audit 
logs; vulnerability scanning results; patch and. vulnerability management records; other 
relevant documents or records]. 

Interview:. [SELECT FROM.: Organizational. personnel. with. vulnerability scanning. responsibilities). 

VULNERABILITY SCANNING 

ASSESSMENT. OBJECTIVE:. 

Determine if the. organization employs. an. independen1 penetration agent orpenetralion. 
team. to:. 
- conduct a vulnerability analysis on the. information system;. and 

- pe1.formpenetration tes1ing on the. information system based on the vulnerability 
analysis. ro determine. the exploitability of identified vulnerabilities .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine:. [SELECT FROM: Risk assessment policy; security assessment policy;. procedures. addressing 
vulnerability. analysis; risk assessment; security. plan;. other. relevant documents. or records). 

Interview:. [SELECT FROM: Organizational. personnel with vulnerability scanning and analysis 
responsibilities]. 
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FAMILY:. SYSTEM AND. SERVICES. ACQUISITION CLASS: MANAGEMENT 

SA-1 

SA-1.1 

SA-1.2 

APPENDIX F-SA 

ASSESSMENT PROCEDURE 

SYSTEM AND. SERVICES. ACQUISITION. POLICY. AND PROCEDURES 

ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the. organization develops andformally documents system services. and acquisition 
policy; 

(ii) the. organization. system services. and acquisition policy. addresses:. 

- purpose; 
. scope; 
. roles_ and responsibilities; 
. management commitment; 
- coordination among organizational entities; and 
. compliance; . 

(iii) the. organization. disseminates.formal documented system. services. and acquisition. 
policy to elements within the organization having associated system services and 
acquisitfon. roles. and responsibilities; 

(iv) the. organization. develops. and.formally docum.ents system services. and acquisition 
procedures; 

(v) the organization system services and acquisition proceduresfacilitate 
implementation of the system and services acquisition policy and associated system 
services and acquisition controls; and 

(vi) the. organization. disse111i11atesformal documented system services and acquisition 
procedures to elements within the. organization having associated system services 
and acquisition roles and responsibilities. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and services. acquisition policy and. procedures; other relevant 
documents. or. records]. 

Interview:. [SELECT FROM: Organizational. personnel. with system and services. acquisition 
responsibilities). 

ASSESSMENT OBJECTIVE: 

Determine if' 

(i) the organization.de.fines the.frequency o.f system services and acquisition.policy 
reviews/updates; 

(ii) the. orga.11.izcuion reviews/updates system services and acquisition policy in 
accordance with organization-de.fined.fi·equency; and 

(iii) _the organization de.fines the.frequency of system services and acquisition procedure 
reviews/updates; 

(iv) the organization reviews/updates system services and acquisition procedures. in 
accordance with organization-def inedfrequency. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: System and services. acquisition policy and. procedures; other relevant 
documents or records]. 

Interview:. [SELECT. FROM: Organizational personnel. with. system and. services. acquisition 
responsibilities). 
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FAMILY: SYSTEM AND. SERVICES ACQUISITION . CLASS~ MANAGEMENT 

ASSESSMENT PROCEDURE 

SA-2. ALLOCATION OF RESOURCES 

SA-2.1 ASSESSMENT. OBJECTIVE: 

Determine. if 

( i) the organization includes a determination of the information security requirements 
for the information system in mission/business process planning; 

(ii) the organization determines, documents, and allocates the resources required to 
protect. rhe i11formatioll systent. as part of its capital. planning and investment control 
process; and 

(iii) the organization establishes a discrete line item.for information security in 
organizational programming an.d budgeting documentation. 

ASSESSMENT. METHODS AND OBJECTS:. 

Examine: [SELECT FROM: System and services acquisition policy; procedures addressing the. allocation. 
of. resources to information security. requirements;. organizational. programming and 
budgeting documentation; other relevant documents. or records] .. 

Interview:. [SELECT FROM: Organizational personnel with capital planning and investment 
responsibilities]. 
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FAMILY: SYSTEM AND. SERVICES. ACQUISITION .CLASS: MANAGEMENT 

ASSESSMENT. PROCEDURE 

SA-3. LIFE CYCLE SUPPORT 

SA-3.1 ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the. organization manages the. information system using a system development life. 
cycle. methodology that. includes. it1formation security considerations;. 

(ii) the organization defines and documents information system security roles and 
responsibilities throughout the system development life cycle; and 

(iii) the organization identifies individuals having information system security roles and 
responsibi Ii ti es. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS~ 

Examine: [SELECT FROM: System and services. acquisition policy;. procedures addressing the. 
integration of information security into the. system development life cycle process; 
information system development life cycle documentation; other relevant documents or 
records] .. 

Interview: [SELECT FROM.: Organizational personnel with information security and system life cycle 
development responsibilities). 
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FAMILY: SYSTEM AND. SERVICES. ACQUISITION CLASS: .. MANAGEMENT 

ASSESSMENT PROCEDURE 

SA-4 ACQUISITIONS 

SA-4.1 ASSESSMENT OBJECTIVE: 

Determine if the. organization includes thefo//owing requirements and/or specifications, 
explicitly or by reference, in information sys/em acquisition contracts based on an 
assessment. of risk and in accordance. with. applicable.federal laws, Executive Orders,. 
directives, policies, regulations,. and standards:. 

- securityfw1cti01wt requirementslspecificc11io11s; 

- security-related documentation. requirements;. and 
- developmental and evaluation-related assurance. requirements. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS:. 

Examine: [SELECT FROM: System and. services acquisition. policy; procedures. addressing. the 
integration of information security requirements and/or security specifications into. the. 
acquisition. process; acquisition contracts. for. information systems or. services; other. relevant 
documents orrecords]. 

Interview: [SELECT FROM: Organizational personnel with information system security, acquisition, and 
contracting responsibilities]. 

SA-4(1) ACQUISITIONS 

SA-4(1).1 ASSESSMENT OBJECTIVE:. 

Def ermine if I he organiza1ion requires in acquisition docwnen1s lhCll. vendors/contrac/Ors 
provide i11formation describing in.1he functional propenies of the. security controls 10. be. 
employed within the. i1~formation system, information system components, or information 
sys1em services. in sufficieni detail to permit. analysis. and 1esti11g of 1he. controls .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

E.xamine: [SELECT FROM: System and services. acquisition policy; procedures addressing the. 
integration. of information security. requirements and/or security specifications. Into the 
acquisition process; solicitation. documents; acquisition documentation; acquisition contracts. 
for. information systems. or. services; other. relevant documents. or records] .. 

SA-4(2) . ACQUISITIONS. 

SA-4(2).1. ASSESSMENT. OBJECTIVE: 

Determine. if the. organization requires in acquisition documents that vendors/contractors 
provide. information describing the design and implementation details. of the. security 
controls. to. be. employed within the. information system,. information system components,. or 
information system services (including functional inte1faces among control components) 
i11 sufficient. detail to.permit. analysis. and testing of the controls .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: System and services acquisition policy; procedures addressing the 
integration. of. information security requirements. and/or. security. specifications. into. the 
acquisition process; solicitation. documents; acquisition documentation; acquisition contracts. 
for information systems. or. services; other. relevant documents. or records] .. 
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SA·4(3) .. ACQUISITIONS. 

SA-4(3).1 ASSESSMENT OBJECTIVE:. 

Determine if the. organization requires sr~ftware vendors/manufacturers. Jo minimize 
j7awed or malformed software by demonstrating that their software development 
processes employ: 

- state-of-the-practice software and security engineering methods: 

- quality control processes; and 

- validaJion 1echniques. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: System and. services acquisition. policy; procedures. addressing. the 
integration of information security requirements and/or security specifications into the. 
acquisition process; solicitation documents; acquisition. documentation; acquisition contracts. 
for Information systems or services;. other relevant documents. or. records]. 

SA·4(4) . ACQUISITIONS 

SA·4(4).1 ASSESSMENT. OBJECTIVE: 

Determine if:. 

(i) the organization explicitly assigns each acquired information system component to an 
information system; and 

(ii) the owner <~f the system acknowledges. each assignment of information. system 
components to the information system. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT: FROM: System. and services acquisition policy; procedures addressing the 
integration of information security requirements and/or security specifications into the. 
acquisition. process; solicitation. documents; acquisition. documentation; acquisition. contracts. 
for information. systems or services;. other relevant documents or records]. 

Interview:. [SELECT FROM: Organizational. personnel with information system security, acquisition, and 
contracting responsibilities; information system owner]. 

SA·4(5) ACQUISITIONS 

SA·4(5).1 ASSESSMENT OBJECTIVE:. 

Determine if:. 

(i). 1he organization. requires in. acquisition documents thar i11forma1ion. sys I em 
components are delivered in a secure, documen!ed configuration; and 

(ii) the organization requires in acquisition. documents that !he secure configuration is 
the defaulr configuration for. any software reinstalls. or upgrades. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: System and. services acquisition policy; procedures addressing the 
integration of. information security requirements and/or security. specifications into. the. 
acquisition process; solicitation documents; acquisition documentation; acquisition contracts. 
for information systems or services; other relevant documents. or records], 
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SA·4(6) ACQUISITIONS. 

SA-4(6).1. ASSESSMENT. OBJECTIVE: 

Determine !f" 
(i) the organization employs only government off-the-shelf (GOTS) or commercial off-

the-she(f (COTS) information assurance (IA) and IA -enabled information technology 
products that. compose an NSA -approved solution to protect classified it(formation 
when the. networks used to transmit the information are at a lower classification 
level than the information being transmitted: and 

(ii) the organization ensures that these products have been evaluated and/or validated 
by the. NSA or in accordance with NSA-approvedprocedures. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: System and services. acquisition policy;. procedures addressing the. 
integration of Information security requirements and/or security specifications. into the 
acquisition process; solicitation. documents; acquisition documentation; acquisition. contracts. 
for. information systems or. services; other. relevant documents. or records] .. 

Interview: [SELECT FROM.: Organizational personnel with information system security, acquisition, and 
contracting responsibilities]. 

SA-4(7) . ACQUISITIONS 

SA-4(7).1 ASSESSMENT OBJECTIVE:. 

Determine. !t:" 
(i). the organization limits. the use of commercially-provided h1formation. technology 

products to those products that. have. been succes.1fully evalua1ed against a val ida1ed 
U.S.. Government Protection. Profile for a specific. technology type, if such a. profile 
exists; 

(ii) the organization requires a commercially-provided information technology product 
to rely on. cryptographic.functionality. to. enforce. its security policy when. no U.S. 
Government. Protection. Profile. exists.for such a specific technology type; and 

(iii) the organization requires rhe use. of a. Ff PS-validated, cryptographic modulef(n: a 
technology product rhat relies on. c1yptographicfunctionality to enforce its security 
policy when no U.S. Government Protection Profile exists for such a specific 
technology. type .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: System and services acquisition policy; procedures addressing the. 
integration of information security. requirements and/or security specifications into the 
acquisition process; solicitation. documents; acquisition documentation; acquisition contracts 
for. information systems. or. services; other. relevant documents. or records]. 

Interview: [SELECT FROM: Organizational personnel with information system security, acquisition, and 
contracting responsibilities] .. 
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FAMILY:. SYSTEM AND SERVICES ACQUISITION CLASS: MANAGEMENT 

ASSESSMENT PROCEDURE 

SA-5 INFORMATION. SYSTEM. DOCUMENTATION 

SA-5.1 ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the. organization obtains, protects as required, and makes available. to authorized 
personnel, administrator documentation for the information system that describes:. 

- secure configuration .. installation, and operation of the. information system;. 

- effective. use and maintenance. of the security.features/functions; and 

- known vulnerabilities regarding configuration and use of ad1ninistrative (i.e., 
privileged)functions: 

(ii) the organization obtains,. protects as required, and makes available. to authorized 
personnel,. use1'. docum.entationfor the information sys/em 1ha1. describes:. 
. user-accessible. security.features/functions and. how lo. e.ff'ectively use. those . 

security.features/functions;. 
. methodsfol'. use I'. i111erac1ion wirh. the. information system,. which enables 

individuals. to. use. the. system in. a. more. secure. manner;. and 

- user responsibilities in maintaining the.security of the information and 
information system; and. 

(iii) the organization documents al/empts to obtain information system documentation 
when such docum.entation is either unavailable or nonexistent. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: System and services. acquisition policy;. procedures addressing information 
system documentation; information system documentation. Including administrator and user. 
guides; records. documenting. attempts. to obtain unavailable or. nonexistent information 
system documentation; other relevant documents or. records]. 

Interview:. [SELECT FROM: Organizational. personnel. with. Information system documentation 
responsibilities; organizational. personnel operating, using, and/or. maintaining the 
information. system]. 

SA-5(1) INFORMATION SYSTEM DOCUMENTATION. 

SA-5(1).1 ASSESSMENT OBJECTIVE: 

Determine. if the. organization obtains, protects as required, and makes available. to 
authorized person Ile I,. vendorlmanufactu rer. documentation. that. describes. the.functional. 
properties. of the. security. controls. employed within the. information. system. with sufficient 
detail to. permit analysis and testing. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. services. acquisition policy;. procedures addressing. information 
system. documentation; information system design documentation;. other relevant 
documents. or records].. 

Interview: [SELECT. FROM:. Organizational personnel with information system security, acquisition, and 
contracting responsibilities; organizational personnel. operating,. using,. and/or. maintaining. 
the. information system]. 
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SA·5(2) . , 

SA·5(2).1 

SA·5(3) .. 

SA-5(3).1 

SA·5(4) 

SA-5(4).1 

APPENDIX F·SA 

Federal Information. Systems and. Organizations 

INFORMATION SYSTEM DOCUMENTATION. 

ASSESSMENT. OBJECTIVE:. 

Determine. !f the organization. obtains,. protects. as. required,. and makes. available. to. 
authorized personnel, vendor/manufacturer documentation that describes the. security-
relevant external inte1:faces to the. i1iformation system with sufficient detail to permit. 
analysis and. testing .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: System and. services acquisition. policy; procedures addressing information 
system documentation; information system. design documentation; other relevant 
documents. or records). 

Interview:. [SELECT FROM: Organizational. personnel. with. information system security. documentation 
responsibilities; organizational personnel operating, using, and/or maintaining the. 
information system). 

INFORMATION. SYSTEM. DOCUMENTATION. 

ASSESSMENT. OBJECTIVE~ 

Determine. if the organization obtains, protects as required, and makes available to 
authorized personnel, vendot!manufacturer doc1,1me111ation that describes the. high-level 
design of the. iriformation system in terms of subsystems and implementation details. of the 
security cor11rols employed within the system with sufficient. detail to.permit analysis and 
testing. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS:. 

Examine:. [SELE Cr FROM; System and. services. acquisition policy; procedures addressing information 
system documentation; information system. design documentation;. other. relevant 
documents or. records). 

Interview:. [SELECT FROM: Organizational. personnel with. information. system security,. acquisition, and 
contracting. responsibilities; organizational. personnel operating,. using, and/or. maintaining 
the. information system]. 

INFORMATION. SYSTEM DOCUMENTATION. 

ASSESSMENT. OBJECTIVE~ 

Determine. if the organization obtains, protects as required, and makes available to. 
authorized personnel,. vendor/manufacturer. documentation that describes the. low-level. 
design. of the inform.ation system in terms of modules and implementation details of the. 
security controls employed within the sy.stem with sufficient. detail lo.permit analysis. and 
testing. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELE Cr FROM: System and. services. acquisition. policy;. procedures. addressing. information. 
system documentation; information system design documentation; other relevant 
documents or. records). 

Interview:. [SELEC7: FROM:. Organizational. personnel. with. information system security documentation 
responsibilities; organizational. personnel operating,. using,. and/or. maintaining the. 
information system]. 
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SA·5(5) . INFORMATION SYSTEM DOCUMENTATION 

SA·5(5).1 ASSESSMENT. OBJECTIVE:. 

Determine !f the. organization obtains, protects as required, and makes available. to 
authorized personnel, the. source code for the information system to permit analysis and 
testing. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: System. and services. acquisition policy; procedures addressing information 
system. documentation; information system. design documentation;. information. system 
source code. documentation; other relevant. documents or records]. 

Interview:. [SELECT FROM.: Organizational. personnel. with. Information. system security .. acquisition,. and 
contracting responsibilities; organizational personnel operating .. using, and/or maintaining 
the. information. system]. 
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FAMILY: SYSTEM AND. SERVICES. ACQUISITION . CLASS:. MANAGEMENT 

ASSESSMENT PROCEDURE 

SA-6 SOFTWARE USAGE. RESTRICTIONS 

SA-6.1. ASSESSMENT OBJECTIVE~ 

Determine. if:. 

(i) the. organization uses software and associated documentation in accordance with 
con1rac1. agreements. and copyright. laws; 

(ii) the organization employs tracking systems for: software. and associated 
documeniation protected by quantity licenses to control copying and dis1ribution; 
and 

(iii) the organization controls and documents the use of peer-to-peer file sharing 
technology to ensure that this capability is not used for the unauthorized 
distribution, display, pet.formance, or reproduction of copyrighted work. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and services acquisition policy; procedures addressing software 
usage restrictions; site. license. documentation; list of software. usage restrictions; other 
relevant documents. or records]. 

Interview: [SELECT FROM.: Organizational personnel. with information system administration 
responsibi lities; organizational personnel operating, using, and/or maintaining the 
information system). 

SA-6(1) .. SOFTWARE USAGE. RESTRICTIONS. 

SA-6(1).1 ASSESSMENT. OBJECTIVE:. 

Determine. if: 

(i) the. organization.prohibits the use of binary or machine. executable codefrom. 
sources. with limited or. no. warranty. without accompanying source. code; 

(ii) the organization provides exceptions to the source code requirement only when no 
alternative. solu1ions are available to supporl . compel/i11g mission/opera1ional 
requirements;. and 

(iii) the organization obtains express written consent of the authorizing official for 
exceptions to the. source code requirement. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and services acquisition policy; procedures addressing the 
integration of information security requirements and/or security specifications into the 
acquisition process; solicitation documents; acquisition documentation; acquisition contracts 
for. information systems. or. services;. other. relevant documents. or. records). 

Interview:. [SELECT FROM; Organizational personnel with. information system administration 
responsibilities; organizational. personnel. operating, using, and/or maintaining the. 
information system]. 
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FAMILY: SYSTEM AND. SERVICES. ACQUISITION .. CLASS~ MANAGEMENT 

ASSESSMENT PROCEDURE 

SA·7 USER-INSTALLED SOFTWARE 

SA-7.1. ASSESSMENT OBJECTIVE~ 

Determine if: 

(i) the. organization identifies and documents (as appropriate) explicit rules to be. 
enforced when governing !he installation of software. by users;. and 

(ii) the organization. (or i11formation system). enforces explicit rules governing the 
installation of software by users . . 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and services acquisition policy;. procedures addressing user installed 
software; list of rules. governing user installed software; network traffic on the information 
system; other relevant documents or records]. 

Interview:. [SELECT FROM:. Organizational personnel with information system administration 
responsibilities; organizational personnel operating, using,. and/or. maintaining the. 
Information. system]. 

Test: [SELECT FROM.: Enforcement. of rules. for. user. installed. software. on. the information. system; 
information system. for. prohibited software]. 
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FAMILY: SYSTEM AND. SERVICES. ACQUISITION . CLASS:. MANAGEMENT 

ASSESSMENT PROCEDURE 

SA·B. SECURITY. ENGINEERING, PRINCIPLES. 

SA-8.1 ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) The. organization applies information systern security engineering principles in. the. 
specification of the. information. system;. 

(ii) the. organization. applies. information. system. security. engineering principles in. the 
design of the information system; 

(iii) the. organization. applies itiformation system. security. engineering. principles in. the. 
development of the. information system;. 

(iv) the organization applies itiformation system security. engineering principles in. the 
implementation of the itiformation.. system; and 

(v) the organization applies. information system security engineering principles in the 
modificatio11 of the information system. 

POTENTIAL ASSESSMENT. METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: System and services. acquisition policy; procedures addressing security 
engineering principles used in the development and. Implementation of the. information 
system;. information system design documentation;. security. requirements. and security 
specifications for the Information system; other relevant documents or records). 

Interview: [S£L£CT FROM: Organizational personnel. with information system design .. development. 
implementation, and modification responsibilities]. 
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FAMILY: SYSTEM AND SERVICES ACQUISITION .. CLASS~ . MANAGEMENT 

SA-9. 

SA-9.1 

SA-9(1) 

SA-9(1).1 

APPENDIX F·SA 

ASSESSMENT PROCEDURE 

EXTERNAL INFORMATION SYSTEM. SERVICES. 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the. organization requires that providers of external information ~)'Stem services. 
comply with. organizational information. security requirements and employ. 
appropriate. security. controls in accordance with applicable federal laws, Executive 
Orders, directives, policies, regulations, standards, and guidance; 

(ii) the organization defines and documents. go11ernment oversight, and use1'. roles and 
responsibilities with regard to external infonnation system services; and 

(iii) the organization monitors security control compliance by external service. providers. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: System and. services. acquisition. policy;. procedures. addressing external 
information system. services; acquisition contracts and service level agreements; 
organizational security requirements and. security specifications. for. external. provider. 
services;. security. control assessment. evidence. from. external providers of information 
system services; other relevant documents or records]. 

Interview:. [SEL£CT. FROM:. Organizational personnel with system and. services. acquisition 
responsibilities; external providers of information system services]. 

SOFTWARE USAGE RESTRICTIONS. 

ASSESSMENT OBJECTIVE~ 

Determine if' 

( i) rhe organiza1io11 conducts an organizc11ional as:>essment. of risk prior to the. 
acquisition or outsourcing of dedicated information security services;. 

(ii) the organization defines !he. senior organizational r~fficial designated to approve. the 
acquisition or outsourcing <~f dedicated. information security. services:. and 

(iii) the. designated senior organizational official approves. the. acquisition or outsourcing 
of dedicmed informal ion security services. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. services. acquisition policy;. procedures. addressing. the. 
integration of. Information security requirements and/or. security specifications Into. the 
acquisition. process; solicitation. documents; acquisition documentation; acquisition. contracts 
for information systems. or services; risk assessment reports; other relevant documents or 
records]. 

Interview:. [SELECT FROM: Organizational personnel with. information system security, acquisition, and. 
contracting responsibilities]. 
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FAMILY: SYSTEM AND SERVICES ACQUISITION CLASS~ MANAGEMENT 

ASSESSMENT PROCEDURE 

SA-10 . DEVELOPER. CONFIGURATION MANAGEMENT 

SA-10.1 ASSESSMENT. OBJECTIVE:. 

Determine. if the organization requires. that information system developers/integrators:. 

(i) pe1fonn configuration management during informa.Jion sys/em: 
. design: . 
. development; . 

- implementation;. and 
. operation; 

(ii) manage. and control changes to. the. in.formation. system during:. 
. design; . 
. developmenl; 
. implementation; and 
. modification: . 

(iii) implemenl. only organi<,a1ion-approved changes;. 

(iv) document. approved changes to the information system;. and 

(v) !rack security.flaws andjTaw resoluiion .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: System and. services. acquisition. policy;, procedures. addressing. information. 
system developer/integrator. configuration management; acquisition. contracts and. service 
level agreements; information system developer/integrator configuration. management plan; 
security flaw tracking records; system. change. authorization records;. other relevant 
documents or records). 

Interview:. [SELECT FROM:. Organization personnel with. information system security, acquisition, and 
contracting responsibilities;. organization personnel with configuration management 
responsibilities]. 

SA-10(1) DEVELOPER CONFIGURATION MANAGEMENT 

SA-10(1).1 ASSESSMENT OBJECTIVE:. 

Determine. if the. organization. requires. that in.formation. system developers/inlegrators. 
provide an integrity check o,f software. to.facilitate organizational verification of software. 
i11tegrity after delivery. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and services. acquisition policy; procedures addressing information 
system. developer/integrator. configuration management; acquisition. contracts and. service 
level agreements; information system developer/integrator configuration. management plan; 
security flaw tracking records; system change authorization records;. other relevant 
documents. or records]. 
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APPENDIX F·SA 

Federal Information. Systems and. Organizations 

DEVELOPER CONFIGURATION MANAGEMENT 

ASSESSMENT OBJECTIVE:. 

Determine. if the organization provides an alternative. con.figuration management process. 
with organizational personnel in the absence. of a dedicated developer/integrator 
c01!figurc11ion management team .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. services. acquisition policy; procedures addressing information 
system developer/integrator configuration management acquisition contracts. and. service. 
level. agreements; information system configuration management plan; security flaw 
tracking. records; system change. authorization records;. other. relevant documents or. 
records]. 
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FAMILY: SYSTEM AND. SERVICES. ACQUISITION . CLASS: .. MANAGEMENT 

SA-11 

SA-11.t 

SA-11(1). 

SA-11(1).1 

APPENDIX F-SA 

ASSESSMENT. PROCEDURE 

DEVELOPER SECURITY TESTING 

ASSESSMENT OBJECTIVE~ 

Determine. if the organization requires. that information system developers/integrators, in 
consultation with associated security personnel (including security engineers):. 

- create. and implement. a. security /est. and evaluation. plan;. 

- implement a venfiableflaw remediation process to correct weaknesses and 
de.fi.cien.cies identified during the security testing and evalualion process; and 

- document the results of !he security testing/evaluation and flaw remediation 
processes. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS~ 

Examine: [SELECT FROM: System and services acquisition policy; procedures addressing information 
system. developer/integrator security testing; acquisition contracts. and service. level 
agreements; information system developer/integrator. security. test plans; records of 
developer/integrator security testing results for the information system; security flaw 
tracking records: other relevant documents. or. records]. 

Interview: [SELECT FROM: Organizational personnel with developer security testing. responsibiliNes). 

DEVELOPER SECURITY TESTING 

ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organization requires 1hat infonnation system developers/integrators employ code 
analysis tools to examine software for common flaws; and 

(ii) the organization requires that information system developers/integrators document. 
the results of !he analysis .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: System and services. acquisition policy;. procedures addressing information 
system developer/integrator security, testing; acquisition. contracts and. service level 
agreements; information system developer/integrator security test plans; records of 
developer/integrator security testing results for the. information. system: security. flaw 
tracking records;. other relevant documents. or records]. 

Interview: [SELeCT FROM:. Organizational personnel with developer. security testing responsibilities]. 
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SA·11(2). DEVELOPER SECURITY TESTING 

SA-11(2).1 ASSESSMENT OBJECTIVE:. 

Determine if the organization. requires that information system. developers/integrators 
perform a vulnerability analysis to document vulnerabilities, exploitation potential, and 
risk mitigations .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM: System and services. acquisition policy; procedures addressing information 
system developer/integrator security. testing: acquisition. contracts. and service. level 
agreements; information system developer/integrator security test plans; records. of 
developer/integrator security. testing. results for the information system; vulnerability 
scanning results;. information system risk assessment report; other. relevant documents. or 
records]. 

Interview:. [SELECT FROM: Organizational personnel with developer security testing responsibilitiies]. 

SA·11(3) DEVELOPER SECURITY TESTING 

SA·11(3).1 ASSESSMENT OBJECTIVE:. 

Detennine if:. 

( i) the. organization requires that. information system developerslinregrators crem e a 
security test and evaluation plan; and 

(ii) the organization requires that information system developers/integrators implement 
the plan under the. witness. of an. independent veqfication. and validation agent .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and services acquisition policy; procedures addressing information 
system developer/integrator security testing; solicitation. documents: acquisition. 
documentation; acquisition contracts tor information systems or services; security test and 
evaluation. plan; security test and evaluation results. report;. other relevant documents or. 
records]. 

Interview: [SELECT FROM:. Organizational personnel with information system. security, acquisition, and 
contracting responsibilities; organizational personnel with developer. security tesling 
responsibilities; independent verification and validation. agent]. 
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FAMILY:. SYSTEM AND SERVICES ACQUISITION . CLASS:. MANAGEMENT 

SA-12 . 

SA-12.t 

SA-12(1) 

SA-12(1).t 

SA-12(2). 

SA-12(2).1 

APPENDIX F-SA 

ASSESSMENT PROCEDURE 

SUPPLY CHAIN. PROTECTION 

ASSESSMENT OBJECTIVE~ 

Determine if: 

(i) the. organizaiion de.fin.es the measures to be. employed to protect against supply chain 
lhrea/s; a11d 

(ii) the. organization protects against. supply chain threats by. employing organization-
defined measures as part of a comprehensive, defense-in-bread1h information 
securily stra1egy .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS: 

Examine:. [SELECT FROM: System and services acquisition policy; procedures addressing supply chain 
protection; procedures addressing the integration of information security requirements 
and/or. security. specifications into the. acquisition process; acquisition contracts and service 
level agreements; list of supply. chain threats; list of measures. to be taken against supply 
chain. threats;. Information system development life cycle. documentation; other relevant 
documents or records). 

SUPPLY CHAIN. PROTECTION 

ASSESSMENT. OBJECTIVE:. 

Determine if the organization purchases all anticipated information system. components 
and spares in the. initial acquisi1ion. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM; System and services. acquisition policy; procedures addressing supply chain 
protection; procedures. addressing. the. integration of. information. security. requirements 
and/or. security specifications into. the. acquisition process; solicitation documents; 
acquisition documentation; acquisition. contracts. for information. systems. or services; other 
relevant documents or records]. 

SUPPL V, CHAIN. PROTECTION 

ASSESSMENT. OBJECTIVE:. 

Determine if the. organization conducts. a due. diligence review of suppliers prior to 
entering into. contractual agreements to acquire information system hardware, software, 
firmware, or services. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: System and services. acquisition policy; procedures addressing supply chain 
protection;. procedures. addressing. the. integration of. information. security. requirements 
and/or. security specifications into. the. acquisition process; due. diligence reviews. 
documentation; acquisition documentation; acquisition. contracts for information systems or 
services; other relevant documents or records]. 

Interview: [SEL£CT FROM.: Organizational. personnel with supply. chain. protection responsibilities; 
organizational. personnel with. information. system security, acquisition, and contracting 
responsibilities]. 
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SA·12(4). 
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SA-12(5). 
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APPENDIX F·SA 

Federal Information. Systems and. Organizations 

SUPPL V CHAIN PROTECTION 

ASSESSMENT OBJECTIVE:. 

Determine if the. organization. uses trusted shipping and warehousing for: 
- infonnation. systems; 
- information system components; Clnd 

- information technology products .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: System and. services. acquisition policy;. procedures. addressing. supply. chain 
protection; procedures. addressing. the. integration. of. information. security. requirements 
and/or. security. specifications into. the. acquisition process; solicitation documents; 
acquisition. documentation; acquisition. contracts. for. information. systems. or. services; other 
relevant documents. or records]. 

Interview:. [SELECT FROM.: Organizational. personnel. with. supply. chain protection. responsibilities;. 
organizational personnel with information system security, acquisition, and contracting 
responsibilities) .. 

SUPPL V. CHAIN PROTECTION. 

ASSESSMENT OBJECTIVE~ 

Determine if the organization employs. a diverse set of suppliers for: 

- information systems; 

- information. system components;. 

- information. technology. products; and 
- information system services .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: System and. services acquisition policy; procedures. addressing. supply chain 
protection; procedures addressing the. integration of information security requirements 
and/or. security. specifications into. the acquisition process; solicitation documents; 
acquisition documentation; acquisition contracts for information systems or services; other 
relevant documents or. records). 

SUPPL V. CHAIN PROTECTION. 

ASSESSMENT OBJECTIVE~ 

Determine if the organization. employs. stC1ndard configurations for: 

- information systems; 

- information. system components;. and 

- information. technology. products. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: System and services acquisition. policy; procedures addressing supply chain 
protection; procedures addressing the. integration.of information security requirements 
and/or. security specifications into. the. acquisition process; configuration management 
policy;. procedures. addressing. the. baseline. configuration. of the. information. system; .. 
configuration. management plan; Information. system design. documentation; information. 
system architecture. and configuration documentation; acquisition. documentation; 
acquisition contracts for. information. systems. or services; other relevant documents or. 
records). 
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SA·12(6). SUPPL V CHAIN PROTECTION 

SA-12(6).t ASSESSMENT. OBJECTIVE: 

Determine. !f the. organization minim.izes. the time between. purchase decisions. and delivery. 
of' 

- information. systems; 

- information system components;. and 

- information technology products. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECr FROM: System and. services. acquisition. policy; procedures addressing. supply chain 
protection;. procedures. addressing. the integration of information. security requirements 
and/or. security. specifications into. the. acquisition process; solicitation documents; 
acquisition documentation; acquisition contracts. for information systems or. services; 
shipment records; other relevant. documents or records]. 

SA-12(7). SUPPL V CHAIN PROTECTION 

SA·12(7).1. ASSESSMENT OBJECTIVE~ 

Determine if the. organization employs. independent analysis and penetration. testing 
against delivered: 

- information. systems; 
- infonnation. system components; and 
- information technology products. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: System and services acquisition policy; procedures addressing. supply chain 
protection; procedures addressing the. integration of information security requirements 
and/or. security. specifications into. the acquisition process;. penetration testing records; 
security test and. evaluation. results. reports; other. relevant documents. or records]. 
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FAMILY:. SYSTEM AND SERVICES ACQUISITION . CLASS: MANAGEMENT 

ASSESSMENT PROCEDURE 

SA-13 . TRUSTWORTHINESS 

SA-13.1 ASSESSMENT OBJECTIVE: 

Determine. if:. 

(i) the organization defines the. organization's level. of trustworthiness; and 

(ii) the organization. requires that the. information sys1em mee1. 1he organization-defined 
level. of trustworthiness .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; System and services. acquisition. policy;. procedures addressing security. 
engineering principles used in. the development and implementation of. the. information 
system; information system. design documentation; security requirements and security. 
specifications for the information system; penetration test and vulnerability scan reports; 
security. test and. evaluation results; authority to. operate documentation;. other relevant 
documents. or records). 

Interview:. [SELECT FROM:. Organizational personnel with. system and. services acquisition 
responsibilities; information system. authorizing official]. 
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FAMILY: SYSTEM AND SERVICES ACQUISITION . CLASS~ . MANAGEMENT 

ASSESSMENT. PROCEDURE 

SA-14. CRITICAL INFORMATION SYSTEM COMPONENTS 

SA-14.1 ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the organization. defines the. critical infonnation system components that require re-
implementa1io11; cmd 

(ii) the organization re-implements organization-defined critical information system 
components. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM; Systern and. services acquisition. policy;. configuration management plan; list 
of critical. information. system components requiring re-implementation; configuration 
baseline. for. critical. information. system components; configuration management records; 
other relevant documents or records]. 

Interview:. [SELECT FROM: Organizational personnel implementing, operating, and/or. maintaining. the. 
information system]. 

SA-14(1) CRITICAL INFORMATION SYSTEM COMPONENTS 

SA-14(1).1 ASSESSMENT OBJECTIVE:. 

De1ermine if' 
(i) the. organiza1ion identifies. information system componen.1sfor which. al1erna1ive 

sourcing is not. viable; 

(ii) 1he organization defin es the measures to be employed to preven1 crilical. securil)• 
controls for information system components from being compromised; and 

(iii} the organiza1ion employs organization-de.fined measures to ensure. that critical 
security controls.for information. system components are. not compromised .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM; Systern and. services acquisition policy; information systern design 
documentation;. information. system configuration settings and. associated. documentation; 
list of information system components; security requirements and. security specificati·ons for 
the. information. system; penetration test and. vulnerability. scan reports;. security. test and 
evaluation. results; other relevant documents. or. records]. 
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FAMILY: SYSTEM AND. COMMUNICATIONS. PROTECTION CLASS: .. TECHNICAL 

ASSESSMENT PROCEDURE 

SC-1. SYSTEM AND COMMUNICATIONS PROTECTION. POLICY AND. PROCEDURES 

SC-1.1 ASSESSMENT OBJECTIVE~ 

Determine if:. 

(i) the. organization develops and formally documents system and co1nmunications 
protection policy; 

(ii) the organization. system and communications protection policy addresses: 

- purpose; 

- scope; 

- roles_ and responsibilities; 

- managemelll. commitment; 
- coordination among organizational entities; and 

- compliance;. 

(iii) the. organization. disseminates formal documented system. and communications. 
protection policy to. elements within the. organization having associated system. and 
communica1ions protec1ion roles and responsibi/iJies; 

(iv) !he organization develops and formally docum.ents system and communications 
protection procedures; 

(v) the organization system and communications.protection proceduresfacilitate 
implementation o.f !he system and communications proteclion policy and associated 
system and comm.unications protection conJrols; and 

(vi) 1he. organiza1io11 disse111inatesfonnal documented system and communications 
protection procedures to. elements within the organization having associated system 
and communications protection roles and responsibilities . . 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 
Examine:. [SELECT FROM: Systern and. communications. !Protection. policy and. procedures; other. 

relevant documents or records). 
Interview: [SELECT FROM: Organizational personnel with system and communications protection. 

responsibilities). 

SC-1.2. ASSESSMENT. OBJECTIVE: 

Determine. if'. 

(i ), 1he. organization de.fines. the.frequency of systen1 and communications protection 
policy reviews/updaJes; 

(ii) !he. orga.nizcuion reviews/updates system and communicc11ions protection policy in 
accordance with organization-defined.fi·equency; and 

(iii) the_ organization de.fines the frequency o.f system and communications protection 
procedure reviewslupda1es; 

(iv) the. organization reviews/updates system and comrnunications protection procedures. 
in accordance with organization-de.finedfrequency. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 
Examine: [SELECT FROM; Systern and communications 1Protection. policy and procedures; other. 

relevant documents or records]. 

Interview: [SELECT FROM: Organizational personnel with systern and communications protection. 
responsibilities). 
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FAMILY:. SYSTEM AND COMMUNICATIONS PROTECTION .. CLASS: TECHNICAl 

ASSESSMENT PROCEDURE 

SC-2. APPLICATION PARTITIONING 

SC-2.1 ASSESSMENT. OBJECTIVE: 

Determine. if the. information system separates userfunctionali1y (including user interface 
services)from information system managementfunctionali1y. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM; System and communications. 1Protection. policy; procedures addressing. 
application partitioning; information system design documentation; information system 
configuration settings and associated documentation;. other relevant documents. or records). 

Test:. [SELECT FROM; Separation. of. user. functionality. from. information system. management 
functionality). 

SC-2(1) APPLICATION. PARTITIONING 

SC-2(1).1 ASSESSMENT OBJECTIVE:. 

Detennine if the. information system prevents the presentation of information system 
111anagement-relatedfu11ctionaliry at. an inteiface fo1'. general. (i.e.,. non-privileged) users .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: (SELECT FROM; System and communications !Protection policy; procedures addressing 
application partitioning; information system. design documentation;. information system 
configuration settings and. associated. documentation;. other. relevant documents or. records). 

Test: [SELECT FROM: Separation. of user functionality. from. information system management 
functionality). 

APPENDIX F-SC PAGE F-257. 
FTC-0002659 



Special Publication 800-53A Guide for Assessing the. Security Controls. in 
Federal Information Systems and Organizations 

FAMILY: SYSTEM AND COMMUNICATIONS. PROTECTION . CLASS~ TECHNICAL. 

ASSESSMENT. PROCEDURE 

SC·3 SECURITY FUNCTION ISOLATION 

SC-3.1. ASSESSMENT. OBJECTIVE:, 

Determine. if: 

(i) the. organization de.fines the. securityfimctions of the. itif'ormation system to be. 
isolated.from nonsecurityfunctions;. cmd 

(ii) the in.formation system isolate.~ security.functions from nonsecurity fimctions. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: System and communications. 1Protection policy; procedures addressing 
security function isolation; list of security functions. to be isolated from nonsecurity functions; 
information. system design. documentation; information system configuration settings. and 
associated documentation; other relevant documents. or records] .. 

Test: [SELECT FROM.: Separation of security functions from non security functions within the information 
system). 

SC·3(1) SECURITY FUNCTION ISOLATION 

SC-3(1).1 ASSESSMENT. OBJECTIVE: 

Determine. if the information system. implements underlying hardware separation 
mechanisms. to faciliiate security.function isolation .. 

POTENTIAL ASSESSMENT. METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and communications protection policy; procedures addressing 
security function isolation;. information. system. design. documentation; hardware separation. 
mechanisms;. information. system configuration settings and associated documentation;. 
other. relevant documents. or records] .. 

Test:. [SELECT. FROM: Hardware. separation mechanisms. facilitating security function isolation]. 

SC-3(2) SECURITY FUNCTION ISOLATION 

SC-3(2).1 ASSESSMENT. OBJECTIVE:. 

Derermine. if the. information system. isolates security functions. enforcing access. and 
it~formation flow control.from both nonsecuriry.functions. and or her security functions. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT. FROM: System and. communications.1Protection. policy; procedures addressing. 
security function. isolation; list of critical. security functions;. information system design 
documentation;. information. system configuration settings and. associated. documentation; 
other relevant documents or records] . 

Test . [SELECT. FROM; Isolation ot security functions enforcing. access and information flow. control] .. 
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SC·3(3} .. SECURITY. FUNCTION. ISOLATION. 

SC-3(3).1 ASSESSMENT. OBJECTIVE:. 

Determine. if the organization implements an information system isolation. boundary. to 
minimize the number of nonsecurity functions included within the boundary containing 
security.functions .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and communications. protection policy; procedures addressing 
security function isolation;. information system design documentation; information system 
configuration settings and. associated. documentation;. other. relevant documents. or records]. 

SC-3(4) SECURITY FUNCTION. ISOLATION. 

SC-3(4).1 ASSESSMENT OBJECTIVE~ 

Determine if the. organization implements security.fimctions as largely independen1 
modules that. avoid unnecessary interactions between modules. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: System and communications protection policy; procedures addressing 
security function isolation; information system design documentation; information system 
configuration settings and. associated documentation;. other relevant documents or. records). 

SC-3(5) . SECURITY FUNCTION. ISOLATION 

SC-3(5).1. ASSESSMENT. OBJECTIVE~ 

Determine. if the. organization. implements securiiy. ftmctions. as a. layered structure. 
111ini1i1izing inleractions be/ween layers of the design and avoiding any dependence by 
lowe1: layers on the.fw1ctionality. or. correctness. of higher. layers. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and communications protection policy; procedures addressing 
security function isolation;. information system design documentation; information system 
configuration settings and. associated documentation;. other. relevant documents. or records] .. 
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FAMILY: SYSTEM AND. COMMUNICATIONS. PROTECTION CLASS~ . TECHNICAL 

ASSESSMENT PROCEDURE 

SC-4. INFORMATION. IN SHARED RESOURCES. 

SC-4.1. ASSESSMENT. OBJECTIVE:. 

Determine. if the information system prevents unauthorized and unintended information 
transfer via shared sys/em resources .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: System and communications 1Protection. policy; procedures addressing. 
information remnance;. information. system design documentation; information system 
configuration settings and associated documentation;. other relevant documents or. records) .. 

Test:. [SELECT FROM; Information system for. unauthorized. and. unintended. transfer. of information via 
shared system. resources). 

SC-4(1} .. INFORMATION. IN SHARED. RESOURCES. 

SC-4(1).1. ASSESSMENT. OBJECTIVE: 

Determine if the information system does not share resources 1ha1 are used to. inle1f.ace 
with systems. operating at differenl. securil)' levels. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: (SELECT FROM; System and communications protection policy; procedures. addressing 
information remnance;. information system. design. documentation; information system. 
configuration settings and. associated. documentation;. other. relevant documents. or. records). 
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FAMILY:. SYSTEM AND COMMUNICATIONS PROTECTION .. CLASS: TECHNICAl 

ASSESSMENT PROCEDURE 

SC-5, DENIAL OF SERVICE PROTECTION, 

SC-5.1 ASSESSMENT OBJECTIVE: 

Determine if: 

(i) the. organization defines the types of denial of service attacks (or provides reje rences 
to sources o.f current. denial of service. attacks) that can. be. addressed by the. 
information system;. and 

(ii) the information system protects against or Lim.its 1he effects of the. organization-
defined or referenced types of denial of service attacks. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: System and communications protection policy; procedures addressing denial 
of. service protection;. information. system design. documentation; security. plan; information 
system configuration settings and. associated documentation; other. relevant documents or. 
records]. 

Test:. [SELECT FROM.: Information system for protection against or. limitation of the. effects of denial of 
service. attacks] .. 

SC-5(1} DENIAL OF SERVICE PROTECTION, 

SC-5(1).1 ASSESSMENT OBJECTIVE~ 

Determine. if the. in.formation system restricts the. ability of users lo launch denial of 
service ca racks. againsr. other. i1iformarion sysrems. 01: nerworks .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

E.xamine: [SELECT FROM: System and communications protection policy; procedures addressing denial 
of. service protection;. Information. system design. documentation; information system 
configuration settings and associated documentation;. other. relevant documents. or. records] .. 

Test:. [SELECT FROM; Information. system for. protection against or. limitation of. the. effects. of denial of 
service attacks]. 

SC-5(2} . DENIAL OF SERVICE PROTECTION 

SC-5(2).1 ASSESSMENT OBJECTIVE~ 

Determine if the. information system manages excess capacity, bandwidth,. or othe1: 
redundancy to limit rhe. effects of information flooding 1ypes. of denial of service a/lacks. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and communications protection. policy; procedures addressing. denial 
of service. protection; information system. design documentation; information system 
configuration settings and associated. documentation; other relevant documents. or. records]. 

Test:. [SELECT FROM: Automated mechanisms implementing information system bandwidth, capacity, 
and redundancy. management]. 
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FAMILY: SYSTEM AND COMMUNICATIONS PROTECTION . CLASS~ TECHNICAL 

ASSESSMENT PROCEDURE 

SC-6 RESOURCE PRIORITY 

SC-6.1. ASSESSMENT OBJECTIVE:. 

Determine. if the information system limits the. use. of resources by priority. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECr: FROM: System and. communications. !Protection. policy; procedures addressing. 
prioritization of information system resources; information system design documentation;. 
information system configuration settings and associated documentation;. other relevant 
documents or. records] .. 

Test:. [SELECr: FROM: Automated mechanisms. implementing resource allocation capability]. 
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FAMILY: SYSTEM AND. COMMUNICATIONS PROTECTION . CLASS~ . TECHNICAL 

ASSESSMENT PROCEDURE 

SC·7. BOUNDARY PROTECTION 

SC-7.1. ASSESSMENT. OBJECTIVE:, 

Determine if:. 

(i) the organization defines the external boundary of the. information system; 

(ii) the organization defines key intemal boundaries of the information system; 

(iii) the. information. system monitors and controls. communications. at. the. external. 
boundary of the. information system and at key internal boundaries within the 
system; and 

(iv). the. information. system. connects to extemal.11etworks. or. information systems. only 
through managed inte1faces consisting of boundc11y protection devices arranged in. 
accordance. with an organizational. security. architecture .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: System and. communications protection policy; procedures addressing 
boundary protection; list of key internal boundaries. of the information system; information 
system design documentation; boundary protection hardware and software; information 
system configuration settings and associated documentation; enterprise security 
architecture. documentation; other relevant documents. or records]. 

Interview: [5EL£CT. FROM: Selected organizational personnel with boundary protection responsibilities]. 

Test: [SELECT FROM.: Automated mechanisms. implementing. boundary protection capability. within the. 
information. system). 

SC·7(1) . BOUNDARY. PROTECTION. 

SC-7(1).1 ASSESSMENT OBJECTIVE~ 

Determine. if the. organization physically allocate.f. publicly accessible. information system. 
components to separate. subnetworks with separate, physical network inte1j'ctces. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine: [SELECT. FROM: System and communications protection policy; procedures addressing 
boundary protection; information system design documentation; information system 
hardware. and software;. information. system architecture; information system configuration 
settings and associated documentation; other. relevant documents or records] .. 
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SC·7(2) 

SC-7(2).1 

SC-7(3) .. 

SC-7(3).1 

APPENDIX F·SC. 

BOUNDARY PROTECTION. 

ASSESSMENT OBJECTIVE: 

Determine ({". 

(i) the. organization.. defines the mediation necessaryfol'. public access to the. 
organization's internal networks; and 

(ii) the information. system prevents public. access into the. organization's internal 
networks except as appropriately mediated by managed interfaces employing 
boundary protec1ion devices .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [S£L£CT FROM: System and communications protection policy; procedures addressing 
boundary. protection; list of. mediation vehicles. for allowing public. access. to. the 
organization's. internal networks;. information system design documentation;. boundary. 
protection hardware. and software; Information. system configuration settings. and. associated 
documentation;. other. relevant documents. or. records]. 

Test: [S£L£CT FROM: Automated mechanisms implementing access. controls. fm public access lo the. 
organization's. internal networks) .. 

BOUNDARY PROTECTION 

ASSESSMENT OBJECTIVE: 

Determine if the organization lirnits the number of access points to the information system 
to allowfor more comprehensive monitoring of inbound and outbound communications 
and network traffic. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM; System and communications !Protection. policy; procedures addressing. 
boundary protection: information system design documentation; boundary protection 
hardware and. software; information system architecture and. configuration. documentation; 
information system configuration se·ttings and associated documentation; communications. 
and. network traffic monitoring logs; other. relevant documents. or records) .. 
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SC·7(4} BOUNDARY PROTECTION 

SC-7(4).1 ASSESSMENT OBJECTIVE:. 

Determine. !f" 
(i) the. organization de.fines thefrequencyfor reviewing exceptions to trafficflow 

policy; 

(ii) 1he. organization implements a. managed inre1face for each external. 
lelecommunication service; 

(iii) !he organization establishes a traffic flow policy/or each managed imeiface; 

(iv) !he. organizc1tion employs. security. comrols as needed to. protect. the. conjidentialily. 
and integrity. of the. information being transmitted; 

(v) the organization documents each exception. to the traffic.flow policy with a 
suppor1ing m.issionlbusiness need and dura lion of 1hat need;. 

(vi) the. organization. reviews exceptions. to. the traffic .flow. policy in accordance with. the. 
organiza1io11-defined frequency; and 

(vii) 1he organization removes lraffic flow policy, exceptions tha1 are no longer supported. 
by an explicit mission/business need.. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT. FROM; . System. and communications protection policy; procedures addressing 
boundary protection; traffic. flow policy; information system security. architecture;. information 
system design documentation;. boundary protection. hardware and software; Information 
system architecture and configuration documentation; information system configurati:on 
settings and. associated documentation; records. of traffic. flow policy exceptions; other. 
relevant documents. or records]. 

Interview: [SELECT FROM.: Selected organizational personnel with boundary protection responsibilities]. 

Test. [SELECT FROM: Managed interfaces implementing organizational traffic. flow. policy]. 

SC·7(5} BOUNDARY PROTECTION. 

SC-7(5).l ASSESSMENT. OBJECTIVE: 

Determine if' 

(i} !he. information system,. at managed i11re1faces, denies network traffic by default; and 

(ii) the information. system,, at managed interfaces. allows. network traffic by exception. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and communications 1Protection policy; procedures addressing 
boundary protection;. information. system design. documentation; information. system 
configuration. settings and. associated documentation;. other. relevant documents. or records]. 

Interview:. [SELECT FROM.: Selected organizational. personnel with boundary. protection responsibilities] .. 
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SC-7(6) . . BOUNDARY. PROTECTION. 

SC-7(6).1 ASSESSMENT. OBJECTIVE: 

Determine. !f' 
(i) the. organization prevents the. unauthorized release of information outside. of the 

information system. boundary; or 

(ii) the organization prevents. any unauthorized communication through the. i11forrnation 
system boundary when there is an operational.failure of the boundary protection 
1nechan.isms .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and communications. !Protection policy; procedures addressing 
boundary protection;. Information. system design. documentation; information system. 
configuration settings and associated documentation; information. system. audit records; 
other. relevant documents. or records) .. 

Test:. [SELECT. FAOM.: Automated mechanisms. supporting the fail-safe boundary protection capability 
within. the. information. system]. 

SC·7(7) . BOUNDARY PROTECTION. 

SC-7(7).1 ASSESSMENT OBJECTIVE: 

Determine if the information system. prevents remote. devices that. have established a non-
remote connection. with the system.from communicclling outside of that communications 
path. with resources in. external. networks .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: System and. communications protection policy; procedures addressing 
boundary protection; information system design documentation; information system 
hardware and. software: information_ system architecture: information system configuration 
settings and. associated documentation; other relevant documents or.records]. 

Test:. [SELECT FAOM.: Automated. mechanisms. supporting non-remote connections with the. information 
system]. 

SC-7(8) . BOUNDARY PROTECTION 

SC-7(8).1 ASSESSMENT OBJECTIVE:. 

Determine if: 

(i) the organization defines the internal comm.unications. traffic to be. routed to ex1ernal 
networks; 

(ii) the organization. de.fines the. external networks to which the. or1:anization-defined 
internal. communications tra.ffic should be routed; and 

(iii) the. information systern. routes organization-de.fined internal. comm.u11ications. traffic. 
to. organ ization-defin.ed. external networks. through. authenticated proxy servers. 
within the. managed inte1faces of boundary protection devices. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM; System and communications protection. policy; procedures addressing 
boundary protection;. information system design documentation; information system. 
hardware and software; information. system architecture;. information system configuration 
settings and. associated documentation; other. relevant documents or. records]. 

Test:. [SELECT FAOM: Mechanisms implementing managed. interfaces within information. system 
boundary. protection. devices]. 
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SC·7(9) 

SC-7(9).1. 

SC-7(10) 

SC-7(10).1 

SC·7(11) 

SC-7(11).l 

APPENDIX F·SC 

BOUNDARY PROTECTION. 

ASSESSMENT. OBJECTIVE: 

Determine. !f" 
(i) the. information system, at managed inte1faces, denies network traffic; and 

(ii) the iriformation system. audits internal users (or malicious code)posing a threat to 
external i1!for111ation systems .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and communications. protection. policy; procedures addressing 
boundary. protection; information system design documentation; information system 
hardware. and software; information. system architecture; information system configuration 
settings and associated documentation; information system audit records;. other relevant 
documents. or. records]. 

Test:. [SELECT FROM; Mechanisms. implementing managed. interfaces within information system 
boundary protection devices]. 

BOUNDARY. PROTECTION. 

ASSESSMENT. OBJECTIVE~ 

Determine. if rhe. organization prevents. the unauthorized ex.filtration. of information acros.f. 
managed interfaces. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECr FROM: System and communications [protection policy; procedures addressing. 
boundary protection; information system design documentation; information system 
configuration settings and. associated. documentation; information. system audit records ;. 
other relevant documents or records]. 

Test. [SELECT. FROM: Automated mechanisms preventing unauthorized. exfiltratlon of information across. 
managed. interfaces). 

BOUNDARY PROTECTION 

ASSESSMENT. OBJECTIVE: 

Determine if the. information. system checks incoming communications 10 ensure: . 

- . the communications are coming.ji·om an ai11horized source; and 
- the. communications. are. routed to an. authorized. destination. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECUROM: System and communications 1Proteclion policy; procedures addressing 
boundary protection; information system design documentation; information system 
configuration settings and. associated. documentation; information. system. audit records;. 
other relevant documents or records). 
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SC-7(12) BOUNDARY PROTECTION 

SC-7(12).1 ASSESSMENT. OBJECTIVE:. 

Determine. !f. the ir!formation. system. implements. host-based boundary protectioll 
mechanisms for: 

- servers;. 

- workstations;. and 

- mobile. devices .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELEC7: FROM: System and communications 1Protection. policy; procedures addressing. 
boundary. protection; information system design documentation; boundary protection 
hardware. and. software;. information. system. configuration. settings. and. associated 
documentation;. other relevant documents or. records]. 

Test: [SELECUROM: Automated mechanisms. implementing host-based boundary protection 
capability). 

SC-7(13) BOUNDARY PROTECTION 

SC-7(13).1 ASSESSMENT. OBJECTIVE:. 

Detennine. if: 
(i) the organization defines the. key information security. tools,. mechanisms,. and support 

components to be. isolatedfrom other internal information system components;. and 

(ii) the organization isolates. organization-defined key information security. tools, 
mechanisms,. and support. components.from other internal ir!formation system 
components via physically separate subnets with managed inte1faces to other 
portions of the. system .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [ SELEC7: FROM: System and communications 1Protection policy; procedures addressing 
boundary protection; information system design documentation; information system 
hardware. and software; information. system architecture; information system configuration 
settings and. associated documentation; list of security tools and support components. to. be 
isolated. from other internal. information system components; other relevant documents. or 
records]. 
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SC-7(14) BOUNDARY PROTECTION 

SC-7(14).1. ASSESSMENT. OBJECTIVE:. 

Determine !f" 
(i) the. organization defines the. managed inteifaces where. boundary protections are. to 

be implemented;. 

(ii). the. organization. defines the. measures. to. protect against. u11authorized physical. 
connections across boundary protections implemented at organization-defined 
managed inte1faces; and 

(iii) the. organization protects. againsr. unauthorized physical. connections across the. 
boundary protections implemented at. organization-defined managed inte1faces. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: System and communications !Protection. policy; procedures addressing. 
boundary protection; information system design documentation; information system 
hardware and. software; information system architecture; information system configuration 
settings and associated documentation; facility communications and wiring diagram; other 
relevant documents. or records). 

Test: [SELECT FROM: Physical access. capability implementing protections against unauthorized 
physical connections to. the. information system] .. 

SC-7(15) BOUNDARY. PROTECTION. 

SC-7(15).1 ASSESSMENT OBJECTIVE: 

Determine. (f" 
(iJ the information system rou1es all ne1111orked, privileged accesses th.rough a 

dedicated .. managed inte1facefor putpose. of access. control;. and 

(ii) !he information system routes all networked, privileged accesses through a. 
dedicated, managed i11te1facefor pwpose. of audiJing .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and communications !Protection. policy; procedures addressing. 
boundary protection; information system design documentation; Information system 
hardware and software; information system architecture; information system configuration 
settings and associated documenta1ion; audit logs; other relevant documents or records]. 

Test:. [SELECT FROM: Mechanisms routing networked,. privileged access through dedicated managed 
interfaces]. 

SC·7(16). BOUNDARY. PROTECTION 

SC-7(16).1 ASSESSMENT OBJECTIVE: 

Determine if the. information system prevents discovery of spec(fic system components. (or 
devices) composing a managed interface. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS~ 

Examine: [SELECT FROM: Systern and communications protection policy; procedures addressing 
boundary protection;. information system design documentation; information system 
hardware and. software; information system architecture; information system configuration 
settings and associated documenta1ion; other relevant documents or records]. 

Test: [SELECT. FROM: Mechanisms preventing. discovery. of system components at a managed 
interface]. 
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SC-7(17) BOUNDARY PROTECTION 

SC-7(17).1. ASSESSMENT. OBJECTIVE: 

Determine. if the organization employs automated mechanisms to en.force. strict adherence 
to protocol.format. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: System and. communications.1Protection. policy; procedures addressing. 
boundary protection; information system design documentation; information system 
architecture; information system configuration settings and associated documentation; other 
relevant documents. or records]. 

SC-7(18) BOUNDARY PROTECTION 

SC-7(18).1. ASSESSMENT. OBJECTIVE:. 

Determine if the in.formation syste1nfails securely in the. event of an operational.failure of 
a boundary protection device. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. communications.1Protection. policy; procedures addressing. 
boundary protection; information system design documentation; information system 
architecture; information system configuration settings. and associated documentation; other. 
relevant documents. or records]. 
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FAMILY: SYSTEM AND. COMMUNICATIONS PROTECTION CLASS~ . TECHNICAL 

ASSESSMENT PROCEDURE 

SC-8 TRANSMISSION INTEGRITY. 

SC-8.1 ASSESSMENT OBJECTIVE: 

Determine if the. information sys rem protects the integrity of transmitted information. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECr FROM: System and communications !Protection. policy; procedures addressing. 
transmission integrity;. information. system design. documentation;. information system 
configuration. settings. and. associated documentation;. other. relevant documents. or. records) .. 

Test:. [SELECT FROM.: Transmission integrity capability within. the information system]. 

SC-8(1} . TRANSMISSION INTEGRITY 

SC-8(1).1 ASSESSMENT OBJECTIVE:. 

Determine if the organization employs cryptographic mechanisms 10 recognize changes to 
information during transmission unless. otherwise. protected. by alternative physical. 
measures .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECr FROM; System and. communications. 1Protection. policy; procedures addressing. 
transmission integrity; information. system design. documentation; information. system 
configuration settings and associated documentation;. other relevant documents or. records]. 

Test:. [SELECT FROM: Cryptographic mechanisms implementing transmission integrity capability within 
the information system] .. 

SC-8(2) TRANSMISSION INTEGRITY 

SC-8(2).t ASSESSMENT. OBJECTIVE: 

Determine (f the. information system in preparation for transmission maintains the 
integrity of information during: 

- aggregation; 
- packaging; and 

- rransformation. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECr FROM: System and. communications.1Protection. policy; procedures addressing. 
transmission integrity; information. system design. documentation;. information. system 
configuration settings and. associated documentation;. other relevant documents or. records). 

Test:. [SELECT FROM: Transmission integrity capability within. the. information system). 
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FAMILY: SYSTEM AND COMMUNICATIONS PROTECTION CLASS~ TECHNICAL 

ASSESSMENT PROCEDURE 

SC-9. TRANSMISSION CONFIDENTIALITY. 

SC-9.1. ASSESSMENT. OBJECTIVE~ 

Determine.if the information system protects the confidentiality of transmitted 
ir!f'ormation. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: System and communications 1Protection policy; procedures addressing 
transmission confidentiality; information system design. documentation; contracts. for. 
telecommunications. services; information system configuration settings. and associated 
documentation;. other relevant documents. or records]. 

Test: [SELECT FROM: Transmission confidentiality capability. within the. information system). 

SC-9(1) TRANSMISSION CONFIDENTIALITY 

SC-9(1).1. ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the organization optionally de.fines. alternative. physical measures to prevent. 
unauthorized disclosure. of in.formation. during transmission :. and 

(ii) the organization employs cryptographic mechanisms to prevent unauthorized 
disclosure of in.formation during transm.ission unless otherwise.protected by 
organization-defined alternative. physical measures. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine: [SELECT FROM; System and communications protection. policy; procedures addressing. 
transmission confidentiality; information system design documentation; information system 
communications. hardware. and software. or Protected Distribution System protection 
mechanisms;. information system configuration settings and associated documentation;. 
other. relevant documents. or records] .. 

Test:. [SELECT FROM: Cryptographic mechanisms. implementing transmission confidentiality capability 
within the information system] .. 

SC-9(2) TRANSMISSION CONFIDENTIALITY. 

SC-9(2).1. ASSESSMENT. OBJECTIVE: 

Determine if the. information system in preparation for transmission maintains the 
con.fidenriality of information during: 

- aggregation; 

- packaging; and 

- tran~f'ormation .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine: [SELECT FROM: System and communications protection policy; procedures. addressing 
transmission confidentiality; information system design. documentation; information system 
communications hardware. and software. or Protected Distribution System protection 
mechanisms; information system configuration settings. and associated documentation;. 
other relevant documents or records]. 

Test: [SELECT FROM: Transmission confidentiality capability within the. information system]. 
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FAMILY:. SYSTEM AND. COMMUNICATIONS PROTECTION CLASS:. TECHNICAL 

ASSESSMENT PROCEDURE 

SC-10 NETWORK DISCONNECT 

SC-10.t ASSESSMENT OBJECTIVE~ 

Determine if: 

(i) the organization defines the time.period of in.activity before. the information syste1n 
terminates a network connection associated with a communications session; and 

(ii) the information system terminates a network connection associated with a 
communication session at the end of the session or after. the organization-defined 
lime period of inactivity. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS~ 

Examine: [SELECT FROM; System and communications protection policy; procedures addressing 
network disconnect; information system design documentation; organization-defined time. 
period of inactivity before network disconnect; information system configuration settings and 
associated documentation;. other relevant documents. or records]. 

Test:. [SELECT FROM.: Network disconnect capability within the. information system]. 
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FAMILY: SYSTEM AND COMMUNICATIONS PROTECTION . CLASS~ TECHNICAL 

ASSESSMENT PROCEDURE 

SC-11. TRUSTED. PATH 

SC-11.1. ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the organization defines the securilyfunctions within the information system to be. 
included in a 1rus1ed co1111111mica1io 11s. path; 

(ii) the. organization-defined security functions include. information system 
au1hentica1ion and reauthentica1ion; and 

(iii) !he information system establishes a trusted co1111111mica1ions palh between. the user 
and the organiza1ion-defined security.functions within the information system. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: System and. communications. protection. policy; procedures addressing. 
trusted. communications. paths; security plan; information system design documentation; 
information. system configuration settings and associated documentation; assessment 
results from independent, testing organizations; other relevant documents or records]. 

Test: [SELECT FROM; Automated mechanisms implementing trusted communications paths within the. 
information system). 
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FAMILY: SYSTEM AND COMMUNICATIONS. PROTECTION. CLASS~ TECHNICAl 

ASSESSMENT PROCEDURE 

SC-12 CRYPTOGRAPHIC. KEV. ESTABLISHMENT. AND. MANAGEMENT. 

SC-12.1 ASSESSMENT. OBJECTIVE~ 

Determine. if the organization establishes and manages cryptographic keys.for required 
cryp!Ography employed within. the information system. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM; System and communications protection policy; procedures. addressing 
cryptographic key management and establishment; information. system design 
documentation; information system configuration. settings and associated. documentation; 
other. relevant documents. or records). 

Interview: [SELECT FROM:. Organizational. personnel with responsibilities. for. cryptographic key. 
establishment or. management]. 

Test: [SELECT FROM; Automated. mechanisms impleme111ting. cryptographic key management and 
establishment within the. Information system]. 

SC-12(1) CRYPTOGRAPHIC. KEV ESTABLISHMENT. AND. MANAGEMENT. 

SC-12(1).1 ASSESSMENT OBJECTIVE:. 

Determine if the organiza1io11. mainrains availabifiry of informarion in. !he. even! of the. loss 
of cryprograph.ic keys by users. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: System and. communications.1Protection policy; procedures. addressing 
cryptographic key management,. establishment, and recovery; information system design 
documentation; information system configuration settings and associated documentation; 
other. relevant documents. or records] .. 

SC-12(2) CRYPTOGRAPHIC. KEV. ESTABLISHMENT. AND. MANAGEMENT. 

SC-12(2).1 ASSESSMENT. OBJECTIVE:. 

De/ermine. if:. 

(i} the. organization de.fines whethe1: it will use NIST-approved or NSA-approved key 
management technology and processes;. and 

(ii). the. organization produces, con!rols,. and distribu1es symmerric cryprographic keys 
using the. organization-defined key management technology and processes .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: (SELECT FROM; System and communications 1Protectlon policy; procedures addressing 
cryptographic key management,. establishment,. and recovery; information. system. design 
documentation;. information. system. configuration. settings. and. associated documentation; 
other relevant documents or. records]. 

Interview:. [SELECT FROM: Organizational. personnel with responsibilities for. cryptographic. key 
establishment or management]. 
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SC-12(3).1 

SC-12(4) 

SC-12(4).1 

SC-12(5). 

SC-12(5).1 

APPENDIX F·SC 

... Federal. Information. Systems and. Organizations 

CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT. 

ASSESSMENT. OBJECTIVE: 

Determine if the organization produces, controls .. and distributes symmetric and 
asymmetric cryptographic keys using NSA-approved key management technology and 
processes. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. communications. !Protection policy; procedures addressing 
cryptographic. key. management,. establishment,. and recovery;. Information. system. design 
documentation; information system configuration settings and associated. documentation; 
other relevant documents or records]. 

Interview:. [SELECT FROM.: Organizational. personnel. with responsibilities for. cryptographic key. 
establishment or management]. 

CRYPTOGRAPHIC KEY. ESTABLISHMENT AND MANAGEMENT 

ASSESSMENT. OBJECTIVE:, 

Determine. if the organization produces .. controls .. and distributes. asymmetric. 
cryptographic keys using approved PK/ Class 3 certificates or prepositioned keying 
material. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: System and. communications. protection policy; procedures addressing 
cryptographic key. management, establishment, and recovery; information system design 
documentation; information system configuration settings and associated documentation; 
information system cryptographic keys;. other relevant documents or records). 

CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT 

ASSESSMENT. OBJECTIVE: 

Determine if the organization produces, controls, and distributes asynunetric 
cryptographic keys using approved PK/ Class 3 or Class 4 certificates and hardware 
security tokens that protect the user's private key. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: System and communications. !Protection policy; procedures addressing 
cryptographic key management, establishment,. and recovery; information system. design 
documentation; information system configuration settings. and associated documentation; 
information system cryptographic keys;. other relevant documents or. records). 
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FAMILY:. SYSTEM AND. COMMUNICATIONS PROTECTION .. CLASS: .. TECHNICAl 

ASSESSMENT PROCEDURE 

SC-13 USE OF. CRYPTOGRAPHY. 

SC-13.1 ASSESSMENT OBJECTIVE~ 

Determine if the. information system implemems cryptographic.protections using 
cryp!Ographic modules. that. comply with applicable laws, Executive Orders, directives, 
policies. regulations, standards,. and guidance. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and communications protection policy; procedures addressing use of 
cryptography: information system design documentation; information system configuration 
settings and associated. documentation; cryptographic module validation certificates; other. 
relevant documents. or records]. 

SC-13(1) USE OF CRYPTOGRAPHY. 

SC-13(1).1 ASSESSMENT OBJECTIVE: 

Determine if the organization employs, at. a mi11i1num, Ff PS-validated cryptography to 
prorect unc/a.~sified information .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and communications protection policy: procedures addressing use of 
cryptography; FIPS cryptography standards; information system design documentation; 
information system configuration settings and associated documentation; cryptographic 
module validation certificates; other relevant documents or records]. 

SC-13(2) USE OF. CRYPTOGRAPHY. 

SC-13(2).1 ASSESSMENT OBJECTIVE: 

Determine if the organization employs NSA-approved cryptography to protect classified 
information. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: System and communications. protection policy; procedures addressing use. of. 
cryptography; NSA cryptography standards; information system design documentation: 
information system configuration se·ttings and associated documentation; cryptographic 
module validation certificates; other. relevant documents. or records] .. 
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SC-13(3) USE OF. CRYPTOGRAPHY 

SC-13(3).1. ASSESSMENT OBJECTIVE:. 

Determine. !f the organization. e1nploys .. ar a. minimum .. Fl PS-validated c1yptography. to. 
protect information when such information. m.ust be. separatedfrom individuals who_ have 
the necessary clearances yet lack the. necessa1y access approvals .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. communications protection policy; procedures addressing use of 
cryptography:. FIPS cryptography standards;. information system design documentation;. 
information system configuration settings and. associated documentation; FIPS. 
cryptographic module validation certificates; other relevant documents. or records]. 

Interview:_ [SELECT FROM: Organizational personnel with responsibilities for implementing cryptography. 
within the. information system]. 

SC-13(4) USE OF CRYPTOGRAPHY. 

SC-13(4).1. ASSESSMENT OBJECTIVE~ 

Determine if:. 

(i) 1he organization defines whe1her it will use NIST-approved or NSA-approved 
cryptography to implement digital signatures; and 

(ii) the organization employs the. organization-defined cryptography to implement 
digital signatures 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: System and. communications. protection. policy; procedures addressing. use of. 
cryptography; information system design documentation; information system configuration 
settings and. associated documentation; cryptographic module validation certificates; other 
relevant documents or records]. 
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FAMILY: SYSTEM AND. COMMUNICATIONS PROTECTION . CLASS~ . TECHNICAl 

ASSESSMENT PROCEDURE 

SC-14 PUBLIC ACCESS PROTECTIONS 

SC-14.1. ASSESSMENT. OBJECTIVE~ 

Determine if the information system protects the. inregriry and availability of publicly 
available information and applications. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT: FROM: System and communications. 1Protection. policy; procedures addressing. public 
access protections; access. control policy. and. procedures;. boundary. protection procedures; 
information system design documentation;. information system configuration settings and 
associated documentation;. other relevant documents. or. records]. 

Test:. [SELECT: FROM: Automated mechanisms. protecting the. integrity. and availability. of. publicly 
available information and applications. within the. information system]. 
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FAMILY: SYSTEM AND COMMUNICATIONS PROTECTION .. CLASS~ TECHNICAl 

ASSESSMENT. PROCEDURE 

SC-15 COLLABORATIVE COMPUTING. DEVICES 

SC-15.1 ASSESSMENT. OBJECTIVE: 

Determine if' 

(i). the organization defines exceptions to the. prohibiting of collaborative. co1nputing 
devices where remote activation is Jo be alfowed; 

(ii) the. organization. prohibits remote activation of collaborative computing devices, 
excluding the. organization-defined exceptions where renwte activation is to be 
allowed; and 

(iii) the. organization provides an explicit indication of use to users physically present at 
the. devices. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS: 

Examine:. [SELECT FROM; System and. communications. !Protection policy; procedures addressing 
collaborative. computing; access control. policy and. procedures; information system. design 
documentation; information system configuration settings and associated. documentation; 
other. relevant documents or records] .. 

Test:. [SELECT FROM.: Automated mechanisms implementing. access controls for collaborative 
computing. environments; alert notification. for. local. users]. 

SC-15(1). COLLABORATIVE COMPUTING. DEVICES 

SC-15(1).1 ASSESSMENT_ OBJECTIVE:. 

Determine. if the. information system provides physical disconnect. of collaborative. 
computing devices in a manner that supports ease of use. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. communications protection policy; procedures addressing 
collaborative. computing; access control policy and. procedures;. information system design 
documentation;. information. system configuration settings and. associated. documentation; 
other. relevant documents. or records]. 

Test: [SELECT. FROM.: Physical disconnect of collaborative computing devices]. 

SC-15(2) COLLABORATIVE COMPUTING DEVICES 

SC-15(2).1. ASSESSMENT. OBJECTIVE:. 

Determine if the information system or supporting environment blocks both inbound and 
outbound traffic between. instcmt m.essaging clients that are independently l'OJ!figured by 
end users. and external. service. providers .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine:. [SELECT. FROM: System and. communications. protection policy; procedures addressing 
collaborative. computing; access control. policy and. procedures; information system. design 
documentation;. Information system configuration settings and. associated. documentation; 
other. relevant documents or records) .. 

Test: [SELECT FROM: Mechanisms. blocking inbound and outbound traffic between instant message 
clients that are. independently configured] .. 
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SC-15(3). 

SC-15(3).1 

APPENDIX F·SC 

Federal Information Systems and Organizations 

COLLABORATIVE COMPUTING. DEVICES 

ASSESSMENT. OBJECTIVE~ 

Determine. !f'. 
(i) the. organization defines the secure. work areas where collaborative computing 

devices are prohibited; and 

(ii) 1he. organization disables or removes collaborative computing devices from 
informar.ion systems in organization-defined secure work areas. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT: FROM; System and communications 1Protection policy; procedures addressing 
collaborative. computing; access control policy and procedures; information system dlesign 
documentation;. information. system configuration settings and. associated documentation; 
other. relevant documents. or records). 

Interview: [SEu:cr FROM.: Organizational personnel with device management responsibilities. for 
collaborative. computing] .. 
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FAMILY: SYSTEM AND. COMMUNICATIONS PROTECTION . CLASS: . TECHNICAL 

ASSESSMENT. PROCEDURE 

SC-16. TRANSMISSION OF SECURITY ATTRIBUTES 

SC-16.1 ASSESSMENT OBJECTIVE: 

Determine. if the information system associates security. allributes. with information 
exchanged be/ween information systems. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: System and communications. protection. policy; procedures addressing 
trans mission of security parameters; access. control policy. and procedures;. boundary 
protection procedures; information. system design documentation; information system 
configuration. settings. and associated documentation;. other relevant documents. or. records). 

Test:. [SELECT FROM: Automated mechanisms supporting reliable. transmission of security. parameters 
between. information systems]. 

SC-16(1) TRANSMISSION OF SECURITY ATTRIBUTES 

SC-16(1).1 ASSESSMENT OBJECTIVE: 

Determine. if the information system validates. the. integrity. o,f security attributes 
exchanged between systems. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and communications. protection. policy; procedures addressing. 
transmission of security parameters; access control policy and. procedures; boundary 
protection procedures; information system design documentation; information system 
configuration. settings and. associated documentation: other. relevant documents. or. records]. 

Test:. (SELECT FAOM.: Automated mechanisms. supporting reliable. transmission of. security. parameters. 
between information. systems]. 
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FAMILY: SYSTEM AND COMMUNICATIONS. PROTECTION . CLASS~ TECHNICAL 

ASSESSMENT PROCEDURE 

SC-17 PUBLIC KEY INFRASTRUCTURE CERTIFICATES. 

SC-17.1 ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the organization defines a certificate policyfor issuing public key certificates; and 

(ii). the organization issues. public key certificates. under the. organization-defined 
certificate policy or obtains public key certificates under a certificate policy from an 
approved service provider. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM; Systern and. communications.1Protection policy; procedures addressing. public. 
key infrastructure. certificates;. public key certificate policy or policies; public key issuing 
process; other relevant documents or. records). 

Interview:. [SELECT FROM: Organizational personnel with. public key Infrastructure certificate issuing 
responsibilities). 
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FAMILY: SYSTEM AND COMMUNICATIONS PROTECTION . CLASS: TECHNICAL 

ASSESSMENT PROCEDURE 

SC-18 MOBILE CODE 

SC-18.1 ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the. organization defines acceptable and unacceptable mobile. code. and mobile. code 
technologies;. 

(ii) the. organization. establishes usage. restrictions and irnplementation guidance.fo1'. 
acceptable mobile. code and mobile code. technologies; and 

(iii) the. organization authorizes, monitors .. and .controls the. use. of mobile code within. the 
information system. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS:. 

Examine: [SELECT FROM: System. and communications !Protection policy; procedures addressing. 
mobile code; mobile code. usage restrictions, mobile. code. implementation policy and. 
procedures; list of. acceptable. mobile. code and mobile code technologies; other. relevant 
documents. or records]. 

Interview: [SELECT FROM: Organizational. personnel with mobile. code authorization,. monitoring,. and 
control. responsibilities) .. 

Test [SELECT FAOM: Mobile. code. authorization and monitoring capability. for. the. organization]. 

SC-18(1) MOBILE CODE 

SC-18(1).1 ASSESSMENT. OBJECTIVE~ 

Determine.({'. 

( i) the. information system implements detection and inspection mechanisms to. identify 
unauthorized mobile code;. and 

(ii) the. information. system. takes. corrective. action when unauthorized. mobile code. is. 
identified. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELeCr: FROM: System and communications jprotection policy; procedures addressing 
mobile code; mobile code usage restrictions, mobile. code implementation policy and. 
procedures;. information. system design. documentation; information system configuration. 
settings and associated documentation; information system audit records; other. relevant 
documents. or. records] .. 

Test: [SELECT FROM: Automated mechanisms. implemernting mobile code. detection and inspection 
capability). 
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SC-18(2) 

SC-18(2).1 

SC-18(3) 

SC-18(3).1 

SC-18(4) 

SC-18(4).1 

APPENDIX F-SC 

MOBILE CODE 

ASSESSMENT. OBJECTIVE:. 

Determine !f". 
(i) the organization defines requirements for. the acquisition, development and/or use of 

mobile code; and 

(ii) 1he organization. ensures. the. acquisition, develop111e111,. a11dlor use. of mobile code. to 
be deployed in information systems. meets the organization-defined mobile. code 
requirem.ents .. 

POTENTIAL. ASSESSMENT METHODS. AND. OBJECTS~ 

Examine: [ S£L£CT FROM: System and communications !Protection policy; procedures addressing 
mobile code; mobile code usage restrictions,. mobile code Implementation policy. and 
procedures;. acquisition documentation;. acquisition contracts for information systems or 
services; other. relevant documents. or records) .. 

Interview:. [SELECT FROM: Organizational personnel with. mobile code. management responsibilities;. 
organizational personnel with. information system security, acquisition, and contracting 
responsibilities] .. 

MOBILE CODE 

ASSESSMENT. OBJECTIVE:. 

Determine if the information. system prevents the download and execution of prohibited 
mobile. code. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS:. 

Examine: [SELECT FROM: System and communications !Protection policy; procedures addressing 
mobile. code; mobile. code usage restrictions, mobile code implementation policy and 
procedures; information system design documentation; information. system configuration 
settings and associated documentation; information system audit records;. other relevant 
documents or records]. 

Test:. [SELECT FROM: Automated. mechanisms. preventing. download and execution o! prohibiled mobile. 
code]. 

MOBILE CODE 

ASSESSMENT. OBJECTIVE: 

Determine !f: 
(i) the organization defines software. applicationsfor which automatic. mobile. code. 

execution is to be prohibited;. 

(ii) !he organization de.fines ac1ion.s required by the information system before. executing 
mobile code; 

(iii) 1he information system prevents !he automalic execution of mobile code in. the 
organ.iza1ion-defined software applicalions.; and 

(iv) 1he information. sys1em requires organization-defined actions before. executing 
mobile code. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: System and communications !Protection. policy; procedures addressing. 
mobile code; mobile code usage restrictions; information system design documentation; 
information system configuration settings and associated documentation; list of applications 
for wliich automatic execution of mobile. code. must be. prohibited; list. of. actions. requi1red 
before execution of mobile code; ottier relevant documents. or records). 

Test:. [SELt:CT FROM: Automated. mechanisms preventing mobile. code execution within the. information 
system). 
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FAMILY: SYSTEM AND COMMUNICATIONS PROTECTION CLASS~ TECHNICAl 

ASSESSMENT PROCEDURE 

SC-19. VOICE OVER INTERNET PROTOCOL 

SC-19.t ASSESSMENT OBJECTIVE~ 

Determine if 

(i). the organization establishes. usage restrictions and irnplementation guidancejor 
Voice. over Internet Protocol (Vo IP) teclmofogies. based on the potentiaf 10. cause 
damage to the. information system if used maliciously; and 

(ii) the. organization authorizes,. monitors, and controls. the. use. r~f VoIP. within the 
ir!formation system .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. communications. protection policy; procedures addressing VoIP; 
VoIP. usage. restrictions; other relevant documents or. records) .. 

Interview:. [SEL£CT FROM.: Organizational personnel with VoIP. authorization. and monitoring 
responsibilities] .. 

Test: [SELECT FROM: VoIP authorization and monitoring capability for the organization). 
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FAMILY:. SYSTEM AND COMMUNICATIONS. PROTECTION. .. CLASS~ TECHNICAl 

ASSESSMENT PROCEDURE 

SC-20 SECURE NAME I ADDRESS RESOLUTION SERVICE(AUTHORITATIVE SOURCE) 

SC-20.1 ASSESSMENT OBJECTIVE: 

Determine. if the. information system provides add it ion al data origin and integrity. artifacts 
along with the authoritative. data the. system. returns in response. to name/address 
resolution queries. 

POTENTIAL ASSESSMENT. METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. communications. protection. policy; procedures addressing 
secure. name/address resolution service (authoritative. source); information system design 
documentation; Information system configuration settings and associated.documentation; 
other. relevant documents. or records]. 

Test:. [SELECT FROM; Automated. mechanisms implementing secure name/address. resolution. service. 
(authoritative. source)] .. 

SC-20(1) SECURE NAME I. ADDRESS. RESOLUTION. SERVICE (AUTHORITATIVE SOURCE) 

SC-20(1).1 ASSESSMENT OBJECTIVE: 

Detennine. if 

(i) the. information system, when operating as part. of a distributed, hierarchical 
namespace, provides the means to indicate. the. security status of child sulJSpaces;. 
and . 

(ii) rhe information system, when operating cis part. of c1 distribwed, hierarchical 
namespace, enable verification.. of a chain of trust among parent and child domains 
(if the child supports secure resolution services). 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: System and communications. protection policy; procedures addressing 
secure name/address. resolution service. (authoritative source); information system. design 
documentation;. information. system configuration settings and associated documentation; 
other. relevant documents. or. records] .. 

Test:. [SELECT FROM.: Automated. mechanisms. implemernting child. subspace security status indicators. 
and. chain of trust verification for resolution services]. 
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FAMILY:. SYSTEM AND. COMMUNICATIONS PROTECTION . CLASS: . TECHNICAL 

ASSESSMENT. PROCEDURE 

SC-21 SECURE NAME I ADDRESS RESOLUTION SERVICE (RECURSIVE OR CACHING, RESOLVER} 

SC-21 .1 ASSESSMENT. OBJECTIVE: 

Determine if the information system pe1forms data origin authentication and data 
integrity verification on the name/address resolution responses the system receivesfro1n 
authoritative sources when requested by client. systems. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: System and. communications. protection policy; procedures addressing 
secure. name/address resolution service (recursive. or caching resolver); information. system 
design documentation; information system configuration. settings and associated. 
documentation: other relevant documents. or records]. 

Test: [SELECT. FROM: Automated. mechanisms. implementing data origin authentication and. integrity 
verification for resolution services]. 

SC-21(1) SECURE NAME I ADDRESS RESOLUTION SERVICE {RECURSIVE OR. CACHING RESOLVER) 

SC-21(1).1 ASSESSMENT OBJECTIVE:. 

Detennine. if the. information system performs data origin authentication and data 
integrity verification. on all resolution. responses received whether or not. client systems 
explicitly request this service. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM; System and communications iprotection policy; procedures addressing 
secure name/address. resolution service (recursive. or caching resolver); information system 
design documentation; information system configuration settings. and associated. 
documentation; other relevant documents. or records]. 

Test: [SELECT. FROM: Automated mechanisms. implementing data origin. authentication and integrity. 
verification for resolution services] .. 
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FAMILY:. SYSTEM AND COMMUNICATIONS. PROTECTION . CLASS:. TECHNICAL 

ASSESSMENT PROCEDURE 

SC-22 ARCHITECTURE AND PROVISIONING FOR. NAME I ADDRESS RESOLUTION. SERVICE 

SC-22.1 ASSESSMENT OBJECTIVE~ 

Determine if:. 

(i) the information systems that. collectively provide name/address resolution service 
for. c111. organiza1ion are f ciu/1.10/erant;. and 

(ii) the i11fonnation systems. that collectively provide name/address resolution service 
for an organization implemenl internal/external role separation. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: System and communications 1Protection policy; procedures addressing 
architecture and provisioning for name/address. resolution service; access control. policy. and. 
procedures; information system design documentation; assessment results. from. 
independent, testing organizations; information system configuration. settings and 
associated documentation;. other relevant documents. or records]. 

Test: [SELECT FROM: Automated mechanisms supporting name/address resolution service for fault 
tolerance and. role separation] .. 
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FAMILY:. SYSTEM AND COMMUNICATIONS PROTECTION . CLASS: TECHNICAL 

ASSESSMENT PROCEDURE 

SC-23 SESSION AUTHENTICITY 

SC-23.1 ASSESSMENT OBJECTIVE: 

Determine. if the. information system provides mechanisms. to protect the authenticity of 
communications sessions. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECr FROM: System. and communications protection policy; procedures. addressing 
session authenticity; information system design documentation; information system 
configuration settings and associated documentation; other relevant documents. or records). 

Test:. [SELECT FROM; Automated mechanisms implementing session. authenticity). 

SC-23(1) SESSION AUTHENTICITY 

SC-23(1).t ASSESSMENT. OBJECTIVE:. 

Determine. if the information system. invalidates session identifiers upon user logout. or. 
other session termination. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. communications. 1Protection policy; procedures. addressing 
session authenticity; information system. design documentation; information system 
configuration settings. and associated documentation;. other. relevant documents. or. records] .. 

Test: [SELECT FROM; Automated mechanisms implementing session identifier invalidation upon session 
termination] .. 

SC-23(2) SESSION AUTHENTICITY. 

SC-23(2).t ASSESSMENT. OBJECTIVE: 

Determine if the. information system provides a readily observable. logout capability. 
whenever authentication is. used to gain access. to. Web pages. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 
Examine:. (SELECT: FROM; System and. communications. 1Protection policy; procedures. addressing 

session authenticity; information, system design documentation; information. system. 
configuration settings and. associated. documentation; information system site designs; other 
relevant documents or records). 

Test:. (SELECT: FROM: Automated. mechanisms implementing logout capability for Web pages requiring 
user authentication]. 
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SC-23(3) 

SC-23(3). l 

SC-23(4) 

SC-23(4).l 

APPENDIX F·SC. 

Federal Information Systems and. Organizations 

SESSION AUTHENTICITY. 

ASSESSMENT OBJECTIVE:. 

Determine.({". 

(i) the. information system generates a unique. session identifierfor each session; and 

(ii) the iriformation system recognizes only session identifiers that are system-generated .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: System and. communications. !Protection. policy; procedures addressing. 
session authenticity; information. system design documentation; information system 
configuration settings and. associated. documentation;. other. relevant documents or. records] .. 

Test:. [SELECT FROM: Automated. mechanisms generating and. monitoring unique session identifi1ers]. 

SESSION. AUTHENTICITY. 

ASSESSMENT. OBJECTIVE:. 

Determine if' 

(i) the organization defines requirem.entsfor randomly generating unique session 
identifiers; and 

(ii) the. information system generates unique session identifiers in accordance. with 
organization-defined randomness. requirements .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: System and. communications. !Protection policy; procedures addressing 
session authenticity; information system design documentation; information system 
configuration settings and associated. documentation;. other. relevant documents or. records] .. 

Test:. [SELECT FROM.: Automated. mechanisms. generating. unique. session identifiers] .. 
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FAMILY:. SYSTEM AND COMMUNICATIONS PROTECTION . CLASS~ TECHNICAL 

ASSESSMENT PROCEDURE 

SC-24 FAIL IN. KNOWN STATE, 

SC-24.t ASSESSMENT. OBJECTIVE: 

Determine if:. 

(i) the organization defines the. known-states the information system shouldfail to in the 
event of a system failure; 

(ii) the organization. defines types r~f.failures.fo 1~ which. the. ir!formation system should 
fail to an organization-defined known-state; 

(iii) the organization. defines. the. system. state. in.formation. that should be. preserved in. the. 
event. of a system failure; 

(iv) the information system.fails to an organization-defined Jrnown-swtefor an 
organization-defined type. of.failure ; and 

(v) the. information system preserves organization-defined system state information in 
the. event of a system.failure. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM: System and communications. 1Protection policy; procedures addressing 
information system failure; information system design documentation; information system 
configuration settings and associated documentation; list of failures requiring information 
system to. fall. in a known state; state information to. be preserved In system failure; other. 
relevant documents. or records]. 

Test: [S£LE'CT FAOM.'. Automated mechanisms implementing fail-in-known-state capability] .. 
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FAMILY:. SYSTEM AND COMMUNICATIONS PROTECTION .. CLASS~ TECHNICAl 

ASSESSMENT PROCEDURE 

SC-25 THIN NODES 

SC-25.1 ASSESSMENT. OBJECTIVE: 

Determine if the. information sys rem employs processing components that have. minimal 
functionality and information storage .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT: FROM; System and communications 1Protection policy; procedures addressing use. of 
thin nodes; information system design documentation; information system configuration. 
settings and associated documentation; other. relevant documents or records). 
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FAMILY: SYSTEM AND COMMUNICATIONS. PROTECTION CLASS~ TECHNICAL 

SC-26 

SC-26.1. 

SC-26(1). 

SC-26(1).t 

APPENDIX F·SC. 

ASSESSMENT PROCEDURE 

HONEYPOTS 

ASSESSMENT OBJECTIVE: 

Determine. if the information system includes components specifically designed to be. the. 
target. of malicious attacks for. the.purpose of detecting, deflecting, and analyzing such 
auacks. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. communications. protection policy; procedures addressing use of. 
honeypots; information system design. documentation; information system configuration 
settings and. associated documentation; other. relevant documents or. records]. 

HONEYPOTS 

ASSESSMENT OBJECTIVE: 

Determine. if the information system. includes components that proactively seek to identify 
Web-based malicious. code. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: System and communications [protection policy; procedures addressing use of 
honeypots; access. control policy and procedures; boundary protection procedures; 
information system design documentation;. information system configuration settings and 
associated documentation: other. relevant documents. or. records]. 

Test:. [SELECT FROM.: Automated mechanisms proactively. seeking Web-based malicious. code] .. 
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FAMILY: SYSTEM AND COMMUNICATIONS PROTECTION CLASS~ TECHNICAl 

ASSESSMENT PROCEDURE 

SC-27. OPERATING. SYSTEM-INDEPENDENT. APPLICATIONS. 

SC-27.1. ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the organization defines appfica1ions that. are operating system-independent; an.cl 

(ii) 1he information. sys1em i11cludes organization-defined operating system-independent 
applications. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM; System and. communlcations.1Protection policy; procedures addressing. 
operating system-independent applications; information system design documentation; 
information system. configuration settings and associated documentation;. list of operating 
system-independent applications; other relevant documents. or records]. 
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ASSESSMENT PROCEDURE 

SC-28, PROTECTION. OF. INFORMATION. AT. REST. 

SC-28.1 ASSESSMENT. OBJECTIVE:. 

Determine. if the. information system protecrs the confidentiali~y and integrity of 
ir~formation al rest .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM; System and communications. protection policy; procedures addressing. 
protection of information at rest; information system design documentation; information 
system configuration settings. and associated. documentation; cryptographic mechanisms 
and. associated. configuration. documentation; list of information at rest requiring 
confidentiality and integrity protections; other relevant documents. or records). 

Test: [SELECT FROM: Automated mechanisms. implementing. confidentiality and. integrity protections. for. 
information. at-rest]. 

SC-28(1) PROTECTION OF INFORMATION AT REST 

SC-28(1).1 ASSESSMENT OBJECTIVE:. 

Derermine if: 

(i) the organization employs. cryprographic mechanisms to prevent unauthorized 
disclosure. of information at rest unless otherwise prorected by alternative. physical 
measures; and 

(ii) the. organization. employs cryptographic. mechanisms. to. prevent. unauthorized 
modific'1lion of information at rest. unless otherwise protected by alternative. 
physical. measures .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS: 

Examine:. [SELECT FROM; System and. communications JProtection policy; procedures addressing 
protection of information at rest; information system design documentation; information 
system configuration. settings. and associated documentation; cryptographic mechanisms. 
and associated configuration documentation; other relevant documents or records). 

Test: (SELECT FROM; Cryptographic mechanisms implementing confidential ity and integrity protections 
for information at-rest] .. 
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FAMILY: SYSTEM AND COMMUNICATIONS. PROTECTION. .. CLASS~ TECHNICAl 

ASSESSMENT PROCEDURE 

SC-29 HETEROGENEITY 

SC-29.1 ASSESSMENT OBJECTIVE:. 

Determine if the. organization employs diverse. information technologies. in the. 
implementation of the ir!formation system .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: System and communications. !Protection. policy; information. system design 
documentation;. information system configuration. settings and. associated. documentation; 
list ofi. technologies. deployed in the. information. system;. acquisition. documentation; 
acquisition contracts for information. system. components or. services; other. relevant 
documents or records). 

Interview:. [SELECT. FROM:. Organizational personnel. with. information system acquisition, development, 
and. implementation responsibilities]. 
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FAMILY:. SYSTEM AND COMMUNICATIONS PROTECTION . CLASS~ TECHNICAl 

ASSESSMENT PROCEDURE 

SC·30. VIRTUALIZATION TECHNIQUES. 

SC-30.1 ASSESSMENT. OBJECTIVE: 

Determine if the. organization employs vfrtualization 1echniques to present information 
system components as other types of components,. or components with differing 
c01~figurations .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: System and. communications. protection policy; information system design 
documentation;. information. system configuration settings and associated documentation; 
information system architecture; list of. virtuallzation. techniques. to be. employed for. 
organizational information systems;. other. relevant documents or. records]. 

Interview: [SELECT FROM.: Organizational personnel with. responsibilities for implementing approved 
virtualization techniques for information systems]. 

SC-30(1). VIRTUALIZATION. TECHNIQUES 

SC-30(1).1 ASSESSMENT OBJECTIVE: 

Detennine. if: 

(i) the orga11izatio11 defines the.frequency of changes 10 operating systems and 
applications through the use of virtualization techniques; and 

(ii) 1he organization employs virtualization techniques to support. !he deployment of a 
diversity. of operating sys1e111s ancl. applications that. are. changed in accordance with 
organization-de.fined.frequency. 

POTENTIAL. ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM; System and. communications. 1Protection policy; configuration management 
policy and procedures; information system design documentation; information system 
configuration settings and associated. documentation;. information system architecture; other. 
relevant documents or records) .. 

Interview:. [SELECT FROM:. Organizational personnel with. responsibilities for implementing approved 
virtualization techniques for information systems). 

SC-30(2) VIRTUALIZATION. TECHNIQUES 

SC-30(2).l ASSESSMENT. OBJECTIVE: 

Determine if the. organization employs randomness in the implementation of the 
virtualization techniques. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS: 
Examine:. [SELECT FROM: System and communications. protection. policy; information system design 

documentation;. information. system configuration settings and associated documentation; 
information system architecture;. other relevant documents. or records]. 

Interview: [SELECT FROM.: Organizational personnel with responsibilities for implementing approved 
virtualization techniques for information systems). 
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FAMILY: SYSTEM AND COMMUNICATIONS. PROTECTION. CLASS: TECHNICAL 

ASSESSMENT PROCEDURE 

SC·31 COVERT. CHANNEL ANALYSIS. 

SC-31 .t ASSESSMENT. OBJECTIVE: 

Determine. if the organization requires. that information system developers/integrators 
perform a. covert channel. analysis to identify tho.se aspects of system communication that 
are. potential. avenues for covert. storage and tim;ng channels. 

POTENTIAL ASSESSMENT. METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: System and communications protection policy; procedures addressing covert 
channel. analysis;. information. system. design documentation; information system 
configuration settings and. associated documentation;. covert channel. analysis 
documentation; other relevant documents or records]. 

Interview: [SELECT FROM.: Organizational personnel with covert channel analysis responsibilities; 
information system developers/integrators]. 

SC-31(1) COVERT. CHANNEL ANALYSIS 

SC-31 (1 ).1. ASSESSMENT OBJECTIVE~ 

Detennine if the organization tests a subset of the vendor-identified covert channel 
avenues to determine. if such channels are exploitable. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM: System and communications protection policy; procedures addressing covert 
channel analysis;. Information. system. design documentation; information system 
configuration settings and associated documentation; list of vendor-identified covert channel 
avenues or exploits; covert channel analysis documentation; other relevant documents or. 
records]. 

Interview: [SELECT. FROM: Organizational. personnel with covert channel. analysis responsibilities; 
information system developers/integrators]. 

Test [SELECT FROM: Covert channel avenues to. determine if such. channels are exploitable]. 
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FAMILY:. SYSTEM AND COMMUNICATIONS. PROTECTION . CLASS: TECHNICAL 

ASSESSMENT PROCEDURE 

SC·32 INFORMATION SYSTEM PARTITIONING 

SC-32.t ASSESSMENT. OBJECTIVE: 

Determine if the organization partitions the information system in.to components residing 
in separate physical domains. (or environments) llS deemed necessary. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine: [SELECT FROM; System and. communications protection. policy; information. system design 
documentation;. information. system. configuration. settings and. associated. documentation; 
information. system architecture; list of. information. system physical. domains (or. 
environments) ;. information. system facility diagrams; other. relevant documents. or records). 

Interview: [SELECT FROM:. Organizational personnel. installing, configuring,. and/or. maintaining the 
information system]. 
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FAMILY:. SYSTEM AND COMMUNICATIONS PROTECTION . CLASS~ . TECHNICAL 

ASSESSMENT PROCEDURE 

SC-33, TRANSMISSION PREPARATION INTEGRITY. 

SC-33.1 ASSESSMENT OBJECTIVE: 

Determine. if the. information sys rem in preparationfor transmission protects the. integrity. 
of information during the. processes of 

- data aggregc11ion; 

- packaging;. and 
- trans.formation. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM; System and communications 1Protection. policy; procedures addressing. 
transmission integrity; information system design documentation;. information system 
configuration settings and. associated documentation;. other. relevant documents or. records] .. 

Test: [SELECT FROM: Transmission integrity capability within. the. information. system]. 
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FAMILY: SYSTEM AND COMMUNICATIONS PROTECTION CLASS~ TECHNICAL 

ASSESSMENT PROCEDURE 

SC-34. NON-MODIFIABLE EXECUTABLE PROGRAMS 

SC-34.1. ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the organization defines the. applications that. are /0. be. loaded and executed.from 
hardware-enforced,. read-only media; 

(ii) the organization defines the. information system components fo1'. which the operating 
environment and organization-defined applications are loaded and executedf;·om 
hardware-e1~forced,. read-only media;. and 

(iii) the i~formation system,. at organization-defined information system components, 
loads and executes:. 

- the operating environment from hardware-enforced, read-only media; and 

- organization-defined applications.from hardware-enforced, read-only media. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and communications protection policy; Information system design 
documentation;. information system configuration settings and associated documentation; 
information system architecture;. list of operating system components. to. be loaded. from. 
hardware-enforced, read-only media; list of applications to be. loaded from. hardware-
enforced, read-only media;. media used to load and execute . information system operating. 
environment; media used to. load and execute information system applications; other 
relevant documents or records]. 

Interview:. [SELECT FROM:. Organizational personnel installing, configuring, and/or maintaining the. 
information system] .. 

SC-34{1) NON-MODIFIABLE EXECUTABLE. PROGRAMS 

SC-34{1 ).1. ASSESSMENT OBJECTIVE~ 

Determine if.-. 
(i) the organization defines the. information syste1n components to be employed with no 

writeable. storage;. and 

(ii) the organization. employs organization-de.fined information system components. with 
no writeable storage. that are persistent across component restart or power on/off 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. (SELECT; FROM: System and. communications. protection. policy; information. system. design, 
documentation;. information. system configuration settings and associated documentation; 
information system architecture;. list of. information. system components to. be. employed 
without writeable storage capability; other relevant documents or records]. 
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SC-34(2) 

SC-34(2).1 

APPENDIX F·SC 

NON-MODIFIABLE EXECUTABLE PROGRAMS 

ASSESSMENT. OBJECTIVE: 

Determine. !f the. organization. protects the. integrity of the. information. on. read-only media .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: System and. communications 1Protection policy; procedures addressing 
protection of information on. read-only. media; information system design.documentation; 
information system configuration se·ttings. and associated documentation; information 
system architecture;. other relevant documents or records] .. 

Test:. [SELECT FROM.: Organizational capability. tor protecting information integrity on read-only media]. 
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Sl-1 

Sl-1.1 

Sl·1.2 

APPENDIX F·Sl 

ASSESSMENT PROCEDURE 

SYSTEM AND INFORMATION. INTEGRITY. POLICY. AND. PROCEDURES. 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the. organization develops and formally documents system. and information integrity 
policy; 

(ii) the organization system and information integrity policy addresses: 

- purpose; 
. scope; 

- roles and responsibilities; 

- managem.elll. commitment; 

- coordination among organizational. entities; and 
. compliance; . 

(iii). the. organization disseminates.fonnal documented system and information integrity 
policy to elernents within the. organ iz.ation having associated system. and information 
integrity roles and responsibilities; 

(iv) the organization develops and formally docum.ents system. and i1~f'ormation integrity 
procedures; 

(v). the organization system and information integrity proceduresfacilitate. 
implementation of the system and information integrity policy and associated system. 
and information integrity controls; and 

(vi) the organization disserninatesfonnal documented system and information integrity 
procedures to elements within. the. organ.izaJion having associated system and 
information integrity roles and responsibilities. 

POTENTIAL. ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELEC7: FROM; Systern and information integrity, policy and procedures; other. relevant. 
documents or records]. 

Interview:. [SELECT FROM: . Organizational personnel with system and information integrity 
responsibilities). 

ASSESSMENT OBJECTIVE:. 

Determine. if" 

(i) the. organization de.fines the.frequency of system and il1formation integrity policy 
reviews!upda/es; 

(ii). the orga.11.ization reviews/updates system and information integrity policy in 
accordance. with organization-de.fined.fi'equency; 

(iii) the organization de.fines the.frequency of system and information integrity 
procedure reviews/updates; and 

(iv) the organization reviews/updates. system and information integrity. procedure.~. in 
accordance. with organization-def inedfrequency. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELEC7: FROM; Systern and. information integrity policy and procedures; other. relevant. 
documents or records]. 

Interview:. [SELECT FROM: Organizational personnel with. system and. information. integrity 
responsibilities). 
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ASSESSMENT PROCEDURE 

Sl-2 FLAW REMEDIATION, 

Sl-2.1. ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the. organization identifies, reports, and corrects infonnation system.flaws; 

(ii) the organization tests. software. updates related. to flaw. remediation.for effectiveness 
before. installation;. 

(iii) the organization tests software updates related to.flaw remediation/or potential side. 
effects on organizational information systems before installation; and 

(iv) the. organization incorporatesffaw remediation. into the. organizational configuration 
management process. 

POTENTIAL. ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT: FROM; System and information integrity policy;. procedures addressing flaw 
remediation; lisl of flaws and vulnerabilities. potentially affecting the. information system; list 
of recent security. flaw. remediation. actions performed on the. information system (e.g., list of. 
installed. patches, service. packs, hol fixes, and other software updates to correct 
information system flaws) ; test resu lts. from the. installation of. software to. correct information 
system flaws;. other relevant documents. or records). 

Interview:. [SELECT: FROM: Organizational personnel with f law. remediation responsibilities] .. 

Sl-2(1) FLAW REMEDIATION 

Sl-2(1).1. ASSESSMENT OBJECTIVE:. 

Determine if 

(i) the organization centrally manages thejlaw remediation process; and 

(ii) the organization. installs software updates automatically .. 

POTENTIAL. ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM: System and information integrity policy; procedures addressing flaw. 
remediation; automated mechanisms supporting centralized management of flaw. 
remediation and automatic software updates; information system design documentation; 
information system configuration settings and associated documentation; list of. information 
system flaws;. list of recent security flaw remediation actions performed on the Information 
system; other. relevant documents or records). 

Test:. [SELECT FROM.: Automated. mechanisms supporting centralized management of. flaw remediation 
and automatic software updates]. 
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Sl·2(2), FLAW REMEDIATION. 

Sl·2(2).1 ASSESSMENT. OBJECTIVE: 

Determine. !f" 
(i) the organization defines thefrequency of employing automated mechanisms to 

determine the state of information system components with regard toflaw 
remediation;. and 

(ii) the organization employs automate</ mechanisms in accordance wi1h the 
orgc111iza1io11-dejined frequency to de1er111ine 1he s1a1e of informa1ion system 
componenls with regard toflaw remediation. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: System and. information integrity policy;. procedures addressing flaw 
remediation; automated mechanisms supporting flaw remediation; information system 
design documentation; information system configuration settings and associated 
documentation;. list of information system flaws; list of recent security. flaw remediation 
actions. performed. on the information system; information. system. audit records; other 
relevant documents. or records]. 

Test: [SELECT. FROM; Automated mechanisms implementing. information system flaw remediation 
update status] .. 

Sf-2(3) FLAW REMEDIATION. 

Sl-2(3).1 ASSESSMENT OBJECTIVE: 

Determine !f" 
(i) the organization defines 1he benchmarks 10 which 1he organiza1ion 's measure111en1 of 

time elapsed between flaw ident(fication and flaw remedialion should be compared; 

(ii) the organization measures the time. beiweenjlaw identification andjlaw 
remediation;. and 

(iii) the. organiza1ion compares !he. time. measured between.flaw. identification and.flaw. 
remediation wilh organization-defined benchmarks. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT. FROM: System and information integrity. policy;. procedures addressing flaw 
remediation; automated. mechanisms. supporting centralized management of. flaw 
remediation. and automatic software updates; information system design documentation; 
information system configuration se·ttings and associated documentation; list of information. 
system flaws; list of recent security flaw remediation actions performed on the information 
system; other relevant documents. or records]. 
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Sl·2(4). FLAW REMEDIATION. 

Sl·2(4).t ASSESSMENT. OBJECTIVE:. 

Determine. !f" 
(i) the organization de.fines infonnation system components/or. which. automated patch 

management tools are to be. employed to facilitate flaw remediation; and 

(ii). the. organization. employs automated.patch management. tools. to.facilitate .flaw. 
remediation to organization-defined information system components .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM; System and information integrity. policy: procedures addressing flaw, 
remediation; automated mechanisms. supporting flaw remediation; information system 
design documentation; information system configuration settings and associated 
documentation:. list of information system flaws:. list of recent security flaw remediation 
actions. performed on the information system; information system audit records; other 
relevant documents. or records). 

Test:. [SELECT FROM: Automated mechanisms facilitating flaw. remediation to. information. system 
components] .. 
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FAMILY:. SYSTEM AND INFORMATION INTEGRITY .. CLASS: OPERATIONAL 

ASSESSMENT. PROCEDURE 

Sl-3. MALICIOUS. CODE PROTECTION 

Sl-3.1 ASSESSMENT OBJECTIVE:. 

Detennine if 

(i) the. organization employs malicious code.protection mechanisms at infonnation 
system entry cmd exit. points to detect and eradicate. malicious code: 
. transported by electronic. mail,. electronic. mail attachments, Web accesses,_ 

removable media, or other common means; or 
. inserted through the exploitation of information system vulnerabilities; 

(ii) the. organization employs malicious code. protection. mechanisms at workstations, 
servers, or mobile computing devices. on the. network to detect and eradicate. 
malicious code: 
. transported by electronic mail,. electronic mail attachments, Web accesses, 

removable media, or other common mecms; or 
. inserted through. the exploitation. of information system vulnerabilities; . 

(iii) the organization. updates malicious code protection mechanisms (including 
signature definitions) whenever new releases are available in. accordance with 
configuration. management.policy and procedures defined in CM- I;. 

(iv) the. organization defines the.frequency of periodic scans of the information system by 
malicious code protection mechanisms; 

(v) the organization defines. one. or mote. of the.following actions to be taken. in response 
to malicious code detection: 
. block malicious code; 
. quarantine. malicious code; and/or. 
. send alert. to. adminisirator: . 

(vi) the organization configures malicious code protection mechanisms to: 
. perform periodic scans of the information system. in accordance with 

organization-defined.frequency; 
. perfonn real-time. scans of.files.from extemal sources as theft/es are . 

downloaded, opened,_ or executed in. accordance with organizational security 
policy:. and 

. take. organization-de.fined action( s) in response. to. malicious. code. detection; and 

(vii) the organization addresses the receipt of false positives during malicious code 
detection and eradication. a11d the resulting. potential impact. on the. availabiliry of 
the. information system. 

POTENTIAL_ ASSESSMENT METHODS AND. OBJECTS: 

Examine:. [SELECT FROM; System and information integrity policy; procedures addressing. malicious. 
code. protection; malicious. code. protection mechanisms;. records. of. malicious code 
protection updates; information system configuration settings. and associated 
documentation: other. relevant documents. or records). 

Interview: [SELECT FROM: Organizational personnel with. malicious code protection responsibilities]. 
Test: [SELECT FROM: Automated mechanisms. implementing malicious code. protection capability] .. 
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Sl·3(1). 

Sl-3(1).1 

Sl-3(2) 

Sl·3(2).1 

Sl-3(3) 

Sl·3(3).1 

Sl·3(4) 

Sl·3(4).1 

APPENDIX F·Sl 

MALICIOUS. CODE PROTECTION. 

ASSESSMENT. OBJECTIVE: 

Determine. if the. organization. centrally. manages malicious. code protection. mechanisms .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: System and information integrity policy; procedures addressing malicious. 
code protection; information system design documentation; malicious. code protection 
mechanisms; records of. malicious. code protection updates; Information system 
configuration settings and associated documentation;. other relevant documents or. records). 

MALICIOUS. CODE PROTECTION. 

ASSESSMENT. OBJECTIVE: 

Determine if the. information. system automatically updates malicious code protection 
111eclzanis1ns,. in.eluding signature. definitions. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: System and. information integrity policy; procedures addressing malici1ous 
code. protection; information system. design documentation; malicious code. protection 
mechanisms;. records of malicious. code protection updates; information system 
configuration settings and associated documentation;. other relevant documents or. records]. 

MALICIOUS. CODE PROTECTION. 

ASSESSMENT. OBJECTIVE: 

Determine. if the information system prevents non-privileged usersfrom circum.venting 
malicious. code. protection capabilities .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: System and information integrity policy; procedures addressing malicious. 
code. protection; Information. system. design documentation; malicious code. protection 
mechanisms; records. of malicious. code protection updates; information system 
configuration settings and. associated documentation;. other relevant documents or. records]. 

Test:. [SELECT FROM: Automated. mechanisms. implementing malicious. code. protection. capability]. 

MALICIOUS. CODE PROTECTION. 

ASSESSMENT OBJECTIVE~ 

Determine. if the information system updates malicious code prorecrio11 mechanisms only 
when directed by a. privileged user .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: System and information integrity policy; procedures addressing malici1ous 
code protection; information system design.documentation; malicious code protection. 
mechanisms; records of malicious code protection updates; information system 
configuration settings and associated documentation; other relevant documents. or records). 

Test:. [SELECT FROM: Automated mechanisms. implementing malicious code protection capability). 
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Sl·3(5). 

Sl-3(5).t 

Sl·3(6). 

Sl·3(6).1 

APPENDIX F·Sl 

Federal Information Systems and Organizations 

MALICIOUS. CODE PROTECTION 

ASSESSMENT OBJECTIVE:. 

Determine. if the organization does. not allow. users to introduce removable. media. info the. 
information system. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM:. System. and information integrity. policy; procedures addressing malicious. 
code. protection; information system design documentation; malicious code. protection 
mechanisms;. records of. malicious. coda protection updates; information. system 
configuration. settings and associated. documentation;. other relevant documents. or records). 

Interview: [SELECT FROM: Organizational. personnel with. malicious. code protection responsibilities). 

MALICIOUS. CODE PROTECTION 

ASSESSMENT OBJECTIVE: 

Determine. if: 

(i) the organization defines the frequency of testing malicious code pro1ection. 
mechanisms;. and 

(ii). the. organization tests. malicious code. protection mechanisms,. in accordance. with 
orga11ization-dejinedfrequency,. by hllroducing a. known benign, non-spreading 1est 
case into the. in.formation sys1e1n anti subsequently. verifying that. both detection. of the. 
test case and associated incident reporting occur, as required .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM; System and information. integrity. policy;. procedures. addressing. malici1ous. 
code protection; information. system design documentation; malicious. code. protection 
mechanisms;. records of. malicious. code protection updates; information system 
configuration settings and. associated. documentation;. other relevant documents or records]. 

Test:. [SELECT FROM.: . Automated mechanisms implementing. malicious coda protection capability]. 
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FAMILY: SYSTEM AND. INFORMATION INTEGRITY . CLASS: . OPERATIONAL 

ASSESSMENT PROCEDURE 

Sl-4. INFORMATION SYSTEM MONITORING 

Sl-4.1 ASSESSMENT. OBJECTIVE~ 

Determine if:. 

(i) the. organization defines objectives for monitoring events on the. i1~/ormation system;. 

(ii). the organization monitors. events on the. information system in accordance. with 
organization-defined objectives and detects. information system attacks; 

(iii) the organization identifies unauthorized use of the information system; 

(iv) the. organization deploys monitoring devices: 
. strategicc1fly within the information system to col/ecJ organization-de/ermined 

essential. information; and 
. at ad hoc locations within the system to. track specific types of transactions of 

interest to. the organization; 

(v) the. organization heightens the. level of information system monitoring activity 
whenever there. is an indication of in.creased risk to organizational operations and 
assets, individuals, other organizations, or the. Nation. based on. law enforcement 
i1·1formation, intelligence ir!formation, or other credible sources of information; and 

(vi) the. organization obtains legal opinion. with regard to. information system monitoring 
activities in accordance with applicable.federal laws, Executive. Orders, directives,. 
policies,_ or regulations. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS; 

Examine:. [SELECT FROM: System and. information integrity policy; procedures addressing. information 
system monitoring. tools. and techniques; info·rmatlon system. design documentation;. 
information system monitoring. tools and techniques documentation; information system 
configuration settings and associated documentation; other relevant documents or records]. 

Interview:. [SELECT FROM:. Organizational. personnel. with. information. system monitoring. 
responsibilities]. 

Sl-4(1). INFORMATIOtt SYSTEM. MONITORING 

Sl-4(1).1 ASSESSMENT. OBJECTIVE: 

Determine. if the. organization. interconnects. and cor1figures individual intrusion detection 
tools into a system-wide intrusion detection systein using common protocols. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: System and information integrity policy; procedures addressing Information 
system monitoring tools. and techniques; information system. design documentation; 
information system. monitoring. tools. and techniques. documentation; Information. system. 
configuration. settings and associated documentation; information. system. protocols; other 
relevant documents or records]. 

Test:. [SELECT FROM; Information. system-wide intrusion. detection. capability). 
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Sl·4(2) INFORMATION SYSTEM. MONITORING 

Sl-4(2).1 ASSESSMENT. OBJECTIVE: 

Determine if the. organization employs. automated. tools to. support. near real-time analysis 
of events. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM: System and. information integrity. policy;. procedures. addressing. information 
system monitoring tools_ and techniques; information system design documentation; 
information system monitoring tools and techniques. documentation; information system. 
configuration settings and. associated. documentation;. information system protocols 
documentation;. other. relevant documents or. records]. 

Test:_ [SELECT FROM: Automated. tools_ supporting near. real-time_ event analysis]._ 

Sl·4(3). INFORMATIOtf SYSTEM MONITORING 

Sl·4(3).t ASSESSMENT. OBJECTIVE:. 

Determine if the organization. employs c1u1omated tools to integrclle intrusion detection 
tools into access control andflow control mechanisms for rapid response to attacks by 
enabling. reconfiguration of these mechanisms in support of auack isolation and 
elimination. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine:. [SELECT FROM: System and. information Integrity policy; procedures addressing information 
system monitoring. tools. and techniques; information system. design documentation;. 
information system. monitoring. tools. and techniques. documentation; information. system. 
configuration settings and. associated. documentation;. information. system protocols; other. 
relevant documents. or records). 

Test:. [SELECT. FROM: Automated. tools supporting the integration. of intrusion. detection tools. and 
access/flow control. mechanisms]. 

Sl·4(4). INFORMATION SYSTEM. MONITORING 

Sl-4(4). t ASSESSMENT. OBJECTIVE~ 

Determine if the. information. system monitors inbound and outbound. communications.for 
unusual or unauthorized activities or conditions._ 

POTENTIAL ASSESSMENT. METHODS_ AND_ OBJECTS:. 

Examine:. [SELECT FROM; System and. information integrity. policy;. procedures. addressing. information. 
system monitoring. tools. and. techniques; information system design documentation;. 
information. system. monitoring tools. and techniques. documentation; information system. 
configuration. settings. and. associated. documentation;. information. system protocols;. other 
relevant documents or. records]. 

Test:. [SELECT FROM: Automated. tools. supporting the integration of intrusion detection tools_ and 
access/flow. control mechanisms] .. 
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Sl·4(5). 

Sl-4(5).1 

Sl-4(6) 

S1·4(6).l 

Sl-4(7). 

Sl·4(7).l 

APPENDIX F·Sl 

INFORMATIO"' SYSTEM. MONITORING 

ASSESSMENT. OBJECTIVE: 

Determine !f: 
(i) the organization de.fines indicators of compromise or potential compromise. to the. 

security. of rhe information system; and 

(ii). rhe information. sys rem provides near real-time alerts. when. any of the. organization-
defined list of compromise or potential compromise indicators occurs. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: System and information integrity policy: procedures addressing information 
system monitoring tools. and techniques; security plan; information system monitoring tools. 
and techniques documentation; information system configuration settings and associated 
documentation; other relevant documents or records]. 

Test:. [SELECT FROM.: Information system. monitoring reaHime. alert capability] .. 

INFORMATION SYSTEM MONITORING 

ASSESSMENT. OBJECTIVE~ 

Determine if the. information sys rem prevents. non-privileged users.from circumventing 
intrusion detection and prevention capabilities. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 
Examine: [SELECT FROM: System and information integrity policy; procedures addressing information 

system monitoring tools. and techniques; info.rmation system design documentation; 
information system monitoring. tools. and techniques documentation; information. system 
configuration settings and associated documentation; information system protocols; other 
relevant documents or. records]. 

Test: [SELECT FROM: Information system-wide intrusion detection and prevention capability] .. 

INFORMATIO"' SYSTEM MONITORING 

ASSESSMENT OBJECTIVE~ 

Determine !f: 
(i) the. organization. de.fines. incident response personnel. (idenrified by name and/or by 

role) to. be. no1ified of suspicious events; 

(ii) the. organiza1ion de.fines. least-disruptive actions 10 be. taken by the. information 
system to terminate suspicious events; 

(iii) the. information system no1ifies organization-defined incident response personnel of 
suspicious events;. and 

(iv) the. information system takes organization-defined least-disruptive actions to. 
terminate suspicious events .. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM; System and. information. integrity, policy; procedures addressing. information. 
system monitoring. tools. and techniques; information system. design documentation;. 
information system monitoring tools. and techniques documentation; information system 
configuration settings and associated documentation; information system protocols 
documentation; other. relevant documents. or records] .. 

Test:. (SELECT FROM.: Information. system. notification. capability] .. 
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Sl·4(8) INFORMATION SYSTEM. MONITORING 

Sl-4(8).t ASSESSMENT. OBJECTIVE:. 

Determine if the organization protects information obtained from intrusion-monitoring 
toolsfrom: 

- unawhorized access; 

- modification;. and 

- deletion .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and information integrity policy; procedures addressing information 
system monitoring. tools and techniques; information system design documentation; 
information system. monitoring tools and techniques documentation; Information system. 
configuration settings and. associated. documentation;. information system protocols; other. 
relevant documents or records]. 

Interview: [SELECT. FROM:. Organizational. personnel with information system monitoring 
responsibilities). 

Sl·4(9) INFORMATION SYSTEM MONITORING 

Sl·4(9).1 ASSESSMENT. OBJECTIVE: 

Determine. if: 

(i) rhe. organizmion defines the rime period.for tesringlexercisin.g intrusion.-monirorin.g 
roots;. and 

(ii) the. organization test.sle.xercises in.trusion.-monitorin.g 1ools. in accordance with 
organization-defined time period. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and information integrity policy; procedures addressing information 
system. monitoring tools and techniques; documentation. providing evidence of testing 
intrusion. monitoring tools;. other. relevant. documents. or records] .. 

Sl·4(10) INFORMATION SYSTEM. MONITORING 

Sl·4(10).1 ASSESSMENT OBJECTIVE: 

Determine if the organization makes provisions so that. encrypted traffic is visible. to 
if1formation system m.011itoring tools. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT. FROM: System and information integrity policy; procedures addressing information 
system monitoring tools and techniques; info.rmation system design documentation; 
information system monitoring. tools. and techniques documentation; information system 
configuration settings and. associated. documentation;. information. system protocols;. other. 
relevant documents or records]. 
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Sl·4(11). INFORMATIO"' SYSTEM MONITORING 

Sl-4(11).t ASSESSMENT. OBJECTIVE:. 

Determine if the organization to discover anomalies analyzes outbound communicalion.s. 
trqffic at: 

- the extemal boundary of the. system (i.e., system perimeter); and 

- as deemecl necessary,. at selected interior points within the. system (e.g.,. subnet.>,. 
subsystems) .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM: System and information integrity policy: procedures addressing information 
system monitoring tools and techniques; info-rmation system design documentation; 
information system monitoring. tools. and techniques. documentation; information. system 
configuration settings and. associated. documentation; information system monitoring logs or 
records; other relevant documents or records]. 

Sl-4(12) INFORMATIO"' SYSTEM. MONITORING 

Sl-4(12).1. ASSESSMENT. OBJECTIVE: 

Determine if. 

(i). the. organiza1ion defines inappropriate or unusual activities with security 
implications. that. should !rigger alerts. to. security personnel;. and 

(ii) the. organization em.ploys automated mechanisms to. alert security personnel r~f the 
organization-de.fined inappropriate or unusual activities with security implications. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. (SELECT FROM: System and. information. integrity. policy; procedures addressing information 
system monitoring tools and techniques; info-rmation system design documentation; 
information. system monitoring tools and techniques documentation; information system 
configuration settings and associated documentation; list of inappropriate or unusual 
activities that trigger alerts; other relevant documents or records]. 

Test:. (SELECT FROM: Automated. mechanisms implementing. alerts. to. security personnel for. 
inappropriate or unusual activities). 
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Sl·4(13) INFORMATION SYSTEM MONITORING 

Sl-4(13).1. ASSESSMENT. OBJECTIVE:. 

Determine !f" 
(i) the. organization analyzes communications traffic/event patterns for the information 

system; 

(ii) rhe. organiza1io11. develops. pro.files represe1r.ting. co111111on.1raffic patterns and/or 
events; 

(iii) the. organiza1ion defines 1he respective mec1surements to which the organiza1io11 must. 
tune. system monitoring devices to reduce the. number of false positives a11d false 
negatives; and 

(iv) the organiza1ion uses !he. traffic/event profiles in Juning systen1.-moni10ring devices 
ro reduce the number of.false positives andfalse negatives. to. their respective 
organization-defined measures. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM: System and information integrity policy; procedures addressing information 
system monitoring tools and techniques; information system design documentation;. 
information system monitoring tools and techniques documentation; information system. 
configuration. settings and associated documentation;. list of common. traffic patterns and/or 
events; information system protocols documentation; list of acceptable. thresholds for false 
positives and false negatives; other. relevant documents or records]. 

Interview:. [SELECT FROM: Organizational personnel with. information. system monitoring, 
responsibilities]. 

Sl·4(14) INFORMATION. SYSTEM. MONITORING. 

Sl·4(14).1 ASSESSMENT. OBJECTIVE:. 

De/ermine if the organization employs a wireless intrusion detection system, to: 

- . identify rogue wireless devices to the information system;. 

- detect a/tack attempts to the. information sys.tern;. and 

- deJect potential compromises/breaches. to. the information system. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine: [SELECT FROM: System. and information integrity policy; procedures addressing information 
system. monitoring tools and techniques; information system design documentation; 
information system monitoring. tools. and techniques documentation; information. system 
configuration settings. and associated documentation; information system protocols; other 
relevant documents. or records). 

Test: [SELECT.FROM: Automated mechanisms implementing wireless communications Intrusion 
detection capability). 
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Sl·4(15) INFORMATION SYSTEM MONITORING 

Sl-4(15).t ASSESSMENT. OBJECTIVE: 

Determil'le if the organization employs an intrusion detectiol'I system. to. monitor wireless. 
commul'licatiol'ls traffic as the traffic passesfrom wireless to. wireline networks. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine:. [SELECT FROM; System and. information integrity. policy;. procedures. addressing. information. 
system monitoring tools. and techniques; information system design documentation; 
information. system monitoring tools and techniques documentation; information system 
configuration settings and associated. documentation; information system protocols 
documentation; other. relevant documents or records] .. 

Test:. [SELECT FROM: Automated. mechanisms implementing wireless. communications. intrusion 
detection capability]. 

Sl-4(16) INFORMATIOt-.l SYSTEM MONITORING 

Sl-4(16).1 ASSESSMENT OBJECTIVE:. 

Determil'le. if the organization correlates information.from monitoring tools employed 
throughout the information system to achieve organiza1ion-wide.situational awareness. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [SELECT FROM: System and. information integrity policy; procedures addressing information 
system. monitoring. tools and techniques; information system. design documentation; 
information system. monitoring tools. and techniques documentation; information system 
configuration settings and associated. documentation; event correlation logs or. records;. 
other. relevant documents or. records]. 

Interview: [SELECT FROM: Organizational. personnel. with information. system. monitoring 
responsibilities). 

Sl·4(17) INFORMATION SYSTEM. MONITORING 

Sl-4(17).1 ASSESSMENT_ OBJECTIVE:. 

Determine if the organization correlates resulrsfrom monitoring physical, cyber, and 
supply. chain activities to. achieve integrated situational. awareness .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: System and Information. integrity. policy; procedures. addressing information 
system monitoring tools. and techniques; info-rmation. system design. documentation;. 
information. system monitoring. tools. and techniques documentation; information system 
configuration settings and. associated documentation; event correlation logs or records;. 
other. relevant. documents. or records]. 

Interview:. [SELECT FROM: Organizational personnel with. information system monitoring 
responsibilities]. 
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FAMILY:. SYSTEM AND. INFORMATION INTEGRITY ... CLASS: .. OPERATIONAl 

Sl-5. 

Sl-5.1 

Sl-5(1) 

Sl-5(1).1 

APPENDIX F·Sl 

ASSESSMENT. PROCEDURE 

SECURITY. ALERTS, ADVISORIES, AND. DIRECTIVES 

ASSESSMENT. OBJECTIVE: 

Determine if:. 

(i) the organizaiion receives information system security alerts, advisories,. and 
direc1ives.fro111 designc11ed exrernaf organizarions on an ongoing basis;. 

(ii) the organization generates internal security alerts, advisories, and directives; 

(iii) the organization defines personnel (identified by name and/or by role) who should 
receive. security alerts,. advisories,. and dire.ctives;. 

(iv) rhe organization disseminates security alert.~, advisorie.~, and directives lo. 
organization-identified personnel; and 

(v) the. organizc11io11 implemen1ssecuri1y directives i11 accordance. with established 1ime 
frames, . or notifies the issuing organization of the degree of noncompliance. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: System and information integrity policy; procedures addressing security 
alerts and advisories; records of security alerts and advisories; other relevant documents or 
records]. 

Interview:. [SELECT FROM: Organizational. personnel with. security alert and. advisory. responsibili1ies;. 
organizational personnel. implementing, operating, maintaining, administering,. and. using 
the information system]. 

SECURITY. ALERTS,. ADVISORIES, AND. DIRECTIVES. 

ASSESSMENT OBJECTIVE: 

Determine if the organization employs automated mechanisms to make security alert and 
advisory information available throughout the organization. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. (SELECT FROM; System and. information integrity policy; procedures addressing securHy 
alerts. and. advisories; information system. design documentation;. information system 
configuration settings and associated. documentation;. automated. mechanisms. supporting 
the distribution of security alert and advisory. information; records of security alerts and 
advisories; other relevant documents. or records]. 

Test:. [SELECT FROM.: Automated mechanisms. implementing. the. distribution. of. security. alert and. 
advisory. information]. 
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FAMILY:. SYSTEM AND INFORMATION INTEGRITY .. CLASS: OPERATIONAl 

ASSESSMENT PROCEDURE 

Sl-6 SECURITY FUNCTIONALITY VERIFICATION, 

Sl-6.1 ASSESSMENT OBJECTIVE~ 

Determine if: 

(i) the. organization defines the. appropriate. conditions,. including the. system. 
transitional states if applicable.for verifying the correct. operation of security 
functions;. 

(ii) the organization defines for periodic securi'tyfunction verification., the frequency of 
the. verifications;. 

(iii) the organization defines information system responses and alternative. action( s) to 
anomalies discovered during security .function verification; 

(iv) the ir!formation system verifies the correct operarion of security functions in 
accordance with organization-defined conditions and in accordance with 
organizaiion-defined frequency (if periodic verification); and 

(v) the. in.formation system. responds to. security.function anomalies in accordance. with. 
organization-defined responses and alternative action( s). 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT: FROM; System and. information integrity. policy; procedures. addressing. security. 
function verification; information system design documentation; security plan; information 
system configuration settings and. associated documentation; other relevant documents or 
records]. 

Test:. [SELECT: FROM; Security. function verification capability). 

Sl-6(1) SECURITY FUNCTIONALITY VERIFICATION, 

Sl-6(1 ).1. ASSESSMENT. OBJECTIVE~ 

Determine if the. information system provides not(ficarion o,ffailed awomated security 
tests .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and information integrity. policy; procedures addressing. security 
function verification; information system design documentation; security. plan; information 
system configuration. settings and associated documentation; automated security test 
resulls ; other relevant documents or. records). 

Test: [SELECT FROM: Automated mechanisms implementing alerts and/or notifications for failed 
automated. security tests]. 
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Sl·6(2), SECURITY. FUNCTIONALITY. VERIFICATION. 

Sl-6(2).1 ASSESSMENT OBJECTIVE: 

Determine. if the. information. system provides automated support.for the. management. of 
distributed security testing. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. information. integrity. policy;. procedures. addressing. security 
function verification; information system design documentation; security plan; information 
system configuration. settings. and associated documentation; other. relevant documents. or. 
records]. 

Test: [SELECT FROM; Automated mechanisms supporting the. management of distributed security 
function testing]. 

Sl·6(3). SECURITY FUNCTIONALITY. VERIFICATION. 

Sl·6(3).1 ASSESSMENT OBJECTIVE: 

Determine. if: 

(i). the. organization identifies organizational officials with information security. 
responsibilities designated to receive the. results of security function verification; 
Cl/Id 

(ii) the. organization. reports. the. results. of security.function. verification. to. designated 
organizational officials with information. security responsibilities. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS:. 
Examine: [SELECT FROM: System and information integrity policy; procedures addressing security 

function verification; information system design documentation; security plan; Information 
system configuration settings and. associated documentation; other relevant documents or. 
records]. 

Interview: [SELECT FROM.: Organizational personnel with security functionality verification 
responsibilities; organizational personnel with. information security responsibilities]. 
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FAMILY:. SYSTEM AND INFORMATION INTEGRITY . CLASS:. OPERATIONAL 

Sl·7. 

Sl-7.1 

Sl-7(1) 

Sl·7(1).t 

Sl-7(2). 

Sl·7(2).l 

APPENDIX F·Sl 

ASSESSMENT. PROCEDURE 

SOFTWARE AND. INFORMATION INTEGRITY 

ASSESSMENT. OBJECTIVE: 

Determine if the information system detects unauthorized changes to software and 
ir!formation. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 

Examine: [ SELEC7: FROM; System and information integrity policy;. procedures addressing software and 
information integrity;. information system design documentation;. information. system 
configuration settings and associated documentation;. integrity. verification tools. and 
applications documentation; other. relevant documents. or records] .. 

Test:. [SELECT. FROM: Software integrity protection and. V·erification capability] .. 

SOFTWARE AND INFORMATION INTEGRITY 

ASSESSMENT. OBJECTIVE:. 

Determine if: 

(i) the. organization defines the.frequency <~/'integrity scans to be pe1jormed on the. 
ir!formation. system;. and 

(ii) the. organization reassesses the integrity of software and information by performing 
integrity scans. of the. il~formation system in accordance. with the. organization-
definedfrequency. 

POTENTIAL. ASSESSMENT METHODS AND. OBJECTS~ 

Examine:. [SELECT FROM; System and information. Integrity. policy;. procedures addressing. software and. 
information integrity; security plan; information system configuration settings and associated 
documentation;. integrity. verification tools. and applications. documentation; records of 
integrity scans;. other. relevant documents or. records) .. 

SOFTWARE AND. INFORMATION INTEGRITY 

ASSESSMENT OBJECTIVE:. 

Determine if the. organization employs automated tools that provide notification. to 
designated individuals. upon discovering discrepancies. during integrity verification .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine:. [SELECT FROM; System and information integrity policy; procedures addressing software and. 
information integrity; information system conf iguration settings and associated 
documentation;. integrity. verification. tools. and applications. documentation; records of 
integrity scans;. automated tools. supporting alerts. and notifications for. integrity. 
discrepancies; other. relevant. documents. or records] .. 
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Sl·7(3). 

Sl-7(3).1 

Sl-7(4) 

Sl·7(4).1 

APPENDIX F·Sl 

SOFTWARE AND INFORMATION. INTEGRITY. 

ASSESSMENT. OBJECTIVE: 

Determine if the organization. employs centrally managed integrity ver(fication tools .. 

POTENTIAL ASSESSMENT METHODS. AND OBJECTS: 

Examine: [SELECT FROM: System and. information integrity policy; procedures addressing software and 
informalion integrity;. information system configuration settings and associated 
documentation; integrity verification. tools. and applications. documentation; records of. 
integrity scans;. other relevant documents or. records]. 

SOFTWARE AND INFORMATION. INTEGRITY. 

ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the. organiza1ion defines information sys1em component.1· 1hat require use qj' twnper-
evident packaging; 

(ii) the. organization defines the. conditions (i.e., transportationfrom vendor to 
opera1io11a/ sire, during operation,. both). . under which ram per-evident. packagh1g 
must. be used.for organization-defined information system components;. and 

(iii) the. organiza1ion requires use of Jamper-eviden.tpackaging for organization-defined 
information. system components. during orga11iza1ion-defined conditions .. 

POTENTIAL ASSESSMENT. METHODS. AND OBJECTS: 
Examine:. [SELECT FROM: System and information integrity policy; procedures addressing software and 

information integrity; information system component packaging; other relevant documents 
or. records]. 
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FAMILY:. SYSTEM AND INFORMATION INTEGRITY .. CLASS: OPERATIONAL 

ASSESSMENT PROCEDURE 

Sl·8. SPAM. PROTECTION 

Sl-8.1. ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the organization employs spam protection m.echanisms at infonnation system entry 
and exit points to detect and. take action on u11solicired messages. transported by 
electronic mail,. electronic mail attachments, Web accesses,. removable media. or 
other common means; 

(ii) the organization employs spam protection mechanisms at workstations,. servers, or 
m.obile computing devices on the. network to detect and take. action on unsolicited 
messages tramported by. electronic mail .. e lectronic mail auachments, Web. 
accesses, removable. media,. or other common means; and 

(iii) the organization updates spam protection mechanisms (including signature. 
definitions). when. new. releases. are. available. in accordance. with organizational. 
c01~figuration management policy and procedures defined in CM-I. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM; System and Information Integrity. policy; procedures addressing sparn 
protection; information. system design documentation; spam protection mechanisms; 
information. system. configuration. settings. and associated documentation; other. relevant 
documents or records]. 

Interview:. [SELECT FROM: Organizational. personnel with sparn protection. responsibilities]. 

Test:. [SELECT FROM: Automated. mechanisms. implementing sparn detection and. handling. capability]. 

Sl·8(1) SPAM. PROTECTION 

Sl-8(1).1 ASSESSMENT. OBJECTIVE: 

Determine. if the organization centrally manages spam protection. mechanisms. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and information. integrity. policy; procedures. addressing. spam 
protection; information system design documentation; spam protection mechanisms; 
information system configuration settings and associated documentation; other relevant 
documents or. records) .. 

Sl-8(2) SPAM PROTECTION 

Sl·8(2).1 ASSESSMENT. OBJECTIVE: 

Determine. if the information system automatically updates spam protection mechanisms. 
(including signature definitions). 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and information integrity. policy; procedures addressing spam 
protection; information system design documentation; spam protection mechanisms~ 
information system configuration settings and associated documentation; other relevant 
documents. or records). 
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FAMILY: SYSTEM AND INFORMATION. INTEGRITY . CLASS: OPERATIONAl 

Sl·9. 

Sl-9.1. 

APPENDIX F·Sl 

ASSESSMENT PROCEDURE 

INFORMATION. INPUT. RESTRICTIONS 

ASSESSMENT. OBJECTIVE~ 

Determine if the. organization restricts the. capability to. input information to the 
ir~formation system to authorized personnel. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: System and information integrity policy; procedures addressing information 
input restrictions; access control. pol icy. and procedures; separation of duties policy and 
procedures; information system design documentation; information system configuration 
settings and associated. documentation; other relevant documents or records). 

Interview: [SELECT FROM.: Organizational personnel with responsibilities for. implementing. restrictions 
on individual authorizations. to input information into the. information system] .. 
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FAMILY:. SYSTEM AND INFORMATION. INTEGRITY .. CLASS: OPERATIONAL 

Sl-10 

Sl-10.1. 

APPENDIX F-51 

ASSESSMENT PROCEDURE 

INFORMATION. INPUT. VALIDATION. 

ASSESSMENT OBJECTIVE:, 

Determine. if the informa tion system checks the. validity. of information. inputs .. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 

Examine: [SELECr: FROM: System and Information integrity policy;. procedures addressing Information. 
validity; access. control policy. and procedures;. separation of duties policy and procedures; 
documentation for automated. tools. and applications. to verify, validity of. information; 
information system. design documentation; information system configuration settings and 
associated documentation: other. relevant documents or records]. 

Test: [SELECT FROM: Information system capability. for checking validity of information inputs) .. 
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FAMILY:. SYSTEM AND INFORMATION. INTEGRITY. .. CLASS: OPERATIONAL 

ASSESSMENT PROCEDURE 

Sl-11 ERROR. HANDLING 

Sl-11.1. ASSESSMENT OBJECTIVE~ 

Determine if:. 

(i) the i1;formc11ion system. identifies potentially securily-relevcmt error condi1ions ;. 

(ii) the organ.iza1io11 defines sensitive or potentially harmful information that. should not. 
be contained in erro1'. logs and administrative messages; 

(iii) the information system generates error messages that provide information necessary 
for: corrective actions. without revealing organization-defined sensitive. or potentially 
harmful infonnation in error logs and adminislrative messages . that. could be 
exploited by adversaries; and 

(iv) the information system reveals error messages only to authorized personnel. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. information integrity policy; procedures addressing information 
system error handling; information system. design documentation; information system 
configuration settings and associated documentation;. other. relevant documents. or records] .. 

Test: [SELECT. FROM.: Information system error handling capability]. 
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Sl-12 

Sl-12.1 

APPENDIX F·Sl 

ASSESSMENT PROCEDURE 

INFORMATION OUTPUT HANDLING. AND RETENTION 

ASSESSMENT OBJECTIVE: 

Determine if:. 

(i) the. organization handles. both information within and outputfrorn the information 
system. in accordance. with applicable.federal laws,. Executive. Orders, directives,. 
policies,. regulations, standards,. and operational requirements;. and 

(ii) the organization. retains both information within and outputfron1 the ir!formation 
system. in accordance. with applicable federal laws,. Executive Orders .. directives,. 
policies,. regulations,. standards, and operational requirements .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. information integrity policy;. procedures addressing Information 
system output handling and retention; media protection policy and procedures; information 
retention. records, other. relevant documents. or records) .. 

Interview: [ S£L£CT FROM:. Organizational personnel with information output handling and retention 
responsibilities] .. 
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Sl-13 

Sl-13.1 

Sl-13(1) 

Sl-13(1).1 

APPENDIX F-Sl 

ASSESSMENT PROCEDURE 

PREDICTABLE. FAILURE PREVENTION. 

ASSESSMENT. OBJECTIVE: 

Determine if: 

(i) the organizc11ion de.fines infonnalion systern components.for which mean lime to 
.failure rates. should be. considered ro protect. the information systemji·om hann;. 

(ii) the organization. protects the in.formation systemfrom harm by considering mean 
time tofailure. rates.for orga11iza1ion-defined informalion systern cornponents in 
specific environments of operation; .. 

(iii) the. organization provides substitute in.formation system components .. when needed; 
and . 

(iv) the. organization. provides. a mechanism. to exchange. acJive. and .Slane/by roles of the 
components .. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine: [SELECT FROM: System and information integrity policy; procedures addressing predictable 
failure prevention; information system design documentation; information system 
configuration settings and associated documentation; other relevant documents. or records). 

Interview:. [SELECT FROM: Organizational personnel with. predictable failure prevention. responsibilities]. 

PREDICTABLE FAILURE PREVENTION 

ASSESSMENT OBJECTIVE:. 

Determine. if'. 

(i) rhe. organiz<;llion. defines the maximumji·action or percentage. of mean 1ime.10.failure 
in order to transfer !he. responsibilities of an information system component rhat is 
out of service JO. a subslitute componenr;. and 

(ii). the. organiza1ion takes. the. information system. component. oul of service. by 
transferring component responsibilities to a substitute component. no /a1er than the. 
organizalion-defined fraction or percentage. of mecm time to .failure. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine:. [SELECT FROM: System and information integrity policy; procedures. addressing. predictable 
failure prevention; information system design documentation; information. system 
configuration settings and. associated documentation;. other relevant documents or records). 

Interview:. [SELECT FROM: Organization. personnel with. predictable failure prevention responsibilities]. 
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Sl·1 3(2). 

Sl-13(2).t 

Sl·13(3) 

Sl-13(3).1 

APPENDIX F-51 

PREDICTABLE FAILURE PREVENTION 

ASSESSMENT. OBJECTIVE: 

Determine. !f" 
(i) the. organization defines the. time. period that a process is allowed to execute. without 

supervision; and 

(ii). rhe. organiza1io11. does no!. allow. a process. to execute. without supervision fo1'. more. 
than. the organization-defined rime period. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS:. 

Examine: [SELECT FROM: System and. information integrity policy: procedures addressing predictable 
failure. prevention; information system design documentation; information system 
configuration settings and. associated documentation;. other. relevant documents or. records] .. 

Test:. [SELECT FAOM.: Information system predictable failure prevention capability). 

PREDICTABLE FAILURE PREVENTION. 

ASSESSMENT OBJECTIVE: 

Determ.ine. if: 

(i). the. organiza1ion. defi11es. 1he minimum .frequency. with which the organization. 
manually initiates a transfer between active. and standby ir!f'ormation system 
componenrs if !he mean time. to.failure. exceeds the organization-defined tim.e. period; 

(ii). the organization de.fines. the time period that the mean time. to.failure. must exceed 
before the organization manually initiates a transfer between active and slandby 
i11f'ormarion system componenis;. and 

(iii) the organization. manually initiate.1· a. tran.\fer between active and standby 
information system components al least once per the organization-defined frequency 
if 1he mean. rime. fO failure exceeds. the organization-defined rime.period. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS: 

Examine:. [SELECT FROM: System and. information integrity policy; procedures addressing predictable 
failure. prevention; information system design documentation; information system 
configuration settings and associated.documentation; other relevant documents or records). 

Interview:. [SELECT FROM: Organizational personnel. with predictable. failure. prevention responsibilities]. 

Test:. [SELECT FAOM.: Information system predictable failure prevention capability). 
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Sl·1 3(4). PREDICTABLE FAILURE PREVENTION 

Sl-13(4).1 ASSESSMENT. OBJECTIVE~ 

Determine ({". 

(i) the organization defines the. time period for a standby in.formation system component 
to successfully and transparemly assume the. role ofan. ir1formation system 
component that has failed; 

(ii) the organization defines the organization-defined alarm when. an information system 
component failure is detected; and 

(iii) the organiza1ion, if an information system component failure. is detected: 

- ensures th.al. the standby information system component successfully and 
transparently assumes its role within the organization-defined time.period; and 

- ac1iva1es. the organization-defined alarm and/or awomatically shuts down Jhe 
information system. 

POTENTIAL ASSESSMENT. METHODS. AND. OBJECTS~ 

Examine:. [SELECT FROM: System and information. integrity policy; procedures. addressing. predictable. 
failure prevention; information system design documentation; information system 
configuration settings and. associated documentation;. list of. actions. to be. taken once. 
information system component failure. is. detected; other relevant documents. or records]. 

Test: [SELECT FROM; Information system. predictable. failure. prevention capability) .. 
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APPENDIXG 

SECURITY ASSESSMENT REPORTS 
DOCUMENTING THE FINDINGS FROM SECURITY CONTROL ASSESSMENTS. 

The primary purpose of the. security assessment report is to convey the. results. of the 
security assessment to. appropriate organizational officials . . The security assessment report 
is included in the security authorization package along with the security plan (including an. 

updated risk assessment), and the plan of action. and milestones. to provide authori zing officials 
with the information necessary to make credible, risk-based decisions on whether to place an 
information system into operation or continue its operation .. As the security assessment and 
authorization process becomes. more dynamic in nature, relying. to a greater degree. on the. 
continuous. monitoring aspects of the process as. an integrated and tightly coupled part of the 
system development life cycle, the ability to update. the. security assessment report frequently 
becomes a critical aspect of an. information security program .. 

It is important to. emphasize the. relationship, described in. Special Publ ication 800-37,. among the. 
three key documents. in the authorization package (i.e., the security plan, the. security assessment 
report, and the plan of action and milestones) . . It is these documents that provide the most reliable 
indication of the. overall security state. of the. information system and the. ability of the system to 
protect to the. degree necessary, the. organization 's. operations. and assets,. individuals,. other 
organizations, and the Nation. Updates to these key documents are provided on an ongoing basis 
in accordance with the. continuous. monitoring progrnm establ ished by the. organization .. 

The security assessment report provides a disciplined and structured approach for documenting 
the findings of the. assessor: and the. recommendations. for correcting any. weaknesses or 
deficiencies in the security controls.51

. This appendix. provides a template for reporting the results 
from security control assessments .. Organizalions. arn not restricled to the specific lemplate 
format~ however, it is. antic ipated that the. overall report of an assessment will include. similar 
information to that detailed in the template for each security control assessed, preceded by a 
summary providing the. list of all security controls. assessed and the. overall stalus. of each control. . 

Key Elements for Assessment Reporting 

The fo llowing elements are included in security assessment reports:52 

• Information system name; 

• Security categorization; 

• Site(s} assessed and assessment date(s); 

• Assessor's name/identification; 

• Previous assessment results (if reused); . 

51 While. the rationale for each determination made is a part of the. forma l Security Assessment Report,. the complete set 
of records produced as. a part of the assessment is likely not included in. the. report. However, organizations retain. the. 
portion of these records necessary for maintaining an audit 1rnil of assessment evidence, facilitating reuse of evidence 
as appropriate, and promoting repeatability of assessor actions .. 

52 lnfonnation available. in other key organizational. documents. (e.g., security plan, risk assessment,. plan of action and 
milestones .. or. security. assessment plan) need not be duplicated in the. security. assessment report .. 
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• Security. control or control enhancement designator;. 

• Selected assessment methods. and objects; 

• Depth and coverage attributes. values; 

• Assessment finding summary (indicating satisfied or other than satisfied); 

• Assessor comments (weaknesses or deficienc ies noted); and 

• Assessor recommendations (priorities, remediation, conective actions, or improvements). 

The Assessment Findings 

Each determination statement executed by an assessor results in one of the following findings: (i) 
satisfied (S); or (ii) other than satisfied (0). Consider the following example for security control 
CP-2. The assessment procedure for CP-2. consists of two assessment objectives denoted CP-2.1 
and CP-2.2 .. The. assessor initially executes. CP-2.1 and produces. the. following findings: 

CP-2.1. ASSESSMENT OBJECTIVE: 

Determine if: 
(i) the organization develops a contin.gencyplanfor the inj'onnation system that:. 

• identifies essential. missions and business.functions and associated co11ti11gen.cy 
requirements; (S) 

- provides recovery objectives,. restoration priorities,. and metrics;. (S) 

- addresses contingency roles, responsibilities. assigned individuals with contact 
information: (0). 

- addresses maintaining essential. missions and business.functions despite an 
information. sysrem disruption,. compromise,. or.failure; (S) 

- addresses. eventual.full ir!formation system restoration without deterioration of 
the security measures originally planned and implemented;. (S) and 

- is reviewed and approved. by designated officials: within the. organization; (0) 

(ii). the. organization de.fines key contingency personnel (identified by. name and/01~ by. 
role) and organizational elements designated to receive copies (~f the contingency 
plan; (0 ) and 

(iii) the. organization distributes copies of the. contingency. plan to organization-defined 
key. contingency personnel and organizational elements .. (0 ) 

Comments and Recommendations:. 
CP-2.1. (i) is. marked as other than. sati.~fied because the contingency. plan. prepared by the. 
organization did not assign. individuals. to. contingency roles. and provide. contact information. 
There. was also no evidence that the contingency. plan had been reviewed and approved by 
designated organizational officials. 

CP-2. 1 (iii) is marked as other than satisfied because the organization had not clistributed 
copies of the contingency plan to key contingency personnel and organizational elements 
critical to executing the. plan. 

In a similar manner, the. assessor executes CP-2.2 and produces. appropriate findings. During an 
actual. security. control assessment, the assessment findings,. comments, and recommendations are. 
documented on a Security Assessment. Reporting Form. Organizations are encouraged to develop 
standard. templates for reporti ng that contain the. key elements. for assessment reporting described 
above. Whenever possible,. automation is used to. make assessment data collection and reporting 
cost-effective, timely, and efficient. 
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ASSESSMENT CASES. 

Guide. for Assessing the Security Controls. in 
. Federal. Information Systems and Organizations. 

WORKED EXAMPLES OF ASSESSOR ACTIONS DERIVED FROM ASSESSMENT PROCEDURES 

T o. provide assessors. with additional tools and techniques for implementing the. assessment 
procedures in Appendix F, NIST initiated the Assessment. Case Development Project.53 

The purpose. of the project is fourfo ld:. (i). to actively engage. experienced assessors. from 
multiple organizations in recommending assessment cases that describe specific assessor actions 
to implement the assessment procedures in Appendix F ; (ii} to provide organizations and the 
assessors. supporting those. organizations. with an exemplary set of assessment cases. for each 
assessment. procedure in Appendix F; (i ii) to. provide a vehicle for ongoing commun ity-wide 
review of the assessment cases to promote continuous improvement in the security control 
assessment process. for more consistent, effective, and cost-effective secu1ity assessments. of 
federal information systems;. and (iv) to serve as a basis for reciprocity among various 
communities of interest. The assessment case development process is described in th.is appendix 
and several examples of assessment cases. are provided. 

Assessment Case Description. and Template 

The. concept of assessment cases emerged during the development process of Special Publication. 
800-53A .. Some organizations prefer the. flexibility offered by the generalized assessment 
procedures in Appendix F, with the opportunity to tailor the procedures for specific 
organizational requirements and operational enviro111ments. and to create specific assessor actions 
and activities for a particular secmity assessment. Other organizations prefer. a more prescriptive 
approach and desire, to the greatest extent possible, a predefit1ed set of specific assessor actions 
and activities needed to. successful ly cmTy out a security assessment.. To faci litate the spec ificity 
of the latter approach while maintaining the flexibility of the former approach, assessment cases. 
have been developed for all assessment procedures in Appendix F of this document. 

An assessment case. represents a worked example of an assessment procedure, identifying the 
specific actions that an assessor might carry out during the assessment of a security control or 
control enhancement in an information system .. There. is. one assessment case per control,. 
covering all assessment objectives from the assessment procedure in Appendix F for that control 
(both base control and all enhancements). The assessment case provides. an example. by 
experienced assessors. of a potential set of specific assessor action steps to accomplish the 
assessment that were developed with consideration for the list of potential assessment methods 
and objects, and incorporating the level of coverage. and depth to be. applied and the specific. 
purpose. to be. achieved by each assessor action . . This additional level of detail in the. assessment 
cases provides assessors with more prescriptive assessment information. Yet, while being more 
prescriptive,. the assessment cases. are. not intended to restri ct assessor. flexibi lity provided as part 
of the design principles .in Special Publication 800-53A. The assessor remains responsible for 
making the specified determinations and for providing adequate rationale. fo r the determinations 
made .. 

53 NIST initiated the Assessment. Case. Development. Project. in October 2007. in cooperat.ion with the. Departments of. 
Justice, Energy, Transportation, and the. Intelligence Community. The. interagency task force developed a full suite of 
assessment cases based on the assessment procedures provided in Special Publication 800-53A .. The assessment cases 
are. available to all. public and private sector organizations. and can be. downloaded from the. NIST web site. at 
http://csrc.nist.gov/sec-cen. 
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The following template is used to create the. specific assessment cases for the assessment 
procedures in Appendix. F. 

ASSESSMENT CASE 

AA·N Security. Control Name 

ASSESSMENT. - . Base Control, Part 1. of x (where x Is. the number of assessment objectives) 

Assessment Information. from Special Publication 800-53A. 

This section contains the derermi11ations and potelltial assessmenr methods and objects from Special Publication 800-
53A. with a ~eparate row. for each. unique. determina1ion . . The.numbering in the column. to. lhe lef'L associates. a unique. 
number with each specific determination. This numbering is used to link the. assessor action steps below to the 
determinations. 

AA-N.1. Determine if', 

AA·N.1.1 (i) <deterrninatio11 srarement / >. 

AA-N.1.n. (11) <dererminarion. statemenr n>. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS: 
Examine: [ASSIGN.ATTRIBUTE VALUES. <depth>, <Coverage>). 

[SELECT FROM: <Object-list>). 
Interview: [ASSIGN.ATTRIBUTE VALUES; <depth>, <Coverage>). 

(SELECT FROM: <Object-list>] .. 
Test: ' [ASSIGN ATTRIBUTE VALUES. <depth>, <coverage>). 

[SELECT FROM: <Object-list>]. 

Additional Assessment Case Information 

This. section. contains. the. additional information provided by the. assessment, case. to. help. the asses so~ i1\ planning and 
conducting the security control assessment. 

POTENTIAL ASSESSMENT SEQUENCING: 

PRECURSOR CONTROLS: <Security-control-list> 
CONCURRENT CONTROLS:. <Security-control-I isl>. 
SUCCESSOR CONTROLS: <Security-control-list> 

This section provides some initial suggestions with regard. to sequencing of assessor. actions for 
greater.efficiency. Precursor co111rols. are. those. controls. whose. assessment. is likely. to. provide 
information either assisting in, or required for, the assessment of this control. Concurre/1./ 
co11trols are those controls whose. assessment. is likely to require the. assessor to assess similar 
objects and hence, the assessor may be able to obtain evidence for multiple control assessments 
at the. same time .. Successor co11trols. are. those. controls. whose. assessment will likely need,. or. 
benefit from,. information. obtained from the assessment of this control. 

Action Step Potential Assessor Evidence Gathering Actions 

Each step. is Suggested assessor action (Examine, Interview, or. Test) is identified, along with a likely set of 
numbered to. align. objects. to whiclt that action would be applied •. As. the title of this. column indicates, each action 
with a specific step does not necessarily result in a determination. Rather collectively, the set of assessor act.ion 
determimu ion. steps. aligned with a specific determination above provide the. evidence necessary to. make. that 
statement above. determinat ion. 

AA·N.1.1.t [<Assessmenl Method. with. assigned depth and coverage attribute values> <Assessment Objecl(s)>J . 
AA·N.1.1.m. [<Assessment Method with assigned depth and coverage attribute values> <Assessment Object(s)>J 

Legend. 
AA: Alphanumeric characters representing security control. family in Special Publication 800-53. 
N: Numeric character representing the securi(y control numbe( within the family of controls. 
n: Number of. determination statemehts.. In, the assessment object 
m: Number of action steps associated with a specific determination statement. 
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Special Publication 800-53A 

Cautionary Note 

Guide lo~ Assessing the Security Controls. in 
Federal Information Systems and Organizations 

The assessment cases developed for this project are not the only acceptable assessment cases; rather, 
the cases represent one possible set of assessor actions for organizations (and assessors supporting 
those organizations) to use in helping to determine the effectiveness of the security controls employed 
within the information systems undergoing assessments. The following assessment procedure for 
security control AC-3, Illustrates how assessment cases are developed from the template on the 
preceding page. The assessment cases and any ongoing updates to the cases, will be published 
regularly on the FISMA Implementation Project Web site at http://csrc.nist.gov/sec-cert. 
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Special Publication 800-53A Guide. for Assessing the Security Controls in 
Federal Information Systems and Organizations 

ASSESSMENT CASE EXAMPLE 

ASSESSMENT CASE 

MP-2 Media Access 

ASSESSMENT - Base. Control 

Assessment Information from Special. Publication. 800-53A 

ASSESSMENT OBJECTIVE: 

MP-2.1 Determine if 

MP-2.1.l (i) the organization defines: 
MP-2.1.1a - digital and non-digital media requiring res1ric1ed access;. 
MP-2.1.1b - individuals. authorized to. access the. media;. and 
MP-2.1.1c security measures taken 10 restrict access. -

MP-2.1.2 (ii) the. organization restricts access. 10 organization-defined information system 
media to organization-defined authorized individuals using organization-
defined security measures. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS:. 

Examine: [SELECT FROM.: Information system medi1a protection policy; procedures addressing 
media access; access. control policy. and procedures;. physical. and environmental 
protection policy and procedures; media storage facilities; access control. records; 
other relevant documents or. records]. 

Interview:_ [SELECT FROM: Organizational personnel. with information system media protection 
responsibilities]. 

Additional Assessment Case. Information 

Action Step 

MP-2.1.1a.l 

MP-2.1.1 b.1. 

MP·2.1.1 c.1. 

APPENDIXH. 

POTENTIAL ASSESSMENT SEQUENCING:. 

PRECURSOR CONTROLS: MP-3,. MP-4,. MP-5, MP-6 .. 

CONCURRENT CONTROLS: AC·2, AC·3,.AC·19, AU· 2,.AU·3,. CM·6, MP·6,. PE-2,. PE-3, PE· 7,. PE-8. 
SUCCESSOR. CONTROLS: NONE, 

General notes to. assessor. for MP-2: 

The. focus of this. control. is. the. organization restricting. access. to. information. system media,. and 
not whether. the. media is. allowed to be used (which is covered under AC- 19). 

As indicated in the. supplemental guidance for this control, this control addresses both digital 
and non-digital. media. 

Potential Assessor. Evidence Gathering Actions 

Examine information system media protection. policy and procedures,. access control policy 
and procedures, physical and environmental protection policy and procedures,. or other relevant 
documents (e.g., system security plan) reviewing for. what the organization has. defined as_ the 
digital. and non-digital media requiring restricted access .. 

Examine. infonnatiorl system media protection policy and procedures, access control policy 
and procedures, physical and environmental protection policy and procedures, or other relevant 
documents (e.g., system security plan) reviewing for what the organization has defined as 
individuals. authorized to access. the media identified in MP-2.1. la.1. 

Examine_ information system media protection. policy and procedures,. access. control policy 
and procedures, physical and environmental. protection policy. and procedures,_ or other relevant 
documents (e.g., system security plan) reviewing for what the organization has defined as 
measures to. be. taken for. the access. of media identified irl MP-2. 1. I a. I. 
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Special Publication 800-53A ... Guide. for Assessing the Security Controls in. 
Federal Information Systems and Organizations 

ASSESSMENT CASE 

MP-2.1.2.1 Examine an agreed-upon representative. sample of media access control records. or other 
relevant records for an agreed-upon representative. sample. of information system media types. 
identified in MP-2.l. La. l; reviewing for evidence. that the. measures. identified. in MP-2. l. lc.l. 
are implemented as intended. 

MP-2.1.2.2 Examine an agreed-upon representative. sample. of operations at media storage facilities and 
other relevant areas; observing for indication that the measures identified in MP-2.1. Jc. l. are 
implemenled as intended. 

MP-2.1.2.3. Examine an agreed-upon representative. sample. of operations. at media storage facilities and 
other relevant areas:. inspecting for indication. that the measures identified in MP-2. 1.c. I are 
implemented as intended .. 

MP-2.1.2.4 Interview an agreed-upon representative. sample of organizational. personnel identified. in. MP-
2. J. I b. l with informatio11 system media protection responsibi lities: conducting focused 
discussions for. further evidence that the measures identified in MP-2. 1. lc. I. are implemented as 
intended. 

Nore to. assessor: To facilitate testing of this control, there should be an identified list of 
storage areas (e.g., identified. in the security plan) where the system intends. to apply the. MP-2 
control, and it is assumed that such designated storage. areas that either house large 
concentraLions of information system media (e.g., server rooms, communication centers) or 
house particularly. important media. with. regard to. potential impacts. if noLadequately. protected .. 

ASSESSMENT - Control Enhancement 1 

Assessment Information. from Special Publlcatlon 800-53A. 

ASSESSMENT OBJECTIVE: 

MP-2(1).1 De1erm.in.e. if: 

MP-2(1).1.1 ( i) the organization. employs automated mechanisms to restrict access. to 1nedia 
storage areas; and 

MP-2(1 ).1 .2 (ii) the. organization employs. automated mechanisms. to audit access. attempts. and 
access granted to. media storage areas .. 

POTENTIAL ASSESSMENT METHODS AND. OBJECTS: 

Examine:. [SELECT FROM.: Information system medi1a protection policy; procedures addressing 
media access; access control policy and. procedures; physical and environmental. 
protection policy. and procedures; media storage. facilities; access control. devices; 
access. control. records; audit records; other relevant documents. or records]. 

Test: [SELECT FROM: Automated mechanisms implementing access restrictions to media storage 
areas]. 

Additional Assessment Case Information 

Action Step. 

MP-2(1).1.1.1 

APPENDlXH. 

POTENTIAL ASSESSMENT SEQUENCING: 

PRECURSOR CONTROLS:. MP-3, MP·4,. MP-5,. MP·6. 

CONCURRENT CONTROLS: AC-2, AC-3, AC-19, AU·2, AU-3, CM·6, MP-6, PE-2, PE-3, PE-7, PE-8. 

SUCCESSOR CONTROLS: NONE. 

Potential Assessor Evidence Gathering Actions 

Examine. information system media protection policy. and procedures,. access. control policy 
and procedures, physical and environmental protection. policy and procedures, security plan, or 
other. relevant documents;. reviewing for. the automated mechanisms. and configuration settings. 
to. be. employed to. restrict access. to. designated media. storage areas .. 
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Special Publication 800-53A Guide for Assessing the. Security Controls. in 
.. Federal. Information. Systems and. Organizations 

ASSESSMENT. CASE 

MP-2(1 ).1.1.2. Examine documentation describing. the current configuration seuings for an agreed-upon 
specific. sample. of automated mechanisms. identified. in MP-2( I ). 1. I. I;. reviewing for. indication. 
that the mechanisms aJe configured as identified in MP-2( l ). l. l. J. 

MP-2(1 ).1.1 .3 Examine an agreed-upon specific sample of media storage facilities; observing for indication 
that the. mechanisms identified in. MP-2( l). 1.1. l are. implemented as. intended .. 

MP-2(1).1.1.4. Examine. an agreed-upon specific. sample. of media storage facilities; inspecting for indkation 
that the. mechanisms. identified in MP-2(1 ). I. I. I. are implemented as. intended .. 

MP-2(1 ).1.1.5 Test an. agreed-upon specific sample. of automated mechanisms. identified in MP-2( I). J .LI ; 
conducting focused testing for evidence. that the mechanisms operate as intended. 

MP-2(1 ).1.2.1 Examine_ information system media protection policy and procedures, audit and accountability 
policy and procedures, physical and environmental protection. policy and procedures, security 
plan, or other relevant documents; reviewing for the. automated mechanisms_ and configuration 
sell ing~ to be employed to audit access allempts and access granted to media access areas. 

MP-2(1 ).1 .2.2 Examine documentatio11 describing. the current configuralion. settings. for an. agreed-upon 
specific sample of automated mechanisms idelllified in MP-2(1 )1.2. J; reviewing for indication 
lhat Lhe. mechanisms. are. configured as. identified in MP-2( I). I .2. I .. 

Note. to assessor: Consideration for selecting the. specific sample. include: selected audit and 
accountability policies (access. attempts/access granted). how many. media storage. areas should 
be included in the_ sample, and how. many instances of access attempts. are to. be. examined. 

MP-2(1 ).1.2.3. Test an. agreed-upon specific sample or automated mechanisms. identified in MP-2( I ). 1.2.1 ;. 
conducting focused testing for evidence that the mechanisms operate as. intended. 

Note. to. assessor: See note. for MP-2(1).1.2.2 above. 

ASSESSMENT.- . Control Enhancement 2. 

Assessment Information from Special Publication 800-531\ 

ASSESSMENT OBJECTIVE: 

MP-2(2).1 Determine if the information. system uses. Cl)lptographic. mechanisms. to. protect. and 
restrict access to. information on portable digital media. 

POTENTIAL ASSESSMENT METHODS. AND. OBJECTS~ 

Examine:. (St:Lt:CT FROM; Information. system medi1a protection policy; procedures. addressing 
media access; other relevant documents or records]. 

Test: (St:LECT FROM: Cryptographic mechanisms protecting and restricting access to Information 
system information on portable digital media]. 

Additional. Assessment Case. Information 

Action Step 

MP-2(2).1.1 .1 

APPENDIXH. 

POTENTIAL ASSESSMENT SEQUENCING: 

PRECURSOR CONTROLS: NONE .. 

CONCURRENT CONTROLS: NONE. 

SUCCESSOR CONTROLS: NONE. 

Potential Assessor. Evidence Gathering Actions 

Examine information system media protection policy. and procedures,. audit and. accountability 
policy. and procedures,. physical and environment.al protection policy and procedures. security 
plan,. or. otJ1er. relevant documents~ reviewing for. required use. of. the cryptographic. 
mechanisms and the. configuration settings 10 be employed to protect and restrict access to 

information. on. portable digital media .. 
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Special Publication 800-53A .. .. Guide. lo~ Assessing the Security. Controls. in 
Federal Information Systems and. Organizations 

MP-2(2).1.1.2 

MP-2(2).1.1.3. 

APPENDIXH. 

ASSESSMENT CASE 

Examine documentatio11 describing the. current configuralio11 seuings. for an agreed-upon 
specific. sample. of automated mechanisms identified in. MP-2( I ) 1.2. I ;, reviewing. for indjcatio11 
that the. mechanisms. aJe. configured as identified in MP-2(2). l. l. J .. 

Note. 10. assessor:. Consideration. fot'. selecting the. specific. sample. include: . selected audit and 
accountability policies (access attempts/access. granted), how many. media storage areas. should 
be. included i11 the sample,. and how mar1y. ins1·ances of access attempts are to be. examined .. 

Test an agreed-upo11 specific. sample of automated mechanisms. identified in. MP-2(2). 1.1.2; 
conducting focused testing for evidence. that the mechanisms. operate. as intended. 

Note. 10 assessor:. See. note. for MP-2(2). 1.1 .2. above .. 
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Welcome !o the new JIRA I 

I W'/IW LMock Web Dev I WWW-659 

XSS Problem in Jobs Site 

Agile Board More Aclions ., 

Details 

Type ~ Bug Status· Resolved 

Prionty ~ Minor Resolution Fixed 

Affects Version/s None Fix Version/s. WWW 201208)0 

Componenl/s Scripting 

Labels None 

" Description 

https .llwiNiN lif eloc k jobsfjob-openings/applyl?refid=605a07 db %22%3E%3Cscript%3Ealert%281 %29%3C/script% 
3E94cee8817 41 &t1tle=Contract+QA+ SME 
https · //www l1f elock JObs/1ob-openings/apply/?reOd=605&t11ie=Contract +QAf SMEc04c 7%22%3E % 3Cscript%3Ealert%2~%2 7XSS%2 7% 
29%3C/script%3E837 d07855a0 

Views ., 

" People 

Assignee· cdrummond 

Reporter: cdrummond 

Vote (0) Watch (0) 

"Dates------

Created 

Updated· 

Resolved 

· Agile 
tlf r ; 

30/Aug/1210 11 Afll 

30/Aug/1212·14 PM 

30/Aug/1212·14 PM 

LIFELOCK-0132479 

http:30/Aug/1210.11


~ Support Engineenng f SEP-288 

\Y Vulnerability Fix • Disable AutoComplete 

d. Edit Assign Comment More Actions " Start Progr1!ss Resolve Issue Worknow " 

Details 

Type: Qj Story 

Priori~: i Critical • 

Affects Versionls: None 

ComponenVs: Security 

Labels: None 

Status: 

Resolution: 

Fix Version/s: 

~ Open 

Unresolved 

Backlog 

Description -------------------------------

Vulnerabil~ty disc-0vered during recent penetr-ation lest 

A number of fields tnat contain sensitive information in Member Portal do not have autooomplete disatiled. Consequently1 data from these fields may be stored by the web browser. 

For ·each of !he fields listed below, please add the AutoComplete:;~off attribute. This will keep the browser from caching this sensitive information. Of course1 validate lhese changes with lhe business1 as they affect user experience. 

Fields: 
User ID on the Reset ~assword page 
Challenge Quesfons in the Reset Password ~rocess 
User ID ln the Locked User Account Reset process 
Usemame field on the Employee Login page on lifelock.jobs 

LIFELOCK-0132480 



~ Support Enginee~n~ I SEP-290 , , ' , 

'<! Vulnerability Remed1at1on ·Cookie Settings 

Agile Board More Actions • 

Details 

Type: Qj Sto~ Status: ~ Open 

Priority: ~ Major Resolution: Unresolved 

Affects Version/s: None Fix Versionls: BacKlog 

ComponenUs. Securicy 

Labels. None 

Description 

The LifeLock Portal application does not ma~ its sensitive cooKies as 11HttpOnly11
• This attribute is supported by modem browsers and prevents the cooKie from being accessed via 

JavaScript Without thi? configuration, an attacker could hijack user sessions more easily by stealing cookies directly through XSS attacks. 
The following sensitive cooKies are set without the 11HUpOnly° flag: 
https.//secure.lifelock.com/ 

LIFELOCK·0132481 

http:https://secure.lifelock.com


~ Support Engineering I SEP-291 

"Y Vulnerability Remediation - HTTP Response lnformation Disclosure 

Agile Board More Actions • 

Details 

Type: Qj Story 

Priority: ~ Major 

Affects VersionJs: None 

Component/s: Security 

Laools: None 

Description 

Status. 

Resolution: 

Fix Versionls. 

~ Open 

Unresolved 

Backlog 

This vuln.er.ability w.as discovered durin9 a recent penetration test. Please work with the Infrastructure team if necessary for Linux or F5 config.Jration assistance. 

The Lifelock web servers reveal information about the software it runs. Headers within HTTP responses contain platform information, includinJ the web server type and version. 
Attackers can often use this type of information to more effectively target the system. 

http:f/W'llliW. I ifeloc k. com/ 
Server - Apache/2.2.3 (CentOS) 
X-PoweredcBy - PHP/5.3.14 

http:f/www. lifelock.jobs/ 
Server - Apache/2.2.3 (CentOS) 
X-Powered-By - PHP/5.3.14 

https://secure.lifelock.com/version/ - HTIF' 200 response 
JDK 1.6.0_22 

http://ori9in-cdn.lifelock.comltest - HlTP 404 response 
Apache 2.2.3 

LIFELOCK-0132482 

http://ori9in-cdn.lifelock.comltest
https:l/secure.lifelock.com/version
http:PHP/5.3.14
http:f/www
http:PHP/5.3.14
http:http:/fwww.lifolock.com


~ Support Engineering I SEP-292 

'\Y Vulnerability Remediation - Hidden Directory Enumeration 

Agile Board More Actions • 

Details 

Type: VJ Story Status: ~ Open 

Priority: i Critical Resolution: Unresolved 

Affects Version/s: None Fix Version/s: Backlog 

Componentls: Security 

Labels: None 

Description 
This vulnerability was discovered during a recent penetration test. 

The web application exposes the presence of a directory in the site. Although the d'irectory does not list its content, th:e information maiy help an attacker to develop further attacks 
against the site. For example, by knowing the directory name, an attacker can guess its content type and possibly file names that reside in it »r sub-directories under it. The more 
sensitive the content is, the more severe the issue is. 

Typically, a hidden directory can be detected when a "403 - Forbidden" response is issued by the web server, but any response that is not "4ot - Not Found" can be used to detect the 
presence of a directory. For example, some web servers issue "courtesy redirects" when the trailing slash of a directory is omitted. 
The following hidden directories were detected: 
/cgi-bin/ 
/common/ 
Iseri pts/ 
/images/ 

If the forbidden resource is not required, remove it from the site. If possible, issue a "404 - Not Found" response status code instead of a "403- Forbidden" or other responses. This 
change will obfuscate the presence of the directory in the site and will prevent the site struoture from being exposed. 

It's unclear which site the tester is referring to with this finding, please check www.lifelock.com, secure.lifelock.com, and lifelock.jobs. LIFELOCK-0132483 

http:secure.lifelock.com
http:www.lifelock.com


Support Engineering I SEP-293 

Vulnerability Remediation - No Clickjacking Protection 

Agile Board More Aclions .... 

Details 

Type: VJ Story 

Priority. ! Critical 

Affects Versionls: None 

Component/s: Security 

Labels: None 

Description 

This vulnerability was discovered during a recent penetration test. 

Status: 

Resolution: 

Fix Version/s: 

~ Open 

Unresolved 

Backlog 

The Lifelock Portal application does not use the available mecnanisms to instruct a browser to defen-0 itself against Clickjacking attacks. Clickjacking (aka, "UI redre-ssing") is a 
technique that tricks users into revealing confidential information or taking an unwanted action while clicking on a se-emingly innocuous area of a web pag:e. An IFRAME (inline frame) 
element is often used in this type of attack. 

The "X-Frame-Options" response header is supported by current browsers and specifies that the page should not be loaded within a frame. The following figure is a sample HTTP 
response from the application showing, that the header is not present. 
http://secure.lifelock.com/portal/ 

Ad<l the X-Frame-Options response header to all pages within the application. Possible values for the hea<ler are "DENY", which prevents any domain from framing the page, and 
"SAMEORIGIN", which only allows the same domain to frame the page. 
In this case, none of the functionality appeared to use frames, so FishNet Security recommends setting the value to "DENY" as follows: 

X-Frame-Options: DENY 

A second step is to use a JavaScript Framekiller. AIH10ugh this feature can be bypassed. in some circumstances, it serves as a useful c!efense in depth mechanism for older browsers 
that do not respect the X-Frame-Options headers. 

For more information, please see: 
https:l/www.owasp.org! index.php/Clickjackinghttps.//www.owasp.org/index.php/Cross_Frame_Scripting https:/fdeveloper.mozilla.orgfen!The_X-Frame-Options_response_header 
http://en.wikipedia.org/wiki/Framekiller 

Please evaluate this, as this chan9'e may impact the user experience. LIFELOCK-0132484 

http://en.wikipedia.org/wiki/Framekiller
https:/fdeveloper.mozilla.org/en/The_X-Frame-Options_response_header
https:l/www.OVJasp.org!index.php/CJickjackinghttps.l/www.owasp.org/index.php/Cross_Frame_Scripting
http://secure.lifelock.com/portal


Information Security O Lifelock· 
September 2012 Penetration Test (WWW, Enrollment, & Member Portal) 

Vulnerability Remediation. 

The penetration test performed against Lifelock (www, Enrollment,. & Member Portal) by. (b)(;):~ in. 

September. 2012 resulted in 12. issues,. with remediation recommendations. This. document outlines 

Lifelock's intentions regarding the 12 issues raised .. 

Finding Remediation Life lock Intention Remediation Details 
Procedure 

1-XSS on Fix. input validation Accept Finding and Fix went into 

www.lifelock.jobs and output Re mediate production on 8-30-12 

encoding 

2. - . Weak Password. Validate. finding & Accept Finding and. False. Positive-. 

Requirements evaluate password. Re mediate confirmed. by lnfoSec 

requirements that member portal 
requires 7. characters,. 

one. number, one 
capital, and. one. 

symbol 

3. -Autocomplete not Code change to set Accept Finding and 1)~();(:6(1), I#. 81911 (on-

disabled. autocomplete. to. off Remediate. hold. for. system 
stability projects). 

4. - Sensitive Data Evaluate with Accept Finding and. PM (Michele Grant) 

Displayed business. masking Remediate. has. added masking of 
identified. data DL#,. and Bank#,. to. 

product enhancement 

queue. 

5. - Improper. caching Change. cache- Accept Finding and 1\?)(~t6(t), I# 81913 

directive. control parameter Re mediate 

Completed 11-28-12 

6. - insecure cookie. Change secure. flag Accept Finding and. l(b)(3):6(f),( I# 81915 (on-

Re mediate hold. for system 

stability projects) 

7 - Cookie path not set Change cookie path Accept Finding and. l(b)(3):6(f), I# 81915. (on-

Remediate hold. for system 

stability projects) 

8 - Cookie not HTTP. only Set HTTP only flag Accept Finding and. l\0)(3):6(1), I# 81915 (on-

Remediate hold for system 
stabilitv orojects) 

9 - HTTP Response Remove HTTP Accept Finding and. (b)(3):6(f), 
'" " 

I# 81916 (on-

disclosure. headers with Remediate hold. for system 

platform stability projects) 
information 

10 - Directory Evaluate. if Accept Finding and 1~~(~;(:6(f), I# 81926. (on-

enumeration discovered. Re mediate hold. for system 
directories. are. stability projects) 

LifeLock ® Confidential Oct 2012 Pagel 

LIFELOCK-0132485-001 



Information Security (I)Lifelock· 
required 

11- No Clickjacking Use X-Frame- Accept Finding and l~~()~(:ovi. In 81932 (on-

Protection Options HTIP Re mediate hold for system 
header stability projects) 

12 - Robots.txt Evaluate contents of Accept Finding and Evaluate contents of 
rolbot.txt file Re mediate robot.txt file. 

Contents evaluated by 
lnfoSec on 11-12-12. 
No issues found, no 
remediation is 
necessary. 

Life Lock ® Confidential Oct 2012 Page 2 

LIFELOCK-0132485-002 



Information Security O Lifelock· 

Vulnerability Remediation 

The penetration test performed against LifeLock byl\~l\~t.~ . lin November 2012 resulted in 14 issues, with 

remediation recommendations. This document outlines LifeLock's intentions regarding the 14 issues 

raised. 

Finding 

1 - SSL Weak Ciphers 

2 -Autocomplete Web 

Forms 

1-: Directory Traversal 

2 - Local Admin 

Password Reuse 

3 - Guessable Password 

4 - Tomcat Version 

5 - Apache Version 

6 - Information 

Disclosure 

7 - SMB Null Sessions 

LifeLock ® Confidential 

Remediation 
Procedure 

Lifelock Intention 

Perimeter Net work Test 

Issue update/strong Validate Issue & 
SSL certificates Remediate 

Set autocomplete to Validate Issue. & 

off Re mediate. 

Internal Network Test 

Remediate flaw - Validate Issue. & 
vendor patch or Re mediate 
configuration 

change 

Change GPO setting Validate Issue & 
Re mediate 

Change & Validate Issue & 
strengthen Re mediate 
passwords 

Update Tomcat Validate Issue & 
Remediate 

Update Apache Validate Issue & 
Remediate 

Configuration Validate Issue & 
Change Re mediate 

Disable Null Sessions Validate Issue & 
Re mediate 

November, 2012 

Remediation Details 

Cert for 
REDACTED 
adequate (risk 

accepted) 

Accept risk for 
REDACTED 

l\b/(3(6(1), j#81911 (on
hold for system 

stability projects) 

11~11~r6(f). 1#83219 

#83228 

#83232 

False. positive -

internal scanning (w/ 
credentials) finds no 

issues with tomcat 
version. 

Risk Accepted 

Pagel 

LIFELOCK-0132486-001 



Information Security O Lifelock· 
8 - Subversion Configuration Validate Issue & 1~~)(3):6(1), #83631 

Information Disclosure Change Re mediate (completed) 

9 - SMB Signing Enable SMB Signing Validate Issue & Risk Accepted 
Remediate (Windows is 

evaluating the 
possibility of making 

this change) 

10-Telnet Disable Telnet Validate Issue & Risk Accepted - These 

Remediate are VIPs. Covered by 
our internal scans of 

the "real" instance. 

11- MS12-070 Patch Apply Patch Validate Issue & False positive -

Re mediate internal scanning (w/ 

credentials) does not 
find this issue with 

SQL Server 
12 - SSL Cert Issues Update Certs Validate Issue & These interfaces are 

Re mediate not for production 

data use (mostly 

admin consoles only) 
- Risk Accepted 

13- SNMP Default Change SNMP String Validate Issue & (b)(3):6(f), ll't81253 
String Re mediate (b)(4) 1#81254 

1#81256 

1#81262 
14 - RDP Issues Configuration Validate Issue & Risk Accepted 

Change Remediate (Windows is 
evaluating the 

possibility of making 
this change) 

LifeLock ® Confidential November, 2012 Page 2 

LIFELOCK-0132486-002 



Request ID: 81253 Edit Close Assign -. Actions • Reply .,, 

~ VRR ) • SNMP community name REDACTED 
: 

By Austin Appel on Od 24, 2012 04:27 PM Due Date : Od 30, 2012 04:27 PM 

Request Tasks IO) Resolution HistoJ)' 

Descrtptton 

Machine Name and/or IP: 
REDACTED 

Discovery Method & Date: 
Internal PCI Scan on Oct 11, 2012 

Vulnerabm Details Links CVE #'s etc : 
(b )(3 ): 6(f) ,(b )( 4) 

Description & Remediation Info: 
Default or Guessable SNMP community name 

Status : ~ Open 

Priority : 4 • Low 

The Simple Network Management Protocol (SNMP) is a commonly used network service. Its primary function Is to provide network administrators with Information about all 
kinds of network connected de~ces SNMP can be used to get and change system sett! ngs on a wide variety of devices I from network servers, to routers and printers The 
drawback to this service Is the authentication is an unencrypted communi~ string . In addition many SNMP servers provide very simple default communify strings. This 
communify string ls a default on a number of SNMP servers 
This communify string can allow attackers to gain a large amount of Information about the SNMP server and the network it monitors. Attackers may even reconfigure or shut 
down devices remotely. 

LIFELOCK-0132487 



Date completed 

Service Category Not Assigned 

Group Information Security 

Technician Austin Appel ~ 

Created By Austin Appel 

SLA LowSLA 

Created Date Oct 24, 2012 04:27 PM 

Response OueBy Tlfne -

Requester Details Edit 

Requester Name Austin Appel I" • 

Contact number (480) 457-2061 

Department Products & Technology 

Business Impact 

Discussion Notes Add Notes 

User: (b)(3):6(f),(b)(4) 

Remediation Status closed - Remediated (to be verified) 

lnfoSec Recommended Course of Action Apply Fix - Defined SLA 

Action D~lslon 

Asset 

Department 

Template 

OueBy Date 

Last Update Time 

E-mail Address 

Mobile number 

Administrator 

Private 

Public community disabled 

Not Assigned 

Products & Technology 

IT Only-Vulnerability Remediation Request 

Oct 30, 2012 04:27 PM 

Jun 6, 2013 oa:39 PM 

Austin.Appel@lifelock.com 

l(b)(6),(b)(7)(C) 

[1 note(s}] 

Mar26, 2013 02:54 PM 
LIFELOCK-0132488 

mailto:Austin.Appel@lifelock.com


Request ro: 81254 Edit Close Assign • Actions • R.eply • 
--- - ---

REDACTED ~ VRR ) . SNMP community name 

By Austin Appal on Od 24, 2012 04:47 PM Due Date : Oct JO, 2012 04:47 PM 

Request Tasks ( O) Resolution Hjstory 

Descrtption 

Machine Name and/or IP: 
REDACTED 

Discovery Method & Date: 
Internal PCJ Scan on Oct 11, 2012 

Vulnerablr Details Links CVE #'s etc : 
(b )(3 ): 6(f) ,(b )( 4) 

Descrtptlon & Remediation Info: 
Default or Guessable SNMP communlfy name 

Status : ~ Open 

Priority : 4 • Low 

The Simple Network Management Protocol (SNMP) Is a commonly used network seJVlce. Its prlmart fUndion Is to provide network administrators with Information about all 
kinds of nelwork connected de~ces. SNMP can be used to get and change system settings on a wide variety of devices, from network servers, to routers and pnnters. The 
drawback to this service is the authentication Is an unencrypted communlfy string . In addition many SNMP servers proVide very simple default communify stnngs This 
community string Is a default on a number of SNMP seivers. 
This comm unify string can allow attackers to gain a large amount of information about 1he SNMP server and the network it monitors. Attackers may even reconfigure or shut 
down devices remotely. 

LIFELOCK·0132489 



Date of Request Oct 24, 2012 04:28 PM 

Date complete(! 

Service Category Not Assigned 

Group Information Security 

Technician Austin Appel ,g 

Created By Austin Appel 

SLA LowSLA 

Created Date Oct 24, 2012 04:47 PM 

Response DueBy Time -

Requester Details Edit 

Requester Name Austin Appel I. • 

Contact number (480) 457-2061 

Department Products & Technology 

Business lmpact 

Discussion Notes Add Notes 

User. (b)(3):6(f),(b)(4) 

CVE Reference CVE· 

Remediation Status Closed · Remediated (to be verified) 

Info Sec Recommende<i Course of Action Apply Fix - Defined SLA 

Action Decision 

Asset 

Department 

Template 

DueBy Date 

Last Update Time 

E-mail Address 

Mobile number 

Administrator 

Private 

Public community disabled 

Not Assigned 

Products & Technology 

IT Only- Vulnerability Remediation Request 

Oct 30, 2012 04:47 PM 

Jun 6, 2013 08:39 PM 

Austin.Appel@lifelock.com 

(b)(6),(b)(7)(C) 

[1 note(s)] 
LIFELOCK-0132490 

Mar 26, 2013 02:54 PM 

mailto:Austin.Appel@lifelock.com


Request ID: 81256 Edit Assign • Actions • Reply 

~ VRR REDACTED } • SNMP community name 

By Au~n ApQel on Oct24, 2012 04:54 PM Due Date : Oct 30, 2012 04:54 PM 

Request Tasks ( O) Resolution History 

Description 

I 
Machine Harne and/or IP: 
REDACTED 

Discovery Method & Date: 
Internal PCI Scan on Oct 11, 2012 

Vulnerabifrt.y Details (links, CVE #'s etc): 
l(b )(3 ): 6(f) ,(b )( 4) 

OescripUon & Remediation Info: 
Default or Guessable SNMP communify name 

Notes( I) Conversa!k>ns 

Status : ~ Clttsetl 

Prlorify : 4 . Low 

The Simple Network Management Protocol (SNMP) is a commonly used network service. Its primary fUnction is to provide network administrators with Information about all 
kinds of n~twork connected devices. SNMP can be used to get and change system settings on a wide vane~ of devices, from network servers, to routers and printers. The 
drawback to this service Is the authentication is an unencrypted communify string . In addition many SNMP servers provide very simple default community strings. This 
communify string is a default on a number of SNMP servers. 
This community stnng can allow attackers to gain a large amount or Information about the SNMP server and the network It monitors. Attackers may even reconfigure or shut 
down devices remotely. 

LIFELOCK-0132491 



~ate cooipleted Mar 25, 2013 04:56 PM 

iervice Category Not Assigned 

iroup Information Security 

&clinician Austin Appel 

!reated By Austin Appel 

ilA LowSLA 

~reated Date Oct 24, 2012 04:54 PM 

:ompleted Date May 15, 201304:56 PM 

ime Elapsed 1595~2min 

lequest Closure Code Not Assigned 

ast Update Time Jun 6, 2013 08:24 PM 

equester Details Edit 

equester Name Austin App.el I 

ontact number (480) 457·2061 

epar1ment Products&. Technology 

usrness Impact 

)lscussion tJotes Add Notes 

Jser (b)(3) 6(f),(b) Private 

Disabled snmpd 

Remediation Status Closed - R!lllediatl!d (verifled} 

lnfoSec Recommended Course of Action Apply Fix · Defined SLA 

Action l)ecision Not Assigned 

Asset 

Department Product» & T ethnology 

Template IT Only· Vulnerabllity Remedlatian Requi:st 

OueBy C>ate Oct 30, 2012 04:54 PM 

Resolveod Date May 15, 2013 04:56 PM 

Respoose OueBy Tinu! 

Request Closure Comme.nts 

Au3tin,Appel@llfelock.com 

Mobile number (b)(6),(b)(7)(C) 

Administrator 

[1 note(s)] 
LIFELOCK-0132492 

Mar 25, 2013 11"43AM 

mailto:Austin.Appel@Hfelock.com


Reque-st ID : 81262 Edit Assign • Actions • Reply • 

~ VRR REDACTED ) • SNMP community name 
By Austin Appel on Oct 24, 2012 05·02 PM Due Date : Od 30, 2012 05:02 PM 

Request Ta.sks ( 0) Resolution History 

Description 

Machine Name andlor IP, 

REDACTED 

Discovery Metht>d & Date: 
lntansl PCI Scsn on Oct 11, 2012 

Vuln~rablll O~tans Links, CVE ts etc : 
(b )(3 ): 6(f) ,(b )( 4) 

Description & Remediation Info: 
Default Ol Gu5Sable SNMP eommwiity name 

Stal~ : r Closed 

Prit>J1ty : 4 - low 

The Simplf: Ni:t.wr( Management Protorol {Sl~MP) i> s commonly os~d nelworr ;ii'/1oe. lls ptims:iy fun Ilion I; lo pro·Jlde netiYQ4X sdmmlittatoo 1\'ilh infMmstion about all tlnds of net\~00. ronnecteo dc~·1w 

SNMP can be U5eO tog~ and dlsnge syrtern ietti~ on s wide variety of d~vlces, ~om neh~ ~. to rou~ and ixintef;. The drawbact to thts ;avitl! is lite suthenticstlon is an unencrypted 'community 
sklog In addition m!lly SNMP setVM provide VEf'i simple default rommunity slJi~. Thi; community siting ts s aerault on a numba of SNMP iBV~ 
Thh ~mmunlty string can allow attacxers to gain a large amauni of lnfoonatlon about lhe SNMP iENU and the n~twoa it JT10nh0fs. Attacxm may Ev~n r&c.onfigurE Of shut down dEVitE 1emoteJy 

See1.1re the SNMP inslsllstion LIFELOCK-0132493 

http:Intern.al


Date of Request Oct 24, 2012 04:28 PM 

Oate completed Mar 26, 2013 05:36 PM 

Service Category Not Assigned 

Group Information Security 

Technician Austin Appel ~ 

Created By Austin Appel 

SLA Low SLA 

Created Date Oct 24, 2012 05.02 PM 

Completed Date May 15, 2013 05:36 PM 

nme Elapsed 1695hrs34mln 

Request Closure Code Not Assfgnai 

last Update Time Jun 6. 2013 08.24 PM 

Requester Details Edrt 

Requester Name All3tln Appel 

Contact number (480) 457-2061 

t>epa~nt Products & Technology 

Business Impact 

Discussion ttotes Add Notes 

u . (b)(3):6(f),(b)(4) 

CVE Reference eve-

Remediation Status Close;d · Remediated (verified} 

Info Seo Recommended Course ot Action Apply Fix - Defined SL.A 

Action Decision Not Assigned 

Asset 

Department Products & T edlnology 

Template IT Only • Vuln:rsbllity Remediation Request 

DueBy Date Oct 30, 2012 05:02 PM 

Resolved Date May 15, 2013 05·36 PM 

Response OueByTime 

Request Closure Comments 

E-mail Address Austin.Appel@lifelock.com 

Mobile number (b)(6),(b)(7)(C) 

Administrator 

LIFELOCK-0132494 
[1 note(s)] 

Private Ma1 2&. 2() 13 02: 53 PM 

Publ!o a>mmunlty diiabled 



Request ID: 81592 4 0 Edit Close Assign ... Actions ,, Reply ,, 

~ VRR REDACTED ) OpenSSL & t~lt~l: 5tn, Updates (low) 

By Austin Appel on Oct 29, 2012 02~59 PM Due Date : Nov 2, 2012 02:59 PM 

Request Tasks ( O) Resolution History 

Description 

Machine Harne and/or I~ 
REDACTED 

Discovery Method & Date·' 
Internal PCI Scan on Od 13, 2012 

Vulnerability Details (Links, CVE #'s ·etc): 
l(b )(3 ): 6(f) ,(b )( 4) 

Desert lion & Remediation Info: 
(b)(3):6 - D: mod_proxy reverse proxy exposure (CVE-2011-3368) 
Remotely Exploitable Bu~er Overflow in mod_ssl 
OpenSSL ASN1 BIO vulnerabilify (CVE-2012-2110) 
OpenSSL Invalid TLSJDTLS record attack (CVE~2012 .. 2333) 
~D: insecure LD_LIBRARY_PATH handling (CVE-2012..0883) 
mod_ssl Directive Mapping Buffer OVerflow 
OpenSSL memo~ leak caused by undearad block cipher padding in SSL 3.0 records (CVE-2011~4576) 

Status : ~ Open 

Priorify : 4 -Low 

LIFELOCK-0132495 



UdlU LU 11111 l II 

serv c c 1 orv 

Gf 

01 cu Ion Not 

Uier: I (b )(3 ): 6(f) ,(b )( 4) 

l\llllliftJlcHnJll ~ldlll~ 

tgn d Info Sec Recomm nd d C 1 f ft, I n 

Oedsion 

(b)(6),(b)(7)(C) 

Ila n I 01 out n 1101 lit wh I they can do yet Case No 200440189 

[3 not ( )] 

LIFELOC~~z.tff I 03 48 PM 



Reijuest ID: ~1~11 Eait Assi~n ' Actions ' Reply ' 

~ Vulnera~ilify ~~ • Oisa~le AutoCom~lete 

Bf Jen~er ~ol~e~ on N~ ~, ~~1i 1~:oiAf,i Due Date: Nov~, ~~1i 1~:o2N~ 
Stalli~ : r Clo e~ 

Prionzy : J ~ Me-Oi~m 

Requesl Tas~sl~) 
1 

Resolutio~ [ "--~.,,.......,,.;istoij~] .................................................................................................................................................................................................... : 

Search Solutions suomme~ on : Hay 15, 201310:50 AM 

moved![] 



Request ID: 81~B Ec1t Assign ' Action' ' Reply 

~ Vulnerab1lify Remediation • Fix Caching Oirecijve 

Br Jenner Hol~en on Novo, l~121~:51 N~ Due Date : Nov~, i~12 rn·o/ AM 
Status : r Closed 

Prionzy : J ~~e~lum 

1 
Reque~ Tash ( O) Resolu~on Hisloij 

"===========~ .................................................................................................................................................................................................................. ~ 

Searc~ Solutions 

Resolunon su~mi~ed ~1: Brian Kao 

Mem~er Portal alreadf nas n~ca~e semn~ ena~le~ ano WNN snoul~ ~e allowe~ to levera~e ~rowser ca~in~ 
since irs a ~u~lic content base~ website. Jenner nas also a~ree~ to dose ~e tc~et 

Su~mi~e~ ~n : Nov 28, 2012 08:39 AM 

Edit 

llrElOCK-~1 J24~~ 



Re~estID: ~1~1~ Eait A5si~n Actions ' Reply ' 

~ Vulnerab1lify RemediaDon Cookie Seffings 

B~ Jenner ~ol~en on Nov 5, 2~1l 11:~J N~ Due Date : NIA 

Re~uest Tasks { ~) Resolu~on Histoij 

Search Solutions 

Resolu~on su~mmea o~: Kate Rjne~art 

JIRA TICKET EXlSTS, THIS IS DUPLICATE 

su~mme~ on . Hay 15, 201311:11 AH 

~atus : Cloied 

Priorify : J . M~ium 

~ Edit 



Eait Assi~n ' Actions ' Re~ly ' 

~ Vulnera~iliW Reme~iaDon • HTIP Res~onse Inf orma~on Disclosure 

Br Jenner ~ol~en o~ ~ov ~' 2~1~11:1 o M~I Due Date: Ma~ o)~H ~~5~ AM 
Stat~s : ~ Close~ 

Priorizy ; J . Me~i~m 

, Requesl . Tasks!~) I Resol~tion \_~_istocy _______________ _ 

Search Solutions Suomme~ on : May 15, 2013 11:03 AM 

& E~it 

move~!o~ 



R~~esllD:~mo © ® edit A)Si~n ' Actions ' Re~ly ' 

~ Vulnera~ilify Reme~iaUon · ~i~Qen Directo~ ~numera~on 

~J J~~~~r ~ol~e~ ~~ ~~~ ~, i~l111J~ ~I~ ~~~ ~~te: N~~ ~ , 1~1L 11:1~ ~~ 
mat~~ : Close~ 

~riorizy : J. Meoi~m 

Re~ue~I l a~s I ij l Resolulio~ I ~isloij 
~~------------

Seard· Soluti'ons S~~rni~~~ ~~ : May 1~1 10lJ 11:06 AM 



rait Assi~n ' Actions ' Re~ly ' 

~ Vulnerabilify Rem~~iaDon · No Clic~jac~in~ Protec~on 

Br Je~~erHol~~e~ ~n No~ ~1 1~11 ~ti~ ~I~! ~~e n~te: t~~~ ~1 1~11 ~12~ PM 

Searc~ Solutions ~u~mm~a ~~ : May fi, 201311:06 AM 

~tatus : Clused 

~ri~ri~ : ,J. Me~ium 



Request ID: 83219 Edit Close Assign -. Actions ~ Reply ,. 
- - --- - - - - - -

~ VRR 1
REDACTED ) • Directory Traversal 

By Jenner Holden on Dec 6, 201211 :26 Nvl Due Date : Dec 7, 2012 04:26 PM 

Request Tasks ( O) ResoJution HistOTy 

Machine Harne and/or IP: 
REDACTED 

Discovery Method & Date: 
Network penetration test-Nov 13, 2012 

Vulnerability Details (Links, CVE #'s etc): 
Directory Traversal 

Descrtption & Rem~lation Info: 

Status : r Open 

Prtorlty : 2 -High 

Notes{4) Conversations Associate Chenge 

Directory Traversal flaw allows any file to be accessed from the operating system. This was leveraged by the penetration tester to acQulre the SAM and SYSTEM files, which 
were used to acquire the local administrator password hash 

REDACTED 

LIFELOCK-0132503 

Determine If the naw Is the result of an appllcaUon vulnerability witn the Vertsign web application, or the result of a configuration error on our part. Re mediate accordingly. 



TeeflnlC1an Not Assigned E-mail ld(s) To HotrfY ltb )(3): 6(f) ,(b )( 4) 

Asset Created By Jenner Holden 

Department Products & Technology SLA High St.A 

Template IT Only-VUinerabiiity Remediation Request Created Date Dec 61 2012 11:26 AM 

OueBy Date Dec 7, 2012 04:26 PM Response DueBy Time 

Last Update Time Jul 2, 201310:43 AM 

Requester Details Edit 

Requester tJame Jenner Holden h • E-mail Address jenner.holden@lifelock.com 

Contact number (480) 457 • 2008 Mobile number (b)(6),(b)(7)(C) 

Department Products & Technology Date Vulnerability Announced • 

Laptop SIN Locafion 

Business Impact 

Discussion Notes [4 ncte(s)] 

User: (b)(3):6(f),(b)(4) rivate Jul 1, 2013 03:51 PM 

This server is still In use. I cannot update the application as its a built in web server. We could edit the server XML files to orUf ELOCK-0132504 

listen on local host but other than that I doni know what else to do for this. 

mailto:jenner.holden@lifelock.com


Request lD : ~J!L~ coit ~~i~n ' Actions Repl~ ' 

~ VRR ~inOow Domain!) • lDcil AOmin Pa wore 

~~Jenner ~ol~en ~n Deco, W1L ~1:~~ PM Due ~ate : ~ec 1 l W1i ~1:L~ Pl~ 

~e~uest l asKs ( ~ } Resol~~o~ mstoij 

~~~ne~ manuall1 mat ~e D~n~ access rrom me n~m~r~ G~O se~i~~ was s~ccessrull~ ~rn~a~at~o. Will inves~~ate 
u~i~~ ~~i~u~ l~Cdl a~m1m~tr~t~r ~~~sw~ra~ i~ ~e furure. 

~lal~~ : ~ Clo e~ 

~rio~ : J . Meorum 

su~mi~eo on : Apr 4, 2013 og:42 AM 



Request ID : 83232 Edit Close Assign Actions ~ Reply ~ 

~ VRR (Multiple Linux) . Guessable Tomcat Manager Credentials 

By Jenner Holden on Dec 6, 2012 01:55 PM Due Date : Dec 10, 2012 07:55 AM 

Request Tasks ( o) ResoluUon History 

Description 

Machine ~~ame and/or IP: 

Discovery Method & Date: 
Network Penetration Tes~ 11-12-12 

Vulnerability Details (Links, CVE fs etc): 

Description & Remediation Info: 
The Tomcat management console was Identified to be using a default or guessable passworcl 

Status : ~ Open 

Prlonfy : 2 -High 

~~oles(2) 11 Converaations l Assoc1~te Change 

All authenticated user can upload a custom W~R file (e.g. Java JSP command shell) and Interact with the underlying operating system. This can result In a full compromise of 
the system or network as well as the disclosure of sensitive information and the den la I-of- service to legitimate users. 

The discovered cre-Oentials were manager/manager. Please change these credentials to meet our seJVice account password requirements.~m'~t~i§~!>l§~e tomcat 
manager web application, if it Is not used. 



Request Details 

Status 

Request Type 

Impact 

Urgency 

Priority 

Site 

Date of Request 

Date completed 

Service Category 

Group 

Technician 

Asset 

Department 

Template 

DueBy Date 

Edit 

Open 

Service Request 

Not Assigned 

Not Assigned 

2 -High 

Not associated to any site 

Dec 6, 2012 01:52 PM 

Not Assigned 

Information Security 

Austin Appel ~ 

Products & Technology 

IT Only· Vulnerability Remediation Request 

Dec 10, 2012 07:55 AM 

Last Update Time Jun 6, 2013 08:28 PM 

Status 

Category 

Subcategory 

Vulnerability Remedia1ion Type 

VendortApplication/Protocol 

Vendor Number 

CVE Reference 

Rem ediatlon Status 

Information Security 

Vulnerability Remediation Requests 

Other 

Not Assigned 

CVE-

Closed -Remediated (to b~ verified) 

lnfoSec Recommended Course of Action Apply Fix - Defined SLA 

Action Decision 

E-mail ld(s) To ~totify 

Created By 

SLA 

Created Date 

Response OueBy Time 

Not Assigned 

l(b )(3 ): 6(f) ,(b )( 4) 

Jenner Holden 

High SL.A 

Dec 61 2012 01:55 PM 

LIFELOCK-0132507 



Requester Details Edit 

Requester Name Jenner Holden E-mail Address jenner.holden@lifelock.com 

Contact number {460) 457 . 2008 r.lobile number (b)(6),(b)(7)(C) 

Department Products & Technology Date Vulnerability Announced · 

Laptop S/N Locafion 

Business Impact 

Discussion Notes Add Notes 

User: (b)(3):6(1),(b)(4) -rivate 

This has been resolved 

User: (bJ(3J:S(f),(bJ(4J rivate 

Updated tl1e tomcat users.xml filel and removed the default credentials. we·re just waiting on tomcat reboots now to make them get 
applied. 

[2 note(s)] 

Apr 2, 2013 09:31 AM 

Mar 27, 201312:36 PM 

LIFELOCK·0132508 



RequesllD : 8Jij21 © E~it Close Assi~n ' Actions ' Reply ' 

~ VRR 1REDACTED ·Web VPN No Longer Needed! 

Request TasKs { ~) Resoru~on ~istoij 

Search Solutions 

Resolu~on suomltted ~~ : David Henry 

Tnis ae~ce is not in us~. It ~II oe tume~ o~ an~ ta~en off ll~e. 

~arus : ~ Open 

Pnonzy : 4- low 

su~mi~e~ on · Mar ts, 201312t59 PM 

~ Edit 



Request ID : 83629 Edit Cl(}se Assign .,. Actions .,. Reply • 

~ VRR -Check.MK -No Authentication 

By Jenner Holden on Dec 17, 2012 02:52 PM Due Date: Dec 20, 2012 02:52 PM 

Request Tasks IO) Resolution Histof"i 

Descrtption 

Machine Name and/or IP: 
All CheckJ1K Agents 

Discovef"i Method & Date: 
Penetration Test· November2012 

Vulnerabllify Details (Links, CVE #'s etc): 

Descrtption & Remediation Info: 
The Check_MK agent appears to dump system information to any TCP connection ... there does not appear to be any authenUcatton. Can Check_MK be configured so only authorized 
this Information? 

For example: 
REDACTED 
<<<check mk»> 
Version 11.1 Op3 
AgentOS linux 

LIFELOCK-0132510 



Group Information Security 

Technician Austin Appel ~ 

Created By Jenner Holden 

SLA Medium SLA 

Created Date Dec 17, 2012 02:52 PM 

Response DueBy Time . 

Requester Details Edit 

Requester Name 

Contact number 

Department 

Laptop S/H 

Bustness Impact 

Jenner Holden h • 

(480) 457. 2008 

Products & Technology 

Discussion Notes Add Notes 

User: (b)(3):6(f),(b)(4) Private 

This was updated back in January. Please re-scan. 

#configure the IP address( es) of your Nagios server here: 
only_from= REDACTED 

Action Oecisfon Not Assigned 

Asset 

Department Products & Technology 

Template IT Only-Vulnerability Remediation ReqL 

DueBy Date Dec 20, 2012 02:52 PM 

Last Update Time Jun 6, 2013 08:28 PM 

E..man Address jenner.holden@lifelock.com 

Mobile number (b)(6),(b)(7)(C) 

Date Vulnerabmty Announced -

Location 

LIFELOCK-0132511 

mailto:jenner.holden@lifelock.com


Request ID: 83631 Edit Assign ' Actions ' Reply ' 

REDACTED I ~ VRR _ • SVN Information Disclo ure 

By Jenner Holden on Dec 17, 2~12 ~2:59 PM Due Date : Dec 21, 2012 02:59 Pt1l 

Status : Clostd 

Priontr : 4 . Low 

1 Request Tasks{O) Resolution LHl~'st~oij~----------------

Search Solutions Su~mitted on : Dec 20, 2012 09:25 AM 

Resolu~on submitted bf: Jenner Holden 

con~rmed · ~e Issue nas been resowed, 

LIFELOCK·0132512 
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Back to previous vrew 

[EN-37 4) Vulnerability Remediation • Hidden Directory Enumeration °"'"" 1~•.,..12 .-01 . ...,.,. ··- 30""''' 
st~tus: Closed 

Project: Wetistore AcqUISlbon II 

Co mponentls: None 

Afttcts Vers1on1s: None 

Fix Verslon/s: None 

l}'pe: Story Priority: Cntlcal 

Reporter. Jenner Holden Assignee: r:l.lf.,"!,ID~41 

Resolution: complete Votes: 0 

L3l>els: None 

Remaining Estimate: Not Specified 

Time Spent Not Speafied 

Original Estimate: Not Specified 

SR# 81926 (Medium} 

Tins vutnerabtlrty was discovered during a recent penetrallon tesl 

The web aPJlljcallon exposes lhe presence of a directory In the site. Although Ille dlrectcxy does not isl its content the Information may help an attacker lo develop lurther-at!acks against the site. For example. by knowing lhe direclory name. an attacker can guess Its content type and possibly file names that 
reside In It or su1HJ11ectorles Ullder 11. Tne more senslwe tne conrent 1s. tile moce severe tne issue Is. 

T1'Jllcally a hidden dlredOl)I can be detected 1\1\en a •403 • Forbidden• response Is Issued by Ille web server. but any response that Is not "40J - Nol Found" can be used to detect the presence o: a directcxy For example some v.eo servers ISSIJe "court.esy redirects" when the t.raJllng slash or a dlrecrory IS 
omdted. 
The loMowmg hidden directones were de!eded: 
lcgl.biol 
/common! 
/scripts' 
/Images/ 

If me for!>ldden resource fs not require<!, reJllO'le It trom the site. Ir posslllle. issue a "41M • Not found" response status code Instead or• "403. Forbidden" or oilier responses. Tiiis Cllange 1•nll Obtuscaieme presence Of Ille directory 111 tile sne and will prevem tne site structure from bemg exposed. 

lt'S unclear 1111\ch site tne tester Is rereririg to v.ilh tnls finding please cneck www 1re1ocit rom. serure l~elOck corn. and l~elOcltjobs. 

comment by James Moler I",,,, 1• 1 

~Tilts legacy sloiy apphes to ~WIW onry. Tile hidden directories donl exist on Websl<>re/Member Portal 

CommeOLO\rl ra1"'~1 r~~ti h»N:"11.c1 

Confirmed that tllese tind111gs are no longer relevant to tile current 11stance ol tile wellSlte. Issue can oe ctoseo. 

p 1c:auon seamty Engineer I Llfelo~ ·Relentlessly Protectlng Your 1oen11tylV 

I 
Ge11erated at Fn Sep 05 15'46:35 MST 2014 by Austin Appel using~'-' _-_·"'-'-----------------~ 

http:15�46.35
www.~:elOck


Reqoest 10 : 822&1 fl<;lir • 

~ VRR·······OefaultCredentials 

RequeSl Tasb(O) 

Oelcrip4'0• 

"""MoetumulldtorlP: 

otsW Melhod '· 0.1·= 

VU11l1!111ility llfl.llls (Uni<~ CVE rs ete): 
Oracle De~ Creclenilals 

0-rtoclon & RtmedlMlon lnlo: 

Due Date !loo l• 20120800/\M 

HiS1ory 

Please itMr,.,. the f~ liS$ or us et a«OU'llS and ~e Ula: J'IOfle of lt'ten'I are u3inQ defa\At mderuals f'teise tetnO'lel'dis<l!tde arr,· a('()IXltllS ma1 art not needed.AWi remove the remota login llt-1« ~ ~em accounlS lbat do nd. cequn remote~ ~psibf41es 

"9QOSS\'S 
CTXSVS 
OIP 
msvs 

"""'" '°5VS 
0<11'5\'S 
C~ACUJXM 

OOOOATA 
0RDPLUll1'S 
OOOS'IS 
MUI 
a.~SYS 
SCOTT 
SI.)l\fo;rJTH.SO«Jv; 
l'AllAl.CSW.~lll<.JllR 
SP:..ttAL_\tFS_"11ll'LUSA 
TS!'6VS 

Attachn1ents : I 11cMt fl(!t.1951 8l261 dQet (JQB 91 K8! 

Requnur Convrl'!i~ttons I {Vkw All contt.rsouon.sJ 

... SV<tmi ,, i.. r" 

""' SyJt·em o· , NJ. 

... Sy...,,, 

& System 

... Sy.stem I\ ~IAll 

... Syskm 19 211 411J>! 

Roquw Debtls Edit 

Status OPM 

Remed1.uli0n Slt[U$ 

Info sec Recommended Cours.e Of Action ""911 fo; - Dennied St.A 

ACllOllO@Clslon 

AHel 

Oepif1me1'11 

Tomplale 

DuoBYllilG tfov 14. 2012 08:00~ 

Lnt U~llle 1ln@ JUI 19, 20130i;J1 NA 

Requestar O.t>lls l'dll 

R!quuterNamt 

Conlact nwnbw ('SO) 457·1008 

llEl>8<1mtBI Produru & Tt<h!Glogy 

l.oplopSIN 

Buslntss lmPKt 

Requestlypo Servi«-Rt~ 

lmpoct Nolk;gol1td 

uroenc1 HotA.wgned 

Prtority 2· High 

Site Uot a!-soctaottd to- any ~te 

D.lteollttqtJost r~o ... 12, 2012 01:56 PH 

0.lt«<npletfd 

Stl'<latC.togoty UotA.,sgo,~ 

Group Jrlorm1~on Seaint,. 

TethMCli!ln A_:.1$Qa liWft 3 

Creo.ll!dBy Jemertiolden 

$LA Hogh SI.A 

CrtatedC>at! Nov 12, 2012 02:00 PM 

ROSQClll• Dlltl!Y llnt 

Mobiltnumbtr 

oete VUlninblity AnnOCJnced 

SlaN' : r Oocn 
Pnon;y : l • H~~ 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF ARIZONA 

Federal Trade Commission, 

Plaintiff, No. CV-10-00530-PHX-MHM 

V. 

LifeLock, Inc., et al, 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

Defendants. 

LODGED UNDER SEAL 

FTC PROPOSED ATTACHMENT 19 
TO EXPERT REPORT OF DR. ERIC B. COLE 



UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF ARIZONA 

Federal Trade Commission, 

Plaintiff, No. CV-10-00530-PHX-MHM 

V. 

LifeLock, Inc., et al, 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

Defendants. 

LODGED UNDER SEAL 

FTC PROPOSED ATTACHMENT 20 
TO EXPERT REPORT OF DR. ERIC B. COLE 



UNITED STA TES DISTRICT COURT 
FOR THE DISTRICT OF ARIZONA 

Federal Trade Commission, 

Plaintiff, 

. V .. 

LifeLock, Inc., et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED ATTACHMENT 21 
TO EXPERT REPORT OF DR. ERIC B. COLE 

*This Attachment contains excerpted pages only and does not contain all of 
the pages in the full bates range of the original document. This Attachment 
also contains redactions which are identified in the document by blacked out 
text or the text "REDACTED." 



UNITED STA TES DISTRICT COURT 
FOR THE DISTRICT OF ARIZONA 

Federal Trade Commission, 

Plaintiff, 

. V .. 

LifeLock, Inc., et al, 

Defendants. 

No. CV-10-00530-PHX-MHM 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

LODGED UNDER SEAL 

FTC PROPOSED ATTACHMENT 22 
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the pages in the full bates range of the original document. This Attachment 
also contains redactions which are identified in the document by blacked out 
text or the text "REDACTED." 



UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF ARIZONA 

Federal Trade Commission, 

Plaintiff, No. CV-10-00530-PHX-MHM 

V. 

LifeLock, Inc., et al, 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

Defendants. 

LODGED UNDER SEAL 

FTC PROPOSED ATTACHMENT 23 
TO EXPERT REPORT OF DR. ERIC B. COLE 

*This Attachment contains redactions which are identified in the document 
by blacked out text or the text "REDACTED." 



CONFIDENTIAL 

From: Jenner Holden [/O=LIFELOCK/OU=EXCHANGE ADMINISTRATIVE GROUP 
(FYDIBO HF23SPDL T)/CN=RECIPI ENTS/CN=JENN ER. HOLDEN) 

Sent: 
To: 
Subject: !~

r~ayi pece: b: r 06, 2012 10:27 AM 
l(b ~~.(b <4) - _I 

: our reques , <VRR - Directory Traversal» REDACTED 
has been logged with request id ##8321 9## 

Importance: High 

FYI - I submitted a VRR for the directory traversal issue we d iscussed. 

Jenner Holden 
Director of lnformatio,,.,,...~~~,.....u.J;fLock® - Relentlessly Protecting Your ldentityrn 
480.457.2008 Office I (b)(5).(b)(?)(C) Cell 
Jenner. Holden@lifelock.co m 
60 E. Rio Salado Parkway, Suite 400, Tempe, AZ 85281 

~~o~:l<b)(3):6(f),(bl(4) ... · I 
Date: Thursday, December 6, 2012 11:2.6 AM 

To: Jenner Holden <jenner.holden@lifelock.com> 

Subject: Your request, «VRR 
request i d ##83219## 

Dear Jenner Holden, 

!REDACTED - Directory Traversal» has been logged with 

This is an ackno1f>iledgn1ent mall fof your request. Your request has been created with Id 83219. The details of your request are 
be~~fi Thft ~tatus of the reqyest q n be tracked at 

l(b)( : (f),(b 4 

Rcquast ID: 83219 
Priority : High 

Urgency: 
Status : Open 

Due By: Dec 26, 2012 11:26 AM 

~-1!.j~g_; VRRl;l::l1f4il#H 
Description : Machine Name and/or IP: 

REDACTED 

Discovery Method & Date: 
Ne lwork pene l ration Lesl - Nov 13, 2012 

Vulnerability Details (Links, CVE #'s etc): 
Direct ory Traversal 

Descript ion & Remediation Info: 

- Di rectory Traversal. 

Directory Traversal f law allows any file to be accessed from t he operating syst em. This was leveraged by 

the penetration tester to acquire t he SAM and SYSTEM f iles, which were used to acquire the local administrato r password 
hash. 

LIFELOCK-0089119 

mailto:jenner.holden@lifelock.com
mailto:Holden@lifelock.com


R 
REDACTED 

... L\, ... \.,\ .. ~"\ .. ~1~:!ng2.i~.\r~nMi.rl:illm 
.\ .. \ .. \ .. \ .. \ .. \ .. \windows\rc airisvstcm 

CONFIDENTIAL 

Determine If the flaw is the result of an application vulnerability with t he (~)(~):~ web application, or the result of 
a configuration error on our part. Remedlate accordingly. 

A technician will assist you as soon as possible. If your issue has been resolved, please close the ticket here: Close Request 

Thank you for contacting Lifelock(R) Helpdesk. 

2 

LIFELOCK-00891 20 



UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF ARIZONA 

Federal Trade Commission, 

Plaintiff, No. CV-10-00530-PHX-MHM 

V. 

LifeLock, Inc., et al, 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

Defendants. 

LODGED UNDER SEAL 

FTC PROPOSED ATTACHMENT 24 
TO EXPERT REPORT OF DR. ERIC B. COLE 



From: 

Sent: 
To: 

r )(3)6(f).(b)(4) 

1 nursoay. oecemoer oo, 20 r 2 12.20 PIVI 
Jenner Holden 

CONFIDENTIAL 

Subject: Your request, «VRR (Windows Domains) - Local Admln Password» has been logged with 
request id ##83228## 

Dear Jenner Holden, 
This is an acknowledgment mail for your request. Your request has been created with id 83228. The detail s of 

yo~f r~ue~ are below The status of the request can be tracked at 
l(b) 3 :6( ,(b)(4 

Request ID: 83228 
Priority: Medium 
Urgency : 
Status : Open 

Due By: Jan 15, 20 13 01:20 PM 
Subject: VRR (Windows Domains)- Local Admin Password. 
Description : Machine Name and/or lP: 
Windows Domains 

Discover·y Method & Date: 
Network Pen-Test, 11-12- 12 

Vulnerability Details (Links, CVE #'s etc): 

Descri1>tiou & Remediation lufo: 
·111e hx:al adminislrnlor credt:nlials wen: veriLi t:<l as b.:ing reust:d i.hroughoul th.: .:nt.:rprisi;:. 
The reuse of µassi.vo.rds reduces the uccd tor an attacker to comprouusc multiple systems in order to iucrcasc network visibility. Spccitically, au 
attacker simply needs to enumerate one successlhl e:-.1)J01t and they have inherently e:-;ploited all affected systems. 

The pen et ration tc:>rcr I everaged this is...,1c lo ;iccc'" ~11 \:Vmflnws Pr.T servers. 

Plcus..: ..:vu.hutlu pol.:uli11l solutions, includmg: 

I - Ufillg uniqm: lol.:lil adminislrulor pus~words for ..:ach S<.'J'VL'J' 

2 - Enabling rb..: ''Deny acoo;s from ih<.: network'' OPO scU.ing to lb<.: local tid!.nimslrator. E!T< .. -clivdy blocku1g thc local admi.nistrulor 11ccow1t 

from authenticating ov~r the n<::twork 

A technician wil l assist you as soon as possible. Tf your issue has been resolved, please close the ticket here: 

LIFELOCK-0088573 



CONFIDENTIAL 

Close Request 

Thank you for contacting LifeLock(R) Helpdesk. 

2 

LIFELOCK-0088574 



UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF ARIZONA 

Federal Trade Commission, 

Plaintiff, No. CV-10-00530-PHX-MHM 

V. 

LifeLock, Inc., et al, 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

Defendants. 

LODGED UNDER SEAL 

FTC PROPOSED ATTACHMENT 25 
TO EXPERT REPORT OF DR. ERIC B. COLE 

*This Attachment contains redactions which are identified in the document 
by blacked out text or the text "REDACTED." 



From: 
Sent: 
To: 

l(b)(3):6(f),(b)(4) 
I nursoay, December 06, 201212:55 PM 
Jenner Holden 

CONFIDENTIAL 

Subject: Your request. «VRR (Multiple Linux) - Guessable Tomcat Manager Credentials» has been logged with request id ##83232## 

DeaI Jenner Holden. 
This is an acknowledgment mail for our re uesL Your re uest has been created with id 83232. The details ofvour request are below. The status of 
the request can be tracked at (b)(3) 6(f),(b)(4) 

Request ID: 83232 
Priority : High 
Urgency : 
Status : Open 

Due By; Dec 26, 2012 01 :55 PM 
Subject: VRR (Multiple Linux)· Guessable Tomcat Manager Credent ia ls. 
Description : Machine Name and/or IP: 

Iii 
Oiscovc1-y Metl1od & Oate: 
Network Penetration Test, 11-12-12 

Vulne rability Details (Link.\, CVE #'s efc): 

Descriptio11 & Remediation Info: 
The Tomcnt 111a11nsl!lnem con;ol~ wn~1dentiffod to he u~ms a defilult or gueAAnhle l)ll~"word. 
/\n :.Hl!..hcntkat~d ll!;.Cr can uploaJ ~1 custcm Vi/\.R Uk (e.g. Ja.\•;i JSl' :.:omm:mJ ~hell) ~1l<l intt.'f:tt.:.t with tlu.; urulcrlying opcr:U ir..g ::.'y$tCm. This c.:m1 rc$ull ma lull comprnmi:sc o( !he ~y~Lcm or n~l work. 
as """ 11s \J:Jc <li:sclos•m: o( s=iti 1•c infornuuion llll/.I tbc tlcui11l-<.>l: =vice to k11iturn1tc 11sc~. 

'lbc tli:.covcrct1 crc'tlcinit~s \\ere mmmgcr/m:umgcr. Plcttsc cllllllgc ~1csc crc'tlcntfol~ lO meet our ~crvicc account pas.-.onl rcwurcnJCll!.'l ... :utd/or disable lhc •omcal uum:1gcr \\Cb :1pplkatlou, if ii is 1101 
US<.'<!. 

LIFELOCK-0089186 



A technician will assist you as soon as possible. Tf your issue has been resolved, please close the ticket here: .~loseJimll.e..~.t 

Thank you for conracting LifeLock(R) Helpdesk. 

2 

CONFIDENTIAL 

LIFELOCK-0089187 



UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF ARIZONA 

Federal Trade Commission, 

Plaintiff, No. CV-10-00530-PHX-MHM 

V. 

LifeLock, Inc., et al, 

FEDERAL TRADE COMMISSION'S 
MOTION FOR CONTEMPT AGAINST 
LIFELOCK, INC. 

Defendants. 

LODGED UNDER SEAL 
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