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FEDERAL TRADE COMMISSION DECISIONS

FINDINGS, OPINIONS, AND ORDERS
JULY 1, 2012, TO DECEMBER 31, 2012

IN THE MATTER OF

FACEBOOK, INC.

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF
SECTION 5 OF THE FEDERAL TRADE COMMISSION ACT

Docket No. C-4365; File No. 092 3184
Complaint, July 27, 2013 — Decision, July 27, 2012

This consent order addresses Facebook, Inc.’s claims regarding the privacy of
users personal information while accessing and using their website. The
complaint alleges that Facebook violated Section 5(a) of the Federal Trade
Commission Act by allowing Apps and advertisers access to users’ account
information without adequately disclosing these policies to consumers. The
complaint also alleges that Facebook falsely claimed to comply with the U.S.-
EU Safe Harbor Framework. The consent order prohibits Facebook from
misrepresenting the privacy or security of “covered information,” as well as the
company’s compliance with any privacy, security, or other compliance
program, including but not limited to the U.S.-EU Safe Harbor Framework.

Participants

For the Commission: Laura D, Berger, Cora T. Han, David
Lincicum, Manas Mohapatra, Kandi Parsons and Laura Riposo
VanDrulff.

For the Respondent: Ashlie Beringer, Sean Royall, and Eugene
Scalia, Gibson, Dunn & Crutcher LLP.

COMPLAINT

The Federal Trade Commission, having reason to believe that
Facebook, Inc., a corporation (“Respondent”) has violated the
Federal Trade Commission Act (“FTC Act”), and it appearing to
the Commission that this proceeding is in the public interest,
alleges:
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1. Respondent Facebook, Inc. (“Facebook™), is a Delaware
corporation with its principal office or place of business at 1601
Willow Road, Menlo Park, California 94025.

2. The acts and practices of Respondent as alleged in this
complaint have been in or affecting commerce, as “commerce” is
defined in Section 4 of the FTC Act.

FACEBOOK'’S BUSINESS PRACTICES

3. Since at least 2004, Facebook has operated
www.facebook.com, a social networking website. Users of the
site create online profiles, which contain content about them such
as their name, interest groups they join, the names of other users
who are their “friends” on the site, photos albums and videos they
upload, and messages and comments they post or receive from
their friends. Users also may add content to other users’ profiles
by sharing photos, sending messages, or posting comments. As of
March 2012, Facebook had approximately 900 million users.

4. Since approximately May 2007, Facebook has operated
the Facebook Platform (“Platform™), a set of tools and
programming interfaces that enables third parties to develop, run,
and operate software applications, such as games, that users can
interact with online (“Platform Applications”).

5. Facebook obtains revenue by placing third-party
advertisements on its site and by selling Facebook Credits, a
virtual currency that it offers on its website and through retail
outlets. The company also has obtained revenue from fees paid
by applicants for its Verified Apps program, described below in
Paragraphs 43-47. In 2009, the company had revenues of
approximately $777.2 million.

FACEBOOK’S COLLECTION AND STORAGE OF USER
INFORMATION

6. Facebook has collected extensive “profile information”
about its users, including, but not limited to:
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a. mandatory information that a user must submit to
register with the site, including Name, Gender, Email
Address, and Birthday;

b. optional information that a user may submit, such as:
i.  Profile Picture;
ii.  Hometown;

iii.  Interested in (i.e., whether a user is interested in
men or women);

iv.  Looking for (i.e., whether a user is looking for
friendship, dating, a relationship, or networking);

v. Relationships (e.g., marital or other relationship
status and the names of family members);

vi.  Political and Religious Views;

vii.  Likes and Interests (e.g., activities, interests,
music, books, or movies that a user likes); and

viii.  Education and Work (e.g., the name of a user’s
high school, college, graduate school, and
employer);

and

c. other information that is based on a user’s activities on
the site over time, such as:

i. aFriend List (i.e., a list of users with whom a user
has become “Friends” on the site);

ii.  Pages (e.g., any web page on Facebook’s web site,
belonging to an organization, brand, interest group,
celebrity, or other entity, that a user has clicked an
online button to “fan” or “like”);

iii.  Photos and Videos, including any that a user has
uploaded or been “tagged in” (i.e., identified by a
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user such that his or her name is displayed when a
user “hovers” over the likeness); and

Iv.  messages that a user posts and comments made in
response to other users’ content.

7. Each user’s profile information becomes part of the user’s
online profile and can be accessible to others, as described below.

8. Facebook has stored users’ profile information on a
computer network that it controls. It has assigned to each user a
User Identification Number (“User ID”), a persistent, unique
number that Platform Applications and others can use to obtain
certain profile information from Facebook.

9. Facebook has designed its Platform such that Platform
Applications can access user profile information in two main
instances. First, Platform Applications that a user authorizes can
access the user’s profile information. Second, if a user’s “Friend”
authorizes a Platform Application, that application can access
certain of the user’s profile information, even if the user has not
authorized that Application. For example, if a user authorizes a
Platform Application that provides reminders about Friends’
birthdays, that application could access, among other things, the
birthdays of the user’s Friends, even if these Friends never
authorized the application.

FACEBOOK’S DECEPTIVE PRIVACY SETTINGS
(Count 1)

10. Since at least November 2009, Facebook has, in many
instances, provided its users with a “Central Privacy Page,” the
same or similar to the one depicted below. Among other things,
this page has contained a “Profile” link, with accompanying text
that has stated “[c]ontrol who can see your profile and personal
information.”
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11. When users have clicked on the “Profile” link, Facebook
has directed them to a “Profile Privacy Page,” the same or similar
to the one depicted below, which has stated that users could
“[c]ontrol who can see your profile and related information.” For
each “Profile Privacy Setting,” depicted below, users could click
on a drop-down menu and restrict access to specified users, e.g.,
“Only Friends,” or “Friends of Friends.”

12. Although the precise language has changed over time,
Facebook’s Central Privacy Page and Profile Privacy Page have,
in many instances, stated that the Profile Privacy Settings allow
users to “control who can see” their profile information, by
specifying who can access it, e.g., “Only Friends” or “Friends of
Friends.” (See Central Privacy Page and Profile Privacy Page
screenshots, Exhibit A).

13. Similarly, although the precise interface has changed over
time, Facebook’s Profile Privacy Settings have continued to
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specify that users can restrict access to their profile information to
the audience the user selects, e.g., “Only Friends,” “Friends of
Friends.” (See Profile Privacy Page screenshots, Exhibits A, B).
In many instances, a user’s Profile Privacy Settings have been
accompanied by a lock icon. Id.

14. None of the pages described in Paragraphs 10-13 have
disclosed that a user’s choice to restrict profile information to
“Only Friends” or “Friends of Friends” would be ineffective as to
certain third parties. Despite this fact, in many instances,
Facebook has made profile information that a user chose to
restrict to “Only Friends” or “Friends of Friends” accessible to
any Platform Applications that the user’s Friends have used
(hereinafter “Friends’ Apps”). Information shared with such
Friends’ Apps has included, among other things, a user’s birthday,
hometown, activities, interests, status updates, marital status,
education (e.g., schools attended), place of employment, photos,
and videos.

15. Facebook’s Central Privacy Page and Profile Privacy Page
have included links to “Applications,” “Apps,” or “Applications
and Websites” that, when clicked, have taken users to a page
containing “Friends’ App Settings,” which would allow users to
restrict the information that their Friends” Apps could access.

16. However, in many instances, the links to “Applications,”
“Apps,” or “Applications and Websites” have failed to disclose
that a user’s choices made through Profile Privacy Settings have
been ineffective against Friends’ Apps. For example, the
language alongside the Applications link, depicted in Paragraph
10, has stated, “[c]ontrol what information is available to
applications you use on Facebook.” (Emphasis added). Thus,
users who did not themselves use applications would have had no
reason to click on this link, and would have concluded that their
choices to restrict profile information through their Profile
Privacy Settings were complete and effective.

Count 1

17. As described in Paragraphs 10-13, Facebook has
represented, expressly or by implication, that, through their
Profile Privacy Settings, users can restrict access to their profile
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information to specific groups, such as “Only Friends” or
“Friends of Friends.”

18. In truth and in fact, in many instances, users could not
restrict access to their profile information to specific groups, such
as “Only Friends” or “Friends of Friends” through their Profile
Privacy Settings. Instead, such information could be accessed by
Platform Applications that their Friends used. Therefore, the
representation set forth in Paragraph 17 constitutes a false or
misleading representation.

FACEBOOK’S UNFAIR AND DECEPTIVE DECEMBER
2009 PRIVACY CHANGES
(Count 2 and Count 3)

19. On approximately November 19, 2009, Facebook changed
its privacy policy to designate certain user information as
“publicly available” (“PAI”). On approximately December 8,
2009, Facebook began implementing the changes referenced in its
new policy (“the December Privacy Changes”) to make public in
new ways certain information that users previously had provided.

20. Before December 8, 2009, users could, and did, use their
Friends’ App Settings to restrict Platform Applications’ access to
their PAL. For example, as of November 2009, approximately
586,241 users had used these settings to “block” Platform
Applications that their Friends used from accessing any of their
profile information, including their Name, Profile Picture, Gender,
Friend List, Pages, and Networks. Following the December
Privacy Changes, Facebook users no longer could restrict access
to their PAI through these Friends’ App Settings, and all prior
user choices to do so were overridden.

21. Before December 8, 2009, users could, and did, use their
Profile Privacy Settings to limit access to their Friend List.
Following the December Privacy Changes, Facebook users could
no longer restrict access to their Friend List through their Profile
Privacy Settings, and all prior user choices to do so were
overridden, making a user’s Friend List accessible to other users.
Although Facebook reinstated these settings shortly thereafter,
they were not restored to the Profile Privacy Settings and instead
were effectively hidden.
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22. Before December 8, 2009, users could, and did, use their
Search Privacy Settings (available through the “Search” link on
the Privacy Settings Page depicted in Paragraph 11) to restrict
access to their Profile Picture and Pages from other Facebook
users who found them by searching for them on Facebook. For
example, as of June 2009, approximately 2.5 million users who
had set their Search Privacy Settings to “Everyone,” still hid their
Profile Picture. Following the December Privacy Changes,
Facebook users could no longer restrict the visibility of their
Profile Picture and Pages through these settings, and all prior user
choices to do so were overridden.

23. To implement the December Privacy Changes, Facebook
required each user to click through a multi-page notice, known as
the Privacy Wizard, which was composed of:

a. an introductory page, which announced:

We’re making some changes to give you
more control of your information and help
you stay connected. We’ve simplified the
Privacy page and added the ability to set
privacy on everything you share, from
status updates to photos.

At the same time, we’re helping everyone
find and connect with each other by
keeping some information — like your name
and current city — publicly available. The
next step will guide you through choosing
your privacy settings.

b. privacy update pages, which required each users to
choose, via a series of radio buttons, between new
privacy settings that Facebook “recommended” and
the user’s “Old Settings,” for ten types of profile
information (e.g., Photos and Videos of Me, Birthday,
Family and Relationships, etc.), and which stated:

Facebook’s new, simplified privacy settings
give you more control over the information
you share. We’ve recommended settings
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below, but you can choose to apply your
old settings to any of the fields.

and

c. a confirmation page, which summarized the user’s
updated Privacy Settings.

(See Privacy Wizard screenshots, Exhibit C).

24. The Privacy Wizard did not disclose adequately that users
no longer could restrict access to their newly-designated PAI via
their Profile Privacy Settings, Friends” App Settings, or Search
Privacy Settings, or that their existing choices to restrict access to
such information via these settings would be overridden. For
example, the Wizard did not disclose that a user’s existing choice
to share his or her Friend List with “Only Friends” would be
overridden, and that this information would be made accessible to
the public.

25. The information that Facebook failed to disclose as
described in Paragraph 24 was material to Facebook users.

26. Facebook’s designation of PAI caused harm to users,
including, but not limited to, threats to their health and safety, and
unauthorized revelation of their affiliations. Among other things:

a. certain users were subject to the risk of unwelcome
contacts from persons who may have been able to infer
their locale, based on the locales of their Friends (e.g.,
their Friends’ Current City information) and of the
organizations reflected in their Pages;

b. each user’s Pages became visible to anyone who
viewed the user’s profile, thereby exposing potentially
controversial political views or other sensitive
information to third parties — such as prospective
employers, government organizations, or business
competitors — who sought to obtain personal
information about the user;
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c. each user’s Friend List became visible to anyone who
viewed the user’s profile, thereby exposing potentially
sensitive affiliations, that could, in turn, reveal a user’s
political views, sexual orientation, or business
relationships, to third parties — such as prospective
employers, government organizations, or business
competitors — who sought to obtain personal
information about the user; and

d. each user’s Profile Photo became visible to anyone
who viewed the user’s profile, thereby revealing
potentially embarrassing or political images to third
parties whose access users previously had restricted.

Count 2

27. As described in Paragraph 23, Facebook has represented,
expressly, or by implication, that its December Privacy Changes
provided users with “more control” over their information,
including by allowing them to preserve their “Old Settings,” to
protect the privacy of their profile information.

28. As described in Paragraph 24-26, Facebook failed to
disclose, or failed to disclose adequately, that, following the
December Privacy Changes, users could no longer restrict access
to their Name, Profile Picture, Gender, Friend List, Pages, or
Networks by using privacy settings previously available to them.
Facebook also failed to disclose, or failed to disclose adequately,
that the December Privacy Changes overrode existing user
privacy settings that restricted access to a user’s Name, Profile
Picture, Gender, Friend List, Pages, or Networks. These facts
would be material to consumers. Therefore, Facebook’s failure to
adequately disclose these facts, in light of the representation
made, constitutes a deceptive act or practice.

Count 3

29. As described in Paragraphs 19-26, by designating certain
user profile information publicly available that previously had
been subject to privacy settings, Facebook materially changed its
promises that users could keep such information private.
Facebook retroactively applied these changes to personal
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information that it had previously collected from users, without
their informed consent, in a manner that has caused or has been
likely to cause substantial injury to consumers, was not
outweighed by countervailing benefits to consumers or to
competition, and was not reasonably avoidable by consumers.
This practice constitutes an unfair act or practice.

SCOPE OF PLATFORM APPLICATIONS’ ACCESSTO
FACEBOOK USERS’ INFORMATION
(Count 4)

30. Facebook has disseminated or caused to be disseminated
numerous statements to users stating that Platform Applications
they use will access only the profile information these
applications need to operate, including, but not limited to:

a. the following statement, which appeared within a
dialog box that each user must click through before
using a Platform Application for the first time:

Allowing [name of Application] access will
let it pull your profile information, photos,
your friends’ info, and other content that it
requires to work.

(Authorization Dialog box, Exhibit D); and

b. the following additional statements on
www.facebook.com:

i.  Applications you use will access your Facebook
information in order for them to work.

(Facebook Privacy Settings: What You Share, Exhibit
E); and

ii. ~ When you authorize an application, it will be able
to access any information associated with your
account that it requires to work.

(Facebook Privacy Settings: How Applications Interact
With Your Information, Exhibit F).



12 FEDERAL TRADE COMMISSION DECISIONS
VOLUME 154

Complaint

31. Contrary to the statements set forth in Paragraph 30, in
many instances, a Platform Application could access profile
information that was unrelated to the Application’s purpose or
unnecessary to its operation. For example, a Platform Application
with a narrow purpose, such as a quiz regarding a television show,
in many instances could access a user’s Relationship Status, as
well as the URL for every photo and video that the user had
uploaded to Facebook’s web site, despite the lack of relevance of
this information to the Application.

Count 4

32. As set forth in Paragraph 30, Facebook has represented,
expressly or by implication, that it has provided each Platform
Application access only to such user profile information as the
Application has needed to operate.

33. In truth and in fact, as described in Paragraph 31, from
approximately May 2007 until July 2010, in many instances,
Facebook has provided Platform Applications unrestricted access
to user profile information that such Applications have not needed
to operate. Therefore, the representation set forth in Paragraph 32
constitutes a false or misleading representation.

FACEBOOK'’S DISCLOSURE OF USER INFORMATION
TO ADVERTISERS
(Count b)

34. Facebook has displayed advertisements (“ads”) from third-
parties (“Platform Advertisers”) on its web site.

35. Facebook has allowed Platform Advertisers to target their
ads (“Platform Ads”) by requesting that Facebook display them to
users whose profile information reflects certain “targeted traits,”
including, but not limited to:

a. location (e.g., city or state),
b. age,
C. Sex,

d. birthday,
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“Interested in” responses (i.e., as described in
Paragraph 6(b), whether a user is interested in men or
women),

Relationship Status,
Likes and Interests,

Education (e.g., level of education, current enrollment
in high school or college, affiliation with a particular
college, and choice of major in college), and

name of employer.

36. Facebook has disseminated or caused to be disseminated
numerous statements that it does not share information about its
users with advertisers, including:

a.

Facebook may use information in your profile without
identifying you as an individual to third parties. We
do this for purposes such as . . . personalizing
advertisements and promotions so that we can provide
you Facebook. We believe this benefits you. You can
know more about the world around you and, where
there are advertisements, they’re more likely to be
interesting to you. For example, if you put a favorite
movie in your profile, we might serve you an
advertisement highlighting a screening of a similar one
in your town. But we don’t tell the movie company
who you are.

(Facebook Privacy Policy, November 26, 2008, Exhibit

G).
b,

We don’t share information with advertisers without
your consent . . . We allow advertisers to choose the
characteristics of users who will see their
advertisements and we may use any of the non-
personally identifiable attributes we have collected
(including information you may have decided not to
show other users, such as your birth year or other
sensitive personal information or preferences) to select
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the appropriate audience for those advertisements. For
example, we might use your interest in soccer to show
you ads for soccer equipment, but we do not tell the
soccer equipment company who you are . . . Even
though we do not share your information with
advertisers without your consent, when you click on or
otherwise interact with an advertisement, there is a
possibility that the advertiser may place a cookie in
your browser and note that it meets the criteria they
selected.

(Facebook Privacy Policy, November 19, 2009, Exhibit

H).

C.

We do not give your content to advertisers. (Facebook
Statement of Rights and Responsibilities, May 1, 2009,
Exhibit I).

Still others asked to be opted-out of having their
information shared with advertisers. This reflects a
common misconception about advertising on
Facebook. We don't share your information with
advertisers unless you tell us to ([e.g.,] to get a sample,
hear more, or enter a contest). Any assertion to the
contrary is false. Period . . . we never provide the
advertiser any names or other information about the
people who are shown, or even who click on, the ads.

(Facebook  Blog, http://blog.facebook.com/blog.php,
“Responding to Your Feedback,” Barry Schnitt, April 5,
2010, Exhibit J).

e.

We never share your personal information with
advertisers. We never sell your personal information
to anyone. These protections are yours no matter what
privacy settings you use; they apply equally to people
who share openly with everyone and to people who
share with only select friends.

The only information we provide to advertisers is
aggregate and anonymous data, so they can know how
many people viewed their ad and general categories of
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information about them.  Ultimately, this helps
advertisers better understand how well their ads work
so they can show better ads.

(Facebook Blog, http://blog.facebook.com/blog.php, “The
Role of Advertising on Facebook,” Sheryl Sandberg, July
6, 2010, Exhibit K).

37. Contrary to the statements set forth in Paragraph 36(a)-(d),
in many instances, Facebook has shared information about users
with Platform Advertisers by identifying to them the users who
clicked on their ads and to whom those ads were targeted.
Specifically, from at least September 2008 until May 26, 2010,
Facebook designed and operated its web site such that, in many
instances, the User ID for a user who clicked on a Platform Ad
was shared with the Platform Advertiser.

38. As a result of the conduct described in Paragraph 37,
Platform Advertisers potentially could take steps to get detailed
information about individual users. For example, a Platform
Advertiser could use the User ID to:

a. access the user’s profile page on www.facebook.com,
to obtain his or her real name, and, after December 8,
2009, other PAI which has included a user’s Profile
Picture, Gender, Current City, Friend List, Pages, and
Networks;

b. combine the user’s real name with:

I. any targeted traits used for the ad the user clicked
(e.g., if the ad targeted 23-year-old men who were
“Interested In” men and “liked” a prescription
drug, the advertiser could ascribe these traits to a
specific user); and

ii. information about the user’s visit to the
advertiser’s website, including: the time and date
of the visit, the pages viewed, and time spent
viewing the ad (collectively, *“browsing
information”); and
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c. over time, combine the information described in
subparts (a) - (b) with targeting traits related to
additional ads or other information about the user’s
browsing activities across the web.

39. In addition, contrary to the statements set forth in
Paragraph 36, Facebook has shared information about users with
third parties that advertise on certain Platform Application web
sites (“Application Advertisers”), by identifying to them the
specific users who visited these applications. Specifically, at
various times relevant to this Complaint, when a user visited
certain Platform Applications, Facebook disclosed the user’s User
ID, in plain text, to any Application Advertiser that displayed an
ad on the application’s web page.

40. As a result of the conduct described in Paragraph 39,
Application Advertisers potentially could take steps to get
detailed information, similar to those steps described in Paragraph
38(a), (b)(ii), and (c), regarding the user and his or her activities
on any Platform Application web site where the advertiser
displayed an ad.

Count 5

41. As set forth in Paragraph 36, Facebook has represented,
expressly or by implication, that Facebook does not provide
advertisers with information about its users.

42. In truth and in fact, as described in Paragraphs 37-40,
Facebook has provided advertisers with information about its
users. Therefore, the representation set forth in Paragraph 41
constitutes a false or misleading representation.

FACEBOOK'’S DECEPTIVE VERIFIED APPS PROGRAM
(Count 6)

43. From approximately May 2009 until December 2009,
Facebook operated a Verified Apps program, through which it
designated certain Platform Applications as “Facebook Verified
Apps” (“Verified Apps”).
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44. Facebook provided each Verified App with preferential
treatment compared to other Platform Applications, including, but
not limited to:

a.

a Verified Apps badge, the same or similar to the
badge depicted below, for display on the application’s
profile page on www.facebook.com; and

a green check mark alongside the Platform
Application’s name, and higher ranking among search
results, on www.facebook.com and within Facebook’s
Application Directory.

45. To apply for the Verified Apps badge, a Platform
Application developer paid Facebook a fee of $375, or $175 for a
student or nonprofit organization. Facebook awarded the badge to
approximately 254 Platform Applications.

46. Facebook has disseminated or caused to be disseminated
statements to consumers conveying that it has taken steps to
verify the security of Verified Apps, compared to the security of
other Platform Applications, including:

a.

b.

the Verified Apps badge, described in Paragraph 44(a);

the Verified Apps green check mark, described in
Paragraph 44(b); and

the following statements on its website:

i. Application Verification Facebook is introducing
the Application Verification program which is
designed to offer extra assurances to help users
identify applications they can trust --
applications that are secure, respectful and
transparent, and have demonstrated
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commitment to compliance with Platform
policies.

(Press Release, “Facebook Expands Power of Platform
Across the Web and Around the World,” July 23,
2008, Exhibit L (latter emphasis added)); and

ii. What are Verified Applications?

Verified applications have passed a detailed
Facebook review to confirm that the user
experience they provide complies with Facebook
policies. Verified Applications have committed to
be transparent about how they work and will
respect you and your friends when they send
communication on your behalf.

What is the green check mark next to some
applications?

Applications that choose to participate in
Facebook’s Application Verification Program
receive a green check mark when they pass
Facebook’s detailed review process. The review
process is designed to ensure that the
application complies with Facebook policies. In
addition, Verified applications have committed to
be transparent about how they work and will
respect you and your friends when they send
communication on your behalf.

(Facebook Help Center FAQ, Exhibit M (emphases
added)).

47. Contrary to the statements set forth in Paragraph 46,
before it awarded the Verified Apps badge, Facebook took no
steps to verify either the security of a Verified Application’s
website or the security the Application provided for the user
information it collected, beyond such steps as it may have taken
regarding any other Platform Application.
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48. As set forth in Paragraph 46, Facebook has represented,
expressly or by implication, that Facebook has permitted a
Platform Application to display its Verified Apps badge when
Facebook’s review of the security of such Applications has
exceeded its review of the security of other Platform Applications.

49. In truth and in fact, as described in Paragraph 47, in many
instances Facebook has permitted a Platform Application to
display its Verified Apps badge when its review of the
application’s security has not exceeded its review of other
Platform Applications. Therefore, the representation set forth in
Paragraph 48 constitutes a false or misleading representation.

FACEBOOK'’S DISCLOSURE OF USER PHOTOS AND
VIDEOS
(Count 7)

50. As described above, Facebook has collected and stored
vast quantities of photos and videos that its users upload,
including, but not limited to: at least one such photo from
approximately ninety-nine percent of its users, and more than 100
million photos and 415,000 videos from its users, collectively,
every day.

51. Facebook has stored users’ photos and videos such that
each one is assigned a Content URL — a uniform resource locator
that specifies its location on Facebook’s servers. Facebook users
and Platform Applications can obtain the Content URL for any
photo or video that they view on Facebook’s web site by, for
example, right-clicking on it. If a user or Application further
disseminates this URL, Facebook will “serve” the user’s photo or
video to anyone who clicks on the URL.

52. Facebook has disseminated or caused to be disseminated
statements communicating that a user can restrict access to his or
her profile information — including, but not limited to, photos and
videos that a user uploads — by deleting or deactivating his or her
user account. Such statements include:
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a. Deactivating or deleting your account. If you want
to stop using your account you may deactivate it or
delete it. When you deactivate an account, no user
will be able to see it, but it will not be deleted . . .
When you delete an account, it is permanently deleted
from Facebook.

* K *

Backup copies. Removed and deleted information
may persist in backup copies for up to 90 days, but
will not be available to others;

(Facebook Privacy Policy, November 19, 2009, Exhibit
H);

b. To deactivate your account, navigate to the “Settings”
tab on the Account Settings page. Deactivation will
remove your profile and content associated with your
account from Facebook. In addition, users will not be
able to search for you or view any of your information.

(Facebook Help Center FAQ, Exhibit N);

If you deactivate your account, your profile and all
information associated with it are immediately made
inaccessible to other Facebook users.

(Facebook Help Center FAQ, Exhibit O); and

If you deactivate your account from the “Deactivate
Account” section on the_Account page, your profile
and all information associated with it are immediately
made inaccessible to other Facebook users.

(Facebook Help Center FAQ, Exhibit P).

53. Contrary to the statements set forth in Paragraph 52,
Facebook has continued to display users’ photos and videos to
anyone who accesses Facebook’s Content URLs for them, even
after such users have deleted or deactivated their accounts.
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54. As set forth in Paragraph 52, Facebook has represented,
expressly or by implication, that after a user has deleted or
deactivated his or her account, Facebook does not provide third
parties with access to his or her profile information, including any
photos or videos that the user has uploaded.

55. In truth and in fact, as described in Paragraph 53, in many
instances, Facebook has provided third parties with access to a
user’s profile information — specifically photos or videos that a
user has uploaded — even after the user has deleted or deactivated
his or her account. Therefore, the representation set forth in
Paragraph 54 constitutes a false or misleading representation.

U.S.-EU SAFE HARBOR FRAMEWORK
(Count 8)

56. The U.S.-EU Safe Harbor Framework provides a method
for U.S. companies to transfer personal data outside of the
European Union (“EU”) that is consistent with the requirements
of the European Union Data Protection Directive (“Directive”).
The Directive sets forth EU requirements for privacy and the
protection of personal data. Among other things, it requires EU
Member States to implement legislation that prohibits the transfer
of personal data outside the EU, with exceptions, unless the
European Commission (“EC”) has made a determination that the
recipient jurisdiction’s laws ensure the protection of such personal
data. This determination is commonly referred to as meeting the
EU’s “adequacy” standard.

57. To satisfy the EU’s adequacy standard for certain
commercial transfers, the U.S. Department of Commerce
(“Commerce”) and the EC negotiated the U.S.-EU Safe Harbor
Framework, which went into effect in 2000. The Safe Harbor is a
voluntary framework that allows U.S. companies to transfer
personal data lawfully from the EU to the U.S. To join the Safe
Harbor, a company must self-certify to Commerce that it complies
with seven principles and related requirements that have been
deemed to meet the EU’s adequacy standard.
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58. The Safe Harbor privacy principles, issued by Commerce
on July 21, 2000, include the following:

NOTICE: An organization must inform
individuals about the purposes for which it
collects and uses information about them, how
to contact the organization with any inquiries
or complaints, the types of third parties to
which it discloses the information, and the
choices and means the organization offers
individuals for limiting its use and disclosure.
This notice must be provided in clear and
conspicuous language when individuals are
first asked to provide personal information to
the organization or as soon thereafter as is
practicable, but in any event before the
organization uses such information for a
purpose other than that for which it was
originally collected or processed by the
transferring organization or discloses it for the
first time to a third party.

CHOICE: An organization must offer
individuals the opportunity to choose (opt out)
whether their personal information is (a) to be
disclosed to a third party or (b) to be used for a
purpose that is incompatible with the
purpose(s) for which it was originally collected
or subsequently authorized by the individual.
Individuals must be provided with clear and
conspicuous, readily available, and affordable
mechanisms to exercise choice.

59. From at least May 10, 2007, until the present, Facebook
has maintained a current self-certification to Commerce and has
appeared on the list of Safe Harbor companies on the Commerce
website. Pursuant to its self-certification, Facebook has
transferred data collected from its users in the EU to the U.S. for
processing.

60. From approximately May 2007 until the present, Facebook
has stated in its Privacy Policy that it participates in, adheres to,
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and/or complies with “the EU Safe Harbor Privacy Framework as
set forth by the United States Department of Commerce.” (See
Facebook Privacy Policy, November 26, 2008, Exhibit G;
Facebook Privacy Policy, November 19, 2009, Exhibit H;
Facebook Privacy Policy, December 9, 2009, Exhibit Q;
Facebook Privacy Policy, April 22, 2010, Exhibit R; Facebook
Privacy Policy, December 22, 2010, Exhibit S). Similarly, from
approximately November 19, 2009 until the present, Facebook
has stated on the Commerce website that it “adheres to the U.S.
Safe Harbor Framework developed by the U.S. Department of
Commerce and the European Union.”

Count 8

61. As described in Paragraphs 59-60, Facebook has
represented, expressly or by implication, that it has complied with
the U.S. Safe Harbor Privacy Principles, including the principles
of Notice and Choice.

62. In truth and in fact, as described in Paragraphs 10-42 and
50-55, in many instances, Facebook has not adhered to the U.S.
Safe Harbor Privacy Principles of Notice and Choice. Therefore,
the representation set forth in Paragraph 61 constitutes a deceptive
act or practice.

63. The acts and practices of Respondent as alleged in this
complaint constitute unfair or deceptive acts or practices, in or
affecting commerce, in violation of Section 5(a) of the Federal
Trade Commission Act.

THEREFORE, the Federal Trade Commission this twenty-
seventh day of July, 2012, has issued this complaint against
Respondent.

By the Commission, Commissioner Rosch dissenting and
Commissioner Ohlhausen not participating.



24 FEDERAL TRADE COMMISSION DECISIONS
VOLUME 154

Complaint

Exhibit A

facebook  Home Profie  Frie Tnbox

& Privacy

Profile »
Cenirel who c=n s your orofile ané persanal mfamaten,

Swarch
Contral v o2 sssnch for you, and how Yol can be contacted,

== HNews Feed and Wall »
Control what stories sbout you get pubishes t your prefie snd to vour Fiends' News Feess,

Applications b
o wnation s 2valable 1o spplcations you se on Secebook.

Block Peaple Person
Tf vous block suetre, tiy wil ot e sble i find vou m
1 = Facebock ssach, see pour profie. of HterEct A1t

Yo trrough Facesaok channsle (. = Wil pests,

Poke, etz.). Any Facecaok tes you currently have Wi

2 person you blods wil be broken {for examae,

Fisediship coonesions, Relatonshp Stahs, =iz . Note

that blecking someo e iy ok pievet al

COMTUNEZT0RE 3a MEFaCtons I g party

=oplicatiors, and doee not extend to sisewhere on the

Internct.

About Adverisng Developers Jobe Tema = FrdFriends Privecy

facebook

& Privacy » Profile

m Contat Information

Contral yho £an 3e bour profie and related informiaton, Vist the Appicanans paoe in order to chanoe settings for

apleatons
See fow = friend sees pour orofile: name
1 profile @ | Ony Frience M| =)
2 BasicInfo @ | D Friende M| 12
3 PersonalInfo B | Only Friesds | =1
A stawsupdates @ | Only Friende |
5 Phetos Taggedof You @ | OnyFneres o = =
1B Ed 1 Phat atbium
7 ideos Tagged of You @ | Driy Friees E |
3 erends @ | oy Freves & | 2
Wall Posts 4] Friends mey post to my al 9 21
10 & | onyFriends -
1] Education Info @ | Ociy Frierds & =21
12 work o @ | Oy Fricreis | 151

Bicon- |5 & @& @




FACEBOOK, INC.

Complaint

Exhibit B

25



FEDERAL TRADE COMMISSION DECISIONS

26

VOLUME 154

Complaint

Exhibit C

MO Jog diys

U JuDAIIAT 1D
SRUAL I L

B3y SH0Mm AJDAID MDY INOGE JOW W e no,, sBumes
Azeaud anoA Buisooy> yEnosus noA apink [w dans sxau AL

AGe|ene ARQnE—AIR N pur
WUTY INOA 3Y(—UoREULOjU| 3was Bupdaay Ag JaYID YIEI Yim
13UW03 PUR pul) dudhians Buid@y 2w S LTS 3l Ty

“so10yd o sTEpdn SMEs wadj ey nod Bujyrhiana

g Axeajad 195 o Al jige 241 pappe put abied Adealsd

WY PaY)OULIS B8 M PIDAULGD ARIS NOA diay pue LofituLIayW
ANOA J0 |0UIUD3 oW noA a6 ol saBuryd Awos Bupselw 3, am

WaWasunouuy AJeAud &)

joogqeaej wouj abessaw Jueuodw|

auo dajs :piezim Adealld



27

FACEBOOK, INC.

Complaint

sepmivsal o) S| G Sy

sBunias Asesud Jnok ajepdn astagd o

om3l dais :piezim AdeAlld



FEDERAL TRADE COMMISSION DECISIONS

28

VOLUME 154

Complaint

20 paaiaad i THUIIRS WEaISNI JN0L

B e spuRiy Aja B0% URI NpURR 0 SR 209 D BUDAZINY

sBumas Aseaisd 1noA Bunepdn soj nok yuey) [

33.y3 daj3s :piezim Loealld



29

FACEBOOK, INC.

Complaint

Exhibit D

FIASRY JO S | Al
J0 200 inad Ui 350 JO SULD) NOOgIIEY L
Duiswvag e 3t oA ‘Swpaadosd Ag

o) aubre one naA Buisr Ag
ol BURI60 2T NOA PUN LORRLLEUY INCA $52008 T)

o

‘HIOM 0] SBNDRS 31 JEY IURIUOD JAYID PUR "OJu| SPUBLY
inoA ‘sojoyd 'vopgewniopul ajyosd 1noA jnd 1) 18] ||| SSa208 _._E!c__(

55922y Mo||y



30

FEDERAL TRADE COMMISSION DECISIONS
VOLUME 154

Complaint

Exhibit E



31

FACEBOOK, INC.

Complaint

Exhibit F

Al B WOEe B A DR 10U B LOTRLLTHE [REOT 4L -
SORRUCHL MO (R 00 $R00 HR00SCRS .

ajau asesd

"SICUBIBLNEIT ORI LOTIICE o 0 PBRRENE 100 § 95 T I
iinﬁﬂaﬁnﬂio&x AOA ISNEIDY BOIRIY
40 FEP LRMG FRuRKoddle oA s of #jge 24 i ade kg g AR
FNOUTE AGEN0D 40 FRLE 208 R @ J0 SE2SN 0} PRI 534 IRBG S8 JRUT UOTTEIYEdR B i eI R0k T b

O GRICE Bl L 2D SRS AT
Jewanea A 19 ueody, Siepic 402 080 3T (D wTHTG AR 1R U020y TRy, Bueps s ed nogy Eanieiieds Ry
25 Serod 4 LONETRICE W 200 LD T, ISR 1 003 a0 TRERd AR IR 6 A000R0w BugRion & UDaRIa00R O A Rs
o] She0 sng 10 a0 s Ry s SReE Suliettion (Ao SO O ST R LARGINILE J0 S3OAL L0 J0RL00 8
SIS ATen0 DUEDKS 08 L0 §E 1IS055% JATRE PUR SURLY
EMO) J0 IRANTAT AL D0 156 S} 40 DRt RNGD S RUIGENN00E 16U H0U 355 00E NGRS UDHeID Ul RUCE SISH0R (RS T FL
FE] LRSS0 HPod MR TNOGE GOMRELOHIE PUR TR PUILY) § PR S04 S3prp)

SR tdda 34z 1 e ALt e 4o 1 A jo pusy wUBUM ¢
ENRIEIGR T R I0R0 SRier SO0 0BT a0 ey, Rurmen g a0 SR S USRI W T Sieaedy sedas,
Semne s w5 0G0 SRR S 9 Ul 4 UeiEniEnT LS 3R0R D R AR SRes I ueda asaed ERENA ATl
SAS0aE: St 9 SoaRtydoe L e i gn sl gl T SR g DRGNS BT SUSIE R Wik ALY S
BRI L) S U
o 5 BuRE pRee o Lo st Blaestay s fRusier Aol Bk S g0 iR soadenl o Barelugo g pumedds
LRSS Hy S AN BONRDAT (a0 I el 50 0] LU0 SR ENEA TR RE0U RS slumae
A U Bupiadan) U (RS R0 SPURY, N0 SR R SR SOILG PR jul RLOSR N0 Saj UDTRIS)L SSRI00 UED LSREDHICR B
“om 03 sannbas

IR JUT0IIE RDA (HM PIIRDOSSE UONRUWLOHE AUE SSA00E OF 2GR 3G || 1 “UoREXIEE WE 2TMOYINE NOA LB T

A e eRRG R e DT B Y e i G Ir0E W 13

(150 PUSLY PUR ‘SUNTIHE 3|00 LD LUTY

4BOAY DUES|| YIEDS 2| QR AN0A 1 DIGREnE S| JEYY UOGeLSOJL| BUY AJUD SSI0XE 0f 31 SMO0|fE HOOGade, ‘UoReite
UE HS[A SPURL EN0A 40 HOA JZABUBYE SPURLY INOA 46 N0 AG PITHORNE UDaq SeY uogeadde ue siaun 1

O QRO ANOA YA IR suoneddy MoK

suspesgidy « At




FEDERAL TRADE COMMISSION DECISIONS
VOLUME 154

Complaint

Exhibit G

This policy is effective as of Nevember 26, 2008.

Facebook Principles

We built Facebook to make it easy to share information with your friends and
people around you We understand you may not want everyone in the world to
have the information you share on Facebook; that is why we give you control of
your information. Cur default privacy settings limit the information displayed in
your profile to your networks and other reasonable community limitations that
we tell you about.

Facebook follows two core principles:

1. You should have control over your personal information,

Facebook helps you share information with your friends and people around you
You choose what information you put in your profile, including contact and
personal information, pictures, interests and groups you join. And you control
the users with whom you share that information through the privacy settings on
the Privacy page.

2. You should have access to the information others want to share,

There is an increasing amount of information available oul there, and you may
want to know what relates to you, your friends, and people around you. We
want to help you easily get that information

Sharing information should be easy. And we want to provide you with the
privacy tools necessary to control how and with whom you share that
information. If you have questions or ideas, please send them to
privacyifacebook com .

Safe Use of Facebook
For information for users and parents about staying safe on Facebook, click here.

Facebook's Privacy Policy

Facebook's Privacy Policy is designed to help you understand how we collect
and use the personal information you decide to share, and help you make
informed decisions when using Facebook, located at www .facebook.com and its
directly associated domains (collectively, "Facebook™ or "Website")
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By using or accessing Facebook, you are accepting the practices described in this
Privacy Folicy.

Facebook Is a licensee of the TRUSTe Privacy Program. TRUSTe is an
independent, non-profit organization whose mission is to build user's trust and
conifidence in the Internet by promoting the use of fair information practices.
This privacy statement covers the site www.facebook:com and its directly
associated domains, Because this Web site wants to demonstrate its commitment
to your privacy, it has agreed to disclose its information practices and have its
privacy practices reviewed for compliance by TRUSTe.

1f you have questions or concerns regarding this statement, you should first
contack our privacy staff at privacy®@facebook.com _ If you do not receive
acknowledgement of your inquiry or your inquiry has not been satisfactorily
addressed, you should contact TRUSTe Watchdog at
hitp:/fwww.lruste.org/eonsumers/watchdog_complainl.php. TRUSTe will then
serve as a liaison with us to resolve your concerns.

EU Safe Harbor Participation

We participate in the EU Safe Harbor Privacy Framework as set forth by the
United States Department of Commerce. As part of our participation in the safe
harbor, we have agreed to TRUSTe dispute resolution for disputes relating to our
compliance with the Safe Harbor Privacy Framework. If you have any
complaints regarding our compliance with the Safe Harbor you should first
contact us at privacy@facebook.com . If contacting us does not resolve your
complaint, you may raise your complaint with TRUSTe at

hittps/fwww truste.orgfusers/users_watchdog_intro.litml.

The Infarmation We Collect

When you visit Facebook you provide us with two types of information: personal
information you knowingly choose to disclose that is collected by us and Web
Site use information collected by us as you interact with our Web Site.

When you register with Facebook, you provide us with certain personal
information, such as your name, your email address, your telephone number,
your address, your gender, schools attended and any other personal or
preference information that you provide to us.

When you enter Facebook, we eollect your browser type and [P address. This
information is gathered for all Facebook visitors, In addition, we store certain
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information from your browser using "cookies." A cookie is a piece of data stored
o the user's computer tied to information about the user. We use session [0
cookies to confirm that users are logged in These cookies terminate once the user
closes the browser. By default, we use & persistent cookie thal stores your login
1D (but not your password) to make it easier for you to login when you come
back to Facebook. You can remove or block this cookie using the settings. in your
browser if you want to disable this convenience feature.

When you use Facebook, you may set up your personal profile, form

relationships, send s ges, perform searches and queries, form groups, set up
events, add applications, and transmit information through various channels. We
collect this information so that we can provide you the service and offer
personalized features. In most cases, we retain it so that, for instanee, you can
return bo view prier messages you have sent or easily see your friend list. When
you pdate information, we usually keep a backup copy of the prior version for
a reasonable period of fime to enable reversion to the prior version of that
information.

You post User Content (as defined in the Facebook Terms of Use) on the Site af
your own risk, Although we allow you to set privacy options that limit access to
your pages, please be aware that no 5e¢uri|:y measures are perlect or
impenetrable, We cannot control the actions of other Users with whom yvou may
chouse to share your pages and information. Therefore, we cannot and do not
guarantee that User Conlent you post on the Site will not be viewed by
unauthorized persans. We are not responsible for circumvention of any privacy
settings or security measures contamned on the Site. You understand and
acknowledge that, even after removal, copies of User Content may remain
viewable in ¢cached and archived pages or if other Users have copied or stored
your User Content.

Any improper collection or misuse of information provided on Facebook is &
violation of the Facebook Terms of Service and should be reported to
privacysifacebook com .

If you choose to use our invitation service to tell a friend about our site, we will
ask you for information needed to send the invitation, such as your friend’s email
address. We will send your friend an email ot instant message in your name
inviting him or her to visit the site; and may send up to two reminders to them.
Facebook stores this information to send invitations and reminders, to register a
friend connection if your invitation is accepted, to allow you to see invitations
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you have sent, and to track the success of our referral program. Your friend may
contact us at privacy@facebook. com to request that we remove this information
from our database.

Facebook may also collect information about you from other sources, such as
newspapers, blogs, instant messaging services, and other users of the Facebook
service through the operation of the service (e.g., photo tags) in order to provide
you with more useful information and a more personalized experience.

By using Facebook, you are consenting to have vour personal data transferred to
and processed in the United States.

Children Under Age 13

Facebook does not knowingly collect or solicit personal information from anyone
under the age of 13 or knowingly allow such persons to register. If you are under
13, please do nol attempt to register for Facebook or send any information about
yourself ta us, including your name, address, telephone number, or email
address. No one under age 13 may provide any personal information to or on
Facebook. In the event that we learn that we have collected personal information
from a child under age 13 without verification of parental consent, we will delete
that information as quickly as possible. If you believe that we might have any
information from or about a child under 13, please contact us at
privacyd@facebook.com .

Children Between the Ages of 13 and 18
We recommend that minors over the age of 13 ask their parents for permission
before sending any information about themselves to anyone over the nternet.

Use of Information Obtained by Facebook

When you register with Facebook, you create your awn profile and privacy
seltings. Your profile information, as well as your name, email and photo, are
displayed to people in the networks specified in your privacy settings to enable
you ko connect with people on Facebook. We may occasionally nse your name
and email address to send you notifications regarding new services offered by
Facebook that we think you may find valuable.

Prefile information is used by Facebook primarily to be presented back to and
edited by you when you access the service and to be presented to others
permittec bo view that information by your privacy settings. In some eases where
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your privacy settings permit it (e.g., posting to your wall), other Facebook users
may be able to supplement your profile.

Profile information you submit to Facebook will be available bo users of
Facebook who belong to at least one of the networks you allow to access the
information through your privacy settings (e.g., school, geography, friends of
friends), Your name, network names, and profile picture thumbnail will be
available in search results across the Facebook network and those limited pieces
of information may be made available to third party search engines. This is
primarily so your friends can find you and send a (rend request. People who see
your name in searches, however, will not be able to access yeur profile
information unless they have a relationship to you (friend, friend of friend,
member of your netwarks, ebe.) that allows such access based on your privacy
settings.

Facebook may send you service-related announcements from time to time
through the general operation of the service. For instance, if a friend sends you a
new message or poke, or someone posts on vour wall, you may receive an email
alerting you to that fact.

Generally, you may opt out of such emails from the Notifications page, though
Facebook reserves the right to send you notices about your account even if you
opt out of all veluntary email notifications,

Facebook may use information in your profile without identifying you asan
individual to third parties. We do this for purposes such as agpregating how
many people in a network like a band or movie and personalizing
advertisements and promaotions so that we can provide you Facebook. We
believe this benefits you. You can know more about the world around you and,
where there are advertiserments, they're more likely to be interesting to you. For
example, if you put a favorite movie in your profile, we might serve you an
advertisement highlighting a screening of a similar one in your town. But we
don’t tell the movie company whe you are:

We may use information aboul you that we collect from other sources, including
but not limited to newspapers and Internet sources such as b]ng,s,, instant

messaging services, Facebook Platform developers and other users of Facebook,
to supplement your profile. Where such information is used, we generally allow
you to specify in your privacy settings that you do not want this to be done or to
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take other actions that limit the connection of this information to your profile
(e.g., removing photo tag links).

Sharing Your Information with Third Parties

Facebook is aboul shating information with others — friends and people in your
networks — while providing you with privacy settings that restrict other users
from accessing your information. We allow you to choose the information you
provide to triends and networks through Facebook. Our network architecture
and your privacy settings allow you to make informed choices about who has
access to your information. We do not provide contact information to third party
marketers without your permission. We share your information with third
parties only in limited circumstances where we believe such sharing is 1)
reasonably necessary to offer the service, 2) legally required or, 3) permitted by
you For example:

Your News Feed and Wall may aggregate the information you provide and make
it available to your friends and network members according to your privacy
settings. You may set your preferences for your News Feed and Wall on your
Privacy page.

Unlike mosl sites on the Web, Facebook limits access to site information ky third
party search engine "crawlers” (e.g. Google, Yahoo, MSN, Ask). Facebeok lakes
action to block access by these engines Lo personal information beyond your
name, profile picture, and limited aggregated data about your profile (eg.
number of wall postings).

We may provide information to service providers to help us bring you the
services we offer, Specifically, we may use third parties to facilitate our business,
such as to host the service at a co-location facility for servers, to send out email
updates about Facebook, to remove repetitive information from our user lists, to
process payments for products or services, Lo offer an online job application
process, or bo provide search results or links (including sponsored Tinks). In
comnection with these offerings and business operations, our service providers
may have access to your personal information for use for a limited time in
conmection with these business activities. Where we utilize third parties for the

processing of any personal inf ion, we impl ble contractual
and technical protections limiting the use of that information to the Facebook-
specified purposes.

If you, your friends, or members of your network use any third-party
applications developed using the Facebook Platfarm ("Platform Applications"),
those Flatform Applications may access and share certain information about you
with others in accordance with your privacy settings. You may opt-out of any
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sharing o certain or all information through Platform Applications on the
Privacy Settings page. In addition, third party developers who have created and
operate Platform Applications ("Platform Developers”), may also have access to
your personal informatien (excluding your contact information) if you permit
Platfortn Applications to access your data. Before allowing any Platform
Developer to make any Platfarm Application available to you, Facebook requires
the Platform Developer to enter into an agreement which, among other things,
requires them ko respect your privacy settings and strictly limits their collection,
use, and storage of your information. However, while we have undertaken
contractual and technical steps to restrict possible misuse of such information by
such Platform Developers, we of course cannol and do not guarantee that all
Platform Developers will abide by such agreements, Please note that Facebook
does riot screen or approve Platform Developers and cannot control how such
Platform Developers use any personal information that they may obtain in
conmection with Platform Applications. In addition, Platform Developers may
require you to sign up to their own terms of service, privacy policies or other
policies, which may give them additional rights or impose additional ebligations
on you, so please make sure to review these terms and policies carefully before
using any Platform Application. You can report any suspected misuse of
information through the Facebook Platform and we will investigate any such
claim and take appropriate action against the Platform Developer up to and
including terminating their participation in the Facebook: Platform and/or other
formal legal action.

We oceasionally provide demonstration accounts that allow non-users a glimpse
into the Facebook world. Such accounts have only limited capabilities (e g,
messaging is disabled) and passwords are changed regularly to limit possible
misuse.

We may be required to disclose user information pursuant to lawful requests,
such as subpoenas or courl orders, or in compliance with applicable laws. We do
ot reveal information until we have a good faith belief that an information
request by law enforcement or private ltigants meets applicable legal standards.
Additionally, we may share account or other information when we believe it is
necessary bo comply with law, to protect our interests or property, to prevent
fraud or gther illegal activity perpetrated through the Facebook service or using
the Facebook name, or to prevent imminent bodily harm, This may include
sharing information with ather companies, lawyers, agents or government
agencies,

We let you choose to share information with marketers or electronic commerce
providers through on-site offers.
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We may offer stores or provide services jointly with other companies on
Facebook. You can tell when another company is involved in any store or service
provided on Facebook, and we may share customer information with that
company in connection with your nse of that store or service.

Facebook Beacon is 8 means of sharing actions you have taken on third party
sites, such as when you make a purchase or post a review, with your friends on
Facebook, In order to provide you as a Facebook user with clear disclosure of the
activity information being collected on third party sites and potentially shared
with your Iriends on Facebook, we collect certain information from that site and
present it to you after you have completed an action on that site. You have the
choice ta have Facebook discard that information, or to share it with your
friends.

Ta learn more about the operation of the service, we encourage you to read the
tutorial here. To opt out of the service altogether, click here.

Like many other websiles that interact with third party sites, we may receive
some information even if you are logged oul from Facebook, or that pertains to
non-Fagcebook users, from those sites in conjunction with the technical operation
of the system. In cases where Facebook receives information on users that are not
logged in, or on non-Facebook users, we do not attempt to associate it with
individual Facebook accounts and will discard it

If the ownership of all or substantially all of the Facebook business, or individual
business units owned by Facebook, Inc., were to change, your user information
may be transferred Lo the new awrier so the service can continue operalions. ln
any such transfer of information, your user infermatior would remain subject to
the promises made in any pre-existing Privacy Policy.

When you use Facebook, certain information you post or share with third parties
(€. a friend or someone in your network), such as personal information,
comments, messages, photos, videos, Marketplace lislings or other information,
may be shared with other users in accordance with the privacy settings vou
select. All such sharing of information is done at your own risk. Please keep in
mind that if you disclose personal information in your profile or when posting
comments, messages, photos, videos, Marketplace listings or other items , this
information may become publicly available.

Links

Facebook may contain links to other websites. We are of course not responsible
for the privacy practices of other web sites. We encourage our users ta be aware
when they leave our site to read the privacy statements of each and every web
site that collects personally identifiable information. This Privacy Policy applies
solely to information collected by Facebook.
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Third Party Adwvertising

Advertisements that appear on Facebook are sometimes delivered (or "served")
direclly to users by third party advertisers. They automatically recelve your [P
address when this happens. These third party advertisers may also download
caokies to your computer, or use other technologies such as JavaScript and "web
beacons (also known as “1x] gifs") to measure the effectiveness of thelr ads and
Lo personalize advertising content. Doing this allows the advertising network to
recopnize your computer each time they send you an advertisement in order to
measure the effectiveness of their ads and to personalize advertising content. In
this way, they may compile information about where individuals using your
compuber or browser saw their advertisements and determine which
advertisements are clicked. Facebook does not have access to or control of the
cookies that may be placed by the third party adverlisers. Third party advertisers
have ne access to your contact information stered on Facebook unless you
choose to share it with them_

This privacy policy covers the use of cookies by Facebook and does not cover the
use of cookies or other tracking lechnologies by any of its advertisers.

Changing or Removing Information

Access and control over most personal information on Facebook is readily
available through the profile editing tools, Facebook users may modify or delete
any of their profile Information at any time by logging into their account.
Information will be updated immediately. Individuals who wish to deactivate
their Facebook account may de so on the My Account page, Removed
mlormation may persist in backup copies for a reasonable period of time but will
not be generally available to members of Facebook.

Where you make use of the communication features of the service to share
information with other individuals on Facebook, however, (e.g,, sending a
persenal message Lo anather Facebook user) you generally cannol remave sueh)
commumications.

Security

Facebook takes appropriate precautions 1o protect our users' information. Your
account information is located on a secured server behind a firewall. When you
enter sensitive information (such as credit card number or your password), we
encrypt that information using secure socket layer technology (55L), (To learn
maore about S5L, go to hittp://en wikipedia orgfwiki/Secure Sockets Layer).




FACEBOOK, INC.

Complaint

Because email and instant messaging are not recognized as secure
communications, we request that you not send private information to us by
email or instant messaging services. If you have any questions about the security
of Facebook Web Site, please contact us at privacy@facebook.com

Terms of Use, Notices and Revisions

Your use of Facebook, and any disputes arising from it, is subject to this Privacy
Policy as well as our Terms of Use and all of its dispute resolution provisions
including arbitration, limitation on damages and choice of law. We reserve the
right to change our Privacy Policy and our Terms of Use at any time. Non-
material changes and clarifications will take effect immediately, and material
changes will take effect within 30 days of their posting on this site. If we make
changes, we will post them and will indicate at the top of this page the policy's
new effective date. If we make material changes to this policy, we will notify you
here, by email, or through notice on our home page. We encourage you to refer
ta this policy on an ongoing basis so that you understand our current privacy
policy, Unless stated otherwise, our current privacy policy applies Lo all
information that we have about you and your accotnt.

Contacting the Web Site

1f you have any questions about this privacy policy, please contact us at
privacy@facebook.com . You may also contact us by mail at 156 University
Avenue, Palo Alto, CA 94301
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Exhibit H

Facebook&€™s Privacy Policy.
Date of last revision: November 19, 2009,

We want to earn your trust by being transparent about how Facebook works, You should read this
policy in its entirety, but should pay particular attention to these three highlights:

* Facebook is designed to make it easy for you to share your information with anyone you
want. You decide how much information you feel comfortable sharing on Facebook and
you control how it is distributed through your privacy settings. You should review the
default privacy settings and change them il necessary to reflect your preferences. You
should also consider your settings whenever you share information.

Facebook is not just a website. It is also a service for sharing your information on
Facebook-enhanced applications and websites. You can control how yuu share
information with those third-party applications and websites th

ur application
settings and you can learn more about how information is shared wl‘lh them on our Abouf
Platform page. You can also limit how your [riends share your information with

applications through your privacy settings.

Facebook is a free service supported primarily by advertising. We will not share your
information with advertisers without your consent. We allow advertisers to select
characteristics of users they want to show their advertisements to and we use the
information we have collected to serve those advertisements.

This policy contains cight sections, and you can jump to each by sclecting the links below:

1. Introduction
2. Infnmmﬂmm
3.

1. Introduction

Questions. [f you have any guestions or coneerns about our privacy policy, contact our privacy kam
through this help page. You may also contact us by mail ar 1601 S, California Avenue, Palo Allo, CA
94304,

TRUSTe Program. Facebook is a certified licensee of the TRUSTe Privacy Seal Program. This means
that our privacy policy and practices have been reviewed by TRUSTe, an independent organization
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focused on reviewing privacy and scourity policies and practices. for compliance with its strict progrim
requirements, This privacy policy covers the website www facebook.com. The TRUSTe program covers
only information that is collected through this Web site, and does not cover other information, such as
information that may be collected through sofiwan: downloaded from Facebook.

1f you have any complaints about our policy or practices please fet us know through this help page . If
you are not satisfied with our response, you can contact TRUSTe.

&

Safe Harbor. Facebook also adheres to the Safe Harbor framework developed hy the U.S. Department
of Commerce and the Furopean Union, As pan of our participation in the Safe Harbor, we agree to
resolve all disputes you have with us in connection with our policies and practices through TRUISTe. To
view our certification, visit the U.S. Department of Commerce's Safe Harbor Web sitg.

Seope. This privacy policy covers all of Favehook, It does not, however, apply 1o entities that Facehook
does not own or control, such as Facebook-enhanced applications and websites. By using or ACCESSING
Facebook, you agree to our privacy practices outlined here.

No information from children under age 13, If you are under age |3, please do not allempt to register
for Facebook or provide any personal information about yourself to us. If we leamn that we have
collected personal information from a child under age 13, we will delete that information as quiekly as
possible. If you believe that we might have any information from a child under age 13, please contact us

through this help page.

Parental participation. We strongly recommend that minors 13 years of age or older ask their parents
for permission before sending any information about themselves to anyone over the Internet and we
encourage parents to teach their children about safe intemet use practices, Matwerials o help parents wik
ta their children abour safe internet use can he found on this help page.

2. Information We Receive
Information you provide to us:

Personal information, When you sign up for Facebook you provide us with your name, email, gender,
andl birth date. During the registration process we give you the opportunity o provide additional profile
information, such as where you wenl Lo school und where you work, and to add a picture of yourself, o
help your fiiends connect with you. In some cases we may ask for additional information for security
reasons or Lo provide specific services 10 you, Onee you regisler you can visil your profile at any tme 1o
add or remove personal information about yourself. You can add basic information about yourself, such
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as information about your hometown, family. relationships, and your political and religious views. You
can also add other information about yourself including vour sctivities, interests, contact information, as
well as more information aboul your education and job history.

Content. Onc of the primary reasons people use Facebook is 1o share coment with others. Examples
include when you update your status, upload or take a photo, upload or reeond a Video, share a link,
creale an event or a group, make a cominent, write something on someoned€™ s Wall, write a note, or
send someonc o message. If you do not want us 1o store metadata associated with content you share on
Facebook (such as photos), please remove the metadata before uploading the content.

Transactional Information. We may retain the details of wansactions or payments you make on
Fucebook. However, we will only keep your payment soutce sccount number with your consent,

Friend Information. We offer contact importer wols to help you upload your friends3€™ addresses so
that you can find your friends on Facebook, and invite your contacts who do not have Facebook
accounts to join. If you do aot want us 1o store this information, visit this help page. If you give us your
password to rewrieve those contacts, we will not store your password afier you have uploaded yeour
contacsa€™ information.

Laocation Information. When vou share your location with others or add a location to something you
post, we treat that like any other content you post (for example. it is subject to vour privacy setlings). If
We offer a service that suppons this type of location sharing we will present you with an opt-in choice
of whether you want to paricipate.

Information we collect when you interact with Facebook:

Site activity information, We keep track of the actions you take on Facebook, such as adding a friend,
becoming o fan of & Facchook Page. joining a group or an event, creating a photo album, sending a gift,
poking another user, indicating you #€wliked€ a post, atending an event, or authorizing an application,
In some cascs you are also taking an action when you provide informition of content (o us, For
example, if you share a video, in addition 1o storing the aciual content you uploaded, we might log the
fact you shared it,

Access Device and Browser Information. When you access Facebook from a computer, mobile phone,
or other device, we may colleet information from that device about your browser type, location, and 1P
adelress, as well us the pages you visit.

Cookie Information. We use "cookies™ (small pieces of data we store for an extended period of time on
wour computer, mobile phone, or other device) to make Facebook easier (o use. 0 make cur advertising
better, and to protect both you and Facebook. For example, we use them to store your login 113 (but
never your password) 1o mike it easier for you to login whenever you come back to Facebook, We also
use them 1o confirm thal you are lopged into Facebook, and to know when you are interacting with
Facebook Platform applications and websites, our widgets and Share buttons. and our adveis

You can remove or block cookies using the settings in your browser, but in some cases that may impact
wour ability 1o use Facchook.

Information we receive from third parties:

Facehook Platform and Facebook Conneet. We do not own or operate the applications that you use
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through Facebook Platforin (sach as games and utilities) or the websites that you interact with through
Facebook Connect. We refer to them as A€ @ Facebook-enhancedd€ applications and websites because
they use our Platform to provide you with social fi . Whi you authorize & Facebook-
enhanced application or websile, we will receive mformation from them, including information abour
actions you take, In some cases, in order (o personalize the process of connecting, we may receive 4
limited amount of information even belore you anthorize the application or website,

Information from other websites. We may instilule programs with advertising parners and other
websites in which they share information with us:

- We may ask advertisers to 1ell us how our users responded to the ads we showed them (and for
comparison purposes, how other bsers who didni€™ t see the ads scted on their site). This data sharing,
commonly known as 4€econversion racking € helps us measure our advertising effectiveness and
improve the quality of the advertisements you see.

- We may receive information about whether or not youd€™ ve scen or interacted with certain ads on
other sites in order o measure the effectiveness of those ads.

Ifin any of these cases we receive data thar we do not already have, we will i€eanony mized€ it within
180 days. meaning we will stop associating the inf ion with any particular user. IT we institute these
privgrims, we will only use the information in the ways we explain i the §€eHow We Use Your
Informationd€ section below .

Information from other users. We may collect mformation sboul you from other Facebook sers, such
s when a friend tags you in o photo or video, provides friend details, or indicates a relationship with
wou. Youcan limit who can see that you have been ragged in o phote or video 8€* which we refer 1o as
photos or videos 4€wof med€ J€° in your privacy sellings.

3. Information You Share With Third Parties

Wi take steps to ensure that others use information that you share on Facebook in o manner consistent
with your privacy setings, but we cannot guarantce that they will follow our rules. Read the following
section to leam more aboul how you can protect yoursell when you share information with third parties_

Sharing information on Facebook. We designed our privacy settings 1o enable you 1o contral how you
share your information on Facebook, You should review the default privaey seltings to make sure they
reflect your preferences. Here are some specific things 10 remember:

- You can control the visibility of most of the information you share on Facebook through thee privacy
seltings you select.

- Certain categories of information such as your name, profile photo, list of friends and pages vou are a
fan of, gender, and networks you belong to are eonsidercd publicly available, and therefore do not have
privacy settings. (We will soon stop using regional networks, but your geographic region will still be
considered publicly available). You can limit the ability of others 1o find this information on third party
search engines through vour search grivacy setlings-

- Sume of the content you share and the actions you take will show up on your fieads8E™ home pages
and other pages they visit.
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- Even after you remove information from your profile or delete your account. copies of that information
may remain viewable elsewhere to the extent it has been shared with others, it was otherwise distributed
pursuant o your privacy seitings, or it was copied or stored by other users.

« You understand that information might be re-shared or copied by other users.

- Certain types of communications that you send to other users cannot be removed, such as messages.

- When you post information on another useri€™ s profile or comment o another userd€™ s post, that
information will be subject o the other userf€™ s privacy seftings.

- If you use an external source to publish information to Facebook (such as a mobile application or &
Conneel site), you should cheek the privacy setting for that post, as it is set by that external source,

a€mEverynmaa€ Privacy Setting. Information set to 3€: yonei€ is publicly availabl

jon, may be d by everyone on the Internet {including people not logged into Facebook),
is subject to indexing by third party search engines, may be associaled with you outside of Facebook
(such as when you visit other sites on the intemet), and may be imported and exporied by us and others
without privacy limitations. The defaull privacy seting for certain types of information you post on
Facebook is el o d€weeveryone € You can review and change the default settings in your privacy
sellings. If you delere #€weveryoned€ content that yoo posied on Facebook, we will remove it from
your Facebook profile, but have no control over its use outside of Facebook.

Facebook Platform. As mentioned above, we do nol own or operate Facebook-enh d appli
or websites, That means that when you visit Facebook-enhanced applications and websites you arc
making your Facebook information available to someone other than Facebook. To help those
applications and siles operate, they reeeive publicly available information automatically when you visit
them, and additional information when yoo formally authorize or connect your Facehook account with
them. You can leam more details about which information the operators of those applications and
websiles can access on our About Platform page. Prior to allowing them w access any information about
you, we require them Lo agree to erms that imit their use of your information (which you can read
abour in Section 9 of our Stalement of Rights and Responsibilities ) and we use fechnical measures o
ensure that they only obtain amhorized information. We also give vou tools to contral how your
information is shared with them:

- You can choose to opt-out of Facebook Platform and Facebook Connect altogether through your

- You can block specific applications from accessing your information by visiting your application
seliings or the application3€™ s §€ e Aboutd€ page

- You can use your privacy sellings to limil which of your information is available to d€meveryoned€
(by default, every application and websile, including those you have not connected with, can acocss §
Eaceveryonch€ and other publicly available content)

- You can use your application settings o limit which of your information your friends can make
available 1o applications and websites
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= We may make information about the location of your compuler or sccess deviee and your age
available to Facebook 4€"enhanced applications and websites in order 1o help them implement
appropriate security measores and control the distribution of ape-appropriate conlent.

You should always review the policies of thind party applications and websites 1o make sure you are
comfortable with the ways in which they use information you share with ther. We do not guarantee that
they will fallow our rules. IF you find an application or websile thal violates our miles, you should report
the violation to s on this help page and we will take action s necessary,

Exporting Information. You (and those you make vour information available o) may use tools like
RSS feeds, mobile phone address books, or copy and paste functions, to capture and export information
from Facebook. including your information and information aboul you,

Advertisements. Sometimes the advertisers who present ads on Facehook use technological methods o
measure the effectiveness of their ads and 10 personalize advertising content. You may opt-out of the
placement of cookies by many of these sdvertisers here. You may also use your browser eookie setlings
to limit or prevent the placement of cookies by advertising networks.

Links. When vou click on links oo Facebook you may leave our site. We are not responsible for the
privacy practioes of other sites, and we encourage wou to read their privacy statements.

4. How We Use Your Information

We ise the information we collect 1 vy to provide 4 safe, elficient, and customized experience. Here
are some of the details on how we do that:

To manage the service. We use the information we collect to provide our services and features o you,
1o measure and improve those sevvices and features, and 1o provide you with customer SUppoIt. We use
the |n.furmar.wn to prevent potentially illegal activities, and to enforce our

. For example, we ash for your date of birth 1o verify thal you are over age |3 and so
that we can better limit your access to content and advertisements (hat ane not age appropriate. We also
use a variety of technological systems 1o detect and address anomalous activity and screen content to
prevent abuse such as spam. These efforts may on occasion result in o wmporary or permanent
suspension or termination of some functions for some wsers.

Ta contact you. We may contact you with service-related announcements from Hme 10 time. You may
opt out of all cc ions except | updates on your accoimt notifications page. We may
include content you see on Facebook in the emails we send 10 vou.

To serve personalized advertising to you. We dond€ ™ ¢ share your information with advertisers
without your consent. (An example of consent would be if you asked us 1o provide your shipping
address to an advertiser to receive a free sample.) We allow advertisers 1o choose the characteristics of
users who will see their advertisements and we muy use any of the non-personally identifiable attributes
we have collected (including information you may have decided not w show to other users, such as your
hirth year or other sensitive personal information or preferences) o select the appropriate audience for
those advertisements. For example. we might use your interest in soccer to show you ads for snecer
equipment. but we do not tell the soccer equipment company who you are. You can see the eriteria
advertisers may select by visiting our advertising page. Even though we do not share your information
with advertisers witholt vour corsent, when you click on or otherwise interact wilh an advertisement
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there is a possibility that the advertiser may place a cookic in your browser and note that it mees the
eniteria they selected.

To serve social ads. We aecasionally pair advertisements we serve with relevant inforsmtion we have
about you and your friends (0 make advertisements mare | ing-and more tailored o you and your
friends. For example, if you become & fan of a Page, we may display your name and profile photo next
1o an advertisement for thal Page that is displayed 1o your friecnds, We only share the personally
identifiable information visible in the social ad with the friend who can see the ad, You can opt out of
having your information used in social ads on this help page.

To supplement your profile. We may use information about you that we collect from other Facebook:
users o supplement your profile (such as when you are tagged in & photo or mentioned in 4 status
upidate). In such cases we generally allow you to direct how that information is shared in your privacy
settings or give you the ability to remove the content (such as allowing you to femove a photo tag of
wou) or limit iis visibility on Facebook.

To make Suggestions. We use your profile information, the addresses you import through our contact
importers, and other relevant information, to help you corinect with your friends. including making
sugpestions to you and other users that you connect with on Facebook. If you wan to limit your
visibility in suggestions we make to other people, you can adjust your search visibilily privacy selling, as
you will only be visible in our siggestions to the exlent you choose o be visible in public search
listings, You may also black specific individual users from being suggested 1o you and you from being
siggested w them.

Downlaadable Software. Cenain downloadable software applications and applets that we affer, such as
our browser loolbars and photo uploaders, ansmit data to us, We may not make a formal disclosure if
we believe our eollection of and use of the information is the abvions purpose of the appliedlion, stich
as the fact that we receive photas when you use our photo uplonder. IF we believe it is not ohvious thar
we are collecting or using such information, we will make a disclosure o you the first time You provide
the: information to us sa that you can decide whether you want 1o use that Teature.

Memorializing Accounts. If we are potified that a user is deceased, we may memorialize the userd€™ <
aecount. In such cases we restrict profile access to confirmed friends, and allow friends and family o
write on the userd€™ s Wall in remembrance. We may close an accotnt if we receive a formil request
from the userd€™ s next of kin or other proper legal request to do so,

5. How We Share Information

Facebook is about sharing information with others 8€™ friends and people in your networks 4€" while
providing you with povacy semtings that you can use to restrict other users from accessing your
information. We share your information with thind parties when we believe the sharing is permitted by
you, ressonably necessary to offer our services, or when legally required o do $o. For example!

When you make 3 payment, When you enter into transactions with others or make payments on
Facebook, we will only share transaction information with those thind parties necessary to complete the
transaction and will require those third parties to agree to respect the privacy of your information.

‘When you invite a friend to join. When you ask us toinvite s friend to join Facebook, we will send
your friend o message on your behalf using your name, We may also send up o wo rentinders Lo tem
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in your name, If your friend does nol want us 1o keep their mformation, we will remove it at their

reguest on this help page.

When you choose 1o share your information with marketers. You may choose to share information
with marketers or electronic commerce providers that are not associated with Facebook through on-site
offers. This is entirely at your diseretion and we will not provide your information to these marketers
without your consent.

To help your friends find you. By default, we make certain information you have posted to your profile
available in search results on Facebook to help your friends find you. However, you can sontrol wha has
access to this information, as well as who can find you in scarches, through your privacy setings. We
also partner with email and instant messaging providers to help their users identify which of their
contacts are Facebook users, 50 thal we can promote Facehook to those users.

To give search engines access to publicly available information. We g Iy limit search enginesd
€™ access W our site, We may allow them to access information set to the A€ @everyoned€ sctting and
your public search listing (but you can turn off your public search listing in your privacy seitings),

To help improve or promote our service, Sometimes we share aggregated information with third
parties to help improve or promote our service. But we only do so in such a way that no individual user
can be identified or linked to any specific action or information.

To provide you with services, We may provide information to service providers that help us bring you
the services we offer. For example, we may ose thind partics 1o help host our website, send oul email
updates aboul Facehook, remove repetitive information from our user lists, process payments, o provide
search results or links (including sponsored links). These service providers may have access to your
personal information for use for a limited time, but when (his oceurs we implemient reasonable

| and technical protections o limil their use of that information o helping us provide the

service.

To advertise our services. We may ask advertisers outside of Facehook to display ads promoting our
services. We may ask them to deliver those ads based on the presence of a cookie, but in dong so will
not share any other information with the sdvertiser.

To offer joint services. We may provide services jointly with ether companies, such as the classifieds
service in the Facebook Marketplace. 1f you use these services, we may share your mformation 1o
fucilitate that service. However, we will identify the partner and presem the joint service providerd€™ s
privacy policy to vou before vou use that service,

To respond to legal requests and prevent harm. We may disclose it i 1o sub

court orders, or other requests (including eriminal and civil matters) if we have a guod faith belief that
the response is required by law. This may include respecting requests from junsdictions outside of the
United States where we have a good faith belicf that the response is required by law under the Tocal
Laws in that jurisdiction, apply to users from that jurisdiction, and arc consistent with generally accepted
international standards. We may also share information when we have 4 good faith belief it is necessary
to prevent fraud or other illegal activity, 1o prevent imminent bodily harm, or to protect ourselves and
you from people violating our mmm&mhm This may include sharing
information with other companics, lawyers, courts or other govemment entities,
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Facebook Beacon, [We have announced a settlement of a lawsuit related to the Beacon product: the
Beacon product will be discontinued and this language removed from the privacy policy upon approval
of 4 settlement by the court.| Facebook Beacon is u means of sharing actions you have taken on third
party sites, such as when you make a purchase or post a review, with your friends on Facebool, In arder
1o provide you as a Facebook user with elear disclosure of the activity information being collected on
third party sites and potentially shared with your friends on Facebook, we collect certain information
From that site and present it 1o you after you have completed an action on that site. You have the choice
1o have us discard that information, or to share it with your friends. To learn more about the operation of
the service, we encourage you fo read the tutorial here. To opt our of the service altogether, click here
Like many other websites that interact with third party sites, we may receive some information even if
you are logged out from Facebook. or that pertains o non-Facebook users, from those sites in
conjunction with the technical operation of the system. In cases where we receive information from
Beacon sites on users that are not logged in, or on non-Facehook users, we do not attempt to associate it
with individual Facebook accounts and will discard it.

Transfer in the Event of Sale or Change of Control. If the o hip of all or ially all of our
business changes, we may transfer your information 1o the new owner so that the service can continue o
operite. In such a case, your information would remain subject w the promises made in any pre-existing
Privacy Policy.

6. How You Can View, Change, or Remove Information

Viewing and editing your profile. You may change or defete your profile information at any bme by
oing to your profile page and clicking §€wEdit My Profile 3€" Information will be opdated
imritediately, While you cannot delete your date of birth, you can use the setting on the info tab of your
profile mformation page to hide all or part of it from other users.

Delete uploaded contacts, If you use our contact importer to upload addresses, you can later delete the
list on this help page.

Deactivating or deleting your account. If you want 10 stop using your aceouni you may deactivaie it or
delete at. When you deactivate an account, no user will be able to see it. but it will not be deleted. We
save your profile mformation (friends, photos, interests, ete.) in case ¥ou later decide o resctivate your
account. Many users desctivale their sccounts for temporary teasons and m deing so are asking us to
maintain their information until they retum w Facebook, You will still have the ability 1o reactivate your
account and restore your profile in ils entirety. When you delete an account, it is permanently deleted.
You should enly delete your account if you are ceram you never want to reactivate it. You may
deactivate your account on your accounl seffings page or delete your account on this help page.

Limitations on removal. Even after vou remove information from your profile or delete your account,
copies of that information may retain viewable elsewhere to the extent it has been shared with others, it
was otherwise distributed pursvant to your privacy settings. or it was copied or stored by other users.
However, your pame will no longer be 1ated with that inf 1on on Facebook, (For example, if
you post something Lo another userd€™ s profile, and then you delete your account, that post may
remain, but be attributed o oan #€eAnonymons Facebook User 4€) Additionally, we may retyn eeriain
information w prevent identity thefl and other misconduct even if deletion has been requested.

Backup copies. Removed and deleted informution may persist in backup copies for up to 90 days, but
will pot be available to others.
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Non-user contact information. I a user provides your email address 1o us, and you are not a Facebook
user but you want us to delete your address, you can do so on this belp page. However, that request will
only apply 10 addresses we haye al the time of the request and not 1o any addresses that usess provide o
us later.

7. How We Protect Information

We do our best o keep your information secure, but we need vour help, For more detailed information
about staying safe on Facebook, visit the Facebook Sceurity Page.

Steps we take to keep your information secure. We keep your account information on a secuwed
server hehind a firewall, When you enter sensitive information (such as credit card numbers and
passwords), we encrypt that information using secure socket layer technology (SSL). We also use
automated and social measures to enhance securily, such as analyzing account behavior for frandulent or
otherwise anomalous behavior, may limit use of site featires in response 1 possible signs of abuse. may
remove inappropriate content or links 1o illegal content, and may suspend or disable accounts for
violations of our Statement of Rights and Responsibilities.

Risks inherent in sharing information. Although we allow you to set privacy options that limit access
o your information, please be aware that no security measures are parfect or impenctrable. We cannot
control the actions of other users with whom you share your information. We cannot guarantee that only
authorized persons will view your information. We cannot ensure thal information you share on
Facebook will not become publicly available. We are not responsible for thind party circumvention of
any priviacy settings or security measires on Facebook . You can reduce these risks by using common
semse security practices such as choosing a strong password, using different passwords for different
services, and using up to date antivinus software.

Report Violations. You should report any security violations to us on this help page.
#. Other Terms

Changes. We may change this Privacy Policy f ton ez 1 lined in the Facebook
. Unless stated n'lherwue. our curvent privacy policy applics to
all information that we have about you and vour account. If we make changes (o this Privacy Policy we

will nutLl"y you by publication here and on the Facebook Site Governance Page. You can make sure that
You receive notice directly by becoming a fin of the Facebook Site Governance Page.

Consent to Collection and Processing in the United States. By using Facebook, you consent to having
your personal data transferred to and processed in the United States.

Defined Terms. "Us." "we." "our,” "Platform” and "Facebook™ mean the same as they di in the
Statement of Rights and Responsibilities. $€ e nformationd€ and d€wecontenti€ are used more
generally and interchangeably here than in the Stement of Rights and Responsibilities unless otherwise
limited by the context,

Helpful links

5 .
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application sefings
m'v- -: :;un :.

accoun! notifications page

help page for complaints about our privacy policies or practices

help page to report use by a child under age 13

help page with info to help parents talk to children about safe internet use

[eporting an impostor
reporting a compromised account
requesting deletion of data for non-user

WA E contact
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of Rights and
of Rights and " ) Brincipies,
ralaticnshin with users and athers who (nteract with Facehook. By nsln( ar accessing Facebock, you agres tthis
Seatemient.
1, Privacy

Wour privacy is very impartant to s, We dasigned cur Privacy Policy te make imponant discosires 10 you about how
we collect and use the information you post on Facehook. We encourage you 1o read the Privacy Poficy, and to use
the informatian & contains to heka make informed desisions,

2. Sharing Your Content and Infarmatian
Youowr all of the content and information you poston Facebook, and vous @n controd how we share your content

Bh your privacy and WBE. W0 arder for us o use-certaln Iypes of content and provide you with
Facebook, you agres 1o the fallowing

21 Forcantent that i covered by Intellect ual property rights, like photos and videos [P content”), you mwdﬂmllf
ive us the following pesmission, subjees to our privacy nd  pol o Erant us
translarabile, subTcensable, rayalty-free, [res—1 cat om o in
conmection with Facobook [*IF Licarsa ™). This IP Lizense ends when you delete your IP content ar your accour
[@scape b the extent your content has been sharad wih cthars, and they have nat delated i,

22 Whan you deless IF eontent, it i déleted in 2 manner smilar to emptyng the recycle bin oh a computer.
However, you onderstand that remiaved content may persist in backup copies foe s remansdle pericd of time
[t ulll nait b available te others).

23 sther i dbaut Facebiook, but that we may e
them wnhm: any wllga:ler\ 8 Lomparsate you for them [Just as you have no obligation to offer them).

3. Safuty

W di cur best o ksep Facstiook safe, but we cannot guarantes . W nead your help in srderto do that, which
incluces the follawing commitrments:

3.1 vou wll net send or stherwise past : a5 spEm).

32 Youwll not exllect users’ information, or - usimg d faich
harvesting bats, robats, spiders, of scrapers) without our permission.

33 You will not upload viruses or sther makcious code.

34 You wil not solicit login access an i b I

35 Youwil not Bully, intimidate, er harass any user,

36 You will not post cantent that is hateful, threataning. pamagraphic, or that eantains audity ar graphic or
Fratukous vickenes,

A7 You will not develap ar coerate a thind party i i or advertise or atherwi +
alatied BT other matuns cantent without appropriate age-based restrictions.

58 You will not uie Faceboak to do anything unlawful, misieading, malicicus, or discriminasary,

39 Youwil or wialations of this

4. Registration and Acesunt Sacirity

Facebook wsers provide Uheir resl names and information, and wa naed yaur help o keep ft that way. Here are soma
commitments you maks ta us relating i ‘of your account:

4.1 You will rot provide any false persanal information on Facebosok, or create an account for anyone ceher than
paurset without permisaian.

42 You will not use Facaboak If you ke under 13,

43 Youwill not use Facebook if you sra located in @ cauntry embsngoed by the U5, or dre on the LS, Tres ey
Gagartmant’s lis1 of Specially Designated Nationaks

A4 You will not u=e Facabook If you are @ convicted sex affander.

[
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45 You will keep your contact information accurate and up-to-data

45 You will not share your passward, le ¥our aceaunt, or g hat mught jsopardize
the security of your sccount.

4.7 Youwill not transfier your acceunt 1o anyene without Test getting our wiitten pemiésslon.

5. Protecting Other People’s Rights

We resp ights, and te do the same.

5.1 Youwill not post content or take any action on Facebaok that infringes somenne else’s rights or ctherwse
violates the law.

53 W ¥ on Facaboak if we hat t uiclatos this

53 We whl previde you with tocls to help you protect irour intellectial property rights. Ta leamn more, visit osir Haw
\g.fmpart Cladns of \nbsHactusl Property infringemant page.

S i your cantent for wisa’s copyright, and you baliove we removed it by mistske,
we will pravide you with sn oppartunity to appeal.

3.5 i you gy paopla's prap ignts, wa disable your acoaunt when
appropriste.

56 Youwill nat e our copyrights ar trademaris |including Facoboak, the Facebook and F Logos, FB, Face, Pake,
Wall and 32665] without ous written parmissian,

57 Hyou collect fram s ors, i b carsent, maka & clear yau (and not Faceback] are the
anw callsceing their infarmation, and past a privacy policy explaining what informatian yeu cofiect and how yeu
wlll uza it

58 Youwill nat i il | ion on Facebook.

6. Mobile

61 i far froe. hut ploase be aware that your carrier’s normal rates and fees,,

stsch o teat massaging hoes, will still appsy.

B2 Inthe event you change or deactivata your mobile teaphare numbar, you will update wour acoount information
‘on Facabaok wWithin S8 hours (e ensune that your medsages ane nol senT to the parsan who acquires your oid
number.

7. Payments

1 you purchazs oF u=e Facebank Cradits, or make direct paymants, yaui agrae ta sur Payments Tarme.

B Spacial Provisians Applcable to Share Links

IF ol Incfuee curShare Link buttan an your website, the folawing additional terms apaly 1o yau,

B

Ve give you permission to use Faceboak's Share Link button so that wsers can post links o content from your
WakisiEa of Fasshoak,

B2 Yougive us permission to use such links and contant on Facobook.

B3 You will not place a Share Link button on any page # pasted
of Facabaek.
5 5p of and Websites

Il 'you are a developer or gperator of a Platform application or a website using Connect {“application”] or atherwise

e felioy pRly.£0 you:

%1 Youare responsible far your applicaton and s content and all uses you make of Mlatform. This Includes
emsuring your aoplication or use of Platfarm meats our Platform Guidelives.
8.3 When users sdd your ian ar their Faceboak account, they ive permitssinn far yols to recefns
cartaln data ralating tothem, Your aceess to and use of that data will ba lirited as fallews:
921 You will only use the data you recaive for your application, and will anly use it in cannection with
Facebans.




FACEBOOK, INC.

Complaint

422 You will make & cloar to usars what user da%a yau 3e geing te wse and how yau will use, deply, or shar

thae data.

42,5 You will ot use, display, orshare 2 usar's data in 3 mannar with the user
withaut the iser's Consent,

523 You will dalete all dara you recalvad fram us relating 1o any ssarwha remeves or disconnects fram your
apalication unless ctherwise permitted In our Platfonm Suidslines.

F25 You wil delete all dits you received fram Facebaok if we disable your application o ask you to dao sa.

2.5 W can require you to update any data you have recaived from us.

FLT We can limit your access o data.

928 You will not transder the dits You receive “‘ﬂlﬂ s without our prior cansent.

2.3 Youwill nat give v dasa that you Independently cobect from & user or 4 user's content withaut that user's

consant.
9.4 Vou will mike it easy for users to remove ordisconnect from your apglicatian.

3.5 Youwill make it essy for users to cONtAET you. Wi can o email s,
9.6 Youwilll pravid ‘suppontfar your

2.7 You will nat shiow ads or web s=sarch bomes on Facebook

FH W ghve you all rights necassary to wse the cods, APl [aleng with all eontant and dara receted), or tooks we
mrovide to you, but oaly in connection with yaur application.

9.8 You will nat sell, transfer, or sualicerse our coda, AF|5, of 1005 B9 Anyone.

F.10 You will ¥ to others.
911 You may use thea |oges wa make availabie 1 developens or isile 8 press relsass ar other public statement so
lang a3 you follaw our

912 Wi can lssue & press rele ase descritaing cur relationshio with you,
9.1 ¥ou will comaly with 3l apphcable lawe. i pertielar ey wil (if applisable):
W43.1 have a palicy for i repeat et cxarmipiies with thhi
Digital Milennium Copyright Act
9.13.2 camply with the Video Privacy Protection Act{"VPEA], and wil obitain explict, opt-in consent Irom ksers
{riar to sharng with 1o the VPPA. ¥ haz o
shiigations undes the WPPA.
9.14 We do nat guarantea that Platfarm will akways ba frag,
15 You give us all rights ¥ work with Fboetook, ineluding the right ta:
9151 Inenrporats your contant it streama. prafiles, and user actisn stariss
8152 link to or frame your applicatian; and
9.15.3 place content, including ads, around your apglication.
.16 W can an alyze your apalicatian, contant, and daxs far any purpess, indLding commerdal fsuch s for targeting
tha delvery of advartiserments and indsuing eontant for saarch).

.17 To ensure your & safe for users, it &
$.18 We can create opplicstions that offer similar features and services 1, o ctherwise campers with, yeur
aplicaticn,

10. About Advertisements om Facebook

Dus gkl it o duliver sds that are not onky valiabl T youl, I ordar to de tha, you
agree ta the fallowing:

101 ¥ou can use your privacy settngs to limit how your name and profile picture may be asseciated with commercial

wour nama and profile g with o

content, subject to the imits you placs.
10,2 We Ba not give your content Lo advertisers.
1z that wa may not ak h,

1L Special Provisions Applicable to Advertisers.

o can rangat your specifie audisnce by blyeng 3ds on Fagaboak or our gisilisher netwark. Tha fallowing sddsionsl
berme 2aply to v IFyau place an il partal {“Ordec"):

111 when you place an Ordar, you will il us the type of advensing you want 1 bay, the amaunt you want to
spend, snd your bid. Fwe accept your Order, we wil deliver yaur ads as inventory becomes svasilsble.

55




FEDERAL TRADE COMMISSION DECISIONS
VOLUME 154

Complaint

12 Wou will pay for yer Diders | with sur Payments Tanms, Th you owe witl be calculetes
Based an owr tracking mechanisms,

113 Wour ads will comply with gur Ad Gujdalines.

114 Wewlll dstermine the size. placement, and positioning of your acs,

115 We da ot guarantes the activity that your acs will recaive, sich as the number of clicks yau will get.

115 We cannct contrel how people Interact with your ads, and are not resporsibile for click fraud or othar
impraper actions that affect the cost af running sds.

17 \’ouwnutnlfu:mcmtm Or'swa spstakes [ "promotion”] without our prior writhen corsent, | we consant,

you take full far jan, and will Follow aur and all applicable
lawa.

118 ‘You can cancel your Order st any time through our onfine partsl, but it may take ussevan days aefore the ad
FTap Mg,

118 Our beenze ta run your ad will end when we b your Order. ¥ hawayer, that if
ey e Interacted with yaur ads, your acks may remain et the users delete it

1110 W ean usa your ads and reled for markating ar prirpasEs.

1113 You will not ssue any ar make abaut faur rel F

wiTTIRn parmission
1113 We.may rejuct o remave any ad for any reasan.

| your dre placing ads on someone else’s behalf, we need to make sure you heve permission to olace thosa ads,
imsluding the foliowing:

11,13 Yaul warrant that you have the hegal authority 1o Blnd m advertiser to this Satament.
11.14 You agres thit iF th You L we may ilale Tt thar
vialation.

12 Amendments

12.1 We can changs s lang s we provide i {umless yo opt-aut af such
nofice] and an copartunity te commant.
12.2 For changes ta sections 7, &, 9, and 11 {sections relating vo paymants, b peratars,

A adyertisers), wie will ghee you 8 mirimue of thees days natica, For sl other changes we will gae you 2
minimum of seven days natice.

123 If more than 7,000 users comment on the proposed change, we will aise give Yo the apporiunity (o participate
In @ veite in which yeu will ba pravided altarnsthes. The vets shall be binding on ws f mare than 30% of all acthes
registersd users as of the date of the noties vote,

12.4 Wa £an maks changes for legal ar adm inistraties reasars upnn patice without oppartunity ta comiment.

13 Termimation

I o iclaTe the ketter or spiit of This Statement, o otherwss creats possibie legal aupasure for us, we can szop.
providing all o« part of Facebook to you. Wie will ganarally try ta natify you, Sut have no cbligation to do #0, Tau may
aka.delete your account o disable your application at any tine. In all such coses, this Statament shall tarminats, but
this fallowieg provisions will still apaly: 2.2, 2.3, 35,8.2, 3.149.3,9.5,9.10,8.13, 9.15.1, 918, 10.5, 1.2, 115, 116
1148, 13,40, 1813, 1114, and 13-16, 4

4, Dispites

244 You will resobve any claim, cause of action or dispute | "clatm™] you have with o ssing sut of ar relating tothis
Sustarenl o Facubioak in b stite or fetiers] coun locsted i Santa Clar County, The laws of the State of
California l(cuum this stmnurx.as\wll asany chaim that mum.msuhamun wou and us, witheyul regard ta
confict of law i ag submit to the per of the taurts lecatsd In Sama Oara
County, Callfor for the pirpesa of feigating #4 sush claims.

A4.2 #f anyone brings a elaim againit s rll!wf ta yeur actians ar your contant on Facebaok, you will mde mny nd
nild o, lasses, of any kind |incliding resenabie legsl fees
and costs) related to-such claim.

14,3 'WE TRY TO KEEP FACERQOK UP, BUG-FREE. AND SAFE, BLUT YOLXLSE IT AT YOUR OWN RISKE. WE ARE FROVIDING
FACEBOOK "5 15° WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES INCLUDING, BUT NOT LIMITED TO, IMPUED
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WARRANTIES OF MERCHANTABILITY, FITNESS $OR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT. WE DO
IOT GUARBNTEE [HAT FACEB0DK WILL B S4FE OR SSCURE, FACEBOOK IS NOIT RESPONSIBLE FOR THE
ACTIONS OR COMTENT OF THIRD PARTIES, AMD ¥OU AELEASE US, OUR DIECTORS, OFFICERS, EMPLOYEES, AND
AGENTS FROM ANY CLAIMS AND DAMAGES, KNEWN AN LINKNOWN, ARISING DUT OF DH IN ANY WAY
CONNECTED WITH ANY CLAIM YOU HAVE AGAINST ANY SUCH THIRD PARTIES. IF YOU ARE A CALIFORNIA
RESIDENT, YOU WAINE CALIFORNIA CIVIL ODDE 51542, WHICH SAYS: A GENERAL RELEASE DOES NOT EXTEND
TG CLAIMS WHICH THE CREQITOR DOES NOT KNOW OR SUSPECT TO EXIST SN HIS FAVOR AT THE TIME OF
EXECUTING THE RELEASE, WHICH IF KNOWWN BY HIM MUST HAVE MATERIALLY AFFECTED HIS SETTLEMENT WITH
THE DEBTOR." WE WILL NOIT BE LIABLE TO YOU FOR ANY LOST PROFITS OR OTHER CONSEGUERTIAL, SPECIAL,
IMDIRECT, % INCIDENTAL DIAMAGES ARISING OUT OF R IN CONNECTION WITH THES STATEMENT OF
FACEBOOX, EVEM IF WE HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, DUR AGGREGATE
LIABILITY ARISING QLT OF THIS STATEMENT DR FACEBDOK WILL NOT EXCEED THE GREATER OF ONE HUNDRED
DROILLARS {5100 QR THE AMDLNT YOLI HAVE PAID US IM THE PAST TWELVE MONTHS, APPLICABLE LAW MAY
WOT ALLOW THE UMITATIIN DR EXCLUSICN OF LIABILITY R INCIDENTAL O CONSEQUENTLAL DAMAGES, S0
THE ABOVE LIMITATICN O EACLUSION MAY NOT APFLY T YOLL (N SUCH CASES, FACEROOK'S LIABILITY WILL
BE UMITED TO THE FULLEST ENTENT PERMITTED BY APPLICABLE LAW,

15, Definitlens

15,1 By “Facebook” we mean the features and serviess we make svailable, including through () aur websits at
wruny Facabooi,com and amy other Facebonk branded dod websitas | domal
imtematicnal versions, and mabile varsions; (b our Platfarm; and (o] other midis, davios or penwarks na
exiiting or later daveioped.

1528y " Wee” and “our” we masn Facebook, inc. and/ar its atfllates.

15.3 By “Platform” we mean a set of APls and h Cl i

Gperatan or seryiess ta

from Facebook and provide o g to Facebook Lsers.
154 8y “content” we L and you post on Facebsak, mcluding infor st
tha actions you take.

155 By “post” wo maan post on Faee beok or atherwie make svailabie 1o .
15.6 By “use” we mesn se, copy, publicly perfarm or display, distribute, modify, transiate. and create derivative
works of

16, Other

16,1 This Statement makes up the entire agroement batwasen the parties regarding Facabaok, and supersedes amy
prlar agrearments.

182 H Aty posticn af 1his Statement s found ta be unenforceable, the remalning poetson Wil remsin i full fres and
affect

16.3 0 we fail to enf: v of it will mat be cansldered = walvar.
154 Ay t e waker o this st be made | writing and signed by s
16.5 You will ary of your rights or e under this w ‘carsent.
16,6 4l of cur rights and obligations under this Statoment 3ro fraoly assignable by us in connection with a mesger,
cquisition, or sale of xmets, af by operation of law or othensise.
ey

157 Nathing in thi Iying vt the L.
168 We miay enter i aqr wary from and cpersed previsions of this =0
lang as sieh 3 are vear | property rights under this Statement and no lsss.

arotective of your privacy than this Statement sad the Privacy Palicy.
16,3 This Statement does not confer any third party benaficary rights.
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Responding to Your Feedback | Facebook Page l1of3
el Pt
=i}
[ Mempiie fogmged i) gk s gaspte]

Sanup| Fac

in e lite,

The Facebook Blog
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e ,
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s o e i, Frivacy Polcy The Mew Profils 1s Here
t ]
Becrume ey
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1235 O B3
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For eampie, niew Privacy Pole, that
il ke b bee antbe: o hicke your Friemds List, In fact,
ity o 0. W atvicnsicnd s Rt Back in Chevaritar, ] pous on viasl e sbioist & m o Facehieak
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s e op
and Rmiting therm 1 o6 S0mure. Thase aen 1Ok (e IGUIIHSTE. Faretook e swatys aan Pacuiook favorites
Vel T
ancta -5l and mers tnisted srorEent st i s Vs oy
Pt Carvmgs, big
= Informetion: Facttom,
CONISON THSCONCERton S000E RAverising om Facebock. e 200 T hare e Rfnmemios Wi, . i
v 8 heer e, oo
In thr contxary i faka. Peried. i, Ll famel. =
¥ St e
Comment Policy

That b5,
ENEDER a1 VAEEST I DOAMIRG. HOWOVer, e v [ronich T St any: armsss of otfiee
Wfermanon the 3o

o <

9 e o foeEEach, bt e eyl an S on oo
i resieve e o 1o dse profone, saress, asee
o

the.

ey b offer i whin F

v o 1 Evgeinen hass ot et b Gmsrchin o v frshoeel.
st st i & el of

e tes. reviewed, and
ownd by vt
10 deliver Unkoue and ncvite Sxperiinie, For samiie, were worng st Yoo o rtegrne
Pacebook oores Ser ALt inegrabe Az,
CH.com tronaat of the
Facsbook e stnesrm apekcation,

Inaddfion, el e
wino o 0 thek e ¥ There:
Toartures on rou geivtred e oper ¥

stes:
In zam, the core ou Wit 8
e Testures o (atinershios, we therk 1 e e wet

amaother ond MorE Brgaging Experien fof [easke wh (s Facebock.

W cOmmimad. 10 ukding products thl advence what's ol for pecpre wha war mone
e rodcts

‘and technologies n 2 vy that respects the Dusr o hve put inlo Faesbesk.

R by, tvankes Mo P Ticpating i Sxir Opsen Eversince Broces nd shinng your Seedback vl

hitp://blog.facebook.com/blog. php?post=379388037130

o
Wiag Archiben

Lixiang 6 8 SRR ST VIS T ok et of thog
PSS vter] By cofegaries end e

2/9/2011




FACEBOOK, INC.

Complaint

Responding to Your Feedback | Facebook
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Exhibit K

The Role of Advertising on Facebook | Facebook

Page | of 2
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Proas Room
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For additienal lacrsation on S ssnomoements mads Tody of 8, pease vidt the 8 Pres
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Exhibit M

= What are Verified applications?
Verified appiications have passed a detalled Facebook review to confirm that
the user experience they provide complies with Facehook policies. Verified
applications have commiitted to be transparent about how They work and will
respect you and your friends when they send communication on your behalf,

Bacause these applications have passed A review by Facebook, they are
prioritized higher in the application directory and are highiighted by a graen
checkmark. A “Verified Apps” badge will appear on thelr Profike Pages as well.

* What is the green check mark next to some applications?
Applications that choose to participare in k's | Werification
Program receive a gréen check mark when they pass Facebook's detalied
review process. The review process is designed 1o ensure that the application
complies with Facebook palicies. In addition, Verified applications have
committed to be transparent about how they work and will respeet you and
your friends when they send communication on your behalf
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Exhibit Q

q"# | | |SlﬂrU1 Home  Profile  Account

d‘f

ebuok’s Privacy Palicy

Bhwise of lams awwlabun. Dunamdos: 3, 2003,
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« Fapebook is designed o0 make it easy for you bo share your information with anyone you wand. You decide how much inforssasion you feel comfortable
sharing on Facesoak and you controd how It b5 diseribuled (NFOUGH your prlvacy settings. You shoubl review the detashl privicy settings and change them |1
PRCESEAFY T FUTKE] Your BETOFERCHS. TOU SHOUNE AISD CORSIDOF YOUF SETIMGS wHANEE VOU SHar INfsrmanon.

Fapebook s not just a wehsite It 1s alse a service for sharing your on Facebook InﬂIﬂulles ‘i can contral hnwm
share (mformation with those third - party applicazions and websites through your apglicacion seitings and ez about how inforesa i
shared with them om nur About Platform page. You can also lesil bow your friends share your -Tucmluon -|m iunllmlons thraugh yoss privacy smlnqs-.

B
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This polior contair eiahi sections. and vou can iumo to each by selecting the Bnks helow:

1. bstroduction

L Informalion We Beceive

£ Inlormation You Share With Third Parties

4. HOW WE USE TOUT INS0TManon

% Huw We Share Informakm

G My Vou Cas Wi, Clm-un o Resiigr e lafoimstion
7. Maw We Procest Infarme

B Ouhor Taams

L bmtroduction

1f you haree vy questions or concemme: abowt our privacy policy, contact our prisacy veam chrough shis help page. You may also contact us by mall ac 1601 5.
t'JlII'nrrnAmnm Pallo Al 4!
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lexaed the mags sofware. d e saseberd Troes Fac

etk

F—
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Scope, This privacy policy covers all of Facebook I dies nol Bowess. apok 10 énlilies U-ul Facetiak does ol omn of (ool such &8 Faoebook - enhinced aoolicitions and
wehbsites. By wsing or accessing Facebook, you agree to our privecy practices cuthned here

Ko inforesation from children wder age 13, 11 you ar under age 13, pleasa do sor asmpt to ragistar for Facshosk or provids any perscnal infomation abour yoursall o
. IF e B thit e hirve collected perional information from & child under age 13, me wil delete al information as quickty 45 possible. I you believe thet me might hiee
arrrhlmma'lnn Tom 2 chid under g 13, pRAsE Sofiac us through this help page.

i thensboes 5
el

Paremial gardlpailem, Ve ou sl o thes s 3% pears of ege un slider ank sl paren vy sdun befere sendiesg any Infurmaiban
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opporuney to proside additional profile informanion. such as where you went to schoaol and where you work, and to add a pacture of yourself, 5o help your friends connect with
WOUL N S0m CaLEs W may 25k for additonal information for security reasoes oF to provise spectic sensces 0o wou Once FDI.I mru you can wisie your profiie a2 any Beme
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add or ramose parscnal infarmar on about yourself. You can add basic infermatizn abeut yoursef, such as Informanion about your homatcwn, tamily, relationskips, and yoar
I AV FERGIONS Vi, T CAN 3150 A0 0TS 0NN ADOUT FOUrseIr INERING your AEIMTRS, INesTs, CONLALT WROMMBTon, a5 weil 45 Mo NI aTen Al pour
=AU and [t hstory.

Cantens, D of the primeny resicns pecple use Facsbock |a 1o shars concent with aars., Cxamples include when ou updess yaur sases, sploed or ks & phats, upked o
reverd 6 video, shoes & Enk, creals an ©rod or @ group, makc s semeent, widle semathing an sameanc's Walll wric @ nele, or sond demmens o meadage IF pou de net wesl
e 10 tnre masadats aceociabsd with contant you thare on Eacebook (usdh 3c photnck, plars remoss the matadats bafore uploading the contant.

Trandadtishal Inbarmation. We may resain the deraik of ManCacmons of gaimients v make on Facsbionk . Hvmesi, w mill oaly kisi Ol payinsin Soue 3000unn mimhes
with vour consent.

Friend Information. We of fer contact importer ook 1o balp vou uplaad your friends addresses s0 1thas you can find vour flends on Facebook, and invita your comacs who da
et Puarwe Facebock Rocoumts 1o join. |1 o o noT win ws 10 smene this informaricn, visic this help gage. I you give us your passwond o retrieve hose conters. we wil nor
siore your password after you haes upkoaded your cortacts information.
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anphe 11y
Ui T it

Sibe activity information. We keen frack of the actions wou take on Facebook, such a3 adding a friend. becoming a Fan of a Farebook Page. ininnga oroun or an event.
‘areating a phozn album, sending a qifz, poking ancther user, Inclaﬂnq'\tnn‘llhl'a post. artending an avers, or authonizing an applcation. In some cases you ane also taking
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Ahared it

Access Device and Browser Informsation. When you access Facebook from a computer, mabile phone. o oifer device, we may collect intormation rom that Sevice about
O OGRS T Tyigsd, ISl ANd IF A0aass, a5 Well 35 TN Pagis Vo WaL,

Cuuhie i msatiun, we wos vk ie® ol peeoes o data we seae fur an eaveided el of e o o vt subile e, o e devioel veomeke Fauelosk
sazber 3o uas, b= meke cur adveiing Bstter, and 1o protect boch yow and Facsbook. For sxemple. we was them so 3tom your login 10 [but never your peaswerd| b mehe I
aaciar 424 yau £o lagie whesoos pou coms back To Facabosh. W 300 908 than T ©anfinm Dhat eu 35 1ggod imcs Facobaak, s 1o knoe whon you 353 inTeadting wits
Facabook Patform sppllcations and wabsitas, owr widgets and Share Butions, sed our advenisaments. You can remons or block coakies uilng the saring in your brosise, but
in wnma caney st sy impeet ynar ahilitg mouse Farshock

Enformation we receive Trom ihind parties:

Facebook Flatform and Facebook Cnnnu:.'nmnnlmornpunu applications that you use through Facebook Fatform (vedh as games and utilickes) or the mebsites
that you eeract Nl"'mml.lgﬂ Facabonk Coanect Wa rafar to them Farehock - anhanced” appl plcatons and webaites Bacaese thay use our Platform 1o MHHW i with
S0 TR INreS, WIR Y ina AUTNONZE A FACEER0K —Enhande) ﬂﬁll(ilh‘l"&trlﬂilne. e I CECEIE VT (P10 1A (P, IR INTErMADCN SRl BE0N NS Vol LakE. I
20 Cavey, 1N DI 0 persnnloe (e [rOCEN Of CORTRLING, B My TeCere 3 IITECed AMOUNE Of S Ao even bifon Fru auorioe she appicanion o weense.
Snfarmation from othar webalias., Wa may inathurs pregrama wihh advarising parnars and ather wabsies i which thay shara infarmation with us:

- W iy ssk adeartivars o Sall us how oo wsers respended to S ads e showad them fand Far compariacn purpoies, how sther ussn whe dide't 1o the sds scied on thaic
sima Thin i charisg, crmmank keean s *ramveron wacking,” heipe e mazoes s sdusrticing aFersusnees and impreos the qualin & the arvertizamants g e

- W T receive InTOMPRTIon A Dol wie tRer OF NOTWOU'VE SRl o INTErRCIed with Cormain ads on ather sites In order to measire the effelliveness of thisd ads,
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DECISION AND ORDER

The Federal Trade Commission, having initiated an
investigation of certain acts and practices of the Respondent
named in the caption hereof, and the Respondent having been
furnished thereafter with a copy of a draft Complaint that the
Bureau of Consumer Protection proposed to present to the
Commission for its consideration and which, if issued, would
charge the Respondent with violation of the Federal Trade
Commission Act, 15 U.S.C. 8 45 et seq.;

The Respondent and counsel for the Commission having
thereafter executed an Agreement Containing Consent Order
(“Consent Agreement”), an admission by the Respondent of all
the jurisdictional facts set forth in the aforesaid draft Complaint, a
statement that the signing of said Consent Agreement is for
settlement purposes only and does not constitute an admission by
the Respondent that the law has been violated as alleged in such
Complaint, or that the facts as alleged in such Complaint, other
than jurisdictional facts, are true, and waivers and other provisions
as required by the Commission’s Rules; and

The Commission having thereafter considered the matter and
having determined that it has reason to believe that the
Respondent has violated the Federal Trade Commission Act, and
that a Complaint should issue stating its charges in that respect,
and having thereupon accepted the executed Consent Agreement
and placed such Consent Agreement on the public record for a
period of thirty (30) days for the receipt and consideration of
public comments, and having carefully considered the comments
filed by interested persons, now in further conformity with the
procedure described in Commission Rule 2.34, 16 C.F.R. § 2.34,
the Commission hereby issues its Complaint, makes the following
jurisdictional findings, and enters the following order:

1. Respondent Facebook, Inc. (“Facebook”) is a
Delaware corporation with its principal office or place
of business at 1601 Willow Road, Menlo Park,
California 94025.
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The Federal Trade Commission has jurisdiction of the
subject matter of this proceeding and of the
Respondent, and the proceeding is in the public
interest.

ORDER

DEFINITIONS

For purposes of this order, the following definitions shall

apply:
A.

Unless otherwise specified, “Respondent” shall mean
Facebook, its successors and assigns. For purposes of
Parts I, 1, and Ill of this order, “Respondent” shall
also mean Facebook acting directly, or through any
corporation, subsidiary, division, website, or other
device.

“Commerce” shall be defined as it is defined in
Section 4 of the Federal Trade Commission Act, 15
U.S.C. §44.

“Clear(ly) and prominent(ly)” shall mean:

1. in textual communications (e.g., printed
publications or words displayed on the screen of a
computer or mobile device), the required
disclosures are of a type, size, and location
sufficiently noticeable for an ordinary consumer to
read and comprehend them, in print that contrasts
highly with the background on which they appear;

2. in communications disseminated orally or through
audible means (e.g., radio or streaming audio), the
required disclosures are delivered in a volume and
cadence sufficient for an ordinary consumer to hear
and comprehend them;

3. in communications disseminated through video
means (e.g., television or streaming video), the
required disclosures are in writing in a form
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consistent with subpart (A) of this definition and
shall appear on the screen for a duration sufficient
for an ordinary consumer to read and comprehend
them, and in the same language as the predominant
language that is used in the communication; and

4. in all instances, the required disclosures: (1) are
presented in an understandable language and
syntax; and (2) include nothing contrary to,
inconsistent with, or in mitigation of any statement
contained within the disclosure or within any
document linked to or referenced therein.

“Covered information” shall mean information from or
about an individual consumer including, but not
limited to: (a) a first or last name; (b) a home or other
physical address, including street name and name of
city or town; (c) an email address or other online
contact information, such as an instant messaging user
identifier or a screen name; (d) a mobile or other
telephone number; (e) photos and videos; (f) Internet
Protocol (“IP”) address, User ID or other persistent
identifier; (g) physical location; or (h) any information
combined with any of (a) through (g) above.

“Nonpublic user information” shall mean covered
information that is restricted by one or more privacy
setting(s).

“Privacy setting” shall include any control or setting
provided by Respondent that allows a user to restrict
which individuals or entities can access or view
covered information.

“Representatives” shall mean Respondent’s officers,
agents, servants, employees, attorneys, and those
persons in active concert or participation with them
who receive actual notice of this Order by personal
service or otherwise.

“Third party” shall mean any individual or entity that
uses or receives covered information obtained by or on
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behalf of Respondent, other than: (1) a service
provider of Respondent that (i) uses the covered
information for and at the direction of Respondent and
no other individual or entity and for no other purpose;
and (ii) does not disclose the covered information, or
any individually identifiable information derived from
such covered information, except for, and at the
direction of, Respondent, for the purpose of providing
services requested by a user and for no other purpose;
or (2) any entity that uses the covered information only
as reasonably necessary: (i) to comply with applicable
law, regulation, or legal process, (ii) to enforce
Respondent’s terms of use, or (iii) to detect, prevent,
or mitigate fraud or security vulnerabilities.

“User” shall mean an identified individual from whom
Respondent has obtained information for the purpose
of providing access to Respondent’s products and
services.

IT IS ORDERED that Respondent and its representatives, in
connection with any product or service, in or affecting commerce,
shall not misrepresent in any manner, expressly or by implication,
the extent to which it maintains the privacy or security of covered
information, including, but not limited to:

A

B.

its collection or disclosure of any covered information;

the extent to which a consumer can control the privacy
of any covered information maintained by Respondent
and the steps a consumer must take to implement such
controls;

the extent to which Respondent makes or has made
covered information accessible to third parties;

the steps Respondent takes or has taken to verify the
privacy or security protections that any third party
provides;



86 FEDERAL TRADE COMMISSION DECISIONS
VOLUME 154

Decision and Order

E. the extent to which Respondent makes or has made
covered information accessible to any third party
following deletion or termination of a user’s account
with Respondent or during such time as a user’s
account is deactivated or suspended; and

F. the extent to which Respondent is a member of,
adheres to, complies with, is certified by, is endorsed
by, or otherwise participates in any privacy, security,
or any other compliance program sponsored by the
government or any third party, including, but not
limited to, the U.S.-EU Safe Harbor Framework.

IT IS FURTHER ORDERED that Respondent and its
representatives, in connection with any product or service, in
or affecting commerce, prior to any sharing of a user’s
nonpublic user information by Respondent with any third
party, which materially exceeds the restrictions imposed by a
user’s privacy setting(s), shall:

A clearly and prominently disclose to the user, separate
and apart from any “privacy policy,” “data use policy,”
“statement of rights and responsibilities” page, or other
similar document: (1) the categories of nonpublic user
information that will be disclosed to such third parties,
(2) the identity or specific categories of such third
parties, and (3) that such sharing exceeds the
restrictions imposed by the privacy setting(s) in effect
for the user; and

B. obtain the user’s affirmative express consent.

Nothing in Part Il will (1) limit the applicability of Part I of this
order; or (2) require Respondent to obtain affirmative express
consent for sharing of a user’s nonpublic user information
initiated by another user authorized to access such information,
provided that such sharing does not materially exceed the
restrictions imposed by a user’s privacy setting(s). Respondent
may seek modification of this Part pursuant to 15 U.S.C. 845(b)
and 16 C.F.R. 2.51(b) to address relevant developments that affect
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compliance with this Part, including, but not limited to,
technological changes and changes in methods of obtaining
affirmative express consent.

IT IS FURTHER ORDERED that Respondent and its
representatives, in connection with any product or service, in or
affecting commerce, shall, no later than sixty (60) days after the
date of service of this order, implement procedures reasonably
designed to ensure that covered information cannot be accessed
by any third party from servers under Respondent’s control after a
reasonable period of time, not to exceed thirty (30) days, from the
time that the user has deleted such information or deleted or
terminated his or her account, except as required by law or where
necessary to protect the Facebook website or its users from fraud
or illegal activity. Nothing in this paragraph shall be construed to
require Respondent to restrict access to any copy of a user’s
covered information that has been posted to Respondent’s
websites or services by a user other than the user who deleted
such information or deleted or terminated such account.

V.

IT IS FURTHER ORDERED that Respondent shall, no later
than the date of service of this order, establish and implement, and
thereafter maintain, a comprehensive privacy program that is
reasonably designed to (1) address privacy risks related to the
development and management of new and existing products and
services for consumers, and (2) protect the privacy and
confidentiality of covered information. Such program, the content
and implementation of which must be documented in writing,
shall contain controls and procedures appropriate to Respondent’s
size and complexity, the nature and scope of Respondent’s
activities, and the sensitivity of the covered information,
including:

A. the designation of an employee or employees to
coordinate and be responsible for the privacy program.

B. the identification of reasonably foreseeable, material
risks, both internal and external, that could result in
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Respondent’s unauthorized collection, use, or
disclosure of covered information and an assessment
of the sufficiency of any safeguards in place to control
these risks. At a minimum, this privacy risk
assessment should include consideration of risks in
each area of relevant operation, including, but not
limited to: (1) employee training and management,
including training on the requirements of this order,
and (2) product design, development, and research.

the design and implementation of reasonable controls
and procedures to address the risks identified through
the privacy risk assessment, and regular testing or
monitoring of the effectiveness of those controls and
procedures.

the development and use of reasonable steps to select
and retain service providers capable of appropriately
protecting the privacy of covered information they
receive from Respondent and requiring service
providers, by contract, to implement and maintain
appropriate privacy protections for such covered
information.

the evaluation and adjustment of Respondent’s privacy
program in light of the results of the testing and
monitoring required by subpart C, any material
changes to Respondent’s operations or business
arrangements, or any other circumstances that
Respondent knows or has reason to know may have a
material impact on the effectiveness of its privacy
program.

V.

IT IS FURTHER ORDERED that, in connection with its

compliance with Part IV of this order, Respondent shall obtain
initial and biennial assessments and reports (“Assessments”) from
a qualified, objective, independent third-party professional, who
uses procedures and standards generally accepted in the
profession. A person qualified to prepare such Assessments shall
have a minimum of three (3) years of experience in the field of
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privacy and data protection. All persons selected to conduct such
Assessments and prepare such reports shall be approved by the
Associate Director for Enforcement, Bureau of Consumer
Protection, Federal Trade Commission, Washington, D.C. 20580,
in his or her sole discretion. Any decision not to approve a person
selected to conduct such Assessments shall be accompanied by a
writing setting forth in detail the reasons for denying such
approval. The reporting period for the Assessments shall cover:
(1) the first one hundred and eighty (180) days after service of the
order for the initial Assessment, and (2) each two (2) year period
thereafter for twenty (20) years after service of the order for the
biennial Assessments. Each Assessment shall:

A. set forth the specific privacy controls that Respondent
has implemented and maintained during the reporting
period;

B. explain how such privacy controls are appropriate to

Respondent’s size and complexity, the nature and
scope of Respondent’s activities, and the sensitivity of
the covered information;

C. explain how the privacy controls that have been
implemented meet or exceed the protections required
by Part 1V of this order; and

D. certify that the privacy controls are operating with
sufficient effectiveness to provide reasonable
assurance to protect the privacy of covered information
and that the controls have so operated throughout the
reporting period.

Each Assessment shall be prepared and completed within sixty
(60) days after the end of the reporting period to which the
Assessment applies.  Respondent shall provide the initial
Assessment to the Associate Director for Enforcement, Bureau of
Consumer Protection, Federal Trade Commission, Washington,
D.C. 20580, within ten (10) days after the Assessment has been
prepared. All subsequent biennial Assessments shall be retained
by Respondent until the order is terminated and provided to the
Associate Director of Enforcement within ten (10) days of
request.
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VI.

IS FURTHER ORDERED that Respondent shall

maintain and upon request make available to the Federal Trade
Commission for inspection and copying, a print or electronic copy

of:

A.

for a period of three (3) years from the date of
preparation or dissemination, whichever is later, all
widely disseminated statements by Respondent or its
representatives that describe the extent to which
Respondent maintains and protects the privacy,
security, and confidentiality of any covered
information, including, but not limited to, any
statement related to a change in any website or service
controlled by Respondent that relates to the privacy of
such information, along with all materials relied upon
in making such statements, and a copy of each
materially different privacy setting made available to
USers;

for a period of six (6) months from the date received,
all consumer complaints directed at Respondent or
forwarded to Respondent by a third party, that relate to
the conduct prohibited by this order and any responses
to such complaints;

for a period of five (5) years from the date received,
any documents, prepared by or on behalf of
Respondent, that contradict, qualify, or call into
guestion Respondent’s compliance with this order;

for a period of three (3) years from the date of
preparation or dissemination, whichever is later, each
materially different document relating to Respondent’s
attempt to obtain the consent of users referred to in
Part 11 above, along with documents and information
sufficient to show each user’s consent; and documents
sufficient to demonstrate, on an aggregate basis, the
number of users for whom each such privacy setting
was in effect at any time Respondent has attempted to
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obtain and/or been required to obtain such consent;
and

E. for a period of three (3) years after the date of
preparation of each Assessment required under Part V
of this order, all materials relied upon to prepare the
Assessment, whether prepared by or on behalf of
Respondent, including but not limited to all plans,
reports, studies, reviews, audits, audit trails, policies,
training materials, and assessments, for the compliance
period covered by such Assessment.

VII.

IT IS FURTHER ORDERED that Respondent shall deliver
a copy of this order to (1) all current and future principals,
officers, directors, and managers; (2) all current and future
employees, agents, and representatives having supervisory
responsibilities relating to the subject matter of this order, and (3)
any business entity resulting from any change in structure set
forth in Part VIII. Respondent shall deliver this order to such
current personnel within thirty (30) days after service of this
order, and to such future personnel within thirty (30) days after
the person assumes such position or responsibilities. For any
business entity resulting from any change in structure set forth in
Part VIII, delivery shall be at least ten (10) days prior to the
change in structure.

VIII.

IT IS FURTHER ORDERED that Respondent shall notify
the Commission within fourteen (14) days of any change in
Respondent that may affect compliance obligations arising under
this order, including, but not limited to, a dissolution, assignment,
sale, merger, or other action that would result in the emergence of
a successor corporation; the creation or dissolution of a
subsidiary, parent, or affiliate that engages in any acts or practices
subject to this order; the proposed filing of a bankruptcy petition;
or a change in either corporate name or address. Unless otherwise
directed by a representative of the Commission, all notices
required by this Part shall be sent by overnight courier (not the
U.S. Postal Service) to the Associate Director of Enforcement,
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Bureau of Consumer Protection, Federal Trade Commission, 600
Pennsylvania Avenue NW, Washington, D.C. 20580, with the
subject line In the Matter of Facebook, Inc., FTC File No.[ ].
Provided, however, that in lieu of overnight courier, notices may
be sent by first-class mail, but only if an electronic version of any
such notice is contemporaneously sent to the Commission at
Debrief@ftc.gov.

IX.

IT IS FURTHER ORDERED that Respondent, within
ninety (90) days after the date of service of this order, shall file
with the Commission a true and accurate report, in writing, setting
forth in detail the manner and form of their own compliance with
this order. Within ten (10) days of receipt of written notice from a
representative of the Commission, Respondent shall submit
additional true and accurate written reports.

X.

This order will terminate on July 27, 2032, or twenty (20)
years from the most recent date that the United States or the
Federal Trade Commission files a complaint (with or without an
accompanying consent decree) in federal court alleging any
violation of the order, whichever comes later; provided, however,
that the filing of such a complaint will not affect the duration of:

A. any Part of this order that terminates in fewer than
twenty (20) years; and

B. this order if such complaint is filed after the order has
terminated pursuant to this Part.

Provided, further, that if such complaint is dismissed or a federal
court rules that Respondent did not violate any provision of the
order, and the dismissal or ruling is either not appealed or upheld
on appeal, then the order will terminate according to this Part as
though the complaint had never been filed, except that this order
will not terminate between the date such complaint is filed and the
later of the deadline for appealing such dismissal or ruling and the
date such dismissal or ruling is upheld on appeal.
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By the Commission, Commissioner Rosch dissenting and
Commissioner Ohlhausen not participating.

STATEMENT OF THE COMMISSION

The final consent order in In re Facebook, Inc. that we
approve today advances the privacy interests of the nearly one
billion Facebook users around the world by requiring the
company to live up to its promises and submit to privacy audits.
Notably, Facebook will be subject to civil penalties of up to
$16,000 for each violation of the order. We intend to monitor
closely Facebook’s compliance with the order and will not
hesitate to seek civil penalties for any violations.

We write to address the arguments raised by our colleague,
Commissioner Rosch, who opposes final approval of the order.
One of his objections relates to the extent to which the order
would reach the activities of third-party “apps” downloaded by
consumers while using the Facebook platform. The Order
broadly prohibits Facebook from misrepresenting in any manner,
expressly or by implication, the extent to which it maintains the
privacy or security of any information it collects from or about
consumers. For a company whose entire business model rests on
collecting, maintaining, and sharing people’s information, this
prohibition touches on virtually every aspect of Facebook’s
operations. Further, the Order sets forth clear examples of how
this broad prohibition would apply in connection with apps, by
prohibiting Facebook from misrepresenting (1) the extent to
which it makes its users’ information accessible to apps; or (2) the
steps it takes to verify the privacy or security protections that apps
provide.! A statement from Facebook about an app’s conduct
may well amount to a promise that Facebook is taking steps to
assure the level of privacy or security that the app provides for

1 Agreement Containing Consent Order, § 1.C-D.
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consumers’ information.?  These provisions make clear that
Facebook will be liable for conduct by apps that contradicts
Facebook’s promises about the privacy or security practices of
these apps.

Commissioner Rosch also opposes the consent order because
it includes a denial by Facebook of the substantive allegations in
the Commission’s complaint.® Based on this denial,
Commissioner Rosch asserts that the Commission lacks the
requisite “reason to believe” that Facebook violated Section 5 of
the Federal Trade Commission Act and a basis to conclude that
the settlement is in “the interest of the public.”*

We strongly disagree with Commissioner Rosch’s view that if
the Commission allows a respondent to deny the complaint’s
substantive allegations, or use language that is tantamount to a
denial, there is no basis for the Commission to conclude that the
respondent engaged in unlawful conduct or that the consent is in
the public interest. ~As Commissioner Rosch is aware, an
extensive investigation and detailed staff recommendation has
given the Commission a strong—not just a reasonable—»basis to
issue its complaint in this case and to conclude that both the
complaint and the resulting settlement are in the public interest.
Here, as in all enforcement cases, it is the evidentiary record
developed by FTC staff during the course of its investigation, not
any ensuing settlement agreement, that forms the basis for action
by the Commission. A respondent’s denial of liability in a
consent agreement does not diminish staff’s extensive
investigation or the ability of the Commission to find a reasonable
basis to finalize a settlement or to enforce an order that results
from settlement negotiations. Moreover, express denials of

2 Indeed, in light of Facebook’s representations to users about apps when
offering them the ability to install and use apps, the prohibition covers privacy
disclosures by Facebook of the very sort that gave rise to Commissioner
Rosch’s concern.

3 The order states that Facebook “expressly denies the allegations set forth in
the complaint, except for the jurisdictional facts.” Agreement Containing
Consent Order, 1 5.

4 Dissenting Statement of Commissioner Rosch at 1 (quoting 15 U.S.C. §
45(b)).
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liability are consistent with the Commission’s current Rules of
Practice.®

We view the final consent order in this matter to be a major
step forward for consumer privacy and hereby approve it.

While we do not believe that a respondent’s denial of liability
IS reason to reject a settlement that is in the public interest, we
share Commissioner Rosch’s desire to avoid any possible public
misimpression that the Commission obtains settlements when it
lacks reason to believe that the alleged conduct occurred. We
commend Commissioner Rosch for focusing our attention on the
issue; going forward, express denials will be strongly disfavored.
We also appreciate Commissioner Rosch’s suggestion that
consent order language that the respondent “neither admits nor
denies” a complaint’s allegations may very well be a more
effective way to ensure that there are no misimpressions about the
Commission’s process. Accordingly, we will consider in the
coming months whether a modification to the Commission Rules
of Practice is warranted.

5 Rule 2.32 of the FTC Rules of Practice, which governs administrative
settlements, provides that “[t]he agreement may state that the signing thereof is
for settlement purposes only and does not constitute an admission by any party
that the law has been violated as alleged in the complaint.” 16 C.F.R. § 2.32.
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I dissent from acceptance of this final consent order for two
reasons. First, in the Agreement Containing Consent Order,
respondent Facebook “expressly denies the allegations set forth in
the complaint, except for the jurisdictional facts.”! Our Federal
Trade Commission Rules of Practice do not provide for such a
denial.> Beyond that, as | read Section 5, Commissioners are
authorized to accept a consent agreement only if there is reason to
believe that a respondent is engaging in an unfair or deceptive act
or practice and that acceptance of the consent agreement is in the
interest of the public.® | respectfully suggest that the whole
reason for requiring the Commission to conclude that there is
“reason to believe” is to force the Commission to come to grips
with the probability that the respondent did engage in conduct
creating liability. 1 would further argue that in the real world, if
the Commission allows the respondent to expressly deny that it
did engage in that conduct (or to use language that is tantamount
to an express denial), there is a questionable basis for us to
conclude that that that probability exists (or that the consent is in
the public interest either.).* Accordingly, I cannot find that either
the “reason to believe” or the “in the interest of the public”
requirement is satisfied when, as here, there is an express denial
of the allegations set forth in the complaint.

1 Agreement Containing Consent Order, 1 5.

2 See Rule 2.32, 16 C.F.R. § 2.32 (“The agreement may state that the signing
thereof is for settlement purposes only and does not constitute an admission by
any party that the law has been violated as alleged in the complaint.”)
(emphasis added).

3 15 U.S.C. § 45(b). See Johnson Prods. Co. v. FTC, 549 F.2d 35, 38 (7th Cir.
1977) (“The Commission, unlike a private litigant, must act in furtherance of
the public interest.”) (explaining that the public interest mandate entitles the
Commission to reserve to itself the option of withdrawing its acceptance of a
consent decree after the public comment period).

4 See FTC v. Circa Direct LLC, 2012 U.S. Dist. LEXIS 81878, *3-*6 (D.N.J.
June 13, 2012) (expressing the concern that when being faced with a settlement
without an admission of liability, it is difficult to determine whether or not the
public interest is being served).
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I should add that I am also in favor of reconsidering Rule
2.32’s authorization of the inclusion of language in a consent
agreement that it “is for settlement purposes only and does not
constitute an admission by any party that the law has been
violated as alleged in the complaint.” In comparison, the
Securities and Exchange Commission’s informal procedures
provide that, “it is important to avoid creating, or permitting to be
created, an impression that a decree is being entered or a sanction
imposed, when the conduct alleged did not, in fact, occur.”®
Accordingly, the SEC has adopted a policy not to permit a
defendant or respondent to consent to a judgment or order that
imposes a sanction while denying the allegations in the complaint
or order for proceedings.® Importantly, the SEC also has
concluded that “a refusal to admit the allegations is equivalent to a
denial, unless the defendant or respondent states that he neither
admits nor denies the allegations.”” 1 would encourage
consideration of whether our authorization of language that a
consent agreement “is for settlement purposes only and does not
constitute an admission that the law has been violated” is
tantamount to a denial and if so, whether the Commission should
similarly embrace the *“neither admits nor denies” model
language.

Second, while | hope that the majority is correct in their
assertion that the consent order covers the deceptive practices of
Facebook as well as the applications (“apps”) that run on the
Facebook platform, it is not clear to me that it does. In particular,
I am concerned that the order may not unequivocally cover all
representations made in the Facebook environment (while a user
is “on Facebook”) relating to the deceptive information sharing
practices of apps about which Facebook knows or should know.
For example, a reporter from Forbes recently disclosed that while
downloading an app on Facebook, a pop up screen informed users
that “This app shares articles you read and more on Facebook
with:” and then allowed users to choose between *“public,”

5 17 C.F.R. § 202.5(¢).
6 1d.
7 1d.
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“friends,” or “only me.”® The reporter assumed — as most users
would - that choosing “only me” meant that no one else would be
able to see what one was reading when using that app. However,
to the contrary, according to this report, choosing “only me”
merely meant that your reading habits didn’t show up in your
friends’ news feed or tickers on Facebook.® Users reading articles
within the app would still see articles read by other users, even
those users that had chosen the “only me” option. Apparently
there is no way to turn off sharing within the app, except on an
article-by article basis.'® | consider such inadequate disclosure to
be deceptive when it occurs in the Facebook environment,
irrespective of whether that failure to fully disclose stems from
the conduct of the app or Facebook itself. | would include
language in the order to make that clear, lest Facebook argue
subsequently that the Commission order only covers deceptive
conduct engaged in by Facebook itself.

8 Jeff Bercovici, Despite FTC Settlement, Facebook Still Playing Coy on
Privacy, Forbes, Dec. 1, 2011, available at
http://www.forbes.com/sites/jeffbercovici/2011/12/01/despite-ftc-settlement-fa
cebook-still-playing-coy-on-privacy/.

® Subsequently, some changes have been made to the Washington Post Social
Reader application download page. There is now a small question mark icon
located next to the “who can see activity from this app on Facebook” language.
When a user scrolls over the question mark icon, it says “This does not control
who can see your activity within the app itself.”

10 Users can learn about the app on the Washington Post website or on the
Facebook website. The app is downloaded from the Facebook website itself
and users access the application while on Facebook.
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ANALYSIS OF CONSENT ORDER TO AID PUBLIC
COMMENT

The Federal Trade Commission has accepted, subject to final
approval, a consent agreement from Facebook, Inc. (“Facebook™).

The proposed consent order has been placed on the public
record for thirty (30) days for receipt of comments by interested
persons. Comments received during this period will become part
of the public record. After thirty (30) days, the Commission will
again review the agreement and the comments received, and will
decide whether it should withdraw from the agreement and take
appropriate action or make final the agreement’s proposed order.

Since at least 2004, Facebook has  operated
www.facebook.com, a social networking website that enables a
consumer who uses the site (“user”) to create an online profile and
communicate with other users. Among other things, a user’s
online profile can include information such as the user’s name, a
“profile picture,” interest groups they join, a “Friend List” of
other users who are the user’s “Friends” on the site, photo albums
and videos they upload, and messages and comments posted by
them or by other users. Users can also use third-party
applications through the site (“Apps”) to, for example, play
games, take quizzes, track their physical fitness routines for
comparison to their friends’ routines, or receive discount offers or
calendar reminders. As of August 2011, Facebook had more than
750 million users.

The Commission’s complaint alleges eight violations of
Section 5(a) of the FTC Act, which prohibits deceptive and unfair
acts or practices in or affecting commerce, by Facebook:

e Facebook’s Deceptive Privacy Settings: Facebook
communicated to users that they could restrict certain
information they provided on the site to a limited
audience, such as “Friends Only.” In fact, selecting these
categories did not prevent users’ information from being
shared with Apps that their Friends used.

e Facebook’s Deceptive and Unfair December 2009
Privacy Changes: In December 2009, Facebook changed
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its site so that certain information that users may have
designated as private — such as a user’s Friend List — was
made public, without adequate disclosure to users. This
conduct was also unfair to users.

Facebook’s Deception Regarding App Access:
Facebook represented to users that whenever they
authorized an App, the App would only access the
information of the user that it needed to operate. In fact,
the App could access nearly all of the user’s information,
even if unrelated to the App’s operations. For example, an
App that provided horoscopes for users could access the
user’s photos or employment information, even though
there is no need for a horoscope App to access such
information.

Facebook’s Deception Regarding Sharing with
Advertisers: Facebook promised users that it would not
share their personal information with advertisers; in fact,
Facebook did share this information with advertisers when
a user clicked on a Facebook ad.

Facebook’s Deception Regarding its Verified Apps
Program: Facebook had a “Verified Apps” program
through which it represented that it had certified the
security of certain Apps when, in fact, it had not.

Facebook’s Deception Regarding Photo and Video
Deletion:  Facebook stated to users that, when they
deactivate or delete their accounts, their photos and videos
would be inaccessible. In fact, Facebook continued to
allow access to this content even after a user deactivated
or deleted his or her account.

Safe Harbor:  Facebook deceptively stated that it
complied with the U.S.-EU Safe Harbor Framework, a
mechanism by which U.S. companies may transfer data
from the European Union to the United States consistent
with European law.
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The proposed order contains provisions designed to prevent
Facebook from engaging in practices in the future that are the
same or similar to those alleged in the complaint.

Part | of the proposed order prohibits Facebook from
misrepresenting the privacy or security of “covered information,”
as well as the company’s compliance with any privacy, security,
or other compliance program, including but not limited to the
U.S.-EU Safe Harbor Framework. “Covered information” is
defined broadly as “information from or about an individual
consumer, including but not limited to: (a) a first or last name; (b)
a home or other physical address, including street name and name
of city or town; (c) an email address or other online contact
information, such as an instant messaging user identifier or a
screen name; (d) a mobile or other telephone number; (e) photos
and videos; (f) Internet Protocol (“IP”) address, User ID, or other
persistent identifier; (g) physical location; or (h) any information
combined with any of (a) through (g) above.”

Part Il of the proposed order requires Facebook to give its
users a clear and prominent notice and obtain their affirmative
express consent before sharing their previously-collected
information with third parties in any way that materially exceeds
the restrictions imposed by their privacy settings. A “material . . .
practice is one which is likely to affect a consumer’s choice of or
conduct regarding a product.” FTC Policy Statement on
Deception, Appended to Cliffdale Associates, Inc., 103 F.T.C.
110, 174 (1984).

Part 111 of the proposed order requires Facebook to implement
procedures reasonably designed to ensure that a user’s covered
information cannot be accessed from Facebook’s servers after a
reasonable period of time, not to exceed thirty (30) days,
following a user’s deletion of his or her account.

Part IV of the proposed order requires Facebook to establish
and maintain a comprehensive privacy program that is reasonably
designed to: (1) address privacy risks related to the development
and management of new and existing products and services, and
(2) protect the privacy and confidentiality of covered information.
The privacy program must be documented in writing and must
contain controls and procedures appropriate to Facebook’s size
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and complexity, the nature and scope of its activities, and the
sensitivity of covered information.  Specifically, the order
requires Facebook to:

e designate an employee or employees to coordinate and be
responsible for the privacy program;

e identify reasonably-foreseeable, material risks, both
internal and external, that could result in the unauthorized
collection, use, or disclosure of covered information and
assess the sufficiency of any safeguards in place to control
these risks;

e design and implement reasonable controls and procedures
to address the risks identified through the privacy risk
assessment and regularly test or monitor the effectiveness
of these controls and procedures;

e develop and use reasonable steps to select and retain
service providers capable of appropriately protecting the
privacy of covered information they receive from
respondent, and require service providers by contract to
implement and maintain appropriate privacy protections;
and

e evaluate and adjust its privacy program in light of the
results of the testing and monitoring, any material changes
to its operations or business arrangements, or any other
circumstances that it knows or has reason to know may
have a material impact on the effectiveness of its privacy
program.

Part V of the proposed order requires that Facebook obtain
within 180 days, and every other year thereafter for twenty (20)
years, an assessment and report from a qualified, objective,
independent third-party professional, certifying, among other
things, that it has in place a privacy program that provides
protections that meet or exceed the protections required by Part
IV of the proposed order; and its privacy controls are operating
with sufficient effectiveness to provide reasonable assurance that
the privacy of covered information is protected.
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Parts VI through X of the proposed order are reporting and
compliance provisions. Part VI requires that Facebook retain all
“widely disseminated statements” that describe the extent to
which respondent maintains and protects the privacy, security,
and confidentiality of any covered information, along with all
materials relied upon in making such statements, for a period of
three (3) years. Part VI further requires Facebook to retain, for a
period of six (6) months from the date received, all consumer
complaints directed at Facebook, or forwarded to Facebook by a
third party, that relate to the conduct prohibited by the proposed
order, and any responses to such complaints. Part VI also requires
Facebook to retain for a period of five (5) years from the date
received, documents, prepared by or on behalf of Facebook, that
contradict, qualify, or call into question its compliance with the
proposed order. Part VI additionally requires Facebook to retain
for a period of three (3) years, each materially different document
relating to its attempt to obtain the affirmative express consent of
users referred to in Part 11, along with documents and information
sufficient to show each user’s consent and documents sufficient to
demonstrate, on an aggregate basis, the number of users for whom
each such privacy setting was in effect at any time Facebook has
attempted to obtain such consent. Finally, Part VI requires that
Facebook retain all materials relied upon to prepare the third-party
assessments for a period of three (3) years after the date that each
assessment is prepared.

Part VII requires dissemination of the order now and in the
future to principals, officers, directors, and managers, and to all
current and future employees, agents, and representatives having
supervisory responsibilities relating to the subject matter of the
order. Part VIII ensures notification to the FTC of changes in
corporate status. Part )X mandates that Facebook submit an initial
compliance report to the FTC and make available to the FTC
subsequent reports. Part X is a provision “sunsetting” the order
after twenty (20) years, with certain exceptions.

The purpose of the analysis is to aid public comment on the
proposed order. It is not intended to constitute an official
interpretation of the complaint or proposed order, or to modify the
proposed order’s terms in any way.





