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This consent order addresses K+S AG’s (“K+S”), and its subsidiary’s,
International Salt Company LLC (“ISCO”), acquisition of Morton
International, Inc. (“Morton”) and the anti-competitive effects that would
result. The complaint alleges that the proposed acquisition would violate
Section 7 of the Clayton Act and Section 5 of the Federal Trade Commission
Act, by lessening competition in Maine and Connecticut for the sale and
delivery of bulk de-icing road salt. ISCO and Morton are the two principal
bidders in the states of Maine and Connecticut for the sale and delivery of bulk
de-icing salt. Post-acquisition, the combined entity will have a market share
exceeding 70 percent in both Maine and Connecticut. To preserve the
competition that otherwise would be eliminated by the acquisition, the consent
agreement requires 1ISCO to divest to Commission-approved buyers, Eastern
Salt and Granite State, assets sufficient to enable these buyers to become viable
competitors for the de-icing salt business in the relevant markets beginning
with the 2010-2011 bidding cycle. With the divested assets, Granite State will
be well positioned to compete for future business in Connecticut and to deliver
salt to customers in a timely manner.

Participants

For the Commission: Joseph Brownman, Michelle Fetterman,
Jill M. Frumin, Jeanne Liu, and Stephanie Reynolds.

For the Respondents: Andrea Agathoklis, Daniel J. Fletcher,
Bruce C. McCulloch and Paul L. Yde, Freshfields Bruckhaus
Deringer US LLP; Jeremy Calsyn and George Cary, Cleary
Gottlieb Steen & Hamilton LLP.

COMPLAINT

Pursuant to the provisions of the Federal Trade Commission
Act and of the Clayton Act,and by virtue of the authority vested
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by said Acts, the Federal Trade Commission (“Commission”),
having reason to believe that Respondent K+S Aktiengesellschaft
(“K+S”), a corporation, parent of Respondent International Salt
Company LLC (“ISCO”), and The Dow Chemical Company
(“Dow™), a corporation, both subject to the jurisdiction of the
Commission, have agreed to an acquisition of Morton
International, Inc. (“Morton”), from Dow in violation of Section 7
of the Clayton Act, as amended, 15 U.S.C. 8§ 18, and Section 5 of
the Federal Trade Commission Act, as amended, 15 U.S.C. § 45,
and it appearing to the Commission that a proceeding in respect
thereof would be in the public interest, hereby issues its
Complaint, stating its charges as follows:

RESPONDENTS

1. Respondent K+S is a German stock corporation,
organized, existing, and doing business under and by virtue of the
laws of Germany, with its office and principal place of business
located at Bertha-von-Suttner Str. 7, 34131 Kassel, Germany.

2. Respondent ISCO is a Delaware limited liability company,
existing, and doing business under and by virtue of the laws of the
United States as a wholly-owned subsidiary of K+S, with its
offices and principal place of business located at 655 Northern
Boulevard, Clarks Summit, Pennsylvania 18411.

3. K+S'is, and at all relevant times herein has been, engaged
in “commerce” as defined in Section 1 of the Clayton Act, as
amended, 15 U.S.C. § 12, and is an entity whose business is in or
affects “commerce” as defined in Section 4 of the Federal Trade
Commission Act, as amended, 15 U.S.C. § 44.

4. 1SCO is, and at all relevant times herein has been, engaged
in “commerce” as defined in Section 1 of the Clayton Act, as
amended, 15 U.S.C. § 12, and is an entity whose business is in or
affects “commerce” as defined in Section 4 of the Federal Trade
Commission Act, as amended, 15 U.S.C. § 44.
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THE PROPOSED TRANSACTION

5. Pursuant to a Stock Purchase Agreement dated April 1,
2009 (the “Agreement”), K+S proposes to acquire Morton, from
Dow, for approximately $1.675 billion (the “Acquisition”).

1.

THE RELEVANT MARKETS

6. The relevant product market in which to analyze the
effects of the Acquisition is the sale and delivery of bulk de-icing
salt.

7. The relevant geographic areas in within which to analyze
the effects of the Acquisition are the states of Maine and
Connecticut.

V.

STRUCTURE OF THE MARKET

8. The markets for the sale and delivery of bulk de-icing salt
to customers in Maine and Connecticut are highly concentrated as
measured by the Herfindahl-Hirschman Index (“HHI”). Post-
acquisition, a combined ISCO and Morton will have a market
share in excess of 70 percent in both Maine and Connecticut.
Post-merger HHIs for Maine and Connecticut are 5,142 and
5,834, and the acquisition will increase HHI levels by 1,914 and
2,642, respectively. These market concentration levels far exceed
the thresholds set out in the Horizontal Merger Guidelines and
thus create a presumption that the proposed merger will create or
enhance market power.

9. ISCO and Morton are actual and substantial competitors in
the relevant markets. They are two of a small number of firms in
the relevant markets and are the principal bidders for the sale and
delivery of bulk de-icing salt to customers in the states of Maine
and Connecticut. The percentage of bids won by ISCO and
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Morton exceeds 50 percent for each of these states during each of
the last three years.

V.

ENTRY CONDITIONS

10. Entry into the relevant markets would not be timely,
likely, or sufficient to deter or counteract the anticompetitive
effects of the Acquisition as set forth in Paragraph 11 below.
Entry into the relevant markets is a difficult process because of,
among other things, the lack of acceptable stockpile space along
the coasts of Maine and Connecticut upon which to store bulk de-
icing road salt. As a result, new entry into the relevant markets
sufficient to achieve a significant market impact within two years
is unlikely.

VI.

EFFECTS OF THE ACQUISITION

11. The effect of the Acquisition, if consummated, may be to
substantially lessen competition and tend to create a monopoly in
the relevant markets in violation of Section 7 of the Clayton Act,
as amended, 15 U.S.C. § 18, and Section 5 of the Federal Trade
Commission Act, as amended, 15 U.S.C. § 45, in the following
ways, among others:

a. by eliminating actual, direct, and substantial
competition between ISCO and Morton in the markets
for the sale and delivery of bulk de-icing salt in Maine
and Connecticut;

b. by increasing the ability of ISCO to raise prices
unilaterally in the markets for the sale and delivery of
bulk de-icing salt in Maine and Connecticut; and

c. by increasing the likelihood of coordinated interaction
among ISCO and the few remaining firms in the
markets for the sale and delivery of bulk de-icing salt
in Maine and Connecticut.
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VII.

VIOLATIONS CHARGED

12. The Agreement described in Paragraph 5 constitutes a
violation of Section 5 of the Federal Trade Commission Act, as
amended, 15 U.S.C. § 45.

13. The Acquisition described in Paragraph 5, if
consummated, would constitute a violation of Section 7 of the
Clayton Act, as amended, 15 U.S.C. 8§ 18, and Section 5 of the
Federal Trade Commission Act, as amended, 15 U.S.C. § 45.

WHEREFORE, THE PREMISES CONSIDERED, the
Federal Trade Commission on this ninth day of November, 2009,
issues its Complaint against said Respondents.

By the Commission.

DECISION AND ORDER

The Federal Trade Commission (“Commission”), having
initiated an investigation of the proposed acquisition of Morton
International, Inc. (“Morton”), from The Dow Chemical Company
(“Dow”), by K+S Aktiengesellschaft (“K+S”), the parent of
International Salt Company LLC (“ISCO”), and K+S and ISCO,
hereinafter sometimes referred to as “Respondents,” having been
furnished thereafter with a copy of a draft of Complaint that the
Bureau of Competition proposed to present to the Commission for
its consideration and which, if issued by the Commission, would
charge Respondents with violations of Section 7 of the Clayton
Act, as amended, 15 U.S.C. § 18, and Section 5 of the Federal
Trade Commission Act, as amended, 15 U.S.C. 8§ 45; and

Respondents, their attorneys, and counsel for the Commission
having thereafter executed an Agreement Containing Consent
Order (AConsent Agreement”), containing an admission by
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Respondents of all the jurisdictional facts set forth in the aforesaid
draft of Complaint, a statement that the signing of said Consent
Agreement is for settlement purposes only and does not constitute
an admission by Respondents that the law has been violated as
alleged in such Complaint, or that the facts as alleged in such
Complaint, other than jurisdictional facts, are true, and waivers
and other provisions as required by the Commission’s Rules; and

The Commission, having thereafter considered the matter and
having determined that it had reason to believe that Respondents
have violated the said Acts, and that a Complaint should issue
stating its charges in that respect, and having accepted the
executed Consent Agreement and placed such Consent Agreement
on the public record for a period of thirty (30) days for the receipt
and consideration of public comments, now in further conformity
with the procedure described in Commission Rule 2.34, 16 C.F.R.
§ 2.34, the Commission hereby issues its Complaint, makes the
following jurisdictional findings and enters the following
Decision and Order (“Order”):

1. Respondent K+S is a German stock corporation,
organized, existing and doing business under and by
virtue of the laws of Germany, with its office and
principal place of business located at Bertha-von-
Suttner Str. 7, 34131 Kassel, Germany.

2. Respondent International Salt Company LLC is a
Delaware limited liability company, existing and doing
business under and by virtue of the laws of the United
States as a wholly-owned subsidiary of K+S, with its
offices and principal place of business located at 655
Northern Boulevard, Clarks Summit, Pennsylvania
18411.

3. The Federal Trade Commission has jurisdiction over
the subject matter of this proceeding and of
Respondents, and the proceeding is in the public
interest.
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ORDER

IT IS ORDERED that, as used in this Order, the following
definitions shall apply:

A.

“Acquisition” means the acquisition of Morton
International, Inc., a subsidiary of The Dow Chemical
Company, by K+S.

“Commission” means the Federal Trade Commission.

“Commission-approved  Acquirer” means each
acquirer approved by the Commission pursuant to
Paragraph 1l. and Paragraph Ill. (or Paragraph V1.) of
this  Order. If approved by the Commission,
“Commission-approved Acquirer” includes Eastern
and Granite State.

“Connecticut Book of Business” means all rights to
contracts between Respondent ISCO and the State of
Connecticut for delivery of Deicing Salt in the state for
the period beginning in the winter season of 2009
through April 30, 2010, to no fewer than five divisions
and underlying municipalities, approved by the
appropriate governmental entities, with awarded
volume of Deicing Salt totaling approximately 75,000
tons of Deicing Salt; provided, however, that for
purposes of the Granite State Divestiture Agreement
that is referenced and attached to this Order,
“Connecticut Book of Business” means the Customer
contracts as described in Disclosure Schedule 4.03 of
that agreement. “Connecticut Book of Business”
includes all books, records, and other information
necessary to allow Granite State  (or another
Commission-approved Acquirer of the Connecticut
Divestiture Assets) to perform under the included
contracts but shall not include any of Respondent
ISCO’s historical information (bid, cost, or pricing)
relating to this or any other contract.
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“Connecticut Divestiture Assets” means
1. Connecticut Stockpile Space,

2. Connecticut Book of Business,

3. Other Services, and

4. Connecticut Supply.

“Connecticut Stockpile Space” means access to
approximately 80,000 square feet of contiguous
stockpile space with a capacity of approximately
70,000 tons located at the New Haven Terminal for a
period at least through May 31, 2010.

“Connecticut Supply” means a supply of Deicing Salt,
consistent with Paragraph 111.C. of this Order.

“Customers” means the Connecticut and Maine
governmental entities that acquire Deicing Salt on
behalf of the respective states and municipalities as
part of the Connecticut Book of Business or the Maine
Book of Business.

“Deicing Salt” means salt (sodium chloride) used to
melt snow and ice on roads and highways.

“Direct Cost” means the cost of: (1) labor, materials
and other costs necessary to mine the Deicing Salt; (2)
the transportation of the Deicing Salt from the mine to
the loading port; (3) the cost of freight from the
loading port to New Haven, CT, via ocean-going
vessel; (4) the cargo insurance; and (5) an allocation of
SPL’s overhead costs attributable to the Deicing Salt
provided to ISCO in the ordinary course of business;
provided however, that for purposes of the Connecticut
Salt Supply Agreement between Respondents and
Granite State that is referenced and attached to this
Order, “Direct Cost” means the cost of supply as
provided in that Agreement.
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“Divestiture Agreement” means the agreements,
licenses, assignments, and all other agreements entered
into between the Commission-approved Acquirers and
Respondents and approved by the Commission
pursuant to Paragraph II. and Paragraph IlI. (or
Paragraph VI1.) of this Order; if approved by the
Commission, “Divestiture Agreement” includes the
Eastern Divestiture Agreement, the Granite State
Divestiture Agreement, and the Connecticut Salt
Supply Agreement.

“Divestiture Assets” means the assets required by this
Order to be divested and includes all of the following:

1. Maine Divestiture Assets,
2. Searsport Stockpile Space, and
3. Connecticut Divestiture Assets.

“Divestiture Trustee” means a trustee appointed by the
Commission pursuant to Paragraph VI. of this Order.

“Eastern” means Eastern Salt Company, Inc., a
corporation organized, existing and doing business
under and by virtue of the laws of the State of
Delaware, with its office and principal place of
business located at 134 Middle Street, Suite 210,
Lowell, MA 01852.

“Eastern Divestiture Agreement” means the “Asset
Purchase Agreement (Maine),” including all exhibits,
appendices, and annexes, executed by Eastern and
ISCO on September 10, 2009, and attached to this
Order as Confidential Appendix A.

“Gateway” means Gateway Terminal, the full service
independent terminal operator headquartered in New
Haven, Connecticut, which provides space for Deicing
Salt and Other Services.
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“Granite State” means Granite State Minerals, Inc., a
corporation organized, existing and doing business
under and by virtue of the laws of the State of New
Hampshire with its office and principal place of
business located at 227 Market St., Portsmouth, NH
03801.

“Granite State Divestiture Agreement” means the
“Asset Purchase Agreement (Connecticut),” including
all exhibits, appendices, and annexes, executed by
Granite State and Respondents on September 10, 20009,
and attached to this Order as Confidential Appendix B.

“K+S” means K+S Aktiengesellschaft, its directors,
officers,  employees,  agents, representatives,
successors, and assigns; its parents, joint ventures,
subsidiaries, divisions, groups and affiliates controlled
by K+S, and the respective directors, officers,
employees, agents, representatives, successors, and
assigns of each.

“ISCO” means International Salt Company LLC.

“Maine Book of Business” means all rights to
contracts between Respondent ISCO and the State of
Maine Department of Transportation Region 1
(“Maine  DOT Region 17) requiring delivery of
Deicing Salt, and between Respondent ISCO and
Greater  Portland  Council of  Governments
(“GPCOG”), requiring delivery of untreated Deicing
Salt, based on awarded volumes totaling
approximately 100,000 tons of Deicing Salt in the state
of Maine for the period beginning in the winter season
of 2009 and ending in the spring of 2010, approved by
the appropriate governmental entities in the state;
provided, however, that for purposes of the Eastern
Divestiture Agreement that is referenced and attached
to this Order, “Maine Book of Business” means the
Customer contracts as described in Disclosure
Schedule 4.03(a) of that agreement. “Maine Book of
Business” includes all books, records, and other
information necessary to allow Eastern (or another
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Commission-approved  Acquirer of the Maine
Divestiture Assets) to perform under the included
contracts but shall not include any of Respondent
ISCO’s historical information (bid, cost, or pricing)
relating to this or any other contract.

“Maine Divestiture Assets” means:
1. Maine Stockpile Space,

2. Maine Book of Business, and
3. Other Services.

“Maine Stockpile Space” means access to at least
40,000 square feet of contiguous stockpile space with a
capacity of approximately 40,000 tons located at the
Portland Terminal for a period at least through April
30, 2012.

“McCabe” means McCabe Bait Co., Inc., a company
providing general freight trucking and Other Services,
located at 136 North St., Kennebunk, ME 04046.

“Monitor” means the independent third party
appointed by the Commission pursuant to Paragraph
V. of this Order.

“New Haven Terminal” means the terminal located at
400 Waterfront Street, New Haven, CT 06512, owned
and operated by Gateway.

“Other Services” means all services provided in
connection with Deicing Salt after the Deicing Salt has
been transported by ship to the port, including but not
limited to offloading the Deicing Salt from vessels,
stevedoring, stockpiling or building the stockpile,
transporting Deicing Salt from the vessel to the
stockpile and from the stockpile to the ultimate
customer, drayage of the product to the stockpile,
wharfage, and scaling or weighing trucks.
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“Portland Terminal” means the terminal located at 59
Main Street, South Portland, ME, owned and operated
by Sprague.

“Respondents” means K+S and ISCO, individually
and collectively.

“SPL” means Sociedad Punta de Lobos, a wholly-
owned subsidiary of K+S, located at Tajamar 183, Las
Condes, Santiago, Chile.

“Searsport  Stockpile Space” means access to
approximately 2.75 acres of contiguous stockpile space
with a capacity of approximately 90,000 tons located
at the Searsport Terminal for a period at least through
April 30, 2011.

“Searsport Terminal” means the terminal located at
Mack Point — Trundy Road, Searsport, ME 04974,
owned and operated by Sprague.

“Sprague” means Sprague Energy Corp, headquartered
in Portsmouth, New Hampshire, which provides space
for Deicing Salt and Other Services.

“Stockpile” means a pile of salt at a storage terminal.

“Third Party” means an entity other than Respondents
or a Commission-approved Acquirer, including but not
limited to the Maine Department of Transportation, the
Greater Portland Council of Governments, Sprague,
Gateway, McCabe, and the Connecticut Department of
Transportation.

IT ISFURTHER ORDERED that:

A.

By no later than twenty (20) days after the Acquisition
occurs, Respondents shall divest the Maine Divestiture
Assets to Eastern pursuant to and in accordance with
the Eastern Divestiture Agreement, absolutely and in
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good faith, and at no minimum price; provided,
however, that if Respondents have divested the Maine
Divestiture Assets to Eastern prior to the date this
Order becomes final and if, at the time the
Commission determines to make this Order final:

1. The Commission determines and notifies
Respondents that Eastern is not an acceptable
acquirer of the Maine Divestiture Assets, then
Respondents shall immediately rescind the
transaction with Eastern and shall divest the Maine
Divestiture Assets no later than six (6) months
from the date the Order becomes final, absolutely
and in good faith, at no minimum price, to a
Commission-approved Acquirer and only in a
manner that receives the prior approval of the
Commission; or

2. The Commission determines and notifies
Respondents that the manner in which the
divestiture was accomplished is not acceptable, the
Commission may direct the Respondents, or
appoint a Divestiture Trustee pursuant to
Paragraph VI. of this Order, to effect such
modifications to the manner of divesting the Maine
Divestiture Assets to Eastern (including, but not
limited to, entering into additional agreements or
arrangements) as may be necessary to satisfy the
requirements of this Order.

If Respondents have divested the Maine Divestiture
Assets to Eastern (or another Commission-approved
Acquirer) pursuant to the Eastern Divestiture
Agreement (or another Divestiture Agreement), and
the Commission has approved Eastern (or another
Commission-approved Acquirer) and the manner in
which the divestiture was accomplished, then solely at
the option of Eastern (or another Commission-
approved Acquirer), Respondents shall divest the
Searsport Stockpile Space to Eastern (or another
Commission-approved Acquirer) no later than August
15, 2010, pursuant to the terms applicable to
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divestiture of the Searsport Stockpile Space as
included in the Eastern Divestiture Agreement (or
another Divestiture Agreement).

Prior to completing the Acquisition, Respondents
shall:

1. Obtain all consents and approvals from all Third
Parties and satisfy all other conditions required to
transfer all rights and divest all assets as required
by Paragraph IlLA., including obtaining any
consents or waivers of, or making any payments to,
Third Parties; and

2. Provide written notification to all Customers that
Deicing Salt provided as part of the Maine Book of
Business divested to the Commission-approved
Acquirer will be provided by the Commission-
approved Acquirer and not by Respondents.

The Eastern Divestiture Agreement (or any other
Divestiture Agreement effectuating divestiture of the
Maine Divestiture Assets) shall not limit or contradict,
or be construed to limit or contradict, the terms of this
Order, it being understood that nothing in this Order
shall be construed to reduce any rights or benefits of
any Commission-approved Acquirer or to reduce any
obligations of Respondents under such agreements,
and each such agreement, if approved by the
Commission as the Divestiture Agreement, shall be
incorporated by reference into this Order and made a
part hereof. Respondents shall comply with all terms
of the Eastern Divestiture Agreement (or any other
Divestiture Agreement effectuating divestiture of the
Maine Divestiture Assets), and any breach by
Respondents of any term of the Eastern Divestiture
Agreement (or any other Divestiture Agreement
effectuating divestiture of the Maine Divestiture
Assets) shall constitute a violation of this Order. If
any term of the Eastern Divestiture Agreement (or any
other Divestiture Agreement effectuating divestiture of
the Maine Divestiture Assets) varies from the terms of
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this Order (“Order Term”), then to the extent that
Respondents cannot fully comply with both terms, the
Order Term shall determine Respondents’ obligations
under this Order. Any material modification of the
Eastern Divestiture Agreement (or any other
Divestiture Agreement effectuating divestiture of the
Maine Divestiture Assets) between the date the
Commission approves the Divestiture Agreement and
the Closing Date, without the prior approval of the
Commission, or any failure to meet any material
condition precedent to closing (whether waived or
not), shall constitute a violation of this Order.
Notwithstanding any paragraph, section, or other
provision of the Divestiture Agreements, for a period
of five (5) years after the relevant Closing Date, any
modification of a Divestiture Agreement, without the
approval of the Commission, shall constitute a failure
to comply with this Order. Respondents shall provide
written notice to the Commission not more than five
(5) days after any modification (material or otherwise)
of the Divestiture Agreement, or after any failure to
meet any condition precedent (material or otherwise)
to closing (whether waived or not).

Until Respondents comply with Paragraph II. (and
Paragraph V1.) of this Order, Respondents shall take
such actions as are necessary to maintain the viability
and marketability of the Maine Divestiture Assets and
to prevent the destruction, removal, wasting,
deterioration, or impairment of the Maine Divestiture
Assets.

The purpose of the divestiture of the Maine Divestiture
Assets, the Searsport Stockpile Space, and the
additional requirements in Paragraph 1l. is to ensure
the continued use of the assets in the same business in
which the assets were engaged at the time of the
announcement of the proposed Acquisition by
Respondents and to remedy the lessening of
competition in the sale and delivery of Deicing Salt in
Maine resulting from the Acquisition as alleged in the
Commission’s complaint.
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IT IS FURTHER ORDERED that

A.

By no later than twenty (20) days after the Acquisition
occurs, Respondents shall divest the Connecticut
Divestiture Assets to Granite State pursuant to and in
accordance with the Granite State Divestiture
Agreement, absolutely and in good faith, and at no
minimum  price; provided, however, that if
Respondents have divested the Connecticut Divestiture
Assets to Granite State prior to the date this Order
becomes final and if, at the time the Commission
determines to make this Order final:

1. The Commission determines and notifies
Respondents that Granite State is not an acceptable
acquirer of the Connecticut Divestiture Assets,
then Respondents shall immediately rescind the
transaction with Granite State and shall divest the
Connecticut Divestiture Assets no later than six (6)
months from the date the Order becomes final,
absolutely and in good faith, at no minimum price,
to a Commission-approved Acquirer and only in a
manner that receives the prior approval of the
Commission; or

2. The Commission determines and notifies
Respondents that the manner in which the
divestiture was accomplished is not acceptable, the
Commission may direct the Respondents, or
appoint a Divestiture Trustee, pursuant to
Paragraph VI. of this Order, to effect such
modifications to the manner of divesting the
Connecticut Divestiture Assets to Granite State
(including, but not limited to, entering into
additional agreements or arrangements) as may be
necessary to satisfy the requirements of this Order.
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Prior to completing the Acquisition, Respondents
shall:

1.

Obtain all consents and approvals from Third
Parties and satisfy all other conditions required to
transfer all rights and divest all assets as required
by Paragraph Il1l., including obtaining any consents
or waivers of, or making any payments to, Third
Parties;

Provide written notification to all Customers that
Deicing Salt provided as part of the Connecticut
Book of Business divested to the Commission-
approved Acquirer will be provided by the
Commission-approved Acquirer and not by
Respondents.

To enable the Commission-approved Acquirer of the
Connecticut Divestiture Assets to supply customers
with Deicing Salt (“Connecticut Supply”) at an
identical level, in an identical manner, and of identical
quality as Respondents supplies customers with
Deicing Salt, Respondents shall, pursuant to an
agreement approved by the Commission (“Connecticut
Salt Supply Agreement”):

1.

Provide to the Commission-approved Acquirer of
the Connecticut Divestiture Assets, at the option of
the Commission-approved Acquirer

a. for a period of up to 36 consecutive months
(the 36-month period to be determined by the
Commission-approved Acquirer);

b. up to 120,000 tons of Deicing Salt per year,
such quantity to be determined by the
Commission-approved  Acquirer of  the
Connecticut Divestiture Assets; provided,
however, if the Connecticut Book of Business
requires the Commission-approved Acquirer of
the Connecticut Divestiture Assets to supply
more than 120,000 tons of Deicing Salt in the
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(1) 2009-2010 contract year for the
Connecticut Book of Business, and (2) the
2010-2011 contract year if the state of
Connecticut extends the period of performance
for the Connecticut Book of Business,
Respondent ISCO shall provide the required
Deicing Salt to the Commission-approved
Acquirer consistent with this paragraph;

c. at no more than Direct Cost.

2. Use reasonable efforts to minimize its costs in
connection with the supply of Deicing Salt to the
Commission-approved Acquirer in a manner that is
consistent with Respondents’ efforts to provide
Deicing Salt to its own New Haven stockpiles; and

3. Ensure that in the event of any Deicing Salt supply
disruption:

a. alternative arrangements shall be made for the
required Deicing Salt delivery to the
Commission-approved Acquirer to commence
as soon as possible;

b. the Commission-approved Acquirer’s priority
to receive Deicing Salt shall be restored as if
the disrupting event had not occurred; and

c. the Commission-approved Acquirer will not be
prejudiced relative to Respondent’s operations
in relation to the transport and delivery of
Deicing Salt for the Commission-approved
Acquirer’s own account or on behalf of any of
its affiliates.

The Granite State Divestiture Agreement and the
Connecticut Supply Agreement (or any other
Divestiture Agreements effectuating divestiture of the
Connecticut Divestiture Assets) shall not limit or
contradict, or be construed to limit or contradict, the
terms of this Order, it being understood that nothing in
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this Order shall be construed to reduce any rights or
benefits of any Commission-approved Acquirer or to
reduce any obligations of Respondents under such
agreements, and each such agreement, if approved by
the Commission as the Divestiture Agreements, shall
be incorporated by reference into this Order and made
a part hereof. Respondents shall comply with all terms
of the Divestiture Agreements, and any breach by
Respondents of any term of the Divestiture
Agreements shall constitute a violation of this Order.
If any term of the Divestiture Agreements varies from
the terms of this Order (“Order Term”), then to the
extent that Respondents cannot fully comply with both
terms, the Order Term shall determine Respondent’s
obligations under this Order. Any material
modification of any Divestiture Agreement between
the date the Commission approves the Divestiture
Agreement and the Closing Date, without the prior
approval of the Commission, or any failure to meet
any material condition precedent to closing (whether
waived or not), shall constitute a violation of this
Order. Notwithstanding any paragraph, section, or
other provision of the Divestiture Agreements, for a
period of five (5) years after the relevant Closing Date,
any modification of a Divestiture Agreement, without
the approval of the Commission, shall constitute a
failure to comply with this Order. Respondents shall
provide written notice to the Commission not more
than five (5) days after any modification (material or
otherwise) of the Divestiture Agreement, or after any
failure to meet any condition precedent (material or
otherwise) to closing (whether waived or not).

Until Respondents comply with Paragraph Ill. (and
Paragraph V1.) of this Order, Respondents shall take
such actions as are necessary to maintain the viability
and marketability of the Connecticut Divestiture
Assets and to prevent the destruction, removal,
wasting, deterioration, or impairment of the
Connecticut Divestiture Assets.
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The purpose of the divestiture of the Connecticut
Divestiture Assets and the additional requirements in
Paragraph Ill. is to ensure the continued use of the
assets in the same business in which the assets were
engaged at the time of the announcement of the
proposed Acquisition by Respondents and to remedy
the lessening of competition in the sale and delivery of
Deicing Salt in Connecticut resulting from the
Acquisition as alleged in the Commission’s complaint.

V.

IT IS FURTHER ORDERED that

A

If the Commission-approved Acquirer is unable to
satisfy the terms of the Connecticut Book of Business
or the Maine Book of Business, then ISCO shall
perform under the terms as requested by the affected
Customer as specified by the Customer in its formal
consent to transfer its contract from ISCO to the
Commission-approved Acquirer.

Respondents shall not interfere with, or in any other
way impede, the ability of the Commission-approved
Acquirers to extend or enter into agreements with
Sprague, Gateway, or other Third Parties, relating to
the supply or sale of Deicing Salt in Connecticut and
Maine.

If any Customer, or person acting on behalf of any
Customer, that would otherwise acquire Deicing Salt
as part of the Connecticut Book of Business or the
Maine Book of Business contacts Respondents with
respect to placing an order, or places an order, for
Deicing Salt, Respondents shall:

1. Notify the Customer-designated representative
with responsibilities for procurement relating to
that Customer, in such a manner that the
representative receives the notification within 24
hours of the contact, or the placement of the order;
and
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2. Maintain an accurate and verifiable record of that
contact.

V.

IT IS FURTHER ORDERED that:

A.

At any time after Respondents sign the Consent
Agreement in this matter, the Commission may
appoint a Monitor to assure Respondents expeditiously
comply with all of their obligations and perform all of
their responsibilities as required by this Order.

The Commission shall select the Monitor, subject to
the consent of Respondents, which consent shall not be
unreasonably withheld. If Respondents have not
opposed, in writing, including the reasons for
opposing, the selection of any proposed Monitor
within ten (10) days after notice by the staff of the
Commission to Respondents of the identity of any
proposed Monitor, Respondents shall be deemed to
have consented to the selection of the proposed
Monitor.

Not later than ten (10) days after the appointment of
the Monitor, Respondents shall execute an agreement
that, subject to the prior approval of the Commission,
confers on the Monitor all the rights and powers
necessary to permit the Monitor to monitor
Respondents’ compliance with the relevant terms of
the Order in a manner consistent with the purposes of
the Order.

If a Monitor is appointed by the Commission pursuant
to this Paragraph V, Respondents shall consent to the
following terms and conditions regarding the powers,
duties, authorities, and responsibilities of the Monitor:

1. The Monitor shall have the power and authority to
monitor the Respondents’ compliance with the
terms of the Order, and shall exercise such power
and authority and carry out the duties and
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responsibilities of the Monitor in a manner
consistent with the purposes of the Order and in
consultation with the Commission including, but
not limited to:

a. assuring that Respondents expeditiously
comply with all of their obligations and
perform all their responsibilities as required by
the Order to Maintain Assets and the Decision
and Order in this matter; and

b. monitoring Respondents compliance with the
Granite State Supply Agreement.

The Monitor shall act in a fiduciary capacity for
the benefit of the Commission.

Subject to any demonstrated legally recognized
privilege, the Monitor shall have full and complete
access to Respondents’ personnel, books,
documents, records kept in the normal course of
business, facilities and technical information, and
such other relevant information as the Monitor may
reasonably request, related to the Respondents’
compliance with their obligations under the Order.
Respondents shall cooperate with any reasonable
request of the Monitor and shall take no action to
interfere with or impede the Monitor’s ability to
monitor Respondents’ compliance with the Order.

The Monitor shall serve, without bond or other
security, at the expense of Respondents on such
reasonable and customary terms and conditions as
the Commission may set. The Monitor shall have
authority to employ, at the expense of
Respondents, such consultants, accountants,
attorneys, and other representatives and assistants
as are necessary to carry out the Monitor’s duties
and responsibilities. The Monitor shall account for
all monies derived from the divestiture and all
expenses incurred, including fees for services
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rendered, subject to the approval of the
Commission.

5. Respondents shall indemnify the Monitor and hold
the Monitor harmless against any losses, claims,
damages, liabilities, or expenses arising out of, or
in connection with, the performance of the
Monitor’s duties, including all reasonable fees of
counsel and other expenses incurred in connection
with the preparation for, or defense of, any claim,
whether or not resulting in any liability, except to
the extent that such losses, claims, damages,
liabilities, or expenses result from gross
negligence, malfeasance, willful or wanton acts, or
bad faith by the Monitor.

6. The Monitor Agreement shall state that within one
(1) month from the date the Monitor is appointed
pursuant to this Paragraph V., and every sixty (60)
days thereafter, the Monitor shall report in writing
to the Commission concerning performance of
their obligations under the Order.

7. Respondents may require the Monitor and each of
the Monitor’s consultants, accountants, attorneys
and other representatives and assistants to sign a
customary confidentiality agreement; provided,
however, such agreement shall not restrict the
Monitor from providing any information to the
Commission.

The Commission may, among other things, require the
Monitor and each of the Monitor’s consultants,
accountants, attorneys and other representatives and
assistants to sign an appropriate confidentiality
agreement relating to the Commission materials and
information received in connection with the
performance of the Monitor’s duties.

If the Commission determines that the Monitor has
ceased to act or failed to act diligently, the
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Commission may appoint a substitute Monitor in the
same manner as provided in this Paragraph V.

The Commission may on its own initiative, or at the
request of the Monitor, issue such additional orders or
directions as may be necessary or appropriate to assure
compliance with the requirements of the Order.

A Monitor appointed pursuant to this Order may be the
same person appointed as the monitor appointed
pursuant to the Order to Maintain Assets in this matter
or the Divestiture Trustee pursuant to the relevant
provisions of this Order.

VI.

IT ISFURTHER ORDERED that:

A

If Respondents have not fully complied with their
obligations to divest the Maine Divestiture Assets, the
Searsport  Stockpile Space, or the Connecticut
Divestiture Assets as required by this Order, the
Commission may appoint a trustee (“Divestiture
Trustee™) to divest such assets and to effectuate the
other provisions of this Order in a manner that satisfies
the requirements of this Order. In the event that the
Commission or the Attorney General brings an action
pursuant to 8§ 5(I) of the Federal Trade Commission
Act, 15 U.S.C. § 45(l), or any other statute enforced by
the Commission, Respondents shall consent to the
appointment of a Divestiture Trustee in such action to
divest the required assets. Neither the appointment of a
Divestiture Trustee nor a decision not to appoint a
Divestiture Trustee under this Paragraph shall preclude
the Commission or the Attorney General from seeking
civil penalties or any other relief available to it,
including a court-appointed Divestiture Trustee,
pursuant to § 5(I) of the Federal Trade Commission
Act, or any other statute enforced by the Commission,
for any failure by Respondents to comply with this
Order.
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The Commission shall select the Divestiture Trustee,
subject to the consent of Respondents, which consent
shall not be unreasonably withheld. The Divestiture
Trustee shall be a person with experience and expertise
in acquisitions and divestitures. If Respondents have
not opposed, in writing, including the reasons for
opposing, the selection of any proposed Divestiture
Trustee within ten (10) days after notice by the staff of
the Commission to Respondents of the identity of any
proposed Divestiture Trustee, Respondents shall be
deemed to have consented to the selection of the
proposed Divestiture Trustee.

Not later than ten (10) days after the appointment of a
Divestiture Trustee, Respondents shall execute a trust
agreement that, subject to the prior approval of the
Commission, transfers to the Divestiture Trustee all
rights and powers necessary to permit the Divestiture
Trustee to effectuate the divestitures and satisfy the
additional obligations required by Paragraph Il. and
Paragraph Ill. of this Order.

If a Divestiture Trustee is appointed by the
Commission or a court pursuant to this Paragraph,
Respondents shall consent to the following terms and
conditions regarding the Divestiture Trustee’s powers,
duties, authority, and responsibilities:

1. Subject to the prior approval of the Commission,
the Divestiture Trustee shall have the exclusive
power and authority to effectuate the divestitures
and satisfy the additional obligations required by
Paragraphs I1. and I1l. of this Order.

2. The Divestiture Trustee shall have twelve (12)
months after the date the Commission approves the
trust agreement described herein to accomplish the
divestitures, which shall be subject to the prior
approval of the Commission. If, however, at the
end of the twelve (12) month period, the
Divestiture Trustee has submitted a plan to satisfy
the obligations of Paragraphs II. and Ill., or
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believes that such can be achieved within a
reasonable time, the period may be extended by the
Commission, or, in the case of a court-appointed
Divestiture Trustee, by the court; provided,
however, the Commission may extend the period
only two (2) times.

Subject to any demonstrated legally recognized
privilege, the Divestiture Trustee shall have full
and complete access to the personnel, books,
records and facilities related to the relevant assets
that are required to be assigned, granted, licensed,
divested, delivered or otherwise conveyed by this
Order and to any other relevant information, as the
Divestiture Trustee may request. Respondents
shall develop such financial or other information as
the Divestiture Trustee may request and shall
cooperate  with  the  Divestiture  Trustee.
Respondents shall take no action to interfere with
or impede the Divestiture Trustee’s
accomplishment of the divestitures Any delays
caused by Respondents shall extend the time under
this Paragraph in an amount equal to the delay, as
determined by the Commission or, for a
court-appointed Divestiture Trustee, by the court.

The Divestiture Trustee shall use commercially
reasonable efforts to negotiate the most favorable
price and terms available in each contract that is
submitted to the Commission, subject to
Respondents’  absolute  and  unconditional
obligation to divest expeditiously and at no
minimum price. The divestitures shall be made in
the manner and to an acquirer as required by this
Order; provided, however, if the Divestiture
Trustee receives bona fide offers from more than
one acquiring entity, and if the Commission
determines to approve more than one such
acquiring entity, the Divestiture Trustee shall
divest to the acquiring entity or entities selected by
Respondents from among those approved by the
Commission; provided further, however, that
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Respondents shall select such entity within five (5)
Days after receiving notification of the
Commission’s approval.

The Divestiture Trustee shall serve, without bond
or other security, at the cost and expense of
Respondents, on such reasonable and customary
terms and conditions as the Commission or a court
may set. The Divestiture Trustee shall have the
authority to employ, at the cost and expense of
Respondents, such consultants, accountants,
attorneys, investment bankers, business brokers,
appraisers, and other representatives and assistants
as are necessary to carry out the Divestiture
Trustee’s duties and responsibilities.  The
Divestiture Trustee shall account for all monies
derived from the divestitures and all expenses
incurred. After approval by the Commission of the
account of the Divestiture Trustee, including fees
for the Divestiture Trustee’s services, all remaining
monies shall be paid at the direction of
Respondents, and the Divestiture Trustee’s power
shall be terminated. The compensation of the
Divestiture Trustee shall be based at least in
significant part on a commission arrangement
contingent on the divestitures of all of the relevant
assets that are required to be divested by this
Order.

Respondents shall indemnify the Divestiture
Trustee and hold the Divestiture Trustee harmless
against any losses, claims, damages, liabilities, or
expenses arising out of, or in connection with, the
performance of the Divestiture Trustee’s duties,
including all reasonable fees of counsel and other
expenses incurred in connection with the
preparation for, or defense of, any claim, whether
or not resulting in any liability, except to the extent
that such losses, claims, damages, liabilities, or
expenses result from misfeasance, gross
negligence, willful or wanton acts, or bad faith by
the Divestiture Trustee.



K+S AKTIENGESELLSCHAFT 453

Decision and Order

7. The Divestiture Trustee shall have no obligation or
authority to operate or maintain the relevant assets
required to be granted, licensed, transferred,
delivered or otherwise conveyed by this Order.

8. The Divestiture Trustee shall report in writing to
Respondents and to the Commission every sixty
(60) days concerning the Divestiture Trustee’s
efforts to accomplish the divestitures.

9. Respondents may require the Divestiture Trustee
and each of the Divestiture Trustee’s consultants,
accountants, attorneys and other representatives
and assistants to sign a customary confidentiality
agreement; provided, however, such agreement
shall not restrict the Divestiture Trustee from
providing any information to the Commission.

If the Commission determines that a Divestiture
Trustee has ceased to act or failed to act diligently, the
Commission may appoint a substitute Divestiture
Trustee in the same manner as provided in this
Paragraph IV.

The Commission or, in the case of a court-appointed
Divestiture Trustee, the court, may on its own
initiative or at the request of the Divestiture Trustee
issue such additional orders or directions as may be
necessary or appropriate to accomplish the divestitures
required by this Order.

VII.

IT IS FURTHER ORDERED that:

A

Within thirty (30) days after the date this Order
becomes final, every sixty (60) Days thereafter until
Respondents have fully complied with Paragraphs
ILA. and II.C., Il1l.LA. and 1I1.B (or Paragraph VI., as
applicable), and every ninety (90) days thereafter until
Respondents have complied with all remaining
obligations of this Order and the Divestiture
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Agreement(s), Respondents shall submit to the
Commission a verified written report setting forth in
detail the manner and form in which they intend to
comply, are complying, and have complied with this
Order. Respondents shall include in its reports, among
other things that are required from time to time:

1. A full description of the efforts being made to
comply with the relevant Paragraphs of this Order;

2. A description of all substantive contacts or
negotiations related to the divestitures and the
identity of all parties contacted and copies of all
written communications to and from such parties,
all internal memoranda, and all reports and
recommendations concerning completing its
obligations pursuant to Paragraph I1. and Paragraph
I11. (or Paragraph V1., as applicable) of this Order.

B. One year after the Order becomes final, annually for
the next three (3) years on the anniversary of the date
the Order becomes final, and at other times as the
Commission may require, Respondents shall file a
verified written report with the Commission setting
forth in detail the manner and form in which they have
complied and are complying with the Order.

VIII.

IT IS FURTHER ORDERED that Respondents shall notify
the Commission at least thirty (30) days prior to any proposed (1)
dissolution of the Respondents, (2) acquisition, merger or
consolidation of Respondents, or (3) any other change in the
Respondents that may affect compliance obligations arising out of
this Order, including, but not limited to, assignment, the creation
or dissolution of subsidiaries, or any other change in Respondents.

IX.
IT IS FURTHER ORDERED that, for purposes of

determining or securing compliance with this Order, and subject
to any legally recognized privilege, and upon written request and
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upon five (5) days notice to Respondents, Respondents shall,
without restraint or interference, permit any duly authorized
representative(s) of the Commission:

A.

Access, during business office hours of the
Respondents and in the presence of counsel, to all
facilities and access to inspect and copy all books,
ledgers, accounts, correspondence, memoranda and all
other records and documents in the possession or
under the control of the Respondents related to
compliance with this Order, which copying services
shall be provided by the Respondents at their expense;
and

To interview officers, directors, or employees of the
Respondents, who may have counsel present,
regarding such matters.

By the Commission.

Confidential Appendix A

[Redacted from Public Record Version but

Incorporated by Reference]

Confidential Appendix B

[Redacted from Public Record Version but

Incorporated by Reference]
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ANALYSIS OF THE CONSENT ORDER TO AID
PUBLIC COMMENT

I. Introduction

The Federal Trade Commission ("Commission™) has accepted,
subject to final approval, an Agreement Containing Consent Order
(“Consent Agreement”) from K+S Aktiengesellschaft (“K+S”),
and its subsidiary, International Salt Company LLC (“ISCO”),
that is designed to remedy the anticompetitive effects that would
otherwise result from K+S’s proposed acquisition of Morton
International, Inc. (“Morton”), from The Dow Chemical Company
(“Dow”). Under the terms of the proposed Consent Agreement,
K+S is required to divest assets related to its bulk de-icing salt
business in Maine to an up-front buyer, Eastern Salt Company,
Inc. (“Eastern Salt” or “Maine Purchaser”), and to divest assets
related to its bulk de-icing salt business in Connecticut to an up-
front buyer, Granite State Minerals, Inc. (“Granite State” or
“Connecticut Purchaser”).

The proposed Consent Agreement has been placed on the
public record for thirty (30) days to solicit comments from
interested persons. Comments received during this period will
become part of the public record. After thirty (30) days, the
Commission will again review the proposed Consent Agreement
and will decide whether it should withdraw from the proposed
Consent Agreement, modify it, or make final the Decision and
Order (“Order™).

Pursuant to a Stock Purchase Agreement dated April 1, 2009
(the “Agreement”), K+S proposes to acquire Morton from Dow
for approximately $1.675 billion (the “Acquisition”). The
Commission’s complaint alleges that the proposed Acquisition, if
consummated, would violate Section 7 of the Clayton Act, as
amended, 15 U.S.C. § 18, and Section 5 of the Federal Trade
Commission Act, as amended, 15 U.S.C. § 45, by lessening
competition in Maine and Connecticut for the sale and delivery of
bulk de-icing road salt.
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I1. The Parties

K+S is currently one of the world’s leading suppliers of salt
products. K+S sells salt into the United States through its U.S.
subsidiary, ISCO. Morton, headquartered in Chicago, Illinois,
and a wholly-owned subsidiary of Dow, is a leading salt vendor in
North America. Morton produces consumer salt, industrial salt,
and de-icing salt. The acquisition of Morton will make K+S the
largest producer and distributor of de-icing road salt for customers
in Maine and Connecticut.

I11.The Proposed Complaint

According to the Commission’s proposed Complaint, the
relevant product market in which to assess the competitive effects
of the proposed Acquisition is the sale and delivery of bulk de-
icing salt. The evidence indicates that there are no practical
substitutes for bulk de-icing salt to melt snow and ice. The
relevant geographic markets in which to assess the impact of the
proposed Acquisition are the states of Maine and Connecticut.

The relevant markets are highly concentrated. 1SCO and
Morton are the two principal bidders in the states of Maine and
Connecticut for the sale and delivery of bulk de-icing salt. Post-
acquisition, the combined entity will have a market share
exceeding 70 percent in both Maine and Connecticut. Post-
merger HHIs for Maine and Connecticut are 5,142 and 5,834, and
the acquisition will increase HHI levels by 1,914 and 2,642,
respectively. These market concentration levels far exceed the
thresholds set forth in the Horizontal Merger Guidelines and thus
create a presumption that the proposed merger will create or
enhance market power.

Entry into the relevant markets is difficult because, among
other things, there is a lack of acceptable stockpile space along the
coasts of Maine and Connecticut. As a result, new entry sufficient
to achieve a significant market impact within two years is
unlikely.

Finally, the Complaint alleges that the proposed Acquisition

will reduce competition in the relevant markets by eliminating
direct and substantial competition between ISCO and Morton, and
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by increasing the likelihood that ISCO would increase prices
either unilaterally or through coordinated interaction with the few
remaining firms in the relevant markets.

IVV. The Consent Agreement

To preserve the competition that otherwise would be
eliminated by the Acquisition, the proposed Consent Agreement
requires ISCO to divest to Commission-approved buyers, Eastern
Salt and Granite State, assets sufficient to enable these buyers to
become viable competitors for the de-icing salt business in the
relevant markets beginning with the 2010-2011 bidding cycle.
ISCO will divest to Eastern Salt the Maine Divestiture Assets,
including: 1) stockpile space in the state, 2) all associated
handling and trucking contracts, and 3) a book of de-icing salt
business for the 2009-2010 winter season. ISCO will divest to
Granite State the Connecticut Divestiture Assets, including: 1)
stockpile space in the state, 2) all associated handling and trucking
contracts, 3) a book of de-icing salt business for the 2009-2010
winter season, and 4) a three-year supply of de-icing salt at a price
that is no more than ISCO’s costs.

The Commission has preliminarily determined that Eastern
Salt is a well-qualified buyer of the Maine Divestiture Assets and
is well situated to replace the competition Morton provided in the
state. Eastern Salt is a family-owned company that has been a
de-icing salt supplier in other geographic markets along the East
Coast for roughly 60 years. Eastern Salt is a vertically integrated
supplier with a dependable, high-quality supply of de-icing salt.
With the divested assets, Eastern Salt will be well positioned to
compete for future business in Maine and to deliver salt to
customers in a timely manner.

The Commission has preliminarily determined that Granite
State is a well-qualified buyer of the Connecticut Divestiture
Assets and is well situated to replace the competition Morton
provided in the state. Granite State has experience supplying de-
icing salt to customers in a number of states along the East Coast.
The Consent Agreement requires ISCO to provide Granite State
with a three-year supply of bulk de-icing salt at no more than
ISCO’s costs. The supply requirement will ensure that Granite
State has a supply of salt in Connecticut during the 2010-2011 and
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2011-2012 bid cycles while Granite State develops the necessary
supply arrangements to serve Connecticut customers in
subsequent years. With the divested assets, Granite State will be
well positioned to compete for future business in Connecticut and
to deliver salt to customers in a timely manner.

The proposed Consent Agreement requires that the
divestitures occur no later than twenty (20) days after the
Acquisition is consummated. However, if ISCO divests the assets
to Eastern Salt or Granite State during the public comment period,
and if, at the time the Commission decides to make the Order
final, the Commission notifies K+S or ISCO that either purchaser
is not an acceptable acquirer or that the asset purchase agreement
with the Maine Purchaser or Connecticut Purchaser is not an
acceptable manner of divestiture, then ISCO must immediately
rescind the transaction in question and divest those assets to
another buyer within six (6) months of the date the Order becomes
final. At that time, Respondents must divest those assets only to
an acquirer and in a manner that receives the prior approval of the
Commission. The proposed Consent Agreement also enables the
Commission to appoint a trustee to divest any assets identified in
the Order that K+S or ISCO has not divested to satisfy the
requirements of the Order.

The proposed Consent Agreement further requires K+S and
ISCO to maintain the viability and marketability of the Maine
Divestiture Assets and the Connecticut Divestiture Assets and to
prevent the destruction, removal, wasting, deterioration, or
impairment of those assets prior to divestiture.

In order to ensure that the Commission remains informed
about the status of the divestitures, the proposed Consent
Agreement requires K+S and ISCO to file reports with the
Commission periodically until the divestitures are completed.
Written reports describing how K+S and ISCO are complying
with the Order must be filed one year after the Order becomes
final and annually for the next three (3) years.

The purpose of this analysis is to facilitate public comment on
the proposed Consent Agreement, and it is not intended to
constitute an official interpretation of the proposed Consent
Agreement or to modify its terms in any way.
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IN THE MATTER OF

EXPATEDGE PARTNERS, LLC

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF
SEC. 5 OF THE FEDERAL TRADE COMMISSION ACT

Docket No. C-4269; File No. 092 3138
Complaint, November 9, 2009 - Decision, November 9, 2009

This consent order addresses respondent ExpatEdge Partners, LLC, providers
of software and consulting services to businesses with employees residing
outside of origin. Respondent manages tax and payroll issues for employees
that work outside their country of residence. The complaint alleges the
respondent violated Section 5 of the FTC Act by making false and misleading
representations concerning ExpatEdge Partners’s participation in the Safe
Harbor privacy framework. Safe Harbor is an international program for
international data transfer between the U.S. and the European Union.
Respondent advertised an incorrect status as to its compliance with the
program. The order prohibits ExpatEdge from making misrepresentations about
its membership in any privacy, security, or any other compliance program
sponsored by the government or any other third party.

Participants
For the Commission: Molly Crawford and Katie Ratté.
For the Respondent: David S. Kolb, President, pro se.
COMPLAINT

1. The Federal Trade Commission, having reason to believe
that ExpatEdge Partners, LLC (“respondent”) has violated the
provisions of the Federal Trade Commission Act, and it appearing
to the Commission that this proceeding is in the public interest,
alleges:

1. Respondent ExpatEdge Partners, LLC
(“ExpatEdge”) is a Minnesota limited liability corporation
with its principal office or place of business at 750 Boone
Avenue North, Suite 102, Minneapolis, Minnesota 55427.

2. Respondent is in the business of providing
software and consulting services to businesses that offer
“expatriate” programs to manage tax and payroll issues for
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employees that work outside their country of residence,
including through a website (www.expatedge.com).

3. The acts and practices of respondent as alleged in
this complaint have been in or affecting commerce, as
“commerce” is defined in Section 4 of the Federal Trade
Commission Act.

4. Since at least December 2002, respondent has set
forth on its website, www.expatedge.com, privacy policies
and statements about its practices, including statements
related to its participation in the Safe Harbor privacy
framework agreed upon by the U.S. and the European
Union (“U.S.-EU Safe Harbor Framework” or “Safe
Harbor”).

U.S.-EU SAFE HARBOR FRAMEWORK

5. The U.S.-EU Safe Harbor Framework provides a
method for U.S. companies to transfer personal data
outside of Europe that is consistent with the requirements
of the European Union Directive on Data Protection
(“Directive”). Enacted in 1995, the Directive sets forth
European Union (“EU”) requirements for privacy and the
protection of personal data. Among other things, it
requires EU Member States to implement legislation that
prohibits the transfer of personal data outside the EU, with
exceptions, unless the European Commission (“EC”) has
made a determination that the recipient jurisdiction’s laws
ensure the protection of such personal data. See Directive
95/46/EC of the European Parliament and of the Council
(Oct. 24, 1995), available at
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=C
EL EX:31995L0046:EN:HTML. This determination is
commonly referred to as meeting the EU’s “adequacy”
standard.

6. To satisfy the EU adequacy standard for certain
commercial transfers, the U.S. Department of Commerce
(“Commerce”) and the EC negotiated the U.S.-EU Safe
Harbor Framework, which went into effect in 2000. The
Safe Harbor allows U.S. companies to transfer personal
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data lawfully from the EU. To join the Safe Harbor, a
company must self-certify to Commerce that it complies
with seven principles and related requirements that have
been deemed to meet the EU’s adequacy standard.

7. Companies under the jurisdiction of the U.S.
Federal Trade Commission (“FTC”), as well as the U.S.
Department of Transportation, are eligible to join the Safe
Harbor. A company under the FTC’s jurisdiction that self-
certifies to the Safe Harbor principles but fails to
implement them may be subject to an enforcement action
based on the FTC’s deception authority under Section 5 of
the Federal Trade Commission Act.

8. Commerce maintains a public  website,
www.export.gov/safeharbor, where it posts the names of
companies that have self-certified to the Safe Harbor. The
listing of companies indicates whether their self-
certification is “current” or “not current.” Companies are
required to re-certify every year in order to retain their
status as “current” members of the Safe Harbor
framework.  According to the Safe Harbor website,
“Organizations should notify the Department of
Commerce if their representation to the Department is no
longer valid. Failure to do so could constitute a
misrepresentation.” See Safe Harbor List, available at
http://web.ita.doc.gov/safeharbor/shlist.nsf/web
Pages/safe+harbor+list.

VIOLATIONS OF SECTION5OF THE FTC ACT

9. In November 2002, respondent submitted to
Commerce a self-certification to the Safe Harbor, which it
renewed in November 2003, November 2004, and
November 2005.

10. In November 2006, respondent did not renew its
self-certification to the Safe Harbor, and Commerce
updated respondent’s status to “not current” on its public
website. To date, respondent has not renewed its self-
certification to the Safe Harbor and remains in ‘“not
current” status on Commerce’s website. (Exhibit A,


http://web.ita.doc.gov/safeharbor/shlist.nsf/web
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Declaration of Damon C. Greer).

11. From at least December 2002 until July 2009,
respondent has disseminated or caused to be disseminated
privacy policies and statements on the
www.expatedge.com website, including, but not limited
to, the following statements:

ExpatEdge self-certifies the Policy to the U.S.
Department of Commerce’s Safe Harbor Privacy
Program.

Exhibit B, December 2002 Privacy Policy; Exhibit C, Aug. 2004
Privacy Policy; Exhibit D, Dec. 2007 Privacy Policy; Exhibit E,
Apr. 2009 Privacy Policy.

12. Through the means described in Paragraph 11,
respondent represented, expressly or by implication, that it
IS a current participant in the Safe Harbor.

13.In truth and in fact, since November 2006,
respondent has not been a current participant in the Safe
Harbor.  Therefore, the representations set forth in
Paragraph 11 were, and are, false or misleading.

14. The acts and practices of respondents as alleged in
this complaint constitute unfair or deceptive acts or
practices in or affecting commerce in violation of Section
5(a) of the Federal Trade Commission Act.

THEREFORE, the Federal Trade Commission this ninth day
of November, 2009, has issued this complaint against respondent.

By the Commission.
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Page L of 3

Expatlidge - Privacy Policy

ExpatEdge® Privacy Policy

This ExpatEdge, Inc. ("ExpatEdge”) Privacy Policy (the
"Policy”) was developed as an extension of our commitment
to combine the highest-quality products and services with
the highest level of integrity in dealing with our valued
Slgn up for our : : ]
customers, and the companies, businesses and organizations
free newsletter & e
they represent {collectively, "you"}).

ExpatEdge self-certifies the Policy to the U.S, Department of
Commerce's Safe Harbor Privacy Principles. I you have any
questions abaout this Policy, wish to amend, delete or add ta
any of your information contained at the Site, or otherwise
wish to contact ExpatEdge directly, please email us at
privacy @expatedge.com or call us at (650) 625-8161.

IF YOU DO NOT AGREE TO THE POLICY, YOU
SHOULD NOT USE THIS INTERNET WEBSITE (THE
"SITE"). WE MAY MODIFY THE PQLICY FROM
TIME TQ TIME AND POST THOSE MODIFICATIONS
HERE. YOUR CONTINUED USE OF THE SITE AFTER
ANY SUCH MODIFICATION CONSTITUTES Y
ACCEPTANCE OF THE MCDIFIEDR POLICY..

1. Information. ExpatEdge obtains information from and
about you in a number of different ways, including:

A. General Information. Some information is
gathered automatically when you access the Site
(“Generat Informatlon”). This General
Information (which includes Site pages visiled,
type of web brawser used, type of operating
system, and the domain name of your Internet
Service Provider and similar Information) does
not identify you personally.

B. Profile Information. Some information is
not gathered automatically, and is instead
supplied by you voluntarily when you use or
reqister for certain services at the Site {"Profile
Information”). If you wish ta provide Profile

http:/fweb.archive.orp/web/2002 12116211 /hilp-/fwww.expatedge.comipriviicy jsp 20,2000
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Exhibit C

ExpiEye - Privacy Pokcy Page 1 of 3

ExpatEdge® Privacy Policy

This ExpatEdge, Inc. {"ExpatEdge”) Privacy Policy (the
“Policy") was developed as an extension of our commitment
to cornbine the highest-quality products and services with
the highest level of integrity in dealing with our valued
customers, and the campanies, businesses and organizations
Sign up for oyt they represent (collectively, "you®),

free newsletter 7

ExpatEdge self-certifies the Policy to the U.S, Department of
Commerce's Safe Harbor Privacy Pringiples. If you have any
questions about this Policy, wish to amend, delete or 2dd to
any of your information contained at the Site, or atharwise
wish to contact ExpatEdge directly, please emall us at
privacy@expatedge.com or call us at {650} 525-8161,

IF YOU DO NOT AGREE TO THE POLICY, YOU
SHOULD NOT USE THIS INTERNET WEBSITE (THE
“SITE"). WE MAY MODIFY THE POLICY FROM
TIME TO TIME AND POST THOSE MODIFICATIONS

HERE. YOUR CONTINUED USE OF THE SITE AFTER

ANY SUCH MODIFICATION CONSTITUTES YOUR
ACCEPTANCE OF THE MODIFIED POLICY..

1. Information. ExpatEdge obtains information from and
about you in @ number of different ways, including:

A, General Information. Some information is
gathered automatically when you access the Site
("General Information®). This General
Information (which includes Site pages visited,
type of web browser used, type of operating
system, and the domain name of your Internet
Service Provider and similar information) does
not identify you personally,

B. Profile Information. Some information is
not gathered automatically, and is instead
supphied by you voluntarily when you use or
register for certain services at the Site {“"Profile
Information”). If you wish to provide Profile

hitre ek archive ore/weh/ 2004083001 5944/t Awww.cxpaledpe com/privacy jsp 42072008
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ExpatFdue - Privacy Policy

Sigh up for our
tree newsletter &

ExpatEdge® Privacy Policy

This ExpatEdae Partners, LLC ("ExpatEdge”) Privacy Palicy
(the "Policy”) was developad as an extension of cur
commitment to combine the highest-quality products and
services with the highest level of integrity in deaking with our
valued customers, and the companies, businesses and
organizations they represent (collectively, "you"}.

ExpatEdge self-certifies the Policy to the U.5. Department of
Commerce's Safe Harbor Privacy Principles. If you have any
questions about this Policy, wish to amend, delete or add to
any of your information contained at the Site, or otherwise
wish to contact ExpatEdge directly, please emall us 2t
privacy@exgpatedge.com or call us at (650) 566- 1580,

IF YQU DO NOT AGREE TQ THE POLICY, YQU
SHOULD NOT USE THIS INTERNET WEBSITE (THE
"SITE"). WE MAY MODIFY THE POLICY FROM
TIME TO TIME AND POST THOSE MODIFICATIONS
HERE. YOUR CONTINUED USE OF THE SITE AFTER
ANY SUCH MORIFICATIQON CONSTITUTES YOUR
ACCEPTANCE QF THE MODIFIED POLICY..

1. Informatlon. ExpatEdge obtains information from and
about you in a number of different ways, including:

A. General Information. Some information is
gathered automatically when you access the Site
{"General Information"). This General
[nformation (which includes Site pages visited,
type of web browser used, type of gperating
system, and the doman name of your Internet
Service Pravider and similar information} does
not identify yau personally.

B. Prefila Information, Some information is
not gathered avtomatically, and is insteag
supplied by you valuntarily when you use or
register for certain services at the Site ("Profile
Information”). If you wish to provide Profile

bitnHhunh arrhive oreweh/20071 2809202 htt:fwww expatedge.comiprivacy jsp

Page ol 5

42072000



EXPATEDGE PARTNERS, LLC 477

Decision and Order

477



478 FEDERAL TRADE COMMISSION DECISIONS
VOLUME 148

Complaint




EXPATEDGE PARTNERS, LLC 479

Decision and Order

479



480 FEDERAL TRADE COMMISSION DECISIONS
VOLUME 148

Complaint




EXPATEDGE PARTNERS, LLC 481

Decision and Order

Exhibit E

Page 1 6l'S

LxpatFige - Privacy Policy

ExpatEdge® Privacy Policy

This ExpatEdge Partners, LLC {"ExpatEdge”) Privacy Policy
(the "Policy") was developed a5 an extensian of our
commitment to combine the highest-quality products and
services with the highest level of integrity in deafing with our
valued customers, and the comparies, businesses and

Sign up for eut organizations they represent (collectively, "you").

free newsletter &

ExpatEdge self-certifies the Policy to the U.S. Department of
Commerce's Safe Harbor Privacy Principles. If you have any
questions about this Policy, wish to amend, defete or add to
any of your information contained at the Site, or otherwise
wish to contact ExpatEdge directly, please email us at
privacy@expatedge.com or call us at {650) 566-1580.

IF YOU DO NOT AGREE TO THE POLICY, YOU
SHOULD NOT USE THIS INTERNET WEBSITE (THE
"SITE"). WE MAY MODIFY THE POLICY FROM
TIME TO TIME AND POST THOSE MORIFICATIONS
HERE. YOUR CONTINUVED USE OF THE SITE AFTER
ANY SUCH MODIFICATION CONSTITUTES YOUR

ACCEPTANCE OF THE MODJFJED POLICY.

1, Information. ExpatEdge obtains information from and
about you in 8 number of different ways, including:

A. General Informatlon. Some information is
gathered automatically when you access the Site
("General Information”). This General
Information (which includes Site pages visited,
type of web browser used, type of operating
system, and the domain name of your Internet
Service Provider and similar information) does
not identify you personaily.

B. Profile Information. Some information is
not gathered automatically, and is instcad
supplied by you voluntarily when you use or
register for certain services at the Site ("Profile
Infarmation"). If you wish to provide Profile

http:Husw expatedge comiprivacy jsp 47202000
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Cxpattdge - Privacy Poliey Page S of 3

royaity-free, irravocatle, perpatual, non-exciusive,
transferabie license {with a right to grant sublicenses
through multiple tiers of sublicensees) to use, execute,
display, copy, perform and modify such information as
ExpatEdge sees fit for internal business purposes.

8, General. This Policy constitutes the entire and only
agreement between ExpatEdge and you regarding this
subject matter and supersedes all prior or contemporaneous
agreements, representations, warranties and understandings
with respect thereto. You agree to review this Policy prior to
reviewing any infarmation or obtaining any documents from
the Site. Any action related te this Policy shall be governed
by the substantive laws of the Stale of Califernia, without
regard to conflicts of law principles. The State and Federal
courts located in Santa Clara County, California, shall have
sole jurisdiction over any dispute arising hereunder, and the
parties hereby consent to the personal jurisdiction of such
courts and to extra=territorial service of process. The United
Nations Convention on Contracts for the International Sale of
Goods shall not apply to this Policy. Neither this Policy, nor
any rights hereunder, may be assigned by operation of law
or otherwise, in whole in part, by you withaut the prior,
written consent of ExpatEdge. Any purported assignment
without such permission shalf be void, ExpatEdge may assign
this Policy, in whole or in part, without notice to you, Any
waiver of any rights of either party must be in witing, signed
by the waiving party, and any such waiver shall not operate
as a walver of any future breach of this Policy. In the event
any portion of this Policy is found to be illegal or
unenforceable, such partion shall be severed, and the
remaining terms shall be separately enfarced. The language
in this Policy shall be interpreted as to its fair meaning and
not strictly for or against either party, This Policy may be
modified or amended by you only in writing, signed by hoth
parties. Any purported medification or amendment
inconsistent with the foregoing shall be void.

Provgly Pulicy
Copyght € 2000- 2009 £xpartde Partaers, tLC Al Aghts réserved

htp:fwww.expatedie com/privaey.jsp NG
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DECISION AND ORDER

The Federal Trade Commission, having initiated an
investigation of certain acts and practices of the Respondent
named in the caption hereof, and the Respondent having been
furnished thereafter with a copy of a draft of Complaint, which
the Bureau of Consumer Protection proposed to present to the
Commission for its consideration and which, if issued, would
charge the Respondent with violation of the Federal Trade
Commission Act; and

The Respondent and counsel for the Commission having
thereafter executed an agreement containing a consent order, an
admission by the Respondent of all the jurisdictional facts set
forth in the aforesaid draft complaint, a statement that the signing
of the agreement is for settlement purposes only and does not
constitute an admission by the Respondent that the law has been
violated as alleged in such complaint, or that any of the facts as
alleged in such complaint, other than jurisdictional facts, are true,
and waivers and other provisions as required by the Commission’s
Rules; and

The Commission having thereafter considered the matter and
having determined that it had reason to believe that the
Respondent has violated the Federal Trade Commission Act, and
that a complaint should issue stating its charges in that respect,
and having thereupon accepted the executed consent agreement
and placed such agreement on the public record for a period of
thirty (30) days for the receipt and consideration of public
comments, now in further conformity with the procedure
prescribed in Section 2.34 of its Rules, 16 C.F.R. § 2.34, the
Commission hereby issues its complaint, makes the following
jurisdictional findings, and enters the following order:

1. Respondent ExpatEdge Partners, LLC is a Minnesota
limited liability corporation with its principal office or
place of business at 750 Boone Avenue North, Suite
102, Minneapolis, Minnesota 55427.

2. The Federal Trade Commission has jurisdiction of the
subject matter of this proceeding and of the
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Respondent, and the proceeding is in the public
interest.

ORDER
DEFINITIONS

For purposes of this Order, the following definitions shall
apply:

A. Unless otherwise specified, “respondent” shall mean
ExpatEdge Partners, LLC and its subsidiaries,
divisions, affiliates, successors and assigns.

B. “Commerce” shall mean as defined in Section 4 of the
Federal Trade Commission Act, 15 U.S.C. § 44.

IT IS ORDERED that respondent and its officers, agents,
representatives, and employees, directly or through any
corporation, subsidiary, division, website, or other device, in
connection with the advertising, marketing, promotion, offering
for sale, or sale of any product or service, in or affecting
commerce, shall not misrepresent in any manner, expressly or by
implication, the extent to which respondent is a member of,
adheres to, complies with, is certified by, is endorsed by, or
otherwise participates in any privacy, security, or any other
compliance program sponsored by the government or any other
third party.

IT IS FURTHER ORDERED that respondent shall maintain
and upon request make available to the Federal Trade
Commission for inspection and copying, a print or electronic copy
of, for a period of five (5) years from the date of preparation or
dissemination, whichever is later, all documents relating to
compliance with this order, including but not limited to:

A. all advertisements, promotional materials, and any
other statements containing any representations
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covered by this order, with all materials relied upon in
disseminating the representation; and

B. any documents, whether prepared by or on behalf of
respondent, that call into question respondent’s
compliance with this order.

IT IS FURTHER ORDERED that respondent shall deliver a
copy of this order to all current and future principals, officers,
directors, and managers, and to all current and future employees,
agents, and representatives having responsibilities relating to the
subject matter of this order, and shall secure from each such
person a signed and dated statement acknowledging receipt of the
order. Respondent shall deliver this order to such current
personnel within thirty (30) days after service of this order, and to
such future personnel within thirty (30) days after the person
assumes such position or responsibilities.

V.

IT IS FURTHER ORDERED that respondent shall notify
the Commission at least thirty (30) days prior to any change in the
corporation(s) that may affect compliance obligations arising
under this order, including, but not limited to: a dissolution,
assignment, sale, merger, or other action that would result in the
emergence of a successor corporation; the creation or dissolution
of a subsidiary, parent, or affiliate that engages in any acts or
practices subject to this order; the proposed filing of a bankruptcy
petition; or a change in the corporate name or address. Provided,
however, that, with respect to any proposed change in the
corporation(s) about which respondent learns fewer than thirty
(30) days prior to the date such action is to take place, respondent
shall notify the Commission as soon as is practicable after
obtaining such knowledge. All notices required by this Part shall
be sent by certified mail to the Associate Director, Division of
Enforcement, Bureau of Consumer Protection, Federal Trade
Commission, Washington, D.C. 20580.
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V.

IT IS FURTHER ORDERED that respondent shall, within
sixty (60) days after service of this order, and at such other times
as the Commission may require, file with the Commission a
report, in writing, setting forth in detail the manner and form in
which it has complied with this order.

VI.

This order will terminate on November 9, 2029, or twenty
(20) years from the most recent date that the United States or the
Commission files a complaint (with or without an accompanying
consent decree) in federal court alleging any violation of the
order, whichever comes later; provided, however, that the filing of
such a complaint will not affect the duration of:

A. any Part in this order that terminates in fewer than
twenty (20) years;
B. this order’s application to any respondent that is not

named as a defendant in such complaint; and

C. this order if such complaint is filed after the order has
terminated pursuant to this Part.

Provided, further, that if such complaint is dismissed or a federal
court rules that respondent did not violate any provision of the
order, and the dismissal or ruling is either not appealed or upheld
on appeal, then the order as to such respondent will terminate
according to this Part as though the complaint had never been
filed, except that the order will not terminate between the date
such complaint is filed and the later of the deadline for appealing
such dismissal or ruling and the date such dismissal or ruling is
upheld on appeal.

By the Commission.
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ANALYSIS OF CONSENT ORDER TO AID PUBLIC
COMMENT

The Federal Trade Commission (“FTC” or “Commission’)
has accepted, subject to final approval, a consent agreement from
ExpatEdge Partners LLC (“ExpatEdge”).

The proposed consent order has been placed on the public
record for thirty (30) days for receipt of comments by interested
persons. Comments received during this period will become part
of the public record. After thirty (30) days, the Commission will
again review the agreement and the comments received, and will
decide whether it should withdraw from the agreement and take
appropriate action or make final the agreement’s proposed order.

This matter concerns alleged false or misleading
representations that ExpatEdge made to consumers concerning its
participation in the Safe Harbor privacy framework (“Safe
Harbor”) agreed upon by the U.S. and the European Union
(“EU”). It is among the Commission’s first cases to challenge
deceptive claims about the Safe Harbor. The Safe Harbor
provides a mechanism for U.S. companies to transfer data outside
the EU consistent with European law. To join the Safe Harbor, a
company must self-certify to the U.S. Department of Commerce
(“Commerce”) that it complies with seven principles and related
requirements. Commerce maintains a public website,
www.export.gov/safeharbor, where it posts the names of
companies that have self-certified to the Safe Harbor. The listing
of companies indicates whether their self-certification is “current”
or “not current.” Companies are required to re-certify every year
in order to retain their status as “current” members of the Safe
Harbor framework.

ExpatEdge provides software and consulting services to
businesses that offer “expatriate” programs to manage tax and
payroll issues for employees that work outside their country of
residence, including through a website (www.expatedge.com).
According to the Commission’s complaint, from at least
December 2002 until July 2009, ExpatEdge has set forth on its
website privacy policies and statements about its practices,
including statements that it is a current participant in the Safe
Harbor.
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The Commission’s complaint alleges that until July 2009,
ExpatEdge falsely represented that it was a current participant in
the Safe Harbor when, in fact, ExpatEdge has not been a current
participant in the Safe Harbor since November 2006. The
Commission’s complaint alleges that in November 2002,
ExpatEdge submitted to Commerce a self-certification to the Safe
Harbor, which it renewed in November 2003, November 2004,
and November 2005. ExpatEdge did not renew its self-
certification to the Safe Harbor in November 2006, and
Commerce updated its status to “not current” on the Commerce
public website. To date, ExpatEdge has not renewed its self-
certification to the Safe Harbor and remains in “not current” status
on Commerce’s website.

The proposed order applies to ExpatEdge’s representations
about its membership in any privacy, security, or any other
compliance program sponsored by the government or any other
third party. It contains provisions designed to prevent ExpatEdge
from engaging in the future in practices similar to those alleged in
the complaint.

Part | of the proposed order prohibits ExpatEdge from making
misrepresentations about its membership in any privacy, security,
or any other compliance program sponsored by the government or
any other third party.

Parts Il through VI of the proposed order are reporting and
compliance provisions. Part Il requires ExpatEdge to retain
documents relating to its compliance with the order for a five-year
period. Part 11 requires dissemination of the order now and in the
future to persons with responsibilities relating to the subject
matter of the order. Part IV ensures notification to the FTC of
changes in corporate status. Part V mandates that ExpatEdge
submit an initial compliance report to the FTC, and make
available to the FTC subsequent reports. Part VI is a provision
“sunsetting” the order after twenty (20) years, with certain
exceptions.

The purpose of the analysis is to facilitate public comment on
the proposed order. It is not intended to constitute an official
interpretation of the agreement and proposed order or to modify in
any way their terms.
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IN THE MATTER OF

ONYX GRAPHICS, INC.

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF
SEC. 5 OF THE FEDERAL TRADE COMMISSION ACT

Docket No. C-4270; File No. 092 3139
Complaint November 9, 2009 - Decision, November 9, 2009

This consent order addresses respondent Onyx Graphics, providers of software
and consulting services to businesses with employees residing outside of origin.
Respondent manages tax and payroll issues for employees that work outside
their country of residence. The complaint alleges the respondent violated
Section 5 of the FTC Act by making false and misleading representations
concerning Onyx Graphics’ participation in the Safe Harbor privacy
framework. Safe Harbor is an international program for international data
transfer between the U.S. and the European Union. Respondent advertised an
incorrect status as to its compliance with the program. The order prohibits
Onyx Graphics from making misrepresentations about its membership in any
privacy, security, or any other compliance program sponsored by the
government or any other third party.

Participants
For the Commission: Molly Crawford and Katie Ratté

For the Respondent: Jeb Hurley, Chief Executive Officer, pro
se.

COMPLAINT

The Federal Trade Commission, having reason to believe that
Onyx Graphics, Inc. (“respondent”) has violated the provisions of
the Federal Trade Commission Act, and it appearing to the
Commission that this proceeding is in the public interest, alleges:

1. Respondent Onyx Graphics, Inc. (“Onyx Graphics™) is a
Delaware corporation with its principal office or place of business
at 6915 South High Tech Drive, Salt Lake City, Utah 84101.

2. Respondent is in the business of developing and marketing
commercial printing software and solutions for the digital color
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printing marketplace, including through a website (www.onyx
gfx.com).

3. The acts and practices of respondent as alleged in this
complaint have been in or affecting commerce, as “commerce” is
defined in Section 4 of the Federal Trade Commission Act.

4. Since at least October 2006, respondent has set forth on its
website, www.onyxgfx.com, privacy policies and statements
about its practices, including statements related to its participation
in the Safe Harbor privacy framework agreed upon by the U.S.
and the European Union (“U.S.-EU Safe Harbor Framework™ or
“Safe Harbor™).

U.S.-EU SAFE HARBOR FRAMEWORK

5. The U.S.-EU Safe Harbor Framework provides a method
for U.S. companies to transfer personal data outside of Europe
that is consistent with the requirements of the European Union
Directive on Data Protection (“Directive”). Enacted in 1995, the
Directive sets forth European Union (“EU”) requirements for
privacy and the protection of personal data. Among other things,
it requires EU Member States to implement legislation that
prohibits the transfer of personal data outside the EU, with
exceptions, unless the European Commission (“EC”’) has made a
determination that the recipient jurisdiction’s laws ensure the
protection of such personal data. See Directive 95/46/EC of the
European Parliament and of the Council (Oct. 24, 1995),
available at http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?
uri=CELEX:31995L0046:EN:HTML.  This determination is
commonly referred to as meeting the EU’s “adequacy” standard.

6. To satisfy the EU adequacy standard for certain
commercial transfers, the U.S. Department of Commerce
(“Commerce”) and the EC negotiated the U.S.-EU Safe Harbor
Framework, which went into effect in 2000. The Safe Harbor
allows U.S. companies to transfer personal data lawfully from the
EU. To join the Safe Harbor, a company must self-certify to
Commerce that it complies with seven principles and related
requirements that have been deemed to meet the EU’s adequacy
standard.
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7. Companies under the jurisdiction of the U.S. Federal
Trade Commission (“FTC”), as well as the U.S. Department of
Transportation, are eligible to join the Safe Harbor. A company
under the FTC’s jurisdiction that self-certifies to the Safe Harbor
principles but fails to implement them may be subject to an
enforcement action based on the FTC’s deception authority under
Section 5 of the Federal Trade Commission Act.

8. Commerce maintains a public website, www.export.gov/
safeharbor, where it posts the names of companies that have self-
certified to the Safe Harbor. The listing of companies indicates
whether their self-certification is “current” or “not current.”
Companies are required to re-certify every year in order to retain
their status as “current” members of the Safe Harbor framework.
According to the Safe Harbor website, “Organizations should
notify the Department of Commerce if their representation to the
Department is no longer valid. Failure to do so could constitute a
misrepresentation.” See Safe Harbor List, available at
http://web.ita.doc.gov/safeharbor/shlist.nsf/webPages/safe+harbor
+list.

VIOLATIONS OF SECTION5 OF THE FTC ACT

9. In August 2006, respondent submitted to Commerce a
self-certification to the Safe Harbor.

10. In August 2007, respondent did not renew its self-
certification to the Safe Harbor, and Commerce updated
respondent’s status to “not current” on its public website. Until
July 2009, respondent did not renew its self-certification to the
Safe Harbor and was in “not current” status on Commerce’s
website. (Exhibit A, Declaration of Damon C. Greer).

11. Since at least October 2006 to the present, respondent has
disseminated or caused to be disseminated privacy policies and
statements on the www.onyxgfx.com website, including, but not
limited to, the following statements:

Safe Harbor Certified
ONYX is Safe Harber [sic] Certified. For
ONYX Safe Harbor Agreement, click here.
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For more information on being Safe Harbor
Compliant, click here.

Exhibit B, Privacy Policy.

Onyx has self-certified its privacy practices
as consistent with the U.S.-E.U. Safe
Harbor principles as published by the US
Department of Commerce (the
“Principles”). These include: Notice,
Choice, Onward Transfer, Access and
Accuracy, Security, and  Oversight/
Enforcement. More information about the
U.S. Department of Commerce Safe Harbor
Program can be found at http://www.export
.gov/safeharbor/.

Exhibit C, Onyx Safe Harbor Statement.

12. Through the means described in Paragraph 11, respondent
represented, expressly or by implication, that it is a current
participant in the Safe Harbor.

13.In truth and in fact, from August 2007 to July 2009,
respondent was not a current participant in the Safe Harbor.
Therefore, the representations set forth in Paragraph 11 were, and
are, false or misleading.

14. The acts and practices of respondents as alleged in this
complaint constitute unfair or deceptive acts or practices in or
affecting commerce in violation of Section 5(a) of the Federal
Trade Commission Act.

THEREFORE, the Federal Trade Commission this ninth day
of November, 2009, has issued this complaint against respondent.

By the Commission.
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UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

)
In the Matter of )
)

ONYX GRAPHICS, INC., )] DOCKET NO.
a corporation. ]
)
S|

DECLARATION OF DAMON €. GREER

I, Damen C. Greer, based upon my personal knowledge eonceming matters 1o which |

am competent to testify, heseby declare as follows:

| am the Associate Director for Electronic Commerce in the Office of Technology and
Electronic Commerce af the U8, Depariment of Commerce (“Commerce™), and [ am the
lead administrator of the U.S.-EL. Safe Harbor Framewark.

Commeree is not a party to the captioned matter.

Commeree is respansible for developing and overseeing the 1.5 -EU Safe Harbor
Framework (“Safe Harbor”), a voluntary program that provides U5, companics with a
method for recenving personal data lawfully from the European Union. To join the Safe
Harbor, a company must self-certify to Commerce (hal it complies with a sel of
principles that have been deemed to meet the ELU's adequacy standard,

As Associate Director, [ am responsible for maintaining an accurate list of those
corpanies that self-certify to Commerce that they comply with the Safe Harbor
principles. As part of my responsibilities, [ oversee & public website,
wvw,export.sovisafcharbor, where [ post (e names of companies that have seli-
certified. The listing of companies indicates, among other things, whether their self-
certification is “current” or “not curent,” Companies are required lo re-certify every
year an the anniversary of the date they first self-certified in order to retain their status as
“current” members of the Safe Harbor framewark,

In August 2006, Onyx Graphics, Ine. "Onyx") submitted a sel Feerti fieation o
Commerce. Onyx’s next self-certification was due in August 2007,

Oy did ot submit a sel Fcertification by the August 2007 deadline, and as a result |
ipedated Cinyx's status to “not current™ on Commerce’s public website, To dute, | have

Page 1 of 2
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not received any documents o information from Onys 1o renew its self-centification,
Onyx 15 still in “not current” status on the Commerce websile,

I declare under penalty of perjury under the Laws of the United States of Amenica that
the foregoing is true and comeet.

Damon C. Greer

Associate Director for Elecironic Commerce
Office of Technology and Electronic Commence
115, Department of Commerce

Page dof 2
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ccuted this_f#L day of June, 2009, in Washington, D.C.
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ONYX Graphics, Inc. - PosterShop inkjet RIP software and ether leading RIP and Print w.. Page 1 of |

. JZ{IDNY BANTMR T, ¢ LOCATRARRRILER - MG

ONYX Graphics, lne. Legal, Online an; and Security stofoments

mmrmnwu\mmﬁ-ﬁhm—w&um4wmmu-¢d
wmumumhmmhmm h“me MWMWMN
et oL Tk, i Py

e [ i T ]
i e o i

.ﬂ...m il AR, D (WY L, g, el i, A T, B P LI B BT

Pt s ALLREGHTS AERVED g TS s Yo eyt ey el e s f e
W s b o ity Ay

Al 183 Wl By wr T
| i, s, =

=
i Ry e

i R mc:wmmmm o CHE G, b, e i b v 1
i i bl
o s e i A, [Rla kel Pl ey S, R 00 A T MR e oy e Fae i

oS e of Fue MY erers

Ittt dvbrstaly Logped
s i P B 13 e el B i VAT B TN .
oo s

| i o i s o v
Lty o s . o IO G, I o e e
[y g ——— e e
aopcatoen. e o Can bl LIS 1 00 VAN, W T it e e s e 1 bt e
e il i et
mmmwn o met o v, i, v
e e e T ¥ Farna s b

[l
s o gt ol i ey o sy s - P o
i, Pl i i i ] 13 3 e

Bolarl iy

i [ — AepEa by e rvmcy pECEm o T oo of mch e s
Cocianti Ouf

o e e B e e e T e e i

imm

[y SR - "

|

o Y A 1 R I i b g e
' Mmunmmwnlmm-bmpnmm

¥ s oy il i 5, iy e, B iy o o ik o b i o Ve aon s i S
» 98 o, e oo e o e s Comeiagion B
e . T AR W, O o e B 05T

e et Gl
DAY i Gy M Copbind. Fow DAYV Gy He Aepmemae. 7k . Fir e nforeie o o Sodg sty Cimmpied,
e

| et i e e
T e arg o st Vo iy e, o b o oy U e ey o i Wl s ey
© el g,

R T
O Copyngnt DY Gl A NG WA FRIVACT B LEGAL

httprwww.onyxgfic com/privacy_legal himl 12972008



ONYX GRAPHICS, INC.

Complaint

Exhibit C

Oy Sale Harbor Stalement - Rev C (Final Sep 1 2006-Corected Aug 3, 2007)

Intreduction

Onyx Graphies, Inc. is strongly commitied to protecting the privacy of those who
entrust us with their personal information. Dur customers and workers have
cerfain expectafions and trst in relation 1o the way we protect their personal
information. We are pleased fo provide you with this information fo inform you of
the Omyx’ practices with respect lo the collection and use of persenal infarmeation
received from the Eutopean Economic Area (EEA] and the transfer of such
information from countries in the EEA to the Uniled States.

Onyx hae self-cartified its privacy practices as consistent with U.5-E.U. Safe
Harbor principbes a5 published by the US Department of Commerce (the
“Principles’). These include: Notice, Cholce, Onward Transfer, Access and

Accuracy, Securlty, and OversghtEnforcement, More infermation about the U5,

Department of Commerce Sae Harkor Program can be found et
Intip:fwwnw export.govisafioharbor,

Personal Data
Thiz statement applies to all personal information we handle except as noted

belkyw), including on-fine, offline, and manually processed data. For purposes of
this statement, "personal information” means information that

- i transfermed from the EU o the United States;

- isrecorded In any form;

< isabout, or pertains fo, a specilic indhvidual; and
can be linked fo that individual.

It does not nclude infarmiation that peraing 1o a specific individual, but from
which that individual could not reasonably be identifed. This is known as
"agoreqate data” and is not tied o a specific individual.

Principles Protecting Individuals' Privacy

Nofice and Choice

In accordance with Safe Harbor principles , we may piocess personal information
in the course of providing professional services to our customers withead the
kngwdedge of individuals involved. Where wi collect persanal infomation diectly
from individuals in the E.L., we inform them about the types of parsonal
information we collect from them, the purpases for which we collect and se it,
and the types of non-agent thind parties ko which we disclase that information.
W also inform these individuals aboul the choloes and means, { any, we offar
individuals for limiting the use or disclosure of their nformation.

Disclosures and Transfars

499
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CONYX, will not disciose an individual's persanal information to thind parties,
exgepl when one or more of the foowing conditions is trua:

- Wa have the individual's permizgion {o make tha disclosure;

- The disclosure is required by law or professional skandands;

The disclosura i reasanably related o the sale or disposition of al

or part of our businass,

- The information in quastion is publicly available,

The disciosune is reasonably necassary for the establishment o

defense of legal claims, or

= The disclogure is ta another Onyx enity or lo persons or entities
providing services on our or the individuals behalf (2ach a
“transferee"}, consistent with the purpose for which the informeation
was obtained, if the transferee, with respect t the infarmation in

question;
+  is subject to law providing an adequate kel of privacy
pratection; or,
' has agreed in wriing lo provide an adequats fevel of
privacy protection; or

«  subscrbes to the Principles.

Permitted transfers of information, either o fhird parties or within Onyx inhude
the transfor of data from one jurisdiclion ko anoihar, including transfers to and

. from the Uniled States of Amerca, Because privacy laws vary from one
jurisdiclion lo another, personal inforrmation may be ransterred o a urisdietion
iwhere the lsws provide leas or different pratection than the jurisdiction in which
thi: Infermation orginated.

Date Securnfy

Orniyx takes your secunty seriously and takes masonable steps to preect your
information. To prevent unauthorized access or disciosure, maintain data
accuracy, and enswe the apprgriate uvse and confidentiality of information,
aither for As own purposes of on behall of our customers, Cnyx has put in place
appropriate physical, electronic, and managerial procedures to safeguand and
secure the informafion we process. Howaver, we cannot guarantes the security
of infarrialion on of iransmitled via the nferme

[ata Intagnty

\We process persanal information enly in ways compatible with the purpose for
which it was collected o subsequently authorzed by the individual To the extent
necessary for such purposes, we take reasonable sleps o make sure that
personal mformation & aceurate, complete, cument, and otherwise reliable with
regard fo ils intended use

Acciss and Comeelion
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If an incividual becomes aware that informaton we mastain aboul thal indivdiel
i inaccurate, of i an indiidual would ke o updale or review his or her
informaion, the individual may contact us using the contect information below,
W will lake reasenable steps to parmit individuals to comect, amend, or delele
information that i demonstrated o be inaccurate, The individual will nesd to
prawide suffichent identifying information, such as name, address, birth date,
andior 8 password. We may request edditional idertfying information as 8
securily precaution. In addition, we may it or deny access to personal
information where providing such aceess would be unraasonably burdensome or
expansiva in the circumstances, or whede we are olhenvise parmitied by the Safe
Harior Principles fo do $o, In some circumstances, we may charge a reasonabi
fee, where warranied, for access fo personal information.

Enfarcement and Dispute Resolution

Onyx utilizes the sef-assessment approach ko assure 88 compliance with aur
privacy slatement, Onyx periodically verifies that the policy is accurate,
comprehangfve for the infarmation infanded to be covered, prominantly
displayed, complelely implemented, and in conformity with thee Principles. We
encourage infaresied persons 1o rlse any concerns with s using the conkid
Infarrriation bekow. e will Investigate and attemnpt to resolve complaints and
disputes regarding use and disclosure of personal information in aceordance with
the principles contained in this policy.

With respact o any complaints relating to this palicy that cannot be resaived
through our infemal processes, we have agreed to paricipate in the dispule
rasolution procedures of the panel established by the EU data protection
authorities to rescle disputes pursuant to the Safe Harbor Principles. In the
evenl that we or such authorifies determine that we did not comply with this
palicy, we will take appropriale steps to address any advarse effacts and to
promeote fulure compliance,

Privacy Statemenf Changes

This privacy statement may be changed from lime to fme, consistent with the
reguirements of the Safie Harbor, We will post any revised policy on this Web
site, or & similar Web site that replaces this Web sie.

Infermation Sulyect io Other Policies

\We are committed to following the Principles for all personal information within
the scope of the Sate Harbar Agreament. Howewer, cerain infarmation is subject
fo policies of the company thal may diffar in some respects from the general
poficias set forth in this statement,

Infarmation obtalned from of relating lo customers or formar customers is further

subject to he terma of Bny privacy nalice 1o he customer, any engagement stier
o Iefless with the customer, and applicable kws and profossional standards.
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. How le Conlact Us
Questions, comments or complaints abaut Onyx's Safe Harbor Data Privacy

Statement or data collection and processing praclices can be e-mailed fo
privacyoffice@onysgfie.com, mailed to Privacy Office, Onyx Graphics, 8915 High
Tech Drive, Sall Lake City, UT, 34047,

EFFECTIVE DATE: Sepfembor 1 2006



ONYX GRAPHICS, INC. 503

Decision and Order

DECISION AND ORDER

The Federal Trade Commission, having initiated an
investigation of certain acts and practices of the Respondent
named in the caption hereof, and the Respondent having been
furnished thereafter with a copy of a draft of Complaint which the
Bureau of Consumer Protection proposed to present to the
Commission for its consideration and which, if issued, would
charge the Respondent with violation of the Federal Trade
Commission Act; and

The Respondent and counsel for the Commission having
thereafter executed an agreement containing a consent order, an
admission by the Respondent of all the jurisdictional facts set
forth in the aforesaid draft complaint, a statement that the signing
of the agreement is for settlement purposes only and does not
constitute an admission by the Respondent that the law has been
violated as alleged in such complaint, or that any of the facts as
alleged in such complaint, other than jurisdictional facts, are true,
and waivers and other provisions as required by the Commission’s
Rules; and

The Commission having thereafter considered the matter and
having determined that it had reason to believe that the
Respondent has violated the Federal Trade Commission Act, and
that a complaint should issue stating its charges in that respect,
and having thereupon accepted the executed consent agreement
and placed such agreement on the public record for a period of
thirty (30) days for the receipt and consideration of public
comments, now in further conformity with the procedure
prescribed in Section 2.34 of its Rules, 16 C.F.R. § 2.34, the
Commissionhereby issues its complaint, makes the following
jurisdictional findings, and enters the following order:

1. Respondent Onyx Graphics, Inc. is a Delaware
corporation with its principal office or place of
business at 6915 High Tech Drive, Salt Lake City,
Utah 84047.

2. The Federal Trade Commission has jurisdiction of the
subject matter of this proceeding and of the
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Respondent, and the proceeding is in the public
interest.

ORDER
DEFINITIONS

For purposes of this Order, the following definitions shall
apply:

A Unless otherwise specified, “respondent” shall mean
Onyx Graphics, Inc. and its subsidiaries, divisions,
affiliates, successors and assigns.

B. “Commerce” shall mean as defined in Section 4 of the
Federal Trade Commission Act, 15 U.S.C. § 44.

IT IS ORDERED that respondent and its officers, agents,
representatives, and employees, directly or through any
corporation, subsidiary, division, website, or other device, in
connection with the advertising, marketing, promotion, offering
for sale, or sale of any product or service, in or affecting
commerce, shall not misrepresent in any manner, expressly or by
implication, the extent to which respondent is a member of,
adheres to, complies with, is certified by, is endorsed by, or
otherwise participates in any privacy, security, or any other
compliance program sponsored by the government or any other
third party.

IT IS FURTHER ORDERED that respondent shall maintain
and upon request make available to the Federal Trade
Commission for inspection and copying, a print or electronic copy
of, for a period of five (5) years from the date of preparation or
dissemination, whichever is later, all documents relating to
compliance with this order, including but not limited to:

A. all advertisements, promotional materials, and any
other statements containing any representations
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covered by this order, with all materials relied upon in
disseminating the representation; and

B. any documents, whether prepared by or on behalf of
respondent, that calls into question respondent’s
compliance with this order.

IT IS FURTHER ORDERED that respondent shall deliver a
copy of this order to all current and future principals, officers,
directors, and managers, and to all current and future employees,
agents, and representatives having responsibilities relating to the
subject matter of this order, and shall secure from each such
person a signed and dated statement acknowledging receipt of the
order. Respondent shall deliver this order to such current
personnel within thirty (30) days after service of this order, and to
such future personnel within thirty (30) days after the person
assumes such position or responsibilities.

V.

IT IS FURTHER ORDERED that respondent shall notify
the Commission at least thirty (30) days prior to any change in the
corporation(s) that may affect compliance obligations arising
under this order, including, but not limited to: a dissolution,
assignment, sale, merger, or other action that would result in the
emergence of a successor corporation; the creation or dissolution
of a subsidiary, parent, or affiliate that engages in any acts or
practices subject to this order; the proposed filing of a bankruptcy
petition; or a change in the corporate name or address. Provided,
however, that, with respect to any proposed change in the
corporation(s) about which respondent learns fewer than thirty
(30) days prior to the date such action is to take place, respondent
shall notify the Commission as soon as is practicable after
obtaining such knowledge. All notices required by this Part shall
be sent by certified mail to the Associate Director, Division of
Enforcement, Bureau of Consumer Protection, Federal Trade
Commission, Washington, D.C. 20580.

505



506 FEDERAL TRADE COMMISSION DECISIONS
VOLUME 148

Decision and Order

V.

IT IS FURTHER ORDERED that respondent shall, within
sixty (60) days after service of this order, and at such other times
as the Commission may require, file with the Commission a
report, in writing, setting forth in detail the manner and form in
which it has complied with this order.

VI.

This order will terminate on November 9, 2029, or twenty
(20) years from the most recent date that the United States or the
Commission files a complaint (with or without an accompanying
consent decree) in federal court alleging any violation of the
order, whichever comes later; provided, however, that the filing of
such a complaint will not affect the duration of:

A. any Part in this order that terminates in fewer than
twenty (20) years;
B. this order’s application to any respondent that is not

named as a defendant in such complaint; and

C. this order if such complaint is filed after the order has
terminated pursuant to this Part.

Provided, further, that if such complaint is dismissed or a federal
court rules that respondent did not violate any provision of the
order, and the dismissal or ruling is either not appealed or upheld
on appeal, then the order as to such respondent will terminate
according to this Part as though the complaint had never been
filed, except that the order will not terminate between the date
such complaint is filed and the later of the deadline for appealing
such dismissal or ruling and the date such dismissal or ruling is
upheld on appeal.

By the Commission.
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ANALYSIS OF CONSENT ORDER TO AID PUBLIC
COMMENT

The Federal Trade Commission (“FTC” or “Commission’)
has accepted, subject to final approval, a consent agreement from
Onyx Graphics, Inc. (“Onyx Graphics™).

The proposed consent order has been placed on the public
record for thirty (30) days for receipt of comments by interested
persons. Comments received during this period will become part
of the public record. After thirty (30) days, the Commission will
again review the agreement and the comments received, and will
decide whether it should withdraw from the agreement and take
appropriate action or make final the agreement’s proposed order.

This matter concerns alleged false or misleading
representations that Onyx Graphics made to consumers
concerning its participation in the Safe Harbor privacy framework
(“Safe Harbor”) agreed upon by the U.S. and the European Union
(“EU”). It is among the Commission’s first cases to challenge
deceptive claims about the Safe Harbor. The Safe Harbor provides
a mechanism for U.S. companies to transfer data outside the EU
consistent with European law.  To join the Safe Harbor, a
company must self-certify to the U.S. Department of Commerce
(“Commerce”) that it complies with seven principles and related
requirements. Commerce maintains a public website,
www.export.gov/safeharbor, where it posts the names of
companies that have self-certified to the Safe Harbor. The listing
of companies indicates whether their self-certification is “current”
or “not current.” Companies are required to re-certify every year
in order to retain their status as “current” members of the Safe
Harbor framework.

Onyx Graphics develops and markets commercial printing
software and solutions for the digital color printing marketplace,
including through a website (www.onyxgfx.com). According to
the Commission’s complaint, since at least October 2006, Onyx
Graphics has set forth on its website privacy policies and
statements about its practices, including statements that it is a
current participant in the Safe Harbor.
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The Commission’s complaint alleges that Onyx Graphics
falsely represented that it was a current participant in the Safe
Harbor when, in fact, from August 2007 until July 2009, Onyx
Graphics was not a current participant in the Safe Harbor. The
Commission’s complaint alleges that in August 2006, Onyx
Graphics submitted a self-certification to Commerce, which it did
not renew in August 2007. Commerce then updated the
company’s status to “not current” on the Commerce public
website. Onyx Graphics remained in “not current” status until it
submitted a self-certification to Commerce in July 2009.

The proposed order applies to Onyx Graphics’s
representations about its membership in any privacy, security, or
any other compliance program sponsored by the government or
any other third party. It contains provisions designed to prevent
Onyx Graphics from engaging in the future in practices similar to
those alleged in the complaint.

Part | of the proposed order prohibits Onyx Graphics from
making misrepresentations about its membership in any privacy,
security, or any other compliance program sponsored by the
government or any other third party.

Parts Il through VI of the proposed order are reporting and
compliance provisions. Part Il requires Onyx Graphics to retain
documents relating to its compliance with the order for a five-year
period. Part 11 requires dissemination of the order now and in the
future to persons with responsibilities relating to the subject
matter of the order. Part IV ensures notification to the FTC of
changes in corporate status. Part VV mandates that Onyx Graphics
submit an initial compliance report to the FTC, and make
available to the FTC subsequent reports. Part VI is a provision
“sunsetting” the order after twenty (20) years, with certain
exceptions.

The purpose of the analysis is to facilitate public comment on
the proposed order. It is not intended to constitute an official
interpretation of the agreement and proposed order or to modify in
any way their terms.
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IN THE MATTER OF

PROGRESSIVE GAITWAYS LLC

CONSENT ORDER, ETC. IN REGARD TO ALLEGED VIOLATIONS OF
SEC. 5 OF THE FEDERAL TRADE COMMISSION ACT

Docket No. C-4271; File No. 092 3141
Complaint, November 9, 2009 - Decision, November 9, 2009

This consent order addresses respondent Progressive Gaitways LLC, providers
of software and consulting services to businesses with employees residing
outside of origin. Respondent manages tax and payroll issues for employees
that work outside their country of residence. The complaint alleges the
respondent violated Section 5 of the FTC Act by making false and misleading
representations concerning Progressive Gaitways, LLC’s participation in the
Safe Harbor privacy framework. Safe Harbor is an international program for
international data transfer between the U.S. and the European Union.
Respondent advertised an incorrect status as to its compliance with the
program. The order prohibits Progressive Gaitways, LLC from making
misrepresentations about its membership in any privacy, security, or any other
compliance program sponsored by the government or any other third party.

Participants
For the Commission: Molly Crawford and Katie Ratté

For the Respondent: Sheila Heidmiller, Macheledt Bales &
Heidmiller LLP.

COMPLAINT

The Federal Trade Commission, having reason to believe that
Progressive Gaitways LLC (“respondent”) has violated the
provisions of the Federal Trade Commission Act, and it appearing
to the Commission that this proceeding is in the public interest,
alleges:

1. Respondent Progressive Gaitways LLC (“Progressive
Gaitways”) is a Colorado company with its principal office or
place of business at 305 Society Drive, #C-3, Telluride, Colorado
81435.
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2. Respondent is in the business of selling medical
equipment, including through two websites (www.theratogs.com
and www.gaitways.com).

3. The acts and practices of respondent as alleged in this
complaint have been in or affecting commerce, as “commerce” is
defined in Section 4 of the Federal Trade Commission Act.

4. Since at least December 2008, respondent has set forth on
its website, www.theratogs.com, privacy policies and statements
about its practices, including statements related to its participation
in the Safe Harbor privacy framework agreed upon by the U.S.
and the European Union (“U.S.-EU Safe Harbor Framework™ or
“Safe Harbor). Since at least June 2007, respondent has set forth
on its website, www.gaitways.com, the same privacy policies and
statements, including the statements related to participation in the
Safe Harbor.

U.S.-EU SAFE HARBOR FRAMEWORK

5. The U.S.-EU Safe Harbor Framework provides a method
for U.S. companies to transfer personal data outside of Europe
that is consistent with the requirements of the European Union
Directive on Data Protection (“Directive”). Enacted in 1995, the
Directive sets forth European Union (“EU”) requirements for
privacy and the protection of personal data. Among other things,
it requires EU Member States to implement legislation that
prohibits the transfer of personal data outside the EU, with
exceptions, unless the European Commission (“EC”) has made a
determination that the recipient jurisdiction’s laws ensure the
protection of such personal data. See Directive 95/46/EC of the
European Parliament and of the Council (Oct. 24, 1995),
available at http://eur-lex.europa.eu/LexUriServ/LexUriServ.do
2uri=CELEX:31995L 0046:EN:HTML.  This determination is
commonly referred to as meeting the EU’s “adequacy” standard.

6. To satisfy the EU adequacy standard for certain
commercial transfers, the U.S. Department of Commerce
(“Commerce”) and the EC negotiated the U.S.-EU Safe Harbor
Framework, which went into effect in 2000. The Safe Harbor
allows U.S. companies to transfer personal data lawfully from the
EU. To join the Safe Harbor, a company must self-certify to
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Commerce that it complies with seven principles and related
requirements that have been deemed to meet the EU’s adequacy
standard.

7. Companies under the jurisdiction of the U.S. Federal
Trade Commission (“FTC”), as well as the U.S. Department of
Transportation, are eligible to join the Safe Harbor. A company
under the FTC’s jurisdiction that self-certifies to the Safe Harbor
principles but fails to implement them may be subject to an
enforcement action based on the FTC’s deception authority under
Section 5 of the Federal Trade Commission Act.

8. Commerce maintains a public website, www.export.gov/
safeharbor, where it posts the names of companies that have self-
certified to the Safe Harbor. The listing of companies indicates
whether their self-certification is “current” or “not current.”
Companies are required to re-certify every year in order to retain
their status as “current” members of the Safe Harbor framework.
According to the Safe Harbor website, “Organizations should
notify the Department of Commerce if their representation to the
Department is no longer valid. Failure to do so could constitute a
misrepresentation.” See Safe Harbor List, available at
http://web.ita.doc.gov/safeharbor/shlist.nsf/webPages/safe+harbor
+list.

VIOLATIONS OF SECTION5 OF THE FTC ACT

9. In November 2004, respondent submitted to Commerce a
self-certification to the Safe Harbor on behalf of its
www.theratogs.com website. Respondent renewed that self-
certification in November 2005.

10. In November 2006, respondent did not renew its self-
certification to the Safe Harbor for the www.theratogs.com
website, and Commerce updated respondent’s status to “not
current” on its public website. To date, respondent has not
renewed its self-certification to the Safe Harbor and remains in
“not current” status on Commerce’s website. (Exhibit A,
Declaration of Damon C. Greer).

11. From at least December 2008 until June 2009, respondent
has disseminated or caused to be disseminated privacy policies
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and statements on the www.theratogs.com website, including, but
not limited to, the following statements:

TheraTogs is a participant in the Safe Harbor
program developed by the U.S. Department of
Commerce and the European Union. We have
certified that we adhere to the Safe Harbor
Privacy Principles agreed upon by the U.S.
and the European Union. For more
information about the Safe Harbor and to view
our certification, visit the U.S. Department of
Commerce’s Safe Harbor website at
http://www.export. gov/safeharbor.

Exhibit B, December 2008 Privacy Policy

12. Through the means described in Paragraph 11, respondent
represented, expressly or by implication, that it is a current
participant in the Safe Harbor.

13. In truth and in fact, since November 2006, respondent has
not been a current participant in the Safe Harbor. Therefore, the
representations set forth in Paragraph 11 were, and are, false or
misleading.

14. From at least June 2007 until June 2009, respondent has
disseminated or caused to be disseminated privacy policies and
statements on the www.gaitways.com website, including, but not
limited to, the following statements:

PGW [Progressive Gaitways] is a participant
in the Safe Harbor program developed by the
U.S. Department of Commerce and the
European Union. We have certified that we
adhere to the Safe Harbor Privacy Principles
agreed upon by the U.S. and the European
Union. For more information about the Safe
Harbor and to view our certification, visit the
U.S. Department of Commerce’s Safe Harbor
website at http://www .export.gov/safeharbor.

Exhibit C, December 2008 Privacy Policy.
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2. Respondent has never submitted a self-certification to the
Safe Harbor on behalf of its www.gaitways.com website.
(Exhibit A, Declaration of Damon C. Greer).

3. Through the means described in Paragraph 14, respondent
represented, expressly or by implication, that it is a current
participant in the Safe Harbor.

4. In truth and in fact, respondent has never self-certified to
the Safe Harbor for its www.gaitways.com website. Therefore,
the representations set forth in Paragraph 14 were, and are, false
or misleading.

5. The acts and practices of respondents as alleged in this
complaint constitute unfair or deceptive acts or practices in or
affecting commerce in violation of Section 5(a) of the Federal
Trade Commission Act.

THEREFORE, the Federal Trade Commission this ninth day
of November, 2009, has issued this complaint against respondent.

By the Commission.
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Exhibit A

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

In the Matter of

FROGRESSIVE GAITWAYS LLC,
a limited liability company.

DOCKET NO.

i

DECLARATION OF DAMON C. GREER
1, Darmon €, Greer, based upon my personal knowledge conceming matters to which [

am competent 1o estify, hereby declare as follows:

1am the Associate Director for Electronic Commeree in the Office of Technology and
Electronic Commesce at the U.S. Department of Commerce ("Commerce”), and [am the
lead administrator of the U.S.-E.U. Safe Harbor Framework.

Commerce is not a party to the captioned matter,

Commerce 15 responsible for developing and oversezing the 1.5.-EL Safe Harbor
Framework ("Safe Harbor”™), & voluntary program that provides LS. companies with a
method for receiving personal data lawfully from the European Union, To join the Safe
Hatbaor, a company must self-cerfy to Commerce that it complies with a set of
prineiples that have been deemed to meet the EU's adequacy standard.

As Associale Director, | am responsible for maintaining an accurate list of those
companies thet sell-certify to Commerce that they comply with the Safe Harbor
principles. As part of my responsibilities, [ oversee a public website,

www export. uov/sfeharbor, where T post the names of companies that have self-
certified, The listing of companies indicates, among other things, whether their self-
cerlification 15 “current™ or “nof current.” Companies are required 1 re-certify every
year on the anmiversary of the date they first self-certified in order to retain their statug as
“current” members of the Safe Harbor framework,

In November 2004, Progressive Gaitways LLC (“PGW") submitted a seli-certification to

Commerce on behalf of its www theratogs com website, which it renewed in November
2005, PGW's next self-centification was due in November 2006,

Page 1 of 2
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6. PGW did nod submit & self-cerification by the November 2006 deadlme, and as a result T
updated PGW's status to "not carrent” on Commeree's public website. To date, | have
mot received any documents or information from PGW to renew its sel -eentilication,
PGW is still in “not eurrent”™ status on the Commerce website,

7. PGW has never submitted 2 self-certification to the Safe Harbor on bebalf of its
Wi gty coii webgite.

[ declare under penalty of perjury under the Laws of the United States of America that
the foregoing is true and carrect, xecuted this Y2 dayof June, 2009, in Washington, D.C.

L

Damon C. Greer

Associate Director for Electronic Commerce
Office of Technology and Electronic Commerce
1.5, Departmeit of Commerce

Page 2of 2
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Exhibit B

Privacy Pollcy and Terms and Condirions of Use
for TheraTogs, Ise.
<www iheratogs, com=

Welcome and thank you for visiiing the TheraTogs™ product websive awned by TheraTogs, Inc. {heseafier the
“ThermTogs” website). As used berem, the words *vou™ and "your” refer 1o any person or entity accessing the:
ThernTogs websizz. The words “we,” “us,” and “our” refer 1o the ThermTogs website. The following descrines how
we handie information we may bsam about you from yaur visit to our website or through other voluntary mears and
provides the rules that povern your use of our site.

I Thise Terms and Conditions Govern Your Use of Our Site

#, Lipaof ou pite eoreiiutes coniructuol agroement, AS A CONDITION TO AND IN
CONSIDERATION OF ACCESSING AND USING OUR SITE, YOU AGREE TO BE BOUND BY THESE

TERMS AND CONDITIONS OF USE AND BY OUR PRIVACY POLICY (COLLECTIVELY QUR “TERMS
AND CONDITIONS®). USING THIS SITE CONSTITUTES YOUR ACCEPTANCE OF AND AGREEMENT
TO BE BOUND BY THESE TERMS AND CONDITIONS. IF YOU DO NOT WISH TO BE BOUND BY
THESE TERMS AND CONDTIONS, YOU SHOUL D ROT USE/YISIT OUR SITE

amfitions Wi reserve the right o madify, aher, or othérwise apiate
thest mrnswimlmm any i, An:r changes will spply prospectively anly, & of the effestive dase fomnd a1
the boniom of these Terms and Conditions. [t s your respons il ity to review these Terms and Condisions bifore
accepting them, We may of course change, mave, or deless portions of car site, of wdd 1o our siie From tie ta time,

I Howio Contact Us

¥ you have questions abowut our Terms and Canditions, your dealings with our webidte, of technical problems
with th epétation of our webalte, you may conmet us &4 provided below:

By phane #t; BB8-534-0403 froll frez) ar 970-T28-1078
By el ar; admingDtherategs. com
1. Escoplions to Dur Privacy Policy

There are exceptions 10 our Privacy Poliey in that, (f regaired o allowed by T, it sty be petessary for
TheraTogs i relense or use Personally 1éntifiable Information we in good faith believe is appropriase |neonssetion
with legal proceedings, or in respanse to 8 subpoena, warrant, count order, Jevy, anachment, arder of a cour-appodnted
reogiver, or cther compamble legal process, including subpoenas from privale parties in a civil ction.

IV, Mo Madical Adviee

Any bealth o health-related material poovided on this site f8 for information purposes only. T1is intended 1o be
eneral ez ard does not constituse medical edviee. TherTogs is nod o health care professranal, and any health
ar healihy related material contained on this site should rot be used asa substinge for medical sdviee from a heelth care
professional. THERATOGS ASSUMES NO RES PONSIBILITY FOR HOW YOU USE OR MISUSE THE
INFORMATION YOU OBTAIN FROM THIS SITE, AND THERATOGS EXPRESSLY DISCLAIMS ANY
SUCH OBLIGATIONS.

V. Pudictes for Children (Individuals Under tke Ape ol 13)

Cour site |g nut diveesed oo ehildren uader the age of 13, 17 you are under the age of 13, you may net dischose
or previde Fersonally Identifiable [nformarion o8 our site, Parents and praardians should supervise ehildren’s
aceess (o e Intemet, Inthe event we dissover that a child under the age of |3 has provided Personally |dem|flalde
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Information i us, in accsrdance with the Childres's Online Privacy Prodection Act of 1598, we will delete the child®s
Persemally Menrifiable Information from oar files io the axient possible.

VI Safe Harbor

TheraTogs I5 located in the 1S, I yon me Jocated owside the U 5., any information you provide o us wiil be
transfermed to-the U5, 1f vou do not wish ta have your Personally Identifizble Infoomition leave vour counory, do noc
provide ihe information o us. ThemTogs is a participent in the Safe Harbor prog ram developed by the U1 5.
D:pamenlm‘ﬂmrn:ret and the European Union. W have cemified that we adhere io the Safe Harhoe Privacy
Printiples agreed upon by the U5, and the European Union. For more informatien about the Safe Harbor and o view
aur certification, visit the .5, Depantment of Commerce's Safe Harbor website at hiipewww.export govisafcharbor,
You may also contact us direcily (see Section Il sbove) egarding our participation in the Safe Harbor.

VI Nodice

A, The TheraTogs™ product is a Class | medical device intended to be issued by and npplied under the
gipervision of 2 licensed healtheare practitioner. This webs {tm emists for the purpase of fulfilling cur mission, which is
tn improve he mokrility and stability of peophe with kawor extremity deformitics and movement disorders related ta
newrcmotor dyshmction and pathomechanics. | persiit of that missian, we design and develop the TheraTogs™
preduci and other proshucte, prowidie professhonal education and developtn! 1o healthcar practitioners, and provide
professional consultatien ta practithoncrs and facilities. We may collect, process, and store Persanally Identifiable
Information electronically andfos in hard copy fom, The primary purposs fo collecting such dta is 1o fariher cor
mission. TheraTings does not eollect sensilve personal data rclal or ethilc erigln, politicsl opinkons, religious ar
similar baliefs, trads wrbon membsrship, physical or mintal healih, sexual orienstian, of estminal records).

B.  Iipetof infrmation, Infarmation you may prowide [n vishing our sate falls imto two broad categaries-
persanally ideniSFinble nforrration, and apgregate Iformation. “Personally [entifiable |aformation” & information
Uiat cam bee s b demifly oF coiae you, such b yoisr i, emal address, of mailing addriss. “A geregate
Inboermation™ i irvfeernetian that docs ot identlfy you, and may (nelude, for example, satistical information
canceming the Web pages on our sie that users most equent, or snoeymized medical dita provided by clinicians,
Ohr Privagy Policy governs both categories of Informarion, The infoemation we receive dipends upan what you do
whin you visH our s, 88 detalhid below,

€ Porsosally dencifiable frfbrmarion, We do mat share wilh unrelated hird parties any Personally
Identifiatrle Informarion you provide ta us. By "unrelated third parties” we mean anyone who ls nod direely valved

v the malntenance, hosting, or runrdng of aur site, o ned invodved in fulfilling requests you make af our site, We e
Personally entifiabl Information you prowide o us anly for the purposes for which you have provided it, For
example, il you reques infarmation about our praducts, subimil feedback and comments, register for an Inservice Kir,
ordera product, fill out 8 producticustomer tepigtration fiem, or send e an #mail, you may provide us with Persoqslly
Ilentifiable Infurmation. We will st any such Persorally Identifiable Information anly 1o respond w andbar RalfiR
our nouisits, Pledse mote thal, I you reglsser for an uperanbng evend and the event ls co-spemmored with another entity
{which will b stated), you may alse be providing Persanally Wentiflable Information to ih co-sponsor s well a5 1o
i), I sy such situation, we will request that any such co-sporsor use the Personally dentifiable lafismition oty
ow pUrposEs relnted 1o regisiration of the event. If, or any time, you decide you no leager wigh to have i G| you
wnd'of provide yoe with the information/goods/services you requested, simply notily us [see Section I above) o (ke
iffect

0, Argrepate fformation, We may eollect Aggregaie Informatian abaut yous e of o 3ite through
eookies wnd similar computenTntemet fechnodagies, “Cookiss™ ane small pieces of information that 8 website transfers
i your haed drive, where it s scored by your bevwser on your compuzer's hard drive for record-Keeping pupates (such
a el waer preferences), For instance, i vna vish our e o browse ar to read or downlosd information, ve may
culieet mnd stare oee or mere of the lollwing: the mme of the damain name and hogt from which you access the
et { for enample, aol.com; the Intemet Protacol (1F) sdkiress of the computer o e using; the browser software
i it and your opematmg: systems the date and time you access our ke, and other setiv ity un our site: and the

1
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[mremeet address of the website from which you linked toour site. [Fwe use cookies or other similar compuien Inigmet
technologics, we use the Aggregate Information colbected for system adminkstration, io meassie the number of visior
1o ur sile, 1 improve site performance. to kefp us make owr site mare usefial, to gather broad Aggregate Infarmatien,
etr. I we use cookies or ather similar computer/Inbemet technalogies, hey do not collect or retain Persanally
|dentifiable Infammation, nor do we link Aggregate Informetion (o Persanally dentifisble Information. Addionally,
we i not athorioe amy thid parties b use cookies wi ey creale al our sis for their own purposes. Plaase be
advised, however, that sites you link Lo from var e ray use cookics of olber similar computerniemet technodogies
i other ways and for other purposes. You shou'd read and understand the privacy palicy of the site(s) you finktom
order 1o determine vehether and bow a particalar sile uses such technologies. Please note that mos! browsers are
mitially set up o accepl eoakies. Yoo can resed your browser Lo refwde all codkies or inficals when 8 cookie is being
wenl. You should conyuslt the belp scetion of your Web hrowser softwars 1o bear how 1o do th. Be advised, hawever,
that disabling vookies may prevenl you Trom vigwing of wing eertain Web pages,

W ke a third panty fo process anfine onders, This thid party is
curnently "M'r|ky1 Pleas be advised st \'tlnaltn's privacy policy {rather than TheraTogs' Privacy Policy) applies 1o
the processing af yout payment and ssoctaied handling of your Persoaally Meniifable Information by Verisign, The
privacy pabicy of Verisign [ wablahle on the Web pages where vou muke in anbine parchase. You should read the
Verisign privacy poliey before making an online purchase. ¥ you do not wish to panchase cur prodiets online, phease
contagt us (iee Section (| abowe) to make other anmng emenes.

VI Choiee

You have the appartunity ko choose whether your Persanally Identifisble Informaion Is disclosed w0 a thind
party ar used for & purpose that is incompatible wilh the purpose for which it was originally collected. Cravently,
TheraTogs does not disclese Personalty Edentifiable Information to third parties (cther than parvies that periom
fimetions an bekalf of TheraTogs), and we do not use Persanally identifiable Informtion for any pumase thit &
incompatible with the purposes for which il was originelly collected.

IX.  Onoward Transfer and Limitatians of Use, Disclosure

A. (Oraard Tromgfer, Limitations of Use, Disclorure. TheraTags will naly disclose or share Passonally
|dentifisble Information with an putside entity or thind party administrator if consistent with the principles of norice
and cheive, us spevified sbove. By sulbmittiag Personally Identifiably information to us, you authorize certain transfers
ol such information. For instanee, i you roquest in formafion sbout 4 product in 8 country in which we bave
distribistor locaned, we may Frwand your query to the distribusor i that territory. The coutry in which the distributor
s located may or may not be 8 country the Eumpean Linlon has deemed 1o hive “sdequmite” dala protection laws.
However, we will request thar the distribatos on other party saligieird Persenally idintifiable Inftmation consistend
with the principles of notice and choice in this Privacy Policy, Addiiionaily, where ThemTags has knowledps ihatan
agent is 1sing ar disclosing Personally Idencifiable ina manner contrary to 1his Privacy Palicy, we will take rasonable
sieps to prevent or sop the use or disclosure.

X Secoriy

A deomssand jecuripe Each of our empiayoes dbides by our Privacy Policy, and anly autharized
individuale have aceess 1o your Personally |deniifisble nformation. Wi have in place security control systems
desigprord 10 help prevent loss or chefi and ursathisized aceess, disclosre, copying. use, ar modification of your
Personally Idencifiable ieformanion. DUE TO THE NATURE OF THE INTERNET AND DEVELOPING
TECHNOLOGIES, HOWEVER, THERATIN:S CANNOT GUARANTEE OR WARRANT THE SECURITY
OF YOUR INFORMATION, AND THERATOGS EXPRESSLY DISCLAIMS ANY SUCH OBLIGATIONS.

B Lol e ar it this wabity vig @ wiraless e, Do net provide Personally Identifiable
Infornadion 10w uuing #wirehess netwirk, comyputer, ar other device. Even il your machine & rumning wieelsss
encryption prolocols, thert |5 3 high secirity rlsh inherent in wirbess retwarks. Tt is impossible for us to make any
mssmances a0 U securily of amy sagh iRamimEsions,
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C. Emgil Myoweommunicaie with us via cmail, we wil| thare your comespondence with eniploy ees,
mopresnsives, o ag s most capable of addressing your cormespondence, We wiil retain your commanieation until
we bave dorse alir very best fo pravide you with o complets end satisfactory respense and may subsequently ream your
comrunieation for ot records, Pleass be advised that email does rot provide 2 means for complasely secure and
vt cormunicatices, Although reasorable £fforts will be made o keep your informative confidential, from &
twehaieal sandpoit, there (s sill a risk and it is impossible for e to geanmnies the secarity of such teansmissians,

0. Pavwprd protected areas, ThenTogs does not warmn? or represent thes the information vou subeit
1y pisword proticted aress of vur website will be protecied againgt loss, misuse, or alemtion by thind panies. You
ar salely respomsibhe for taking all steps to ensure that no other person has access fo peasward protecied aress of gar
site seessed theough your passwrd of accrent. 1t is your sale respamsibifity (1) conrol the disseminarion and us
of your pasyword; () suthorize, monitor, and control aceess to and use of yoar passwand and passward protecied aneas
of gur slie aceesged throagh your password or acemmnt; and (1) peomptly inform ThemTogs of any peed to deactivam 4
paziword, You permit TheraTogs and all other persons or entities invalved in the operation of our site fo transmit,
oliar, ferieve, siore, and use your Persomally |dentifiable Information fn conpection with the opemtion of passward
proected areas of qur site,

E gr Tra e migicn, TheraTogs might al any time sefl
ecrnmmwhmw rmufl:,nwh mhf mcrghl ormhmlﬂ wngfirred, 1 such a transaction
ooours, Personally [dntiflable Information may be ome of the transfermed sset. TherTogs my astign its rights and
dhuties under these Tarms sod Conditlons o wny party ae sy tme without potiee 10 you. T ibeevent TherTogs
wmsigns o teanefiers your Fersoeally Identifishle Information and its rights hessunder o a third party, you agree that
TheraTaps may do 50, on the condition that any such third party agrees to abide by our Privacy Folicy a4 it applies lo
ary Personally Ientiflable Informarice the thind party may receive in the course of pach asslgrment of transfir.
THERATOGS, HOWEVER, CANNOT GUARANTEE OR WARRANT THAT SUCH THIRD PARTY WILL
IN FACT ABIDE BY OUR PRIVACY FOLICY, AND THERATOGS EXFRESSLY DISCLAIMS ANY SUCH
DBLIGATIONS.

Xl Data Integrity

TheraTogs will anly eollest Personally Ideat!finble Information relevant to is proposed use. Reasonable
misiict will bt ik e do ensure that the informagion s reliable for its imended e, seeumite, complets, and cumert,

KL Accis

You will generally have aocess through us to your Personzlly |dentifiable Information, exceps where such
access woukd imposz a disproportiomate burden ar expense on TheraTogs, or would interfiere with the privacy rights of
third parties. Yau may also request, in eortan circumstances, thal we corect, amend, or delets your Personally
Identifiabie Information in accordance with losal laws, Please understand thal 8 may be impossible to remove
infexrmation domphetely, due 1o hackups und meords of deletions. We reserve the right 10 limét te nimber of requesss
irsi: ek fhls Setion, and to chasge a foe for requests exceeding a certsin mamber of if the process s abused or
nifsisied, Bequests under this Section should be made wsing the contaet informtion provided shove i Seetion 11,

XNl Eaforeeraent snd Aceountability

TheraTags will have conpfiance reviews conducted as par of the self-audit process, snd provide appropriate
triring to thase wia have access to Personally Mentifiable [nformation. Anyone who violoies ur Privacy Poliey is
suhjeet to disciplinary action, up to and including Lermination wheee sppropriate and permitied by applicable law,
XIV,  Dispiite Resolution

Angone wh subreits Personally Identifiahl Information 1o TheraTogs who feels we have mishandled tre
Persmally Ideatifiabie Infarmation f vietasien of the Safe Harbar sequiroments sbouid comtact us {sec Section 11

4
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abavi) with a wrinen description of the complaint, After receiving any such compluint. we will contact you ta setisp o
T and manner to dssciss the complaind, 1f these good faith =ffors o resolve the complaint fail, you may costacy oy
indiepeeden dlspute resalution body. TheraTogs agrees to submit io mediatian and‘or arbitration though ke Amercan
Arbitetion Assocition for any such wnresolved complaints. Any complaind shall be resolved in 2 manner consistest
with the Safe Harbor principles in 2 manner necessary to remady the effects of noncompliznce and 1o assure that furure
processing of personal data will be in conformity with the Safe Harbor principies.

XY, Links o Other Websites

Chue site may conizin inks to ather sites {“Third Party Sites™). We do ned necessarily endarse, sanctian, ar
verify amy of these Third Party Sites or anything posted on these sites, and we provide such links merely for the
convenience of our users. Omce you access a Third Party Site through a link an our site, you are subject to the privacy
poticy and terms and conditions of use of the Third Party Site. We have no control and ber s responsibility for amy
acticn ar policy associaed with ary Third Party Site. Coneerns fegarding these siles should be divected 1o the Third
Party Sites.

XV Ownership of Siie Contents; Dow nbaading

Unless otheswise noted, all test, images. illustrasions, designs, looes, photographs, videa olips, and ather
rmitaiala thar sre: pare of our site {collectively the “Materials"} ars copyrighted warks, trademarks, trade dress, of ather
witef lecnual propemies owned, condralied, or licensed by TheraTogs or used under principles of “fair use.” The:
Meatirials of our site and the 5ite a1 o whole are iniended solely for your persceal wse. You may dowrload of copy the
Materinls for such personal use, provided that you da not remave my capyright or ather praprietary notices contained
an the Maieriele. By allawing you fo downlond these Materials for persanal use, we expressly do nof mnsfer i you
any Fight, ke, o interest n the Materials,

XVIL User Comments

All commenss, feedback, posicards, suggestions, id=as, and ather submissions disclosed, subminizd, or offenad
o TheraToga through our site or atherwise disclosed, submitied, or offersd n connection with your use of sur site
{collectively "User Comments") shall be and remain the property of TheraTogs. You agree that ThemTogs may use of
diselese User Comments in amry manner consistent with oer Privacy Policy. TheraTogs shall be free 10 use, without
testriction and withow compensation o you, any idens, concepts, knaw-how, suggestions, or lechniques conialned (n
any User Comments you send to us for any purpose whatssever. TheraTogs has no obligation to respond to any User
Commenis, and we reserve the right, but underiake mo duty, 1o review, edit, move. ar delete any User Commenis, in
aur sole distetion and without notice,

XVIIL Content of User-Puated Information; Other Use of Our Site

You ape prohibited from pesiing or trarsmitting any advertising “spam, " unkiwful maserial, or ofher material
we deem atherwise inapprogriste for owr site. THERATOGS DISCLAIMS ANY AND ALL RESPONSIBILITY
OR LIABILITY ARISING FROM, CONNECTED TO, OR ASSOCTATED WITH THE CONTENT OF ANY
USER POSTINGS. You agree 1 refrain from undertaking any aetivity that imposes an unreasorable or
disproportianaie burden on our sive, TheraTogs reserves the sale discretion b deny, revoke. or otheraise resirict the
ucpess privileges of amy user whoatany tine fails W comply with tese Terms and Conditions,

XIX. Comphiints Regarding Perctived Infringemeni

TheraTogs respects tellectual praperty rights, and will deny coess o our sie b anpone wha, in our
discretion, repeatiedly infringes the mtalhectual propery rights ol cthers. In pddition, we will use reesonable effers, in
Fight of par resources, o sccommadate penenilly aceepted tochnical mezsures used by copyright owners to identify
and protect their copyrighted works. If you belisve matersals posted an our site infringe rights vou enjoy imdes
copyright law in specific malerials {collectively 3 “Waork"™), ve reguest that you direct y mar concems o our
“Designated Agent” provided befaw, pursuant 12 the Digital Milkemmium Copyright Ac (17 US.C. §512) (hereafter the
“DMCA"L Your notice 1o vor Designmed Agent shautd follvw the notice provisions set out inthe DRCA,

5
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Additianal mfarmation about the DMCA can be chmined from the webshe of the Copyright OfTice located m
hitprfrwats Jog g, Lpom meetiving your notice, we agree to respond io il and, if approprizse, remave oe disable
oo 1 material you believe infringes your Work,

Designated Agem-  Sheila M. Heddmiller, Es.
Macheled Bales & Heidmiller LLP
Las Sendas Swiles
7243 E. Tasman Streel
Mesa, AZ §3207
Phone: 480-T73-7507
Email: sheilab@mah-law.com

XX, Diselafmer and Limitation of Linkibity

A Disclamer, While we use reasonable efforis 10 include sceurate and up-io-tate information on our
site, we make na warmntics or represenitations as bo ity accuracy. TheraTags isumes no liability or respomsibility far
nny emors ar cenissians in the contert on our site. OUR SITE AND ALL CONTENTS OF OUR SITE ARE
PROVIDED ON AN "A5 153" BASIS WITHOUT WARRANTIES OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING WITHOUT LIMITATION WARRANTIES OF TITLE OR IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURFOSE, YOU
ACKNOWLEDGE THAT YOUR USE OF QUR SITE IS AT YOUR SOLE RISK, THAT YOU ASSUME
FULL RESPONSIBILITY FOR ALL COSTS ASSOCIATED WITH ALL NECESSARY SERVICING OR
REPAIRS OF ANY EQUIFMENT YOU USE IN CONNECTION WITH YOUR USE OF OUR SITE, AND
THAT THERATOGS SHALL NOT BE LIABLE FOR ANY DAMAGES OF ANY KIND RELATED TO
YOUR USE OF OURSITE. Please nate that some jurisdictions may not allow the exclusion of mplied warantics,
=0 some of the above exclusions muy nat apply 1o you, Check your local laws for amy restrictions ar |imitstiong
m-gudlm the exclusicn of implied warmmies.

B Limitation of Liabiiyy. NEITHER THERATOGS NOR ANY OTHER PARTY INVOLVED IN
CREATING, PRODUC ING, HOSTING, OR DEVELOPING OUR SITE SHALL BE LIABLE FOR ANY
MRECT, INCIDENTAL, CONSEQUENTIAL, SPECIAL, INDIRECT, OR PUNITIVE DAMAGES ARISING
OUT OF YOUR ACCESS TO OR USE OF OUR SITE. THE USE OF THE SERVICES OR THE
DOWNLOADING OR OTHER USE OF ANY MATERIALS THROUGH OUR SITE IS DONE AT
YOUR QOWN DISCRETION AND RISK AND WITH YOUR AGREEMENT THAT YOU WILL BE
SOLELY RESPONSIBLE FOR ANY DAMAGE TO YOUR COMPUTER SYSTEM, LOSS OF
DATA, OR OTHER HARM THAT RESULTS FROM SUCH ACTIVITIES. THERATOGS
ASSUMES NO LIABILITY FOR ANY COMFUTER VIRUS, WORM, OR OTHER SIMILAR
SOFTWARE CODE THAT MAY BE DOWNLOADED TO YOUR COMPUTER FROM OUR SITE
OR IN CONNECTION WITH ANY SERVICES OR MATERIALS OFFERED THROUGH OUR
SITE. THERATOGS WILL NOT BE LIABLE FOR ANY DAMAGES OF ANY KIND ARISING
FROM THE USE OF OUR SITE, INCLUDING, BUT NOT LIMITED TO DIRECT, INDIRECT,
INCIDENTAL, PUNITIVE, OR CONSEQUENTLAL DAMAGES, WHETHER IN AN ACTION OF
CONTRACT OR NEGLIGENCE OR OTHER TORTIOUS ACTION, Some jurisdictions prohibit
the exclusion or limitation of linbility for quentinl or incidental damages. Accordingly, some of
the limitations and exclusions set forth above may ant apply to you.

XXL  Indempification

You ugree 0 defend, indernify and held TheraTogs harmless. from and against any and sl chaims, damages,
costs, and e parises, |rl¢ludlrw aitormey's Jes, a‘lhil\; Hrarm o it sy way refaed 10 vour faifare fo comply with these
Teerms and Conditions of your use of cur shg,
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XX, Choie of Law wud Jurlsdiction
Linless otherwise specifisd, owr site and the Contents thereof are displayed solely tar the purposz of promiing
the mission of TheraTogs. Subject o Sectivn X[V, these Terms and Conditions shall be constroed in zecordasce with

the Laws of the State of Colorado, without regard to amy conflict of law provisions, Subject to Sectian XIV, any
digpute arising under these Term: ind Conditions shall be resofved exclusively by the state or federal counts sitting in

Colomdo,

XXI1Hesdings

Thie beadings m theese Terms and Conditions are included solely for convenience and will nat limb oe
oehierwise affect this Privacy Palicy or any inferpretation thereof.

XXIV. Severability

TF For ary reason a court of compelant jisisdiction finds any provision of these Terms and Conditions, or sy
postion thereof, b be unenfarceale, that provision shall be enfirved o the maximum extent permissible =0 g 1o aifect
the imtent of these Terms & Coaditlans, and the remainder of these Terms and Condiions shall conlinue in full farce
and effect,
XXV, Nan-Tramsferability

o right ko use oor site and your duties and obfigations under these Tesms and Condirions are NOT
rnsferable.

2 2006 Thera Togs, Ime. AW rights reserved

Effective Date: Jasuary 10, 2006
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Exhibit C

Privacy Pubicy amd Terms amif Concditions of Lse
fir Progressive CarWays, LLC,
IV T Com

Wlveme 2ul thank vou for visiiing the POW pricluet website omned By Progressive CastWans, LLC thereafier the
“PUWT websineh As usad hereiin the sords "von” and “vonr” refer ti any porsen or entity aceessing the L%
wabsite Thewisnds “we,” =08, and “our”™ relir s the PUW website The fllom ing desgribes hos we bomlle
nfenation e iay heri aboul voa vt i sl 0 dur website of Erosag b otbet vofunrary incans and provedes the
Fuiles that pen e vinor use of our site.

L These Termes andl Condifions Govern Your Use of Oar Site

A [l onr sigw gramssinunes coufrictid ageosmen. AS A CONDITION TO AND IN
CONSIDERATION OF ACCESSING AND USING OUR SITE, YOU AGREE TO BE BOUND BY THESE

TERMS AND CONMITIONS OF USE AND BY OUR PRIVACY POLICY (COLLECTIVELY OUR *“TERMS
AND CONDITIONS™) USING THIS SITE CONSTITUTES YOUR ACCEFTANCE OF AND AGREEMENT
T BE BOUND BY THESE TERMS AND CONDITIONS, IF YOU DD NOT WISH TO BE BOUND BY
THESE TERMS AND CONDITIONS, YOU SHOULD ROT USEVISIT OUR SITE.

1 mmwuw We reserv: the right ta modily, aller, o cllierwive update

these Terms ard Conditions 31 any tane. Any ehanges will apply prespeciively only, &5 of the elTective dele found al
the bedicim of these Terms &nd Condilimns. 11 & your responsibility 1o review: these Terms and Conditivns before
nccegting them, We may of course change muve, or delete portions of our sie, or add 1o our site from time 1o lime

1L How o Contael Us

B i Dot quagstioms about our Terms and Conditions, your dealings with sur website, or iechnical probiens
with the: aperatian ol our webrite, you may conact us &5 provided below,

By phoiie al: (§88) 396-1241

By email at: adinsfigaitways.com
Wi Exeeptions tn Our Privacy Paliey

There are exceptions b car Privacy Palicy in that, if required or allosed by Baw, it may he necesiary fie PGW
tar release ar use Personally [enlifiable Infurmation we in geod faith believe is appropriate in cornection with el

preceedings. or @ response [0 8 subpuen, warr, court order, levy, altach arder of n conn-appolilal feotiver.
or mther cnmparnble legel process. including subpoenas from privine pariies s civil acrisg

IV, Mo Medical Adviee

Any bl e heberelated marerinl prisvided on ibis site s for sbirmarion posposes anly. 1 i icbondad o be
et al i pitaie amd s rest constitute medical aviee, W bs it e bl cane profesdonil. and am heiih or
bailth-refated materfaf contamod oty s site shoaild e be sl s 8 substitale fr medical asdwce o i bealth care
prodissional PGW ASSHMES NO RESFONSIRILITY FOR HOW YOU USE OR MISUSE THE
INFORMATHON YOU GHTAIN FROM THIS SITE, AND FGW EXFRESSLY DISCLAIMS ANY SUCH
OBLIGATIONS,

v, Pubictes for Chilldren (Tnd ividuals Under ihe Ape of 153

ur it is mwol elireeted o Dillnen veer thaz agge ol 13 1 you are wnder the age of 15, you miay ool dischose
o praile Personally Teentiffalde Informatinn e owr site, Parents aind giandians danhd aipersise chikdrons
anvese D e Fmrner. I thae vt wwe discoeer e b et thee ajne of 13 Dits pros kad Perosally omiliahle
i
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Frvtorraati B i, it avgorikanie wich the Ulikiren™s Dl Privacy Protection Act of 1998, we will debere the gkl s
Prsamalls Tobcontiiabl nfrsmation (o oie Vil sl essenn s

VI sale Harbir

P i v Do £S5, 11 o are hocsted vansidee shae 1S, ai infoemnaninn v proside 1o s will be
trame ferred 10 the LLS. 1 v du it wdshy o howe sour Personally Idemtifiabl [nfarmution R vour commiry, do ot
prwwidc thee informativn bo us. POW B3 participant i e Sale | Earbor progeam developod e the 1.5, Depasiment of
Comikree und he Feropean Union. Ve have ceriiliad that we adbere t the Safe Harhur Privacy Princigles il
upian by the 115, anl the urapean Ui, For s infiarmsion abo le Sai 1 s b vew oo cenilication,
visit the 145, Deepartmant of Comimerce's Sabe |k achsine a1 bp, san sger ot You may alsa
ot s direc e (e Sectivn B abave) regarding our panicipation in the Sale [Harbar,

VI Nolice

A e infiurseien Iafuemtion you may provids in visitieg oo site GBI ino twe bood ailegaries:
persanally identifiable infornsation. and agaregans inforvagion, ~Personally ey fiable lnfesmarion™ s imfarmation
hist civt be s ok ceaniFy o eomiait o, Suh i your name, enail address, or mailing acdress, “Apgpresae
Inlarmation” is infarmation that docs e identity you, and may Tnchide, for exomple, satistical infrmation
concerning the Web pages on gur sile thal users wast Trequent, or anonymized medical dats provided by clinicians,
Cur Privicy Policy giverns both categories of infrmation. The information we receive depends pon what you do
when you visit our site, a5 detailed below.

B Prvnofly fvtifluble i, We do not share with unrelaied third parties airy Personally

Bdenalfiahie Inll'nnnrmroupnwl&mm By “wnrelaicd third parties” we mean anyone whao i nmdlrmllv Ialved
i Ihe imaiiternge, Dosting, or amaisg of anr 5k, o oot invabeed in folfillisg reguesis you enabe At vor site, We use
Persemally ientifisbiz Irformativn you provide W i only far the purpass e wheeh vl e provided it Far
example, if you request imfarmation about our products. sithmit feedback and comments. rogister for an Inservice Kil
ardder o product, fill vt a productcustomer registration farm, o send us an email, you may provide us with Personalky
I ifiabie disformatin. We will use any such Persanally Ienrifiabile Infurmaiion arly to respand o andéor ffill
oalr roguiess, Plean: ote that, i you reglster for an upcaming event and the evenl i co-sporsoned with anotlier entity
{welibch will b stated), you iy also be providing Persoially Identifishh |nfarmation o the ensponsar (8 well as 1o
wg)h Iy soach silisation. we will Foquest thal any sich co-spamsee use the Persoolly boerei lahle fnformation only
or peirpetses el b registration of the evenl. 11, ot ey e, you decide yom e bnger wish 10 have s contact you
aradior provide sou with the infurmation'goodsiservices you regussted, smply sotify us (s Section 1 aboved io hat
ellect

O degrvne fuforntiog, We may colleet Aggregate Infumualinn bt yoir use of e site thragh
cokies ard similar compoter Titeenel ochoelghe, ~Cokies™ ane small pieces of infonstion el a wehsite g
T your hard dagve, whry il i stuved by your bronssce o il otispulers Bard drisve for ecord-keeping purpese [
a5 sleting user mreerence . Far imsdance, i vim visal e site to brawse or In read or fesaksd indonmaion, e By
curlluet anwd stot v it eare of the folkow g the isamng af the dorasinn name and bost i wlich vou aceess the
[ermet 1 for exnphe anloom: the Interred Protool (17 adiress of the compiser i ane inang: the browser sflwarn:
i e and your operaiting syt the it il fine von aceess vor site, o oher aetivie on oy site: b the
Irtermet hfress o] e wheite from sehich v Tiked g our <ite. 15w s gusies or @ Iunr'mihnmmmalrnmu
Teuhholupics, e 1 1 Aggregale Information colleued o system adninistratan, fo e e munber of vt
o g e, 1o e sine perfinmanc, 1o bl is gnake vor die mate uselial, b gather hrod Aggrogaie Infamion,
ete, 1w vse omibice or el similar computer|ntermed b hmlogies, ey do i gallect v rein I’n\uum?
Aukevifiahle Inliormaition, o ch we Fink Aggreyate Dadiwmcoson o Perangily Dol nfomimeion, Additionily,
e i o b ey hine puirtlis to s cokin we iy croie sl v st for e v parpuses. Plose be
vl livsivcr, thal ulo o Tink trs o e sibe wy e conkies o arlier similar o Tilemer |L-1_41||nagi_-;
wnidher ways il or enlfr purperes. o il read sind skeesioid ihe previes peilics o the siélsh van ek 10 in
ey o aleterinnane s htbur aned b i particular site i siich e, Pl et Dl snss) hrli;p.m are
imatially st upy o m e ciltkies, Yo cam rewst arif Py Wy rehime all cookice o imbale when 2 cinki is I»ciu!_-

¥
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aenl. Yoo shiaht comsnlr it bl section of vour Wb heow s saliwie 1o leant how o e ilis, Be v, linveer
thial disabding doobiss may pracud ot on cesbing uf ising curtalie Wk papes,

14 Dand e Pagmet Prevgrsing, W wse a ird parts b privess ondine orders. This third parts =
vty LU ommeroy F',u'!ungu Plese b salvised that FCammieree Exchangs's peivacy policy gratber than POW
Prinaes Poliy ) applics tothe processing of vaur pasment v issogied hamfTing of v Persoaally Idemifiable
fyrmeation b EUammace Fschange Thi privies pelics of EComnwerce Exehaim b available on the Wb pages
whete ou make 20 online purchase. You should resd the ECarmineree Exchamge privacy plicy befire inaking an
anline purchise, n'lmu s mt wish o uchase v prowducts onlise, plr;m- comact s e Section 1 ahve) o make
withur arrangemenls

VL Chike

You have the apporiniy o chouse whether sour Persomalby Ideveifable Infiormation is dsclosed o a died
pairty ot wsed i purpose shat & incompatible with the purpreee Sor which i was eriginally collatial, Cutreatly,
PGW dues nat dischose Fersonally bdentiflble lararieation tis daive pareies Gather than pactics bt perfan lnctogns on
bekial ol PGWL. o we i muol wsee Personally Mentifinble Informatice for sty purpase hat s moonmpatibhe with he
purpasas for which it was ergleadly collecled,

X, Ooward Transher and Limidiations of Use, Diselosure

A Ehvard Tronsfor, Limittions af Uee. Divelswre. POW will anly disclose or share Personally
[eberni ewble Informutiun with an oulSide entity or third party administrator if consisten) with the principks of satie
anl clioice, a5 specified above. By submitting Persomally Mentifiable information o us, you authorize conain frans o
al sch infarmatie. For instance, i yow request infarmation gbout @ product in = coudry in which we have a
distribuitat located, we imay ferward your query 1o the disivibuson in that berriry, The country in which the dstribune
s Incated ey or ity fol be a coummy the Eurapean Usiivn has deemed 1 have “adogiale™ Jata pratection Laws,
Fluwever, we will reguest that the distributor of wiher prly nﬁ:gnrd Personatly Identifinble lnfisrmation consistend
with the prirr:ipln of natice and chaice in (b Provacy Policy. Addiicially, where PGW las me.l:dg: that an g
I ”=i"B ar disglosing Personally ddentifiable in @ marner contrary i this Privicy Policy, we will take reasonabie sl
o prevent or stop the e of dhciaung

X Seearly

A doeoand vaply, Esch of aur empleyees abids by our Privacy Pulicy. and anly autharized
individials have sz o your Persorsilly Identifiable Information. We have in plave security cantrol syseems
deined % help prevent ks or thefl and unitharised aceess, disehire, copying, v or modificasion of your
Persprally |dntifiable Infarmation. DUE TO THE NATURE OF THE INTERNET ANL DEVELOPING
TECHNOLOGIES, HOWEVER, PGW CANNOT GUARANTEE OR WARRANT THE SECURITY OF
YOUR INFORMATION, AND FGW EXPRESSLY DISCLAIMS ANY SUCH OBLIGATIONS.

It et oy ey thiy gl v o wirplety motwrk, T ol provide Persanailly |deniliable
fnfurmatin (o us using 2 wirchess netuenth, coinpuler, of aher device. Even if your mac hine is rimming wirekes
oy profognls, e is a hegh security sk mberonl s wircless netaonis. | is impissible foe us to eake any
st s b 1l seguriy ol amy such ramsimissin,

O il s communicale with s vizemid, v will share your otrepdency with anployes,
Feprese v, or auents el capahh: fJ[:'H’.lFC\W st comsfondinoe. W il uluin vour communivatian il
wir b oy v ery Fust o provid v with o compele and satisfactony respose and may sibsojoenily Telin
comitiomicalion fof ouif feec Pl b tidvised hat sl dies ol proviide 5 neis fir coniplitedy sotide e
it commurcatios, Al atsnshl et vl b sl v R vamr safoormation coplidentinl, from a
vl standguotent, e sstill a nisk and i is impesiBhe for vs o gummdee the secorty of sich insmision,
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I3, Puagsinnf predesdiafaregy, POW does il sarranl er represant Wit Ui nfnstion o sabinif i
pu.\-.\.md pirvec el s of v website will be protecied ausing ks mease, or abicration by tord parties. Yo are
anlyly pespeinsihl for rakany all steps 1o gsure b o other persan s avoess o psssond proweciad ircs of our sie
_1“1:\.,4_1I amity b passasorad of oout 10 is wimir ke resspestsibilie g o] yeonernd the dissemination and i o
visir password: [ 1) authorize, ficnior, s coni acesss o and e o sous prrsnord and prosoend paoead seds of
wif ;|'|c.m'l-.g:|t1hcllkd1_\nu passwurd or acconnt: and | 3§ promptls anfarm PGW of any foad 1 duserivane i
Fq,\!uur-d g p\'rmh LW and all eber persans o emitics invalyed in te operation of our sie W transe, moeder,
refrigve, stot and i your Personally L iable Information in cometin with the aperation of passwond protedral

arcis i aue sitg.

[ g i Trutaher of Porinimurlly piahiy: fuftarirarione. AW méght at any lime sell centain
st ur the company. ur parts o i, may be sold, mergal. or othrsre ransferred, 1 ssch i imesaction s,
Personally Iemtifiable nformation may b one of the ransforned assee. FLW may assign i nghts aed dutles eader
thse Terms and Conditioms 1o any party 8 ey time withal motice oy, 0 e e BGW assigns of iranshers yoor
Persainl iy ldentifinble Informetion and &5 rights bereunder 1o third party, wou agree that PGW niy do sv. on the
comslitien thaa any saich third party agrees 1o abide by our Privacy Policy as it applies (o any Persumlly Idenlifishle
Infeemarien flie thipd party may receive in the course of such assignimers or ransfer. PGW, HOWEYER, CANNOT
GUARANTEE DR WARRANT THAT SUCH THIRD PARTY WILL IN FACT ABIDE BY OUR PRIVACY
FOLICY, AND PGW EXPRESSLY DISCLAIMS ANY SUCH OBLIGATIONS.

XL Data Inegrity

PUW will onty collect Personalty [en fable Information relevant 1o its proposed use. Ressonable tovures
will bz 1aken s ensure that the inforiation i reliable for its inended we, aocurate, tclupl:‘l:. i Currert

XL Actess

Yot will gemeraliy have access through us to your Personally Idenrl fable infarmation, exeept shere such
nocess would impose 1 disproportionste burden or expense on PGW, or wonld interfine with the privacy rights of hird
partizs. ¥oe may also request, in cerlain circumstances. that we correct, amend, or delele your Perserally Ientifiable
Inlarmarien in accordance with focal lws, Pleass understand chat it may be impessible jo remove informarian
connpletely. due 1o backps and records of deletions, We reserve the right 1o limit the mimber of requests made under
thirs Sertion. and 10 charge a fee for requests exceeding @ certain rimher o if the process is abused or mused.
Requuars undes this Secelon should be made vsing the contact infoamarion prwided above in Section ||

Xl Enforcement and Atenintability

LW will have complince reviews conducred o3 pan ol the selt-aul) process, and provide appeaptiale
trairing: to thesse whio have acess bo Personally Icentifiabie Informatien. Amvnne wha vialaces our Privacy Folicy is
shject Io disciplinary action, e el incuding iermimtion shore apgropeiane and porinited by applicable .

NIV, Dispete Resthulian

.'erg-mwlur~uh1lit> Persanalby Blentdinble Infirmation o POW el feck we have michandlis the
Persimlly Idawifiabd Inforncicn in viskation af the Sake |arbor nouiremints shonld ooteact us Jsee Section 1
shawiz) with 2 writlen dewription al e comphainl, Adber recenving any such complainl, we will cantace v s up &
sl ananner 1o d=enss the complaint, ' these yood itk elliets in resolve the complaiar (i, viis iy Conlac an
ukependent divpuite Resailition ey, 1NV apress ta sibmi o mccaniin sadler drkaration Titigch the Ancrican
Ahitrativn Association fie any such voresodved evenpluings Any comphring shall be rewilved in a maner comsicn
ity 1he Sl Harbewr principhe: ina masner revessary o remedy the eflzcts of moncomplianee 2l i swire thal Tuure
pracosing ol prepsanit alaia will be i confarmity with the Safe Do priciples.
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A, Limks b Cber Wehsiles

g it g confirin limks b other aitgs {~Tied Farty Sins™n W o i necctatriby cndistse, smction, e
veril o of these gl Pty Saties or i thing pebal o s <ifes. aimd we provide such links mierels far e
Y —— s e ) Lhined Paris il hrowgch 2 ek on vur siee. von e sihject e ity
s aund termes and comditions of wsewl e Third Pany i We Bave o contreed ik besat s fesposibiliny, for
gt o policy 3 it with ay Phard Pares Site. Coneerns pepandioe s sites shuahd be dircetod o the hird

Farly Sias,
X[ Ownership af Site Conients; Dow nlocding

Uil e el all teoct, inizges, ustrativas, designs, icons. photigraples, viduo clips, and viher
materias that arc part ol r site (eoliectively the "Materials™) ane copyrighted works, trademsarks, trade dress, o other
inelloctual propertics oured, controflad, oe (ensed by POW or ased under principles of *fir wse.” The Materials of
our <t and the site 2 0 wholi v Elended sokty foe yoor personal use. You say deamlood or copy the Materiaks for
sty persanal wse, prowider) et you de m reniie 1y copyRght or oller propeictarn mtices comtained oo the
Wlaterint. By allow ing v o donslood these Marerfuls for persoral e, we exprosly do ol i fer i vou amy
riﬂr_ tlile, or interasa o (he Magerigh

XVl User Comments

Al goiminents, feadbuck. posteards. @ingestions, dheats, and ather submissiors: dischased, submined, o affered
Jop PGW thenasgh o sibe or otherwise disehoed, submitted, or offered in connection with your use of our sie
eoltactively ~Lhet Comments”) shall be and remain the properiy of POW. You agree that POW may use o diclose
Liser Conaments in gty sanner coraistent with our Privacy Policy. PGW shall be free to use, withou nesiriction asd
wilhan coempensaiian bo yun, any e, eoncepis. knovw-Dow, s jmestions, o wechaigues contalned in any User
omuments o send lo us Rar sy pupose st PGW has i th'um:iwin r\'.‘-pm| to ity User Cammergs, and
wit resirve dhe right, bl umderlake o dty. o e, edit. e, or dihde arty Lser Comamends, i our sale disgrerion
and withuul mlice.

XVIIL Content of Usér-Posted laformation; Other Use of Our Site

i are prohibiled rom postivg or transmilting any adeetising “3pem.” unlawlil material. ar other marssial
we deem olherwise imppropriate fof o site. PGW DISCLAIMS ANY AND ALL RESPONSIBILITY OR
LIABILITY ARISING FROM, CONNECTED TO, OR ASSOCIATED WITH THE CONTENT OF ANY
USER POSTINGS. You dpree 1o refriin from unditaking airy activity thel impases an unreasonable oe
Usproporiianale burden on auf ale, PGW reerved the sab discoetion o desry. revike, of otherwise resirict the acgess
privileges of any user wlio 31 iy G Fails by comply with these Terms snd Conditins,

XIX.  Complints Regarding Pereeived Infringemmint

MW mespects inbelkxiual propery ghts, o will deny Aot o sike ey whi, in i dning,
ety indrimaes U inbclboctual prigporty taghts of ahers. [n ko, we wall use resonshle oo, in b at o
pescince s, bo accommwkfabe generafly aceepted iechalal inersures sised be coperighl awiers b ity and praio
thir cogrighieal works. 17 yo believe materiads presdiad oo r site infringe righes pa enpy eber copyriha b in
\pm'r"; vl fpenlluutivedy 1 * Wk, we reyuest that viu direct vur aomgemes o imr "[h-wu_ﬂ Agunt”
previchal hek, pirsume s b igial Millenndun Copuripht Ao 007 10808302 0Dermalier the ~IMEATL Your
ptice i e { s vartid gt should foliow the notice frovmiees st ol in the TIMCA. Additivrad inlarmatiun
bt e IS0 % e e obtained Sroem the wehsite of the Capsright | Wice lciiad ot Ve e L
l'\".'l.'i\'llllL,“H.lr neice, whe agree g responed i it and, ifappropeiate, remeve ar disafe ac e o ol v boliowe

imlrimpes yomir Wk,
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Dusipitieeal A Shila 1. Fleidmiller, Fag.
Machelel Bakes & Heidméller 11 5#
it Setdes Suiires
THEE Tasowmn Srrot
wlesa, AL B30T
Phane: 4eikT73-7807
Email; shalntydbhe- low,com

XX, Disehimor and Limitation of Lisbility

A Disluimer Whale we use reasonabie effons w inchide acourmte aad dp-to-dare nfaneation on oup
e, we make no warranines or népresivilations & 6 118 accuracy. PGW astumés o Fabeliry o i puishilaly [ any
srpors or omissions i ile coment on aur 1te. OUR SITE AND ALL CONTENTS OF DUR SITF ARE
FROVIDEDON AN =A% 15" BASIS WITHOUT WARRANTIES OF ANY KIND, EITHER EXFRESS OR
IMPLIED, INCLUDING WITHOUT LIMITATION WARRANTIES OF TITLE OR IMPLIED
WARRANTIES OF MERCHANTABILITY QR FITNESS FOR A PARTICULAR PURPOSE. YOU
ACKNOWLEDGE THAT YOUR USE OF OUR SITE IS AT YOUR SOLE RISK, THAT YOU ASSUME
FULL RESFONSIBILITY FOR ALL COSTS ASSOUIATED WITH ALL NECESSARY SERVICING OR
REPAIRS OF ANY EQUIPMENT YOU USE IN CONNECTION WITH YOUR USE OF OUR SITE, AND
THAT PGW SHALL NOT BE LIABLE FOR ANY DAMAGES OF ANY KIND RELATED TO YOUR USE
OF DUR SITE, Pleass sone that some jurisdictions may nal allow the exchision of impled warranties, sosome of the
b emehusions iy vt apply o vou, Check your local bws o any restrietions o limistons reganding the
exchusian of implied waratis.

B Lmitatian of Liabiiiiy, NEITHER FGW NOR ANY OTHER PARTY INVOLVED I¥
CREATING, FRODUCING, HOSTING, OR DEVELOFING OUR SITE SHALL BE LIABLE FOR ANY
DIRECT, INCIDENTAL, CONSEQUENTIAL, SPECIAL, INDIRECT, OR PUNITIVE DAMAGES ARISING
OUT OF YOUR ACCESS TO OR USE OF OUR SITE. THE USE OF THE SERVICES OR THE
DOWNLOADING OR OTHER USE OF ANY MATERIALS THROUGH OUR SITE 15 DONE AT
YOUR OWN DISCRETION AND RISK AND WITH YOUR AGREEMENT THAT YOU WILL BE
SOLELY RESPONSIBLE FOR ANY DAMAGE TO YOUR COMPUTER SYSTEM, LOSS OF
DATA, OR OTHER HARM THAT RESULTS FROM SUCH ACTIVITIES. PGW ASSUMES NO
LIABILITY FOR ANY COMPUTER VIRUS, WORM, OR OTHER SIMILAR SOFTWARE CODE
THAT MAY BE DOWNLOADED TO YOUR COMPUTER FROM OUR SITE OR IN
CONNECTION WITH ANY SERVICES OR MATERIALS OFFERED THROUGH OUR SITE.
PGW WILL NOT BE LIABLE FOR ANY DAMAGES OF ANY KIND ARISING FROM THE USE
OF OUR SITE, INCLUDING, BUT NOT LIMITED TO DIRECT, INDIRECT. INCIDENTAL,
PUNITIVE, OR CONSEQUENTIAL DAMAGES, WHETHER IN AN ACTION OF CONTRACT OR
NEGLIGENCE Ot OTHER TORTIOUS ACTION. Some jurisdictions prohibit the exclusion nr
limitation uf Kebility fir consequential or ineidental damages. Accordingly, some of the limidatiuns
and exelusions set forth above may not apply ta you,

XX Indemnifcation

¥eua aprie o eefend, imdesenify and hodd PGW luirnaless from and agairst any sl all asis, dimages, coste.
anad copenses, it hidag dnimey's s, aeising (oen or imany say rlined o your ablune o comphy with tee Toms
id (ndfitie, or your e ol our site,

XXIL Chaice of Law anif Jurisdictivn
|tk sithwroai o ifice, o site e e Corstents thetnlate disjibay e snbely (i e purpesse of pros aieg
e s ool PP Silbyject fo Section X1V, these erns and Conditions shall be consdred in seoedic: wilk e

T ol T St of Cvslriads, kil g 10 50y conflic) of s prosiciits, Siibar i St Y1V, aty chispuie
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Complaint

artssn wiier s Dt and Ondivions <hall be aesobved exehniveby by e sane or federd cots i iy in
Cobirids

XXIHLH calings

Tl et d these 1rms el € omlitoans ane ingual sded iy convenicnce andd will v linsg o
athernie affet this Privacy Palics o umy siterpectinios e,

XXIV, Severabiliy
I Viar ey ressom el of competenit gursdictaon s any provison ol these Terns and Conditives, or amy

portican therend, fn be unznfrceahle, (hat provision shall b enforced to the maimom extont permeissible sas w i
the bment of these Terne & Conditiors, amd the remainder of these Terms and Conditives shall continee i Rl free

and el
XXV. NonTransferability

Your right to s our site and vour disties and obdlpations wider these Terma and Conditiars: are NOT
transferable.

0 2007 Progressive GaitWays, LLC. AN rights reserved

Effective Date: May 1, 2007
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DECISION AND ORDER

The Federal Trade Commission, having initiated an
investigation of certain acts and practices of the Respondent
named in the caption hereof, and the Respondent having been
furnished thereafter with a copy of a draft of Complaint, which
the Bureau of Consumer Protection proposed to present to the
Commission for its consideration and which, if issued, would
charge the Respondent with violation of the Federal Trade
Commission Act; and

The Respondent and counsel for the Commission having
thereafter executed an agreement containing a consent order, an
admission by the Respondent of all the jurisdictional facts set
forth in the aforesaid draft complaint, a statement that the signing
of the agreement is for settlement purposes only and does not
constitute an admission by the Respondent that the law has been
violated as alleged in such complaint, or that any of the facts as
alleged in such complaint, other than jurisdictional facts, are true,
and waivers and other provisions as required by the Commission’s
Rules; and

The Commission having thereafter considered the matter and
having determined that it had reason to believe that the
Respondent has violated the Federal Trade Commission Act, and
that a complaint should issue stating its charges in that respect,
and having thereupon accepted the executed consent agreement
and placed such agreement on the public record for a period of
thirty (30) days for the receipt and consideration of public
comments, now in further conformity with the procedure
prescribed in Section 2.34 of its Rules, 16 C.F.R. § 2.34, the
Commission hereby issues its complaint, makes the following
jurisdictional findings, and enters the following order:

1. Respondent Progressive Gaitways LLC is a Colorado
company with its principal office or place of business
at 305 Society Drive, #C-3, Telluride, Colorado 81435.

2. The Federal Trade Commission has jurisdiction of the
subject matter of this proceeding and of the
Respondent, and the proceeding is in the public
interest.
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ORDER
DEFINITIONS

For purposes of this Order, the following definitions shall
apply:

A Unless otherwise specified, “respondent” shall mean
Progressive Gaitways LLC and its subsidiaries,
divisions, affiliates, successors and assigns.

B. “Commerce” shall mean as defined in Section 4 of the
Federal Trade Commission Act, 15 U.S.C. § 44.

IT IS ORDERED that respondent and its officers, agents,
representatives, and employees, directly or through any
corporation, subsidiary, division, website, or other device, in
connection with the advertising, marketing, promotion, offering
for sale, or sale of any product or service, in or affecting
commerce, shall not misrepresent in any manner, expressly or by
implication, the extent to which respondent is a member of,
adheres to, complies with, is certified by, is endorsed by, or
otherwise participates in any privacy, security, or any other
compliance program sponsored by the government or any other
third party.

IT IS FURTHER ORDERED that respondent shall maintain
and upon request make available to the Federal Trade
Commission for inspection and copying, a print or electronic copy
of, for a period of five (5) years from the date of preparation or
dissemination, whichever is later, all documents relating to
compliance with this order, including but not limited to:

A. all advertisements, promotional materials, and any
other statements containing any representations
covered by this order, with all materials relied upon in
disseminating the representation; and



532 FEDERAL TRADE COMMISSION DECISIONS
VOLUME 148

Decision and Order

B. any documents, whether prepared by or on behalf of
respondent, that calls into question respondent’s
compliance with this order.

IT IS FURTHER ORDERED that respondent shall deliver a
copy of this order to all current and future principals, officers,
directors, and managers, and to all current and future employees,
agents, and representatives having responsibilities relating to the
subject matter of this order, and shall secure from each such
person a signed and dated statement acknowledging receipt of the
order. Respondent shall deliver this order to such current
personnel within thirty (30) days after service of this order, and to
such future personnel within thirty (30) days after the person
assumes such position or responsibilities.

V.

IT IS FURTHER ORDERED that respondent shall notify
the Commission at least thirty (30) days prior to any change in the
corporation(s) that may affect compliance obligations arising
under this order, including, but not limited to: a dissolution,
assignment, sale, merger, or other action that would result in the
emergence of a successor corporation; the creation or dissolution
of a subsidiary, parent, or affiliate that engages in any acts or
practices subject to this order; the proposed filing of a bankruptcy
petition; or a change in the corporate name or address. Provided,
however, that, with respect to any proposed change in the
corporation(s) about which respondent learns fewer than thirty
(30) days prior to the date such action is to take place, respondent
shall notify the Commission as soon as is practicable after
obtaining such knowledge. All notices required by this Part shall
be sent by certified mail to the Associate Director, Division of
Enforcement, Bureau of Consumer Protection, Federal Trade
Commission, Washington, D.C. 20580.

V.
IT IS FURTHER ORDERED that respondent shall, within

sixty (60) days after service of this order, and at such other times
as the Commission may require, file with the Commission a
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report, in writing, setting forth in detail the manner and form in
which it has complied with this order.

VI.

This order will terminate on November 9, 2029, or twenty
(20) years from the most recent date that the United States or the
Commission files a complaint (with or without an accompanying
consent decree) in federal court alleging any violation of the
order, whichever comes later; provided, however, that the filing of
such a complaint will not affect the duration of:

A. any Part in this order that terminates in fewer than
twenty (20) years;

B. this order’s application to any respondent that is not
named as a defendant in such complaint; and

C. this order if such complaint is filed after the order has
terminated pursuant to this Part.

Provided, further, that if such complaint is dismissed or a federal
court rules that respondent did not violate any provision of the
order, and the dismissal or ruling is either not appealed or upheld
on appeal, then the order as to such respondent will terminate
according to this Part as though the complaint had never been
filed, except that the order will not terminate between the date
such complaint is filed and the later of the deadline for appealing
such dismissal or ruling and the date such dismissal or ruling is
upheld on appeal.

By the Commission.
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ANALYSIS OF CONSENT ORDER TO AID PUBLIC
COMMENT

The Federal Trade Commission (“FTC” or “Commission’)
has accepted, subject to final approval, a consent agreement from
Progressive Gaitways, Inc.

The proposed consent order has been placed on the public
record for thirty (30) days for receipt of comments by interested
persons. Comments received during this period will become part
of the public record. After thirty (30) days, the Commission will
again review the agreement and the comments received, and will
decide whether it should withdraw from the agreement and take
appropriate action or make final the agreement’s proposed order.

This matter concerns alleged false or misleading
representations that Progressive Gaitways made to consumers
concerning its participation in the Safe Harbor privacy framework
(“Safe Harbor”) agreed upon by the U.S. and the European Union
(“EU”). It is among the Commission’s first cases to challenge
deceptive claims about the Safe Harbor. The Safe Harbor provides
a mechanism for U.S. companies to transfer data outside the EU
consistent with European law.  To join the Safe Harbor, a
company must self-certify to the U.S. Department of Commerce
(“Commerce”) that it complies with seven principles and related
requirements. Commerce maintains a public website,
www.export.gov/safeharbor, where it posts the names of
companies that have self-certified to the Safe Harbor. The listing
of companies indicates whether their self-certification is “current”
or “not current.” Companies are required to re-certify every year
in order to retain their status as “current” members of the Safe
Harbor framework.

Progressive Gaitways sells medical equipment, including
through two websites (www.theratogs.com and www.gaitways
.com). According to the Commission’s complaint, from at least
December 2008 until June 2009, Progressive Gaitways’
www.theratogs.com website set forth privacy policies and
statements about its practices, including statements related to its
participation in the Safe Harbor. From at least June 2007 until
June 2009, respondent has set forth on its website,
www.gaitways.com, the same privacy policies and statements,
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including the statements related to participation in the Safe
Harbor.

The Commission’s complaint alleges that until June 2009,
Progressive Gaitways falsely represented that it was a current
participant in the Safe Harbor when, in fact, Progressive Gaitways
has not been a current participant in the Safe Harbor since
November 2006 for its www.theratogs.com website, and had
never been a participant in the Safe Harbor for its
www.gaitways.com website.  The Commission’s complaint
alleges that Progressive Gaitways submitted a Safe Harbor self-
certification on behalf of its www.theratogs.com website in
November 2004 and renewed it in November 2005. It did not
renew the self-certification in November 2006, at which point
Commerce updated its status to “not current” on the Commerce
public website. To date, Progressive Gaitways has not renewed
its self-certification to the Safe Harbor on behalf of
www.theratogs.com. The Commission’s proposed complaint also
alleges that Progressive Gaitways has never filed a Safe Harbor
self-certification on behalf of its www.gaitways.com website.

The proposed order applies to Progressive Gaitways’s
representations about its membership in any privacy, security, or
any other compliance program sponsored by the government or
any other third party. It contains provisions designed to prevent
Progressive Gaitways from engaging in the future in practices
similar to those alleged in the complaint.

Part | of the proposed order prohibits Progressive Gaitways
from making misrepresentations about its membership in any
privacy, security, or any other compliance program sponsored by
the government or any other third party.

Parts Il through VI of the proposed order are reporting and
compliance provisions. Part Il requires Progressive Gaitways to
retain documents relating to its compliance with the order for a
five-year period. Part 11l requires dissemination of the order now
and in the future to persons with responsibilities relating to the
subject matter of the order. Part IV ensures notification to the
FTC of changes in corporate status. Part V mandates that
Progressive Gaitways submit an initial compliance report to the
FTC, and make available to the FTC subsequent reports. Part VI
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is a provision “sunsetting” the order after twenty (20) years, with
certain exceptions.

The purpose of the analysis is to facilitate public comment on
the proposed order. It is not intended to constitute an official
interpretation of the agreement and proposed order or to modify in
any way their terms.





