
> Ie

UNITED STATES DISTRICT COURT

SOUTHERN DlS Rl OF F x

(+ YCase N 
.

FEDERAL TM DE COM M ISSION,
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ON POINT GLOBAL LLC, a limited liability company,
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Company,

ON POINT GUIDES LLC, f/k/a Rogue M edia Services
LLC, a limited liability company,

DG DM V LLC, a limited liability company,

ON POINT DOM AINS LLC, a limited liability company,
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Company,

W ALTHAM  TECHNOLOGIES LLC, a limited liability

Company,

CAM BRIDGE M EDIA SERIES LLC, f/lc/a License

America M edia Series LLC, a lim ited liability company,

ISSUE BASED M EDIA LLC, a limited liability company,

BELLA VISTA M EDIA LTD., a limited liability

company, also d/b/a BV M edia,

CARGANET S.A., a com oration, also d/b/a G8 Labs,

DRAGON GLOBAL LLC, a limited liability company,

DRAGON GLOBM  M ANAGEM ENT LLC, a limited
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COM PLAINT FOR

PERM ANENT INJUNCTION

AND OTHER EQUITABLE
RELIEF

Filed Under Seal

, 
' 

gFILED BY D
.C.

2E2 û 2218

ctkklttl'lk?f,
s. n. eq FCr&. z MIAMi

Case 1:19-cv-25046-RNS   Document 1   Entered on FLSD Docket 12/09/2019   Page 1 of 47



DRAGON GLOBAL HOLDINGS LLC, a limited liability

Company,

DIRECT M ARKET LLC, a limited liability company,

BLUEBIRD M EDIA LLC, a limited liability company,

BORAT M EDIA LLC, a limited liability company, $

BRING BACK THE M AGIC M EDIA LLC, a limited

liability company,

CHAM ETZ M EDIA LLC, a limited liability company,

CHELSEA M EDIA LLC, a limited liability company,

COINSTAR M EDIA LLC, a limited liability company,

DOM AIN DEVELOPM ENT STUDIOS LLC, a limited

liability company,

DOM AIN DIVIDENDS M EDIA LLC, a lim ited liability

Company,

EAGLE M EDIA LLC, a limited liability company,

FALCON M EDIA LLC, a limited liability company,

GNR M EDIA LLC, a limited liability company,

ISLAND M EDIA LLC, a limited liability company,

LEATHERBACK M EDIA GROUP LLC, a limited
liability company,

M ACAU M EDIA LLC, a limited liability company,

CEG M EDIA LLC, f/k/a M atzoh M edia LLC, a limited
liability company,

M BL M EDIA LTD. lNC., a corporation,

ORANGE AND BLUE M EDIA LLC, a limited liability
COn3 an ,
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ORANGE GROVE M EDIA LLC, a limited liability

Company,

PANTHER M EDIA LLC, a limited liability company,

PIRATE M EDIA LLC, a limited liability company,

PIVOT M EDIA GROUP LLC, a limited liability

Company,

PJ GROOW  M EDIA LLC, a lim ited liability company,

SANDM AN M EDIA GROUP LLC, a limited liability

Company,

SHADOW  M EDIA LLC, a limited liability company,

SKYLAR M EDIA LLC, a limited liability company,

SLAYER BILLING LLC, a limited liability company,

SPARTACUS M EDIA LLC, a limited liability company,

VERY BUSY M EDIA LLC, a lim ited liability company,

W ASABI M EDIA LLC, a limited liability company,

YAM AZAKI M EDIA LLC, a limited liability company,

BRONCO FAM ILY HOLDINGS LP, a/k/a Bronco

Holdings Family LP, a limited partnership,

BAL FAM ILY LP, a limited partnership,

CARDOZO HOLDINGS LLC, a lim ited liability

company,

714 M EDIA LTD., a corporation,

M AC M EDIA LTD., a corporation,

ON POINT CAPITAL PARTNERS LLC, a limited

liability company,
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LICEN SE AM ERICA M ANAGEM ENT LLC, a limited

liability company,

LICEN SE AM ERICA HOLDINGS LLC, a limited
liability company,

BLACKBIRD M EDIA LLC, a limited liability company,

BURTON KATZ, individually and as an officer of Bella
Vista M edia Ltd., also d/b/a BV M edia, Bronco Family

Holdings LP, a/k/a Bronco Holdings Family LP,
Cambridge M edia Series LLC, f/k/a License America
M edia Series LLC, DG DM V LLC, Direct M arket LLC,

Falcon M edia LLC, GNR M edia LLC, Issue Based M edia
LLC, On Point Global LLC, also d/b/a On Point, On Point
Guides LLC f/lc/a Rogue M edia Services LLC, Orange
Grove M edia LLC, and W altham Technologies LLC,

BRENT LEVISON, individually and as an officer of BAL
Fam ily LP, Bella Vista M edia Ltd., also d/b/a BV M edia,

Bring Back the M agic M edia LLC, Cambridge M edia
Series LLC, f/k/a License America M edia Series LLC,
Chametz M edia LLC, Direct M arket LLC, Eagle M edia
LLC, GNR M edia LLC, M BL M edia Ltd. lnc., On Point
Global LLC, also (Fb/a On Point, and On Point Guides

LLC, f/k/a Rogue M edia Services LLC,

ROBERT ZANGRILLO, individually and as an officer of
DG DM V LLC, Dragon Global LLC, Dragon Global

M anagement LLC, Dragon Global Holdings LLC, On
Point Capital Partners LLC, and On Point Global LLC,

also d/b/a On Point,

AM ENE M AHON, individually and as an officer of

Cambridge M edia Series LLC f/k/a License America
M edia Series LLC, lssue Based M edia LLC, On Point

Global LLC, also (Fb/a On Point, PJ Groove M edia LLC,
and W altham Teclmologies LLC,

ELISHA ROTHM AN, individually and as an officer of
Camblidge M edia Series LLC, f/Va License America
M edia Series LLC, Direct M arket LLC, Domain

Development Studios LLC, M ac M edia Ltd., On Point
Global LLC, also d/b/a On Point, On Point Guides LLC
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f/k/a Rogue M edia Services LLC, Orange Grove M edia

LLC, and Yamazaki M edia LLC, and

CHRISTOPHER SHERM AN, individually and as an
officer of 714 M edia Ltd., Coinstar M edia LLC, Direct
M arket LLC, Domain Developm ent Studios LLC, GNR

M edia LLC, Pirate M edia LLC, and On Point Global
LLC, also tFb/a On Point,

Defendants.

Plaintiff, the Federal Trade Commission ($$FTC''), for its Complaint alleges:

1. The FTC blings this action under Section 13(b) of the Federal Trade Commission

Act (ûCFTC Act''), 1 5 U.S.C. j 53(b), to obtain temporary, preliminary, and permanent injunctive

relief, rescission or reformation of contracts, restitution, the reftmd of monies paid, disgorgement

pf ill-gotten monies, and other equitable relief for Defendants' acts or practices in violation of

Section 5(a) of the FTC Act, 15 U.S.C. j 45(a).

JURISDICTION AND VENUE

This Court has subject matterjurisdiction pursuant to 28 U.S.C. jj 1331, 1337(a),

and 1345.

Venue is proper in this District under 28 U.S.C. j 1391(b)(2). (c)(1), (c)(2), (c)(3),

and (d), and 15 U.S.C. j 53(b).

PLM NTIFF

The FTC is an independent agency of the United States Govenzment created by

statute. 15 U.S.C. jj 41-58. The FTC enforces Section 5(a) of the FTC Act, 15 U.S.C. j 45(a),

which prohibits unfair or deceptive acts or practices in or affecting commerce.

The FTC is authorized to initiate federal district court proceedings, by its own

Case 1:19-cv-25046-RNS   Document 1   Entered on FLSD Docket 12/09/2019   Page 5 of 47



attorneys, to enjoin violations of the FTC Act and to secure such equitable relief as may be

appropriate in each case, including rescission or reformation of contracts, restitution, the reftmd

of monies paid, and the disgorgement of ill-gotten monies. 15 U.S.C. j 53(b).

DEFENDANTS

6. Defendant On Point Global LLC also d/b/a On Point (d$On Point Global'') is a

Delaware limited liability company with its principal place of business at 350 NE 60th St.,

M iam i, FL 33137. On Point Global transacts or has transacted business in this District and

throughout the United States.

7. Defendant On Point Employment LLC (ççon Point Employmenf') is a Delaware

lim ited liability company with its plincipal place of business at 350 NE 60th St., M iami, FL

33137. On Point Employment transacts or has transacted business in this District and throughout

the United States.

8. Defendant On Point Guides LLC f/lc/a Rogue Media Services LLC (iûOn Point

Guides'') is a Delaware limited liability company with its principal place of business at 350 NE

60th St., M iami, FL 33 1 37. On Point Guides transacts or has transacted business in this District

and throughout the Urlited States.

9. Defendant DG DMV LLC CCDG DM V'') is a Delaware limited liability company

with its principal place of business at 350 NE 60th St., M iami, FL 33137. DG DM V transacts or

has transacted business in this District and throughout the United States.

10. Defendant On Point Domains LLC (çton Point Domains'') is a Delaware limited

liability company with its principal place of business at 350 NE 60th St., M iami, FL 33137. On

Point Domains transacts or has transacted business in this District and throughout the United

States.
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Defendant Final Draft M edia LLC (sdFinal Draft M edia'') is a Delaware limited

liability company with its principal place of business at 350 NE 60th St., M iami, FL 33137.

Final Draft M edia transacts or has transacted business in this District and throughout the United

States.

12. Defendant Waltham Technologies LLC (ssW altham Technologies'') is a Florida

lim ited liability company with its principal place of business at 350 NE 60th St., M iami, FL

33137. W altham Technologies transacts or has transacted business in this District and

throughout the United States.

Defendant Cambridge M edia Series LLC f/k/a License America M edia Selies

LLC (iicambridge M edia Series'') is a Delaware Iimited liability company with its principal

place of business at 350 NE 60th St., M iami, FL 33137. Cambridge M edia Series transacts or

has transacted business in this District and throughout the United States.

Defendant Issue Based Media LLC (tûlssue Based M edia'') is a Delaware limited

liability company with its principal place of business at 350 NE 60th St., M iami, FL 33137.

Issue Based M edia transacts or has transacted business in this District and throughout the United

States.

15. Defendant Bella Vista M edia Ltd. also d/b/a BV Media (EûBV Media'') is a Costa

Rican entity with its principal place of business at 350 NE 60th St., M iami, FL 33137. BV

M edia transacts or has transacted business in this District and throughout the United States.

16. Defendant Carganet S.A. also d/b/a G8 Labs CtG8 Labs'') is a Uruguayan entity

with its principal place of business at 350 NE 60th St., M iam i, FL 33137. G8 Labs transacts or

has transacted business in this District and throughout the United States.

Defendant Dragon Global LLC CtDragon Globar') is a Delaware limited liability
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company with its principal place of business >t 350 NE 60th St., M iam i, FL 33137. Dragon

Global transacts or has transacted business in this District and throughout the United States.

18. Defendant Dragon Global Management LLC ClDragon Global Managemenf') is

a Delaware limited liability company with its principal place of business at 350 NE 60th St.,

Miami, FL 33137. Dragon Global M anagement transacts or has transacied business in this

District and throughout the United States.

19. Defendant Dragon Global Holdings LLC (ttDragon Global Holdings'') is a

Delaware limited liability company with its principal place of business at 350 NE 60th St.,

M iami, FL 33137. Dragon Global Holdings transacts or has transacted business in this District

and throughout the United States.

20. Defendant Direct Market LLC (dsDirect M arkef') is a Delaware limited liability

company with its principal place of business at 350 NE 60th St., M iami, FL 33137. Direct

M arket transacts or has transacted business in this District and throughout the United States.

Defendant Bluebird Media LLC (ddBluebird Media'') is a Nevada limited liability

company with its principal place of business at 350 NE 60th St., M iami, FL 33137. Bluebird

M edia transacts or has transacted business in this District and throughout the United States.

Defendant Borat Media LLC (idBorat M edia'') is a Delaware limited Iiability

company with its principal place of business at 350 NE 60th St., M iami, FL 33137. Borat M edia

transacts or has transacted business in this District and throughout the United States.

23. Defendant Bring Back the Magic Media LLC CtBBTM M '') is a Delaware limited

liability company with its principal place of business at 350 NE 60th St., M iami, FL 33137.

BBTM M  transacts or has transacted business in this District and throughout the United States.

24. Defendant Chametz Media LLC (ûdchametz Media'') is a Delaware limited
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liability company with its principal place of business at 350 NE 60th St., M iami, FL 33137.

Chametz M edia transacts or has transacted business in this District and throughout the United

States.

Defendant Chelsea Media LLC Cûchelsea M edia'') is a Delaware limited liability

'company with its principal place of business at 350 NE 60th St., M iami, FL 33137. Chelsea

M edia transacts or has transacted business in this District and throughout the United States.

26. Defendant Coinstar Media LLC Cçcoinstar Media'') is a Nevada limited liability

company with its principal place of business at 350 NE 60th St., M iami, FL 33137. Coinstar

M edia transacts or has transacted business in this District and tluoughout the United States.

27. Defendant Domain Development Studios LLC (tiDomain Development

Studios'') is a Delaware limited liability company with its principal place of business at 350 NE

60th St., M iami, FL 33l 37. Domain Developm ent Studios transacts or has transacted business in

this District and throughout the United States.

Defendant Domain Dividends Media LLC (isDomain Dividends M edia'') is a

Delaware lim ited liability company with its principal place of business at 350 NE 60th St.,

M iami, FL 33137. Domain Dividends M edia transacts or has transacted business in this District

and throughout the United States.

29. Defendant Eagle Media LLC CdEagle Media'') is a Delaware limited liability

company with its principal place of business at 350 NE 60th St., M iqmi, FL 33137. Eagle M edia

transacts or has transacted business in this District and throughout the United States.

Defendant Falcon Media LLC (ûéFalcon Media'') is a Delaware limited liability

company with its principal place of business at 350 NE 60th St., M iami, FL 33137. Falcon

M edia transacts or has transacted business in this District and throughout the United States.
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Defendant GNR Media LLC CCGNR M edia'') is a Delaware limited liability

company with its principal place of business at 350 NE 60th St., M iami, FL 33137. GNR M edia

transacts or has transacted business in this District and tlzroughout the United States.

Defendant lsland Media LLC (ddlsland M edia'') is a Delaware limited liabilit'y

compâny with its principal place of business at 350 NE 60th St., M iami, FL 33137. lsland

M edia transacts or has transacted business in this District and throughout the United States.

Defendant Leatherback Media Group LLC (tttzeatherback Media'') is a Nevada

limited liability company with its principal place of business at 350 NE 60th St., M iami, FL

33137. Leatherback M edia transacts or has transacted business in this District and throughout

the United States.

34. Defendant M acau Media LLC (stM acau M edia'') is a Delaware Iimited liability

company with its principal place of business at 350 NE 60th St., M iam i, FL 33137. M acau

M edia transacts or has transacted business in this District and tllroughout the United States.

35. Defendant CEG Media LLC f/k/a Matzoh Media LLC (CtCEG Media'') is a

Delaware limited liability company with its principal place of business at 350 NE 60th St.,

M iami, FL 33137. CEG M edia transacts or has transacted business in this District and

throughout the United States.

36. Defendant MBL Media Ltd. lnc. CtM BL M edia'') is a Delaware corporation with

its principal place of business at 350 NE 60th St., M iami, FL 33137. M BL M edia transacts or

has transacted business in this District and tllroughout the United States.

37. Defendant Orange and Blue Media LLC (çdorange and Blue Media'') is a

Delaware limited liability company with its principal place of business at 350 NE 60th St.,

M iam i, FL 33 l 37. Orange and Blue M edia transacts or has transacted business in this District
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and throughout the United States.

38. Defendant Orange Grove Media LLC (ûdorange Grove Media'') is a Delaware

limited liability company with its principal place of business at 350 NE 60th St., M iami, FL

33137. Orange Grove M edia transacts or has transacted business in this District and throughout

the United States.

39. Defendant Panther Media LLC (itpanther Media'') is a Delaware limited liability

company with its principal place of business at 350 NE 60th St., M iami, FL 33137. Panther

M edia transacts or has transacted business in this District and throughout the United States.

40. Defendant Pirate Media LLC (ttpirate M edia'') is a Delaware limited liability

company with its principal place of business at 350 NE 60th St., M iami, FL 33137. Pirate M edia

transacts or has transacted business in this District and throughout the United States.

Defendant Pivot Media Group LLC (Etpivot M edia'') is a Delaware limited

liabillty company with its principal place of business at 350 NE 60th St., Miami, FL 33137.

Pivot M edia transacts or has transacted business in this District and throughout the United States.

42. Defendant PJ Groove Media LLC ($iPJ Groove Media'') is a Delaware limited

liability company with its principal place of business at 350 NE 60th St., M iami, FL 33137. PJ

Groove M edia transacts or has transacted business iq this District and throughout the United

States.

43. Defendant Sandman Media Group LLC Cfsandman Media'') is a Nevada limited

liability company with its principal place of business at 350 NE 60th St., M iami, FL 33137.

Sandm an M edia transacts or has transacted business in this District and throughout the United
*

States.

44. Defendant Shadow Media LLC (Eûshadow (Hediah') is a Delaware limited liability
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company with its principal place of business at 350 NE 60th St., M iami, FL 33137. Shadow

M edia transacts or has transacted business in this District and tluoughout the United States.

45. Defendant Skylar Media LLC (çtskylar Medla'') is a Delaware limited liability

company with its principal place of business at 350 NE 60th St., M iami, FL 33137. Sltylar

M edia transacts or has transacted business in this District and throughout the Ullited States.

46. Defendant Slayer Billing LLC (ûEslayer Billinf') is a Delaware limited liabilit'y

company with its principal place of business at 350 NE 60th St., M iami, FL 33137. Slayer

Billing transacts or has transacted business in this District and throughout the United States.

47. Defendant Spartacus Media LLC (ddspartacus M edia'') is a Nevada limited

liability company with its principal place of business at 350 NE 60th St., M iami, FL 33137.

Spartacus M edia transacts or has transacted business in this Distlict and throughout the United

States.

48. Defendant Very Busy M edia LLC (ûEvery Busy M edia'') is a Delaware Iimited

liability company with its principal place of business at 350 NE 60th St., M iami, FL 33137.

Very Busy M edia transacts or has transacted business in this District and throughout the United

States.

49. Defendant Wasabi Media LLC (ûEWasabi Media'') is a Delaware limited liability

company with its principal place of business at 350 NE 60th St., M iami, FL 33137. W asabi

M edia transacts or has transacted business in this District and throughout the United States.

50. Defendant Yamazaki Media LLC CiYamazaki M edia'') is a Delaware limited

liability company with its principal place of business at 350 NE 60th St., M iami, FL 33137.

Yamazaki M edia transacts or has transacted business in this District and throughout the United

States.
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Defendant Bronco Family Holdings LP a/k/a Bronco Holdings Family LP

(kdBronco Family Holdings'') is a Bahamas partnership with its principal place of business at

350 NE 60th St., M inmi, FL 33137. Bronco Family Holdings transacts or has transacted

business in this District and throughout the United States.

52. Defendant BAL Family LP CSBAL Family'') is a Delaware partnership with its

principal place of business at 350 NE 60th St., M iami, FL 33137. BAL Family transacts or has

transacted business in this District and throughout the United States.

53. Defendant Cardozo Holdings LLC (étcardozo Holdings'') is a Nevis limited

liability company with its principal place of business at 350 NE 60th St., M iami, FL 33q 37.

Cardozo Holdings transacts or has transacted business in this District and throughout the United

States.

54. Defendant 7l4 Media Ltd. (11714 Media'') is a Belize corporation with its

principal place of business at 350 NE 60th St., M iam i, FL 33137. 714 M edia transacts t)r has

transacted business in this District and tlu-oughout the United States.

55. Defendant Mac Media Ltd. (û$Mac M edia'') is a Belize corporation with its

principal place of business at 350 NE 60th St., M iami, FL 33137. M ac M edia transacts or has

transacted business in this District and tluoughout the United States.

56. Defendant On Point Capital Partners LLC ((dOn Point Capital Partners'') is a

Delaware limited liability company with its principal place of business at 350 NE 60th St.,

M iami, FL 33137. On Point Capital Partners transacts or has transacted business in this District

and throughout the United States.

Defendant License America Management LLC (çûtzicense America

Managemenf') is a Delaware limited liability company with its principal place of business at
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350 NE 60th St., M iami, FL 33137. License America M anagement transacts or has transacted

business in this District and throughout the United States.

58. Defendant License America Holdings LLC (lûtzicense America Holdings'') is a

Nevis limited liability company with its principal place of business at 350 NE 60th St., M iami,

FL 33137. License America Holdings transacts or has transacted business in this Distritlt and

throughout the United States.

59. Defendant Blackbird Media LLC (iimackbird Media'') is a Nevis limited liability

company with its principal place of business at 350 NE 60th St., M iami, FL 33137. Blackbird

M edia t'ransacts or has transacted business in this District and throughout the United States.

60. The Defendants described in Paragraphs 6 through 59 are collectively relkrred to

as Etcorporate Defendants.''

Defendant Burton Katz (:iKatz'') is the founder, owner, and chief executive

officer of On Point Global, the founder, owner, and M anager of DG DM V, the owner alld

manager of lssue Based M edia, a director and officer of BV M edia, a partner and officez of

Dragon Global, owner and m ember of Bronco Fam ily Holdings, Cambridge M edia Series, Direct

M arket, Falcon M edia, GNR M edia, On Point Guides, and Orange Grove M edia, and the de

facto principal behind the Transaction Entities (as defined in Paragraph 83) that act as flonts for

Corporate Defendants' websites.

62. Katz is the mastermind behind the Com orate Defendants' operation. He signs

docum ents on behalf of Com orate Defendants, including corporate incorporation and registration

docum ents. Katz has authority over the websites offering the serdces that generate revenue for

the Corporate Defendants. Katz has obtained merchant accounts for Transaction Entities (as

defined in Paragraph 83) and signed the application for a mail drop used by the Corporate

14
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Defendants. He is a signatory on nllmerous depository accounts containing funds from the

Corporate Defendants' sales of guides and customer data. Since 2016, Katz has personally

received more than $2.5 million in distributions and salary from the Comorate Defendallts.

63. At al1 times material to this Complaint, acting alone or in concert with otNers,

Katz has formulated, directed, conlolled, had the authority to control, or participated in the acts

and practices set forth in this Complaint. Defendant Katz resides in this District and, in

connection with the matters alleged herein, transacts or has transacted business in this District

and throughout the United States.

64. Defendant Brent Levison Cdtzevison'') is the chief administrative officer, general

counsel, and co-owner of On Point Global, the current or former acting operations manager of

Bella Vista M edia Ltd., and a rriember and manager of BAL Family, BBTM M , Cambridge

M edia Series, Cardozo Holdings, Chametz M edia, Direct M arket, Eagle M edia, GNR M edia,

M BL M edia, and On Point Guides. Levison has organized and established Transaction and

Operating Entities (as defined in Paragraphs 83 and 84), and signs legal documents, including

incom oration and registration documents, on their behalf.

65. Levison manages several aspects of the Corporate Defendants' operation.

Levison's Linkedln profile states that he ddoversees the e-com merce and product fulfillment

teams'' for On Point Global and manages the company's Ssadm inistrative functions.'' Levison has

opened mail drop accounts and obtained merchant accounts for Transaction Entities (as defined

in Paragraph 83) and signed applications for mail drops they use. He is a signatory on numerous

depository accounts containing funds from the Corporate Defendants' sales of guides and

customer data. Since 2016, Levison has personally received more than $1 million in

distributions and salary from the Corporate Defendants.
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66. At al1 tim es material to this Complaint, acting alone or in concert with others,

Levison has fonnulated, directed, controlled, had the authority to control, or participated in the

acts and practices set forth in this Complaint. Defendant Levison resides in this District and, in

connection with the matters alleged herein, transacts or has transacted business in this District

and throughout the Ullited States.

67. Defendant Robert Zangrillo Cçzangrillo'') is the chairman, officer, and co-owner

of On Point Global; an owner, officer, and partner of Dragon Global, Dragon Global

M anagement, and Dragon Global Holdings; and a member and manager of DG DM V and On

Point Capital Partners. Zangrillo organized On Point Capital Partners in 2015 and raised venture

capital funding for the Corporate Defendants' operation. Zangrillo has signatory authority over

at least two depository accounts containing funds from Corporate Defendants' sales of guides

and customer data. Zangrillo's Linkedln profile describes On Point's products as ûûreference

guides, instructional books, and digital services,'' and notes that the company leverages

consumer data gleaned through Eéprem ium and contextual domain names.'' Zangrillo has

personally received more than $2 million in distributions and salary from the Corporate

Defendants.

68. At a11 times material to this Complaint, acting alone or in concert with others,

Zangrillo has formulated, directed, controlled, had the authority to control, or participated in the

acts and practices set forth in this Complaint. Defendant Zangrillo resides in this District and, in

connection with the matters alleged herein, transacts or has transacted business in this District

and throughout the United States.

69. Defendant Arlene Mahon (:çMahon'') is the senior vice president of finance and

accounting for On Point Global; the senior vice president, chief financial officer, offker, and
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owner of W altham Technologies; the general manager for PJ Groove M edia; and a m anager for

nearly every Transaction Entity and two Operating Entities (as defined in Paragraphs 83 and 84):

Cambridge M edia Series and lssue Based M edia.

M ahon has signatory authority over more than two dozen depository accounts

containing funds from Corporate Defendants' sales of guides and custom er data. ln accotmt

opening documents for over 15 accounts held by Comorate Defendants at Regions Bank, M ahon

used ttarlene@issuebasedmedia.com'' as her email address and identified her mailing address as

425 NW  26th Street, M iami, Florida. M ahon has obtained a merchant account for a Transaction

Entity (as defined in Paragraph 83) and signed the application for a mailbox used by the

Comorate Defendants.

71 . At al1 times material to this Complaint, acting alone or in concert with others,

M ahon has formulated, directed, controlled, had the authority to control, or participated in the

acts and practices set forth in this Complaint. Defendant M ahon resides in this Distlict and, in

connection with the matters alleged herein, transacts or has transacted business in this District

and throughout the United States.

72. Defendant Elisha Rothman (EtRothman'') is a director of data processing, officer,

and co-owner of On Point Global; a principal, officer, and owner of Direct M arket; and an owner

and manager of Cambridge M edia Series, Dom ain Development Studios, M ac M edia, On Point

Guides, Orange Grove M edia, and Yamazaki M edia.

73. Rothman has obtained merchant accounts for the Transaction Entities (as defined

in Paragraph 83) and signed applications for mail drops they use. He is a signatory on numerous

depository accounts containing funds from Corporate Defendants' sales of guides and customer

data. ln addition, Rothman has personally received more than $1 million in distributions and
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salary from the Corporate Defendants.

74. At a1l times material to this Complaint, acting alone or in concert with others,

Rothman has formulated, directed, controlled, had the authority to control, or participated in the

acts and pradices set forth in this Complaint.Defendant Rothm an resides in this District and, in

connection with the matters alleged herein, transacts or has transacted business in this District

and throughout the United States.

75. Defendant Christopher Sherman (ûûsherman'') is a director of data processing,

officer, and manager of On Point Global; an officer and owner of Direct M arket; and owner and

manager of 7l4 M edia, Coinstar M edia, Domain Development Studios, GNR M edia, and Pirate

M edia.

76. Shennan has signatory authority over num erous depositoly accounts containing

funds from Corporate Defendants' sales of guides and customer data. Sherman has obtained

merchant accounts for the Transaction Entities (as defined in Paragraph 83) and signed

applications for mail drops they use. ln addition, Sherman is responsible for registering the

domains Corporate Defendants use to gather consum ers' personal information.

At al1 times material to this Complaint, acting alone or in concert with others,

Sherman has fonnulated, directed, controlled, had the authority to control, or participated in the

acts and practices set forth in this Complaint. Defendant Sherman resides in this District and, in

colmection with the matters alleged herein, transacts or has transacted business in this District

and throughout the United States.

Katz, Levison, Zangrillo, M ahon, Rothman, and Sherman are collectively referred

to as (slndividual Defendants.''

79. The Corporate and lndividual Defendants are collectively referred to as
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ûdDefendants.''

COM M ON ENTERPRISE

80. Corporate Defendants have operated as a common entem dse while engaging in

the deceptive and unfair acts and practices alleged below.Corporate Defendants have conducted

the business practices described below tllrough an interrelated ne> ork of companies that have

common ownership, officers, m anagers, business functions, employees, and office locations, and

that commingled funds and employed unified marketing.

81. Defendants frequently create and occasionally rename or abandon entities, leaving

52 currently active, known entities participating in their scheme.

82. Each Corporate Defendant plays a role - whether transaction company, operating

company, or holding company - in Defendants' unified web-marketing operation.

83. The transaction entities are: Bluebird M edia; Borat M edia; BBTM M ; Chametz

M edia; Chelsea M edia; Coinstar M edia; Domain Development Studios; Dom ain Dividends

M edia; Eagle M edia; Falcon M edia; GNR M edia; lsland M edia, Leatherback M edia; M acau

M edia, CEG M edia; M BL M edia; Orange and Blue M edia; Orange Grove M edia; Panther

M edia; Pirate M edia; Pivot M edia; PJ Groove M edia; Sandman M edia; Shadow M edia; Skylar

M edia; Slayer Billing; Spartacus M edia; Very Busy M edia; W asabi M edia; and Yamazaki M edia

(collectively referred to as tiTransaction Entities''). The Transaction Entities obtain credit-card

processing accounts and depository bartk accounts to allow Defendants to receive m oney from

consumers and lead buyers. These Transaction Entities appear on Defendants' consumer-facing

websites. In num erous instances, Defendants' employees organized the Transaction Entities; in

some instances, one or m ore lndividual Defendants organized the Transaction Entities.

84. The operating entities are: BV M edia; Cambridge M edia Series; DG DM V; On
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Point Dom ains; Final Draft M edia; Direct M arket; Dragon Global; Dragon Global M anagement;

Dragon Global Holdings; lssue Based M edia; On Point Employment; On Point Global; On Point

Guides; G8 Labs; and W altham Teclmologies (collectively referred to as ûdoperating Entities''l.

The Operating Entities carry out the business activities described below in Paragraphs 109-168.

85. On Point Global, On Point Employment, and On Point Guides (collectively, ééon

Point Defendants''), are Defendants' primary umbrella companies and public face. Defendants'

operation uses unified iion Point'' branding on social media, company websites, andjob listings.

The On Point Defendants hire and m anage the writers and developers who create the guides and

consum er-facing websites described below.lndividual Defendants Burton Katz, Robert

Zangrillo, Elisha Rothm an, and Brent Levison co-own the On Point Defendants.

86. On Point Defendants' wholly owned subsidiaries BV M edia and G8 Labs run

Defendants' call center and web development office in Costa lkica and Uruguay, respectively.

Employees of both BV M edia and ()8 Labs present themselves as On Point employees in social

media postings, and each company presents itself as ddan On Point company.'' On Point

Defendants' employee Karla Jinesta manages BV M edia, and On Point Defendants' employee

Ramiro Baluga manages ()8 Labs. The On Point Defendants' chief administrative officer and

co-owner, Brent Levison, served as acting operations manager for BV M edia when the On Point

Defendants acquired BV Media. The On Point Defendants' website lists job openings for both

call-center operators in Costa Rica and web developers in Uruguay. On Point Defendants' CEO,

Burton Katz, stated in a Linkedln post, ($W e have offices in Costa Rica and Uruguay with over

100 employees who elevate our front and back end developm ent, graphics design, and call center

supporq'' and referred to the workers in Costa Rica and Uruguay as ûEour workforce.''

87. BV M edia is a call center, handling calls with American consumers who
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encountered Defendants' websites, in furtherance of Defendants' schem e. BV M edia handles

consum er complaints and issues or denies refunds to American consum ers according to the On

Point Defendants' refund policies. BV M edia's company domain, bvmedia.com, is hosted on a

DNS server in Ashburn, Virginia, in the United States.

88. G8 Labs creates web content targeting consum ers who seek a service from an

American state or federal government agency, including a state motor vehicle or federal public

benefts agency.

89. DG DM V, On Point Domains, and Final Draft M edia hold and manage web

properties. DG DM V is a Delaware limited liability company, owned by lndividual Defendant

Burton Katz, that owns the URL DM V.com. W hen Katz organized DG DM V in 2015, a Dragon

Global employee signed and filed its Florida registration papers and provided her Dragon Global

email address as the contact. On Point Domains and Final Draft M edia registered m any of the

operation's consumer-facing domain names with Domains By Proxy, a service that shields the

identity of a domain name's registrant from public view.

90. W altham Technologies, Cambridge M edia Series, and lssue Based M edia handle

administrative tasks. W altham Technologies is listed on bank records as the employer of many

On Point employees. lssue Based M edia leases the operation's office space and pays its rent,

and holds some of the operation's mail-forwarding accounts. Cambridge M edia Series holds

central operating bank accounts and has jointly held leases with Issue Based Media. lndividual

Defendant and On Point Defendant chief executive oftk er Burton Katz owns lssue Based M edia

and Cambridge M edia Series; lndividual Defendant and longtime On Point Defendant CFO

Arlene M ahon organized W altham Technologies.

91. Dragon Global, Dragon Global M anagement, and Dragon Global Holdings
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(collectively, ûûDragon Global Defendants'') are Defendants' finance division. The Dragon

Global Defendants' website presents thesç companies' business as venture capital funding.

According to that website, the Dragon Global Defendants' sole (dearly stage control'' investment

is the On Point Defendants.The Dragon Global Defendants' website states that the venture

capital firm has Eûcontrolling, majority ownership stakes'' in and works itin close partnership''

with On Point Global.

92. The Dragon Global Defendants' three partners are On Point Defendants'

Chairman Robert Zangrillo, CEO Burton Katz, and CFO Robert Bellack. The Dragon Global

Defendants and On Point Global Defendants share the same board of advisors.

93. Direct M arket sells the consumer data the common enterprise gathered to lead

buyers. lts website calls Direct M arket Esmasters in building online audiences and data

management'' and says its bdtechnology enables us to target the right persons at the right

moment.'' Two of its five team members, Individual Defendants Chris Sherman and Elisha

Rothman, are the On Point Defendants' directors of data processing. lndividual Defendants and

On Point Defendants' officers Burton Katz, Elisha Rothman, Chris Sherman, and Brent Levison

co-own Direct M arket.

94. The holding companies are: Bronco Family Holdings, BAL Family, Cardozo

Holdings, 714 M edia, M ac M edia, On Point Capital PaA ers, License America M anagem ent,

License America Holdings, and Blackbird Media (collectively referred to as tlllolding

Companies''). The Holding Companies exist primarily to hold Defendants' assets, often

offshore.

95. Bronco Fam ily Holdings is a Bahamas partnership consisting of lndividual

Defendant Burton Katz and his wife, Marjan Katz. Both Burton Katz and Marjan Katz are U.S.
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citizens who reside in M iam i, Flodda. Bronco Family Holdings holds Katz' s interests in the

Corporate Defendants and receives his proceeds from the operation described in this Complaint.

Bronco Family Holdings often uses lndividual Defendant Katz's home address in M iami as its

address when conduding tinancial transadions. It has no place of business or employees, other

than Katz, and conducts no activities other than holding Katz's assets.

96. BAL Family is a Delaware partnership in which Brent Levison is a partner. It

receives proceeds from the operation described in this Complaint. BAL Fam ily often uses

Levison's home address in M iami as its address when conducting financial transactions. It has

no place of business or employees, other than Levison, and conducts no activities other than

holding Levison's assets.

97. Cardozo Holdings is a Nevis limited liability company of which Brent Levison is

the sole member and owner. Levison is a U.S. citizen who resides in M iami, Florida. Cardozo

Holdings holds Levison's interests in the Corporate Defendants and receives proceeds from the

operation described in this Complaint. lt has no place of business or employees
, other than

Levison, and conducts no activities other than holding Levison's assets.

98. 714 M edia is a Belize entity of which Chris Sherman is the sole m ember and

owner. Shennan is a U.S. citizen who resides in M iami, Florida. 714 M edia holds Sherman's

interests in the Com orate Defendants and receives his proceeds from the operation described in

this Complaint. It has no place of business or employees
, other than Sherman, and conducts no

activities other than holding Sherman's assets.

M ac M edia is a Belize entity of which Elisha Rothman is the sole m ember and

owner. Rothman is a U.S. eitizen who resides in M iami, Florida. M ac M edia holds Rothman's

interests in the Corporate Defendants and receives his proceeds from  the operation described in
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this Complaint. lt has no place of business or employees, other than Rotbman, and conducts no

activities other than holding Rothm an's assets.

100. On Point Capital Partners is a Delaware limited liability company of which

Robert Zangrillo is the owner. On Point Capital Partners holds Zangrillo's interests in the

Corporate Defendants and receives his proceeds from the operation described in tlzis Complaint.

lt has no place of business or employees, other than Zangrillo, and conducts no activities other

than holding Zangrillo's assets.

101. Blackbird M edia, License America M anagement, and License America Holdings

hold Corporate Defendants' assets. License Am erica M anagement is a Delaware limited liability

company that is listed on corporate papers as a manager or member of other Comorate

Defendants. License Am erica Holdings and Blackbird M edia are Nevis limited liability

companies that receive proceeds from Comorate Defendants, primarily in accounts in St. Lucia.

License America Holdings often uses a post-office box in M iami held by Defendant W altham

Technologies as its address when conducting financial transactions. Blackbird M edia has paid

Corporate Defendants' operating expenses from its account in St. Lucia.

102. The Corporate Defendants share officers and employees. Burton Katz is the CEO

of the On Point Defendants and one of three partners in Dragon Global. The second Dragon

Global partner, Robert Zangrillo, is both Dragon Global's chairman and CEO and On Point's

chairman. Bob Bellack is On Point's current CFO and Dragon Global's third partner. Arlene

M ahon, On Point and W altham Technologies' longtime CFO, is now On Point's senior VP of

finance and accounting. Elisha Rothman and Chris Sherman are On Point's directors of data

processing and also the team leaders at Direct M arket.Brent Levison is On Point's chief

administrative oftker and general counsel, and he acted as BV Media's operations manager
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when On Point acquired it. Presently, On Point employee Karla Jinesta m anages BV M edia.

Ram iro Baluga is On Point's senior VP of publishing and CEO of G8 Labs. On Point and

Dragon Global share the same roster of ûdadvisors.'' On Point's employees created the

Transadion Entities listed in Paragraph 83 to obtain m erchant and bank accounts, and Arlene

M ahon oversees nearly all of Corporate Defendants' bank accounts.

103. The Comorate Defendants share office space. They have operated primarily from

two m ain M iami offices and oùe Boca Raton satellite oftk es. The first M inmi headquarters was

at 425 NW  26th St., which lssue Based M edia leased from a third party and then iisubleased'' to

the transaction companies. ln 2016, Zangrillo acquired space for the second M iami office at 350

NE 60th St. tllrough an LLC called Magic City Properties (a name Dragon Global uses for its

real estate developments) and leased it to lssue Based Media. Some midlevel employees use the

recently opened satellite office at 900 N. Federal Highway in Boca Raton, which lssue Based

M edia also leases and then ttsublets'' to the transaction companies. The transaction companies

used mail drops across the country to obtain m erchant accounts, but al1 of the mail drop

applications listed one of the two M iami addresses as the operation's physical address. Some

Corporate Defendants use the two M iami-area oftk e addresses interchangeably on corporate or

bank docum ents.

104. The Com orate Defendants commingle funds. They receive their revenues in the

Transaction-Entity accounts, then move the money into Operating-Entity accounts or distribute it to

business or personal holding accounts. W ire transfer records show millions of dollars in inter-

company transfers over the past three years, including to the overseas Holding Companies.

105. The Corporate Defendants use unified branding in non-consumer-facing

communications as ûion Point'' or tEon Point Global.'' The On Point subsidiaries
, including BV

M edia and G8, brand themselves as isan On Point company'' and perform the operation's
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essential functions under On Point's direction.The operation's employees consistently use On

Point's name on their personal Linkedln profiles. ln contrast, the consumer-facing websites

avoid giving any corporate markers except the transaction companies' names. This practice

keeps On Point's name off the deceptive websites and associated accounts.

106. The Corporate Defendants operate under common control. Burton Katz and

Robert Zangrillo together own controlling shares in the entemrise's main Operating Entities

(Dragon Global and On Point), with Elisha Rothman, Chris Sherman, and Brent Levison also

holding shares in On Point and Direct M arket. The six individual defendants are signatories on

dozens of the operation's bank accounts and the points of contact for many of its mail drops and

m erchant accotmts. Katz, Zangrillo, Rothman, Shennan, and Levison use their shell Holding

Companies (Bronco Family Holdings, On Point Capital Partners, Mac Media, 7l4 Media, and

Cardozo Holdings, respectively) to hold their interests in the other Comorate Defendants and to

receive their share of the proceeds.

Because these Corporate Defendants have operated as a comm on entem rise, each

of them is jointly and severally liable for the acts and practices alleged below. Individual

Defendants have formulated, directed, controlled, had the authority to control, or participated in

the acts and practices of the Corporate Defendants that constitute the com mon entem rise.

COM M ERCE

108. At all tim es matelial to this Complaint, Defendants have m aintained a substantial

course of trade in or affecting commerce, as Eûcommerce'' is defined in Section 4 of the FTC Act
,

15 U.S.C. j 44.

DEFENDANTS' BUSINESS ACTIVITIES

109. Since at least 2013, Defendants have operated websites that offer to conduct
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government txansactions (for example, renewing a driver's license, oblining a fishing license, or

checking eligibility for Section 8 housing benefks).

1 10. Defendants obtain consumers' personal data and credit-card or debit-card

information by promising the services described below .

1 l 1. Defendants' sites do not deliver the services they tout. lnstead, they offer

consumers who complete a transaction a PDF of general, publicly available information about

the service the consumer sought.

1 12. Defendants have published or caused to be published more than 200 consumer-

facing sites to induce consumers to submit payment and personal infonuation. Their websites

include but are not lim ited to those described and depicted in Paragraphs l l 3- l 68 below .

1 13. Defendants' sites fall into categories: the Iargest segment offers motor vehicle-

related transactions, including drivers' license services and car-registration services; som e offer

hunting and fishing licenses', and some offer eligibility determinations for public benefits,

including housing vouchers, food stamps, or M edicaid.

1 14. W ithin these categories, Defendants operate both kifeeder'' sites and tttransaction''

sites. Feeder sites appear when consumers use search engines to seek information about certain

government transactions, often but not always as sponsored links. Feeder sites direct traffic to

Defendants' transaction sites, which gather consumers' personal data and paym ent information.

Defendants operate multiple nearly identical sites within each category (c.g.,

motor vehicle-related transaction sites), which use similar wording, fonts, and graphics but

various URI-S (c.g., license-driver.com, licenseguides.org, and registrationtags.com).

1 16. Defendants purchase search-based advertising on seareh engine sites to place their

sites high in the results when consum ers search specified terms. Defendants also use search-
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engine optimization to ensure that their links appear high in the non-sponsored results when

consumers search terms' related to their websites.

1 17. For example, during test searches in the spring and summer of 2019, entering the

phrases ddsection 8 housing apply,'' ddrenew Florida drivers Iicense online,'' and élget fishing

license'' into online search engines brought up Defendants' sites as either the flrst- or second-

listed lillk.

M otor Vehicle-Related W ebsites

l l8. Consumers who click on Defendants' search-engine links for motor vehicle-

related services often tirst reach a feeder site.

Defendants' most heavily used motor vehicle-related feeder site is DM v .com .

120. As shown below, DM v.com's home-page banner headline promises EE-l-he DM V

M ade Easier'' and features links to ûtlkenew your License,'' EûRenew Car Registration
,'' and

similar services.
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DM hcom landingpage, accessed Feb. l5, 2019

121. Clicldng one of the links leads to another page on DM V.com specific to the

selected service. For example, clicking éilkenew your License'' leads to a page with a large-font

hyperlink iEtlet Started Online with Drivers License Renewal Assistance'' and a paragraph of text

stating, ûçln most states, you can renew your drivers license online, by mail or in person. ...

During an online license renewal, you will be asked to identify yourself and pay the applicable

service fees.'' Further down, the page also includes a U.S. m ap in which each sGte is clickable.
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DhW com Senew Driver 's L icensepage, accessed M arch 8, 2019

122. Clicking any of the ûfflet Started'' links or one of the states in the clickable map

brings consumers to one of Defendants' motor vehicle-related transaction sites (for example,

license-driver.com, licenseguides.org, and registrationtags.com).

123. Defendants' other motor vehicle-related feeder-site UlklwS often use the

formulation çklstateldriverslicense.org,'' islstateldriverslicenses.org,'' or a similar variation. For

example, they include floridadriverslicense.org, coloradoddverslicenses.org,

californiadrivers.org, and texasdriverslicenses.org.

These motor vehicle-related feeder sites include the outline of the referenced state

and the URL at the top left, with the orange text, ûtYour source for (statel drivep infonnation,'' a

headline referencing the service the consumer searched for, and a large hyperlink reading, ûsGet

Started with Online Application Assistance.'' Clicking the links on the feeder site leads

consumers to one of Defendants' transactions sites.
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Floridadrl'versll'censes.org, accessedfrom search results on March 8, 2019

125. As of M arch 8, 2019, reaching one of Defendants' transaction sites through a

feeder-site link did not prompt any pop-up windows to open. Sometime between M arch 8, 2019,

and July 30, 2019, Defendants added a pop-up window that appears when consumers reach

transaction sites tllrough a link. The pop-up window appears as follows:

1
' NO TICE1

Drlvin: : motor vlhstk without a v:sld dnv*': $Ie*n**, ûar r*gsltrallon oe car 1lM*
may b. ill.gal. a$ i: dri?ing wtth .xplre  er*d.ntials. !do!Or vehlc Ie Serklces and
appsëcations musl be prof essed b: an omc IaI D!.1h/ lW alion/websfte The asststance and

setvtes on lhts sile slmplih. the pftx ess bv pftlvsdirig K rscmallzeu gtlide: dc tlments
dntl llve sklppfl/t 4o1 e !ee Thls Slle Slt)f e f (lztlkles t)i C Ilçklng ''A6Cept'' J'CJU i>ckllovzsecgti
:he Malemerkls areve and ttl3t lhls $lte Is ptgvalelq Oyvned and 1$ fhk'): a'rsllale$i ':,'I!h nrlr
endcfçec by an Oftlf IaI ageqcl' To ald jn tM: t:%k. lur d@tzlle  thi- çft@ ha% eomplle
and list: th* molt important Informaton :urrounding #@Qr motor v.hie* &*rVIc**.
lo you can *nsur* th* proc*sl is handle  in a compliant and ti- ly mann*r,
Drlving a moor e*hitl* wMhoul a valid driver's liO ns.. tar registration or tar titl.
may be illegal. as is drfving with expire  tredentials.

j *

Pop-up on mycartitles.com, accessed July 30, 2019
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126. The transaction sites have gray backgrounds, with a white box in the center

containing a bold-font headline about completing the selected motor vehicle-related service (for

example, ddlkenew Drivers License ln Your State'') and orange text touting, ESGET ALL THE

INFORM ATION TO COM PLETE THE PROCESS NOW .'' A box within the center section

contains the headline EEVERIFY YOUR m FORM ATION'' and fields for the consumer's name,

email address, and zip code. Below is a large orange EtCONTINUE'' button. At the bottom
, the

site contains a menu of links, including a link called (CM ONEY BACK GUARANTEE.
''

PJ .t7) - K.@op.*lw*r.wm < j .- - @ y
4. . o o . .. . . . . 1r . aom ..1. ! . . . #w k ..

@ t.G- -  t th z.Tx.4.s .'oAt ....te - .* .ooi .t''!aJ> :' ' : t 4*....

OBTAIN YOIR ROK  Gtllx
'-K-  % G'--'' =n:@Ie@@1 ymir r- eo e lesAXte %< #; x (meT <eesee-  - es :r* - : *e >1-  - e e > >ee m tNe *:+ *  <M bxyh1
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License-drivencom landingpage, accessed M arch 8, 2019

127. The transaction sites' landing pages also have several blocks or lines of text

outside the central white-highlighted area that consumers are unlikely to see. These include a

small line of gray text on the gray background at the top of the page above the menu that reads
,

CEIURLI is in no way or fashion affliated with any federal or local governmental agency or
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offices.'' The blocks of grey-on-grey text generally state as follows, or use substantially similar

language:

Welcome to license-driver.com, your comprehensive resource for all you (sicq driver
license-related services. The services we provide are available for free in the official

sites or local offices. You can ptlrchase for $23.98 and download our comprehensive
guide and resolzrces, which contains (sicq vital information in order to perform any DMV
service and also included is the Roadside Assistant Program and other benefits including
official forms and helpful checlclists. By clicking continue I represent that 1 am 1 8+ years

of age, l agree to receive em ail newsletters and offers targeted to my interests, sent by
license-driver.com and their M arketing Partners. Please fill out form below to get the

process started. (s'cc Paragraph 126.)

128. Filling in the requested infonnation and clicking iscontinue'' leads a consumer to a

second page with a list of services next to check-boxes, including kçNew Driver's License,
''

élReplace Driver's License,'' and more; one box is pre-checked depending on which service the

consumer selected on prior pages. This page includes the same blocks of text above and below

the highlighted middle area as on the previous page.
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License-drivencom secondpage, accessed March 8, 2019 (redacted)
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129. Filling in the additional information and clicking ûdcontinue'' leads the consumer

through a page that contains a gray box of text referencing the consumer's agreement to

hyperlinked terms and conditions, then to a final billing-infonnation page. The billing

information page displays the data the consum er previously entered, solidts payment

infonnation, and includes a large red ddsubmit'' button. Below this central area are two small

blocks of text that extol the value of the site Ssto assist you completing the process today,'' repeat

langlpge stating that the consumer accepts unspecified terms and conditions, and state that the

site is privately owned and operated.
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License-drivencom billingpage, accessed March 8, 2019 (redacted)

130. W hen viewed on a mobile device, the drivers' transaction websites do not display

the lines or blocks of text in the mamzer described in Paragraph 127. lnstead, they display only

one line of text on the bottom of the first page stating that the site is privately owned, and a block

of text substantially similar to the text quoted in Paragraph 127 on the final billing-information
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screen. Consllm ers do not see any of the foregoing text unless they scroll to the bottom of the

screen on which it appears.

131. After consum ers submit payment, in some instances, the site simply links back to

the landing page, and the consum er receives nothing.ln other instances, the conszlmer receives

an em ail containing a link to a downloadable PDF. The PDF contains general, publicly available

information about the service the consumer sought (i.e., driver's Iicense or car-registration

services).

132. Regardless of whether the consumer received the PDF guide, Defendants charge

consumers' credit or debit card twice. The first charge is smaller (in numerous instances, $3.99),

and the second is larger (in numerous instances, $19.99).

l 33. Through the representations described in Paragraphs 1 18-132 above and other

substantially similar representations, Defendants' motor vehicle-related sites represent that

completing a transaction through Defendants' sites will result in receipt of a valid license or car

title, or other state motor-vehicle-related service.

134. Defendants do not deliver drivers' licenses, car registrations, or any other state

motor-vehicle-related services.

Defendants' State Licensing W ebsites

135. Defendants also operate sites related to state fishing and hunting licenses,

including, for example, hunting-license.org and fishandgamelicenses.org.

136. Defendants' fishing and hunting license sites, like their other websites, often

appear high in either sponsored links or search-engine results when consumers search words

related to obtaining specitk kinds of licenses.

137. For example, on June 27, 2019, using a search engine to search for the phrase çiget
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fishing license'' brought up Defendants' site fishinglicense.org as the first sponsored link.

138. Clicking Defendants' links leads consumers to a home page that offers to simplify

the process of obtaining a state license so consumers can begin the licensed activity (ag., hunting

or Gshing).

139. For example, clicking fishinglicense.org from search results opens a landing page

with a large photograph of a m an fishing as the background. A large headline reads, (tNew

(statel Fishing License Assistance,'' and a box next to the headline reads, ttskip the Hassle &

Start Fishing,'' and contains fields for entry of contact information. Below the contact

information data fields on a white background are an orange ttcontinue'' butlon and a white

EEVISIT GOVERNM ENT SITE'' button. Small text below the button references fishing laws and

regulations and ttpreparing you to obtain a fishing license'' and notes
, téAdditionally, you can

download our guide for only $28.98.'' A line of small text at the top and bottom of the page that

consumers are tmlikely to see states that the site is not affiliated with the government.

<- e * . * v+ :-  :vp ' . ' ' . . . . . .. I . ' . . . , C1 ... çv) o * D 4: R

FY eeœ *quz- ek-  ' '' eœfa- -'' *  Ae ev 'e e

Fishinglicense.org landingpage, accessed June 27, 2019
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140. Clicking éécontinue'' leads to a page soliciting ûûBilling Infonnation,'' with an

orange içsubmit'' button below the data Gelds. A paragraph of sm all text below the ltsubmit''

button again references a guide that costs $28.98 and notes in the final sentence that the site is

'

vately owned.Pn

f' T 1 i k7* .' . + rça- rn) . ... e o 1 (!) $ !y

Fishinglicense.org billing l'nformation page, accessed June 27, 2019 (redacted)

Submitting payment information takes consumers to a link to iiDownload Your

Guide to Becoming an Expert Fishennan Now.'' Clicking that link opens a PDF titled, ûEGuide to

Become an EXPERT FISHERM AN.'' The PDF includes general, publicly available infonnation

about fishing licenses, fishing skills, and fishing logistics.

142. Defendants then charge the debit or credit card the constzm er provided.

143. Tluough the representations described in Paragraphs 135- l42 above and other

substantially similar representations, Defendants' state licensing sites represent that completing a

transaction through Defendants' sites will result in receipt of a valid state activity license,

including hunting and fishing licenses.
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144. Defendants do not deliver hunting or fishing licenses, or any other state licenses.

Defendants' Public Benefits W ebsites

145. Defendants own and operate two types of public benefits websites. The first set

of websites focuses on a single public benefit, including but not limited to Section 8 housing

vouchers (c.g., section-8-housing.org), food stamps (c.g., food-stamps.com), or unemployment

benefits (c.g., unemploymentassistnace.org). The second set asks consumers to select a public

benefit from a menu of government programs (c.g., veteran-affairs.org and texas-benests.org).

146. Defendants' public benefits websites, like their other websites, often appear high

in either sponsored links or search-engine results when consumers search words related to

seeking assistance with or applying for public benefits.

147. Consumers who reach defendants' public benefits websites are directed through a

series of webpages that solicit their personal inform ation by promising to check their eligibility

for public benefits.

148. Defendants' public benefits websites contain similar functionality and

representations about the services they offer. These websites also solicit certain core pieces of

personal information from consumers, including but not limited to their fu11 name, address, date

of birth, gender, telephone number, and email address.

149. ln some instances, consumers who reach the landing page for defendants' single

benefit sites see a prom inent data-entry form with some sunounding graphics and text. This

initial data-entry form asks for consumers' first name, last nnm e, em ail, and zip code and

contains a large orange tûcontinue >>'' button. The data-entry fields appear below a bold

headline inviting consumers to isFind Out If You Are Eligible for (Public Benefitl.'' There are

typically several blocks or lines of text outside the central fonn area. These include a small line

38
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of text at the top and the bottom of the page that reads, tt-rhis site is privately owned and is

neither affiliated with, nor endorsed by, nor operated by any govenunent agency. W e provide

time-saving information.''

150. For example, the landing page of Defendants' Section 8 housing vouchers website

(section-8-housing.org), when accessed in April 2019, displayed data entry fields for the

consumer's first name, last name, em ail address, and zip code below a prominent headline that

read, ûiFind Out lf You Are Eligible for the Section 8 Program.'' A large orange dscontinue >>''

button appears underneath the data entry fields.
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Section-8-housing.org 's landingpage, access on April l 7, 2019

ln other instances, consum ers who reach the landing page for defendants' single

benefit sites see a prom inent m enu of two or more options, such as CIELIGIBILITY'' and EtHOW

TO APPLY.'' In most instances, the menu options are displayed as large yellow buttons against

a blue background undem eath a yellow headline that reads, CESELECT THE SERVICE YOU

ARE LOOKING FOR.'' Upon selecting any menu option, consumers reach a webpage with a

data-entry form nearly identical to that described in Paragraph 150.
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152. Consumers who reach the landing page for defendants' multiple benefits sites see

a menu of governm ent program s, such as ECM EDICAID'' and tEFOOD STAM PS,'' in brightly

colored buttons tmderneath prominent headlines. For example, the landing page of Defendants'

Texas Benefits website (texas-benefits.org), when accessed in August 2019, showed six

govemment program option undenwath the headlines içGovernment Programs in Texas'' and

CfSELECT THE SERVICE YOU ARE LOOKING FOR.''

ln most instances, clicking on a program directs consum ers to a page with further

menu options displaying the services offered, such as CCELIGIBILITY'' and EEHOW  TO APPLY.
''

These intermediate pages vary in sulw unding text and graphics, but the prom inent features and

representations largely resemble the pages described in Paragraph 151 . Similar to those pages,

consumers are directed to (SSELECT THE SERVICE YOU ARE LOOKING FOR.'' Upon

selecting a serdce, consumers reach a webpage with a data-entry form nearly identical to that

described in Paragraph l 50.

Filling out the information on the initial data-entry page and clicking iEcontinue

>>'' directs consumers through a series of near-identioal webpages that seek additional personal

information. In most instances, the subsequent webpages do not contain the blocks of text

40
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underneath the central form area.
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i Section-8-housing.org 's secondpage

, accessed on May 6, 2019I
I

h vkc
onfirm1155. The form displays headlines about the selected transaction, such as

1
:

Your Aldress to Verify Eligibility'' and ddconfirm your information to get your Eligibility
i
iG

uide.'' Eunderneath the headlines are questions or prompts for consumers.

The sites ask consumers about various sensitive topics, including their
;

1I5 (9.
:

;'
I

employïent status, income range, social security eligibility, health insurance, credit-card debt,
l

I
and heal/h conditions. Consumers seeking public benefits would reasonably expect to answer

1
i

such quistions to obtain an eligibility determination.
I
!

157. Answering ttYes'' to certain questions causes the browser to open a new window

i
directed to a third-party website with a m arketing offer. The original window navigates to the

I '
I

next wehpage of the benests website, continuing the series of questions.
!

i .158
. For example, when section-8-housinporg was accessed on M ay 6, 2019, clicking

i
é:Yes'' in: response to ûûAre you struggling with over $10k in debt?'' on one webpage opened a!

I

i (dR
educe Your Debt & See How Much You Canpage for Accredited Debt Relief, headlined

1
i

Save.'' The original window navigated to the next webpage with a new question.
k
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I Thirdmarty webpagefor acreliefnetwork.com, accessed on May 6, 2019I
I
I

459. Proceeding tlzrough the end of more than a dozen questions on the public benefits
I

websiteq causes consumers' browsers to open a new window to a different website that contains
!
;

marketijg offers and links.

T'60. The original window navigates to a new webpage containing text at the top of the

i ,,
page stating, Et-l-hank you, your guide has been sent to your email. Please check your inbox.

i

ë .The pagj contains marketing links and blocks of text containing general information about the
!
i ublic benefit

.selectedip
(

t6l . For example, during the May 6, 2019 transaction, a prominent box with a headline
i

:
:EGET VOUR CREDIT REPORT'' appeared right below the tûthank you'' text. Below and to the

!

right of the box, the page
!
1

assistante.
;
!
I

i!

!
;
1
I

displayed numerous other links and blocks of text about housing
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section-8-housing.org ''Thank You ''page, accessed on M ay 6, 2019i

I
I 

,162. Consumers who provide a1l the requested information on Defendants public
l

benefits 'websites do not receive the promised eligibility determination.

!
i
1.63. Consumers who provide a11 the requested information on Defendants' public
i

#
' . . z i ' . < @ e * #
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< . .
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:benefits lwebsites may receive an email with a link to download a PDF guide. The PDF guide
i

!
containj general, publicly available infonnation about the selected benefit.

:

164. For example, after a1l the requested information was provided on Defendants'
!

!

section-s-housing.org website during the May 2019 transaction, the email address provided
i

d ing that transaction received an email with a link to download a PDF guide titled ttsection 8ur

Housinj.'' The PDF contained general, publicly available information about Section 8 housing
I

:
voucherj.

l
1
$65.
I

!
almost ' ediately begin receiving marketing emails from Defendants and third parties.

I
!ConsuM ers also start receiving text messages containing marketing offers from Defendants and

I
third paities. The emails and texts contain various marketing offers, including job-search-

i

After providing information on Defendants' public benefits websites, consumers
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:

!

assistanje, free gift cards, and homebuyer grants.
I

$66. Typical information collected by Defendants on their motor vehicle-related
I

!

websitet includes consumers' full name, address, date of birth, email address, gender, and
1.
i

telepholje number. Typical information collected by Defendants on their public benefits
i
I

websitet includes aIl of the above and consumers' employment status, income range, credit card
i
!

debt, midical and health conditions, and health insurance status.

iJ67
. Defendants have received m illions of dollars from selling the personal data they

I
collecte from consum ers through deceptive m arketing.

t68. Based on the facts and violations of law alleged in this Complaint, the FTC has
I
!

reason tj believe that Defendants are violating or are about to violate laws enforced by the
I

Commilsion.
!

VIOLATIONS OF TH E FTC ACT

Section 5(a) of the FTC Act, 15 U.S.C. j 45(a), prohibits ttunfair or deceptive acts
!
i169.

;

or practikes in or affecting commerce.''
!
I

170. M isrepresentations or deceptive omissions of material fact constitm e deceptive

i

acts or pkactices prohibited by Section 5(a) of the FTC Act.
!

ount 1: M isrepresentations Related to Licensing and M otor Vehicle Services
i

1i7 1 ln numerous instances in colmection with the advertising
, marketing, promotion,

1
offering lfor sale, or sale of guides, Defendants represent or have represented, directly or

1
i

indirectly, expressly or by implication, that (1) consumers can complete state motor vehicle or
I

state licinsing transactions on Defendants' websites, and (2) consumers who submit payment
i

!
and persgmal information will receive a state motor vehicle serdce or state license.

!

In truth and in fact, (1) consumers cannot complete state motor vehicle or state
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! ,licensiny transactions on Defendants websites, and (2) consumers who submit payment and
i
li information do not receive a state motor vehicle serdce or state license

.persona j

1!73. Therefore, Defendants' representation as set forth in Paragraph 171 are false and

misleadiiv and constitute deceptive acts or practices in violation of Section 5(a) of the FTC Act,
i
:

l 5 t.J.s.k. . j 45(a).
I

Count ll: M isrepresentations Related to Public Benefits Services

I
174. ln numerous instances in connection the advertising, marketing, promotion of
!

i directly, expressly or byuides, hefendants represent or have represented, directly or n

implicatlon, that (1) consumers can obtain eligibility determinations for public benefits on
I

Defendahts' websites; and (2) that consumers who submit personal information will receive
i
I

eligibility determinations.
I
l75 ln truth and in fact

, (l) consumers cannot obtain public benefits eligibility1 .
t

determiàations on Defendants' websites, and (2) consumers who submit personal information do
;

'

l
not receitve a public benefits eligibility determination.

i
:

176. Therefore, Defendants' representations as set forth in Paragraph 174 are false and

i
misleadihg and constitute a deceptive act or practice in violation of Section 5(a) of the FTC Act,

15 u s.t) . j 45(a).

CONSUM ER INJURY7

1.
177. Consumers are suffering, have suffered, and will continue to suffer substantial
i
:

i lt of Defendants' violations of the FTC Act
. ln addition, Defendants have beeninjury asI a resu

i

unjustly knriched as a result of their unlawful acts or practices. Absept injunctive relief by thisi

i

Court, Défendants are likely to continue to injure consumers, reap unjust enrichment, and harml

:'
the publàc interest.

!
i
I

!
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!
!
i7g1 
.!

:

THIS COURT'S POW ER TO GRANT RELIEF

Section 13(b) of the FTC Act, 15 U.S.C. j 53(b), empowers this Court to grant

injtmctive and such other relief as the Court! may deem appropriate to halt and redress violations

of any piovision of 1aw enforced by the FTC. The Court, in the exercise of its equitable
l

jurisdictjon, may award ancillaly relief, including rescission or reformation of contracts,
1

titutiln, the refund of monies paid, and the disgorgement of ill-gotten monies, to prevent andres
I
I

remedy yny violation of any provision of 1aw enforced by the FTC.
1 PM YER FOR RELIEF
i

erefore, Plaintiff FTC, pursuant to Section 13(b) of the FTC Act, 15 U.S.C. j 53(b)
l

and the ourt's own equitable powers, requests that the Court:

1.. Award Plaintiff such preliminary injunctive and ancillary relief as may be
I

necessary' to avert the likelihood of consumer injury during the pendency of this action and to
I

preservelthe possibility of effective final relief, including but not limited to, temporary and
l
I

preliminkly injunctions, an order freezing assets, immediate access, and appointment of a
I
l

iver; ijrece

:
à.
i
i

Defendapts;
:

C. Award such relief as the Court fnds necessary to redress injury to consumers
i
I

resulting from Defendants' violations of the FTC Act, including rescission or reformation of
1
i

contracts, restitution, the refund of monies paid, and the disgorgement of ill-gotlen monies; and
:
!
D. Award Plaintiff the costs of bringing this action, as well as such other and
1
I

additionpl relief as the Court may determine to be just and proper.
i
i
:

!
i
1
I

Enter a permanent injunction to prevent futtzre violations of the FTC Act by
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Respectfully subm itted,

Alden F. Abbott
General Counsel

* 
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guw ,4.,, zk (zzo ..z

Sarah Waldrop (Specia Bar No. A5502583)
(202) 326-3444; swaldrop@ftc.gov
Sana Chaudhry (Special Bar No. A5502350)
(202) 326-2679; schaudhry@ftc.gov
Federal Trade Commission
600 Pennsylvania Ave NW , CC 9528

W ashington, DC 20580

Facsimile: (202) 326-3197

Attorneys for Plaintiff

FEDERAL TRADE COM M ISSION
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