UNITED STATES OF AMERICA ;
BEFORE THE FEDERAL TRADE COMMISSICY
OFFICE OF ADMINISTRATIVE LAW JUDGE}

)
)

Tn the Matter of PUBLIC T ,
: ORI
LabMD, Inc., a corporation ) Docket No. 9357 G,fmt
Respondent. )
) UNOPPOSED MOTION!

LabMD’s Unopposed Motion to Accord Portions of Exhibits Containing
Michael Daugherty’s Home Address, as well as Sensitive Personal Information,
In Camera Treatment

On June 15, 2015 Judge Chappell extended “a provisional grant . . . to protect [Michael
Daugherty’s] home address {from] being included in the public record.” In the Matter of LabMD,
Inc., Transcript Vol. 10, June 15, 2015, at 1482-1483. Pursuant to Rule 3.45(b) and (g),
Respondent respectfully requests a final ruling that in camera treatment is appropriate for certain
exhibits in the Record that contain LabMD, Inc. (“LabMD’) owner Michael Daugherty’s home
address and sensitive personal information.

ARGUMENT

Under Rule 3.45(b), an Administrative Law Judge may order that material be placed in
camera:

after finding that its public disclosure will likely result in a clearly defined, serious

injury to the person, partnership, or corporation requesting in camera treatment or

after finding that the material constitutes sensitive personal information. "Sensitive

personal information" shall include, but shall not be limited to, an individual's

Social Security number, taxpayer identification number, financial account number,

credit card or debit card number, driver's license number, state-issued identification

number, passport number, date of birth (other than year), and any sensitive health
information identifiable by individual, such as an individual's medical records.

! Respondent’s Counsel contacted Complaint Counsel by email and sent them a draft of this motion. Respondent’s
counsel anticipates no formal objections from Complaint Counsel, anything to the contrary notwithstanding.
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16 C.F.R. § 3.45(b). LabMD requests that portions of exhibits referencing Michael Daugherty’s

home address, G b¢ accorded in camera

treatment. This case has received significant publicity, and Respondent wishes to protect Michael

Daugherty’s privacy. Michael Daugherty’s home address appears in:?

JX 1—Joint Stipulations of Fact, Law, and Authenticity, attached hereto in relevant
part as Exhibit A.

RX 487, CX 705 — Deposition Transcript of Brandon Bradley, Feb. 14, 2014,
attached hereto in relevant part as Exhibit B.

RX 492, CX 710 — Deposition Transcript of LabMD designee, Mike Daugherty,
attached hereto in relevant part as Exhibit C.3

RX 495, CX 713 — Deposition Transcript of Kimberly Gardener, Feb. 14, 2014,
attached hereto in relevant part as Exhibit D.

RX 507, CX 725 — Deposition Transcript of Jeffery Martin, Feb. 6, 2014, attached
hereto in relevant part as Exhibit E.

RX 511, CX 727- Deposition Transcript of Jennifer Parr, Feb. 11, 2014, attached
hereto in relevant part as Exhibit F.

CX 627 — Train Technologies Invoice #1984, Sept. 12, 2005, attached hereto in

relevant part as Exhibit G.

2 Michael Daugherty’s address also appears in CX 451; however, this document was already accorded permanent in
camera treatment by order of the ALJ on May 6, 2014.

3 The parties submitted a Joint Motion on May 27, 2014 seeking in camera treatment of CX 710, among other exhibits,
because it contains sensitive personal information pertaining to a former LabMD employee. By Order also dated May
27, 2014, the ALJ accorded in camera treatment to the “sensitive personal information” contained in CX 710. Qut of
an abundance of caution, and to the extent that in camera treatment does not already apply, Respondent formally
requests in camera treatment of the portions of CX 710 which contain Michael Daugherty’s home address.
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e (X 628 — Train Technologies Invoice, #1962, Aug. 30, 2005, attached hereto in
relevant part as Exhibit H.

Respondent requests that the above-designated portions of these exhibits containing
Michael Daugherty’s home address, attached in relevant part hereto as Exhibits A through H, be
accorded in camera treatment.

Respondent also requests that CX 838, LabMD’s 2007 tax return, be accorded in camera
treatment. This document is attached hereto as Exhibit I, and contains several pieces of Michael
Daugherty’s sensitive personal information, including his social security number, date of birth, as
well as home address.

WHEREFORE, LabMD respectfully requests that the Court grant this motion and issue a
final ruling that in camera treatment is appropriate for certain exhibits contained in the Record
which contain LabMD Inc. owner Michael Daugherty’s personal home addresses, as well as
sensitive personal information.

Dated: July 7, 2015 Respectfully submitted,
/s/ Patrick J. Massari
Daniel 7. Epstein
Prashant K. Khetan
Patrick J. Massari
Erica L. Marshall
Cause of Action
1919 Pennsylvania Ave., NW, Suite 650
Washington, D.C. 20006
Phone: 202.499.4232

Fax:202.330.5842
E-mail: patrick.massari{@causeofaction.org
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/s/ Reed D. Rubinstein

Reed D. Rubinstein

William A. Sherman, 11

Sunni Harris

Dinsmore & Shohl, LLP

801 Pennsylvania Ave., NW, Suite 610
Washington, D.C. 20006

Telephone: 202.372.9120
Fax:202.372.9141

E-mail: reed.rubinstein@dinsmore.com

Counsel for Respondent, LabMD
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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION
OFFICE OF ADMINISTRATIVE LAW JUDGES

In the Matter of PUBLIC

LabMD, Inc., a corporation Docket No. 9357

Respondent.

i e i S Sy

[Proposed Order] Granting Motion for In Camera Treatment of Michael Daugherty’s
Home Address and Sensitive Personal Information

Upon consideration of the Motion for In Camera Treatment related to Michael
Daugherty’s Home Address and sensitive personal-information, it is hereby

ORDERED, that Exhibits JX 1, RX 487, RX 492, RX 495, RX 507, RX 511, CX 627, CX
628, CX 705, CX 710, CX 713, CX 725, CX 727, and CX 838 are hereby granted in camera

treatment.

ORDERED:

D. Michael Chappell'

Date:
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Rule 3.45 Statement

Should the Commission intend to disclose any of the confidential information in the

attached document, the following individual should be notified:

Mr. Michael Daugherty
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CERTIFICATE OF SERVICE

I hereby certify that on July 7, 2015, I caused to be filed the foregoing document

electronically through the Office of the Secretary’s FTC E-filing system, which will send an

electronic notification of such filing to the Office of the Secretary:

Donald S. Clark, Esq.

Secretary

Federal Trade Commission

600 Pennsylvania Avenue, NW, Rm. H-113
Washington, DC 20580

I also certify that I delivered via electronic mail a copy of the foregoing document to:

The Honorable D. Michael Chappell
Chief Administrative Law Judge

Federal Trade Commission

600 Pennsylvania Ave., NW, Rm. H-110
Washington, DC 20580

I further certify that I delivered via electronic mail a copy of the foregoing document to:

Dated: July 7, 2015

Alain Sheer, Esq.

Laura Riposo VanDruff, Esq.
Megan Cox, Esq.

Ryan Mehm, Esq.

John Krebs, Esq.

Jarad Brown, Esq.

Division of Privacy and Identity Protection
Federal Trade Commission
600 Pennsylvania Ave., NW
Room CC-8232
Washington, DC 20580

By: /s/ Patrick J. Massari
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CERTIFICATE OF ELECTRONIC FILING
I hereby certify that the electronic copy sent to the Secretary of the Commission is a true
and correct copy of the paper original and that I possess a paper original of the signed document

that is availabie for review by the parties and the adjudicator.

Dated: July 7, 2015 By: /s/ Patrick J. Massari
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EXHIBIT A



evidence. fu re Daniel Chapter One, No. 9329, 2009 FTC LEXIS 157, at *133-35 (Aug.
5, 2009).

Complaint Counsel has the burden of proof to prove by a preponderance of the evidence
that LabMD"s practices are likely to cause substantial injury to consumers which is not
reasonably avoidable by consumers themselves and not outweighed by countervailing
benefifs to consumers or fo competition.

Complaint Counsel does not seek to enforce HIPAA in this case.

STIPULATIONS OF FACT

Since Janunary 2014, LabMD has had its principal place of business at 1250 Parkwood
Cirele, Unit 2201, Atlanta, GA 30339.

Since January 2014, LabMD has mantamed at least a portion of its computer network at
EE O e "

LabMD currently does not have any plaus to dissolve as a Georgia corporation.

The Personal Information that LabMD maintains on its computer network, which LabMD
contends is PHI, mcludes: names; addresses; dates of birth; gender; telephone numbers;
Social Securnity numbers; health care provider names, addresses. and telephone numbers;
test codes, test results, and diagnoses; and health insurance company names and policy
mimbers.

LabMD muaintains on its computer network Personal Information. which LabMD
contends is PHI, about approximately 100.000 consumers for whom it never performed

testing (either directly or by outsourcing to another laboratory).

-3- JX0001



FUBLIC
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in the Matter of:

LabMD, Inc.

February 14, 2014
Brandon Bradley

Condensed Transcript with Word Index

For The Record, Inc.
(301) 870-8025 - www.ftrinc.net - (800) 921-5555

Complaint Counsel = Yellow BRIV GIEE CX0705
LaoMD = Blue RX487

RX487




S understund the natnre of the outh?

anit T'H iy (o rephrase it so that it's & hotter
guestion.

A Okay

Q. You tnok un oath this morning, Doou

A Yes,

Q. U requires vou te fully anywer cach
guestion fo the oxtent that you can. If you're not
sure of an answer or don't hase a complete answer,

. then you stil] must snswer §s the extent that you can,
Do you understand this?

A, Yes.

Q.  Aiyou can see, the court reporter is
recording ail that is said here. Becausce the reporter
can pnly recard our words, please answer ¢ach question
with x verbal response. Will that be okuy?

A Yec

Q. H’s also important that you wait antil {
finish the question hefore you staxt to answer, and
forwy part Ul fry ned 1o interrupt You with
yucstiony while you're auswering,

Have you taken or du you intend to iake
any medication today that weuld prevent yoe from
answering the guestions accurately and honestivy

A, No,

t do to prepare to tostify todas?

2 A T ustiathed 1o my counsel a hinle bre

3 That's aboutit,

Q. Did you talk to anyonc clse?

A No

H Q. Did you review any docaments?

7 A Did - like what?

8 Q. Umasking. Did yea review any documents
2 in preparing 1o testify today?

3 A%

1 A Somg docwracmation they showed me. s¢s
1} €. What docomentation would that be?

€. Everything we say will he transeribed und
sou'l have gn apportunity to review the trunscript
and to charify any answers.

Yauu understand that anless | specify |
differepty, P ssking you aloat the time period when
you worked at LabMb?

A Yos 3
Q. ¥m pwing (o cater into the record CX322.
which is 2 subpocna you received: Exhibit CX L6, which 1

0 ix the protective order that's bees iwued in this

casc: and Exhibit CX 14, which Is the revised
scheduling order,

(Fahibiis £X322, CX16, and CX 14 were
sacked for identification.)

MS. HARRIS. Alain pardon pig Vhe
witncss pever received @ subpovig,

THE WITNESS. 1 veluntanly came m
becasse T wanted 1o got # overwih

MR, SHEER, 1did not realize that, Al
nghi. Thank vou.

ME HARRIS, 1commumcoted that inan
cmul 10 youroffice 1 think vou wers on the
omasl, bul -

MR SHEER: §may well e been. Okm
(By My, Sheor) ANl cight. What did vou

12 A Twould assume the documentation vou're
13 geingto show me
14 Q. I"'m asking you though. What documentation
13 were vou shown?
i6 A ldon'trecall.
17 ). When did vou work for LabMD?
in A Itk nmwas Like May 2610, T ganted
1Y as 3 wemp.
20 Q. Yoo staned as a temp, i vou san?
2l A Yes - .
22 Q. And bow long were you & femp?
25 A (Three months
24 Q. ‘And then you moved on o full-time; is
25 that right? -
%
i A Yes
2 . When did ysu lesve the compumy ?
3 A Letssce Todm's Frday. Last Friday
+ Q. Which locations dig you work at Jor LabhMp?
3 A Powers Fean locaton
- Q. Anyplace clse?
7 A The home office location.
3 Q. What's the addresy there?

9 A N

i 16 think. Atlama, Georgia

Q.  Anyplace clse?
A MNo.
mjm mnmmwﬁ

L

lﬁ Q Whal were your responsibilitics a6 LabMD?
17 A
18 helpdesk. !‘nvr the cusxomcn _.

Iwas the IT. 1was manly the compuice

11 r.liclnmulb kaow thc ppsuiunauob titke, || was

22 justa compuler persan.’

F 23
24 time?

§ 25 A "'h\:‘*pwu\ g h remained lhc ST,

Q. Dud your respunsibiities chunge over
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Was that virtuatized?
Yes. s
Yun mentioned that someonc had come in who
didl this virwsalizastion for LabiMD and that you
followed your work with them.

A Ubehgh (aflirmarsce).

Q. Whowasthat?

A, Udon't recail lus nawe.

Q. Wus it someone who was employved by LabMD,
or was it an putside contractor?

A Outsidc contractpr

proBR>cd

Anythmg eiﬁe"

No.

Dud it menitor the deshtaps?
Ng.

Mouitor laptops?

+

A
Q.
A.
Q
A,

Compiast Counsel = Yellow
LabMD = Biue

Both = Gigen

ruontug,. So that way yew don't got o calll my staff
decsn't work. and you nut know about i,
Q. The sceond bullet siys, "Administer,
monitor, and suppart v praduction Dell Equallogic
PSAOHG ISCST network type SANs that seeve three Dell
YMware ESAT host servers,™
Are the Dell Viware host servers that are
_mentipned here the ones of the three that ne nere
talking abwat a few mements apo?
A Yes, su
Q. And what are the two production Dell
- EqualLogic?
A Sworage SANs. slomge armay networks
Q. What's stored on them?
A Eventhing that's 1 the virtual
ST IFOMIMANE,
Q4 Are these uimply hackup semers?
A, Ne
. What are they then?
A Theyre hard dnves Ir's Hke. 1ou know
vour computer has i hard dove it nght® Soif's
basically like that. 1t's just a central:zed storige
Toreven dung thal's virtuadized.
Q. Daes that mean that the virtual servers
_are calling on these storage vaits when information is
20

H e Sr b e

ol gl e e en ‘
dm G BU o D R Y O

—
(¥l

16
17
I3
9
20
2
;<
24
25

THE WIENESS:
stored on thewm. so.he visiual servers will oo
I'lmcho mtheul m\.m 7

1he opetating sy steins e

_mdw the m;aatcr equipm and
)

Did sou participate in that move in gny

Like wlt do voun mean”
\.I‘* BURRUW& ()b;ecuon vague,

-.:‘.‘.' i’-\-r{ G T
i oAb b bkt [

h e
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Q Arc ¥ou (alkmg ahoul pbn;ca!h

conmecting different picces of eguipment with eords?
A Yes

Did sou do anything else besides that?

I 5ot up the wireless neiwerk.

What wircless network?

Huoh?

What wireless network?

For the houwe.

Is this part of LabMIDY's netwark or

mmﬂhm g separate?

A, Something separats

Q. Did the wircless network have aecess to
the LabMB equipment at M;

A, Absaluicty not

Q. What clse did yvou do?

_ A That proty much sams i up. | didn't

@PG R

rzally work there too long.

Q. BHow loag did you work Lhere?

A A couple woeks

Q. Were you supervised while you worked
there?

Is LabMD continuing anv of its opcrations
al
MS. BURROWS: Objection. calls for
speculation
THE WITNESS: §really dov't know
Q. (BEsv Mr Sheer) What servers did yon sl
up ot [N
A Thevinas! servois
Q. Did ihe virsol sctwork at [TTTNEGEGEGEGEGEGE
simply duplicate what had boen at the Powers Feery
Roadk adress?
S BURRDWS: Objection. vaguc
THE WITNESS: Na.
Q. By Mr. Sheery How was it differeal?
A Wethe same thing,
Q. Fmsaryy?
A its the same thing

LE¥]
o

i Q. Solet mc -- tell me if T misundorstood

2 you beeawye it seems fike »ou may have misunderstood

I} my gquestion.

3 ¥ was asking is the virtualized network

3 that had been set up at Powers Ferry Road sunply moved
O to I

T A The virtuabzed actwork?

] Q. Let me backirack. The entire network from

7 LubMD at Powers Ferry Road, was it just moved to the
il “

11 MS BURROWS -Obgeetion. vazm ot to

iz moved.

13 THE W ITNESS. The sonver vatapment for the
I3 airtand host, that phiversal rack fns moved

15 Q. (By Mr, Sheer) Anything else moved?

15 A there'satew desktops That's sboutat.

17 Q. How was the sivtnal equipmeat that was

13 moved from Powers Ferry to the IR - 1ot me

1% backtrack. {'m going to usk it differenth.

it Was the virtual equipment that had been at

21 Powers Ferry clumged in any way when it was moeved to

-

23 A Was i changed i an way?
24 Q. TUh-hub (affirmative).
2F A (.uu].i sou chmm

N s L S 4 g e —

13 A No
t4 Q. Wasthe file senvor furned on?
15 A Yesd
1o Q. Was the Lytec senver turned an?
7 A Yos
15 0. Was the Lal:Nee or [aboratory information

17 sasiem server tarnvd va?
A Yes
Q. Were there any other servers that were

turacd on at ”
A Hotio my koowledge.

)

Q. Were any of the servers that were turned
an af —ddferem from how they bad 'been

T e

ol fe )
A 2.‘3_."..;3:3
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24

Jochsisua ihind e Jytas. e bibeneiary

it the Powers Ferry Road?
MS BURROWS: Objecton, vague and
ainbiguops
THE WITKESS: Yeah. { really don't know

sl vou wean by differcnt

Q. (By Mr. Sheery Well, what P'm trying (o
undeestand is whether yeu simply picked ap the rack at
Powers Ferry and physically transported it to thJilll |
_ﬂﬂfﬁi‘- I think that's what you szid; i
that right?

A Yes,

Q. Did sou remore any of the scrvess that had
been on the rack at Powers Ferry when you moved it
over 1o [

A Ne

Q. lsitcarrect, and I'm asking, [ think
what ymi've tald me is that yru moved the rack intact.
but ihat some of the servers that had been operating
at the Powers Ferry address were turned off a8

A Congel

Q. I'hat’s righe?

A That's right,

Q. And the servers that were running at hoth

infarmation, I think you said the cmail server, the
file server?

A Raght

Q. Was there anything ehe?

A Notio my kuowicdee. no.

Q. Since you moved the rack over 1ol
. 1av e any of the other servers beed turmed
on that had beea wined off?

MS BURROWS: Objection. cals for
speculation
THE WITNESS: Have any of the other

survers boen turned on ghast have buds weed

<fl?

Q.
bit.

{By Mr. Sheer) Let me fry and uapach it &

We've talked a bit now abonf muoving the
rack from Powers Porry to the N o dd ross:
right?
A Yus
€. Andwe tulked shout servers that were
operating at both addresves; right?
A Ub-hub (affirmatsved,

{22 statements

€.  Aod weve talld about servery that hine

heen turned off in miwving from Powers Foerry 1 ,I
i
L

25

I s —r s

27
1 A, Uh-kch alfiomative),
2 Q. And gon 'moasking duering the time that
3 xvuworked at i““’" amy of the servery
4 that initially were tarncd off turned back on?
3 A 1Ts posable, but £ dowt recallat - [
& Jur't ek the ey woeld have been Tavawse the vy
7 onc - veab,
X Q. Why do you think they wouldn't have been?
A A Ve dsdn't ueed them
1% Q. How do vou kaew that?
11 A Recause we vierenr't i buaness aprmore
12 Q. %b\’ d:d ‘oum-ﬂl »agam.l m?a!kmg
; S : :
15
16 q\culnlwn
X Q. (By Mr. Sheer) What do sen mean?
21 A They had to contmue weuing hilling

for work that taes did up to the Juv that

; phyﬂn! workstatioas are there
4

13 . For LabMD?

i6 Q. Yes. of course, ves.

17 A Theicis--and -- ohav. Onc.two, thice
I8 Q. There are three physical servers?

19 A, Ul-heh, theec phy sical worsations,

20 Q. Three physical workstations. Thank you,
4 Do they hook up te the virtual netvwork —
a2 A Yes

23 . --at

N A Uh-huh taffirmative:

25

(). Did you help set uptht_a_etwork at - .

Complaint Counsel = Yellow  Both = Green
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29 i
e
2 A Ldié the phyeical nstworking side, |
2 connected o to the cable modem for Intemet aceess.
4+ Q. Auwything else?
3 A, No
6 Q. Did you install applications?
7 A No
% 4. Did you test the network to see if it was
2 working correctly?
10 MS. BURROWS: Objuction. vague. L @h stistiony
t THE WITNESS. Could you define working Q. How was that segment created?
12 correcth? 12 MS. BURROWS: Obpecuon. vague and
13 Q. {ByMr. Sheer) Well, did vou test the 13 ambiguous.
14 netwerk to see —~ did you test to see whether the I+ THE WITNESS: That would be 2 Jel¥ Martin

15 workstation could actually access the servers? Y question. 1éid not creaic it
16 A Yes €. —¢ Mr. Sheer) Do o

§ A ok

4 43, I'monot Iollowing what the "it” wasin
3 youc answer,
& A The metwork, it
7 . Breakit down inte picces for me: There
% s the nétwork. the LaliMiD network. that's been moved
93
M A Uhdwh (affinnaive),
1t Q. You just destificd, 1 think, that vou hud
12 focked it down prewy tighdly; right?
17 A, Tieswed that it was incked down
14 Q. Oka.
I5 A, Vdid oot fock o doswn, 15
16 Q. understund the difference. What &id you 16

Q. 1y there anything else besides the

17 test in sec i it was locked dowan? 17 firewall?

18 A& Viested tlit vou could 10 wocess logatly 1% A Opwhat lovei”

19w of the file scivers o ansthing, You could not be [ Q. Youtelme,

24 onone segent of the neiwork and then stll aceess 2 MS BURROWS. Objection. snvetiroad
21 theserver You find to be plvsieally plagged 1o 2 TRETWIINGSS T don't cesderstand

22 thot ssitch fo fave acegss m it so - 2 Q. (By Mr. Sheer) You'rv ashing on what

2% fevel, I« there a different fevel on which the

21 pratection could be provided?

e A Therewthe eable meslem and o has o
= " I X

B (Pages 210 32)
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a3
I firewattboilt i njoo Soat's the firgwall fin
2 the cable modom. and thon 1's gring into anether
3 firewall for the LabMD coupment. and 56 -~
4

W

Q. Aliright, If someone was reac
the Infernet o the cabic modem inside

6 whut couhl they reach -

7 MS BURROWS Chyjection, calls fora

#&  hypothetical.

9 MR SHEER Arcyou gowsg to let me
1 finish, of are you just gowng to intermipt?

MS.

BL"ROW.‘S‘. ahead.

Q. u m s purpose then of hining an.
Internet nnnmm m ihll network?

20
21

). Coutd semeone af the corporate conuln, for

3
& cxample. reach the Lytee server inside the actwork?
7 M5, BURROWS: Objectsons. calls ton a.
B hypothatical.
9 THE WITNESS: They coan use il avcess it
iy

through LogMein, $0 not physically connec 10

4. Jost to croute i pictard, g word piciure,

21
22
22

s

23 and tell me i Pm misunderstanding this, but are you
25 sasing that LogMcln reaches the physical workstation |

24
25

inside the _-ddrc“.
M BURROWS, Dbjection, ashaed and
wmvied

Q. (Bx Mr. Sheer) 'msorry. $didn't hear
IOUT ANSHET

A T the vutua] woskstation

Q. t's s virtual workstation?

A Corect

©.  And that virtual workstation can reach the
Latee server?

A Yo

Q. Is it possible to LogMeln to the other tmo

workstations at 428 . use ﬁ Meln io reach the other
workstations a
MY BURROWS Obgection cafls for a
hvpothetical
THE WHNESY ©ean only <3y formine no
Ldon't kaow bow the ofher two are setp.
Q. (Bs Mr. Sheeri What control prevented

2 reaching the laboratory information server {rom the

sworkstatinn vou were using”
A, Coiid You repeat the question?

MS HARRIS, Alamn. Taced to take a short
broak.
MR SHEER: Okav. Let's tahe ton minufcs
ADeposiion 1 reevss. b7 am to
933 am1
Q. (By Mr. Shccr_i_g?ck un the record. Just

Complaint Counse! = Yellow  Both = Green
LabMD = Blue
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tai

I hefore we stopped we had been talking abvut the reason
2 why remotely loaging nto vour workstarion at [l
4

F\wnfd not previde acuess to the laboratory
nformation sy3tcm scrier.

» And nhat I took fram that was that it was
& Because the client for the lnberatory information

-

7 svstem was not instulled on your workstation: right?

o

2

[]
]

.4 A Right,

3 Q. Okay. Were there any otber controls . ‘

10 besides that that would have — that would huve 1o Q. What wousid you need to be able to lag into
{1 limired where on the sietwork at G ou Lt the vther servers?

i2 could go with souc workstation? 2 A Yenaeed — vou would peed an account or

13 A Whenvousay vourworkstation. do You meun 13 know the prssvords for the account.
14 my workstation that I worked on when I was thete? it Q. Did you have an sccount from your
15 0. Yes.1do. 13 workstation onto the other servers besides Lytec?
1) A And the question was, fs tdhere ars other 16 A, [Jd [ have an aceount for Windpws?

17 commis thar would have proventsd me from 17 Q. Yowcan sturt there,

I accossing - 13 A 1 had my domam account. so ves

19 Q. Orher resvnrces on the network, v Q. And what was your domain?
20 A =prher resources on de network? 2 A Hak®
2 Q. Ub-heh (affirmative), 21 €. What was vour domain?
22 A Tmpotsure 1 understand the quesiion 2 A, My domawm?
23 Could you repeat U quession” 23 Q. What ¢ould you rench asing those
4 Q. Well let me try ond put it shightly in 24 credennials?
5 comoxtorbitterincontest. 25 A lcouldreach - Leowd - had access

bE 0

1 What I think you told me was that from I 1o Lytec and amy other FC that was m the domain,

¥ your workstation you could reach the Lytecserver: | 2 Q. Whar applications were running on the

3 right? 3 other PCs in the doman?

+ A Lh-bub gaffirmaiive) 3 A, That's abroad question. Could vou be

3 Q. Yaou'verolt us that there were a pamber of 5 more specilic’?

6 different servers on the network 5 6 Q. Well, I'm just trying to understand what

7 right? 7 sou just told me. You had acvess 10 other PCS in the

A, Uh<hoh affmative), 3 domain.
m asking vow what ot 9 A, Ubhub fafinnative).
) . What were they? ‘
1 MS. BURROWS. Obicetion, overbroad.

THE WITNESS. The Lyice server had aceess
Io it Thaisabmnu
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i A |don't know
2 Q. How many hoves of samples?
3 A Al
4 Q. Morcthan a hundred?
A A, Yeos
6 Q. How bigace the boxes?
7 A, Individually. they'se sbout like that and
8 about like that And then thev're stacked
9 Q. Youhbuae to do something better than like
10 that and like that, Su give me rough inches.
i A T'd sav about two leet. two feet Jong by
12 about six inches tall. There's several,
13 Q. Andhow deep are they?
14 A Two {eet
15 Q. Soetwo feet by tno foet by six inches,
16 roughly?
17 A, No. Twoe feet by probably abowr ©1x inches
18 and six inches.
12 Q. Allright. Aad how many boxes? More than
20 3 hondred you said?
2] MS. BURROWS: Ohjection, ashed and
22 onswered
23 THE WITNFSS. T hase no idea. to be honest
24 with vou,
25 Q. By Mr. Sheer) Do you think mtore thany
44
he werkstations ha Meln on 1 1 hundred?
vid | can't speak for those other two > MS BURROWS: Objecton. calls for
b amtine 1 know did not have LogMeln on' 3 speculation
. Alright, 1 mishenrd vou, 5 4 UHE WETNESS: Thore's detingtels more than
What else from 1abMD m m 5 ahundrod shdes T couldn't say if there's
o MS. BURROWS- Objaction. overbroad. 6 morc than a hundred boxes or not. | realhy
7 THE WITNESS: Could vou repeat the 7 don'tknow.
4 question? 8 Q. (Bs Mr. Sheery How are the boxes stored?
9 Q. (By Mr, Sheer) What ofse from LabMD isat | 9 A Wil the slides. they re stored 1 the
1o * | 10 boxcs. and the boxes arc stored -
it A Whai els¢ from LabMD? . i1 Q. Goahead.
12 Q. Ub-hub taffirmative). 12 A —in thai room.
i3 A, What do you mean by what else™ 13 Q. Are the boves stored on a shelving system?
4+ Q. Arethere paper documents from LabMD at | {4 A Ubhuh (aflinnatncy.
15 m’ ‘ 13 Q. What's the dimensions of the shelving
16 A {den'tknow There ae slides. 16 system they’re on?
17 Q. What kind of slides? 17 A ldon'tkaew Jusiamctal -
i A Glass sides with -- | thaak 1t bas I8 Q. Five feet wide?
1 something W do wath thar taboratory part of what 1 A lust ametal rack probably aboui six feet
3 they do, stafT that they fook at i the microscape. 20 dong and seven feet tall mnvbe, And there's seyveral
21 “That's roaliv about all Tkoow abimt them 21 of those racks. and thoy're all siting 1 those
22 Q. Howdoyou know abopt that? 22 racks
23 A, Beoause theyre in a room that our [ 23 Q. Solct's bucktrack. There ave severnd of
24 2quIDMEnt was 1 (60, . 24 those racks. Does that mean there are three? Four?
25 Q. How many samples are there there? | 25 Twy? _
‘H{ e A x A — T S i) et WX
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45 g
i A idon't know the specific amount of racks i MS. BURROWS  Objection. vagus and
2 £}, Are each of the racks full of samples, the 2 amby guous,
3 shde samples? 3 THE WITNESS. Could vou give me an example
4 A Yol 4 of 2 file wdegrity monitormy? Somcthing
i Q. Arc there any clectronic records at 3 tha -
- I o sides what might be incladed ontire 6 Q. {By Mr. Sheery No. Fm actually asking
7 wvetwork thai wo've been tuthing about? 7 souwhether there's some application or device that is
3 MS BURROWS: Objcction, vague and £ on the netw ork that checks to se¢ whether eritical
9 ambizaons. 2 files have heen changed.:
1 THE WITMESS: Notthat i'm awarcof. | I A What would do that? What would check
11 dor't haow 1 don't know il phar?
I Q [B}- Mr. Sheer) Any backup drives there? | 12 Q. 'm just asking vou if you hune such d
3 A Yei | 13 thing.
4 . What ire the hickup | drives? 14 A ldon't feally gnderstand 1 don't really
15 A They: are encrypled backups of the 15 undersiand what would be doing that, so 1 don't think
06 dmuﬂ —-ﬁf ﬂn'.- vn'h:almm 16 that L know of anything because | don't realls
{# : - understand the -
s ) & Q. Okay.
l!.'l', A, = what would be a file. So youre saving
N iafile 1s changed. nonld we get !:ke an alen oF
21 . somcthing like that of a file was changed?
2 : Q. That s the ides, veah.
3 A No Idontcver know fiow you would do
24 sornething like that
2% Q. All right. Is there any kind of intrusion
4| BT
H ¢ ly Uuresiaht my wivkstitifin L1 detection system at [NNE
g B Where lmthemnmhgj_kgtﬂrﬂ! 2 MS BURROWS: Ohjociion, vague md
3 A Oufhntsras) 3 amhizuous.
4 1), Setling aside the havkup that we've just 4 EHE WItNESS: Lo wha?
3 talked aboul, are thecy aoy piber hard drives or media 3 . {By Mr. Sheer) Well, Pm asking you. Is
£ powhich clectronic records are stored at Il 6 there any devicee or application-that is installed
7 | 7 there that would deteet g possible intrusion?
R M BURROWS: Objection, overbeow] .3 A, Notte my knowledge
v THE WITNESS: Tomy hiosdudge, no 9 Q. Istherce any intrusion prevention system
W Q. (By Mr. Sheery We've balkied a bt shoor i [
1} she security measuges at ansd e like i1 MS. BURROWS. Objection, vague and
2 g0 fath & B orre dhout the mewsures In'place to 112 smbignous
13 -prevent unautborized disclosare of formation from | 13 THE WITNESS: Not 1o iy knowledpy,
13 the network, IRE Q. (By!? raffic conting into and
13 Yow've tald ins there's a firewdfl, {15 going sut of the netw ork st [l
16 Actuaily, you've told ux there™ two firewalh., one on } 16 [ b0z monitored”
7 the modem and one inside the network from the madensiy; 17 MS BURROWS. Objection. vague and
1% right? 18 ambiguous
ju A, Raght, 19 THE WITNESS: Tdoa'thoon.
20 Q. Tsthere B intesrity monitoring? ‘ 20 Q. ({By Mr. Sheer) Iy traffie being logged in
i A Tie mtegmy menrtoeng? 21 and put of the network?
22 Q.  Ub-hih (affirmatiseh 22 MS. BURROWS. Objochion, calls fin
23 A, Whatixihat? P a3 speculation.
24 Qo hthere a way Fer checking to see if | 24 THE WITNESS  Cunyou repeat the quostion?
15 there have heen changes in eriticat files? | 25 £, By Mr. Sheer) 18 teafac beme lsapid!
12¢Pages 4% 10 48}
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; Q Hnwulh.a bei gdimc?
7 A Firewall would kecp o log, and thon if
8 anything was accessed through LogMeln, it would also
9 be logged through LogMeln
1 43 s there a procesy in place there to
1} review the jops?
iz A I woaldn't sav thot dhere's a process m
13 plage (o view the logs,

14 Q. Is there somenne there win will review the
1S lops?

le A Nottowmy knowladge, no.

17 . Ave thore user groups that have heen

18 assigned at

1 A Onwhat?

24 Q. On the resources on the network,
| A, Arz there user _n,mups that would be
22 pssigneddo
23 Q.  Are there user groups that howe heen

24 assigned wii

z ._MS. BURROWS, Ubjuction. vagucand

P

i ambiguous.

3 THE WITNESS 1 really don't undetsinnd

3 what vou're asking

4 Q. {Hy Mr. Sheer) Well, are you an

5 administrative aser or were You an Riministrative user
& al

7 A Yes
8 Q. Were there other admimisirative vsers?
Y A, Jenmfer and Jeff.
ii) Q.  Aoxene clse?
n A No.
12 Q. Were there any wsers who wore assigned jo
13 a lesser proup, o more restricied group?
14 MS. BURROWS: Obijection. vaguc and
15 mnbigucus,
16 THE WITNESS 1 there was. | don't know
17 sbout i
18 Q. (By Mr. Sheer) Were thure any other ssers

194 besides the three of yoe?
20 MS. BURROWS: Objection. calls lor
20 specnlatian.

2%

&
7 h:spothe_tml
a %

M MS BURROWS: Objection calls for s

by pothet

Q. (Bu Mr. Sheer) They'd haveto talk 10
32
1 who?
2 A Huoh? _
3 Q. Wha would they have to talk w?

A They would have to talk 1o mysell,
Jennifer. ar et
f’; Q. Andwhy i that?
7 A Toleam how to access the network
Ft Q. We talked earlier about the corporate
9 condo. fwasa't quite cleas en wiat work you did
{9 there,

ot e

1t #.  Uh-huh {affinnatiscr

12 Q. Socould you B me what work son did

i3 there?

14 MS BURROWS. Objection. ashed and

5 answered.

16 THE WITNESS 1 set up two prnters and:

17 onc worksiation. and that's .

ix Q. {Bs Mr. Shecry What could the workstation
7 do?

23 Ao The workstation was a billing worksiation

21 from the hilling department at LabMD, and that

22 THC WITNESS. Wore there any other nsers 22 workstatton was connecizd to the two printers. And
] that were - vould yvou repeat the question™ 23 that workstauon was primanly fo run bdiing. the
24 Q. (By Mr. Sheer) Were there any ofher users 24 billing statemants. continmng the blling process
235 who had - any ather people who had aceess to the 23 until the course onded
- T z - S =
13 (Pagis 49 10 32)
Comptaird Counsed = Yeilow  Both = Green CX0705
‘LabMD = Bine RX487

RX487



{
4
3
+
5.
6
7

3¢
17
is
{9
X
b |
22

53

24

25

33

Q. Undersiond. In order to do that, would
the workstation or the user vf the workstation need to
huave aceess to Lytee, the Lytee server?

A Yes

Q.  low did they get access fo the Ltee
servier?

Q. The LahNet server is the laboratory
information svstem? '
A, Uichubaffirmatives, not the actial

‘phyvsteat server, bun the LabNet clieat, the client on
- the workstation to ac6ess - o use i for — (o gob.

1 guess, Tab records and siufl

Q. Soif Fundersiand yuu correctly, what [
think you'se selling us is from & workstation in the
corparate condo the user conld reach the hitling
server and the lalioratory inforuution systenr server;
is that right?

AL hooudd aceess the clients, not
physically not aeoess the seves. no They desl
hawe acecss 1o sorvers at all

Q. Let'sbucktrack then. They accewed the
clients, and pnce they accessed the clients far Lytoc
and the liboratory infurmation system, what could they
in?
A Wil the clients woukd alk 1o tle

53

1 sener and then they could dowhatever those chicnts

2 would allow thent o do.

3 Q. Sodecs that mean that the workstation at

4 the corporate condo conld access the Lytee applicavon

3 and through that application reach the Lytee seryer at
H
¥ MS BLRROWS Objcction, nusstates
3 tesfimony’, '
9 'THE WITNESS. The corpocne condo would
1 pive them LogMeln access 1o the virtualized
13 glient which would — ves. it would give
12 them - they would be able -- if they had the
13 credentials. they could have access 1o both
13 those chents: correct
13 Q. (By Mr Sheer) And so let’s just kind of

% deagl' with oneof them at a time,
17 A Sar

LS BURROWS' Ghbjection, calls for
specolation.

|

fav e Tall aveess (o ot i

. they would
& Q. (By Mr. Sheer) All vight. Going on tn
7 the laboratory information system, a user at the
8 workstation in the corporate condo is able fu reach
9 the network at “ﬂ copnect to the cliens
17 for the luboratory information system: right?
11 A Uh-huh (affirmative).
12 Q. Whai can they do with the Jabovawrs
13 information system ence they've dope that?
14 MS$ BURROWS: Obiccuion. calls fora
15 fypothetical
1 THE WITNESS Wl they would have sccess
7 to tests that were perforined probably 1n reeards
13 to billing. for bulling purpescs.
19 Q. By Mr. Sheery Could they print shawser
X itis they viewed in the lnboratery information.

21 system?

22 MS BURROWS: Obicgtion. calls for

13 speculabion

24 THE WITNESS Sure,

25 Q. (By Mr. Sheer) Where could they print it?
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1 A Whers condd they print it?
2 Q. Ub-huh (affirmutiieh
3 A They could prnt it to the praicr
+ probably thet hooked 1 1o that workstation nght
S there,
6 Q. That's z primter that's Jocated m the
7 corporate condo?
& A, Uhb-hub (sfhnastave,
g Q. Could they print Latec reporis (o the
11} govporase condo?
14 A, lthink so. yeah
12 = there any other servers on the -
13 retwork thut could be reached from the
13 worksiziten at the corporate coade?
15 A, Notw my knowledge. no
16 Q. What efve trom LabMD ix at the corpurate

17 condn?

15 MS. BURROWS: Objection. overbmoad and
1y ssked and answered.

20 THE WITNESS. Could vou wepewt the

2 qustien?

22 Q. (By Mr.Sheer) Yeah, Wespouhe a few

23 ainates 2p0 aboat yther materialy from Lahm ot Bl
2/ N 20 you deseribed slide samples.
23 A Ub-hah {affermativey N

34

Q. 'm asking you the same basic yuestion for
the corporate condo. And so it is: What ather
materials froam LabMD s ai the corporate condo?

A, Pknow we bad some stuf] moved there. L
realhy dan't know what alf is thoee thouph, | didn't
ask, and thov didn'l tell me. 1 was only there

customer scryice department’s computers. those
computers had (¢ go somowherc, and that's where thoy
nont,

Q. You said the hard drives were removed from
those computers?

A Uh-hgh (affirmative)

Q). How do you kpow that?

A Beoausel remov ed most of thc'm

it they it omess here supposedly secute
Q. Did 3'ouuelhemm-

A Ldonh bcr,

23 ). {(By Mr. Slu'cr) a\lmhiag elnt‘
24 A No
LA B s L S :
ey
I A Meonght Yes Nooves
pi Q. We've talked about using {osMeln o
& remetely log into the network at NN Could
4 the LogMein service be used to remotely log into the
3 28 petworks from anyw hete or just from the vorporate

& pondn?

7 onelly for just hooking up that printer and thase 7 MS BURRIWS: Ubjeeton. overhroad,

8 computers there ' ¥ THE WIITKESS  With the corfet

9 Q. Arethere paper documents thereinmboxes? « 9 eredentinix, vou could oy m Mg b
i MS. BURROWS: Objeclion, asked aud Ly Q. (B Mr. Sheer) Back sn*
Il answered. i 11 what else ~where in the house iy the network
12 THE WITNESS: Papor documents in boxes? 1 | 12 loeaed?
13 don't thiak so P 13 A The lower level, husenient
14 Q. {By Mr.Sbeer). Are there othercomputer 14 Q. I's the basement?
15 equipment? Is other computer equipment there? 15 A, Vih-huh {aftiymative .
Tt A Yes 173 Q. What elye §s in the hisement?
17 Q. What is that? i Ao Woalreads went over this. didn't we?
1§ A, Dthisk that they may have movaed some of % Q. [don't think we did.
19 those workstatons dowa thore from e - 19 A Youoshed what ddse was i thae, and
20 workstations that had the hard drives removed. And 2 s the slides
21 they phyvgically -~ and (hey were put there. and 24 Q. No. Punderstand. Fm not asking you the
22 odd-und-cod computer junk. vothing special trough, 12 material that came from LabMD that's now in the
23 Q. When you say workstations that bad the 2% basement. Pm asking you kind of what ¢lse is in the
24 hard drives removed, what are you referring to? | 21 hasemient.
a5 A, Cleent, ko the batbng dopartment and |25 A Okav. There s slides the sona racks,

15 (Pages 57 w0 6y
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1 the three workstations, some tools, like networking } A Hewalar usor
2 tools and stuil hke that, sonie spare computer z Q. Regular user?
3 cquipment. and | think thore's same chairs down there 5 A Uh-hub {afinnatve.
1 acart. and that's aboul all | can think ol 4 Q. Insked vou carlier whether there were
5 Q. Are theutilitics down there, the house 5 groups that had been set up - and what
a wdtitics dawn there, heating and air conditipning? 6 Ethink you're telling we now is thore 55 a regular
7 A Tdon'thnow. 7 wser group and it's Mr. Doughoros: is that right?
2 Q. Anything ¢lsc down there besides what ® A Raght You asked of there's any other
9 you've described? 2 users that ware woing 1o be Togged i so it was just
i A. |} would be speculating 1 doa't know 19 me Jeanifer. ind Jeff, so T guess i Mike wamted 10
3] Q. Isit aeecssible from the outside? 11 wse bk old LabMD domain acecrnt. he could get m
12 A, The basement 12 Q. That account is still good?
13 Q. VYesh. 13 A, Im gomg W speculate and sy, ves its
i4 A No. ;s
I3  What secarvity measures ace in place for
16 the perimeter of the house?:
17 MS BLURROWS. Objection. vagoe and
18 ambiguons.
14 THE WITNESS Securty memsures? Could

243 vou rzpeat the quostion”?

2t Q. {By Mr. Sheer) What sccarity measores are
22 there for the perimeter of the house? : sty for e sdmmistralions.

23 A P'm ool aware ol am ; Q. (By Mr. Sheer) What other file shares did

it

s MR. SHEER. Can we stop for just five 24 he have acvess 1o at Powers Fern?
23 minuies so we can faik briclly? 3> A Mker
62 i
i {opasition in rocess. 10 21am o Q. Uh-huh (affirmativel.

I3 am)

1

2 A Nong other than jusi those ones that they
3 had set up for him,
4
i

3
-

Q. What weve they though?

A Thatwould probably be a better question
H 15 ask somebody else beeause that was kind of above
7 me. 1ddn't wally participate in sclling up any of

R Q. Havethey told vou fhat that's likely™ 8 those file shares.

9 A Ne Y Q. Well, you said he had the administrative
i Q. Havethey told you that's passible? 1) shares: right? He had access to the administrator
il A, Nepe. C 1Y share?

12 Q. Okay, IfMr

' W’“" down 112 A Uh-huh (atfirmaine:
e e i and fogin,coutd | 13 Q. What other shares were there?

i+ hedolt? 14 A, Billing and chient services cach had a
15 MS BURROWS  Uhbjection, calls iy 13 share they soould share stufl ol that they would put
¢ specifation, - 16 thewr documentation on

17 T WIHENESS: He coeld Jog ds under bis
i8 eredontisis
" | e

mr
22 Q. With the administrator share. what
23 applications could be reached?

0. Whe's m o domgin adminixirator, what p A Wik the admunsstrator share, what
33 nhe? 23 applications conld be reached” That's a file,

16 (Pazes 61 10 (4}
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Al then the nermal uscrwould be hinvicd
access ool control,
Q. (By Mr. Shoer) WHd you simply ase the

defaukt compoanents of each anc of those categories,
administrator, powor xer, and normal?

MS. BLRROWS, Objection, vaguc und
ambiguons.

€. (By Mr. Sheer) The reason why all the
narmat — all the regnlar emplayess, noy managers and
not IT emplayecs, were power users was hecanse of the |
ditficulty with making Lytee works is that right?
MS BURROWS Ohbjection
THE WITNESS: Comrect.
£, {By Mr. Sheer} Is thore any other reason?
A Ni. ifwe could inade them all rormal
users und the sefiware wondd lun ¢ worked fine. then
they would have 4ll been gust normal users.

‘el d mew

[ SRR RV

o

t7

is

F “,
A

24

5)-;

Q. Did the IT departsient try to resolve the
rontlict that prevented - the coaflict hemween n
normal user permission and Lyiec?

A, “ihere was futle that we could do 1o
resolve that

Q. 1 dule'i bear you.

A There was not much (hat we could do fo
sohve it

Q. What did you try to dlo?

A Tricd reinstalling, wnnstathng iwand

*reinstalling it a couple diffcient times on s couple

hficront compuers. and it only came back to e --
it had io be in the power user group fos them 1o have
permssion Jo du it
. Do yoo know what the technical problem was
though?
MS BURROWS: Objoction. nusstates
testinsony
THE WUTNESS: 1 wus a permission that the
client needed 10 nuliz (o talk 1o the server
ot jo load up wto Windows | don't know the
speci;is: dct;uh ol' why i uas lihe {ha:

|25

135

B LA A iazd
2 m EURROW’-Z Clbj:x.ug,n
3 witness conch

calls for capin

H Q. : .
is mmple«tb separaue ﬁ-m wht"
15 A Imean, like | =nd carber, s vou've pod

17 tha —vou've got two connections  Cine is goiog to
18 (he rest of the house wheee of's all wirclees and

¥ everythng And the cther one 18 goiog (o just tiva
2*:! Sopver. Su there’s wm diﬁ‘mm swwtm one.;nr_ _

136

. MS. BURROWS- Objeet

i
1
5

witnass conclusion.

Mr. Sheer) Are you aware of any

4).
S instance where there Was 2 violation of any secarity
o policy or procedure when you worked at LabMD?
MS. BURROWS: Objection. calls for 4 legat
conclusion.
THE WITNESS' Could you repent the
question? )

7
b
v
o

THE WITNESS. No.

{Bs Alr. Sheer) llow did 1T employees gu
about getting -- porchasing computer equipment and
supplies? '

22
2%
24
25

Q.

A Al pm\.ku.ng went Ihmu;ﬂa Mli.e
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25 percent of the nearly one million patients nere
pailents for whoin LahMD did not conduct a test, vight?

A, Yeals gperosinately, ves.

0. Amd abeut 23 pereent of that 20 or
28 percert of the pearly one miliion who LabMD did not
purform atest where senwe nther lab performed wtest |
for? _

A The 25 percent of the 235 pescent”

Q. Correct.

A Yes Yes mpht Right Lille managed core
stalfend sutf ke thils

Q. Okay.

AL And that's an ever-Changing ecouracy dosire
from phyweizn’s offices thar will give von that

. Where was the information abnit patients,
bath types af informoaiion, ihe specific diagnoses and
Iahnratars resuits and the mare geseral PHT kept on ’
LabhiIYs aetwork?

A, Ly the lasecutony miformshon v ien.

Q. Aundwihere?

A And Letee

Q. Arywhere olse?

A, Nobthat fkgow of ne

Q. Where Sitnem? |

A Maaning elcetmmisaliv? |

193 I

0 Yeos

A Yea

Q. Whereisit now?

A, sallat e unihisclossd Tncation of r

Q. Whea did LobMD begpin winding down?

A, Heginwinding dowu?

Q. Letwe rephrase my guestion,

A, Okay.

Q. The et that you sent 1 physicians suys '
stupper accopilng spetiineas around Jasuary 13thl 3
ihink, sl righr, |

A Yoah, Fihink so !

Q. Yoain And the seguest for adminsions (st {
were served yonterdiy ways Januney ~ Becember 20th, |
A Mo ldcw'l-- |
Q. Soibere'y o, basically a month stiffcrence
in there.

A bkt — well, go aheal Pinsorny l
go aliead. |
Q. Sa l'mteving to enderstund the giscrepanes, |
A Tliek it's o dehmitional discespaney. We ‘

didu1 stast winding down umil Januany . [ behbiese
the quest:on whore December come T was whan 1 old

Voo N W e v Te we

N

[
i1

.
P

13
13
13
16
17
iy
by
20
21
22
23
24

R L e L A

~

il
12

i3

L

5

.
-

21

24

Q. [ thousht it was when specimens were ny
longer befag accepted?

A That would be. spectinas were nu lengur
accepted in fannary,

Q. Not caclier than that?

A Ko

Q. Al right,

A No

Q. When LabMD becan windiag down in 200 — in

January 24 how many patients did it huve more
genvral PHI abont?
A, [wnould [would, I vwould have to check
that.
MR SHERMAN: Wait. objection, The auestion
15 ot cloar o me. but, $¢ I'd ebject 1o the Rorm of
the question.
Yo mes answerat of vou nnderstand i
BY MR SHEER:
Q. Letme try and state it a different way.
The Exhibit 501, paragragh 17 thus we've been tatking
ahout refers to vencral PHI tor nearly 2 million
people and that document is dated April 2oth —
April 121b. 2610, and it's signed by yau oo the 12th

uf that same month,
25

A Amrous A
1%

Q. And o what I'm asking ix that was seveml
veuarsase In the intcrim LabMD continued In business
and so what {'m asking now is when it began te nind
down in January 2014, how mapy people did it have more
seocral PHE abou? '

MR SHERMAN Objection. Are voa askmyg the
quesiion with refereace o those mdividsals for sshom
Labhi) did mot et or are vou askang for the entie !

MROSHEFR, The more, it 1'm understandinig
Evhibng 301 dorrenth paragraph 17 i saving the
neirh one million people w the lurger umverse and
s0 Fm asking how big, bow much tagger s wowhen,
when Jantary 2dth — Januay 2914 rolked sround

THE WITNESS: Now s =T don't belesve
at's ovur amathon pativats and [want 2o muke sure
vou're undersanding tha the more geavral PH fora
miliion patents 12, a5 [ weuld mterprot tus o
melisive of the faheratars result prople as well

LY MR SHIER,

Q. That's how I'm inferpreting it as well,

A Okav Ohay

Q. So I'm simply saxing look, it's almest four
sears hetween document CX 581 and the wind-duwn in
January 2014, the cvmpuany was in business during thur

perind of fime, presumabls it conducted tests, how

P

an amploves

=R
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b2

1 Q. During your tepare at LabM B, bow much time | | Q. The hovse you described For which you got
3 in an average week would vou spead dealing with the 2 the certificate of occupancy. shere is that house
3 Destin cundas, i you can recall? 5 lucated?
+ MS, HARRIS. Obsection. ovetbromd + A I Buckhead on [N
s THE WITNESS. 1 sured due to the 5 Q. Do yau know the address?
6 scasoility of st U say dunng a hea H A T
7 period, mavbe four o five hoursnweek That's 7 Q. Did you cver pay LabMD bills?
8 just guessing & A No. Well take thar back. Very mrch of
vl Q. By My, Lussack] What would the heavy ¥ he was out of town and something needed 1o be sent
10 periods he? 19 mmedately. he would toll me to ger — well hewould
14 A, Junethrough Labor Diy. alitle bitin 11 bring me the balls that he wrote. and I would have o
12 March when sprng brezkers would stant. Aswd then i 12 send them out
13 there woudd be a break. oad thea it would pick back up | 13 And thenoccasionally, verv rarcly, he
14 again once schont got out. 14 would ask me 10 send a bill out that be didn't write.
15 Q. 1believe you also said that you Jid some 13 and I'd have to use one of his checks 1o wnite 1t ont
16 work with respect to Mr. Dapgherty's carrent \ 16 and send it but that was rare,
17 residence: is that correct? 17 Q  Bn yon recall what typec af expenses it
18 A Ub-huh(affirmaiive). I8 was for when you had to do it”
14 Q. What types of wark didd yvou do? \ iy A Labexpenszs. Occasonalh o wouldbea
20 A Herenovaied that fiwme. and I would telp . 20 personal check of hus that, you know. 1 had 1o pay
2t coondwiats people berag thee w Tinish up the work t 21 somcbody that did some vwork for him or something, but
22 that necded to be done, slecircians, plubers. | 22 that. again. was ven rare,
23 e of people {23 Q. Sarry. When you said you paid a check op
2 Q.  And you say help coordinate, what did you 24 those rare eccasions from Mr. Daugherty's pervanal
LI A | 23 work. was that from his personal accoont or 3 LabMI}
2 1
1 A. Uslled them and said, when aro vou going I account?
2 10 st there fo fiish it | A Yes He gave me some of his personal
3 Q. Typical contractor correspongdence, huh? 3 checks just wease of an emergency, They nereme
4 A And thon i October he said that he wanted 4 filo mmy offize
3 1w e o by the cad of i vear becamsse he fusd a toan 3 Q. Did you have any tole, other than the
& pending and it neoded to closc by the end of Decomber. | & check. handiing the checks. any role with paticots and
7 So then it became really full-on, L7 clients?
8 And then he wid me that 1 bad to have the ‘{8 A No
4 eeruficate of occupancy before | could leave for 9 Q. Aad did you do any personal werk for
i) vacation bocause | was going o be goad over the 10 Mr. Daugherty that we haven't alveady discussed?
ti perod he would be doing the closing on that foan, 3! A. Dogsiung
12 which was the 3tth or 3¥st of Docember. Sol had o 2 Q. How often did you dog sit?
13 mahe sure I had (he cenificatc of occupancy the 2ilth i3 A Aldot. Evers unie he went om of towa
{4 before 1 IchiTor the Christmas break, 13 Q. More than once a week?
i3 Q. Because the cerificate of occupaney was 13 A Somctuncs. vos. Soietuncs it was for
16 reguired to close the Inan? 10 weeks onend. yos
k7 A, Yes. comeet 17 Q. VWhen you dog sal. did you have tostav at
I8 Q. Did you ever hive contractors for work on i8 his house?
19 Mr, Danghuerty™s house? iy A No {suwscedatm house beciuse Lhanea
) Ao No Thes were all provioushy hirod, - X dog myself. and it nosded me 1o be there far it S0l
24 Q. Did vou cver hire contractors for 1 21 would bring thc dogs to niy house.
22 My, Dangherty? 22 Q. Didyour role at LabMD change at all
13 A, 1k they wore sl already pecgple that |23 during your fenure?
24 had boen there prior thai needed o so back and finish 24 A Huh-sh no
23 p little. vou hrow. Inosc ends o _aif Q.  Did you ever assist with Websense?

X "
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j{13

{1

1
i

18
32

R

21

e I

23
24
25

specuiation. ovirbroad as 10 ume frame.

THE WTNESS. Wicn T would hancte go lo |
Lis other o where T sas by g befare ke i
moved buck iniof I b vould ficquenth
leav ¢ the door unlncked whan Twas oy way
vrer s (o pick up e dogs. \
Q. (By Ms. Lassack) About how olten would he ‘

dn that?

A Pdsay 30 percentof the time. Asd [
sowetimes he'd tell me 1o feave il unlocked once { i
Teft bezause be - [ don't koow whn he didn't want it i
locked. but T dide't relock it Orher 4nwes I locked
il

Q. Did ke tell you why he wanted you to leave
itunlocked?

A, Nuo Hejust said. don't bother lockmng 1t !
when von leave. |

Q. How pften did he tell you that? ‘

A, Mayhe ton percen: of the tng. not often

Q. Did you cver duo any work for Mr. Daughorts
at the T o c 5105 ?

A Othierthan the beine repovation. bang
ther; for aspeciions. iw,

Q. When Mr. Dasgherty proposed diring your

December 15th conversation that you continue working |

AN
for him out of his home at I » cre you |
planninyg to do that? {

A Yex because [dudn't have o choiee i
Q. 5§ Tair to say then that was hof !
something vou wanted to do? |
M. HARRIS. Objection, muscharacterizes '
the westapony, |
TIR: WITNESS, Howould fuve boen the same I
Jolbv. fust o dsfferent losation.
Q. By Ms. Lassuck)y Was that a desirable |
facation for you?
MSHIARRIS  Objection, vopuc and ;
ambegueas, wrclevans i
THE: WITNESS. It was a Curther dinve for
e, o that makes a deflerence,
Q. (By My, Lassack) Did that make 2
difference to you?
A Wl veak, beemise gas s expensive and
trailic is wrnble w Allant
Q. Are there any other reasons why working
teomi I » o0l be less desivaliv than
working Trom Powers Ferry?
A No
. During yoor tenure ot LahMPy, bon much -
what pereentage of your tinte did you spend working for,

Lbi
11

L2

i3

i4
s

16

17
s
12
20
2
22
a3
4
13

Mr. Duugherty personally versus working doing LabMD
work?
MY OHARRIS  Olgectaon. inekavaiy.
everbroad as s hime trome
T WEENESN, Ud sav it varied, b
towards the aid [was produably sorking a lvast
& persent for Micheel and 20 percent for EabMID
tosverds the end enee John Bobe lelt and the bnh
swas 1ot Jong vl
Q. {By Ms, Lassuck) When vou said i varied,
the percenrage varied, how did it vary? What was the
other end of the variance?
A LD sewcthng iy was eong on at the dab
fat von knew, they nocded my help with or whatever
bt | never wocked o the fabotsely [ahaavs worked
cn the admm ade.
€. Sayon salil near the end vou spent ahout
81 percent of vour time doing work for Mr. Daugherty
and about 2V percent doing LabMD-related work
What were those percentages when you
staried working for LabMBY
A Tdsan o was more 3003 And at times
£ry be UMD,
Q.  And is that 60/40, » hat would be the 607

A ifor LabMib, i;};' Mike Michagt nas

N
>

sriting rhe book, sa he was out of touwn a lot. So
there wasn't & Wof of personal nork at that poin,

Q. At what point was that”

A When e was wrting the baok

Q. When was that in terms of the calendar?

A Agan. 'm gomg to guess and sav most of
20t -~ iord. wihen did be stan writing that beck?
I'm yoing to say hall of 2011 tndo the carly pan of
2002 1 can't remcember exacthy whén he wrolg -
staried writing it and wem ot of town,

€. And L believe you also said ~ made a
reference o once Joha Boyle left and the tab was not
doing well, When wax the lab vot doing well?

A Oneo chents stasted diopping him and we
lost our salcspenple

Q. Whenwas that?

A, Late 2012 = no. 2013

Q. Do sou know why clicats sturtcd dropping
him?

A. Say the sccond half of 2013

Na. § st privy 10 that uilonnation.

Q. Dovyou know whe at LabMD nas privy to that

information?
NS HARRIS Objecton, 2nlls for
speculation
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THE WITHNESS: o, don't kaow 1

Q. 1By M, Lawack) Do you know why LubMD | 2

fost salespreople? 3

WS HARRIS: Objection « i1

THE WITNESS. They found othar jobs 3

Q. {8y Ms. Lassack) 'msorry. Tdidn't 6

hear you. 7

A, Thay found other jobs. | 8

Q. How dv you know that? | @

A Because they gese their resignation and | jEH)

took othar jobs. i 1

MS. LASSACK: Let's o off the record and ‘ 12

ke o gquick break. s 3 02, i3

{Deposstion i retess. 343 pm. fo 14

4 pw) 13

Q. By Mg Lassack) We are back on the 6

record ar 3:14. My, Gandner, [ helicve yon said you'd | 17

fike to clarify an eardicr answer, | I8

A, 1 lorgot 1o add tha; one of my duties was i 49

to ship out his books in fists that he gave me | 24

thought of thai 2t

Q. How many copies ol his book did you ship 22

out? 1

A Allcast 300. 1T guess, T4

Q. Towhom did you ship thern? |25
S.s"

MS HARRIS. Obicction. overbroad. | &

THE WITNESS: Lists that he gavo me 2

Q. (By Ms, Lassack) Were there certain types | 3

of people on the fin? ) 4

A Hwounld jest be media or whaiover. He'd 5

just give me the hist, and £d ship it to whatcver G

name was on the hst 7

Q. Savoa—§ heficve yiou said media: is 3

that corredét? . 2

A.  Media people or PR people | 16

Q. Any other categorics of people you recall | 1

from the Hses? 12

A No i3

Q. 1 believe you testified carlior that veu | 14

purticipated in inspections o [ R i that | 15

cersect? i K

A.  Uh-huh (affirmative). {17

Q. Do you knew if [ o any sort | 18

of security system? 19

MS HARRIS Obicclion, vagug and | 24

smbizpous a8 1o ssourily svsiom 21

THE WITNESS: 1don't hnow that 22

Q. (By Ms. Lissack) Do you kaow if it has 23

any alarm system? | 24

Y

A, iden't know

. Q. What type of compuier was tha¢?

Q. Do svu know anything about the doors at
425 Broadland? 'l grve you an example. Like, for
instance. is there a loek on the door between the
garage and the house?

A Yos

0. Dayou koow il there’s u lock on the doer
leadding to the basement?

A, Tdontrecall

Q. Do you know what type of door the front.
door is?

A Lbeleve it's hike 5 double door. but [
don't even remember I'm not sure

Q. Who paid your salary when you worked at
LabMD?

A LabMD.

Q. Did Mr. Daugherty personally pay any
portion of your catary?

A No

€). When veu began working st LabAiD, did yoo
hase o personal compuriar thut vou used?

A HNo

. Did you have a compuier that LabMD
provided thar vou used?

A Yes

&
b

Ao hebave stwas a Dell deshtop.
Q. Do you recall what eperatiag systesy was oa
i

A tthink Windows 7 £'m not sur2 thaugh,

(). Do you reenll if the aperstin g syniem
chunped durcing your tenure ut LubNiD?

A No fdon'l boheve

Q. Did yaur competer chanee duriag your
tenwre at LabMD?

A No

Q. Yhen vou first started wsing yeur computgr
a1 LubMD, was there any deta on it?

Al Yex

Q. What typos of data?

A Forms that the proswous adnons uscd,
corvespondence thal had boeo writien and siied o
fiics, various chasts and old handbaoks. cplasce
handbooks. vou know., that had been smeed. vistous
dovumunts.

Q. Woere there any pietires?

A Ibchieve there were some pictutes saved.
on there as well

Q. Do you recall what typeys of pictares?

A Dremember some precures of his dogs on
there [ ean'tovensccall. T thmk thees were some
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101 |

I record at $:30. Ms. Gardecr, caclicr vou talked about

2 acomversation with M. Fasco about the key abuve
3 Mz, Duughorty's door. And | just want to axk you a

4 couple of quistions o (ry to undersiand Ms, Haerig's

3 claim of attorneyiclient privilege.
& When Mr. Fusco talhed to you ubout the

| &

7 hey, did be tel yau that he was giving Mr. Daugherty | 7

8 legal advice when be spoke to him?
v MS. HARRIS. Objection. 'm going to
10 iustruct her not fo answer. 1's
{] atormey chen priviicged
12 Q. {ByMs. Lassack) Are vou foloming
13 Ms. Harris's instroctinn, My, Gardner?
i4 A Tdon'tknow what to sav becaise 1 just-»
15 Fdon't know what to -~ I doo't know what I'm suppossd
16 io sav at thiz point.
17 2. ' zure rhat there is no right answer,
{8 Netther one of ux s vour law yer, and neitherone of
19 us can give you legal advice,
20 A Sosav the quesiion agam. and Pl tell
21 vos yas or no.
22 & 1§ just was axking iF vou were Tollowing,
23 Ms. Harris's indructivn not 10 Answer my question,
24 A She'stechmeally not represeniing me So
25 1 can say. | guess. what { kaow. and if W ot

102

T allowed. that's between, T gaoss, the two of vou to

2 defve cut | don't know

3 AT = the woy u hoppened was that

4 Swphet Fusco told m that tat Rey over Muke's door
3 nwieded o le foken down mid that he advised Mibe on
& several oceasionsto wke o down

7 MS LARRIS, And Lobuet. attomey -~
2 THE WITNESS Thars all T know
9 M3, 1TARRIS And lobieet Thars

10 atomeyichent privileged ami | mave et that
i he atrueken trom ihie 1ecurd.
12 M3S LASSAUK: Oxay
13 reserve the remamder of o time nght now. D
13 you have any questions, M. Hamrs, ot would you
15 Lke (o ke o breuk?

% MSHARRES: No. Pmokay
17 EXAMINATION

IR OBY M> THARRIS

¥} Q. Good afternonn, My, Gurdner. As you know,

“Then weie going @

Thank you

2t my name i Lovimb Haeris. U'm an atforney for Lab) D, |

20 and with e i p1y collengue Robyn Burrows

2 When vou were falking carficr ahott items

23 in the garage ai s hand been deserihed
2% to vau hy Jennlfor Pure, do on hase anz pursonat

25 knowhedge as fo oxactly what those itere were in the

in

V‘l‘)

Fud td Bd
P N

et
ril
| &
38

193

gagape?

A No. Teevorsaw them mvselt

Q. Okay. Did Jeonifer Pare telf you what
those items were in the garage ot R

A, She sard that u was a - baswaily 3
meshinash ol boxes und avenythiog from Mike's personal
irenns to the Jab pems were thrown in the gamse,

Q. Da you have any personal knowledge as to
what those Iab items were in the garag:e‘.‘

A I ngversuw them

Q. You also talked about von undeestond that

2 there were itemys from the lab that were not packed

securely. Do you have any personal knowledge
A No
). - astowhat any of those items were that

. vou had been told were not packed secureh?

A Mo

Q. Since LabMD materials have beeo moved from
the Powers Ferry address to [ b3 ¢ vou
heen inside

A, Ne

€. 5o you have not seen what stage or
vondition any of the LabM D materials are at 425
Broadiand?

A. No. EP———r

iJ-I

Q. When you were tulking showur Mr. Daugherts
lenving a duor unloched for you in a heme in which he
was tempacurily residing, do you have any personal

- knowledye of im kaving a door unkcked Yor anyone

elve when he wasn't evpecting someotic 1o come to the
house?

A Dden'thave amy persond] knowledpe ol
thal.

anﬂqﬁ mmmemm‘h
A Ne)

Q. There was no peer-ta-peer sofinure on yaure
coumputers is that eoreecd?
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20

3. Do you have any athor post-hizh school
wduzation”?

A Ny

Q. How about any othicr trafning In
informution techaciogy bosides your BS io computer

seivnee?

A No

2. Do you have any isformatien technology
cerfilications?

A Mo il

Q. Are vou currently omployed?

Q. Where are you currently employed?

Q. How lave have you [ea employed by LabMDY?

A Siee janaary 2510 oi 2042

. How did you come to sork fae [LahMB?

A 1 had done sonie copsuliing work for LebND,

aned ey made me an offer.

. Whai wax tlust offee for?

A TT nuanager pesition

€).  What wore your duties s IT manager at
LabMD?

A, Canvou be anote specitic”
&L Let'sstart with did auy cmployeos report

{o you a5 I'l manager.
A. 1 had two diteet mperts o me _

MR SHERMAN: Wast until she finishes
askmy the question before you jump m and answer
the question  Just take vour tine.

THE WITNESS: fam SOITY

. {By Ms. Lassack] Who were those thirect
vepuris?

A, Brandon Bradioy and Jemtifor Purr.

Q. What was Mr. Bradley's role at LubMD?

A Deshtop support.

). When did Mr. Bradley work for LabMD?

A, He began in 2009 § do not know the exact
date,

€ Does My, Bradley still work for LabMD?

A Yes

. s M. Bradiey stiil desktop support at
LabMD?

A Yo

€.  What arc Mr. Bradley's dutics as desktop
support at LabMD?

A Ho was responsibie for mouraining

} printers, ssibng up deditops, fnd addressing certann

softwate situations, instathing reeded soltware
Q. When you say certain software situations,

R I
L e T e e

W I

19

o b 3 LD B2 B
R TIE  R (E

what de vou mean by that?

A Installing fike Microsoft OfTice or
itstalling the propratary software for the LIS for
the btHing sysiem

. When vou described Mr, Bradiey's rofe, |
helivve you nsed the word was, Has his robe changed
reeentiy?

A, Camrently we are alt norking on sefting up
the oow envienuingnl.

Q. When you say we, w hat do you mean?

A, Myself, Jennifer Parr, and Brandon
Bradley

Q. When you say the new environment, whi do
~you mean?

A.  LabMD tas ransitioned fromn the buildmg
that we were m to two lotations

Q. What are those two locations?

A R 2vd the other one 1s - |
cannot renenlior the exact addross

).  Whe do yvou remember about the second
nddress?

A Itz macondo park.
Q. Where is that condo park?
A, In Atlanta,

_ Q. Is there a particular neighborhood in __

Atlunta?
A. It was down the streoi from the 2030
Powers Fermy.

Q. 1hat'y the privr office location?

A Priaroffice locatwnn ves

Q. Whe owns the condo location?

A, Tdonot know.

Q. Docs LabMD have a fease for the conidy
location?

A ldo not know

Q.  How sbout th I 0o:css, »hat
kind of bailding is thatr?

Q. Whaose address is that?
A, Mike Daoghborty.
(5. just want to vadenstand, 1 gacis, what

in being moved to cach of those locstions, starting
with the address.

A Authat locauon s cureonihy the
mbermatics systems. the semvers. And thercisa
workstation that has beon moved int2 the zondo for
tilling

Q. 1o ¢ ress. you said
servers are there, Is there unything elve that is
there?

T T
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A Thae are a handfud of workslanous, o
2 numbcer of pragters. I3 therg -~ Can you give aie an
3 sdea of what else vou migi be looking for?
+ s there mmything clse that eomes 10 your
5 mind?
6 A No
7 b Areihore aay paper records ognted o the
< o
9 A NYes
L What types of piper records?
1t A Lepaland other businzssrobued Gles.
12 cwmplovee flos. ceconns.
13 . When you say legal, what do yoo mean hy
J4 that?
5 A Documents from previouws legal proceedmes
i6 Q. Doyoulnow what nther tvpe of businzss
17 documents ave located 1 the [ 01 e+ ?
1% A Ko
1% ) Doeyou know what type of informution is
20 consained in the docomerus located at the

21 [ ivess?

71 A What type of - with sou be morz specific
23 br rephrase VOUr giestion. pleass.
24 Q. Deyouknow what types of information
25 about consumers are in the documenss at the I
i

| I ) dress?
2 A No
3 0. Arethere any types of slides or patient
4 specimens logated af thellNNNNNN 4 ross?
5 A Yos
o Q. What types?
7 A Thoreis Blocks and sldes
b 3. 'moserey, what iy the fisst thing you
4 said?
W A Biock.
{1 Q. Whatisablock? |
12 A, Ablock is a issuc smnple embedded in ;
13 poandfin wax,
4 Q. What are blocks used for? l
15 A Thev are sheed and that 1s what a shide :

16 iscreaicd om. [

i7 1) Aspresimatcly-how many blecks arg located
15 ot vr

7 A §covide't gouss

20 Q. Conkd you puess even a halipark. like o

21 than a hundeed?

2 A Thovy are i boxgs, and 1 o not know how |
22 sy is 10 gach bos. No, Leannal reader a good !
24 soess

25 1} Do you kaow l;ms many hom there are? 2

i Y A e Rar fad e

oW

g

¢ AR R R R N

oSN W e ter B owe T D

i
2
2t
a2
23
24
25

A There are twe sets of racks with boaes
No.Toan't I don't know how mnamy boxes there are,

. Do yeu have any seasc of saving itis more
or luss than 50 hoxes?

A More

Q. Do yvou know it it is more thay a hoadred
hoxes?

A Possiblyv. 1donet kaow for sure.

. Andhow about the slides. how oy stides
are located at the [ IG5 ?

A Agnin. thase are in cascs 2ad 1 cannot
venture 2 guess as (o how mamy shidos there gre.

Q. How many cases are there of slides?
A Potentiallv 50

. About how laree b 2 case of shides?
A Roughly a 13-bv-14 square.

0. Those are inches™

A Yes

2. Are there any other tapes of LabMD data or
equipment Jocated at the [ 1 dress we
didn't tatk about?

A, There are swilches. rouders. a scanner.

Monitor. kevboard, mouse. Other than that. 1 cannot
think of amthing else

Q. Let’s stavt with the servers, where are

{6

the servers located in the] N ddress?

A “They arc m ihe basement

Q. ilow are they securcd?

A Vhe residence 15 locked and thercis 3
perunetet of carmerns.

Q. Asc there any firewalts at the [
I i resy?

& Yos Router b5 ssupmynfous with the
Hirewall i my erms

Q. Wha is the manafacturer of the router
firewall? '

A Jemper,

). When did LabMD vhtain the vowder fires all?

A 20 Tholicve.

{:  How arcthe servers set up at theJll
I

AL Catvoeu bo mons speciic?

(). Isthore an operational LabViD netwerk ot
ore

A Yon

Q. How is thut setwork set up?

A TFhere s cue workstatien cooncctald to the
SOrv ey

3. 1s there anything else connected to the

servers?

Wi LT
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i A K¥YMswiuch 1 Q. {By Ms Lawsack} Can any of LahMD’s
2 Q. Deuny enbride losations have access to 2 chients ar former clicnts access the network located
3 thepetwoerk? 3 at
4+ A Yes 4 A Na
3 QL What outside loontioas? 3 . What inlormation is stored on the netwerk
8 A The coreby, &
T Q. How dees the cosds secoss the neiwerk? 7 A Thero as two difforent svaiems. There s
A ThopghLoghieln, i 8 the laborators nfesmation system and the billing
2 Q. Hoew does Loghivin week? Y syslem.
1t A Capyou b more specitin? [0 Q. Isthelaboratory information sysiem sot
o Q Could yeu walk me throvgh the pracess if 1 up the came way thit it was when LabMD was ut the
12 somcone is sitzimg at ilic eomputer at the vondo, how 12 Powers Ferry location?
13 thoey use LapMelo to access thi network, i3 A Yeo And thar system 1@ nol aceessible
14 A TnpMeln oa shivd-party service that they 11 through Loghleia
1S log into and it srovides 2 reniote connection lo a i3 0.  What is accessible through LoeMeln?
15 romicle Lopter. 19 A Onh the billing sestem.
17 Q. What fype of eredentisic sleox wrapane nee 17 3. Is the billing system et up the same way
I8 o bog inte LogMeln? I8 a3 it was =t the Pawers Ferry location?
2 A A user nanw and passvond iv A Yas
200 € Iy that user wame and pagsword unique tp 0 (). VWhat is the labecsiory inTarmation system
21 LoghMeInor woald it be the samc aser sume oad passwerd | 21 used for cacrently?
22 fur the LabMD network? 122 A Currentiv f 15 uszd whon semeons Ioqueis
23 A Do Loghdeln, 23 hisorical rosult eopon
4 0 Seaiter these payswords and login 24 Q. Who would request a historical top ropent?
23 tr;'demluls,' .fr“.‘m‘."’f’. ‘s‘ll"l.(l wyeT frane pmhmﬂal:s ape 2) A A Dmerchent
1R 0
1 wsed to log ints LogMeln, what happens next? 1 Q. Wil you please walk me through the
2 A Aconncchion ss ereated to the remole 2 process uf when a farmer client would request a
3 computer. Thev are fereed to log inagan with a 3 historical log report, w hat happens?
4 difterent user name and password, 4 A dhev wadabtixtous hat ropantas
b ).  Would this user-name and password be the 3 then pranted oul of tee LIS sy slemn ard Vaved haek.
O same a5 one would use if they wore physically 6 @ Where is the fux sent 107
7 conmected? 7 A Ther are remole - the ocatan’
8 A Comet ¥ Q. Serryv. The fax coming in with the
9 Q. Besides the cordo, can any other putside 2 request, where does LabMD receive that fux?
10 lpcations connect into the LubMD petwork at the | W A Thecondo
LU N address? ¢ 11 Q. What LabMD emplosee or employees handle
12 A, Using LogMoin, ves | 12 those tis requestn?
13 Q. Who could use LogMceln (e ugcess the R A Cerrendy, Kadddl Alvares
14 network af SR 14 Qv Do you know how to spell that name?
5 A Only people with username and password | 15 A Kaonadael- A
i6 Q. What user namne and passwoird i thut? P15 0. What bs Kindelt Abvarer's role at LabMD?
17 A Theusername and password specifictothe {17 A Cusrently sk s in charge of billmyg,
I8 LogMeln account |18 Q. ‘How long bas Ms. Alvarez worked for LahMD?
% Q. That's a LabMD-specilic LogMeln account? l 1% A Tdomotknew
M A Yes v Q. How many other employees does LahMD have
21 Q. Would somconc logging in alvo bave to hase | 21 carremth?
22 the LabMD aser nume and password? 22 A Hesotkmay Lam awae of four
23 MR SHERMANMN: Wai uvuld she s Naished 23 Q. Who are those four?
24 ashng the question before you ansva | 24 A Renrofer Pan Brasdon Bradiey | ihndell
25 THE WITNIESS Yes. s, 25 Alvarer, and myvssif
=g - - == T AR S
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{ Q. When Ms, Alvaréz recetvesa fax fora 1 0. Whaore arce the blocks and slides stered?
2 wveguest for a histovical log repert, what happens 2 A Alson the bascment

3 next? , 3 Q. Arctheyscouredin any way?

g ' niat 4+ A Thesame wavs, The housc is leched with
i‘_ ) y 3 the camena penmsier.

i /) 6 Q. Noamiditonal security within the house,
7 ESS: She bnnes the report !o- 7 thaugh.

8 whete 3t 18 prinied eul of the local 3 A Ko

9

svatent then she hand cames the resull buck and % Q. s ans Lab MDD information stored in the
faxes ittothe location, 10 gnrage of ﬁthmp%‘.’
11 Q. {By Ms. Lassack) So she physically drives | 11 A Not that | am aware of
12 {rom the conde to the Braadland localion? : ' rE VOur cur
13 A Yes
14 Q.  Whoe prints the report?
13 A Either harself or invself,
15 Q. Who currently kas access to the laboratory
17 information system?
18 A Myself, Jenmifer Parr. Kindell Alvarez.
19 Brandon Bradiey
20y Q. Does Mr. Daugherty have acress?
2 A Yes '
21 Q. Isthere anyene else who has access that
23 we didn’t mention?
23 A No
25 Q. How far is the condo from the S

—
=

"

s

1 ddress
2 A Fivemics _ _
3 Q. About how often does Ms. Alvarez deliver
4 historical log reports?
3 A Inftequently !unould sav we have done
6 mayvbe scven. ol
7 Q. Sevensince when? 7 Q. What are the essential things that are nat
8 A Jaman 15th B blocked? S _
Y . Where are the paper records located atthe © 9 A Onlv hitp or web raflic and DNS.
I address? ity May 1 amendd that?
Il A, invenous locations JH Q. bure
12 Q. Sachas? (42 AL Hup bups. DNS, .
13 A Thereis a couple of different rooms that 113 Q- Why are each of those items necded?
14 have those records in ticm ‘ ¢ 14 Eaplain to me how thuse work,
I3 Q.  Arethose rooms within the house? 15 A Those sens are ossential for allowiag ihe
6 A Yes 16 LogMeln aceess ‘
17 Q. Arethe paper records secured in any way, | 17 Q, When do you cxjiect {0 be completed with
% fike in a locked file cobinet? I8 your current tasks?
1 A Nuo £ A (Frida
20 Q. |think you may have already answered 20 Q. That's this coming Friday?
2| this, but do you know what types of consumer 21 A, This comng Fridav. ves.
22 informaution are in the paper records? 22 Q. Wil you remain ciiployed at LabMD afier
23 A, No 23 these tasks are comploted?
24 Q. Thatis ne, vou do not know, correct? 23 A Mo oo
2 A No.ldonotkrow. 25 Q. Whynot®

& (Pages 21 io 24
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LSt

3

1 A Yes I side is en MAPPER, whure docs it go®
2 ), Whaincre thoscanstances? 2 AL nsean. it preked up at that pornt by
3 A, Therz was a commuisicatinn process as well 3 the third-party vendors and gocs ~ after thm | do
4 as a data massege prosess. 1 not know.
3 Whutserver was that vn? | & 2. How it transmitied to the third-pariy
6 A MATPER | & vendirs?
7 ). Communicalinns prooess is the 7 A Theweomein and sl it vin socuns FTP.
8 commonicatien vwilh (he dopiars offize? | 8 Q. Ivthat true both'ways, when there is an
I B 9 embediled repurt and when there is nig?
18 £ Any éther communications processes an that |10 & Yoo
11 serves? 11 Q. after that provess. does any informating
12 A No 12 remain residing on MAPPER?
13 Q. Isibatthe dala rmassage proccss we P13 3 No. "
14 discussed earlier? 14 . Besides that, are there any other
13 A Yes [pesdto amend that on the MAPPER, 15 different examples where different logica processes
15 ves there was adduionad bebaoen -« thers wos the i 15 were run on the same server?
7 dociors and dhere was also e EMR thitd.party group i 17 A Moz thar 1 ean recall
18 Ay we discissod cartior ;18 Q. 1 anything else run on the e-maid server?
19 Q. The EMR third-party creop, thet's cittepiog i A Yoi E-malserver also hosts websies
H) commuaication: is that sarrect? | 24 ). Wauld ynu consider thoge tvio differcut
2 A, That is commect | 21 legicat functiars or are they similar legical
23 ). Can you deseribe for me the information 1 21 fanctivng?
23 flow for those outgcing communicatins; |23 A, Two separawe logical fanclions.
24 A, There were two dilforent tncis of thal, 24 ). Daes the e-mail seever curventis 2lso kast
23 M the proctice requesied the embedded report, it 4 25 web? -
W#y hi
b oswoudd go through he MAPPER process. the HL7? niocess | i A Cuneotly thers i o <oramf serier
Y ihen be made available for ther 10 come and pick np 2 . What happened ta the e-mafl server?
% the neporis 1o defiver 1o the locatians. [ 3 A Bwasiekenoff ling
1 ¥ 4 ki requne the embedden nepost, | + Q. Where isif physicalh 7
5 thenf wenld go tiropgh e MAPPFER process and be ! 5 A A
v made avanilniie for thewm 1o pick up. | & G T« that nith the sther servers sou
7 &L Whee yue sy the MAPFER procesy, what da 7 deseritied vardier?
8 ysm mean? & A Tuseaththeniyes
] A The process of looking at the dota and P2 Q. ‘Backtothar paragraph we nere on on Page
Iiz poizainlly reloraisning & or pgliing It im0 a | 1 FTC-LABRMIM60.4398 which is Page 2 6fCX 313, The last
il oo tha they could thon ropd. i 11 scntence says, Daring the sepver setup tur the L7
iz QB thin ks o TonRating precas on the was | 11 surver, the software version was upgraded to MS 2068
13 out, 13 po provide continued seeurity support s Micresofl
i4 A Ves 14 discontinued suppert on the previous MS 2000 voftw e
18 €. Dilferraii froni what we tatked nivaut 1% vervion.
it cavier? | 14 Do you knew when SMicroseft discontinued
T AL Yog Igoes ihrough the sane seover, 17 suppiect on the MS 2000 vcrvion?
I8 Butves. ihwere is loglcal considerntion thoushi P18 A ddenat __
1o provess. Thoee 18 en inflow fo that seiver and aa AR De ye knsw why the seftware nas'y
2 auiflow frem dlat server, moviug ifonnation in botk 20 updated kefore the fime reflected in CX 3132
21 ducctions. 2] MR SHTTRMAN. Objoestion 1 the Sorm o the
22 0. 24 the outhound side, nhore does the X gestivns | Yol can amwer thie quesation. | think
23 infermation come from? | RF  xpnulpesdy bave
24 A The LIS svetem. [ 24 Q. By M Lassacky Did seu revommond
25 3. After that information on the suthound : 25 updating the seftware on the HLT server?
R o . T R Y A = g Z
23 (Pages 8V 10 92)
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specti{ically For the bulling process. i
. Whut does cach workstation do? 2

A, They run the chent that is nccessan to 3
coneest back to the billmg sorver. 4
).  Who can access billiag information throvph | 5
LagMcln teday? | 6
A, Kindeli Alveroz Wanda Robertson. | 7
Shveoll, And Jennafer Parr. K
Q. {aon gayone ele? Py

A Nuotthat | am swarc of. 10
Q. Wi is Weada Rabertaon? il

&, A coniracior. 12
Q. What werk does Wanda Robertson de for iz
LakMD? i
A She has beea buought in recently to take 15
cver bifimg. 16
. From where docs che work? 17

AL The condo, 18
£).  Areamy network scani schednled for the 19
actwori (I hich yon described heceon | 20
CX 7us? 121
A Nat at this time 22

£y Is any indarmation stavet on the retwark 23

2 CX 700 encrypled? | 3¢
A Cmyoubcwcresperficy |8

114
Q. Az there any menssrer that Lak VD Is using @
to sreyre the sefwork af CX 7007 2
AL £Rher than the clocinme and ihe A owned

physical, no 4
A3 When yoir sy the gleciyonic, whatl do you 5
mean? ' B
A The fuswall L7

0, inany patient farpitien stored on the 8
setwork depicted at CX 7007 49
A Yes j o
(& s thut Infarmation stured in encrynted P
formua? { 12
AL NG | 13
Q. b= there uny other information on the i 14
“petwork at CX 708 that is stored n encrypted fornuat” '| 15
AL M 16

. Do you know whae iz resporaibic for network 17
security going forward ut LobMD after your desarture | 13
an Friday? 19
A Tdoam 20
Q. Owpe last quention for right now, From 21
LabNet, are vou able fu determaine how many putients on | 22
which LubMD haw performed one or more tests? it §
A Brpm withm e soflwnre. fo | 24

Q. s there another way you can determine? | 2%

1t

Using a SOL queny. ves
Have you ever dope that?
For spraie iimcframcs. vy
Do you recall which specifie imeframes?
1 do not
Do you know today how man)y patients there
arcon Mmh LabMD has performed one or more tests?
A Tdomot
MS LASSACK Tuis 30 am geing o
2o off the record and use wlteyer remataing frme
[ have after William nses his tome. " Whatever
time Willzan docs not use will thien reven 10 me.

MR, SHERMAN Well gnepstan. 15

imtes  We will be roady 1o yo.

{Recess from 1530 pm 0 2:13pm )

EXAMINATION
RY MR SHERMADN
Q. Fam veady, Let's go on the record,

Mr. Martin, you were asked quite a fw
yuestions this merning and inte this affcrnoon. 1
want to go back over some of what sou were asked and
also ask yois some other questions.

Where 1 want to hegin is with Managed Data
Swlutions. Manased Dath Sl tivns
When was that founded?

OJ’:OP#OP

1
A Earv m 2001
o Mlmwitwu:mmuum
nnﬁdl:m YOur parents: is amm
A Yex
Q. Aniwith three other individuals, is that
torrect?

A That is comect.

Q. Do allof the unners of MDS participate in
providing services to vour clients?

A Ne

Q. Were there silent partaers in MDS?

A, Y

Q.  Andwho were they?

A, Kathy Manis and Nancy Mordon.

Q. Sowho were the individsals who actudly

went sut and providad services to your clivnts?

A Svscll, Budl Lndscey. and on vory rarc
oceasions Neil Marun.

Q. What did your parcats do? Did they work
in the office?

A My mother was a silent panaar and did not
work at aft,

Q. Okay,

A Wby father was m charge of the
admmistrative swde. the bﬁ!mg,. thc accounits
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21
2
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149 |

was chunged then 1 still should have found it Bt
ves, usmg the ether scasch forms f the name had heen
changed . the other programs and things would not have
{ound it.

Q. What if the hush value had been changed?

AN Then [ would not have found it

Q. Huw did you pet the bash valuce to search
forit?

A The file that By — that Tiversa

presented fo LabME} swas made avastable fo me

Q. How was it made svailable to yoo?

A. It was brought o me on a memory stick,

Q. By whom?

A, John Boyle,

Q. Do you know how Mr. Boyle obtained the
file?

A, ldonet

). Earher we spoke, we teiked abeut the
e-mail server.

A Yes

).  Did LabND dorving your tosure have any
policy of purping e-mails front the eemail server afier
8 certain period of time?

Q.
any policy of purging e-mails from the v-mail server
before vou became 1T manager?

A 1donot know

s
Q. Farhow loog were the backap bard drives
maintaineg?

A Offthe top of my head. [ do mot know,

Q. Where were those hard drives stered?

A, Onsic i LabMD

Q. Do e-mudl backop hard drives exist now?
A Yes

{By Ms. Lassack}) Do you know if LabMD had |

R I LT A S

FoimSZo%we

I o
P i A

-

i
-

K

-

[

in

24

131

Q. Where arc they located?

Q.  That's the addeess you spohe of carlier?
Ao Yes

Q

Q. Do yvou kopw how many hard drives of eomail
butkup src there?

A ldornot

Q. Do youy know swhat time period those hard
drives would cover?

A ldonot

Q. Do you have any sense at all of what fime
period typicafly would be on one of the e-mail backop
hard drives?

A, Agam. jtwas 4 scenanio where we would
write maltiple generations on a hard drive untrd 1
ranout of space. [ donol.

{Y. How man} backop e-mail hard drives were
there?

A idonct know,

3. t=santro torn back to CX T which was
vour diagram of the etwork,
A, Yas

0. So there Is fpaks like two workstation

. boxes in that diagram: ix that correct?

A These represent workstauons. There is

174
1 2%}

enh one woerkdeton an the LIS yintual netiork,

- There are mutiple “orkeraions, is not clear b

thatte 12 an S eanovorhatations

Q. Sostarfing with the LIS, the bottem of
the draw ing. there’s valy pae workstation that
copuected: to the LIS

A Comect

Q. Where is that worhstation physicalls
logated?

Q. Now, with respect to the surkstations -
plural - that connect o thie bitting part of the
nefwurk, how many of these workstations vre there?

A Thee arc curventhy throe

Q  Where are thoae novkatations Jocated?
A

Q  Allthrevarein _

A Yes
Q. Earlier when you described that un

! emplovee from the conda woukl connect through LogMeln,

daes that employ ee connect to one of those
workstations that are described in the fop box on CX
7407

A N They cominet o virtuad worhstanns,

Q. Arc those virtoal warkstations depicted on

Complaint Counsel = Yellow  Both = Green
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CX 7007
A No
Q. How do those virtual workstations work in |

gonnection with this network drawing on CX 766?

A Thay are 1w the same cnvironment ag the /
taihng virival mactouc. They are onthe YMware
clusler,

Q. Am | correct in understanding that the
EopMcin conneets to the virual worksiations w hich i
iten conncet t the billing server?

A Yes

Q.  When employecs conncet in that way from
the concdu, is there any sert of two-factor
authentication used?

A Aside from the multiple users names”

£). Yes. Anything like RSA token?

&  No

Q. Whut o the physical workstations depicted
an X 708 that are connected to the bitting part of
the dingram, what are they used for?

A Currently they are my workstauon,

Jennifer Pasr's workstation. and Brandon Bradley’'s and

shey are ased Tor creating docomentation and seting

up the octwork. wsting the network.

154

Q. Are LubMD employees able 10 access the LIS |

l
2
3
+4
)
6
7

R
'J

153

Q. Whathappens to the reperts after they are
faxed?

A Fdenor know

. Draw veur attention back to CX 313, CX
313 ay we discussed described some netw ork-related
work that vou did for Lah™MBD: is that correct?

A Itlsis cortain things that [ assisted

with  This 1s not -- 1 did not do the scope of
eveny thieg, isted. L

o3

I_dﬂ _npt

} server from the workstations that are on the top part & wr by
2 of the diagram that you juxt discosscd? 2 K3 a3 heﬁﬂ"e cmﬂer Mt m mﬁﬂﬁl tast
3 A No. not from those ilwee workstations. we {3 part el xeur robe ax 1T manager was updatiog oporating
4 arc not ©3 systems; o that correet?
5 Q. Am leovreit that the anly access to the 3 A Breurmg Ol they weve uprdated, yes
v LIS server is through fhe bottom workstation shown on 6 Q. Whet did that process invohe?
7 CX 109? P07 A Cheskiog 1o make yure that aliof the
8 A Yes K servers hod sl of the appiicable Window s updates
9 Q. Ithink eardier you testified that the 9 Q. How often did vou do that checking?
i) emplovee who answers the phone and fives from the 10 A Thas checkibg was done mondhi by rrselr
11 ceado phasically comes !ﬂha ohwin repurty | 1] or ensafer Par _
2 irom the Iab system, 12 Q. Were thuse server operatia s sastems
i3 A Yes 13 centrally managed?
4 Q. Boes that anployee connect o the lub 14 A Mo, |
15 server through the workstation described on thé bottam | 15 {J.  Did you keep any decumentation nf the
16 of CX 7007 PG updating proeces?
17 A Yes. Onlhave made those results 17 A Dfthe spdaliog process oo Thmever, on
I¥ avadkible. those repons avioiable throogh tha I8t yesnnaad documentation, hat = one of the ot s
9 workstalion 2 roguestal, that s checkad
W @ Aferihatemployecvhoworksin theesnde | 35 Q. Tam serry. when you suy the scunned
21 physicaity picks op those reports from [ sre | 21 decumentation, are You referrinyg to the quurierly
22 those reponis then taken hack to the condo? | 22 scuns that Traimeor pecformn®
n A Yes 23 A Neo e monihdy seans.
24 & Then they are Faxed o the reguester? 4 Q. Eam serry, What are the monathly wans?
25 A Yes a3 fr:nu sty i had tost; heed .-h.*uz monthly
3‘1(Paws 13310 136)
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porsonncl txpos of issues?

JTHE WITNESS: Wit do _ic.m ican by
pesonnel issaes? _ .
Q. By Ms Lassack) Were you ever reviewed

at Labmn?

R NI R

RPN

Q  Did you ever report to Jeff Martin during

15 your tenure at LabMD*

6 A Yas

17 £} When was thn?

18 AL 2012 10 2004, kamary 2012,

14 1. Did any emplovees report to you during
2t souy tenmre at LahMD?

1 A Croated romplates so thit test rosalts

2 would show up as a docimeut

3 Q. Show up where?

4 Ao the Laborgtory anfimston « dem

& Q.  Did Ms. Elliott bave any othor duties?

o A Tdo’t know,

7 Q. Duyou knuw if unyone clse would know

% besides M. Elliott?
k) THE WITNISS . The IT manzger

12 Q. {Bx Ms. Lawsack) Is that Mr. Martin?
I3 A Shedid not work fur Jefl. She worked tor
14 Bob Hver

13 . Whatwas your salary when yon hegan
15 working at LahMD?

17 RIS Obgecton. robes

I8 THE WITNESS $3.000

8 3. {By Ms. Lassack) And what was your salary

2 as of this past Friday when you stopped working

21 A No 21 fulk-time 2t LabMD?
B €. When you bepan working at LabMD, who else | 22 FAR LA S 1)
23 wovrked in the 1T departmeat? 23 Q. When you begun working at LabMD, where did
24 A Bob Bycr, Brandou Bradicy, Nicole EDivit. 24 you physically work?
25 Q. s there anyonc gisc? - 25 A Atthe 2030 Powens Femny Romd. Atlanty
I A0
1 A ldon't think so. 1R
2 Q. Were there any changes to the LsbMD IT 2 Q Didvouever work at any ather lacation?
2 stafl during vour tenure? I A
+ A Yos & Q. Anyvwhere ehe?
5 Q. What were those changes? 5 A Mo
[ A Nicnfe Efliolt left. ) Q. Did you ever cvess LubMD's network
7 Q. When did Ms. Effiott leave? 7 remotely?
B A T'm oot suie. B A Covoube o geeific?
9 Q. Do you recadl if it was in 2107 u Q. Forinstande, did vou ever work from home
10 A Would have been 2010 or 204 1, [ believe, 11 and connect 00 LabMD's neiwork?
Il Q. Werethere any other changes? Il A Yes
: A s replaced by Jelf Marta 12 Q. How Gid you de that?
0 ey outside 1T contr: 13 Ao Torough LozMeln
19 Q Whatis LogMeIn?

23 Q. What did Nicwle Elliort do ot LabMD?

b A She creaved seponts.
25 0. What types of reporis?

4 Tt Lo

app
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‘on sav at lea

W LY, L TRk b

THE WITNESS: 1 don't understand the

differenty.

.

19 {). Anvthing else?
i Quesion _ 20 A, Frimarily that was i
21 £2.  (By M. Lassack) § bolieve earlier you 2t ). Did 1he email system have suy sort of
22 syid the email system wis nae of the things that 22 automatic purze procedure?
23 required 3 separate Ing-ins s that correct? 23 MS.HARRIS: Ob s vaTie .
2% A Corcet 24 THE WITNESS: Could vou be more specific?
23 Q. Whatwas that email system you were 25 O, By M. Lassack) For instance, were
42 44
1 referring to? 1 omail setamaticaly deleted svery, Jet's cay, 30
2 A The eofhware thal nues # 15 vour 2 ﬂiﬂ%»@ﬂ&gﬁ;.MMiﬂ file that?
} question? 3 A Nethy the admimsizanon rogean. -
4 Q. 'm wondering what you were referring (0 4 €. Were email astaraatically deleted a some
§ when vou suid email systeon, 3 ather sort ed vay?
& A. 1 dow's podorsiand the quostion B A I the weer st ther enul o delete
7 Q. 1juxtwant to makesure, 1 beheve you 7 sutomaticq il
# sauld carlier that the emiail system igvolved aseparate | 8 Q0 Am [ correet in nuderstandipyg that i
¥ Jueein, % wasn't done sysicmwide at LabMb?
b A, Yes ¥ Esfectiion) o el
11 Q. What wore you referring to when vousaid | 0
12 thae? i2
13 A, Our emai program, leeWarp is G 13 :
14 application, 14 Q. By ble Lassack) Did EahMD kstc any
15 €. Soam | correct in understanding that what | 15 systemeide auto delcte procedure?
16 10u nere referrving to with the sepacatelop-inwenld | 10 A Ko
17 be to sceess the TeeWarp progras to view yvourowa | 17 Q. Do you know of any ssers wha set up thair
18 emaih? 12 accounts fo sutomstienth deletc emaily?
o A iteondd be lrcould also be R A No,
20 adeanstration of emal ' X Q. Thellose vow waid sou worked at the
2 Q. Would the ndministration of enil he dane | 21 location o ituring yeur tepure ut LubMD?
22 thesugh the same leeWamp program? 22 W e
23 A, Yesand no 2 Q. What is that locstion?
x4 Q. ‘Whut do 30u mean by that? 2 A Abcheel Deogherts s howe.
25 A Yos,it's iceWarp, but you would log n 25 ). When did vou start working a1 IR
11 tPages 41 10 44)
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‘A Mid-laamm
Q. Why did you start woeking ut [l
A Wu‘mhc compurs closing down, ta's
where the network was woved,
Were you imvphed in moving the actuork to

Q. Do you know how the petwork sas moved §o
y 425 Broadland?
& Fsas oot mvpdved inthar
Q. Baoyou kpow who was?
A, JeftAMartin
Q. Wasanyone else”
A Fmunsure.
Q. DBid you do any weri with {0}
3 settingup the nerwork ﬂﬂ

A Yes

N UG SN N b e ted b e

[
t-'».‘:‘.

12
3
11
13

#

16

1%
19
Y
2

2
25

23

A7
Q. What information wus on the backup email
server?
A Archned email.
Q. Do you koow what vime period was covered
by the archiwd email?

TH!: WITNESS: Not “hv:n i tt.xr!‘.d" no.

Q. {By Ms. Lassack) Did it sturt before your
tennre at LabND?

A Yos.

Q. Do you know who handled vmail backup
hefore you joined LahMD?

A Ne

Q. Did you handle email backup during your
tenure

THE WITNESS. Can you be more specilic?
Q. (By M« Lassock} Did you back up the
emall server ut LabM D during your tesure?
Al Yes.
Q. Hew often did you buek it up?
A Daly.
Q. Dacs the backup cmail secver coatain

Complaint Counsel = Yellow  Both = Grsen
LabMD = Bive

Z5 emails back threuzh your entire tenure st LabMD?
48
b A s
2 Q. Do yvou knew how much data is on the email
3 buckup server?
4 A I'msom?
3 Q. Doseo know how much data is on the email
i backup server?
7 A Na
8 Q. Do you have any baiflpark estimate?
9 S FHIARRIS: Objection ¢alls Tor
ﬂ peculation, nekod and answercd
11 THE WITNESS. 1 would back it upto atwo
12 terabyie drive. and there was space left.
13 Q. By Ms. Lassack) Do you know what
14 percentage of space was left?
I35 A No
16 Q. I'msorry. That's no you don't know how
17 much space was left?
18 A. No.
19 Q. Arr there any otber LabMD scevers stored
20 at 415 Breadian: that arc set operational?
24 A Yes
23 ). Whlch servers?
23 A, The previous ssmyvers
2 Q. {'m sorry, which servens?
25 A Al the servers that w SIe 1 n use
T u
l"’ (Pages 4"'* 10 48)
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previousty
0. What are thoke servers?
A The old manl server. the sorvers that
would handke the demographics transfors. machines that
wiif handic the — samy. P fryiog 1o go through

3 W e W by e

all this m e hond. The results trensivrs from the
other laba. Thet's ali 1 can thick of
8 Q. Of these servers that are operational at
6 ighi oy, do you knoew how they're
it mtwurtmﬂ : L i
1 MS HARRIS: Objéction. sssumies facts not
12 (evideses
13 THE WITNESS: Not specificalls  That was
14 not handled by me
15 Q. (ByMs. Lassack) That was handled by Jeff

16 Martin: is that correct?

17 A  Yes

iR Q. What do you know genecatly abont how those
19 servers are networked?

20 A LabNepis vet agcessible uniess you're

21 siitmg at a PC connected o the server

22 €2, isthat o PO physically locaied o
2 ..
24 A Vs
25 Q. What else flo you know generally ahout -
5
1 A Lxlee s accossible via LegMeln
2 Q. Arethere any other particular locations
3 from which Lyiec is accessible through LogMeln?
+ A, 'm onsure
5 Q. Are there any other Jucations from which

& Lab“b i% curn-uil\ aperat' 57

!
!

7

® GaE :

9 THE WITNESS: (‘omarmc condo

10 Q. By Ms. Lasanck) Hew do vou know they
i1 LabMD is eperoting from the corporaic conde?
17 A, I'veassisied the persen who's doing

13 billing,

i4 Q. Wheie s the corporate condu lacated?

LS A, KHT ol Powess Ferrs Riod,

% Q. Whais the person working in the corporate |
17 condo that you assist?

13 A, !can't think oFhor nume. Last name s

12 Alvarcz,

20 Q. s the first name Keadall?

21 A Yes Thankyou, Ged, she'd kill me.

2 Q. Hon did you assist Ms. Alvares?

2 A, !sotherup. Teonncetod hor prnters

24 Q. Did vou assist her in any other ways?

23 A 1 belped her with hor scaancr

10
i
12
13
14
i3
i6

13

iu

20
21

2

)

23
24
23

TC A D A ode La By e

2

1ty
i35
12

13
4

13
It
iz
18
)
n
2
bl
3
po
J3

Q. Did you do anything clse to assist
Ms, Ahvares?

A. 1don'tthmk so.

Q. Did vou assist My, Aharez from the
corporate conde, or were you located off-site?

A Boh

Q. When did you assist Ms. Alvarez in the
gorporate condo?

A ldom't have speafic ¢ dau.; belwsen
mud-Januars and Fnday

Q. How many times did you go to the corperate
condo?

A Theee. four

Q. Dsvou Linow what the printery at the
carpgrate eando ave beine used for?

THE WITNESS: Pnning repernis, | wauld
fuess.
Q. By Ms_ Lassack) 030 vou linow what type af
reports? '
‘fuhm. repits.
Do you know what the seanner at the
forporate conido is bewng used for?

[}

2 Lvald oudne Uie seme fhingt.

Q.
condo?

A | don'tknow.

Q. Is there any computer hardware located at
the corparate condo?

A Yos

Q. What types of hardware?

A, These are PCs and monitors,

Q. Anything else?

A, Networking cable

Q. Arethere any servers located at the
business condo or the corporawe condo?

A Notin-use servers

Q.  Are there any servers located at the
corporate condo that aren tbeanz used?

MS, HARRIS. Objec
_ﬂmMHmSWa

1s there u fax machine at the corporate

Q. {By Mx. Lassack) What servers are those?
A, Theyv're mostly parts is what thev are.
server parts.
Q. What tvpes ef parts?
A Shelis

Q. You said mostly parts. Are there any
actual complete servers located at the corporate
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33
1 condo?
2 A No,
X Q. Arcihore any server paves that contain
i information that are stercd af the covpurate condu?
5 A Nof then 'moaware of
4 Q. About how many PCs arc lecated at the

7 worporatc condo?

% A Tdoo'l know
) Q. Do you know if #t'y more than five?
it} A Yos
1 Q. Do you know if it's more than ten?
12 A Ldon'tkoow
3 Q. Do you koow if there are any hard copy

1t Lalﬁ!l) documents starcd at ihe carporate enndo?

13 A 1don't know

15 Q. De you know H there are any patient

17 <peeimens fneatod 21 the sorporate inndn®

18 A, Ne

19 Q. Besides yourself and Ms. Aharez, are

20 there any other Lab VD empluyees who bave done woricut

t A Reguire a gote card 1o get mito the
2 complsy, and the deor 15 locked,
3 Q. s there any (ype of security sysfem at
4 the corporate cun
3 A ldon'thnow,
6 Q. Doyouhase a gate card to enter the
7 complex w here the corporate condo is located?
.S A No.
9 ). How did yvou enter the comples when you
Lih went tu the corpurate comdo?
1 A kcndatl let me m.
12
13
B @ -
15 M5, LASSACK: That's fm: Lets go uﬁ'
1% the record at 10 42 and 1ake a break
17 tDeposiion in racoss. 1042 anm
18 {1vlamy
1Y Q. By Ms. Lassack) We are back on the
31 record at 13:04, M Parr, helieve eartier this

21 morning ypa said that vou fexted access to the servers
22 that were working at [ i+ that correct”?

21 ﬂwmmorslr coml».

5 A .

® & 23

R THE WITHISS. Yes. 24

35 Q. (ByMs Lassack) Wha areshose emplovees? | 25

54

I A Jel¥ Martin. Brandon Bendley bl
3 Q. Do you know what work Mr. Martin did at 2
3 the corporate contbo? 3
+ A Notspecificatly. no. 4
3 Doyouknow geoerally? 3

6 A 1betigve he halped move some of the

7 things there.

8 Q. Do you know which things?

9 A No , ‘ ,
10 Q. Do vou know what work Brandon Bradiey did
i1 at the corporate condo?

A
Q.

A

Q.

A

Q.

A
Q.

Carrcet

‘How did you do that?

Wouldlegmtothem.
5o

From where would you Teg into them?

A worksation on the network.

‘Where was the workstatinn lacated?

‘1 he basement of

Did yvou use the same worksiation to 1est

6 aceesvto cach server?

Mot necess*\nh

12 A Hesciup e PCs
13 €. Are ali of the PCs at (e corpurate cotdo

4 sctup?

15 A, No,

16 Q. How many are sct up?

17 A Ome

18 0. Isit justone?

9 A Asfaras] know,

20 Q.. h the cnmnmte condo “ﬂ‘ﬁlﬂ'd inany way?

% l-l.'ws\‘

23 THE Wl'WEb’:. Can you b more specadic? Q Tlmak you. $o to clarify, you said there
24 €. (By Ms. Lassacky Are theve locks on the "4 are o ather -

25 doors? 125 A Thedomain coatrollers arc also on the
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I potwork, 1
2 2. So domain controllers are also - l 2
3 A On the notwork | 3
4 Q. - operational -- £
5 A Yes b
f Q. --and on the network at - 6
r) A Yes 7
4 Q. What do domain controllers do? R
9 A Control ageess o the domam 9
i Q. Why are there two of them? 1

i H
il 12
7 13
P14

18

16

| 17
18 18
I 14
24) A No 20
21, €. Did anyone els¢ test the functionality of | 21
22 Lytec? 2
22 A Yes 23
24 Q. Who? 24
25 A Jeff Martin aod Kendall Ahvarez. i

531

i i
2 z
3 3
4 4
5 €}.  {By Ms. Lassack). Does aoyone else? 5
5 A, ldon't believe so. 6
7 Q. Does Mr. Baugherty have user credentials | 7
8 that would allow him to sccess Lytec? Py
9 A Idon'tbeheve so. ' 9
10 Q. When LabMD was still eperating from the | 10
11 Powers Ferry lucation, did Mr. Daughenty have 1§
12 eredentials that allowed him 1o access Lyvtec? j2
13 A Ldon'i helicve so. K
14 Q. Who has credentials to access the LIS 14
15 going forward? 15
16 MS HARRIS 16
U7 Speculation. 17
ik THE WITNESS: Joff Marin, Kendall i8
1o Ahurez 1 belicve that's ali 19
200 Q. (By Ms. Lassack} Do you know if 20
21 Mr. Dangherty does? e} |
22 A, Tdon't believe 50, 22
23 Q. 1s Kendall Alvarez stifl employed by | 23
21 LabMD. to your knowledge? 24
25 A Ibehewe so M L

o

Q. Whore jn the home 2t [ ¢ the
servers that we discussed located?
THE WITNESS: [n the bascment
0.
Incuted 2

{By Ms, Lassack) What other hardware is
A, Can yoube more spocific”

if any?

Q. For example, are there computers®

A You

Q. How many?

A, Some are virtual machines. so they re not
actual physical machmes.

Q. What do the virtoal machines do?

A.  Somc arc workstations. Most are senvers,

Q. What do the virtual servers do?

A, OmeislabNet Omes Lytoe Provide
functionzhity  One 1s a file server

Q. What do the virtual workstatioas dn?

A I'm gnsyre

€. Who would know?

A Jeff Martin, Brandon Bradley

Q. When you say that Lytec and LabNet are
virtual servers, does that mean they're not physical

servers ocated o [

£

A Itmeans that thes are not pho sical
servers fecated ar Broadland
). When those servers were heing used at the
Powers Ferey location, were fhey also virtual serves?
A Y
' Cany physical servers are located at

A lmouasure. Five maybe

Q. Are any of those physical servers
opcrational?

A Yes.

Q. Which anes?

A Twodemain conpollers and the scrver that
runs the SAN, nhich 1s where the virtual machuses run,
SAN 15 5-AN,

Q. What does S~-A-N stand for?

A Storage arca network

Q. Is the backup cmail server wphysical
server? '

A Mo

Q.  Is the hackup cmail server run fram the
sarne focation as the LabiNet and Lytec seryers?

A Can vou be more specifae?

Q. What tvpe of server is the backup email
server?
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3

i A, Canyow be more speaific? [ wfavmation stored on the network a_
2 ). st avirtual server? 2 encrypied?
3 A Yos 3 A ihcheve so
ES Q. 1siiconnected to any other servers? 4 Q. What information?
3 A Itson the actwork 3 A Pmomsure. Backups for sare
6 Q. What clse is on the network? 6 Q. Yuasaid backups for sure?
7 A Twodoramn controficrs, virtual machines. 7 A Yes
& four workstations. 3 Q. What backups?
9 Q. When you say virtual machines, dues that H A The network buchups
1) include the victual server running LabNet? 6] Q. Where are the netsvork hackups stored?
11 A Yes 11 A I'misusure.
12 €. ¥thought you said earlicr that youbadto | 12 Q. How do you know the network backups are
13 physically connect to LabNet from a workstation? | 13 encrypted?
14 A Yes 14 A. Bezause i've heard Jefl Marin and Brandon
15 Q. Am [ misunderstanding your earlies 13 Bradlex discuss it
I4 testimm_ty‘.’ 16 Q. Besides the network backups, are vou aware
17 ' 17 of anv ather information on the aetwork ai
ﬁ‘ HEHI Lot i 1% that’s encrvpted?
14 ’v!% LA&'\AL k Fair i‘mugh v A No. bul that's covered by Jeit and
2 Q. {By Ms. Lassack) Is the virtual server 2} Brandon
2} operating L.ahNet connected to other servers? 21 Q. Earlier you mentioned domain security on
2 A, It on the netwosk. vas 21 the petwork at What is that?
23 Q. How is the network at _lmmg 23 A What 1s domain securiny?
24 secored? 24 Q. Onthat netw ork. what tlaes- it enlanl"
25 MS HARRIS: Objection.vagaeand |25 | ' L
o (2
1 wnbipuons, and to the extent that vou've ulready @ alres
2 testifed about this, vou can answer x TNIF Wl’I'NF‘SQ The sanic as at the other
3 THE WHNESS: 4 here ane firewadls 3 locauon, 1. password required 1o log into the
4 'k h;n. s durnan seeurnty 4 doman
LY 5 Q. 1By Ms Lassack) Are there any different
ja i 6 levels of aecess to the network At [N
7 A Can you be morz specific?
8 Q. Duoesanyone who has sccess with user [D
~ THEWIT 3 Sy 9 and password to the I sctvork have the
o Q. ﬂh M& Laﬂach) Hme any network scans 10 same level of gccess., or are there different levels?
11 been conducted of the network at MS. HARRIS! Objection, aasimes facts not
2 A, I'munsore Sctualy, ves, Jetf Marin
13 wonld have, i : i
1+ @ How do you know that? HEE THE WITNESS  Yus. access is different
i5 A Beeause s part of makug sure it's 15 Q. By Ms, Lassack) How is it different?
O seeur. 16 A [T people have domain adnunistrator
17 Q. Do youknon that he actually did it? J7 access. Kendall Ahvarcr would haxe acéess only to the
I8 A Na 1% svsicnis that she requires
1 Q. Do youhnon o any fatore phins to conduct iv Q. What are thove systeans?
25 network stans wn the LabMD setwork ot [N = 20 A The bifling shate. the lab share. end
2 MSIW Uhjection, eally for 21 Lytec and LabNet .
B Spsoulalion 22 Q. Does znyone besides IT staff and Kendall
23 THE W l INENS: Moty me, ot thet I'm 23 Alvarcs have gecess (. !J!E network at_
M e of 24 MS HARRIS' Objoction, calls for
235 Q. (Bv Mx Lassack) 1s snv of the 25 speculation)
10 {Fages 61 10 £2)
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I THE WEUINESS: 1 dou't thimd s

2 Q. (By Ms. Lassack) Does M. Davgherty ?
i A, Tdourt thudk sa.

4 Q. Didyousctup--

§ A Actaiv thafane! e Mike Eanghenty
6 does have a domue ogasne,

7 Q. Did vou set up Mr. Daugherty's demain
R liaia?
o A Yes

10 € What does that dhmain loge-in have access
1 ta?

12 A The enesutive shure the adonn shar, the

13 admin exceunve share < I'm soury - the admin
14 asistnt shate, legad share, Thal's s T ean
15 reeall

Ara theve anyv hard fopyv Leb M documents

20 THE WITHESS: Cop vouv ash dut queston
2 agair?
22 @ thy Ms Laseck) Do you ke if there are

23 any hurd copy LstMB dpcumneats s red ot [

R

1 Q. What types of LabMD naterials are in those
2 boxey?

3 A Staplers scanners. office cquipnrent.

+ Q. Anything ¢lsc?

3 A, Notthat ! can think of

6 Q0 Areall LabMD matcriab at —
7 stored in the hasement of that huilding?

® A, Serry. Can vou ash the question again®

9 Q.  Areall of the LabMD materials that are

10 focared 8 are they stared in the

11 bascment there?

12 A Canvor define materals” ‘

13 Q. Arethere amy hard copy L abMD documents
13 that are stored amywhere at _lthe'r than
15 the basement?

16 A Yes

17 € YWhat are these?

18 A There arc some media documents

19 Q. When you say media documents, what do you
20 mean?

21 A Documentation for people who were working

22 o marketing fus book. '

23 Q. Where are those media documents locaed?

a0 A Vi | 24 A Inonc of the rooms m the house,
R L e 28 Q. Isthat reom lovated in the basement?
[ OR
| A, Tve seen boses 1 A Np
b Q.  How many baves? 2 Q.  Areihose LabMD documentsor
3 A Pmomsure 3 Mr Baughcns spemnal documents"
4 Q. Do youknow if it's more than a hundred? 4 ! on, asked
5 A Of documens no. & |
6 Q. Of boxes of documents, do you know if it's [ 't l-}l: W INESS. I'm unsure
7 muore than 567 7 . (By M Latack) Are there any other
3 A No 8 LzbMD documents storad :—wnwim:
9 Q. Do vou know i it's more than 207 9 pther than the baroment?
1] A, 1dont think 5o 1 A Yes
1! Q. Do vou know if it's moee !hm lﬂl" i Q. What types of docunients?
Yun 12 A, Tdont kacw
13 Q. Where are thuse dosumenis stared?
13 A Inthe gamge.
15 Q.  Are they stored in boxes?
in A, Yis
17 Q. Bo yon know how many boxes thore aee?
i8 A, No.
) Q. Do you kuow il it's more than 207
20 w A No
g 21 Q. Isthat no you don't know, or no —
| 32 A, Idon'thmow
23 Q Are there any other boses mnmmmg LabMD | 23 Q. Do you know it it's more than ten?
24 materials stored at _ 24 A No.dos't knon
25 A Yes 25 4. Arethere any patient sm«lne-s stored at -
12 {Pams (n 10 6K)
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14}
il
i2
13
14
15
16
17
1313
o
34y
21
2
23
4

23

ey

A Yes

Q. Whore are they stored?

A. o the boscruent.

. tiew are they stered?

A. b metal filing cabioets specdic to lab
3poCImens. ,

Q. Do thuse filing cabincis bave locky?

A Ne

Q. How is the basemon at _
secured?

FHE W ITT\ESS Be more :pcclﬁc

Q. (By Ms. Lassack) Let's start is there an

outside entraoce bo the basement al

A. 0. .
Q. Tstheve alock on the intevior door to
the basement of G

A don't know

) To your knowledge, is there apy security
system o [N

A, Can you be more specific?

Q. Like an alarm?
A drm 1 know

S

Q. To yesr knowledpe, were there any LabMD
documents that weren't moved from the Powers Feery
tocation to [ o the corporate condo?

1
p A
s
1
5
6 A
70
8§ A
[ Q
A
12

Q. Easlier this morning we taltked ahout Tread
13 Micro. What types of devices was Trend Micro
11 installed on during sour tenure 3t LabMD?

22 cumputers?
3

A
Q.

virtual machine®

Brondon Bradley and JefT Martin,

Yes,
Whar types of documents were those?
I beheve documents that fud beer scunned

% outo our neiwork.

Any other types of documents?
1don'l believe so

13 A All senvers and computers

16 Q. Waus it installed an Japtop computers?

17 A Yec

i ). Did LatMD provide computers to any of Hy
iy cheats?

20 A Yes

b | Q. Was Trend Micrn installed sn thise

o,
Was there any equipment on the LabMD

25 newmork that did aot have Trend Micro installed on it?

) 7
1 A, Can vou be more spocific”
2 Q. Woerethere any compiters on the LabMD
3 network that did net have Tread Micre installed on
4 them?
s MS. HARRIS. Objection)
6 mmutam: . f THE WITNESS: Yos
7 M 7 Q. By Ms. Lassuck) What were those?
®  Speculation 8 A Twoofthe lub - sorny Searching for a
Y _ THE WIT‘I\E‘SS Lan vou be more specafic? 2 word - interfaces would not run Trend Micro
18 Q. (By Ms. Lassack) Do you know if there's 1 Q. Why not?
I1 any service that monitors the footage from those i1 A, Notcompatiblc
12 cameras 12 Q. What were those tno imerfaces?
13 13 A, tbelicve LabCorp and Quest. Thev had
i 14 other antivirus s1 stems on thew, as did the
13 NUTNESS. [den't thunk P gottiog 15 wurhstations outside of the network,
1n the qucmm ahout serviee. o Q.  What antivires was en the interfaces that
17 ). (ByMs, Lassack) Do you know if there's 17 didn't have Trend Micro?
18 any security provider that operates the cameras? I8 A. AVG And all had malware protection also.
12 A Tdon'thnew {9 adduional malware protestion.
20 Q. Do vou know if fovtage from the cameras is | 20 Q. And what antivirus was on the — 1 believe
21 yiewable anywhere within [[INGNEEEE | 21 you said there werc machines in the physicians’
22 Al ko from hearsay only, 122 offiges?
23 Q. Whats that hearsuy? | @3 A AVG.
24 A, It's copsed to a virual machine | 24 Q. Wz‘.’s AVG contrally managed?
25 Q. How did you hear that it was copiedtoa 1 25 A No _Idonf !x.lmc that's pmmbic

Complami Counse! =Yellow  Both = Green
LabMD = Blue
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123 127
1 A Onour mail server. you would sce an 1 A It wasun ongome project
2 snomated progeam of someone attempling to lack mio e Q. Do you know when the project began?
3 the Window's log-in. 3 A No.
+ Q. When did you sce that? 4 Q. Do sou know how many docoments have been
5 A, Probably 2010 fron my start datz 0 2012, 3 sennned?
O maybe gven 2043, Tnwos an agomaied process. 6 A Lets.
7 Q. What Jid you de witcs yeu saw that process? | 7 Q. Do vou know what time period those
8§ A Notreaily a whole inf that you ¢cau do. R documents that were scanned eovered?
9 You can block IP addresses, but te 1P addiesses are 4 A Mo
10 net valid P addressen W Q. Do youknow how much data was on the
11 ou tell {11 network from those scanved documents?
i2 A Ne
13 Q. Do you have any sense of how many pages of
11 documents were scanned?
i5 MS] HARRIS: Objéciion, mked
% THE WITNESS: No
18 Q. By Ms. Lassack) Was it thousands?
v A Yes detimiely
20 Q. Earlier this morning 1 abvo think i
21 yeferred to a file server at the [N
22 location; is that corvect?
3 A Yes
24 Q. What does the file server do?
i A Semesfiles
a3 2%
i Q. What types of files?
g 2 A Anmvkind of shared docoments
iw 3 Q. Saaml correct in nadenstanding then that
. AL 4 the file server is where the network shares that you
5 Q. Furlier thiy torning Ehelivve yoi 5 qatked about earlier are boused?
i mentioned that there were some paper dovuments at the | @ A, Yes,
7 Powers Ferry focation of LabMD that were scanned to 7 Q. Isanythingelse haused on the file
¥ the networks is that correct? 8 server? '
9 A Comvou sk me e queston agam? 9 A It also acts as a pnnd seever.
10 Q. Sare. | belleve you said carlier this L1 Q. Any other functions housed on that server?
i1 morning that there were sotne paper docunsents from the | 11 A No
‘12 Powers Ferry location of LabMD thatwerenat mmed 1 12 Q. ] also want to clarify something, so
13 when LabMD — 13 apologize if I'm being repetitive in any was. Earlier
14 A Yo 14 this morning you also talked about the shares that
15 Q. And1believe you suid that these 153 Mr. Davugherty had access to ~
Ly dovuments bad heen scanncd to ihe network? 16 A Yos
7 A Yo 17 Q. - i/ and | holicve those
N Q. Do you know why those docaments have been 18 were legal, exeeutive, admin?
10 scanned fo the aetwork? 13 A Adnun gssistant
it A, Beeatise 03 nlote seade, 2h Q. What type of access did Mr. Dangherts have
2 Q. Do you know what t3 pe of documents were 21 to those shares?
32 seanned? 22 A, Hewould have bad read. write, changze. vot
23 A Lab resudt rebuted and balling related 23 full Full would be admunisteative,
24 . Do you know if they were scanned as parf 24 Q. Sa.soery, reald write, chanae?
25 of vome sort of scanning project? : L2 A Y oo
. : ¥ s ot = I T s S e TR e ok
32 (Pages 12510 126)
Comgptaint Counsel = Yellow  Both = Grzen cXxo727
RX511
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Invoice

P.0. Box 13833
teuhouloyee. o, Atlanta, GA 30324 Date Invoice §
Uy 12 2005 1284
Bl To @‘ I
Temms
‘Drae on receipt
Date Hovurs/Tte... Bescription Rate Amount
Z?%'#:‘.-E!i“ﬂa‘; Campuia Suppart: 30OM E.::chm.ml hruppm; Lall B0y Rl
103200 Shapmymye on YUGM rouiens 17 B
Muke puyobla to “iTrmin Technologies. Ltd" or call 404-876-1929 churge on
VISA/MC/AMEX Total $8 17
Thark qow for gour busiess W fx.‘;zi thaf gocr sewvion {Payments/Credits 58K 17
has been safistactory and fhat we car sz of Autiurc : Bt
aseisfunce. Balance Due s

FIC-LABKND C18177

CX0627



PUBLIC

EXHIBIT H



Invoice

: | P.0. Box 13833 . v
tekalugien 11y Atanta, 6K 30324 pate Irevoice #
Us W 2w M2
Eill To £ ‘
Terms
Due on recgipt
mte | Howrs/IHa... Deseription Rate, | Amount
4182003 Shippang iprer ifingressburseraent) - 1aMDBUOM Rotermol § rrewull om probles: T M2z
) Toskng ]
DRGE0S 1L ompaiar Nemperr: Lirewals, dying server (e RE.O R
Leli Priscoent and Dhscousd o tane wankng for server esiah. S2RuTe) L2125
S 20 1] 2vsel Lywal 2 Intomet Sccunty Applisnss (Firewalls L
Tasdhing e vive hnmllation §ce. 12000 }T s
2 Conpater Suppor: Pravs Dubiugg Tor Fost erzal snaes when einal date was woudeialiy 85 %) Fudn
sheisicd
Muake payably to “flrcin Technologies. Lid™ or ool 404-876-1928 chorgs on
YISA/MG AMEX ' Total §% 7
Thank you for gour busingss W hope that GOUE SN Payments/Credits LT,
has hoen safwiuctory ancd that we can ke of Auture
asss fance. Balance Due s0.0

FIC-LABMD-HE178

CXo628
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CONFIDENTIAL

LABHD, INC. 58-2242593
FORM 11208 COMPENSATION OF OFFICERS STATEMENT 1
SOCIAL TINE
SECURITY DEVO_’.I'ED TO PCT OF AMOUNT OF
NAME OF OFFICER NUMBER BUSINESS  STOCK COMPENSATION
TOTAL COMPENSATION OF OFFICIRS 107,692.
LESS: COMPENSATION CLAIMED ELSEWHERE
EMPLOYMZNT CREDIT BEDUCTION
TOTAL 0 FORM 11208, PAGE 1, LINE 7 167,692,

FORM 11208

TAXFS AND LICENSES STATEMENT 2
DESCRIPTION AMOUNT
TAXES & LICKENSES 7,757,
PAYROLYL, TAXFS 160,615,
TOUAL PO FORM 11208, PAGE 1, LINE 12 168,372,

ForM 11208 OTHER DEDUCTIONS
DESCRIPTION AMOUNT
FLOWERS & GIFrS 549.
MISCELLANEOUS EXPENSE 341,
LEGAL & ACCOUNTING 21,634,
AUTOMOBILE EXPENSE 1,344.
INSURMNCE 95,025,
BANK CHARGES 1,722,
COMPUTER SUPPORT & SERVICE 5,953,
EDUCATION & TRAINING 4,681,
ELECIRONIC FRES 15,363
OFFICE EXPENSE: 7,73L.
AR FEES 626,496,
TELEPHONE 47,927,
MARKETING EXPENSE 28,457,
PAYROLL FEES 4,312,
PEMPORBRY SPAFFING 4,278,
BALES EXPENSE 126,680.
TRAVEL 62,652.
DUES & SUBSCRLPIIUNS 1,343,
CONTRACT LABOR 54,126,
5,390.

RECRUITING EXFENSE

STATEMENT(S) 1, 2, 3

FTC-LABMD-004413

CX0838 page 9



CONFIDENTIAL

L7L107
Sehevale K4 o L ) ek L Ameocstk OME #. 15450130
Fam TI2s) 2 ﬂg? el Sharghridere Share of Cutrsm Yea? ingams, i
Depe oent of {he Tisasuiy e Daductives, Dradhy dnd Dlieq Huir's
Indarnal Hovenue Serdes.  pey carandurynar 2607, oriee 1.Criinery busksas income (foss) | 13 Cedds
yaa hoginring ] 2,919,387,
wxling i :aaltm%ai réa'estats Income {losst
Sharaholder's Share of Income, Dadustions, 300 vl o Gy
Crodite, otc. ¥ Seosupimi stuciions. i :
“Hartls  Information About the Comporation mrzmmm 33,937,
A Camerallon's SpioyT antiioaticn munter 98 Onfwtiny ity
58-2242593 ) i P .
¥ Corportion’s nume, wideasy, oy, sipts, ang Zi6 oode &b Qualfied dedends 14 Fonegr lnnaciens
t o4 | )
LABMD, INC. § Royaties i
1117 PERIMETER CENTER WEST, BUITE W-30 F‘ i
. BTLANTA, GA 30338 Tﬂ’i"i'*hw'b“ﬁﬂdia'w*"ilmi f
£ 188 Sepdec i :uxpmﬁbdlem ?aﬁsw;sm::p?‘.;!am {toss)
OGDEN, UT | _
P— neion Aliott the Sharsiold uwimm-tzmsmlm}
i ﬁ"ilw muitier Bﬂ\}m‘ phired 5o 1230 goin
E Crarshicitors same, ssdiss, G, Saund 2 tods & tt sachion 1241 gain foss)
40 Cher i cone (1263) 18 Azernativ e Lax (AMT) Res
A 5,931.
Crmewer el A g s e i i g €67 .
¥ Shamholder's prycentspe of siack
enersh forteeypsr . 100.000000y
(11 Sartin 179 dati cBon 14 fiome athacting shamheidar Ease
i 125,000, ©*1 16,679, |
2 Other deductivas
A 400. D | 2,913, 018.
= i
& i
% 117 Othwrintormation.
= A 33,937,
. ¥
!
1
H et
i
L. - +Sen atschad sammontloratnt i mwmption |
Tt T IMA Fur Papiewark Redustion Act Kafise, see katutlizs foy Forea 11208, Sshatwlo K- (Form 112051 2607

EHAREHOLDER NUMBER 1

FTC-LABMD-N04418

CX0838 page 14



LABMD, INC.

CONHBE

NTIAL

58-2242593

FORM 11288

COMPENSATION OF OFFICERS

STATEMENT 1

NAME OF OFFTICER

SOLIAL

TIME

I I 100

TOTAL COMPENSATION DF OFFICERS

T.E88i

COHPENSATICON CLAYIMED FLSEWHERE

EMPLOYRENT CREDIT REDUCTION

TOTAL TO FORM 11208, PACE

P~ ]

SECURITY. DEVOTED TO PCT OF AMOUNT OF
HUNBER BUSINESS  BYOUK COMPENSATION
100.00% 96,559,

56,559,

ILINE ¥ 96,559,

)

FORM 11288

TAXES AND LICENSES

STATEMENT 2

NESCRTPTION

o

NET WORTH TAXES
PAYROLL TAXES
TAXKES & LICENSES

TOTAL T0 FORM 11203, PAGE 1, LINE 12

128,023,

BTATEMENT 3

RECRUITING EXPENSE

FORM 11208 UTHER DEDUCTIONS
DESCRIPTION AMOUNT
AUTOMOBILE EXPENSE 3,394
BANK CHARGES 2,778.
COMPUTER SUPPORT & SERVICE 19,187.
CONTRACT? LABOR 122,933,
CONVENTION EXPENSE 1,950,
DUES & SUBSCRIPTIONS 5,804.
EDUCATION & TRAINING 5,520,
ELECTRONIC FEES 5,666.
EMPLOYEE RELOCATICN EXPENSE 1,000,
INSURANCE 96,329,
LAR FEES 756,577.
LEGAL & ACCOUNTING 128,929,
HISCLLLANEOUS EXPENSE 1,528,
HMOVING EXPENSE 12,524,
OFFICE EXPENSE 51,457.
PAYROLL FFES 3,442,
PROFESSICNAL SERVICES 3,602,
10,227,

STATEMENT(S) 1, 2, 3

FTC-LABMD-004428

CX0838 page 24



L?7138%
Scredula K4 dolboies  Tlamedeigt __OMIN. 151308
{Farm 155 Zﬂﬂg Part il Shaehotdsr's Shasa of Cutrant Yaor asame,
Dpatmard of e Trersury e Duseticey, Srodlte and Othertame ]
Intemal Bovenus SAVO0 o copnor ok 2209, o8 ik 1 | Ortinary butansss ingame {loss) | 18 ] Diuits
Wm‘ihﬁ ?8?4{)22'
niing 2 | Wl raukal real ostele Inc {luss;
Sharehvider’s Share of Incoma, Deduotions, 3§ Otmar sl reri2i ncone (loss)
Credits, 8to.  # Soa soparats rituctions, i
{Parf:  Imormation About the Comoration b soa.
A Coipontion's tmpayerieninicalion numt ot 5a | Ordanary Gividends
58-2242593 - & : B ]
+ B Guepgration’s s, sadiess, iy Siale 303 2P ooda B | Quakhed dvidends M4 | Foelpn transactions
LABMD, INC. _ b | ke i) o i
2030 POWERS FERRY RD, BIDC 500, STE § e
ATLANTA, CA 30339 7| el shor-tean Sa.hai gt {sst |
[ W;-Mrww‘mﬁmﬁ.mﬁh}rﬁm &z | Mat fenganr tendal cain (inas)
CINCINNATI, Of D B s S
KA Information About the Shareholder S [incrsn K e el
ik ilars Lankding GmbAr o | neacaptiumé sac 1250 gan
£ Shamskoidar's name, a0ares, Ay, $10ip A 21 cade T | sockon 1281 gan fans)
[ 161 Ofes mooma “0s3) 15 | Alernztve i fax (ALAT] Reros
3 - [ CE; 354‘32
P Shersheliers porsbtigs of stock , i T
omnsrprortycyeat . ... ___ 10U,U0D00Dy i J
1 | Saction 178 daduction 18 | Ramg arecting sharehoder bass
o 53,522, C% 20,762,
12 | Othar avdactions ]
A | 1,255. 179,369, ]
g — e R
[ 17 { Other inferration
& ‘Es. 4,502,
i
i
)  #5e4 a0e e, iatorant ot a9 onot st rmation.

11
12308

ZRA Fu Papework Reduction Act Notlse, Se8 [invatons for Form 11265,

Scheduia K-1 {Form 11208} 2639
SHAREHOLDER NUMBER 1

FTC-LABMD-004433

CX0838 page 29



GEORGIA
FORM 8008
SCHEDULE K1

EQUIVALENT | Seglsnlsg

Shareholder’s information
For Colenddar Year 2008, or Fiscal Year
. Ang Frding

2009

Sharshoder's Name, ddtrass, 200 ZIF Goe

S s

Corportion's Nams, Address, 74 ZIP Code

TABMD, INC.
2030 POWERS FERRY RD,
ATLANTA, GA 30339

Sharetouder's Soviel Saoury or
Fmbevor iden'sehinn Siinbsy

ConroréBoTs e 70 MunbE"
58-2242593

528 Sharei vise:'s Prceniage of

BL.OG 500, 8TE
§ nersiip 100, 000000 %

gl veoaalinpoen
Tuiat b oens for Gaora Wmm

O 1385 AN o bl a by i e 6 s Y T S 4 i, 6 e B R

791,554,
ITEELR

smeaw o0 kipat 500d dtarast FOREr iBan BIORBY L. e mosn i e s
Fetincoms or nef profis xes Inposed Uy axing jumdedions other than Gmm: i
Exbensel Mtrputnk miszmempd vome L
Deatibuluim fom eaings ardprofds . . L L.

{ehar additions.
LEPRRE" TAT

ey ABJUB‘I"“ e 0 e e

7,726,

SUBTRAGTIONS

loderest on chFgateny of tho Drdea Statas _ . .. ...

Omersudrackons | ... ..

DE o alzisd

mmmmmmmmmmﬂ .
Appodionment lactar v
el Dasi1939 mmappoﬁlmdtoﬁnurw
Tt oo avocatedt to Govsgla ..

fols: Geoghaircoms ...

Bopl tax withhad u e bt

EaLath
LA 2400

FTC-LABMD-004441

CX08B38 page 37



a

CONFIDLN AL

LABMD, INC. 58~2242593
FORM 112Cs COMPENSATION OF CQFFICERE STATEMENT 1
SOCIAL PIME
SECURITY DEVOTED TG PCT OF AMOUNT OF
HAME OF OFFICER WUMAFRR BUSTNESH BTHIR COMPENSATION
e N o oo 10s
TOTAL COMPENSATION OF OFFICERS 100,252,
LEBS: COMPENSATION CLAIMED ELSEWHERE
EMPLOYMENT CREDIT REDUCTION
TOTAL TO FORM 11208, PAGE 1, LINE 7 100,252,

FORM 11208 TAXES AND LICENSES STATEMENT 2
DESCRIPTION AMOUNT

TAXES & LICENSES 11,068,
PAYROLL TAXES 116,672,
TOTAL TO FORM 11208, PAGE I, LINE 12 127,740,

o B e ¥

FORM 11208 OTHER DEDUCTIONS STATEMENT 3
DESCRIPTION AMOUNT

FLOWERS & GIFTS 43,
MISCELLANEOUS EXPENSE 695,
LECAL & ACCOUNTINC 30, 464.
AUTOMOBILE EXPENSE 356.
INSURANCE 102,878.
BANK CHARGES I, 185,
COMPUTER SUPPORY & SERVICE 11,093,
EDUCATION & TRAINING 12,450.
ELECTRONIC FEES g,564.
OFFICE EXPENSE 47,842,
LAB FEES 547,839,
TELEPHONE 4%, 743,
SUPPLIES 9,782
MAREETING EXPENSE 16,153,
PAYROLL FEES 5,143.
TEMPORARY STAFFING 481.
SALES EXPENSE 62,909.
TRAVFL 52,190.
DURS & SUBSCRIPTIONS 3,702.
CONTRACT LABOR 22,017,

STATEMENT(S) 1, 2, 3

FTGC-LABMD-004448

CX0838 page 45



MR TR
CONFIDENTIM.
L7108
Sudinduss Kt ! Lottt Lo} evendes iy 043 o, 1545- 7150
{Form 13208} _ 2 ﬁﬂ O Parr gl Sharanu:ders Shive of Current Yoar inoms,
Bupustivant vHEe T sabary 5 Daductive, Erodlts, snd Other bems
stormal Revinue Se068 £ comeage ryuar 200%, 2riax 1 | ordary pusimssincorme possy | 15 | Gredds
o begraing 738,094,
vy ¥ | Netsentsd ey gsiats oo iosa}
Sharchalder's Shave of Incore, Deductions, 3 | e it ranatincorne (ovs)
Crotie, ofn, B 5wy Indisdins. i .
¥l trformation Absut the Gomarstion | (R 377,
A Lorreation's employer vientboation numier Ba | Oudsaaiy d viderds
582242593 . : .
B Gorporafion's natria, address, city, stila and 27 cotle &Y § Qualified divicends 18 | Foreign Laneaclions
LABMD, INC. TE {Aoyatis o
1117 PERIMETER CENTER WEST, SUITE #-30 i
ATILANTR, A 30338 7 | et sivpribenm cipied gain a5}
© 108 Centar enervoarporan ed miym B | Retbangrterm cagity; gain fluss) :
| CUNCINNATY, ON _ e
;m“f§ tnformation About the 5t ol &} Qeiectivdes {28%) g (85%)
B _Shatad i Rt 8t | dnsnsnives oo 1260 g
[ Sranihoider’s name, stcerss, ohy, shta el 796 pavie § i et seciion. 1237 gain (loss) §
P T S——— T8 | Alommal oo i tan (0T o
«2,970,»
P
F Shimgholde's paraiags of stonk . : :
wawislplortesae 100.000000% § T s %
{ o : ]
T93 { Buction 172 detiction 16 | Réims ataGhing shasehokter bagss
: 4,81q, ¥ 11, 980.
|42 § Gtfergaducions :
Al 2,065. D 776,331.
%
>
% 17 | orer oo,
= B 9,371,
i
i ;“—j“ - i 2
I t f !
L o _ #So8 & avnsd 3t arngnt for sdsdionyt intermation,
Yiite WA ForPaperwss Rédurthus Act Bolice, sue lasbuctions by Fors 1288, Seandule B4 [Farm 11208) 2008

SHAREHOLDER NUMBER 1

ETC-LABMD-004454
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cEOHGIA Shargholder’s information
sggg&é-eu_ﬂi For Catendar Yeor 2008, or Fiscal Yeur 2008
PULE -1 § oot 02 Eading
SouRmLENT TR )

Seereholdar's Nz mie. Address, 208 FIP Dodd. . ' S{maralder’s sw s:m;e o

Lomporstions Nams, Actiaes, AR L1F Gooe & vgmﬁn ¥§ iggniitying Mibar
BB-2242593

LABMEB, INO.
11317 PERIMETER CENTER WEST, SUITE W-304 Sramaices’s FamEntags of

ATTANTA, GA 303238 i SocxOwnsship 100 . 200000

Totat Fadteral nea RN e Sl o O SR it s i S S 745,471,
ToH 008 807 GGG DU o s .. 760,32%.

ADDITIONS ' i =
e —————— ' i ;

Biet incoms o7 nel peohls s Loposad by 1gmmm mrmmu .
Expanzas 2'hributabbe 0 boe ekl I000ME |, | oo e

Hivinibutions fram caroings 800 iR e S Sy el b : "
Diher qiriions | S AR A S S i e e R
DEPRECTATION m.mx;mmm 15, G50,

wwmﬂ&" ﬂwﬁummt‘ﬁi B B T R SO ‘-...; sy
DURBESRBRANIT i oo s AT B S B 5

ﬁushmwmww!ﬁmm ki T S
Appaoorint BUer . s

mmmw«mmw : : _—_— " :
HO eama AR D BRI s i e s T T T e Y i
Bromph I MBI o i e o T T P e e

o
at
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LABMD, INC.

CONFIDENTIAL

58 22432593

FORM 11208

COMPENSATION OF OFFICERS

STATEMENT 1

NAME OF QFFICER

TOTAL COMPENSATION OF OFFICERS
LESS: COMPENSATION CLAIMED ELSEWHERE
EMPLOVMENT CREDIT REDUCTION

SOCTAL TINE
SECURITY  DEVOTED TO PCT OF AMOUNT OF
NUMBER BUSINESS  STOCK COMPENSATION
ﬁ' 100 100.00% 100,000,
100,600,
100, 000.

TOTAL TO FORM 11208, PAGE 1, LINE 7

e

FORM 11208 TAXES AND LICENSES STATEMENT 2
DESCRIPPION AMOUNT

MET WORTH TAXES 762,
PAYRQLL TAXES 122,707,
PAXES & LICBNSRS 16,622,
TOTAL TO PORM 11208, PAGE 1, LIRR 12 134,081,
FORM 11208 OTHER DEDUCTIONS STATEMENT 3
DESCRIPTION AMOUNT

AUTCMOBILE EXPENSE 1,935.
BANK CHARGES 3,717,
COMPUTER SUPPORT & SERVICHE i8,231.
CONSULTING FEES 495,000,
CONTRACT LABOR 91.8395.
DUES & SUBSCRIPTIORS 8,009.
EDUCATION & TRAINTING 6,129.
ELECTRONIC FEES 23, 865.
INSURANCE 103,498,
LAR PEES 1,097,445,
LEGAL & ACCOUNTING 156,397,
MBEALS AND BNTERTAINMENT 18,389.
MISCELLANEOUS EXPERCE 3,356.
MOVING EXPENSE 1,208,
OFFICE RXPENGE 75,037,
PAYROLL FEES 3,495,
PROFESSIONAL SERVICES 10,017,
SALES EXPENSE 3,749,
SHIPPING 17,524.

STATEMENT(S) 1, 2, 3

FTC-LABRMD-0(4469

CX0838 page 65



cd

NFIDENT

L7110
Sonodate -1 L Jrnalks L1 aowdsi 1 _ 0B N Tty
{Ferm 11208) 2018 Part 10 Baarehoigers Shure 0) Cuirent Year iscome,
Tirexn ko uf fhe Trzanany  DBadgsflans Cradite and (iher flems
bl Bovmnie B9VER g calen dar yenr 9040, o1 tax 4 [ Crcifary busnses ncosi « (0s3) | 13 [ a0k
ez beginaing | . 407,141,
endig 2 1ol unta) real eguie e (083)
Shareholder’s Share of iIncome, Deductions, 3 {liverre 271 moome osed
Crodifs, gfc, P S sepmale inlrcione 7
> I 1]
Parti  Information About the Corporation o 6,523,
A G noren's siploys? dERALEDA REmbSF Bs } Criflnary dnidends
54-2242553 _ _ e
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PONEITIENTI
;-bN?'Ut;._ 5.:!1-].- 56 2242593

LABMD, INC.
PORM 11308 COMPFNSATION OF OFFICERS STATEMENT 1
SDCIAL TIME
_ SECURITY  DEVOTED TO PCT OF AMOUNT OF
NAME OF OFFICER NUMBER BUSINESS  STOCK COMPENSATION
R IETTRETINT 100, 000,
POTAL COMPENSATION OF QFFICERS 100,000,

LESS: COMPENSATION CLAIMED PLSEWHERE

FMPLOYMENT CREDIT REDUCTION

POTAL TO FORM 11208, PAGE 1, LINE 7 100,060,
FORM 11208 TAXES AND LICENSES 7 grarEMENT 2
DESCRIPTION AMOUNT

MET WORTH TAXES 762.
PAYROLL TAXES 122,707,
TAXES & LICENSES 10,622,
POTRAL, PO OFORM 11208, PAGE 1, LINE 12 134,081,
FORM 11208 OTHER DEDUCTIONS STATEMENT 3
DESCRIPPION AMOUNTD

AUTOMORTLE EXPENGE 1,935,
BANK CHARGED 3,717,
COMPUTER SUPPORT & SERVICE 18,231,
CONSULTING FEES 495,000.
CONTRACT LABOR 91,895.
DUES & SUBSCRIPTIONS 8,009.
EDUCATION & TRAINING 6,129,
ELECTRONLC PEES 23,965,
INSURANCE 103,498,
LAR FRRS 1,097, 445.
LEGAL & ACCOUNTING 156,397.
MEALS AND ENTERTATNMENT 18,389,
M1SCELLANEGUS EXPENIE 3, 28¢,
MOVING EXPENSE 1,208.
OFFICE EXPENSE 75,037.
PAYROLL FEBS 3,495.
PROFESSTONAL SERVICES 10,017,
SALES EXPENSE 3.749.
SHIPPING 17 524.

STATRMERTI(S} 1, 2, 3
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LABMD, INC. {F/X/h SOUIIERN DIAGNOSTICS 58-2242583
FORM 11208 COMPENSATION OF OFFICERS . STATEMENT 1
SOCIAL TIME
SECURITY  DEVOTED TO PCT OF AHOUNT OF
NAMD OF OPFICER NUMBHR BUSTNESS  STOUK COMPENSATION
TOTAL COMPENSATION OF OFFICERS 355,000,

LESS: COMPENSATION CLAIMED ELSEWHERE
EMPLOYHENT CREDIT REDUCTION

TOTAL TO FORM 11208, PAGE 1, LINE 7 ' 355, 000.
S e e sy o
FORM 11208 TAXES AND LICENSES STATEMENT 2
DESCRIPTION AMOUNT
TAXES & LICENSES ~ g,354.
PAYROLL TAXES 151,311,
NET WORTH TAXES 500,
TOTAL TO FORM 11208, PAGE 1, LINE 12 160,165,
FORM 11208 OTHEN DEDUCTIONS STATEMENT 3
DESCRTPTION AMOUNT
FLOWERS & GIFTS 2,373,
MTSCELLANEOUS FXPRNGF 15,119,
LEGAL & ACCOUNTING 19,681.
AUTOMOBILE EXPENSE 22,183,
INBURANCE 93,473,
BANK CHARGES _ 1,699.
COMPUTER SUPPORT & SERVICE 103,209.
EDUCATION & tRAINING 11,066,
ELECTRONIC FERS 5,708.
OFFICE EXPENSE 85,971.
LAB FEES 928,566 .
TELEPHONE 41,274,
BUPPLIES 670.
MARKETING EXPENSE 6,255,
PAYROLL WEES 3,788.
TEMPORARY STAFFING 43,759,
SALES LXPENDE 110.98%9.
TRAVEL 102,652,
95,

UTILITIES

STATEMENT(8) 1, 2, 3

FTC-LABMD-004507
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Notice of Electronic Service

I hereby certify that on July 07, 2015, I filed an electronic copy of the foregoing LabMD’s Unopposed Motion
to Accord Portions of Exhibits Containing Michael Daugherty’s Home Address, as well as Sensitive Personal
Information, In Camera Treatment, with:

D. Michael Chappell

Chief Administrative Law Judge
600 Pennsylvania Ave., NW
Suite 110

Washington, DC, 20580

Donald Clark

600 Pennsylvania Ave., NW
Suite 172

Washington, DC, 20580

I hereby certify that on July 07, 2015, I served via E-Service an electronic copy of the foregoing LabMD’s
Unopposed Motion to Accord Portions of Exhibits Containing Michael Daugherty’s Home Address, as well as
Sensitive Personal Information, In Camera Treatment, upon:

John Krebs

Attorney

Federal Trade Commission
jkrebs@fte.gov

Complaint

Hallee Morgan

Cause of Action
cmcecoyhunter@ftc.gov
Respondent

Jarad Brown

Attorney

Federal Trade Commission
jbrown4@ftc.gov
Complaint

Kent Huntington
Counsel

Cause of Action
cmecoyhunter@fic.gov
Respondent

Sunni Harris

Esq.

Dinsmore & Shohl LLP
sunni.harris@dinsmore.com
Respondent

Daniel Epstein

Cause of Action
daniel.epstein@causeofaction.org
Respondent

Patrick Massari

Counsel

Cause of Action
patrick.massari@causeofaction.org



Respondent

Prashant Khetan

Senior Counsel

Cause of Action
prashant.khetan@causeofaction.org
Respondent

Alain Sheer

Federal Trade Commission
asheer@ftc.gov

Complaint

Laura Riposo VanDruff
Federal Trade Commission
Ivandruff@ftc.gov
Complaint

Megan Cox

Federal Trade Commission
mcox1@fte.gov
Complaint

Ryan Mehm

Federal Trade Commission
rmehm@ftc.gov
Complaint

Erica Marshall

Counsel

Cause of Action
erica.marshall@causeofaction.org
Respondent

Patrick Massari

Attorney



