
UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 
OFFICE OF ADMINISTRATIVE LAW JUDGES 

____________________________________
     ) 

In the Matter of    )     PUBLIC
     ) 

LabMD, Inc.,     )     Docket No. 9357 
a corporation,    ) 
 Respondent.   ) 

      ) 
___________________________________ ) 

COMPLAINT COUNSEL’S OPPOSITION TO  
RESPONDENT’S MOTION FOR SANCTIONS 

Respondent’s Motion, which exceeds the applicable word limit and regarding which 

counsel never met-and-conferred with Complaint Counsel, seeks relief that the Commission’s 

Rules do not authorize.  If there were a legal basis for Respondent’s relief, its baseless claims 

regarding Complaint Counsel’s evidence ignores its own admissions regarding practices that 

cause or are likely to cause substantial injury to consumers, including its admission that a 1,718-

page LabMD document containing Social Security numbers, health information, and other 

sensitive personal information for more than 9,300 consumers (“1718 File”) was available for 

sharing through LimeWire installed on a LabMD computer.   

BACKGROUND

On August 28, 2013, the Commission issued its Complaint alleging that Respondent 

LabMD, Inc.’s unreasonable data security practices violated Section 5 of the Federal Trade 

Commission Act.  The Complaint followed a thorough investigation of LabMD’s data security 

practices, which Respondent stalled for nearly a year by refusing to comply with compulsory 

process.  The Complaint alleges, inter alia, that LabMD’s systemic failure to provide reasonable 

and appropriate security for sensitive personal information on its computer networks constituted 
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an unfair practice under Section 5 of the Federal Trade Commission Act (“Section 5”). E.g.,

Compl. ¶¶ 10-12, 22. 

The pre-Complaint investigation, the adequacy of which is not at issue in this litigation,1

included reviewing several thousand pages of documents produced by LabMD, conducting 

Investigational Hearings of LabMD’s designee, its president, and several of its former 

information technology (“IT”) employees, and evaluating documents provided by third parties, 

including documents produced by the Privacy Institute pursuant to the Commission’s Civil 

Investigative Demand.   

In accordance with its Rule 3.31(b) obligations, Complaint Counsel disclosed these 

materials in its September 24, 2013 Initial Disclosures. Ex. A (confidential in part).  Complaint 

Counsel’s Initial Disclosures included a copy of the 1718 File.  CX0697.  Contrary to 

Respondent’s suggestion that information regarding the Privacy Institute was withheld until 

November 2013, see Mot. at 7, Complaint Counsel’s Initial Disclosures noted specifically that 

the 1718 File and related documents had been “provided to the Commission by the Privacy 

Institute pursuant to compulsory process.” Ex. A at 3.

Fact discovery in this proceeding further demonstrated Respondent’s unlawful data 

security practices by documenting “acts of omission” and “acts of commission” in the 

company’s failures to protect consumers’ personal information.  Order Den. Mot. to Dismiss 

(Jan. 16, 2014) at 18 (“MtD Order”); see, e.g., JX0001, Fact 6 (admitting that LabMD did not 

memorialize security policies in writing until 2010); id., Fact 8 (admitting that LabMD did not 

1 See In re Exxon Corp., No. 8934, 1974 FTC LEXIS 226, at *2-3 (June 4, 1974) (“Once 
the Commission has . . . issued a complaint, the issue to be litigated is not the adequacy of the 
Commission’s pre-complaint information or the diligence of its study of the material in question 
but whether the alleged violation has in fact occurred.”). 



PUBLIC 

3

conduct penetration tests until 2010); id., Fact 5 (admitting that LabMD maintained personal 

information about approximately 100,000 consumers for whom it never performed laboratory 

tests); CX0754 (admitting that LabMD cannot specify limits it placed on employees’ access to 

personal information); CX0734 at 60-63 (LabMD provided no formal employee training 

regarding IT); CX0167 (identifying weak passwords); CX0067 at 22-23, 65 (identifying a 

critical vulnerability from failing to update an operating system).  Respondent also admitted that 

LimeWire was installed on a LabMD computer, and hundreds of files on the computer, including 

the 1718 File, were available for sharing on a peer-to-peer (“P2P”) network.  JX0001, Facts 

10-11.

In addition to Respondent’s admissions, fact discovery also revealed that an information 

security firm, Tiversa, found the 1718 File at multiple Internet Protocol (“IP”) addresses.  

CX0703 at 111; RX541 at 76. Cf. RX541 at 67 (no knowledge of Tiversa having downloaded 

the 1718 File from a workstation at LabMD).  Following Respondent’s counsel’s in camera

proffer of testimony Respondent anticipates former Tiversa employee Richard Wallace may 

provide if granted immunity, Complaint Counsel sought leave of Court to take additional 

discovery to refute his anticipated testimony and to demonstrate Mr. Wallace’s bias.2  In 

addition, Complaint Counsel obtained public records that corroborate Tiversa CEO Robert 

2 Contrary to Respondent’s assertion, the Court did not determine that “there was no 
‘good cause to reopen discovery, at this late stage of the proceedings.’”  Mot. at 2.  Rather, the 
Court observed that “on the present record, it cannot properly be determined what might 
constitute permissible rebuttal or impeachment evidence, much less whether there is good cause 
to reopen discovery, at this late stage of the proceedings, to obtain such evidence.”  Order Den. 
Compl. Counsel’s Mot. for Leave (July 23, 2014) at 2 (emphasis added). 
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Boback’s June 7, 2014 testimony regarding Mr. Wallace.3

Discharging any possible obligation to supplement its 

Initial Disclosures under Rule 3.31(e), Complaint Counsel supplied copies of the public records 

to Respondent on July 28, 2014. 

Two weeks later, ignoring its obligations under Rule 3.22 and the Additional Provisions 

of this Court’s Scheduling Order to meet-and-confer and limit its filing to 2,500 words, 

Respondent filed its Motion for Sanctions in response to Complaint Counsel’s Motion for Leave 

to Issue Subpoenas for Rebuttal Evidence.

ARGUMENT 

Respondent’s Motion, which was filed improperly, fails for three reasons.  First, the 

Commission’s Rules of Practice do not authorize Respondent’s sought relief.  Second, 

Respondent’s Motion obscures its admission that the 1718 File was available for sharing on a 

P2P network from a LabMD computer, a fact that itself establishes likely substantial consumer 

injury.  Third, Respondent’s Motion ignores admitted evidence amply demonstrating that 

LabMD engaged in unreasonable data security practices.  

3 Respondent’s repeated assertion that Mr. Wallace appears on Complaint Counsel’s 
witness list, Mot. at 2, 5, is patently false.  See Compl. Counsel’s Prelim. Witness List (Dec. 19, 
2013) (Ex. B); Compl. Counsel’s Suppl. Prelim. Witness List (Feb. 27, 2014) (Ex. C); Compl. 
Counsel’s Final Proposed Witness List (Mar. 26, 2014) (Ex. D).
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I. RESPONDENT SEEKS IMPERMISSIBLE RELIEF 

A. Commission Rules Do Not Authorize Requested Sanctions 

Respondent’s Motion seeks extraordinary relief that the Commission’s Rules of Practice 

do not authorize.  As this Court observed in 2010 in ruling on a similar motion, “the 

Commission’s Rules of Practice do not contain a rule analogous to Rule 11 of the Federal Rules 

of Civil Procedure.” In re Gemtronics, Inc., No. 9330, 2010 FTC LEXIS 40, at *8 (Apr. 27, 

2010) (Order Denying Motion for Sanctions).  Indeed, Respondent points to no Rule authorizing 

the Court to impose sanctions for the conduct alleged in its Motion.

B. Respondent’s Motion Was Filed Improperly 

If the Rules permitted such extraordinary relief, which they do not, the Court should 

nonetheless deny it here because Respondent failed to meet-and-confer or to limit its submission 

to 2,500 words, as required by the Rules of the Practice and the Scheduling Order of this Court.

See Rule 3.22(c) (word limitation); Add’l Provisions, Sched. Order ¶¶ 4, 5 (Sept. 25, 2013) 

(meet-and-confer and word limitation).  

II. LABMD ADMITS THAT ITS 1718 FILE WAS AVAILABLE FOR SHARING 

Respondent’s Motion fails because its own admissions establish that the 1718 File—

which is the subject of Respondent’s Motion—was available for sharing on a P2P network from 

a LabMD computer.4  A document that is available for sharing on a P2P network may be freely 

4 See, e.g., JX0001, Facts 10-11.  More than 900 files on the LabMD computer, including 
the 1718 File, were available for sharing through LimeWire.  Id., Fact 11. 
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accessed by other users of the network.5  Accordingly, the availability of the 1718 File and the 

sensitive personal information for more than 9,300 consumers that it contains resulted in likely 

substantial consumer injury.  Accord MtD Order at 19 (“[O]ccurrences of actual data security 

breaches . . . are not necessary to substantiate that the firm’s data security activities caused or 

likely caused consumer injury . . . .”); Comm’n Statement of Policy (Dec. 17, 1980), reprinted in 

Int’l Harvester Co., No. 9147, 1984 FTC LEXIS 2, at *300, *308 n.12 (Dec. 21, 1984) (act or 

practice may cause “substantial injury” if it causes a “small harm to a large number of people” or 

“raises a significant risk of concrete harm”). 

Moreover, undisputed evidence from Tiversa supports the conclusion that the availability 

of the 1718 File constituted likely substantial injury.6  Specifically, Tiversa found the 1718 File 

5 See, e.g., Trial Tr. at 862-63 (Professor Clay Shields stating that the 1718 File was 
available for sharing and that “[a]ny one of the millions of other [Gnutella] clients that were 
running on the Gnutella network could have downloaded this file”); id. at 1198 (Adam Fisk 
stating that any user who located the 1718 File could download it on the LimeWire network); id.
at 762 (Dean Johnson analogizing a computer on a P2P network to a box with the word “free” 
written on its side). 

6 Tiversa received no government funds for the work it performed with researchers at 
Dartmouth College, including work related to the Data Hemorrhages article, in which the 1718 
File is excerpted (CX0382). See, e.g., CX0703 at 134; RX541 at 56.  During the November 21, 
2013 deposition of Tiversa’s Rule 3.33 designee, counsel did not develop any facts regarding 
Tiversa’s contracts with government agencies.  CX703.  Respondent’s counsel, Cause of Action, 
did, however, submit to the Commission a May 3, 2013 FOIA request for, inter alia, all contracts 
between Tiversa and the Commission (Ex. G), of which there are none. See RX541 at 98.  In 
response to an unanticipated question during Complaint Counsel’s May 20, 2014 opening 
statement, Complaint Counsel mistakenly stated that Tiversa had received no federal funding.
Compare Resp. Mot. at 6 with RX541 at 14 (June 7, 2014 testimony). 
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at multiple Internet Protocol (“IP”) addresses.7  That the 1718 File was found on a P2P network 

at multiple IP addresses only amplifies the likely injury.  

Respondent has offered no admissible evidence to support its bald allegation that Tiversa 

“stole the 1718 File.”  Mot. at 4 n.3.  Assuming, counterfactually, that there were evidence of 

Tiversa having downloaded the 1718 File from a computer used by LabMD’s billing manager, 

the 1718 File’s presence on a P2P network would remain a cognizable injury, if for no other 

reason than that others had access to it.  See Order Den. Mot. for Sum. Decision (May 19, 2014) 

at 6-7 (“MSD Order”) (“[E]ven if we accepted as true the claim[] that Tiversa retrieved the 

Insurance Aging File without LabMD’s knowledge or consent . . . , [it] would not compel us, as 

a matter of law, to dismiss the allegations in the Complaint that LabMD failed to implement 

reasonable and appropriate data security . . . . To the contrary, LabMD’s factual contentions 

concerning Tiversa . . . are fully consistent with the Complaint’s allegations that LabMD failed 

to implement reasonable and appropriate data security procedures.”).  Georgia statutory law, 

which no court has applied to P2P, does not change this analysis. See, e.g., Loud Records LLC v. 

Minervini, 621 F. Supp. 2d 672, 678 (W.D. Wisc. 2009) (interpreting the analogous federal 

statute, 18 U.S.C. § 1030(a), concluding that “because the [P2P] files that plaintiffs allegedly 

accessed were accessible by the public, any allegation . . . that plaintiffs acted without 

authorization is tenuous at best”) (emphasis added); accord Motown Record Co. L.P. v. Kovalcik,

2009 WL 455137, at *3 (E.D. Pa. 2009); see also U.S. v. Mullin, 178 F.3d 334, 340 n.1 (5th Cir. 

7 See, e.g., CX0703 (Boback testimony) at 111; RX541 (Boback testimony) at 76.  Cf.
RX541 at 67 (no knowledge of Tiversa having downloaded the 1718 File from a workstation at 
LabMD).  Contrary to Respondent’s assertion, Mot. at 3, there is no evidence in the record that 
Mr. Boback’s testimony “that the 1718 File was ‘found’ at various IP addresses specified in 
CX-19” is “a lie.” 
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1999) (citing Burdeau v. McDowell, 256 U.S. 465 (1921), to conclude that “the Fourth 

Amendment does not require suppression of evidence taken illegally by private citizens”).

III. RESPONDENT’S MOTION IGNORES SUBSTANTIAL EVIDENCE OF 
LABMD’S UNLAWFUL DATA SECURITY PRACTICES  

Separate from the 1718 File, the evidentiary record contains significant evidence of 

LabMD’s failure to reasonably and appropriately protect consumers’ personal information on its 

computer networks.  Cf. MSD Order at 9 (identifying as one of the “central questions” whether 

“LabMD’s data security practices were reasonable”).  Specifically, the evidentiary record 

establishes that LabMD failed to: (1) develop, implement, or maintain a comprehensive data 

security program;8 (2) use readily available measures to identify commonly known or reasonably 

foreseeable security risks and vulnerabilities;9 (3) use adequate measures to prevent employees 

from accessing consumers’ personal information not needed to perform their jobs;10

(4) adequately train employees on basic security practices;11 (5) require employees and others to 

use common authentication-related security measures;12 (6) maintain and update operating 

systems on computers and other devices;13 and (7) use readily available measure to prevent and 

detect unauthorized access to consumers’ personal information.14  Compl. ¶ 10.  As such, 

Respondent has grossly mischaracterized Complaint Counsel’s evidence of LabMD’s unlawful 

data security practices. 

8 See, e.g., Trial Tr. at 125-36; JX0001, Facts 6-7. 
9 See, e.g., Trial Tr. at 137-63; JX0001, Fact 8; CX0035; CX0070. 
10 See, e.g., Trial Tr. at 163-67; JX0001, Fact 5; CX0754. 
11 See, e.g., Trial Tr. at 167-76. 
12 See, e.g., Trial Tr. at 176-88; CX0167. 
13 See, e.g., Trial Tr. at 188-94; CX0067; CX0051. 
14 See, e.g., Trial Tr. at 194-202. 





UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 
OFFICE OF ADMINISTRATIVE LAW JUDGES 

____________________________________
     ) 

In the Matter of    )     PUBLIC
     ) 

LabMD, Inc.,     )     Docket No. 9357 
a corporation,    ) 
 Respondent.   ) 

      ) 
____________________________________)

[PROPOSED] ORDER DENYING RESPONDENT’S MOTION FOR SANCTIONS 

Upon consideration of Respondent’s Motion for Sanctions and Complaint Counsel’s 

Opposition thereto, it is hereby ORDERED that Respondent’s Motion is DENIED. 

ORDERED:       __________________________.
D. Michael Chappell 
Chief Administrative Law Judge 

Date:



CERTIFICATE OF SERVICE 

 I hereby certify that on August 25, 2014, I caused the foregoing document to be filed 
electronically through the Office of the Secretary’s FTC E-filing system, which will send 
notification of such filing to: 

  Donald S. Clark 
  Secretary 
  Federal Trade Commission 

600 Pennsylvania Avenue, NW, Room H-113 
Washington, DC 20580 

 I also certify that I caused a copy of the foregoing document to be transmitted via
electronic mail and delivered by hand to:

The Honorable D. Michael Chappell 
Chief Administrative Law Judge 
Federal Trade Commission 
600 Pennsylvania Avenue, NW, Room H-110 
Washington, DC 20580 

 I further certify that I caused a copy of the foregoing document to be served via electronic 
mail to: 

Michael Pepson 
Lorinda Harris 
Hallee Morgan 
Robyn Burrows 
Kent Huntington 
Daniel Epstein 
Patrick Massari 
Prashant K. Khetan 
Cause of Action 
1919 Pennsylvania Avenue, NW, Suite 650 
Washington, DC 20006 
michael.pepson@causeofaction.org  
lorinda.harris@causeofaction.org
hallee.morgan@causeofaction.org
robyn.burrows@causeofaction.org
kent.huntington@causeofaction.org
daniel.epstein@causeofaction.org
patrick.massari@causeofaction.org
prashant.khetan@causeofaction.org

Reed Rubinstein 
William A. Sherman, II 
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UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 

____________________________________
      ) 
In the Matter of    ) 
      ) 
LabMD, Inc.,     )  Docket No. 9357 

a corporation,    ) 
Respondent.    ) 

____________________________________)

COMPLAINT COUNSEL’S INITIAL DISCLOSURES 

Pursuant to Rule 3.31(b) of the Federal Trade Commission’s Rules of Practice, 

16 C.F.R. § 3.31(b), Complaint Counsel hereby serves its Initial Disclosures on Respondent 

LabMD, Inc. (“LabMD” or “Respondent”).  The information disclosed herein is based upon 

information reasonably available to Complaint Counsel.  Without waiving any privileges or 

prejudicing the ability to supplement these Initial Disclosures if additional information becomes 

available, Complaint Counsel makes the following disclosures: 

I. Individuals Likely to Have Discoverable Information 

Pursuant to Rule 3.31(b)(1), Complaint Counsel identifies the individuals listed in 

Appendix A as those who are likely to have discoverable information relevant to the allegations 

asserted in the Complaint, the proposed relief, or the defenses of Respondent.  Complaint 

Counsel has set forth each individual’s name and the last known address and telephone number.1

Because Appendix A contains information drawn from documents produced in the 

1  If an entity is likely to have discoverable and relevant information, but Complaint Counsel 
does not know the name of an individual associated with that entity who is likely to have such 
information, Complaint Counsel has provided the name of the entity and the last known address 
and telephone number.   
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Commission’s investigation of Respondent, Complaint Counsel has marked Appendix A as 

confidential, pursuant to the Protective Order entered in this matter on August 29, 2013. 

Respondent presently knows the identities of its current and former employees, clients, 

contractors, and other service and equipment providers, and any other individuals who have 

performed work for LabMD, with or without pay, all of whom may have discoverable and 

relevant information.  Appendix A identifies the current and former LabMD employees, clients, 

contractors, and other service and equipment providers, who, based on Complaint Counsel’s 

present knowledge, are likely to have discoverable and relevant information.   

Pursuant to Rule 3.31A, Complaint Counsel will disclose the identity of testifying 

expert(s), if any, at a later date in compliance with the Scheduling Order to be entered in this 

matter. 

II. Relevant Documents and Electronically Stored Information 

Pursuant to Rule 3.31(b)(2), Complaint Counsel is producing to Respondent on the 

enclosed encrypted disc copies of “all documents,” “electronically stored information,” and 

“tangible things” (“Documents”) in the “possession, custody, or control of the Commission” that 

are “relevant to the allegations of the Commission’s complaint, to the proposed relief, or to the 

defenses of the respondent,” and are not: 

1. Subject to the limitations in Rule 3.31(c)(2); 

2. Privileged as defined in Rule 3.31(c)(4); 

3. Pertaining to hearing preparation as defined in Rule 3.31(c)(5); 

4. Pertaining to experts as defined in Rule 3.31A; or 

5. Obtainable from another source that is “more convenient, less burdensome, or less 

expensive.”
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The documents that Complaint Counsel is producing to Respondent as part of these 

Initial Disclosures are as labeled as follows: 

FTC-000001 – FTC-000893; 
FTC-SAC-000001 – FTC-SAC-000044; and 
FTC-PRI-000001 – FTC-PRI-001724.

The documents labeled FTC-SAC-000001 – FTC-SAC-000044 were provided to the 

Commission by the Sacramento, California Police Department voluntarily in lieu of compulsory 

process.  The documents labeled FTC-PRI-000001 – FTC-PRI-001724 were provided to the 

Commission by the Privacy Institute pursuant to compulsory process. 

Complaint Counsel is without knowledge at this time as to the category and location of 

relevant documents in the possession, custody, or control of Respondent.  Complaint Counsel 

believes that Respondent generally is in the possession of documents relevant to the allegations 

of the Commission’s complaint, and anticipates that Respondent will provide this information as 

part of its mandatory initial disclosures. 

Dated:  September 24, 2013 Respectfully submitted, 

/s/ Margaret L. Lassack
Alain Sheer 
Laura Riposo VanDruff 
Megan Cox 
Margaret Lassack 
Ryan Mehm 

Complaint Counsel 
Federal Trade Commission 
600 Pennsylvania Avenue NW 
Room NJ-8100 
Washington, DC 20580 
Telephone:  (202) 326-3321 - (Sheer) 
Facsimile:  (202) 326-3062 
Electronic mail:  asheer@ftc.gov 
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CERTIFICATE OF SERVICE 

This is to certify that on September 24, 2013, I caused Complaint Counsel’s Initial 

Disclosures to be served via hand delivery and electronic mail on: 

Michael D. Pepson 
Regulatory Counsel 
Cause of Action 
1919 Pennsylvania Avenue NW, Suite 650 
Washington, DC 20006 
michael.pepson@causeofaction.org 

Reed Rubinstein 
Dinsmore & Shohl, LLP 
801 Pennsylvania Avenue NW 
Suite 610 
Washington, DC 20004 
reed.rubinstein@dinsmore.com 

Counsel for Respondent LabMD, Inc.

September 24, 2013 By:        /s/ Margaret L. Lassack
Margaret Lassack 
Federal Trade Commission 
Bureau of Consumer Protection 
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UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 

OFFICE OF THE ADMINISTRATIVE LAW JUDGES 

____________________________________
      ) 
In the Matter of    ) 
      ) 
LabMD, Inc.,     )  Docket No. 9357 

a corporation,    ) 
Respondent.    ) 

____________________________________)

COMPLAINT COUNSEL’S PRELIMINARY WITNESS LIST 

Pursuant to the Court’s Revised Scheduling Order, dated October 22, 2013, Complaint 

Counsel hereby provides its Preliminary Witness List to Respondent LabMD, Inc. (“LabMD” or 

“Respondent”).  This list identifies the fact witnesses who may testify for Complaint Counsel at 

the hearing in this action by deposition and/or investigational hearing transcript, declaration, or 

orally by live witness.  It does not identify expert or rebuttal expert witnesses, whom Complaint 

Counsel will identify at a later date in compliance with the Scheduling Order and Revised 

Scheduling Order entered in this action. 

The information disclosed herein is based upon information reasonably available to 

Complaint Counsel at present.  Discovery is ongoing and likely will have an impact on 

Complaint Counsel’s final proposed witness list.  Subject to the limitations in the Scheduling 

Order and Revised Scheduling Order entered in this action, Complaint Counsel reserves the 

right:

A. To present testimony by deposition and/or investigational hearing transcript, 

declaration, or orally by live witness, from any other person that Respondent 

identifies as a potential witness in this action; 
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B. For any individual listed below as being associated with a corporation, 

government agency, or other non-party entity, to substitute a witness designated 

by the associated non-party entity in response to any subpoena that has been or 

may be issued by Complaint Counsel or Respondent to that non-party entity in 

this action; 

C. To present testimony by deposition and/or investigational hearing transcript, 

declaration, or orally by live witness, from the custodian of records of any non-

party from which documents or records have been or will be obtained in this 

action, including, but not limited to, the non-parties listed below, to the extent 

necessary for the admission of documents or deposition or investigational hearing 

testimony into evidence in the event that a stipulation cannot be reached 

concerning the admissibility of such documents or testimony; 

D. To present testimony by deposition and/or investigational hearing transcript, 

declaration, or orally by live witness, from any witnesses to rebut the testimony of 

witnesses proffered by Respondent;

E. Not to present testimony by deposition and/or investigational hearing transcript, 

declaration, or orally by live witness, from any of the witnesses listed below; and 

F. To supplement this Preliminary Witness List if additional information becomes 

available through discovery or otherwise. 

Subject to these reservations of rights, Complaint Counsel’s preliminary list of witnesses 

is as follows: 

Current and Former LabMD Employees 

1. John Boyle, former LabMD Vice President of Operations 
We expect that Mr. Boyle will testify both in his individual capacity and as LabMD’s 

corporate designee during the Part II investigation.  We expect that he will testify about 

LabMD’s computer networks, including, but not limited to, remote access thereto; LabMD’s 
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security policies and practices, and employee training; the personal information to which he 

and other LabMD employees had access; LabMD’s expenditures related to information 

technology (“IT”); management of LabMD’s compliance program; and facts relating to the 

security incidents alleged in Paragraphs 17-21 of the Complaint or any other security 

incidents.

2. Brandon Bradley, former LabMD IT employee 
We expect that Mr. Bradley will testify about LabMD’s computer networks, 

including, but not limited to, remote access thereto; LabMD’s security policies and practices, 

and employee training; the personal information to which he and other LabMD employees 

had access; LabMD’s IT-related expenditures; and facts relating to the security incidents 

alleged in Paragraphs 17-21 of the Complaint or any other security incidents.

3. Sandra Brown, former LabMD finance or billing employee 
We expect that Ms. Brown will testify about LabMD’s computer networks, including, 

but not limited to, remote access thereto; LabMD’s security policies and practices, and 

employee training; the personal information to which she and other LabMD employees had 

access; and facts relating to the security incidents alleged in Paragraphs 17-21 of the 

Complaint or any other security incidents. 

4. Matt Bureau, former LabMD IT employee 
We expect that Mr. Bureau will testify about LabMD’s computer networks, including, 

but not limited to, remote access thereto; LabMD’s security policies and practices, and 

employee training; the personal information to which he and other LabMD employees had 

access; LabMD’s IT-related expenditures; and facts relating to the security incidents alleged 

in Paragraphs 17-21 of the Complaint or any other security incidents. 
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5. Michael Daugherty, LabMD President and Chief Executive Officer 
We expect that Mr. Daugherty will testify about LabMD’s computer networks, 

including, but not limited to, remote access thereto; LabMD’s security policies and practices, 

and employee training; the personal information to which he and other LabMD employees 

had access; LabMD’s IT-related expenditures; and facts relating to the security incidents 

alleged in Paragraphs 17-21 of the Complaint or any other security incidents. 

6. Jeremy Dooley, former LabMD Communications Coordinator and IT employee 
We expect that Mr. Dooley will testify about LabMD’s computer networks, 

including, but not limited to, remote access thereto; LabMD’s security policies and practices, 

and employee training; the personal information to which he and other LabMD employees 

had access; LabMD’s IT-related expenditures; and facts relating to the security incidents 

alleged in Paragraphs 17-21 of the Complaint or any other security incidents. 

7. Liz Fair, former LabMD finance or billing employee 
We expect that Ms. Fair will testify about LabMD’s computer networks, including, 

but not limited to, remote access thereto; LabMD’s security policies and practices, and 

employee training; the personal information to which she and other LabMD employees had 

access; and facts relating to the security incidents alleged in Paragraphs 17-21 of the 

Complaint or any other security incidents. 

8. Karalyn Garrett, former LabMD finance or billing employee 
We expect that Ms. Garrett will testify about LabMD’s computer networks, including, 

but not limited to, remote access thereto; LabMD’s security policies and practices, and 

employee training; the personal information to which she and other LabMD employees had 

access; and facts relating to the security incidents alleged in Paragraphs 17-21 of the 

Complaint or any other security incidents. 
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9. Patricia Gilbreth, LabMD finance or billing employee 
We expect that Ms. Gilbreth will testify about LabMD’s computer networks, 

including, but not limited to, remote access thereto; LabMD’s security policies and practices, 

and employee training; the personal information to which she and other LabMD employees 

had access; and facts relating to the security incidents alleged in Paragraphs 17-21 of the 

Complaint or any other security incidents. 

10. Patrick Howard, former LabMD IT employee 
We expect that Mr. Howard will testify about LabMD’s computer networks, 

including, but not limited to, remote access thereto; LabMD’s security policies and practices, 

and employee training; the personal information to which he and other LabMD employees 

had access; LabMD’s IT-related expenditures; and facts relating to the security incidents 

alleged in Paragraphs 17-21 of the Complaint or any other security incidents. 

11. Lawrence Hudson, former LabMD sales employee 
We expect that Ms. Hudson will testify about LabMD’s computer networks, 

including, but not limited to remote access thereto; LabMD’s security policies and practices, 

and employee training; the personal information to which she and other LabMD employees 

had access; and facts relating to the security incidents alleged in Paragraphs 17-21 of the 

Complaint or any other security incidents. 

12. Robert Hyer, former LabMD IT Manager and former LabMD contractor 
We expect that Mr. Hyer will testify about LabMD’s computer networks, including, 

but not limited to, remote access thereto; LabMD’s security policies and practices, and 

employee training; the personal information to which he and other LabMD employees had 

access; LabMD’s IT-related expenditures; and facts relating to the security incidents alleged 

in Paragraphs 17-21 of the Complaint or any other security incidents. 
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13. Curt Kaloustian, former LabMD IT employee 
We expect that Mr. Kaloustian will testify about LabMD’s computer networks, 

including, but not limited to, remote access thereto; LabMD’s security policies and practices, 

and employee training; the personal information to which he and other LabMD employees 

had access; LabMD’s IT-related expenditures; and facts relating to the security incidents 

alleged in Paragraphs 17-21 of the Complaint or any other security incidents. 

14. Eric Knox, former LabMD sales employee 
We expect that Mr. Knox will testify about LabMD’s computer networks, including, 

but not limited to remote access thereto; LabMD’s security policies and practices, and 

employee training; the personal information to which he and other LabMD employees had 

access; and facts relating to the security incidents alleged in Paragraphs 17-21 of the 

Complaint or any other security incidents. 

15. Chris Maire, former LabMD IT employee 
We expect that Mr. Maire will testify about LabMD’s computer networks, including, 

but not limited to, remote access thereto; LabMD’s security policies and practices, and 

employee training; the personal information to which he and other LabMD employees had 

access; LabMD’s IT-related expenditures; and facts relating to the security incidents alleged 

in Paragraphs 17-21 of the Complaint or any other security incidents. 

16. Jeff Martin, LabMD IT employee and former LabMD contractor 
We expect that Mr. Martin will testify about LabMD’s computer networks, including, 

but not limited to, remote access thereto; LabMD’s security policies and practices, and 

employee training; the personal information to which he and other LabMD employees had 

access; LabMD’s IT-related expenditures; and facts relating to the security incidents alleged 

in Paragraphs 17-21 of the Complaint or any other security incidents. 
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17. Jennifer Parr, LabMD IT employee 
We expect that Ms. Parr will testify about LabMD’s computer networks, including, 

but not limited to, remote access thereto; LabMD’s security policies and practices, and 

employee training; the personal information to which she and other LabMD employees had 

access; LabMD’s IT-related expenditures; and facts relating to the security incidents alleged 

in Paragraphs 17-21 of the Complaint or any other security incidents. 

18. Alison Simmons, former LabMD IT employee 
We expect that Ms. Simmons will testify about LabMD’s computer networks, 

including, but not limited to, remote access thereto; LabMD’s security policies and practices, 

and employee training; the personal information to which she and other LabMD employees 

had access; and facts relating to the security incidents alleged in Paragraphs 17-21 of the 

Complaint or any other security incidents. 

19. Connie Wavrin, former LabMD Lab Manager and Safety Coordinator 
We expect that Ms. Wavrin will testify about LabMD’s computer networks, 

including, but not limited to, remote access thereto; LabMD’s security policies and practices, 

and employee training; the personal information to which she and other LabMD employees 

had access; management of LabMD’s compliance program; and facts relating to the security 

incidents alleged in Paragraphs 17-21 of the Complaint or any other security incidents. 

20. Rosalind Woodson, former LabMD finance or billing employee 
We expect that Ms. Woodson will testify about LabMD’s computer networks, 

including, but not limited to, remote access thereto; LabMD’s security policies and practices, 

and employee training; the personal information to which she and other LabMD employees 

had access; and facts relating to the security incidents alleged in Paragraphs 17-21 of the 

Complaint or any other security incidents. 
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21. LabMD – designated witness(es) to be determined 
We expect that one or more witnesses designated by LabMD will testify about 

LabMD’s computer networks, including, but not limited to, remote access thereto; LabMD’s 

security policies and practices, and employee training; the personal information to which 

LabMD employees had access; LabMD’s IT-related expenditures; and facts relating to the 

security incidents alleged in Paragraphs 17-21 of the Complaint or any other security 

incidents.  We also expect that LabMD will testify about any other topics listed in any 

deposition notice that may be issued by Complaint Counsel to LabMD in his action. 

Current and Former Clients of LabMD 

22. Midtown Urology, PC (“Midtown Urology”) – designated witness(es) to be 
determined
We expect that one or more witnesses designated by Midtown Urology will testify 

about Midtown Urology’s relationship and communications with LabMD; computer 

hardware and software provided to Midtown Urology by LabMD, and the maintenance 

thereof; and the transmission of personal information between Midtown Urology and 

LabMD.  We also expect that the witness(es) designated by Midtown Urology will testify 

about facts relating to the documents produced in response to Complaint Counsel’s subpoena 

duces tecum to Midtown Urology in this action, and the admissibility of those documents 

into evidence in the hearing in this action. 

23. Southeast Urology Network (“S.U.N.”) – designated witness(es) to be determined 
We expect that one or more witnesses designated by S.U.N. will testify about 

S.U.N.’s relationship and communications with LabMD; computer hardware and software 

provided to S.U.N. by LabMD, and the maintenance thereof; and the transmission of 

personal information between S.U.N. and LabMD.  We also expect that the witness(es) 
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designated by S.U.N. will testify about facts relating to the documents produced in response 

to Complaint Counsel’s subpoena duces tecum to S.U.N. in this action, and the admissibility 

of those documents into evidence in the hearing in this action. 

24. 21st Century Oncology, LLC d/b/a UroSurg Associates (“UroSurg”) – 
designated witness(es) to be determined 
We expect that one or more witnesses designated by UroSurg will testify about 

UroSurg’s relationship and communications with LabMD; computer hardware and software 

provided to UroSurg by LabMD, and the maintenance thereof; and the transmission of 

personal information between UroSurg and LabMD.  We also expect that the witness(es) 

designated by UroSurg will testify about facts relating to the documents produced in 

response to Complaint Counsel’s subpoena duces tecum to UroSurg in this action, and the 

admissibility of those documents into evidence in the hearing in this action. 

Contractors and Other Individuals and Entities 
Who Have Provided Services or Equipment to LabMD 

25. Brian Bissel, former LabMD contractor 
We expect that Mr. Bissel will testify about LabMD’s computer networks, including, 

but not limited to, remote access thereto; the products and/or services that he provided to 

LabMD, including but not limited to the security features of those products and/or services; 

LabMD’s security policies and practices; the personal information to which he and LabMD 

employees had access; and facts relating to the security incidents alleged in Paragraphs 17-21 

of the Complaint or any other security incidents. 
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26. Hamish Davidson, President of ProviDyn, Inc. 
We expect that Mr. Davidson will testify about facts related to the documents 

produced in response to Complaint Counsel’s subpoena duces tecum to ProviDyn, Inc. in this 

action and the admissibility of those documents into evidence in the hearing in this action. 

27. Allen Truett, former Chief Executive Officer of Automated PC Technologies, 
Inc.
We expect that Mr. Truett will testify about LabMD’s computer networks, including, 

but not limited to, remote access thereto; the products and/or services that he and his 

company, Automated PC Technologies, Inc., provided to LabMD, including but not limited 

to the security features of those products and/or services; the communications between 

LabMD and Mr. Truett or Automated PC Technologies, Inc.; and the facts underlying and set 

forth in the affidavit that Mr. Truett executed on May 20, 2011, which LabMD submitted to 

Commission staff during the Part II investigation.

28. Cypress Communications, LLC (“Cypress”) – designated witness(es) to be 
determined
We expect that one or more witnesses designated by Cypress will testify about 

LabMD’s computer networks, including, but not limited to, remote access thereto; and the 

products and/or services that Cypress has provided to LabMD, including but not limited to 

any security features of those products and/or services.  We also expect that the witness(es) 

designated by Cypress will testify about facts relating to the documents produced in response 

to Complaint Counsel’s subpoena duces tecum to Cypress in this action and the admissibility 

of those documents into evidence in the hearing in this action. 
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Other Individuals and Entities 

29. Robert Boback, Chief Executive Officer of Tiversa Holding Corporation 
(“Tiversa”)
We expect that Mr. Boback will testify, as Tiversa’s corporate designee, about 

Tiversa’s understanding and use of peer-to-peer file sharing applications and networks; 

Tiversa’s communications with LabMD; facts relating to how Tiversa obtained multiple 

copies of the “P2P insurance aging file” referenced in Paragraph 17 of the Complaint and the 

different IP addresses from which Tiversa obtained copies of that file; and other facts relating 

to the security incident alleged in Paragraphs 17-20 of the Complaint.  We also expect that 

Mr. Boback will testify about facts relating to the documents produced in response to 

Complaint Counsel’s subpoena duces tecum to Tiversa Holding Corporation in this action 

and the admissibility of those documents into evidence in the hearing in this action. 

30. Erick Garcia 
We expect that Mr. Garcia will testify about the conduct underlying his plea of no 

contest to California charges of identity theft entered on March 6, 2013 in the Superior Court 

of California, County of Sacramento, and other facts relating to the security incident alleged 

in Paragraph 21 of the Complaint. 

31. Karina Jestes, Detective, Sacramento, CA Police Department 
We expect that Detective Jestes will testify about facts relating to the security 

incident alleged in Paragraph 21 of the Complaint, including but not limited to, facts relating 

to her investigation of the conduct underlying the pleas of no contest to California charges of 

identity theft entered by Erick Garcia and Josie Martinez Maldanado, and her training and 

experience as it relates to identity theft.  We also expect that Detective Jestes will testify 

about facts relating to the documents produced in response to Complaint Counsel’s subpoena 
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duces tecum to the Custodian of Records of the Sacramento, CA Police Department in this 

action and the admissibility of those documents into evidence in the hearing in this action. 

32. Roger Jones, Records Section Supervisor, Sandy Springs, GA Police Department 
We expect that Mr. Jones will testify about facts related to the admissibility of 

documents that may be produced in response to Complaint Counsel’s subpoena duces tecum

to the Sandy Springs, GA Police Department into evidence in the hearing in this action. 

33. David Lapides, Detective, Sandy Springs, GA Police Department 
We expect that Detective Lapides will testify about his communications with LabMD 

and other facts relating to the security incident alleged in Paragraph 21 of the Complaint.  We 

also expect that Detective Lapides will testify about facts relating to any documents that may 

be produced in response to Complaint Counsel’s subpoena duces tecum to the Sandy Springs, 

GA Police Department in this action, and the admissibility of those documents into evidence 

in the hearing in this action. 

34. Josie Martinez Maldanado 
We expect that Ms. Maldanado will testify about the conduct underlying her plea of 

no contest to California charges of identity theft entered on March 27, 2013 in the Superior 

Court of California, County of Sacramento, and other facts relating to the security incident 

alleged in Paragraph 21 of the Complaint. 

35. Susan McAndrew, Deputy Director for Health Information Privacy, Office for 
Civil Rights, U.S. Department of Health and Human Services (“HHS”) 
We expect that Ms. McAndrew will testify about the existence or non-existence of 

any evaluations by HHS of LabMD’s compliance with the Health Insurance Portability and 

Accountability Act of 1996 (“HIPAA”), the Health Information Technology for Economic 

Exhibit B page 12



- 13 - 

and Clinical Health Act (“HITECH”), and the regulations promulgated under HIPAA and 

HITECH.

36. Scott Moulton, President of and Lead Certified Computer Forensic Specialist for 
Forensic Strategy Services, LLC 
We expect that Mr. Moulton will testify about the facts underlying and set forth in the 

affidavit that he executed on January 12, 2012, which LabMD filed in support of its response 

to the motion to dismiss filed by Tiversa in LabMD, Inc. v. Tiversa, Inc., No. 11-cv-04044 

(N.D. Ga. Jan. 13, 2012).

37. Euly Ramirez, Supervisor, Sacramento, CA Police Department 
We expect that Ms. Ramirez will testify about facts related to the admissibility of 

documents produced in response to Complaint Counsel’s subpoena duces tecum to the 

Custodian of Records of the Sacramento, CA Police Department into evidence in the hearing 

in this action. 

38. Andrew Craig Troutman, Associate General Counsel of Elavon, Inc., a wholly 
owned subsidiary of U.S. Bank National Association 
We expect that Mr. Troutman will testify about facts related to the admissibility of 

documents produced by Elavon, Inc. in response to Complaint Counsel’s subpoena duces

tecum to U.S. Bank National Association, ND into evidence in the hearing in this action.

39. Kevin Wilmer, Investigator, Federal Trade Commission, Bureau of Consumer 
Protection, Division of Privacy and Identity Protection 
We expect that Mr. Wilmer will testify about the process used to identify the 

individuals listed in Appendix A (designated as “CONFIDENTIAL”) to Complaint 

Counsel’s Initial Disclosures as “Individuals Associated with 9-Digit Numbers Listed in the 

Day Sheets Referenced in Paragraph 21 of the Complaint Whose Names Are Not Listed in 

Those Day Sheets.”
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40. Nathaniel Wood, Assistant Director, Federal Trade Commission, Bureau of 
Consumer Protection, Division of Consumer and Business Education 
We expect that Mr. Wood will testify about facts related to the admissibility of 

certain documents produced as part of Complaint Counsel’s Initial Disclosures into evidence 

in the hearing in this action.

Dated:  December 19, 2013 Respectfully submitted, 

/s/ Margaret L. Lassack
Alain Sheer 
Laura Riposo VanDruff 
Megan Cox 
Margaret Lassack 
Ryan Mehm 
John Krebs 

Complaint Counsel 
Federal Trade Commission 
600 Pennsylvania Avenue NW 
Room NJ-8100 
Washington, DC 20580 
Telephone:  (202) 326-3713 - (Lassack) 
Facsimile:  (202) 326-3062 
Electronic mail:  mlassack@ftc.gov 
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CERTIFICATE OF SERVICE 

I certify that I caused a copy of the foregoing Complaint Counsel’s Preliminary Witness 
List to be served via electronic mail on: 

Michael D. Pepson 
Lorinda Harris 
Hallee Morgan 
Cause of Action 
1919 Pennsylvania Avenue, NW, Suite 650 
Washington, DC 20006 
michael.pepson@causeofaction.org 
lorinda.harris@causeofaction.org
hallee.morgan@causeofaction.org

Reed Rubinstein 
William Sherman, II 
Dinsmore & Shohl, LLP 
801 Pennsylvania Avenue, NW, Suite 610 
Washington, DC 20004 
reed.rubinstein@dinsmore.com 
william.sherman@dinsmore.com 

Counsel for Respondent LabMD, Inc.

December 19, 2013 By:        /s/ Margaret L. Lassack
Margaret Lassack 
Federal Trade Commission 
Bureau of Consumer Protection 
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UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 

OFFICE OF THE ADMINISTRATIVE LAW JUDGES 

____________________________________
      ) 
In the Matter of    ) 
      ) 
LabMD, Inc.,     )  Docket No. 9357 

a corporation,    ) 
Respondent.    ) 

____________________________________)

COMPLAINT COUNSEL’S SUPPLEMENTAL PRELIMINARY WITNESS LIST 

Complaint Counsel hereby supplements its Preliminary Witness List in light of additional 

information that has become available since Complaint Counsel served its Preliminary Witness 

List to Respondent LabMD, Inc. (“LabMD” or “Respondent”) on December 19, 2013.  Such 

additional information includes, but is not limited to, information relating to the wind down of 

LabMD’s business operations and the corresponding relocation of LabMD’s business premises.   

In addition to the fact witnesses identified in Complaint Counsel’s Preliminary Witness 

List, the following seven additional fact witnesses may testify for Complaint Counsel at the 

hearing in this action by deposition and/or investigational hearing transcript, declaration, or 

orally by live witness:   

1. Nicole Elliott, former LabMD IT employee 

We expect that Ms. Elliott will testify about LabMD’s computer networks, including, 

but not limited to, remote access thereto; LabMD’s security policies and practices, and 

employee training; the personal information to which she and other LabMD employees had 

access; LabMD’s IT-related expenditures; and facts relating to the security incidents alleged 

in Paragraphs 17-21 of the Complaint or any other security incidents. 
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2. Kim Gardner, former LabMD Executive Assistant 

We expect that Ms. Gardner will testify about LabMD’s computer networks, 

including, but not limited to, remote access thereto; LabMD’s security policies and practices, 

and employee training; the personal information to which she and other LabMD employees 

had access; information relating to the wind down of LabMD’s business operations and the 

corresponding relocation of LabMD’s business premises; and facts relating to the security 

incidents alleged in Paragraphs 17-21 of the Complaint or any other security incidents. 

3. Nicotra Harris, former LabMD finance or billing employee 

We expect that Ms. Harris will testify about LabMD’s computer networks, including, 

but not limited to, remote access thereto; LabMD’s security policies and practices, and 

employee training; the personal information to which she and other LabMD employees had 

access; and facts relating to the security incidents alleged in Paragraphs 17-21 of the 

Complaint or any other security incidents. 

4. Lou Carmichael, former LabMD consultant 

We expect Ms. Carmichael will testify about LabMD’s security policies and 

practices, compliance program, and employee training.     

5. Jonn Perez, Trend Micro Inc. employee 

We expect Mr. Perez will testify about facts related to the admissibility of documents 

that may be produced in response to Complaint Counsel’s subpoena duces tecum to Trend 

Micro Inc.
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6. Matt Wells, Trend Micro Inc. employee 

We expect Mr. Wells will testify about facts related to the admissibility of documents 

that may be produced in response to Complaint Counsel’s subpoena duces tecum to Trend 

Micro Inc.

7. M. Eric Johnson, Dean of Owen Graduate School of Management, Vanderbilt 
University 

We expect Dean Johnson will testify about facts related to his study entitled “Data 

Hemorrhages in the Health-Care Sector,” including his research methodology and findings, 

the “P2P insurance aging file” referenced in Paragraph 17 of the Complaint, facts relating to 

the security incident alleged in Paragraphs 17-20 of the Complaint, peer-to-peer file sharing 

applications and networks, and the consequences of inadvertent disclosures of consumers’ 

personal information.  
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Complaint Counsel continues to reserve all rights reserved in its Preliminary Witness 

List served to Respondent on December 19, 2013. 

Dated:  February 27, 2014 Respectfully submitted, 

/s/ Margaret L. Lassack
Alain Sheer 
Laura Riposo VanDruff 
Megan Cox 
Margaret Lassack 
Ryan Mehm 
John Krebs 
Jarad Brown 

Complaint Counsel 
Federal Trade Commission 
600 Pennsylvania Avenue NW 
Room NJ-8100 
Washington, DC 20580 
Telephone:  (202) 326-3713 - (Lassack) 
Facsimile:  (202) 326-3062 
Electronic mail:  mlassack@ftc.gov 
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CERTIFICATE OF SERVICE 

I certify that I caused a copy of the foregoing Complaint Counsel’s Supplemental 
Preliminary Witness List to be served via electronic mail to: 

Michael D. Pepson 
Lorinda Harris 
Kent Huntington 
Hallee Morgan 
Robyn Burrows 
Daniel Z. Epstein 
Cause of Action 
1919 Pennsylvania Avenue, NW, Suite 650 
Washington, DC 20006 
michael.pepson@causeofaction.org 
lorinda.harris@causeofaction.org
kent.huntington@causeofaction.org
hallee.morgan@causeofaction.org
robyn.burrows@causeofaction.org
daniel.epstein@causeofaction.org

Reed Rubinstein 
William Sherman, II 
Sunni Harris 
Dinsmore & Shohl, LLP 
801 Pennsylvania Avenue, NW, Suite 610 
Washington, DC 20004 
reed.rubinstein@dinsmore.com 
william.sherman@dinsmore.com 
sunni.harris@dinsmore.com 

Counsel for Respondent LabMD, Inc.

February 27, 2014 By:        /s/  Megan Cox
Megan Cox 
Federal Trade Commission 
Bureau of Consumer Protection 
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UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 

OFFICE OF THE ADMINISTRATIVE LAW JUDGES 

____________________________________
      ) 
In the Matter of    ) 
      ) 
LabMD, Inc.,     )  Docket No. 9357 

a corporation,    ) 
Respondent.    ) 

____________________________________)

COMPLAINT COUNSEL’S FINAL PROPOSED WITNESS LIST 

Pursuant to the Court’s Revised Scheduling Order, dated October 22, 2013, Complaint 

Counsel hereby provides its Final Proposed Witness List to Respondent LabMD, Inc. (“LabMD” 

or “Respondent”).  This list identifies the witnesses who may testify for Complaint Counsel at 

the hearing in this action by deposition and/or investigational hearing transcript, affidavit, 

declaration, or orally by live witness.

Subject to the limitations in the Scheduling Order and Revised Scheduling Order entered 

in this action, Complaint Counsel reserves the right: 

A) To present testimony by deposition and/or investigational hearing transcript, 

affidavit, declaration, or orally by live witness, from the custodian of records of 

any party or non-party from whom documents or records have been obtained—

specifically including, but not limited to, those parties and non-parties listed 

below—to the extent necessary to demonstrate the authenticity or admissibility of 

documents in the event a stipulation cannot be reached concerning the 

authentication or admissibility of such documents; 
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B) To present testimony by deposition and/or investigational hearing transcript, 

affidavit, declaration, or orally by live witness, from persons listed below and any 

other person that Respondent identifies as a potential witness in this action; 

C) To amend this Final Proposed Witness List to be consistent with the Court’s 

ruling on any pending motions, including any motions in limine filed in this 

matter; 

D) To question the persons listed below about any topics that are the subjects of 

testimony by witnesses to be called by Respondent; 

E) Not to present testimony by deposition and/or investigational hearing transcript, 

affidavit, declaration, or orally by live witness, from any of the persons listed 

below;

F) To question any person listed below about any other topics that the person 

testified about at his or her deposition or investigational hearing, or about any 

matter that is discussed in any documents to which the person had access and 

which are designated as exhibits by either party or which have been produced 

since the person’s deposition was taken;

G) To present testimony by deposition and/or investigational hearing transcript, 

affidavit, declaration, or orally by live witness, from any persons, regardless 

whether they are listed below, to rebut the testimony of witnesses proffered by 

Respondent;

H) For any individual listed below as being associated with a corporation, 

government agency, or other non-party entity, to substitute a witness designated 

by the associated non-party entity; and  
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I) To supplement this Final Proposed Witness List in light of Respondent’s Final 

Proposed Witness List and Exhibit List, or as circumstances may warrant. 

Subject to these reservations of rights, Complaint Counsel’s Final Proposed Witness List 

is as follows: 

Current and Former LabMD Employees 

1. John Boyle, former LabMD Vice President of Operations, in his individual 
capacity 
Mr. Boyle will testify about LabMD’s computer networks, including, but not limited 

to, remote access thereto; LabMD’s security policies and practices, and employee training; 

the personal information to which he and other LabMD employees had access; LabMD’s 

information-technology (“IT”) related expenditures; management of LabMD’s compliance 

program; facts relating to the security incidents alleged in Paragraphs 17-21 of the 

Complaint; any other issues addressed in his deposition; any documents introduced into 

evidence by Respondent or Complaint Counsel as to which he has knowledge; or any other 

matters as to which he has knowledge that are relevant to the allegations of the Complaint, 

Respondent’s affirmative defenses, or the proposed relief. 

2. John Boyle, former LabMD Vice President of Operations, LabMD designee 
Mr. Boyle will testify about LabMD’s computer networks, including, but not limited 

to, remote access thereto; LabMD’s security policies and practices, and employee training; 

the personal information to which he and other LabMD employees had access; LabMD’s IT-

related expenditures; management of LabMD’s compliance program; facts relating to the 

security incidents alleged in Paragraphs 17-21 of the Complaint; any other issues addressed 

in the investigational hearing of LabMD; any documents introduced into evidence by 
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Respondent or Complaint Counsel as to which LabMD has knowledge; or any other matters 

as to which LabMD has knowledge that are relevant to the allegations of the Complaint, 

Respondent’s affirmative defenses, or the proposed relief.

3. Brandon Bradley, former LabMD IT employee 
Mr. Bradley will testify about LabMD’s computer networks, including, but not 

limited to, remote access thereto; LabMD’s security policies and practices, and employee 

training; the personal information to which he and other LabMD employees had access; 

LabMD’s IT-related expenditures; facts relating to the security incidents alleged in 

Paragraphs 17-21 of the Complaint; any other issues addressed in his deposition; any 

documents introduced into evidence by Respondent or Complaint Counsel as to which he has 

knowledge; or any other matters as to which he has knowledge that are relevant to the 

allegations of the Complaint, Respondent’s affirmative defenses, or the proposed relief. 

4. Sandra Brown, former LabMD finance or billing employee 
Ms. Brown will testify about LabMD’s computer networks, including, but not limited 

to, remote access thereto; LabMD’s security policies and practices, and employee training; 

the personal information to which she and other LabMD employees had access; facts relating 

to the security incidents alleged in Paragraphs 17-21 of the Complaint; any other issues 

addressed in her deposition; any documents introduced into evidence by Respondent or 

Complaint Counsel as to which she has knowledge; or any other matters as to which she has 

knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative 

defenses, or the proposed relief.

5. Matt Bureau, former LabMD IT employee 
Mr. Bureau will testify about LabMD’s computer networks, including, but not limited 

to, remote access thereto; LabMD’s security policies and practices, and employee training; 

Exhibit D page 4



- 5 - 

the personal information to which he and other LabMD employees had access; LabMD’s IT-

related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of 

the Complaint; any other issues addressed in his deposition; any documents introduced into 

evidence by Respondent or Complaint Counsel as to which he has knowledge; or any other 

matters as to which he has knowledge that are relevant to the allegations of the Complaint, 

Respondent’s affirmative defenses, or the proposed relief.

6. Michael Daugherty, LabMD President and Chief Executive Officer, in his 
individual capacity 
Mr. Daugherty will testify about LabMD’s computer networks, including, but not 

limited to, remote access thereto; LabMD’s security policies and practices, and employee 

training; the personal information to which he and other LabMD employees had access; 

LabMD’s IT-related expenditures; facts relating to the security incidents alleged in 

Paragraphs 17-21 of the Complaint; any other issues addressed in his deposition or 

investigational hearing; any documents introduced into evidence by Respondent or 

Complaint Counsel as to which he has knowledge; or any other matters as to which he has 

knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative 

defenses, or the proposed relief.

7. Michael Daugherty, LabMD President and Chief Executive Officer, LabMD 
designee
Mr. Daugherty will testify about LabMD’s computer networks, including, but not 

limited to, remote access thereto; LabMD’s security policies and practices, and employee 

training; the personal information to which LabMD employees had access; LabMD’s IT-

related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of 

the Complaint; any other issues addressed in his deposition; any documents introduced into 
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evidence by Respondent or Complaint Counsel as to which LabMD has knowledge; or any 

other matters as to which LabMD has knowledge that are relevant to the allegations of the 

Complaint, Respondent’s affirmative defenses, or the proposed relief.

8. Jeremy Dooley, former LabMD Communications Coordinator and IT employee 
Mr. Dooley will testify about LabMD’s computer networks, including, but not limited 

to, remote access thereto; LabMD’s security policies and practices, and employee training; 

the personal information to which he and other LabMD employees had access; LabMD’s IT-

related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of 

the Complaint; any other issues addressed in his deposition; any documents introduced into 

evidence by Respondent or Complaint Counsel as to which he has knowledge; or any other 

matters as to which he has knowledge that are relevant to the allegations of the Complaint, 

Respondent’s affirmative defenses, or the proposed relief.

9. Kim Gardner, former LabMD Executive Assistant 

Ms. Gardner will testify about LabMD’s computer networks, including, but not 

limited to, remote access thereto; LabMD’s security policies and practices, and employee 

training; the personal information to which she and other LabMD employees had access; 

information relating to the wind down of LabMD’s business operations and the 

corresponding relocation of LabMD’s business premises; facts relating to the security 

incidents alleged in Paragraphs 17-21 of the Complaint; any other issues addressed in her 

deposition; any documents introduced into evidence by Respondent or Complaint Counsel as 

to which she has knowledge; or any other matters as to which she has knowledge that are 

relevant to the allegations of the Complaint, Respondent’s affirmative defenses, or the 

proposed relief.
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10. Karalyn Garrett, former LabMD finance or billing employee 
Ms. Garrett will testify about LabMD’s computer networks, including, but not limited 

to, remote access thereto; LabMD’s security policies and practices, and employee training; 

the personal information to which she and other LabMD employees had access; facts relating 

to the security incidents alleged in Paragraphs 17-21 of the Complaint; any other issues 

addressed in her deposition; any documents introduced into evidence by Respondent or 

Complaint Counsel as to which she has knowledge; or any other matters as to which she has 

knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative 

defenses, or the proposed relief.

11. Patricia Gilbreth, former LabMD finance or billing employee 
Ms. Gilbreth will testify about LabMD’s computer networks, including, but not 

limited to, remote access thereto; LabMD’s security policies and practices, and employee 

training; the personal information to which she and other LabMD employees had access; 

facts relating to the security incidents alleged in Paragraphs 17-21 of the Complaint; any 

other issues addressed in her deposition; any documents introduced into evidence by 

Respondent or Complaint Counsel as to which she has knowledge; or any other matters as to 

which she has knowledge that are relevant to the allegations of the Complaint, Respondent’s 

affirmative defenses, or the proposed relief.

12. Nicotra Harris, former LabMD finance or billing employee 

Ms. Harris will testify about LabMD’s computer networks, including, but not limited 

to, remote access thereto; LabMD’s security policies and practices, and employee training; 

the personal information to which she and other LabMD employees had access; facts relating 

to the security incidents alleged in Paragraphs 17-21 of the Complaint; any other issues 
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addressed in her deposition; any documents introduced into evidence by Respondent or 

Complaint Counsel as to which she has knowledge; or any other matters as to which she has 

knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative 

defenses, or the proposed relief.

13. Patrick Howard, former LabMD IT employee 
Mr. Howard will testify about LabMD’s computer networks, including, but not 

limited to, remote access thereto; LabMD’s security policies and practices, and employee 

training; the personal information to which he and other LabMD employees had access; 

LabMD’s IT-related expenditures; facts relating to the security incidents alleged in 

Paragraphs 17-21 of the Complaint; any other issues addressed in his deposition; any 

documents introduced into evidence by Respondent or Complaint Counsel as to which he has 

knowledge; or any other matters as to which he has knowledge that are relevant to the 

allegations of the Complaint, Respondent’s affirmative defenses, or the proposed relief.  

14. Lawrence Hudson, former LabMD sales employee 
Ms. Hudson will testify about LabMD’s computer networks, including, but not 

limited to remote access thereto; LabMD’s security policies and practices, and employee 

training; the personal information to which she and other LabMD employees had access; 

facts relating to the security incidents alleged in Paragraphs 17-21 of the Complaint; any 

other issues addressed in her deposition; any documents introduced into evidence by 

Respondent or Complaint Counsel as to which she has knowledge; or any other matters as to 

which she has knowledge that are relevant to the allegations of the Complaint, Respondent’s 

affirmative defenses, or the proposed relief. 
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15. Robert Hyer, former LabMD IT Manager and former LabMD contractor 
Mr. Hyer will testify about LabMD’s computer networks, including, but not limited 

to, remote access thereto; LabMD’s security policies and practices, and employee training; 

the personal information to which he and other LabMD employees had access; LabMD’s IT-

related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of 

the Complaint; any other issues addressed in his deposition; any documents introduced into 

evidence by Respondent or Complaint Counsel as to which he has knowledge; or any other 

matters as to which he has knowledge that are relevant to the allegations of the Complaint, 

Respondent’s affirmative defenses, or the proposed relief.

16. Curt Kaloustian, former LabMD IT employee 
Mr. Kaloustian will testify about LabMD’s computer networks, including, but not 

limited to, remote access thereto; LabMD’s security policies and practices, and employee 

training; the personal information to which he and other LabMD employees had access; 

LabMD’s IT-related expenditures; facts relating to the security incidents alleged in 

Paragraphs 17-21 of the Complaint; any other issues addressed in his investigational hearing; 

any documents introduced into evidence by Respondent or Complaint Counsel as to which he 

has knowledge; or any other matters as to which he has knowledge that are relevant to the 

allegations of the Complaint, Respondent’s affirmative defenses, or the proposed relief. 

17. Eric Knox, former LabMD sales employee 
Mr. Knox will testify about LabMD’s computer networks, including, but not limited 

to remote access thereto; LabMD’s security policies and practices, and employee training; 

the personal information to which he and other LabMD employees had access; facts relating 

to the security incidents alleged in Paragraphs 17-21 of the Complaint; any other issues 

addressed in his deposition; any documents introduced into evidence by Respondent or 
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Complaint Counsel as to which he has knowledge; or any other matters as to which he has 

knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative 

defenses, or the proposed relief.

18. Chris Maire, former LabMD IT employee 
Mr. Maire will testify about LabMD’s computer networks, including, but not limited 

to, remote access thereto; LabMD’s security policies and practices, and employee training; 

the personal information to which he and other LabMD employees had access; LabMD’s IT-

related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of 

the Complaint; any other issues addressed in his deposition; any documents introduced into 

evidence by Respondent or Complaint Counsel as to which he has knowledge; or any other 

matters as to which he has knowledge that are relevant to the allegations of the Complaint, 

Respondent’s affirmative defenses, or the proposed relief. 

19. Jeff Martin, former LabMD IT employee and former LabMD contractor 
Mr. Martin will testify about LabMD’s computer networks, including, but not limited 

to, remote access thereto; LabMD’s security policies and practices, and employee training; 

the personal information to which he and other LabMD employees had access; LabMD’s IT-

related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of 

the Complaint; any other issues addressed in his deposition; any documents introduced into 

evidence by Respondent or Complaint Counsel as to which he has knowledge; or any other 

matters as to which he has knowledge that are relevant to the allegations of the Complaint, 

Respondent’s affirmative defenses, or the proposed relief.

20. Jennifer Parr, former LabMD IT employee 
Ms. Parr will testify about LabMD’s computer networks, including, but not limited to, 

remote access thereto; LabMD’s security policies and practices, and employee training; the 
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personal information to which she and other LabMD employees had access; LabMD’s IT-

related expenditures; facts relating to the security incidents alleged in Paragraphs 17-21 of 

the Complaint; any other issues addressed in her deposition; any documents introduced into 

evidence by Respondent or Complaint Counsel as to which she has knowledge; or any other 

matters as to which she has knowledge that are relevant to the allegations of the Complaint, 

Respondent’s affirmative defenses, or the proposed relief.

21. Alison Simmons, former LabMD IT employee 
Ms. Simmons will testify about LabMD’s computer networks, including, but not 

limited to, remote access thereto; LabMD’s security policies and practices, and employee 

training; the personal information to which she and other LabMD employees had access; 

facts relating to the security incidents alleged in Paragraphs 17-21 of the Complaint; any 

other issues addressed in her deposition or investigational hearing; any documents introduced 

into evidence by Respondent or Complaint Counsel as to which she has knowledge; or any 

other matters as to which she has knowledge that are relevant to the allegations of the 

Complaint, Respondent’s affirmative defenses, or the proposed relief.

22. LabMD, designee(s) to be determined 
The LabMD designee(s) will testify about LabMD’s computer networks, including, 

but not limited to, remote access thereto; LabMD’s security policies and practices, and 

employee training; the personal information to which LabMD employees had access; 

LabMD’s IT-related expenditures; facts relating to the security incidents alleged in 

Paragraphs 17-21 of the Complaint; any other issues addressed in its deposition; any 

documents introduced into evidence by Respondent or Complaint Counsel as to which 

LabMD has knowledge; or any other matters as to which LabMD has knowledge that are 
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relevant to the allegations of the Complaint, Respondent’s affirmative defenses, or the 

proposed relief.  The designee(s) will also testify about any other topics listed in the 

deposition notice that was issued by Complaint Counsel to LabMD in this action.

Current and Former Clients of LabMD 

23. Letonya Randolph, Midtown Urology, PC (“Midtown Urology”) employee, 
Midtown Urology designee 
Ms. Randolph will testify about Midtown Urology’s relationship and communications 

with LabMD; computer hardware and software provided to Midtown Urology by LabMD, 

and the maintenance thereof; the transmission of personal information between Midtown 

Urology and LabMD; any other issues addressed in her deposition; any documents 

introduced into evidence by Respondent or Complaint Counsel as to which Midtown Urology 

has knowledge; or any other matters as to which Midtown Urology has knowledge that are 

relevant to the allegations of the Complaint, Respondent’s affirmative defenses, or the 

proposed relief.  She will also testify about facts relating to the documents produced in 

response to Complaint Counsel’s subpoena duces tecum to Midtown Urology in this action, 

and the admissibility of those documents into evidence in the hearing in this action.

24. Barbara Goldsmith, Midtown Urology, PC (“Midtown Urology”) employee 
Ms. Goldsmith will testify about facts relating to the documents produced in response 

to Complaint Counsel’s subpoena duces tecum to Midtown Urology in this action, and the 

admissibility of those documents into evidence in the hearing in this action.

25. Jerry Maxey, Southeast Urology Network (“S.U.N.”) employee, S.U.N. designee  
Mr. Maxey will testify about S.U.N.’s relationship and communications with LabMD; 

computer hardware and software provided to S.U.N. by LabMD, and the maintenance 

thereof; the transmission of personal information between S.U.N. and LabMD; any other 
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issues addressed in his deposition; any documents introduced into evidence by Respondent or 

Complaint Counsel as to which S.U.N. has knowledge; or any other matters as to which 

S.U.N. has knowledge that are relevant to the allegations of the Complaint, Respondent’s 

affirmative defenses, or the proposed relief.  He will also testify about facts relating to the 

documents produced in response to Complaint Counsel’s subpoena duces tecum to S.U.N. in 

this action, and the admissibility of those documents into evidence in the hearing in this 

action.

Contractors and Other Individuals and Entities 
Who Have Provided Services or Equipment to LabMD 

26. Lou Carmichael, former LabMD consultant 
Ms. Carmichael will testify about LabMD’s security policies and practices, 

compliance program, and employee training; any other issues addressed in her deposition; 

any documents introduced into evidence by Respondent or Complaint Counsel as to which 

she has knowledge; or any other matters as to which she has knowledge that are relevant to 

the allegations of the Complaint, Respondent’s affirmative defenses, or the proposed relief. 

27. Hamish Davidson, President of ProviDyn, Inc. 
Mr. Davidson will testify about facts related to the documents produced in response 

to Complaint Counsel’s subpoena duces tecum to ProviDyn, Inc. in this action, and the 

admissibility of those documents into evidence in the hearing in this action.

28. Allen Truett, former Chief Executive Officer of Automated PC Technologies, 
Inc.
Mr. Truett will testify about LabMD’s computer networks, including, but not limited 

to, remote access thereto; the products and/or services that he and his company, Automated 

PC Technologies, Inc., provided to LabMD, including, but not limited to the security features 
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of those products and/or services; the communications between LabMD and Mr. Truett or 

Automated PC Technologies, Inc.; the facts underlying and set forth in the affidavit that Mr. 

Truett executed on May 20, 2011, which LabMD submitted to Commission staff during the 

Part II investigation; any other issues addressed in his deposition; any documents introduced 

into evidence by Respondent or Complaint Counsel as to which he has knowledge; or any 

other matters as to which he has knowledge that are relevant to the allegations of the 

Complaint, Respondent’s affirmative defenses, or the proposed relief. 

29. Peter Sandrev, Broadvox employee, Cypress Communications, LLC (“Cypress”) 
designee
Mr. Sandrev will testify about LabMD’s computer networks, including, but not 

limited to the products and/or services that Cypress has provided to LabMD, including but 

not limited to any security features of those products and/or services; any other issues 

addressed in his deposition; any documents introduced into evidence by Respondent or 

Complaint Counsel as to which Cypress has knowledge; or any other matters as to which 

Cypress has knowledge that are relevant to the allegations of the Complaint, Respondent’s 

affirmative defenses, or the proposed relief.  He will also testify about facts relating to the 

documents produced in response to Complaint Counsel’s subpoena duces tecum to Cypress 

in this action, and the admissibility of those documents into evidence in the hearing in this 

action.

Other Individuals and Entities 

30. Robert Boback, Chief Executive Officer of Tiversa Holding Corporation 
(“Tiversa”), Tiversa designee 
Mr. Boback will testify about Tiversa’s understanding and use of peer-to-peer file 

sharing applications and networks; Tiversa’s communications with LabMD; facts relating to 
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how Tiversa obtained multiple copies of the “P2P insurance aging file” referenced in 

Paragraph 17 of the Complaint and the different IP addresses from which Tiversa obtained 

copies of that file; other facts relating to the security incident alleged in Paragraphs 17-20 of 

the Complaint; any other issues addressed in his deposition; any documents introduced into 

evidence by Respondent or Complaint Counsel as to which Tiversa has knowledge; or any 

other matters as to which Tiversa has knowledge that are relevant to the allegations of the 

Complaint, Respondent’s affirmative defenses, or the proposed relief.  Mr. Boback will also 

testify about facts relating to the documents produced in response to Complaint Counsel’s 

subpoena duces tecum to Tiversa in this action, and the admissibility of those documents into 

evidence in the hearing in this action.   

31. Erick Garcia 
Mr. Garcia will testify about facts relating to the security incident alleged in 

Paragraph 21 of the Complaint. 

32. Karina Jestes, Detective, Sacramento, CA Police Department 
Detective Jestes will testify about facts relating to the security incident alleged in 

Paragraph 21 of the Complaint, including but not limited to, facts relating to her investigation 

of the conduct underlying the pleas of no contest to California charges of identity theft 

entered by Erick Garcia and Josie Martinez Maldanado; her training and experience as it 

relates to identity theft; any other issues addressed in her deposition; any documents 

introduced into evidence by Respondent or Complaint Counsel as to which she has 

knowledge; or any other matters as to which she has knowledge that are relevant to the 

allegations of the Complaint, Respondent’s affirmative defenses, or the proposed relief.  

Detective Jestes will also testify about facts relating to the documents produced in response 
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to Complaint Counsel’s subpoena duces tecum to the Custodian of Records of the 

Sacramento, CA Police Department in this action, and the admissibility of those documents 

into evidence in the hearing in this action.

33. M. Eric Johnson, Dean of Owen Graduate School of Management, Vanderbilt 
University 

Dean Johnson will testify about facts related to his study entitled “Data Hemorrhages 

in the Health-Care Sector,” including his research methodology and findings; the “P2P 

insurance aging file” referenced in Paragraph 17 of the Complaint; facts relating to the 

security incident alleged in Paragraphs 17-20 of the Complaint; peer-to-peer file sharing 

applications and networks and the consequences of inadvertent disclosures of consumers’ 

personal information; any other issues addressed in his deposition; any documents introduced 

into evidence by Respondent or Complaint Counsel as to which he has knowledge; or any 

other matters as to which he has knowledge that are relevant to the allegations of the 

Complaint, Respondent’s affirmative defenses, or the proposed relief.

34. Roger Jones, Records Section Supervisor, Sandy Springs, GA Police Department 
Mr. Jones will testify about facts related to the admissibility of documents that were 

produced in response to Complaint Counsel’s subpoena duces tecum to the Sandy Springs, 

GA Police Department into evidence in the hearing in this action.

35. David Lapides, Detective, Sandy Springs, GA Police Department 
Detective Lapides will testify about his communications with LabMD and other facts 

relating to the security incident alleged in Paragraph 21 of the Complaint; any other issues 

addressed in his deposition; any documents introduced into evidence by Respondent or 

Complaint Counsel as to which he has knowledge; or any other matters as to which he has 

knowledge that are relevant to the allegations of the Complaint, Respondent’s affirmative 
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defenses, or the proposed relief.  Detective Lapides will also testify about facts relating to 

documents that were produced in response to Complaint Counsel’s subpoena duces tecum to 

the Sandy Springs, GA Police Department in this action, and the admissibility of those 

documents into evidence in the hearing in this action.

36. Susan McAndrew, Deputy Director for Health Information Privacy, Office for 
Civil Rights, or other designee, U.S. Department of Health and Human Services 
(“HHS”) 
Ms. McAndrew, or another designee of HHS, will testify about the existence or non-

existence of any evaluations by HHS of LabMD’s compliance with the Health Insurance 

Portability and Accountability Act of 1996 (“HIPAA”), the Health Information Technology 

for Economic and Clinical Health Act (“HITECH”), and the regulations promulgated under 

HIPAA and HITECH.

37. Jonn Perez, Trend Micro Inc. employee 

Mr. Perez will testify about facts related to the admissibility of documents that were 

produced in response to Complaint Counsel’s subpoena duces tecum to Trend Micro Inc.

38. Euly Ramirez, Supervisor, Sacramento, CA Police Department 
Ms. Ramirez will testify about facts related to the admissibility of documents 

produced in response to Complaint Counsel’s subpoena duces tecum to the Custodian of 

Records of the Sacramento, CA Police Department into evidence in the hearing in this action.

39. Matt Wells, Trend Micro Inc. employee 

Mr. Wells will testify about facts related to the admissibility of documents that were 

produced in response to Complaint Counsel’s subpoena duces tecum to Trend Micro Inc.
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40. Kevin Wilmer, Investigator, Federal Trade Commission, Bureau of Consumer 
Protection, Division of Privacy and Identity Protection 
Mr. Wilmer will testify about the process used to identify the individuals listed in 

Appendix A (designated as “CONFIDENTIAL”) to Complaint Counsel’s Initial Disclosures 

as “Individuals Associated with 9-Digit Numbers Listed in the Day Sheets Referenced in 

Paragraph 21 of the Complaint Whose Names Are Not Listed in Those Day Sheets,” which 

has been produced at FTC-010907.  

41. Nathaniel Wood, Assistant Director, Federal Trade Commission, Bureau of 
Consumer Protection, Division of Consumer and Business Education 
Mr. Wood will testify about facts related to the admissibility of certain documents 

produced as part of Complaint Counsel’s Initial Disclosures into evidence in the hearing in 

this action. 

Expert Witnesses 

42. Raquel Hill, PhD 
Professor Hill is an Associate Professor at Indiana University, School of Informatics 

and Computing, and a Visiting Scholar at Harvard University’s School of Engineering and 

Applied Science, Center for Research on Computation and Society.  Her research focuses on 

trust and security for distributed computing environments and privacy of medical related 

data.  She received both her Bachelor of Science and Master of Science in Computer Science 

from the Georgia Institute of Technology.  She received her PhD in Computer Science from 

Harvard University in 2002.

Professor Hill will  testify, from her perspective as an expert in computer security, 

data privacy, and networking systems, regarding whether LabMD: (1) failed to provide 

reasonable and appropriate security for consumers’ personal information within its computer 
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network and (2) could have corrected any such security failures at relatively low cost using 

readily available security measures.  Her testimony is based on transcripts and exhibits from 

investigational hearings and depositions of Respondent, its current and former employees, 

and third parties; correspondence and documents submitted by Respondent and third parties 

in connection with the pre-complaint investigation or this litigation; and industry and 

government standards, guidelines, and vulnerability databases that establish best practices for 

information security practitioners. 

43. Rick Kam, CIPP/US 
Mr. Kam is a Certified Information Privacy Professional (CIPP/US), and is the 

President and Co-Founder of ID Experts, a company specializing in data breach response and 

identity theft victim restoration.  In this role, Mr. Kam has had the opportunity to work on 

data breach incidents as part of ID Experts’ incident response team.  ID Experts has managed 

hundreds of data breach incidents, protecting millions of affected individuals and restoring 

the identities of thousands of identity theft victims.  Within the healthcare industry, Mr. Kam 

has worked with organizations ranging in size from individual providers and small clinics to 

large hospital systems and health insurance companies.  Mr. Kam also serves in leadership 

roles of organizations addressing identity theft, medical identity theft, and data breach risk 

and remediation, and he presents regularly at conferences and frequently publishes pieces 

regarding these and other subjects.

Mr. Kam will testify, from his perspective as an expert in identifying and remediating 

the consequences of identity theft and medical identity theft, about the risk of harm, 

particularly from medical identity theft, to consumers whose sensitive personal information 

LabMD disclosed without authorization.  Mr. Kam will also testify about consequences of 
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the risk of unauthorized disclosure caused by LabMD’s failure to provide reasonable and 

appropriate security for consumers’ personal information maintained on its computer 

network.

44. James Van Dyke 
Mr. Van Dyke is the Founder and President of Javelin Strategy & Research 

(“Javelin”).  Among other services, Javelin produces an annual study of identity theft in the 

United States.  Under Mr. Van Dyke’s leadership, Javelin’s study provides a comprehensive 

analysis of identity fraud in the United States, which is used extensively by industry and 

other stakeholders.  Mr. Van Dyke presents regularly to thought leaders on issues relating to 

identity theft and security.  

Mr. Van Dyke will testify, from his perspective as an expert in identity theft, 

regarding the risk of injury to consumers whose personally identifiable information has been 

disclosed by LabMD without authorization and to consumers whose personally identifiable 

information was not adequately protected from unauthorized disclosure. 
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