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 In the Matter of  
    
 Northrop Grumman Corporation, 
  a corporation; 
    
   and 
    
 Orbital ATK, Inc., 
       a corporation. 

)     
)  
)   
) 
)       DECISION AND ORDER 

     DOCKET NO. C-4652 
     [Public Record Version] 

)  
)  
) 
) 

    ) 
 

DECISION 
 

The Federal Trade Commission (“Commission”) initiated an investigation of the 
proposed acquisition by Respondent Northrop Grumman Corporation, (“Northrop”) of the voting 
securities of Respondent Orbital ATK, Inc., (“Orbital”), collectively “Respondents.” The 
Commission’s Bureau of Competition prepared and furnished to Respondents the Draft 
Complaint, which it proposed to present to the Commission for its consideration.  If issued by the 
Commission, the Draft Complaint would charge Respondents with violations of Section 7 of the 
Clayton Act, as amended, 15 U.S.C. § 18, and Section 5 of the Federal Trade Commission Act, 
as amended, 15 U.S.C. § 45. 

Respondents and the Bureau of Competition executed an agreement (“Agreement 
Containing Consent Order” or “Consent Agreement”) containing (1) an admission by 
Respondents of all the jurisdictional facts set forth in the Draft Complaint, (2) a statement that 
the signing of said agreement is for settlement purposes only and does not constitute an 
admission by Respondents that the law has been violated as alleged in the Draft Complaint, or 
that the facts as alleged in the Draft Complaint, other than jurisdictional facts, are true, (3) 
waivers and other provisions as required by the Commission’s Rules, and (4) a proposed 
Decision and Order. 
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The Commission considered the matter and determined that it had reason to believe that 
Respondents have violated the said Acts, and that a complaint should issue stating its charges in 
that respect.  The Commission accepts the executed Consent Agreement and places it on the 
public record for a period of 30 days for the receipt and consideration of public comments.  Now, 
in further conformity with the procedure described in Commission Rule 2.34, 16 C.F.R. § 2.34, 
the Commission issues its Complaint, makes the following jurisdictional findings, and issues the 
following Decision and Order (“Order”): 

1. Respondent Northrop Grumman Corporation is a corporation organized, existing, 
and doing business under, and by virtue of, the laws of the State of Delaware with 
its executive offices and principal place of business located at 2980 Fairview Park 
Drive, Falls Church, Virginia 22042. 

2. Respondent Orbital ATK, Inc. is a corporation organized, existing, and doing 
business under, and by virtue of, the laws of the State of Delaware with its 
executive offices and principal place of business located at 45101 Warp Drive, 
Dulles, Virginia 20166. 

3. The Federal Trade Commission has jurisdiction over the subject matter of this 
proceeding and over Respondents, and the proceeding is in the public interest. 

ORDER 

I. 

IT IS ORDERED THAT, as used in this Order, the following definitions shall apply: 

A. “Northrop” means Northrop Grumman Corporation, its directors, officers, employees, 
agents, and representatives; its successors and assigns; its joint ventures, subsidiaries, 
divisions, groups and affiliates controlled by Northrop Grumman Corporation, and the 
respective directors, officers, employees, agents, representatives, successors and assigns 
of each.  After the Acquisition, Northrop will include Orbital. 

B. “Orbital” means Orbital ATK, Inc., its directors, officers, employees, agents, and 
representatives; its successors and assigns; its joint ventures, subsidiaries, divisions, 
groups and affiliates controlled by Orbital ATK, Inc., and the respective directors, 
officers, employees, agents, representatives, successors and assigns of each. 

C. “Respondent(s)” means Northrop and Orbital, individually and collectively. 

D. “Commission” means the Federal Trade Commission. 

E. “Acquisition” means Northrop’s acquisition of Orbital pursuant to the Agreement and 
Plan of Merger dated September 17, 2017, among Northrop and Orbital that was 
submitted by the Respondents to the Commission. 

F. “Acquisition Date” means the date on which the Acquisition is consummated. 
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G. “Collaborative Agreement” means any written agreement to collaborate on a proposal or 
other competitive efforts for the supply of SRMs and Related Services for a Missile 
Competition.  

H. “Compliance Officer” means the Person appointed pursuant to Paragraph V. of this 
Order, as well as his or her designees. 

I. “Compliance Program” means a program (including, but not limited to, an effective in-
person or web-based training program) designed to ensure compliance with the 
requirements and prohibitions of this Order. 

J. “Discriminate” or “Discriminating” means to advantage Northrop relative to a Third 
Party Prime Contractor or to disadvantage a Third Party Prime Contractor relative to 
Northrop for any reason or in any way that is likely to or would limit, impair, hinder, 
delay, reduce or degrade, directly or indirectly, a Third Party Prime Contractor’s proposal 
or performance, where the Third Party Prime Contractor and Northrop are competitors 
with respect to a specific Missile Competition, in connection with: an Offer or the 
negotiations of an Offer by the Northrop SRM Business; providing SRM Information by 
the Northrop SRM Business; staffing, resource allocation, or design decisions in 
connection with SRM Products and Services offered by the Northrop SRM Business; 
entering into or negotiating Collaborative Agreements by the Northrop SRM Business; or 
making available technologies for SRMs and Related Services developed by the Northrop 
SRM Business, including Discriminating in price, schedule, quality, data, personnel, 
investment, technology, innovation, design, and risk; provided, however, that the 
determination of compliance or non-compliance with the non-discrimination provisions 
of this Order shall take into account that different Prime Contractors may choose to take 
different competitive approaches that may result in differences, individually and 
collectively, in the provision of SRMs and Related Services, including in terms of cost, 
schedule, design, performance, and the other parameters listed above, and that such 
differences do not reflect discrimination; and provided further, that nothing in this Order 
shall be interpreted to require Northrop to invest its own funds in support of a Third Party 
Prime Contractor (other than costs normally incurred by Northrop to prepare a proposal 
or otherwise respond to a Request for Information, Request for Proposal or similar 
request), and nothing in this Order shall be interpreted to preclude Northrop from 
charging a Third Party Prime Contractor a fee on the sale of SRMs and Related Services. 

K. “DoD” means the United States Department of Defense or any component thereof, 
provided, however, that where this Order requires that any information be provided to 
DoD, such information shall be provided to: (i) the Office of the Under Secretary of 
Defense for Acquisition and Sustainment, and (ii) the Office of the General Counsel of 
the Department of Defense. 

L. “Firewalled SRM Customer Team” means a specified group of Northrop Personnel that is 
dedicated to supporting a Prime Contractor (including Northrop where Northrop is a 
Prime Contractor) by providing SRMs and Related Services in pursuit of a particular 
Missile Competition.   
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M. “Government Customer” means a United States government agency procuring Missiles 
or Missile Systems. 

N. “Management Oversight Group” means a specified group of Northrop Personnel selected 
from the Respondents’ corporate, sector or division (or their equivalents) leadership 
teams who require access to specified Third Party Non-Public Information in order to 
make enterprise decisions to fulfill their oversight and fiduciary responsibilities, 
including to ensure (i) that an Offer is consistent with Northrop’s financial guidelines and 
risk management constructs, accounting requirements, SEC disclosure and reporting 
obligations, and responsible management of a public company; and (ii) Northrop can 
effectively execute the Offer as expected, if it is accepted.  The Management Oversight 
Group may also include specified Northrop Personnel who perform appropriate support 
functions, such as audit and legal functions. Specifically, the Management Oversight 
Group shall consist of Northrop Personnel in roles of the nature identified in Non-Public 
Appendix A who perform the oversight and fiduciary functions described above. 

O. “Missile(s)” means any air, sea, and/or land-based missile propelled by one or more 
SRM(s), including tactical missiles, missile defense interceptors, and strategic missiles; 
provided, however, Missile(s) does not include launch vehicles for satellites and other 
space systems.  

P. “Missile Competition” means a pending or future competition for one or more Missiles or 
Missile Systems to be procured by a Government Customer from the initiation of the 
DoD procurement and acquisition process through the award of the applicable full-rate 
production contract or, if a determination is made by the Government Customer not to 
award the applicable contract, through the time such a determination is made, including, 
but not limited to, any and all activities related to formulating, finalizing, and submitting 
proposals, whether or not accepted by the Government Customer and/or Prime 
Contractor, and negotiations with the Government Customer and/or Prime Contractor. 

Q. “Missile Information” means all information (such as, but not limited to, prime contract 
proposal cost or pricing, proposed designs, business pursuit strategies, and technical data) 
regarding a specific offer, or possible offer, for a Missile Competition that a Prime 
Contractor provides to, requests from, or otherwise exchanges with a supplier or potential 
supplier of SRMs to enable the SRM supplier to fully support the efforts of the Prime 
Contractor in connection with the research, development, manufacture, and delivery of 
Missiles and/or Missile Systems for the Missile Competition. 

R. “Missile System” means any system or series of systems comprised primarily of a 
Missile or Missiles, including all corresponding subsystems and ground systems 
components, software, and technical data procured with the Missile or Missiles. 

S. “Non-Public Information” means all confidential and proprietary non-public information 
(i.e., information that is not generally known or otherwise publicly available), including, 
but not limited to, all intellectual property, know-how, designs, drawings, sketches, 
creative materials, specifications, models, samples, studies, analyses, analytical models, 
data, databases, records, simulations, tests, test results, assessments, evaluations, reports, 
documentation, computer programs, practices, processes, plans, estimates, proposals, and 
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other technical, financial, economic, business strategy, or other documents, information, 
data, computer files (including files stored on a computer’s hard drive or other storage 
media), electronic files, books, records, papers, instruments, and all other materials and 
information, whether located, stored, or maintained in paper format or by means of 
electronic, optical, or magnetic media or devices, photographic or video images, or any 
other format or media, and by whatever means, form, or format received or transmitted 
(e.g., physically, orally, visually, by document, email, computer disks, magnetic tape, 
photograph, handwritten notes, draft, drawings, or any other type of media). 

T. “Non-Public Missile Information” means all Missile Information owned or licensed by a 
Third Party Prime Contractor that is furnished or otherwise submitted by the Third Party 
Prime Contractor to Respondents, is Non-Public Information, and has been, and 
continues to be, maintained in confidence by the Third Party Prime Contractor: 

1. Provided, however, that (i) all written information must be designated by the 
Third Party Prime Contractor as proprietary information on the face thereof; and 
(ii) all oral, visual, or other non-written information must be identified as 
proprietary information by the Third Party Prime Contractor at the time of 
disclosure and confirmed in writing within 30 days of its disclosure; 

 
2. Provided further that Non-Public Missile Information shall not include 

information:  
a. that becomes known or publicly available through no violation of this 

Order or any other existing agreement with Northrop intended to protect 
confidentiality; 

b. that becomes known from a Third Party not known by Northrop to be in 
breach of a confidentiality or non-disclosure agreement with respect to 
such information; 

c. independently known or developed by the recipient without reference to 
Non-Public Missile Information; or 

d. after five years from the end of the period for disclosing information under 
the relevant Collaborative Agreement; 

 
3. In the event of a dispute, Missile Information shall be treated presumptively as 

Non-Public Information pending confirmation of its status. 
 

U. “Non-Public SRM Information” means all SRM Information owned or licensed by a 
Third Party SRM supplier that is furnished or otherwise submitted by the Third Party 
SRM supplier to Northrop, is Non-Public Information and has been, and continues to be, 
maintained in confidence by the Third Party SRM supplier: 

1. Provided, however, that (i) all written information must be designated by the 
Third Party SRM supplier as proprietary information on the face thereof; and (ii) 
all oral, visual, or other non-written information must be identified as proprietary 
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information at the time of disclosure and confirmed in writing within 30 days of 
its disclosure; 

2. Provided further that Non-Public SRM Information shall not include information:  

a. that becomes known or publicly available through no violation of this 
Order or any other existing agreement with Northrop intended to protect 
confidentiality; 

b. that becomes known from a third party not known by Northrop to be in 
breach of a confidentiality or non-disclosure agreement with respect to 
such information; 

c. independently known or developed by the recipient without reference to 
Non-Public SRM Information; or 

d. after five years from the end of the period for disclosing information under 
the relevant Collaborative Agreement; 

3. In the event of a dispute, SRM Information shall be treated presumptively as Non-
Public Information pending confirmation of its status. 

V. “Northrop Missile Business” means that portion of Northrop, or the Orbital entities 
acquired by Northrop, that is engaged in the research, development, manufacture, or sale 
of Missiles or Missile Systems as a Prime Contractor. 

W. “Northrop Personnel” means any directors, officers, employees, agents, representatives, 
consultants, or other Persons designated, hired, retained, or otherwise representing 
Respondents. 

X. “Northrop SRM Business” means the research, development, manufacture, or sale of 
SRMs as conducted by Orbital immediately prior to the Acquisition and as that Orbital 
business may subsequently be conducted by Northrop after the Acquisition. 

Y. “Offer” means and includes any proposal by Northrop, on specified terms and conditions, 
including specified pricing and costs, in response to a Request for Proposal, Request for 
Information, or other similar written request from a Prime Contractor to provide SRMs 
and Related Services for a Missile Competition. 

Z. “Person” means any individual, partnership, joint venture, firm, corporation, limited 
liability company or partnership, association, trust, unincorporated organization, or other 
business or government entity.   

AA. “Prime Contractor” means any Person engaged in the research, development, 
manufacture, sale and/or integration of Missiles or Missile Systems that sells or competes 
to sell Missiles or Missile Systems directly to a Government Customer.  

BB. “Remedial Costs” means those costs, incurred by Respondents, relating directly to the 
administration of measures to remedy conduct of Respondents in violation of this Order. 

CC. “SRM” means any solid rocket motor used to propel a Missile. 
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DD. “SRM Information” means all information (such as, but not limited to, technical data) 
that a Prime Contractor requests from, provides to, or otherwise exchanges with a 
supplier or potential supplier of SRMs to compete in a Missile Competition.  SRM 
Information includes all related technical data and information that the Northrop SRM 
Business normally provides to a Prime Contractor prior to entering into, or in the course 
of working pursuant to, an Offer, a Collaborative Agreement, or otherwise supporting the 
Prime Contractor’s efforts in connection with a Missile Competition.  Data and 
information provided include, but are not limited to, the types of data and information 
provided by the Northrop SRM Business to the Northrop Missile Business in connection 
with a Missile Competition.   

EE. “SRMs and Related Services” means one or more SRMs and services related to the 
research, development, manufacture, delivery, and support of the SRMs reasonably 
required to support a Prime Contractor’s proposal for a Missile Competition. 

FF. “TAS Group” means Technical and Administrative Support Group and refers to Northrop 
Personnel who may provide support services to more than one Firewalled SRM Customer 
Team on a particular Missile Competition.  The TAS Group may include personnel 
providing engineering and technical support or general administrative and/or 
management support services.   

GG. “Third Party” means any Person other than Respondents. 

II.  

IT IS FURTHER ORDERED THAT: 

A. Respondents shall not Discriminate in any Missile Competition where Northrop: (i) is 
currently competing to be the Prime Contractor; or (ii) has the capability to compete and 
has taken the steps identified in Paragraph IV. and continues to take steps to compete as a 
Prime Contractor.  By way of example, Respondents shall: 

1. Not Discriminate in developing or providing an Offer requested by or made to a 
Third Party Prime Contractor, or in supporting the proposal of the Third Party 
Prime Contractor in connection with the Offer; 

2. Not Discriminate in providing SRM Information; 

3. Not Discriminate regarding staffing, resource allocation, or design decisions in 
connection with SRM Products and Services to be provided to any Third Party 
Prime Contractor; 

4. Not Discriminate in making any Offers to, or entering into Collaborative 
Agreements or other similar arrangements with, any Third Party Prime 
Contractor, or in the negotiation of such Offers, agreements, or other 
arrangements with Third Party Prime Contractors; 
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Provided, however, that no provision of this Order shall require Respondents to 
provide products, services or technologies, including SRMs and Related Services, 
to any Third Party without commercially reasonable terms or if it is commercially 
unreasonable because (i) the Northrop SRM Business does not have the technical 
capability to supply the Third Party Prime Contractor or (ii) the Northrop SRM 
Business does not have the capacity (and it is not commercially reasonable to 
expand its capacity) to provide SRMs or a Firewalled SRM Customer Team to 
one or more Prime Contractors that have requested such services or team because 
the number or burden of Prime Contractors seeking the benefit of Paragraph II.A. 
of this Order becomes unreasonably large, so long as Respondents are providing 
SRMs and Related Services to at least one Third Party Prime Contractor in the 
applicable Missile Competition; 

5. Not Discriminate in making available for use in Missile Competitions any 
technologies for SRMs and Related Services developed by the Northrop SRM 
Business under independent research and development funding, government-
funded research and development activities or other funds expended by the 
Northrop SRM Business; provided, however, that Respondents shall be under no 
obligation to disclose or offer the products or other results of any joint investment 
or development activity engaged in with one Prime Contractor (including 
Northrop) to any other Prime Contractor in the applicable Missile Competition; 

6. Establish and maintain separate Firewalled SRM Customer Teams as required by 
Paragraph III. of this Order to support each Third Party Prime Contractor; and 

7. As to each separate Firewalled SRM Customer Team, take all steps reasonably 
necessary to ensure that a Prime Contractor’s Non-Public Missile Information is 
kept confidential and protected from unauthorized disclosure and use, including 
such steps as Respondents would take to protect their own Non-Public 
Information and as required pursuant to Paragraph III. 

B. The provision of any protected information, technology, or product to the Respondents by 
any Third Party, or to any Third Party by the Respondents, pursuant to this Order shall be 
subject to appropriate customary confidentiality agreements on the treatment of 
competitively-sensitive, national security-sensitive, ITAR-controlled, and/or proprietary 
information.  Notwithstanding any other provision of this Order, Respondents shall not be 
required to provide any information to any Persons, including at the DoD or a Third Party 
Prime Contractor, if they do not have the security clearance required to be eligible to 
receive such information.  

C. As to each Missile Competition, Respondents’ obligations under the provisions of 
Paragraphs II.A.-B. of this Order shall cease to apply upon the occurrence of any of the 
following events:  (i) the award of the applicable contract or, if a determination is made 
by the Government Customer not to award the applicable contract, the date such a 
determination is made; (ii) Respondent Northrop has been eliminated from consideration 
of being the Prime Contractor; (iii) Respondent Northrop has provided notice that it has 
withdrawn from consideration of being the Prime Contractor; (iv) Respondent Northrop’s 
SRM Business has been eliminated from consideration of being the SRM supplier to all 
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Third Party Prime Contractors (provided, that such obligations shall cease to apply with 
respect to a particular Third Party Prime Contractor’s proposal if and when Northrop’s 
SRM Business has been eliminated from consideration by that Prime Contractor); or (v) 
Respondent Northrop becomes the sole remaining Prime Contractor being considered in 
the Missile Competition, whichever occurs first. 

D. The purpose of the provisions of Paragraph II. of this Order is to assure that the Northrop 
SRM Business continues to provide its services to Third Party Prime Contractors in any 
Missile Competition after the Acquisition on a non-discriminatory basis and in the same 
manner and of the same performance level and quality as before the Acquisition, and to 
remedy the lessening of competition resulting from the Acquisition as alleged in the 
Commission’s Complaint. 

III. 

IT IS FURTHER ORDERED THAT Respondents shall protect a Third Party Prime 
Contractor’s Non-Public Missile Information and Non-Public SRM Information in any 
Missile Competition where Northrop (i) is currently competing to be the Prime 
Contractor or (ii) has the capability to compete and has taken the steps identified in 
Paragraph IV. and continues to take steps to compete as a Prime Contractor.  Specifically, 
Respondents shall take all actions as are reasonably necessary and appropriate to prevent 
access to, or the disclosure or use of, any Non-Public Missile Information or Non-Public 
SRM Information by or to any Person(s) not authorized to access, receive, or use such 
Non-Public Information pursuant to the terms of this Order, and shall develop and 
implement procedures and requirements to protect such Non-Public Information and to 
comply with the prohibitions and requirements of this Order, including, but not limited 
to, taking the following actions in any such Missile Competition covered by Paragraph II. 
of this Order to protect such Non-Public Information:  

A. Northrop Firewalled SRM Customer Teams shall maintain firewalls and confidentiality 
protections, consistent with company practices and industry standards, and in compliance 
with the following requirements and prohibitions:  

1. Northrop Personnel assigned to the Firewalled SRM Customer Teams shall 
receive training on the restrictions on the disclosure, use, and dissemination of 
Non-Public Information and, following completion of the relevant Missile 
Competition, will be reminded of their ongoing obligations with respect to such 
Non-Public Information; 

2. Northrop Personnel assigned to the Firewalled SRM Customer Teams shall sign 
appropriate non-disclosure or equivalent agreements providing written 
acknowledgement of their responsibilities regarding the restrictions on the use and 
dissemination of Non-Public Information; 
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3. Northrop shall keep separate and limit access to Non-Public Missile Information 
and Non-Public SRM Information of the respective Firewalled SRM Customer 
Teams, e.g., by separating data in information systems; physically separating, 
securing, and/or shielding prototypes, models, and hard copies of such Non-
Public Information; utilizing identification badge hangers to identify members of 
Firewalled SRM Customer Teams; and employing other processes designed to 
confine the flow of such Non-Public Information to personnel who have 
permission to see it in connection with the Missile Competition; 

4. No member of a Firewalled SRM Customer Team supporting a Third Party Prime 
Contractor in a Missile Competition where Northrop is currently competing to be 
the Prime Contractor or has the capability to compete and has taken the steps 
identified in Paragraph IV. and continues to take steps to compete as a Prime 
Contractor (i) may participate in any way, directly or indirectly, in support of 
Respondents’ efforts to participate as a Prime Contractor in the Missile 
Competition, including the preparation or review of a proposal or other response 
to a Request for Information, Request for Proposal or similar inquiry from the 
Government Customer or (ii) disclose any Non-Public Missile Information to any 
Northrop Personnel outside the Firewalled SRM Customer Team, except as 
permitted in Paragraph III.A.5. or Paragraph III.D. of this Order;  

5. The Management Oversight Group shall not receive or be provided the Non-
Public Missile Information of a Third Party Prime Contractor by members of a 
Firewalled SRM Customer Team, and members of a Firewalled SRM Customer 
Team shall not directly or indirectly disclose Non-Public Missile Information of a 
Third Party Prime Contractor to the Management Oversight Group, unless and 
solely to the extent necessary for the Management Oversight Group to perform 
the functions described in Paragraph I.N. of this Order and permitted under any 
applicable confidentiality agreement between Respondents and the Third Party 
Prime Contractor.  In this regard, the Management Oversight Group: 

a. Shall not be provided Non-Public Missile Information that does not relate 
directly to the Offer they are evaluating and does not relate directly to the 
provision of SRMs and Related Services; 

b. May be informed of (i) the requirements of a Third Party Prime Contractor 
for SRMs and Related Services, including technical, interface and 
performance specifications, subcontract deliverables, evaluation criteria, 
schedule and terms; and (ii) the Firewalled SRM Customer Team’s 
proposed approach to design, development and production, test, supply 
chain, cost and pricing, risks, schedule, quantity, terms and conditions; in 
each case, to enable the Management Oversight Group to evaluate and 
approve an Offer: 
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i. if and solely to the extent necessary for the Management Oversight 
Group to perform the functions described in Paragraph I.N. of this 
Order and permitted under any applicable confidentiality 
agreement between Respondents and the Third Party Prime 
Contractor;  

ii. only after Northrop’s chief legal officer, or designee (who shall 
sign appropriate non-disclosure or equivalent agreements 
providing written acknowledgement of their responsibilities 
regarding the restrictions on the use and dissemination of Non-
Public Missile Information and Non-Public SRM Information) has 
reviewed any such Non-Public Information and verified that its 
disclosure to the Management Oversight Group is in compliance 
with this Order; and  

iii. where any such communication to the Management Oversight 
Group containing a Third Party Prime Contractor’s Non-Public 
Missile Information or Non-Public SRM Information shall be 
made available for review by the Compliance Officer;   
 

c. Shall under no circumstances have access to Non-Public Missile 
Information of the Third Party Prime Contractor’s overall bid price or bid 
strategy or to Non-Public Missile Information unrelated to the SRMs and 
Related Services; and 

d. To the extent a member of a Firewalled SRM Customer Team supporting 
a Third Party Prime Contractor in a Missile Competition is permitted to 
disclose and discloses Non-Public Missile Information to the Management 
Oversight Group, the Management Oversight Group shall not disclose 
such information to a different Firewalled SRM Customer Team and shall 
not use the information in any way, directly or indirectly, in support of 
Respondents’ efforts to participate as a Prime Contractor in the Missile 
Competition; and 

6. Northrop shall: 

a. Not move members of a Firewalled SRM Customer Team from one Third 
Party Prime Contractor’s team to any other Firewalled SRM Customer 
Team, for the same Missile Competition, so long as that Third Party Prime 
Contractor remains in the Missile Competition, without prior written 
consent of the affected Third Party Prime Contractor(s); 

b. Maintain records of such transfers referenced in Paragraph III.A.6.a. 
during the term of this Order and make them available for inspection by 
the Commission and the Compliance Officer; and 

c. Notify the Commission and the Compliance Officer of any such transfers 
within 15 days of the transfer; 
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Provided, however, that other than the limitations described in Paragraphs III.A.1-6. of 
this Order, the Order shall not limit the movement or reassignment of any Northrop 
Personnel to different roles or teams within the company. 

B. The Firewalled SRM Customer Teams shall protect all Non-Public Missile Information 
and Non-Public SRM Information, such that, absent a Third Party Prime Contractor’s 
prior written consent or otherwise as provided below, the Firewalled SRM Customer 
Teams shall not:  

1. Disclose any of that Third Party Prime Contractor’s Non-Public Missile 
Information or Non-Public SRM Information to Northrop Personnel in a 
Firewalled SRM Customer Team supporting Northrop or another Third Party 
Prime Contractor, or 

2. Use that Third Party Prime Contractor’s Non-Public Missile Information or Non-
Public SRM Information for any purpose other than developing or providing an 
Offer requested by or made to that Third Party Prime Contractor, or in supporting 
the proposal of that Third Party Prime Contractor in connection with the Offer. 

C. The Northrop Missile Business shall take all reasonable steps to protect any Non-Public 
SRM Information, and shall not provide, disclose, or otherwise make any Non-Public 
SRM Information available to the Northrop SRM Business.  Northrop shall use Non-
Public SRM Information only in Northrop’s capacity as a Prime Contractor absent the 
prior written consent of the proprietor of the Non-Public SRM Information. 

D. Notwithstanding the provisions of Paragraphs III.A.-C. of this Order:  

1. A Firewalled SRM Customer Team on a particular Missile Competition may 
disclose the Non-Public Missile Information or Non-Public SRM Information of a 
Third Party Prime Contractor to specified Northrop Personnel providing (i) 
support services to Firewalled SRM Customer Teams as members of a TAS 
Group, or (ii) management functions as part of the Management Oversight Group, 
in each case, only to the extent those persons have a need to know such Non-
Public Information to fulfill their responsibilities and in support of the proposals 
as described herein;   

2. Members of a TAS Group or Management Oversight Group who receive Non-
Public Missile Information or Non-Public SRM Information from more than one 
Prime Contractor shall: 

a. not be members of any Firewalled SRM Customer Team; 

b. use such Non-Public Information only as needed to perform their 
functions and not for any purpose other than related to developing or 
providing an Offer requested by or made to that Third Party Prime 
Contractor, or in supporting the proposal of that Third Party Prime 
Contractor in connection with the Offer; 

c. protect the confidentiality of such Non-Public Information; and 
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d. not share such Non-Public Information of one Third Party Prime 
Contractor with any other competing Prime Contractor’s Firewalled SRM 
Customer Team; 

3. The Northrop Missile Business on a particular Missile Competition may disclose 
the Non-Public Missile Information or Non-Public SRM Information of a Third 
Party supplier of SRMs to specified Northrop Personnel providing (i) support 
services to the Northrop Missile Business as members of a TAS Group, or (ii) 
management functions as part of the Management Oversight Group, in each case, 
to the extent those persons have a need to know the Non-Public Information to 
fulfill their responsibilities and in support of the proposals as described herein; 

4. Members of a TAS Group or Management Oversight Group who receive Non-
Public Missile Information or Non-Public SRM Information from any Third Party 
supplier of SRMs shall: 

a. not be members of any Firewalled SRM Customer Team; 

b. use such Non-Public Information only as needed to perform their 
functions and not for any purpose other than related to Northrop’s 
potential purchase, directly or indirectly, of that Third Party’s SRMs and 
Related Services for a Missile Competition; 

c. protect the confidentiality of such Non-Public Information; and 

d. not share such Non-Public Information of any Third Party supplier of 
SRMs with the Northrop SRM Business; 

5. Members of a TAS Group or Management Oversight Group who receive Non-
Public Missile Information or Non-Public SRM Information from a Third Party 
Prime Contractor or a Third Party supplier of SRMs shall receive training and 
shall sign appropriate non-disclosure or equivalent agreements providing written 
acknowledgment of their responsibilities regarding the restrictions on the use and 
dissemination of such Third Party Non-Public Information, pursuant to the 
Compliance Program developed and provided to the Commission and the 
Compliance Officer. 

E. No later than 15 days after the Acquisition Date, Northrop shall submit a detailed plan for 
complying with the provisions of Paragraph III. of this Order with respect to all current 
Missile Competition(s) to the Commission and the Compliance Officer. 

F. The purpose of the provisions of Paragraph III. of this Order is to assure that the 
Northrop SRM Business maintains the confidentiality of all Non-Public Missile 
Information and the Northrop Missile Business maintains the confidentiality of all Non-
Public SRM Information in a Missile Competition where Northrop is competing as a 
Prime Contractor, and to remedy the lessening of competition resulting from the 
Acquisition as alleged in the Commission’s Complaint. 
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IV.  

IT IS FURTHER ORDERED THAT within 10 days of the earliest date on which 
Northrop takes steps to compete or potentially compete as a Prime Contractor for a 
specific Missile Competition, including, but not limited to, setting up a capture or similar 
team to pursue the Missile Competition, committing funds to compete, responding to a 
Government Customer’s Request for Information, Request for Proposal, or similar 
request for the Missile Competition, or other action by Northrop corporate management 
evidencing a decision to compete, Northrop shall notify the Commission and the 
Compliance Officer of this decision.  The notice shall include the identity of the specific 
Missile Competition and a list of the members of the Management Oversight Group 
related to such Missile Competition.     

V.  

IT IS FURTHER ORDERED THAT: 

A. The Under Secretary of Defense for Acquisition and Sustainment shall appoint a 
Compliance Officer, who shall be an employee of the United States government not 
otherwise involved in Missile Competitions or in setting the requirements for or the 
procurement of SRMs, Missiles or Missile Systems.  The Compliance Officer shall have 
the power and authority to oversee compliance by the Respondents with the terms of this 
Order. 

B. To the extent reasonably necessary to perform his or her duties and responsibilities 
pursuant to this Order, and subject to any legally recognized privilege or other forms of 
protection of information, the Compliance Officer shall be authorized to and may, in the 
presence of counsel for Northrop:  

1. during normal business hours, interview any of Respondents’ personnel, upon 
three days’ notice to that Respondent and without restraint or interference by 
Respondents, relating to any matters contained in this Order; 

2. during normal business hours, inspect and copy any document in the possession, 
custody, or control of Respondents relating to any matters contained in this Order; 

3. during normal business hours, obtain access to and inspect any systems or 
equipment, relating to any matters contained in this Order, to which Respondents’ 
personnel have access; 

4. during normal business hours, obtain access to and inspect any physical facility, 
building, or other premises, relating to any matters contained in this Order, to 
which Respondents’ personnel have access; and 
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5. require Respondents to provide access to documents, data, and other information, 
relating to any matters contained in this Order, to the Compliance Officer in such 
form as the Compliance Officer may reasonably direct and within such time 
periods as the Compliance Officer may reasonably require.  

C. Respondents shall timely comply with the Compliance Officer’s reasonable requests 
relating to Respondents’ compliance with their obligations pursuant to this Order, and the 
Compliance Officer shall not unreasonably withhold approval of any request for 
additional time. 

D. The Compliance Officer may: 

1. investigate any complaint or representation made to the Compliance Officer, or 
made available to him or her with respect to any matter arising in relation to or 
connected with compliance by Respondents with this Order; 

2. solicit and accept comments from Third Parties regarding Respondents’ 
compliance with this Order as the Compliance Officer deems necessary and 
appropriate;  

3. use other DoD employees as appropriate;  

4. retain, at the reasonable cost and expense of Northrop, such consultants, 
accountants, and other advisors (collectively, “Third Party Advisors”) as are 
reasonably necessary to carry out the duties and responsibilities under this 
Paragraph V. of the Order, who shall be solely accountable to the Compliance 
Officer, and shall have the same access as the Compliance Officer pursuant to 
Paragraph V.B. of this Order; provided, however, that such Third Party Advisors 
shall maintain the confidentiality of all Non-Public Information and documents of 
(i) Respondents, subject to terms agreed with Northrop, or (ii) any other Person; 
and 

5. require Northrop, at its reasonable cost and expense and upon reasonable terms 
and conditions, to contract with such Third Party Advisors identified by the 
Compliance Officer for the provisions of such services of the Third Party 
Advisors to the Compliance Officer pursuant to this Order.  In such contract, the 
DoD shall be named as a third party beneficiary under the terms of the contract, 
with the right of the Compliance Officer to direct the Third Party Advisors in 
performing the Compliance Officer’s duties under this Paragraph V. of the Order; 
and the Third Party Advisors shall have the same access as the Compliance 
Officer pursuant to Paragraph V.B. of this Order; provided, however, Northrop 
may require the Third Party Advisors to sign a customary confidentiality 
agreement; provided further, however, that such agreement shall not restrict the 
Third Party Advisors from providing any information provided by Northrop under 
the contract to the Compliance Officer or the Commission. 

The Compliance Officer (and any persons working with the Compliance Officer) shall 
not use or disclose any information obtained in the course of performing his or her duties 
under this Order other than for the purpose of overseeing compliance with this Order.  
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The Compliance Officer (and any persons working with the Compliance Officer) shall 
fully protect any proprietary, source-selection sensitive or other Non-Public Information. 

E. The Compliance Officer shall consult with the Office of the General Counsel of the DoD 
to ensure that in performing the duties set forth in this Paragraph, the Compliance Officer 
does not interfere with the integrity of any DoD procurement.   

F. Respondents shall use their reasonable best efforts to assist the Compliance Officer in 
satisfaction of his or her responsibilities pursuant to this Order. 

G. Subject to Paragraphs V.B. and V.C. of this Order, Respondents shall cooperate with the 
Compliance Officer and shall take no action to interfere with or to impede the 
performance of the Compliance Officer in satisfaction of his or her responsibilities. 

H. Nothing in this Order shall alter or limit the rights or responsibilities of the parties under 
any contracts between DoD and one or more of the Respondents. 

VI.  

IT IS FURTHER ORDERED THAT:  

A. Respondents shall develop and implement written procedures and protocols and maintain 
a system of access and data controls, with the advice and assistance of the Compliance 
Officer, to comply with the requirements of this Order, which shall include, but not be 
limited to, procedures for: 

1. Monitoring compliance;  

2. Requiring and enforcing compliance with appropriate remedial action in the event 
of non-compliance; 

3. Notifying the Compliance Officer and any Third Party Advisor of any non-
compliance of the requirements of Paragraph III. of the Order. 

B. Respondents shall design, maintain, and operate a Compliance Program to assure 
compliance with the requirements and prohibitions of this Order, which shall include, but 
not be limited to: 

1. Designating an officer or other individual to supervise personally the design, 
maintenance, and operation of the Compliance Program, and to be available on an 
ongoing basis to respond to any questions by employees of Respondents; 

2. Distributing a copy of the Order to all members of (i) a Firewalled SRM 
Customer Team; (ii) the TAS Group; (iii) the Management Oversight Group; or 
(iv) the Northrop Personnel who are developing a proposal or otherwise preparing 
for Northrop to compete as Prime Contractor in a Missile Competition: 

a. Within thirty (30) days of the date this Order becomes final; and 

b. Annually within thirty (30) days of the anniversary of the date this Order 
becomes final until the Order terminates; 
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3. Training on the requirements of this Order for all members of (i) a Firewalled 
SRM Customer Team; (ii) the TAS Group; (iii) the Management Oversight 
Group; or (iv) the Northrop Personnel who are developing a proposal or otherwise 
preparing for Northrop to compete as a Prime Contractor in a Missile 
Competition; 

4. The retention of documents and records sufficient to record Respondents’ 
compliance with its obligations under this Paragraph VI. of this Order. 

C. Respondents shall bear all of their costs of monitoring, complying with, and enforcing 
this Order, excluding the salaries and benefits of United States government employees. 

D. Respondents shall not charge to the DoD, either directly or indirectly, any of 
Respondents’ costs, referred to in Paragraph VI.C. of this Order, including any Remedial 
Costs; provided, however, that costs referred to in Paragraph VI.C. of this Order, incurred 
by Respondents, other than Remedial Costs, associated with normal business activities 
that could reasonably have been undertaken by Respondents in the absence of this Order 
are not subject to the restrictions of Paragraphs VI.C. and VI.D. of this Order, whether or 
not such activities are affected by this Order. 

VII. 

IT IS FURTHER ORDERED THAT: 

A. Respondent Northrop shall notify the Commission and its staff, the DoD, and the 
Compliance Officer of the Acquisition Date no later than five days after the Acquisition 
Date.  Respondent Northrop shall notify the Commission via email to the Secretary of the 
Commission with electronic copies to the Secretary at ElectronicFilings@ftc.gov, and 
shall provide notice to staff of the Compliance Division via email to 
bccompliance@ftc.gov.  

B. Respondents shall submit verified written reports (“compliance reports”) in accordance 
with the following: 

1. Respondents shall submit: 

a. interim compliance reports 30 days after the Order is issued, and every 90 
days thereafter until, for each Missile Competition existing at the time the 
Order is issued, (i) the award of the applicable contract or, if a 
determination is made by the Government Customer not to award the 
applicable contract, the date such a determination is made; (ii) Respondent 
Northrop has been eliminated from consideration of being the Prime 
Contractor; (iii) Respondent Northrop has provided notice that it has 
withdrawn from consideration of being the Prime Contractor; (iv) 
Respondent Northrop’s SRM Business has been eliminated from 
consideration of being the SRM supplier to all Third Party Prime 
Contractors; or (v) Respondent Northrop is the sole remaining Prime 
Contractor, whichever occurs first; 

mailto:ElectronicFilings@ftc.gov
mailto:bccompliance@ftc.gov
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b. interim compliance reports 30 days after the event which gives rise to an 
obligation to notify pursuant to Paragraph IV. of this Order, and every 90 
days thereafter until (i) the award of the applicable contract or, if a 
determination is made by the Government Customer not to award the 
applicable contract, the date such a determination is made; (ii) Respondent 
Northrop has been eliminated from consideration of being the Prime 
Contractor; (iii) Respondent Northrop has provided notice that it has 
withdrawn from consideration of being the Prime Contractor; (iv) 
Respondent Northrop’s SRM Business has been eliminated from 
consideration of being the SRM supplier to all Third Party Prime 
Contractors; or (v) Respondent Northrop is the sole remaining Prime 
Contractor, whichever occurs first, provided, however, that if Respondents 
are filing reports under Paragraph VII.B.1.a. of this Order, then the reports 
under this provision may be included in such reports; 

c. annual compliance reports one year after the date this Order is issued, and 
annually for the term of the Order on the anniversary of that date; and 

d. additional compliance reports as the Commission or its staff may request;  

2. Each compliance report shall set forth in detail the manner and form in which 
Respondents intend to comply, are complying, and have complied with this Order, 
including, as applicable: 

a. the name and status of all Missile Competitions where Northrop is a 
competitor (or, for potential future Missile Competitions, when Northrop 
has the capability to compete and has taken steps in anticipation of 
potentially competing pursuant to Paragraph IV.) to be the Prime 
Contractor; 

b. the identity of all Third Party Prime Contractors seeking SRMs from 
Northrop for any such Missile Competition and the status of such request 
for each Third Party Prime Contractor; and 

c. such other information as the Compliance Officer may request. 

C. Respondents shall verify each compliance report with a notarized signature or sworn 
statement of the Chief Executive Officer or other officer or employee specifically 
authorized to perform this function, or self-verified in the manner set forth in 28 U.S.C. § 
1746.  Respondents shall submit an original and 2 copies of each compliance report to the 
Commission as required by Commission Rule 2.41(a), 16 C.F.R. § 2.41(a), including a 
paper original submitted to the Secretary of the Commission and electronic copies to the 
Secretary at ElectronicFilings@ftc.gov and to the Compliance Division at 
bccompliance@ftc.gov.  In addition, Respondents shall provide a copy of each 
compliance report to the DoD and the Compliance Officer. 

D. The Compliance Officer and DoD shall keep all reports and other information received in 
connection with this Order confidential. 

mailto:ElectronicFilings@ftc.gov
mailto:bccompliance@ftc.gov
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VIII. 

IT IS FURTHER ORDERED THAT Respondents shall notify the Commission at least 
thirty (30) days prior to: 

A. Any proposed dissolution of Northrop Grumman Corporation or Orbital ATK, Inc.; 

B. Any proposed acquisition, merger, or consolidation of Northrop Grumman Corporation 
or Orbital ATK, Inc. (other than the Acquisition); or 

C. Any other change in Respondents, including assignment and the creation, sale, or 
dissolution of subsidiaries, if such change may affect compliance obligations arising out 
of this Order. 

IX.  

IT IS FURTHER ORDERED THAT, for purposes of determining or securing 
compliance with this Order, and subject to any legally recognized privilege or other form of 
protection of information, upon written request and at least five days’ notice to the relevant 
Respondent, made to its principal place of business as identified in this Order, registered office 
of its United States subsidiary, or its headquarters office, the notified Respondent shall, without 
restraint or interference, permit any duly authorized representative of the Commission: 

A. Access, during business office hours of the Respondent and in the presence of counsel, to 
all facilities and access to inspect and copy all business and other records and all 
documentary material and electronically stored information as defined in Commission 
Rules 2.7(a)(1) and (2), 16 C.F.R. § 2.7(a)(1) and (2), in the possession or under the 
control of the Respondent related to compliance with this Order, which copying services 
shall be provided by the Respondent at the request of the authorized representative of the 
Commission and at the expense of the Respondent; and 

B. To interview officers, directors, or employees of the Respondent, who may have counsel 
present, regarding such matters. 

X. 

IT IS FURTHER ORDERED THAT this Order shall terminate on June 5, 2038. 

 

By the Commission. 
     Janice Podoll Frankle 
     Acting Secretary 

SEAL: 
ISSUED:  June 5, 2018 
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NON-PUBLIC APPENDIX A – MANAGEMENT OVERSIGHT GROUP 
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