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UNITED STATES DISTRICI' COURT 
EASTERN DJSTRICT OF PENNSYLVANIA 

:; 

FEDERAL TRADE COMMISSIO~, 

STATE OF CONNECTICUT, 
0Ff1CE OF ATTORNEY GENE~, and 

COMMONWEALTH OF PENNSYLVANIA, 
' OFFICE OF ATTORNEY GENE~ 

Plaintiffs. 

v. 

CLICK4SUPPORT, U..C, 
a Connecticut limited liability 
company, 

ISOURCEUSA LL~ 
also d/b/a Click4Support a~d 
UBERTECHSUPPORT, 
a Pennsylvania limited liability 
company, 

INNOV AZION INC., 
also d/b/a Click4Support Tfclt 
Services, a Connecticut corporation, 

SPANNING SOURCE LLC, 
also d/b/a Click4Support, 
a Pennsylvania limited liabjlity 
company, 

BRUCE BARTOLOTTA, 
also known as Bruce Bart, , 
individually and as an own~r and 
officer of Click4Support, LJ.,C and 
Innovazion Inc., · 
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GEORGE SAAB, 
individually and as an own~r and 
officer of iSoorceUSA LLq and 
Spanning Source LLC, 

L'H.ETAN BHIKHUBHAI PATEL, 
individuallv and as an owner and 
officer of iSourceUSA LLO and 
Spanning Source LLC, amt 

NIRAJ PATEL, 
Individually and as an own\!r of 
iSourceUSA LLC and SpaJtning 
Source LLC, · 

Defendants. 

TEMPORARY RESTRAININ~ ORDER WITH ASSET FREEZE AND OTHER 
EQUITABLE RELIEF AND OR)>ER TO SHOW CAUSE WHY A PRELIMINARY 

INJUNcliON SHOULD NOT ISSUE 

AND NOW, this 27th day of ~ober, 2015, upon consideration of plaintiffS' l!X parte 

motion for a temporary restraining ord~r and order to show cause why a preliminary injunction 

should not issue, it is hereby ORDERElD that: 

Plaintiffs, the Federal Trade Cqmmission ("'FrC" or "Commission"), the State of 

Connecticut, Office of Attorney General, and the Commonwealth of Pennsylvania, Office of 

Attorney General, (collectively, "Plaintiffs") have filed a Complaint for Injunctive aod Other 

Equitable Relief pursuant to Section 13(b) and 19 of the Federal Trade Commission Act ("FTC 

Act"), 15 U.S. C.§§ 53(b) and 57(b), tJ!e Telemarketing and Consumer Fraud and Abuse 

Prevention Act, 15 U.S.C. §§ 6101-6108, the Connecticut Unfair Tmde Practices Act, and the 

Pennsylvania Unfair Tmde Practices al)d C'..onsumer Protection Law. Further, pursuant to Federal 

Rule of Civil Procedure Rule 65(b ), the FTC has moved ex parte for a temporary restraining 

order and for an order to show cause why a preliminary injunction should not be granted against 
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Defendants C!ick4Support, LLC, iSourceUSA LLC, Innovazion lnc., Spanning Source LLC, 

Bruce Bartolotta, George Sanb, Che!af1 Bhikhubhai Patel, and Niraj Patel (collectively, 

"Defendants"). 

fiNDINGS 

The Court, having considered ~e Complaint, the el: parte motion for a temporary 

restraining order, declarations, exhibit~, and memorandum of points and authorities filed in 

support thereof, and being advised, finjls that: 

1. This Court has jurisdiction over the subject matler of this case and over all partie.~. 

Venoe in this district is proper; 

2. The FTC has sufficientl:y demonstrated that (A) Defendants have engaged in and 

are likely to engage in act~ and practices that violale the law, including SectionS( a) of the FfC 

Act, 15 U.S.C. § 45(a), and the ITC's 1frade Regulation Rule entitled "Telemarketing Sales 

Rule" ("TSR"), 16 C.F.R. Part310, and (B) that the ITC is likely to prevail on the merits of this 

action; 

3. The ITC has sufficientl,y demonstrated that immediate and irreparable harm will 

result from Defendants' ongoing violations of Section 5 of the FTC Act and the TSR, ualess 

Defendants are restrained and enjoined by Order of this Court; 

4. The ITC has sufficientljy demonstrated that immediate and irreparable damage to 

this Court's ability to grant effective fi1'!al relieffor consumers, including monetary restitution, 

rescission, disgorgement, or refunds, will result from the sale, transfer, destruction, or other 

disposition or cnncealment by Defend~nts of their Assets, Documents, records, or other 

evidence, if Defendants are provided Vo~ith advance notice of this Order, and that therefore, in 

acnordance with Fed. R. Civ, P. 65(b ), ~be interests of justice require that this Order be granted 
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without prior notice to Defendants. Thus, there is good cause for relieving the FTC of its duty 

to provide Defendants with prior notiCI! of its application; 

5. The FTC has sufficiently demonstrated the need for the Court to order an asset 

free:<.e, immediate access to Defendan~' business premises, appointment of a temporary receiver, 

suspension of websit.es, and disconnection of telephone services against Defendants. Based on 

the evidence set forth in the .motion fo~ a temporary restraining order, the FTC is likely to be able 

to prove that Defendants have generat~d revenue from activity that violates Section 5 of tbe FTC 

Act and the TSR, including tricking copsumers into calling their telemarketing boiler rooms by 

making consumers believe that they aril part of or affiliated with well-koown U.S. technology 

companies and scaring consumers intoipaying up to thousands of dollars in technical support 

services after making them believe tha~ their computers are infected with viruses, spyware, or 

other mal ware, are being hacked, or a~ otherwise compromi~ed. An a."<>et freeze a~ to 
' 

Defendants is necessary in order to pre~erve the possibility of complete and meaningful relief in 

the fotm of disgorgement and/or consu)ner redress at the conclusion of this litigation; 

6. Weighing the equities !IJ1d considering the FTC's likelihood of ultimate success 

on the merits, a temporary restraining ~rder requiring an immediate freeze as to all of 

Defendants' Assets, an accounting of l).ssets, pre.<>erving business records, and ptoviding other 

equitable relief is in the public interest; and 

7. The FTC is an indepenqent agency of the United States of America, and no 

security is required of any agency of the United States for the issuance of a temporary restraining 

order. Fed R. Civ. P. 65(c). 
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DEFJN1110NS 

For the purpose of this Tempor!lfY Restraining Order ("Order"), the following definitions 

shall apply: 

1. "Asset" means any legill or equitable interest in, right to, or claim to, any real, 

personal, or intellectual property, inclu~ng, but not limited to, chattel, goods, instruments, 

equipment, fixtures, general intangibl~, effects, leaseholds, premises, contract.s, mail or other 

deliveries, shares of stock, inventory, qhecks, notes, accounts, credits, receivables (as those terms 

are defined in the Uniform Commercial. Code), funds, cash, trusts (including asset protection 

trusts), lists of customer names, and reserve funds or any other accounts associated with any 

payments processed by, or on behalf of, any Defendant, including such reserve funds held by 

payment processors, banks, or other financial institutions. 
' 

2. "Corporate Defendan~" or "Receivership Defendants" means, individually, 

collectively, or in any combination, Cllck4Support, LLC, iSourceUSA LLC, Innovazion Inc., 

Spanning Source LLC, and their su~rs, assigos, affiliates, or subsidiaries. 

3. "Defendants" means, individually, collectively, or in any combination, all of the 

Corporate Defendants and Individual Qefendants. 

4. "Document" is synony!fious in meaning and equal in scope to the usage of tbe 

term in Federal Rule of Civil Procedur~ 34(a) and includes writings, drawings, graphs, charts, 

webpages, websites, electronic correspondence, including e-mail and instant messages, 

photographs, audio and video recordings, computer records, contracts, accounting data, 

advertisements (including, but not limited to advertisements placed on the World Wide Web), 
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ITP Logs, Server Access Logs, USEN,ET Newsgroup postings, books, written or printed 

records, handwritten notes, telephone lpgs, telephone scripts, receipt boo.ks, ledgers, personal and 

business canceled checks and check r~ters, bank statements, appointment books, computer 

records, and other data compilations f~pm which information can be obtained and translated, if 

necessary, through detection devices ir~to reasonably usable form. A dmft or non-identical copy 

is a separate document within the mea*ing of the term. 

5. "Financial Institutionf;' means any bank, savings and loan institution, credit 
' 

union, or any financial depository of alY kind, including, but not limited to, any brokerage 

house, trustee, broker-dealer, escrow ~nt, title company, commodity trading company, or 

precious metal dealer. 

6. "FfC Act" means the federal Trade Commission Act codified at 15 U.S.C. 

§§ 41-58. 

7. "Individual Defendan~" means, individually, collectively, or in any 

combination, Bruce Bartolotta, Georgej Saab, Chelan Bhikhubhai Patel, and Niraj Patel, and by 

whatever names they are known. 

8. A "Host" or "Hosting Company" is the party that provides the infrastructure for 
I 

a computer service. With respect to webpages and websites, a Host or Hosting Company 

maintains "Internet servers"- the computers on which wehsites, webpages, Internet files, or 

resources reside. The Host or Hosting':Company also maintains the communication lines 

required to link the server to the lnter®t. Often, the content on the servers (i.e., content of the 

webpages) is controlled by someone otper than the Host or Hosting Company. 

9. "Person" means a natural person, organization, or other legal entity, including a 

corporation, limited liability company,.p-artnership, proprietorship, association, cooperative, 
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government or governmental subdivislpn or agency, or any other group or combination acting as 

an entity. 

10. "Plaintiffs" means the iFederal Trade Commission, the Stale of Connecticut, 

Office of Attorney General, and the C<)nunonwealtb of Pennsylvania, Office of Attorney 

General. 

11. "Reeeiver" or "Temp~rary Receiver" means the temporary receiver appointed 

in Section XIV of this Order and any deputy receivers that shall be named by the temporary 

receiver. 

12. "Representative" meat,Js Defendants' officers, agents, servants, successors, 

assigns, employees, and attorneys, aruljany other Person or entity in active concert or 

particij)'dtion with them, who receives ~ctual notice of this Order by personal service or 

otherwise. 

13. "Tech Support Produ~t or Sen-lee" means any plan, program, or software, 

marketed to repair, maintain, or improye a computer's performance or security, including, but 

not limited to, registry cleaners, anti-v1rus programs, virus and malware removal, and computer 

or software diagnostic services. 

14. "Telemarketing Sales Rule" or "TSR" means the Telemarketing Sales Rule set 

forth in 16 C.F.R. Part 310. 

15. The terms "a.nd" and "or" shal! be construed conjunctively or disjunctively as 

necessary and to make the applicable pprase inclusive rather than exclusive. 

I. 

PROHIBITED MISREPREtiENTATIQNS 
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IT IS HEREBY ORDERED tpat Defendants and their Representatives, whether acting 

' ' directly or indirectly, in connection wi~h the marketing, advertising, promotion, distribution, 

offering for sale, or sale of any goods &r services, are hereby temporarily restrained and enjoined 
!' 

from misrepresenting, either orally or~ writing, expres.~ly or by implication, that: (I) they are 
i 

part of, affiliated with, or calling on trehalf of any company other than Defendants' companies: 
' 

and (2) they have detected security or ~erformance issues on consumers' computers, including, 

but not limited to, viruses, spyware, m~lware, or the presence of hackers. 

II. 

CONDUCT PROHIBITIONS REGARDING MARKETING 
! 

IT IS FURTHER ORDEREq that, Defendants and their Representatives, whether 

acting directly or indirectly, in ronnec~on with the marketing, advertising, promotion, 

distribution, or offering for sale of any'igoods or services, are hereby temporarily restrained and 

enjoined from: 

A. Using any false or mislctading statement to induce any Person to pay for any 

goods or services; or 

B. Violating the Telemar~ting Sales Rule, 16 C.F.R. Part 3l0, attached as 

Attachment A. 

m. 

~O~ITI~ 0~ CHAR~NG, BILI.JN~. OR 
ATTEM JNjoc 9'!CTPA ENTFRQM ONSUMERS 

,, 
! 

IT IS FURTHER ORDEREQ that Defendants and their Representatives, whether acting 

directly or indirectly, are temporarily r~strained and enjoined from charging, billing, or 

attempting to collect payment from an~ consumer lor the purchase of Defendants' Tech Support 

Products or Services. 
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IV. 
I 

PROHIBITION ON RELEASE OF CUSTOMER INFORMATION 
j! 

IT IS FURTHER ORDERED that Defendants and their Representatives, whether acting 
J 

directly or through any entity, corpora~ion, subsidiary, division, director, manager, member, 

affiliate, independent contractor, acco~ntant, financial advisor, or other device, are hereby 
' ,, 

temporarily restrained and enjoined fr~m; 
!: 

A. Selling, renting, leasing, transferring, or otherwise disclosing the name, address, 

birth date, telephone number, credit Cl\fd number, debit card number, bank account number, e-,, 

mail address, Social Security number, ~ocial Insurance numher, or other financial or identifying 
< 

personal information of any Person th~ Defendants obtained prior to entry of this Order in 
' 

connection with any activity that perta\ns to the subject matter of the Complaint; and 

B. Benefitting from or usiqg tbe name, address, birth date, telephone number, credit 
. ~ 

card number, debit card number, bank~ccount number, e-mail address, Social Security number, 
,, 

' 
Social Insurance number, or other fina~cial or identifying personal information of any Person 

from whom or about whom any Defen~ant obtained such information in connection with any 

activity that pertains to tbe subject ma~\er of this Order; 
~~ 

Provided, however, that Defendants may disclose such identifying information to any ,, 
I 

civil or criminal law enforcement agenpy or as required by any law, regulation, or court order. 

" 
v. 

' 

SUSPENSION OF c<JkPORA TF. DEFENDANTS' WEBSITES 
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IT IS FURTHER ORDERED, that any party hosting any webpage or website for any 

Cmporate Defendant and any domain ~egistrar who bas provided or is providing domain name 

registration services to or on behalf ofl11ny Corporate Defendant is hereby temporarily restrained 
!' 
l 

and enjoined from failing to: i 
1. 

A. Immediately take wbat~'ver steps may be necessary to ensure that any webpage or 
j: 

website operated, in whole or in part,·~ connection with the Corporate Defendants' provision of 
' ' 

Tech Support Products and Services c+nnot be accessed by the public; and 

B. Prevent the destruction br erasure of any webpage or website operated, in whole 
i' 

or in part, on any Corporate Defendanf's behalf, preserving such documents in the format in 
! 

which they are currently maintained, ~d prevent the destruction or erasure of all records relating 

to the Corporate Defendants. 

VI. 

DISCONNE<..J:'ION OF CORPdRA TE DEFENDANTS' TELEPHONE NUMBERS 
)! 

! 
IT IS J:<1JRTHER ORDEREq that any telephone service provider for any Corporate 

Defendant, including. but not limited!~, Voice Over Internet Protocol and telecommunications 

' 

service providers and toll-free forwardlng services, who has provided or is providing telephone 
" (: 
! 

services on any Corporate Defendant'~1behalfis hereby temporarily restrained and enjoined from 
il 

failing to immediately take whatever s~eps may be necessary to ensure that any telephone or fax 
! 

i 
number operated, in whole or in part, i' connection with the Corporate Defendants' provision of 

I 
! 

Tech Support Products and Services, i~ disconnected from service. 

I' 
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!; 

i 
h 

I ,, 
I 
I 

VII. 

11 ASSET I<'SEEZE 
I! 

IT IS FURTHER ORDEREJ:i that Defendants and their Representatives, whether acting 
It 

directly or through any entity, corporal~on, subsidiary, division, director, manager, member, 
t( 

" affiliate, independent contractor, accotlntant, financial advisor, or other device, are hereby 
ii 
r; 

temporarily restrained and enjoined ~m: 
" jj 

A. Transferring, liquidatin~ converting, encumbering, pledging, loaning, selling, 
j; 

concealing, dissipating, disbursing, a~gning, relinquishing, spending, withdrawing, granting a 

" ' 
lien or security interest or other intere~f in, or otherwise disposing of any funds, real or personal 

I 

' 
property, accounts, contract<;, shares ofr stock, list<; of customer names, or other Assets of any 

' 

Defendant, or any interest therein, wht!l,ever located, including outside the United States, that ,, 

are: 

1. 

2. 

3. 

4. 

;; 
li 
i; 
I' 

owned, controlled, qr held, in whole or in part, by any Defendant; ,, 
' ,, 

held, in whole or inipart, for the direct or indirect benefit of, any Defendant; 
!l 

in the actual or conS)ructive possession of any Defendant; 

owned or controlledjby, or in the actual or constructive possession of, or 
!: 

otherwise held for q)e benefit of, any corporation, partnership, asset protection 
1: ,, 

trust, or other entity:lthat is directly or indire<.:tly owned, managed, or ,, 
!I 

controlled by any ~fendant. This includes, but is not limited to, any Assets 
f: 

held by, for, or subj~ct to access by, any Defendant at any bank or savings and 
r: 
li 

loan institution, or dt/with any broker-dealer, escrow agent, title company, 
'I 

Page 1l of38 



b 
Case 2:15-cv-05777-SD *SEALED* pocument 7 (Ex Parte) Filed 10/27/15 Page 12 of 38 

i! 
i; 
)\ 

!i 
insurance companyu commodity trading company, precious metal dealer, 

jJ 
Jf 

payment proccssor,;pedit card processor, acquiring bank, merchant bank, 
!! 

independent sales ~ganization, third-party processor, payment gateway, or 
\) 

other financial instirtion or depository of any kind; 

" 5. held by an agent ofl~ny Defendant as a retainer for the agent's provision of 
II 
!; 

services to Defend$ts; 
!! 

6. held in any aecountilfor which any Defendant is, or was on the date that this ,, 
!i 
li 

Order was signed, ~p authorized signor; 
j) 

7. is in the possession~ custody, or control of any Individual Defendant that is 
!1 

owned by any Co!Jl1>rate Defendant or in which any Corporate Defendant has 
!! 
i; 

any legal or equita~)e interest or claim; or 
) 

!l 
8. property of any king, including cash, that is in the possession, custody, or 

;) 

' ,, 
control of any Individual Defendant which was transferred or received from 

!! 

any Corporate Def~t within thirty (30) days prior to the entry of this 
t! 

Order. l! ,, 
~~ 
I' 'I 

B. Physically opening or Gl;using to be opened any safe deposit boxes, commercial 
' H 

mail boxes, or storage facilities titled~ the name of any Defendant, either individually or jointly, ,, 

or subject to access by any Defendant,i~xcept as necessary to comply with Section XVIII of this 
a 
( 

Order; I! 
]j 

C. Incurring charges or c~h advances on any credit or bank card issued in the name, 
,, 

individually or jointly, of any Defend~!. This includes, but is not limited to, any corporate bank 
Ji 

card or corporate credit card account f~r which any Defendant is, or was on the date that this 
it 
i! 

Order was signed, an authorized signo~; 

H 
'( 
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1: 
' ' ), 

1: 
j; 

D. Obtaining a personal o~lsecured loan encumbering the Asset~ of any Defendant; ,, 

and I 
t! 
: 

E. Incurring liens or otherf~ncumbrances on real property, personal property, or 
]: 
: 

other Assets in the name, individually ~r jointly, of any Defendant. 
·I 
11 
11 VIII. 
li 

FINANCIAL fiPORTS AND ACCOUNJING 
I· 

IT IS FURTHER ORDEREq that each Individual Defendant and Corporate Defendant, 
l! 

within five (5) days of receiving noti~ of this Order, shall provide the FTC and the Temporary 
'i 

Receiver with completed financial stai~ments, verified under oath and accurate as of the date of 
:; 
1\ 

entry of this Order, on the forms attacHed to this Order as Attachment B for each Corporate 
~~ 
r! 

Defendant and Attachment C for each!~ndividual Defendant Defendants shall include in the 
!; 

financial statements a full accounting l?f all funds and ao;sets, whether located inside or outside of 
;! 
I! 

the United States, that are: (a) tilled ~!the name of any Defendant, jointly, severally, or 

I' 
individually; (b) held by any Person ot entity for the benefit of any Defendant; or (c) under the ,, 

j; 

dined or indirect control of any Defenl!ant. 
' p 

IX. 

RETENTIONibF ASSETS AND RECORDS BY 
FINANCIAL INSTITVTIONS AND OTHER THIRD PARTIES 

" ,, 
•II 

IT IS .FURTHER ORDEREP, that any financial or brokerage institution or depository, ,, 
!i 

credit card processor, payment proce~,or, merchant bank, acquiring bank, independent sales 
I 

organization, third party processor, payment gateway, insurance company, escrow agent, title 
" ' r. 

company, commodity trading company, trust, business entity, or Person that (a) holds, controls, 
II 
" 

or maintains custody of any account, ~afe deposit box, or Asset of any Defendant, (b) holds, 
rl 

controls, or maintains custody of any ~set associated with credits, debits, or charges made on 
il 

' < 
(1 
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behalf of any Defendant, including re~rve fund~, or (c) has held, controlled or maintained ,, 
): 

custody of any such account, safe deiJ4sit box, or Asset at any time since the date of entry of this 
'1 
!\ 

Order, upon service of this Order, sha~: 

A. Hold and retain within hs control and prohibit the withdrawal, removal, 
I 

,li 

assignment, transfer, pledge, encumbrrce, disbursement, dissipation, conversion, sale, gitl, or 
,, 
li 

otherwise disposal of any such accoun~~. Assets, funds, or other property, as well as all ,, 
!; 

Documents related to such Assets, tha~ are owned by, held in the name of, for the benefit of, or 
;j 

otherwise controlled by, directly or in~irectly, any Defendant, in wbole or in part, except as 
i 

directed by further order of the Court 4r as directed in writing by the Temporary Receiver ,, 
:j 

regarding accounts, Documents, or ~ets owned by, held in the name of, for the benefit of, or 
:; 

otherwise controlled by. any Defendar\1: 
" ' 

B. Deny any Person, exce~t the Temporary Receiver acting pursuant to Section XV 
,, 

of this Order, access tn any safe deposlt box, commercial mail box, or storage facility that is ,, 

titled in the name of any Defendant, ei~her individually or jointly, or otherwise subject to access 
i 

by any Defendant; 

C. Provide the Temporary){eceiver and the FfC's counsel, within 5 (five) business ,, ,, 
I 

days of receiving a copy of this Order,'~ sworn statement setting forth; 
li 
\] 

1. The identification ntmber of each such account or asset titled (1) in the name, 
'i ,, 

individually or joini!y, of any Defendant; (2) held on behalf of, or for the 
i 

benefit of, any Def~pdant; (3) owned or controlled by any Defendant; (4) 
I 

" associated with cre~t or debit charges made on behalf of any Defendant; or 
:l 

(5) otherwise subjeC:t to access by any Defendant, directly or indirectly; 
;j 

'! 
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h, 

2. The balance of eac~ such ac:count, or a description of the nature and value of 
h 

' :; 
such As.-;et as of th~l close of business on the day on which this Order is 

,, ,, 
served, and, if the al:count or other Asset has been closed or removed, the date 

') 
i' 

closed or removed, ~he total funds removed in order to close the account, and 
i\ 

the name of the PeJon or entity to whom such account or other Asset was 
!! 
li 

remitted; and 

3. The identification oy any safe deposit box, commercial mail box, or storage 

r! 
facility that is eithe~ titled in the name of any Defendant, or is otherwise 

\; 

' 
subject to access orr~ntrol by any Defendant, whether in whole or in part, and 

i1 
if the safe deposit ~x, commercial mailbox, or storage facility has been 

'I 
~~ 

closed, the date clo$d; 
!: 

D. Allow representatives of the FfC or the Temporary Receiver immediate acces.> to 
'i 
!) 

inspect and copy, or upon request of l~f FfC or the Temporary Receiver, within five (5) days of 
I 

said request, provide the FTC or the Tdmporary Receiver's representatives with copies of all 
;! 
il 

records or other documentation pertai~\ng to each such account or As.>et, including, but not 
' ,, 

c! 

limited to, originals or copies of accourt applications, account statements, corporate resolutions, 
i 

signature cards, checks, drafts, deposit!jtickets, loan documentation, transfers to and from the 
'h 

accounts, including wire transfers and hre transfer instructions, all other debit and credit ,, 
ll 

instruments or slips, currency transacti~n reports, 1099 forms, and all logs pertaining to safe 
!l 

deposit boxe.~, commercial mail boxesjjand storage facilities. 
)l 
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X. 
' 

FOREIGk ASSET REPATRIATION 
:i 
l! 
jl 

IT IS FURTHER ORDEREQ that, within five (5) business days of receiving notice of ,, ,, 
i: 

this Order, each Cotporate Defendant and each Individual Defendant shall: 
!I ,, 
H 

A. Transfer to the territory'lof the United States all funds, Docnments, and Assets 

located in foreign countries which are::i(l) titled in the name, individually or jointly, of any 
il 
!; 

Co!pOrale Defendant or Individual De~endant; (2) held by any Person or entity for the benefit of 

any CotpOrate Defendant or IndividuaUDefendant: or {3) under any CotpOrate Defendant's or 
' 

ii 
Individual Defendant's direct or indireft control, whether jointly or singly; 

l'ravided, however, any Defen~ant who currently does not hold an account at a financial 
') 
l! 

institution located in the United States:);ball repatriate all assets and funds to this Court's 
;l 

Registry. ,, 
' 

B. Provide the FTC access:lto all records of accounts or Assets of each CotpOrate 
' 
i 

Defendant and Individual Defendant h#Id by frnancial institutions located outside the territorial 
' i! 

United States by signing the Consent !Q Release of Financial Records attached to this Order as 
il 

Attachment D. 
;; 
ci 

XI. 

INTERFEruiJNCE WITH REPATRIATION 
,i 

IT IS FURTHER ORDEREI)jthat Defendants and their Representatives. whether acting 
a 
)/ 

directly or through any entity, COtpOra~on, subsidiary, division, director, manager, member, 
:i 
i; 

affiliate, independent contraLior, accou'htant, financial advisor, or other device, are hereby 
:! ,, 
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!' ' t; 
li 

temporarily restrained and enjoined fr~m taking any action, directly or indirectly, which may 
,, 
Jl 

result in the encumbrance or dissipatid~ of foreign AsseLs, including, but not limited to: 
" ],! 

A. Sending any statement.l~etter, fax, e-mail or wire transmission, telephoning or 
:j 
" 

engaging in any other act, directly or itdirect!y, that results in a determination by a foreign 
[; 

trustee or other entity that a "dures.c;" e,}·ent bas occurred under the terms of a foreign tru'>t 

1! 
agreement, until such time that all a~f have been fully repatriated pursuant to Section X of this 

I, 
I' 

Order; Ji 

ji 

B. Notifying any trustee, p~otector, or other agent of any foreign trust or other related 
II 

entities of either the existence of this qrder, or of the fact tbat repatriation is required pursuant to 
i1 
II 

a Court Order, until such time that all ~-;sets bave been fully repatriated pursuant to Section X of 
~l 
(I 
ii 

this Order. i! 
" 

XII. 

CONS!JMER CREDIT REPORTS 
d 

!i 
IT IS FURTIIER ORDEREq that, pursuant to Section 604(1) of the Fair Credit 

:l 
Reporting Act, 15 U .S.C. § 1681 b(l)hny consumer reporting agency served with this Order ,, 

,1 

shall promptly furnish consmner repor~ as requested concerning any Defendant to counsel for 
ll 
! 

the FTC. The FTC may also directly lij::cess any Det'l:ndant's consmner report. 
!1 
h 
!l XIII 
;\ 
r; 

PRESERVATION OF RECOMS AND REPORT OF NEW BUSINESS ACTIVITY 
II 

IT JS FURTIIER ORDEREQ that Defendants and their Representatives, as well as any 
II 

Document custodians receiving actual potice of this Order, whether acting directly or through 
!i 
i' 

any entity, corporation, subsidiary, div!sion, director, manager, member, affiliate, independent 
" 

:i 
F p 
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F 
t! 
i! 
l< 

contractor, accountant, financial advis~r, or other device, are hereby temporarily restrained and 
I 

enjoined from: 

A. 

!; 
I' 
F 

Destroying, erasing, fJ.;ifying, writing over, mutilating, concealing, altering, 
II 

transferring, or otherwise disposing o~~ in any manner, directly or indirectly, Documents that 
I! 

relate to: (l) the business, business Pl!l\ftices, Assets, or business or personal finances, of any 
I! 
h 

Defendant; (2) the business practices qr fmances of entities directly or indirectly under the 
n ;! 

control of any Defendant; or (3) the bfiness practice,~ or finances of entities directly or 
I' t' 

indirectly under common control withjlmy other Defendant, including; any and all marketing 
!I ,I 

materials, Internet pages, consumer co~plaints, call detail records, telephone logs, telephone 

scripts, contracts, correspondence, e-~il, corporate books and records, accounting data, 
j! 
,! 

financial statements, receipt books, le4,gers, personal and business canceled checks and check 
il ,, 

registers, bank statements, calendars, 4Ppointment books, and tax returns; 
il 
I! 

B. Failing to create and mtintain Documents that, in reasonable detail, accomtely, 
il 

fairly, and completely reflect Defenits' incomes, disbursements, transactions, and use of 

Deiendants • Assets; and il 
!I ,, 

c. Creating, operating, or ~xercising any control over any new business entity, 
II 

whether newly formed or previously ~active, including any partnership, limited partnership, 
" 
11 

joint venture, sole proprietorship, or c4rporation, without first providing counsel for the fTC 
li 

with a written statement disclosing: (1~ the name of the business entity; (2) the address and 
I! 

telephone number of the business enti~; (3} the names of the business entity's officers, directors, 

II 
principals, managers, and employees; ~nd ( 4) a detailed description of the business entity's 

intended activities. 
ll ,, 

II 
!1 
il 
'I [i 
11 
1! 
!I 
!1 il Page 18 of 38 
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XIV. 

APPOINTMENT OF TEMPORARY RECEIVER 

IT IS FURTHER ORDERED that PATRICIA HAMILL, ESQUIRE is APPOINTED 

Temporary Receiver for the business activities of the Corporate Defendants and any of their 

affiliates, subsidiaries, divisions. or telephone sales, t~chnical support, or customer service 

operation!!, wherever located, with the full power of an equity receiver. The Temporary Receiver 

shall be the agent of this Court. and solely the agent of this C~urt, in acting as Temporary 

Receiver under this Order. The Temporary Receiver shall be accountable directly to this Court. 

The Temporary Receiver shall comply with any laws and Local Rules of this Court governing 

receivers. 

XV. 

DUTIES AND AUTHORITY OF TEMPORARY RECEIVER 

IT IS FURTHER ORDERED that the Temporary Receiver is directed and authorized to 

accomplish the following: 

A. Assume full control of the Receivership Defendants by removing, as the 

Temporary Receiver deems necessary or advisable, any director, officer, independent contractor, 

employee, or agent of any of the Receivership Defendant~, including any Defendant, from 

control of, management of, or participation in the affairs of the Receivership Defendants; 

B. Take exclusive custody, control, and possession of all Assets, Documents, and 

elet-1ronically stored information of, or in the pos.~ssion, custody, or under the control of, the 

Receivership Defendant'>, wherever situated. The Temporary Receiver shall have full power to 
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t: 
i' 
" I' 
ji 

divert mail and to sue for, collect, rea:\jve, take in possession, hold, and manage all Assets and 
l! 

Documents of the Receivership Defen~ants and other persons or entities whose interests are now 
1: 

held by or under the direction, possession, custody, or control of the Receivership Defendants. 
!! 

Provided, however, that the Te~porary Receiver shall not attempt to collect or receive 
11 

any amount from a cousumer if the Rdkiver believes the consumer was a victim of the deceptive 

II 
acts or practices or other violations of ~aw alleged in the Complaint in this matter, without prior 

,, 
Court approval; ii 

l; 

C. Take all steps neces.'illf~ to secure and take exclusive custody of each location 
li 

from which the Receivership Defend~ts operate their businesses. Such steps may include, but 

are not limited to any of the followinJ as the Temporary Receiver deems necessary or advisable: 
!1 
fl' 

1. serving this Order; ~~ 

" 2. completing a written intentory of all Receivership Defendants' Assets; 
!: 
a 

3. obtaining pertinent info;tmation from all employees and other agents of the 
!! 

Receivership Defendanb, including, but not limited to, the name, home addres.~, 
li 

Social Security numbe~i job description, method of compensation, and all accrned 
I, 

and unpaid commissio~~ and compensation of each such employee or agent, and 
" " I 

all computer hardware ~d software pas,~words; 
I, 
I< 

4. videotaping and photog~aphing any or all portions of the location; 
II 

5. securing the location bJjchanging the locks and disconnecting any internet access 

or other means of accel to the computers, internet, or other records maintained at 
II 

that location; li 

6. requiring any persons p~esent on the premises at the time this Order is served to 
II ' 

leave the premises, to PffOVide the Temporary Receiver with proof of 
i1 
\1 
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identification, or to deionstrate to the satisfaction of the Temporary Receiver that 

such persons are not reroving from the premises Docomenl~ or As.sets of the 

C01porate Defendants.IILaw enforcement personnel, including, but not limited to, 

police or sheriffs, may ltssist the Temporary Receiver in implementing these 
tl 

provisions in order to J~ep the peace and maintain security; and 
h 

7. If requested by the TeJporary Receiver, law enforcement personnel, including, 
!l 

D. 

li 
but not limited to, polid~ or sheriffs, will provide appropriate and necessary 

11 

assistance to the Tem~rary Receiver to implement this Order and are authorized 
,, 
,, 

to use any necessarv and reasonable force to do so; . " 
Conserve, hold, and m~age all of the Receivership Defendants' Assets, and 

j1 

" perform all acts necessary or advisabl~ to preserve the value of those Assets, in order to prevent 
h 

any irreparable los.~, damage, or inju~l to consumers or creditors of the Receivership Defendants, 
j; ,, 

including, but not limited to, obtai~ an accounting of the Assets and preventing the 
!; 

unauthorized transfer, withdrawal, or thisapplication of Assets; 
)! 

E. 
!: 

Liquidate any and all a.SII;set~ owned by or for the benefit of the Receivership 
I 

Defendants that the Temporary Recei~er deems to be advisable or necessary; 
" 'i 
i' 

Enter into and cancel Ojlntracts and purchase insurance as advis.able or necessary; F. 

G. 
ll 

Prevent the inequitable !distribution of A'sets and determine, adjust, and protect 
II 

the interests of consumers who have urnsacted business with the Receivership Defendants; 
1! 

H. Manage and administe~lthe business of the Receivership Defendants until further 
!l 

order of this Court by performing all iAcidental acts that the Temporary Receiver deems to be 
jl i: 

advis.able or necessary, which include~ retaining, hiring, or dismissing any employees, 

" 
independent contractors, or agents; r 

li 
1; ,, 
11 
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;; 
I. Suspend business operJ\ions of the Receivership Defendants if, in the judgment of 

II 
the Temporary Receiver, such operati4,ns cannot be continued legally and profitably; 

li 
J. Choose, engage, and erVploy attorneys, accountants, appraisers, and other 

!! 

independent contractors and tecbnical ~peeialists, as the Temporary Receiver deems advisable or 

necessary in the performance of dutie~/and responsibilities under the authority granted by this 
fi ,, 

Order; [: ,, 
I< 

K. Make payments and djg~ursements from the Receivership estate that are 
ll 

necessary or advisable for carrying ou'j the directions of, or exercising the authority granted by, 
f! 

this Order. The Temporary Receiver s~all apply to the Court for prior approval of any payment 
tl 
' of any debt or obligation incurred by t~te Receivership Defendants prior to the date of entry of 
' 

it 
this Order, except payments that the T~mpomry Receiver deems necessary or advisable to secure 

' ,, 
assets of the Receivership Defendants,,jsuch as rental payments; 

il 

L. Prevent the destruction ~r erasure of any webpage or website registered to and 
j] 
1: 

operated, in whole or in part, by the R~ceivership Defendants; 
:I 

M. Take all steps necessa~ to ensure that any of the Receivership Defendants' 
1; 
1\ 

webpages or websites relating to Tech ~~upport Products and Services cannot be accessed by the 
,, 
II 

public, or are modified for consumer e~ucation and/or information purposes; ,, 
I< ,, 

N. Institute, compromise, ~just, appear in, intervene in, or become party to such 
:: 
1: 

action.<> or proceedings in state, federaiU or foreign courts, or arbitration proceedings !L'> the 
< li 

Temporary Receiver deems necessary ~nd advisable to preserve or recover the Assets of the 
II 

Receivership Defendants, or that the Ttmporary Receiver deems necessary and advisable to 

carry out the Temporary Receiver's m~date under this Order, including, but not limited to, 
1: ,, 
II 

action.<; challenging fraudulent or void<jple transfers; 
" • 
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I 
I 
i' 

' I' 
0. Defend, compromise, a<ljust, or otheiWise dispose of any or all actions or 

!I 
!; 

proceedings instituted in the past or inl~he future against the Temporary Receiver in his role as 
t! 
r' 

Temporary Receiver, or against the R~f:eivership Defendants, or as the Temporary Receiver 
li 

deems necessary and advisable to carrt out the Temporary Receiver's mandate under this Order; 
I' 

Issue subpoenas to obu/ln Documents and records pertaining to the receivership, 
I' ,, 

P. 

and condu<.-1 discovery in this action of: behalf of the receivership estate; 
:! 

Q. Open one or more ban~!accounts as designated depositories for funds of the 
I 
[1 

Receivership Defendants. The Tempo~ Receiver shall deposit all funds of the Receivership 
I~ ,, ,, 

Defendants in such a designated account and shall make all payments and disbursement> from 
ii 
il 

the receivership estate from such acco~nt(s); 
,I 

R. 

Receiver; 

,, 
Maintain accurate reco~<Is of all receipt<; and expenditures incurred as Temporary 

II 
I, 

I' 
!~ 

h 
S. Cooperate with reasona!>le requests for information or assistance from any state or 

j! 

federal law enforcement agency; li ., 
r: 

T. File timely reports with;ithe Court at reasonable intervals, or as otbeiWise ,, ,, 
I' 
r 

described by the Court. 11 

r 
I 
I' XVI. 
ii 

h ,, 
IMMEDIATE ACCESS 'J! BUSINESS PREMISES AND R£CORDS 

II 
II 
II 

IT lS FURTHER ORDEREQ that: 
t! 
\! 

A. Defendants and their officers, agents, servants, employees, and at tome ys, and 
I; 

those persons or entities in active conJrt or participation with any of them who receive actual 
!! 

notice of this Order by personal servi~ or otheiWise, whether acting directly or indirectly, shall: 
II 

1. Immediately identify tol~he FrC's counsel and the Temporary Receiver: 
11 
g 
I 
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" i' ,, ,, ,, 
L 

a. All of the R~peivership Defendants' premises, whether residential or 
l! 

non-residential, including all locations from which the Receivership 
'I 
l! 

Defendants &onduct busiltess, maintain sales operations, or maintain 
!i 

!! * • 

customer se!ftce operatiOns; 
,, 

b. AlllocationJiof Documents or electronically stored information related ,, 
!l 

to the ReceiJership Defendants, including, but not limited to, the name 
~~ ,, 

and locationl~f any electronic data Hosts; and 
I' 

c. AlllocationJ!where assets belonging to tbe Receivership Defendants 
I, 
!; 

are stored orl!maintained; 
!! ., 

2. Allow the FTC and tbe temporary Receiver, and their respective representatives, 
., 
ti 

immediate access to: ., I! 

a. All of the ~~ivership Defendants' business premises, including, but 
;1 

a 
not limited U/, those located at 12 Main Street, Suite 1, Essex. 

H 
it 

Connecticuq06426, 3220 Tillman Drive, Suite 504, Bensalem, 
1! 

Pennsylvanlh 19020, 12 Penns Trail, Suite 12200, Newtown, 
i! 
;; 

Pennsylvani~ 18940, and 41 University Drive, Suite 400, Newtown, 
[I 
,[ ,, 

Pennsylv~~ 18940, and such other busirtess locations that are wholly 
il 
li 

or partially d).vned, rented, leased, or under the temporary or 
!I 

permanent c!ntrol of any Receivership Defendant; 
il 
I, 

b. Any other n1n-residence premises where the Receivership Defendants 
ii 

conduct busire.~s, collections operations, or customer service 

opemtions; II 
!i 

n ., ,, ., 
I 
i[ 
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' 

c. Any non-re~idcncc premises where Documents related to the 
" '" 1: 

Receivership Defendants' businesses are stored or maintained; 
d 
' 1; 

d. Any non-reSidence premises where Assets belonging to any 
ll 
I 

Receivershij? Defendant are stored or maintained; and 
• ), 

e. Any Docum;~nts located at any of the locations described in this 
!: ,. 

Section; andl 

I' 
3. Provide the FTC and th~ Temporary Receiver, and their respective 

' II 
representatives, with ruj~ necessary means of access to, copying of, and forensic 

!) 

imaging of Documents pr electronically stored information, including, without 
r 

limitation, the locatiomiiof the Receivership Defendants' business premises, keys, 
H II 

and combinations to bu~ines~ premises locks. computer access codes of all ,, ,, 
i 

computers used to cond)lct the Receivership Defendants' business, access to, 
]i 
F 

'" including, but not limit~d to, execution of any Documents necessary for access to 
I' 
I 

and forensic imaging o~ any data stored, hosted, or otherwise maintained by an 
i! 

electronic data Host, arlil storage area access information. 
i! 

B. The FTC and the TemJirary Receiver are authorized to employ tbe assistance of 
I 

law enforcement officers to help effedi service, to implement peacefully the provisions of this 
j, 
II 

Order, and to keep the peace. The Temporary Receiver shall allow Plaintiffs and their 
,I 

representatives into the premises and (&:ilities described in this Section to inspect, inventory, 
:i 
L 

image, and copy Documents or electr~ically stored information relevant to any matter contained 
I' 

in this Order. Counsel for Plaintiffs a~ the Temporary Receiver may exclude Defendants and 

their agents and employees from the bvsiness premises and facilities during the immediate 
l' 
• ,, 
F 
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!: 
1 

I 
access. No one shall interfere with Pla}ntiiTs' or the Temporary Receiver's inspection of 

]i 
I 

Defendants' premises or Documents. ~~ 

C. The FrC and the Tem~rary R~'Ceiver shall have the right to remove any 
!! 

Documents related to Defendants • busjFss practices from the premises in order that they may be 

1: 
inspected, inventoried, and copied. Th~ materials so removed shall be returned within seven (7) 

II 
n 

busine&~ days of completing said invefory and copying . 
.. 
I 

D. If any property, records~ Documents, or computer files relating to the 
I 

Receivership Defendants' finances or ~usiness practices are located in the residence of any 
I 

!! 
Individual Defendant or are otherwise in the custody or mntrol of an Individual Defendant, then 

!I 
I• 

such Defendant shall produce them to !,he Temporary Receiver within twenty-four (24) hours of 
k 

service of this Order. In order to prev~t the destruction of computer data, upon service of this 
I' 
t 

Order upon Defendants, any such mmputers shall be powered down (turned off) in the normal 
I I! 

course for the operating systems used ~n such computers and shall not be powered up or used 
I' 
:! 

again until produced for copying and iQspection, along with any codes needed for access. 
il 
I; 

E. The FTC's and the Teii\porary Receiver's representatives may also photograph or 
li 

videotape the inside and outside of all ~remises to wlrich they are pennitted acces.~ by this Order, 

and all Documents and other items fou~d on such premises. 

F. 
~l 

Allow the FIC's emploiyees and agents access to Receivership DefendanL~' 
ii ,. 

business records to inspect and copy ~ments in preparation for the preliminary injunction 
!i 
I• 

bearing and to identify and locate asse~. The Receivership Defendants shall, within five (5) 
i! 

days of receiving notice of this Order, ~rnducc to the FrC for inspection, inventory, and/or 
!l 
'· copying, at a location designated hy th~ FTC, the following materials, including those materials 

located outside of the United States: 
I. 
I' 
(( . 
[i 
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p' 
!) 

j; 
H 

1. all customer informlltion, including, but not limited to, names, phone 
g ,, 
ii 

numbers, addressesRemail addresses, customer complaints, and payment 
1! 
I 

information for all ~nsumers who have purchased Defendants' Tech Support 
!; 
i: 

Products and Servici):s: 
lr 
' 

2 1: · . contracts; " r ,, 
il 

3. correspondence, in<j)uding, but not limited to, electronic correspondence and 
;1 
;! 

Instant Messenger ~mmunications, tbat refer or relate to the Defendants' 
!! 

Tech Support ProdJjpts and Services: ,, 
II 
' 4. all advertisements, ~ales, or marketing materials related to Defendants' Tech 
~~ 
!1 

Support Products a~d Services; 
j! 

5. all complaints, incl~ding all refund requests, from customers, whether sent 
' g !: 

directly to Defendants or received through Jaw enforcement agency or third-
!; 
:t 

party organizations ~uch as the Better Business Bureau, and any responses 
1) 
'l 

from Defendants; il 
;: 
:; 

6. recordings of any s~es calls or customer service calls; 
!: 

7. any agreements anJicorrespondence (including e-mail, short message service ,, 
jl 

(SM), instant mess.lgmg, or any other electronic communication) between any 
tt 
i1 

Defendant and any tayment proce&<;ing company, independent sales 
I, 

" organiz.ation, or firufncial institution; 
' !l ,, 

8. all computers and ctbctronic data, in whatever form, used by the Corporate 
\i 

Defendants, as wellf~s all access codes, passwords, log-in information, and 
,: 
·' equipment needed tg acce&~ such material; and ,, 
" ,, 

j; 
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9. accounting infonnaflon, including, but not limited to, profit and lo&~ 
!i 
' n 

statements, annual *ports, receipt hooks, ledgers, personal and business 
" ~; 

" canceled checks anq check registers, bank statements, appointment books, 
il ,, 

copies of federal, st~te, or local business, personal income, or property tax 
!, 
I; 

returns, and 1099 forms. 
11 
1\ ,, 

The ITC shall return produccd'lmaterials pursuant to this Paragraph within seven (7) 
h ,, 
I 

business days of completing said inverl,tory and copying. 
!i 

G. Within one (1) businesJlday of the entry of this Order, the Corporate Defendants 
!! ;; 

shall (i) notify counsel for the ITC of ~e name and location of any Person or entity that is 
j\ 
!i 

hosting, storing, or otherwise maintai~ng electronic data (Electronic Data Host) related to the 
F 

Corporate Defendants' operations. andi{ii) serve this Order on any such Person or entity. The ,, 
!I 

Corporate Defendants shall provide suth Electronic Data Host with their consent for the ITC ,, 
1~ ,, 

and it~ agents to receive access to Corporate Defendants' data for forensic imaging and 
jl 

:t 
Corporate Defendants shall execute an;y documents and otherwise cooperate as necessary to 

facilitate such access. 

The ITC shall return any mate~al produced pursuant to this Section within seven (7) 

h 
business days of Corporate Defendant~' production. 

'! 

i' 
IT IS FURTHER ORDEREq that the ITC's access to the Defendants' documents 

> 

Pursuant to this provision shall not pro~ide gronnds for any Defendant to object to any ,, 
" ,, 
' subsequent request for documents servi~d by the ITC. 
i' 
I; 

IT IS FURTHER ORDEREQ that the Receiver shall have the discretion to detennine 
II 
;\ 

the time, manner, and reasonable conditions of such access. 
j'l 

XVII. 
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DEFENDANTS' ACCESS TO PREMISES AND RECORDS 
i) ,, 
1: 

IT IS I<'LJRTHER ORDERE~ that the Temporary Receiver shall allow Defendants and 

their Representatives reasonable acces!l to the premises of the Receivership Defendants. The 
1: 
F 

purpose of this access shall be to inspe~l, inventory, and copy any and all Documents and other 
i 

property owned by or in the posses.~io~ of the Receivership Defendants, provided that those 
I' 
1: 

Documents and property are not remo~ed from the premises. The Temporary Receiver shall 
I 

have the discretion to determine the ti~e, manner, and reasonable conditions of such access. 
li 
I , XVIII. 
I 

PROVISION 0~ INFORMATION TO RECEIVER 

IT IS FURTHER ORDEREQ that the Receivership Defendants shall provide to the 
,: 
I, 

Temporary Receiver, immediately up~ request, the following: 
' :; 

A. A list of all Assets and ~roperty, including accounts, of the Receivership 
I 

Defendants that are held in the name or a Receivership Defendant, or by any Person or entity 
I 

other than a Receivership Defendant; ./pd 

~~ 
B. A list of all agents, emj:j!oyees, officers, servants, and those persons in active ,, 

I 

concert and participation with the R~ivership Defendants, who have been associated or done 
' 
' 

business with the Receivership Defenci~nt~. Such list should include every entity that provides 
I! 

leads to the Receivership Defendants. !i 
' )i 

I' 
[! XIX. 
' ' !: 

TRANSFER OF RECEIVERSHIP PROPERTY TO RECEIVER 
ii 

IT IS FLJRTIIER ORDERE~ that Defendants, their Representatives, and any other 
lr 

Person, with possession, custody, or c<j?'l!rol of property o(, or records relating to, the 

Receivership Defendants shall, upon ~lice of this Order by personal service or otherwise, 
' ,, 
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I 
immediately notify the Temporary Re~iver of, and, upon receiving a request from the 

I 
Temporary Receiver, immediately traij/;fer or deliver to the Temporary Receiver possession, 

r 
I. 

custody, and control of, the following:!' 

I 
A. All Assets of the Receii[ership Defendants; 

I. 

B. All Documents and ele~ronically stored information of the Receivership 
I 
I. 

Defendants, including, but not limited ~o, books and records of account~. all financial and ,, 
' F 

accounting records, balance sheets, inqpme statements, bank records (including monthly 

r 
statements, canceled checks, records of wire transfers, records of ACH transactions, and check 

' !' 
registers), client or customer lists, conjracts, title Documents and other papers; 

C. All computers, electron~c devices, mobile devices, and machines and data in 
!: 

whatever form used to conduct busin4~ of the Receivership Defendants; 
" L 

D. All Assets and Docum~p.t~ belonging to other Persons or entities whose interests 

!: 
are under the direction, possession, ~tody, or control of the Receivership Defendants; 

' 
E. All keys, codes, user n~llles, and passwords necessary to gain or secure access to 

I 
any Assets or DOI.'llments ofthe Recei~·ership Defendant<;, wherever located, including, but not 

r 
limited to, access to their business preJ!jlises, means of communication, accounts, computer 

t 
I 

systems, or other property; and 1. 

I 
F. Information identifyingi1the accounts, employees, properties, or other A<>sets or 

I 
' obligations of the Receivership Defen(jants. 
I 

In the event that any Person or ~ntity fails to deliver or transfer immediately any Asset or 

I 
Docoment, or otherwise fails to compl~ with any provision of this Section, the Temporary 

' ' I 
Receiver may file an Affidavit of Non~:Compliance regarding the failure and a motion seeking ,, 

I 

compliance. Upon filing of the affidaf~t, the Court may authorize, without additional process or 
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l" 

demand, writs of possession or sequesifation or other equitable writs requested hy the Temporary 
h 

Receiver. The writs shall authorize an~ direct the United States Marshal or any sheriff or deputy 
I' 
i 

sheriff of any county, or any other fed~ral or state law enforcement officer, to seize the Asset. 
t· 
' 

Document, or other thing and to deliv~r it to the Temporary Receiver. 
l: 
E XX. 
I 
I' 

COOPERATION WITH TEMPORARY RECEIVER 
li 
F 

IT IS FURTHER ORDF.REQ that Defendants and their Representatives, whether acting 
II 

directly or indirectly, shall fully cooperate with and assist the Temporary Receiver. Defendants' 
I' 

cooperation and assistance shall incluqe, but not be limited to: 
i' 

A. Providing any informat\on to the Temporary Receiver that the Temporary 
' I 
l 

Receiver deems necessary to exercise Jhe authority and discharge the responsibilities of the 
j1 
( 

Temporary Receiver under this Order,;wcluding, but not limited to, allowing the Temporary 
,. 
i 

Receiver to inspect Documents and A!jfets and to partition office space; 

B. Providing any usemam~ or password and executing any Documents required to 
i: 

access any computer, mobile device, electronic file, or telephonic data in any medium, including, 
1: 
i; 

but not limited to, electronically store~ information stored, hosted, or otherwise maintained by an 
' ' electronic data Host; I. 

r 
C. Advising all persons wljo owe money to the Receivership Defendants that all ,, 

debts should be paid directly to the Tekporary Receiver; 
' ' 

D, Transferring funds at tljr Temporary Receiver's direction; 
' t: 

E. Producing records relat~d to the A<;sets and sales of the Receivership Defendants; 
I 
I' 

and ! 
' 
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I 
I 
i 

F. Refraining from transa~ting any of the business of the Receivership Defendants 
' I 

except under the direction of the Tem!frary Receiver. 
I 

The entities obligated to coopel;ate with the Temporary Receiver under this provision 
I 
I 

include, but are not limited to, banks, ~roker-dealers, savings and loans, em-1ow agents, title 
I' 
' 
I 

companies, commodity trading complljlies, precious metals dealers, credit card processors, 

lr 
payment processors, merchant banks, ~uiring banks, independent sales organizations, third-

!' 
II 

party processors, payment gateways, i~~urance companies, and other financial institutions and 

r 
depositories of any kind, as well as all ijxlmmon carriers, telecommunications companies, and 

r 
I 

third-party billing agents, 1 
i 

IXXL 
NO JNTERFERENCE!WITH THE TEMPORARY RECEIVER 

il 
li 

' IT IS lilJRTHER ORDERED, that Defendants and their Representatives, whether acting 
il 
' 

directly or through any entity, corpora1jon, subsidiary, division, director, manager, member. 

' affiliate, independent contractor, accolj!ntant, financial advisor, or other device, except as 

i 
provided herein, as stipulated by the p<!rties, or as directed by further order of the Court, are 

hereby restrained and enjoined from; l' 
I 

A. Interfering with the Te~porary Receiver's efforts to manage or take custody, 
" I 

control, or possession of the Assets or J:locuments subject to this receivership; 
' I 

B. Transacting any of the ~usiness of the Receivership Defendants; 

I 
C. Transferring, receiving,1;altering, selling, encumbering, pledging, assigning, 

l' 
I 

liquidating, or otherwise disposing of ~y Assets owned, controlled, or in the possession or 
' i 
i: 

custody of, or in which an interest is h~ld or claimed by, the Receivership Defendants or the 

Temporary Receiver; and 
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I 
I' 
I 
I 

D. Refusing to cooperate 1ith the Temporary Receiver or the Temporary R~'Ceiver's 

duly authorized agents in the exercise ~f their duties or authority under any order of this Court. 
!' 
I xxn. 
I 
I 

COMPENSATIONij()F mE TEMPORARY RECEIVER 

IT IS FURmER ORDERE~ that the Temporary Receiver and all Persons or entities 

retained or hired by the Temporary Re!eiver as authorized under this Order, including counsel to 
h 

the Temporary Receiver and accountaJts, shall be entitled to reasonable compensation for the 
I 
I' 

performance of duties pursuant to this prder and for the cost of actual out-of-pocket expen.<;es 

incurred by them, from the A"-<ieiS no~1 held by, in the pos.<>ession or control of, or which may be 
[: 

received by, the Receivership Defenda~ts. The Temporary Receiver shall file with the Court and 

serve on the parties periodic requests f\lr the payment of such reasonable compensation, with the 
[I 

first such request filed no more than si~ty (60) days after tbe date of this Order. The Temporary 
]i 

Receiver shall not increase the hourly ~tes used a~ the bases for such fee applications without 
" !i 

prior approval of the Cnurt. 1, 

r 
I 
i' XXIII. 
r 

TEMPO~ARY RECEIVER'S BOND 
I! 
I 

IT IS FURTHER ORDERED! that the Temporary Receiver shall file with the Clerk of 
~~ 
I 

this Court a bond in the sum of $50,000.00 with sureties to be approved by the Court, 
I> 

I 
conditioned that the Temporary Receii~r will well and truly perform the duties of the office and 

I 
abide by and perform all acts the Cnurt:directs. 28 U.S.C. § 754. 

I> 
I> 

I 
1' 

XXIV. 

" sll'A Y OF ACTIONS 
L' 

IT IS FURTIIER ORDEREtiithat: 

I" 

I 
( 
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I 
' 
I 

A. Except by leave of this ~ourt, during pendency of the Receivership ordered 
l 

herein, Defendants and all other perso~s and entities be and hereby are stayed from taking any 

action to establish or enforce any claJ, right, or interest for, against, on behalf of, in, or in the 
I 

name of, the Receivership Defendants!, any of their subsidiaries, affiliates, partnerships, or 
i 

Assets, Documents, or the Temporary ~eceiver or the Temporary Receiver's duly authorized 
I 

agents acting in their capacities as su~h, including, but not limited to, the following actions: 
( 

' 
1. Commencing, prosJcuting, continuing, entering, or enforcing any suit or 

!i 
proceeding, except !hat sach actions may be filed to toll any applicable statute 

I 

of !imitations; i 
I 

2. Accelerating the du~ date of any obligation or claimed obligation; filing or 

I 
enforcing any lien; laking or attempting to take posses.<>ion, custody, or control 

I 
'· of any asset; attemJ:iting to foreclose, forfeit, alter, or terminate any interest in 
! 

any A.sset, whether ~uch acts are part of a judicial proceeding, are acts of self-
1 

help, or otherwise; I: 
I 
l 

3. Executing, issuing, ~rving, or causing the execotion, is.<>nance or service of, 
fi 

any legal proees.~, i~cluding, but not limited to, attachments, garnishments, 
I 
I 

subpoenas, writs offreplevin, writs of execution, or any other form of proces.~ 
! 

whether specified ill this Order or not; or 
E 
I 

4, Doing any act or thi,ng whatsoever to interfere with the Temporary Receiver 

taking custody, con~ol, po&'leSsion, or management of the Assets or 

Documents subje<..i ~o this receivership, or to harass or interfere with the 

Temporary Receiv~~ in any way, or to interfere in any manner with the 

t 

I. 
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I 
! 
I 

exclusive jurisdictiqp of this Court over the Assets or Documents of the 
I 
' Receivership Defen~ants; 

!' 
B. This Section does not sfiiy: 

I 

1. The commencemenl or continuation of a criminal action or proceeding; 
I, 
I 

2. The commencemenl or continuation of an action or proceeding by a 
I 
n 

govemmental unit 1~ enforce such governmental unit's police or regulatory 

power; 
I 

3. The enforcement ofj~ judgment, other than a money judgment, obtained in an 

action or proceedink by a governmental unit to enforce such govemmental 
II 
I 

unit" s police or regqlatory power; or ,, 
I 

4. The issuance to a R~ivership Defendant of a notice of tax deficiency; and 
i' 

C. Except as otherwise pn~ided in this Order, all Persons and entities in need of 

documentation from the Temporary R~ceiver shall in all instances first attempt to secure such 
( 

infomaation by submitting a written re{juest to the Temporary Receiver, and, if such request has 
r: 

not been responded to within thirty <3</) days of receipt by the Temporary Receiver, any such 
I' 

' Person or entity may thereafter seek ~Order of this Court with regard to the relief requested. 

XXV. 

DISTRIBUTIO~ OF ORDER BY DEFENDANTS 
I! 

IT IS FURTHER ORDEREQ, that Defendants shall immediately provide a copy of this 
!i 

Order to each affiliate, subsidiary, Ho~fing Company, division, sales entity, successor, assign, 
I' 

officer, director. employee, independe4t contractor, client company, agent, attorney, and spouse 
' I 

of each Defendant, and shall, within tep (10) days from the date of entry of this Order, provide 
I 

the Commission with a sworn stateme~t that Defendants have complied with this provision of the 
i 
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! 
Order, which statement shall include t~e names, physical addresses, and e-mail addresses of each 

l 
t 
! 

such Person or entity who received a ~py of the Order. 

I 
I 
j: 

" I 
XXVI. 

l 

DURATION OF TFlMPORARV RESTRAINING ORDER 
I' 

IT IS FURTHER ORDEREq that the Temporary Restraining Order granted herein 

shall expire fourteen (14) days from th~ date of entry unless, within such time, the Order is 
I 

extended for an additional period not t~ exceed fourteen (14) days for good cause shown, or 
t 

unless, as to any Defendant, such Defe;~dant consents to an extension for a longer period. 
! 

XXVII. 

PRELIMINARY INJUNCDON HEARING 
H 
It 

IT IS FURTHER ORDERED, pursuant to Federal Rule of Civil Procedure 65(h), that 
F 
! 

each Defendant shall APPEAR before Jhis Court on the 9th day ofNovem~r_,_ZQ12., at 9:30a.m. 
j: 
l 

in Courtroom 15B to SHOW CAUSE,Iifthere is any, why this Court should not enter a 
I' 
I 

preliminary injunction, enjoining the violations of law alleged in the Complaint, continuing the 

freeze of their Assets, and imposing si'ch additional relief as may be appropriate. 

IT IS FURTHER ORDEREI'j! that Defendants shall FILE with the Court and SERVE 

I 
on the FTC's counsel any answering ajifidavits, pleadings, motions, expert reports or 

l; 
declarations, and/or legal memoranda /ID later than four ( 4) days prior to the hearing on the 

ii 

FTC's request for a preliminary injun~ion. 
l 
" IT IS FURTHER ORDEREq that the fTC may FilE responsive or supplemental ,, 

pleadings, materials, affidavits, or meioranda with the Court and SERVE the same on countrel 

' 
for Defendants no later than one (1) d~y prior to the preliminary injunction hearing in this matter. 

I 
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! 

I, 
IT IS FURTHER ORDEREq that the question of whether this Court shall enter an 

li 

order pursuant to Rule 65 of the Feder~! Rules of Civil Procedure, enjoining Defendants during 

the pendency of this action, shall be re~lved on the pleadings, declarations, exhibits, and ,, ,, 
I 

memoranda filed by, and ordl argume~l of, the parties. Any arguments concerning the 

admis,5ibility of the evidence presente1 shall go to the weight the Court shall give the evidence. 

I 

Live testimony shall be heard only on further order of this Court, on rantion with the Court, and 
!i ,, 

served on counsel for the parties no Ja~~r than 4:00p.m. (Eastern Daylight Time) of the fourth 
!i 
I. 

(4th) day prior to the show-cause heartg. Such motion shall set fOrth the name, address, and 

' telephone number of each proposed wjflless, a detailed summary or affidavit revealing the 
I 

substance of each proposed witness' e~pected testimony, and any explanation of why !be taking 
I' 

of live testimony would be helpful to t~is Court. Any papers opposing a timely ran lion to ,, 
l' 

present live testimony or to present liv~ testimony in response to live testimony to be presented 
1: 

' by another party shall be filed with thi* Court and served on the other parties no later than 
I 
i; 

4:00p.m. (Eastern Daylight Time) of ~e second (2nd) day prior to tbe show-cause hearing. 
!' 

Provided that service shall be ~rformed by personal or overnight delivery, facsimile or 

electmnic mail, and documents shall1 delivered so that they shall be received by the other 

parties no later than 4:00p.m. (Easte~Daylight Time) on the appropriate dates listed in this 

I 
~. 

Section. 

xxvm. 

SERVICE OF ORDER UPON FINANCIAL 
INSTITUTIONS AND OTHER TIDRD PARTIES 

II 
i· 

IT IS FURTHER ORDEREJ:t that copies of this Order may be served by any means, 
,, 
' including facsimile transmission, upo~lany financial institution or other entity or Person that may ,, 
!; 
' have possession, custody, or control o~any Documents of any Defendant, or that may otherwise 
I 
' I 
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I 
t: ,, 

be subject to any provision of this Ord~r. Service upon any branch or office of any financial 
i' 
): 

institution shall effect service upon thd! entire financial institution. 
1: 

I 
I 
I 
11 XXIX. 
I 
' 1: 

RETI<:Nli:'ION OF .JURISDICTION 
h 
1: 

IT IS :FURTHER ORDI<:RE~ that this Court shall RET AlN jurisdiction of this matter 

I' 
for all purposes. I, 

I 
I, 
I 
L 
II 
I 

I BY TilE COURT: 
l,' 

I 
I' 
i 

I 
1: 
I, 
!, 
I 

I 
r 
I 
I 
' I 
I 
I, 
ll 
I 
1: 
i' 
I 
':, 
' 
[ 
I 
I 

1' 

r 

,., . 
Stewart Dalzell, J. 
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