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UNITED STATES DISTRJCT COURT
FOR THE SOUTHERN DISTRJCT OF NEW YORK

)
FEDERAL TRADE COMMISSION,
Plaintiff,

v.

Civil Action No. 12-CIV -7186 (P AE)

)
)
)

)

usrw SD~Y

Pecon Software Ltd., et al.

)
)

DOCUMENT
ELECTRO:'\ I CALLY FILE D

Defendants.

)
)

)

DOC #:
LDATE FILED:

I '

-y:!J}2Dt4-l

FINAL DEFAULT JUDGMENT AND ORDER FOR PERMANENT INJUNCTION AND
MONETARY JUDGMENT

On September 24, 2012, plaintiff Federal Trade Commission ("FTC" or "Commission")
commenced this action, under Sections 13(b) and 19 of the Federal Trade Commission Act
("FTC Act"), 15 U.S.C. §§ 53(b) and 57b, and the Telemarketing and Consumer Fraud and
Abuse Prevention Act ("Telemarketing Act"), 15 U.S.C. §§ 6101-6 108, to obtain a permanent
injunction and other equitable relief against defendants Pecon Software Ltd., also d/b/a Pecon
Services LLC and Pecon Services, Inc. ("Pecon Software"), Pecon Infotech Ltd., Pecon Software
UK Ltd., Mahesh Kumar Shah, Prateek Shah, Sujoy Roy, Zulfiquar Ali, and Vikas Kumar Gupta
(collectively, "Defendants"). in connection with the marketing and sale of computer security or
computer-related technical support services. On September 25, 2012, the Court granted a
Temporary Restraining Order against the Defendants; and on October 9, 2012, the Court entered
a Preliminary Inj unction as to the Defendants. Despite being properly served and having notice
of this action, the Defendants have failed to respond to the Complaint, make an appearance in
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this action, or otherwise take any steps to contest these proceedings. Accordingly, pursuant to
Rule 55(a) of the Federal Rules of Civil Procedure, the Clerk of Court entered defaults against
the Defendants on February 6, 2014.
Having considered the Declaration and exhibits filed in support of said motion, it is
ORDERED AND ADJUDGED that Plaintiffs Motion for Default Judgment against the

Defendants is granted as follows:
FINDINGS

The Court, having considered the Complaint and all motions, declarations, exhibits, and
memoranda of points and authorities filed in this action, finds that:
A.

The Court has jurisdiction over the subject matter of this case and the parties.

B.

Venue in this district is proper under 15 U.S.C. § 53(b) and 28 U.S.C. §§ 139l(b) and (c).

C.

Defendants' activities as alleged in the Complaint are "in or affecting commerce" as

"commerce" is defined in Section 4 ofthe FTC Act, 15 U.S.C. § 44.
D.

The FTC's Complaint states a claim upon which relief may be granted under Sections 5

and 13(b) ofthe FTC Act, 15 U.S.C §§ 45, 53(b).
E.

The Defendants have been properly served with the Summons and Complaint, as required

by Federal Rule of Civil Procedure 4 and authorized by this Court in its September 7 and 18,
20 13 Orders.
F.

Despite proper service, the Defendants have failed to file a responsive pleading in

response to the Complaint or to otherwise defend this action.
G.

The Clerk of Court properly entered default against the Defendants on February 6, 2014.

H.

The Defendants made false or misleading statements in connection with marketing,
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selling, and distributing computer security or computer-related technical support services in
violation of Section 5(a) ofthe FTC Act, 15 U.S.C. § 45(a) and of Section 310.3(a)(4) of the
Telemarketing Sales Rule ("TSR"), 16 C.F.R. § 310.3(a)(4).
I.

The Defendants, in the course of telemarketing goods and services, have failed, or caused

a telemarketer to fail to transmit or cause to be transmitted the telephone number, and, when
made available by the telemarketer's carrier, the name of the telemarketer, to any caller
identification service in use by a recipient of a telemarketing call in violation of the TSR. 16
C.F.R. § 31 0.3(a)(8).
J.

The Defendants, in the course of telemarketing goods and services, have engaged, or

caused a telemarketer to engage, in initiating an outbound telephone call to a Person's telephone
number on the National Do Not Call Registry in violation ofthe TSR. 16 C.F.R. §
31 0.4(b)( 1)(iii)(B).

K.

The Defendants, in the course oftelemarketing goods and services, have initiated, or

caused others to initiate, an outbound telephone call to a telephone number within a given area
code when they had not, either directly or through another Person, paid the required annual fee
for access to the telephone numbers within that area code that are included in the National Do
Not Call Registry, in violation ofthe TSR. 16 C.F.R. § 310.8.
L.

The Defendants' total revenues from the conduct alleged in the Complaint amount to

$504,643.65. The amount was ascertained by an expert Economist whose declaration was
submitted to this Court by the FTC in support of its Declaration for Application of Default
Judgment.
M.

The Court finds that, due to the Defendants' default, the FTC is now entitled to a default

judgment against them pursuant to Rule 55(b) ofthe Federal Rules of Civil Procedure.
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N.

The Commission is entitled to equitable monetary relief against Pecon Software, Pecon

Infotech Ltd., Pecon Software UK Ltd, Mahesh Kumar Shah, Zulfiquar Ali, and Vikas Kumar
Gupta, jointly and severally, in the amount of$504,643.65.

0.

Because of the Defendants' default, all factual allegations in the Complaint, except those

relating to damages, are deemed admitted and taken as true. Au Bon Pain Corp. v. Artect, Inc.,
653 F.2d 61 , 65 (2d Cir. 1981 ).
P.

The Court has authority, pursuant to Section 13(b) ofthe FTC Act, 15 U.S.C. § 53(b), to

grant injunctive and other ancillary relief, including rescission or reformation of contracts,
restitution, the refund of monies paid, and the disgorgement of ill-gotten monies, to prevent and
remedy any violations of any provision of law enforced by the FTC.
Q.

The Court has authority, pursuant to Section 19 ofthe FTC Act, 15 U.S.C. § 57b, and

Section 6(b) of the Telemarketing Act, 15 U .S.C. § 61 OS(b), to grant such relief as the Court
finds necessary to redress injury to consumers resulting from the Defendants' violations of the
TSR, including the rescission or reformation of contracts, and the refund of money.
R.

The Court finds that, absent a permanent injunction, the Defendants will likely violate the

FTC Act and the TSR in the future.
S.

The Court finds that the equities weigh in favor of granting a permanent injunction, and

that such injunction is in the public interest.
T.

This Order is in addition to, and not in lieu of, any other civil or criminal remedies that

may be provided by law.
U.

Entry of this Order resolves Plaintiffs claims as to the Defendants. Because the

Defendants are in default and no attorneys have entered an appearance on their behalf, they are
unlikely to make any further filings before this Court. Because entry of final default judgment as
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to the Defendants would aid in the expeditious resolution of the case and is not likely to lead to
inconsistent adjudications or logically inconsistent results, there is no just reason fo r delay in
certifying this Order as final pursuant to Rule 54(b) of the Federal Rules of Civil Procedure.
Accordingly, the Court expressly directs entry of this Default Final Judgment and Order.

DEFINIT IONS
For the purpose of this order, the following definitions shall apply:
1.

"Assets" means any legal or equitable interest in, right to, or claim to, any real, personal,

or intellectual property wherever located, including, but not limited to, chattel, goods,
instruments, equipment, fixtures, general intangibles, effects, leaseholds, premises, contracts,
mail or other deliveries, shares of stock, list of customer names, inventory, checks, notes,
accounts, credits, receivables (as those terms are defined in the Uniform Commercial Code),
funds, cash, and trusts.
2.

"Computer" means any cell phone, handheld device, smartphone, tablet, laptop

computer, desktop computer, or any other electronic device on which a software program , code,
script, or other content can be downloaded, installed or run.
3.

"Defendant" or "Defendants" means Pecon Software Ltd., also d/b/a Pecon Services

LLC and Pecon Services, Inc., Pecon Infotech Ltd. , Pecon Software UK Ltd., Mahesh Kumar
Shah, Prateek Shah, Sujoy Roy, Zulfiquar Ali, and Vikas Kumar Gupta, individually,
collectively, or in any combination, and their successors and assigns.

4.

"Individual Defendant" or "Individual Defendants" means Mahesh Kumar Shah,

Prateek Shah, Sujoy Roy, Zulfiquar Ali, and Vikas Kumar Gupta, individually, collectively, or in
any combination.
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5.

"Person" means a natural person, organization, or other legal entity, including a

corporation, partnership, proprietorship, association, cooperative, government or governmental
subdivision or agency, or any other group or combination acting as an entity.
6.

"Plaintifr' means the Federal Trade Commission.

7.

"Representative" means any person insofar as he or she is acting in the capacity of an

officer, agent, servant, employee, or attorney of the Defendants, and any person or entity in
active concert or participation with any ofthe foregoing who receives actual notice of this Order
by personal service or otherwise.
8.

"Telemarketing" means any plan, program or campaign (whether or not covered by the

TSR, 16 C.F.R. Part 31 0) that is conducted to induce the purchase of goods or services by means
of the use of one or more telephones.
9.

The terms "and" and "or" shall be construed conjunctively or disjunctively as necessary,

and to make the applicable phrase or sentence inclusive rather than exclusive.

I.
BAN ON MARKETING OR SALE OF COMPUTER SECURITY
AND COMPUTER-RELATED TECHNICAL SUPPORT SERVICES
IT IS THEREFORE ORDERED that the Defendants, whether acting directly or

through any other person, are hereby permanently restrained and enjoined from:
A.

Advertising, marketing, promoting, offering for sale, or selling any computer security or

computer-related technical support service; and

B.

Assisting others engaged in advertising, marketing, promoting, offering for sale, or

selling any computer security or computer-related technical support service.
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II.
PROHIBITION AGAINST MISREPRESENTATIONS
IT IS FURTHER ORDERED that the Defendants and their Representatives, whether
acting directly or through any corporation, subsidiary, division, or other device, in connection
with the advertising, marketing, promotion, offering for sale, or sale of any good or service, other
than computer security or computer-related technical support services, are hereby permanently
restrained and enjoined from misrepresenting or assisting others in misrepresenting, expressly or
by implication, any material fac t, including but not limited to:
A.

Any material aspect of the performance, efficacy, nature, characteristics, benefits, or

qualities of the good or service;
B.

The total costs to purchase, receive, or use, and the quantity of, the good or service;

C.

Any material restriction, limitation, or condition to purchase, receive, or use the good or

service;
D.

Any material aspect of the nature or terms of any refund, cancellation, exchange, or

repurchase pol icy, including, but not limited to, the likelihood of a consumer obtaining a full or
partial refund, or the circumstances in which a full or partial refund will be granted to the
consumer; and
E.

Any material fact, including but not limited to, any affiliation with, endorsement or

approval by, ownership interest in, or officer status of, any business.

III.
PROHIBITION AGAINST VIOLATING
THE TELEMARKETING SALES RULE
IT IS FURTHER ORDERED that the Defendants and their Representatives, whether
acting directly or through any corporation, subsidiary, division, or other device, in connection
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with the telemarketing of any good or service, other than computer security or computer-related
technical support services, are hereby permanently restrained and enjoined from:
A.

Making a false or misleading statement to induce any person to pay for goods or

services;
B.

Failing to transmit the telephone number, and when made available by the telemarketer's

carrier, the name of the telemarketer, to any caller identification service in use by a recipient of a
telemarketing ca II;
C.

Initiating any outbound telemarketing call to a person's telephone number on the

National Do Not Call Registry of persons who do not wish to receive outbound telephone calls to
induce the purchase of goods or services, unless:
(1)

the seller has obtained the express agreement, in writing, of such person to place

calls to that person. Such written agreement shall clearly evidence such person's authorization
that calls made by or on behalf of a specific party may be placed to that person, and shall include
the telephone number to which the calls may be placed and the signature of that person; or
(2)

the seller has an established business relationship with such person and that

person has not previously stated that he or she does not wish to receive outbound telemarketing
calls made by or on behalf of the seller;
D.

Initiating, or causing others to initiate, an outbound telephone call to a telephone number

within a given area code without first, either directly or through another person, paying the
required annual fee for access to the telephone numbers within that area code that are included in
the National Do Not Call Registry; and
E.

From violating any provision ofthe Telemarketing Sales Rule ("TSR"), 16 C.F.R. Part

310, a copy of which is attached.
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IV.
BAN ON THE USE OF CONSUMER INFORMATION
IT IS FURTHER ORDERED that the Defendants, whether acting directly or through

any Person or Representative, are permanently restrained and enjoined from:
A.

Disclosing, using, or benefitting from customer information, including the name, address,

telephone number, email address, social security number, other identifying information, or any
data that enables access to a customer's account (including a credit card, bank account, or other
financial account), of any person which any Defendant named in the Complaint obtained prior to
entry of this Order.
B.

Failing to dispose of such customer information in all forms in his possession, custody, or

control within thirty (30) days after entry of this Order. Disposal shall be by means that protect
against unauthorized access to the customer information, such as by burning, pulverizing, or
shredding any papers, and by erasing or destroying any electronic media, to ensure that the
customer information cannot practicably be read or reconstructed.
Provided, however, that customer information need not be disposed of, and may be disclosed, to

the extent requested by a government agency or required by a law, regulation, or court order.

v.
MONETARY JUDGMENT
IT IS FURTHER ORDERED that:

A.

Judgment in the amount of five hundred and four thousand, six hundred forty-three

dollars and sixty-five cents ($504,643.65) is entered in favor of the Commission against Pecan
Software, Pecon Infotech Ltd., Pecan Software UK Ltd, Mahesh Kumar Shah, Zulfiquar Ali, and
Vikas Kumar Gupta, jointly and severally. The monetary judgment shall become immediately
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due and payable by Pecon Software, Pecon Infotech Ltd., Pecon Software UK Ltd, Mahesh
Kumar Shah, Zulfiquar Ali, and Vikas Kumar Gupta upon entry of this order, and interest
computed at the rate prescribed under 28 U.S.C. § 196l(a), as amended, shall immediately begin
to accrue on the unpaid balance.
B.

All money paid to the Commission pursuant to this Order may be deposited into a fund

administered by the Commission or its designee to be used for equitable relief, including
consumer redress and any attendant expenses for the administration of any redress fund. If a
representative of the Commission decides that direct redress to consumers is wholly or partially
impracticable or money remains after redress is completed, the Commission may apply any
remaining money for such other equitable relief (including consumer information remedies) as it
determines to be reasonably related to the Defendants' practices alleged in the Complaint. Any
money not used for such equitable relief is to be deposited to the U.S. Treasury as disgorgement.
Defendants have no right to challenge any actions the Commission or its representatives may
take pursuant to this Subsection; and
C.

Pecon Software, Pecon Infotech Ltd., Pecon Software UK Ltd, Mahesh Kumar Shah,

Zulfiquar Ali, and Vikas Kumar Gupta must submit their Taxpayer Identification Number to a
Commission representative within ten (I 0) days.

VI.
LIFTING OF THE ASSET FREEZE
IT IS FURTHER ORDERED that the freeze on the assets of Prateek Shah and Sujoy
Roy shall be lifted permanently. The freeze on the assets of Pecon Software, Pecon Infotech
Ltd., Pecon Software UK Ltd, Mahesh Kumar Shah, Zulfiquar Ali, and Vikas Kumar Gupta shall
remain in effect until the Commission has received the total amount required by Section Y
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above, provided, however, that Pecon Software, Pecon Infotech Ltd., Pecon Software UK Ltd,
Mahesh Kumar Shah, Zulfiquar Ali, and Vikas Kumar Gupta may transfer funds to the extent
necessary to make all payments required by Section V. Upon payment to the Commission of the
total amount required by Section V above, the freeze agai nst the assets of Pecon Software, Pecon
Infotech Ltd., Pecon Software UK Ltd, Mahesh Kumar Shah, Zulfiquar Ali, and Vikas Kumar
Gupta shall be lifted permanently.

VII.
TURNOVER OF ASSETS HELD BY THIRD PARTIES
IT IS FURTHER ORDERED that, in order to partially satisfy the monetary judgment
set forth in Section V above, any financial or brokerage institution, escrow agent, title company,
commodity trading company, automated clearing house, network transaction processor, payment
processor, business entity, or person that holds, controls, or maintains custody of any account or
asset of Pecon Software, Pecon Info tech Ltd., Pecon Software UK Ltd, Mahesh Kumar Shah,
Zulfiquar Ali, and Vikas Kumar Gupta, or any account or asset held on behalf of, or for the
benefit of, Pecon Software, Pecon Infotech Ltd., Pecon Software UK Ltd, Mahesh Kumar Shah,
Zulfiquar Ali, and Vikas Kumar Gupta, or any account or asset frozen pursuant to (a) the Ex

Parte Temporary Restraining Order and (b) the Preliminary Injunction, previously entered
against Pecon Software, Pecon Infotech Ltd., Pecon Software UK Ltd, Mahesh Kumar Shah,
Zulfiquar Ali, and Vikas Kumar Gupta in this matter, shall tum over such account or asset to the
Commission, by wire transfer pursuant to directions provided by counsel for the Commission, or
as otherwise agreed to in writing by counsel for the Commission, within ten ( 10) business days
of receiving notice of this Order by any means, including, but not limited to, via facsimile.

II
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VIII.
ORDER ACKNOWLEDGMENTS

IT IS FURTHER ORDERED that the Defendants obtain acknowledgments of receipt
of this Order:
A.

The Defendants, within 7 days of entry of this Order, must submit to the Commission an

acknowledgment of receipt of this Order sworn under penalty of perjury.
B.

For five (5) years after entry of this Order, the Defendants, for any business that they,

individually or collectively with any other Defendant named in the Complaint, is the majority
owner or directly or indirectly controls, must deliver a copy of this Order to: (1) all principals,
officers, directors, and LLC managers and members; (2) all employees, agents, and
representatives who participate in telemarketing; and (3) any business entity resulting from any
change in structure as set forth in the Section titled Compliance Reporting. Delivery must occur
within 7 days of entry of this Order for current personnel. For all others, delivery must occur
before they assume their responsibilities.
C.

From each individual or entity to which the Defendants delivered a copy of this Order,

they must obtain, within thirty (30) days, a signed and dated acknowledgment of receipt of this
Order.

IX.
COMPLIA NCE REPORTING
IT IS FU RTHER ORDERED that the Defendants make timely submissions to the

Commission:
A.

One ( 1) year after entry of this Order, the Defendants must submit a compliance report,

sworn under penalty of perjury. They must:
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(I)

identify all telephone numbers and all physical, postal, email, and Internet

addresses, including all residences;
(2)

identify all business activities, including any business for which the Defendants

perform services whether as an employee or otherwise and any entity in which the Defendants
have any ownership interest;
(3)

describe in detail the Defendants' involvement in each such business, including

title, role, responsibilities, participation, authority, control, and any ownership.
(4)

identify the primary physical, postal, and email address and telephone number, as

designated points of contact, which representatives of the Commission may use to communicate
with the Defendants;
(5)

identify all of the Defendants' businesses by all of their names, telephone

numbers, and physical, postal, email, and Internet addresses;
(6)

describe the activities of each business, including the goods and services offered,

the means of advertising, marketing, and sales, and the involvement of any of the Defendants
named in the Complaint;
(7)

describe in detail whether and how the Defendants are in compliance with each

Section of this Order; and
(8)

provide a copy of each Order Acknowledgment obtained pursuant to this Order,

unless previously submitted to the Commission;
B.

For twenty (20) years after entry of this Order, the Defendants must submit a compliance

notice, sworn under penalty of perjury, within 14 days of any change in the following:
(I)

name, including aliases or fictitious name, or residence address;
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(2)

title or role in any business activity, including any business for which the

Defendants perform services whether as an employee or otherwise and any entity in which the
Defendants have any ownership interest, and identify the name, physical address, and any
Internet address of the business or entity;
(3)

any designated point of contact; or

(4)

the structure of any entity that the Defendants have any ownership interest in or

directly or indirectly controls that may affect compliance obligations arising under this Order,
including: creation, merger, sale, or dissolution of the entity or any subsidiary, parent, or
affiliate that engages in any acts or practices subject to this Order.
C.

Defendants must submit to the Commission notice of the filing of any bankruptcy

petition, insolvency proceeding, or any similar proceeding by o r against him within fourteen (1 4)
days of its filing.
D.

Any submission to the Commission required by this Order to be sworn under penalty of

perjury must be true and accurate and comply with 28 U.S.C. § 1746, such as by concluding: "I
declare under penalty of perjury under the laws of the United States of America that the
foregoing is true and correct. Executed on: _ _ " and supplying the date, signatory's full name,
title (if applicable), and signature.
E.

Unless otherwise directed by a Commission representative in writing, all submissions to

the Commission pursuant to this Order must be emailed to DEbrief@ftc.gov or sent by overnight
courier (not the U.S. Postal Service) to: Associate Director for Enforcement, Bureau of
Consumer Protection, federal Trade Commission, 600 Pennsylvania Avenue NW, Washington,
DC 20580. The subject line must begin: fTC v. Pecon Software Ltd., et al.

X.

14

Case 1:12-cv-07186-PAE Document 66 Filed 07/10/14 Page 15 of 31

RECORD KEEPING
IT IS FURTHER ORDERED that the Defendants must create certain records for
twenty (20) years after entry of the Order, and retain each such record for five (5) years.
Specifically, the Defendants for any business in which they, individually or collectively with any
other Defendant named in the Complaint, is a majority owner or directly or indirectly controls,
must create and retain the following records:
A.

Accounting records showing the revenues from all goods or services sold;

B.

Personnel records showing, for each person providing services, whether as an employee

or otherwise, that person's: name, addresses, and telephone numbers; job title or position; dates
of service; and, if applicable, the reason for termination;
C.

Records of all consumer complaints and refund requests, whether received directly or

indirectly, such as through a third party, and any response;
D.

All records necessary to demonstrate full compliance with each provision of this Order,

including all submissions to the Commission;
E.

A copy of each unique advertisement or other marketing material; and

F.

Copies of any website used to market goods or services.

XI.
COMPLIANCE MONITORING
IT IS FURTHER ORDERED that, for the purpose of monitoring the Defendants'
compliance with this Order:
A.

Within fourteen (14) days of receipt of a written request from a representative of the

Commission, the Defendants must: submit additional compliance reports or other requested
information, which must be sworn under penalty of perjury; appear for depositions; and produce
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documents for inspection and copying. The Commission is also authorized to obtain discovery,
without further leave of court, using any of the procedures prescribed by Federal Rules of Civil
Procedure 29, 30 (including telephonic depositions), 31 , 33, 34, 36, 45 , and 69.
B.

For matters concerning this Order, the Commission is authorized to communicate directly

with the Defendants. The Defendants must permit representatives of the Commission to
interview any employee or other person affiliated with them who has agreed to such an
interview. The person interviewed may have counsel present.
C.

The Commission may usc all other lawful means, including posing, through its

representatives, as consumers, suppliers, or other individuals or entities, to the Defendants or any
individual or entity affiliated with the Defendants, without the necessity of identification or prior
notice. Nothing in this Order limits the Commission 's lawful usc of compulsory process,
pursuant to Sections 9 and 20 of the FTC Act, 15 U.S.C. §§ 49, 57b-l.

XII.
RETENTION OF JURISDICTION
IT IS FURTHER ORDERED that this Court retains jurisdiction of this matter for
purposes of construction, modification, and enforcement of this Order.

IT IS SO ORDERED, this _

____..:J_O_~___"day of

4

2014.

fw.J A .fr.gg~/

Judge Paul A. Engclmayer
United States District Judge
Southern District ofNew York
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PART 31G-TELEMARKETING SALES
RULE 16 CFR PART 310

§310.1 Scope of r egulations in this

Sec.
310.1 Scope of regulations In this part.

310.2 Definitions.
310.3 Deceptive telemarketing acts or practices.
310.4 Abusive telemarketing e.cts or practices.
310.5 Recordkeeping requirements.
310.6 Exemptions.
310.? Actions by states and private persons.
310.8 Fee for access to the National Do Not
Call Registry.
310.9 SeverabU!ty.
AUTiiORrrY: 15 U.S.C.

6101~108.

SOURCE: ?5 FR 48516. Aug. 10. 2010, unless
otherwise noted.

part.
This part implements the Telemarketing and Consumer Fraud and
Abuse Prevention Act. 15 U.S.C. 61016108, as amended.

§ 310.2

D ef"mitions.

(a) Acquirer means a business organization, financial institution, or an
agent of a business organization or financial institution that has authority
from an organization that operates or
licenses a credit card system to authorize merchants to accept, transmit, or
process payment by credit card
through the credit card system for
money, goods or services, or anything
else of value.
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Federal Trade Commission

§310.2

(b) Attorney General means the chief
(n) Donor means any person solicited
legal officer of a state.
to make a charitable contribution.
(c) Billing information means any data
(o) Established business relationship
that enables any person to access a means a relationship between a seller
customer's or donor's account, such as and a consumer based on:
a credit card, checking, savings, share
(1) the consumer's purchase, rental,
or similar account, utility b111, mort- or lease of the seller's goods or services
gage loan account, or debit card.
or a financial transaction between the
(d) Caller identification service means a consumer and seller, within the eightservice that allows a telephone sub- een (18) months immediately preceding
scriber to have the telephone number, the date of a telemarketing call; or
and, where available, name of the call(2) the consumer's inQuiry or applicaing party transmitted contempora- tion regarding a product or service ofneously with the telephone call, and fered by the seller, within the three (3)
displayed on a device in or connected months Immediately preceding the
to the subscriber's telephone.
date of a telemarketing call.
(e) Cardholder means a person to
(p) Free-to-pav converSion means, in
whom a credit card is issued or who is an offer or agreement to sell or provide
authorized to use a credit card on be- any goods or services, a provision
half of or in addition to the person to under which a customer receives a
whom the credit card is issued.
product or service !or free !or an initial
(f) Charitable contribution means any period and will incur an obligation to
donation or gift of money or any other pay for the product or service 1f he or
thing of value.
she does not take afflrmative action to
(g) Commission means the Federal cancel before the end of that period.
Trade Commission.
(Q) Investment opportunltv means any(h) Cred1t means the right granted by
thing, tangible or intangible, that is ofa creditor to a debtor to defer payment fered, offered !or sale, sold, or traded
of debt or to incur debt and defer its based wholly or in part on representapayment.
tions, either express or implied, about
(i) Credit card means a n y card, plate, past, present, or future income, profit,
coupon book, or other credit device ex- or appreciation.
(r) Material means likely to affect a
isting for the purpose of obtaining
money, property, labor, or services on person's choice of, or conduct regarding, goods or services or a charitable
credit.
contribution.
(j) Credit card sales draft means any
(s) Merchant means a person who is
record or evidence of a credit card
authorized under a written contract
transaction.
(k) Credit card system means any with an acQutrer to honor or accept
method or procedure used to process credit cards, or to transmit or process
credit card transactions involving cred- for payment credit card payments, for
it cards issued or licensed by the oper- the purchase of goods or services or a
charitable contribution.
ator of that system.
(t) Merchant agreement means a writ(1) Customer means any person who is
or may be reQuired to pay for goods or ten contract between a merchant and
services
offered
through
tele- an acqutrer to honor or accept credit
cards, or to transmit or process for
marketing.
(m) Debt relief sermce means any pro- payment credit card payments, for the
eram or service represented, directly or purchase or goods or services or a charby implication, to renegotiate, settle, Itable contribution.
(u) Negative option feature means. in
or in any way alter the terms of payment or other terms of the debt be- an offer or agreement to sell or provide
tween a person and one or more unse- any goods or services, a provisi on
cured creditors or debt collectors, in- under which the customer's silence or
cluding, but not limited to, a reduction failure to take an affirmative action to
In the balance, interest rate, or fees re}ect goods or services or to cancel t he
owed by a person to an unsecured cred- agreement is Interpreted by the seller
as acceptance of the offer.
Itor or debt collector.
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(v) Outbound telephone call means a
telephone call initiated by a talemarketer to induce the purchase of
goods or services or to solicit a charitable contribution.
(w) Person means any individual,
group, unincorporated association, limited or general partnership, corporation, or other business entity.
(x)

Preacqutred account information

means any information that enables a
seller or telemarketer to cause a
charge to be placed against a cus-tomer's or donor's account without obta.1n1ng the account number directly
from the customer or donor during the
telemarketing transaction pursuant to
which the account will be charged.
(y) Prize means a n ything offered, or
purportedly offered, and given, or purportedly given, to a person by chance.
For purposes of this definition, chance
exists if a person is guaranteed to receive an i tem and, at the time of the
offer or purported offer, the telamarketer does not identify the specific
item that the person will receive.
(z) Prize promotion means:
(1) A sweepstakes or other game of
chance; or
(2) An oral or written express or implied representation that a person has
won, has been selected to receive, or
may be eligible to receive a prize or
purported prize.
(aa) Seller means any person who, in
connection with a telemarketing transaction , provides, offers to provide, or
arranges for others to provide goods or
services to the cust omer in exchange
for consideration.
(bb) State means any state of the
United States, the District of Columbia, Puerto Rico, the Northern Mariana
Islands, and any territory or possession
of the United States.
(cc) Telemarketer mean.s any person
who, in connection with telemarketing,
initiates or receives telephone calls to
or from a customer or donor.
(dd) Telemarketing means a plan, program, or campaign which is conducted
to induce the purchase of goods or services or a charitable contribution, by
use of one or more telephones and
which involves more than one interstate telephone call. The term does not
include t he solicitation of sales
through the mailing of a catalog

which: contains a written description
or lllustratlon of the goods or services
offered for sale; Includes the b usiness
address of t he seller; includes multiple
pages of written material or Ulustrations; and bas been issued not less frequently than once a year, when the
person making the solicitation does
not solicit customers by telephone but
only receives calls 1n1tiated by customers in response to the catalog and
during those calls takes orders only
without further solicitation. For purposes of the previous sentence, the
term "further soUcitation" does not
include providin&' the customer with
information about, or attempting to
sell, any other item included in the
same catalog which prompted the customer's call or in a substan tially similar catalog.
(ee) Upselling means soliciting the
purchase of goods or services following
an initial transacti on during a single
telephone call. The upsell is a separate
telemarketing transaction, not a continuation of the initial transaction. An
"external upsell" is a solicitation
made by or on behalf of a seller different from the seller in the initial
transaction, regardless of whether the
initial transaction and the subsequent
solicitation are made by the same talemarketer. An " interJ)al upsell" is a solicitation made by or on beha lf of the
same seller as in the initial transa ction, regardless of whetber the init ial transaction and subsequent solicitation are made by the same telamarketer.
§ 310.3

Deceptive telemarketing acts or
prac tices.
(a.) Prohtbttect deceptive telemarketing
acts or practices. It is a. deceptive tele-

marketing act or practice and a. violation of tbls Rule !or any seller or tetemarketer to engage In the following
conduct:
(1) Before a customer consents to
paysst for goods or services offered,
- When a seller or t.elem&rll:et.er uses, or
directs a customer to use. IL courier to transport payment, the seller or telem&rketer
must make the <Usclosures required by
§310.3(a)(l) before sending a courier to pick
up payment or authorization for payment, or
directing a. customer to ba.ve a courier pick
up payment or authorlut1on for payment. In
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falling to disclose truthfully, in a clear
and conspicuous manner, the following
material information:
(i) The total costs to purchase, receive, or use, and the quantity of, any
goods or services that are the subject
of the sales offer; 660
(H) All material restrictions limitations, or conditions to purchase, receive, or use the goods or services that
are the subject of the sales offer·
(iii) If the seller has a policy of not
making refunds, cancellations, exchanges, or repurchases, a statement
informing the customer that this is the
seller's policy; or, if the seller or talemarketer makes a representation
about a refund, cancellation, exchange,
or repurchase policy. a statement of all
material terms and conditions of such
policy;
(iv) In any prize promotion, the odds
of being able to receive the prize, and,
1f the odds are not calculable in advance, the factors used in calculating
the odds; that no purchase or payment
is required to win a prize or to participate in a prize promotion and that any
purchase or payment will not increase
the person's chances of winning; and
the no-purchase/no-payment method of
participating in the prize promotion
with either instructions on how to participate or an address or local or tollfree tel ephone number to which customers may write or call for information on bow to participate;
(v) All material costs or conditions
to receive or redeem a prize that is the
subject of the prize promotion;
(vi) In the sale of any goods or services represented to protect, insure, or
otherwise limit a customer's liab111ty
in the event of unauthorized use of the
customer's credit card, the limits on a
cardholder's 11ab1Uty for unauthorized
use of a credit card pursuant to 15
u.s.c. 1643;
the case of debt relief services, the seller or
telemarketer must make the disclosures required by §310.8(a)(l) before the consumer enrolls ln an offered program.
6eo For offers of consumer credit products
subject to the Truth In Lending Act, 15
U.S.C. 1601 et seq., and Regulation Z, 12 CFR
226, compl1ance with the disclosure requirements under the Truth ln Lending Act and
Regulation Z shall constitute compliance
with §310.3(a)(1)(1) of this Rule.

(vii) If the offer includes a negative
option feature, all material terms and
condi tions of the negative option feature, including, but not limited to, the
fact that the customer's account wm
be charged unless the customer takes
an affirmative action to avoid the
charge(s). the date(s) the charge(s) will
be submitted for payment, and the specific steps the customer must take to
avoid the charge(s); and
(viii) In the sale of any debt relief
service:
(A) the amount of time necessary to
achieve the represented results, and to
the extent that the service may include
a settlement offer to any of the customer's creditors or debt collectors,
the time by which the debt relief service provider will make a bona fide settlement offer to each of them;
(B ) to the extent that the service
may include a settlement offer to any
of the customer's creditors or debt collectors, the amount of money or the
percentage of each outstanding debt
that the customer must accumulate before the debt relief service provider
will make a bona fide settlement offer
to each of them;
(C) to the extent that any aspect of
the debt relief service relies upon or results in the customer's failure to make
timely payments to creditors or debt
collectors, that the use of the debt relief service will likely adversely affect
the customer's credi tworthiness, may
result in the customer being subject to
collections or sued by creditors or debt
collectors, and may increase the
amount of money the customer owes
due to the accrual of fees and interest;
and
(D) to the extent that the debt relief
service requests or requires the customer to place 1\mds in an account at
an insured financial institution, that
the customer owns the funds held in
the account, the customer may withdraw from the debt relief service at any
time without penalty, and, if the customer withdraws, the customer must
receive all funds in the account, other
than funds earned by the debt relief
service
in
compliance
with
§ 310.4(a)(5}(i)(A} through (C).
(2) Misrepresenting, directly or by
implication , in the sale of goods or

383

ATTACHMENT A

Case 1:12-cv-07186-PAE Document 66 Filed 07/10/14 Page 22 of 31

§3 10.3

16 CFR C h. I ( 1- 1-14 Edition)

services any of the following material creditors or debt collectors or make a
information:
bona fide offer to negotiate, settle, or
(i) The total costs to purchase, remodify the terms of the customer's
ceive, or use, and the quantity of, any debt; the effect of the ser vice on a cusgoods or services that are the subject tomer's creditworthiness; the effect of
of a sales offer;
the service on collection efforts of the
(11} Any material restriction, limita- customer's creditors or debt collectors;
tion, or condition to purchase, receive, the percentage or number of customers
or use goods or services that are the who attain the represented results; and
subject of a sales offer;
whether a debt relief service is offered
(iii} Any material aspect of the per- or provided by a non-profit entity.
formance, efficacy, nature, or central
(3} Causing billing information to be
characteristics of goods or services submitted for payment, or collecting or
that are the subject of a sales offer;
attempting to collect payment for
(iv) Any material aspect of the na- goods or services or a charitable contu.r e or terms of the seller's refund, tribution, directly or indirectly, withcancellation, exchange, or repurchase out the customer's or donor's express
policies;
verifiable authorization, except when
(v) Any material aspect of a prize the method of payment used is a credit
promotion including, but not limited card subject to protections of the
to, the odds of being able to receive a Truth in Lending Act and Regulation
prize, the nature or value of a prize, or Z,66t or a debit card subject to the prothat a purchase or payment is required tections of the Electronic Fund Transto win a prize or to participate in a fer Ac t and Regulation E.662 Such auprize promotion;
thorization shall be deemed verifiable
(vi} Any material aspect of an invest- if any of the following means is emment opportunity including, but not ployed:
limited to, risk, liquidity, earnings po(i) Express written authorization by
tential, or prof1tabil1ty;
the customer or donor, which includes
(vii) A seller's or telemarketer's af- the customer's or donor's s1gnature;66s
filiation with, or endorsement or spon(11) Express oral authorization which
sorship by, any person or government
is audio-recorded and made available
entity;
(viii) That any customer needs of- upon request to the customer or donor,
fered goods or services to provide pro- and the customer's or donor's bank or
tections a customer already has pursu- other billing entity, and which evidences clearly both the customer's or
ant to 15 u .s.c. 1643;
authorization of payment for
(ix} Any material aspect of a nega- donor's
the
goods
or services or charitable contive option feature including, but not
that are the subject of the
limited to, the fact that the customer's tribution
transaction and the cusaccount will be charged unless the cus- telemarketing
tomer's or donor's receipt of all of the
tomer takes an affirmative action to following
information:
avoid the charge(s), the date(s) the
(A) The number of debits, charges, or
charge(s} will be submitted for payment, and the specific steps the cus- payments (if more than one};
(B) The
date(s) the debit(s),
tomer must take to avoid the
charge(s), or payment(s) will be subcharge(s); or
(x) Any material aspect of any debt mitted for payment;
relief service, including, but not limited to, the amount of money or the
"' Truth 1D Lending Act, 15 U.S.C. 1001 et
percentage of the debt amount that a seq., e.nd Regulation Z, 12 CFR part 226.
... Electronic Fund Transfer Act, 15 U.S .C.
customer may save by using such service; the amount of time necessary to 1693 et seq., and Regulation E, 12 CFR part
achieve the represented results; the 205.
... For purposes of this Rule, the term
amount of money or the percentage of " signature" shall Include an electronic or
each outstanding debt that the cus- digital !orm of signature, to the extent that
tomer must accumulate before the pro- such form of signature 1s recognized as e.
vider of the debt relief service will ini- valid signature under a pplicable federal law
tiate attempts with the customer's or state contract le.w.
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(C) The amount(s) of the debit(s),
charge(s), or payment(s);
(D) The customer's or donor's name;
(E) The customer's or donor's billing
information, ident1!1ed with sufficient
specificity such that the customer or
donor understands what account will
be used to collect payment for the
goods or services or charitable contribution that are the subject of the
telemarketing transaction;
(F) A telephone number for customer
or donor inquiry that is answered during normal business hours; and
(G) The date of the customer's or donor's oral authorization; or
(111) Written confirmation of the
transaction, identified in a clear and
conspicuous manner as such on the
outside of the envelope, sent to the
customer or donor via first class mail
prior to the submission for payment of
the customer's or donor's b11ling information, and that includes all of the information
contained
in
§§ 310.3(a)(3)(11)(A)-(G) and a clear and
conspicuous statement of the procedures by which the customer or donor
can obtain a refund from the seller or
telemarketer or charitable organization in the event the confirmation is
inaccurate; provided, however, that
this means of authorization shall not
be deemed verifiable in instances in
which goods or services are offered in a
transaction involving a free-to-pay
conversion and preacquired account information.
(4) Making a false or misleading
statement to induce any person to pay
for goods or services or to induce a
charitable contribution.
(b) Assisting and facilitating. It is a deceptive telemarketing act or practice
and a violation of this Rule for a person to provide substantial assistance or
support to any seller or telemarketer
when that person knows or consciously
avoids knowing that the seller or telemarketer is engaged in any act or practice that violates §§ 310.3(a), (c) or (d),
or §310.4 of this Rule.
(c) Credit card laundering. Except as
expressly permitted by the applicable
credit card system, it is a deceptive
telemarketing act or practice and a
violation of this Rule for:
(1) A merchant to present to or deposit into, or cause another to present

to or deposit into, the credit card system for payment, a credit card sales
draft generated by a telemarketing
transaction that is not the result of a
telemarketing credit card transaction
between the cardholder and the merchant;
(2) Any person to employ, solicit, or
otherwise cause a merchant, or an employee, representative, or agent of the
merchant, to present to or deposit into
the credit card system for payment, a
credit card sales draft generated by a
telemarketing transaction that is not
the result of a telemarketing credit
card transaction between the cardholder and the merchant; or
(3) Any person to obtain access to the
credit card system through the use of a
business relationship or an affiliation
with a merchant, when such access is
not authorized by the merchant agreement or the applicable credit card system.
(d) Prohibited deceptive acts or practices in the solicitation of charitable contributions. It is a fraudulent charitable

solicitation, a deceptive telemarketing
act or practice, and a violation of this
Rule for any telemarketer soliciting
charitable contributions to misrepresent, directly or by implication, any of
the following material information:
(1) The nature, purpose, or mission of
any entity on behalf of which a charitable contribution is being requested;
(2) That any charitable contribution
is tax deductible in whole or in part;
(3) The purpose for which any charttable contribution w111 be used;
(4) The percentage or amount of any
charitable contribution that w111 go to
a charitable organization or to any
particular charitable program;
(5) Any material aspect of a prize
promotion including, but not limited
to: the odds of being able to receive a
prize; the nature or value of a prize; or
that a charitable contribution Is required to win a prize or to participate
in a prize promotion; or
(6) A charitable organization's or
telemarketer's affiliation with, or endorsement or sponsorship by, any person or government entity.
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§ 310.4 Abusive telemarketin• acts or

practices.
(a) Abusive conduct generally. It is an
abusive telemarketing act or practice
and a violation of this Rule for any
seller or telemarketer to engage 1n the
following conduct:
(1) Threats, intimidation, or the use
of profane or obscene language;
(2) Requesting or receiving payment
of any fee or consideration for goods or
services represented to remove derogatory information from, or improve, a
person's credit history, credit record,
or credit rating until:
(i) The time frame in which the seller
baa represented all of the goods or
services w111 be provided to that person
baa expired; and
(11) The seller has provided the person
with documentation in the form of a
consumer report from a consumer reporting agency demonstrating that the
promised results have been achieved,
such report having been issued more
than six months after the results were
achieved. Nothing in this Rule should
be construed to affect the requirement
in the Fair Credit Reporting Act, 15
u.s.a. 1681, that a consumer report
may only be obtained for a specified
permissible purpose;
(3) ReQuesting or receiving payment
of any fee or consideration from a person for goods or services represented to
recover or otherwise assist 1n the r eturn of money or a.ny other item of
value paid for by, or promised to, that
person in a previous telemarketing
transaction. until seven (7) business
days after such money or other item is
delivered to that person. This provision
shall not apply to goods or ser vices
provided to a. person by a licensed attorney;
(4) Requesting or receiving payment
of any fee or consideration in advance
of obtaining a loan or other extension
of credit when the seller or telamarketer has guaranteed or represented a high likelihood of success in
obtaining or arranging a loan or other
extension of credit for a person;
(5)(i) Requesting or receiving payment of any fee or consideration for
any debt relief service until and unless:
(A) The seller or telemarketer has renegotiated, settled, reduced, or otherwise altered the terms of at least one

debt pursuant to a settlement agreement, debt management plan, or other
such valid contractual agreement executed by the customer;
(B) The customer has made a t least
one payment pursuant to that settlement agreement, debt management
plan, or other valid contractual agreement between the customer and the
creditor or debt collector; and
(C) To the extent that debts enrolled
in a service are renegotiated, settled,
reduced, or otherwise altered individually, the fee or consideration either:
(1) Bears the same proportional relationship to the total fee for renegotiating, settling, reducing, or altering
the terms or the entire debt balance as
the individual debt amount bears to
the entire debt amount. The individual
debt amount and the entire debt
amount are those owed at the time the
debt was enrolled in the service; or
(2) Is a. percentage of the amount
saved as a. result of the renegotiation,
settlement, reduction, or alteration.
The percentage charged cannot change
from one individual debt to another.
The amount saved is the difference between the amount owed at the time the
debt was enrolled in the service and the
amount actually paid to satisfY the
debt.
(11) Nothing in §310.4(aX5)(i) prohibits
requesting or reQuiring the customer
to place funds in an account to be used
for the debt relief provider's fees and
for payments to creditors or debt collectors in connection with the renegotia tion , settlement, reduction . or other
alteration of the terms of payment or
other terms of a debt, provided that:
(A) The funds are held in an account
at an insured financial institution;
(B) The customer owns the funds held
1n the account and is paid accrued interest on the account. 1f any;
(C) The entity administering the account is not owned or controlled by, or
in any way affi11ated with, the debt relief service;
(D) The entity administ;ertng the ac-count does not lrfve or accept any
money or other compensation in exchange for referrals of business involving the debt reUef service; and
(E) The customer ma.y withdraw from
the debt relief service at any time
without penalty, and must receive all
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funds in the account, other than funds
earned by the debt relief service in
compliance
with
§ 310.4(a)(5)(i)(A)
through (C). within seven (7) business
days of the customer's request.
(6) Disclosing or receiving, for consideration, unencrypted consumer account numbers for use in telemarketing; provided, however, that
this paragraph shall not apply to the
disclosure or receipt of a customer's or
donor's billing information to process a
payment for goods or services or a
charitable contribution pursuant to a
transaction;
(7) Causing billing information to be
submitted for payment, directly or indirectly, without the express informed
consent of the customer or donor. In
any telemarketing transaction, the
seller or telemarketer must obtain the
express informed consent of the customer or donor to be charged for the
goods or services or charitable contribution and to be charged using the
identified account. In any telemarketing
transaction
involving
preacquired account information, the
requirements in paragraphs (a)(7)(i)
through (11) of this section must be met
to evidence express informed consent.
(i) In any telemarketing transaction
involving preacqu!red account information and a free-to-pay conversion feature, the seller or telemarketer must:
(A) Obtain from the customer, at a
minimum, the last four (4) digits of the
account number to be charged;
(B) Obtain from the customer his or
her express agreement to be charged
for the goods or services and to be
charged using the account number pursuant to paragraph (a)(7)(i)(A) of this
section; and,
(C) Make and maintain an audio recording of the entire telemarketing
transaction.
(ii) In any other telemarketing transaction involving preacquired account
information not described in paragraph
(a)(7)(i) of this section, the seller or
telemarketer must:
(A) At a minimum, identify the account to be charged with sufficient
specificity for the customer or donor to
understand what account wlll be
charged; and
(B) Obtain from the customer or
donor his or her express agreement to

be charged for the goods or services
and to be charged using the account
number identified pursuant to paragraph (a)(7)(ii)(A) of this section; or
(8) Failing to transmit or cause to be
transmitted the telephone number,
and, when made available by the telamarketer's carrier, the name of the
telemarketer, to any caller Identification service 1n use by a recipient of a
telemarketing call; provided that It
shall not be a violation to substitute
(for the name and phone number used
in, or billed for, making the call) the
name of the seller or charitable organization on behalf of which a telemarketing call is placed, and the seller's or charitable organization's customer or donor service telephone number, which is answered during regular
business hours.
(b) Pattern of calls. (1) It Is an abusive
telemarketing act or practice and a
violation of this Rule for a talemarketer to engage In, or for a seller
to cause a telernarketer to engage in,
the following conduct:
(1) Causing any telephone to ring, or
engaging any person In telephone conversation, repeatedly or continuously
with intent to annoy, abuse, or harass
any person at the called number;
(11) Denying or interfering in any
way, directly or indirectly, with a person's right to be placed on any registry
of names and/or telephone numbers of
persons who do not wish to receive outbound telephone calls established to
comply with §310.4(b)(l)(111);
(111) Initiating any outbound telephone call to a person when:
(A) That person previously has stated
that he or she does not wish to receive
an outbound telephone call made by or
on behalf of the seller whose goods or
services are being offered or made on
behalf of the charitable organization
for which a chari table contribution is
being sol!cited; or
(B) That person's telephone number
Is on the "do-not-call" registry, maintained by the Commission, of persons
who do not wish to receive outbound
telephone calls to induce the purchase
of goods or services unless the seller:
(i) Has obtained the express agreement, in writing, of such person to
place calls to that person. Such written
agreement shall clearly evidence such
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person's authorization that calls made
by or on behalf of a specific party 'may
be placed to that person, and shall include the telephone number to which
the calls may be placed and the signature&e4 of that person; or
(11) Has an established business relationship with such person, and that
person has not stated that he or she
does not wish to receive outbound telephone
calls
under
paragraph
(b)(l)(ii!)(A) of this section; or
(iv) Abandoning any outbound telephone call. An outbound telephone call
is " abandoned" under this section if a
person answers it and the telemarketer
does not connect the call to a sales representative within two (2) seconds of
the person's completed greeting.
(v) Initiating any outbound telephone
call that delivers a prerecorded message, other than a prerecorded message
permitted for compliance with the call
abandonment
safe
harbor
in
§310.4(b)(4)(i11). unless:
{A) In any such call to induce the
purchase of any good or service, the
seller has obtained from the recipient
of the call an express agreement, in
writing, that:
(i) The seller obtained only after a
clear and conspicuous disclosure that
the purpose of the agreement is to authorize the seller to place prerecorded
calls to such person;
(11) The seller obtained without requiring, directly or indirectly, that the
agreement be executed as a condition
of purchasing any good or service;
(111) Evidences the w1llingness of the
recipient of the call to receive calls
that deliver prerecorded messages by
or on behalf of a specific seller; and
(iv) Includes such person's telephone
number and signature;~ and
(B) In any such call to ·induce the
purchase of any good or service, or to
.,.. For purposes of this Rule, the term
"signature" shall include a.n electronic or
digital form of signature, to the extent t.ha.t
such form of sJgnature Is recognized a.s a
valid signature under applicable federal Jaw
or state contract law.
"'- For purposes of this Rule. the term
"signature" shall include a.n electronic or
digital form of signature, to the extent that
such form of signature is recognized a.s a
valid signature under applicable federal law
or state contract law.

i nduce a charitable contribution from a
member of, or previous donor to, a nonprofit charitable organization on whose
behalf the call is made, the seller or
telemarketer:
(i) Allows the telephone to ring for at
least fifteen (15) seconds or four (4)
rings before disconnecting an unanswered call; and
(ii) Within two (2) seconds after the
completed greeting of the person
called, plays a prerecorded message
that promptly provides the disclosures
required by §310.4(d) or (e), followed
immediately by a disclosure of one or
both of the following:
(A) In the case of a call that could be
answered in person by a consumer, that
the person called can use an automated
interactive voice and/or keypress-activated opt-out mechanism to assert a
Do Not Call request pursuant to
§310.4(b)(l)(11i){A) at any time during
the message. The mechanism must:
(1) Automatically add the number
called to the seller's entity-specific Do
Not Call list;
(2) Once invoked, immediately disconnect the call; and
(3) Be available for use at any time
during the message; and
(B) In the case of a call that could be
answered by an answering machine or
voicemail service, that the person
called can use a toll-free telephone
number to assert a Do Not Call request
pursuant to §310.4(b)(1)(11i)(A). The
number provided must connect directly
to an automated interactive voice or
keypress-activated opt-out mechanism
that:
(1) Automatically adds the number
called to the seller's entity-specific Do
Not Call list;
(2) Immediately thereafter disconnects the call; and
(3) Is accessible at any time throughout the duration of the telemarketing
campaign; and
(ill) Complies with all other requirements of this part and other applicable
federal and state laws.
(C) Any call that complies with all
applicable requirements of this paragraph (v) shall not be deemed to violate
§310.4(b)(l)(iv) of this part.
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(D) This paragraph (v) shall not apply
(i) The seller or telemarketer emto any outbound telephone call that de- ploys technology that ensures abanlivers a prerecorded healthcare mes- donment of no more than three (3) persage made by. or on behalf of, a covered cent of all calls answered by a person,
entity or its business associate, as measured over tbe duration of a single
those terms are defined in the HIPAA calling campaign, if less than 30 days,
or separately over each successive 30Privacy Rule, 45 CFR 160.103.
(2) It is an abusive telemarketing act day period or portion thereof that the
or practice and a violation of this Rule campaign continues.
(11) The seller or telemarketer, for
for any person to sell, rent, lease, purchase, or use any list established to each telemarketing call placed, allows
comply with §310.4(b)(l)(i1i)(A), or the telephone to ring for at least fifmaintained by the Commission pursu- teen (15) seconds or four (4) rings before
ant to §310.4(b)(l)(iii)(B), for any pur- disconnecting an unanswered call;
(iii) Whenever a sales representative
pose except compliance with the proViis not available to speak with the persions of this Rule or otherwise to pre- son
answering the call within two (2)
vent telephone calls to telephone num- seconds
after the person's completed
bers on such lists.
greeting, the seller or telemarketer
(3) A seller or telemarketer will not promptly plays a recorded message
be liable for violating §310.4(b)(1)(11) that states the name and telephone
and (Ui) if it can demonstrate that, as number of the seller on whose behalf
part of the seller's or telemarketer's the call was placed666; and
routine business practice:
(iv) The seller or telemarketer, in ac(1) It has established and imple- cordance with §310.5(b)-(d), retains
mented written procedures to comply records establishing compltance with
with §310.4(b)(l)(ii) and (111);
§310.4(b)(4)(i)-(111).
(11) It has trained its personnel, and
(c) Calling time restrictions. Without
any entity assisting in its compliance, the prior consent of a person, it is an
in the procedures established pursuant abusive telemarketing act or practice
to§ 310.4(b)(3)(i);
and a violation of this Rule for a tela(11i) The seller, or a telemarketer or marketer to engage in outbound teleanother person acting on behalf of the phone calls to a person's residence at
seller or charitable organization, has any time other than between 8:00 a.m.
maintained and recorded a list of tele- and 9:00 p.m. local time at the called
phone numbers the seller or charitable person's location.
(d) Required oral disclosures in the sale
organization may not contact, in comof goods or services. It is an abusive telepliance with §310.4(b)(l)(iii)(A);
(iv) The seller or a telemarketer uses marketing act or practice and a violaa process to prevent telemarketing to tion of this Rule for a telemarketer in
any telephone number on any !1st es- an outbound telephone call or internal
tablished pursuant to §310.4(b)(3)(iii) or or external upsell to induce the pur310.4(b)(1)(11i)(B), employing a version chase of goods or services to fail to dis-of the "do-not-call" registry obtained close truthfully, promptly, and in a
from the Commission no more than clear and conspicuous manner to the
thirty-one (31) days prior to the date person receiving the call, the following
any call is made, and maintains information:
(1) The identity of the seller;
records documenting this process;
(2) That the purpose of the call is to
(v) The seller or a telemarketer or sell goods or services;
another person acting on behalf of the
(3) The nature of the goods or servseller or charitable organization, mon- ices; and
itors and enforces compliance with the
(4) That no purchase or payment is
procedures established pursuant to necessary to be able to win a prize or
§ 310.4(b)(3)(i); and
(vi) Any subsequent call otherwise
666 This provision does not aifect any sellviolating § 310.4(b)(1)(ii) or (1ii) is the er's
or telemarketer's obligation to comply
result of error.
wltb relevant state and federal laws. lnclud(4) A seller or telemarketer will not lng but not limited to the TCPA, 47 U.S.C.
2'27. and 47 CFR part 64.1200.
be Hable for violating § 310.4(b)(1)(iv) if:
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participate in a prize promotion If a
prize promotion is offered and that any
purchase or payment wm not increase
the person's chances of winning. This
disclosure must be made before or in
conjunction with the description of the
prize to the person called. If requested
by that person, the telemarketer must
disclose the no-purchase/no-payment
entry method for the prize promotion;
provided, however, that, in any internal upsell for the sale of goods or services, the seller or telemarketer must
provide the disclosures listed in this
section only to the extent that the information in the upsell differs from the
disclosures provided in the initial telemarketing transaction.

(4) The name, any fictitious name
used, the last known home address and
telephone number, and the job tttle(s)
for all current and former employees
directly involved in telephone sales or
solicitations; provided, however, that if
the seller or telemarketer permits fictitious names to be used by employees,
each fictitious nam e must be traceable
to only one specific employee; and
(5) All verifiable authorizations or
records of express informed consent or
express agreement required to be provided or received under this Rule.
(b) A seller or telemarketer may
keep the records required by §310.5(a)
In any form, and in the same manner,
(e) Required oral disclosures in chariformat, or place as they keep such
table solicitations. It is an abusive tele- records in the ordinary course of busimarketing act or practice and a viola- ness. Failure to keep all records retion of this Rule for a telemarketer, in quired by §310.5(a) shall be a violation
an outbound telephone call to induce a of this Rule.
charitable contribution, to fail to dis(c) Tbe seller and the telemarketer
close truthfully, promptly, and in a calling on behalf of the seller may, by
clear and conspicuous manner to the written agreement, allocate responsiperson receiving the call, the following bility between themselves for the recinformation:
required by this Section.
(1) The identity of the charitable or- ordkeeping
a seller and telemarketer have
ganization on behalf of which the re- When
entered into such an agreement, the
quest is being made; and
(2) That the purpose of the call Is to terms of that agreement shall govern,
and the seller or telemarketer, as the
solicit a charitable contribution.
case may be, need not keep records
[75 FR 48516, Aug. 10, 2010, as amended at 76
that duplicate those of the other. If the
FR 58716, Sept. 22, 2011)
agreement is unclear as to who must
maintain any required record(s), or If
§ 310.5 Reco rdkeeping requirements.
no such agreement exists, the seller
(a) Any seller or telemarketer shall shall be responsible for complying with
keep, for a period of 24 months from §§ 310.5(a)(l)-(3) and (5); t he telathe date the record Is produced, the fol- marketer shall be responsible for comlowing records relating to Its tele- plying with §310.5(a)(4).
marketing activities:
(d) In the event of any dissolution or
(1) All substantially different advertising,
brochures,
telemarketing termination of the seller's or telamarketer's business, the principal of
scripts, and promotional materials;
that seller or telemarketer shall main(2) The name and last known address
of each prize recipient and the prize tain all records as required under this
awarded for prizes that are rep- section. In the event of any sale, asresented, directly or by implication, to signment, or other change in ownership
of the seller's or telemarketer's busihave a value of S25.00 or more;
(3) The name and last known address ness, the successor business shall mainof each customer, the goods or services tain all records required under this secpurchased, the date such goods or serv- tion.
Ices were shipped or provided, and the
amount paid by the customer for the U.S.C. 1601 et seq., and Regulation Z, 12 CFR
goods or services;667
226, compliance with the recordkeeplng re·
.., For offers of consumer credit products
subject to the Truth in Lending Act, 15

qulrements under the Truth In Lending Act,
and Regulation Z, shall constitute compliance w1 t h § 310.5(a)(3) of this Rule.
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§310.6 Exemptions.
(a) Solicitations to induce charitable
contributions via outbound telephone
calls
are
not
covered
by
§310.4(b)(l)(Ui)(B) of this Rule.
(b) The following acts or practices
are exempt from this Rule:
(1) The sale of pay-per-call services
subject to the Commission's Rule entitled "Trade Regulation Rule Pursuant
to the Telephone Disclosure and Dispute Resolution Act of 1992," 16 CFR
part 308, provided, however, that this
exemption does not apply to the requirements of §§ 310.4(a)(1), (a)(7), (b),
and (c);
(2) The sale of franchises subject to
the Commission's Rule entitled "Disclosure Requirements and Prohibitions
Concerning Franchising," ("Franchise
Rule") 16 CFR part 436, and the sale of
business opportunities subject to the
Commission's Rule entitled " Disclosure Requirements and Prohibitions
Concerning Business Opportunities,"
("Business Opportunity Rule") 16 CFR
part 437, provided, however, that this
exemption does not apply to the requirements of §§ 310.4(a)(1), (a)(7), (b),
and (c);
(3) Telephone calls in which the sale
of goods or services or charitable solicitation is not completed, and payment
or authorization of payment is notrequired, until after a face-to-face sales
or donation presentation by the seller
or charitable organization, provided,
however, that this exemption does not
apply
to
the
requirements
of
§§310.4(a)(l), (a)(7), (b), and (c);
(4) Telephone calls initiated by a customer or donor that are not the result
of any solicitation by a seller, charitable organization, or tel emarketer,
provided, however, that this exemption
does not apply to any instances of
upselling included in such telephone
calls;
(5) Telephone calls initiated by a customer or donor in response to an advertisement through any medium, other
than direct mail solicitation, provided,
however. that this exemption does not
apply to calls initiated by a customer
or donor in r esponse to an advertisement relating to investment opportunities, debt relief services, business opportunities other than business arrangements covered by the Franchise

Rule or Business Opportunity Rule, or
advertisements involving goods or
services described in §§ 310.3(a)(l)(vi) or
310.4(a)(2)-(4); or to any instances of
upselling included in such telephone
calls;
(6) Telephone calls initiated by a customer or donor 1n response to a direct
mail solicitation, including solicitations via the U.S. Postal Service, facsimile transmission, electronic man,
and other similar methods of delivery
in which a solicitation is directed to
specific address(es) or person(s), that
clearly, conspicuously, and truthfully
discloses all material information listed in §310.3(a)(l) of this Rule, for any
goods or services offered in the direct
mail solicitation, and that contains no
material misrepresentation regarding
any Item contained in §310.3(d) of this
Rule for any requested charitable contribution; provided, however, that this
exemption does not apply to calls initiated by a customer in response to a direct mail solicitation relating to prize
promotions, investment opportunities,
debt relief services, business opportunities other than business arrangements
covered by the Franchise Rule or Business Opportunity Rule, or goods or
services described in §§ 310.3(a)(l)(vi) or
310.4(a)(2)-(4); or to any instances of
upselling included in such telephone
calls; and
(7) Telephone calls between a telamarketer and any business, except
calls to induce the retail sale of nondurable office or cleaning supplies; provided, however, that §310.4(b)(l)(1i1)(B)
and § 310.5 of this Rule shall not apply
to sellers or telemarketers of nondurable office or cleaning supplies.
§310.7 Actions by states and private
persons.
(a) Any attorney general or other officer of a state authorized by the state
to bring an action under the Telemarketing and Consumer Fraud and
Abuse Prevention Act, and any private
person who brings an action under that
Act, shall serve written notice of its
acti on on the Commission, 1! feasible,
prior to i ts initiating an action under
this Rule. The notice shall be sent to
t he Office of the Director, Bureau of
Consumer Protection , Federal Trade
Commission, Washington, DC 20580, and
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shall include a copy of the state's or
private person's complaint and any
other pleadings to be filed with the
court. If prior notice is not feasible,
the state or private person shall serve
the Commission with the required notice immediately upon instituting its
action.
(b) Nothing contained in this Section
shall prohibit any attorney general or
other a uthorized state official from
proceeding in state court on the basis
of an alleged violation of any civil or
criminal statute of such state.
§910.8 Fee for access to the National
Do Not Call Re.g istry.
(a) It is a violation of this Rule for
any seller to initiate, or cause any
telemarketer to initiate, an outbound
telephone call to any person whose
telephone number is within a given
area code unless such seller, either directly or through another person, first
has paid the annual fee, required by
§910.8(c). for access to telephone numbers within that area code that are included in the National Do Not Call
Registry maintained by the Commission under §310.4(b)(l)(UiXB); provided,
however, that such payment 1s not necessary if the seller initiates, or causes
a telemarketer to initiate, calls solely
to
persons
pursuant
to
§§310.4(b)(l)(1ti)(B)(i) or (11), and the
seller does not access the National Do
Not Call Registry for any other purpose.
(b) It is a violation of this Rule for
any telemarketer, on behalf of any seller, to ini tiate an outbound telephone
call to any person whose telephone
number is within a given area code unless that seller. either directly or
through another person, first has paid
the annual fee , required by §310.8(c),
for access to the telephone numbers
within that area code that are included
in the National Do Not Call Registry;
provided, however. that such payment
is not necessary 1f the seller initiates,
or causes a telemarketer to initiate,
calls solely to persons pursuant to
§§910.4(b){l)(1U)(B)(1) or (11). and the
seller does not access the National Do
Not Call Registry for any other purpose.
(c) The annual fee. which must be
paid by any person prior to obtaining

access to the National Do Not Call
Registry. is $59 for each area code of
data accessed, up to a maximum of
$16,228; provided, however, that there
shall be no charge to any person for accessing the first five area codes of data,
and provided further. that there shall be
no charge to any person engaging in or
causing others to engage in outbound
telephone calls to consumers and who
is accessing area codes of data in the
National Do Not Call Registry 1f the
person is permitted to access, but is
not required to access, the National Do
Not Call Registry under this Rule, 47
CFR 64.1200, or any other Federal regulation or law. Any person accessing the
National Do Not Call Registry may not
participate in any arrangement to
share the cost of accessing the registry, including any arrangement with
any telemarketer or service provider to
divide the costs to access the registry
among various clients of that tetemarketer or service provider.
(d) Each person who pays, either directly or through another person. the
annual fee set forth in §310.8(c), each
person excepted under §310.8(c) from
paying the annual fee, and each person
excepted from paying an annual fee
under §310.4(b)(l)(U1)(B), wlll be provided a unique account number that
will allow that person to access the
registry data for the selected area
codes at any time for the twelve month
period beginning on the first day of the
month in which the person paid the fee
("the annual period"). To obtain access
to additional area codes of data during
the first six months of the annual period, each person required to pay the
fee under §310.8(c) must first pay $59
for each additional area code of data
not initially selected. To obtain access
to additional area codes of data during
the second six months of the annual period, each person required to pay the
fee under § 910.8(c) must first pay S30
for each additional area code of data
not initially selected. The payment of
the additional fee will permi t the person to access the additional area codes
of data for the remainder of the annual
period.
(e) Access to the National Do Not
Call Registry is limited to tetemarketers, sellers, others engaged in or
causing others to engage in telephone
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calls to consumers, service providers
acting on behalf of such persons, and
any government agency that bas law
enforcement authority. Prior to accessing the National Do Not Call Registry,
a person must provide the identifying
information required by the operator of
the registry to collect the fee, and
must certify, under penalty of law,
that the person is accessing the registry solely to comply with the provisions of this Rule or to otherwise prevent telephone calls to telephone numbers on the registry. If the person is accessing the registry on behalf of seller s, that person also must identify
each of the sellers on whose behalf it is
accessing the registry, must provide
each seller's unique account number
for access to the national registry, and
must certify, under penalty of law,
that the sellers will be using the information gathered from the registry
solely to comply with tbe provisions of
tb1s Rule or otherwise to prevent t elephone calls to telephone numbers on
the registry.
(75 FR 48516, Aug. 10, 2010; 75 FR 51934, Aug.
24, 2010, as amended at 77 FR 51697, Aug. 27,
2012; 78 FR 53643, Aug. 30, 2013)

§ 310.9 Severability.

Tbe provisions of this Rule are separate and severable from one another. If
any provision is stayed or determined
to be invalid, it is the Commission's intention that the remaining provisions
shall continue in effect.
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