






























































































































































































































































































1 MS . VAN DRUFF : I object to the 

2 question because it exceeds t he bounds of the 

3 Court's March 10, 2014 protective order . And I 

4 

5 

6 

7 

8 

9 

am inst ructing Mr . Kaufman t o not answer the 

question . 

BY .tvlR. SHERMAN: 

Q. From the period of 2005 through 2010 . 

I'm sorry, from 2005 to the present. And I note 

your obj"ection . 

10 MS. VAN DRUFF: Same object ion , 

11 con tinued ins truction. Thank you, counsel. 

12 

13 

14 

15 

16 

17 

18 

19 

20 

BY MR . SHERMAN: 

Q. Mr. Kaufman , what are the standar ds , 

the data secu rity standards established by the 

Bureau or the FTC which the Bureau has made 

known or published and made known to companies 

like LabMD advising them that the FTC ' s 

expectation -- advising them as to what the 

FTC ' s expe cta t ions were with regard to 

maintaining and updating operat ing systems of 

21 computers and other devices on its networks 1 for 

22 example , on some computers, Respondent used 
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1 oper ating systems that were unsupported by the 

2 vend or. 

3 Were there any such data security 

4 standards and regulat i ons pub lished and made 

5 known by the Bure au or the FTC which would 

6 adv i se a c ompany like LabMD what those standards 

7 were? 

8 MS. VAN ORUFF: Obj ect to t he 

9 que stion , whi ch i s compound a nd ambiguous, bu t 

1 0 also because it e xceeds the bounds of t he 

11 Cour t ' s March lOth, 20 1 4 protective order. And 

12 I am i nstructing Mr . Kaufman to not answer the 

1 3 quest i on . 

1 4 BY MR . SHERMAN: 

15 Q. And I would i n clude from 2010 t hrough 

16 the present . 

1 7 MS . VAN DRUFF: It is the same 

1 8 instruction , same objection . 

1 9 BY MR . SHERMAN: 

20 Q. Mr . Kaufman, what are the data 

21 security standards e stablished or published, 

22 and/or pub l ished by the FTC which would inform a 
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1 

2 

3 

4 

5 

6 

7 

8 

9 

1 0 

11 

12 

13 

14 

15 

16 

17 

company such as LabMD what t he FTC ' s 

expectations were with regard to that company 

employing readi ly avai labl e measures to prevent 

or detect unauthor i zed access to personal 

information on i ts computer networks from 2005 

through the present? 

MS. VAN DRU FF : Object to the question 

because it exceeds the bounds of the Court ' s 

March lOth, 2014 protect i ve order . And I am 

instructing Mr. Kaufman to not answer the 

question . 

BY MR . SHERMAN : 

Q. Mr . Kaufman, has the FTC or the Bureau 

informed entities like LabMD that the FTC 

expects or requires them to have a comprehensive 

informat ion security program? 

MS . VAN DROFF: I object to the 

1 8 question because it exceeds the bounds of t he 

19 Court ' s protective order. And I am instruct i ng 

20 Mr . Kau fman to not answer the question. 

21 BY MR . SHERMAN: 

22 Q. Mr. Kaufman , has the Bureau or the FTC 
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1 informed ent i ties like LabMD t hat t he FTC 

2 e xpe c ts and/or r equire s them to us e readily 

3 a vai l able measures t o i d entify common ly known or 

4 reasonably foreseeable secur ity risks a nd 

5 vulnerabilities on its networks? 

6 MS. VAN DRUFF : I ob j ect to the 

7 question because it exceeds the bounds of the 

8 Court ' s March lOth, 20 1 4 protective order , and I 

9 am ins tru c ting Mr. Kaufman n ot to answer . 

1 0 BY MR . SHERMAN: 

11 Q. Mr. Kaufman, has the FTC informed 

1 2 entities like LabMD that the FTC expects or 

13 r equires them to use adequate measures to 

1 4 prevent employees f rom assessing personal 

1 5 in forma tion not needed to perform t heir jobs? 

1 6 MS. VAN DRUFF: I ob j ect to the 

1 7 question because i t exceeds the bounds of the 

18 Court ' s March l Oth , 20 1 4 prot ect ive order; and I 

19 a m inst r uct i ng Mr. Ka ufman to not answer the 

20 ques tion. 

21 BY MR. SHERMAN : 

22 Q. Mr. Kaufman, has the Bureau or the FTC 
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1 informed en t i ties l ike LabMD that the FTC 

2 expect s or requires them to us e appropriate 

3 measures to prevent employees from installing on 

4 their computers applications or material s that 

5 we re not needed to perform their jobs? 

6 MS. VAN DRUFF: I object to the 

7 questio n because it e xceeds the bounds of the 

8 Court's March lOth, 2014 protective order, and I 

9 am instructing Mr. Kaufman to not answer the 

10 question. 

11 BY MR. SHERMAN: 

12 Q. Mr. Kaufman, has the Bureau or the FTC 

13 informed entities li ke LabMD that the FTC 

14 e xpects or requires t hem to use appropriate 

1 5 measures to adequately maintain or review 

16 records o f activit ie s on their networks? 

17 MS. VAN DRUFF: Object to the question 

1 8 because it exceeds the bounds of the Court 's 

19 March lOth, 2014 protective order , and I am 

20 instructing Mr. Kaufman to not answer the 

21 question . 

22 BY MR . SHERMAN : 
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1 

2 

3 

4 

5 

6 

Q. Mr. Kaufman, where can a company like 

LabMD find the Bureau's or the FTC's data 

security standards which will inform a company 

like LabMD what the FTC or the Bureau expects 

with regard to that company's data security? 

MS. VAN DRUFF: I. object to the 

7 question because it exceeds the bounds of the 

8 Court's March lOth, 2014 protective order, and I 

9 am instructing Mr. Kaufman to not answer the 

10 question . 

11 BY MR. SHERMAN: 

12 Q. Mr. Kaufman, with regard to data 

13 s ecurity standards, does the Bureau o r the FTC 

14 have the authority to enforce HIPAA? 

15 MS . VAN DRUFF: Objection, counsel . 

16 Are you grounding any -- are you grounding your 

17 question in any of the topics noticed by 

18 Respondent or a s limited by the Court's March 

19 lOth, orde r? 

20 MR . SHERMAN : Yes . And it is the 

2 1 obj ectionabl e topic of data se c urity s t andards. 

22 MS . VAN DRUFF: I see. 
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1 MR. SHERMAN : The topi c which you have 

2 b een o bjecting to. 

3 MS. VAN DRUFF : Than k you, counse l . 

4 May I have t h e question read back, ple ase? 

5 'THE REPORTER: "Que stion : Mr. 

6 Kaufman, whe r e can a c ompany like LabMD find the 

7 Bur eau 's or t he FTC ' s data security s t a n dards 

8 wh i ch wi l l info rm a company li ke LabMD what t he 

9 FTC or t he Bureau e xpects with regard t o that 

10 company ' s d at a security? " 

11 

12 

1 3 

1 4 

1 5 

1 6 

17 

18 

19 

20 

MS . VAN DRUFF : I object t o the 

question because it exceeds the bounds of the 

Court ' s Ma r ch lOth, 2014 protective order, and I 

am ins t ruct i ng Mr . Ka ufman to not answer the 

question . 

BY 1"1R . SHERMAN: 

Q. With regard to data security , does the 

Bureau or the FTC have the authority to enfo rce 

HI TECH? 

MS. VAN DRUFF; I object to the 

21 question because it exceeds the bounds o f the 

22 Court ' s March lOth , 2014 protect ive o r der , and I 

Page 133 



1 am instructing Mr. Kaufman t o not answer the 

2 question . 

3 MR. SHERMAN: Can we go off the 

4 record? 

5 

6 

MS. VAN DRUFF : Certainl y . 

MR. SHERMAN: I need to take a break 

7 a nd consu l t with my counsel. 

8 MS. VAN DRUFF: Of course. 

9 (A recess was t aken at 3 : 05p .m., after 

10 which the deposition res umed at 3 : 06 p . m. ) 

11 

12 

1 3 

1 4 

1 5 

1 6 

17 

18 

1 9 

20 

2 1 

22 

BY MR . SHERMAN: 

Q. Mr . Kau fman , I am going to show you 

what h as been mar ked as RX-10, which f or the 

record i s the e xpe rt report of Raqu el Hill. 

(Deposition Exhibit Number RX-10 was ma rked 

for identification. / 

BY MR . SHERMAN : 

Q. Have you seen t h at document before? 

A. Yes. 

Q. Are the r equirements set out in 

Professor Hi ll' s report what t h e Bureau wil l 

measure LabMD' s performance in t erms o f i ts data 
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1 security against at the hearing? 

MS. VAN DRUFF: I ' m s o rry, I am going 

to need t he question read back . 

2 

3 

4 THE REPORTER: "Question: Are the 

5 requirements set out in Professor Hill ' s r e port 

6 what the Bureau will measure LabMD ' s performance 

7 in terms of its data security against a t the 

8 hearing? " 

9 MS. VAN DRUFF: And , counsel, not 

10 t r ying to be difficult but, of course , the 

11 Bureau is not the fa c t finder at the hearing, so 

1 2 i s your question what the Bureau's standard will 

13 b e at the hearing? 

14 BY MR . SHERMAN : 

1 5 Q. Well , my ques t i on is you would agree 

16 that in Professo r Hill ' s report , there are 

17 s everal descript i ons of wh a t Professo r Hill 

18 opines to be adequate d a ta s ecurity mea sures 

19 that should have been taken by LabMD in orde r to 

20 adequately protect the information tha t it 

21 p os sessed , correct? 

2 2 MS . VAN DRUFF: Object ion, Professo r 
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1 Hill ' s repor t speaks for itself, but you may 

2 answer t h e qu estion. 

3 THE WI TNESS: That's my understanding , 

4 yes. 

5 BY MR. SHERMAN : 

6 

7 

8 

9 

Q. Okay . And you have r ead t h e -- you 

have r eviewed the repor t, 

A. Correct . 

correct? 

Q. Okay . My q ue stion i s is t hat the data 

10 securit y standard t hat La bMD will be held to in 

1 1 t erms of wh eth er o r not its da t a security 

12 practices a n d procedures f rom 2005 through, I 

13 think , July of 2010 , is that what - - is that the 

14 standard t hat LabMD will be he l d to at t h e 

15 hearing? 

16 MS . VAN DRUFF: And , couns e l , 

17 quest i ons rel ating t o standards exceed the 

18 bou nds of the Court ' s March lOth, 20 14 

19 p r otective order . To t h e extent you wan t to 

20 rephrase your question as it relates to factual 

21 bases for the allegations of paragraph 10 , I 

22 will permi t Mr. Kaufman to answe r , but o therwise 
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1 I am instructing Mr. Kaufman to not answer the 

2 p ending ques tion . 

3 BY ~1R. SHERMAN: 

4 Q. Mr. Kaufman, if it is demonstrate d at 

5 the hearing that - - we ll , let me ask you this : 

6 The requirement s et out in Pro f essor Hill's 

7 report with regard to data security, does the 

8 Bureau intend to apply these particular 

9 standards to other compani e s? 

10 MS . VAN DRUFF : And , again, counsel , 

11 to the extent t hat your question r ela t es to 

12 standards o r the i nvestigat iona l prosecut i on of 

13 other targets , it exceeds the bounds of the 

14 Court ' s March lOth, 201 4 protect i ve order . And 

15 I am ins t ructing Mr . Kaufman not to answer the 

16 question . 

17 BY MR. SHERMAN : 

18 Q. Mr. Kaufman , in terms of the data 

19 s ecurity standards set out in Professor Hill ' s 

20 report , is it the Bureau ' s position that i f 

21 LabMD d i d not take every measure set out in this 

22 r eport , that LabMD has committed an unfai r act 
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1 or p r a c ti c e? 

2 MS. VAN DRUFF: Can I have t he 

3 ques tion r ead back, pl ease? 

4 THE REPORTER : "Question : Mr. 

5 Kaufman, in t erms of the data securi ty s tandards 

6 set out in Pr ofessor Hill's report , 1s i t the 

7 Bu r eau' s position t ha t if LabMD did not take 

8 every measure s e t o u t i n t h is report, that LabMD 

9 has committed an unfair act or p ractice? " 

10 MS. VAN DRUFF : The que s t i on is 

11 predicated on data security standards , and as 

12 such it exceeds the bounds of the Court ' s Marc h 

13 10 , 2014 p r otective order , and I am instruct i ng 

1 4 Mr. Kaufman to not answer that q uestion . 

15 MR . SHERMAN : Based on tha t, counse l , 

1 6 I don ' t have a n y f ur t her quest i ons . What I 

17 would li ke to d o is to attempt, at l east , to get 

18 the ALJ on t h e phone , not today but some day 

19 where we can discuss whether or not your 

20 object i ons wi l l be sustained to that line of 

21 questioning . 

22 And so that' s , that ' s my i nten t . 
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1 

2 

3 

MS. VAN DRUF F: Thank you , counsel. 

MR. SHERMAN: Thank you , Mr. Kaufman. 

THE WITNESS: Thank you . 

4 (Whereupon , at 3:12 p.m., the 

5 deposition was concluded.) 

6 

7 

8 

9 

10 

11 

12 

1 3 

14 

15 

1 6 

17 

18 

1 9 

20 

21 

22 
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EXHIBIT 11 



ln the Matter of 

LabMJ), Inc., 

UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 
OFFICE OF ADMINISTRATIVE LAW JUDGES 

Docket No. 9357 
a corporation, 

Respondent. 

) 
) 
) 
) 
) 
) 
) 

COMPLAINT COUNSEL'S ANSWER AND OB.JECTIONS TO RESPONDENT'S FIRST 
SET OF REQUESTS FOR PRODUCTION OF DOCUMENTS (NUMBERS 1-17) 

Pursuant to Sections 3.31 and 3.37 of the Federal Trade Commission's Rules ofPractice, 

Complaint Counsel hereby responds to Respondent Lab MD, Inc. ' s First Set of Requests for the 

Production of Documents ("Respondent's Requests"). Subject to the General and Specific 

Objections below, and vvithout waiving these objections, Complaint Counsel answers as follows: 

General Objections 

The following General Objections apply to each request for documents in Respondent's 

Requests and arc hereby incorporated by reference into each response. The assertion of the 

same, similar, or additional objections or the provision of partial answers in response to an 

individual request docs not waive any of Complaint Counsel's General Objections as to the other 

requests. 

1. Complaint Counsel objects to Respondent's Requests to the extent they seck to impose 

duties and obligations upon Complaint Counsel beyond those imposed by the 

Commi~sion's Rules of Practice for Adjudicative Proceedings, including seeking 

doctm1ents that are beyond the scope ofpermissible discovery under Rule 3.3 l (c)(2) . 



8. All documents sufficient to show what data-security standards arc currently 
used by FTC to enforce the law under Section 5 of tiH: .Federal Trade Commission 
Act. 

Complaint Counsel refers Respondent to its response to Document Request 10. 

9. All documents sufficient to show what changes occurred in the data-security 
standards used by FTC to enfot·cc the law under Section 5 of the Federal Trade 
Commission Act from 2005 to the present and the dates on which these standards 
changed. 

Complaint Counsel objects to this Document Request as vague and ambiguous. 

Complaint Counsel refers Respondent to its response to Document Request I 0. 

HI. All documents sufficient to show the standards or criteria the FTC used in 
the past and is currently using to determine whether au entity's data-security 
practices violate Section 5 of the Federnl Trade Commission Act from 2005 to the 
present. 

In addition to the General Objections, Complaint Counsel specifically objects to this 

Document Request to the extent it seeks to impose dutie!> and obligations upon Complaint 

Counsel beyond the Commission' s Rules ofPractice for Adjudicative Proceedings. Complaint 

Coru1sel further objects that any such documents unrelated to the FTC's investigation of Lab MD 

and preparations for this hearing are not relevant to the allegations ofthe Complaint, to the 

proposed relief, or to the defenses asserted by Respondent. Complaint Counsel further objects to 

this Document Request as overly broad, unduly burdensome, not reasonably calculated to lead to 

the discovery of admissible evidence, and ru1 improper inquiry into the mental processes of the 

Commissioners and FTC attomeys. 

To the extent this Document Request seeks infom1ation in the possession, custody, or 

control of the Commissioners, the General Counsel, or any Bureau or Office not' involved in this 

matter, Complaint Counsel fmther objects to this Document Request. Documents in the 

9 



possession, custody, or control of the aforementioned entities must be sought through vvritten 

motion under the procedure laid out in Rule 3.36, 16 C.F.R. § 3.36. 

Complaint Counsel further objects to this Document Request to the extent it seeks 

documents that are protected by the work product doctrine, government deEberative process 

privilege, government informer privilege, law enfo rcement investigatory privileg~, or conunon 

interest privilege. 

Complaint Counsel further objects to this Document Request as vague and ambiguous. 

Subject to and without waiving any General or Specific o~jections, Complaint Counsel 

states that is has previously produced responsive, discoverable, and non-privileged documents at 

FTC-000685 to FTC-000893and will produce responsive, discoverable, and non-privileged 

documents. 

11. All documents provided to the FTC pursuant to nny Civillnvcstigation 
Dema nd t·egarding its investigation of LabMD. 

In addition to the General Objccrions, Complaint Counsel specifically objects to this 

Document Request to the extent it seeks to impose duties and obligations upon Complaint 

Counsel beyond the Commission' s Rules of Practice for Adj udi cative Proceedings. Complaint 

Counsel further objects that any such documents umelated lo the f TC's investigation ofLabMD 

and preparations for this hearing arc not relevant to the allegations of the Complaint, to the 

proposed relief, or to the defenses asserted by Respondent. ComplaiJJt Counsel further objects to 

this Document Request as overly broad, unduly burdensome, not reasonably calculated to lead to 

the discovery of admissible evidence, and an improper inquiry into the mental processes of the 

Commissioners and FTC attorneys. 

Complaint Counsel further objects to this Document Request to the extent it seeks 

documents that are protected by the work product doctrine, government deliberative process 

10 



privilege, govemment informer privilege, law enforcement investigatory privilege, or common 

interest privilege. 

Complaint Counsel further objects to this Document Request tu the extent the requested 

documents that were provided by Respondent can be obtained directly by Respondent through 

less burdensome means. 

Complaint Counsel fwther objects to this Document Request to the extent it seeks 

production of materials previously produced to Respondent. 

Subject to and without waiving any General or Specific objections, Complaint Counsel 

states that it has previously produced responsive, discoverable, and non-privileged documents at 

FTC-PRI-000001 to FTC-PRI-001724 and refers Respondent to the documents Respondent 

produced, which have been Bates labeled FTC-LABMD-000001 to FTC-LABMD-003851. 

12. All documents identifying LabMD and other companies whose documents or 
files Tiversa downloaded from Peer to Peer Networks which contained Personal 
Identifying Information and or Protected Health Information that were provided to 
FTC. 

In addition to the General Objections, Complaint Counsel specifically objects to this 

Document Request to the extent it seeks to impose duties and obligations upon Complaint 

Counsel beyond the Commission's Rules of Practice for Adjudicative Proceedings. Complaint 

Counsel further objects that any such documents uhrelated to the FTC's investigation of LabMD 

and preparations for this hearing arc not relevant to the allegations of the Complaint, to the 

proposed relief, or to the defenses asserted by Respondent. Complaint Counsel further objects to 

this Document Request as overly broad, unduly burdensome, not reasonably calculated to leau to 

the discovery of admiss.ible evidence, and an improper inquiry into the mental processes of the 

Commissioners and FTC attorneys. 

II 
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Case 1:14-cv-00810-WSD Document 19-6 Filed 04/11/14 Page 1 of 14 

IN THE UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF GEORGIA 

ATLANTA DIVISION 

LabMD, INC., ) 
) 

Plaintiff, ) 
v. ) 

) Civil Action No.: 1:14-CV-810-WSD 
FEDERAL TRADE COMMISSION, ) 

) 
Defendant. ) 

EXPERT OPINION DECLARATION OF CLIFF BAKER 

In accordance with 28 U.S. C. § 1746, the declarant, Cliff Baker states: 

1. I am Cliff Baker. I submit this declaration for use in the lawsuit 

LabMD v. Federal Trade Commission. I offer this declaration to respond to 

statements in the Expert Report of Professor Hill and how her opinions on data 

security relate to requirements on data security for HIP AA-covered medical 

service providers imposed by the Department of Health and Human Services. 

HIP AA stands for the Health Insurance Portability and Accountability Act of 1996. 

I base my declaration on my personal knowledge and professional experiences. 

2. I, Cliff Baker, have had the following roles in my career in the field of 

data security: 



Case 1:14-cv-00810-WSD Document 19-6 Filed 04/11/14 Page 2 of 14 

a. Director in the Healthcare Information Security practice at 

PricewaterhouseCoopers. lied the security practice nationally for 

the Healthcare Consulting practice. I worked at 

PricewatershouseCoopers for 14 years and consulted with clients 

nationally on implementing security programs and practices. An 

example of a project I led was a establishing a program that 

included four state healthcare associations. The program included 

meeting, discussing and educating over 50 organizations on 

adopting security measures to comply with HIP AA. 

b. Chief Strategy Officer for 1-IITRUST. I joined HITRUST in 2008 

to lead the creation of the Common Security Framework, which is 

a healthcare industry framework based on globally recognized 

standards, such as ISO 2700112 and NIST. A key objective of the 

framework is to provide a prescriptive and scalable reference for 

covered entities to determine reasonable and appropriate controls 

to implement for their organizations. The controls are tailored to 

the size and operations ofthe organization. I facilitated working 

sessions with over 200 security professionals from the healthcare 

2 
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industry, security technology companies, consulting companies, 

and government entities in the development of the framework. 

c. Founder and Managing Partner of Meditology Services. 

Meditology Services was founded in 2010 to provide privacy and 

security services to healthcare clients. I employ former Chief 

Information Security and Privacy Officers that were· respons ible 

for implementing security at their healthcare organizations. We 

provide consulting services in the areas of compliance with 

HIPAA and the implementation of privacy and security programs 

for healthcare organizations ranging from small providers to global 

healthcare organizations. 

3. I have spent over 19 years working in the healthcare and infonnation 

security fields. This experience has provided me with first-hand knowledge about 

the chaJlenges and practical realities faced by healthcare organizations in securing 

Protected Health Inf01mation (PHI). 

4 . The 1996 HIPAA Statute states that in promulgating information 

security regulations, the Secretary must take into account "the needs and 

capabilities of small health care providers and rural health care providers (as such 

providers are defined by the Secretary)," and the preamble to the HIP AA Security 

3 
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Rule (p. 8335) states accordingly that one of the foundations of the rule is that "it 

should be scalable, so that it can be effectively implemented by covered entities of 

all types and sizes.', 

5. The process by which HHS promulgated the initial final HIPAA 

Security Rule involved reviewing and responding to approximately 2,350 timely 

public comments, balancing the interests of health care professionals and firms 

with patient-related interests. Based on these public comments, HHS crafted a 

unique information security regulatory scheme that separated "implementation 

specifications"- the types of very specific security requirements emphasized by 

the FTC's expert - into two classes: "required" and "addressable". HHS stayed 

consistent with this structure in its most recent updates to the HIPAA Privacy and 

Security rules in 2013. This structure reflects HHS' challenge in complying with 

Congressional intent in establishing a security rule to address reasonabJe and 

appropriate security requirements for the range of organizations in healthcare that 

differ greatly in operations, size, complexity, and resources. For example, a single 

physician practice may differ significantly from the way in which it addresses 

security as compared to a multi-national health plan. The physician practice will 

probably not employ dedicated technology or security personnel and will rely 

heavily on guidance from HHS. The practice will also rely predominantly on 

4 



Case 1:14-cv-00810-WSD Document 19-6 Filed 04/11/14 Page 5 of 14 

security that is provided by default settings and software vendor recommendations 

and will implement mostly manual procedures to manage and monitor access to 

patient information and associated Information Technology (IT) systems. On the 

other end of the spectrum, a national health system will likely hire a team of 

experienced security professionals that may even exceed the total number of 

employees in these small practices. These larger organizations will buy and build 

the most advanced and sophisticated solutions available in their efforts to protect 

sensitive patient data. 

6. HIPAA demands that a covered entity perform a risk assessment in 

good faith and take actions to secure Electronic Protected Health Information 

(EPHI) based on the findings of that risk assessment. HIP AA' s security 

requirements are also explicitly "scalable" based on the size of the 

entity. Therefore, to assess IDPAA noncompliance, it is necessary to determine if 

a risk assessment was performed in good faith , and resulted in a process that 

included implementation of requirements and appropriate responses to 

"addressable" issues. These responses are all subject to different standards and 

scalable so that they could be implemented effectively by covered entities of all 

types and sizes. Given the limited knowledge of information technology by many 

small health care providers, especially during the early years ofHIPAA Security, 

5 
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many of the security measures they were advised to adopt by HHS issued guidance 

related to physical and administrative security rather than specific technical 

security. 

7. The preamble to the Rule makes the balancing of interests and the 

assessment of feasibility for small providers by HHS, employing notice and 

comment rulemaking, quite transparent at many points. For example, in 

connection with encryption of data in transit, which corresponds to Section 

164.312(e)(l) of the Rule on Transmission Security, the preamble notes (FR V. 68, 

#34 at 8357): 

[W]e agree that encryption should not be a mandatory requirement for 
transmission over dial-up lines. We also agree with commenters who 
mentioned the fmancial and technical burdens associated with the 
employment of encryption tools. Particularly when considering situations 
faced by small and rural providers, it became clear that there is not yet 
available a simple and interoperable solution to encrypting email 
communications with patients. As a result, we decided to make the use of 
encryption in the transmission process an addressable implementation 
specification. 

8. This concept was reinforced by CMS in a seven-part series published 

to provide guidance to the industry for complying with HIPAA. In Volume 2 

Security Standards: Implementation for SmaiJ Provider of the HlP AA Security 

Series published in December 2007, CMS states: 

6 
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All covered entities must comply with the applicable standards, 
implementation specifications, and requirements of the Security Rule with 
respect to EPHI (see 45 C.F.R § 164.302.). Small providers that are covered 
entities have unique business and technical environments that provide both 
opportunities and challenges related to compliance with the Security Rule. 
As such, this paper provides general guidance to providers such as 
physicians and dentists in solo or small group practices, small clinics, 
independent phrumacies, and others who may be less likely to have IT staff 
and whose approach to compliance would generally be very different from 
that of a large health care system. It is important to note however, that this 
paper does not define a small provider, nor does it prescribe specific actions 
that small providers must take to become compliant with the Security Rule. 

9. These comments reflect the challenges of small providers in the early 

years ofHIPAA, but even as more recently as 2013 and 2014, HHS is still 

publishing security guidance for small providers, and the guidance is still 

elementary in nature. This is reflected by the following list of recommendations 

published in the most recent version of the Guide to Privacy and Security of Health 

Information, published by the Office of the National Coordinator for Health 

Information Technology in 2013: 

Remember the Basics 

• Is your server in a room only accessible by authorized 

staff? Do ydu keep the door locked? 

• Are your passwords easily found (e.g., taped to a 

monitor)? Easy to guess? 

7 
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• Do you have a fire extinguisher that works? 

• Where, when, and how often do you back~up? Is at least 

one back-up kept offsite? Can your data be recovered 

from the back-ups? 

• How often is your EHR server checked for viruses? 

• Who has keys to your building? Any former employees 

or contractors? 

• What is your plan for what to do if yow- server crashes 

and you cannot directly recover data? Do you have 

documentation about what kind of server it was, what 

software it used, etc.? 

10. These recommendations reflect HHS' understanding of the realities 

associated with implementing security for small providers in the healthcare 

industry. After almost ten years of complying with IDP AA security rules, the 

guidance has not changed substantively for small practices. In more recent years, 

HHS has focused on requiring security functionality to be built into applications 

for the healthcare industry, so providers wi11 have many security controls by 

default and not have to rely on expertise, additional tools and resow-ce intensive 

processes to protect information. 
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11. I have reviewed Dr. Hill's Report, and believe that the standards 

articulated by Dr. Hill are: 

a. Confusing by introducing additional security principles (i.e., 7 

security principles referenced by Dr. Hill) that are difficult to 

reconcile with the Administrative, Technical and Physical main 

structure of the HIP AA security rule. 

b. Not scalable in accordance with the Security Rule, and not taking 

account as required by the 1996 HIP AA Statute of "the needs and 

capabilities of small health care providers and rural health care 

providers (as such providers are defmed by the Secretary). For 

example, the recommendation for file integrity monitoring requires 

expertise to implement and configure these solutions and can be 

even more resource intensive to understand, investigate and 

resolve alerts produced by the solution. In my experience, I very 

rarely observe adoption of this technology by small providers in 

the industry. 

c. More prescriptive than HIPAA or inconsistent with HHS guidance, 

including encryption at rest (an addressable requirement of 

164.312(a)(l)), encryption in transit (an addressable requirement 
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of 1 64.312(eXI)), intrusion detection (not addressed specifically 

by the Security Rule), virus protection (an addressable requirement 

of 164.308(a)(5) (ii)(B)), firewalls (not addressed speci.ficalJy by 

the Security Rule), penetration testing (not addressed by the 

Security Rule), and file integrity monitoring (not addressed 

specifically by the Security Rule). While many of these standards 

are good security practices, controls such as broad scale encryption 

at rest are generally not adopted across the industry. The 

electronic health record certification requirements published for 

HHS for Meaningful Use Stage 2 in 2012 do not even require this 

level of encryption for all PHI stored by the system. In addition, 

tools such as intrusion detection and file integrity monitoring 

systems require experienced and committed technical resources to 

configure and manage. Dr. Hill's standards presume a level of 

knowledge of technical information security generally not 

available to small health care providers. 

d. Contradictory to the guidanc·e provided by HHS. For example, Dr. 

Hill almost exclusively focuses on technologies or technical 

processes for the risk assessment process (i.e., antivirus 
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applications, firewalls, various types of vulnerability scans, 

intrusion detection systems, penetration tests, file integrity 

monitoring, and other measures). This is inconsistent with HHS 

guidance that the risk assessment can be a qualitative and manual. 

process as outlined in the standard referenced by Dr. Hill: Special 

Publication NIST 800-30 Guide for Conducting Risk Assessments. 

12. If health care providers are going to be held to a compliance standard 

that is simply an expert's opinion of best practices in information security at any 

point in time, when that expert standard exceeds the published compliance 

standard developed under HIPAA and the historical guidance provided by HHS, 

then the standard developed under HIPAA is made effectively meaningless. This 

will create confusion for Health care providers that will not know what is required 

of them. 

13. I have not reviewed whether Lab MD is or was compliant with the 

HIP AA Security Rule; I suggest only that for HIP AA not to be contradicted and 

Congressional intent and constitutional process not to be undermined, the 

information security of HIP AA-covered health care providers must be regulated by 

an agency with jurisdiction under the properly promulgated HIP AA Security Rule, 

11 



Case 1:14-cv-00810-WSD Document 19-6 Filed 04/11114 Page 12 of 14 

which during the time period in question was only the Department of Health and 

Human Services. 
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I declare under penalt)' of perjury that the foregoing is true and cort·ect. 

Executed on this Jl_ day of April , ?.0 14. 
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