
In the Matter of 

LabMD, Inc., 

UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSIO 
OFFICE OF ADMINISTRATIVE LAW JUDGES 

PUBLIC 

Docket No. 9357 
a c01poration, 

Respondent. 

) 
) 
) 
) 
) 
) 
) 

COMPLAINT COUNSEL'S OPPOSITION TO RESPONDENT'S 
MOTION TO COMPEL A PROPER PRIVILEGE LOG 

569348 

The Court should deny Respondent LabMD, Inc. 's ("LabMD" or "Respondent") Motion 

to Compel a Proper Privilege Log. Complaint Counsel has provided a proper privilege log, and 

its claims of privilege are supported by the law and facts. 

BACKGROUND 

Incident to responding to Respondent's Januru.y 30, 2014 discovety requests, Complaint 

Counsel served a privilege log on March 5, 2014. The intemal documents on the log ru.·e 

attomey notes of communications with the Sacramento Police Depru.imene and drafts of a 

spreadsheet prepared by Kevin Wilmer, an investigator in the Bureau of Consumer Protection. 

The fmal spreadsheet was provided to Respondent, who questioned Mr. Wilmer about it in 

deposition. See Wilmer Tr. at 68-69, Exhibit A. Complaint Counsel asseti ed Work Product 

protection for these intemal documents. 

Complaint Cmmsel also identified numerous privileged, confidential commlmications 

with the Depru.i ment of Health and Human Services ("HHS") and asseti ed, as appropriate, Work 

1 Complaint Cmmsel produced communications with the Sacramento Police Depatiment. 
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Product, Deliberative Process, and Law Enforcement privileges. Jessica Rich, Director of the 

Bureau of Consumer Protection, reviewed the relevant documents and executed a declaration 

supporting the deliberative process and law enforcement privilege assertions.      

On Friday, March 21, 2014 at 6:17 pm, Respondent sent Complaint Counsel a letter 

regarding alleged deficiencies in its privilege log.  The parties held a telephonic meet-and-confer 

on Monday, March 24, 2014, during which Complaint Counsel advised it would provide 

Respondent with a declaration regarding governmental privileges and a revised privilege log 

before the end of the week.  The next morning, the parties held another telephonic meet-and-

confer, at which Complaint Counsel advised Respondent that its position was unchanged since 

the previous afternoon’s call.  Respondent filed its Motion that afternoon, without awaiting 

Complaint Counsel’s promised declaration and revised privilege log.

Complaint Counsel provided Respondent with a revised privilege log2 and Director 

Rich’s declaration on March 27, attached as Exhibits B and C.   

ARGUMENT

Respondent claims that Complaint Counsel is using privilege as a sword and a shield to 

“importune this Court to alleged privileges to establish elements of its case.”  Mot. at 2.

Respondent identifies no element Complaint Counsel allegedly intends to prove using privileged 

information.  Complaint Counsel’s Exhibit List, on which none of the 72 documents for which 

Complaint Counsel has asserted an applicable privilege appears, demonstrates that Respondent’s 

2 This Response will refer throughout to the revised, superceding privilege log. 
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preliminary argument is specious.  See Final Proposed Ex. List (Mar. 26, 2014), Exhibit D.  

Respondent’s remaining arguments are similarly without merit. 

I. COMPLAINT COUNSEL’S PRIVILEGE LOG COMPLIES WITH RULE 3.38A 

Rule 3.38A requires, if directed, production of “a schedule which describes the nature of 

the documents, communications, or tangible things not produced or disclosed – and does so in a 

manner that, without revealing information itself privileged or protected, will enable other parties 

to assess the claim.”  Complaint Counsel’s privilege log provides for each document:  line 

number, document identification number, document date, author, recipient(s), description, and 

privileges asserted.  This information is sufficient to “describe the nature of the documents” 

under Rule 3.38A.  Indeed, Respondent considered this information sufficient to claim its own 

privileges, providing on its privilege log the date, Bates range, whether the document was 

redacted or withheld, author, recipients, subject,3 and claimed privilege of its documents.  See

Respondent LabMD, Inc.’s Privilege Log, attached as Exhibit E.

Complaint Counsel’s log provide the information necessary to claim privilege:  the 

subject matter, the copy recipients, and specificity for each claimed document and privilege.  

Respondent’s claim that Complaint Counsel was also required to provide (1) the position of each 

3 The following is a complete list of the subject descriptions provided by Respondent (each 
appended to “email regarding”):  “Letters,” “privacy and security,” “1718 incident,” “LabSoft,” 
“Walk Arounds,” “IT outline,” and “IT outline modification.” Complaint Counsel accepts that 
these descriptions—of greater brevity than Complaint Counsel’s—are sufficient to indicate the 
documents relate to this proceeding and are privileged and does not challenge Respondent’s 
privilege log. 
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sender and recipient4 and (2) an affidavit5 for each document for which privilege is claimed is 

not supported by Rule 3.38A nor by its own practice, and the cases it cites are inapposite. See In

re Lab. Corp., 2011 FTC LEXIS 30 *3-12 (Feb. 24, 2011) (discussing affidavit in deliberative 

process context); Victory Stanley, Inc. v. Creative Pipe, Inc., 250 F.R.D. 251, 264-68 (D. Md. 

2008) (referencing in dicta letter order issued by court requiring certain procedures not required 

by Rule 3.38A); In re Certain Muzzle-Loading Firearms, 2011 ITC Lexis 2496 *19-20 (Nov. 29, 

2011) (quoting ITC Ground Rule 4.10.1, which differs significantly from Rule 3.38A).

II. INTERNAL DOCUMENTS 

A. WORK PRODUCT PROTECTED BY RULE 3.31(C)(5) 

Rule 3.31(c)(5) protects from discovery, absent showing “substantial need” and “undue 

hardship” to obtain substantially equivalent materials, “documents … prepared in anticipation of

litigation or for hearing by or for [a] party or by or for [the] party’s representative (including the 

party’s attorney, consultant or agent).”  This is broader than the traditional common law work 

product protection set out in Hickman v. Taylor, 329 U.S. 495 (1947), and its application is not 

limited to materials reflecting the mental impressions and processes of an attorney. 

Indeed, Respondent availed itself of the Commission’s broader Rule 3.31(c)(5) work 

product protection in its own privilege log, asserting the privilege as to an email exchanged 

between Michael Daugherty and John Boyle—an exchange that did not include a lawyer—with 

4 Complaint Counsel’s log identifies non-FTC personnel by agency.  FTC personnel in the log 
have either appeared for deposition or entered their appearances in this proceeding. 
5 See Exhibit C for the declaration regarding governmental privileges. 
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the description “email regarding LabSoft,” which does not indicate that it involves attorney-

client communication or an attorney’s mental processes.  Complaint Counsel did not challenge 

the immunity from production asserted as to this document because of the Commission’s broad 

Rule 3.31(c)(5) protection for documents prepared in anticipation of litigation. 

B. NOTES AND DRAFTS 

Each of the notes and drafts on Complaint Counsel’s privilege log was prepared in 

anticipation of  litigation by or at the direction of Complaint Counsel.  The documents relating to 

communications with the Sacramento Police Department relate to the incident referenced in 

Paragraph 21 of the Complaint.  Mr. Wilmer’s materials relate to his work identifying consumers 

likely to be harmed by Respondent’s conduct, as alleged in Paragraph 22 of the Complaint.

Complaint Counsel’s privilege log as to internal documents is sufficient under Rule 3.38A. 

III. COMPLAINT COUNSEL’S COMMUNICATION WITH HHS 

Complaint Counsel’s privilege log includes five categories of correspondence with HHS6:

jurisdiction and venue for the Commission’s CID enforcement proceeding, LabMD’s compliance 

with HIPAA and other statutes, litigation strategy in the instant proceeding, analysis of the 

6 Respondent’s requested remedy is a “proper privilege log,” not access to documents on the log.  
These documents are not relevant to any claim or defense.  Complaint Counsel has not raised 
relevance in this Opposition because of the limited relief Respondent seeks, and does not herein 
waive its relevance assertions. 

If Respondent seeks production of protected communications with HHS, Complaint 
Counsel submits that HHS must be served with any such motion and permitted an opportunity to 
be heard by the Court. See, e.g., In re Grand Jury Subpoenas, 902 F.2d 244, 248 (4th Cir. 1990) 
(joint privilege cannot be waived without consent of all parties). 
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instant proceeding, and availability and retention of experts.  Each of these categories constitute 

work product prepared in anticipation of litigation.  Where its communications with HHS were 

not privileged, Complaint Counsel provided documents to Respondents.

The FTC and HHS share a common interest in the protection of consumer information, as 

recognized by the Commission’s Order Denying Respondent LabMD’s Motion to Dismiss.  See

Comm’n Order at 11 ( “[T]he patient-information protection requirements of HIPAA are largely 

consistent with the data security duties that the Commission has enforced pursuant to the FTC 

Act.”).  Indeed, Respondent has asserted throughout this proceeding that HHS has jurisdiction 

over its data security practices. See, e.g., Respondent LabMD, Inc.’s Motion to Dismiss 

Complaint with Prejudice and to Stay Administrative Proceedings at 10-14.

Where parties share a common interest, privileged information may be shared without 

breaching the protection.  All the HHS documents appearing on the log are protected work 

product prepared in anticipation of litigation.  However, in order to preserve all the 

Commission’s and HHS’s privileges, Complaint Counsel also claimed Law Enforcement and 

Deliberative Process protections for certain of the documents. 

A. COMMON INTEREST DOCTRINE 

The common interest doctrine “permits parties whose legal interests coincide to share 

privileged materials with one another in order to more effectively prosecute … their claims.”  

Hunton & Williams v. U.S. Dept. of Justice, 590 F.3d 272, 277 (4th Cir. 2010).  A common 

interest requires neither a written agreement nor participation in litigation.  Am. Mgmt Services, 

LLC v. Dep’t of the Army, 842 F. Supp. 2d 859, 876 (E.D. Va. 2012); see also Nat’l Inst. Of Mil. 
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Justice v. U.S. Dep’t of Defense, 512 F.3d 677, 680-81 (D.C. Cir. 2008) (where information, 

advice, and assistance was provided to agency at agency’s request, no formal relationship is 

required for a communication with outside parties to be considered “intra-agency”); U.S. v. 

Schwimmer, 892 F.2d, 243-44 (2d Cir. 1989) and Hanson v. USAID, 372 F.3d 286, 292 (4th Cir. 

2004) (litigation need not be in progress for common interest to exist).  The common interest 

doctrine extends privileges to communications among the interested parties. Am. Mgmt Services,

842 F. Supp. 2d at 878. 

Where agencies share a common goal, documents shared between them are protected.  

Modesto Irrig. Dist. v. Gutierrez, 2007 U.S. Dist. LEXIS 21949, *54-55 (E.D. Cal. 2007).  

Assistance and counsel among government agencies is so routine that courts assume the 

existence of a common interest. See, e.g., Brennan Ctr. for Justice at NYU School of Law v. U.S. 

Dep’t of Justice, 697 F.3d 184, 202-207 (2d Cir. 2012) (determining that exchange between 

USAID, HHS, and Office of Legal Counsel on legal interpretation protected from disclosure by 

deliberative process exemption).  As the Fourth Circuit noted, “the government has as much right 

to undisclosed legal advice in anticipation of litigation as any private party.” Hanson, 372 F.3d 

at 289 (4th Cir. 2004).  What matters is a “unity of interest” wherein participants can “rely on 

one another’s advice, secure in the knowledge that privileged communications would remain just 

that.” Hunton & Williams, 590 F.3d at 282-83.

The FTC and HHS have similar missions with respect to the security of health 

information, have identical interests in the protection of consumer information, and have worked 

in tandem for many years on these issues.  See, e.g., In re Rite Aid Corp., FTC File No. 072-3121 
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(July 27, 2010) (settlement agreement resolving coordinated FTC-HHS information security 

investigations); In re CVS Caremark Corp., FTC File No. 072-3119 (Feb. 18, 2009) (same).  

HHS’s consultation on this litigation was merely a continuation of that common interest.  As 

evidenced by Deputy Director for Health Information Privacy Susan McAndrew’s affidavit, 

attached as Exhibit F, HHS exchanged information, advice, and counsel with the FTC under the 

agencies’ common interest with the expectation that the communications would be held in 

confidence to protect the integrity of law enforcement actions, deliberative processes, and 

internal work product. 

As discussed above, Rule 3.31(c)(5) protects documents prepared by a party in 

anticipation of litigation or for hearing.  Each category of HHS documents is work product 

prepared in anticipation of litigation or for hearing and protected from disclosure under Rule 

3.31(c)(5). See Hanson, 372 F.3d at 292-94 (protecting from disclosure work product shared 

between an agency and other parties). 

B. DELIBERATIVE PROCESS PRIVILEGE 

The deliberative process privilege protects “communications that are part of the decision-

making process of a government agency” that “reflect advisory opinions, recommendations and 

deliberations comprising part of a process by which government decisions and policies are 

formulated.”  In re Lab. Corp. of Am., 2011 WL 822928, at *2 (F.T.C. Feb. 24, 2011) (citations 

omitted).  The protected documents must be predecisional and deliberative in nature.  Id.

Claiming the privilege requires “(1) a formal claim of privilege by the head of the department 

having control over the requested information; (2) assertion of the privilege based on actual 
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personal consideration by that official; and (3) a detailed specification of the information for 

which the privilege is claimed, with an explanation why it properly falls within the scope of the 

privilege.” Id. at *3 (citations omitted). 

Director Rich’s Declaration, Ex. C, satisfies the elements required to claim the privilege.

As stated in her Declaration, she reviewed the documents and found that the documents contain 

“frank discussions, comments, and legal advice by FTC and other government agency personnel” 

about “legal and policy issues” and that the documents were part of the process of agency 

decisionmaking.  Ex. C ¶ 9.  She determined that the jurisdiction and venue communications 

were predecisional and deliberative as to the Commission’s decision where to file its CID 

enforcement proceeding; the HIPAA compliance communications were predecisional and 

deliberative as to the Commission’s determination whether to proceed against Respondent and 

what claims to include in a complaint, as well as 

; and the litigation strategy communications 

were predecisional and deliberative as to 

.

C. LAW ENFORCEMENT PRIVILEGE 

The Law Enforcement privilege protects, among other things, the integrity of law 

enforcement techniques.  Tuite v. Henry, 181 F.R.D. 175, 176 (D.D.C. 1998).  The privilege is 

not limited to criminal actions, A.N.S.W.E.R. Coalition v. Jewell, 292 F.R.D. 44, 50-51 (D.D.C 

2013) (holding documents properly withheld under law enforcement privilege in civil suit), and 

can apply to inter-agency communication, FTC v. AMG Svcs., Inc., 291 F.R.D 544, 559-60 (D. 
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Nev. 2013).  An investigation need not be ongoing for the privilege to apply, as release of 

information may impair the ability of a law enforcement agency to conduct future investigations.  

In re the City of New York, 607 F.3d 923, 944 (2d Cir. 2010). 

The elements required to claim the law enforcement privilege are the same as for the 

deliberative process privilege, Tuite v. Henry, 98 F.3d 1411, 1417 (D.C. Cir. 1996), and Director 

Rich’s Declaration satisfies them.  As stated in her Declaration, she reviewed the documents and 

found they contain law enforcement techniques and procedures and would reveal law 

enforcement tactics, “specifically the information law enforcement agencies share with each 

other.”  Ex. C ¶ 14.  Director Rich determined that the jurisdiction and venue communications 

contain

; and that the 

communications related to compliance with HIPAA and other statutes and regulations contain 

.
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CONCLUSION 

For the foregoing reasons, the Court should deny Respondent's Motion to Compel a 

Proper Privilege Log. 

Dated: April 7, 20 14 Respectfully submitted, 

Alain 'Sheer 
Laura Riposo VanDruff 
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RyanMehm 
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Washington, DC 20580 
Telephone: (202) 326-2282- Cox 
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Exhibit C 



UN1TED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMTSSION 
OFFICE OF ADMINISTRATIVE LAW JUDGES 

In the Matter of 

LabMD, Inc., 
a corporation, 

Respondent. 

I, Jessica L. Rich, declare as foUows: 

) 
) 
) 
) 
) 
) 
) 
) 

Docket No. 9357 
CONFIDENTIAL-­
SUBJECT TO 
PROTECTIVE ORDER 

1. [am the Director ofthe Bureau of Consumer Protection of the Federal Trade 

Commission ("FTC" or "the Commission"). [have held this position since June 2013. 

Previously, I was the Associate Director of the Division of Financial Practices and the Deputy 

Director of the Bureau of Consumer Protection. 

2. The Bureau of Consumer Protection is one of the principal units of the 

Federal Trade Commission. See 16 C.F.R. § 0.9. Pursuant to Rule 0.17 of the FTC's Rules 

of Practice and Procedure, 16 C.P.R. § 0.17, the Bureau of Consumer Protection investigates 

unfair or deceptive acts or practices under Section 5 of the FfC Act as well as potential 

violations of numerous special statutes which the Commission is charged with enforcing. 

The Bureau of Consumer Protection brings actions seeking injunctive or other equitable relief 

pursuant to Rule 13(b) of the FfC Act. As Director of the Bureau of Consumer Protection, I 

am authorized to assert (and if necessary waive) the Commission's govemmental privileges 

with respect to documents that are in its custody or control. 

3. This declaration is based on my review of the documents over which a 

governmental privilege is asserted, my professional experience, my personal knowledge, and 

information l have received in my official capacity as Director of the Bw·eau of Consumer 
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Protection. 

4. On August 28, 2013, the FTC filed the above-captioned action charging 

Respondent with violating Section 5 of the FTC Act, 15 U.S. C. 45(a). 

5. On or around December 24,2013, Respondent served Complaint Counsel 

with a Request for Production of Documents ("Request"). Respondent's sixth Request 

sought, "AU communications between FTC and any federal Government agency, including 

the U.S. Department of Homeland Security, concerning LabMD generally and/or the 1,718 

File specifically." 

6. Some of the materials collected or reviewed in the course of the investigation 

of this matter and the prosecution of the case that are in the possession, custody or control of 

the Bureaus or Offices of the Commission that investigated the matter relating to 

communication between the FTC and the Department of Health and Human Services 

("HHS") are privileged under the governmental deliberative process and law enforcement 

privileges. 

7. Complaint Counsel has asserted other, non-governmental privileges with 

respect to the documents that are the subject of this Declaration, and has asserted non­

governmental privileges with respect to other documents on its privilege log over which no 

governmental privileges are asserted. This Declaration is not in derogation of and does not 

waive such other privileges, nor does it waive Complaint Counsel's non-privilege assertions 

of lack of relevance and other non-privilege objections to discovery requests. 

8. Deliberative Process Privilege. The deliberative process privilege protects 

information that is predecisional and deliberative in nature. The privilege permits the 

government to withhold documents that reflect opinions, recommendations, or advice that 

contribute to the government's decisionrnaking process. In my professional judgment and 

experience, it is crucial that all parties are able and willing to discuss thoroughly all aspects of 

a potential action in advance of making a decision in order to determine the best course of 

action. The disclosure of the documents over which this privilege is claimed would make 
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agencies less likely to communicate openly and honestly with the FTC in the future and 

provide the invaluable advice, opinions, and recommendations sought by the FTC for fear 

that their communications, and their decisions to pursue (or not pursue) certain matters and 

persons would not be kept confidential. 

9. The documents over which Complaint Counsel asserts the deliberative 

process privilege contain frank discussions, comments, and legal advice by FTC and other 

government agency personnel about the legal and policy issues that the FTC and the other 

agencies have statutorily-imposed mandates to address and were used by FTC staff attorneys 

and managers and the employees of other governmental agencies in formulating their own 

proposals and recommendations. The documents were part of the process of: developing 

recommendations and decisions by the parties who participated in them, as well as their 

supervisors and managers and the Commissioners, where appropriate; carrying out 

investigations of possible law violations; and litigating enforcement actions. Each document 

was prepared for the purpose of aiding the FTC and other agencies in their decision-making 

and predated the relevant decisions. 

10. As described below, the communications over which this privilege is claimed 

were exchanged pre-decision; reflect opinions, recommendations, and advice that contributed 

to the decisionmaking process; and were used to reach the decisions ultimately made or are 

still under consideration. 

11. Law Enfor~ement Privilege. In my professional judgment and experience, 

it is crucial that law enforcement agencies are able to communicate with each other openly 

and honestly with confidence that inter-agency communications will be kept confidential. 

This capability allows agencies to avoid overlapping investigations, avoid duplicative work, 

share information about targets, and more efficiently and effectively enforce laws. Release of 

information relating to any of the techniques and procedures described below would reveal 

law enforcement techniques and procedures and hamper the agencies' ability to work 

cooperatively and bring appropriate actions. 
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12. If the documents over which this privilege is claimed were disclosed, 

Respondent would learn which agencies are or might be investigating it, and which agencies 

are not investigating it. Disclosure of these documents would threaten any pending or future 

investigations of Respondent by the agencies with which the FTC communicated, and have a 

chilling effect on future investigations. 

13. In addition, the disclosut:e of the documents over which this privilege is 

claimed would make agencies less likely to communicate openly and honestly with the FTC 

in the future for fear that their communications, and their decisions to pursue (or not pursue) 

certain matters would not be kept confidential. This would harm the FTC's Jaw enforcement 

efforts and those of agencies with which the FTC communicates. 

14. The law enforcement privilege protects, among other things, law 

enforcement techniques and procedures. The disclosw-e of the documents over which this 

privilege is claimed would disseminate inf01mation about law enforcement tactics, 

specifically the information law enforcement agencies share with each other. 

HHS 

15. At the request of the Complaint Counsel, I have examined documents that are 

communications between FTC and HHS. These documents cover three subject areas. First, 

documents 3, 6, 8, 12, 13, 18, 19, 20, 25, 31, 32, 33, and 44 (FIMGLMD00007073, 

FIMGLMD00007077, FIMGLMD00007080, FIMGLMD00007091-FIMGLMD00007092, 

FIMGLMD000071 OO-FIMGLMD000071 01, FIMGLMD000071 04, FIMGLMD00007115, 

FIMGLMD00007127, FIMGLMD00007130, FIMGLMD00007133, and 

FIMGLMD00007252) relate to discussions between the agencies regarding jurisdiction and 

venue issues ("Jurisdiction"). Second, documents 9, l 0, 2 I , 23, 24, 29, 30, 34, 35, 39, and 40 

(FIMGLMD00007081, FIMGLMD00007086, FIMGLMD00007109, FIMGLMD00007113-

FIMGLMD00007114, FIMGLMD00007125, FIMGLMD00007134, FIMGLMD00007136, 

FIMGLMD00007243, and FIMGLMD00007245) relate to discussions between the agencies 

regarding statutory and regulatory compliance with HIP AA and other statutes and regulations 
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("Compliance"). Third, 64, 70, and 71 (FIMGLMD00008705, FIMGLMD00008711, and 

FIMGLMD00008712) relate to discussions between the agencies regarding litigation strategy 

("Strategy"). 

16. Having completed my review, I conclude that the Commission should assert 

the deliberative process privilege over the documents identified below. In addition, I 

conclude that the Commission should assert the law enforcement privilege over· all the 

documents relating to Jurisdiction and Compliance. 

A. Jurisdiction 

17. In July 2012, Complaint Counsel Alain Sheer corresponded with David 

Holtzman, Cathy T. Carter, Kathleen M. Kersell, Patricia A. Gill, MichaelS. Wroblewski, 

Anne E. Hauswald, Raghu Akkapeddi, Paul Baranoski, Karen Brown, and Dinah L. Horton 

ofHHS and supporting vendors regarding the states to which Respondent provided its 

seMces. 

18. Deliberative Process Privilege. I have determined that the Commission 

should assert the Deliberative Process Privilege over documents 6, 19, 20, 25, 31, 32, 33, and 

44 (FIMGLMD00007077, FIMGLMD00007101, FIMGLMD00007104, 

FIMGLMD00007115, FIMGLMD00007127, FIMGLMD00007130, FIMGLMD00007133, 

and FIMGLMD00007252). Complaint Counsel exchanged these communications with HHS 

seeking information that informed the Commission's decision of where to file its CID 

enforcement action against Respondent. The CID enforcement action was ultimately filed 

August 28,2012 in the Northern District of Georgia under case number 1 :12-cv-3005. 

19. The deliberative process privilege protects information that is predecisional 

and deliberative in nature. The communication exchanged between Complaint Counsel and 

HHS pre-dated Complaint Counsel's decision of where to file its CID enforcement action, 

and reflect opinions, recommendations, and advice that contributed to the decisionmaking 

process. 

20. Law Enforcement Privilege. The communications exchanged between 
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Complaint Counsel and HHS contain 

. Release of information 

relating to any of the techniques and procedures enumerated herein would reveal law 

enforcement techniques and procedures and hamper the agencies' ability to work 

cooperatively and bring appropriate actions. 

B. Compliance with HIP AA and Other Statutes and Regulations 

21. From September 201 0 through November 2013 Complaint Counsel Alain 

Sheer communicated periodically with Marilou King and David Holtzman of HHS regarding 

22. Deliberative Process Privilege. I have determined that the Commission 

should assert the Deliberative Process Privilege over documents 10, 21, 23, 24, 34, 35, and 40 

(FIMGLMD00007086, FIMGLMD00007109, FIMGLMD00007113, FIMGLMD00007114, 

FIMGLMD00007134, FIMGLMD00007136, and FIMGLMD00007245). Complaint 

Counsel engaged in this communication to determine whether to bring an action against 

Respondent, which allegations to include in a complaint, and 

. Some of the 

communications exchanged between Complaint Counsel and HHS pre-dated the 

Commission's filing of its Complaint on August 28, 2013. In addition, all communications 

are relevant to 

. The communications reflect opinions, recommendations, 

and advice that contributed to the decisionmaking process. 

23. Law Enforcement Privilege. The communications exchanged between 

Complaint Counsel and HHS contain 
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- · Release of information relating to any of the techniques and procedures would 

reveal law enforcement techniques and procedures and hamper the agencies ' ability to work 

cooperatively and bring appropriate actions. 

C. Strategy 

24. On February 5-7, 2014, Complaint Counsel Nain Sheer and Laura Riposo 

VanDruff communicated with Marilou King ofHHS regarding a Rule 3.34(a) subpoena 

issued by Respondent to HHS employee Susan McAndrew, the FTC's rules and procedures 

for administrative litigation, and 

- · 25. Deliberative Process Privilege. I have determined that the Commission 

should assert the Deliberative Process Privilege over documents 64, 70, and 71 

(FIMGLMD00008705, FIMGLMD0000871l , and FIMGLMD00008712). Complaint 

Counsel and HHS engaged in this communication to 

. The communication pre-dates HHS 's response to 

the subpoena, which was sent by letter on February 10, 2014. The communication reflects 

opinions, recommendations, and advice that contributed to the decisionmaking process. 

1 declare under penalty of perjury that the foregoing is true and correct. 

Jessica L. Rich 
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1

UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 
OFFICE OF ADMINISTRATIVE LAW JUDGES 

____________________________________
      ) 
In the Matter of    )      
      ) 
LabMD, Inc.,     )     Docket No. 9357 
 a corporation,    ) 
  Respondent.   ) 
      ) 
____________________________________)

COMPLAINT COUNSEL’S FINAL PROPOSED EXHIBIT LIST

Pursuant to the Court’s October 22, 2013 and September 25, 2013 Scheduling Orders, 

Complaint Counsel serves its Final Proposed Exhibit List, including, for each proposed exhibit, a 

CX exhibit number designation, the Bates number or range at which the document was produced, 

if available, and the basis for admissibility of each exhibit under the Commission’s Rule of 

Practice.  Without waiving its objections to exhibits included in Respondent’s Final Proposed 

Exhibit List, Complaint Counsel also reserves the right to move the admission of any exhibits 

included in Respondent’s Final Proposed Exhibit List.  Complaint Counsel also reserves the right 

to supplement its Final Proposed Exhibit List as permitted under the Rules of Practice and the 

Court’s Scheduling Orders.

Complaint Counsel has marked several exhibits as confidential in accordance with the 

Court’s August 29, 2013 Protective Order.  Complaint Counsel invokes the provisions of the 

Protective Order as to exhibits it has marked as confidential, including CX0451, a native file 

appearing at Bates number FTC-010907.  The filename of CX0451 includes “confidential” 

because the original document cannot be marked without altering it.  Complaint Counsel also 



invokes the provisions of the Protective Order with regard to exhibits comprised of documents 

that were marked confidential when produced, whether by Complaint Counsel or a third party. 

Dated: March 26, 2014 

2 

AlairvSfu.eV, 
Laura Riposo V anD ruff 
Megan Cox 
Margaret Lassack 
RyanMehm 
John Krebs 
Jarad Brown 

Complaint Counsel 
Federal Trade Commission 
600 Pennsylvania Avenue NW 
Room NJ-8100 
Washington, DC 20580 
Telephone: (202) 326-2927 (Brown) 
Facsimile: (202) 326-3026 
Electronic mail: jbrown4@ftc.gov 
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CERTIFICATE OF SERVICE 

I hereby certify that on March 26, 2014, I caused a copy of Complaint Counsel’s Final 
Proposed Exhibit List to be delivered via electronic mail and by hand to: 

The Honorable D. Michael Chappell 
Chief Administrative Law Judge 
Federal Trade Commission 
600 Pennsylvania Avenue, NW, Room H-110 
Washington, DC 20580 

I also certify that I caused a copy of the foregoing Complaint Counsel’s Final Proposed 
Exhibit List to be served via electronic mail on: 

Michael Pepson 
Lorinda Harris 
Hallee Morgan 
Robyn Burrows 
Kent Huntington 
Daniel Epstein 
Cause of Action 
1919 Pennsylvania Avenue, NW, Suite 650 
Washington, DC 20006 
michael.pepson@causeofaction.org  
lorinda.harris@causeofaction.org
hallee.morgan@causeofaction.org
robyn.burrows@causeofaction.org
kent.huntington@causeofaction.org
daniel.epstein@causeofaction.org

Reed Rubinstein 
William A. Sherman, II 
Sunni Harris 
Dinsmore & Shohl, LLP 
801 Pennsylvania Avenue, NW, Suite 610 
Washington, DC 20004 
reed.rubinstein@dinsmore.com 
william.sherman@dinsmore.com 
sunni.harris@dinsmore.com 
Counsel for Respondent LabMD, Inc. 



I further certify that I caused to be delivered via secure file transfer a copy of all 
documents listed within Complaint Counsel's Final Proposed Exhibit List to Counsel for 
Respondent LabMD, Jnc., as listed above. 

March 26, 20 J 4 By: 
Jatic(BroWn 
Federal Trade Commission 
Bureau of Consumer Protection 



Exhibit E 



Respondent Lab MD, Inc.'s Privilege Log-Redactions Made on the Basis of Privilege 

In the Matter of Lab MD, Inc. 

Date Bates Range 

FTC-LABMD 

2/8/13 004189 

7/22/08 004192 

10/8/09 004300-01 

10/2/09 004302 

7/16/10 004322 

2114/13 004330 

7/22/08 004333 

7115/08 004336-37 

9/19/10 4360 

9/19/10 4361 

9/19/10 4362 
-

R = Redacted 
W = Withheld 

Redacted 
or 

Withheld?1 

R 

R 

R 

R 

R 

R 

R 

R 

R 

R 

R 

R 

2 A-C = Attorney-Client Privilege 
W -P = Work Product Doctrine 

Author Recipients Subject 

Philippa Ellis Steven Fusco E-mail regarding " 1718" incident. 

Michael Daugherty Phillipa Ellis E-mail regarding "1718" incident. 

John Boyle Michael Email regarding Lab Soft. 
Daugherty 

Philippa Ellis John Boyle Email regarding LabSoft. 

Philippa Ellis John Boyle Email regarding LabSoft. 

John Boyle Philippa Ellis, Email regarding Walk Aro~nds. 
Michael 

Daugherty 

Steven Fusco Lab MD Email regarding "1718" incident. 

Michael Daugherty Philipa Ellis E-mail regarding "1718" incident. 

John Boyle Philippa Ellis E-mail regarding "1718" incident. 

PhiUipa Ellis Michael Daughery E-mail regarding privacy and security. 

Stephen Fusco Phillipa Ellis E-mail regarding privacy and security. 

Stephen Fusco Phillipa Ellis E-mail regarding privacy and security. 

PrivilegeL 

AC 

AC 

WP 

AC 

AC 

AC 

AC 

AC 

AC 

AC 

AC 

AC 



Date Bates Range Redacted Author Recipients Subject PrivilegCZ 

FTC-LAB MD or 
Withheld?1 

9/19/10 4363-64 R Phillipa Ellis Stephen Fusco E-mail regarding privacy and security. AC 

9/19/10 4363-65 R Phillipa Ellis Stephen Fusco E-mail regarding privacy and security. AC 

9/19/10 4367-68 R Michael Daugherty Phillipa Ellis E-mail regarding privacy and security. AC 

9/30/10 4369 R Stephen Fusco Michael E-mail regarding letters. AC 
Daugherty /Phi llipa 

Ellis 

9/29/10 4382-83 R Michael Daughery Phillipa Ellis E-mail regarding privacy and security. AC 

9/20/10 4384 R John Boyle Phillipa Ellis E-mail regarding IT outline. AC 

9/19110 4389 R Phillipa Ellis Phillipa Ellis E-mail regarding pdvacy and security. AC 

9/19/10 4390 R Phillipa Ellis Michael E-mail regarding privacy and security. AC 
Daugherty 

9/29/10 4393 R John Boyle Phillipa Ellis E-mail regarding IT outline modification AC 

9/19/10 4402 R Stephen Fusco Phillipa Ellis E-mail regarding privacy and security. AC 

9/19/10 4403 R Phillipa Ellis Michael E-mail regarding privacy and security. AC 
Daugherty 

9/19/10 4404 R Phillipa Ellis Michael E-mail regarding privacy and security. AC 
Daugherty 

----- -·--

S49 143v2 

2 



Exhibit F 



UNITED STATES OF AMERICA 
BEFORE THE FEDERAL TRADE COMMISSION 
OFFICE OF ADMINISTRATIVE LAW JUDGES 

In the Matter of 

LabMD, Inc., 
a corporation, 

Respondent. 

I, Susan McAndrew, declare as follows: 

) 
) 
) 
) 
) 
) 
) 

Docket No. 9357 

1. I am the Deputy Director of Health Information Privacy of the Office for Civil 

Rights in the Department of Health and Human Services ("HHS"). 

2. Among the laws enforced by HHS are the Health Insurance Portability and 

Accountability Act of 1996 (HIP AA) and the Health Information Technology for Economic and 

Clinical Health (HITECH) Act. Congress enacted HIP AA in 1996 to, amorig other things, 

improve "the efficiency and effectiveness of the health care system" by establishing "standards 

and requirements for the electronic transmission of certain health information," including 

requirements to protect the privacy and security of personal health information. Pub. L. 104-191, 

§ 261. HITECH, enacted in 2009, strengthens HIP AA' s privacy and security protections by, 

among other things, widening the scope of entities subject to civil penalties. See Pub. L. 111 -5, 

§§ 13400-11 , 123 Stat. 115, 258-276 (2009). 

3. Among other things, the HHS Office for Civil Rights enforces the HIPAA 

Privacy Rule, which protects the privacy of individually identifiable health information; the 

HIP AA Security Rule, which sets national standards for the security of electronic protected 

health information; and the Breach Notification Rule, which requires covered entities and 



business associates to provide notification following a breach of unsecured protected health 

information. 

4. The HIP AA Privacy Rule provides federal protections for individually 

identifiable health information held by covered entities and their business associates and gives 

individuals an an·ay of rights with respect to that information. 

5. The HIPAA Security Rule specifies a series of administrative, physical, and 

technical safeguards for covered entities and their business associates to use to assure the 

confidentiality, integrity, and availability of electronic protected health information. 

6. The Federal Trade Commission ("FTC") has a complementary mandate to prevent 

deceptive or unfair prac.tices, including the failure to provide reasonable and appropriate security 

for personal information. See 15 U.S.C. § 45(a). 

7. For many years, the two agencies have coordinated enforcement actions that 

involve the failure to protect sensitive personal health information covered by HIPAA. See In re 

Rite Aid Corp., FTC File No. 072-3121 (July 27, 201 0) (settlement agreement resolving 

coordinated FTC-HHS information security investigations); In re CVS Care mark Corp., FTC 

File No. 072-3119 (Feb. 18, 2009) (same). 

8. In fulfilling their respective statutory mandates to protect the confidentiality of 

consumer information, FTC and HHS are in frequent communication with one another involving 

the exchange, orally and in writing, of documents, factual materials, mental impressions, and 

other information regarding the interpretation and application of the law, enforcement actions, 

and policy decisions. These communications are often part of the deliberative processes of each 

agency. 



9. In my professional judgment and experience, it is crucial that law enforcement 

agencies are able to communicate with each other openly and honestly with confidence that 

inter-agency communications will be kept confidential. This capability allows agencies to avoid 

overlapping investigations, avoid duplicative work, share information about targets, and more 

efficiently and effectively enforce laws. Release of information relating to any ofthe techniques 

and procedures would reveal law enforcement techniques and procedures and hamper the 

agencies' ability to work cooperatively and bring appropriate actions. 

10. Each agency expects that the other will hold the communications exchanged in 

confidence to protect the integrity of their law enforcement actions, deliberative processes, and 

internal work product. 

I declare under penalty of perjury that the foregoing is true and correct. 

Executed this 1st day of April, 2014. 

Susan McAndrew 
Deputy Director of Health Information Privacy 
Office for Civil Rights 
U.S. Department ofHealth and Human Services 


