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COPPA limits online data collection
from children. [2] Enforcement 1s a
largely manual process [3.,4]

Many apps are free of cost. Developers
can generate revenue by displaying ads.

Ad networks offer “plug and play”
libraries to display ads and build user
profiles for improved targeting. [1]

Objectives

Research Question: What restricted

information do children’s apps share
with third parties? Are there trends?
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Engineering Objective: Develop an
automated pipeline to detect COPPA -
restricted data collection. Evaluate the
thoroughness of automated testing vs.
deliberate human exploration.

Methodology
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Monitordata sent and received over network
adapters, including TLS-protected payloads

Third Party Domain Distribution

Key Takeaways
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e As a whole, communication with
third-party ad networks and analytics
1s more common 1n children’s apps
than all apps 1n general

Persistent Identifier (Non-)Opt-Out

11-02 13:26:14.077 9756 10171 | Haystack.Flow: Outbound connection contents for 38559-
>54.77.172.114-443(dns:track.appsflyer.com)(app:com.babyfirsttv.peeckaboogoescamping)
(sni:track.appsflyer.com):TLS(proxied) with 5 packets (1451 bytes raw, 940 processed)

11-02 13:26:14.077 9756 10171 | Haystack.Flow: POST /api/v2.3/androidevent?
buildnumber=1.9&app_id=com.babyfirsttv.peeckaboogoescamping HTTP/1.1

11-02 13:26:14.077 9756 10171 | Haystack.Flow: Content-Length: 620

11-02 13:26:14.077 9756 10171 | Haystack.Flow: Connection: close

11-02 13:26:14.077 9756 10171 | Haystack.Flow: Content-Type: application/x-www-form-urlencoded

11-02 13:26:14.077 9756 10171 | Haystack.Flow: User-Agent: Dalvik/2.1.0 (Linux; U; Android 6.0.1; AOSP on angler Build/
IMASTER)

11-02 13:26:14.077 9756 10171 | Haystack.Flow: Host: track.appsflyer.com

11-02 13:26:14.077 9756 10171 | Haystack.Flow: Accept-Encoding: gzip

11-02 13:26:14.077 9756 10171 | Haystack.Flow:

11-02 13:26:14.077 9756 10171 | Haystack.Flow: [
device=angler&installDate=2016-11-02_0126-0700&firstLaunchDate=2016-11-02_0126-0700&sdk=23&carrier=&date1=2016-11-
02_0126-0700&af_preinstalled=false&advertiserldEnabled=false&appsflyerkey=yZnL9BNtUzZL va6evLpUg5&lang=English&ap}
p_version_name=2.2.0&dkh=yZnL9BNt&android_id=84f942c74fftbdef&advertiserld=fff3ca7e-61d7-4298-ab14-256033002de!
&deviceType=userdebug&af_v=da33e2cb0879238eb1dc9d93e0ce38b4564fbd9d&app_version_code=3&network=WIF|&operato
r=&brand=Android&date2=2016-11-02_0126-0700&af_timestamp=1478118372355&uid=1478118365655-138907854433060386
8&isFirstCall=true&counter=1&product=aosp_angler&model=AOSP+on+angler
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* Third parties collect persistent
identifiers even after users opt out

Router MAC*

Persistent Ad ID

Apps Observed Sharing Data With Third-Parties
(out of N, 4, = 111)
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* All from the same developer

Not all apps and third party
libraries respect user preferences
opting out of persistent
identification and tracking

Third-party services may be using
workarounds to collect otherwise
unsanctioned geolocation data

Data collection methods present in
one app could be predictive of
similar behaviors in other products
from the same developer

Research Questions for Future Work

Developer BabyFirst notified of .
finding, no response yet

Router MAC Address Geolocation

12-06 12:59:59.080 2279 14068 | Haystack.Flow: Outbound connection contents for 52012->210.48.139.85-80(dns:tdcv3.talkingdata.net)
(app:com.sinyee.babybus.truck):6 with 3 packets (1214 bytes raw 1688 processed)

12-06 12:59:59.080 2279 14068 | Haystack.Flow: POST /g/d?crc=f6445b28 HTTP/1.1

12-06 12:59:59.080 2279 14068 | Haystack.Flow: Accept-En cod ng:

12-06 12:59:59.080 2279 14068 | Haystack.Flow: Host: tdcv3.talkingdata.net
12-06 12:59:59.080 2279 14068 | Haystack.Flow: Content-Type:

12-06 12:59:59.080 2279 14068 | Haystack.Flow: User-Agent: Dalvik/2.1.0 (Linux
MASTER)

12-06 12:59:59.080 2279 14068 | Haystack.Flow: Connection: Keep-Alive

12-06 12:59:59.080 2279 14068 | Haystack.Flow: Content-Length: 985 [ ]
12-06 12:59:59.080 2279 14068 | Haystacl :
12-06 12:59:59.080 2279 14068 | Haystacl
50436ED923E18E47EE4E6CBF4A23834
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* Third parties get Wi-F1 router MAC 3
addresses; these are street-resolvable .

4,

Developer BabyBus notified of
finding, now working to resolve this

How can we make a “smarter
monkey” for auto testing?

Do free apps collect data
differently than paid apps?

How accurately do privacy
policies describe actual app data
collection behavior?

Do children’s games collect and
transmit data when not in use?
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