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Anonymity and Autonomy 
• Anonymity as an important dimension of privacy: 

– Engage in the world without actions being traced to identity 
 

• Autonomy:  
– Zone to make private decisions free from observation or interference 

 

• Reduction in ability to remain anonymous can reduce autonomy 
• Harms: 

– Dignity 
– Personal development 
– Society 
– Privacy protective behavior 

 
 

 
 
 

 
 
 



Hypothesis 
• 2012 Google announced it would combine data 

across platforms 
• At the margin, this increased view into one’s life 

will deter engagement in search behavior that 
one may want to keep private 

• Measuring a reduction in autonomy due to loss 
in anonymity  



Hypothesis  
• Did people know and care? 

– Lots of press 
– Privacy advocacy community active in opposition 
– EPIC sued the FTC 

 
 



Research Design 
• Examine the change in sensitive search relative to non-sensitive search as a result of 

the 2012 Policy Change 
• Google Trends data on search 
• “Difference in Difference”: 

 
 
– Sensitive search (e.g., “porn”)  is the treatment group 
– Non-sensitive search (e.g., “weather”) serves as control group 
– Look at relationship between sensitive and non-sensitive search both before and after the 

change 
• If mingling data across platforms deters sensitive search, we should see an increase 

in the difference   



Results 



Results 
• Regression analysis  

– Setup: 
• Unit of observation:  GT score for search i, during week t, in 

state j 
• 13k – 108k observations, depending on window 
• Week, term, and state effects in all specifications 

– Main Findings: 
• 5-10% reduction in sensitive search with +/-1 and +/- 3 month 

windows 
• No measurable impact with +/- 6 month window 
• Impact does not vary by state-level privacy demand 

 
 
 
 



Results 
• Results robust to different mixes of sensitive terms 
• Falsification check for 2011 fails, but check for 2013 OK 

 



Conclusion 
• Change may have induced a small drop in 

sensitive search, but this faded quickly 
• Limitations/Future Work: 

– Trends not volume 
– Don’t have universe of sensitive search 
– Other unmeasured margins may be more important: 

• E.g., content in Gmail; viewing in YouTube 
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Visiting 2 websites results in 84 third parties contacted 



https://github.com/citp/OpenWPM 

Open Web Privacy Measurement (OpenWPM) 



The Princeton Web Census 

Monthly 
1 Million Site Crawl 

● Javascript Calls 
● All javascript files 
● HTTP Requests and Responses 
● Storage (cookies, Flash, etc) 

Collecting: 



Results of the Princeton Web Census 

New metric to rank third parties Nearly all top 3rd parties cookie sync 

News site have the most trackers 
Tracking protection misses less 

popular 3rd parties and techniques 

https://webtransparency.cs.princeton.edu/webcensus/ 



Insights from 
the Princeton Web Census 



Consolidation of top trackers 



Only 6 organizations are present on >10% of sites 



Takeaways of consolidation 

(1) Enforcement efforts can target large 
players, proactively set tracking norms.  

(2) Large trackers can quickly deploy 
technique to a massive number of sites. 

(3) Acquisitions can quickly shift tracking 
capability 

 



Trackers Impede HTTPS Adoption 



Trackers Impede HTTPS Adoption 

Mixed content downgrades security indicator! 



Trackers Impede HTTPS Adoption 

Of sites with mixed content: 
half is caused solely by third parties (10% by trackers) 



Trackers Impede HTTPS Adoption 

Half of all third-parties are HTTP-only 

Of sites with mixed content: 
half is caused solely by third parties (10% by trackers) 



Takeaway: Tracking may have 
second-order privacy impacts 

• (1) Slow the adoption of encryption 
• (2) Identifier leakage in requests to 
• (3) Can aid network surveillance 

efforts 



New Browser Features Used for Fingerprinting 

Canvas WebRTC Audio Battery 

https://webtransparency.cs.princeton.edu/webcensus/ 



Browsers remove BatteryStatus API citing privacy 



Browsers remove BatteryStatus API citing privacy 



Takeaway: Expect any new API to be analyzed 
for its fingerprintability 

1. Early detection of abuse can stem adoption 
2. Browsers view fingerprinting as abuse 

a. Mitigate fingerprinting during standardization 
b. Remove APIs due to fingerprinting use 



Our data is available! 

https://webtransparency.cs.princeton.edu/webcensus/index.html#data 



Getting third-party responses from our data 



Getting third-party responses from our data 



Getting third-party responses with Census.py 

census.get_third_party_responses_by_domain( 
database_connection, 
“http://nytimes.com” 

) 



Getting third-party responses with Census.py 

● get_third_party_responses_by_domain 

● get_third_party_responses_by_domain 

● get_cookie_syncs_on_domain 

● is_tracker 

● get_trackers 



Getting third-party responses with Census.py 

● get_third_party_responses_by_domain 

● get_third_party_responses_by_domain 

● get_cookie_syncs_on_domain 

● is_tracker 

● get_trackers Contact us for access to  
“alpha” analysis server 

and library! 



Full Paper: 
senglehardt.com/papers/ccs16_online_tracking.pdf 
 
Data and Analysis: 
webtransparency.cs.princeton.edu/webcensus/ 
 
Collaborate: 
webtap.princeton.edu/research/ 
 

Image Assets from the Noun Project: 
Browser Network and Browser Battery by Aybige 

Thanks for listening! 

Contact Me 
 

Email: ste@cs.princeton.edu 
 
Twitter: @s_englehardt 
 
Web: senglehardt.com 
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(Self) Regulation 

FTC    AdChoices 
 

     
Do Not Track   FCC  
 
     



Privacy Preserving Tools 
• EFF’s Privacy Badger  

– Target publishers that do not respect DNT 
 
• Ghostery 

– Proprietary  
 

• Ad-block (open-source, public filter lists) 
– Adblock Plus 
– uBlock Origin 

 
 



Popularity of Ad-blockers 

 



But… 



Project Goals 

• Measure Anti Ad-blocking in the Wild 
– Number of anti ad-blocking publishers 
– Third-party anti ad-blocking services 
– Ad-block detection techniques 
 

• Develop a Stealthy Ad-blocker 
– Automatically block anti ad-block scripts 

 
 



Measuring Anti Ad-blockers 
• Crawl Alexa top 100K websites 
• A/B testing 

– with and without ad-block 
• Feature extraction 

– nodes, attributes, text 
• Machine learning models 

– Random forest, SVM, Bayesian  
• Results 

– 95% precision, 93% recall 
– 1100 websites use anti ad-blockers 



How Anti Ad-blockers Work?  

Websites employ anti  
ad-block scripts 

– Identify leaked extension 
information  

– Verify ads (active or 
passive) 



Towards a Stealthy Ad-blocker 

• Remove anti ad-block scripts through filter lists 
• Crowd-sourced, manually populated 



Takeaway 
• Users, Society, Economics 

 
• “Ad blocking is like garlic.  

You hang it on your door to keep Dracula away from sucking 
your blood.  
Ad blocking is not the enemy.  
Just stop being Dracula.” 
 
– Doc Searls 

 



Discussion of Session 4 
Presenters: 
• James C. Cooper, Antonin Scalia Law School, George Mason 

University 
• Steven Englehardt, Princeton University 
• Zubair Shafiq, University of Iowa 

Moderator: 
•   Kristin Cohen, Federal Trade Commission 
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