ENTERTAINMENT SOFTWARE
RATING BOARD

March 13, 2018
Via Electronic Mail and First Class Mail
Mr. Donald S. Clark
Office of the Secretary
Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC
secretary@ftc.gov.
·Re:

Amended Submission of the Entertainment Software Rating Board's Proposed
Post-Approval Modifications to its ESRB Privacy Ce1iified Kids Seal
Requirements under 16 CFR § 312.11 (e)

Dear Mr. Clark,
I write on behalf of the Ente1iainment Software Rating Board ("ESRB") to
request approval of the ESRB 's proposed modifications to our Privacy Ce1iified Kids Seal
Program (the "Program") requirements from the Federal Trade Commission (the
"Commission"). This letter reflects a slight modification to my initial letter dated January 26,
2018, which modification is based on my communications with the Commission's staff.
ESRB operates one of the first safe harbor programs under the Children's Online
Privacy Protection Act ("COPPA"), having received approval from the Commission in 2001.
The Program requirements (the "Requirements") were last amended in 2013, in response to the
Amended COPPA Rule. We believe it is important to continuously assess the Requirements to
ensure they remain current with the Commission's COPPA-related regulations and guidance, and
to allow ESRB to monitor and uphold compliance with the Requirements in the most efficient
and effective manner. With that in mind, I am enclosing:
•

Under Exhibit A, our proposed Privacy Certified Kids Seal Program Requirements (the
"Proposed Requirements") for which we are seeking the Commission's review and
approval under 16 CFR § 312.1 l(e); and

•

Under Exhibit B, a blackline draft of the Proposed Requirements, showing all proposed
changes to the Program's existing Requirements.

Pursuant to 16 CFR §§ 312.11 (c)(2) and (e), the following is a description of how
the proposed changes affect the Program's existing Requirements. This statement does not
include non-substantive changes, for example changes in tenninology (all of which are reflected
in Exhibit B).
-
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•

In Section I of the Proposed Requirements, we have revised the definition of the term
"Personal Information and Data" to more closely track the Amended COPP A Rule and
Commission guidance. For example, within the definition of "Personal Information and
Data," we have clarified that audio recordings are not included if they are used solely to
effectuate speech-to-text functionality and are deleted immediately thereafter. That
change is consistent with the C01mnission's October 23, 2017 COPPA guidance. We
have also made explicit that personal information and data includes personal information
and data contained within the metadata of a photograph, video recording or audio
recording.

•

In Section I of the Proposed Requirements, we have removed the definition of the term
"Privacy Risk Assessment" because that term was not otherwise utilized in the Program
Requirements.

•

In Section II of the Proposed Requirements, for new participants in the Progran1, we have
removed the requirement for an initial Self-Assessment Questionnaire ("SAQ") to be
completed prior to or upon joining the Program. This requirement, which is currently
found in Section II.A., is no longer necessary. Instead, especially in the early stages of
membership, we have found that Program participants benefit from a more personal
approach, usually involving at least one (but more likely several) telephone calls or video
conferences to introduce them to the Program and to allow us to gather necessary
information. However, we have reserved the right to require an SAQ at other times, if
necessary,

•

Moreover, in Section ILA. of the Proposed Requirements, we have clarified certain
aspects of the initial Compliance Repo1i, including that ESRB will provide pmticipants
with required and suggested changes to their privacy statements.

•

We have removed the requirement for an initial Onsite Compliance Review for new
participants, which is currently found in Section 11.B. Program pmticipants are located
throughout the United States and even outside the United States, We do not believe they
should be burdened by the time and expense of an initial Onsite Compliance Review
when we can accomplish the same objectives mid gather the same information through
video conferences, telephone conferences, and correspondence.

•

We have revised Section 11.B. of the Proposed Requirements (currently Section 11.C.) to
clarify that new members will get at least one Compliance Repo1t in their initial term.
This change is necessm·y because some members join later in our fiscal year, thereby
shortening their initial terms. If, for example, a member was to join in December, we
likely would provide that member with a single compliance report in its initial term,
rather than two or more.

•

In Section 111.C. of the Proposed Requirements, we have removed the second sentence
because it is redundant of the first sentence. We have also removed the qualifying
language "in the next scheduled Compliance Report" from the final senterice of that
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Section because time could be of the essence, in which case we would notify the
participant of our discovery as soon as possible.
•

In Section III.D.2. of the Proposed Requirements, we have changed "maintain a
consumer online hotline" to "provide contact information on its website," to clarify that
ESRB does not maintain a telephone hotline. Rather, consumers submit inquiries and
complaints to us via email at privacy@esrb.org.

•

We have made several changes in Sections IV.A. and IV.B. ofthe Proposed
Requirements to strengthen the disclosures in participants-' privacy statements.

•

In Section IV.C. of the Proposed Requirements, we have clarified that the link to a Kids
Privacy Statement must be prominent and clearly labeled, and we have added the
requirement for online apps that a link to the privacy statement be available in the app
store prior to download.

•

In Section V.A. of the Proposed Requirements, we have made minor revisions to
strengthen the disclosures in direct notices to parents.

•

In Section V.B. of the Proposed Requirements, we have added the use of approved
vendors, such as Veratad Technologies, to the list of available mechanisms to obtain
verifiable parental consent. -

•

In Section VII.A. of the Proposed Requirements, consistent with the best practice of data
minimalization, we have added text to make clear participants should not collect personal
information and data if it is not being utilized.

•

In Section VILE. of the Proposed Requirements, we have changed "must" to "should" to
clarify that this requirement is a recommended best practice, as opposed to an obligation
under COPPA or the Amended COPPA Rule.

*

*

*

We look forward to the Commission's review and consideration of the Proposed
Requirements. If I can be of any assistance during that process, please contact me at (917) 522~
3267 or jfalzone@esrb.org.
Sincerely,

/7

--1/

(j,Ll~
/

, John M. Falzone, Esq.
Vice President, ESRB Privacy Certified

Enclosures
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EXHIBIT A
Proposed ESRB Privacy Certified Kids Seal Requirements

If a Monitored Product is directed or targeted at children under the age of thirteen
{13) or Participant has actual knowledge it is collecting or maintaining {or allowing a third party
to collect or maintain) personal information or data from children under the age of thirteen (13)
through a Monitored Product, then Participant must comply with th,e ESRB Privacy Certified Kids
Seal Requirements set forth in this Schedule for all such Monitored Products Participant has
submitted to ESRB for certification and on which Participant intends to display the Privacy
Certified Kids Privacy seal and/or the ESRB Privacy Certified Mobile seal.
I.

DEFINITIONS

Child/Children means users resident in the United States who are under thirteen {13) years of

age.
Online Information Practices encompass, but are not limited to: (i) Participant's practices

regarding consumer notification and consumer access to their Personal Information and Data (as
that term is defined below); (ii) Participant's practices with respect to the collection, use or
disclosure of Personal Information and Data; (iii) Participant's practices regarding user choice and
consent to how Personal Information and Data is used or shared; and {iv) security measures taken
to protect Personal Information and Data provided by users.
Personal Information and Data ("PID"} means any information relating to an identifie.d or

identifiable individual collected on line, including, but not limited to:
•
•
•

•
•

•
•

•

First and last name;
Home or other physical address or geolocation information;
Online contact information (e.g., email address, instant" messenger identifier, video chat
identifier, VOiP identifier, and screen name that permits direct contact with the individual
on line);
Phone number;
Persistent identifier (e.g., a customer number held in a cookie, internet protocol address,
device serial number, or unique device identifier), if additional PID is collected and/or the
persistent identifier(s) ~re not used solely to support the internal operations of the
Monitored Product;
Photograph or video recording showing the individual's face or otherwise containing PID
in the phot_ograph or recording or within the metadata of the photograph or recording;
Audio recording capturing the individual's voice or otherwise containing PID within the
recording or the metadata of the recording, except to the extent such audio recordings
are used solely to effectuate speech-to-text functionality in the Monitored Product and
deleted immediately thereafter; and
Social security number or other government identification number.
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Demographic information (including, but not limited to, gender, age, date of birth, educational
background, or political affiliation) also becomes PID when combined with other information
enabling the individual to be identified. PID does not include information that is rendered
anonymous.
Privacy Statement means the statement, posted on the Monitored Products, which discloses
Participant's up-to-date policies regarding user privacy and Participant's practices with respect
to the collection, use and disclosure of PID.

II. PROGRAM DOCUMENTS AND PROCEDURES

A.

Initial Compliance Report

ESRB shall review Participant's Privacy Statement and° related Online Information
Practices with respect to the Monitored Products. ESRB shall assess the state of Participant's ,
overall compliance with the Program Requirements after which it shall provide Participant (i}
required and suggested changes to Participant's Privacy Statement; and {ii) a comprehensive
report detailing any and all required and suggested changes to Participant's Online Information
Practices with respect to the Monitored Products {"Compliance Report").
Participant shall implement all changes required to the Privacy Statements and by
· the Compliance Report and attest to ESRB that it has done so in writing. ESRB shall then complete
a final review of the Privacy Statement and Monitored Products. If all the required changes have
been implemented or otherwise resolved, ESRB shall provide Participant with written approval
to use and access to the appropriate Program Marks.

B.

Biannual Monitoring and Compliance Reports

At least once during the Initial Term and no more than twice during each Renewal
Term ("Reporting Periods"), ESRB shall provide Participant with a Compliance Report that will: (i}
list all of the Monitored Products; (il} describe changes to Participant'~ Privacy Statement and/or
Monitored Products that are necessary for Participant to remain compliant wlth the Kids Seal
Requirements; and (iii) propose changes which, although not required under the Kids Seal
Requirements, reflect "best practices" that are highly recommended by ESRB. Within three {3)
weeks of Participant's receipt of a Compliance Report, Particip~nt must notify ESRB, through
ESRB's SharePoint system (or through whatever other means may be specified by ESRB pursuant
to its then-current policy), that Participant has implemented all changes required by the
Compliance Report. If Participant needs more than three weeks to implement the required
changes, Participant shall notify ESRB immediately and provide a time frame within which it
commits to complete all changes.
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For ESRB to provide thorough and accurate Compliance Reports, Participant must
provide ESRB full access to the Monitored Products, including access to "members only" or
password-protected areas of the Monitored Products.

Ill. CONTINUING OBLIGATIONS OF PARTICIPANT
A.

Designation of Site Coordinator

Participant shall name a coordinator for the Monitored Products {"Site
Coordinator") who shall be ESRB's primary contact. Participant shall notify ESRB in the event of
a change to the individual designated as Site Coordinator. The Site Coordinator shall be
responsible for the effectuation and implementation of Participant's Online Information
Practices reflected in its Privacy Statement and compliance with the Kids Seal Requirements. All
notices from ESRB shall be directed to the Site Coordinator.
B.

Notifying ESRB of Material Changes

1. Participant shall notify ESRB in advance of any material change(s) to its Online
Information Practices, including, by way of example, changes to Participant's Terms of Use or End
User License Agreement; changes to its data security infrastructure; or the roll-out of any new
sweepstakes, contest or similar promotion through the Monitored Products.
2. Participant shall obtain prior approval from ESRB for all substantive
modification to its Privacy Statement, whether such modification results from a material change
in Participant's Online Information Practices, the revamping of Monitored Products, or
otherwise.
3. Where changes to Participant's Monitored Products, Privacy Statement or
Online Information Practices have been implemente'd, Participant may be required to submit a
Self-Assessment Questionnaire ("SAQ") or provide updated information in a form determined by
ESRB. Participant may also be required to submit a SAQ if Participant has undergone a change in
control, or if there has been an investigation of Participant's practices by a federal or state
authority, agency or regulatory body or any unit of federal or state government.
C.

Notifying Users of Material Changes

Participant shall notify users of any material change(s) in its Online Information
Practices or Privacy Statement. Notice should be provided to users prior to the change taking
effect. Different types of material changes may require different forms of notice to users. If,
while reviewing Participant's Monitored Products in the normal course, ESRB discovers a material
change of which it was not previously notified, ESRB will advise Participant of the type of notice
Participant must provide to users of the Monitored Products.
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D.

Resolution of Consumer Complaints

1.
Participant shall implement procedures to receive, investigate and resolve
privacy inquiries and complaints from users. Where Participant's internal mechanisms are unable
to address a user grievance effectively, Participant shall refer the user to ESRB for dispute
resolution.
2.
ESRB shall provide contact information on its website, which visitors to
Participant's Monitored Products may use to contact ESRB with inquiries or complaints regarding
a Monitored Product. After determining the nature of the complaint, ESRB shall respond in one
of the following ways.

a.

If the question, concern or complaint is not privacy-related, ESRB shall
either forward it to the individual at Participant's company designated for
such purpose or redirect the consumer to the appropriate contact
mechanism (e.g., support page).

b.

If the inquiry or complaint is privacy-related and presents a question or an
issue ESRB can independently address, ESRB shall respond directly to the
consumer.

c.

lfahe inquiry or complaint is privacy related, but requires information or
input from Participant, ESRB shall contact Participant. Participant shall
cooperate with ESRB in resolving consumer complaints.

3.
If neither Participant nor ESRB succeeds in independently resolving a
consumer grievance, and the consumer wishes to pursue the matter further, Participant agrees
to fully participate, along with the consumer, in a dispute resolution process conducted by ESRB
and agrees to accept ESRB's judgment as final.

E.

Required Notice to ESRB

Participant shall notify ESRB in writing within thirty (30) days if Participant: (i)
changes its name; (ii) undergoes a change in control; or (iii) changes the domain name of any
Monitored Product.
IV. PRIVACY STATEMENT

A.

Content of General Privacy Statement

Participant shall maintain and abide by a Privacy Statement that is either written
by Participant and approved by ESRB, in its sole discretion, or written by ESRB. The Privacy
Statement shall clearly set forth Participant's Online Information Practic~s. The Privacy
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Statement must link only to and from web pages that are in the English language. If a Participant
wishes to link the Privacy Statement to or from a web page or mobile application in a language
other than English, the Privacy Statement must be translated and localized for the applicable
language/locality. At a minimum, Participant's posted Privacy Statement shall provide disclosure
to users with respect to each of the following elements:
1.
2.

3.

4.

5.

6.

7.

8.
9.

10.
11.

12.
13.

14.

Notice that the Monitored Product has been reviewed and certified by the
ESRB Privacy Certified Program;
A full description of how users can contact Participant, including the
1 Participant's name, postal address, and email address;
A full description of how users can contact ESRB with questions or
concerns about Participant's Privacy Statement or Online Information
Practices;
A complete list of all PID collected through the Monitored Product, how
each PID identified is collected, and how it is used;
The identity (including name, address and e-mail address) of all entities
that are collecting or maintaining PID on behalf of or through the
Monitored Product;
The entities (if any) with whom PID collected through the Monitored
Product is shared or disclosed, including the types of businesses in which
any third parties are engaged, the general purpose for which the
information is used by the third parties, and whether the third parties have
agreed to maintain the confidentiality, security, and integrity of the PID
collected .by Participant;
Notice of whether Participant supplements PID collected through the
Monitored Products with information from other sources .and, if so, a
description of the PID and the sources from which they were collected;
Disclosure of the tracking technologies, if any, used on the Monitored
Product either by Participant or by an authorized third party;
An explanation of when and how users may exercise opt-in and/or opt-out
options, including the choices available to them regarding how their PID is
collected and used;
The nature of the security measures in place on the Monitored Products;
Notice that PID provided to Participant may be subject to disclosure in
response to judicial or other government subpoenas, warrants, or orders;
Notice that information posted by users in online bulletin boards, chat
rooms, news groups, or other public forums may be displayed publicly;
The notification procedures to be utilized by Participant in the event of a
material change in its Online Information Practices and/or Privacy
Statement; and
Disclosure of the effective date or last date on which the Privacy Statement
was updated (i.e., "updated as of').
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B.

Content of Kids Privacy Statement

If Participant is collecting PIO from Children, or if any portion of Participant's
Monitored Products are directed to or target Children, then Participant either must implement a
separate Kids Privacy Statement, or incorporate into its General Privacy Statement a section
specifically devoted to Participant's Online Information Practices with respect to Children.
In addition to the elements set forth in Section IV.A. above, Participant's Kids
Privacy Statement, or, if there is no separate Kids Statement, that portion of Participant's General
Privacy Statement reflecting its Online Information Practices with respect to Children, must
contain the following elements:
1.

Disclosure of the manner in which Children's PID is collected through the
Monitored Product and how it ·will be used (e.g,, to fulfill a requested
transaction, for record keeping purposes, for the purpose of marketing
products or services to Children, etc.);

2.

Notice that a Child's participation in a chat room, bulletin board, or other
online forum provided by Participant may result in such Child 1 s public
disclosure of PIO, and notice of Participant's policy to remove any such PID
if and when discovered;

3.

Notice that a parent has the option to consent to Participant's collection
and use of their Child's PID without consenting to Participant's disclosure
of that information to third parties;

4.

A description of the procedures pursuant-to which parents can prevent
Participant's disclosure of their Child's PID to third parties;

5.

Disclosure that Participant may not condition a Child's participation in an
activity on such Child's disclosing more PIO than is reasonably necessary to
participate in such activity;

6.

Notice that parents may refuse to allow Participant and/or any third party
from further collecting or using their Child's PIO;

7.

A description of the process by which a parent can, for any purpose, access,
correct, or delete their Child 1 s PIO; and

8.

A description of the process by which third parties give parents access to
review, correct, or delete their Child's PIO, including for the purpose of
preventing disclosure to third parties of their Child's PIO.
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C.

Placement of Kids Privacy Statement and Other ESRB Marks

Participant must provide, on its home page and on any pages where PID is
collected from Children, a prominent and clearly labeled link to its Privacy Statement. If the
Monitored Product is a website, Participant should post the "Kids Privacy Seal" Mark near the
link to the Privacy Statement. The Kids Privacy Seal Mark must link directly to Participant's
membe'rship confirmation page hosted at esrb.org.
If the Monitored Product rs an on line app, a link to the Privacy Statement
must be
I
in the app store, available prior to download. A Privacy Statement, preferably a short form
template containing the "Mobile Seal" Mark, must be accessible directly within the app.
V. DIRECT NOTICE AND PARENTAL CONSENT REQUIREMENTS

A.

Direct Notice to Parents to Obtain Prior Verifiable Parental Consent

1.
Participant must make reasonable efforts, taking into account available
technology, to ensure that a parent receives direct notice of Participant's Online Information
Practices with respect to Children, including notice of any material change in the Online
Information Practices of Participant to which the parent has previously consented. With limited
exceptions, Participant must provide direct notice to parents and obtain verifiable parental
consent before collecting any PID from a Child. For exceptions to this requirement, see Section
V.D. below.

2.
Direct notice to parents sent to obtain prior verifiable parental consent
must contain: (i) a hyperlink to Participant's Kids Privacy Statement (or that portion of
Participant's General Privacy Statement that reflects its Online Information Practices with respect
to Children) and notice that Participant has collected the parent's email address from the child
in order to obtain consent; (ii) disclosure of the additional items of PID that Participant intends
to collect from the Child, as well as potential opportunities for disclosure of the PID; (iii) disclosure
that Participant must obtain the parent's permission to collect, use or disclose the PID collected
from the Child; (iv) a description of the procedures by which a parent may give Participant such
permission; and (v) notice that if the parent does not provide consent within a reasonable time,
Participant will delete the parent's on line contact information from its records.

B.

Mechanisms for Obtaining Verifiable Parental Consent

Participant must take reasonable measures, in light of available technology, to
ensure that the person providing consent is the Child's parent. Acceptable mechanisms for
obtaining verifiable parental consent include: (i) providing a consent form to be signed by the
parent and returned to Participant by mail, scan, or fax; (ii) requiring a parent to use a credit card
in connection with a transaction on Participant's Monitored Product; (iii) having a parent call a
toll-free telephone number staffed by trained personnel; (iv) having a parent connect to trained
personnel via video-conference; (v) verifying the parent's identity by checking a form of
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government-issued identification against databases of such information, provided that the
identification information is deleted immediately after verification; (vi) using email accompanied
by a PIN or password obtained by the parent through one of the verification methods described
above; or (vii) using an approved vendor, such as Veratad Technologies.
C.

Information Collected for Participant's Internal Use Only

Where Participant's use of PID is for internal purposes only, and there is no
disclosure to third parties or the public, methods to obtain prior verifiable parental consent may
also include use of email, coupled with additional steps to provide assurances that the person
providing the consent is the parent. Such additional steps include: (i) sending a delayed
confirmatory email to the parent after receiving consent; or (ii) obtaining a postal address or
telephone number from the parent, and confirming the parent's consent by letter or telepho ne
call. If Participant implements such methods, the confirmation communication must include (a)
all.the information contained in the earlier email notice, and (b) instructions for how the parent
can revoke the con·sent given in response to the earlier email.
0

D.

Exceptions to Obtaining Prior Verifiable Parental Consent

· Participant may cpllect a Child's name or email address prior to obtaining parental
consent under the following exceptions:
1.
Obtaining Consent: Participant may collect the name or email address of
a parent or Child for the sole purpose of obtaining parental consent; provided, however,
that if Participant does not obtain parental consent after a reasonable time from the
initial date of collection, Participant shall permanently delete collected information from
Participant's records. Participant must not use the collected name or email address to re
contact the parent or Child.
2.
One-Time Response: Participant may collect an email address (or other
online identifier) from a Child for the sole purpose of responding directly, on a one-time
basis, to a specific request from the Child -- so long as such information is not used to re
contact the Child or for any other purpose and is subsequently deleted from Participant's
records. Under this exception, Pa_rticipant is not required to provide direct notice to a
parent or to obtain verifiable parental consent.
3.
Multiple Responses:
Participant may collect the online contact
information of a Child and parent only to respond directly, on more than one occasion, to
a specific request from the Child, so long as such information is not used for any other
purpose. In such instances, Participant must make reasonable efforts, taking into
consideration available technology, to give direct notice to parents, which must: (i)
include Participant's Kids Privacy Statement or that portion of Participant's General
Privacy Statement that reflects its Online Information Practices with respect to Children;
(ii) explain to the parent that Participant has collected the Child's email address to
respond to the Child's request; (iii) explain that the Child's request will require more than
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one contact with the Child; (iv) explain that the parent may refuse to permit further
contact with the Child and may require Participant to delete the Child's information; (v)
explain how a parent can refuse to permit further contact and information collection from
the Child; and (vi) explain that if the parent does not respond, Participant may use the
collected information for the purposes stated in the direct notice. This direct notice to
parents must be sent immediately after Participant's initial response to the Child and
before sending any additional responses.
/

4.
Protecting Child Safety: Where Participant has used reasonable efforts to
provide notice to the parent, Participant may collect a Child's name and emall address
only to the extent reasonably necessary to protect the safety of the Child on a Monitored
Product, provided such information is used for the sole purpose of protecting the Child's
safety and not used to re-contact the Child or for any other purpose, nor disclosed on the
Monitored Products. In such cases, Participant must make reasonable efforts, taking into
consideration available technology, to give direct notice to parents, which must: (i}
include Participant's Kids Privacy Statement or that portion of Participant1 s General
Privacy Statement that reflects its Online Information Practices with respect to Children;
(ii) explain that Participant has collected the Child's name and email address to protect
the Child's safety; (iii} explain that the parent may refuse to permit further contact with
the Child and may require Participant to delete the Child's information; (iv) explain how
a parent can refuse to permit further contact and information collection from the Child;
and (v) explain that if the parent does not respond, Participant may use the information
for the purposes stated in the direct notice.
5.
Protecting Others: Participant may collect a Child's name and email
address only to protect the integrity or security of Participant's Monitored Products, to
take precautions against liability, to respond to judicial process, or to provide information
to law enforcement agencies or pursuant to authorized investigations on matters related
to public safety, provided such information is not used for any other purpose. Under this
exception, Participant is not required to provide direct notice to parents.
VI. PROVIDING PARENTS ACCESS TO AND CONTROL OVER CHILDREN'S PERSONAL
INFORMATION AND DATA

Participant must provide parents
opportunities to control use of their Child's PID:

with

the

following

information

and

•

The specific information Participant has collected from the Child, induding his/her
name, address, telephone number, hobbies, etc.;

•

An opportunity for the parent to prevent Participant from collecting or using PID
about their Child in the future; and

•

An opportunity for the parent to direct Participant to delete their Child's PID from
Participant's records.
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Participant must take reasonable measures, in light of available technology, to
ensure that the person requesting access to or providing instructions about the Child's PIO is the
Child's parent. For acceptable verification mechanisms, refer to Section V.B. above.
VII. DATA COLLECTION AND SECURITY
A.
Participant shall, upon ESRB's reasonable request, provide details regarding how
PID is gathered from and/or tracked through Participant's Monitored Products, as well as
disclosure regarding how such PID is utilized. If PID is not being utilized, Participant should not
collect it.
B.
Participant shall establish, implement and maintain reasonable procedures to
protect the confidentiality, security and integrity of PID within its control, whether collected from
adults or Children, from unauthorized access, use, alteration, distribution, or disclosure.
Participant shall utilize appropriate, commercially reasonable methods (e.g., encryption) to
protect any sensitive PID it collects, such as social security numbers or transactional information,
including but not limited to financial information.
C.
Participant must take reasonable steps tci release Children's PID only to service
providers and third parties capable of maintaining the confidentiality, security, and integrity of
such information.

D.
Participant shall take reasonable steps when collecting, creating, maintaining,
using, distributing, or disclosing PIO to assure that the data created, utiliz_ed and/or shared is up
to-date, complete and accurate. ·

E.
Participant must implement reasonable and effective _processes and/or
mechanisms that allow users to correct material inaccuracies in PID, such as account or contact
information. These processes and/or mechanisms must be easily comprehended and "user
friendly" and, once utilized, must confirm to users that the cited inaccuracies have been
corrected.
F.
If Participant's Monitored Products provide links to third-party web sites or apps,
Participant should implement "exit messages" or "bumper pages" wherever users travel via such
links to a third-party site or app to inform a user that: (i) he/she is leaving Participant's web site
or app; and (ii) Participant's Terms of Use and Privacy Statement will no longer be applicable
upon user's departure from Participant's website or app. Prior to implementation, Participant
should submit the specific language it intends to utilize for this purpose to ESRB for approval.
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EXHIBITS
Proposed ESRB Privacy Certified Kids Seal Requirements

("Pregffiltt:::~~-~

'---··-··········· The- following-01;1tlines-the ESRB Priveoy-Geflifiea"Kids 8~uiremellls
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· .
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Identifiable Illfomurtion ff6mor targeted at._children under the age of thirteen (13t,--ar-tfany seeti011 ··-.•
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ldentifHlble T11funna1ien !fem ehildrell muler tlie age of thfrtoon-fHt,--e~ Participant_ has. actual-·.·--
knowledge tlttlt,,it is_collecting or.maintaining Peffi0nlll!y_lde11tifiable-Infermatiootor allowing a third--..--.
party to collect or maintain) pe'rsonal information or dataJrom children under the age of thirteen·--·--.
(1-3) through #;;f!. Monitored Web Sites or Mobile Apps,Product. then. Participant must comply with----·-·
the followiftg.;ESRB Privacy Certified KidsKids Seal -Requirements. If1my of Partioipant!s set forth ·•..•
in this Sched~le for all such Monitored ~t~bile-Apps ere _eolleeling_inform~tiett-ffllffl ~\:·
eiti;";ens oHh~Products Participant has eBFOlled in the HU Priva~submitted_to _\\'·
ESRB for certification and on which,.Participant ffll!St-alse-eamplj'"Wilhintends to_display the_Privacy \ \ \
Certified Kids Privacy seal and/or.the ESRB Privacy Certified BH--Seal-ReEjuirements,,wbieh shall,_by .\\\
releFenee, ineorpomte-atiy-fted-flH-applieab!e mies and defmi!ieBS-aS--OH!lineft-llf:lder the Childrea's Ollliae \ \ \
Pri\•aey Pro!eo!ion Act (as amended-on-9eeember 19, 2012)Mobile seal.•-· ... __ .. _....-__ -·-----------------.,.:..::::

\<
h--DEFINITIONS•.......... ---·-------------------------·---······-----······---------------------·--·······:.>.

•-.--.-·-----........ J ...-----------------------------....---...........--··---------------------------...--.--... *:::<>·
Child/Children means users resident 1n the United States er G11uad<t_0r anr#here else in the wOFk!, _\ \

\:'..:'.:·.\

,who are under thirteen (13) years of age.
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Pfwaoy Certified P-mg1am. ,\n attthori'i'aed l'Oflresetlta!ive ofPaftioif)OHt shall sig1H11ukt!est that the
iHfum111tioll-flf6¥ffied in tile 8AQ is lflle and a~ate-sttbmit!ed-, ,
!~~B shall review the eemfJ1eted 8AQ, aloag-witl!-farticipant's Privacy _____ . _______ ------=---..~!Cltement _and_ relC1!!'!d__illffifffillHon-e-0Ueetio11 fFaetiees, a11dOnline__lnformation____---.
Practices with respect to the Monitored Products. ESRB shall_e1~~-~~~-~-~~-_S_!C1t~..C?f.f'.C1~!~ipant's __ ---
overall compliance with the Program Requirements.-!Jvon eemflleting this re'liew, B8RB will after ·---which it shallprovlde Participant_with(i) required and_suggested changes to Participant's_Privacy ____ _
Statement: and liil a comprehensive_report detailing any and all_required and suggested.changes-,----
to Participant's Privaoy 8tatemeRt-a1ullerOnline Information Practices with respect to the,_ ·---.
Monitored Well Sites or Mobi!e-Apps ("Cer1ifieatio11Products {"Compliance, Report''). ___________________ ··---.
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sigtted-eep~· ofthe Certifieatio11 Re1,ort. B8RB will in writing. ESRB shall.then complete a final review~··~:--
of the Privacy Statement and .Monitored _Web-si!es--01'-Mebile Apps _OHd, _i!Products.__ Ii all the.·.,,_--.
required changes have been implemented, or otherwise resolved, ESRB shallprovfde Partlcl pant_\.•·-.
with written approval to use and access to the appropriate Program Marks. \ \·
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•···············-·----------- ---------------
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----------·\\::

I. At the lime Partieipant is-eer!i-fied-ta-ellter the PFegram, Partieipant
shall be suhjcet to a11 011Site-oomJm9Hee fe•,ciew by E8RB. TI1c ottSit.i wi'ii:fw shall be sehed11lea in
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Siles er Mellile Apps ....~1ieh Products that,.are_necessary for Participant to remain compliant with __ .---the PFegmmKids Seal.Requirements;_and (iii) propose changes which, although not required under_.----the PmgramKids SealRequirements,_reflect _"best practices" whieh~ a re_ highly recommended-<·-by ESRB. Within three (3) weeks of Participant's receipt of a Compliance Report, Participant must
·-notify ESRB, through ESRB's SharePoint system (or through whatever other means may be
specified by ESRB pursuant to its then-current policy), that Participant has implemented all
changes required by the Compliance Report. If Participant needs more than three weeks to
Implement the required changes, Participant shall notify ESRB immediately and provide a time
frame
within
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all
changes.
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Exceptions to Obtaining Prior Verifiable Parental Consent

Participant may collect a Child's name or email address prior to obtaining parental
consent under the following exceptions;

1.
Obtaining Consent: Participant may collect the name or email address of
a parent or shik!Child _for _the_ sole _purpose_ of_ obtaining_parental _consent; _provided,_>----{ Formatted: Font: +Body (Calibri), 12 pt
however, that if Participant does not obtain parental consent after a reasonable time
from the initial date of collection, Participant shall permanently delete collected
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email address to re-contact the parent or Child.
2.
One-Time Response: Participant may collect an email address (or other
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3.
Multiple Responses:
Participant may collect the online contact
information of a Child and parent Hl--0ffieronly. to respond _directly,_ on_ more_ than _one~------{ Formatted:
occasion, to a specific request from the Child, so long as such information is not used for
any other purpose. In such instances, Participant must make reasonable ,efforts, taking
into consideration available technology, to give direct notice to parents, which must: (i)
include Participant's Kids Privacy Statement or that portion of Participant's General
Privacy Statement that reflects its Online Information Practices with respect to Children;
(ii) explain to the parent that Participant has collected the Child's emall address to
respond to the Child's request; (iii) explain that the Child's request will require more than
one contact with the Child; (iv) explain that the parent may refuse to permit further
contact with the Child and may require Participant to delete the Child's information; (v)
exp Iain how a parent can refuse to perm it further contact and information collection from
the Child; and (vi) explain that if the parent does not respond, Participant may use the
collected information for the purposes stated in the direct notice. This direct notice to
parents must be sent immediately after Participant's initial response to the Child and
before sending any additional responses.

4.
Protecting Child Safety: Where Participant has used reasonable efforts to
provide notice to the parent, Participant may collect a Child's name and email address
11 of 13

Font: +Body (callbrl), 12 pt

only_;to the extent reasonably necessary to_protect the safety of the Child on a Monitored ___ ...- Formatted: font: +Body (Calibri), 12 pt
Wea Site er Meaile-AppProductt_ orovided such Information is used for the sole purpose of __ ...·· Formatted: Font: +Body (Callbrl), 12 pt
protecting the Child's safety and not used to re-contact the Child or for any other purpose,
nor disclosed on the Monitored '.'lea Sites eF-Mebile-Apps,:Products. __ In .such_ cases, _....•·{ Formatted: Font: +Body (Calibri), 12 pt
Participant must make reasonable efforts, taking into consideration available technology,
to give direct notice to parents, which must: (i) include Participant's Kids Privacy
Statement or that portion of Participant's General Privacy Statement that reflects its
Online Information Practices with respect to Children; (ii) explain that Participant has
collected the Chlld's name and email address to protect the Child's safety; (iii) explain that
the parent may refuse to permit further contact with the Child and may require
Participant to delete the_ Child's information; (iv) explain how a parent can refuse to
permit further contact and information collection from the Child; and (v) explain that if
the parent does not respond, Participant may use the information for the purposes stated
in the direct notice.

5.
Protecting
Others: Participant may collect a Child's name and MMemail ---= ...·{ Formatted: font: +Body{Calibri), 12pt, Notilallc
.1£.
----- --- ---- - ~--&-~~M~~--address only.to _protect_the_integrity or.security of Participant's Monitored Wea.Sites er.. -- Formatted: font: +Body (Calibri), 12 pt
Meaile AppsProducts~.to take precautions .against liability,_to respond to judicial process, __ ·---- Formatted: Font: +Body (Calibri), 12 pt
or to provic;le information to law enforcement agencies or pursuant to authorized ··-··{ Formatted: font: +Body (Calibri), 12 pt
investigations on matters related to public safety, provided such information is not used
for any other purpose. pnder this exception,_ Participant is_not required to provide direct_ ...-··{ Formatted: font: +Body (callbri), 12 pt
notice to parents.
--------

---•••••-••-•••••••••••••••••

&





-

VI. PROVIDING PARENTS ACCESS TO AND CONTROL OVER CHILDREN'S PERSONAl,J,Y~-.__ ...

Formatted: Font: +Body (catibrl), 12 pt

"'

Formatted: Justified, Indent: Hanging: 0.25''

IDENTIFL\.BLEPERSONAb_lNFORMATION AND DATA_.. ______ -------------------------·········~~:·:,~:

Formatted: Font: +Body (callbri), 12 pt

Participant must provide parents with the following information and•·--- ' '
~nities to control use of their Child's Persanally ldenHl-iaale lnfennatianf.ID.:__________________ ... ~·•,, '-

~-- ......

•

th6Ih!:._specific_lnformation Participant has collected from the Child,_including his/her--:--.>
name, address, telephone number, hobbies, etct...;._·········----------------------··--·-------- \ ',,
\. \.

•

Farmattecl: font: +Body {catibri), 12 pt
Formatted: Font: +Body (Calibri), 12 pt
Formatted: Justified, Bulleted + Level: 1 + Allgned at: 0.S"
+ Tab after: 0.75" + Indent at: 0.75"

an&J,. opp-0rtunity for _the_ parent _to _prevent_ Participant _from collecting .or. using~\.>'
PeFsanally Identifiable Infernuttio1l.e.m._about their ebiltillik!._in the future;. and .. ___________ '•,,, '

Formatted: Font: +Body (Calibri), 12 pt

an&J,.opportunity for theparent to direct Participant to delete their. Child's Peffienally. *-::z:-:
!denlifiaale lnlbrmatlaHEfil_from_Participant's records.·--------------------------·-····· ... ···-~·•,., \

Formatted: font: +Body (Calibri}, 12 pt

'•<::

Formatted: font: +Body (calibrl), 12 pt

.

•

formatted: Font: +Body (Ca!!btl), 12 pt
Formatted: Justified

'
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