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Mr. Chairman and members of the Subcommittee, | am Jodie Bernstein, Director of the
Bureau of Consumer Protection of the Federal Trade Commission ("FTC" or
"Commission™). | am pleased to have this opportunity to review with you the Commission's
consumer protection activities relating to the practices of online pharmacies.®

l. Introduction

The Commission is well aware of the rapid growth of the marketing of health care products
and services via the Internet and has been actively monitoring and pursuing law
enforcement in this area for some time. The agency, for instance, has conducted
enforcement and consumer education initiatives to combat health fraud on the Internet; has
been a leader in protecting consumer privacy in the online medium; and is now monitoring
online pharmacy websites, conducting investigations, and making referrals to other federal
and state authorities as appropriate. This morning | will discuss our authority in this area,
how the FTC's role relates to that of other federal and state authorities, and describe some of
our enforcement efforts and other activities to protect the online consumer from the
deceptive marketing of health care products generally, and prescription drugs specifically. |
would also like to identify what the Commission believes are the most significant challenges
facing federal and state authorities with enforcement authority over online pharmacies and
suggest possible solutions.

The Internet offers significant consumer benefits in the form of greater and easier access to
detailed health information, as well as more convenient, and often cheaper, access to health
care products and services. In 1998, 22.3 million adults in this country sought health and
medical information online, nearly 70% before visiting a doctor's office.2 The number is
predicted to increase to 30 million by the year 2001.2) More and more often, consumers are
turning to the Internet not just for health information but to purchase health care products.
Unfortunately, the online medium also provides an easy opportunity for irresponsible
marketers to prey on sick or vulnerable consumers with potentially serious consequences to



consumers' health and pocketbooks.

Like other health care promotions on the Internet, the availability of prescription drugs via
online pharmacies offers potential benefits to consumers, including convenience and value.
Many online pharmacies appear to operate in essentially the same manner as mail order
pharmacies and in keeping with standards of state licensing authorities. Nevertheless, our
review of the current practices of some online pharmacies and of some physicians that
provide online prescription services indicates the potential for serious consumer injury.
Significant potential for injury exists when prescriptions are issued without adequate review
of the consumer's medical history or when unapproved drugs are sold to consumers over the
Internet by overseas pharmacies. The Commission has limited anecdotal evidence of
specific occasions where consumers have, in fact, received a prescription drug via the
Internet that would be clearly inappropriate or even dangerous because of the age, health, or
other drug use of the consumer.“

As the Subcommittee is aware, the rapid growth in online sales of prescription drugs and the
increase in the practice of online prescribing, both of which are occurring across state and
even international borders, present significant technological and logistical challenges to the
traditional regulatory framework. State medical boards and state pharmacy boards have both
expressed concerns that their existing enforcement tools are not adequate to police the
online medium.® In many cases it can be difficult, without extensive investigation, to
identify the name; location; and state of licensure or registration for the physicians,
pharmacies, and website operators involved in these practices. Our review of almost 100
sites provided by Subcommittee staff found that very few provided adequate identifying
information. Even when parties can be located, it can be difficult and costly for a state
medical board or a state pharmacy board to pursue law enforcement against an out-of-state
physician or pharmacy prescribing or dispensing prescription drugs inappropriately via the
Internet.

The Commission can play a role in protecting consumers who use online pharmacies by
bringing cases against specific deceptive practices. The agency can also assist other federal
and state authorities in their investigatory work. The FTC's authority, however, is limited
and may not fully address the important consumer protection issues raised here. To a large
extent, the practices that present the greatest concerns involve issues relating to the
appropriate standards for prescribing and dispensing drugs, both of which have been
traditionally regulated by the states. The Commission suggests that the Subcommittee
consider whether additional legislative measures are necessary to address the unique
characteristics of this medium and ensure greater protections for consumers. Specifically,
requirements for clear and prominent disclosure of identifying information for the online
prescribing physician, the online pharmacy and the website owner, if different, as well as
the states where prescriptions will be dispensed, would greatly assist state law enforcement
efforts. We also recommend that additional consideration be given to assisting states with
extraterritorial jurisdiction issues.

I1. Scope of Commission Authority



The Commission's authority derives from the agency's mandate to prevent deceptive or
unfair acts or practices in commerce, pursuant to Section 5 of the Federal Trade
Commission Act ("FTC Act").®) The marketing of prescription drugs online would be
deceptive in violation of FTC law if it involved a misrepresentation or omission likely to
mislead consumers acting reasonably under the circumstances to their detriment. Thus, the
Commission has authority to bring an enforcement action where an online pharmacy makes
false or misleading claims about the products or services it provides.” For example, the
Commission would have authority to take action if an online pharmacy or website operator
made false or misleading claims about the safety or efficacy of the drug it was offering.©
Another example of a deceptive practice within the Commission's jurisdiction would be the
misrepresentation by an online pharmacy of its privacy practices, for instance, false
statements about how the site collects and uses medical information about the consumer.}

The Commission also has authority under its unfairness jurisdiction to regulate marketing
practices that cause or are likely to cause substantial consumer injury, which is not
reasonably avoidable by consumers, and not outweighed by countervailing benefits to
consumers or to competition.22 Although some parties have suggested that certain online
prescribing practices by physicians may be so inadequate as to be unfair, these practices
raise difficult issues involving physician practices that the Commission has traditionally
refrained from regulating.

I11. Interaction with Federal and State Regulatory Authorities

As we have noted, many aspects of the online prescribing and dispensing of prescription
drugs do not fall clearly within the agency's traditional scope of authority or expertise and
have been the primary responsibility of other federal and state agencies.

The other principal federal agency with authority in this area is the Food and Drug
Administration ("FDA"). The FDA has primary jurisdiction to regulate labeling and
advertising claims made by the manufacturer, distributor or packer of prescription drugs.@
In addition, the FDA has the authority to take action against the dispensing of a prescription
drug without a valid prescription.22 Because the FTC and the FDA have such closely
related and overlapping authority over a number of products, including prescription drugs,
the two agencies coordinate closely pursuant to a longstanding liaison agreement. % In fact,
the Commission recently referred to the FDA's Office of Criminal Investigation two matters
involving U.S. websites that were offering prescription drugs without requiring
prescriptions.

Many of the concerns expressed about online pharmacies relate to the practice of physicians
engaging in online medical consultations with consumers and issuing prescriptions without
any pre-existing doctor-patient relationship. The question of when and under what
circumstances, if at all, it is safe and appropriate to prescribe medications without actually
seeing a patient is difficult and raises issues that fall beyond this agency's traditional
expertise.

The Commission has long refrained from challenging practices that fall within the doctor-



patient relationship, including communications between doctors and patients about course of
treatment decisions.2% The FTC does not have the authority to revoke an individual
physician's license or to enforce state licensing requirements. The agency believes that
judgments about the practice of medicine are better left to the individual state medical
boards, which establish standards of practice and oversee the licensing of individual
physicians. It is our understanding that many states currently prohibit the issuing of
prescriptions based solely on a consumer's answers to an online questionnaire.:>)

Similarly, the licensing and regulation of pharmacies, like the licensing of physicians, has
traditionally taken place at the state level by state pharmacy boards. The Commission does
not have authority to revoke a pharmacy's license or to enforce regulations relating to
licensing of pharmacies. Again, issues about what constitute appropriate practices by an
online pharmacy are better left to the state authorities with the relevant expertise.

While the Commission believes that state authorities should continue to have responsibility
for enforcement of licensing requirements for physicians and pharmacies, the FTC has and
will continue to provide assistance to those authorities in individual investigations.

V. Specific Commission Activities Relating to Online Pharmacies

The Commission believes its role with regard to online pharmacies is limited under the
current legal framework and that the primary responsibility should remain with the states
and FDA. Within the scope of our authority, we have taken a number of actions in this area:
monitoring websites; conducting investigations; and making referrals to other federal and
state authorities. In addition, we coordinate many of our activities through an interagency
working group.

Because there are many federal and state authorities with specific roles in the regulation of
physicians and pharmacies, it is critical that the various agencies coordinate closely. On
April 26, 1999, an interagency working group, comprised of the FTC, FDA, the Department
of Justice (DQOJ), the Drug Enforcement Agency (DEA), and other federal and state
agencies, met to consider the regulation of online pharmacies and other issues relating to the
sale of drugs over the Internet. One of the group’s tasks is to explore enforcement issues and
potential jurisdictional gaps. One follow-up meeting has been held and an additional
meeting is scheduled for September 1999. The FTC will continue to participate in the
meetings of this group and to consult informally with appropriate authorities as specific
iSsues arise.

Another important function of the Commission is that of monitoring the practices of online
pharmacy sites and using our Internet expertise to assist other state and federal authorities in
their enforcement efforts. The FTC has the technical capacity to monitor and investigate
Internet marketing and is continuing to upgrade our current technology. For example, our
computer equipment permits staff to locate and preserve websites for evidentiary purposes.

The Commission's monitoring activities have led to a few preliminary investigations. In one
situation, staff completed two mock online consultations in order to obtain the prescription



drug Viagra®. For one of these consultations, staff described a number of factors in the
"patient's" medical history that should have raised serious concerns about the
appropriateness of issuing a prescription for Viagra® , such as bypass surgery, obesity,
family history of heart disease and the absence of any information about other medications.
In both cases, staff was issued a prescription without question and was able to purchase the
Viagra® online. This investigation led to referrals to the relevant state medical and
pharmacy boards. To the extent possible, Commission staff have also assisted state
authorities in identifying and locating specific online pharmacies and physicians.

The Commission has also played a role in other closely related areas involving the
marketing of health care products on the Internet and the protection of consumer privacy
online. For example, the Commission recently announced "Operation Cure.All," a
comprehensive consumer education and enforcement initiative to combat health fraud on the
Internet. The project was the outcome of two “surf days"®® in which the FTC and other
government and private partner organizations identified nearly 800 websites making
questionable claims that a product or treatment could cure or treat diseases like cancer,
arthritis, AIDS, multiple sclerosis, diabetes and heart disease. As part of this project, the
Commission announced four cases against companies marketing non-prescription health
products on the Internet and is currently pursuing additional cases.*” The Commission has
also filed other cases against Internet marketers of health care products in recent years,
including a dietary supplement program purported to cure Attention Deficit Disorder and
another dietary supplement referred to as "Vitamin O" for the treatment of several diseases
including cancer and pulmonary disease.®

Finally, the Commission has been active in the protection of consumer privacy online, an
area that has great relevance to the subject of online pharmacies given that highly sensitive
medical information is often collected as part of the online consultation. The Commission,
for instance, has engaged in extensive monitoring of the privacy practices of websites, has
conducted workshops on the issue, prepared reports to Congress on the self-regulatory
efforts of industry on this topic, assisted in the development of legislation to protect
children's online privacy, and issued proposed rules to implement that legislation. The
Commission has also brought enforcement actions against websites engaged in deceptive
practices relating to the collection and use of personal consumer information.2% Online
pharmacies that make false or misleading representations about how they collect and use
personal information would be subject to similar FTC challenge.

V. Conclusion

The Federal Trade Commission will continue to do its part to combat deceptive practices by
online pharmacies and to assist other authorities in their investigative work. For the most
part, however, the practices that present the greatest concern and risk of consumer injury are
those involving the professional conduct of individual physicians or issues relating to the
licensing of pharmacies and safeguards on the dispensing of prescription drugs that have
traditionally been regulated by state authorities. Those state authorities appear to have laws
that are substantively adequate to stop irresponsible prescribing and dispensing of drugs via
the Internet. The real challenge lies in dealing with the logistical difficulties of identifying



responsible parties and enforcing laws across state boundaries. State authorities and other
groups are attempting to address the most troubling practices through issuance of guidelines,
certification programs and other non-legislative approaches, % but those efforts, while
valuable, still do not provide the tools necessary for effective and meaningful enforcement.

Based on the Commission's experience in this area, we recommend that the Subcommittee
consider legislative measures that would assist state authorities in their investigations by
mandating that certain identifying information about physicians, pharmacies and website
operators be posted. Specifically, we suggest that each website offering prescription drugs
for sale be required to disclose the following information clearly and prominently:

1) the name, business address, and phone number of the pharmacy that will dispense
the prescription and the state or states where such pharmacy is licensed or registered
to do business;

2) the name, address, and phone number of each physician providing the online
prescribing services and the state or states where such physician is licensed or
authorized to practice medicine, if such service is offered;

3) the name, business address, phone number, and principal officers or owners of the
online business offering prescription drugs, if different from the pharmacy or
physician; and

4) the state or states from which the website will accept orders for prescription
drugs.

Finally, the Commission recommends that consideration should be given to determining
what other measures are necessary to assist state pharmacy and medical boards with
enforcement of state laws against extraterritorial prescribing practices, including possibly
granting states the authority to bring actions in federal district court.

Thank you for this opportunity to present the Commission's views. | will be happy to
respond to your questions.
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